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Issues and Findings

Discussed in this Brief: An inven-
tory of State and local law enforce-
ment agencies from the 50 States
and the District of Columbia that

is being used to determine the tech-
nologies needed by these agencies to
combat terrorism. The inventory, con-
ducted through interviews and focus
groups involving State and local law
enforcement officers and others who
coordinate agency responses to ter-
rorist incidents, is the first phase in

a two-phase project sponsored by
the National Institute of Justice (NIJ)
under the Anti-Terrorism and Effec-
tive Death Penalty Act of 1996.

Key issues: Terrorist acts and the
ability of the United States both to
prevent incidents and to deal with
them effectively when they occur are
issues of increasing concern in the
country today. Recent incidents have
shown that the United States is at
risk from parties and individuals
abroad and within its borders. Rec-
ognizing the need to identify, docu-
ment, and respond to shortfalls in
State and local capabilities to com-
bat terrorism, Congress, through the
Act, charged NIJ with determining
State and local law enforcement
technology needs for handling ter-
rorist activities and with developing
technological solutions to respond to
those needs.

Key findings: Participants in the
project provided researchers with a
firsthand perspective of the
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Inventory of State and Local Law
Enforcement Technology Needs to

Combat Terrorism

Recent acts of terrorism within the
United States, such as the bombings of
the World Trade Center in New York City
and Centennial Olympic Park in Atlanta,
have focused attention on the ability of
law enforcement to manage these inci-
dents and investigate individuals and
groups suspected of planning or execut-
ing terrorist acts. Of particular concern is
the gap between technologies available to
and used by law enforcement—especially
State and local agencies—and the ad-
vanced technologies used by persons and
groups planning terrorist acts.

To improve the ability of law enforcement
agencies to fight terrorism, Congress en-
acted the Anti-Terrorism and Effective
Death Penalty Act of 1996. The Act
charged the National Institute of Justice
(NI1J) with the task of determining what
technologies are needed by State and
local law enforcement agencies to combat
terrorism. To fulfill this task, NIJ spon-
sored a survey of State and local law
enforcement officials and representatives
of other groups that could be involved

in preventing and managing terrorist at-
tacks. The project was to be carried out
in two phases: Phase I involved an inven-
tory of the technology needs of State and
local law enforcement, with respondents

from all 50 States and the District of
Columbia, while Phase II will involve
analyses of those needs to determine
whether existing or developing technology
can fulfill them or whether new technolo-
gies are required. This Research in Brief
presents findings from Phase I of the
project, identifying the most frequently
mentioned needs as well as issues related
to fulfilling them.

Methodology

In 1997, to identify unmet technology
needs, researchers conducted interviews
and formed focus groups involving State
and local law enforcement officers and a
small number of other individuals (e.g.,
emergency management officials) who
coordinate agency responses to terrorist
incidents—108 interviews and group dis-
cussion sessions altogether. A total of 195
individuals representing 138 agencies
from 50 States and the District of Colum-
bia took part. They represented a wide
variety of urban and rural jurisdictions
and a broad segment of State and local
law enforcement entities, including tran-
sit police, sheriffs” departments, city po-
lice, and State bureaus of investigation.
(See exhibits 1 and 2.)



B R R e s e ar c h i n B r i e f N |

Issues and Findings

continued. ..

technology tools required by law en-
forcement agencies to combat ter-
rorism. On the basis of participants’
statements, researchers made the
following observations:

o The counterterrorism needs of
State and local law enforcement
agencies across the country are simi-
lar, with minor regional variations.

« In terms of technologies available,
law enforcement agencies often are
not as well equipped as the terrorists
they may face.

o Akey issue for State and local
law enforcement agencies is the
affordability of new and existing
technologies.

« Terrorist acts can expand the
scope of routine police functions, cre-
ating a need for new technologies.

« Many of the capabilities used to
combat terrorism also are needed to
combat crime in general.

« State and local law enforcement
agencies are aware that entities at
all levels must cooperate to combat
terrorism effectively, requiring
improved information and commu-
nications technologies.

o Of particular concern to State and
local law enforcement agencies is
their ability to deal with weapons of
mass destruction, especially those
involving nuclear, biological, or
chemical hazards.

« Anissue of growing importance
to law enforcement agencies is their
ability to combat cyberterrorism.

Target audience: Federal, State,
and local policymakers; law enforce-
ment officers and administrators;
emergency management officials;
and technology development
specialists.

Research staff, with the assistance of the
four regional offices of N1J’s National
Law Enforcement and Corrections Tech-
nology Center (NLECTC) system, selected
potential participants. Care was taken

to ensure representation of law enforce-
ment disciplines specifically relevant to
counterterrorism efforts, such as bomh
disposal, SWAT (special weapons and

Exhibit 1. Profile of Represented
Jurisdictions

Jurisdiction Number
n=138
U.S. Park Police 1
Regional 4
State 46
Local 87
Cities with populations of
more than 200,000 (33)
Counties with populations of
more than 200,000 (18)
Smaller jurisdictions (36)

tactics), intelligence, and mass transit se-
curity units. To the extent possible, selec-
tion of agencies and, in some instances,
individuals was based on their particular
expertise in combating terrorism—

those that had taken part in large-scale
exercises dealing with terrorism, had
experienced a terrorist incident, or were
assigned a leading role in combating
terrorism. In addition, researchers inter-
viewed experts on combating terrorism to
gain their insights and advice on research
design and reviewed relevant literature to
derive additional background information
on tactics, techniques, and existing tech-
nology available.

In the sessions, interviewers asked partici-
pants to describe the technology capabili-
ties needed to combat terrorism that their
agencies lacked, in terms of 11 functions
drawn from the interviews with terrorism
experts and the literature review:
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« Intelligence.

« Surveillance (a special subset of
intelligence).

« Command, control, and communica-
tions (C?).

« Site hardening and security (protecting
buildings, facilities, and outdoor events
from terrorist attacks and reducing site
vulnerability to attack and damage).

« Detecting, disabling, and containing
explosive devices.

« Defending against cyberterrorism—
attacks using computers or computer
networks (a special subset of site harden-
ing and security).

« Defending against weapons of mass
destruction—specifically, nuclear,
biological, and chemical (NBC) devices.

« Apprehending and disarming terrorists.
« Forensics and investigations.

« Public information.

« Crowd and riot control.

A 12th function—training—was added
because many participants mentioned its
importance during the interviews and
group discussions.

Most Frequently Cited Needs

Participants in the interviews and group
discussions noted more than 100 unmet
technology needs; the 15 most cited are
listed in Exhibit 3. Needs are ordered by
the number of times they were cited dur-
ing the interviews and group discussions;
the number of times they were cited by
participants as among their five most
important needs also is shown.'

By far, the most commonly expressed need
was for ready access to current intelli-
gence. Participants specifically noted the
need for a national terrorism intelligence
database housed on a secure information
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Exhibit 2: Profile of Participating Agencies

Agency Number
n=138

Police departments 48
State police, highway patrols, departments

of public safety, bureaus of investigation, etc. 37
Sheriffs’ departments 23
County police departments 9
State emergency management agencies 7
Transit authorities, airport police, port

authorities (including one regional entity) 5
Regional coalitions, law enforcement associations 3

City emergency management

District attorney

State attorney general

State department of communications

State department of justice

U.S. Park Police

infrastructure. Such a database must be
accessible to all State and local law en-
forcement officials.

Improved means to detect and analyze
explosive devices was also mentioned
as a major need. The most important
requirement expressed was the ability
to verify the presence of an explosive;
analyzing the nature of a device was of
secondary importance. In addition, the
ability to “look into” a device more ac-
curately to determine what it is and how
it was constructed was of major interest.

Of emerging concern was the threat
posed by explosive devices possibly
containing chemical or biological
agents; improved means for detecting
NBC hazards was frequently men-
tioned by participants. Requirements
for equipment included portability
(preferably handheld or wearable
equipment), affordability, and respon-
siveness to a wide range of hazards.
Such tools could allow additional time

for responding to NBC hazards. In ad-
dition, participants wanted the ability
to identify the nature of the hazard
(e.g., the type of chemical agent) more
precisely.

Also cited was the need for better
NBC protective gear (including masks,
gloves, and suits) for first responders;
the key issue involved affordability.
While participants wanted protective
outerwear and masks offering im-
proved wearability and dexterity, they
remarked that they would settle for
functionality equivalent to that of
currently available gear, but only if it
cost less. Because of the high cost of
currently available gear, most agencies
would not have enough suits to field
more than a token force if a significant
incident were to occur.

Command, control, and communica-
tions (C?), another area frequently
mentioned by participants, involves the
ability to communicate information and
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data and to direct and coordinate the
activities of individuals and organiza-
tions (particularly first responders) to
achieve a common goal. The cost of
improving communications security
so that plans and intelligence are not
compromised was considered a major
shortfall. Participants noted that, even
in fairly large agencies, only a small
number of personnel—usually those
involved in counterdrug operations—
have access to secure communications.

A second C? need cited was for
multiagency, multijurisdictional com-
patibility of communications equip-
ment, enabling agencies to remain in
contact at an incident scene. Incident
commanders, line officers, and others
from various agencies (e.g., the local
SWAT team, Federal Bureau of Inves-
tigation, Drug Enforcement Adminis-
tration, and State and county police)
at an incident scene must be able to
communicate with other departments
without worrying about how to contact
them, which would require an opera-
tor-friendly communications system.?

Other technology needs mentioned
dealt with disarming and disabling
explosives, defending against weapons
of mass destruction, apprehending and
disarming terrorists, crowd and riot
control, and surveillance.

The need for improved bomb robots
for sensing, disrupting, and removing
explosive devices was cited frequently.
Participants sought a wide range of
improvements, such as greater dexter-
ity in picking up and handling objects,
the ability to carry more weight,
two-way communications to speak to
people at risk, the ability to climb
stairs, built-in detectors and disrupt-
ers, and a lower cost.

Nonlethal capabilities for apprehending
terrorists and for crowd and riot control
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also were cited by participants. Ideally,
this capability would enable State and
local law enforcement officers at a re-
mote location to incapacitate individu-
als and groups covertly and almost
instantaneously, for up to 20 minutes.

One of the surveillance needs involved
the ability to “see through walls”—being
able, from a remote location, to locate
individuals in a room, to differentiate
between terrorists and hostages, and

to determine whether individuals are
armed and where armed individuals are.
While participants expressed a need to
see through standard interior residential
walls, they ideally wanted the ability to
see through the heavier construction
found in exterior residential walls and
the exterior and interior walls of com-
mercial buildings.

Another surveillance need was for
improved long-range video monitoring.
High-resolution, unobtrusive remote
devices that could be left in place were
of particular interest. Related to this
capability, participants saw a need for
unattended, unobtrusive aerial vehicles
(UAVs) and stealthy manned aircraft

and helicopters to carry such equipment.

In addition, participants noted a need
for improved electronic listening
devices. Such devices should be co-
vert—ideally, undetectable—to avoid
endangering State and local law en-
forcement officers and compromising
an operation.

Also mentioned was the need for im-
proved night vision devices. Among the
key attributes desired were improved
affordability, resistance to light flares, a
broader field of vision, sharper images,
telescopic capability, and better depth
perception and color resolution.

Defense against cyberterrorism was an-
other area addressed: Needs included

Exhibit 3: Most Frequently Cited Technology Needs

Need Function Total Top
Times Five*
Mentioned
National intergovernmental Intelligence 58 47
information system with current
intelligence on terrorism
Improved means of detecting Detecting, disabling, and 58 21
explosives containing explosive devices
Improved and more readily available | Command, control, and 53 19
secure communications communications
Improved means of detecting and Defending against weapons 51 24
categorizing nuclear, biological, and | of mass destruction
chemical threats
Improved interagency communi- Command, control, and 48 26
cations communications
Improved robots for disarming and Detecting, disabling, and 47 9
disabling explosive devices containing explosive devices
Improved affordable protective gear | Defending against weapons 45 16
of mass destruction
Improved nonlethal weapons Apprehending terrorists; 40 8
crowd and riot control
Improved “see-through-the-wall” Surveillance 34 18
capability
Improved long-range video monitoring | Surveillance 34 13
Improved detection and tracing Defending against cyber- 33 4
mechanisms and countermeasures terrorism
for cyberattacks
Improved electronic listening devices | Surveillance 32 15
Improved training to combat terrorism | Training 31 18
Improved containment vessels and Detecting, disabling, and 31 6
vehicles for explosive devices containing explosive devices;
defending against weapons
of mass destruction
Improved night vision devices Surveillance 30 15

* Indicates the total number of times mentioned as being among an agency’s top five needs.

tools for preventing intrusion, detecting
and defending against it, and tracking
attacks to their points of origin. Most
agencies represented in the project had
little expertise with cyberterrorism, and
many participants believed the Federal
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Government and private sector would
handle this problem, much as the Fed-
eral Government is expected to manage
acts of terrorism involving nuclear
weapons.
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In explosive device remediation, the
need for improved containment ve-
hicles and vessels was cited. Partici-
pants felt that these vessels also should
be designed to prevent the release of
any chemical or biological agents
present. For investigative purposes,
they also wanted devices capable of
containing the fragments of an explod-
ing device within a vessel and more af-
fordable devices. (One bomb technician
noted that his agency’s containment
vessels cost $100,000 each; as a result,
too few were available, resulting in un-
acceptable response times.)

The need for more available and higher
quality training for State and local law
enforcement officers on how to combat
terrorism was discussed. Among the
technology training needs cited were
the following:

« Computer-based general training (to
reduce the need for, and thus the time
and costs associated with, live training).

« Computer-based specialized train-
ing (e.g., for bomb technicians).

« Computer-based models to rehearse
realistic hostage rescue scenarios.

Live training (e.g., combat marksman-
ship courses) often requires specialized
sites far from an agency’s office or other
work location. Ideally, computer-based
training, which can be conducted in an
individual’s office or in a nearby room,
could replace much live training.

Conclusion

On the basis of the findings of the in-
ventory, researchers made the follow-
ing observations on the current status
of what State and local law enforce-
ment agencies need to investigate and
manage terrorist acts and the individu-
als and groups who cause them.

Similarity across regions

The technology needs expressed were
remarkably similar across the country,
with minor regional differences. For
instance, some agencies in mountain-
ous areas have problems with commu-
nications line of sight, while agencies
in jurisdictions with flat, open terrain
experience difficulty undertaking
covert surveillance operations.

Affordability

Affordability appears to be an
overarching concern of State and local
law enforcement agencies. Many par-
ticipants stated that they lacked criti-
cal equipment and materials because
their agencies cannot afford them; as a
result State and local law enforcement
often are not as well equipped as the
terrorists they may face. For instance,
State and local officials may have only
286- or 386-processor personal com-
puters, while their adversaries are
equipped with the latest Pentium®-
based models.

It appears, at this point, that many

of the needs participants mentioned
could be met using existing technolo-
gies. For example, improved night
vision devices, improved armored
vehicles, and mobile fax machines
all are available now; the question is
whether agencies can afford them.
Many participants suggested that
technology-sharing be more frequently
employed as one means of making
equipment more affordable.

Critical deficiencies

State and local law enforcement are
particularly concerned about their
ability to handle nuclear, biological,
and chemical (NBC) devices and other
weapons of mass destruction. Again,
affordability is a barrier; many partici-
pants mentioned the difficulty of
defending expenditures for equipment
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that might rarely, if ever, be used. A
large number observed that they must
rely on the Federal Government to
manage NBC threats. Another problem
is that agencies often do not fully
understand the nature of NBC threats
and the training required to deal with
them. For instance, federally spon-
sored initiatives to help State and
local governments prepare to deal with
a weapon of mass destruction have
focused on emergency services and
fire personnel and senior managers
rather than law enforcement line
officers.

Another concern is that State and local
law enforcement generally lack the abil-
ity to combat cyberterrorism effectively.
As the President’s Commission on Criti-
cal Infrastructure Protection noted:

Physical means to exploit physical
vulnerabilities probably remain the
most worrisome threat to our infra-
structure today. But almost every
group we met voiced concerns about
cyber vulnerabilities and threats.
They emphasized the importance of
developing approaches to protecting
our infrastructures against
cyberthreats before they materialize
and produce major system damage.?

This is a multidimensional issue
involving a lack of appropriate equip-
ment and software (often the result of
funding constraints) and a lack of
trained personnel. Also, this threat is
relatively new to State and local law
enforcement and has been viewed pre-
viously as mainly a private and com-
mercial problem rather than a major
law enforcement concern.

Unique aspects of combating
terrorism

Terrorist acts are unique in that they
often expand the scope of routine po-
lice functions, thereby creating a need
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for new technologies. A crime scene
covering several city blocks or a traffic
jam caused by a mass evacuation
would pose unique technology-related
challenges in forensics and traffic
management, respectively.

While State and local law enforcement
generally are able to manage more
common criminal acts using their own
resources, they realize that combating
terrorism requires cooperation among
Federal, State, and local law enforce-
ment agencies as well as cooperation
between law enforcement and other
agencies, such as emergency manage-

This Research in Brief is derived
from a full report written by Hollis
Stambaugh, Chris Tillery, and Philip
Schaenman. Hollis Stambaugh is
Director, Investigation and Public
Protection Programs, TriData
Corporation; Chris Tillery is Director,
Counterterrorism/Force Protection,
System Planning Corporation; and
Philip Schaenman is President of
TriData Corporation.

This study was sponsored by the Joint
[Justice-Defense] Program Steering
Group, for NIJ, under contract number

MDA 972-93—-C—0016 between System
Planning Corporation (of which TriData

ment offices. This cooperation requires
improved information and communica-
tions technologies, particularly those
that facilitate access to and sharing of
intelligence among agencies.

For Further Study

The State and local law enforcement and

emergency response practitioners in-
volved in this project identified many
areas in which funding and research
efforts can be focused. Phase II of the
project will address how the capability
needs mentioned by participants can be
met by either existing technologies or
technologies yet to be developed.

Corporation is a wholly owned subsidiary)
and the Defense Advanced Research
Projects Agency.

This Research in Brief (NCJ 173384)

is available online through the

Justice Information Center Web site
(http://www.ncjrs.org) or the NIJ Web site
(http://www.ojp.usdoj.gov/nij). Copies of
this document are available free from the
National Criminal Justice Reference
Service (NCJRS), at 800-851-3420,

Box 6000, Rockville, MD 20849—6000.
Copies of the full report are also available
from NCJRS through interlibrary loan or
for a small photocopying cost.

Notes

1. The fact that, in many cases, the technology
to meet these needs already exists was not a
consideration in compiling categories. All
expressed needs for new technology were cap-
tured, but needs for additional existing equip-
ment, such as more patrol cars, were not
considered.

2. While not specifically noted, key attributes
of such a system would probably include se-
cure multimedia communications (e.g., voice,
data, video) enabling interagency datasharing
among mobile units and fixed sites.

3. Critical Foundations: Protecting America’s
Infrastructures: The Report of the President’s
Commission on Critical Infrastructure Protec-
tion, Washington, D.C.: The President’s Com-
mission on Critical Infrastructure Protection,

October 1997: 5.
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