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ORIGIN OF WALES

The origin of the Washington Area Law Enforcement System (WALES)
extends back to March, 1965. At that tlme. Assistant Chlef of'Pollce

Jerry V. wl!son visited the St. Louls Hlssourl Pollce Department for

the purpose of observing the technlques of eutomatlon as applled to
seversl areas of law enforcement. As a result of that visit, the

Systems Sclence Corporation was asked to conductnpfellmlnary dlscussions

to determlne the feaslblllty of Introducing data processing to the

D. C. Metrepolltap Police Oepartment. .J
Systems Sclence Corporetlon conducteﬁ a feaslblllty stedy for

the b. c. Metr0polltan Pollce Department through a Federal grant of

$30 000 from the Urban Renewal Admlnlstretlon of the Houslng and Home

Flnance Agency..under the Urban Plannlng Assistance Program,

The feasiblllty study was submitted to the Hetrppolltan Pollce

Department on February 1, 1966, and it polnted out che applicabllity

 of data processing to flve functions:

= Automatic message switching between Jurisdictions.

A centrel reposttory of<lnformetlon about people, events

and other data of Interest on an area-wlde basls.

- A management lnformatlon system to enhance edmlnlstratlve
decision maklng. » |

- A resource al!ocatlon capablllty to Improve the utillty ef
police resources.“ |

- A command and control capab!llty to tmprove responses to

changing tactlcal envlronments.
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The feasibility study also determined the cost of developing
and operating the system. .The cost was estimated at $1.4 millton over a

three year period for development, and $1 milllon yearly for operating

the system. This operating cost was estimated to represent'approxlmately

2% of the combined ]968 annual budgets.bf all law enforcement agencles
within the whshantbn Hetroboiltan area. - The feasiblllty studyv§130
recommended thﬁt ﬂetalled ﬁyitems analysfs be.conducted In‘ordervio
establish technical specifications for a r§glonal (area-wide) law
enforcement system. The est!mated cost was $300,000. |
~ Upon acceptance of the feasibility study, the D. C. Metropolitan

Pollce Departmenf applied to the O0fflce of Law Enforcement Asslétance
(OLEA) of the Department of Justlce._fof a grant under the Law Enforcemeh;'
Assistance Act.» dLEA'accgpted the recommendations and a request for_'
such a study was put out for competitive bldding in July of 1966. |

In June of 1967.‘the System§ Sclence Corporation of Sllver Spr!ng,'
Maryland was selected as the successful bidder, and was awarded a
. contracé to undertake the design and Implementatlion of a prototype
dn4llne, fgal time, telecommunications system. The valug of the |

contract was $z7o.ooo.
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THE SYSTEM APPROACH

The study cqntfact addressed itself tc two separate and yet
: relatcd problcms. First, It addressed itself tc the problem of deslgning '
a law ehforcement syctem that would accommodate the various departmentc
within the multl-]urlsdlctloncl Washlngton Metropolitan area. 'Second,
It addresses Itself to the problem of designing a ]Iﬁlted on-llne.»reai
tlme; random access, telcccmmunlcatlcn systcm desligned primarily to
serve the D. C. Metropalitan Poilce Department, with l!mlted'rcglonal
partlctpatlon. In lts larger context, thc contract called for a study
'whlch had the objJectlve of defining the software. hardware, and

operatlng specifications of a reglonal law enforcement system,_whlle

In Its smaller context it called for the acquisition and Implementation

cf a Vimited software and hardware capability, -

Reglonal Participation

- Al thfoughout the long»cyclc of studies and proposals, the
Metropclltan washlngtcn Councll‘of Governments (COG) played a vital
rcle in provlctng guldancerand facll!cat!ng the partlc!patloﬁ of the
reglonal law enforcement organlzat!on ln the study and evaluation process.
The partlclpatlon of COG was made posslble by an $11, 000 grant ‘from OLEA.
' Very early ln the contract perlqd, COG. worklng with the Pollce

. Chiefs Comnlttee, was Instrumental in‘crganl;Ing a Technlcal Task Force
to Insure the'necessary_technlccl and admlnlstratlvc coordlnat!on
befween the many pollce Jurisdictions, as'wclf as between the same '

organizations and the contractor. The task force contained representatives

from all the’Metropolltan Washington police Jurisdictions as well as the
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contractor. It was chaired by a senlor police offlcial and met regularly
to review, coordfnate‘and‘resdIQe technical and administrative problems.
Thekflrst problem addressed by the Task Force was the development and
preparation of the operating and Interface standards of the prototype
system to assure the proper Integration of the reglonal pollce agencles.
Upoﬁ completion of thls phase, the group then addressed Itself to the
definition and deslgn of the reglonal system,

The task group performed extremely valuable services In data
collectloﬁ; explafnlng and interpreting their Individual departmentgl |
operations; crithulng the results of the analysls and recommendatlons;

'providlng a platfo}m for discusslons of techniﬁal and admlnlsfrat!ve
problems'of regional concern; coordlnation of thelr indlvidual programs
of system development and acqulsition with the acquisition plans.and
schedules of WALES, and other pfoblemé a§ they arose. Experliences to
date Indlicate that such a tisk fdrce.'whenéproperly constlituted and
supported, canAperform Invaluable serv!ceﬁ»ln any reglonél law
enforcement system acquisition and is, fhe;efore, recommended_as a

most efficlent method of operation.

Total Approach to Law Enforcement

One of the more signiflicant factors that contribute to present

day léw enforcement problems Is the.ever increasing size of Metropollitan

areas brought on through population'growth and mobility. The‘jur!s-
“dictlonal fragmentation of these large metropolitan areas, where each
Jurisdiction enjoys virtually complete autonomy, further compounds the

problems of law enforcement.
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WALES addresses Ifself to the total system problems posed by
the reqplrements of a reglonal law enforcement system, Withln thjs
total apprdach'concept, It calls for an evolutlonary acquisition
process to Insure the orderly development, !ntggratlon and Implementation
of the total system. |
The followling poilce departmqnts are particlpating In the WALES

system:

Alexandria Police Department, Alexandria, Va.
Arlington County Police Department, Arllington, Va.
Armed Forces Police, Washington, D.C.

Dulles Alrport Pollice

Falrfax City Pollce Departmént, Fairfax, Virginla

Falrfax Cdunty Pollce Departmeht, Fairfax, Virginia

Metropolltan Police Department; Washington, D.C;

Montgomery County Pollﬁe Department, Montgomery County, Maryiahd
Natlona! Alfport Police, Alexandrta, Virginla

U.S. Park Pollce, Washington, 5..6.

Prince Georges County Police, Hyattsvllle; Maryland
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PROTOTYPE SYSTEM DESCRIPTIONS

The WALES prototype system provides real time, on-llne retrieval

capabliltles fdr vehicle reglstfntlon, drlvef permit, ahd traffic
warrant lnformatlon from a local computerlzed flle. and lnterfaces
dlrectly with the FBl's Natlonal Crime lnformntlon Center (NCIC) to
provide information on stolen autos. stolen tags, stolen guns, stolen
articles, and wanted persons. The WALES data.base was derived from
the D. C. Department of Motor Vehicles (DMV) Master File, conslstlng
of records for all Dlstrlct of Columbia driver permlts and vehlcle
reglstratlons.A Other pertinent ppllce informatlon, Includlng traffic
warrants for the metropolitan ;fei, Is superimposed upoh this data.
Data which Is propf[etary to the Department of Motor Vehicles, such
as drliver polnts, are not lnciuded In tﬁe data base. '

The wALES‘prototype system was lmpleﬁentqd on the D..C.
Government SHARE cﬁmputer. The SHARE computer Is a system 360, model
40, and is utlllzed by‘seven agencles of the D, C.‘Government. The
remote terminal dteces consist of thirty IBM 2740 Keyboard/Printers
and elght IBM 2260 Video/Display Keyboard terminals. These terminals
are located in all pollice precincts, the communicatlons center,
selected Investigative units and In e‘ih participating pollce departmenf.

The system currently operates In a multi-programming envlronmgnt.
An additlonal IBM System 360, Model 50 ls‘scheduled for lnstallﬁtlon'lﬁ

March, 1969. When the Model 50 Is Installed, the Model 40 will be a -
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dedicated system excluslvely'for use by the WALES system, and the

Model 50 will provide a duplexed capabllity In case of hardware fallure.

Current Capablilities

The WALES prototype system currently provides lnqulry capabili-
ties from any of the terminals In the system. Inquiries relating to
lD.c. driver permits, D.C. vehlicle registration Information, and traffic
warrants Issued In D.C. are answered by the WALES data base. Inquiries
rela£lng to stolén autos,Astolen tags, stolen artiﬁles. stolen guns,
and wanted felons are transmltted directly to NCIC. Updatlnq of the .
NCIC data used by the D.C. Metropo!!tan Poltce Department is accom-
plished through a IOSZ_command term!nal located in the MPD teletype'
rbom. Had system recovery programs been deslgned into the UALES soft-~-

 ware by the contra;tor, the WALES system would not have the capability
of upda;lng the WALES and‘NCIC data ba;es froﬁ thé MALQS fermlnals.
The Metropolltan Pollice Department has assumed the rbsponslb!llty for
developing these proqrams and expects to have them ready to support
on~1Ine updating by 1969.

.fLocaI wanted persons. local stolen autos, and D.C. permit
stafus Information ware éxpected to have been included In the WALES
data base as set forth ln the original deslgn speclificatlons.

They were not. However. this capabllity will be In existence

In May 1969. . The VALES-NCIC interface, -al though




~ somewhat lengthy In response time, has provided WALES pirtlclbants with
8 method of obtalning most of thelroqulrﬁd Informatlion. The lnstallqtlbn
of high speed communication 1lines between UALES and NCIC will ellminate
the delays now experienced In awalting responses from NCIC.

WALES allows for one data entry to chack both data bases (WALES
and NCIC) automatlcailyrthrough message switching. When Information Is
rcqucsted from WALES on an Individual, Qhether or not It contains

_ Infornltlon on that lndlvldual. the WALES computar wlill automatlcally
ask NCIC for information, and then transmlt the reply to the requesting
termlnal. ‘

The slngie query concept of WALES nllo&s an offlcef to ask_any
question of the computer and recafva all police Infdruation avallable.
The officer Is glven the Information he requested and any addltldnal
police informatlon related to the questlon.

Prototype Software

Several complex software packages were required for the

lmple@entatlon of the prototyps. A brief description of these soft-

ware packages follows.

Cperating System

The IBM System 360 full operating syitem was selected for the
Implementation of WALES. Although several facfors were Involved In
this selectlion, the primary consl&erntlon involved th§ data base. The
operating system provlde§ support for the: IBM 2314 disk hardware, wh[ch
was‘requested to provide fast re:rleval df records In the daga base.

0s also’supports the ''deleted records' facllity providing efficlent
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,updatlng and ellminating excesslve flle feorganlzatlon.
BTAM

The Baslc Telecommunicat}ons Acéess Method (BTAM) Is used to
suppori the teleprbcesslng functlons of the prototype. A series of
subroutines was required to Interface between BTAM and the Gentry
software. The cémblnatlon of RTAM and the Gentry subroutines perform
several vital functions In the real time system. These programs cause
all terminals on the sttem'to be polled, recelve messages entered at
the termlnals.‘decode the mes;ages.and pass them tp‘the_Gentry software.
After the Gentry software hés completed. the message préceﬁslng. the
BTAM prbgrams transmit the responses to the terminals.

Gentry Modules

A set of speclal macros, received with the Gentfy Honltor, was

used to program fhe message pfocesslhg functions. These macros allowed
the message procesging’programs to be coded In a language somewhat
similar to COBOL. Qhenever a méssage Is entered on‘a WALES termlnal,
the first four characters of the message determ!ne which Gentry Module
w!ll process the message. -These Gentry Modules. when assembled slmply
A_brovlde‘a 1ist of parameters that determine the processing that will be
performed 59 the Gentry Monltor. |

Gentry Monlitor

The Gentry Monltor Is now an IBM Type 3 software package, con-
sisting of sixty-elight subroutines. It was not suppdrtgd by IBM at
the flme we began to use it. These subroutines were designed to perform-

the many géneral functions required lﬁ a real time system, such as file
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retrieval, additlon and updating of records, message formatting and
routing, and general data processing functlions. The Gentry Monltor
supports only the Index Sequentlal method of file organization.

Index Sequential

The lndgx Sequential method 6f’flle organlzatlon. supported by
the Gentry Monitor, is provided by the IBM Oparﬁtlng System {0S) software.
Because the file design for'tho WALES data base requlired several ways
of accessing the same recofds. separate files of.lndex and Master records
ware required. The Index S;quentlal metﬁod of flle organlzatlon was used
for the WALES Index Flles.

Dlrect Access -

‘The Dlrect Access method of flle ofganlzatlon was selected for
the WALES Master Files. A speclal COBOL subroutine provides the 11nk
§

between the Index and Master Flles.

NCIC Package

The NCIC package was desligned to provide a direct computer-to-
computer. link betwean the WALES system and the FBi's NCIC system. This

package transmits messages to NCIC, recelves the responses from NCIC,

" and manages a speclal queue of mes;ages walting to be transmitted to

NCIC.

Batch Programs

Many normal batch programs were requlred fdr_the'development and
implementation of the WALES system. These programs provide the foliowlng
functions: ' | B

Editing and loadlng the WALES data base.
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Dumplng and restoring the WALES data basé,
?rlnted listings to serve as back-up to WALES.
~ Updating the data base wlth trafflc warrant data.

Log tape analysls.

The programs developed by the cdntractor'to updafe the data base
wlth DMV data were poorly written and finally ahandéned at the request
of the contractor. These same programs are now belng designed and

“written by MPD persohnel.

)

- Prototype Files -
The computer flles developed for the VWALES Prototype are dlvided

Into two general'categorles =- Index Files and Master Flles. The records

In the separaie flles are chalned together to provide multiple accessing

techniques.
Index flles

The WALES Prototype contalns the followlnq separate Index Fllas'

Hame lndex

Permit Index

Tag Index

~ VIN Index

TUN/Varrant Index

Each of thesevlndex records contains fhe'address of related3recorﬁs
In the Haster File. Thus, ldentlcal lnformatlon concernlng a specific

‘!ndlvldual could be obtalned by lnqulrlnq.on his Mame, Driver's Permit Number,

License Tag Number, or Vehlcle ldentlficatlon Mumber. The capahllity of In-

qulring on Warrant Number was not completed by the contractor.
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In addltlpn to providing Ilﬁkago to the Master Flles, the lndex :
Flles provide fa‘t retrieval of'cortaln4typas of statui Inforéptlon;
Each record of the index Fllas contalns sixtesn "status bits". These
- blts are normally set to "'0''. However, wﬁenevcr status exlists for a
person, such as the pcrson‘boing wanind for a traffic offqnse. the status
bits In the related Index rocords'aro set to ''1'"', Thls enables WALES
to determine certaln types of pollce status dlfectly from tpe Index Files
without accessing the Haster Flles. Since stoien autos, ﬁlsdemeanor
wor}antt.‘lnd felony Qarrants were nof supported In the basic WALES
prototype data base, only limlted statu§ information Is avallable to
WALES users at this time. |

The nctropolltan~aroa wanted psrson capabillity is currently

bc)ng(dbilgned'and programmad, with MayIZI bélng ﬁhe target date for

Implementation.
The recofd layouts for the Index Flles are Illustrated on the X

following page.
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Master Flles

| The WALES Maefer Flle fermat was deslgned to accommodate detalled
Informatlion concernling persoﬁs and vehlicles. Because of the limited
capebllltles of WALES‘at this time, however, the Vehlcle Status Flle
and Vlanted Person Flle (chef than trafflc warrants) are not constructed,
therefore no Information on stolen automoblles or wanted persons, other
than traffle‘warrahts; Is centalned In the WALES data base. This cepablllty‘
will exist In May 1969. L

Separafe reeord formats were deslgned to be used for Ihdlvlduals
and organlzations on the Name File. The vehicle status flle was desligned
.to accept detalled lnfofmatlen concerning reeovered. moved, Impounded,

repossessed. stolen and wanted vehlcles, and stolen tags. . The wanted

person flle was deslgnad to contaln Informatlon for criminal and trafflc

warrants.

The record layouts for the Master Flles are I1ustrated on the
followling page. Followlng the Master Flle recordvléyouts Is a chart
illustrating the reletionshlp between the '‘chained'' records In the
various Master Flles,  MHote that the alles records, stolen vehicle
records, stolen tag records, moved vehicle recgrds. repossessed vehicle
records, and crlmlnei records have not been Imblemented 1n VIALES,
although some of the information Is avatlable through the WALES-NCIC

Interface.
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Processing WALES Transactlons

The charts on the followling pages show the general relatlonshlp
of tha‘NALES software, and sequence In which a message passes through
the varlous software packages.. The processing of an Inqulry Into the»
VALES data base Is ttralght-forwar&.

Because of the»nature of the VALES-NCIC Interface, a message sent
to NCIC, and the rQsponse recelved from NCI, must be consldered two
siparata transactlons'by the WALES system. This enables a terminal to
‘entar an NCIC Inqulry, and then to enter additional Inqulirlies to both
NCIC and WALES whlle awaftlng the NCIC response.

A nine éharacte}.header. added to each NCIC Inqulry, maintalns

the relationship between the NCIC Inquiry and respohse. This header

'“ contalns the WALES transactlion number, the orlginating terminal ldentifler,

and the message key that will determine the Gentry processing of the
response. ' |

Proesessing lnd!cétad In flowcharts A, B.bor C require from less
than 1 second to over 6 secoﬁds. depending on the nature of the response,
The transmlission tlme between WALES and MCIC ls conslderably Ionqer
because a low-speed line is currently belng used. A hlgh-speed connectlon

betwaen WALES and HCIC 1s planned for early 1969.




INQUIRY TG WALES DATi BASE

At Terniral

.

Tnqulry zhtex]

-
P,
¥

BTA. Decodes
Inquiry

}

Gentry konitor Calls
Apprcpriate Gentry
Modula from-Disec

.

Gentry Module is ' lSéarch Routine DAMODS Retriev-
Ex=cuted ’ _ Retrieves 1.S. es L.A, Master
Index Record Record
\ .
Gertry Monitor | Terminal Gent.ry
Fastes Iesponse e Response 1s (€ Procesring
To BTA. . Formatted - | Performed

BN Transmits

Résponse to
|Terminal

.esponse Type
m Terminal
\-




-'9..

INQUIRY TU NCIC THECGUGh walis

lnqu;l.r; E‘nte 1"ed
it Tarminal
AL

'-5\..5\

BTAY, Decodes
Inquiry

Gentry Monitor Calls
Approrriate Gentry
Kodule from Disc _J

o

Gentry Monitor

Gentry Module : ‘
is dExecuted 4{!3010 Header Rest of NCIC

is Built . Message is
LFormat

Passes NCIC
Inquiry to BTAM

——-——.j e e

BTAM Passes
Inquiry to
NC.C Packipe

Message Plac
in NCIC Queue

Message Sent
To NCIC

irst Message
trieved I‘ron1

NCIC Queue
]




RESTOLSE FROM NCIC ThRCUGH WALES

Message Received
By NCIC Package

PO wes o L - ————n

HCI1C Packape
Faeses Responce
To BTAM .

I

BT.l. Decodes Response|
And Parses to Gentry
Menitor ‘

e

entry Monitor Calls
ppropriate Gentry
cduls from Disc

.m--lwp.___u_.__f ' .

entry hodule | | NCIC Header Message is
s Executed is Analyzed Formatted
' for Terminal

- o .o §

.

entry Monitor Fasses
esponse to BTAM

L
LAY Transmit

sponse to
erminal

| sponse Type
n_ Terminal




-2] -

CONCEPT OF OPERATION

Responsibility, Use and Securlty'

The centfallzatlon of responslblllt§ of a pollcé Information
s&stcﬁ Is conslidered an essentlal requlrement_for the management and
control of the system. It was declded that by assligning fixed entry
points for data Into tha WALES sysiem, it would be possible to
- eliminate duplication and malntaln tn.accurate_flle. in most lnstancés.
the'gddltlon and deletion of Information from the WALES data base Is
assigned to speclfic units within the Hetropollfan Poll;e Department
that have the responsibility for the Information.

' Evary effort Is made to éncourag@ officers to maks Inquirles
regardliess of the method of Inquiry. 0fflcef§ may make dse of the
WALES terminal located In each}pollce precinct stltloné‘thﬁy may make
telephone calls to the (a|etype center, hot.desk and‘preclncts; they
are allowed to make footman radio calls to thelr brgclncts or make
scout car radlo contacts to the radlo roém. The use of scout car
radios s presently limited due to the lack of sufflclent radlo
frequencles allbcated to law gnforcément. |

Security Is a major concern In all aspects of the system. Since
a central computer shared by other departments of the D. C. deerqment
Is b@lng utilized, all police lnfofmatlon Is controlled and managed by

the D. C. Police Department. The subject of flle securlity can not be
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‘over emphasized. {ts demands will have to be re-evaluated as larger
~computer systems contalning vast amounts of public and police Information
are Introduced. WALES flle securlty Is presently belng achleved through

hardware and software technlques that go a long way ;oward Insuring

that only authorlzed Indlviduals have access to the privileged Information,




.23 -

SYSTEM MANAGEMENT

The managemnnf of the UALES‘pr&tofpr system rests with the
D. C. Hatropoiltan Pollcs Department, and !s the direct responsibllity

of the Data Processing and informatlon Divislon. The asilgnmcnt‘by

KPD of highly quallfied system and programming analysts to WALES has

facilltated this function.

o The sdccéss or filluro.of a large and sophisticated system such
as QALES depends greatly on. the avallablility of highly tralned technical
personnel on the staff of the user. The bhlldlng of such a staff at
HPD was a very slow and dlfflcult process. Bccau;e these pﬁr;onnel '
were not on-bﬁard to follow the prototype from development through
Implementation, a separate contract had to be negotlated with the

contractor to provlde.the new MPD personnel wltﬂ the training necessary
to assume full cbhtrol of the UﬁLES prototype. No matter how 6oﬁpetant
an oufsld§ source iuch‘as a contractor is, and no matter how complete
a data processing package Is when recelved from iucﬁ a source, the user
must assuma the resﬁohslblllty for blannlng, budgotlng! and tralning
its staff at all levels. This Is nécessary In order'tq continue to

‘ develop} upgrade; and oparate the'system. Another Important factor In
the successful Implementatlon of a computer system |s time to success-

_lfully complete the project. The QALES prototype was dcve!oped.and
Implemented within a period of sbout 12 months. As a result, m&ny‘of

the original design specifications were not Incorporated Into the prototype,
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although they\ﬁcre expectdd to have been.
Reasonable schedules should be dcvolopod In the early planning
. stagss, and should bo‘fovlowod perlodically to'nssure_all'concarned

‘that the quality and content of original dasligns are not balng sacrificed

fo'rdallzq a superficlal project completion date.
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MONITORING USE OF THE SYSTEM

Tuo’.ssonflal monitoring and controliing functlons are essential
to the operation of wALES. The flirst |Is to be cognlza;t of what Is
gblng on ln‘tho systam, such as data volumes, Individual terminal use,
comnunlcatloﬁs to ﬁcnc. police checks, reference checks, etc. The
second Is to monltor for system secdrlty.

The technique used to satisfy both functions Is simply to log,
onto magnetlic tape, all l;tlvltles flowing In and out of the sysfom.
This 1s done simply by asilgnlng tjme, date, and Internal serlal
numbers to al[ activity originating from any and all termlinals connected

" to the system, From the system management standpoint, the data from
these log tapes provide all the elements of Infornation'noaded to
properly monitor the system. | »

In addition to the above, the log tape output Is used for the
following purpose: ’

Analysls of méssages by tape, category, etc.

Analysls of terminal activity

Evaluation of dedicated verses'multl—polnt 1ine loadings

Analysls of error messages to plnpolnt areas where training and

Improvement Is necessary. '

Message switching and traffic to NCIC

Analysls of the log tape also provides some degree of assurance

that terminals are not belng used for Invalld purposes.




Eﬁcn though securlty Is avbroad pollce department function, a
portion of this function must be contlnually porfor&ed by the data
processing section in relation to all mossage traffic to and from
QALES.' Security of police information, once It beconds computer based,
glso becomes an lntggrii part of the total lntornai‘secur!ty of the

department.
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-WALES TRAINING

Once a syStem such as WALES is daveloped qqd Implemented; the
problem of Its utilization and Integration Into the'oparatlonal’lnventory
must be undartaken. The offlc!ency:wlth which such an Integration occurs
fs a factor of the aﬁount and degree of tralning that the operational
eloments and user staff, at all.levels. have }eceIVed.

Eat|y In the developmant perlqd. tralhlng commenced on three
levels: -

Executive level

Operational level

Ubrklné level

The MPD Chlef of Pollce. John B. Layton. ostabllshed, durling
the ear!y stages of the project, an Executlve COmmlttea comprlsed of all
asslttant and deputy chlefs to review and approve the plans as they were
developod. Each'exocutlve In the department, therefore, had an
opportunity to take part in the overall planning of ;he system,

The training offlcers and thelr assistants were first glven

classroom Instructions by the staff of the Data Processing and Information
Dlvlslon. These offlcers were~requlred. in turn to conduct two sessions
Qach, attended §y all offlcers‘fn'thelr command. Instructlpnai materlal
was developed Jointly by the contractor and MPD persdnnel. The objective
was to glve the trainlng officer a self-Instructing document that he

could use while conducting the tfalnlng class. The document would have
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been much more effective howerr. had It beoﬁ distributed to all members
of the MPD and participating fércos.

- Pollicemen were given two one-hoﬁr classfoon sesslons on the systeﬁ
prlor to the Implementation of the protdtypa. Thase classrodn sesslons
ware cﬁnductcd by the training officer In each command and were grossly
Inadequate as an overall effectlve training tool. The tralnlng offlcers,
not having achleved a detalled understanding of the prototype, were ‘
unable to.lmpart a flrm understanding of the system to thelr subordinates.

Since the Metropolltan Pollice Department has not deslignated
speclflc ﬁersonnél to functlion as terminal operators, the entire operating
forca nust be tralned in terminal operations.

The Training Academy temporarlly suspended WALES lnstructlon for :
& perlod of 5 months, ;he reason belng lnadoquate space accommodat lons
at the training site. Tﬁe tralnlng'tgrﬁlnal at the Training Academy
was recently relocited.'howevqr. and an accelerated WALES iralnlng
program !s being readled fo; Implementation. Upon Implementation of the
program, all new pollcemen are expected‘to have a good background
knowledge of WALES prior to golng In the street.

| The MPD Dats Processing and Inforﬁatlon Division ﬁas scheduled
a serles of fleld trips by two pollce offlcers asslgned to the Dlvision
to brlng the oporatlonal unlts abreast of current developments in the
system. They will also give basic instructions on the WALES system

wherever they find It lacking.



The Dlrector of Dats Procassing has ordered a terminal Installed

In the division to be used as a tralning teol whenever requests for such

tralning are directed to tho division. The same terminal Is also used

as a training lnd dobugglng ald by all programmers and lnalyst; attached

to the divislon,




-30 -

SUMMARY OF PROTOTYPE EXPERIENCES

During the design and Implementation of the Wales prototype, many
problems were encountered. The severesé of these was, berhaps. the
problem of communication betweeﬁ the maﬁy érganlzatlons Involved, such
as ihe:

- Equipment manufacturer

Local telephone company

Share organizatlion

Councl! of Governments

System Contractor

Agencles of the Metropollitan Police Department

Eight regional law enforcement agencles

The task force mentioned earller contrlbuted very effectlvely toward
solving Interjurlsdlctlongl problems. The:other‘coordlnatlon problems were
approached through weekly status meetings. The systém, as expécted. was
plagued with its share of hardWare and software problems. Getting the
“hardware Into operational status was especlally vexing,

| in summary.‘the>follow!ng 1s recommended.
1. Early and éomplefe project planning, Indentlfying organlzatlons,
schedules,.tasks. objJectlives énd'p}oducts.
2. Get all lnd!vlduals and brganlzatfons involved In the Job as early
as possible. | v | |
3. Meet and review activities and progress regularly. Identify

problem areas and assign people to resolve them.



k., Contlnously review system deslign and other technical activitles.
Provide guldance to contractor.

5. ) Provida maximum tralning at nl!'organlzatlonal levels., Prepare

ideqqlte tralning manuals and provide facilitles and Instructions.

6. Assure complete and thoroughﬂdocumentatlon of system.




WALES PROTOTYPE DEVELOPMENT PROGRESS

October thru December, 1967

During this perlod, significant progress was made toward develop-
ment of the prototype, and It was belleved that the prototype could be
Impléuanted by early,sprlng. 1968. General guldellnes and directions for
the tofallsystem were developed. The contractor's staff also gathered a
consldarable amount of backgrbund Information, and developed a good
working relationship with varlous elements ofrthe D.C. Metropolltan
Pollice Department at different administrative levels.

Llaigqn was established with the Virginla State Pollice, Virginla
Department of Motor Vehicles, and Maryland State Police. The D.C.
Metropollitan Pollce Department planned, at ths time, to eventually use
these and oth&r sources of data to add slgnlflcantly'to the WALES data
base. N

| The Initlal dellvery and Installation of equipment was begun
durlng this perlod, therefore, all concerned felt that there would be
no significant delay In the implementation of the system due to equlp-
ment delayes.

A WALES status meeting was conducted weekly for the purpose of
brlefing Mr. Charlies Ross, the Teghnlcal Director, on the progf&m of the
system. The meetings also served to further communication bet;eeﬁ the
many agencles Involved, and thereby eliminate many small problems before

they could become serlous ones. The agencles fnvolved In the prototype




developmant were:

1.
2.
3.
k.
5.
6.
.
8.

Th; Metropolltan Police Department

The elght area Pollce Departments

The Systems Sclence Corporatlion

The D.C. Management Offlce

The international Business Machine Company
The C &£ P Telephone Company

The D.C. Personnel Department

The D.C. Public Works Department

Programming commenced, during thls perlod, In several areas. The

baslc program functlons were as follows:

1.
2.
3.
k,

Load D.C. veh!cla réglstratlon flle on disk
Load D.C. driver's license on disk

Load all outstandlng trafflc warrants on disk

Establlsh the computer to computer Interface wlth the

Natlonal Crime Informatlion Center

It should be noted however, that the warrant-load programs were

not ready for Implementation unt!} December. 1968.

“The D.C. Metropolltan Pollice Department was able during thlslttme,<

however, to Interrogate the F.B.1.'s NCIC flle through an NCIC control

terminal located In the MPD teletype unit.

It was planned during thls perfod to Incorporate D.C., Maryland

and Virginla stolen agtomobllés and tags Into the WALES data base as

‘soon as the prototype became operational. This capabllity was not

Iimplemented, however, as df January~|969. The prototype, In comparison,

was put Into operatlon in August, 1968;

:
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Progress was also made dgrlng\ghls pertod on the total system
deslign. |

Department-wlde tralning was begun during thl§ perlod. A procedure
was establlshed to glve evéry MPD offlcer two hours of classrdom training
‘on WALES and NCIC. Handouts were prepared and dlitrlbuted to-all members

of the Department, and participating Jurlsdictions. Although the WALES

tralning was falrly Ineffective, the NCIC tralning made possible a one

hundred percent Increass In MPh message trafflc to NCIC.

January thru March, 1968

During this perlod, some 6f the softwafa for the prototype was
éompleted. Significant delays were experlenced.'howcver. In getting the
hérdwara installed. The hardware delay caused an approximate two months’
delay In debuggldg the softwaré'packagas. The contractor offered to test
the software packages at another site if one with tho'prbper Conflgura-
tion could be found. No simllar hardware conflgurntldn was found,

' therafore, everf attempt was ﬁade to accelerita the Installation bf the
WALES hardware. .

Additional lilalson was establfshed during th!s'perlod. Many
meetings were held to further the knowledge of, and participation in,
the WALES systenm. Tﬁe C0G Committee developed an area-wlde WarrantACard |
that was to be used in developing the Wanted Person FIIe#. The contrac~
tor, Systems Sclence Corporation, did not complete the sdftware.deslgned

to support the wanted person capabllity.
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A major accomplishment durlng this period was the development of
the WALES operator's manual. After the manuals were distributed, however,
the HPD found that the méﬁuals Qere not céndensed enougﬁ for practlical use
and were belng Ignored by those very Indlviduals who should have been
learning the WALES functlons. Plans were Immedlately established to revise
the ﬁanual. |

The second major accompllishment during tLIs period was the
completion of the computer-to-computer hookup with NCIC. The hookup was
a “fl?st” using I.B,M. 360 computers. Many law enforcement agencles re-
quested the MPD Interface Qoftware. and coples were malled to all re-
questors. | |

Durlng this perlod tbe contractor, In accordance with his pfoposal,
used a subcontractor to assist In hls design study. A major declision was
reached as to the method that would be used to addrass the tot&l deslgn as
requlred by the coﬁtréct. The approval would bhe b&sed on reglonal Infor-
mation ahd a local Information concept. During this perlod, MPD and SSC
agreed on the flnai scope of the project that would satisfy MPD requlirements.

The prototype system was to héve been comprised of the followlng
capablilitles.

1. Establish a ma;tef daéa base on the IBH-23IA
«

A. Using the current DMV Master File for the WALES Hame

: Vehlcle File:

*1, Thoroughly edit

2. Extract police Information
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**3, Develop error &orrectlon procedufes
**h, Develop error file update program
5. Convert varlous codes to NCIC codes for standardization
B. Use current warrant tape to generate a Wanted Pgrson Flle
(felony, misdemeanor, traffic)
- %], Minor edliting

*2, Superlimpose warrant information on the name flle where. ‘

applicable, and/or add pertinent Information to Warrant

Flle
Il. Provide update programming for fhe.master data base’
kA, Develop the dally edlt/update batch programming for
DMV transactions | ’ |
*B./ Develop perlodlic edltlupdito batch programming for
- warrants.
*C. | bevolop on=11ne malntgnance programming for stolen,
repossessed. moved, etc. vehlcles and warrants.
itl. Provide on-1ine Inqulry capabilltlies on all dpta»from all
terminals. | |
iV, Provide computer-tofcomputoi capabilitles between WALES ‘
and NCIC | B
Develop pnogrammlﬁg to provide statlstical gnalysls of
terminal 1/0's bf stations, shifts, time, etc., from the

log tape.,
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‘A single asterisk (*) indlicates that the Item was In partial
opsration by February 1969.

| A double asterisk (#*) Indlcates that the Item was never satlsfac-
torlly accomplished by the contractor, and consldered by MPD to
constitute a default or breach of contract.

April-thru June 1968

‘Thls perlod‘can best be described as a testing phage. The software
modules that Qnre complatqd were put together to determine whether they
would all work»is a unit, |

Man§ problems wererdlscovered.'and at the concluslon of this period
only a few of them had been solved. The contractor, reallzing that some
of the major programsywcre experlencing severe difflcultlies, refused to
test iqme of them on an on-1Ine envlronment unless MPD wrota software
that.would properly close the disk files In the event of a hard stop
that‘aborted the system, The use of test files during the test period
could have temporary negated the necessity of the restart programs,

'MPD viewsd this procedure as an obvious attempt to avoid having to
execute, In an on-line environment, a series of highly questlénal
programs, | . |

fhe major testing that was accomp]lshed durfng'th!s period In-

~ volved the NCIC Interface and the DMV permit and reglstrqtlon file.
v A major declision was reached &urlng this pnrldd. The confractqr's
staff, after consultation with MPD, OLEA, and the staff of [ACP, -

decided to discontinue the development of an automated modus operand!
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and fingerprint flle. The MPD staff agreed with thelf decislon.

During ihls period, classroom training Qas begun on the system by
the MPD tralning academy. All reglonal departments were Invited to
particlipate In this tralning. |

July thru Octobef. 1968

This final contract perlod can best bs described as a peflod of
very substantlial and significant progress In the development and Implemen-
tation of the WALES prototype. The hardware and softwafa used to support
tha.NﬂLES system gradually undcrwent‘a progresslon of refinements that

made possible the evolvement of WALES Into an operational vehicle, It

should be noted, h&wevar..that although the baslc prototype was operational,

certaln major capsbilitlies were not available. The areas lacking were:

.1« DMV file update capabllity

2. Permlt stitus Information _

3. Wanted person Information (other than thru NCIC)

k. Stolen vehlcle Information (other than thru NCIC)

5. 6n-llne updating

Full operational tests with the NCIC interface and DMV permit and
rcglstra}!oh flles were conducted In an operational environment and, as
expected, many foreseen and unfo}esaen problems arose. A majority of
the problems, however, were resolved to a point where NALES’was.scheduled

to be avallable to all users durlng'twb'k hour perlods each day of the
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The allocatod opsratlional porlods served to:

2. expose system doflclencles

b. familiarize partlclpants wlth wALES terminal operatlng
proccduros. codas. atc.
provide real~time responses to raquests for pollce and

refarence lnformatlon

Achlevemants worth mentioning durlng this perlod also include:

a. additfonal 27k0 remote keyboard terminals were linked to the
system bringing the total number of WALES terminals to 39.
Several of the new terminals wera multi-dropped to existing |
‘Ilnes.

the WALES data base was updated to Include moving and parking
trafflc warrants lssued In D.C.

tha NCIC Interface program was mod!fled to provide faster
responsas to WALES=-to-NCIC Inquiries.

vflve civillan technléal positions were fllled within the MPD,
Data Processlﬁg Dl#lsion. In a step toward preparing for the
takeover of the WALES system from the contractor. |

NCIC tralning handbooks wara dlstrlbuted to all WALES users

In an attempt to famlllarlze each lnd!vldual wlth the functions

of NCIC.
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L

PROPOSED WALES SYSTEM'

~ The WALES deslign has evolvod to mest the requirement of Inter-"

reglonal‘lnformitlon exchange, as well as to perform some of the Internal
data processing of the Indlvidual departments which participate In the
utlllization of the system. wALES provides centrallzed access to Infor-
mation currently avallable only thfough the data flles of_the Individual
Jurisdictions. It also provides the capabllity for lécal data progesslpg
needs.of the Individual depaftments.

The system f§ composed of several distinct sdbsystems. Each sub-

system addresses an Important aspect of law enforcemeht»need. The sub-

systems are:

- Méssage Swlfchlng ahd Communlcatlpns
Information Storage and Retrieval |
Command aﬁd.ContrOI
Resoufce Allocatlon

- Statlistical Information

System Information Flow

Massage Swltchlng and Communicatlions, Information Storage and
Ratrleval. and the Statlstlcal Informatlon Subsystems perform functlons

which are of area-wlde_lmportance. The dasign of these subsystems reflects

“this reglonal concept of Informatlion ekchange.

The Resource Allocatlon and Command and Control Subsystems perform

tasks which are rﬁlév#nt only within the geographlc and administrative
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boundaries of any single dcplrtmoﬁt. Although thé designs of_these two
subsystems were developed for the Hetropolltan.Pollcorbepartment. each
departmant In the area could, wlth minor changes, adapt the designs to
thelr neads. |
WALES communicatlions are controlled by a central modulo'referred
to as Message Control. This Is the paft of the Message Swftchlng and
Communications Subsystem whlch proce;ses all WALES messages. As an
example, a message from a Command and Control terminal would be ro#ted

to the Command and Control Subsystem. A message from another WALES

terminal may request data on an indlvidual and be routed to the Information

Storage and Retrleval Subsystem. Anotheé message mlight request routing to
ieveral other WALES terminals and be routed as a teletype or broadcast mes-
| sege. Regardless of the message typc or the sending terminal, Messags
Control recelvei and examines the messages and routes It to Its approprlate
" destinatlon. The same process works i{n reverse when Message Control sends
a message from a WALES subsystem to an a;proprlate destination terminal.
Records of messages passing through the system will be maintalned on a
megnetic tape for purposes of back-up and analysfs of system utllizatlon.
WALES has the capsbillity to access data bases other thaq lts own.
Access to the DMV In the District of Columbia will be direct, but In
Hiryland and Virginta, WALES will Interface through the approprlate State

Police Despartments. A dlrect computer-to-computer interface will exist

between MALES and NCIC.
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The Informatlon Storage and Retrieval Subsystem (ISR) addresses two
principal data bases: f!lo; pertalning to vehlcl,s’and flles pertalning
to people. One function of thls subsystem Is the malntenance and updatlng
of these flles while another'functlﬁn Is the ratrleval of data. '

| The Statlstical information Subsystem (SIS) malntalns files on
police activitlies. It recelves Input from WALES terminal devices, as well_
as from a computer log produccd by the Command and Control Subsystem.
Outputs miy be returned to the terminal requ;stlng the Information or may
be printed as # formal report.on'n high-speed printing device at the re- |
questing terminal. |t should be noted that the Statlstléal Information
‘Subsystem functions on-1lne to produce certain outputs at the requestlng
terminals. |

The Resource Allocation Subsystem.(RAS) does not operate on-lipe as
¢q the other subsystdms.' Inputs #oma from the log of actlvlty malntalned
by the Command and Control Subsy?tem. The RAS keepﬁ {ts own flles and |
produces output reports on demand from users.

The Command and Control {C/C) Subsystem malntains files on a high-
.speed storage device and keaps a log of moblle patrol actlvltles whlch wll!
be used as Input to ths Statlstlcal Information and Resources Allocatlon
Subsystems. CIC has assoclated wlth its Operatlon ded!cated terminal
devices., The Message Control program acknowledjes the dedicated terminals
.and relays the Command and Control messages. |

All the subsystems comprlsing WALES, with the exception of Resource
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Allocatlon; Interact with the message control function. Message control,
therefore, acts as the Interface between the on-llne users of the system,
WALES Itself, and the external data of DMV and NCIC. The charicterlstlcs
of the subsystems are descrlibed In the followlng sectlons.
External Characteristlcs |
WALES has been designed around the concept of a central cdntrol ind
switching module which serves to control an Integrated group of subsystems.
Term!na!s are connected to thls module vla land llnes. Thls conflquration
provldes the users with access to the system on an as-needad basls. The |
terminals act both as a source for lnformatlon entry Into the system, and
as the means by which Information already In the system:-ls retrieved. The
terminals provide a capabllity to pe;form searches and updating agalnst the
various flles and also to transmit and recelve Information lﬁ & manner
simllar to that employed In the présént teletype networks. |
Four types of termtna|s have been Idantlfled- o
- Standard Termlnal = These terminals would be located at such
places as precincts and bureaus and would constltute the bulk of
the termfnal In the system. They would perform flle seirches, up-
dates and a lImlited amount of message routlng to other termlnals.
in this latter regard, tﬁe terminal will function as local tele-
type statlons. |
= Privileged Terminal ~ These terminals would iyplcally be locatéd

In department headquarters and simllar areas where command func-

tions are pefformed. They would be capable of performing all the -

operations possible with a Standard Terminal and, In additlon,

they would be able to perform broadcasting of messages both within
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. and outslde departmental boundaries. These terminals will operate

In a manner similar to both a Metropolltan Teletype and a'lqcal
telatype terminal. i
Hister Termlnalk- One or more iuﬁh terminals will be located at the
computer site. Thase wouid be capable of performing all the operi-
tlons posslblo with a Privileged Terminal. |In tdditiou._they
- would perform the WALES system control functlons: monitor central'
hardware and softwaro, monlitor the communication netwofk. collect
sysien statistics, and ﬁctlvate and deactlvate pestions of fhe‘nat-.
work.
Command and COntrof‘Termlngl - These terminals would be dedicated
" to performing the Command and Control functlon; assoclated with
the radio dlspatch of fleld units.
The Standard, Prlvlleged and Kaster Terminals can route messages to another
terminal or termlnals. To facllltgte predetermined selective routlngs,'
distributlion l1ists will be stored within WALES fdr each_terﬁlnii;- Thfee
types of message distributlons will exIst. Note that a termlha!lmay have
multiple dlstrlbutlon |lsts. | ”b
- Standard Dlstrlbutlon - Thls wlil route the common and typlcal
messages to the termlnals defined In the list. v
Spnc!al Distribution - Master or Privlieged termlnals wlll be able
to Invoke Special Distribution Lists to supercede the Standard
List. These will be used to route messages to non~typlcal re-
 celvers or to cover extraordlnary'sltuat!ons.
Selectfv§ Addressing - Master or Privileged Terminals may speclfy

In the message the specific terminal or terminals which are to




recelve the communicatlon. | |
In order to communicate with WALES certaln conventlons assoclated

with messages must be established. A message will conslist of two pirts:
a header and the text. Tha text Is the body of the message; It contalns
all the information necessary for WALES to update or search Its flles.

In the case of a routed message, the text Is the cuﬁmuplque ltself and

will be In completely free form. For non-routed massagas; the text will

vary depanding upon the type of message.

The Information contalned In the header tells WALES the message
type§ whether a WALES Information flle is t6 be accessed, whether the text
Is to bé routed to another set of termlnali, whether the text contalns
system control Information, of whether thls Is a tralnln§ message to access
the tralning files. Next, the header contalns an operation code which
speclfjes the type of Information file, routing procedure, etc. The final
mandatory fleld of the header will tel] WALES that the text of the ﬁessage
follows lmmedlately.' |

A serles of additlonal fields exlst for the header. One of them,
used at the optlion of the operator, Is an external routing code which tells
"the operator wheré to send the response.,.As an example, suppose In a_
precinct house an opnrntof has several Inqdlrles for WALES - each one
orlglnatlng from a different offfcer. He could deilgnate where the responses
go by typing the appropriate offlicer's badge number as the external routing
code for each message. A radlo dlspatcher would use thls fleld to determine
to what unit the response goes.

In case a message Is to be routed to other terminals, the header

must Identlfy the distribution 1ist to be used or the list of specific
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ternlnsl'for which the ssssaga s Insonaed.
If the massages concerns a NALES Information file, the spsclflc flle
must be named. This could be the Statistical Information System Flle,
sthlcla Flle, 6r the Parsons Flle. In this case, the actlon to be taken
Is spoc!flod;.lt may;lscluda entsrlng'a,new record, clearing an old record,
- querylng to find a particular record, searching toyflnd records with gimllar
charnctsrlstlés or modify an existing recond. | | |
Most terminals wl!l have access to all the WALES subsystems, qxéept
the ﬁommnhd and Controllsubsystem. |t wil) be possible to limit theL
activity of a terminal so ft can;only access particular flles If such
‘restrictions are desired.

Message Switching and Communicatlons

This subsystem consists of a colloctlon of core resldent programs
which provide the communication link between all the other WALES subsystems
and the user termlna!s. It logs all lncomlng and outgolng messages,
bul lds message queues'for each of tbe subsystems. aesermlnes prlorlftes of
messages, and performs the functlon of message routlng. This latter func-
tion allows certaln prlv!legod termlnals to broadcast messages to all terml-
nals or to a select few. It also routes messages lnternally frpm one sub-
system tb another. | |

| The Message Switching Subsystem provides central 1zed message
switiching of Metropolitan and local teletype networks, and an Interface
between the terminals In each of the Jurlsdictions and the data flles maln-

talned by WALES subsystems.
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Information Storage and Retrleval

The files accessed through tﬁe Information Storéée and‘RetrIeval
Subsystem are: |
| - Vehlcles: those vehicles which are of Interest to the pollce;
= Names: those persons who are of Intérest'to the pdllce.
From the Name Flfe, access Is made to the followlng flles:
= Wanted Persons - files which contaln information about people
| with any type of warrant outstanding, missing persons, ballées.
parolees, people on probatlbn, or those about whom Intelllgence
Information Is wanted.
Police History - files which contain historical police data
regarding the person's contacts with the police. It wlll also
contalin his assoclates, allases, Identifylng marks, etc. |
Arrest History - those persons who constlitute the current Jan
population of the department. '
. These files may be searched by accessing ;nd examining each of their
recoéds. However, for.speedy access, five major enterlng‘lndlce; have been
bulilt Into the system: Tag Number, Vehicle ldeht!ficatlon Number (VIN),

Permit Number, Case Number, and Name.

In addition to the above area-wide files, WALES will malntaln direct

énd)automatlc access to the natlonwlde files maintained by the FBI In the

NCIC system.




Four types of messages are used to update the WALES f|les:

Enter - This message adds a new record to the flle.

Modify = This message Is used to change or add to a record In WALES,

Clear - This message marks a record as belng of a lower level of -
Interest and wll| cause the [tem to be elther eliminated from the flle or
placed in a.dlfferent status., o

Delate -:Thls message will remove a record placed In the flle In

- Two types of data fetrievql messagés are avallable: queries and

‘'searches.

Querles - Querles the file to be entered In an attempt to access

Information on a particular Item,. For example: What Information Is
assoclated with Maryland Tag Number XY123? Or,.what s th; criminal record
of Charles H, Johnson. whlte. male, date of blrth March 19, 19377 |
It requlres
a more comprehenslve scanning of the WALES flles for possihle matches to
the question asked. it may result In many responses If more than one
record with the proper characteristlcs Is discovered. For example: Llist
all white males, 5'10'", 30 years of age, with scars on thelr cheeks. Or,
1ist all Pontlacs, reglstered In the Dlstrlét of Columbla, whlch have
a 7. and a 2 in thelr license plates.
Queries will be of particular use to the Metropolltan area offlcers
‘In the fleld; providing them with rapid information about automoblles,
their owners and drivers. Further, police Information aboﬁt Individuals

who need to be ldentified wlll be available. If a query Is made to WALES
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and no hit Is made, a query |s automatically generated to NCIC.

Searches wlill prove of most value to Investlgating unlts, because
they deal with fragmentary Information. WALES can provide these unlts‘
with 11sts of suspects or other ltems of Interest.

WALES will not malntain a file on stolen articles. Instead, If
will utlllze the services provided by NCIC for that purpose.

The general content of Information files malintalned by and avallable
through the Information Storage and Retrleval Sub;ystem Is presented below.

Vehicle Flle

WALES will malntaln‘a central repository of records describing extra-
ordlnary vehlicles and assoclated equlpment for the comblined ]urlsdl#tlons'
In the Washington Metropolltan area.

- .Sfolan vehicles |

Impounded vehicles
Reposses;ed‘vehicles _
Moved vehlcles
~ Wanted vehicles
VStolen englnes
‘Re;overed englnes
Stolen tags
Recovered tags

= Vehlicles of speclal Interest

Should a vehlcle not be In the WALES vehicle file, and more Infor=-
mation Is deslired abqut the vehlcle, owner, or driver, the DMV data base

would be querled through qpprOprlate communlcation 1inks: In Maryland
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and Virginia, the respective State Pollce Departments.
Elther the Vehicle ldent!fication Number (VIN), Tag, or the Case -
Number must be entered In a query. The WALES response wlll contaln:
Record type (stolen, wanted, eéc.)
Status of vehicle (hold for prints, driver dangerous)
Tag (number, state, year, type)
VN
Vehicle description (yea?. make, model, style, color)
NCIC number (If appllcakle)
-~ Case number

If the vehicle Is not found In this flle, a negative response Is

sent to the Inqulrer.

. Name Oriented Flles

- Wanted persons
Arrest proce;slng
Criminal arrest history
Allases/assoclates
- Personal profile
All persons In any of the¥above flies.wlll Se represented In a
Primary Name Flle. Thls'prlmarf fiie provides a baslc route to every
record whenever the name Is given as an Inquiry parameter. Inquirles to
these flles may be made uslng combinations of'several Identiflers. In the'
absence of numeric ldentiflers (tag, permit number), the flles‘may be
accessed by using the person's name and any cbmblnatlpn of soclall

security number, race, sex, helght, and welght.
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The Nanted Parsons Flle will contaln Informatlon on Indlviduals

by the police. The Wanted Persons Flle Includes Indlviduals who

Wanted oﬁ a felony or misdemeanor warrant‘

‘Wanted for questloning .

Wanted on a traffic warrant

Missing persons

Persons of concern to the pollce, such as those on paroie; pro-

batlon, or ball |

It Is the object of thls flle to provide the officer in the fleld

with Immedlate fnformatlonkon the Individual. The Status of the persdn
(wanted, on bond, parolee, et?.) will be the primary output along with,
where.appllcablc. the offenseAfor thch he Is wanted, typé of warrant, |
location of the warrant, NCIC number, and wh.therllntelllgence Informa-
tion Is wanted.

Arrest Processing Flle

This flle contalns data on all persons #rrested in the Hétropollt;n
area. Beciuse of the security assoclated with thls Information, the data
are maintalned on a departmental baslis with access pérmitted only to the

. orlginating department. Thus, the Metropolltan Pollce Department ter-
minals could access MPD arrest data files only and would have no access to
the files of any other department.
| . The data ma!ntalnéd In addition to name Includes:

= Place of arrest |

- flme of arrest




- Arresting offlcer
Arrest number
Prisoner's physical locatlion

- Charge\

Each arrest entry Inltlates a search of the Wented Persons Flle to
dlscover outstanding warrants. The system will constantly monltor the
passage of time with respect to each prlsoner and'notlfy the department
of thg apbroach of statutory time limlts so appréprlaté action may be
taken. |

Speciflad terminals will have the qb!llti to access the arrest
processing flles to Inquire Into the sgatds of Indlvidual prisoners or to
racelve varlous summary prisoner population data. These flles will also
be used to genarate monthly arrest summarles. ' |

Pollce History Fllo'

The'Pollcé Hl;tory Flles are currently designed to contaln four
classes of Information regarding persons known to the police. They are:
~ Personal Proflles:} This Includes Informatlon such as detailed
physical characterlstlcs:‘ speclal marks, scars, tattoos, deformitles,
unusual personal characterlstlcs,'etc.

Allases: This would Include all names under whlch_the'person In

questlion has been known to the pollice, or Is known by to his assoclates. .

Assoclates/ﬁang Contacts: Thls would Include a 1Ist of known

Individual and group assoclites of the person In question.
Criminal/Arrest History: This would Include a reference to all

Jurisdictions In which the person In question has a police recdrd, and
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his central record ID number In tﬁe police fl|§s of each jurlsdlctlon<
where such records exist.
A query about a person's record contalned In the name flles would —
result In a limlted amount of output. included In the return would be:
= Name
Date of birth
Race
Sex
Helght
Velght
Soclal Securlty Number
Driver Permit Numbef

- .Varlous status codes

Arrest Processing
| Although properiy a component of the Informatlion Storage and Retrleval
Subsystem, arrest processing Is described separately because of Its unlque
relationship with the Police Hiistory Flle.
Arrest Processing ﬁa!ntalns a complete flle describing the status of

. persons who are any where In the arrest process. The person's name Is
entered as soon as possible after he s arrested, and any changes In his
status are noted. The arrestee's name remalns In this flle untll he |

leaves the Jurisdiction of the police departmenf, whether belng released

or sent to the court. Information to this flle is avallable only to

the Jurlsdiction originally enterling the data.
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When an arrsst record is flrst entered Into the system; the Wanted

Person's Flle Is automatically checked to see If the person has any out-
standing warrants. Vhen a record Is released from the Arrest Processing
File, the Information Is used to update the Pollce History Flle.

This subsystem malntalns volume statistics and can respond to
querles relating to a specific individual: where he Is, what Is his
status, who arrested him, etc. it malntalns a watch on the time elapsed
since arrest and notlifles the prbper terminal operator when the time span
becomes critical and the person should'be released, arralgned, or mqved
on to some new status. |

Command and Contro!l (C/C)

The Command and Control Subsystem (c/¢) 1s deslgned to provide for

contlnuous control of the moblle resources of an individual department
within rapldly changlqg tactlical env!rbnments.

The data base for the Command and Contro) Systeﬁ is maintalned on a
high-speed drum. All C/C terminals are dedlcated, and handle no other |
type of communication. Thus, C/C messages need no header lnfonmatlon In
order to be Ident!fied. |

The proposed computer-assisted Command and Control Subsvstem Is a
signlficant change and Improvement over all previous methods, without
necesslitating drastic changes In the department's Operattng pollcy or the
quallflcatlons required of operating personnel. The system contalns all
the functlions normally parforméd by current communlcations/dlIspatch

operations with respect to complaints, moblle units, and central control.
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All actions which take place éxternal to the computer are Inltiated
at any one of several keyboard/display statlons. The actlons correspond
to points In the current system where data Is handwrltten on cards. In
virtually every case, the amount of Iﬁformatlon to be typed is less than
thoAlmognt which s handwrltten.

In addition to assisting the dispatcher in his function of assigning
units to calls, Command and Control will alsb accopt and execute pre-stored
contingsncy plans for the dispatching and shifting of additlonal units In
any of.sovaral slituations. This feature wlll_prove useful, for [nstance,
Iﬂ sealling off an area after a hbldup or In dlspatching units during a rlot.

The'propo§ed C/C system can'be described In general by contrastlng'
Its features with those techniques currently In use.

- Automatfc collection of complete act!&lty data with no additlonal
peripheral or manual handling operations which might Introduce
errors. '

Informatlon transfer from station to statlon by the computer.
Transfer rates are at line speeds (300 chafacters per second).

Operators'are presented with Information only when thelr

attention Is requlred, and are not burdened with the handling

and orgah!zatlon of other data.

Automatic updating of data files whigh record.the calis-for-
| service anvironment and the status of moblle unlts.

Automatic recording of numerous data élements on each int

activity. AThese Imelude times of occurrence, translatlion of

address to beat and city block location, lssuance of complaint




numbars, psrsonnel ldenflflcatlon. prloilty-classlflcatlon; etc.

Applicaticn of analytic methods for determining the best

assignment of units to each call- for-servlce.

Compatlbllity with future development plans of the Metropolltan

| Pollce Department Radio Room and for the utllization of automatic
car locators, mpbllé teleprinters and other new devices.
The offlclgnt allocation of police resourcesvls bailcnlly a local

law cnforcomﬁnt problem. Any system for allocating resources Is fundamen-

tally a serles of mathematical relatlonships programmed to analyze

avallable historical data describing Incidents and resources, hoth -

avallable and commltted.

The subsystem belng dlscussed hare |s deslgned specifically to func-
tion as'plrt of tﬁe Hetropblltan Pollce Department. Once deveIOpéd, it may
be ut!llzed by any bfethe law enforcement agencles that particlipate In
VALES. o

Resource allocatlon Involves two separate functions. Each functlon
Is représented by a relatlvely'complex set of computer programs: -

- A serles of programs whlch\acqulrc performance data for use by

the analytical programs. |

- Analytlcal programs which perform calculations rathred to

analyze source data and derlvé predlctions of manpowar needs.

The data needed by the system falls into three general categorles:

Frequency of Pollce Events |s the actual number of events reported to
the pollce whlch require an expendlturé of manpower and equlpmant.,'The

resource allocatlon data acquisition system will provide a method of event
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"classiflcation to permit detalled lnalysls of work requlrements. Thus;
for each arbitrary geographic unit, a classification of events requlred
for resource allocatlbn Is maintained. Thls classification contalns the
number of events that have occurred In each category.,

Time Required to Service Events Is part of the Informatlon needed for

resource allocation. The time required to service police calls dgtermfnes the
@mount of pollce manpower that must be expended for call answering services.
Thus, for each classification of events, the average time for ﬁervlclnq‘such
an event must be éarrled In addition to the frequency of the occurrence.

Distribution of Events 8ver Time reflects the density of event

occurrence for finite time perlods during the past. The Intervals of‘time

which are of most value for resource allocatlon purposes lrézl

= Hour of the day

- Day of the week

= Veek of the "year ‘ ,

By malntaining event frequency data by hour of the week, the day of
the week denslity Is known. Informatlon on events frequency maintalned for
week of the year contalns Impliclit Information concerning the density of
events durlng any month of the year, | |

In each arbltrary geograph!§ area, the'number of eventi that have
occurred In each class and the averaﬁe,t]ms to service these events are
retalned as exponentlalily smoothed averages. Thus, the data In each
record automatically glves more welght to the'morenrecent hehavior of the

area belng analyzed.
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The data required for resource allocation purposes Is obtalned at
the dispatch pojnt for mobile units. Informatlon that ls recordad and
accumulated Includes:

- Type of call

= Unit assigned

= Time the call was sss!igned

«~ Time the call was completed

- Dlsposition of call

- Locatlon of event

Recording and entering the Inforhztlon lnfo the system may be accom=
plished In one of two ways: the radlio run sllps.aro coded and entered Into

the_system. or the log maintalned by Command and Control Subsystem |s used.

Statistical Informatlon

Statistical Information Systems have existed within Jaw enforcement
agencles for many yna;s. Many of the flles now maintalned by pollcc‘depart-
ments, particularly those which pertaln to trafflic accldents, the frequency
with which crimes occuf. and dally actlivity reports supply management wlth
Information upon which to base declsions. The maln difflculty with
management information systems ln the pist has been thelr lack of compiete
and timely dgta. The mechanlcs of procesﬁlng informatlon through a manual
system and the attendant problems of retrieval resulted In only a small
portion of the total Information being avallable when ﬁeeded. WALES will
allevlate‘some of these.probloﬁs. \

The WALES Stat!stical information Subsystem wfll maintain two years'

work of data concerning offenses reported In the Metropolltan area. Pollce
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officlals will access the data base to obtiln éounts. lists. and CCR numbers
of svents which hlVe bear reportad. A need has be?n Identifled to access
historical data to obtaln counts of occurrences at sbeclflad times and
locatlons nﬁd fo obtiln spscific case numbers so the orlglhai reports may
be found.v-WALES users may sﬁaclfy a time or time range, a geographlic area
of Interest, and the event categorles to,be'accassad.

Two additional features are also provided. The first allows the
prcparatlon‘of.the bnlfdrm Crime Reports for each jurlsdictlon; the second
allows the preparation of reports for thé Natjonal Sifety'Councll.

The Statistical Information Subsyitem Includes, for each offense,

data of common concern to tha Metropollitan area:

= The offense

' Jurlsdlctlbn
‘LocatiOn code
Date
Time
Report numberv

= Status of case (opened or closed)

Several 6pt!onnl fléld; w{[llallow departmehts to code data about
offenses which they feal are Important. ﬂlthough 1t Is desirable that all
pollice departments use a common of fense coding system, VALES Is general
enoggh as not to‘requlfe rigld unlformlty.

The Informﬁtlon Is enterad Into WALE§ on-line from the varlous
stations and prﬁclﬁcts. This will greatly enhance the timeliness of the

flle since a record will be entered In WALES a short time after It Is
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prepared. An lﬁtcrplay with the Command and Control Subsystem exlsts at
this stage; Commznd and Control kseps a log of alt CCR numbers lssued which
may be matched against the Incoming reports to make sure that a copy of each

ropoft Is entered Into WALES.

Statistlical Information Subgystem flles are structured to bdrmlt

saarchei of records by department. by day, by time, and In combination. The
astabl ishment of search criteria wbuld. as an example, allow a cﬁmpllatlon
‘of all armed robberles which occurred In Precinct |, between 1:00 P.M, and
5§OO.P;H.. during the MOnfh of March, |

An Interasting feature of this sdbsystem Is Its ablllity to keep
track of selected criminal events. VWhen the rate of occurrence exceeds a
‘ presélectcd valua, a warning message will advise aaph department of the
exlstencerf a potentlal crime problem,

-Output will b? of two categorlés. 0n~|!ne‘outputs which are unfor-
matted will provlde}s!ﬁpla searches.and counts.v For Instance, a count of
the nuﬁhef'bf luto‘thefts last week, or a CCR number corresponding to a
partléular event specifled by'tlmé. place, and apbroprlate masking crlterfa.
The‘system will also output formal reports and prepare maps and tables based
on the data from a search request. | | |
SYSTEM SECURITY AND RELIABILITY

The design of WALES provides features which thsure max!mum securlty
of the data base. However, these features must be supplemented with a sense
of responslblllty on the part of the users of the system In order to Insure

" the deslred degree of securlty.




Securlty s flirst obtalned by ylgld control over access to terminal
devices. Misuse of the system can ensue If members of the varlous law
v enforcemﬁnt agencies have unlimited access to the ;ermlnals. Ry lnsistlng
that designated porsonncllonly be allowed to use the terminal devices,
system Integrity can be malntalned. Further, these terminal op?rators
~ must be thoroughly tralned In the proper use of the system, The WALES
flile control program examines files, referenced In querlés and declde;
whether particular requesting terminals are qualifled to access them,

A need exlists to vaildate terminals accessing WALES files because
certaln dut:'can only be changed by the same terminal or jur!sdlctlon
which entered the arlglnal Information.

SUMMARY OF BENEFITS

;- ‘Certaln manual flling systems. and the clerlca! expense of
malntalnlnq them. will be eliminated.
The computer-based flles will be purged automatlcally, thus

| providing a more tlmely‘data base.

Dati qf an area-wlde nature'wllf be centrally located In readlly
accesslible form, |
The c-ﬁtrallzation'of files will eliminate, In many cases, the
present necessity for calllng the var!ous partlc!patlng Juris-
dictions for Information,
Less tima will be required to conduct anéstlgatlons because of

the ready avallability of criminal Informatlon.

The rapld Information retrieval capabllity will allow offlcers

In the fleld to respond to each encounter, and resume thelr
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patrol duties more quickly.

- The capabllity to draw upon complete flles of area-wlide wanted |
persons, stolen probbrty. and criminal historles will ald In
fdent!fylng such persons and property when encountered by the

* pollge. |

- WALES will ﬁro#!de large-scale computer capabilitles for partlcf-
pating Jurlsdictlons who, otherwlise, could not afford such
capabllity on an Individual baslis.

« The Resource Allocat!ion SuhsySteﬁ will reallze a saving through
more effliclent use of manpow?r. Pollice resources will be allocated
more rﬁallstlcally In relation to the problem. This, correlated
with the data supp]fed by the Statistical Information Subsystem,
will Insure a more efflclent use of resources.

" = The Command and Control Subsystem will help Improva‘the crime
" suppression caﬁablllty of the Metropolitan Pollce Department.
- The system will Improve overall police efficlency, thergby
| provldfng betfar services to the comunity at reduced costs.
While It Is n?t possible to rglate fhe effects of MALES on crlhe.
rates, it Is possible to relate WALES to an antlcipated sconomic saving
through Increased efficlency In the performance of law enforcement tasks.
The feaslbllity study agtlmatgd that the Implementation of WALES would

result In a minlmum of a 10% Increase In efficiency, or an Increase In

" resources amounting to 10%, or a 10% decrease In operatlng costs.






