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PREFACE 

The need to assess potential levels of fraud in electronic 
fund transfer (EFT) systems has been apparent for some time. 
This report presents findings of the first pilot effort to 
develop such estimates on the basis of data obtained directly 
from a sample of banks. 

It should be recognized that obtaining fraud data directly 
from banks represents a major breakthrough. Banks have 
traditionally been reluctant to share any information that might 
shake the consumer's confidence in the banking system~ 
Similarly, bank record systems have not been organized to permit 
easy identification of EFT-related loss incidents. Despite these 
difficulties, a selected sample of banks agreed to participate 
and to provide data for this study. Total anonymity was assured 
to all participants. 

Particular thanks should be expressed to the Association of 
Reserve City Bankers for their enthusiasm and cooperation, and to 
16 of their member banks who actively participated in this effort 
by being a part of the study Panel. It is our hope that the data 
from this survey will benefit the financial community, 
policymakers, and the general public. 

steven R. Schlesinger 
Di rector 
Bureau of Justice statistics 
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EXECUTIVE SUMMARY 

DUring the past decade, the Nation's banking and payment 
system has become increasingly dependent on rapidly evolving 
computer-based technologies, collectively known as electronic 
fund transfer (EFT) systems. There are three groups of EFT 
technologies: those which support retail banking, including the 
automated teller machine (ATM), point-of-sale (POS) terminal, and 
horne banking: those which support corporate banking, including 
w ire t ran s fer, aut 0 mat e d c 1 ear i n g h o' use ( A C H), and cas h 
management I and those which support internal bank functions, 
including on-line teller terminals and computerized check 
processing. Although these technologies have been a boon to 
financial institutions and consumers, they also provide an 
electronic environment that is potentially fertile fer criminal 
abuse. Given the phenomenal growth in the use of EFT and the 
resulting potential for EFT crime or fraud, it is necessary to 
develop knowledge about its characteristics and estimates of its 
incidence. Yet while crime concerns in EFT systems have been 
heightened by the phenomenal growth in the use of such computer­
based systems, there are no valid data on EFT fraud. To date, 
the available information has been limited to newspaper accounts 
of celebrated incidents or analysis of questionnaire surveys with 
low returns. 

In response to this lack of data, the Bureau of Justice 
Statistics (BJS) funded this study to collect consistent, 
incident-level data directly from a group or panel of banks: such 
data could then be used to assess both the nature and the extent 
of EFT fraud. III addition to being a first effort at collectin0 
consistent fraud data from banks, the study sheds light on 
computer crime in general. 

While the scope of this study encompasses all EFT 
technologies, the focus is on the ATM and wire transfer 
technologies: being the oldest and most widely used of the EFT 
technologies in their respective retail and corporate banking 
areas, they do serve as appropriate bell-weathers for their 
respective areas. The transaction volume sustained by each of 
these two technologies is not only significant ,but growing. 
Another reason for focusing on ATM and wire transfer is the 
feeling among industry experts that there are thus far few fraud­
related incidents occurring in the other EFT technologies, 
including ACH (which together with ATM and wire transfer can be 
considered to be the mature EFT technologies). This does riot, 
however, imply that it has been easy to obtain fraud-related 
information in the ATM and wire transfer areas. Indeed, a host 
of problems --including multiple data repositories, definitional 
differences, procedural differences, and reluctance to share 
certain pieces of information -- have plagued the data collection 
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effort. Nevertheless, in collaboration with the Association of 
Reserve City Bankers (ARCB), a study Panel of 16 ARCB member 
banks was constituted. Analysis of the data obtained from the 
Panel banks has yielded several interesting and policy relevant 
findings. 

First, in regard to ATM fraud, the key findings are; 

In 1983, it is estimated that there were 2.7 billion 
AT M t ran sac t ion s (i • e., wit h d raw a 1 s (1 r de po sit s ) 
involving $262 billion. Activity increased in 1984 to 
3.0 billion transactions, resulting in a dollar volume 
of $291 billion. 

Because of the requirement of Federal Regulation E (Reg 
E), detailed frauo-relateo information is available at 
banks for those ATM incidents involving an 
accountholoer complaint. Less complete records are 
maintained on incidents involving only bank complaints. 

The Panel banks supplied 2,707 1983 and 1,480 1984 ATM 
incidents, 42 percent of which were determined to be 
potentially fraudulent, involving, as examples, 
unauthorized use of lost or stolen cards, overdrafts, 
and "bad" deposits. 

In most respects, the 1984 ATM incidents are comparable 
to those for 1983, any differences cannot be 
interpreted as a trend but can most likely be accounted 
for by the year-to-year variation in the underlying 
stati sti c. 

Lost or stolen cards are the leading cause of ATM fraud 
and bank losses. Present in many of these incidents is 
accountholder negligence, which, partially because of 
Reg E requirements, is contributing to bank losses. 

Banks could reduce ATM fraud by effectively utilizing 
computer technology when designing their ATM systems. 

Bank losses per incident are small (roughly $200 per 
incident), but scam-related incidents in the study 
sam pI e un de r s cor e the po ten t i a 1 for 1 a r g e sin g 1 e­
incident losses (in the thousands of dollars). 

Based on both the 1983 and 1984 data sets, the annual 
nationwide bank loss due to ATM fraud is estimated at 
between $70 and $100 million. On a per transaction and 
dollar volume basis, ATM fraud losses are at this time 
significantly lower than credit card fraud losses. 
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are: 
Second, in regard to wire transfer fraud, the key findings 

In 1984, roughly $668 billion per day was transfered 
over the FedWire and CHIPS networks alone, representing 
a 48 percent increase since 1980. 

Data collection in the wire transfer area has been more 
difficult than in the ATM area, primarily because wire 
transfer frauds are rare and there is no formal 
mechanism -- like Reg E -- for requiring their 
documentation. As a result, the extent of wire 
transfer fraud could not be estimated, as summary data 
on wire transfer fraud and loss could not be readily 
obtai ned. 

A total of 207 wire transfer incidents occurring in the 
past six years were obtained from the Panel banks. Not 
surprisingly, the vast majority of the incidents are 
errors leading to either fraudulent absconding with 
funds or exposure without loss of principal, as opposed 
to intentional fraudulent acts. 

As in the ATM area, computers could be used more 
effectively to preve'nt wire transfer fraud, especially 
those resulting from clerical errors. 

The exposure (i.e., potential loss) per wire tranafer 
incident averaged $942,450. However, if one considers 
only those incidents occurring within the past three 
years, the average exposure is $1.6 million. 

Wire transfer managers are projecting a significant 
increase in their annual fraud losses in the next five 
years, thus supporting the observation that there 
exists a high level of fear of fraud in the wire 
transfer community. 

According to wire transfer managers who have 
experienced wire transfer frauds, the current fear of 
f r a u dis g rea t e r th an war ran ted. In dee d , the ban kin g 
industry should be as concerned about ATM fraud as it 
seems to be about wire transfer fr~ud. 

Th i r d , i n reg a r d tot h epa n e 1 a pp r 0 a chi t s elf, i tea n be 
stated that valid and consistent fraud-related data can be 
obtained directly from financial institutions. The willingness 
of the banking community to participate in this effort and the 
enthusiasm generated by the resultant findings are evidenced by 
the following events: 
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An unexpectedly high percentage of the invited banks 
chose to participate in the study. While 18 banks were 
initially invited to participate, it was hoped that 12 
would accept. In the end, 16 banks accepted an 
invitation to participate. 

The study Panel banks have provided over 4,000 ATM 
incidents (which occurred in 1983 and 1984) and over 
200 wire transfer incidents (which occurred between 
1980 and 1984), as well as important summary data on 
ATM fraud and loss. 

Nearly half of the respondents to an attitudinal survey 
of wire transfer managers have indicated their 
willingness to participate in future fraud-related data 
collection efforts. 

The two study-related Special Reports published by the 
Bureau of Justice Statistics (BJS) have received coast­
to-coast radio, newspaper, and television coverage. 

The banking community has expressed great interest in 
this study, as evidenced by several well-received 
presentations of the study at conferences sponsored by 
the Bank Administration Institute (BAI) and the 
American Bankers Association (ABA). 

Although this study has provided insight into the nature and 
extent of EFT fraud and has demonstrated the viability of the 
panel approach, it should still be regarded as a pilot effort and 
its findings should be considered preliminary. Obviously, a 16-
bank panel cannot be representative of the more than 14,000 
commercial banks in the u.s. Moreover, the Panel banks are all 
ARCB-member banks, each with assets of over $1 billion. Thus, 
for the future, a larger and representative ~anel of banks should 
be established to provide an on-going source of information on 
EFT fraud. Such an effort could make use of the same data 
collection instruments as those employed in this pilot effort, 
inasmuch as the instruments have been developed to (i) facilitate 
data collection, coding and analysis: (ii) be straightforwardly 
adopted in an operational environment (so that they could be used 
by the banks for administrative and investigative purposes), and 
(iii) be easily implemented on a computer (as has been done in 
regard to the pilot effort's analysis). 

Finally, the remainder of this Executive Summary provides a 
framework in which to consider the above cited study findings. 
The study background and approach are summarized below. 
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~tudy BackgLQYD~ 

In order to systematically examine the nature and extent of 
EFT fraud, it is essential that a common understanding of the 
underlying technologies be established. Yet identifying EFT 
fraud is dependent on first recognizing the types of activities 
that constitute "electronic fund transfers". EFT systems are a 
type of payment system, meaning that EFT systems facilitate the 
exchange of value or money from one party to another. Since 
there are at least three other major payme"1t systems (i. e., 
currency, checks, and credit cards) in use today, it is important 
to recognize the distinguishing feature of EFT payment systems~ 
although currency, checks, and credit card payment systems are 
primarily paper-based, EFT systems are primarily electronic­
based. Indeed, EFT systems are defined as payment systems in 
which the exchange of value, or information necessary to effect 
an exchange, is represented or facilitated by electronic 
messages. 

v-7hile the above definition is useful, inasmuch as one must 
define EFT before defining EFT fraud, EF'1' systems are perhaps 
more often defined in terms of the specific technologies commonly 
identified with EFT. As indicated earlier, of the retail 
technologies, only ATMs are widespread at this time: POS and horne 
banking are still in their planning and pilot testing phases. It 
is estimated that in 1983, the nationwide useage of ATMs 
accounted for 2.7 billion transactions (i. e., withdrawals and 
deposits), totalling $262 billion. The corresponding estimates 
for 1984 are 3.0 billion transactions, totalling $291 billion. 
The most pervasive corporate EFT technology, however, is wire 
transfer. In fact, wire transfers constitute the dominant form 
of non-cash transactions in the Nation, as $668 billion was 
transferred per day over the CHIPS and FedWite networks in 1984. 
This dollar figure represents a 48.4 percent increase over that 
of 1980. Put another way, given a gross national product in 1984 
of roughly $3.7 trillion, one might say that during the course of 
the year the GNP moved through the wire transfer system 47 times 
or once every 1.1 weeks! 

As EFT technologies proliferate, so does the potential for 
fraud. In regard to potential vulnerabilities in their ATM 
operations, bankers are especially sensitive about the growing 
fraud experiences of the credit card companies, 'especially in the 
area of card counterfeiting. Federal Regulation E (Reg E) has 
also increased the bankers' concern over ATM fraud, as it limits 
cardholder liability, even when the cardholder is negligent. In 
the corporate banking area, the concerns are even greater, as 
enormous sums of money are transferred each day through the 
various wire transfer networks. 

With this heightened concern, it is interesting that no 
commonly accepted definition of the term "EFT fraud" has emerged 
in the literature. Nonetheless, the ability to differentiate 
frauds that can be attributed to the presence or operation of an 
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EFT system from others that occur in financial institutions is a 
prerequisite for analyzing the nature and extent of EFT fraud. 
Ideally, a definition of EFT fraud should act like a sieve -­
catching and identifying certain activities as EFT fraud while 
letting others slip through. At the same time, it is important 
that the definition be sufficiently broad so that the impact of 
EFT technology on the incidence of fraud can be fully assessed. 
In this report, EFT fraud is defined as follows: EFT fraud is 
any crime, whether or not prosecuted under special computer/EFT 
laws or traditional law, that would not have occurred ~ut fQI the 
presence of an EFT system. . 

In spite of both the phenomenal growth in the use of EFT 
systems and the increased concern for EFT-related fraud, there 
are no valid data on EFT fraud, as pointed out earlier. There 
are several reasons for this, including: 

(i) the proprietary nature of EFT systems and the 
corresponding concern over potential competitive 
disadvantages that might result from the release of 
operational datar 

(ii) the wide variations in definitions, procedures, and 
categories used by financial institutions to record 
transactions, fraud events, and charge-offs for 
sustained losses: 

(iii) the technical and practical difficulties in identifying 
the occurre~ce of an EFT fraud, either while in 
progress or after the event: 

(iv) the uncertainty about the legal status of specified 
actions that may (or may not) constitute a crime in a 
given jurisdiction: 

(v) the common practice of handling EFT violations by in­
house security or personnel procedures rather than by 
the standard criminal justice system, 

(vi) the absence of a comprehensive or central data source -
- like the FBI UnifQrm ~Lim~ RepQI1~ -- for capturing 
EFT data: 

(vii) the nonexistence of a standardized and comparative data 
base against which EFT losses can be measured on a 
trend-line basis: and 

(viii) the relatively recent development of EFT technologies, 
some of which are still in their initial implementation 
phases. 

Nevertheless, despite the above cited difficulties, several 
attempts at collecting EFT fraud data have been made. Four 
attempts deserve mention -- they include a file of computer abuse 
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cases compiled at SRI International by Donn Parker and Susan 
Nycumr reports filed by financial institutions with their federal 
regulatorsr files on federal bank crimes kept by the Federal 
Bureau of Investigation (FBI) r and'a study on financial fraud 
conducted by the American Institute of Certified public 
Accountants (AICPA). Unfortunately, none of the available data 
sources on EFT fraud can provide valid data for measuring the 
nature and extent of EFT fraud. Each has only limited 
information, and all have problems from a statistical 
perspective. Further, although several offer a possible source 
of information, the potential exists only .if major changes can be 
made in the collection processes --changes which seem highly 
unlikely to occur. These sources offer perceptions or clues 
about the nature of EFT fraud, but do not provide an adequate 
data base for statistical analysis. 

In light of the above stated shortcomings of the earlier 
efforts at obtaining EFT fraud data, it was obvious that valid 
and consistent data could only be provided by the banks 
themselves. To this end, the study proposed to obtain EFT­
related data directly from a small panel of commercial banks. 
The study was able to convene -- with the help of the Association 
of Reserve City Bankers (ARCB) --a panel of 16 banks. This panel 
approach has several advantages. First, it provides a "clean" 
source of data that could be used confidently to draw conclusions 
about the nature and extent of EFT fraud. Second, it allows for 
the acquisition of a consistent set of data so that such relative 
measures as the ratio of EFT fraud losses to total EFT 
transactions can be determined and then employed to estimate 
nationwide losses due to EFT fraud. Third, it sensitizes the 
banking industry not only to the actual EFT fraud problem but 
also to the need to develop valid and consistent measures of the 
problem. Fourth, if the Panel was to be enlarged and surveyed on 
an on-going basis, it would provide a continuing barometer of EFT 
fraud. 

For both the ATM and wire transfer areas, three types of 
data were obtained from the Panel banks: (i) incident-level data 
(in order to assess the nature of ATM and wire transfer fraud), 
(ii) summary-level data (in order to assess the extent of ATM"and 
wire transfer fraud) I and (iii) background data (in order to 
understand and explain the resultant findings). In addition, a 
nationwide survey of wire transfer managers was conducted --in 
particular, their attitudes concerning fraud were assessed. For 
each type of data, a special data collection instrument was 
developedr tbe instruments were provided to the Panel banks and 
arrangements were made to obtain the requested data in as 
expeditio~s a manner as possible. The obtained data was 
subsequently coded and entered into a computer for subsequent 
analysis. The 1983 and 1984 ATM data were at first analyzed 
separately and then together, while the 1980-1984 wire transfer 
data were combined and analyzed as one, merged data set. 
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Finally, obtaining fraud data directly from banks represents 
a major breakthrough. For many obvious reasons, banks are 
reluctant to share any information that might shake the 
consumer's confidence in the banking system. On the other hand, 
casting the few headline-capturing EFT fraud incidents in 
perspective and in relation to the total transaction volume is 
perhaps one reason 16 ARCB member banks -- out of a total of 18 
invited banks --agreed to participate in this study on an 
anonymous basis. Another reason is the knowledge provided by the 
study concerning EFT fraud, at both the individual bank level and 
the aggregate level. While data from a sample or panel of banks 
could provide a valid and on-going measure of the nationwide EFT 
f r a u d pro bl em (i n m u c h the sam e man n e r t hat A. C. N i e 1 sen Co. 
rates television programs based on data collected from a national 
panel of some 1,200 households), it is obvious that a l6-bank 
panel is inadequate for such a purpose -- as mentioned earlier, 
it could not be representative of the more than 14,000 commercial 
banks. Again, it should be stated that the study documented 
herein represents a pilot effort and its findings should be 
considered preliminary. 
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1 INTRQ.llU.c:I'J.QB 

During the past decade, the Nation's 
banking and payment system has become 
increasingly dependent on rapidly evolving 
computer-based technologies, collectively 
known as electronic fund transfer (EFT) 
systems. As summarized in Exhibit 1.1 and 
discussed in Section 1.1, there are three 
groups of EFT technologies: those wbich 
support retail banking, including the 
automated teller machine (ATM), point-of-sale 
(POS) terminal, and home bankingr those which 
support corporate banking, including wire 
transfer, automated clearing house (ACH), and 
cash management, and those which support 
internal bank functions, including on-line 
teller terminals and computerized check 
processing. Although these technologies have 
been a boon to financial institutions and 
consumers, they also provide an electronic 
environment that is potentially fertile for 
criminal abuse. Given the phenomenal grow th 
in the use of EFT and the resulting potential 
for EFT crime or fraud, it is necessary to 
develop knowledge about its characteristics 
and estimates of its incidence. Yet while 
crime concerns in EFT systems have been 
heightened by the phenomenal growth in the u~e 
of such computer based systems, there are no 
valid data on EFT fraud. '1'0 date, the 
available information has been limited to 
newspaper accounts of celebrated incidents or 
analysis of questionnaire surveys with low 
returns [Col ton et al., 1982). In sum, as 
recognized by the Association of Reserve City 
Ban k e r s ( A R r.B ) ( I 9 8 3), " the rei sal a c k 0 f 
empirical data on the nature and extent of 
crime in electronic payment systems." 

In res po n set 0 t his 1 a c k 0 fda t a, the 
Bureau of Justice Statistics (BJS) funded this 
study to collect consistent, incident-level 
data directly from a group or panel of banks: 
such data could then be used to assess both 
the nature and the extent of EFT fraud. In 
addition to being a first effort at collecting 
consistent fraud data from banks, the study 
sheds light on computer crime in general, 
which, as noted in a recent study by the 
American Bar Association (ABA) [1984), "is a 
problem of substantial, and growing, 
signif icance. " 

While the scope of this study encompasses 
all EFT technologies, the focus is on the ATM 
and wire transfer technologies, being the 
oldest and most widely used of the EFT 
technologies in their respective retail and 
corporate banking areas, they do serve as 
appropriate bell-weathers for their respective 
areas. The transaction volume sustained by 
each of these two technologies is not only 
significant but growing [Tien et al., 1984]. 
Another reason for focusing on ATM and wire 
transfer is the feeling among industry experts 
that there are thus far few fraud-related 
incidents occurring in the other EFT 
technologies, including ACH (which together 
with ATM and wire transfer can be considered 
to be the mature EFT technologies). This does 
not, however, imply that it has been easy to 
obtain fraud-related information in the ATM 
and wire transfer areas. Indeed, as indicated 
at appropriate points in this report, a host 
of problems -- including multiple data 
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repositories, definitional differences, 
procedural differences, and reluctance to 
share certain pieces of information -- plagued 
the data coll ecti on effort. Neverthel ess, the 
banks which agreed to participate in our Study 
panel and their association --the ARCB -- have 
been quite cooperative: their support and 
interest have not only made this study 
possible but also made it a significant and 
important effort. 

The remainder of this section addresses 
important background information regarding EFT 
systems and EFT fraud. Section 1.1 def ines 
EFT and describes the various EFT 
technologies, in particular the ATM and wire 
transfer technologies which constitute the 
focus of this study. Section 1.2 provides a 
definition of EFT fraud and duscusses the 
fraud related vulnerabilities of ATM and wire 
transfer systems. Section 1.3 describes past 
efforts to collect data on EFT fraud. 
Finally, Section 1.4 outlines the scope of the 
report. 

1,1 EFT TE~HEQ1~~S 

In order to systematically examine the 
nature and extent of EFT fraud, it is 
essential that a common understanding of the 
underlying technologies be established. Yet 
identifying EFT fraud is dependent on first 
recognizing the types of activities that 
constitute "electronic fund transfers". 
Accordingly, this section begins with a 
definition of EFT, followed by a discussion of 
the principal EFT technologies in use today. 

BFT pefinitiQn 

EFT systems are a type of payment system, 
meaning that EFT systems facilitate the 
exchange of value or money from one party to 
another. Since there are at least three other 
major payment systems (Le., currency, checks, 
and credit cards) in use today, it is 
important to recognize the distinguishing 
features of EFT payment systems. To 
illustrate these payment systems and to 
highlight their differences, we consider how 
they might impact the purchase of a home video 
recorder from a store. 

Financial transactions using currency are 
relatively simple. In our example, the 
customer hands the clerk the appropriate 
amount of currency and takes the recorder. 
This paper-based transaction involves little 
direct support from financial institutions. 

Payment by check increases the compl exi ty 
of the transaction. In this case, the 
customer writes a check for the appropriate 
amount and takes the recorder. To transfer 
the check's value into a more negotiable and 
useful form, the store owner deposits the 
check at the store's financial institution, 
whereby the store's account is credited. 
While this is, again, a paper-based 
transaction, notice that check transactions 
are intimately tied to financial institutions, 
which provide a support structure for 
transferring the checks and maintaining the 
account balances. 

Purchasing the recorder by credit card is 
an even more complex process because both 



Category 

Retail 

Corporate 

Internal 

Exhibit 1.1 

EFT: PrimarY Cateoories and Technoloqies 

Technology 

Automated 
Teller 
Machine (ATrtl) 

Point-of­
Sale (roS) 

Hane Banking 

Wire Transfer 

Automated 
Clearing 
House (ACH) 

Cash 
Nanagerrent 

On-line Teller 
Terminal, 
Canputerized 
Check, Pre­
cessing, etc. 

Description 

Remote terminal linked to a financial institution's 
account records. ATIv1 user-s (i. e., accountholders) 
may carry out several simple financial trans­
actions, including deposits, cash withdrawals, 
account transfers, balance inquiries, IT~rt9age and 
loan payments, and other bill payrrents. 

Remote terminal wI-dcb links a retail establishrrent 
to one or more financial institutions. The ros 
terminal may verify check payrrents, authorize 
credit purchases, or transfer funds fran a cus­
taner 's account to a merchant's account (for 
payment of purchase). 

Service which permits accountholders to access 
their account records and to initiate financiol 
transactions at home (through a computer terminal). 
Home banking users (i.e., accountholders) may 
access account information (balance, transaction 
history, cancelled checks, etc.), make payments, 
or transfer funds between accounts. Initial 
versions of this system include the use of a touch­
tone telephone for bill paying purI~ses. 

Service which allows large dollar transfers -­
between and among financial institutions, the 
Federal Reserve, and corporate customers -- to be 
made through a digital communications network. 

Service which takes magnetic tape based transaction 
information froIT. originating financial institu­
tions, sorts it, and then transmits it to receiving 
institutions. ACH is primarily used for direct 
deposit of payroll and government checks. 

Service which allows corporate custanerr, to elec­
tronically access their accounts. In addition to 
receiving account balances and history, custaners 
may transfer funds between accounts and initiate 
wire transfers. 

Systems which allow financial institutions to 
electronically process thei r transactions. 
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purchase and loan functions are involved. The 
customer hands the clerk a credit card so that 
the clerk can prepare a credit card invoice. 
The customer signs the invoice, takes a copy 
of the invoice and leaves the store with the 
recorder, lit month's end, the customer 
receives a bill from the credit card company 
and w 0 u 1 d t Y pi call y pay the bill by ::: h e c k • 
Again, the transaction (Le., the invoice) is 
paper-basedr further, because credit cards are 
typically tied to checking accounts, credit 
cards require the support structure provided 
by financial institutions. 

Electronic fund transfer include a wide 
range of payment technologies and systems, 
more than one of which could be used in the 
purchase of the recorder. For example, the 
customer could use an ATM to get currency from 
his/her account to pay for the recorderr or 
he/she could have the clerk use an electronic 
check guarantee system -- part of a POS system 
-- to assure that his/her check would be 
honored: or he/she could hand the clerk a 
debit card to insert into a POS terminal 
through which the customer's checking account 
and the merchant's bank account are 
instantaneously debited and credited, 
respectively. The institutions involved in 
the EFT support system are, for the most part, 
the same as those involved in the check 
support system. However, the primary 
difference is that the EFT transaction is 
carried out by electronic signals. Thus, 
while the check support system is primarily 
paper-based, the EFT support system is 
electronic-based. In sum, EFT systems are 
payment systems in which the exchange of 
value, or information necessary to effect an 
exchange, is represented or facilitated by 
electronic messages. 

~hile the above definition is useful, 
inasmuch as we must define EFT before defining 
EFT fraud, EFT systems are perhaps more often 
defined in terms of the specific technologies 
commonly identified with EFT. In this regard, 
each of the EFT categories and technologies 
identified in Exhibit 1.1 is discussed below. 

~ail EFT Tecbnologies 

The three primary retail EFT technologies 
ATMs, POS systems, and home banking -­

provide a wide variety of consumer-oriented 
EFT banking services that facilitate both the 
transfer of information (e. g., check 
verification and balance inquiry) and the 
transfer of funds (e.g., cash withdrawal and 
bill payment). Of the three technologies, 
only ATMs are widespread at this timer POS and 
home banking are still in their planning and 
pilot testing phases. Yet based on recent 
growth patterns, POS and home banking systems 
could become widely used in the near future. 
Interestingly, as further discussed in Section 
5.3, the growth of ATM networks have fueled 
the growth of POS systems. It is fitting, 
therefore, that in the retail aspect of this 
EFT fraud study, we should focus on ATMs. 

AYtQmated Tellet-H~biDe (ATM) 

ATMs are remote terminals linked to a 
financial institution's account records that 
allow users to perform various financial 
transactions including cash withdrawals, 
deposits, account transfers, balance 
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inquiries, mortgage and loan payments, ana 
other bill payments. Access to ATMs is 
regulated by the use of magnetically-encoded 
plastic cards (i.e., ATM cards) and a personal 
identification number (PIN), that, depending 
on the financial institution'S policies, may 
be numeric or alphanumeric, range from four to 
eight digits, and be either customer-selected 
or bank-assigned. ATMs may be either "free 
standing" or "through-the-wall". Free 
standing ATMs are placed I!Iwi!ly from the bank's 
physical facility, in such locations as 
shopping centers, office complexes, airports, 
and busy street corners. Through-the-wall 
ATMs are physically located on the grounds of 
the financial institution. Many ATMs, such as 
those on street corners or in bank vestibules, 
are accessible 24 hours a day. 

Exhibit 1.2 depicts the principal 
components of an ATM system. These include 
the ATM, the lITM switch, the bank's computer 
(which maintains accountholder records such as 
account balances), communications lines, the 
network switch (if the system has network 
capabilities), and the computers of other 
banks. To see how these components fUnction 
in tandem, consider the steps necessary to 
allow an accountholder to withdraw $200 from 
an ATM operated by the accountholder's bank. 
~hen the user inserts his/her card into the 
ATM, a device "reads" the data encoded on the 
card'& magnetic strip. The ATM switch "behind" 
the lITM recognizes that the card belongs to an 
accountholder of the bank that operates the 
ATM and will therefore route information 
between the ATM and the bank I s compute r. (In 
the presence of a local or proprietary ATM 
network, there is no need for such a switch, a 
direct communication line automatically routes 
information between the ATM and the bank's 
computer.) The ATM then "asks" the computer if 
the card is valid (e.g., Has the card been 
r e po r ted s t ole n ? fI a sit e x p ire d ?). 0 po n 
verification, the ATM instructs the user to 
input the PIN. Again, the ATM asks the 
computer if the user has input the correct 
PIN. Once the correct PH] is input (the 
cardholder is typically allowed three to six 
attempts to enter the correct PIN), the ATM 
presents the user with a menu, by which the 
user indicates what type of transaction is 
desired (in this example, a $200 cash 
withdrawal). The ATM then asks the computer if 
the accountholder is allowed to make this 
transaction (e.g., Is the account balance 
greater than $200?). If the computer 
authorizes the withdrawal, the transaction is 
performed: the $200 is dispensed, the user's 
account is debited $200, the transaction is 
recorded on a transaction logr a transaction 
receipt is printed for the user I and, if the 
ATM is camera-equipped, a photograph is taken 
of the user. 

with thp introduction of regional and 
national ATM networks, cardholders are no 
longer limited to using lITMs owned by the 
financial institution at which they have an 
account. Rather, cardholders may perform 
transactions on any ATM owned by a financial 
institution that is a member of the same 
network to which the cardholder'S financial 
institution belongs. Suppose the User in 
Bxhibit 1.2 wishes to withdraw $200 from an 
ATM not operated by his/her financial 
institution. When the user inserts his/her 
card, the ATM switch recognizes that the card 
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belongs to an accountholder of a network 
affiliate; it then routes the card information 
to the network switch which in turn routes the 
information to the user's financial 
institution's comput~r. The transaction is 
then processed as described above. As 
discussed in the next subsection, several 
factors provide impetus to financial 
institutions to form or join ATM networksl 
whatever the reason, the number of ATM 
networks has increased rapidly in the past 
five years. The number of shared regional 
networks, as of september 1984, is estimated 
at 175 [Bank Network News, 1984]. In addition, 
eight national ATM networks are operational. 
Not only are the number of networks 
increasing, but cardholders' use of networks 
is also increasing. A recent Bank 
Administration Institute (BAI) survey [1985] 
indicated that the number of interchange 
transactions (i. e., a transaction that 
occurred at an ATM not owned by the 
cardholder's financial institution) increased 
27 percent from 1983 to 1984. 

customer acceptance of ATMs were at first 
slow, due in part to frequent malfunctions and 
the need to educate accountholders about this 
new technology. Rut since the late 197(1's, 
ATM usage has dramatically increased. Exhibit 
1.3 contains nationwide ATM statistics, 
estimated by one industry expert, 
L. F. 7. i m mer. Ty pic ally, ash i g h 1 i g h ted by 
Garsson [1983], 7immer's estimates are higher 
than those of another industry expert, 
H. R. Nilson. ~e should note from Exhibit 1.3 
that the number of installed ATM increased 
over three fold from 1980 to 1984. \'lill this 
trend continue? Probably not. Even though 
the total number of ATM transactions (1. e., 
withdrawals and deposits) has increased, the 
number of transactions per ATM has begun to 
decrease, suggesting that perhaps the country 
is beginning to reach a saturation point in 
ATM deploy ment. 

Point-of-Sale (post 

POS terminals are remote terminals that 
link a retail store to one or more financial 
institutions and allow customers to use a 
plastic, magnetically-encoded card -- not 
unlike an ATM card --to make purchases. When 
making a purchase, the customer slides the 
card through a small terminal, and enters 
his/her PIN. After the store employee enters 
the amount of the transaction, the terminal 
transmits this information to both the 
customer's financial institution and the 
store's financial institution. The customer's 
account is then debited, while the store's 
account is credited. The use of POS in this 
regard epitomizes the idea of the cashless, 
checkless society. In addition to direct 
debit, POS terminals can also be used for 
check authorization, check verification, and 
balance inquiries. 

POS terminals offer several advantages to 
retail establishments. Operating costs can be 
reduced by the reduction of check and credit 
card processing expenses, the reduction of bad 
check losses, and the elimination of credit 
card and check "float" time. On the other 
hand, one problem that has occurred with some 
POS systems is that the communications network 
between retail stores and financial 
institutions has been limited. Often the 
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system can only access the computer records of 
one financial institution: that is, only 
customers who bank at the single p~rticipating 
institution can use the POS system installed 
in the store, However, as noted earlier and 
as indicated in Exhibit 1.4, the growth of ATM 
networks is beginning to overcome this 
limitation. Indeed, despite some initial 
difficulties (i.e., networking issues 
concerning coordination of debit cards and 
ownership of the related hardware, software 
and switch, pricing decisions among the 
issuing bank, the consumer, the acqui ring 
bank, and the retailer: technical limitations 
of available ATM switches which may be unable 
to handle the expected high POS volume at peak 
shopping hours: and marketing incentives for 
encouraging consUmer acceptance of POS), pos 
is becoming a direct-debit service which is 
destined to change the way retailers of all 
kinds accept payment [Bergen, 1984: Myers, 
1984]. 

Around the country, ATM networks now have 
electronic access to a majority of consumer 
deposit accounts at local banks and thrifts, 
and they are in a position to offer the 
retailer the broad card base that makes 
direct-debit POS a viable and lower-cost 
proposition than either checking or the 
manually processed credit car.ds. Even for 
retailers who now reject those high-cost forms 
of payment, the electronic debit card will 
offer a convenient and cost-effective 
alternative to cash. In sum, whereas ATM 
usage seems to be leveling off (at least on a 
per machine basis), POS usage is beginning to 
increase rapidly, perhaps mirroring the ATM 
growth of five years ago. According to one 
industry source [Bank Network News, 1985], 
2,500 POS terminals were installed by the end 
of 1984, primarily at supermarkets and gas 
stations, while more than 25,000 are predicted 
to be installed by the end of 1985. 

Home B 2Dkin.g 

As the third major retail Er~ technology, 
home banking allows accountholders to access 
their account records and initiate financial 
transactions (e.g. / make loan or mortgage 
payments, transfer funds between accounts, or 
instruct the bank to pay merchants and utility 
companies) at home by using a touch-tone 
telephon~~ a TV monitor connected to a control 
box, or a perso11al computer terminal. Th e 
first home banking system simply involved the 
accountholder phoning the financial 
institution and giv1ng verbal instructions to 
an employee. With the advent of the touch­
tone telephone, in,formation -- such as 
instructions to pay bills -- could be keyed 
directly to the bank's computer. Personal 
computers offer additional features that have 
increased the appeal of home banking. For 
example, accountholders can access special 
home banking software tnat provides user­
friendly transaction menus, not unlike those 
displayed at ATMs. The proliferation of 
personal computers has prompted banks to 
market personal computer-based home banking 
systems, as opposed to th~) more cumbersome 
telephone-based systems. 

As is the case of POS, personal computer­
based home banking, whil e basi cally still in 
the pilot phase today, has recently 
experienced rapid growth. Moreover, this 
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Exhibit 1.3 

ATM: Nationl'lic1e Statistics 

1978 1980 1982 1984 

Installed ATMs (Year End) 9,750 18,500 35,721 58,470 

Number of Transactions* Per Year 0.5 Billion -- 2.9 Billion 3.7 Billion 

Dollar Voltmle of Tr:ansactions* Per Year -- --" $241.4 Billion $272.0 Billion 
----

0'1 

Sources: Zimmer [1979J, [1981J, [1983J, [1985] 

*Include only withdrawals and deposits. 
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Exhibit 1.4 

pas: .roM Networks With POS Invo1verrent 

RlLSE 

Cirrus 
System 
Inc. 

Bonor 

MPACT 

North .... est 
Electronic 
Network 

Iowa 
Transfer 
System 

Interl!nk 

BUYPASS 

Background 

• Based in Texas, the network is 
a non-profit organization. 

~ Largest regional ATM network. 

• Nationally based, the network 
began o?,!ration in January 1983. 

• Largest national ATM network 
with 1,036 member financial in­
stitutions, 5300 ATMs in 40 
states, 15 million card holders, 
and processing 100,000 ATM trans­
actions per m:lIith. 

• Based in Florida, the net~rk 
has 305 member financial insti­
tutions and 4 million card­
holders. 

Ii Based in Dallas, the network is 
bank -cwned. 

~ Network has 825 M'Ms and 3 mil­
lion cardholders, and processes 
5 million AXM transactions ?,!r 
rronth. 

• Based in Seattle, the network is 
CMled by 5 large banks. 

• Network is based in Milwaukee. 

• Based in Des Moines, Iowa (which 
law requires mandatory sharing 
of all off-premise AXM and ros), 
the network began operation in 
1981 • 

.. Network has 905 marber financial 
institutions and 800,000 card­
holders • 

• Based in California, the netwcd: 
began o?,!ration in January 1985 
with a 9 million card base and 
is owned by 5 large banks 
(i.e., First Interstate, Bank 
of America, Crocker, Security 
Pacific, and Wells Fargo), 
al though other banks can join 
as non-equity participants • 

• Network is based in Atlanta. 

7 

EQS Invol varent 

• As Texas law requires I!IIl1'datccy 
sharing for all ofl-prem.ise }I.nI 
and l'QS terminals, the network 
requires all U1(;'!l'Oer financial 
institutions to participate in 
POS. 

e NebKlrk plans to begin POO direct 
debiting by mid-1985 on a regional 
basis, IIDst likely in California 

• (i.e., First Interstate Bank of 
California) and/or Texas (i.e., 
MPlICl' network). 

• Beginning with 30 stores (i.~., 
Crown Liquor :.tores, car dealers, 
COl1'lenience stores) in 19a.4, the 
network expects to expand to 
1,000 outlets by early 1985. 

• Network has several hundred FOS 
terminals (i.e., in MOOil, Shell 
and Exxon service stations and 
Tan Thurrb stores). 

• Network plans i:.o begin FOS in the 
second quarter of 1985. 

• Network has Atalla/POS terminal.s 
at Pick'n Save grocery stores. 

III Network is the oldest fully­
shared POS network - since 1981 
- with terminals in two large 
supermarket chains (i.e., 
By-Vee and Dahl's). 

8 Network does not hardle }I.nI 
transactions: it is devoted ex­
clusively to FOS transactioos. 

III Network has several hundred 
POS te rminals. 
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growth is expected to continue. A recent 
survey [Tyson, 1985) estimated the number of 
users in mid-I985 to be 58,000, up from 44,000 
in January 1985. 

Less visible to the public than the 
retail EFT technologies, corporate EFT 
technologies use electronic communications to 
make instutition-to-institution or 
institution-to-consumer money transfers. The 
most dominant of these services is wire 
transfer, generally used by corporations to 
make large payments to other firms and 
individuals. (Although this study focuses only 
on wire transfers made through financial 
institutions, it is recognized that insurance 
companies, brokerage houses, retail stores, 
and other businesses may employ internal 
communications systems to route wire transfer­
related messages.) Two other important yet 
much less widely used corporate EFT 
technologies are automated clearing houses (a 
service used primarily for direct deposit of 
payroll and government checks) and cash 
management services (which allow corporate 
customers to directly access records and 
initiate transactions through their own 
computer terminals). These three technologies 
are discussed below. 

Wire Transf..e..r 

As the primary corporate EFT technology, 
wire transfer networks allow large dollar 
value transfers between and among financial 
institutions, the Federal Reserve, 
corporations, and private customers. Unl ike 
the retail EFT technologies discussed above, 
wire trasnfer networks have been in operation 
for several decades, beginning with the 
Federal Resetve Boardls installation in 1918 
of a private ~orse code telegraph system. As 
depicted in Exhibit 1.5, the wire transfer 
system facilitates the transfer of money from 
one party, called the originator or sender, to 
another party, called the beneficiary or 
receiver. The party might be an individual 
(e.g., a parent wishing to wire money to a 
child who is attending school), a corporation 
(e. g., a company wishing to transfer funds to 
one of its offices in another state), a bank 
(e.g., a bank wishing to transfer a large sum 
of money from one of its accounts to another 
bank's account), or any other organization. 
Depending on the sender, the transfer could be 
initiated in a number of ways. An individual 
could contact the bank by mail, messenger, 
telephone, or in person (Le., over the 
counter). A large corporation has the 
capability to initiate wire transfers using 
TELEX, 'IWX, facsimile transmission, or the 
cash management technology that is discussed 
later. On the other hand, a large bank could 
initiate a transfer either through its own 
computer or one of the following four major 
wire transfer networks: 

(i) fedWire. It is a private wire 
network operated by the Federal 
Reserve System to provide 
communications facilities among Fed 
district banks, financial 
institutions maintaining Federal 
Reserve accounts, and, as a result 
of the Monetary Control Act of 1980, 
all other depository institutions. A 

( if) 

( iii) 

(iv) 
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true payment network, FedWire 
accomplishes an immediate transfer, 
or settI ement, of funds between th e 
sending and receiving banks' 
accounts maintained at the Federal 
Reserve. In this manner, FedWire 
acts as a clearinghouse for wire 
transfer activity. In 1969, the 
Culpeper Switch became operational, 
providing computerzied 
communications between district 
banks. Previously, the Federal 
Reserve operated a teletype network. 
In 1981, more than 800 financial 
institutions were FeOWire users via 
terminal or direct computer 
connections, the remaining banks 
used the telephone or other means to 
initiate transfers. 

~anlsYlit~. Developed by its parent 
company, Payment and 
Telecommunications Services 
Corporation, BankWire is a private 
sector data communications network 
that links participating members of 
the banking industry and associated 
fields. Its primary purpose is to 
transmit funds and administrative 
information among its members. 
Onlike FedWire, BankWire does not 
act as a clearinghousel debit and 
credit entries are made at the 
sending and receiving banks. The 
first BankWire teletype netwo~k was 
created in 1950. In mid-1974, the 
BankWire I computer system became 
operational, in May 1978, an 
enhanced network -- BankWire II -­
was brought on-line. The enhanced 
network provides increased daily 
message volume capacity, greater 
system reliability, and standard 
message formats for funds transfers. 

The Clearing Rou~~_J~~~~ 
Payments Systems (CHIPS1. It is 
operated by the New York Clearing 
Bouse Association and was originally 
established to provide a system for 
the automation of interbank payments 
within New York City. Initially, its 
operation was confined to transfers 
of funds for international customers 
of member banks of the Clearing 
Houser subsequently, other New York 
banks, both domestic and foreign, 
were allowed to participate in the 
network. As is indicated by its 
name, CHIPS acts as a clearinghouse, 
providing same day settlement for 
member banks. 

The Society for WQrldwid~~~Ib~~ 
Fin a D ci a 1 Tel e com mUD i c a tj,.Q.D~ 
.f.Sij I ET1. It w as formed in 1973 by 
major European, American, and 
Canadian banks as a cooperative 
society. The network provides 
structured message formats for a 
wide range of fund transfers and 
other international banking 
transactionsr it began live 
operation in March 1977, and was 
introduced in the United States in 
September 1977. In February 1980, a 
major SWIFT switching center went 
into operation at Culpeper, 



Exhibit 1.5 

Wire Transfer: System Description 

SENDER 

\ =HO~ / \~/ 
_L---

<XMPUTER 
CHIPS/ SVITFT 
FEDWIRE 
BA.~aRE 

~L---\ ~/ i VA~~rn/ 
---:-.----

MESSENGER TRANS- TEIEX1'IWX CASH 
MISSION MANAGEMENT 

MANUAL PROCEDURES AND DA'.UA. ENI'RY 

FUNDS TRANSFER SYSTEM 

~ ~ 
FEDWIRE CHIPS 1 BANKWIRE OFFICIAL INTERNAL 

SWIFT CHECK BOOK 
ENTRY 

-

RECEIVER 

-
Source: ARCB [1983, p. 33J 
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Virginia. As of the first quarter 
in 1981, there were more than 900 
member banks, including III U.S. 
members. 

Refe~g to Exhibit 1.5, once the sender 
has initiated the wire transfer-related 
message, the bank processes the message (with 
possibly some manual intervention) through the 
fund transfer system. Information such as the 
beneficiary's name, the beneficiary's bank, 
~he amount of the transfer is transmitted 
through the system. Specially designed 
software routes the message over communication 
lines -- typically through one of the four 
main networks described above -- on route to 
the beneficiary's bank, which then processes 
the incoming message and advises the 
beneficiary. 

Wire transfers constitute the dominant 
form of non-cash transactions in the nation. 
As indicated in Exhibit 1.6, $668 billion was 
transfered per day over the CHIPS and FedWire 
networks in 1984. This dollar figure 
represents a 48.4 percent increase over that 
of 1980. Put another way, given a gross 
national product in 1984 of roughly $3.7 
trillion, one might say that during the course 
of the year the GNP moved through the wire 
t,~nsfer system 47 times or once every 1.1 
w;r')~s ! 

Automated Qlearing Houses (ACB) 

The nation's 30 Automated Clearing Houses 
(ACBs) perform services similar to those 
provided by a manual check processing system. 
That is, an lICB gathers transaction data from 
various institutions, sorts it by the 
receiving institution, and then sends the 
information on to the receiving institution. 
The important difference is that the ACB 
performs these services el ectroni cally, usi n9 
magnetic tapes. Additionally, as alluded to 
above, ACRs process transactions in "batch" 
mode, whereas ATM and POS systems generally 
operate in a "real-time", on-line mode. ACBs 
typically handle low value, repetitive dollar 
transfers such as direct deposit payroll or 
Social Security checks and preauthorized debit 
and bill payments. Whereas the average wire 
transfer is about $2 million, an ACB 
transaction averages less than $5,000. 

Recently, however, the ACBs have 
experienced an increased growth. No longer 
primarily used for government-related 
transactions, ACHs are being used more and 
more by private organizations. Corporations, 
for example, see ACBs as a low cost 
alternative to the wire transfer networks 
[Ferris, 1985 {a)J. As shown in Exhibit 1. 7, 
the annual dollar volume increased 68.3 times 
from 1980 to 1984. 

Cash "ianagemw 

Cash management services allow corporate 
customers to access their records 
electronically. In addition to accessing 
account balances, customers may transfer funds 
between accounts and initiate wire transfers. 
Just as home banking systems have benefited 
from increased use of personal computers in 
the home, cash management systems have grown 
in popularity alongside the increased use of 
office and business computers. Large banks 
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are now aggressively marketing their 
proprietary computer-based "treasury 
workstations". 

Although to some, only those technologies 
that use electronic banking outside a 
financial institution's internal environment -
- such as the retail and corporate 
technologies discussed above -- are accepted 
as EFT, a literal interpretation of 
"electronic fund transfer" also describes the 
computerized processing of checks, credit card 
purchases, and almost all of the transactions 
that occur in a financial institution. 
Indeed, computers are now firmly entrenched in 
the processing of virtually all financial 
tr ansa cti ons. 

In sum, internal EFT technologies have 
and will continue to grow. The reasons for 
this growth center around the desire to 
perform financial transactions in a safer, 
more convenient, and more cost effective 
manner. Whereas increasing computer 
sophistication has been accompanied by 
decreasing computer costs, labor costs 
(especially those related to check processing 
and routine teller services) have been 
increasing steadily. This fact has become 
more important in recent years, as the banking 
industry becomes increasingly deregulated. 
Federal legislation in the early 1980s, 
especially the Monetary Control Act of 1980 
and the Garn-St.Germain Depository 
Institutions Act of 1982, lifted many 
restrictions on banking activities and fueled 
increased competition in the banking industry. 
Competition has not only increased among 
banks, but also between banks and other 
providers of financial services such as 
brokerage houses, insurance companies, and 
even retail chains (e. g., Sears). Thus, in 
the internal banking sector, banks will 
continue to strive for lower operating costs 
through expanded use of EFT technologies. 

1.2 EFT FRb\ill 

EFT fraud is but one type of computer 
crime. The focus of extensive publ ic and 
media attention, computer crime has increased 
concomitant with the proliferation of computer 
use [Shea, 1984 I Perry and Wallich, 1984J. 1\s 
noted earlier, a recent study by the American 
Bar Association (ABA) [1984J considers 
computer crime to be a problem of substantial 
and growing significance. The ABA study, 
based on 283 responses to a survey mail ing to 
approximately 1,000 private organizations and 
public agencies, revealed that computer crime 
is regarded as of equal or greater importance 
than many other types of white collar crime, 
including antitrust violation, counterfeiting, 
bank embezzlement, consumer fraud, securities 
fraud, and tax fraud. 

Although mUch of the EFT abuse is 
sanctionable under existing criminal law, the 
law does not, for the most part, deal with 
such abuses. Thus, while theft statutes 
typically stipulate the taking of physical 
property, it must be asked whether the 
generation of an electronic signal, or the 
execution of a computer routine which changes 
an account balance, constitute "taking?" Do 



Exhibit 1.6 

Number Dollar Volume 

1980 1984 1980 1984 

Transactions 

FeCMire 165,0001 160,0002 $308 Billion1 $368 Billion2 

CHIPS 50,0001 90 ,0003 $142 Billionl $300 Billion 3 

Messages 

twIF'T 238,5001 500,0004 -- --

BankWire 18,5001 Not Available -- --

Sources: 1. Arthur D. Little [1982]. 
2. FedWire: Telephone conversation, June 7, 1985. 
3. CHIPS: Telephone conversation, November 11, 1985. 
4. SvIFT: Telephone conversation, June 7, 1984. 

Exhibit 1.7 

ACH: Nationwide ~tatistics 

19801 19842 

Number of Transactions Per Day 895,400 2,303,800 

Dollar Volume of Transactions Per Day $0.15 Billion $10.4 Billion 

Sources: 1. ~Ithur D. Little [1982] 
2. National Automated Clearing House Association: 

Conversation, June 7, 1985. 
Telephone 

11 
-------------------------------- ~-~--~ 



the contents of a computer memory constitute 
property? Further, fraud statutes require 
willful misrepresentation to a person -- are 
computers persons? 

At present, as listed in Exhibit 1.B, 
there are 24 states which have computer crime 
statutes: however, only a few of these 
statutes specifically address EFT. At the 
federal level, the laws applicable to EFT 
crime or fraud include specific sections of 
the Electronic Funds Transfer Act of 1978 
(which overlaps in the area of ATM disputes 
with the Federal Reserve Board's Regulation 
E), the wire fraud and mail fraud provisions 
of the Criminal Code, and the Counterfeit 
Access Device and Computer Fraud and Abuse Act 
of 1984. To date, there have been very few 
indictments -- much less convictions -- under 
any of these laws, making it difficult to 
precict how the courts may interpret these 
laws relative to EFT fraud. 

Perhaps the current paucity of EFT­
related cri~e laws is aFpropriate, as 
knowledge of the relationship between EFT and 
crime is sketchy at best. Rut as EFT 
technologies come to play an even more 
dominant role in the nation's payments system, 
criminal justice professionals will need to 
recognize the opportunities for and incidence 
of EFT-related criminal activities. 
Certainly, the results of this study should 
contribute to our knowledge of EFT fraud. 

As EFT technologies proliferate, so does 
the potential for fraud. In fact, in regard 
to potential vulnerabilities in their ATM 
operations, bankers are especially sensitive 
about the growing fraud experiences of the 
credit card companies, especially in the area 
of card counterfeiting. Federal Regulation E 
(Reg E) has also increased the bankers' 
concern over ATM fraud as it limits cardholder 
liability [Ellis and Greguras, 1983), even 
when the cardholder is negligent. In the 
corporate banking area, the concerns are even 
greater, as enormous sums of money are 
transferred each day 'chrough the various wire 
transfer networks. 

EFT fraud can assume one of many forms 
and the purpose of this section is to provide 
an overview of the key vulnerabilities to 
fraud in both the ATM and wire transfer 
systems. First, however, it is necessary to 
carefully define EFT fraud. 

pefinition 9f ~FT Fraud 

No commonly accepted definition of the 
term "EFT fraud" has emerged in the literature 
[Colton et a1., 1982). Nonetheless, the 
ability to differentiate frauds that can be 
attributed to the presence or operation of an 
EFT system from others that occur in financial 
institutions is a prerequisite for analyzing 
the nature and extent of EFT fraud. Ideally, 
a definition of EFT fraud should act like a 
sieve -- catching and identifying certain 
activities as EFT fraud while letting others 
slip through. Certain incidents clearly 
should be labeled EFT frauds. Withdrawals 
made using a stolen ATM card and alterations 
of a wire transfer by a bank employee for the 
purpose of improperly enriching an individual 
are certainly examples of EFT fraud. On the 
other hand, let us consider the following 

incident, which occurred at a Midwest bank in 
1984. A woman was making a withdrawal at an 
ATM located in a parking lot late at night. 
After completing the withdrawal, she was 
accosted by a man who had seen her perform the 
withdrawal. tlsing a gun, he ordered the woman 
to hand him the money that she had just 
withdrawn. Is this incident an EFT fraud (and 
therefore under the purview of Reg E)? Or, 
should it be considered traditional robbery? 

In considering a definition of BFT fraud, 
it is important that the definition be 
sufficiently broad so that the impact of EFT 
technology on the incidence of fraud can be 
fully assessed. In particular, in this 
report, we adopt the definition advanced by 
Colton et al. [1982, p. 40) -- that is, EFT 
fraud is any crime, whether or not prosecuted 
under special computer/EFT laws or traditional 
law, that would not have occurred but for the 
presence of an EFT system. Under this 
definition, the robbery incident described 
above would be considered an EFT fraud, as the 
woman would not have been able to withdraw 
money from her account if it were not for the 
availability of an ATM. Interestingly, the 
Federal Reserve Board, the overseer of ATM­
related regulations, recently ruled that if a 
consumer is forced by a robber to withdraw 
cash at an ATM, then "the actions of the 
robber are tantamount to use of a stolen 
access device" [EFTA, 1985(a)). 

Potential fo~_~~ Fraud 

Armed with a definition of EFT fraud, we 
can now discuss the potential for EFT fraud, 
again focusing on the ATM and wire transfer 
technologies. Such a di scussi on prov ides an 
appropriate framework for considering our 
findings about ATM and wire transfer fraud in 
sections 3 and 4, respectively. Of particular 
interest is the risk that each potential 
system vul nerabil ity poses. Al though many ATM 
frauds are likely to be attempted, and, if 
attempted, are likely to be successful, they 
typically result in small financial 
consequences or costs. An example would be a 
person who possesses a stolen ATM card and 
PIN: the person is not likely to withdraw more 
than a few hundred dollars before the card is 
"captured" by the ATM (Le., "hotcarded"). On 
the other hand, although wire transfer frauds 
are unlikely to be attempted, and, if 
attempted, are unlikely to be successful, 
their financial costs could be staggering. 
(Note that in the wire transfer area, even if 
a fraudulent transfer is completed, the fraud 
cannot be considered successful until the 
money is withdrawn, a difficult undertaking if 
the sum of money is large.) The components of 
risk (Le., likelihood, vulnerability, and 
cost) are further discussed in Section 5.2. 

In the ATM area, there are a number of 
potential vulnerabilities (see Exhibit 1.9). 
(See also Boyle [1983).) Many of the 
vulnerabilities are associated with frauds 
perpetrated through the use of the ATM card, 
including both unauthorized use of an 
accountholder1s card by others and fraudulent 
use by a legitimate cardholder. Some frauds 
do not involve the card directly, such as 
manipulation of the ATM system software, 
alteration of account information, and other 
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Exhibit_l.a 

State-Level Computer Crime Statutes 

1. Alaska 

2. Arizona 

3. California 

4. Colorado 

5. Delaware 

6. Florida 

7. Georgia 

8. Illinois 

9. Kentucky 

10. Massacbusetts 

11. Michigan 

12. Minnesota 

13. Missouri 

14. Montana 

15. New Mexico 

16. North Carolina 

17. Ohio 

18. Oklahoma 

19. Pennsylvania 

20. Rhode Island 

21. Tennessee 

22. Utah 

23. Virginia 

24. Wisconsin 

Year Statute Enacted 

13 

1983 

1978 

1979 

1978 

1982 

1978 

1980-81 

1979 

1977 

1983 

1979 

1981-82 

1983 

1981 

1979 

1980-81 

1981-82 

1984 

1984 

1979 

1983 

1980-81 

1978 

1982 



Exhibit 1.9 

A'IM: potential VUlnerabilities 
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v. System procedures allow one cardholder to 

rerrove cash fran another's acoount 
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types of bank employee-related frauds. It 
should also be noted that aside from 
deliberate fraudulent acts, ATM systems are 
also vulnerable to inadvertent bank errors 
that may lead to the commission of fraud. 

Perhaps the most familiar type of ATM 
fraud are those resulting from unauthorized 
use of an accountholder's card. Cardholders 
can lose possession of their card in a number 
of ways. The card could be stolen in the 
mail, from the person's wallet or purse, or 
obtained as the unanticipated byproduct of a 
burglary, street robbery or larceny. Cards 
can be taken by family members or friends or 
other persons who would have access to the 
cardholder's residence. 

The individual who fraudulently obtains 
the card needs the PIN to activate the ATM, 
but as detailed in Section 3.2 and not 
surprisingly, the PIN is often written down by 
the cardholder and kept either on the card or 
on a separate piece of paper in the wallet or 
purse. PINs are also verbally reveal ed by 
accountholders, often in a casual manner to 
family members or friends. Accountholder 
negligence, however, is not always involved as 
PINs are also obtained forcefully, during a 
mugging attempt for example, or 
surrepticiously, as may be the case with 
confidence games. 

Assuming the card and PIN are available 
to the unauthorized user, the financial 
consequences of this type of fraud depend on a 
number of factors. A daily withdrawal limit -
- typically between $200 and $300 -- prevents 
excessive losses in any given day, but 
sometimes many days can pass before the 
accountholder becomes aware that his/her ATM 
card is missing and subsequently notifies the 
bank. Once notified, the bank can fthotcard" 
the missing ATM card, an action which captures 
the card the very next time it is used. Of 
course, unauthorized withdrawals might also be 
curtailed by a small account balance. 

While it is the accountholder's funds 
that are being withdrawn, it should be noted 
that the bank is generally liable for any 
losses sustained by the accountholcler. Reg E 
limits accounthCllder liability to $50 if the 
accountholder reports the card missing within 
two days of discovery, or $500 if the report 
is made more than two days after discovery. 
This liability ceiling is irrespective of 
accountholder negligence (e.g., even if the 
accountholder writes the PIN on the card). 

Sometimes the financial consequences of a 
fraud are exacerbated by the user's ability to 
overdraw an account at an ATM. At some banks, 
ATMs are occasionally ·off-line", meaning that 
the communication link between the ATM and the 
bank's computer is temporarily disconnected. 
If the ATM is off-line, an account balance 
"look up" may not be able to be mader 
consequentl¥, the account may be overdrawn. 
Another vulnerability that allows users to 
overdraw an account are delayed withdrawal 
postings. Account balances, as ·seen" by the 
ATM, may not reflect the true, up-to-the­
minute balance: for example, a withdrawal made 
at a human teller may not be debited against 
the account balance ~ntil the end of the 
business day, during which time the ATM sees a 
balance that is greater than it should be. 

Additionally, bad checks can be deposited in 
ATMs, accompanied by subsequent withdrawals 
that resul t in overdrafts. Of course, this 
scenario is not unique to the ATM environment. 
However, a special case of a bad deposit­
related fraud --an "empty" deposit envelope 
(Le., the user keys in a certain dollar 
deposit but intentionally does not place any 
cash or checks in the deposit envelope) -- is 
unique to ATMs. 

ATM frauds are also committed by 
legitimate cardholders. The absence of 
sophisticated verification techniques (e.g., 
fingerprints or voiceprints) can provide 
unscrupulous cardholders with the opportunity 
to commit fraud from their own individual 
account. One common way is to misrepresent 
transactions. A cardholder can claim his card 
was stolen -- when in fact it was not -- or, 
even if the card was not missing, disclaim any 
knowledge of one or more withdrawals. Even if 
the ATM is equipped with a camera, this type 
of fraud is easy to perpetrate, since the 
cardholder can conspire with another person, 
who actually makes the withdrawals. Since Reg 
E places the burden of proof on the bank, it 
is often difficult to deny an accountholder's 
cl ai m. 

Non-card-related ATM fraud also occurs, 
as potential vulnerabilities to fraud exist in 
nearly every aspect of a highly complex 
banking operation like an ATM program. Cards 
may be taken from the mailing room or siphoned 
off from cards mailed and then "returned to 
sender" because of incorrect or out-of-date 
addresses. Cash may be stol en di rectly from 
the ATM replenishment canisters or the deposit 
envelopes by bank employees. Further, a range 
of electronic attacks can be made on the 
bank's computer system, including software 
al teration, fraudulent account creation, and 
removal of security controls on "hot" or 
blocked accounts. Compared to ATM card­
related fraud, these and other types of 
employee fraud are potentially more serious in 
terms of their financial losses. At the same 
time, employee fraud occurs much less often 
than card-related fraud. Additionally, like a 
bank safe, the ATM can contain a large amount 
of cash and is therefore a target for 
robberies, sometimes requiring explosive means 
to gain entry [Matthews, 1983J. 

Inadvertent errors can also lead to the 
commission of a fraud. When processing 
withdrawals, ATMs can experience problems 
related to either dispensing (i.e., the wrong 
amount of funds is dispensed) or posting 
(Le., the cardholder's account is not 
properly debited). Either of these events can 
lead to the improper enrichment of the 
cardholder. Similar malfunctions and errors, 
with potentially larger financial 
consequences, can also occur in deposit 
processing and, as discussed below, wire 
transfers. 

Wire Transfers 

Inasmuch as the wire transfer system 
involves mul~iple institutions and 
communication links, and serves to transfer 
payments on the order of millions of dollars 
each, there are many system vulnerabil ities. 
The most prominent of these are identified in 
Exhibit 1.10 and can be classified according 
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Exhibit 1.10 

Wire Transfer: Potential Vulnerabilities 
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F. Failure to Foll"'" Established Procedures 
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G. Transaction Altered in Processing 
H. Bank Error in Message Delivery 
1. Purp:Jseful Destruction of Transaction 
J. Bank Error in Message Delivery 
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L. Bank Error in Message Interpretation 
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to two generic types: 
intentional frauds. 
discussed below. 

inadvertent errors and 
Each of these types is 

F.rrors made by corporate senders, clerks, 
computer terminal operators, or bank account 
officers can result in a wire transfer which 
is either for an incorrect amount, paid to the 
wrong beneficiary, or some combination 
thereof. The result of thp.se and other 
inadvertent errors is often the sudden and 
improper enrichment of the individual or 
corporate beneficiary. Occasionally, the 
benficiary pockets all or part of the 
enrichment by physically absconding with the 
monies, refusing to return them on the grounds 
that they were owed the monies by the sender, 
or by feigning ignorance and spending the 
monies. Even when the bank which stands to 
sustain the loss recovers all or the majority 
of the principal, there can be associated 
costs sllch as legal fees, compensation or 
interest, and personnel time. Thus, an honest 
mistake can make possible the commission of a 
fraud -- perhaps by a heretofore honest 
beneficiary. Interestingly, some bank 
officials, while agreeing to the fact that the 
customer who absconds with the miscredited or 
double-credited money is commiting a fraud, 
view the act in a less severe light because, 
as one official puts it, "we gave him the 
opportunity to become a criminal." 

Several types of inadvertant errors can 
occur. As displayed in Exhibit 1.10, errors 
can occur at all points in the wire transfer 
system, including at the point of initiation, 
in the manual procedures associated with the 
creation, processing and release of a message, 
and in the handling of the incoming message. 
These errors occur for a number or reasons. 
During a phone conversation with the sender, a 
cl erk might record the wrong amount of money. 
Incoming messages -- especially if written in 
a foreign language or if the dollar amount is 
in a foreign currency -- can be 
misinterpreted. System failures, either with 
the bank's computer or the network's computer, 
can cause confusion as to which messages were 
and were not processed, possibly resulting in 
a duplicate payment. Finally, clerical 
errors, such a typographical error, can lead 
to improper enrichment. 

The other type of wire transfer 
incidents, intentional frauds, include the 
initiation of an unauthorized wire transfer 
instruction either by an authorized bank 
official or by an outsider with knowledge of 
the procedures and codes requi red. Perhaps 
the most famous wire transfer fraud -- the 
$10.2 million Rifkin heist -- is an example of 
a fraudulent initiation of a wire transfer by 
an outsider. After having obtained the 
necessary codes surreptitiously, Rifkin 
impersonated an official at the bank to 
initiate a transfer. In addition to 
fraudulent transfer initiations, wire transfer 
messages can also be altered or destroyed by a 
perpetrator with a highly sophisticated 
knowledge of the data processing and 
telecommunications aspects of the wire 
transfer system. Given the increasing volume 
of wire transfer transactions and its enormous 
value, banks have sought to implement 
comprehensive and complex password, encryption 
and other hardware and software security 
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measures to protect themselves from a big 
"hit". 

1.3 STUDY BACKGRQUNP 

In spite of both the phenomenal growth in 
the use of EFT systems and the increased 
concern for EFT-related fraud, there are no 
valid data on EFT fraud, as pointed out 
earlier. There are several reasons for this 
[Colton et a1., 1982: Tien et a!., 1984), 
incl uding: 

( i) 

( ii) 

( iii) 

( iv) 

(v) 

(vi) 

(vii) 

the proprietary nature of EFT 
systems and the corresponding 
concern over potential competitive 
disadvantages that might result from 
the release of operational data: 

'the wide variations in definitions, 
procedures, and categories used by 
financial institutions to record 
transactions, fraud events, and 
charge-offs for sustained losses: 

the technical and practical 
difficulties in identifying the 
occurrence of an EFT fraud, ei ther 
while in progress or after the 
event I 

the uncertainty about the legal 
status of specified actions that may 
(or may not) constitute a crime in a 
given jurisdiction: 

the common practice of handling EFT 
violations by in-house security or 
personnel procedures rather than by 
the standard criminal justice 
system: 

the absence of a comprehensive or 
central data source -- like the FBI 
!J n i for m C r.i..lJlg--R.e p 0 r t s - - for 
capturing EFT data: 

the nonexistence of a standardized 
and comparative data base against 
which EFT losses can be measured on 
a trend-line basis: and 

(viii) the relatively recent development of 
EFT technologies, some of which are 
still in their initial 
implementation phases. 

Nevertheless, despite the 
difficulties, several attempts 
EFT fraud data have been made: 
are discussed below. 

SRI stu~ 

above cited 
at collecting 
four of those 

Th i s file 0 rig ina ted i nth e ear 1 y 1 97 0 s 
as the focus of a National Science Foundation 
sponsored study on computer crime (later, 
funding support was provided by the Justice 
Department). The study sought to identify 
computer crimes and to obtain some perception 
of their nature and extent [Parker and Nycum, 
1979, Parker, 1980). The file, an on-going 
compilation of over 1000 computer abuse cases 
identified through individual contacts and a 
newspaper clipping service, is the most well­
known record of computer crime -- although it 



-, 
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does not rely on any systematic or scientific 
data collection techniques. 

The file focuses on computer abuse in 
general, rather than on EFT in particular, 
nevertheless, several of the cases from 
financial institutions were identified as 
being EFT-related. The file provides some 
information on the nature of computer crime, 
but is limited as a source of data to measure 
the extent of EFT fraud as it includes only 
those cases which were sel ected by the medi a 
or the researchers. For example, large losses 
or unique frauds were often brought to the 
attention of the researchers, although they 
obviously did not constitute a representative 
sample of all fraud cases. Compounding the 
problem is the fact that the EFT-specific 
frauds were not a primary focus of the SRI 
researchers, but a by-product of the 
collection effort. The file is a useful 
collection of cases, but it is not a 
statistically valid sample. 

Federal~~lators 

Until recently, all the federal 
regulatory agencies (Le., Comptroller of the 
Currency, Federal Deposit Insurance 
Corporation, Federal Reserve Board, Federal 
Flome Loan Bank Board) required financial 
institutions to report external (e. g., 
robbery, burglary) and internal (e.g., 
employee fraud, embezzlement) crimes. 1n 
general, the report consisted of a letter or a 
standard form which identified the apparent 
irregularity and briefly described the nature 
of the incident. These perfunctory !eports 
typically provide minimal information. 

Now, however, as a result of the paper­
reduction emphasis in the Federal Government, 
a bank must report only internal crimes and 
maintain an informal, in-house record of each 
external crime. Consequently, information on 
external crimes at financial institutions are 
no longer Ilvailable in a reasonably accessible 
form. Also, as the regulators use crime 
reports for specific and limited purposes, 
they are not collected or maintained in a 
manner which would make it easy to identify or 
aggregate EFT frauds. 

Although the federal regulators are a 
potential source of data on EFT fraud, they 
cannot provide the relevant information 
without major policy and procedural changes. 
Not only would the reports on external crimes 
need to be reinstated, but the reporting forms 
would have to be significantly altered to 
allow for easy retrieval of data on EFT or 
computer crimes. 

Feder~l Bureau of Investigation (FBI) 

The FBI investigates most cases of bank 
fraud and embezzlement and maintains case 
records on federal offenses. (Note that 
financial crimes are considered federal 
offenses if the bank is federally-chartered or 
if bank assets cross state lines in the course 
of a criminal act.) Information on each case 
is recorded for historical and investigative 
purposes, and a variety of recordkeeping 
systems are maintained. 

However, the FBI does not identify the 
use of a computer or an EFT technology in a 
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case, mostly because it has no special bearing 
on broad law enforcement or prosecutorial 
efforts. In addition, although the FBI 
investigates the majority of financial crimes, 
records for many small bank crimes are usually 
m a i n t a i ned 0 n 1 y at the 1 0 cal FB I 0 f f ice. 
Thus, the national FBI records omit many EFT 
frauds, while emphasizing large losses and 
complex scenarios. Further, the FBI has a 
policy against providing case information on a 
regular basis, and numerous regulations 
emphasize extreme confidentiality. 

The recently enacted Counterfeit Access 
Device and Computer Fraud and Abuse Act of 
1984 makes computer, as well as EFT, crimes a 
federal offense, thus bringing those acts 
under the purview of the FBI. However, the 
section of the Act applying to ATM fraud makes 
it a federal offense only if $1,000 or more 
was obtained during a 12-month period. Even if 
the FBI were to share this information, it 
obviously would not constitute a 
representative sample of ATM frauds. 

Am eric a n I n sJ;.i.t..y..t ... e~",-Q,="f_C:...JO<e ... r'"""t ... l ... · ... f ...... i....,e~d-"'P'-'u~b .... l-'iw"c 
Accountants (~ICP8) Stud~ 

In 1979, the AICPA [1984] decided to 
examine computer fraud in hopes of 
establishing appropriate accounting and 
auditing standards. It approached the task on 
an induatry-by-industry basis, starting with 
banking. In cooperation with the Bank 
Administration Institute (BAI), 9,000 
commercial banks were selected to represent a 
geographic sample of the industry, and the 
sample was picked to assure that all of the 
major financial institutions were included. 

However, the survey did not focus on the 
extent of computer fraud in banking. Rather, 
each institution was asked to describe only 
one case on the provided questionnaire. More 
than one-half of the sampled banks replied, 
although the vast majority indicated no 
computer fraud problems. Of the 5,000 
responses, only 106 computer fraud cases were 
provided and only 85 were eventually 
classified as computer fraUds. Onfortunately, 
although the study provides some information 
on the nature of EFT fraud, it can~ot be used 
to statistically estimate the extent of fraud 
as it asked for only one example of an EFT or 
computer fraud, not the actual incidence of 
all such frauds. 

~COPE OF BEFORT 

This report is comprised of five major 
sections and one appendix. The first section 
provides important background information on 
EFT: the different technologies, the 
vulnerabilities to fraud, and the previous 
attempts to collect data. 

Section 2 describes the approach taken in 
this study to assess the nature and extent of 
EFT fraud. Important study considerations are 
discussed in Section 2.11 highlights of the 
study conduct are contained in Section 2.2; 
and background information on the panel banks 
is detailed in Section 2.3. 

Section 3, consisting of three 
subsections, addresses ATM fraud. The ATM­
related data collection procedures are 



described in section 3.1, while the nature and 
extent of ATM fraud are discussed in Section 
3.2 and 3.3, respectively. 

Wire transfer fraud is the subject of 
Section 4. The wire transfer-related data 
collection procedures are discussed first in 
Section 4.1, followed by an assessment of the 
nature of and the attitudes toward wire 
transfer fraud in Sections 4.2 and 4.3, 
respectively. 

Section 5 concludes the report. After 
summarizing our key findings in Section 5.1, 
we present in Section 5.2 the concept of risk 
in the context of EFT fraud, together with an 
initial attempt at modeling risk. Other 
possible future efforts in the EFT fraud area 
are discussed in Section 5.3. 

Finally, five exhibits are contained in 
Appendix A: they consist of the major data 
collection instruments used in the study. 
Where meaningful, the number of responses, as 
well as the resulting distribution and average 
or mea n, are dis pI aye don the ex h i bit sin 
italics. 
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2 STUDY l\PPROl\CE 

As summarized in Section 1.3, it was 
obvious that none of the available data 
sources on EFT fraud could provide valid data 
for measuring the nature and extent of EFT 
fraud. Each has only limited information, and 
all have problems from a statistical 
perspective. Further, although several 
offered a possible source of information, the 
potential existed only if major changes could 
be made in the collection processes --changes 
which seemed highly unl ikely to occu r. Th ese 
sources offered perceptions or clues about the 
nature of EFT fraud, but did not provide an 
adequate data base for statistical analysis. 
It was further obvious that valid and 
consistent data could only be provided by the 
banks themselves. 

To this end, we proposed to obtain EFT­
related data directly from a small panel of 
commmercial banks. As detailed in Section 
2.2, we were able to convene ~-with the help 
of the Association of Reserve City Bankers 
(ARCB) -- a panel of bankA for our study. 
This Study Panel of 16 ARCB member banks has 
provided pertinent ATM and wire transfer fraud 
data for two years -- 1983 and 1984. 
Obtaining fraud data directly from the banks 
represents a major breakthrough. For many 
obvious reasons, banks are reluctant to share 
any information that might shake the 
consumer's confidence in the banking system. 
On the other hand, casting the few headline­
capturing EFT fraud incidents in perspective 
and in relation to the total transaction 
volume is perhaps one reason 16 ARCB member 
banks -- out of a total of 18 invited banks -­
agreed to participate in this study on an 
anonymous basis. Another reason is the 
knowledge provided by the study concerning EFT 
fraud, at both the individual bank level and 
the aggregate level. While data from a sample 
or panel of banks could provide a valid and 
on-going measure of the nationwide EFT fraud 
problem (in much the same manner that A.C. 
Nielsen Co. rates television programs based 
on data collected from a national panel of 
SOlT'S 1,200 households), it is obvious that a 
l6-bank panel is inadequate for such a purpose 
-- it could not be representative of the more 
than 14,000 commerci al banks. Consequently, 
the study documented herein represents a pilot 
effort and its findings should be regarded as 
preliminary. 

The Study Panel approach has several 
advantages. First, it provides a "clean" 
source of data that could be used confidently 
to draw conclusions about the nature and 
extent of EFT fraud. Second, it allows for 
the acquisition of a consistent set of ddta so 
that such relative measures as the ratio of 
EFT fraud losses to total EFT transactions can 
be determined and then employed to estimate 
the national losses due to EFT. fraud. Third, 
it sensitizes the banking industry not only to 
the actual EFT fraud probl em but al so to I:.he 
need to develop valid and consistent measures 
of the problem. Fourth, if the Panel was to 
be enlarged and surveyed on an on-going basis, 
it would provide a continuing barometer of EFT 
fraud. 

20 

In order to convene the Study Panel and 
to collect consistent data from its members, 
we had to consider several issues: these are 
addressed in Section 2.1, followed by a 
synopsis of important study activities in 
Section 2.2 and a description of the Panel 
banks in Section 2.3. 

2.1 ST]D~SIDERATIQNS 

In our approach to assessing the nature 
and extent of EFT fraud, three critical issues 
had to be considered: (i) How could we secure 
the participation of financial institutions in 
our Study Panel? (ii) Bow large should the 
Panel be, given the scope of the study? and 
(iii) How can consistent data be collected 
from the Panel members? These three issues 
are considered below. 

Panel Participation 

Obviously, the success of this study 
depended on securing the participation of 
financial institutions in our Study Panel. 
.Jowever, the release of information about the 
incidence of bank fraud, particularly as it 
relates to white collar fraud, has been viewed 
as especially sensitive. In the increasingly 
competitive banking world, financial 
institutions avoid any events that could 
possibly shake the public's confidence in 
thei r i ndust ry. At th e same time, how ever, 
bank officials have also been concerned th~t 
the public has misunderstood the nature and 
extent of EFT fraud, partly due to well­
publicized "big hits" such as the Rifkin heist 
and the recently reported $40,000 theft from a 
Springfield (MAl ATM [Gallant, 1984J. 
Further, as bankers realize that little data 
now exist to support or refute assertions 
about the potential for EFT fraud, they 
understand the utility -- both in t~rms of 
public opinion and their own internal 
evaluations and decisions regarding EFT -- of 
obtaining better information so that EFT can 
be viewed from a realistic perspective. Thus., 
in our attempt to secure a bank's 
participation in our study, we emphasized the 
study's contribution to both the industry und 
the individual Panel members. 

Additionally, in order to increas~ the 
likelihood that a selected financial 
institution would participate in a national 
panel, it was also clear that some form of co­
sponsorship with an established banking­
related organization would be h~lpful. 
Specifically, it was hoped that the co­
sponsoring organization could se~ure the 
backing of the senior management of the 
participating financial institution. 

Also, we knew that participation in the 
Panel would be enhanced if strict 
confidentiality were a conoition of 
participation. All members of the Panel would 
need to be assured that the oata collected 
from their individual institutions could never 
be directly identified with them. Thus, all 
findings and statistics ~ould have to be 
reported in an agg~egate or merged fashion 
across all the participating banks. In this 
manner, the identity of any member of the 
Panel could not be deduced from the published 
findings. 



Whereas a telephone- or mail-based survey 
can sample a large number of financial 
institutions, the study Panel approach 
precluded., large sample size because of the 
necessary and intensive interaction that would 
be required, including periodic site visits, 
with the participating financial institutions. 
Because of resource --time and cost -­
constraints, we projected that the Study Panel 
should consist of 12 member banks. 

Again, as indicated earlier, such a small 
number of banks cannot be representative of 
the more than 14,000 commercial banks in the 
u. S. Indeed, this study represents only a 
pilot test of the Study Panel approach and any 
resultant findings should be regarded as 
prelimin:lry. 

Assuming a Study Panel could be formed, a 
larger question remained: Could consistent 
data be collected from the participants? For 
the purpose of data collection, an ideal 
situation would be one in which detailed 
records of all the EFT fraud incidents -­
segregated by technology -- were kept in a 
single "file cabinet" and all associated fraud 
losses were charged to a single account. We 
knew, however, that this would not be the case 
in most financial institutions, as it is often 
difficult for bank investigators to determine 
whether an EFT incident actually involves a 
fraud. 'As pointed out in Section 1.2, ATM 
incidents involving disputed withdrawals by 
the accountholder may be caused by an 
unauthorized person fraudulently using the 
card, by the accountholder who is trying to 
defraud the bank, or by forgetfulness on the 
part of the accountholder. In many cases, the 
financial institution cannot determine the 
true cause and therefore whether to 1 abel the 
complaint as a fraud. 'As another example, a 
wire transfer request that is rejected because 
it does not meet certain procedural 
requirements may actually be a purposeful, yet 
unsuccessful, fraudulent act. Thus, a 
financial institution's "pool" of records of 
frauds depends to 2 large extent on subjective 
judgement s. 

A second "threat" to consistency concerns 
the handling of those incidents identified by 
the financial institution os fraud-related. 
Is documentation of the incidents maintained 
long after the incident occurred? Moreover t 
is the documentation sufficiently detailed? 
If not, then a retrospective data collection 
effort would not be feasibl e, and incidents 
may have to be collected on an on-going, 
prospective basis. Summary figures for fraud 
loss are also subject to inconsistencies, 
especially if they are pooled with other types 
of losses such as non-fraud losses, other non­
EFT fraud losses, or other "miscelleneous" 
losses. 

Data consistency can undoubtedly be 
enhanced by the Use of specially-designed 
questionnaires or data collection instruments. 
Incident forms that are, for example, tailored 
to extract information from existing bank 
records -- or, alternatively, to record 
information as the incident occurs -- should 
hel p in this regard. Data consistency can be 
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further enhanced if we, as data analysts, were 
to do all the coding: this would allow for 
consistency of interpretation. On the other 
han d , i two u 1 d r eq u ire t hat cop i e s 0 f the 
original source documents be forwarded to us 
and that we undertake a massive coding effort. 
For the sake of data consistency, we did 
indeed develop special data collection 
instruments (some of which are contained in 
Appendix A) and code most of the incident­
level data ourselves. 

2.2 STUDY CQNDUCT 

Exhibit 2.1 lists the 9 major study 
activities reported herein: they ara shown in 
terms of a 2l-month time line. Each of these 
activities is discussed below. 

Btudy Panel 

As noted in Section 2.1, in order to 
increase the likelihood of participation among 
financial institutions, some form of co­
sponsorship with an established, banking­
related organization was needed. Fortunately, 
as indicated earlier, the ARCB [1983J had 
recently completed a study of the nation's 
payment systems and had come to the conclusion 
"that thE:! ARCB should support a study of the 
nature and frequency of fraud in these systems 
and explore ways in which meaningful 
information regarding fraud losses may be 
co 11 e ct ed, a n a 1 y zed tan d dis s e min ate d t 0 
participants.· Thus, we entered into a 
cooperative relationship with the ARCB: they 
sponsored our study among their membership and 
we undertook the work. Additionally, a 
confidentiality agreement was reached with the 
ARCB wherein we agreed to ensure the anonymity 
of the Study Panel members and to allow the 
ARCB to review -- from an anonymity 
perspective --all reports prior to 
publ iea tion. 

In several respects, the ARCB has been an 
ideal co-sponsor of this study. First, as 
noted above, the ARCB -- through its own Risk 
Task Force -- saw a need for such a study. 
Second, the ARCB membership consists of the 
C h 3 i rm en 0 f the Boa r d s 0 f so m e 2 0 0 0 f the 
largest commercial banks in the U.S. These 
large banks are in fact the prime movers in 
the developing EFT field, as few small 
financial institutions can justify extensive 
EFT systems. Third, in its typically 
progressive manner, the 'ARCB has been totally 
supportive of all aspects of the study, 
indeed, we wish to formally acknowledge their 
unwavering assistance and support. 

Following the identification of the ARCB 
as the co-sponsor of the study, the question 
remained as to which of the ARCB member banks 
should be selected and solicited to join our 
Study Panel. One obvious consideration was 
that all Panel members should have extensive 
experience in EFT systems. Again, this 
experiential requirement was not a problem for 
most ARCB member banks, as they have mature 
ATM systems and direct access to one or more 
of the main wire transfer networks. To 
facilitate the selection of potential Panel 
members, we compiled an extensive data base on 
the nation's major banking institutions, as 
reflected in the ARCB membership. Drawing 
from annual reports and various banking 
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Exhibit 2.1 

Major Study Activities and Schedule 

Activity 1/84 4/84 7/84 10/84 

1. Study Panel 

2. Data Collection Instruments 

3. Awareness Bulletin I 

4. Initial Site Visits 

5. 1983 Data Coding and Analysis 

6. Statistics Bulletin 

7. Final Site Visits 

8. 1984 Data Coding and Analysis 

9. Final RefX)rt 

1/85 4/85 7/85 10/85 

I 

1-r 
11 
~: 
i 
j 
1: 
~ 

11 

I·.~ J 

~ 
J 
111 

t 
" 1 
I 
:~ 
1 
l 
:1 
! 
1 
& 

1 
;1 

I 
j 
i 
·1 

I 
] 
1 
~ 
J 

~ 

I 
~ 
1 

4 
.j 
1 
1 



l
r------~·------~---~·---'---~-~-~--=--·· 
.'f 
11 journals and newsletters, information was final version was agreed upon. Further 
~ collected on a bank's general background details regarding the development of the ATM 
~.: (e. g., assets, deposits, number of branches, and wire transfer instruments are in Sections 
, holding company information, location), retail 3.1 and 4.1, respectively. 
~ EFT activity (e.g., number of ATMs, year first 
" ATM was installed, national and regional ATM The various instruments were distributed 
~.' network affiliations, POS services, and home to the key ATM and wire transfer bank contacts 
~ banking systems), and corporate EFT activity when we visited the banks. While we explained 
.~ (e. g., wire transfer, ACA, and cash management to the bank contacts that the primary goal of 

I
t..... services). Given this information and working the instruments was to extract already 

with ths ARCB, we selected 18 banks existing information, we also emphasized that 
(representative of the ARCB membership), the instruments, in particular the ATM and 

!, hoping that 12 of them would agree to wire transfer forms, were also developed from 
f partici pate in the study Panel and to prov ide an operational perspective, in th e sense th at 
~ fraud-related data for the calendar years 1983 they could be used by the banks for their own 
~ and 1984. Subsequently, the ARCB wrote to the administrative and investigative purposes. It 

i .. :;'. Chairmen of these 18 banks to solicit their was our feeling that if the banks were to 
banks' participation in the Study Panel. adopt our developed forms, then the resultant 
Surprisingly, all but two of the 18 banks data would be both more accurate and already 

.

'1.',',. agreed to participate: thei r only conditions coded for analysis. Some of the Panel banks 
for participation were that (i) their are seriously considering integrating one or 
participation be kept confidential, and (ii) more of our forms into their system, 

I" all published data would be in aggregate form, especially since the forms can be i reflecting the experience of the entire Study straightforwardly implemented on a computer. 
~ Panel. Although the other two banks expressed Indeed, for our own coding and analysis i interest in the study and were supportive of purposes, we have worked with computer-based 

the study goals, they were unable to commit versions of our developed instruments. 
the time necessary to actively participate in 
the study. Given the unexpected level of &iJLrepf:ss Bul:eti.n 
positive responses, we agreed with the BJS 
monitor for this study that the Study Panel be 
expanded to include the 16 banks. (Some 
characteristics of these 16 banks are 
discussed in Section 2.3.) 

The interest shown by the invited ARCB 
banks and the extremely high yield demonstrate 
that financial institutions view the lack of 
EFT fraud data as a serious problem and are 
willing to commit time and effort toward 
remedying that deficiency. Additionally, the 
evidence clearly indicates that a larger panel 
of banks could be convened, if it were 
desi rabl e. 

Finally, as indicated in Exhibit 2.1, we 
maintained contact with the member banks of 
ou: Study Panel throughout the study period. 
Additionally, although the Panel has never met 
as a group, individual Panel members have 
contacted each other to discuss matters of 
mut ual inte rest. 

Data Collection Instru~ 

For both the ATM and wire transfer areas, 
we collected three types of data: incident, 
summary, and background data. In addition, in 
order to supplement the Panel banks' wire 
transfer related data, we conducted a 
nationwide survey of wire transfer managers -­
in particular, we were interested in their 
attitudes concerning fraud. For each type of 
data, we developed a special data collection 
instrument -- five such instruments are 
contained in Appendix A. 

Developing an instrument that adequately 
captures the important information about a 
particular area of interest was a difficult 
task. Indeed, the instruments were basically 
developed from scratch, with some help from 
bank cont5cts, industry experts, and our 
review of currently existing forms. Once a 
draft version was prepared, it required 
testing on actual data to discover its 
shortcomings. This iterative process of 
testing and re-developing continued until the 
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As a way of increasing public awareness 
of EFT fraud, preliminary study findings were 
disseminated to both the public and the 
greater banking community. The first of 
several study products was what we refer to as 
an EFT Awareness Bulletin [Tien et al., 1984], 
published by the BJS in February 1984 in their 
Special Report Series. Entitled "Electronic 
Fund Transfer and Crime", the Bulletin 
provided an overview of fraud-related issues 
in EFT. Specif ically, the Bull etin identif ied 
potential areas for criminal abuse: noted how 
crime concerns have heightened as the use of 
EFT systems has grown: and discussed issues 
related to the collection of valid data on EFT 
fraud. 

Reflecting the national interest in EFT 
in general, and EFT fraud in particular, the 
Awareness Bulletin, even though it contained 
no actual EFT fraud data, received coast-to­
coast covela':!€: and was quoted in all three 
communications media (L e., print, radio, and 
v ideo) • 

Initial Site Yisit 

One of our most important study 
activities was the initial site visit to each 
one of our Panel banks. In the participation 
acceptance letter to the ARCB, the Chairman of 
each Panel bank designated a key bank officer 
-- usually a senior vice presioent -- to be 
our bank contact. The initial site visit to 
each Panel bank was arranged and coordinated 
by this contact. Typically, we spent one day 
at each bank. The day began with a meeting 
with the bank contact for the purpose of 
introducing ourselves and discussing the scope 
of our study. We particularly stressed our 
commitment to maintaining confidentiality. 
Later, meetings were arranged with both 
managerial and operations personnel from the 
ATM, wire transfer, audit, and security 
departments of the bank. During these 
meetings, we focused on accomplishing two main 
objectives. The first involved understanding 
the bank's EFT operations fLom both an 
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o?erations and a risk-to-fraud perspective. 
Of particular importance was understanding how 
fraud incidents are investigated, where their 
records were being maintained, and what types 
of summary reports were being generated. The 
second objective concerned our data requests 
for the year 1983. More specifically, we 
discussed our data collection instruments, 
determined the number of incidents to be 
included in the bank's 1983 data sample, and 
established procedures for the bank to provide 
us with the requested data. 

Discussions with the bank contacts did 
not end after the site visits. As mentioned 
earlier, one of the factors contributing to 
the unavailability of valid data on EFT fraud 
is the wide variety of definitions, 
procedures, and categories used by financial 
institutions to record transactions, fraud 
events, and charge-offs for sustained losses. 
Inevitably, problems arose regarding our data 
requests. For example, one or more data 
elements or types of incidents might not have 
been collected by the bank. Or, if the 
requested data were available, they might have 
been in a slightly different format. The data 
also might not have been accessible from a 
logistical point of view. Additionally, 
changes in bank personnel presented problems 
of continuity. Although these and other 
complications required extensive follow-up 
contact with each bank, including frequent 
telephone conversations and additional site 
visits, the continuing interaction between 
ourselves and our bank contacts enhanced the 
consistency and validity of the obtained data. 

After our initial site visits, the banks 
acted on our data requests in as expeditiously 
a manner as possibl e, given thei r normal day­
to-day workload. We received the 1983 data 
over a period of several months. 
flnfortunately, due to time constraints, a 
"cut-off date" of September 30, 1984, had to 
be enforced, at which time no further 1983 
data could be included in the analysis. To 
facilitate the analysis of the ATM and wire 
transfer incidents, we coded the incident 
records and entered them into a sophisticated 
data base management system that had been 
specially tailored to reflect the unique 
characteristics of the incident records. The 
resultant ATM and wire transfer incident 
analyses are discussed in Sections 3.2 and 
4.2, respectively. It should be noted that 
the coding and analysis of the incident 
records have been quite time consuming! as 
indicated in Exhibit 2.1, this activity has 
been carried out over a period of 9 months. 

Although not as time consuming as in the 
case of incident records, the coding and 
analysis of the summary loss data for ATM and 
the attitudinal survey data for wire transfer 
have also been extensive! the resultant 
analyses are discussed in Sections 3.3 and ~ 

I Statietics Su1~D 
4.3, respectively. 

BJS Special Report Series in March 1985. 
Inasmuch as this Bulletin was the first ever 
to contain statistically valid data on EFT 
fraud, it surpassed the Awareness Bulletin in 
capturing the attention of the public, the 
media, and the banking community. The 
Statistics Bulletin was featured on national 
morning and evening television news programs, 
as well as radio, newspapers, and financial 
dailies --e.g., weinstein [1985 (a)]. Indeed, 
the BJS study monitor was interviewed by 
several news and talk show hosts, and was 
invited to join a special panel on "EFT Crime 
and Security", chaired by the Assistant 
Secretary of Electronic Systems and 
Information Technology, U.S. Department of The 
Treasury. 

Results contained in the Statistics 
Bulletin were presented at key meetings and 
conferences. As discussed in Section 4.3 t 

some results -- in particular, the wire 
transfer-related findings -- were presented to 
an enthusiastic audience at the 1984 Money 
Transfer Developments Conference in Chicago, 
sponsored by the Bank Administration Institute 
(BAI). In June 1985, we were inviteci to 
address the Eastern Regional Retail Services 
Convention, sponsored by the American Bankers 
Association (ABA). In general, reaction to 
our findings at these and other gatherings has 
been extremely positive. The dearth of EFT 
fraud data to this point has prompted an 
intense publ ic interest in our resu1 ts, and a 
desire in the banking community to expand our 
limited data collection effort. As one banker 
states it, "Por once, we have some real 
numbers -- I'm using them to make my decisions 
on EFT services. n 

Final Site Yisits 

Our final round of site visits was 
carried out for two reasons. Firf',t, we wanted 
to share our analysis of the 19P3 data and to 
have the benefit of the bank's reactions to 
the analysis. Not surprisinglY, our analysis 
results were enthusiastically received. The 
banks were particularly interested in 
comparing their fraud-related experiences with 
those of the Study Panel, since in most cas~s 
one bank is unaware of the nature of the fraud 
occurring at another bank, even though both 
may be victims of the same or simll ar acts of 
fraud. 

Our second reason for visiting the Panel 
banks was to solicit their participation in 
providing us with 1984 data. Given their 
positive reaction to our analysis of their 
1983 data, the Panel banks, were, for the most 
part/ very willing to share their 1984 data. 

1984 Data Coding and Ana1yeis 

Similar types of coding and analysis were 
performed on the 1984 data as were performed 
on the 1983 data. As before, it was necessary 
to abide by a cut-off date! in this case, 
because of the end-of-study date of September 
3D, 1985, the cut-off date had to be June 30, 
1985 -- as a result, less data was received 
for 1984 than for 1983. ~ Referred to as the Statistics Bulletin 

It [Tien et a1., 1985], this product, entitled It should be noted that the additional 
m "Electronic Fund Transfer Fraud", was prepared year's data allowed for a better understanding 

I
, in late 1984 -- based on the aforementioned of EFT fraud, a by-product of Simply 
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some trend information was obtained. The two 
years of ATM data were analyzed separately, as 
documented in Sections 3.2 and 3.3. However, 
as detailed in Section 4.2, the small number 
of wire transfer incidents precluded a year­
by-year analysis. 

Final Report 

The final study activity has involved 
assembling all the collected and analyzed data 
and presenting it in an informative and 
readable manner, as contained in this Final 
Report. 

;1.3 Pane] Characteristics 

Recognizing that our confidentiality 
agreement with the ARCB precludes detailed 
descriptions of the Study Panel members, we 
provide in this section only summary 
characteristics of the Panel. 

As stated in Section 2.2, all of the 
Panel banks are commercial banks whose 
Chairmen belong to the ARCB. None of the 
other types of financial institutions involved 
with EFT, such as savings and loan 
institutions, mutual savings banks, or credit 
unions, are represented in the Panel. 
Moreover, as illustrated in Exhibit 2.2(a), 
all of the Panel banks have assets greater 
than $1 billion. In contrast, only 1.8 
percent of the 14,473 FDIC-insured commercial 
banks have assets greater than $1 billion. 
This comparison is somewhat misleading, since 
-- as noted in Exhibit 2.2(a) -- these large 
banks control 56.7 percent of all the assets. 
Moreover, these same banks probably control 
nearly all of the deployment and use of EFT 
technologies, which constitute thp. focus of 
our study. Nevertheless, we certainly cannot 
claim that the l6-member Study Panel is 
representative of all commercial banks, much 
less of all financial institutions. This fact 
is the key reason why our study should only be 
considered a pilot effort. 

In many respects, however, the Study 
Panel is representative. It is representative 
of the ARCB membership, for example. 
Geographically, all regions of the O. S. are 
included in the Panel: 4 banks are located in 
the Northeast, 5 in the South, 4 in the 
Midwest, and 3 in the west. More importantly, 
as not e d ear 1 i e r, the Stu dy Pan e 1 's EFT 
operations can be considered to be somewhat 
representative of all EFT systems in the 
nation. Surprisingly, the average number of 
transactions (i.e., withdrawals and deposits) 
per ATM per month is lower than many of the 
widely-quoted industry averages: in 1983, for 
example, Zimmer [1984J, in her annual report 
on ATMs, estimated an average monthly 
financial transaction value of 6,500 per ATM, 
of which 95 percent, or 6,175, were deposits 
or withdrawals, a figure significantly higher 
than the Panel bank average of 3,572 + 578 = 
4,150 in that same year -- see Exhibit 2.2(b). 
At the same time, however, the average 
withdrawal and deposit amounts at the Panel 
banks -- $46 and $428 in 1983, respectively -­
are higher than Zimmer's [1984J figures of $37 
and $300, respectively. The 1983 to 1984 
changes in Exhibit 2.2(b) for the various ATM 
statistics of the Panel banks are also 
reflective of industry-wide trends of growing 
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numbers of installed ATMs and decreasing per 
machine volumes. Regarding experience in the 
ATM area, the Panel banks first installed 
ATMs, on the average, in 1976. 

Finally, in the wire transfer area, the 
Panel banks processed an average of 3,343 
transactions per day in 1983. This figure 
increased 7.9 percent in 1984, again 
indicative of industry wide trends. The 
average dollar amount per transfer in 1983 was 
$1.12 million, which increased 9.4 percent (to 
$1. 23 million) in 1984. 



Exhibit 2.2 

StuQy Panel Characteristics 

Panel Banks All FDIC Insured Commercial Banks 

Cohmm Percent of Percent of 
Asset Range Percent Total Banks Total Assets 
($ Billions) (N=16) (]\1::14,473) (N=$2.03 Trillion) 

< $1.0 0.0% 98.2% 43.2% 

$1.0-$5.0 31.2 1.4 20.9 

> $5.0 68.8 0.4 35.9 

Total 100.0% 100.0% 100.0% 

Source: FDIC [1984] 

(a) Assets As of 12/31/83 

NlUllber 
1983/1984 Percent Charge 

Installed ATMs (Average) 128/146 +13.8% 

Withdrawals Per ATM Per Month 3,522/3,452 -2.0% 

Dep::>sits Per ATM Per Month 578/566 -2.0% 

Average $ Withdrawal $46/$48 +5.0% 

Average $ Dep::>sit $428/$437 +2.0% 

(b) ATM Statistics 
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3 ATM FRAUD 

As suggested by the title of this report, 
our approach to assessing ATM fraud has been 
two-pronged. On the one hand, we have been 
interested in the nature of ATM fraud: What 
are the common types of fraud? What are their 
causes? Who are the perpetrators? On the 
other hand, while an analysis of the nature of 
ATM fraud addresses these and other related 
issues, such an analysis does not address 
important questions concerning the extent of 
ATM fraud, including: What are the projected 
nationwide losses due to ATM fraud? How do 
these losses compare with the losses due to 
credit card fraud? Indeed, the two types of 
analyses -- on the nature and the extent of 
ATM fraud -- are complementary and both are 
essential not only to an understanding of ATM 
fraud but also to a determination of 
procedures for preventing its incidence. 

Before discussing the nature and extent 
of ATM fraud in Sections 3.2 and 3.3, 
respectively, we consider some pertinent data 
collection issues in Section 3.1. 

3.1 DATA COLLECTION ISSUES 

Inasmuch as this study represents a pilot 
effort at obtaining ATM fraud data directly 
from banks, fundamental data collection­
related questions need to be addressed. 
First, do banks maintain records of their ATM 
incidents? If not, then a retrospective data 
collection effort would not be possible and 
incident records must be collected on an on­
going or prospective basis. Fortunately, due 
in part to Reg E, banks do routinely track and 
maintain documentation of ATM incidents -- at 
least for those incidents covered by Reg E 
(Le., incidents involving accountholder 
complaints). Consequently, a retrospective 
approach to collecting ATM-related data has 
been viable. 

Other important considerations include 
identifying the incident data repositories at 
the ranks. Are there one or several 
repositories? Are records of ATM incidents 
kept separate from records of other types of 
EFT and non-EFT retail banking incidents? 
Another issue is the form in which the 
incident information is kept. Are the 
incident records sufficiently detailed? For 
example, if banks only record the case number 
and the financial disposition of each 
incident, then sufficient information clearly 
is not available to assess the nature of ATM 
fraud. At the same time, there are analogous 
questions regarding the availability and 
consistency of summary data concerning ATM 
frauds and losses. For example, are all ATM 
fraud losses charged to the same account? Are 
they pooled with non-fraud losses? Are ATM 
fraud losses of less than, say $100, merged 
with the "miscellaneous" losses? These and 
other data collection issues and procedures 
are considered below, first as they relate to 
data collection at the incident level, and 
then as they relate to data collection at the 
summary level. 

Incident Data ~llection 

In this subsection on data collection at 
the incident level, we first consider some 
background issues, and then discuss the 
pertinent data collection instrument we 
developed, followed by some remarks on the 
data samples we obtained. 

Background 

Collecting ATM incidents from the Panel 
banks has been contingent on first identifying 
where the records are kept. Incident data 
collection would be simple if each bank has a 
"single file cabinet" devoted exclusively to 
storing all ATM incidents. Panel banks 
maintaining incidents in this manner typically 
have one person or a group of persons within 
the same department charged with investigating 
and resolving all ATM incidents. However, at 
some banks no one department handles all the 
ATM incidents. In these instances, incidents 
could be maintained at different locations 
within a bank based on: 

( i) 

( ii) 

( iii) 

Type of incident. All incidents 
might be reported to a central 
office where they are routed to 
different departments based on the 
type of incident. For example, 
complex incidents involving 
organized scams require the 
attention of personnel with special 
investigative skills, who might be 
in a different department than 
personnel who handle the more 
routine incidents. 

Accountholder's branch. Incidents 
at some banks are handled at the 
branch level, where the bank 
personnel are more familiar with the 
accountholder. Since bank branches 
might be located over a 1 arge a rea, 
such as a statewide or multi-state 
region, logistical considerations 
might suggest that a single incident 
repository would be impractical. 

Both type of incident and 
accountholder's branch. Under this 
system, the branches investigate and 
maintain records of routine 
incidents involving their 
accountholders, while deferring more 
complex and serious incidents to a 
central or regional investigative 
office. 

Clearly, the three ATM record maintenance 
systems discussed above require a more 
complicated data collection effort than if a 
"single file cabinetP. system were used. At 
Panel banks with multiple data repositories, 
we did not visit each data repositoryr 
instead, we relied on our key ATM contact at 
the bank to coordinate the data collection. 

Although banks have personnel and 
departments devoted to the investigation and 
resolution of ATM incidents, sometimes records 
of ATM incidents, or a certain subset of ATM 
incidents, are not separated from records of 
non-ATM incidents, thus fUrther complicating 
the data collection process. This situation 
typically arises in smaller banks or banks 

27 whose ATM operation is small. As an example, 



all overdrafts, whether ATM-re1ated or not, 
could be investigated and maintained by the 
same department. Further, bad check-related 
ATM incidents (e.g., stolen or fraudulent 
checks deposited in an ATM) could be merged 
with cases involving all bad checks, including 
those deposited with ba.nk tellers. In other 
instances, ATM incidents could be pooled with 
other types of retail EFT incidents, such as 
PDS incidents. 

A concurrent concern, along with where 
incident information is kept, is the form of 
the information. Specifically, is sufficient 
information (i.e., sufficient to assess the 
nature of ATM fraud) maintained about each 
incident? As mentioned earlier, Reg E ensures 
that some minimum amount of information would 
be compiled for each incident that involves an 
accountho1der complaint. In these situations, 
an incident's "folder" would typically contain 
four types of information: 

(i) Basic accountho1der and complaint 
information. Usually, a formal form 
is completed with basic 
accountho1der information (e. g., 
name, address, account number) as 
well as basic complaint information 

. (e.a., amount of the financial 
c1 afm, reason for the comp1 aint) • 

(ii) Transaction information. The number 
and type of ATM transactions 
associated with the complaint are 
contained in the folder: the 
information might be displayed in 
summary form or in a transaction 
log. 

(iii) Investigative information. 
Narrative summaries of interviews 
with the accountho1der and other 
persons, affidavits, and reports 
from other investigative units are 
contained in the incident folder. 

(iv) Incident disposition. Finally, the 
folder contains the bank's decision 
regarding the disposition of the 
incident, especially in rpgard to 
its financial consequences: the 
disposition could be in the form of 
a letter to the accountho1der or 
possibly a bank charge-off slip. 

Sometimes, however, especially in smaller 
banks, reporting procedures are more ad hoc, 
as no formal ATM incident forms or reporting 
procedures exist. This might also be true at 
larger banks in the case of unusual types of 
ATM incidents, such as those inVOlving 
employee fraud. Incident records in such 
cases might be ~ memorandum written by a bank 
investigator, or simply handwritten notes 
attached to a transaction log. (As noted in 
Section 4.1, the same problems exist in the 
wire transfer area, where reporting procedures 
are typically ad hoc because fraudulent wire 
transfers are rare.) 

Despite the above mentioned problems, it 
was clear from our initial site visits that 
the Panel banks do have adequate -- Reg E 
mandated -- data on those ATM incidents 
involving an accountho1der-initiated 
complaint. On the other hand, documentation 
of incidents involving only bank-initiated 
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complaints -- lodged against accountho1ders, 
employees or other outsiders -- is typically 
less complete. Indeed, the lack of formal 
recordkeeping procedures for these bank­
initiated incidents has posed a threat to our 
collecting a representative sample of all 
fraud-related ATM incidents -- this is fUrther 
discussed below as wp.l1 as in Section 3.2. 

Instrument 

Developing an ATM incident coding form, 
one that adequately captures the important 
information about as many types of incidents 
as possible, has been an extremely important 
task. Tn order for ATM incidents to be 
detailed on an on-going basis, thereby 
creating a consolidated and permanent source 
of information on ATM fraud, an operationally­
oriented incident data collection instrument -
- and coding form -- had to be developed. 

The development process began with our 
reviewing each Panel bank's incident form to 
see what type of incident information the 
banks recorded. It became clear that no one 
Panel bank's form would be adequate from a 
coding and analysis perspective, largely 
because the forms allowed for open-ended 
narratives. Several drafts of the incident 
data collection instrument were tested on 
sample incidents: in fact, it was discovered 
that only through coding actual incidents 
could limitations of the instrument be 
revealed and improvements suggested. In the 
end, the final draft of the instrument -- as 
contained in Exhibit A.l -- represented a 
synthesis of several incident forms, subj ect 
to our need to appropriately code and analyze 
the data. It should be noted that the 
instrument is not only adequate for analysis 
purposes but also for operational use by ATM 
clerks and investigators. In fact, several 
questions on the instrument -- most notably 
the accountholder information -- were included 
on the form only for operational purposes. 
Further, the right hand side of the form is 
blank, allowing room for narrative comments. 

The Incident Data Collection Instrument 
contained in Exhibit A.l is in five parts. 
Depending on the type of incident, different 
parts would be completed. The five parts 
incl ude: 

A. Background. Various accountholder 
data are required, together with the 
reason for initiating the complaint. 
The complaints are separated 
according to whether they are 
accountholder-initiated or bank­
initiated. 

B. Tr ansa cti on and Di spo si ti on. 1\11 
transactions connected with the 
incident are described in the 
transaction history table. The 
description includes the amount the 
accountholder states he/she 
deposited or withdrew: the amount 
posted by the bank: and whether the 
transaction is determined by the 
bank to be authorized or 
unauthorized. The amount the 
accountholder and the bank claim is 
owed to each of them is indicated in 
the disposition summary table, 
alongside the initial and final 



C. 

n. 

E. 

disposition amount. Other questions 
include reasons for denying a claimr 
the impact of Reg E on the 
disposition amounts: and which event 
occurred between the initial and the 
final disposition. 

Deposit-Related Information. If the 
incident involves a disputed 
deposit, one of ten causes is 
sel ected. 

Withdrawal-Related Information. If 
the incident involves a disputed 
withdrawal, one of eight causes is 
selected. Then, if the 
accountholder claims the withdrawal 
is unauthorized, information on"the 
accountholder's card status is 
requiredr if available, the 
photograph of the person making the 
transaction is obtainedr and if 
possible, the person making the 
withdrawal is identified. For those 
disputed withdrawal incidents in 
which the card is not in the 
possession of the accountholder at 
the time of the disputed withdrawal, 
several additional questions are 
required to be answered, including 
critical datesr how the 
accountholder lost possession of the 
card: PIN status: where the card was 
stolen: what other items were 
stolen: "hot card" activity: and 
current status of the card. 

Reg E Reguirements. Upon 
determinatlon of the critical dates, 
the bank determines the extent of 
accountholder liability under Reg E. 

Aaain, it should be noted that while our 
instrument is more comprehensive than any of 
the corresponding forms being used by the 
Panel banks, it would be only partially 
compl eted for most incidents, as only a small 
number of incidents involve both deposit and 
withdrawal related complications. 

.lla..t.2 s am pI e s 

The issue of how many ATM incident 
records should be obtained from each Panel 
bank had to be determined in the context of 
our own overall resource constraint and each 
bank's ability to provide the required 
records. Obviously, the more incidents we 
could collect and analyze, the more valid the 
study results would be from a statistical 
point of view. However, inasmuch as 
"processing" an incident (i.e., coding the 
incident and keying the coded data into a 
computer database) is quite time consuming, we 
had to develop a data sampling strategy that 
could be carried out within our limited 
resources. Given the needs of our other study 
activities, we determined that we could afford 
to collect, code, key and analyze some 4,000 
ATM incident records for the two calendar 
years of 1983 and 1984. Based on our estimate 
of the yearly number of incident records 
compiled by all 16 study Panel banks, the 
4,000 figure implied an approximate 10 percent 
sampl e. Indeed, for most of th e Panel banks 
(each with several thousand incident records 
per year), we requested a 10 percent random 
sample of their records. (A systematic random 
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sampling procedure -- that is, every tenth 
record -- was employed to secure the sample.) 
For a handful of Panel banks (each with 
between 50 to 300 incident records per year), 
we requested a 100 percent sample of their 
records. This stratified sampling approach 
compensated for the fact that the Study 
Panel's composition is somewhat biased towards 
the large commercial banks which tend to have 
more extensive EFT experience than the smaller 
banks. In the end, as detailed in Section 
3.2, 2,707 and 1,480 ATM incident records were 
obtained for the years 1983 and 1984, 
respectively, for a total of 4,187 records. 
The key reason the 1983 data sampl e was 1 arger 
than the 1984 data sample was because, as 
noted in Section 2.2, we allowed the Panel 
banks to provide us with the 1983 data over a 
9-month period (i.e., January 1 to September 
30, 1984), as compared to a 6 month period 
(Le., January 1 to June 30,1985) for the. 
1984 data. 

Are the obtained data samples 
representative of the ATM incident experience 
of the 16 Panel banks? The answer is two­
fold. The samples do represent the Panel's 
experience within each initial complaint 
category (e.g., unauthorized withdrawals), but 
they do not represent the Panel's experience 
when making inter-category comparisons, 
especially when the comparison is between 
accountholder-initiated compl aints (e. g., 
unauthorized withdrawals) and bank-initiated 
complaints (e. g., overdrafts). As noted 
earlier, the accountholder-initiated 
complaints are more complete and accessible -­
because of Reg E reqUirements -- than the 
bank-initiated complaints. Although a fine 
point is being made here, it is a crucial one 
and is further discussed in Section 3.2. 

Following determination of the incident 
data samples, the Panel banks were given a 
choice of either coding the incidents 
themselves onto our Incident Data Collection 
Instrument or mailing the incident records to 
us, with certain confidential data elements -­
such as the accountholder's name -- blanked 
out. Most Panel banks opted for the latter 
approach and allowed us to code their 
incidents: in fact, only three banks chose to 
code thei r own incidents. Irrespective of the 
coding approach, we endeavored to maintain a 
high degree of consistency in interpreting the 
incident narratives. In this regard, we 
trained and cross-checked all coders, 
including those bank personnel who undertook 
their own coding. 

Finally, the coded and completed incident 
instruments were keyed into a proprietary 
relational database management system that had 
been specially modified to reflect the unique 
characteristics of the ATM Incident Data 
Collection Instrument. The system contains 
easy-to-use data entry screens and powerful 
search and retrieval capabilities that allowed 
us to perform various in-depth analyses, as 
detailed in Section 3.2. 

Summary Data Collection 

An assessment of the nature of ATM fraud 
could only be obtained by examining individual 
incidents. Accordingly, as discussed in the 
previous subsection, we collected ATM 
incidents from the Panel banks. But what type 



of data is necessary to assess the extent of 
ATM fraud (in particular, to estimate the 
nationwide ATM fraud loss)? Below, we discuss 
the methods we used to estimate the nationwide 
ATM fraud loss: the method, in turn, dictated 
the type of data we needed to collect. 

In order to estimate the nationwide ATM 
fraud loss, it was necessary, first, to 
determine the total ATM fraud loss at each 
Panel bank: second, to normalize that figure 
by an appropriate base: third, to recognize 
the size of these normalizations -- or loss 
ratios -- over the various Panel banks: and, 
fourth, to project or estimate the nationwide 
fraud loss for a year by multiplying the 
appropriate loss ratios by the nationwide 
value of the base for that year. Two 
pertinent bases were used for our estimates: 
the number of ATM transactions and the dollar 
volume of those transactions. (It should be 
recognized that throughout this report, we use 
the term ATM "transaction" to refer only to a 
withdrawal or to a deposit r it does not ref er 
to a balance inquiry, or to a transfer of 
funds between accounts, or to any other ATM 
activity.) Although other bases (e.g., number 
of installed ATMs) could have been used, we 
felt that they yielded inappropriate or 
unstable -loss ratios. Thus, for example, the 
loss per installed ATM is quite an unstable 
ratio, as it is very dependent on where the 
ATMs are located and how many transactions are 
processed on them. 

In sum, to estimate the nationwide ATM 
fraud loss by the method described above, the 
following 1983 and 1984 data had to be 
collected from each Panel bank: the loss -­
actually, net loss -- figure due to fraud, the 
number of ATM transactions, and the dollar 
volume of transactions. Additionally, we 
required nationwide estimates of the total 
number of transactions and the total dollar 
volume of transactions for both 1983 and 1984. 

Given the above defined needs for summary 
data, we next consider some background issues, 
and then discuss the pertinent data collection 
instrument we developed, followed by some 
remarks on the data samples we obtained. 

Background 

As in the case of obtaining a 
representative sample of ATM incidents, 
similar problems can occur in trying to obtain 
accurate summary figures from the banks. 
Recall that an important factor in the 
availability of certain ATM incidents 
concerned who initiated the incident or 
complaint. When considering the availability 
of summary data, an analogous situation 
arises. Here, the primary consideration is to 
which account a~e the losses due to fraud 
charged. Are the losses charged to an account 
that depends on the type of incident? Does 
each branch have a ATM fraud loss account? 
Additional concerns include whether the bank 
has a separate account for ATM fraud losses or 
one that is combined with other -- both fraud 
and non-f~aud -- losses. 

The presence of ATM networks poses yet 
another difficulty in collecting consistent 
summary data: in particul ar, it tends to bl ur 
the distinction between transactions performed 
on an ATM owned by one bank and transactions 
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performed on an ATM owned by other banks in 
the network. This difficulty is further 
complicated when one tries to identify the 
bank to which the accountholder performing the 
transaction belongs. All of these 
complications, in turn, impacts the quality of 
the available data. As depicted in Exhibit 
3.1, a network-based bank only has good fraud­
related data on transactions performed on its 
own ATMs: it has mediocre data, at best, for 
transactions performed on other network ATMs 
by its own accountholders. Further, some 
banks may only know the total number of 
transactions performed on their own ATMs, 
without being able to identify the bank 
affiliation of those making the transactions. 
On the other hand, a bank that operates the 
network may have good data for all of the four 
cells depicted in Exhibit 3.1. 

Tn addition to difficulties in obtaining 
consistent and valid summary loss and 
transaction figures, nationwide estimates for 
the total number of transactions and the 
corresponding dollar volume are also subject 
to a certain degree of uncertainty. ~s 
indicated in Section 1.1, different industry 
experts publish different estimates, often 
provoking a lively debate as to who hus the 
"correct" estimate (Garsson, 1983]. 

Instrument 

For the purpose of collecting summary AT~ 
data from the Panel banks, a Summary Data 
Collection Instrument was developed: it is 
contained in Exhibit A.2. The instrument 
seeks data on the number of installed ATMs, 
the number of transactions, and the dollar 
volume of transactions, the number of 
incidents resulting in dollar loss to the 
bank, the dollar amount of loss to the bank, 
and the dollar amount of recovery. 

Finally, although not contained in an 
exhibit in Appendix A, we developed and used 
another less formal instrument for collecting 
background information on each Panel bank. 
The instrument includes such data el ements as 
the bank's card base, PIN characteristics, 
network affiliation, daily withdrawal limit, 
etc, This information helped us to understand 
and interpret our analysis results. 

Data Sampl~ 

In varying degrees, each Panel bank 
provided us with some summary and background 
data. Obviously, as alluded to earlier, the 
available data were sometimes not detailed 
enough. For example, one Panel bank only had 
available the total number of "transactions", 
which included transfers between accounts and 
bal ance ingui ries. Neverthel ess, as detail ed 
in section 3.3, we have been able to make 
estimates of the nationwide ATM fraud loss. 

3.2 NATURE OF ATM fRAUD 

In this and the next section, we analyze 
the obtained ATM data separately for the 
calendar years 1983 and 1984. While the 
analysis results are presented accordingly, it 
should be recognized that most of the 
variations between the two years are not 
statistically significant using a chi­
square test at a 0.05 level of significance. 

UL _____________________________________ ~~ __ ~ -- -- -~--~~ 



Exhibit 3.1 

ATM: Network-Related Data Problems 

Transaction Performed On: 
Transaction 
Performed By: Bank A's ATM Not Bank A's ATM 

Bank A's Bank A has .9Q.QQ fraud- Bank A has medicore 
Accountholder related data on these fraud-related data on 

transactions. these transactions. 

Not Bank A has good fraud- Bank A has no fraud-
Bank A's related data on these related data on these 

Accountholder transactions. transactions. 
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Flowever, even when the variation is 
significant, we hesitate to make any strong 
statements, as more than two years worth of 
data is needed to establish any meaningful 
trends. Indeed, in order to obtain 1 arger 
data samples, it may be more statistically 
valid to combine the 1983 and 1984 data sets 
and to present the results in an aggregate 
manner, as is done in Exhibit A.l for the ATM 
incidents. 

Our discussion of the nature of ATM fraud 
is contained in the following eight 
subsections, each focusing on a different 
aspect of the fraud problem. The discussion 
is directed at an ATM incident's initial 
complaint, amount of claim, complaint cause, 
potential for fraudulence, lost or stolen 
card, suspected perpetrator, and financial 
disposition, followed by some remarks 
concerning Reg E. 

Initial Complaint 

The initial complaint which initiates an 
ATM incident is the logical starting point for 
any discussion of the nature of ATM fraud. As 
listed in Exhibit A.l, Question 5, we have 
identified 11 categories or types of initial 
complaints: these are described in Exhibit 
3.2. The 11 initial complaints are grouped in 
accordance to whether they are accounthol der­
initiated or bank-initiated. Such a grouping 
is not only practically relevant, but also 
important from a fraud prevention perspective. 
l"hile the objective is to enhance the ability 
of both accountholders and bank personnel to 
initiate a complaint in as timely a manner as 
possible, the means by which the objective is 
achieved may be different for accountholders 
than for bank personnel. For example, an 
intensive educational program would help 
accountholders to recognize a potential fraud 
problem. On the other hand, bank personnel 
would be helped by sophisticated computer 
algorithms that could automatically detect any 
out of the ordinary or suspicious transaction. 

It is to be noted that the list of 
initial complaints in Exhibit 3.2 includes a 
"other" category. This cate~ory could contain 
any of the potential frauds identified in 
Exhibit 1.9 but not explicitly listed in 
Exhibit 3.2, including, as examples, insider 
manipulations or external attacks on an ATM. 
It should not be construed that the "other" 
complaints are not important: rather their 
omission simply recognizes the apparent rarity 
of their occurrence or, at least, the rarity 
of thei r being formally reported. Another 
issue of note is that although we assign only 
one initial complaint type to each incident, 
multiple-complaint incidents can, and do, 
occur. For example, consider the following 
scenario. The bank notices that an account is 
overdrawn due to an ATM withdrawal. The bank 
subsequently informs the accountholder of this 
situation, who immediately realizes that his 
card is missing and therefore claims that the 
most recent withdrawals against his account 
were made by somebody else and therefore not 
authorized by him. In such multiple-complaint 
incidents, the "initial" -- in the 
chronological sense -- complaint is selected. 
Thus, in the above scenario, an overdraft, and 
not an unauthorized withdrawal, would be the 
initial complaint. However, the requirement 
that only the initial complaint type in a 
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multiple-complaint incident should be coded 
should not be viewed as a limitation of our 
Incident Data Collection Instrument since 
subsequent questions on the instrument do 
solicit the additional information. For 
example, returning to the above scenario, the 
fact that the accountholder disputed one or 
more withdrawals would be indicated in 
Questions 8 and 13 through 25 in Exhibit A.l. 

Exhibit 3.3 shows the breakdown of ATM 
incidents by type of initial complaint. Most 
of the incidents which the banks provided to 
us are accountholder-initiated: 89.1 percent 
of the 2,707 1983 incidents and 94.9 percent 
of the 1,480 1984 incidents are accountholder­
initiated. The low number of bank-initiated 
compl aints can, as noted in Section 3.1, be 
partially explained by the fact that since Reg 
E does not apply to incidents which do not 
involve an accountholder claim, these 
complaints are not well documented and/or 
reported. Indeed, Exhibit 3.3 shows that only 
a handful of the Panel banks reported bank­
initiated complaints. (The decrease in the 
number of Panel banks reporting data in 1984, 
as compared to 1983, can, as pointed out in 
Section 3.1, be explained by the shorter 
period in 1984, as compared to 1983, during 
which we allowed the Panel banks to provide us 
with data.) In addition to Reg E, several 
other reasons prevented one or more Panel 
banks from providing us with certain incident 
data, including resource and time constraints, 
logistical problems due to multiple data 
repositories, poor recordkeeping, and no 
experience with specific types of complaints. 
Consequently, if the latter reason were to be 
taken into consideration, the number of Panel 
banks providing us with data by each type of 
initial complaint would be at least as many as 
the corresponding number of Panel banks 
reporting -- see Exhibit 3.3 -- such a 
complaint, since although a bank might want to 
provide us with the data, it could not report 
any as it had no such experience. 

What are the implications of the above 
identified reporting difficulties? Several 
comments .can be made. First, as discussed in 
section 3.1, the key -- and only --
mplication is that the obtained incid~nt 

samples are representative of the experience 
of the 16 Panel banks on one level but not on 
another. More specifically, because bank-to­
bank comparisons of the nature of the 
incidents within an ioitial complaint category 
are quite consistent, it can be stated that 
all conditional (Le., conditional on an 
initial complaint category) sets of incidents 
are representative and therefore valid 
conclusions can be drawn concerning each 
category, provided, of course, that the size 
of the data sample in the category is large 
enough. Thus, referring to Exhibit 3.3, the 
1,189 unauthorized withdrawal incidents in 
1983 do reflect the unauthorized withdrawal 
problem of the Panel banks: similarly, the 194 
overdraft incidents in 1983 do reflect the 
overdraft problem of the Panel banks. On the 
other hand, the reporting difficulties render 
any inter-category analysis invalid. Thus, 
the column percentage figures in Exhibit 3.3 
are not indicative of the true distribution of 
ATM incidents by type of initial complaint: as 
examples, unauthorized withdrawals were 
probably not 43.9 percent of the total 
incidents in 1983, nor were overdrafts 7.2 



ATM: 

INITIAL CDMPLAINT 

Accountholder-Init 19ted : 

Unauthorized Withdrawals 

Short (Due to Dispensing) 

Deposit Not Credited 

Short (Due to Posting) 

Deposit Credited, But 
Erroneously 

Other 

Bank-Initiated: 

Overdraft 

Stolen/Fraudulent 
Check Deposited 

Empty Envelope 
Deposited 

Uncollectible Check 
Deposited 

Other 

Exhibit 3.2 

Types of Initial Complaints 

DESQUPl' ION 

Accountholder claims he/she did not authorize one 
or more ATM withdrawals that were debited to 
his/her account. 

Accountholder claims a discrepancy exists between 
the amount requested from and the amount dispensed 
by the ATM. 

Accountholder claims he/she was not credited for a 
deposit made at the ATM. 

Accountholder claims a discrepancy exists between 
the amount dispensed by the ATM and the amount 
posted to his/her account. 

Accountholder claims an ~ desposit was credited, 
but for an incorrect amount. 

Accountholder makes an ATrtrrelated claim other than 
those listed above. 

Bank claims on overdraft occurred as a result of an 
ATM withdrawal. 

Bank claims a stolen or fraudulent check was depo­
sited in the ATM. 

Bank claims no funds \IJere placed in the de:r;;osit 
envelope, although the cardholder indicated a de­
posit was made at the ATM. 

Bank claims an uncollectible (other than stolen or 
fraudulent) check was deposited at the ATM. 

Bank makes an ATM-related claim other than those 
listed above. 
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Exhibit 3.3 

ATM.: Incidents By IJYpe Of Initial Cgnplaint 

ATM Incidents 
Initial Complaint (1983/1984) 

Nurnber COlumn % 

Accountho1der-Initiated: 
1. Unauthorized Withdrawals 1189/ 618 43.9%/41.8% 
2. Short (Due to Distensing) 603/ 487 22 .. 3 /32.9 
3. Deposi t Not Credited 441/ 162 16.3 /10.9 
4. Short (Due to Posting) 81/ 79 3.0 / 5.3 
5. Deposit Credited, But Erroneously 63/ 54 2.3 / 3.7 
6. Other 36L 4 1.3 L 0.3 

Subtotal 2413/1404 89.1 /94.9 

Bank-Initiated: 
7. CNerdraft 194/ 57 7.2 / 3.9 
8. stolen/Fraudulent Check Deposited 47/ 2 1. 7 / 0.1 
9. flt¢y Envelope Deposited 31/ 6 1.1 / 0.4 

10. Uncollectible (Other Than stolen/ 15/ 8 0.6 / 0.5 
Fradudulent) Check Deposited 

11. Other 5L 3 0.2 I 0.2 

Subtotal 292/ 76 10.8 / 5.1 

12. Unreported 2/ 0 0.1 / -

TOl'AL 2707/1480 100.0%/100.0% 

Number of Panel Banks 
Reporting Complaint 

(1983/1984) 

13/8 
11/8 

9/6 
11/7 
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percent of the total incidents in 1983. Could 
valid inter-category analysis be undertaken? 
The answer is yes -- by analyzing a subset of 
the data, the subset belonging to those banks 
which provide data for all the categories. 
(When we analyzed such a subset for our Panel 
banks, we found that unauthorized withdrawals 
accounted for slightly less than 40 percent of 
the total incidents in 1983, and ~verdrafts 
accounted for slightly more than 10 percent of 
the total incidents in 1983.) We do not, 
however, present our subset data analysis in 
this report, as the appropriate subset of data 
is indeed a small data sampl e and subj ect to 
the corresponding problems of statistical 
val idi ty. 

The second comment that should be made is 
that the aforementioned reporting difficulties 
concerning ATM incidents has had no impact on 
our analysis of the extent of the ATM fraud 
pro bl em. As de tail e din Sec t ion 3. 3, 0 u r 
extent analysis is based on summary loss 
figures maintained by the Panel banks, not on 
the individual incident data. 

Finally, it should be stated that the 
reporting difficulties have not compromised 
the purpose of this pilot effortl indeed, the 
4,187 incidents obtained from the Panel banks 
clearly suggest that banks are willing to 
provide pertinent and consistent ATM fraud 
data. Further, this sample represents by far 
the largest set of ATM incidents ever 
collected and analyzed. 

AmQunt of Cl aim 

In each ATM incident, there is, of 
course, a dispute: the accountholder could 
claim he/she is owed money (e. g., in the case 
of unauthorized withdrawal s) I the bank could 
claim it is owed money (e. g., ir the case of 
an overdraft) r or both the accountholder and 
the bank could claim that they are each owed 
money (e.g., in the case of an overdraft which 
the accountholder claims is due to an 
unauthorized withdrawal). As an example of 
the latter type of dispute, consider the 
following incident that occurred at a 
Midwestern Panel bank in 1984. An 
accountholder with $200 in his account had his 
card stolen. The person now possessing the 
card deposited $1,000 worth of stolen checks 
at an ATM, thus inflating the account bal ance 
to $1,200. Subsequently, the person withdrew 
all $1,200 from the account. In this 
instance, the accounthold~r claimed that he 
was owed $200, while the bank claimed that it 
was owed $1,000. 

$46 in 1984). Whil e the small sampl e siz es 
must be taken into consideration, it should be 
noted that bank-initiated incidents typically 
involve higher dollar claims. As an example, 
the 33 bank claims in stolen/fraudulent check 
deposit incidents in 1983 averaged $1,032. 

Pow are these claims disposed of? As 
discussed in the following subsections, some 
claims are withdrawn for a variety of reasons, 
while others are settled subject to the 
requirements of Reg E. 

tQmplajnt Cause 

As listed in the Incident Data Collection 
Instrument (Exhibit A.l, Questions 12 and 13), 
we identified 10 deposit-related causes and 8 
withdrawal-related causes. These causes were, 
again, c~osen on the likelihood of. their 
occurrence. Each incident involving at 1 ea st 
one withdrawal was assigned one, and only one, 
withdrawal-related cause, similarly, each 
incident involving at least one deposit was 
assigned one, and only one, deposit-related 
cause. Just as an incident could involve 
multiple complaints, an incident could be 
attributable to multiple withdrawal-related 
causes and/or multiple deposit-related causes. 
For example, an overdraft might have been 
caused by the bank's computer being off-line; 
yet, the overdraft would not have occurred if 
the accountholder's card had not been stolen. 
In a withdrawal or deposit case involving 
multiple causes, we selected the primary, or 
most important, cause. In a case involving 
both withdrawals and deposits, as well as 
multiple causes, we selected both a 
withdrawal-related cause and a deposit-related 
cause. It is for this reason that, as shown 
in Exhibit 3.5, the total number of causes is 
greater than the total number of complaints or 
incidents: the 2,707 1983 incidents and the 
1,480 1984 incidents were due to 2,817 and 
1,534 causes, respectively. (The row 
percentages in the exhibit are based on the 
total number of causes, not the total number 
of distinct incidents.) Before discussing in 
the following subsections the causes by type 
of complaint, one should note the large number 
of zero percentages in the exhibit, indicating 
that most of the incidents are due to only two 
or three main causes. 

~auses of Unauthorjzed Withgrawals 

The leading cause of unauthorized 
withdrawal incidents is lost or stolen ATM 
cards, accounting for 47.4 percent (45.3 
percent) of that type of incident in 1983 
(1984). Due to the importance of this cause 

Exhibit 3.4 summarizes the amount claimed of ATM fraud, several questions on the 
for each of the incidents by type of initial Incident Data Collection Instrument 
complaint. As expected, the majority of specifically address the issue of lost or 
accountholder-initiated incioents involves stolen cards, and a later subsection is 
only an accountholder claim: in 1983, for devoted to this issue. Meanwhile, it should 
example, the 2,343 reported accountholder- be hoted that the distribution of unauthorized 
initiated claims resulted in only 58 reported withdrawal causes is comparable for the two 
bank counter-claims. Similarly, bank- years, this supports our earlier statement 
initiated incidents involve few accountholder regarding the comparability of the results for 
counter-claims. Regarding the actual dollar the two years. Additionally, because of the 
amounts, it is interesting to note that in the comparabil tty finding and th e fact th at hal f 
category with the largest sample size -- the as many unauthorized withdrawal incidents were 
unauthorized withdrawal category --the dollar provided by the Panel banks in 1984 as in 
amount of the claim did not change 1983, the Exhibit 3.5 results for unauthorized 
significantly from 1983 ($287) to 1984 ($301). withdrawalS also support our claim that the 
Likewise, the amount claimed on shorts due to dat.a. sample for each init:tal complaint 
dispensing remained stable ($48 in 1983 and category -- in this easel unauthor.ized 
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Exhibit 3.4 

ATM: Incidents By Amount Of Claim 

Incidents Reporting A Claim (1983/1984) 
Total 

Number of Accountholder Claim Bank Claim 
Incidents 

(1983/1984) Number $ Average Number $ Average 

1189/ 618 1151/ 559 $287/$301 46/ 19 $ 283/$ 507 
603/ 487 594/ 478 $ 48/$ 46 7/ 9 $ 21/$ 50 
441/ 162 434/ 162 $448/$350 0/ 0 -- / --
81/ 79 76/ 70 $ 78/$ 64 2/ 9 $ 35/$ 127 
63/ 54 61/ 48 $370/$152 1/ 5 $ 1/$ 196 

36/ 4 27/ 4 $322/$ 95 2/ 0 $ 58/ --

2413/1404 2343/1321 $252/$196 58/ 42 $ 230/$ 291 

194/ 57 12/ 1 $777/$ 1 185/ 52 $ 228/$ 286 
47/ 2 5/ 0 $292/ - 33/ 0 $1032/ --

31/ 6 8/ 1 $228/$ 50 19/ 3 $ 269/$ 828 
15/ 8 1/ 0 $200/ -- 13/ 8 $ 705/$ 205 

5/ 3 2/ 0 ~JJJgL::-=- _3LZ. $ 39/$3931 

292/ 76 28/ 2 $465/$ 26 253/ 65 $ 358/$ 413 

2/ 0 1/ -- $960/- 1/- $ 15/-
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withdrawals -- is representative of the Panel 
banks' aggregate experience. 

Given that in slightly more than half of 
the unauthorized withdrawal incidents the 
accountholder does have his/her card in 
possession, the question arises as to what are 
the possible causes of the unauthorized 
withdrawal incidents when the card is in the 
accountbolder's possession? Four causes are 
common: 

(i) Someone fraudulently uses the card 
and then replaces it without the 
accountholder knowing it was ever 
missing. For example, at a bank in 
the Northeast, an accountholder 
recently claimed she did not make 
two $100 withdrawals that appeared 
on her monthly statement. She 
informed the bank that she thought 
her card had always been in her 
possession. Photographs taken 
during the transactions showed that 
the accountholder's ex-husband made 
the withdrawals. The accountholder 
then realized that her ex-husband 
must have taken, used, and returned 
her card without her knowledge. 
~nother example involved an 
apartment building manager who 
entered a tenant's apartment in the 
morning, used the card during the 
day, and then returned it before the 
tenant returned from work. 

(ii) The accou~tholder actually makes the 
withdrawals, but does not recall 
m a kin g them. In 0 the r w 0 r d s , the 
accountholder is confused. If the 
accountholder realizes this, then 
he/she would typically withdraw the 
complaint. 

(iii) The accountholder actually makes the 
withdrawals and is trying to defraud 
the bank. In such instances, the 
accountho1der would adamantly insist 
that he/she did not make the 
transactions, possibly threatening 
legal action if th~ claim is denied. 
While it seems odd that an 
accountholder trying to defraud a 
bank would claim his/her card is in 
his/her possession, this scenario 
does occur, and it is often 
difficult to prove that the 
accountholder is trying to defraud 
the bank. In one incident, however, 
the bank investigator listened 
patiently to the accountholder's 
claim, and then said, in an attempt 
to bluff the accountho1der, "Let me 
have the pictures taken by the 
camera of the person making the 
transactions delivered here so that 
we can both look at them." At that 
point, the accounth~lder suddenly 
ftremembered" that ha in fact had 
made the transactions. 

(iv) An ~TM system malfunction occurs and 
the accountholder's card had 
actually not been used to make the 
withdrawal. Occasionally, a system 
failure could cause one account to 
be "crossed" with another, so that 
one accountholder's card is 
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incorrectly allowed to withdraw 
funds from another accountholder's 
account. 

Unfortunately, it is usually difficult to 
place an unauthorized withdrawal incident in 
which the accountholder is still in possession 
of his/her card in one of the above four 
categories, due in part to the bank's 
inability to identify the person or 
perpetrator making the withdrawal. Although a 
following subsection considers the identity of 
the suspected perpetrator, it should be noted 
that to most of the Panel banks, the identity 
of the perpetrator is not of critical 
importance in these "card in possession" 
incidents, as the banks automatically deny the 
accountholder's claim in such instances -­
reasoning that if the card were in the 
accountholder's possession, then the 
transaction must have been authorized. 
Interestingly, at least one Panel bank 
typically takes the opposite action: it honors 
the claim in such instances, because its legal 
counsel has concluded that it must do so in 
order to comply with Reg E. 

Causes of Shorts 

Shorts are far less complicated than 
unauthorized withdrawal incidents for the 
simple reason that there is no uncertainty 
regarding who made the transaction: the 
accountholder acknowledges making the 
transaction and only disputes the manner in 
',(,'hich it was processed. Exhibit 3.5 shows 
that a clear majority of the shorts are caused 
by mechanical problems, indicating that the 
accountholder who claims money was not 
dispensed -- or did not get posted -- properly 
is most likely correct in his/her assertion. 
In 1983, 84.0 percent of the shorts due to 
dispensing and 74.1 percent of the shorts due 
to posting were due to mechanical problems. 
These percentages remained fairly constant in 
1984. ~ccountholder confusion was the only 
other frequent cause. 

Causes of DepQsits Not Cregited Properly 

While, again, less complex than 
unauthorized withdrawals, deposit not credited 
-- or credited erroneously -- incidents are a 
leading reason for "ATM phobia": 
acountholders are wary of entrusting a monthly 
paycheck to a "machine" for processing. There 
are three typical causes of such incidents. 

(i) Bank makes an error in either 
posting the wrong amount or 
crediting the wrong account: it 
could be due to a computer-related 
failUre or to a clerical error. 
Exhibit 3.5 shows that a significant 
percentage of these accountholder­
initiated incidents is due to such a 
bank error. 

(ii) The accountholder makes an error in 
the deposit, including forgetting to 
place the check or cash in the 
deposit envelope (i. e., depositing 
an "emptyft envelope) r depositing an 
uncollectible check: indicating the 
wrong dollar amount on the envelope 
and lor keying the wrong deposit 
amount into the ATMI or depositing 
in the wrong account (e.g., 



depositing into the savings instead 
of the checking account). Indeed, 
for the "deposit credited 
erroneously" incidents, the leading 
cause is accountholder errors due to 
indicating the wrong deposit amount 
(50.8 percent of the 63 1983 
incidents and 50.0 percent of the 54 
1984 incidents). 

(iii) The bank finds no evidence of a 
deposit or that the deposit was 
indeed processed properly. We 
labelled such incidents as 
"accountholder confused", 
recognizing, of course, the 
possibility that the accountholder 
might have been trying to defraud 
the bank. 

Causes of Overdraft 

Overdrafts due to ATM withdrawals are the 
most common type of bank-initiated complaint 
in the sample i accounting for 66.4 percent of 
the 292 1983 bank-initiated incidents and 75.0 
percent of the 76 1984 bank-initiated 
incidents. Bow is it that ATM users are able 
to overdraw accounts? The overdraft incidents 
in the sample reflect three main causes: (i) 
the bank's computer being ·off-line", (ii) the 
bank's delayed posting procedure, and (iii) 
withdrawals being made against bad deposits. 
Each of these is discussed below. 

A bank's computer is ·off-line" when 
either the computer is inoperable or the 
communication links between the computer and 
its ATMs are inoperable. If an off-line 
situation exists, then the accountholder's 
account balance -- that is being maintained in 
the computer -- cannot be accessed by an ATM. 
Of course, computers are generally on-line and 
will. only go ·off-line" in case of a system 
failure or for system maintenance. When a 
bank's computer is off-line, the bank 
generally has backup controls that can be 
activated. For example, a "hot card" list 
(i.e., a list of cards that have expired or 
have been reported missing) may be temporarily 
"downloaded" to each ATM (i.e., stored in the 
ATM's memory device). On the other hand, some 
banks do not allow their ATMs to operate at 
all in an off-line mode. 

Delayed posting procedure is the second 
main cause of ATM overdrafts. Because of the 
del ayed posting procedure, the ATM woul d only 
have access to account balances that might be 
up to 24 hours out-of-date. Consequently, an 
overdraft could occur if two or more 
withdrawals -- amounting LO a sum that exceeds 
the actual account balance -- are made within 
a short time period. Obviously, an incident 
of this type does not occur for those banks 
which have an immmediate posting procedure. 

Finally, the third major cause of 
overdrafts is withdrawals made against bad 
deposits. Such deposits can be used to 
"inflate" an account, and any withdrawals made 
against these deposits that altogether would 
exceed the accountholder's actual balance 
would result in an overdraft. A more detailed 
discussion of this cause of overdrafts is 
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provided in the next subsection on the causes 
of bank-initiated deposit-related incidents. 

Two points should be made concerning the 
fact that the distribution of causes of 
overdraft for 1983 is significantly different 
than that for 1984. First, although Exhibit 
3.3 states that six banks ~rovided overdraft 
data for each of the two years, th ey wer e not 
the same six banks, so that some of the causal 
differences can be attributed to differences 
between the two groups of banks. For example, 
we know that the 1984 group of six banks 
included fewer banks that allowed off-line ATM 
operation than the 1983 group of six banks: 
thus, it is not surprising to see in Exhibit 
3.5 that only 19.4 percent of the overdrafts 
in 1984 were caused by the bank's computer 
being off-line, as compared to 71.6 percent in 
1983. A second, and perhaps more important, 
reason for the causal differences is the small 
number of overdrafts obtained in 1984, 
certainly, 57 overdraft incidents do no 
constitute an adequate sample for extensive 
analysis. 

Causes of Bank-Initiateg Deposit-Related 
lnti.dMt.s 

The problem of small sample sizes is also 
the reason why the bank-initiated deposit­
related incidents -- including 
stolen/fraudulent checks deposited, empty 
envelopes deposited, and uncollectible (other 
than stolen or fraudulent) checks deposited -
- cannot be extensively analyzed. 
Neverthel ess, it can be stated th at both lost 
or stolen cards and accountholder misconduct 
can result in this type of incidents. It can 
also be stated that deposit-related incidents 
are generally quite serious in terms of 
financial consequences. For example, an 
accountholder at a Northeast bank deposited 
checks totalling $3,000 in various ATMs. 
Later, the accountholder began withdrawing on 
these deposits, which had not yet "cleared" 
but for which the bank had granted provisional 
credit. By the time the bank discovered the 
checks were stolen, the accountholder had 
drawn -- actually overdrawn --$2,300 from his 
account. The banI: was never able to locate 
the accountholder. As another example, an 
accountholder at a Midwestern bank had his 
card and PIN stolen. Be didn't realize this 
had happened for a week. During that week, 
the thief and his a c r .. 1m pI ices, who operated an 
ATM scam operation, deposited a series of 
fraudulent checks in various ATMs and made 
withdrawals against those deposits. In the 
end, the bank sustained a $2,000 loss. 

Other Cayse~ 

As indicated in Exhibit 3.5, less than 4 
percent of the total causes are contained in 
the, two Rother" cause categories, suggesting 
that the 16 specified causes are able to 
explain for. the various ATM incidents. It 
should be stated that none of the "other" 
caUSes involved electronic attacks on data 
communication linesr manipulation of ATM 
software, account information, or transaction 
datar or other acts requiring special 
knowledge of computers or communications 
t e c h nolo gy • Add i ti 0 naIl y, as wit h m 0 s t 
causes, the ~other" causes mayor may not lead 
to a fraudulent incident. In the next 
subsection, we distinguish between incidenta 



that are potentially fraudulent and those that 
are not. 

EQtential for Fraud 

Just as a small fraction of all ATM 
transactions are involved in ATM incidents, 
only a proportion of ATM incidents involve 
fraudulent activity. Because the focus of 
this study is on EFT fraud, it is necessary to 
distinguish between those incidents that 
invol ve fraud and those that do not. In many 
cases, the distinction is not clear. For 
example, in one incident involving a Panel 
bank from the Northeast, an accountholder 
complained that someone used his ATM card to 
make unauthorized withdrawals totaling $600. 
But since the accountholder had possession of 
his card and claimed that he had never lost 
possession of it, the bank ruled that the 
withdrawals were "authorized" and that 
therefore the accounthol der was not enti tl ed 
to a reimbursement. It is uncI ear whether the 
man was simply confused and had actually made 
the withdrawals (i.e., no fraud was involved) r 
or the man actually made th e wi thdr aw al sand 
was trying to defraud the bank: or someone 
else had actually used his card fraudulently. 

The object, nevertheless, is to identify 
a consistent sample of "potentially 
fraudulent" ATM incidents, culled from all the 
ATM incidents provided by the Panel banks. We 
refer to the incidents as "potentially 
fraudulent" -- as opposed to "fraudulent" -­
because in nearly all cases, no legal action 
has been taken against the suspected 
perpetrator. (Indeed, legal action was 
initiated by the bank in only a handful of the 
4,187 ATM incidents that we analyzed: these 
were mostly situations involving an organized 
scam.) These potentially fraudulent incidents 
provided an appropriate basis for our analysis 
of ATM fraud. Moreover, such a sample of 
incidents overcame some of the data-related 
inconsistencies among our Panel banks: 
irrespective of what records are kept by each 
bank and what records were provided to us, we 
were able to abstract a consistent set of 
potentially fraudulent incidents for analysis. 

For the purpose of this effort, an 
incident was labeled ·potentially fraudulent" 
primarily because of its associated cause(s). 
Based on the 19 causes identified in Exhibit 
3.5, Exhibit 3.6 shows how a cause is 
determined to be potentially fraudulent. 
Seven causes are automatically defined as 
potentially fraudulent. Most conspicious in 
this group of causes are the lost and stolen 
car din ci den t s. Th e 0 the rca use sin c 1 u de: 
the accountholder having the card in 
possession but still claiming that 
unauthorized transactions have been made, 
overdrafts caused by an accountholder 
withdrawing against a bad or insufficient 
deposit, overdrafts caused by a bank's 
computer being off-line: overdrafts caused by 
a bank's delayed posting procedure, an 
accountholder depositing a stolen/fraudulent 
check, and a person other than the 
accountholder making a bad deposit. Incidents 
involving five other causes are potentially 
fraudulent only if the bank has sustained a 
loss: they include "other" withdrawal-related 
causes; an accountho1der depositing an empty 
enveloper an accountholder depositing an 
uncollectible (but not stolen/fraudulent) 
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check, Rother" deposit-related causes/ and 
·unreported" causes. Using bank loss as the 
criterion for determining if an incident is 
potentially fraudulent is appropriate, as any 
loss sustained by a bank is not only 
documentable but also probably implies that 
someone -- the accountholder, another person, 
or a bank employee -- received an undeserved 
(i.e. r in a potentially fraudulent manner) 
amount of money equal to the bank loss. 
Another possible determination criterion could 
be accountho1der loss beyond the Reg E 
stipulated amount, such a criterion WOUld, 
however, be difficult to effect in practice, 
as it is almost impossible to establish with 
certainty the validity of an accountholder's 
claim. Finally, incidents involving the 
remaining seven causes (i.e., accountholder 
confusion on a withdrawal-related incident/ 
bank's ATM having a mechanical problem, 
accountholder depositing a check in the wrong 
account, accountholder depositing an amount 
different than that indicated on the envelope 
and/or that keyed into the ATMr accountholder 
confusion on a depoSit-related incident, bank 
posting the wrong amount; and bank posting the 
deposit to a wrong account) are automatically 
defined as being not potentially fraudulent. 
It should be noted that the determinations in 
Exhibit 3.6 are conservative, for the most 
part, even though they are not based on formal 
legal proceedings. Thus, certain incidents 
which might indeed result in an accountholder 
loss beyond the Reg E stipulated amount may 
not be categorized as being potentially 
fraudul ent, nor may certain incidents which 
might indeed be attempted, but unsuccessful 
frauds (e.g., an accountholder feigning 
confusion after being discovered). 

The results of applying the Exhibit 3.6 
determinations to the Exhibit 3.5 causes are 
contained in Exhibit 3.7. In accordance with 
the determinations, most incidents are 
designated on the basis of their cause(s) as 
being either potentially fraudulent or not, 
while some of them are designated on the basis 
of whether a bank loss occurred -- for 
example, 58.6 percent or 17 of the 29 1983 
empty envelope incidents resulted in a bank 
loss and are therefore categorized as being 
potentially fraudulent. In total, 47.5 
percent of the total number of causes in 1983 
are categorized as being potentially 
fraudulent, the corresponding figure in 1984 
is 37.6 percent. This decrease merely 
reflects the fact that relatively more 
potentially fraudulent incidents were provided 
by the Panel banks in 1983 than in 1984. 
Because each ATM incident can have one or more 
causes, Exhibit 3.7 indicates that the total 
number of causes is slightly larger that the 
total number of distinct incidents, 
additionally, the proportion categorized as 
potentially fraudulent is slightly larger when 
considering the causes than when considering 
the incidents. 

Actually, the breakdown of incidents by 
type of initial complaint and potential to be 
fraudulent is given in Exhibit 3.B. It is 
seen that the vast majority of the potentially 
fraudulent incidents are unauthorized 
withdrawals: 921 of the 1,189 (Le., 77.5 
percent) and 472 of the 618 (Le., 76.4 
percent) unauthorized withdrawals were 
determined to be potentially fraudulent in 
1983 and 1984 r respectively. The fact that 
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Exhibit 3.6 

A'l'M: Determining Potentially Fraudulent Incidents 

Determination 

Always potentially 
cause of Complaint Potentially Fraudulent Only 

Fraudulent If Bank 
Sustains Loss 

Withdrawal-Related: 
l. Accountholder (AlH) Bad Card Lost/Stolen (Causing X 

Authorized Transaction) 
2. A/B Had Card In Possession But Transaction X 

Unauthor ized 
3. A/B Withdrew Against Insufficient/Bad Deposit X 

(causing Overdraft) 
4. A/H Confused - No Error 
5. Bank' s Canputer Was Off-Line (causing OVerdraft) X 
6. Bank I s Delayed Posting Procedure (Causing X 

CNerdraft) 
7. Bank IS ATM Had Mechanical Problan (causing Short/ 

OVer or Wrong Posting) 
B. Other X 

Deposit-Related: 
9. A/B Deposited Empty Envelope X 

10. AlB Deposited In Wrong Account 
11- A/H Deposited Amount Different Than That Indicated 

On Envelope And/Or That Keyed Into ATM 
12. A/R Deposited Stolen/Fraudulent Check X 
13. A/H Deposited Uncollectible (Other Tnan Stolen/ X 

Fraudulent) Check 
14. A/H Confused - No Error 
15. Bank Posted Incorrect Amount 
16. Bank Posted To Wrong Account 
17. Person Other Than A/H Made Bad Deposit X 
lB. Other X 

19. Unreported X 

Not 
Potentially 
Fraudulent 

X 

X 

X 
X 

X 
X 
X 
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Exhibit 3.7 

ATM: Incidents by Cause of Complaint and Potential to be Fraudulent 
--- -- -- ----------_ .. _---

Number of ATM Incidents Involved (1983/1984) 
Cause of Cbmp1aint Total Sample Potentially Fraudulent 

Nmnber Co1mnn % Number I Raw % 

Withdrawal-Related: 
1. AccounttJIII)lder (A/H) Had card Lost/Stolen 

(causing Unauthorized Transaction) 644/ 304 22.9%/ 19.8% 644/304 100.0%/100.0% 
2. A/H Had Card In Possession But Transaction 

Unauthorized 313/ 169 11.1 / 11.0 313/169 100.0%/100.0% 
3. A/H Withdrew Against Insufficient/Bad Deposit 

Causing OVerdraft) 51/ 13 1.8/ 0.9 51/ 13 100.0%/100.0% 
4. A/H Confused - No Error 235/ 194 8.3 / 12.6 0/ 0 0.0%/ 0.0% 
5.. Bank I S Computer Was Off-Line (Causing OVerdraft) 171/ 13 6.1 / 0.9 171/ 13 100.0%/100.0% 
6. Bank's Delayed Posting Procedure (Causing 

Overdraft) 10/ 24 0.3 / 1.6 10/ 24 100.0%/100.0% 
7. Bank's ATM Had Mechanical Problem (causing 

Short/Over Or Wrong Posting) 579/ 469 20.6 / 30.6 0/ 0 0.0%/ 0.0% 
8. Other 66L 22 2.3 L 1.4 12L 2 _18.2%L 9.1% 

SUBTCfI'AL 2069/1208 73.4 / 78.8 1201/525 58.0%/ 43.5% , 
Deposit-Related: 

, , 
9. A/R Deposited Empty Envelope 29/ 13 1.0/ 0.9 17/ 4 58.6%/ 30.8% 

10. A/B Deposited In Wrong Account 50/ 35 1.8/ 2.3 0/ 0 0.0%/ 0.0% 
11. A/H Deposited Amount Different Than That Indi-

cated On Envelope And/Or That Keyed Into ATM 43/ 33 1.5/ 2.1 0/ 0 0.0%/ 000% 
12. A/H Deposited Stolen/Fraudulent Check 10/ 3 0.3 / 0.2 10/ 3 100.0%/100.0% 
13. A/H Deposited Uncollectible (Other Than Stolen! 

Fraudulent) Check 25/ 10 0.9 / 0.6 14/ 0 56.0%/ 0.0% 
14. A/H Confused - No Error 137/ 31 4.9 / 2.0 0/ 0 0.0%/ 0.0% 
15. Bank Posted Incorrect Amount 42/ 57 1.5/ 3.7 0/ 1 0.0%/ 1.8% 
16. Bank Posted To Wrong Account 24/ 9 0.9 / 0.6 0/ 0 0.0%/ 0.0% 
17. Person Other Than A/H Made Bad Deposit 76/ 39 2.7 / 2.5 76/ 39 100.0%/100.0% 
18. Other 36L 32 _!d.L_~.!'-! 2L 1 _~§U 3.1% 

SUBTCfI'AL 472/ 262 16.8/17.0 119/ 48 25.2%/ 18.3% 
19. Unreported 276/ 64 9.8 / 4.2 19/ 3 6.9%/ 4.7% 

~AL NJMBER OF CADSES* 2817/1534 100.0%/100.0% 1339/576 47.5%/37.6% 

'IUl'PL WMBER OF DISTINCl' INCIDENI'S INJ'CLVID* 2707/1480 -- / -- 1216/527 44.9%/35.6% 
------- --- ------------ - ---------- -- ------ ------------

*Fach incident can have one or more causes. 
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Exhibit 3.8 

ATM: Incidents by Type of Initial Complaipt and Pote_ntial t.9 be Fradulent 

ATM Incidents Potentially Fraudulent 
Initial Complaint (1983/1984) Incidents (1983/1984) 

Number Column % Number Row % 

Accountholder-Initiated: 
1. Unauthorized Withdrawal 1189/ 618 43.9%/ 41.8% 921/472 77.5%/ 76.4% 
2. Short (Due to Dispensing) 603/ 487 22.3 / 32.9 3/ 0 0.5%/ 0.0% 
3. Deposit Not Credited 441/ 162 16.3 / 10.9 1/ 1 0.2%/ 0.6% 
4. Short (Due to Posting) 81/ 79 3.0 / 5.3 2/ 0 2.5%/ 0.0% 
5. Deposit Credited, But Erroneously 63/ 54 2.3 / 3.7 0/ 0 0.0%/ 0.0% 
6. Other 36L 4 1.3L 0.3 12L 0 33.3%L O.O~ 

SUBTOl'AL 2413/1404 89.1 / 74.9 939/473 38.9%/ 33.7% 

Bank-Initiated: 
7. CNerdraft 194/ 57 7.2 / 3.9 187/ 48 %.4%/ 84.2% 
8. Stolen/Fraudulent Check Deposited 47/ 2 1.7/ 0.1 44/ 2 93.6%/100.0% 
9. Empty Envelope Deposited 31/ 6 1.1 / 0,,4 28/ 4 90.3%/ 66.7% 

10. Uncollectible (Other Than Stolen/ 
Fraudulent) Check Deposited 15/ 8 0.6 / 0.5 15/ 0 100.0%/ 0.0% 

11. Other 5L 3 ~.!.~0.2 - 2L 0 40.0%L 0.0% 
SUBTCYI'AL 292/ 76 10.8 / 5.1 276/ 54 94.5%/ 71.1% 

12. Unreported 2/ 0 0.1 / -- 1/ - 50.0%/ --

TOl'AL 2707/1480 100.0%/100.0% 1216/527 44.9%/ 35.6% 
-- ------------
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the potentially fraudulent proportion is 
consistent over the two years worth of 
unauthorized withdrawals again supports our 
earlier claim that within a complaint category 
the data is quite representative. Another 
noteworthy statistic in 2xhibit 3.8 is the 
high proportion of bank-initiated incidents 
that are determined to be potentially 
fraudulentr unfortunately, as noted earlier, 
this type of incidents is underrepresented in 
our sample of incidents. 

Exhibit 3.9 displays the dollar amounts 
of claim by the accountholder and the bank for 
the potentially fraudulent incidentsl it 
should be compared with Exhibit 3.4, which 
displays corresponding figures for all the ATM 
incidents. As expected, the potentially 
fraudulent incidents involve larger dollar 
amounts. In 1984, for example, the average 
accountholder claim for all unauthorized 
withdrawal incidents (see Exhibit 3.4) is 
$301, while the corresponding figure for the 
potentially fraudulent, unauthorized 
withdrawal incidents (see Exhibit 3.9) is 
$351, implying that the average amount claimed 
for the not potentially fraudulent, 
unauthorized withdrawal incidents is only 
S153. Interestingly, except for those 
instance~ with inadequately small sample 
sizes, the average claims are comparable for 
the two years of study. 

Lost or Stolen Cards 

Exhibit 3.7 clearly suggests that lost or 
stolen cards constitute the majority of the 
potentially fraudulent incidents. Because of 
the importance of this cause of ATM fraud, 
several lost or stolen card-related issues are 
discussed in this subsection and are 
summarized in the eight-part Exhibit 3.10. 

Bow DO AcCounthQlders Lose Possession of 
Their Cards? 

Exhibit 3.l0(a) shows that cards are most 
often reported stolen, as opposed to lost or 
never received. 63.6 percent of the 644 
incidents and 73.3 percent of the 304 
incidents involving lost or stolen cards were 
reported stolen in 1983 and 1984, 
respectively. There are typically four ways 
in which a card may be stolen: 

(i) Larceny. Theft of an ATM card with 
the PIN could be by a relative, 
friend or other person with access 
to the accountholder's residence, 
place of employment, or car. This 
least confrontational and most 
prevalent means of obtaining the 
card and PIN is a form of larceny. 
Another form of larceny includes 
pick-pocketing and purse-snatching. 

(ii) Burglary. If the theft of the card 
and PIN is prefaced with the 
breaking and entering of the 
accountholder's residence, place of 
employment, or car, then it is 
classified as a burglary. As 
discussed later, the card and PIN 
might be either the direct target or 
the by-product of the burglary. 

(iii) Confidence Game. It is not 
surprising that confidence games 
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have been used to fraudulently 
obtain ATM cards and PINs. The 
following incident, which occurred 
in 1983, typifies an ATM con game. 
A man peers over the shoulder of a 
woman making a withdrawal at an ATM 
and notices her PIN as she keys it 
in. A few moments later, as the 
woman is completing her transaction, 
the man distracts her by starting a 
conversation, thus allowing his 
partner to take the woman's card as 
it comes out of th e ATM. When th e 
woman turns to retrieve her card and 
finds it missing, the man explains 
that the ATM has been malfunctioning 
recently and has Weaten" several 
cards. The two con men, now 
possessing both the woman's card and 
her PIN, proceeded to withdraw all 
$500 from her account. 

(iv) Robbery. Accountholders are 
becoming increasingly concerned 
about being robbed of their cards 
and PINs, especially those living in 
large urban areas with high crime 
rates. Such incidents are freqently 
reported in the local media, thus 
further heightening the crime 
concerns of the public [American 
Banker, 1984l. In the case of a 
residential robbery, the perpetrator 
would regard the card and PIN as 
valuables worth taking from the 
accountholder. If the PIN is not 
written down, the robber could also 
use force to obtain the PIN from the 
accollntholder. In another scenario, 
an accountholder, especially an 
elderly person using an ATM at 
night, is an inviting target for a 
robbery. Even if the ATM has a 
camera, the robber could force the 
accountholder to make a withdrawal. 

Cards are reported lost less frequently 
than they are reported stol en. The percentage 
lost may in fact be even lower, since a card 
may actually have been stolen even though the 
accountholder reported it lost. For exampl e, 
if an accountholder discovers that his card is 
missing from his wallet, he might assume that 
he lost the card when in fact it was stolen, 
unbeknownst to him. 

In less than 10 percent of the lost or 
stolen card incidents, the accountholders 
reported that they never received their cards. 
Closer examination of these incidents reveals 
that the cards are most often stolen while i­
transit from the bank to the accountholder' 
residence. The vast majority of our Par 
banks mail the card and PIN separately to 
accountholder, which, it should be noted, 
a risk-to-fraud perspective, is le~~ 
vulnerable than mailing the card and PIN 
together, but more vulnerable than requiring 
the accountholder to pick up the card and PIN 
at the bank. 

Where Are The Cards L9st Qr Stolen? 

As indicated in Exhibit 3.l0{b), the home 
is the most common place where the card is 
lost or stolen, reflecting the frequent 
occurrence of residential larcenies, 
burglaries, and robberies. CardS are also 
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Exhibit 3.9 

ATM: Potentially Fraudulent Incidents By AruQllIlt_of_Claim 

Number of Poten- Incidents Reporting A Claim (1983/1984) 
tially Fraudulent 

Incidents Accountholder Claim Bank Claim 
Initial Complaint (1983/1984) ~umber $Average Number $Average 

Accountholder-Initiated: 
1. Unauthorized Withdrawal 921/472 893/418 $322/$351 43/18 $288/$527 
2 .. Short (Due to Dispensing} 3/ 0 3/ -- $ 13/- 0/ -- -- /-
3. Desposit Not Credited 1/ 1 1/ 1 $238/$100 0/ 0 -/ --
4. Short (Due to Posting) 2/ 0 2/ -- $110/ - 0/ -- - /--
5. Deposit Credited, But Erroneously 0/ 0 - /-- - /-- -- /- -- /--
6. Other 12/ 0 _10! -= ~303L -- _!L:::: ~ 25L --

SUBTOI'AL 939/473 909/419 $320/$350 44/18 $282/$527 

Bank-Initiated: 
7. CNerdraft 187/ 48 11/ 1 $846/$ 1 179/44 $ 233/$268 
8. Stolen/Fraudulent Check Deposited 44/ 2 4/ 0 $292/ - 32/ 0 $1023/ -
9. Elnpty Envelope Deposited 28/ 4 8/ 0 $228/ - 18/ 3 $ 282/$828 

10. Uncollectible (Other Than Stolen/ 
Fraudulent) Check Deposited 15/ 0 1/ - $200/ - 13/ - $ 705/ --

II. other 2/ 0 _ . ...J.'-== ~100L -- _9/-== -L------ -
SUBTOl'AL 276/ 54 26/ 1 $488/$ 1 242/47 $ 368/$304 

12. Unreported 1/ 0 0/ - -- / -- 1/ - $ 15/ --
--

TOI'AL 1216/527 935/420 $325/$349 287/65 $ 354/$366 
-- -- --
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f I Exhibit 3.10 

" , ATM: Potentially FraUdulent Incidents Involvin9.l.&§t or Stolen ~rds 

I Category 

Card Stolen 

Card Lost 

Card Never Received 

TarAL I I (al He>; Accountholders Lose Possession of cards 

, 

! 

I 
f r 
~ 

i 
i 
I 

Location 

Hane 

Retail Establishment 

Car 

Place of Employment 

Street 

School 

other Place 

'IOrAt 

~ (b) Location of Loss or Theft of Card 
f 
K 

~ 
~ 

f 
f 
~ 

~ , 
'II , 
i~ 
11 
"f 

~ 

Category 

Only Card Taken 

Card and purse/Wallet Taken 

Card, Purse/Wallet and Other Itans Taken 
-

'IOrAL 

(c) Nature of Theft 
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1983/1984 
(N=644/304) 

63.6%/ 73.3% 

27.2 / 19.3 

9.2 / 7.4 
--

100.0%/100.0% 

1983/1984 
(N=395/183) 

24.8%/ 31.1% 

20.0 / 12.6 

18.0/13.7 

12.4 / 10.4 

8.4 / 12.6 

6.9 / 2.7 

9.5 / 16.9 

100.0%/100.0% 

1983/1984 
(N=379/205) 

26.1%/ 33.2% 

66.0 / 53.7 

7.9 / 13.1 

100.0%/100.0% 



Exhibit 3.10 

(Page 2 of 3) 

Exposure Time 

Time ElaI2sed Before Accountholder 
Discovers card Missing (Days): 

0 

1-7 

>7 

Total 

Time ElaI2sed Between Discove~ 
and ~pDk Notificgtion (Daysl: 

0-2 

>2 

Total 

(d) Exposure Time of a Lost or Stolen card 

Location 
-

On card 

Near card (In Purse;Wallet) 

Written Elsewhere 

Not Written Down 

IDl'AL 

(e) Location of Personal Identification Number (PIN) 

47 

1983/1984 
(N=260/142) 

90.8%/ 75.2% 

7.2 / 15.5 

2.0 / 9.2 

100mO%/100.0% 

74.4 / 86.0 

25.6 / 14.Q 

100.0%/100.0% 

1983/1984 
(N=437 /206) 

5.7%/ 2.9% 

72.3/47.6 

6.9 / 22.3 

15.1 / 27.2 

100.0%,/100.0% 



Exhibit 3.10 

(Page 3 of 3) 

1983/1984 
PIN Disclosed To: (N=252/188) 

Family/Friend 23.4 / 16.0% 

Other Person KnCMn to Accountho1der 3.2 / 2.7 

Person Impersonating Bank Official 3.6 / 2.1 

other Person Unkn<MI1 to Accountho1der 5.6 / 207 

No One 64.2 / 76.5 

'ICTAL 100.0%/100.0% .-

(f) Disclosure of PIN 

Days Between Last Transaction 1983/1984 
and Bank Notification (N=440/183) 

Last Transaction Before 48.4%/ 43.2% 
Bank Notification 

0 38.2 / 40.4 

>0 13.4 / 16.4 

TarAL 100.0%/100.0% 

(g) Use of a Lost or Stolen Card 

1983/1984 
Number of Withdrawals (N=535/241) 

1 27.1%/ 23.7% 

2 23.6 / 14.9 

3-5 28.2 / 33.2 

6-10 12.9 / 19.1 

>10 8.2 / 9.1 

'.lUl'AL 100.0%/100.0% 

(h) Number of Withdrawals Made with a Lost or Stolen Card 

48 



frequently lost or stolen in retail 
establishments, cars, places of employment, 
streets, and schools. 

Bow Are The Cards Stolen? 

Exhibit 3.l0(c) indicates that in a 
majority of the incidents involving stolen 
cards, the theft of the card is the indirect 
result of a theft of a purse/wallet or of a 
more general theft where the purse/wallet and 
other items are taken. Yet, at the same time, 
Exhibit 3.10(c) also indicates that ATM cards 
are increasingly becoming the direct target of 
thefts. In 1983, 26.1 percent of the 379 
incidents inVOlving stolen cards resulted in 
only the card being stolen. The percentage 
increased to 33.2 percent in 1984. While this 
increase may not be statistically significant, 
it does suggest a trend that should be 
carefully monitored. 

lih9~The Exposure Time of b Lost Q! 
.llQl~D Caur? 

The exposure time of a lost or stol en 
card can be defined as the elapsed time from 
when the card is first misSing to when the 
card can no longer be used to make 
transactions. In a sense, this quantity is 
indicative of the potential for fraudulent 
abuse: the longer the exposure time, the 
greater is the potential for abuse. 

The exposure time of a lost or stolen ATM 
card depends to a large degree on how quickly 
the accountholder (i) realizes the cards is 
missing, and (ii) reports the missing card to 
the bank. Records of only 260 of the 644 1983 
and 142 of the 304 1984 lost or stolen card 
incidents contained the three relevant dates: 
the date the card was actually missing, the 
date the card was discovered missing, and the 
date the card was reported missing to the 
bank. Exhibit 3.10(d) shows that, 
fortunately, accountholders frequently 
discover that the card is missing on the same 
day that it \II as actually missing. In many of 
the incidents in which several days had 
elapsed between the date the card was actually 
missing and the date the card was discovered 
missing, the bank had to inform the 
accountholder that something was amiss (e. g., 
an overdraft caused by insufficient funds). 

Turning to how quickly accountholders 
report the card missing once it is discovered 
missing, Exhibit 3.10(0) indicates that in 
1984, as compared to 1983, the accountholders 
took lees time to inform the bank of their 
missing card. The percentage of incidents in 
which the accountholders reported the card 
missing within two days of discovery -­
thereby limiting their liability under Reg E 
to $50 -- increased from 74.4 percent in 1983 
to 86.0 percent in 1984. Examination of the 
incidents in which the reporting delay was 
more than two days reveals that they are often 
attributable to accountholder ignorance. For 
example, some accountholders reported the 
theft to the local police, and only as an 
after thought and at a later time did they 
report it to the bank. 

While the exposure time of a missing ATM 
card greatly depends on the accountholder 
promptly informing the bank, it should be 
noted that exposure time also depends on the 
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speed in which the bank "hot cards" the 
missing card. Many of our Panel banks have -,' 
24-hour on-line hot carding system, meaning 
that there is the capability for immediately 
hot carding a missing card, once it is 
reported missing. Other Panel banks only have 
on-line hot carding during business hours, and 
they perform "batch" hot carding on those 
cards reported missing after business hours. 
Unfortunately, small sample sizes precluded us 
from analyzing the impact of on-line -- versus 
batch -- hot carding. Nevertheless, it is 
reasonable to assume that on-line hot carding 
tends to shorten the exposure time, and hereby 
reduce the potential for card abuse. 

WhereAr~ the Personal Id§ntification 
Numbers (PINs) Kept? 

Inasmuch as the Panel banks only provided 
those lost or stolen incidents in which the 
card was used fraudulently, it is not known 
how many cards were lost or stolen but not 
subsequently used because the PIN was not 
known to the person possessing the card. Yet 
in a large majority of the lost or stolen card 
incidents, the person possessing the card knew 
the PIN becaase it was written down on or near 
the card (see Exhibi.t 3.10(e», indicating 
that many accountholders compromise the 
security of the PIN, which, it should be 
noted, is the bank's principal "front-end" 
securi ty measure (L e., a cO!1trol desi gned to 
restrict accees to an account). 

Why are so many accountholders negligent 
regarding the safety of their PINs? Perhaps, 
accountholders have difficulty remembering 
their PINS! this is not unreasonable, 
especially if the PIN is a bank-assigned 
random number. Does this observation imply 
that bank-assigned PINs are inherently riskier 
than customer-selected PINs? Not necessarily. 
On the one hand, accountholders certainly have 
less trouble remembering a self-selected PIN 
than a bank-assigned PIN. But / on th e oth er 
hand, a self-selected PIN is frequently easy 
to guess, as it is usually a name, a phone 
number, or other identifier that is contained 
in the accountholder's purse or wallet. 
Inasmuch as an ATM generally allows several 
attempts to enter the correct PIN before 
capturing the card. it is possible that the 
PIN could be guessed if it were self-selected, 
rather than bank-assigned. 

Finally, a somewhat positive observation 
can be made in Exhibit 3.10(e): 
accountholders were less likely to write their 
PIN down on or near the card in 1984 than in 
1983. Again, this initial observation should 
be monitored to see if it develops into a 
trend. 

Are PINS Disclosed To Qtb~rs? 

In addition to writing down their PINs, 
many accountholders disclose their PINS to 
other people, again despite bank warnings to 
the contrary. Exhibit 3.10(f) shows that the 
PINs are quite often revealed to family 
members or friends. In these instances, the 
PIN is usually revealed either in a casual 
conversation or because the accountholder 
wants the person to perform an ATM transaction 
for him/her. In one incident, an 
accountholder, after giving her son her card 
to make a withdrawal, yelled out the PIN as he 



was leaving the house. A group of 
neighborhood youths playing in the yard heard 
her: one of them later entered the house, took 
the card, performed withdrawals, and then 
returned the card to the house. 

The accountholder, however, is not always 
negligent in the PIN's disclosure. Exhibit 
3.l0(f) indicates that in a small percentage 
of incidents, the PIN was disclosed to someone 
impersonating a bank official. As another 
example in which no accountholder negligence 
is present, the PIN could be forcefully 
obtained, as in the case of a robbery. 

Bow Extensiyely Are Lost or Stolen Cards 
.D..s.ill 

A lost or stolen ATM card cannot, of 
course, be used without the appropriate PIN. 
Other limitations to the card's use include 
the amount of funds in the accountholder's 
bank account and the bank's operating 
procedures. Typically, the maximum amount of 
funds a user can withdrawal per day is set by 
the bank at between $200 and $300. Banks 
sometimes also limit the number of withdrawals 
per day. 

Interestingly. Exhibit 3.10(g) shows that 
in nearly half the incidents involving a lost 
or stolen card, the last transaction was made 
prior to the bank being notified of the card's 
missing status. Thus, accountholders should 
be constantly aware of the status of their ATM 
card, so that they may report its loss or 
theft in a timely manner. Exhibit 3.l0(g) 
also shows that in 13.4 percent of the 440 
1983 incidents and 16.4 percent of the 183 
1984 incidents the last transaction was made 
at least one day after the accountholder 
reported the card missing, indicating that the 
card was not "hot carded" promptly. This 
situation could have occurred either because 
bank personnel did not follow bank procedures 
or because of the inherent limitations in the 
procedures themselves (e.g., the bank can only 
hot card during business hours). 

The number of withdrawals made with a 
lost or stolen card is also of interest. 
While Exhibit 3.10(h) contains the complete 
distribution of the number of withdrawals made 
with a lost or stolen card, the average number 
of withdrawals made was 4.2 and 4.7 in 1983 
and 1984, respectively. Correspondingly, the 
dollar value of these withdrawals was $437 and 
$419 in 1983 and 1984, respectively. 

Suspe~ted Perpetrator 

The identity of the perpetrator in ATM 
frauds is important just as it is in other 
ty pe s 0 f f r a u d san d c rim e s • rna d d i ti 0 n t 0 

resolving the ATM fraud, the identity of the 
perpetrator provides insight into whether the 
fraud is opportunistic in nature and whether 
"front-end" security measures could be 
effective. Onfortunately, except in the few 
cases where the perpetrator has confessed or 
the ATM camera has an unmistakable picture of 
the perpetrator, the identity of the 
perpetrator is usually difficult to ascertainl 
instead, a suspected perpetrator is sometimes 
indicated in the incident report. 

Exhibit 3.11 examines the identity of the 
perpetrator for the two leading causes of 
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withdrawal-related incidents -- the incidents 
involving a lost or stolen card and the 
incidents involving an unauthorized withdrawal 
in which the accountholder claims that he/she 
is still in posseSSion of the card. Overall, 
in less than one third of the incidents was 
the perpetrator identified or suspected. 
Interestingly, the most frequently identified 
or suspected perpetrator was the 
accountholder, especially in cases in which 
the accountholder was still in possession of 
the card. It is clear that in thef\e cases, 
front-end security measures (e. g., PINs) are 
of no value because it is the accountholder, 
the authorized user, who is suspected of 
committing the fraud. In an additional 16.3 
percent of the 957 1983 incidents and 12.9 
percent of the 473 1984 incidents, family 
members, friends or acquaintances of the 
accountholder were identified as or suspected 
to be the perpetrator. Actually, out of the 
incidents for which a perpetrator was 
suspected or identified, the perpetrator was 
thought to be the accountholder or someone 
related to him/her in 89.3 percent and 96.1 
percent of such incidents in 1983 and 1984, 
respectively. 

How effective are cameras in identifying 
ATM perpetrators? Focusing on the Exhibit 
3.11 incidents, we examined whether a 
photograph was available and, if so, whether 
the perpetrator could be identified. 
Reflecting the fact that only a few of the 
ATMs of the Panel banks are camera-equipped, a 
photograph was available in 23.3 percent of 
the 957 1983 incidents and in 1.1 percent of 
the 473 1984 incidents. In further analyzing 
the larger 1983 data set, it was determined 
that even when a photograph was available, the 
perpetrator was subsequently identified in 
only 36.7 percent of the time. Thus, 
equipping all the ATMs with cameras is 
probably not a long term solution to ATM 
fraud, since there are many ways to "fool" the 
camera. Equipping some ATMs with c-;meras, on 
the other hand, may be a cost-effective 
strategy, as there is an element of chance as 
to whether or not a particular ATM is equipped 
with a cam ere. 

Financial DisPQ~itioD 

In addition to an ATM incident's initial 
complaint, amount of claim, complaint cause, 
potential for fraudulence, lost or stolen 
card, and suspected perpetrator, the other key 
component of an incident is its financial 
disposition. In particular, for the 
potentially fraudulent incidents, what is the 
disposition of the financial claims indicated 
in Exhibit 3.9? In each incident, the 
accountholder and/or the bank can make a 
financial claim. If the accountholder makes a 
claim, the bank can honor (1. e., pay) any 
part, or all, of the claim, within the 
guidelines stipulated by Reg E. Likewise, if 
the bank makes a claim, it might recover from 
the accountholder and/or perpetrator any part, 
or all, of the claim. Although it is clear 
when the bank loses money in an incident, many 
times it is difficult to determir.e whether or 
not the accountholder actually lost money if 
the bank denied his/her claim, particularly in 
those incidents in which the perpetrators were 
unknown. Therefore, an accountholder's "loss" 
in Exhibit 3.12 refers to a loss that is 
relative to the accountholder's claim (e.g., a 
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Emmit 3.11 

~~: Potentially .Fraudulent Withdrawal-Related Incidents By Identity Of Perpetrator And Card Status 

Accountholder Claims (1983/1984) 
Identity of Perpetrator 

"Card In Possession" "Card Lost/Stolen" Total 

Number Column % Number Column % Number Column % 

SUspected Or Identified To Be: 

Accountholder (A/R) 84/ 63 26.8%/ 37.3% 12/ 0 1.8%/ 0.0% 96/ 63 10.0%/ 13.3% 
I 

Spouse Or Child Of A/H 29/ 8 9.3 / 4.7 26/ 10 4.0 / 3.3 55/ 18 5.8 / 3.8 i 

Boy/Girl Friend Of A/R 9/ 8 2.9 / 4.7 10/ 8 1.6/ 2.6 19/ 16 2.0 / 3.4 I 

I 
Other Relationship To A/H 27/ 8 8.6 / 4.7 54/ 19 8.4 / 6.3 81/ 27 8.5 / 5.7 

I 
I 

No Relation to A/H 1/ 0 0.3 I 0.0 29/ 5 4.5 / 1.6 30/ 5 3.1 / 1.1 

Subtotal 150/ 87 47.9 / 51.5 131/ 42 20.3 / 13.8 281/129 29.4 / 27.3 

UnknCMIl 150/ 44 47.9/26.0 481/192 74.7/63.2 631/236 65.9/49.9 

Unreported 13/ 38 4.2/ 22.5 32/ 70 5.0 / 23.0 45/108 4.7/22.8 
; 

Total 313/169 100.0%/100.0% 644/304 100.0%/100.0% 957/473 
I 

100.0%/100.0% i 

--------- --------_ .. _----

, 
~ 
~ 
~ 

l 
i 
i 
1 

1 
i 
~ 

I 
1 

~ 
tl j: ,. 
~I 

I 
~ 
~ 
7.1 ij 
~ 
~ 
~ 

~ 
~. 
ji 
{' 

l' 
1 

It 

t 
t . , 
i 
1 
'\ 
.\ 



lJl 
IV 

Exhibit 3.12 

AT.M: Potentially Fraudulent Incidents By Financial Disposition and Number of Transactions 

Average "Loss" Average 
Total Sample (1983/1984) Number of 
(1983/1984) Sustained_by: Transactions 

Financial Disposition Number Coltnml % Bank Accountholder (1983/1984) 

No "Loss" Involved 45/ 12 3.8% / 2.3% $ 0/$ 0 $ 0/$ 0 2.2/1.9 

Accountholder "Loss" Only 369/152 30.3 / 28.8 $ 0/$ 0 $255/$304 3.5/4.1 

Bank "Loss n Only 446/179 36.7/34.0 $330/$350 $ 0/$ 0 3.3/3.3 

Both Accountholder "Loss n and Bank "Loss n 202/ 97 16.6 / 18.4 $365/$363 $ 74/$ 53 4.8/5.1 

Unreported 153/ 87 12.6 / 16.5 -- /-- --I - --I -

Tal'AL 1216/527 100.0%/100.0% $208/$222 $103/$117 3.6/3.9 
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Exhibit 3.13 

ATM: Reasons An Accountho1der' s Claim Is Denied In 
A Potentially Fraudulent Incident 

I Potentially Fraudulent 
Incidents (1983/1984) 

Reason For Denial (N=356/l32) 

Accountho1der (A/H) Confused Or Withdraws Claim 15.2%/ 6.0% 

A/H Had card In Possession 53.7/72.0 

A/H Revealed PIN To Person 11.2 / 12.1 

A/H Claimed PIN Was Secure 5.9 / 1.5 

A/H Could Not Provide Sufficient Information 5.9 / 2.3 

Bank Had No Record Of Transaction 0.3 / --

Other 7.8 / 6.1 

TOI'AL 100.0%/100.0% 
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denial of a claim by the bank implies that the 
accountholder sustained a "loss" equal to the 
amount of his/her claim). 

The financial dispositions tabulated in 
Exhibit 3.12 clearly indicate that the 1983 
figures are quite comparable to the 
corresponding 1984 figures r they al so suggest 
that it is rare that a potentially fraudulent 
incident involves no loss. A no loss incident 
implies that a full recovery has been made 
(e.g., the bank receives full restitution for 
an overdraft). In incidents involving only 
losses to the accountholder, the average loss 
was $255 in 1983 and $304 in 1984. 
Accountholder claims are denied for a variety 
of reasons, the most common of which are 
listed in Exhibit 3.13. An accountholder 
having his/her card in possession is the 
overwhelming reason for denying an 
accountholder claim, followed by the reason 
that the accountholder is confused or 
withdraws the claim. Interestingly, despite 
the fact that Reg E explicitly states that the 
assessment of 1 iabil i ty is independent of th e 
PIN status, some banks are denying claims 
because of the PIN's presumed status. While 
some accountholders are denied credit for 
revealing their PINs, other accountholders 
have thei·r claims denied because they insisted 
that their PINs had been secure and had not 
been revealed to anyone. In these latter 
incidents, the banks reason that if the PIN 
had indeed been secure, as the accountholder 
stated, then the accountholder is the only 
possible person who could have performed the 
transactionr hence, the accountholder is 
suspected and his/her claim is denied, leading 
to an accountholder "loss". 

Returning to Exhibit 3.12, we see that 
"bank loss only" was th e most common type of 
financial disposition in both 1983 and 1984. 
The average bank loss was $330 in 1983 and 
$350 in 1984. While some of the bank loss 
incidents are due to overdrafts by 
accountholders who abscond with the funds, 
others involve accountholder claims that are 
paid in full by the bank, including many 
claims that could have been reduced by an 
amount equal to the Reg E liability. For 
reasons of customer relations, banks are 
sometimes loathe to assess the Reg E 
liability. 

The vast majority of the 202 incidents in 
1983 and the 97 incidents in 1984 in which 
both the accountholder and the bank sustained 
a loss, involved the bank. paying all the 
accountholder's claim excepl for the Reg E 
liability, which is either $50 (if the 
accountholder reports the cnrd missing to the 
bank within two days of discovering it 
missing) or $500 (if the accountholder r.eports 
the card missing more than two days after 
discovering it missing). Thus, the average 
accountholder loss of $74 in 1983 and $53 in 
1984 primarily reflects the amount of assessed 
Reg E liability. The average bank loss of 
$365 in 1983 and $363 in 1984 in these 
incidents suggest their seriousness. Not 
surprisingly and as indicated in Exhibit 3.12, 
the seriousness of an incident is also 
suggested by the number of transactions I that 
is, the total loss sustained by the 
accountholder and the bank in an incident is 
somewhat proportional to the number of 
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transactions carried out as a part of the 
incident. 

For all the potentially fraudulent 
incidents, the average bank loss was $208 in 
1983 and $222 in 1984. While these figures 
are not likely to cause great concern at large 
banks, it should be pointed out that a number 
of such small losses can quickly add up to a 
large total loss. Moreover, there is the 
potential for large single-incident bank 
losses. In our incident sample, the largest 
single incident loss was $5,950 in 1983 and 
$8,070 in 1984. 

"S noted earlier, some banks do not 
assess the Reg E liability. Yet, it is well 
known that bankers are dissatisfied with Reg 
E, which was made law in 1978, at the crest of 
the pro-consumer movement that swept the 
Nation in the late seventies. In particular, 
many bankers claim that the la'lI encourages 
irresponsible behavior on the part of 
accountho1ders and makes it too easy for 
dishonest accountho1ders to defraud banks 
[Weinstein, 1985 (b)]. Although the val idity 
of this claim can only be assessed in light of 
an extensive survey of accountho1ders, it is, 
as noted earlier in Exhibit 3.11, a fact that 
bankers do suspect the accountholder in a 
number of incidents. 

Our sample of ATM incidents does, 
however, show that banks are paying for some 
accountholder negligence, especially in 
incidents involving lost or stolen cards and 
when the PIN is revealed or written down next 
to the card. In fact, the Office of the 
Comptroller of the Currency, the agency that 
regulates national banks, has expressed 
concern over banks which illegally (1. e., in 
violation of Reg E) warn their cardholders 
that they are 1 iabl e for losses resulting from 
unauthorized transactions when they reveal 
their PINs [EFTA, 1985(b)]. On the other 
hand, is it the intention of Reg E to protect 
the accountholder even when he/she is 
negligent? If so, then bank loss due to 
accountholder negligence should be added to 
the list of elements -- including "data 
processing, labor and administration" -- that 
the Federal Reserve Board [1984] found were 
the most costly to the banks in thei r efforts 
to comply with Reg E. 

3.3 EXTENT OF bTM FRbUD 

Whereas the previous section focused on 
the nature of ATM incidents, the purpose of 
this section is to project nationwide bank 
losses that could be attributable to ATM 
fraud. In order to make this proj ection and 
as indicated in Section 3.1, it was necessary 
to determine the ATM fraud loss for each Panel 
bank and then to normalize it by an 
appropriate base (Le., number of ATM 
transactions and dollar volume of ATM 
transactions). Consistent loss ratios (i.e., 
loss per transaction and loss per $1,000 
volume of transaction) were then determined, 
and nationwide projections were made by 
multiplying each ratio by the nationwide 
estimate for the corresponding base variable 
in the ratio. Before discussing the loss 
ratios and the nationwide estimates, it should 



be noted that while the ATM loss figure for a 
bank could be determined by summing the bank 
losses for the individual incidents, it was 
not possibl e to do so in this study si nce th e 
obtained incidents represented only a sample 
of all incidents. 

Loss Ratios 

Exhibit 3.l4(a) contains the various loss 
ratios. After computing, say, loss per 
transaction for each individual Panel bank, 
the lowest, the average, and the highest 
figures for this ratio were identified and 
entered in Exhibit 3.14(a). Why not just 
provide an overall average for the Panel 
banks? One reason is that inasmuch as the 
Panel banks may not be representative of all 
commercial banks, such an average woul j be 
misleading. Another reason is to highlight 
the fact that each ratio can possess a wide 
range of val ues. 

Several comments should be made 
concerning Exhibit 3.14(a). First, it f'hould 
be noted that the 1983 and 1984 loss ratios 
within a particular loss figure category -­
say, the low figure category -- are not 
necessarily associated with the same Panel 
bank. Second, as might be expected, the low 
and high figures belong, for the most part, to 
the smaller and larger Panel banks, 
respectively. Third, again as might be 
expected, the low and high figures for each 
ratio differ considerably, by a factor of 
several hundred to several thousand. Fourth, 
the 1984 figures are generally lower than the 
corresponding 1983 figures -- is this 
significant? The answer is no -- we attribute 
it to both the year-to-year fluctuations and 
the instability in the underlying measure 
(which is a ratio of two random quantities). 

Nationwige Estimates 

Multiplying the bank loss ratios in 
Exhibit 3.l4(a) with the corresponding 
estimates for the base variable yielded the 
nationwide loss figures tabulated in Exhibit 
3.14(b). The base variable estimates were 
based on our analysis of the transaction trend 
and our assumption that the average dollar 
value per transaction has remained constant -­
at $97 _ .. for the years 1983 and 1984 lour 
estimates differ scmewhat from Zimmer's 
estimates (which are tabulated in Exhibit 
1.3). Again, as in the case of the loss 
ratios, we have indicated in Exhibit 3.l4(b) 
the low, average and high nationwide 
estimates. By way of explanation, the high 
figure of $2l2.9M for 1984 represents 
nationwide bank loss that might be expected 
if, on the average, all banks showed the 
characteristics and anticipated losses of the 
Panel bank with the highest loss per 
transaction volume in 1984. 

Given the collection of figures in 
Exhibit 3.14(b), the question still remains as 
to what is the best estimate for the 
nationwide ATM bank loss? In (i) reviewing 
the underlying Panel characteristics, (ii) 
recognizing that most of the installed ATMs 
belong to the larger commercial banks (which, 
as indicated earlier, tend to have the higher 
loss ratios), and (iii) looking at both the 
1983 and 1984 figures: it is reasonable to 
state that the nationwide ATM bank loss 
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based on the 1983 and 1984 data sets -- is 
between $70 and $100 million per year. This 
estimated range clearly indicates that we 
consider the average figures in Exhibit 
3.l4(b) to be low for the nationwide estimate; 
indeed, the $70 million to $100 million annual 
loss is what might be expected if, on the 
average, all banks were like the Panel bank 
possessing the median loss ratios. 

Although $70 to $100 million may seem 
large, it is less than 0.03 percent of the 
$291 billion transaction volume in 1984. 
Further, it is significantly less than the 
$561 million annual fraud loss which Nilson 
[1985J has estimated for the credit card 
industry. One possible explanation for this 
difference in fraud loss is that organized 
fraud, especially card counterfeiting 
operations, currently plaguing the credit card 
industry does not appear to be a problem at 
this time in the ATM industry. Instead, ATM 
frauds are still opportunistic in nature. 

Another approach to comparing the fraud 
loss in ATM cards to that of credit cards is 
by focusing on the pertinent loss ratios, as 
is done in Exhibit 3.15. Interestingly, while 
five years ago Mastercard's fraud loss ratios 
were three to four times lower than VISA's, 
today the two organizations have comparable 
loss ratios. Also, the year-to-year variation 
in the loss ratios for the credit card 
companies should be noted, suggesting that the 
1983-to-1984 variation in the ATM loss ratios 
is not without precedent. In particular, the 
drop in the ATM loss ratios should not be 
interpreted as a trend. In comparing the ATM 
and credit card loss ratios, we see that on a 
loss per transaction basis, ATM fraud losses 
are five to six times lower than credit card 
fraud losses. The relative difference is even 
larger in the loss per $1000 of transaction 
category. Limited credit card fraud data 
supplied by a few of our Panel banks also 
indicates that their credit card fraud losses 
differ from their ATM fraud losses by factors 
consistent with the differences observed in 
Exhibit 3.15. 

A final question can be asked: will the 
nationwide bank loss due to ATM fraud increase 
in the next few years? Certainly, as noted 
earlier, the two years worth of ATM fraud data 
cannot establish a trend. However, like 
Mastercard, ATM fraud losses might increase as 
the ATM industry maturesr indeed, the 
estimated ATM loss per transaction in 1983 
approximates that for Mastercard in 1979. 
While the ATM fraud losses might follow the 
recent upward trend observed in the credit 
card industry, it is, of course, hoped that 
this would not be the case, especially if 
appropriate fraud prevention measures can be 
implemented. The findings of this pilot 
effort should help in identifying such 
measures. 



Exhibit 3.14 

ATM: Fraud Loss Ratios and Nationwide Estimates 

Loss Amount (1983/1984) 

LCM Figure Average Figure High Figure 

Loss Per Transaction (i.e., $0.0001/$0.0001 $0.0189/$0.0154 $0.0731/$0.0583 
Withdrawal or Deposit) 

Loss Per $1000 of Transaction $0.0004/$000009 $0.2269/$0.1783 $1.1218/$0.7315 
Vo1Lmle 

(a) ATM. Fraud Loss Ratios 

Nationwide Loss Estimates (1983/1984) 

LCM Figure Average Figure High Figure 

Based on Estimate of 2. 7B/3. DB $0. 3M/$O. 3M $51.0M/$46.2M $197.4M/$174.9M 
Transactions in 1983/1984. 

Based on Estimate of $262B/$291B $O.1M/$O.3M $59.4M/$51.9M $294.0M/$212.9M 
in Transaction Vo1Lmle in 
1983/1984. 

(b) Nationwide ATM Fraud Loss Estimates 
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Exhibit 3.15 

ATM: Cgnparison of Fraud Losses With Those For Credit_~rds 

Loss Per Transaction Loss Per $1000 of Volume 

Year VISA1 Mastercard2 ATM3 VISA1 Mastercard 2 ATM 3 

1979 $0.066 $0.018 --- $1.699 $0.496 ---
1980 0.075 0.030 -- 1.799 0.763 --

; 1981 0.071 0.042 -- 1.600 0.989 ---
1982 0.081 0.075 -- 1. 701 1.634 --
1983 0.081 0.074 $0.019 . 1.590 1.441 $0.227 

1984 0.088 0.080 0.015 1.601 1.450 0.178 
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i 
I Sourcep: 1 "Visa Turning the Cards on Fraud", VISA, San Francisco, February, 
t 1984; Telephone Conversation with VISA Spokesperson, June 7, 
I 1985. 
t 
1 2Te1ephone Conversation with Mastercard Spokesperson, February 13, 
I 1985. 
r 
t 3see Exhibit 3.14(a) for average figures. 
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In this section, our emphasis changes 
from the primary retail EFT technology, ATMs, 
to the primary corporate EFT technology, wire 
transfer. Not surprisingly, frauds in the two 
technologies are quite different. One major 
difference is that while ATM incidents occur 
frequently, with the largest banks 
experiencing several thousand incidents per 
year, wire transfer incidents are rare, with 
even the largest banks experiencing only a few 
incidents per year. Another difference is 
that while ATM incidents involve small amounts 
of money, the exposure in a wire transfer 
incident may be quite large -- in the millions 
of dollars. A third difference is that while 
Reg E requires detailed documentation of ATM 
incidents that involve accountholder 
complaints, there is no formal mechanism for 
documenting wire transfer incidents, which are 
typically recorded in an ad hoc manner. A 
fourth difference is that while banks are 
concerned about ATM incidents, they are quite 
fearful of wire transfer incidents. All these 
differences are highlighted in sections 4.1 
and 4.2, where we discuss pertinent data 
collection issues and the nature of wire 
transfer fraud, respectively. 

As in the case of ATM fraud, we also 
attempted to assess the extent of wire 
transfer fraud -- to this end, we developed 
the ~ire Transfer: Summary Data Collection 
Instrument (see Exhibit A.4). Unfortunately, 
the attempt was hampered by a lack of 
available data. Thus, the extent of wire 
transfer fraud is not addressed in this 
report, except to note in Section 5.3 that it 
is an important area for future study. We 
were able, however, to complement our 
collection of wire transfer incidents with a 
survey of wire transfer managers -- their 
attitudes toward wire transfer fraud are 
discussed in section 4.3. 

LL DATA COLI,. E.Qr.lQlLl.s.sll ES 

The data collection issues and problems 
discussed in Section 3.1 for the ATM area are 
compounded in the wire transfer area, 
primarily because of two aforementioned facts 
-- wire transfer incidents are rare and there 
is no formal mechanism for documenting them. 
F.rrors or inquires concerning wire transfers 
are usually kept on a log, while documentation 
of incidents requiring further investigation 
or legal action are kept in folders that might 
be in the possession of the bank's wire 
transfer manager, its security office, or its 
audit and control office. Inasmuch as 
domestic and international wire transfer 
services are usually provided in separate 
departments within a bank, documentation of 
incidents associated with these two services 
are kept in their respective departments, thus 
further decentralizing incident recordkeeping. 
For the most part, we depended on our key wire 
transfer contacts and their ability to recall 
incidents and to locate any documentation 
about the incidents. Thus, in contrast to the 
ATM incident data collection approach (which, 
because of the large number of incidents, 
required careful consideration of sampling­
related issues), the wire transfer incident 
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data collection was based on the banks 
providing whatever incident information they 
could. 

In the following two subsections, we 
discuss issues related to the collection of 
incident and attitudinal data, respectively. 
Again, although a Summary Data Collection 
Instrument was developed (see Exhibit A.4), we 
do not discuss its use, as the data on total 
bank loss due to wire transfer fraud is, for 
the most part, not readily available. 

Wire transfer frauds, in addition to 
being infrequent, also tend to be unique. 
This is not the case in the ATM area, where 
there are a small number of incident types. 
The repetitive nature and large numbers of ATM 
incidents make it conducive to record them on 
a highly structured and detailed data 
collection instrument, like the one contained 
in Exhibit A.l. In contrast, wire transfer 
incidents, especially intentional fraudulent 
acts, are more conducive to a narrative 
description which could emphasize its unique 
aspects. Indeed, a bank's documentation of 
wire transfer incidents tends to be strictly 
in narrative form. Consequently, in 
developing the wire transfer incident data 
collection instrument, we were not able to 
benefit from the available Panel bank forms: 
instead, we relied on the advice of our wire 
transfer contacts. 

Given the unique nature of wire transfer 
incidents, the Incident Data Collection 
Instrument we developed was necessarily less 
detailed than the ATM incident data collection 
instrument. The final version of the 
instrument -- shown in Exhibit A.3 -- is in 
six parts. Irrespective of the type of 
incident, all six parts should be completed. 
The six parts include: 

A. Incident Characteristics. Incidents 
are first classified according to 
the scheme introduced in Section 
1.2: intentional frauds (either 
successful or attempted) or 
inadventent errors (either leading 
to fraudulent absconding with funds 
or to an exposure without loss of 
funds). The type of incident 
captures the reason for the incident 
and details the nature of the fraud 
or error. Each of the incident 
types listed in Exhibit A.3, 
Question A.2 is depicted in Exhibit 
1.10, which displays the potential 
vulnerabilities to fraud in a wire 
transfer system. The date of 
occurrence and the date of discovery 
are also requested, together with 
who discovsred the incident. 

B. Transaction Data. Transactions can 
be initiated in one of twelve ways, 
as indicated in Exhibit A.3, 
Question B.l. Other information 
requested about the wire transfer 
includes the origin and destination 
points, the primary wire transfer 
network involved and the purpose of 
the transaction (e.g., customer 
transfer, bank-to-bank transfer, 
advice to credit, etc.). 



C. 

n. 

E. 

F. 

Reason For Incident. Reflecting the 
wide range of possible wire transfer 
incidents, 23 different incident 
causes are listed in Exhibit A.3, 
Question C.l. who causea the 
incident is also requested. 

Exposure/Loss Information. The 
exposure and loss information 
details the financial consequences 
of the incident. Inasmuch as every 
incident must result in some amount 
of exposure (i. e., potential loss) 
to the bank, this is recorded first. 
The amount of principal loss and any 
subsequent recovery are also 
requested. 

Bank Action. This section of the 
instrument describes any personnel 
or procedural changes that the bank 
has made as a result of the 
incident. 

General comments. Additional space 
is provided for comments and other 
narrative information. 

r.opies of the instruments were 
distribut~d to our wire transfer contacts. At 
our initial site visits (Le., in early 1984) 
the contacts were asked to complete an 
instrument for each incident that occurred 
within the preceeding five years. At our 
final site visits (i. e., in late 1984 and 
ear 1 y 1 985), we r eq u est e dan ins t rum en t be 
completed for each incident that occurred in 
calender year 1984, as well as for any other 
incidents not previously supplied. In 
contrast to our ATM incident data collection 
approach in which we obtained copies of the 
incident forms and undertook their coding, we 
requested our wire transfer contacts to 
complete or code the incident forms because of 
two key considerations. First, banks are very 
reluctant to share their write-ups of 
sensitive wire transfer incidentsl in fact, 
although we encouraged the banks to attach 
copies of any source documents, we received 
only a handful of such documents. Second, 
because of the rarity of wire transfer 
incidents, we felt that it would not be 
burdensome for our wire transfer contacts to 
do the coding. Actually, as detailed in 
Section 4.2, a total of 207 wire transfer 
incidents were coded. Did the fact that the 
banks themselves undertook the coding of the 
wire transfer incident compromise the 
consistency of the resultant database? We 
think not, as -- unlike the ATM Incident Data 
collection Instrument -- the Wire Transfer 
Incident Data Collection Instrument is 
straightforward and easy to complete. 

Finally, like the completed ATM incident 
instruments, the completed wire transfer 
incident instruments were keyed into a 
proprietary relational database management 
system, which was modified to reflect the 
unique characteristics of the wire Transfer 
Incident Data Collection Instrument. 

bt1~~iDal Data~olle~tion 

As noted earlier, losses due to wire 
transfer fraud are not readily segregated in 
the bank's financial reports. Thus, pertinent 
financial data was not available to estimate 
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the extent of wire transfer loss. 
Additionally, given the recognition that the 
Panel banks provided only a sample of wire 
transfer incidents, it was also not possible 
to Use the incident-level data to make such an 
estimate. We were, however, able to gauge the 
bankers' attitude concerning wire transfer 
fraud and loss. 

The 1983 Bank Administration Institute's 
(BAI's) Money Transfer Developments Conference 
provided a convenient attendance list of some 
400 individuals, from which 155 wire transfer 
managers or related bank officials were 
identified (with at most one person per bank). 
The Attitudinal Data Collection Instrument in 
Exhibit A.5 was then mailed to each one of 
these 155 individuals~ 73 (or 47.1 percent) of 
them responded. As detailed in Exhibit A.S, 
the Attitudinal Data Collection Instrument 
attempt~d to obtain the wire transfer 
managers' assessment of current and future 
causes of wire transfer fraud and loss, as 
well as their assessment of certain procedures 
for preventing wire transfer fraud and loss. 

Again, the completed 
instruments were keyed into 
relational database management 
purpose of analysis. 

attitudinal 
a proprietary 
system for the 

In all, we obtained 207 wire transfer 
incidents, with each one of our 16 study Panel 
banks supplying at least one incident. Did 
this reflect the sum total of the Panel banks' 
experience with wire transfer fraud? Probably 
not. Because of difficulties with accessing 
the information and reluctance in sharing 
certain information, the banks, in essence, 
provided a sample of wire transfer incidents. 
Nevertheless, the sample does represent the 
single largest collection of data on wire 
transfer fraud and should serve to provide an 
adequate picture of the current nature of such 
fraud. 

Our discussion of the nature of wire 
transfer fraud is in three parts. First, the 
incidents are described in terms of some 
background characteristics. Next, we discuss 
the disposition of the incident in regard to 
whether it is an error or a fraud. Finally, 
turning to an incident's dollar consequence, 
we address the incident's exposure and loss. 

Incident Characteri~ 

Exhibit 4.1 contains a tabulation of the 
incident characteristics. Exhibit 4.1 (a) 
shows that the 207 wire transfer incidents 
cover a period of approximately 6 years -­
from 1979 to 1984. It should be noted that 
because of the small sample size, we do not 
analyze the wire transfer incidents on a year­
by-year basis, as we do for the ATM incidents. 

Exhibit 4.l(b) indicates that the 
incidents ere most often customer transfers 
(45.6 percent of 180 incidents), followed by 
bank transfer in favor of a third bank (22.2 
percent) and bank-to-bank transfers (13.9 
percent). Can we interpret Exhibit 4.l(b) to 
imply that customer transfers constitute a 
severe problem -- that is, a problem which is 
disproportional to the overall number of 



Exhibit 4.1 

Wire Transf.er: Incident Cllaracteristics 

Column 
Percent 

Year (N=207) 

1979 or earlier 7.3% 

1980 12.1 

1981 17.9 

1982 16.9 

1983 18.8 

1984 27.0 

TOTAL 100.0% 

(a) Year of Occurrence 

Column 
Percent 

category (N=180) 

customer Transfer 45.6% 

Bank Transfer in Favor of 3rd Bank 22.2 

Bank-to-Bank Transfer 13.9 

AdIlice to Credit 7.2 

R~erse Money Transfer 2.8 

Other 8.3 

TOTAL 100.0% 

(b) Nature of Transaction 
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category 

Funds Transfer Network 

Te1et;hone 

Telex 

Mail 

Walk-In 

CUstomer Terminal Link 

other 

TOTAL 
I 

Exhibit 4.1 

(Page 2 of 3) 

(c) Method of Transaction Initiation 

Network 

FeCWire 

BankWire 

SVIFT 

CHIPS 

Telex 

TOTAL 

(d) Network Involved In Transaction 
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Cb1tlT1n 
Percent 
(N=180) 

32.3% 

28.9 

23.3 

3.3 

3.3 

3.3 

5.6 

100.0% 

Column 
Percent 
(N=148) 

66.9% 

12.2 

10.8 

5.4 

4.7 

100.0% 



Exhibit 4.1 

(Page 3 of 3) 

Colunn 
Percent 

category (N=182) 

Domestic 61.0% 

International 39.0 

TOTAL 100.0% 

(e) Jurisdiction of Transaction 

Column 
Percent 

category (N=181) 
, 

Central Wire Transfer Operation 33.1% 

Senaer 31.5 

Receiver 13.3 

other Bank 11.6 

_0 Branch Bank 1.7 

other 8.8 

TOTAL 100.0% 

(f) Initiator or Discoverer of Incident 
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customer transfers? In order to answer this 
question, we would need to compare the 
incident distribution in Exhibit 4.l(b) with 
the corresponding distribution for all wire 
transfers. Unfortunately, the basel ine data 
for all wire transfers is simply not readily 
avail abl e. 

This interpretational problem applies to 
all the findings in Exhibit 4.1. Thus, we 
cannot say, as example, that in regard to the 
various methods of transaction initiation (see 
Exhibit 4.l(c)), the funds transfer network is 
involved in a disproportionate number of 
incidents I or that in regard to the various 
wire networks (see Exhibit 4.1 (d)), that 
FedWire is involved in a disproportionate 
number of incidentsr or that in regard to 
domestic and international wire transfers (see 
Exhibit 4.1 (e)), the domestic transfers are 
involved in a disproportionate number of 
incidents. Nevertheless, Exhibit 4.1 does 
provide pertinent background information on 
the incidents. 

One finding that is not affected by the 
interpretational problem is the fact that the 
wire transfer incidents are most often 
initiated or discovered by either personnel in 
the Central Wire Transfer Operation (33.1 
percent of lRl incidents) or the sender (31.5 
percent) • 

~Qrs and Frauds 

Exhibit 4.2 indicates that the errors 
leading to loss or exposure (without loss), as 
opposed to intentional fraudulent acts, 
constitute the vast majority (194 out of 207) 
of the sample. This supports the hypothesis 
that although intentional fraudulent acts may 
be quite costly, they are rarel indeed, the 6 
successful and 7 attempted fraudulent 
incidents in the study sampl e do not prov ide 
an adequate basis for any meaningful 
inferences to be made concerning such acts. 
However, as we noted in Section 1.2, frauds 
are not limited to intentional frauds. 
Indeed, 52.2 percent (108 of 207) of the 
incidents involved inadvertent errors that led 
to a fraud. These incidents typically result 
in the sudden and improper enrichment of an 
individual or a corporation. Errors leading 
to exposure without loss of principal 
constitute the second largest category of 
incidents in our study sample (Le., 41.5 
percent of the 207 incidents). However, this 
percentage is not indicative of their relative 
occurrencel indeed, it is the opinion of our 
Panel banks that such errors occur in some 0.2 
to 0.5 percent of all wire transfers. Because 
several hundred of this type of errors are 
entered on their logs, the Panel banks decided 
against providing us with all of them. 
Consequently, our study sample is not 
representative of the universe of wire 
transfer incidents. However, as in the ATM 
incidents, while our distribution of the four 
categories of wire transfer incidents is not 
representative of the universe of wire 
transfer incidents, the incidents associated 
with anyone of the four categories are 
representative of all incidents in that 
category (e.g., the 108 errors involving 
fraudulent absconding with funds are 
representative of all such errors). 

Exhibit 4.2 also identifies the types of 
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incidents (i.e., corresponding to the system 
vulnerabilities depicted in Exhibit 1.9) 
associated with each of the four incident 
categories. Although we hesitate to make 
conclusions regarding the fraudulent transfers 
because of the small sample size, it is 
noteworthy that 8 of the 13 successful and 
attempted fraudulent transfers involve the 
transfer being fraudulently initiated by a 
party external to the bank. The following 
attempted fraudulent transfer illustrates this 
type of incident. A person purporting to be 
authorized to call in wire transfers for a 
regular customer called the bank and initiated 
a transfer of SlO,OOO. When the bank called 
back the customer to verify that he had in 
fact authorized the transfer, the customer 
stated that he knew nothing of the transfer. 
The wire transfer was immediately cancelled 
before it ever left the bank, and no loss was 
sustained. The failure to "call baCk" led to 
the successful commission of another 
fraudulent transfer, also externally 
initiated. In this case, Bank A, a small 
community bank, has a correspondent 
relationship with Bank B. Bank A received 
instructions from a person claiming to be a 
wire transfer operator at Bank B to effect a 
transfer of $100,000 to one of Bank A's 
accountholders. (In such a transfer, Bank B 
would credit the account that Bank A has with 
Bank R.) By indicating a sense of urgency, the 
recipient of the transfer managed to have the 
transfer paid out without having Bank A verify 
the transfer with Bank B. Failing to bal ance 
its financial statement with Bank B 
immediately, Bank A did not discover that its 
account with Bank B was not credited for five 
months. Informing Bank B of this fact, Bank A 
learned that Bank B had, in fact, never 
requested such a transfer. Bank A therefore 
sustained a loss of $100,000, one of the 
largest single-incident losses in our sample. 
Interestingly, attempts to externally initiate 
fraudulent wire transfers have been recently 
reported in the media [Ferris, 1985 (b) 1 I they 
have involved con artists trying to initiate 
transfers by impersonating Federal Reserve 
employees. 

As indicated in Exhibit 4.2, bank errors 
in message delivery is the dominant type of 
incident associated with inadvertent errors, 
both those leading to fraudulent absconding 
with funds and those leading to exposure 
without loss of principal. The following is a 
typical example of a bank error in message 
delivery leading to exposure without loss of 
principal. Rank A received an incoming 
message to credit Bank B with S50,000. By 
misinterpreting the abbreviated form of Bank 
B's name, Bank A inadvertently credited Bank 
C. Two weeks later, Bank B questioned Bank A 
about the transfer. Bank A then realized it 
had credited the wrong bank. After Bank C 
agreed to return the funds, Bank A then 
properly credited Bank B. Only interest­
related loss was sustained by Bank A. 

In terms of causes of wire transfer 
incidents, Exhibit 4.3 indicates that the 
errors are, for the most part, clerical in 
nature and committed by bank employeesr they 
typically result in the duplication or the 
misrouting of messages (or payments), as 
illustrated by the following exampl e. Bank A 
received a wire which they interpreted to 
contain instructions to credit a customer of 
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Exhibit 4.2 

Wire Transfer: Incident Disposition ~ %ype of Incident 

Incident Disposition b¥ COlumn Fercent 

Successful Attempted Error Leading Error Leading 
Fraudulent Fraudulent to Fraudulent To Exposure 
Transfer Transfer Absconding Without Loss 

TYpe of Incident (N=6) (N=7) (N=108) (N=86) 

External Error in Message Initiation 0.0% 0.0% 1.2% 16.3% 

Bank Error in Message Delivery 16.7 0.0 38.7 40.6 

Bank Error in Message content 0.0 0.0 12.0 16.3 

Bank Error in Message Interpretation 0.0 0.0 2.4 3.5 

Bank Error in Customer Notification 0.0 0.0 26.5 5.8 

Bank Error in Accounting Entries 0.0 0.0 12.0 9.3 

Failure to Fbllow Established Procedures 0.0 14.3 7.2 3.5 

Transaction Fraudulently Entered (Internally) 16.7 14.3 0.0 0.0 

Transaction Fraudulently Entered (Externally) 50.0 71.4 0.0 0.0 

Transaction Altered in Processing 16.7 0.0 0.0 0.0 

Fraudulent Destruction of Transaction Records 0.0 0.0 0.0 0.0 

other 0.0 0.0 0.0 4.7 
-

TOTAL 100.0% 100.0% 100.0% 100.0% 
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Exhibit 4.3 ' 

Wire Transfer: Incident Disposition b¥ Cause and Person Resxonsible 
- -. 

Incident Disposition ~ Column Percent 

Successful Attempted Error Leading 
Fraudulent Fraudulent To Fraudulent 
Transfer Transfer Absconding 

category (N=6) (N=7) (N=108) 

Cause of Incident: 

Message Dupiicated 0.0% 0.0% 57.5% 
Message Misrouted 0.0 0.0 8.3 
Wrong Amount 16.7 0.0 12.0 
Entry to Wrong Account 0.0 0.0 7.4 
Wrong Currency 0.0 0.0 5.6 
Collusion (External) 33.3 42.8 0.0 
Collusion (Internal) 0.0 14.3 0.0 
Insufficient Funds 0.0 14.3 0.0 
Test Word Not Val idated 0.0 0.0 0.9 
Misuse ofID/Password 0.0 14.3 0.0 
Data Line Compranise 0.0 0.0 0.0 
Signature FOrged 16.7 14.3 0.0 
MesS'age AI tered 0.0 0.0 0.0 
UncoIl ected Funds O~O 0.0 0.9 
other 0.0 0.0 6.5 
UnreIUrted 33.3 0.0 0.9 

TOTAL 100.0% 100.0% 100.0% 
- ---

Person Responsible FOr Incident: 

Bank Empioyee 66.7% 28.6% 96.3% 
CorIUrate CUstomer 0.0 0.0 0.0 
Funds Transfer Network 0.0 0.0 0.9 
Bank Computer system 0.0 0.0 0.0 
Individual Customer 33.3 28.6 0.0 
Um:eI;X>rted 0.0 42.8 2.8 

TOTAL 100.0% 100.0% 
I 

100.0% 
, 

--- J ! 

Error Leading 
To Exposure 

Without Loss 
(N=86) 

16.3% 
31.5 
7.0 

12&8 
4.6 
0.0 
0.0 
5.8 
1.2 
0.0 
1.2 
0.0 
9.2 
0.0 
9.2 
1.2 

100.0% 

83.8% 
7.0 
2.3 
2.3 
0.0 
4.6 

100.0% 
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Bank B with $20,000. Bank B informed Bank A 
that the true beneficiary was a customer of 
Bank C and not Bank B. (Correspondent Banks B 
and C are owned by the same holding company 
but, in fact, are independent banks.) Bank B 
advised Bank A that it would credit Bank C. A 
few days later, Bank A, not realizing that 
Bank B had properly completed the transfer, 
debited Bank B and credited Bank C. Thus, the 
beneficiary had been credited twice. 
Realizing their error, Bank A re-credited Bank 
B, but was unable to collect the $20,000 from 
the beneficiary, despite legal proceedings. 
Bank A thus sustained a loss of S20,000. 
Often, the benef iei ary pockets all or pa rt of 
the enrichment by physically absconding with 
the funds, by refusing to return them on the 
grounds that they were owed the funds by the 
sender, or by feigning ignorance and spending 
the funds. In these instances, an honest 
mistake -- which may be nothing more than a 
typographical error, a misplaced digit, or an 
error in considering, say, pesos as dollars -­
makes possible the commission of a fraud -­
perhaps, by a heretofore honest beneficiary. 
Even when the bank which stands to sustain the 
loss recovers all or the majority of the 
principal, there can be associated costs such 
as legal fees, interest and personnel time. 

It should be noted that given the state 
of computer technology, the above cited 
clerical errors could be minimized. As 
examples, the computer could be programmed to 
alert wire transfer clerks when a message has 
been duplicated within, say, the last 24 
hours. To minimize the risk of an error when 
transfers are initiated by telephone, the 
computer could print the dollar amount of the 
transfer in words on the screen and the clerk 
could then read the value to the customer for 
verification. For repetitive transfers, the 
computer could store in its memory partially 
comp1 eted data screens so that th e c1 erk only 
needs to fill in the value of the transfer, 
hence minimizing the amount of data entry and, 
therefore, the risk of error. Additionally, 
the computer could map the network-specific 
codes into a common format so that the clerk 
only has to deal with a single format for all 
wire transfer networks. In sum, the computer 
should not only automate previous manual 
functions b~t also be programmed to assist in 
their execution. We also make this 
observation in section 3.2, where we note that 
~roper use of computer technology -- including 
lmmediate posting of all transactions and 
real-time hot carding -- could reduce ATM 
fraud. 

A related issue is that automated systems 
require new procedures, different than those 
for the slower, labor-intensive manual 
systems. In fact, the renowned SlO million 
Rifkin heist was due to inadequate procedures 
or controls in the central wire transfer room. 
As an illustration, Exhibit 4.4 first 
identifies the current procedures that 
dominate the wire transfer area: it is 
strictly a one way flow of information with no 
effective checks and controls. The desired 
procedUres depicted in the same exhibit add 
several "feed-back" steps to the current 
procedures: these steps stress both checks and 
controls. Although more cumbersome, the 
desired procedures would undoubtab1y reduce 
the incidence of both errors and frauds. 
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The above mentioned computer programs and 
desired procedures would certainly have 
prevented the majority of incidents in our 
study sample. Yet, it is interesting to note 
that banks today seem to be more concerned 
about developing procedures to guard against 
the type of fruadu1ent incidents not present 
in our study sample, namely those dealing with 
electronic attacks on the computer or the 
telecommunications system, as well as other 
~techno10gica11y sophisticated" frauds [Misra, 
1984J. At the r'edera1 level, the Treasury 
Department recently issued a directive 
requiring all Federal electronic fund 
transfers to be "authenticated or 
electronically sealed" [Government Data 
Systems, 1985J. The financial community is 
clearly fearful that the public's increasing 
computer literacy will render wire transfer 
systems more vulnerable to technologically 
sophisticated fraud, This observation is 
supported by our attitudinal survey, as 
detailed in Section 4.3. 

BKQosure and~ 

As summarized in Exhibit 4.5, the 175 
wire transfer incidents for which there were 
exposure information resulted in an average 
bank exposure per incident of $942,450 with a 
maximum of over S37 million. This average is 
somewhat misleading since, as pointed out in 
Exhibit 4.6, the average exposure in recent 
years has been approximately Sl.6 million, 
which is lower than the 2.3 million average 
FedWire transaction amount indicated in 
Exhibit 1.6. 

Returning to Exhibit 4.5, a surprising 
statistic is that the average exposure for 
those incidents with no bank loss is 59.1 
times that for incidents with some bank loss: 
while it might be expected that in incidents 
with large exposures the bank would make every 
effort to recover the funds, the 59.1 factor 
is significant. Indeed, the size of this 
factor might lead on~ to conjecture that 
incidents with large exposures and subsequent 
losses -- although undoubtedly few -- were not 
provided to the study. Interestingly, a 
similar difference in exposure amounts exists 
between domestic and international incidents, 
with the average domestic exposure being 41.5 
times greater than the average international 
exposure. 

As defined earlier in Section 3.2 for ATM 
incidents, the exposure time in wire transfer 
incidents is equal to the total elapsed time 
between the date of incident occurrence and 
the date the bank is notified or becomes aware 
of the incident. As is the case tilth ATM 
incident£, a reasonable hypothesis is that the 
longer the exposure, the greater the expected 
loss. This hypothesis is confirmed by the 
figures in Exhibit 4.5 where incidents with 
some loss had an average exp03ure time of 158 
days, which was 4.8 times longer than the 
average exposure time for incidents with no 
loss. When analyzed by jurisdiction, however, 
the hypothesis is not supported since, 
international incidents, while being exposed 
2.8 times longer than their domestic 
counterparts, experienced an average net -­
following recovery -- loss of $12,429, a 
figure 57.5 percent less than that of domestic 
transfers (see Exhibit 4.7). 



Exhibit 4;4 

Wire Transfer: Current and Desired Procedures 

Current Procedures 

Custcner A Custorrer B 

I 

.' GJ 
o rder Advice 

- @ Funds , I 
~ 

Bank A 
... 

Bank B 

I 

Desired Procedures 

® .--
" Customer A Customer B 
.-.... 

I \ ® 
® 

® 11\ 

CD G) 
© Order ADvice © 

\ \ I 

...... 
@ Funds .... - Bank A 

... 
Bank B 

... ~ ....... 

© --

A: Invoice; B: Request For Pay; C: Receipt 
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Exhibit 4.5 

Wire Transfer; BanK Exposure and Days of Exposure m Loss Dismsition and Jurisaiction 

- - - --~-~---.-.-

Wire Transfer 
Incidents Bank EXPJsure Average Number 

of Days 
category Number Coll.mm % r<iinimum Average Maximun of EXPJsure 

.-- - 1--

Loss Disposition 

Some Bank Lo ss 91 52.0% $30 $ 32,600 $ 315,000 158 

No Bank Loss 84 48.0 $30 $1,928,120 $37,357,000 33 
-

Jurisaiction; 

Domesti c Inc ident 106 60.6% $30 $1,531,705 $37,357,000 57 

Internationa 1 Incident 69 39.4 $30 $ 37,216 $ 380,000 161 

All Incidents 175 100.0% $30 $ 942,450 $37 ,357,000 98 
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Exhibi t 4. 6 

Wire Transfer: Average Bank Exp:>sure Qr Year of Incident Occurrence 

Year of Occurrence Number Average Exposure 

1979 or before 15 $ 33,726 

1980 25 30,127 

1981 37 128,780 

1982 34 1,756,624 

1983 33 1,606,444 

1984 31 1,489,252 

~ 
I' , , 

69 



'i1"'1'1:'>"1""'H~I'''.'~.P-'-'-''f_''_-''''''"'_''''''-' "."~-.. ,_q:::;;:~;.;;:.:-.-..:;-:-;-:-;:-;:~"",, ... ~.~,,<>, ·'''''''''·>'4~''''·",,~;C'\''''''."9.c-:'''~·-·'''''--''_''''''~f·~-:--''''''·''''<''--f'~.o.:'-<''';~''''''''~''-'·'''''t«~·,)'<,<O'lt',..,f.'''''C':-~'':-'''''''-;>;'.-~",':. .'''''/, ........ ~...,."f;<''.;m~,,.,,.,''1-'1':''!::'_''O'~!Wf'l'Jf''''''n1.~-::~!,~~~~~~~~~~~~~4'':'.,::.~~~it!I'I<t',',";,,'~~ .. ' 

-..J 
o 

I 

Exhibit 4.7 

Wire Transfer: Bank_Losses l::v Reooyety Disp:>sition and Jurisdiction 

Wire Trarlsfer 
Incidents Net Bank Loss 

category Number Column % Minimum JI.verage 

Recovery Disposition: 

Some Reoovery 30 33.0% $ 0 $16,145 

No Recovery 61 67.0 $30 $17,111 

Jurisdiction: 

Domestic 41 45.1% $ 0 $21,611 

International 50 54,,9 $ 0 $12,429 

All Loss Incidents 91 100.0% $ 0 $16,793 

i 
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Maximum 

$279,933 

$200,000 

$279,933 

$200,000 
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Exhibit 4.7 summarizes the wire transfer 
losses in the 91 incidents in which the bank 
sustained a loss. The average net loss in 
these incidents is $16,793. One might think 
that, given wire transfer incidents are rare, 
bankers would not be overly concerned with the 
$16,793 figure. Indeed, the key issue in this 
EFT technology is not so much actual loss 
experience -- even though the maximum incident 
loss in our study sample was S279,933, a 
siz abl e figure under any ci rcumstances -- but 
potential losses/ which as shown in Exhibit 
4.6/ could have averaged $1.6 million per 
incident during the past three years. This, 
more than anything else, instills fear in the 
bankers. 

ATTITUDEL,TOWARD WIRE TRlINSFELF.B,MID 

As indicated in Section 4.1, we mailed a 
questionaire (L e., the Attitudinal Data 
Collection Instrument contained in Exhibit 
A.5) to 155 attendees of the 1983 BAI Money 
Transfer Developments Conference. We received 
73 (Le., 47.1 percent of 155) completed 
questionaires -- an excellent response rate. 
Of the 73 respondents, 78.1 percent were wire 
transfer managers, and, surprisingly, 47.9 
percent identified themselves and indicated a 
willingness to provide incident-level data. 
This further encourages one to believe that 
consistent and accurate data on wire transfer 
fraud and loss can be collected. 

In the remainder of this section, we 
consider certain characteristics of the 
respondents, their attitude concerning the 
causes of wire transfer fraud and loss, and 
their fear of fraud and loss, followed by a 
review of the reactions to our survey 
findings. 

Respon~~~acteristi~~ 

Looking more closely at the 
characteristics of the responding banks, 
Exhibit 4.8 describes them in terms of their 
wire transfer volume, value and losses. That 
these are major financial institutions is 
borne out by the average of 2,072 wire 
transfers per day, although this figure is 
somewhat less than the Panel bank's average of 
3,343 transfers per day, as reported in 
Section 2.3. In terms of dollar volume, the 
respondents average $7.6 billion per day, 
ranging as high as SIlO billion. 

In light of the incidents reported by our 
Panel banks, the average annual loss of 
$23,327 estimated by the respondents is not 
surprising: given an average loss per incident 
of $16,793 (see Exhibit 4.7), this translates 
to 1.4 loss incidents per year per bank that 
reported a loss. Nevertheless, despite the 
absolute sizes of the current and projected 
losses, it is important to observe that the 
banks are projecting a significant 69.5 
percent increase in their annual losses in 5 
years. This finding supports the observation 
made in Section 4.2 that ther~ exists a high 
level of fear of fraud and loss among members 
of the wire transfer community. 

Causes of Fraud and Loss 

When asked to identify the current and 
future causes of wire transfer fraud and loss, 

71 

the respondents gave the answers summarized in 
Exhibit 4.9. As with the incidents reported 
by the study Panel banks, duplicated messages 
and related errors figure prominently in their 
responses. While these causes are proj ected 
to remain fairly constant -- albeit at a high 
level -- in 5 years, the more technical causes 
such as message alteration, password and test 
key compromising, and database alterations are 
proj ected to increase sUbstanti ally. One can 
conclude from these findings that the banks 
are expecting un increase in the level of wire 
transfer fraud and loss, as well as an 
increase in the sophistication with which the 
fraud is perpetrated. 

Fear of Fraud and Loss 

In conversations with wire transfer 
managers and bank officials, we detect 
considerable concern or fear about being hit 
with large wire tranfer losses, even though 
their own banks might not yet have experienced 
one. The question arises as to whether thei r 
fears would be any different if they had 
experienced at least one wire transfer loss 
versus not having had any such experience. 
Surprisingly, Exhibit 4.10 shows that those 
with no loss experience are more than twice as 
concerned about the contribution the stated 
causes would make to wire transfer fraud and 
loss than those with loss experience. 
Consequently, the current fear among wire 
transfer managers and bank officials is 
greater than warranted, according to those who 
have experienced wire transfer loss. This is 
certainly a revealing finding: it should 
provide comfort to the banking industry. 
Indeed, based on the results documented in 
Section 4.3, the banking industry should be as 
concerned about ATM fraud as it seems to be 
about wire transfer fraud. 

.B..e.2J;.ti.QD.-t 0 S u ry ey .Ei..ndiD.9.S 

AS,noted in Section 2.2, we presented the 
findings of our attitudinal survey -- together 
with our wire trasnfer incident data analysis 
-- at the 1984 BAI Money Transfer Development 
Conference. Being the first presentation ever 
to focus on fraud-related statistics, it was 
one of the best attended sessions at the 
Conference. The BAI was pleased with both the 
turnout and the substance of the report, and 
the daily financial newspaper American Ba~ 
was sufficiently impressed so as to run the 
Ferris [1984] article of the presentation as a 
cover-page story. The attendees were quite 
impressed and expressed agreement with our 
findings, in particular our finding that the 
fear of wire transfer fraud is greater than 
actual losses would warrent. 

As a result of the presentation, several 
attendees volunteered to provide data on their 
wire transfer incidents. Additionally, many 
attendees asked to be put on the mailing list 
for the final study report. 
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Exhibit 4.8 

Wire Transfer; SUITE¥ Findings W Bank Background and Loss Estimates 

Number of LCM Average High 
category Resp:mdents Figure Figure Figure 

_. 

Bank Background: 

Daily Number of Transfers -per Bank 72 50 2,072 30,000 

Daily n>llar Volume of Transfers 69 $800,000 $7.6 billion $110.0 bill ion 
-per Bank 

Loss Estimates: 

Current Annual Loss per Bank 35 $100 $23,327 $215,000 
(That sustained a Loss) 

Annual Loss -per Bank (That 28 $100 $39,548 $500,000 
Expects a Loss) 5 Years Fran Now ! 
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Exhibit 4.9 

Wire Transfer; Survey Findings Q{ causes of Current and Expected Fraud and Loss 

Percent of Resp:mdents Indicating That 
The Stated Cause: 

Number "Currelftly ~ill in 5 Years 
of Contributes Contribute 

Cause Respondents to Fraud and Loss" to Fraud and Loss"* 

Call-Back Failure 45 53.3% 71.1% 
Collusion (Internal) 38 28.9% 55.3% 
Collusion (External) 37 37.8% 59.5% 
Data Line Compromise 39 25.6% 43.6% 
Entry !Qsted to Wrong AccOlmt 50 84.0% 86.0% 
Insufficient Funds 45 53.3% 53.3% 
Message Altered 42 26.2% 40.5% 
Message Duplicated 46 80.4% 71.7% 
Misuse of Passvord 44 29.5% 38.6% 
Payment Without Proper I. D. 41 41.5% 48.8% 
PIN Compromised 36 25.0% 36.1% 
Test Key Comprornised 41 17.1% 39.0% 
Unauthorized Access to Operations Area 46 19.6% 26.1% 
Unauthorized Alteration of Database 36 22.2% 41.7% 

OlERALL - 38.9% 50.8% 

* Assuming no new fraud prevention measures are aoopted in the interim. 
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Exhibi t 4.10 

Wire Transfer: SUIYE;Y Findings Izl Current Loss Experience 

Banks With Current Loss Banks With No Current Loss 

Percent of Resp:m- Percent of Resp:m-
dents Indicating that dents Indicating that 

NlIDlber the stated Cause NlIDlber the Stated Cause 
of "Currently Cbntributes of "Currently Cbntributes cause Resp:mdents to Fraud and Loss" Resp:mdents to Fraud and Loss" 

Call-Back Failure 30 33.3% 22 72.7% 
Cbl1usion (Internal) 28 7.1% 20 50.0% 
Collusion (External) 29 31.0% 17 58.8% 
Data Line Cbmpranise 28 0.0% 21 47.6% 
Entry Passed to Wrong Account 32 87.5% 22 72.7% 
Insufficient Funds 29 51.7% 22 50.0% 
Message Altered 30 6.7% 21 47.6% 
Message Duplicated 32 71.9% 22 68.2% 
Misuse of Password 30 1607% 22 50.0% 
Payment t-lithout Proper I. D. 29 20.7% 21 57.1% 
PIN Cbrnpranised 27 3.7% 20 45.0% 
Test Key Cbmpranised 30 6.7% 18 33.3% 
Unauthorized Access to 30 3.3% 22 36.4% 

Operations Area 
Unauthorized Alteration of 28 3.6% 22 36.4% 

Database 

OlERALL - 24.6% - 1:\1 QQ. 
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5 CON CLl).s.IQll 

~ summary of the major study results, a 
modeling of EFT fraud from a risk perspective, 
and a discussion of future research efforts 
are contained in Sections 5.1 through 5.3, 
respectively. 

This report documents a pilot effort at 
assessing the nature and extent of electronic 
fund transfer (EFT) fraud. Prior to this 
effort, the available information has been 
limited to newspaper accounts of celebrated 
incidents or analyses of questionaire surveys 
with low returns. The effort is based on an 
alternative approach of obtaining valid and 
consistent fraud data -- directly from a panel 
of banks. with the support of the Association 
of Reserve City Rankers (ARCB), WI"! were able 
to convene a Study Panel of Hi banks, from 
whon we obtained incident and summary fraud 
data on two of the most widely used EFT 
technologies -- automated teller machine (ATM) 
and wire transfer. 

The results of this effort have 
demonstrated first and foremost that the Panel 
approach is viable. The willingness of the 
banking community to participate in the effort 
and the enthusiasm generated by th e r esul tant 
findings are evidenced by the following 
events: 

An unexpectedly high percentage of 
the invited banks chose to 
participate in the study. We had 
originally invited 18 banks to 
participate, hoping that 12 would 
accept. In the end, 16 banks 
accepted our invitation. 

The Study Panel banks have prov ided 
over 4,000 AT~ incidents and over 
200 wire transfer incidents, as well 
as important summary data on ATM 
fraud and loss. 

Nearly half of the respondents to an 
attitudinal survey of wire transfer 
managers have indicated their 
willingness to participate in future 
fraud-related data collection 
efforts. 

The two study-related Special 
Reports published by the Bureau of 
Justice Statistics (BJS) have 
received coast-to-coast radio, 
newspaper, and television coverage. 

The banking community has expressed 
great interest in this study, as 
evidenced by our well-received 
presentations at conferences 
sponsored by the Bank Administration 
Institute (BAI) and the American 
Bankers Association (ABA). 

Before summarizing the key study 
findings, we should reiterate that this ha.s 
been a pilot study and all findings should be 
regarded as preliminary. Obviously, a l6-bank 
panel cannot be representative of the more 
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than 14,000 commercial banks in the U.R. 
Moreover, the Panel banks are all ARCB-member 
banks, each with assets of over $1 billion. 

are: 
In regard to ATM fraud, the key findings 

In 1983, it is estimated that there 
were 2.7 billion ATM transactions 
(1. e., withdrawals or deposits) 
invol v ing $262 bill ion. Acti vi ty 
increased in 1984 to 3.0 billion 
transactions, resulting in a dollar 
volume of $291 billion. 

Because of the requirement of 
Federal Regulation E (Reg E), 
detailed fraud-related information 
is available at banks for those ATN 
incidents involving an accountholder 
complaint. Less complete records 
are maintained on incidents 
involving only bank complaints. 

The Panel banks supplied 2,707 1983 
and 1,480 1984 AT~ incidents, 42 
percent of which were determined to 
be potentially fraudulent, 
involving, as examples, unauthorized 
use of lost or stolen cards, 
overdrafts, and "bad" deposits. 

In most respects, the 1984 ATM 
incidents are comparable to those 
for 1983: any differences cannot be 
interpreted as a trend but could 
most 1 ikely be accounted f or by th e 
year-to-year variation in the 
underlying statistic. 

Lost or stolen cards are the leading 
cause of ATM fraud and bank losses. 
Present in many of these incidents 
is accountholder negligence, which, 
partially because of Reg E 
requirements, is contributing to 
bank losses. 

Banks could reduce ATM fraud by 
effectively utilizing computer 
technology when designing their ATM 
systems. 

Bank losses per incident are small 
(roughly $200 per incident), but 
scam-related incidents in the study 
sample underscore the potential for 
large single-incident losses (in the 
thousands of dollars). 

The annual nationwide bank loss due 
to ATM fraud is estimated at between 
$70 and $100 million. On a per 
tra' .. saction and dollar volume basis, 
ATM fraud losses are significantly 
lower than credit card fraud losses. 

In regard to wire transfer fraud, the key 
findings are~ 

In 1984, roughly $668 billion per 
day was transfered over the FedWire 
and CHIPS networks alone, 
representing a 48 percent increase 
since 1980. 



Data collection in the wire transfer 
area was more difficult than in the 
ATM area, primarily because wire 
transfer frauds are rare and there 
is no formal mechanism -- like Reg E 
-- for documenting them. As a 
result, the extent of wire transfer 
fraud could not be estimated, as 
summary data on wire transfer fraud 
and loss could not be readily 
obtained. 

A total of 207 wire transfer 
incidents occurring in the past six 
years were obtained from the Panel 
banks. Not surprisingly, the vast 
majority of the incidents are errors 
leading to either fraudulent 
absconding with funds or exposure 
without loss of principal, as 
opposed to intentional fraudulent 
acts. 

As in the ATM area, computers could 
be used more effectively to prevent 
wire transfer fraud, especially 
those resulting from clerical 
errors. 

The exposure (i.e., potential loss) 
per wire transfer incident averaged 
S942,450. However, if one considers 
only those incidents occurring 
within the past three years, the 
average exposure would be $1.6 
million. 

Wire transfer managers are 
projecting a significant increase in 
their annual fraud losses in the 
next five years, thus supporting the 
observation that there exists a high 
level of fear of fraud in the wire 
transfer community. 

According to wire transfer managers 
who have experienced wire transfer 
frauds, the current fear of fraud is 
greater than warranted. Indeed, the 
banking industry should be as 
concerned about ATM fraud as it 
seems to be about wire transfer 
fraud. 

Finally, the detailed data collection 
instruments which have been used in this pilot 
effort have been developed to (i) facilltate 
data collection, coding and analysis: (ii) be 
straightforwardly adopted in an operational 
environment (so that they could be used by the 
banks for administrative and investigative 
purposes): and (iii) be easily impl emented on 
a computer (as we did for analysis purposes). 
Future efforts to collect EFT fraud data can 
obviously benefit from these instruments. 

In conclusion, it should again be stated 
that in addition to providing insight on the 
nature and extent of EFT fraud, this pilot 
effort has shown that valid and consistent 
data can be obtained directly from banks and 
that a larger panel, one that can provide an 
on-going source of information on EFT fraud, 
could and should be estab~ished. 
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~-BlpK MORELING 

The content of this section should be 
regarded as preliminary and developmental in 
nature. It reflects the results of a self­
imposed task that grew out of our review of 
EFT security controls and procedures at the 
Panel banks. More specifically, we noted that 
the system of controls and procedures vary 
widely from bank to bank, with each system 
having its own particular strengths and 
weaknesses. The question arises as to which 
system is "better" -- that is, which system 
has the lowest risk-to-fraud. Consequently, 
building on a previous effort [Tien and Cahn, 
1983J, we sought to develop a sound analytical 
framework to model the risk-to-fraud of EFT 
systems. Such a framework would allow 
different systems to be compared and 
hypothetical systems to be evaluated. 

The remainder of this section consists of 
three parts: the risk model, the risk 
measurement process, and an example risk 
analysis. 

In addressing the concept of risk within 
the general context of EFT fraud prevention, 
it is helpful to identify a specific context, 
even though the discussion is applicable to 
any EFT fraud prevention context. Inasmuch as 
our data is more complete in the ATM area than 
in the wire trasnfer area, it is appropriate 
to focus on the ATM fraud prevention problem -
- in particular, the unauthorized use of a 
lost or stolen card, which is the leading 
caUse of ATM fraud. 

The risk model developed herein is based 
on the recognition that an EFT fraud (in this 
case, an unauthorized use of a missing card) 
can be prevented or mitigated at three 
possible points during the commission of the 
fraud. First, the fraud attempt may not even 
be made if, for example, the WOUld-be 
erpetrator realizes that his or her chancep of 

being apprehended outweiqhs his or her 
potential gain from the fraud. 7'hus, having 
all ATMs on the bank's premise or equipping 
the ATMs with cameras might serve to deter a 
fraud attempt. Second, even if a fraud 
attempt is made, it is possible that the 
perpetrator may not be able to gain access to 
the account because of, for example, a "front­
end" security measure (e.g., PINs). Third, 
even if the perpetrator gains access to the 
account, it is yet possible that an "on-line" 
security measure (e.g., a daily withdrawal 
limit) could minimize the adverse financial 
consequences. 

The above three steps of a fraud 
commission can be measured by the following 
three variables, respectively: 

(i) ~elihood [L(n)J: probability that 
n fraud attempts are made in, say, a 
one year period. 

(ii) Vulnerabi.l..i..ll [VJ: probability 
that, given a fraud attempt, the 
attempt is successful. 

(iii) .c.Q.S.t [CJ: cost or loss, given that 
a fraud attempt is successful. 



Mathematically, it can be shown that the 
expected number of attempted frauds per year 
is equal to: 

co 
E[Attempted Frauds] = LnL(n) (5.1) 

n=o 
Similarly, the expected number of successful 
fraud attempts per year is equal to: 

co 
E[Sucessful Frauds] = LnL(n)V (5.2) 

n=o 
The risk-to-fraud -- R -- can then be defined 
as the expected cost or loss due to all 
successful frauds per year, and it can be 
shown to be equal to: 

co 
R = E(Fraud-Related Cost] = LnL(n)VC 

n=o (5.3) 

In sum, a fraud prevention system would 
attempt to minimize the risk-to-fraud by 
implementing measures which would decrease 
either L, or V, or C, or any combination of 
the three: for example, effective hot carding 
procedures might impact all three risk 
components. 

Although intuitively satisfying, the 
model rep res e n ted by (5.3) is act u a 11 y a 
simple v~rsion of perhaps a more complex -­
and, hopefully, more realistic -- model. For 
example, the model assumes that the 
vulnerability of a bank to any fraud attempt 
is the same. However, it might be more 
realistic to asaume that there is a "learning 
process" so that the bank becomes less 
vulnerable with each attempted fraud: in such 
a case, V would be a function of n, the number 
of fraud attempts per year. Similarly, C 
could also be a function of n. Another level 
of complexity might be the potential 
interaction between the variables L, V, and C. 
Yet, irrespective of how simple or unreal the 
model represented by (5.3) might be, it still 
does provide at least an initial framework for 
evaluating the security of an EFT system. 

]~~ Measurement 

While the risk model represented by (5.3) 
may be mathematically simple and 
straightforward, applying the mode: was more 
difficult. First, we had to identify the 
specific measures which can impact each of the 
risk components. These measures are listed in 
Exhibit 5.1 in the context of a risk 
assessment instrument. It should be noted 
that inasmuch as this exercise is for 
illustrative purposes, we do not claim that 
the list is complete. Second, it was 
necessary to provide a measurement scale for 
each of the risk components and their 
associated measures. Even though likelihood 
and vulnerability, as defined above, are 
probabilistic concepts (and therefore, by 
convention, measured on a continuous scale 
between a and 1), we decided to employ a 
discrete scale from 1 to 5, for both 
likelihood and vulnerability, so as to 
facilitate the implementation of the 
instruments. (1'1 1 indicates very low 
likelihood/vulnerability, while a 5 indicates 
very high likelihood/vulnerability.) A 1 to 5 
scale was also employed for the cost measure. 
Obviously, the scoring of the likelihood, 
vulnerability, and cost measures in Exhibit 
5.1 are, to a large degree, subjectiver again, 
they are indicated for illustrative purposes. 
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For example, as shown in Exhibit 5.1, a 
customer-selected PIN selection strategy is 
scored lower (i. e., is viewed as less 
vulnerable) than a bank-assigned PIN selection 
strategy. One could certainly argue this 
scoring, but, as discussed in Section 3.2, our 
data is inconcl usive on this subj ect. Thi rd y 

while our risk model is based on obtaining the 
likelihood of n fraud attempts per year (for 
n=1,2, ... co ), we had to limit the likelihood 
assessment to that of a single fraud attempt, 
inasmuch as the assessment of a distribution 
of probabilities would have been overwhelming, 
especially given the preliminary nature of our 
investigation. 

Using the information we gathered 
informally through conversations with our ATM 
bank contacts, we were able to apply the risk 
model to two Panel banksl their respective 
scores ar~ indicated in italics in Exhibit 
5.1. 

.B.i.sk Analysis 

After completing the ATM Risk Assessment 
Instrument for the two Panel banks, we h ad to 
decide how to aggregate the individual measure 
scores within each of the three risk 
components or categories in order to obtain an 
overall risk score. One possibility was to 
take the arithmetic average of all the scores, 
which, by implication, means equally weighting 
all the associated measures. Another 
possibility was to apply different weights to 
each of the measures. For example, in the 
cost categorYr perhaps the "withdrawal limit 
per day" measure should be given a higher 
weight than the "number of transactions 
allowed per day" measure. A third possibility 
was based on a "weakest link" approach, 
whereby the value assigned to each of the 
three categories is the maximum of the values 
within that particular category. In the end, 
given the preliminary nature of our analysis, 
we decided to employ the simple arithmetic 
averaging scheme. Additionally, for 
convenience, we converted the 1-5 scale for L, 
V, and C into a 0- 1 scale for L (Le., 1 
corresponds to 0.00, 2 corresponds to 0.25, 3 
corresponds to 0.50, 4 corresponds to 0.75, 5 
corresponds to 1.00), a 0-1 scale for V, and a 
0-100 scale for C (i.e., 1 corresponds to 0,2 
corresponds to 25, 3 corresponds to 50, 4 
corresponds to 75, 5 corresponds to 100) I 
consequently, R, the risk-to-fraud measure, is 
also on a 0-100 scale, as it is the product of 
L, V, and C. 

Based on the scores contained in Exhibit 
5.1, the resultant - .arithmetically averaged 
-- risk-to-fraud statistics are presented in 
Exhibit 5.2. (For example, Bank A's 
Vulnerability scores in Exhibit 5.1, Questions 
2.1,2.2, and 2.3 are 3,2, and 1, 
respectively. The average of these three 
numbers is 2.0, which converts to 0.25 on the 
0-1 scale, as indicated by the conversion 
factors listed above.) Notice that Bank A has 
a lower score than Bank B in each one of the 
three categories, consequently, it has a lower 
overall risk-to-fraud score. Indeed, Bank A's 
ATM fraud loss ratios (Le., loss per 
transaction and loss per dollar volume) are 
lower than those for Bank B. While a lack of 
data precluded a risk assessment of all the 
Panel banks, it is unlikely that any of the 
Panel banks would have a large risk-to-fraud 



Exhibit 5.1 

ATM: Risk Assessment Instrument· 

Bank: I Bank AIBa~ 

1 LIKELIHOOD OF ATrEMPr rro USE ffiSSING CARD 

1.1 Bank Distribution system of cards and FINs 

1 = customer picks up card and FIN at bank 

! 113\ 3 = card and FIN mailed separately 

5 = card and FIN mailed together 

1.2 Location Qf ATMS! Lighting 

\
3/2

1 L. 

L3 Cameras 

1 = All ATMs on bank premise 

= All ATMs off bank premise with poor 
lighting 

1 = 80-100 percent of ATMs camera-equipped 
2 = 60-79 percent of ATMs camera-equipped 
3 = 40-59 percent of ATMs camera-equipped 
4 = 20-39 percent of ATMs camera-equipped 
5 = 0-19 percent of ATMs camera-equipped 

2 VULNBROOILrrY THAT UNAUWORIZED USER GAINS ACCESS ill ATM SYSTF.M 

2.1 Hot carding 

1 = 24-hour on-line hot carding 

5 = Business hour batch hot carding only 

78 
___ I 



Exhibit 5.1 

(page 2 of 3) 

2.2 Number of Inoorrect PIN tries allCMed 

1 = < 4 

5 = unl imi ted 

2.3 PIN Selection Schane 

1 = Custa:ner-sel ected f PIN unknown to bank 
personnel 

5 = Bank-assigned random nunber: PIN known 
to bank per ronnel 

3 COST OF SUCCESSFUL EliIrmY INW ATM SYSTEM 

3.1 Withdrawal Limit per DaY 

1 = $200 or less 

5 = unl imi ted 

3...2 Number of Transactions Allowed Eer ray 

1 = < 4 

5 = unl imi ted 
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~ 

{page 3 of 3} 

3.3 Prwieional CreCjj, t for lJep:>sits 

1 = Account not credited until check clears 

5 = Account credited at time of deposit 

3..4 Off-Line fb1~ 

1 = No off-line operation 

3 = Off-line operation with controls 

5 = Off-line operation without controls 

3.5 Hot carding 

1 = 24-hour on-line hot carding 

5 = Business hour batch hot carding only 

3.6 Ticklers 

1 = Generate fraud suspect list daily 

5 = No moni.toring of suspicious card activity 
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.Exhibi t 5,2 

p{IM; Bisk-to=Fraud statistics 

Scores Based On Arithmetic Average 
of Entries in Exhibit 5.1 

Bank LikE'~ihood Vul nerabil i ty Cost Bisk 

Bank A 0.50 0.25 33.3 4.2 

BankB 0.58 0.33 41.7 8.0 
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score: their scores would most likely be 
between 4.2 and B.O (i.e., the risk-to-fraud 
scores of Banks A and B, respectively). 

As mentioned earlier in this section, 
this model could certainly be made more 
complex. Additionally, the risk-to-fraud 
framework could be applied to other EFT fraud 
prevention settings, including wire transfer 
fraud, where one could examine the likelihood 
a fraudulent wire transfer is attempted, the 
probability (i.e., vUlnerability) the transfer 
is completed (including the probability of the 
money being successfully withdrawn from the 
banking system), and the cost of such a fraud. 
This is, of course, a possible area for future 
study, as are other areas considered in the 
following section. 

~EUTUBE EfFORTS 

While the findings of this study have 
been significant, there remain many areas to 
explore that can extend our knowledge of EFT 
fraud. One possible area, namely an attempt 
to systematically assess the risk-to-fraud in 
an EFT system, is proposed in section 5.2. 
several additional areas are briefly outlined 
below, each of which builds on and extends the 
results in this pilot effort. In terms of 
timing, it should be noted that each of the 
below efforts should be carried out for at 
least a two year period. 

study Panel: Nature of ATM and Wire 
Transfer Fraud. To gain better 
knowledge, as well as important 
trend information, about the nature 
of ATM and wire transfer fraud, 
incident data should be obtained 
from the current study Panel of 16 
banks. This would involve continued 
use of the ATM and wire transfer 
incident data collection 
instruments. 

Study Panel: Extent of Wire Transfer 
Fraud. As indicated throughout 
section 4, summary data on wire 
transfer fraud and loss is not 
readily available. In this effort, 
it is proposed that extensive work 
be undertaken jointly with the Study 
Panel banks to first establish a 
simple but consistent procedure for 
gathering summary data -- on wire 
transfer fraud and loss, as well as 
overall wire transfer volume -- on 
an on-going basis. Following 
implementation of the procedure, 
annual summary data should be 
obtained so that a preliminary 
estimate of the extent of wire 
transfer fraud could be determined. 

National Panel: Extent of ATM 
Fraud. In addition to reconvening 
the original Study Panel, another 
possible future effort would be to 
establish a large panel of perhaps 
100 financial institutions, 
including institutions other than 
commercial banks (e. g., mutual 
savings banks and savings and loan 
associations). Potential members of 
this National Panel could be drawn 
from the ARCB membership, or from 
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the ABA membership (which has 
ex~ressed an interest in expanding 
thlS pilot effort) or through a less 
formal mechanism. The larger 
National Panel would allow for a 
more statistically significant 
estimate of the extent of ATM fraud 
than the current Study Panel. 

National Panel: Nature and Extent of 
Wire Transfer Fraud. Inasmuch as 
wire transfer incidents are rare, 
the large National Panel could 
provide a sample of inciden~s that 
could be large enough to yield 
statistically significant results. 
Also, based on the data gathering 
procedure to be esta~lished in an 
above Study Panel effort, the 
National Panel could be requested to 
furnish summary wire transfer data, 
upon which a statistically 
significant estimate of the extent 
of wire transfer fraud could be 
made. 

ATM Regional Networks: Nature and 
Extent of Il.TM Fraud. This effort 
involves contacting several ATM 
regional networks and obtaining 
fraud-related data from a systems 
perspective. contacts with these 
networks could be made through the 
courtesy of some of the Study Panel 
banks which belong to such networks. 
As mentioned in Section 1.1, the 
number and importance of ATM 
networks has increased rapidly in 
the past five years. Several 
factors have provided impetus for a 
financial institution to form or 
join an ATM network, including 
lowering the cost of providing ATM 
services, providing more convenient 
services to its cardholders, and 
avoiding prohibitions against 
interstate banking. Also, smaller 
financial institutions, which could 
not afford the large initial costs 
of building their own ATM system, 
can now join an ATM network. The 
character of ATM fraud in a network 
environment should be investigated, 
including obtaining answers to such 
questions as: What security 
requirements are mandated of member 
banks of a network? In case of a 
fraud occurrence, what is the 
responsibility of the "host" bank 
which owns the ATM through which the 
fraud is committed? Likewise, what 
is the resonsibility of the "switch" 
which owns or operates the network? 
Al so, what is the responsi bil i ty of 
the "home" bank against which a 
fraud is committed? What are 
related legal issues (see, for 
examfle, Polmer and Epperson 
[1981 )? 

Wire Transfer Networks: Nature and 
Extent of Wire Transfer Fraud. 
Similar to the approach discussed 
above concerning ATM Regional 
Networks, this effort involves 
contacting one or more of the four 
primary wire transfer networks (see 
Section 1.1), discussing our wire 



transfer findings with them, and 
then obtaining some fraud-related 
system data. possible areas to 
investigate include: What secl1rity 
requirements are mandated of mf:mber 
banks of a network? In case of a 
fraud occurrence, what is the 
responsibility of the "sender" bank 
which initiates the wire transfer? 
Likewise, what is the responsibility 
of the owner or operator of the 
network? Also, what is the 
responsibility of the "receiving" 
bank which receives the wire 
transfer? What are related legal 
issues? 

POS Panel: Nature and Extent of POS 
Fraud. As discussed in Section 1.1, 
point-of-sale (POS) systems are on 
the verge of becoming a dominant 
force in the Nation's payment 
system. In addition, as ::;uggested 
in Exhibit 5.3, a full-scale POS 
system is actually a combination of 
the credit card and ATM systems, 
inasmuch as POS involves both retail 
purchases and immediate funds 
transfer between accountholder 
accounts. As such, POS would 
probably inherit the fraud-related 
problems of both these systems. The 
approach to assessing the nature and 
extent of POS fraud could be similar 
to the approach we have taken in the 
ATM and wire transfer areas. Study 
Pfnel banks and other financial 
institutions having extensive POS 
experience could be asked to join a 
POS Panel. In particular, as we 
have done in the ATM and wire 
transfer areas, both incident-level 
and summary-level POS data should be 
obtained f rom the POS Panel banks. 
Also, operationally-oriented POS 
data collection instruments -- which 
could be easily implem~nted on a 
computer --should be developed. 

Permanent National Panel: 
Institutionalization of EFT Fraud 
Measurement. It is obvious that 
specially-tailored studies on EFT 
fraud cannot continue to be 
undertaken indefinitely. What is 
needed is an on-going mechanism for 
assessing or measuring the nature 
and extent of EFT fraud -- in 
particular, in the ATM, wire 
transfer and POS areas. To this 
end, we propose that the National 
Panel be maintained on a permanent 
basis, and financial institutions 
rotate through the Panel on, say, a 
five-year basis (i.e., every year, 
20 percent of the Panel would be 
replaced). This Permanent National 
Panel would have to be housed in a 
national banking organization, which 
would be responsible for undertaking 
the analysis of the fraud data 
prDvided by the Panel banks. 
certainly, the data colledtion 
instruments and procedures developed 
in this pilot effort should help in 
the proposed institutionalization 
effort. Indeed, the permanent 
National Panel would accomplish what 
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our study has taken a first step 
toward: providing a formal 
mechanism to measure EFT fraud on an 
on-going basis. 



e Access Mechanism 

• Credit Card 
Authorizat.ion 

" National 
Negative File 

" Charge-Back or 
Refund 

• Cash Withdrawal 

• Check Deposit 

., Balance Inquiry 

• Funds Transfer/ 
Direct Debit 

CD Hot Carding 

48 Check 
Authorization 

Exhibit 5.3 

POS: As Canpared With Credit Card and ATM 

{;re(lit Card 

• Credit Card/ 
Signature 

• By phone, for 
purchases above 
a specified 
arrount. 

• Requires timely 
update. 

• Posted on next 
rronthly bill. 

Automatic Teller 
Mach me (ATM) 

• ATM Card/pIN 

CD Limited to a 
prest;:ecified 
arrount per day. 

• Permitted • 

• Permitted. 

f} Permitted be­
tween customer's 
own accounts. 

• Requires timely 
update. 
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Point-of Sale (PQSl 

• ATM Card/pIN 

• By terminal, for 
purchases above 
a certain amount. 

• Requires timely 
update. 

" Requires immediate 
posting in customer's 
account. 

• Permitted only through 
purchases. 

" Permitted between 
custaner and merchant 
accounts. 

• Requires timely 
update. 

" Permitted. 
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Five exhibits are contained in this appendix: they consist 
of the data collection instruments used in this study (i.e., ATM: 
Incident Data Collection Instrument, ATM: Summary Data Collection 
Instrument, Wire Transfer: Incident Data Collection Instrument, 
Wire Transfer: Summary Data Collection Instrument, and Wire 
Transfer: Attitudinal Data Collection Instrument). Where 
meaningful, the number of responses, as well as the resultant 
distribution and average or mean, are displayed in italics. 
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Exhibit A.I 

ATM: Incident Data Collection Instrument 

'l1"lis form is in 5 tarts: Parts A (Background) and B (Transaction and Disposi­
tion must be completed for every error/claim; Part C (Dep::lsit-Related Informa­
tion) IlllSt be completed if the error/claim irNolves a distmed O:!p:>sitr Part 0 
(Withdrawal-Related Information) must be completed if the error/claim i.rrv'olves 
a disputed withdrawal, and Part E (Regulation E Requiranents) Il1.1St be cx::rnplet­
ed if Regulation E applies. FUrther, the right-hand side of the form has been 
set aside for entering the correSFOnding dates and narrative information. 

1. case No. : ____________ _ tate Rep::lrt Tak.en:--I--I_ 

2. lIccountholder (AIm Information 
Name: Sex: "'=35£16 Po= 51.1~ 
Address: F= 48.9 

TeleFiJone: Hane Work ..... ___ _ 
card Nunber: ____________ _ 
Nunber of cards Issued: ______ _ 

4. AIR's Bank Contact 
Brandl Identifier : _________ _ 
Name/Position of Cbntact: _____ _ 
~eFiJone: _____________ _ 

S. Reas:m for Initiating Error/Claim ",=4185 
IF Affi=Initiated: 

Lost/stolen/Missing Card 0.2% 
Dep::lsit Not Credited i'4:4 
Dep::lsit Credited, But Erroneously 2.8 
Shorted/Over on Withdrawal 

(Dispensing) 26.0 
Shorted/Oler on Withdrawal 

(Posting) 3.8 
Unauthorized withdrawal (s) 4r2 
Other U 

IE Bank-Initiated: 
Overdraft 6.0 
Empty EnvelOpe Dej:Osited 0.9 
}\mount Lej:Osited Different Than 
~at Indicated on EnvelOpe and/or 
'That Reyed Into A'IM !Z.:.J 

Oncoll ectabl e OJ eck Dep::lsi ted ..!h§ 
stolen/Fraudulent Cleek Dej:Osited ..l...J 
Other __________ ..Q.,J. 
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tate Contact 11300:--1--1_ 

Date 1nitiated:---f--l_ 
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Exhibit A.I 

(page 2 of 6) 

6. Has l\IB O:lrnpleted An Affidavit (or 
Equivalent)? Yes 40. 6:' ~~ 4 

N=3849 

rate Affidavit (or Equivalent) 
Signed:----' ----'_ 

B. TRWSllOOOO MID DISPOOITIOO 

7. Transaction History: 

8. 

9. 

TRANS. TRANS. ATM./ AMOUNT A/H STATES: A.'10UNT POSTED POSTING BANK 

T'fPE
1 

DETERM. a DATE/TIME WHOSEATH? PEPOSITEC WITHDRAWN (+/-) DATE 

~Transaction ty{:e: 0 (dep:>sitJ or W (withdrawal, including overdrafts) 
For eadJ di5p.lted transaction, bank determines if: A (authorized) or (J 
(unauthorized) 

Disp:>sition Surrnary 

Information Cbncerning Initial 
Disp:>sition Amounts N=1393 

a. IE AIR's 0 aim was PaTti aJ ly or 
Cbmgletely D:mied, 'Ihe Reason ~las: 
FIIH Cbnfused or Withdrew Claim ~~ 
Fl/H Had Card In Possession and 

Mlde Transactions 26.3 
Fl/B Had Card In Possession But Did 

Not H3.ke Transactions 11.4 
Fl/H Revealed PIN to Person 4.3 
Fl/H Claimed PIN was Secure M 
Fl/H Cbuld Not PrO/ide Sufficient 

Information 3.7 
Bank Had No Rerord of Transaction(s)8.8 
Other 13.4 
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rate of Initial DiSfOsition: 

----' ----'-

rate of Final DisfOsltion: 

----' ----'-
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b. Did Regulation E Liability AffectNc2?86 
Disp:>si tion Amounts? YeslL..4No~ 6 

10. Which EXTent Occurred Between Initial 
and Final Disp:>si tions? N=3628 

AIR Acceptea Ini tial Disp:>si tion 
(1. e., No Further Action) flL..1% 

AIR Apt:ealed to Higher Bank AuthorityL..P 
1\IH lIpt:eal ed In Court .£:..P 
1I/R and Bank Settled Out-of-Cburt .£:..p 
Bank Turned Claim Oler to Collection 

Agency 0.1 
Bank Reconsidered After Further 

Investigation 0.5 
Other To 

11. Other D=p;lrtrnent (s) In the Bank That '1llis 
Error/Claim Ras Been Referred To: N=511 

Security/Investigations Office ~;. 
Other ~ 

C. PEID2I'1'=RFIA'W_~ 

12. 03use of D:!r:osit-Related Error/Claim N=734 
1\IH D:!r:osi ted DnF*-y Envelope ...§.Jl'; 
1\IR D=r:osited in Wrong Account l..L..§ 
1\18 D:!r:osi ted 1ImOlIDt Different Than 

That Indicated on Envelope and/or 
'!hat Keyed Into ATM ~ 

1\IH Der:osited Oncollectahle Cleek .i:J3 
1I/R D=r:osited Stolen/Fraudulent Cleck2..:.? 
1I/R Confused - No Error 22.9 
Bank Posted Incorrect Amount ~ 
Bank Posted to Wrong hcoount ~5 
Person Other Than AIR Made Bad 

Deposit 15.7 
Other 9.2 I 

D. lmEJ)R.lJXNc ~---1l®R11''.!."':lW 

13. cause of Withdrawal-Related Error/Clc~m 
IVR Had Card Lost/stolen (Causing 11'=3277 

unauthorized Transaction) ~% 
IVR Had Card In Possession But 

Transaction Unauthorized 1~ 
1\I'H Withdrew Against Insufficient! 

Bad Per:osit (Causing OVerdraft) 2.0 
A/R Confused - No Error iT.l 
Bank's Comp.lter Wag Off-line 

(Causing Overdraft) ~ 
Bank's D:!layed Posting Proceaure 

(Causing Overdr aft) 1.0 
Bank's 11TH Had Mechanical Problen 

(Causing Shorted/eNer Wi thdrawal 
or Wrong Posting) 32.0 

Other ________ 2.7 
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14. IF AIR 0 aims Withdrawal (s) Were 
Unauthorize\'l, Was Card In 'It1e ~ssession 
Of AlB At Time of Withdrawal (s)? N=-190? 

Yes 4?O%No53.0 

IF "NOR, ALSO mMR.ETE SEG'IOO D.l (CARP 
NO'J:I=IN=IDSSESSlOO INEPRw\TlOO) 

15. IF AlB 0 aims Withdrawal (5) Were tate Rlotogratbs ordered: --.1--.1_ 
UnauthQrize\'l, Are Fhotogral,ils of Perron 
Making Withdrawal (6) Available? N=165? 
Yes, And Perron Has Been Identified 6.6% 
Yes, But Perron Cannot Be Identified "9.4 
No, Because ATM roes Not Rave Rloto -
~m~ent ~ 

No, Because ATM' s Fhoto Eqmpnent 
Was Out-of-Drder 0.3 

16. IP IVR Cl aims Withdr<rdal (s) were 
Unauthorized, Is Perron Making 
withdrawal (s): N=1779 
OnknCM~% Suspected...2Z.....0 Rn~ 

17. IF AIR 0 aims Withdrawal (5) Were 
Ilnauthorized and Perron ~'aking With­
drawal (s) Is Susrected/Rnwn, FIo.I Is 
'Ihe Person Related to the AlB? N=?89 
Same Perron 63.1% Girl/Boy Frien~ 
Sp:>use 2.9 Ollld '1.6/ 
Ex-Sp:>use 1.3 No Re1 at:ionship 6.1 

Other 13.4 

D.l CAlID NOT:nt-IDSSESSlIN INF'I?RmTICN 

lB. 

19. 

Card Status ~ of Unauthorized 
withdrawru. (s): N=1011 
Lost 24.4% 
~mm 65.'1 
Never Received ~ 
Other ....J...1 

PIN Status At Time of Unauthorized 
Withdrawal (s) 
a. PIN Kep:: 

On Card 
Near Card (In Wallet/Purse) 
written D:lwn Elrewhere 
Not written D:lwn 

b. PIN Revealed To: 
No One 
Family Member or Friend 

N=650 
5.2% 

64.1 
11.8 
1M 
N=451 
69.6% 

.lJ..:..g 
A Perron Irnt=erronating A Bank 

Officer ~ 
~ 

---~ 
Other UnknCMn Perron 
Other ___ _ 
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ta te Card Ini ti ally 
Received:--.I-I_ 

D:lte Card Actually 
Missing: --.1-1_ 

ta te Ca rd Pi srovered 
Missing: --.1--1._ 

tate AlH Notified Bank: 
--.1-1_ 

tate AlB ,Notified Police: 
--.1-1_ 

ta te PIN Ini Ually 
Received:--.I_I_ 

Date PIN Rf:Nealed:--./--.I_ 
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IF Card Has Lost/stolen, Where Did It 
Occur? N=590 
Bane ~J Parking Lot Jd 
car 16.4 Retail Place F.4 
street 9":7 School ~ 
Work P1 ace .l.1....B. Other • ll....Z. 

IF Card Was Stolen, 'lhe 'll1eft Resulted 
In: N=590 
only card Being Stolen . .M.:.P 
card and Wallet/Purse Being St.olen 61.4 
card, Wallet/Purse, and other 

'lhings Being Stolen 

22. Op:m Receiving Notification, Did Bank 
"Bot Card"? N=$96 

Yes~7No...Q....3 

23. What Is The OJrrent car.d status? N=162 
1I/B Found It ~r. 
still DJtstanding 59.8 
Rot-carded and r.estrOJed ~ 
Rot-carded and Returned to AlB 13.0 
Card Found and Returned to Bank -s:a 
Other____ _ _______ 2.$ 

E. RHar:tr.l;TI(N E RIDQIREnWS 

'lhis section covers two impntant prO'lisions of Regulatioo E - error/claim 
reoolution dates cmd AlB liability for unauthorizr.-d transac:l;l:xu;. For further 
guidance on these and other related is..eues, consult the text. ('If Regulatioo E. 

24. Regulation. E Error/Claim Reoolutioo 
rates 

Did A/a Notify Bank of Error/Cl aim 
Nit.hin 60 Calendar Days of Transmitt-.al 
of Pedodic statement O:mtaining AlleGed 
Er ror/ Cl aim? 

Ye/3_ (Error/Claim Must Be Cbmpleted 
Within 10 Business Days After ;va 
Notifies Bank 

.Qt 
PrO'lisional Credi t Must Be Granted 
within 10 Business Days After Ala 
Notifies Bank am] Error/Claim 
Reoolution Must Be Cbmpleted with­
in 45 Calendar Days After AlB 
Notifies Bank) 

~_ (Regulation E Error/Claim Solution 
rates r:o Not Apply) 

94 

rate WE ~tif.tl~ BaM.:J J_ 
t'ate Statement Transuitted: 

JJ_ 
11ate 60 Calenmr Days After 

'l'ransmi ttal :-./ -./ _ 

n::l",€: 10 Business Days After 
nolli icatioo (PrO'l isic:nal 
Credit):JJ_ 

rate 45 Calendar rays After 
Notificaticn (Reoolution:)JJ_ 

"-----------------~----------------------.-- .. --"--.-.----'--- -- - ---- - .. 
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25. AlB Liability for Unauthorized Trans- Date Oud Di.soovered Kissing: 
actions -'-'_ 

a. Did AlB Notify Bank of Missing Card Date Bank Notified:-' -'_ 
Within 2 Business Days After Discover-
ing it Missing? 

Yes __ l'b __ 

b. Did AlA Notify Bank of Alleged Error/ 
Claim Within 60 Calendar Days of 
Transmittal of Periodic Statenent 
Cbntaining Unauthorized Transactions? 

Yes __ l'b __ 

Answer tc ouestion MaxillltJTl AlB Liability 
2Sa 25b 

Yes Yes $50 

No Yes $500 

Yes No $ 50 + $X 

No No $500 + $X 

$X .. hnount of unauthorized Transactions 
Occurring After 60th calendar Day 
After Transmittal of Periodic Statement 
Cbntaining Unauthorized Transactions 
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Dates: Same As 'lllose Cbrreg:: 
p:mding to Ques'"...ioo 24 



Exhibit A.2 

ATM: Summary Data Collection Instrument 

Panel Bank No. : __ _ 

L 

2. 

3. 

Number of Installed ATMs (End of Year) 

a) 

b) 

a) 

Number of Transactions (On Bank's ATMS) 

Withdrawals 
Deposits 
Total 

Dollar Volume of Transactions (On Bank's ATMS) 

Withdrawals 
Deposits 
Total 

Number of Incidents Resulting ~n Dollar 
Loss to Bank 

Fraud-Related 
Non-Fraud-Related 
Total 

b) Dollar Amount of Loss to Bank 

Fraud-Related 
Non-Fraud-Related 
Total 

c) Dollar Amount of Recovery 
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Exhibit A.3 

Wire Transfer: Incident Data Collection Instrument 

POt psg U9!! OOYI 
Bank Q)de: [ )[ ]( J Case No. I ( J( ][ J 

A. mCIDfNl' OU\MCl'ERISTIts 

1. Please Clleck the I'bst Appropriate Description of the Incident: N=207 

2.9% [ 1 Successful Fraudulent Transfer (Entry. 1Uteration or DestroctiCl'l) 

3.4 ( ] At't:em~ed Fraudulent Transl:er 

li2.2 (] Inad<rertent Error Leading to Fraudllent Absconding with Funds 

41.5 [] Inad<rertent Error Leading to Exp:>sure Without: Loss of Princlpsl 

2. '!YPe of Incident: N=182 

8.2% [ ] External Error in 
Message Initiation 

37.5 [] Bank Error in 
Message Delivery 

13.2 [] Bank Error in 
Message Qmtent 

2.? [1 Bank Error in 

5.5 [ J 

1.1 [ I 

4.4 [ 1 

0.5 [ J 

Failure to Follow 
Established ProoedJres 

Transaction Fraudulently 
Entered (Internally) 

Transaction Fraudulently 
Entered (E;r;ternally) 

Transaction AI tered in 
Message Interpretation Processing 

14.8 (1 Bank Error in 
CUstomer Notification 

0.0 [ J Fraudulent Destruction of 
Transaction Records 

9.9 [ ] Bank Error in 
Accounting Entries 

2.2 [ J Other 
(specify) 

3. rate of First Occurrence: [ ][ J/[ ][ 1/[ )[ J 
(rnn) (dd) (yy) 

4. rate of Discovery: [ J[ l/r )[ l/( ][ ) 
(rnn) (dd) (yy) 

5. Discovered By: N=181 

33.a [ ] Central Wire 31. 5 [ 1 Sender 
Transfer Operation 

1.? [ ] Branch Bank 13.3 [ ] Receiver 

11.6 [ 1 OtherBanIt 8.8 ( 1 Other ___ ..,......_""""~ __ _ 
(specify) 
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1. 'Transaction Initiated By: N .. 180 

28. 9~ [ ) Telefhone 

~.~ [ 1 Walk-In 

3 •. 1 [ ] Mail 

1.7 [ J Messenger 

0.0 [ ] Facsimile ~uipnent 

0.0 [ ) Internal Bank Computer 

2. Transaction was: N=182 

61. O~ [ ] Domestic 

3. Type of 'r7ansaction: N=182 

33.0~ [ 1 InbJund63.2 [ 1 Outl:ound 

3. 3 r ) Custaner Terminal Link 

0.0 t ] Custaner c::ro Link 

32.3 r I Funds Trans! er Network 

23.3 ( J Telex 

0.0 [ I ':tWX 

3.9 [ J Other 
(specify) 

39.0 [ ] International 

2.7 [ 1 Intrabank 1.1 [ ] Mrlc:e 

4. Primary Network Ipvolved in Incident: N=148 

66.9~[] Fewire12.2[ J Bankwire 5.4 [] OIIPSIO.8[ J SfiFl' 4.7 r) 'I'ele.x 

5. Nature of Transaction: N=180 

45.6% [ 1 CUstOO1er Transfer 

13.9 [] Bank~to-Bank Transfer 

22.2 [ ] Bank Transfer in Pavor 
of 3rd Bank 

7.2 [ J Adv'ice to Credi t 

6. Processing Locations: 

Fran-

Cbuntry __________ _ 

cr~ ____________________ __ 

~te. ____________________ __ 

2.8 [ ] ReY'erse I'bney 'l.'ransfe.r 

0.5 [ I ReY'ersal 

7.8 [ ] Other. ___ -:-_-:-=--=--__ _ 

(specify) 
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C. RfASOO FOR lNODfNl' 

1. Incident cause: N=206 

0.0% [ ] call-Back Fariure 37.3 [ ] Message Duplicated 

0.5 [ ] O:lll us ion (Internal) 17.5 [ ] Message Misrouted 

Z.4 [ ] O:lllusion (External) 0.5 r 1 Misuse of In or Pasword 

0.5 [ ] Data Line O:lmprcmise 0.0 [ 1 Payment Made without Proper m 

0.0 [ ] Transfer D:>llar Limits 0.0 ( 1 PIN or Token O:lmprcmised 
Exceeded 

1.0 [ 1 Signature FOrged 0.0 [ ] Scissored Telex 

9.2 [J Entry Passed to Wrong Accounto. ° [ 1 Test Key O:lmprcmised 

4.9 {] Incorrect Currency 1.0 [ 1 Test Word Not Validated 

9.7 [J Incorrect Amount 

2.9 [J Insufficient FUnds 

3.9 [1 Message 111 tered 

0.0 [ ] Unauthorized Access to 
Operations Area 

0.0 [ ] Unauthorized Alteration of Database 

0.5 [ I Uncollected Funds 

8.2 [ 1 Other _________ _ 
(specify) 

2. Incident caused By: N=201 

90.5% t 1 Bank Employee(s) 

3. a [l O:lqnrate Custcmer 

2.0 (I Individual Custcmer 

0.0 [] programmer 

0.0 [] Hardware Vendor 

0.0 r ) Software Vendor 

1.5 [ 1 Flmds Transfer Network 

1. a [ ] Bank Computer System 

2. a [ 1 Other. ___ -,-_,-: ___ _ 
(specify) 

p. E:><PQSURElLCGS INFOBI-'ATION 

1. Amount of Exposure (i.e., Potential Loss) to Bank: N~175 

$ [ I [ 1, [ 1 [ ] [ J, ( ) ( I [1 Average .. $942.450 
(amount in U.S. dollars) 

2. Did Incident Result in Loss of principal to Bank?1 N~182 

48.9% [ I No 51.1 [] Yes - S [1[ 1,[)( )[ l,[ )(][ J Average .. $29,716 
(amount in U.S. dollars) 

3. Has There Been 'Anf Recovery of the Loat Princ1p:tl?1 N=92 

66.3% [ I No .JJ.i' r J Yes - S r If 1,( )[ If 1,1 11 I ( I Average- $46,90'1 
(~un~ In u.s. Uo"~rsl 
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r:. BANK ACrrOO 

1. Were Prc.cedJral or systems Changes Instituted as a Result of the Incident?: 
N=-i'i(J 

83.8S ( 1 No lO.2t I Yes (please describe in P.) 

2. Bas Any Wire Transfer Employee Resigned or Been Terminated or Transferred 
as a Resul t of the Incident?: N=175 

99,4S r I No 0.6 r I Yes (please describe iil P.) 

3. Bas arrt non-Wire Transfer Employee Resigned or Been Terminated as a Result: 
Qf' the Incident?: N=l?J 

38.8S ( ) No 1.2 ( ] Yes (pl ease describe in F.) 

4. Has Arri C1lange in Wire Transfer Management Personnel Been Instituted as a 
Result of the Incident?: N=175 

100.0S { ] No 0.0 r ] Yes (pl ease describe In F.) 

5. Bas the Bank Instituted Arri Civil Legal lIction as a Result of the Incident?r 
N=179 

Se.OS ( J No 13.4 [ ] Yes (please describe In F.) 

6. Bas Arri ProseOJtion Resulted fron Criminal Legal Action Taken as a Result 
of the Incident?: N=l?J 

97.71 [ ) No 2.3 [ J Yes (please describe in F.) 

Please proI7ide additional incident-related information not reflected in the 
previous sections. USe reverse side if necessary. 

100 
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Exhibit A.4 

Wire Transfer: Summary Data Collection Instrument 

Panel Bank No. : __ _ (For each entry, pQease indicate "domestic/international") 

1. a) Number of Wire Transfers 
In 
Out 
Total 

b) Dollar Amount of Wire Transfers 
In 
.eM;; 
Total 

2. a) Number of Exposure Incidents 
(Leading to Either Loss or No LoSS) 

In 
M 
Total 

b) Dollar AmOtmt of ExfOsure (For Both 

3. a) 

Loss and No Loss Incidents) 
In 
M 
Total 

Number of Loss Incidents 
In 
Qill; 
Total 

b) Dollar Amount of Loss 
In 

(Principal) 

Out 
Total 

c) Doll ar l<Jl1ount of T.Joss 
In 

(Compensation) 

Out 
'IXJtal 

d) Doll ar Amount of Recovery 
Total 

101 

I 
I 
I 

I 
I 
I 

I 
I 
I 

I 
I 
I 

I 
I 
I 

I 
I 
I 

I 
I 
I 

I 

I 
I 
I 

I 
I 
I 

I 
I 
I 

I 
I 
I 

I 
I 
/ 

I 
I 
I 

I 
I 

{ 

I 

I 

.~~------ ._._---



Exhibit A.S 

Wire Transfer: Attitudinal Data Collection Instrument 

Public Systems Evaluation, Inc. 

SURVEY INSTRUMENT: FRAUD AND LOSS IN WIRE TRANSFER 

PREPARED FOR ATTENDEES AT BANK ADMINISTRATION INSTITUTE'S 

HONEY TRANSFER DEVELOPMENTS CONFERENCE '83 

Those of you who are associated with a bank are cordially invited to contribute to an 
on-going study -- on the nature and extent of fraud and loss in electronic funds transfer 
(EFT) -- by completing this survey i~strument. (Please coordinate and complete only one 
instrument per bank.) The study -- being conducted by public Systems Evaluation, Inc. (PSE) 
and with the participation of the Association of Reserve City Bankers (ARCB) and a panel of 
18 of its large member banks -- involves the collection and analysis of detailed incident-­
based data in both the EFT retail (i.e., automated teller ~achine, point-of-sale,--------­
telephone bill paying, and home banking) and EFT corporate (i.e., wire transfer, automated 
clearing house, and cash management) areas. Your responses will supplement our panel 
findings in the wire transfer area. 

Please take a few minutes now to complete this brief, a-question survey instrument. After 
completion, please send the instrument to PSE in the envelope provided. Should you 
require it, our address is Public systems Evaluation, Inc., 929 Massachusetts Avenue, 
Cambridge, Massachusetts 02139, (617) 547-7620. Remember that your individual responses 
will remain completely confidential -- only a summary of all responses to each 
question will be reported. 

Finally, we would like to ~ each of you in advance for your cooperation and participation 
in this important study. 

N - 73 unless other sample size is indicated 

1. TO what extent is your bank's wire transfer operation automated? 

Fully Autcrnated Partiall~ Automated Not Automated No 
(Computer Link) (Terminal Link) (TeleEhone Link) Data 

.CUrrently, my hank's 
wire operation isz ~ 47.9 ~ 2.'1 

.In 5 y<!ars, I expect my 
bank's wire operation to bel 74.0\ 12.3 0.0 13.7 

2. What do you estimate the si:t:e of your bank's wir9 transfer (domestic and international) 
operation to be? 

.Currently, I estimate the average daily number of transfers (in + out + book) to he 2,195 • 

• Currently, I estimate the average daily dollar volume of transfers (in + out ~ book) 
\:'.0 be $ 6.2 B 

3. What io the ~ amount of wire transfer related fraud and 109s in your bank? 

.Currently, X estil:'late the ann'lal amount to be $ a ,3~7 

.In 5 years and assuming tho current level of automation in my bank's wire transfer 
operation, I estimate tne annual amount to be $ 19,003 

102 
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4. To ~hat extent do you think each of the following causes of wire transfer fraud and 
loss has contributed to the annual amount of fraud and loss? 

In terms of the current 
fraud and loss levels, 
I feel that the stated 
cause contributed: 

>< >< .... .... 
..... ..... 
~ ~ ~ .... ~ 
~~21 ><~~ 
.... .... '" ~' ~ 
~ ~ ~ ~ - ..... 

~g, g, -8 ]' ..... c: 
Cause ~ Ul Ul ~ 'iil ~ g 
call-BacK. Failure •••••••••••••••• 12.3\ n.o 2.7, ~ 35.6126.0 

COllusion (Internal) ••••••••••••• 4...d '4d 2. 7 ~ SO.7 31.5 

COllusion (External) •••••••••••• • 6..J!." 8~ 6.8 5.5 38.~ 34.2 

Dpta Line COmpromise ••••••••••••• 0...:.2,. .. O.::E. 6.B 6. B 56.2 30.1 

Transfer Dollar Limits Exceeded •• 1.:.1,' 2,.,2 4.1 ll.O 53.41 27.4 

Signature Forged ................. 4....1" 2,.,2' 1.4 ll.O 53.4 21.4 

Entry Passed to Wrong IIccount •••• n.o' 8.,1. 23.3 20.5 13.71 23.3 

Insufficient FUnds ••••••••••••••• 1..:..1' 5..:2, 5.5 24.7 35.6 27.4 

Message IIltered .................. 1..:..1' O.,:.,Q, 9.6 5.5 $.21 27•4 

Message Duplicated ••••••••••••••• ~\ 6~ 13.7 21.9 21.9 23.3 

Message Misrouted •••••••••••••••• 4...:.1" 12.3 16.4 ~ 17.~ 23.3 

Misuse of I.D. or password ••••••• 1~~" 2..:2 8.2 11.0 SO.7 26.0 

payment Made Without Proper I.D •• 2...:2" 2..:2 6.8 12.3 ~.~ 2B.B 

PIN or Token Compromised ......... l~' 2..:2 4.1 5.5 52.1 34.2 

Scissored Telex .•••••••••••••••• o 0.0\ O..:.E 4.1 ~ ~.71;:4 
Test Key Compromised •••••••••••• 0 ~ .. l~ 2.7 5.5 56.2 32.9 

Test Word Not Validated .......... O~ .. 2.,:2 1.4 13.7 52.11 ~1 
unauthorized IIccess to 
Operations lIrea ••••••••••••••••• ~ .. 1. 4 1.4 B.2 61.6\26.0 

Unauthorized IIlteration of 
Data Base ....................... 1.4 'Ii 1.4 .!..:.4 ~ 57.5\ ~1 

uncollected Funds •••••••••••••••• 2..:1" Ii.l 4.1 ~2 42.5 ~4 

other ( ".---:-=--___ ~) •• 
-specify -1-

other .,----::c---;--:--------:, .. 
Specify 
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In 5 years and assuming 
the current level of 
automation in my bank's 
~ire transfer operation, 
I would expect the stated 
cause to contribute: 

5"i.\ 1~ 

l~" 6.:!, 

4.J:) 11..:,£ 

8.2\4.1 - -

2.7' 8.:1., 

0.0' 6.:!, 

4.1' 6.:!, 

fb,7 ~ 23.3\45.2 

11.0 6.820.5\46.6 

1LO 5.5 )J.l 41.1 

ll.O 15.1 37.11 30 • 1 

~ ~ 9..:.§..\2B.8 

15.1l7.B 28.B 31.5 

5.5 12.3 35.6h5.f> 

5~ 2.:1. ~ 

6~ 6,J!. 2L9 

1.4' 1.4 9.6 

~ 17.BI34.2 

~2 15.1\30.1 

15.137.0 35.6 

2.7' 2.7 6.B 

2.7' 6.8 1.4 

1.4\ 0.0 1.4 

1.4' 2.7 4.1 

1.4' 0.0 6.B 

2.7" 0.0 2.7 

2.7' 1.4 9.6 

4.l\ 5.5 12.3 

;:; 28.B \ ;:, 

~ 31.5\45.2 

13.7 3B.4 45.2 - -1-
16.4 37.0 J3.4 

~ ~I;;" 

15.1 47.9 13l.5 

I 
n.o 30.1 45.2 
- -1-
12.3 28.S 37.0 

-I-

I 
1-
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s. To what extent do you feel each of the following procedures has prevented incidents 
of wire transfer fraud and l.oss? 

In terms of the current types of 
fraud and loss incidents, I feel 
that the stated procedure has 
prevented such incidents: 

Procedure 

Call-Back Verification of 
Transfer Requests •••••••••••• 37.0 '1 20.5 17.B 8.2 5.5 1.4 9.6 

Use of Test Keys/PINs When -- - 1-
Customer. Originates by Phone.28.8\ 27.4 13.7 4.14.1 

Use of Test Keys/PINs Between --'-
4.1 17.8 

Banks •••••••••••••••••••••••• 23.3 \ 28.8 16.4 
Use of Test Keys/PINs in 

Phone Notification ••••••••••• 17.8' 16.4 11.0 
Establishing Customer Specific - -

I-
13.7 8.2 2.7 G.8 
- -I-
11.0 12.3 5.5 26.0 

Transfer Restrictions •••••••• 23.3' 19.2 30.1 8.2 ~ 15.5 11.0 
Increased Use of Pre-Formatted,- -
Repetitive Transfers ••••••••• 24.7' 32.9 19.2 9.6 5.511.4 6.8 

Restrictions on Account Officer-
Transfer Initiation •••••••••• 15.1 \ 15.1 20.5 16.4 6.8 16.8 

Keystroke Verification •••••••• 15.1 \ 8.2 8.2 9.6 
19.2 

11.0
1

15.1 32 .9 
Tape Recording of Phone -

Activity ••••.•••••••••.•••••• 20.5' 37.0 24.7 !:3 
Physica11y Securing -

Operational Area ••••••••••••• 30.1 '1 19.2 23.3 16.4 
Physical Control of 
Operational Area ••••••••••••• 21.9 \ 31.5 19.2 21.9 

Software Control and -
Logging of Terminal 
Access/Transactions •••••••••• 26.0' 34.2 9.6 6.8 

Separation of Personnel -
Duties ••••••••••••••••••••••• 27.4 \ 26.0 !2:,4 

Careful Background Screening 
11.0 

of New Personnel ••••••••••••• 16.4' 26.024.7 24.7 
External/Internal Data -

~ 1l!.4 3.:] 

~512.7 2.7 

0.0 2.7 2.7 -1-
4.1 15.5 13.7 

1.4 12.7 4.1 

2.7 11.4 4.1 

Line Encryption •••••••••••••• 2.7 \ 5.5 9.6 15.1 n.o 112.3 ~.8 
Quality Control and 

Audit of Software •••••••••••• 5.5 .. 16.4 21.9 11.0 ~2119.2 £..8 
Improved Supervision of Wire 
Transfer Operations .......... 32.9\ 45.6 13.7 4.1 1.4 h.4 0.0 

Well Defined and Enforced --
Internal Procedures •••••••••• 42.5 .. 41.1 11.0 4.1 0.0 h.4· 0.0 

other ( ) - -
Specify 

Other (, ___ --:-_-:-::--___ _ 
Specify L 

104 

If implemented appropriate:y, 
I feel that the stated pro­
cedure could prevent such 
incidents: 

30.1\ 19.2 11.0 2.7 

30.1' 12.3 6.8 8.2 2.7 13.2.,:.7 

23.3' 15.1 12.3 8.2 2.7 38.4 --1-
19.2\ 16.4 12.3 8.2 4.1 39.7 

-1-
23.3\ 16.4 17.8 1.4 1.4 39.7 

-1-
26.0' 20.5 5.5 5.5 4.1 38.4 

-1-
17.S' 15.1 15.18.2 4.1 39.7' 
15.1" 9.6 9.6 6.S 8.2 Iso.1 

19.2\ 15.1 15.18.2 4.:lPa.4 

26.0\ 12.3 12.3 6.8 2~/J9.7 

11.8, 19.2 12.3 8.2 1.4 142:.:..1 

I 
19.2 \ 31.5 2.7 4.1 0.0 42.5 

-1-
26.0" 19.2 12.3 1.4 0.0 41.1 

-1-
19.2 \ 17.8 19.2 5.5 0.0 38.4 

-1-

23.3" 16.4 12.3 5.5 5.5 37.0 
-1-

15.1 .. 21.9 12.3 4.1 1.4 45.2 -1-
38.4\15.1 6.8 1.4 0.0 38.4 

-1-
39.1, 11.8 4.1 0.0 0.0 38.4 

-1-



i' 

i. 
I. 
i 

6. 

7. 
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What is your cw::.cent position at the bank? My current position is: 

0.0\ Funds Transfer Planner 

78.1 Funds Transfer Manager 

~Funds Transfer System Designer 

0.0 Funds Transfer Security Specialist 

4.1 Bank Auditor 

~mner (, __________ ~~~~------------~ 
Specify 

2.7 No Data 

would you be willing to have PSE contact you about providing detailed incident­
specific wire transfer fraud ~ld loss data to assist the study? 

~.ll No 

~ Yes, you may contact me at: 
6.9 No Data 

Name _____________________________________________________________ __ 

Title ____________________________________ . ___________________ __ 

Address ________________________________________________________ ___ 

city _____________________________ State . _______ Zip 

Telephone ( _____ ) 

8. Do you have any other comments to make about wire transfer fraud and loss? 

"U. S. GOVERNMENT PRINTING OF'FICE, 1986-491-921,40002 105 



If sending a check or money order, please use an envelope. 

FOLD, TAPE, AND MAIL. DO NOT STAPLE. 

----------------------------------------------------------------------------------------

NCJRS 
Dept. F-ABX 
Box 6000 
Rockville, MD 20850 

PLACE 
FIRST 
CLASS 
STAMP 
HERE 

Or call 800-732-3277 for further information (251-5500 in metropolitan D.C.) 
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Justice expenditure and employment 
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reports of the most current justice data 
Courts reports-State court caseload sur­
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veys and censuses of jails, prisons, parole, 
probation, and other corrections data 
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Interest in criminal justice: 
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