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PREFACE

The need to assess potential levels of fraud in electronic
fund transfer (EFT) systems has been apparent for some time,
This report presents findings of the first pilot effort to
develop such estimates on the basis of data obtained directly
from a sample of banks.

It should be recognized that obtaining fraud data directly
from banks represents a major breakthrough. Banks have
traditionally been reluctant to share any information that might
shake the consumer's confidence in the banking system.
Similarly, bank record systems have not been organized to permit
easy identification of EFT-related loss incidents. Despite these
difficulties, a selected sample of banks agreed to participate
and to provide data for this study. Total anonymity was assured
to all participants.,

Particular thanks should be expressed to the Association of
Reserve City Bankers for their enthusiasm and cooperation, and to
16 of their member banks who actively participated in this effort
by being a part of the Study Panel. It is our hope that the data
from this survey will benefit the financial community,
policymakers, and the general public.

Steven R, Schlesinger
Director
Bureau of Justice Statistics
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EXECUTIVE SUMMARY

During the past decade, the Nation's banking and payment
system has become increasingly dependent on rapidly evolving
computer—based technologies, collectively known as electronic
fund transfer (EFT) systems. There are three groups of EFT
technologies: those which support retail banking, including the
automated teller machine (ATM), point—of-sale (P0OS) terminal, and
home banking: those which support corporate banking, including
wire transfer, automated clearing house (ACH), and cash
management: and f“hose which support internal bank functions,
including on-line teller terminals and computerized check
processing., Although these technologies have been a boon to
financial institutions and consumers, they also provide an
electronic environment that is potentially fertile fcr criminal
abuse, Given the phenomenal growth in the use of EFT and the
resulting potential for EFT crime or fraud, it is necessary to
develop knowledge about its characteristics and estimates of its
incidence. Yet while crime concerns in EFT systems have been
heightened by the phenomenal growth in the use of such computer-
based systems, there are no valid data on EFT fraud. To date,
the available information has been limited to newspaper accounts
of celebrated incidents or analysis of questionnaire surveys with
low returns,

In response to this lack of data, the Bureau of Justice
Statistics (BJS) funded this study to collect consistent,
incident-level data directly from a group or panel of banKks: such
data could then be used to assess both the nature and the extent
of EFT fraud. In addition to being a first effort at collectina
consistent fraud data from banks, the study sheds 1light on
computer crime in general.

While the scope of this study encompasses all EFT
technologies, the focus 1s on the ATM and wire transfer
technologies: being the oldest and most widely used of the EFT
technologies in their respective retail and corporate banking
areas, they do serve as appropriate bell-weathers for their
respective areas. The transaction volume sustained by each of
these two technologies is not only significant but growing.
Another reason for focusing on ATM and wire transfer is the
feeling among industry experts that there are thus far few fraud-
related incidents occurring in the other EFT technologies,
including ACH (which together with ATM and wire transfer can be
considered to be the mature EFT technologies). This does not,
however, imply that it has been easy to obtain fraud-related
information in the ATM and wire transfer areas. 1Indeed, a host
of problems =--including multiple data repositories, definitional
differences, procedural differences, and reluctance to share
certain pieces of information -- have plagued the data collection
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effort. Nevertheless, in collaboration with the Association of
Reserve City Bankers (ARCB), a Study Panel of 16 ARCB member
banks was constituted. BA&nalysis of the data obtained from the
Panel banks has yielded several interesting and policy relevant
findings.

First, in regard to ATM fraud, the key findings are:

- In 1983, it is estimated that there were 2.7 billion
ATM transactions (i.e., withdrawals c¢r deposits)
involving $262 billion. Activity increased in 1984 to
3.0 billion transactions, resulting in a dollar volume
of $291 billion.

- Because of the requirement of Federal Regulation E (Reg
E), detailed fraud-related information is available at
banks for those ATM incidents involving an
accountholder complaint. Less complete records are
maintained on incidents involving only bank complaints.

- The Panel banks supplied 2,707 1983 and 1,480 1984 ATM
incidents, 42 percent of which were determined to be
potentially fraudulent, involving, as examples,
unauthorized use of lost or stolen cards, overdrafts,
and "bad" deposits.

- In most respects, the 1984 ATM incidents are comparable
to those for 1983 any differences cannot be
interpreted as a trend but can most likely be accounted
for by the year—to-year variation in the underlying
statistic.

- Lost or stolen cards are the leading cause of ATM fraud
and bank losses. Present in many of these incidents is
accountholder negligence, which, partially because of
Reg E requirements, is contributing to bank losses.

- Banks could reduce ATM fraud by effectively utilizing
computer technology when designing their ATM systems.

- Bank losses per incident are small (roughly $200 per
incident), but scam—-related incidents in the study
sample underscore the potential for large single-
incident losses (in the thousands of dollars).

- Based on both the 1983 and 1984 data sets, the annual
nationwide bank loss due to ATM fraud is estimated at
between $70 and $100 million. On a per transaction and
dollar volume basis, ATM fraud losses are at this time
significantly lower than credit card fraud losses.




are:

Second, in regard to wire transfer fraud, the key findings

In 1984, roughly $668 billion per day was transfered
over the FedWire and CHIPS networks alone, representing
a 48 percent increase since 1980,

Data collection in the wire transfer area has been more
difficult than in the ATM area, primarily because wire
transfer frauds are rare and there is no formal
mechanism -- like Reg E —-- for requiring their
documentation. As a result, the extent of wire
transfer fraud could not be estimated, as summary data
on wire transfer fraud and loss could not be readily
obtained.

A total of 207 wire transfer incidents occurring in the
past six years were obtained from the Panel banks. Not
surprisingly, the vast majority of the incidents are
errors leading to either fraudulent absconding with
funds or exposure without loss of principal, as opposed
to intentional fraudulent acts,

As in the ATM area, computers could be used more
effectively to prevent wire transfer fraud, especially
those resulting from clerical errors.

The exposure (i.e., potential loss) per wire transfer
incident averaged $942,450. However, if one congiders
only those incidents occurring within the past three
years, the average exposure is $1.6 million.

Wire transfer managers are projecting a significant
increase in their annual fraud losses in the next five
years, thus supporting the observation that there
exists a high level of fear of fraud in the wire
transfer community.

According to wire transfer managers who have
experienced wire transfer frauds, the current fear of
fraud is greater than warranted. 1Indeed, the banking
industry should be as concerned about ATM fraud as it
seems to be about wire transfer fraud.

Third, in regard to the panel approach itself, it can be

stated that valid and consistent fraud-related data can be
obtained directly from financial institutions. The willingness
of the banking community to participate in this effort and the
enthusiasm generated by the resultant findings are evidenced by
the following events:
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- An unexpectedly high percentage of the invited banks
chose to participate in the study. While 18 banks were
initially invited to participate, it was hoped that 12
would accept. In the end, 16 banks accepted an
invitation to participate.

- The Study Panel banks have provided over 4,000 ATM
incidents (which occurred in 1983 and 1984) and over
200 wire transfer incidents (which occurred between
1980 and 1984), as well as important summary data on
ATM fraud and loss.

- Nearly half of the respondents to an attitudinal survey
of wire transfer managers have indicated their
willingness to participate in future fraud-related data
collection efforts.

- The two study-related Special Reports published by the
Bureau of Justice Statistics (BJS) have received coast~
to-coast radio, newspaper, and television coverage.

- The banking community has expressed great interest in
this study, as evidenced by several well-received
presentations of the study at conferences sponsored by
the Bank Administration Institute (BAI) and the
American Bankers Association (ABA).

Although this study has provided insight into the nature and
extent of EFT fraud and has demonstrated the viability of the
panel approach, it should still be regarded as a pilot effort and
its findings should be considered preliminary. Obviously, a 1l6-
bank panel cannot bes representative of the more than 14,000
commercial banks in the U.S., Moreover, the Panel banks are all
ARCB-member banks,; each with assets of over $1 billion. Thus,
for the future, a larger and representative panel of banks should
be established to provide an on-going source of information on
EFT fraud., Such an effort could make use of the same data
collection instruments as those employved in this pilot effort,
inasmuch as the instruments have been developed to (i) facilitate
data collection, coding and analysis; (ii) be straightforwardly
adopted in an operational environment (so that they could be used
by the banks for administrative and investigative purposes): and
(iii) be easily implemented on a computer (as has been done in
regard to the pilot effort's analysis).

Finally, the remainder of this Executive Summary provides a

framework in which to consider the above cited study £findings.
The study background and approach are summarized below.
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Study _Background

In order to systematically examine the nature and extent of
EFT fraud, it is essential that a common understanding of the
underlying technologies be established., VYet identifying EFT
fraud is dependent on first recognizing the types of activities
that constitute "electronic fund transfers". EFT systems are a
type of payment system, meaning that EFT systems facilitate the
exchange of value or money from one party to another. Since
there are at least three other major payment systems (i.e.,
currency, checks, and credit cards) in use today, it is important
to recognize the distinguishing feature of EFT payment systems:
although currency, checks, and credit card payment systems are
primarily paper-based, EFT systems are primarily electronic-
based. Indeed, EFT systems are defined as payment systems in
which the exchange of value, or information necessary to effect
an exchange, 1is represented or facilitated by electronic
messages.

While the above definition is useful, inasmuch as one must
define EFT before defining EFT fraud, EFT systems are perhaps
more often defined in terms of the specific technologies commonly
identified with EFT. As indicated earlier, of the retail
technologies, only ATMs are widespread at this time: POS and home
banking are still in their planning and pilot testing phases. It
is estimated that in 1983, the nationwide useage of ATMs
accounted for 2.7 billion transactions (i.e., withdrawals and
deposits), totalling $262 billion. The corresponding estimates
for 1984 are 3.0 billion transactions, totalling $2%1 billion.,
The most pervasive corporate EFT technology, however, 1is wire
transfer. 1In fact, wire transfers constitute the dominant form
of non-cash transactions in the Nation, as $668 billion was
transferred per day over the CHIPS and FedWire networks in 1984,
This dollar figure represents a 48.4 percent increase over that
of 1980. Put another way, given a gross national product in 1984
of roughly $3.7 trillion, one might say that during the course of
the year the GNP moved through the wire transfer system 47 times
or once every 1.1 weeks!

As EFT technologies proliferate, so does the potential for
fraud. 1In regard to potential vulnerabilities in their ATM
operations, bankers are especially sensitive about the growing
fraud experiences of the credit card companies, -especially in the
area of card counterfeiting. Federal Regulation E (Reg E) has
also increased the bankers' concern over ATM fraud, as it limits
cardholder liability, even when the cardholder is negligent. 1In
the corporate banking area, the concerns are even greater, as
enormous sums of money are transferred each day through the
various wire transfer networks.

With this heightened concern, it is interesting that no
commonly accepted definition of the term "EFT fraud" has emerged
in the literature. Nonetheless, the ability to differentiate
frauds that can be attributed to the presence or operation of an
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EFT system from others that occur in financial institutions is a
prerequisite for analyzing the nature and extent of EFT fraud.
Ideally, a definition of EFT fraud should act like a sieve --
catching and identifying certain activities as EFT fraud while
letting others slip through. At the same time, it is important
that the definition be sufficiently broad so that the impact of
EFT technology on the incidence of fraud can be fully assessed.
In this report, EFT fraud is defined as follows: EFT fraud is
any crime, whether or not prosecuted under special computer/EFT
laws or traditional law, that would not have occurred but for the
presence of an EFT system.

In spite of both the phenomenal growth in the use of EFT
systems and the increased concern for EFT-related fraud, there
are no valid data on EFT fraud, as pointed out earlier. There
are several reasons for this, including:

(i} the proprietary nature of EFT systemg and the
corresponding concern over potential competitive
disadvantages that might result from the release of
operational data;

(ii) the wide variations in definitions, procedures, and
categories used by financial institutions to record
transactions, fraud events, and charge-offs for
sustained losses:

(iii) the technical and practical difficulties in identifying
the occurrence of an EFT fraud, either while in
progress or after the event:

(iv) the uncertainty about the legal status of specified
actions that may (or may not) constitute a crime in a
given jurisdiction:

(v) the common practice of handling EFT violations by in-
house security or personnel procedures rather than by
the standard criminal justice system:

(vi) the absence of a comprehensive or central data source =-
— like the FBI Upiform Crime Reportg —=-— for capturing
EFT data:

(vii) the nonexistence of a standardized and comparative data
base against which EFT losses can be measured on a
trend-line basis: and

(viii) the relatively recent development of EFT technologies,
gsome of which are still in their initial implementation
phases.

Neverthel ess, despite the above cited difficulties, several

attempts at collecting EFT fraud data have been made. Four
attempts deserve mention —— they include a file of computer abuse
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cases compiled at SRI International by Donn Parker and Susan
Nycum; reports filed by financial institutions with their federal
regulators: files on federal bank crimes kept by the Federal
Bureau of Investigation (FBI): andwa study on financial fraud
conducted by the American Institute of Certified Public
Accountants (AICPA). Unfortunately, none of the available data
sources on EFT fraud can provide valid data for measuring the
nature and extent of EFT fraud.,. Each has only limited
information, and all have problems from a statistical
perspective. Further, although several offer a possible source
of information, the potential exists only .if major changes can be
made in the collection processes --changes which seem highly
unlikely to occur. These sources offer perceptions or clues
about the nature of EFT fraud, but do not provide an adequate
data base for statistical analysis.

Study_Approach

In light of the above stated shortcomings of the earlier
efforts at obtaining EFT fraud data, it was obvious that valid
and consistent data could only be provided by the banks
themselves. To this end, the study proposed to obtain EFT~-
related data directly from a small panel of commercial banks.
The study was able to convene —— with the help of the Association
of Reserve City Bankers (ARCB) --a panel of 16 banks. This panel
approach has several advantages. First, it provides a "clean"
source of data that could be used confidently to draw conclusions
about the nature and extent of EFT fraud. Second, it allows for
the acquisition of a consistent set of data so that such relative
measures as the ratio of EFT fraud losses to total EFT
transactions can be determined and then employed to estimate
nationwide losses due to EFT fraud. Third, it sensitizes the
banking industry not only to the actual EFT fraud problem but
also to the need to develop valid and consistent measures of the
problem. Fourth, if the Panel was to be enlarged and surveyed on
an on-going basis, it would provide a continuing barometer of EFT
fraud.

For both the ATM and wire transfer areas, three types of
data were obtained from the Panel banks: (i) incident-level data
(in order to assess the nature of ATM and wire transfer fraud),
(ii) summary-level data (in order to assess the extent of ATM and
wire transfer fraud): and (iii) background data (in order to
understand and explain the resultant findings). In addition, a
nationwide survey of wire transfer managers was conducted =--in
particular, their attitudes concerning fraud were assessed. For
each type of data, a special data collection instrument was
developed: the instruments were provided to the Panel banks and
arrangements were made to obtain the requested data in as
expeditiecuns a manner as possible, The obtained data was
subsequently coded and entered into a computer for subsequent
analysis. The 1983 and 1984 ATM data were at first analyzed
separately and then together, while the 1980-1984 wire transfer
data were combined and analyzed as one, merged data set.
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Finally, obtaining fraud data directly from banks represents
a major breakthrough. For many obvious reasons, banks are
reluctant to share any information that might shake the
consumer’'s confidence in the banking system., On the other hand,
casting the few headline-capturing EFT fraud incidents in
perspective and in relation to the total transaction volume is
perhaps one reason 16 ARCB member banks —-- out of a total of 18
invited banks --agreed to participate in this study on an
anonymous basis. Another reason is the knowledge provided by the
study concerning EFT fraud, at both the individual bank level and
the aggregate level. While data from a sample or panel of banks
could provide a valid and on-going measure of the nationwide EFT
fraud problem (in much the same manner that A.C. Nielsen Co.
rates television programs based on data collected from a national
panel of some 1,200 househeolds), it is obvious that a l6-bank
panel is inadequate for such a purpose -~ as mentioned earlier,
it could not be representative of the more than 14,000 commercial
banks. Again, it should be stated that the study documented
herein represents a pilot effort and its findings should be
considered preliminary.
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1__JINTRODUCTION

During the past decade, the Nation's
banking and payment system has become
increasingly dependent on rapidly evolving
computer~based technologies, collectively
known as electronic fund transfer (EFT)
systems., As summarized in Exhibit 1.1 and
discussed in Section 1.1, there are three
groups of EFT technologies: those which
support retail banking, including the
avtomated teller machine (ATM), point-of-sale
(POS) terminal, and home banking: those which
support corporate banking, including wire
transfer, automated clearing house (ACH), and
cash management:; and those which support
internal bank functions, including on~line
teller terminals and computerized check
processing. Although these technologies have
been a boon to financial institutions and
consumers, they also provide an electronic
environment that is potentially fertile for
criminal abuse. Given the phenomenal growth
in the use of EFT and the resulting potential
for EPT c¢rime or fraud, it is necessary to
develop knowledge about its characteristics
and estimates of its incidence. Yet while
crime concerns in EFT systems have been
heightened by the phenomenal growth in the uce
of such computer based systems, there are no
valid data on EFT fraud. To date, the
available information has been limited to
newspaper accounts of celebrated incidents or
analysis of guestionnaire surveys with low
returns [Colton et al., 1982}. In sum, as
recognized by the Association of Reserve City
Bankers (ARCB) [1983]), "there is a lack of
empirical data on the nature and extent of
crime in electronic payment systems."

In response to this lack of data, the
Bureau of Justice Statistics (BJS) funded this
study to collect consistent, incident-level
data directly from a group or panel of banks:
such data could then be used to assess both
the nature and the extent of EFT fraud., 1In
addition to being a first effort at collecting
consistent fraud data from banks, the study
sheds light on computer crime in general,
which, as noted in a recent study by the
American Bar Bssociation (ABA) [1984], "is a
problem of substantial, and growing,
significance,”

While the scope of this study encompasses
all EFT technologies, the focus is on the ATHM
and wire transfer technologies; being the
oldest and most widely used of the EFT
technologies in their respective retail and
corporate banking areas, they do0 serve as
appropriate bell-weathers for their respective
areas, The transaction volume sustained by
each of these two technologies is not only
significant but growing [Tien et al., 1984],
Another reason for focusing on ATM and wire
transfer is the feeling among industry experts
that there are thus far few fraud-related
incidents occurring in the other EFT
technologies, including ACH {(which together
with ATM and wire transfer can be considered
to be the mature EFT technologies). This does
not, however, imply that it has been easy to
obtain fraud-related information in the ATM
and wire transfer areas. Indeed, as indicated
at appropriate points in this report, a host
of problems -~ including multiple data

repositories, definitional differences,
procedural differences, and reluctance to
share certain pieces of information — plaqued
the data collection effort. Nevertheless, the
banks which agreed to participate in our Study
Panel and their association -~the ARCB ~- have
been gquite cooperative: their support and
interest have not only made this study
possible but also made it a significant and
important effort.

The remainder of this section addresses
important background information regarding EFT
systems and EPFT fraud. Section 1.1 defines
EFP? and describes the various EFT
technologies, in particular the ATM and wire
transfer technologies which constitute the
focus of this study. Section 1.2 provides a
definition of EFT fraud and duscusses the
fraud related vulnerabilities of ATM and wire
transfer systems. Section 1.3 describes past
efforts to collect data on EFT fraud.
Finally, Section 1,4 outlines the scope of the
report,

1.l EFT TECHNOLOGIES

In order to systematically examine the
nature and extent of EFT fraud, it is
essential that a common understanding of the
underlying technologies be established. Yet
identifying EFT fraud is dependent on first
recognizing the types of activities that
constitute "electronic fund transfers",.
Accordingly, this section begins with a
definition of EFT, followed by a discussion of
the principal EFT technologies in use today.

EFT Definiti

EFT systems are a type of payment system,
meaning that EFT systems facilitate the
exchange of value or money from one party to
another. Since there are at least three other
major payment systems (i.e., currency, checks,
and credit cards) in use today, it is
important to recognize the distinguishing
features of EFT payment systems. To
il1lustrate these payment systems and to
highlight their differences, we consider how
they might impact the purchase of a home video
recorder from a store,

Financial transactions using currency are
relatively simple. In our example, the
customer hands the clerk the appropriate
amount of currency and takes the recorder.
This paper~based transaction involves little
direct support from financial institutions.

Payment by check increases the complexity
of the transaction. In this case, the
customer writes a check for the appropriate
amount and takes the recorder. To transfer
the check's value into a more negotiable and
useful form, the store owner deposits the
check at the store's financial institution,
whereby the store's account is credited.
While this is, again, a paper-based
transaction, notice that check transactions
are intimately tied to financial institutions,
which provide a support structure for
transferring the checks and maintaining the
account balances.

Purchasing the recorder by credit card is
an even more complex process because both




Exhibit 1.1

EFT: Primary Categories and Technologies

Category Technology Description

Retail Automated Remote terminal linked to a financial institution's
Teller account records. ATHM users (i.e., accountholders)
Machine (ATM) may carry out several simple financial trans-

actions, including deposits, cash withdrawals,
account transfers, balance inguiries, mortgage and
loan payments, and other bill payments.

Point-of- Remote terminal which links a retail establishment

Sale (POS) to one or more financial institutions. The POS
terminal may verify check payments, authorize
credit purchases, or transfer funds from a cus-
tomer's account to a merchant's account (for
payment of purchase).

Home Banking Service which permits accountholders tc access
their account records and to initiate financial
transactions at home (through a computer terminal).
Home banking users (i.e., accountholders) may
access account information (balance, transaction
history, cancelled checks, etc.), make payments,
or transfer funds between accounts. Initial
versions of this system include the use of a touch-
tone telephone for bill paying purposes.

Corporate Wire Transfer Service which allows large dollar transfers ——

between and among financial institutions, the
Federal Reserve, and corpcrate customers —- to be
made through a digital communications network.

Automated Service which takes magnetic tape based transaction

Clearing information from originating financial institu-

House (ACH) tions, sorts it, and then transmits it to receiving
institutions. ACH is primarily used for direct
deposit of payroll and government checks.

Cash Service which allows corporate custamers tc elec—

Management tronically access their accounts. In addition to
receiving account balances and history, customers
may transfer funds between accounts and initiate
wire transfers.

Internal On-line Teller | Systems which allow financial institutions to
Terminal, electronically process their transactions.
Computerized
Check, Pro—
cessing, etc.




purchase and loan functions are involved. The
customer hands the clerk a credit card so that
the clerk can prepare a credit card invoice.
The customer signs the invoice, takes a copy
of the invoice and leaves the store with the
recorder, At month's end, the customer
receives a bill from the credit card company
and would typically pay the bill by =zheck.
Again, the transaction (i.e., the invoice) is
paper-based: further, because credit cards are
typically tied to checking accounts, credit
cards require the support structure provided
by financial institutions.

Electronic fund transfer include a wide
range of payment technologies and systems,
more than one of which could be used in the
purchase of the recorder. For example, the
customer could use an ATM to get currency from
his/her account to pay for the recorder: or
he/she could have the clerk use an electronic
check guarantee system —— part of a POS system
-- to assure that his/her check would be
honored: or he/she could hand the clerk a
debit card to insert into a POS terminal
through which the customer's checking account
and the merchant's bank account are
instantaneously debited and credited,
respectively. The institutions involved in
the EFT support system are, for the most part,
the same as those involved in the check
support system. However, the primary
difference is that the EFT transaction is
carried out by electronic signals. Thus,
while the check support system is primarily
paper—-based, the EFT support system is
electronic-based. In sum, EFT systems are
payment systems in which the exchange of
value, or information necessary to effect an
exchange, is represented or facilitated by
electronic messages.

Wwhile the above definition is useful,
inasmuch as we must define EFT before defining
EFT frauvd, EFT systems are perhaps more often
defined in terms of the specific technologies
commonly identified with EPT. 1In this regard,
each of the EPT categories and technologies
identified in Exhibit 1.1 is discussed below.

Retall EFT Technologies

The three primary retail EFT technologies
~- ATMs, POS systems, and home banking --
provide a wide variety of consumer-oriented
EPFT banking services that facilitate both the
transfer of information (e,g., check
verification and balance ingquiry) and the
transfer of funds (e.g., cash withdrawal and
bill payment). Of the three technologies,
only ATMs are widespread at this time; POS and
home banking are still in their planning and
pilot testing phases. Yet based on recent
growth patterns, POS and home banking systems
could become widely used in the near future.
Interestingly, as further discussed in Section
5.3, the growth of ATM networks have fueled
the growth of POS systems. It is fitting,
therefore, that in the retail aspect of this
EFT fraud study, we should focus on ATMs.

Automated Teller Machipe (ATM)

ATMs are remote terminals linked to a
financial institution's account records that
allow users to perform various financial
transactions including cash withdrawals,
deposits, account transfers, balance

inquiries, mortgage and loan payments, and
other bill payments, Access to ATMs is
regul ated by the use of magnetically-encoded
plastic cards (i.e., ATM cards) and a personal
identification number (PIN), that, depending
on the financial institution's policies, may
be numeric or alphanumeric, range from four to
eight digits, and be either customer—selected
or bank-assigned. ATMs may be either "free
standing”™ or "through-the~wall", Free
standing ATMs are placed away from the bank's
physical facility, in such locations as
shopping centers, office complexes, airports,
and busy street corners. Through-the-wall
ATMs are physically located on the grounds of
the financial institution. Many ATMs, such as
those on street corners or in bank vestibules,
are accessible 24 hours a day.

Exhibit 1.2 depicts the principal
components of an ATM system. These include
the ATM, the ATM switch, the bank's computer
{(which maintains accountholder records such as
account balances), communications lines, the
network switch (if the system bhas network
capabilities), and the computers of other
banks. To see how these components function
in tandem, consider the steps necessary to
allow an accountholder to withdraw $200 from
an ATM operated by the accountholder's bank.
When the user inserts his/her card into the
ATM, a device "reads" the data encoded on the
card's magnetic strip. The ATM switch "behind”
the ATM recognizes that the card belongs to an
accountholder of the bank that operates the
ATM and will therefore route information
between the ATM and the bank’s computer. (In
the presence of a local or proprietary ATM
network, there is no need for such a switch: a
direct communication line automatically routes
information between the ATM and the bank's
computer.) The ATM then "asks" the computer if
the card is valid (e.g., PFas the card been
reported stolen? Has it expired?). Upon
verification, the ATM instructs the user to
input the PIN. Again, the ATM asks the
computer if the user has input the correct
PIN. Once the correct PIN is input (the
cardholder is typically allowed three to six
attempts to enter the correct PIN), the ATM
presents the user with a menu, by which the
user indicates what type of transaction is
desired (in this example, a $200 cash
withdrawal). The ATM then asks the computer if
the accountholder is allowed to make this
transaction (e.g., Is the account balance
greater than $2007?). If the computer
authorizes the withdrawal, the transaction is
performed: the $200 is dispensed: the user's
account is debited $200+: the transaction is
recorded on a transaction log: a transaction
receipt is printed for the usert and, if the
ATM is camera-equipped, a photograph is taken
of the user.

With the introduction of regional and
national ATM networks, cardholders are no
longer limited to using ATMs owned by the
financial institution at which they have an
account. Rather, cardholders may perform
transactions on any ATM owned by a financial
institution that is a member of the same
network to which the cardholder's financial
institution belongs. Suppose the user in
Exhibit 1.2 wishes to withdraw $200 from an
ATM not operated by his/her financial
institution, When the user inserts his/her
card, the ATM switch recognizes that the card
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belongs to an accountholder of a network
affiliate; it then routes the card information
to the network switch which in turn routes the
information to the user's financial
institution's computer. The transaction is
then processed as described above. As
discussed in the next subsection, several
factors provide impetus to financial
institutions to form or join ATM networks:
whatever the reason, the number of ATM
networks has increased rapidly in the past
five years. The number of shared regional
networks, as of September 1984, is estimated
at 175 [Bank Network News, 1984]). In addition,
eight national ATM networks are operational.

Not only are the number of networks
increasing, but cardholders' use of networks
is also increasing. A recent Bank

Administration Institute (BAI) survey [1985]
indicated that the number of interchange
transactions (i.e., a transaction that
occurred at an ATM not owned by the
cardholder's financial institution) increased
27 percent from 1983 to 1984,

Customer acceptance of ATMs were at first

slow, due in part to freguent malfunctions and
the need to educate accountholders about this
new technology. BRut since the late 1970's,
ATM usage has dramatically increased. Exhibit
1.3 contains nationwide ATM statistics,
estimated by one industry expert,
L. FP. Pimmer, Typically, as highlighted by
Garsson [1983), 7immer's estimates are higher
than those of another industry expert,
H. 8. Nilson. W#e should note from Exhibit 1.3
that the number of installed ATM increased
over three fold from 1980 to 1984, Will this
trend continue? Probably not. Even though
the total number of ATM transactions (i.e.,
withdrawals and deposits) has increased, the
number of transactions per ATM has begun to
decrease, suggesting that perhaps the country
is beginning to reach a saturation point in
ATM deployment.

wﬁw = = -

POS terminals are remote terminals that
link a retail store to one or more financial
institutions and allow customers to use a
plastic, magnetically-encoded card -- not
unlike an ATM card --to make purchases., When
making a purchase, the customer slides the
card through a small terminal, and enters
his/her PIN., After the store employee enters
the amount of the transaction, the terminal
transmits this information to both the
customer's financial institution and the
store's financial institution. The customer's
account is then debited, while the store's
account is credited. The uge of POS in this
regard epitomizes the i{idea of the cashless,
checkless society. 1In addition to direct
debit, POS terminals can also be used for
check authorization, check verification, and
balance inguiries.

POS terminals offer several advantages to
retail establishments., Operating costs can be
reduced by the reduction of check and credit
card processing expenses, the reduction of bad
check losses, and the elimination of credit
card and check "float®" time. On the other
hand, one problem that has occurred with some
POS systems is that the communications network
between retail stores and financial
institutions has been limited. Often the

system can only access the computer records of
one financial institution: that is, only
customers who bank at the single participating
institution can use the P0OS system installed
in the store., However, as noted earlier and
as indicated in Exhibit 1.4, the growth of ATM
networks is beginning to overcome this
limitation, 1Indeed, despite some initial
difficulties (i.e., networking issues
concerning coordination of debit cards and
ownership of the related hardware, software
and switcht pricing decisions among the
issving bank, the consumer, the acgquiring
bank, and the retailer:; technical limitations
of available ATM switches which may be unable
to handle the expected high POS volume at peak
shopping hours: and marketing incentives for
encouraging consumer acceptance of POS), POS
is becoming a direct-debit service which is
destined to change the way retailers of all
kinds accept payment [Bergen, 1984: Myers,
19847},

Around the country, ATM networks now have
electronic access to a majority of consumer
deposit accounts at local banks and thrifts,
and they are in a position to offer the
retailer the broad card base that makes
direct-debit POS a viable and lower-cost
proposition than either checking or the
manually processed credit cards, Even for
retailers who now reject those high~cost forms
of payment, the electronic debit card will
offer a convenient and cost-~effective
alternative to cash. In sum, whereas ATHM
usage seems to be leveling off (at least on a
per machine basis), POS usage is beginning to
increase rapidly, perhaps mirroring the ATM
growth of five years ago. According to one
industry source [Bank Network News, 1985},
2,500 POS terminals were installed by the end
of 1984, primarily at supermarkets and gas
stations, while more than 25,000 are predicted
to be installed by the end of 1985,

Bome Banking

As the third major retail ErZ” technology,
home banking allows accountholders to access
their account records and initiate financial
transactions (e.g., make loan or mortgage
payments, transfer funds between accounts, or
instruct the bank to pay merchants and utility
companies) at home by using a touch-tone
telephone. a TV monitor connected to a control
box, or a personal computer terminal. The
first home banking system simply involved the
accountholder phoning the financieal
institution and giving verbal instructions to
an employee, With the advent of the touch~
tone telephone, information ~- such as
instructions to pay bills -- could be keyed
directly to the bank's computer. Personal
computers offer additional features that have
increased the appeal of home banking, For
example, accountholders ¢an access special
home banking software that provides user~
friendly transaction menus, not unlike those
displayed at ATMs., The proliferation of
personal computers has prompted banks to
market personal computer-kased home banking
systems, as opposed to the more cumbersome
telephone-based systems.

As 1s the case of POS, personal computer-—
based home banking, while basically still in
the pilot phase today, has recently
experienced rapid growth. Moreover, this




Exhibit 1.3

ATM: Nationwide Statistics

1978 1980 1982 1984
Installed ATMs (Year End) 9,750 18,500 35,721 58,470
Number of Transactions* Per Year 0.5 BRillion - 2.9 Rillion 3.7 Billion
Dollar Volume of Transactions* Per Year - - $241.4 Rillion $272.0 Billion

Sources: Zimmer [1979], [1981], [1983], [1985]

*Include only withdrawals and deposits.




Exhibit 1.4

POS: AT Networks With POS Involvement
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Background

e Based in Texas, the network is
a non~profit organization.

@ Largest regional ATM network,

o Nationally based, the network
began operation in Janvary 1983.

e Largest national ATM network
with 1,036 member financial in-
gtitutions, 5300 ATMs in 40
states, 15 million card holders,
and processing 100,000 ATM trans-
actions per month.

@ Based in Florida, the network
has 305 member financial insti-
tutions and 4 million card-
holders.

o Based in Dallas, the network is
bank-owned.

@ Network has 825 ATMs and 3 mil-
lion cardholders, and processes
5 million ATM transactions per
month.

® Based in Seattle, the network is
owned by 5 large banks.

@ Network is based in Hilwaukee.

& Based in Des Moines, Iowa (which
law requires mandatory sharing
of all off-premise ATM and FOS),
thg network began operation in
1981.

@ Network has 905 member financial
institutions and 800,000 card-
holders.

® Based in California, the netwerk
began operation in Januvary 1985
with a 9 million card base and
is owned by 5 large banks
{i.e., First Interstate, Bank
of America, Crocker, Security
Pacific, ard Wells Fargo),
although other banks can join
as non—equity participants.

e Network is based in Atlanta.

POS_Invalvement

As Texas lav requires mardatoy
sharing for all ofi-premise ATM
and FOS terminals, the network
requires all member financial
institutions to participate in
POS,

Network plans to begin POS direct
debiting by mid~1985 on & regional
basis, most likely in Californis
{i.e., First Interstate Bank of
California) and/or Texas (i.e..
MPACT network).

Beginning with 30 stores (i.e.,
Crown Liquor stores, car dealers,
corvenience stores) in 1984, the
network expects to expand to
1,000 outlets by early 1985,

Network has several hundred FOS
terminals (i.e., in Mobil, Shell
and Exxon service stations and
Tam Thumb stores).

Network plans to begin POS in the
second quarter of 1985,

Network has Atalla/POS terminals
at Pick'n Save grocery stores.

Network is the oldest fully-
shared POS network —— since 1981
— with terminals in two large
supermarket chains {i.e.,
By-Vee and Dahl's).

Network does not hardle ATHM
transactions; it is devoted ex—
clusively to FOS transactions.

Network has several hundred
FOS terminals.




growth is expected to continue. A recent
survey [Tyson, 1985] estimated the number of
users in mid-1985 to be 58,000, up from 44,000
in January 1985.

Corporate EFT Technologies

Legss visible to the public than the
retail EFT technologies, corporate EFT
technologies use electronic communications to
make instutition-to-institution or
institution-to~consumer money transfers, The
most dominant of these services is wire
transfer, generally used by corporations to
make large payments to other firms and
individuals., (Although this study focuses only
on wire transfers made through financial
institutions, it is recognized that insurance
companies, brokerage houses, retail stores,
and other businesses may employ internal
communicatiens systems to route wire transfer-
related messages.) Two other important yet
much less widely used corporate EFT
technologies are automated clearing houses (a
service used primarily for direct deposit of
payroll and government checks) and cash
management gservices (which allow corporate
¢ustomers to directly access records and
initiate transactions through their own
computer terminals). These three technologies
are discussed below.

Wire Transferx

As the primary corporate EFT technology,
wire transfer networks allow large dollar
value transfers between and among financial
institutions, the Federal Reserve,
corporations, and private customers. Unlike
the retail EPT technologies discussed above,
wire trasnfer networks have been in operation
for several decades, beginning with the
Federal Resetve Board's installation in 1918
of a private Morse code telegraph system. As
depicted in Exhibit 1.5, the wire transfer
system facilitates the transfer of money from
one party, called the originator or sender, to
another party, called the beneficiary or
receiver. The party might be an individual
{e.g., @ parent wishing to wire money to a
child who is attending school), a corporation
(e.g., & company wishing to transfer funds to
one of its offices in another state), a bank
{e.g., 2 bank wishing to transfer a large sum
of money from one of its accounts to another
bank's account), or any other organization,
Depending on the sender, the transfer could be
initiated in a number of ways. An individual
could contact the bank by mail, messenger,
telephone, or in person (i.e,, over the
counter). A large corporation has the
capability to initiate wire transfers using
TELEX, TWX, facsimile transmission, or the
cash management technology that is discussed
later. On the other hand, a large bank could
initiate a transfer either through its own
computer or one of the following four major
wire transfer networks:

(i) Feduwire. It is a private wire
network operated by the Federal
Regerve System to provide
communications facilities among Fed
district banks, financial
institutions maintaining Federal
Reserve accounts, and, as a result
of the Monetary Control Act of 1980,
all other depository institutions. 2

(ii)

(iii)

(iv)

true payment network, FedWire
accomplishes an immediate transfer,
or settlement, of funds between the
sending and receiving banks'
accounts maintained at the Federal
Reserve. In this manner, FedWire
acts as a clearinghouse for wire
transfer activity. In 1969, the
Culpeper Switch became operational,
providing computerzied
communications between district
banks. Previously, the Federal
Reserve operated a teletype network.
In 1981, more than 800 financial
institutions were FedWire users via
terminal or direct computer
connectionsy the remaining banks
used the telephone or other means to
initiate transfers.

BankWire. Developed by its parent
company, Payment and
Telecommunications Services
Corporation, BankWire is a private
sector data communications network
that l1inks participating members of
the banking industry and associated
fields. 1Its primary purpose is to
transmit funds and administrative
information among its members.
nlike FedWire, BankWire does not
act as a clearinghousei debit and
credit entries are made at the
sending and receiving banks. The
first BankWire teletype network was
created in 19%50. In mid-1974, the
BankWire I computer system became
operational: in May 1978, an
enhanced network -- BankWire II --
was brought on-line. The enhanced
network provides increéased daily
message volume capacity, greater
system reliability, and standard
message formats for funds transfers,

e _Interbank
Pavmepts Svyvstem CHIPS). It is

operated by the New York Clearing
Bouse Assoclation and was originally
established to provide a system for
the auvtomation of interbank payments
within New York City. Initially, its
operation was confined to transfers
of funds for international customers
of member banks of the Clearing
House: subsequently, other New York
banks, both domestic and foreign,
were allowed to participate in the
network, As is indicated by its
name, CHIPS acts as a clearinghouse,
providing same day settlement for
member banks.

The Society for Worldwide Interbank
Fipancia)l Telecommunications
{SWIFT). It was formed in 1973 by
major Buropean, American, and
Canadian banks as a cooperative
society. The network provides
structured message formats for a
wide range of fund transfers and
other international banking

transactionst it began live

operation in March 1977, and was
introduced in the United States in
September 1977, In February 1980, a
major SWIFT switeéhing center went
into operation at Culpeper,




Wire Transfer:

Exhibit 1.5

System Description

SENDER
TELEPHONE OVER THE COMPUTER
COUNTER CHIPS/SWIFT
FEDWIRE
BANKWIRE
/
MATL/ FACSIMILE L —
MESSENGER TRANS- TELEX7TWX CASH
MISSION MANAGEMENT
MANUAL PROCEDURES AND DATA ENTRY
FUNDS TRANSFER SYSTEM
FEDWIRE CHIPS/ BANKWIRE OFFICIAL INTERNAL
SWIFT CHECK BOOK
ENTRY
RECEIVER

Source: ARCB [1983, p. 33




As of the first guarter
there were more than 900
including 111 U.S.

Virginia,

in 1981,

member banks,

members.

Refert¥hg to Exhibit 1.5, once the sender

has initiated the wire transfer~related
message, the bank processes the message (with
possibly some manual intervention) through the
fund transfer system. Information such as the
beneficiary's name, the beneficiary's bank,
the amount of the transfer is transmitted
through the system. Specially designed
software routes the message over communication
lines -- typically through one of the four
main networks described above -~ on route to
the beneficiary's bank, which then processes
the incoming message and advises the
beneficiary.

Wire transfers constitute the dominant
form of non-cash transactions in the nation.
As indicated in Exhibit 1.6, $668 billion was
transfered per day over the CHIPS and FedWire
networks in 1984, This dollar figure
represents a 48.4 percent increase over that
of 1980, Put another way, given a gross
national product in 1984 of roughly $3.7
trillion, one might say that during the course
of the year the GNP moved through the wire
ti:ansfer system 47 times or once every 1,1
wiarks !

aAvtoma e

The nation's 30 Automated Clearing Rouses
(aCHs) perform services similar to those
provided by a manual check processing system.
That is, an ACH gathers transaction data from
various institutions, sorts it by the
receiving institution, and then sends the
information on to the receiving institution,
The important difference i1s that the ACH
performs these services electronically, using
magnetic tapes. Additionally, as alluded to
above, ACHs process transactions in "batch"
mode, whereas ATM and POS systems generally
operate in a "real-time", on-line mode. ACHS
typically handle low value, repetitive dollar
transfers such as direct deposit payroll or
Social Security checks and preauthorized debit
and bill payments. Whereas the average wire
transfer is about $2 million, an ACH
transaction averages less than $5,000.

Recently, however, the ACHs have
experienced an increased growth. No longer
primarily used for government-related
transactions, ACHs are being used more and
more by private organizations, Corporations,
for example, see ACHs as a low cost
alternative to the wire transfer networks
[Ferris, 1985 (a}}. BAs shown in Exhibit 1.7,
the annual dollar volume increased 68.3 times
from 1980 to 1984.

Lash Kapagepent

Cash management services allow corporate
customers to access their records
electronically. In addition to accessing
account balances, customers may transfer funds
between accounts and initiate wire transfers.
Just as home banking systems have benefited
from increased use of personal computers in
the home; cash management systems have grown
in popularity alongside the increased use of
office and business computers., Large banks
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are now aggressively marketing their
proprietary computer-based "treasury
workstations",

Internal EFT Technologies

Although to some, only those technologies
that use electronic banking outside a
financial institution's internal environment -
- such as the retail and corporate
technologies discussed above -~ are accepted
as EFT, a literal interpretation of
"electronic fund transfer" also describes the
computerized processing of checks, credit card
purchases, and almost all of the transactions
that occur in a financial institution.
Indeed, computers are now firmly entrenched in
the processing of virtually all financial
transactions.,

In sum, internal EFT technologies have
and will continue to grow. The reasons for
this growth renter around the desire to
perform financial transactions in a safer,
more convenient, and more cost effective
manner, Whereas increasing computer
sophistication has been accompanied by
decreasing computer costs, labor costs
{especially those related to check processing
and routine teller services) have been
increasing steadily. This fact has become
more important in recent years, as the banking
industry becomes increasingly deregulated.
Federal legislation in the early 1980s,
especially the Monetary Control RAct of 1980
and the Garn-St.Germain Depository
Institutions Act of 1982, lifted many
restrictions on banking activities and fueled
increased competition in the banking industry.
Competition has not only increased among
banks, but also between banks and other
providers of financial services such as
brokerage houses, insurance companies, and
even retail chains (e.g., Sears). Thus, in
the internal banking sector, banks will
continue to strive for lower operating costs
through expanded use of EFT technologies.

i.2 EFT ERAUD

EFT fraud is but one type of computer
crime, The focus of extensive public and
media attention, computer crime has increased
concomitant with the proliferation of computer
use [Shea, 1984: Perry and Wallich, 1984]. as
noted earlier, a recent study by the American
Bar Association (ABA) [1984) considers
computer crime to be a problem of substantial
and growing significance, The ABA study,
based on 283 responses to a survey mailing to
approximately 1,000 private organizations and
public agencies, revealed that computer crime
is regarded as of egual or greater importance
than many other types of white collar crime,
including antitrust violation, counterfeiting,
bank embezzlement, consumer fraud, securities
frauvd, and tax fraud.

Al though much of the EFT abuse is
sanctionable under existing criminal law, the
law does rnot, for the most part, deal with
such abuses, Thus, while theft statutes
typically stipulate the taking of physical
property, it must be asked whether the
generation of an electronic signal, or the
execution of a computer routine which changes
an account balance, constitute "taking?" Do




Exhibit 1.6

Wire Transfer: Nationwide Statistics
Number Dollar Volume
1980 1984 1980 1984
Transactions
Fediire 165,0001 | 160,000%  |$308 Billion} | $368 Billion®
1 3 N | R
CHIPS 50,000 90,000 $142 BRillion $300 Billion
Messages
1 4
SNIFT 238,500 500,000 - —_—
BankWire 18,5001 | Mot available — —

Sources: 1.
2.
3.
4,

Arthur D. Little [1982].
FedWire:
CHIPS:
SWIFT:

Exhibit 1.7

ACH: Nationwide Statistics

Telephone conversation, June 7, 1985.
Telephone conversation, November 11, 1985.
Telephone conversation, June 7, 1984.

10801

19842

Number of Transactions Per Day

Dollar Volume of Transactions Per Day

895,400

$0.15 Billion

2,303,800

$10.4 Billion

Sources: 1.

2.

Arthur D. Little [1982]

National Automated Clearing House Association:

Conversation, June 7, 1985,
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the contents of a computer memory constitute
property? Further, fraud statutes reguire
willful misrepresentation to a person -- are
computers persons?

At present, as listed in Exhibit 1.8,
there are 24 states which have computer crime
statutes: however, only a few of these
statutes specifically address EFT. At the
federal level, the laws applicable to EFT
crime or fraud include specific sections of
the Electronic Funds Transfer Act of 1978
(which overlaps in the area of ATM disputes
with the Federal Reserve Board's Regqulation
E), the wire fraud and mail fraud provisions
of the Criminal Code, and the Counterfeit
Access Device and Computer Fraud and Abuse Act
of 1984, To date, there have been very few
indictments -- much less convictions ~- under
any of these laws, making it difficult teo
predict how the courts may interpret these
laws relative to EFT fraud.

Perhaps the current paucity of EFT-
related crime laws is appropriate, as
knowledge of the relationship between EFT and
crime is sketchy at best. But as EFT
technologies come to play an even more
dominant role in the nation's payments system,
criminal justice professionals will need to
recognize the opportunities for and incidence
of EFT-related criminal activities,
Certainly, the results of this study should
contribute to our knowledge of EFT fraud.

As EFT technologies proliferate, so does
the potential for fraud. 1In fact, in regard
to potential vulnerabilities in their ATM
operations, bankers are especially sensitive
about the growing fraud experiences of the
credit card companies, especially in the area
of card counterfeiting., Federal Regulation E
(Reg E) has also increased the bankers'
concern over ATM fraud as it limits cardholder
liability [Ellis and Greguras, 1983)], even
when the cardholder is negligent. In the
corporate banking area, the concerns are even
greater, as enormous sums of money are
transferred each day through the various wire
transfer networks.

EFT fraud can assume one of many forms
and the purpose of this section is to provide
an overview of the key vulnerabilities to
fravd in both the ATM and wire transfer
systems, First, however, it is necessary to
carefully define EFT fraud.

initi ¢ EFT Praud

No commonly accepted definition of the
term "EPT fraud" has emerged in the literature
[Colton et al., 1982]. Nonetheless, the
ability to differentiate frauds that can be
attributed to the presence or operation of an
EFT system from others that occur in financial
institutions is a prerequisite for analyzing
the nature and extent of EFT fraud. 1Ideally,
a definition of EFT fraud should act like a
sieve =~ catching and identifying certain
activities as EFT fraud while letting others
slip through., Certain incidents clearly
should be labeled EFT frauds. Withdrawals
made using a stolen ATM card and alterations
of a wire transfer by a bank employee for the
purpose of improperly enriching an individual
are certainly examples of EFT fraud., On the
other hand, let us consider the following

which occurred at a Midwest bank in
1984, A woman was making a withdrawal at an
ATM located in a parking lot late at night.
After completing the withdrawal, she was
accosted by a man who had seen her perform the
withdrawal. Using a gun, he ordered the woman
to hand him the money that she had just
withdrawn., Is this incident an EFT fraud (and
therefore under the purview of Reg E)? Or,
should it be considered traditional robbery?

incident,

In considering a definition of EFT fraud,
it is important that the definition be
sufficiently broad so that the impact of EFT
technology on the incidence of fraud can be
fully assessed. In particular, in this
report, we adopt the definition advanced by
Colton et al. [1982, p. 40] -~ that is, EPT
fraud is any crime, whether or not prosecuted
under special computer/EFT laws or traditional
law, that would not have occurred but for the
presence of an EFT system. Under this
definition, the robbery incident described
above would be considered an EFT fraud, as the
woman would not have been able to withdraw
money from her account if it were not for the
availability of an ATM. Interestingly, the
Federal Reserve Board, the overseer of ATM-
related regulations, recently ruled that if a
consumer is forced by a robber to withdraw
cash at an ATM, then "the actions of the
robber are tantamount to use of a stolen
access device" [EFTA, 1985(a)]l.

Potential for EFT Fraud

Armed with a definition of EFT fraud, we
can now discuss the potential for EFT fraud,
again focusing on the ATM and wire transfer
technologies, Such a discussion provides an
appropriate framework for considering our
findings about ATM and wire transfer fraud in
Sections 3 and 4, respectively. Of particular
interest is the risk that each potential
system vulnerability poses. Although many ATM
frauds are likely to be attempted, and, if
attempted, are likely to be successful, they
typically result in small financial
consequences or costs. An example would be a
person who possesses a stolen ATM card and
PIN; the person is not likely to withdraw more
than a few hundred dollare before the card is
"captured” by the ATM (i.e., "hotcarded™). On
the other hand, although wire transfer frauds
are unlikely to be attempted, and, if
attempted, are unlikely to be successful,
their financial costs could be staggering.
(Note that in the wire transfer area, even if
a frauvdulent transfer is completed, the fraud
cannot be considered successful until the
money is withdrawn, a difficult undertaking if
the sum of money is large.) The components of
risk (i.e., likelihood, vulnerability, and
cost) are further discussed in Section 5,2.

ATH

In the ATM area, there are a number of
potential vulnerabilities (see Exhibit 1.98).
(See also Boyle [1983)].) Many of the
vulnerabilities are associated with frauds
perpetrated through the use of the ATM card,
including both unauthorized use of an
accountholderts card by others and fraudulent
use by a legitimate cardholder. Some frauds
do not involve the card directly, such as
manipulation of the ATM system software,
alteration of account information, and other
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10.
11.
12.
13.
14,
15,
l6.
17.
18.
18.
20.
21.
22.
23.
24,

Exhibit 1.8

State-Level Computer Crime Statutes

State

Alaska
Arizona
California
Colorado
Delaware
Florida
Georaia
Illinois
Rentucky
Massachusetts
Michigan
Minnesots
Missouri
Montana

New Mexicc
North Carolina
Ohio
Oklahoma
Pennsylvania
Rhode Island
Tennessee
Utah
Virginia

Wisconsin

Year Statute Enacted
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1983
1978
1979
1978
1982
1978
1880-81
1979
1677
1983
197¢
1881-82
1983
1981
1¢67¢
1980-81
1981-82
1984
1984
1978
1383
1980-81
1978
1982




Exhibit 1.9

ATM: Potential Vulnerabilities

Card
Appli-

cation @

|

CEG

Branch
Bank
$
Cash
Deposited Replenish-
Envelopes ment @
Card
Proces- O O O O
sing @
@ ATM Network
Switch Switch
° Communication
Line
Card- @ @
holder's @
Home ATM @ ®
@ Card
@ Bank's
beposit Computer
Envelope @
A. Account set up with intent to defraud K. Frawd check deposit followed by withdrawal
B. Card stolen from embossing vendor, processing against non-sufficient funds
center, or storage area L. Off-line overdraft by cardholder
C. Theft of card and PIN from mail by postal M. False reporting that ATM did not dispense
employee correct funds
D. Theft of card and PIN fram mailbox N. Physical attack on AT by outsider
E. Card stolen in burglary, larceny, or purse snap; 0. Cardholder robbed leaving AT
card lost (PIN on or near card) P. Replenishment cash subject to theft by service
F. Unautharized use by family, friend, or acquaintance team member
G. Misrepresentation of ATM transactions by cardholder Q. Theft of cash/checks fram deposited envelopes
H. Alteration of magnetic stripe data R. Electronic attack on data camminication line
I. Active card left in machine; next person uses it S. Manipulation of ATM processor software
to withdraw fram cardholder's account T. Theft of account data
J. Erpty envelope deposit followed by withdrawal, U. Manipulation of account/transaction data
creating overdraft V. System procedures allow one cardholder to

remove cash from another's account
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types of bank employee-related frauds. It
should also be noted that aside from
deliberate fraudulent acts, ATM systems are
also vulnerable to inadvertent bank errors
that may lead to the commission of fraud.

Perhaps the most familiar type of ATM
fraud are those resulting from unauthorized
use of an accountholder's card., Cardholders
can lose possession of their card in a number
of ways. The card could be stolen in the
mail, from the person's wallet or purse, or
obtained as the unanticipated byproduct of a
burglary, street robbery or larceny. Cards
can be taken by family members or friends or
other persons who would have access to the
cardholder's residence.

The individual who fraudulently obtains
the card needs the PIN to activate the ATM,
but as detailed in Section 3.2 and not
surprisingly, the PIN is often written down by
the cardholder and kept either on the card or
on a separate piece of paper in the wallet or
purse. PINs are also verbally revealed by
accountholders, often in a casual manner to
family members or friends. Accountholder
negligence, however, is not always involved as
PINs are also obtained forcefully, during 2
mugging attempt for example, or
surrepticiously, as may be the case with
confidence games.

Assuming the card and PIN are available
to the unauthorized user, the financial
consequences of this type of fraud depend on a
number of factors. A daily withdrawal limit -
- typically between $200 and $300 -~ prevents
excessive losses in any given day, but
sometimes many days can pass before the
accountholder becomes aware that his/her ATM
card is missing and subsequently notifies the
bank. Once notified, the bank can "hotcard”
the missing ATM card, an action which captures
the card the very next time it is used. Of
course, unauthorized withdrawals might also be
curtailed by a small account balance.

While it is the accountholder's funds
that are being withdrawn, it should be noted
that the bank is generally liable for any
losses sustained by the accountholder, Reqg E
limits accountholder liability to $50 if the
accountholder reports the card missing within
two days of discovery, or $500 if the report
is made more than two days after discovery.
This 1iability ceiling is irrespective of
accountholder negligence (e.g., even if the
accountholder writes the PIK on the card).

Sometimes the financial consequences of a
fraud are exacerbated by the user's ability to
overdraw an account at an ATM. At some banks,
ATMs are occasionally “off-line”™, meaning that
the communication link between the ATM and the
bank's computer is temporarily disconnected.
If the ATM is off-line, an account balance
"look up" may not be able to be made:
consequently, the account may be overdrawn.
Another vulnerability that allows users to
overdraw an account are delayed withdrawal
postings. Account balances, as "seen" by the
ATM, may not reflect the true, up-to-the-
minute balance: for example, a withdrawal made
at a human teller may not be debited against
the account balance until the end of the
business day, during which time the ATM sees a
balance that is greater than it should be.

Additionally, bad checks can be deposited in
ATMs, accompanied by subsequent withdrawals
that result in overdrafts. Of course, this
scenario is not unique to the ATH environment.
Rowever, a special case of a bad deposit-~
related fraud ~-an "empty" deposit envelope
(i.e., the user keys .in a certain dollar
deposit but intentionally does not place any
cash or checks in the deposit envelope) =-- is
unigque to ATMs,

ATM frauds are also committed by
legitimate cardholders. The absence of
pophisticated verification techniques (e.q.,
fingerprints or voiceprints) can provide
unscrupulous cardholders with the opportunity
to commit fraud from their own individual
account, One common way 1s to misrepresent
transactions., A cardholder can claim his card
was stolen -— when in fact it was not -- or,
even if the card was not missing, disclaim any
knowledge of one or more withdrawals. Even if
the ATM 1s equipped with a camera, this type
of fraud is easy to perpetrate, since the
cardholder can conspire with another person,
who actually makes the withdrawals., Since Reg
E places the burden of proof on the bank, it
is often difficult to deny an accountholder's
claim,

Non—-card-related ATM fraud also occurs,
as potential vulnerabilities to fraud exist in
nearly every aspect of a highly complex
banking operation 1like an ATM program. Cards
may be taken from the mailing room or siphoned
off from cards mailed and then "returned to
sender" because of incorrect or out~of-date
addresses, Cash may be stolen directly from
the ATM replenishment canisters or the deposit
envelopes by bank employees. Further, a range
of electronic attacks can be made on the
bank's computer system, including software
alteration, fraudulent account creation, ang
removal of security controls on "hot" or
blocked accounts. Compared to ATM card-
related fraud, these and other types of
employee fraud are potentially more serious in
terms of their financial losses., At the same
time, employee fraud occurs much less often
than card-related fraud. Additionally, like a
bank safe, the ATM can contain a large amount
¢f cash and is therefore a target for
robberies, sometimes requiring explosive means
to gain entry [Matthews, 1983].

Inadvertent errors can also lead to the
commission of a fraud. When processing
withdrawals, ATMs can experience problems
related to either dispensing (i.e., the wrong
amount of funds is dispensed) or posting
(i.e., the cardholder's account is not
properly debited). Either of these events can
lead to the improper enrichment of the
cardholder. Similar malfunctions and errors,
with potentially larger financial
conseguences, can also occur in deposit

processing and, as discussed below, wire
transfers.
Wire Trapsfers

Inasmuch as the wire transfer system
involves multiple institutions and
communication links, and serves to transfer
payments on the order of millions of dollars
each, there are many system vulnerabilities.
The most prominent of these are identified in
Exhibit 1,10 and can be classified according
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Exhibit 1.10

Wire Transfer: Potential Vulnerabilities

A SENDER

TELEPHONE OVER THE ] COMPUTER
OOUNTER CHIPS/SWIFT
FEDWIRE
® © |/ BANKWITE (B) ®
MATL/ FACSIMILE L~ A
MESSENGER TRANS~ TELEX7 TWX CASH
1 MISSION MAW‘
& @ @ ‘ @ | , D
rﬁ
| ®®E MANUML, PROCEDURES AND DATA ENTRY
®Q@® FUNDS TRANSFER SYSTEM
FEDWIRE CHIPS? BANKWIRE OFFICIAL INTERNAL
SWIFT CHECR BOOK

© © ©® © e

; A. External Error in Message Initiation G. Transaction Altered in Processing

g B. Internal Error in Message Initiation H. Bank Error in Message Delivery

¥ C. External Entry of Fraudulent Transaction I. Purposeful Destruction of Transaction
D. Internal Entry of Fraudulent Transaction J. Bank Error in Message Delivery

E. Bank Error in Message Content K. Bank Error in Custamer Notification
F. Failure to Follow Established Procedures L. Bank Error in Message Interpretation
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inadvertent errors and
Each of these types is

to two generic types:
intentional frauds.
discussed below.

FErrors made by corporate senders, clerks,
computer terminal operators, or bank account
officers can result in a wire transfer which
is either for an incorrect amount, paid to the
wrong beneficiary, or some combination
thereof. The result of these and other
inadvertent errors is often the sudden and
improper enrichment of the individual or
corporate beneficiary. Occasionally, the
benficiary pockets all or part of the
enrichment by physically absconding with the
monies, refusing to return them on the grounds
that they were owed the monies by the sender,
or by feigning ignorance and spending the
monies. Even when the bank which stands to
sustain the loss recovers all or the majority
of the principal, there can be associated
costs such as legal fees, compensation or
interest, and personnel time. Thus, an honest
mistake can make possible the commission of a
fraud perhaps by a heretofore honest
beneficiary. Interestingly, some bank
officials, while agreeing to the fact that the
customer who absconds with the miscredited or
double-credited money is commiting a fraud,
view the act in a less severe light because,
as one official puts it, "we gave him the
opportunity to become a criminal."

Several types of inadvertant errors can
occur. As displayed in Exhibit 1,10, errors
can occur at all points in the wire transfer
system, including at the point of initiation,
in the manual procedures associated with the
creation, processing and release of a message,
and in the handling of the incoming message.
These errors occur for a number or reasons,
buring a phone conversation with the sender, a
clerk might record the wrong amount of money.
Incoming messages —- especially if written in
a foreign language or if the dollar amount is
in a foreign currency can be
misinterpreted, System failures, either with
the bank's computer or the network's computer,
can cause confusion as to which messages were
and were not processed, possibly resulting in
a duplicate payment,. Finally, clerical
errors, such a typographical error, can lead
to improper enrichment.

The other type of wire transfer
incidents, intentional frauds, include the
initiation of an unauthorized wire transfer
instruction either by an authorized bank
official or by an outsider with knowledge of
the procedures and codes required, Perhaps
the most famous wire transfer fraud the
$10.2 million Rifkin heist == is an example of
a fraudulent initiation of & wire transfer by
an outsider., After having obtained the
necessary codes surreptitiously, Rifkin
impersonated an official at the bank to
initiate a transfer. In addition to
fraudulent transfer initiations, wire transfer
messages can alsc be altered or destroyed by a
perpetrator with a highly sophisticated
knowledge of the data processing and
telecommunications aspects of the wire
transfer system. Given the increasing volume
of wire transfer transactions and its enormous
value, banks have sought to implement
comprehensive and complex password, encryption
and other hardware and software security
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measures to protect themselves from a big
"hit".

1.3 _STUDY BACKGROUND

In spite of both the phenomenal growth in
the use of EFT systems and the increased
concern for EFT-related fraud, there are no
valid data on EFT fraud, as pointed out
earlier. There are several reasons for this
[Colton et al., 1982: Tien et al., 1984)],
including:

(1) the proprietary nature of EFT
systems and the corresponding
concern over potential competitive
disadvantages that might result from
the release of operational data:

‘the wide variations in definitions,
procedures, and categories used by
financial institutions to record
transactions, fraud events, and
charge—~offs for sustained losses;

(ii)

the technical and practical
difficulties in identifying the
occurrence of an EFT fraud, either
while in progress or after the
event

(iii)

the uncertainty about the legal
status of specified¢ actions that may
(or may not) constitute a crime in a
given jurisdiction:

(iv)

(v) the common practice of handling EFT
violations by in-house security or
personnel procedures rather than by
the standard criminal justice
system:

(vi) the absence of a comprehensive or
central data source -- like the FBI
Uniform Crime Reports for
capturing EFT data:

the nonexistence of a standardized
and comparative data base against
which EPT losses can be measured on
a trend-line basis: and

(vii)

the relatively recent development of
EFT technologies, some of which are
still in their initial
implementation phases.

(viii)

Nevertheless, despite the above cited
difficulties, several attempts at collecting
EFT fraud data have been made: four of those
are discussed below.

SRI Study

This file originated in the early 1970s
as the focus of a National Science Foundation
sponsored study on computer crime (later,
funding support was provided by the Justice
Department). The study sought to identify
computer crimes and to obtain some perception
of their nature and extent [Parker and Nycum,
1979: Parker, 1980), The file, an on-going
compilation of over 1000 computer abuse cases
identified through individual contacts and a
newspaper clipping service, is the most well=~
known record of computer crime -~- although it
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does not rely on any systematic or scientific
data collection techniques.

The file focuses on computer abuse in
general, rather than on EFT in particular:
nevertheless, several of the cases from
financial institutions were identified as
being EFT-related, The file provides some
information on the nature of computer crime,
but is limited as a source of data to measure
the extent of EFT fraud as it includes only
those cases which were selected by the media
or the researchers. For example, large losses
or unique frauds were often brought to the
attention of the researchers, although they
obviously did not constitute a representative
sample of all fraud cases. Compounding the
problem is the fact that the EFT-specific
frauds were not a primary focus of the SRI
researchers, but a by-product of the
collection effort. The file is a useful
collection of cases, but it is not a
statistically valid sample.

Federal Regulators

Until recently, all the federal
regulatory agencies (i.e., Comptroller of the
Currency, Federal Deposit Insurance
Corporation, Federal Reserve Board, Federal
Rome Loan Bank Board) required financial
institutions to report external (e.g.,
robbery, burglary) and internal {(e.g.,
employee fraud, embezzlement) crimes, In
general, the report consisted of a letter or a
standard form which identified the apparent
irregularity and briefly described the nature
of the incident. These perfunctory reports
typically provide minimal information.

Now, however, as a result of the paper-
reduction emphasis in the Federal Government,
a bank must report only internal crimes and
maintain an informal, in-house record of each
external crime. Consequently, information on
external crimes at financial institutions are
no longer available in a reasonably accessible
form, Also, as the regulators use crime
reports for specific and limited purposes,
they are not collected or maintained in a
manner which would make it easy to identify or
aggregate EFT frauds.

Although the federal regulators are a
potential source of data on EFT fraud, they
cannot provide the relevant information
without major policy and procedural changes.
Not only would the reports on external crimes
need to be reinstated, but the reporting forms
would have to be significantly altered to
allow for easy retrieval of data on EFT or
computer crimes.

Federal Bureau of Ipvestigation (FRI)

The FBI investigates most cases of bank
fraud and embezzlement and maintains case
records on federal offenses. {Note that
financial crimes are considered federal
offenses if the bank is federally-chartered or
if bank assets cross state lines in the course
of a criminal act.) Information on each case
is recorded for historical and investigative
purposes, and a variety of recordkeeping
systems are maintained.

However, the FBI does not identify the
use of a computer or an EFT technology in a
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case, mostly because it has no special bearing
on broad law enforcement or prosecutorial
efforts. In addition, although the FRI
investigates the majority of financial c¢rimes,
records for many small bank crimes are usually
maintained only at the local FBI office.
Thus, the national FBI records omit many EFT
frauds, while emphasizing large losses and
complex scenarios, Further, the FBI has a
policy against providing case information on a
regvular basis, and numerous regulations
emphasize extreme confidentiality.

. The recently enacted Counterfeit Access
Device and Computer Fraud and Abuse Act of

1984 makes computer, as well as EFT, crimes a
federal offense, thus bringing those acts
under the purview of the FBI., Bowever, the
section of the Act applying to ATM fraud makes
it a federal offense only if S1,000 or more
was obtained during a 12~month period. Bven if
the FBI were to share this information, it
obviously would not constitute a
representative sample of ATM frauds.

American Institute of Certified Public
Accountapts (AICPA) Study

In 1979, the AICPA [1984] decided to
examine computer fraud in hopes of
establishing appropriate accounting and
auditing standards. It approached the task on
an industry-by-industry basis, starting with
banking. In cooperation with the Bank
Administration Institute (BAI), 9,000
commercial banks were selected to represent a
geographic sample of the industry, and the
sample was picked to assure that all of the
major financial institutions were included.

However, the survey did not focus on the
extent of computer fraud in banking. Rather,
each institution was asked to describe only
one case on the provided questionnaire., More
than one-half of the sampled banks replied,
although the vast majority indicated no
computer fraud problems, 0Of the 5,000
responses, only 106 computer fraud cases were
provided and only 85 were eventually
classified as computer frauds. Unfortunately,
although the study provides some information
on the nature of EFT fraud, it can:zot be used
to statistically estimate the extent of fraud
as it asked for only one example of an EFT or
computer fraud, not the actual incidence of
all such frauds. )

1.4 _SCOPE OF REPORT

This report is comprised of five major
sections and one appendix. The first section
provides important background information on
EFT: the different technologies, the
vulnerabilities to fraud, and the previous
attempts to collect data.

Section 2 describes the approach taken in
this study to assess the nature and extent of
EFT fraud. Important study considerations are
discussed in Section 2,1y highlights of the
study conduct are contained in Section 2.2
and background information on the panel banks
is detailed in Section 2.3.

Section 3, consisting of three
subsections, addresses ATM fravd., The ATM-
related data collection procedures are
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described in Section 3,1, while the nature and
extent of ATM fraud are discussed in Section
3.2 and 3.3, respectively.

Wire transfer frauvd is the subject of
Section 4., The wire transfer-related data
collection procedures are discussed first in
Section 4.1, followed by an assessment of the
nature of and the attitudes toward wire
transfer fravd in Sections 4.2 and 4.3,
respectively.

Section 5 concludes the report. After
summarizing our key findings in Section 5.1,
we present in Section 5.2 the concept of risk
in the context of EFT fraud, together with an
initial attempt at modeling risk. Other
possible future efforts in the EFT fraud area
are discussed in Section 5.3.

Finally, five exhibits are contained in
Appendix A: they consist of the major data
collection instruments used in the study.
Where meaningful, the number of responses, as
well as the resulting distribution and average
or mean, are displayed on the exhibits in
italics.
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2__STUDY APPROACH

As summarized in Section 1,3, it was
obvious that none of the available data
sources on EFT fraud could provide valid data
for measuring the nature and extent of EFT
fraud. Each has only limited information, and
all have problems from a statistical
perspective. Further, although several
offered a possible source of information, the
potential existed only if major changes could
be made in the collection processes =--changes
which seemed highly unlikely to occur. These
sources offered verceptions or clues about the
nature of EPFT fraud, but did not provide an
adequate data base for statistical analysis.
It was further obvious that walid and
consistent data could only be provided by the
banks themselves,

To this end, we proposed to obtain EFT-
related data directly from a small panel of
commmercial banks. As detailed in Section
2.2, we were able to convene =-with the help
of the Association of Reserve City Bankers
(ARCB) =-- a panel of banks for our study.
This Study Panel of 16 ARCB member banks has
provided pertinent ATM and wire transfer fraud
data for two years 1983 and 1984.
Obtaining fraud data directly from the banks
represents a major breakthrough, For many
obvious reasons, banks are reluctant to share
any information that might shake the
consumer's confidence in the banking system.
On the other hand, casting the few headline-
capturing EFT fraud incidents in perspective
and in relation to the total transaction
volume is perhaps one reason 16 ARCB member
banks -—- out of & tetal of 18 invited banks —
agreed to participate in this study on an
anonymous basis., Another reason is the
knowledge provided by the study concerning EFT
fraud, at both the individual bank level and
the aggregate level. While data from a sample
or panel of banks could provide a valid and
on—going measure of the nationwide EFT fraud
problem (in much the same manner that A.C,
Nielsen Co. rates television programs based
on data collected from a national panel of
sorme 1,200 households), it is obvious that a
l16-bank panel is inadequate for such a purpose
-- it could not be representative of the more
than 14,000 commercial banks. Consequently,
the study documented herein repregsents a pilot
effort and its findings should be regarded as
preliminary.

The Study Panel approach has several
advantages, First, it provides a "clean"
source of data that could be used confidently
to draw conclusions about the nature and
extent of EFT fraud. Second, it allows for
the acquisition of a consistent set of data so
that such relative measures as the ratio of
EFT fraud losses to total EFT transactions can
be determined and then employed to estimate
the national losses due to EFT fraud. Third,
it sensitizes the banking industry not only to
the actval EFT fraud problem but also to the
need to develop valid and consistent measures
of the problem. Fourth, 1f the Panel was to
be enlarged and surveyed on an on-going basis,
it would provide a continuing barometer of EFT
fraud.
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In order to convene the Study Panel and
to collect consistent data from its members,
we had to consider several issues: these are
addressed in Section 2.1, followed by a
synopsis of important study activities in
Section 2.2 and a description of the Panel
banks in Section 2.3.

2.1 BTUDY CONSIDERATIONS

In our approach to assessing the nature
and extent of EFT fraud, three critical issues
had to be considered: (i) How could we secure
the participation of financial institutions in
our Study Panel? (ii) Bow large should the
Panel be, given the scope of the study? ang
(iii) How can consistent data be collected
from the Panel members? These three issues
are considered below.

Panel E - ;

Obviously, the success of this study
depended on securing the partjicipation of
financial institutiows in our Study Panel.
sowever, the release of information about the
incidence of bank fraud, particularly as it
relates to white collar fraud, has been viewed
as especially sensitive., In the increasingly
competitive banking world, financial
institutions avoid any events that could
possibly shake the public's confidence in
their industry. At the same time, however,
bank officials have also been concerned that
the public has misunderstood the nature and
extent of EFT fraud, partly due to well-
publicized "big hits"™ such as the Rifkin heist
and the recently reported $40,000 theft from a
Springfield (MA) ATM [Gallant, 19841}.
Further, as bankers realize that little data
now exist to support or refute assertions
about the potential for EFT fraud, they
understand the utility -~ both in terms of
public opinion and their own internal
evaluations and decisions regarding EFT -~ of
obtaining better information so that EFT can
be viewed from a realistic perspective. Thus,
in our attempt to secure a bank's
participation in our study, we emphasized
study's contribution to both the industry
the individual Panel members.

the
and

Additionally, in order to increase the
likelihood that a selected financial
institution would participate in a national
panel, it was also clear that some form of co-
sponsorship with an established banking-
related organization would be helpful,
Specifically, it was hoped that the co-
sponsoring organization could secure the
backing of the senior management of the
participating financial institution.

Also, we knew that participation in the
Panel would be enhanced if strict
confidentiality were a condition of
participation. All members of the Panel would
need to be assured that the data colliected
from their individual institutions could never
be directly identified with them. Thus, all
findings and statistics vwould have to be
reported in an aggregate or merged fashion
across all the participating banks. 1In this
manner, the identity of any member of the
Fanel could not be deduced from the published
findings.
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Papel Size

Whereas a telephone- or mail-~based survey
can sample a large number of financial
institutions, the Study Panel approach
precluded @ large sample size because of the
necessary and intensive interaction that would
be required, including periodic site visits,
with the participating financial institutions,
Recause of resource ~--time and cost =--
constraints, we projected that the Study Panel
should consist of 12 member banks.

Again, as indicated earlier, such a small
number of banks cannot be representative of
the more than 14,000 commercial banks in the
U.S8. 1Indeed, this study represents only a
pilot test of the Study Panel approach and any
resultant findings should be regarded as
preliminzry.

Consistent Data

Assuming a Study Panel could be formed, a
larger guestion remained: Could consistent
data be collected from the participants? For
the purpose of data collection, an ideal
situation would be one in which detailed
records of all the EFT fraud incidents --
segregated by technology ~- were kept in a
single "file cabinet" and all associated fraud
losses were charged to a single account. We
knew, however, that this would not be the case
in most financial institutions, as it is often
difficult for bank investigators to determine
whether an EFT incident actually involves a
fravd. As pointed out in Section 1.2, ATM
incidents involving disputed withdrawals by
the accountholder may be caused by an
unauvthorized person fraudulently using the
card, by the accountholder who is trying to
defraud the bank, or by forgetfulness on the
part of the accountholder. 1In many cases, the
financial institution cannot determine the
trve cause and therefore whether to 1label the
conmplaint as a fraud. BAs another example, a
wire transfer request that is rejected because
it does not meet certain procedural
cequirements may actually be a purposeful, yet
unsuccessful, fravdulent act, Thus, a
financial institution's "pool" of records of
frauds depends to 2 large extent on subjective
judgements.

A second "threat" to consistency concerns
the handling of those incidents identified by
the financial institution as fraud-related,
Is documentation of the incidents maintained
long after the incident occurred? Moreover,
is the documentation sufficiently detailed?
If not, then a retrospective data collection
effort would not be feasible, and incidents
may have to be collected on an on-going,
prospective basis. Summary figures for fraugd
loss are also subject to inconsistencies,
especially if they are pooled with other types
of losses such as non-fraud losses, other non-—
EFT fraud losses, or other "miscelleneous"
losses.

Data consistency can undoubtedly be
enhanced by the use of specially-designed
questionnaires or data collection instruments,
Incident forms that are, for example, tailored
to extract information from existing bank
records -- or, alternatively, to record
information as the incident occurs == should
help in this regard. Data consistency can be
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further enhanced if we, as data analysts, were
to do all the codingi this would allow for
consistency of interpretation. On the other
hand, it would require that copies of the
original source documents be forwarded to us
and that we undertake a massive coding effort.
For the sake of data consistency, we did
indeed develop special data collection
instruments (some of which are contained in
2ppendix A) and code most of the incident~-
level data ourselves,

2.2 _STUDY CONDUCT

Exhibit 2.1 lists the 9 major study
activities reported herein: they are shown in
terms of a 2l-month time line. Each of these
activities is discussed below.

Study Papel

As noted in Section 2.1, in o6rder to
increase the likelihood of participation among
financial institutions, some form of co-
sponsorship with an established, banking-
related organization was needed. Fortunately,
as indicated earlier, the ARCB [1983] had
recently completed a study of the nation's
payment systems and had come to the conclusion
"that the ARCB should support a study of the
nature and frequency of fraud in these systems
and explore ways in which meaningful
information regarding fraud losses may be
collected, analvzed, and disseminated to
participants.” Thus, we entered into a
cooperative relationship with the ARCB: they
sponsored our study among their membership and
we urdertook the work. Additionally, a
confidentiality agreement was reached with the
ARCB wherein we agreed to ensure the anonymity
of the Study Panel members and to allow the
BARCB to review =—-- from an anonymity
perspective —-~all reports prior to
publication.

In several respects, the ARCB has been an
ideal co~sponsor of this study. First, as
noted above, the ARCB -- through its own Risk
Task Force -- saw a need for such a study.
Second, the ARCB membership consists of the
Chairmen of the Boards of some 200 of the
largest commercial banks in the U.8. These
large banks are in fact the prime movers in
the developing EFT field, as few small
financial institutions can justify extensive
EFT systems. Third, in its typically
progressive manner, the ARCB has been totally
supportive of all aspects of the study:
indeed, we wish to formally acknowledge their
unwavering assistance and support.

Following the identification of the ARCB
as the co-sponsor of the study, the guestion
remained as to which of the ARCB member banks
should be selected and solicited to join our
Study Panel. One obvious consideration was
that all Panel members should have extensive
experience in EFT systems. Again, this
experiential regquirement was not a problem for
most ARCB member banks, as they have mature
ATM systems and direct access to one or more
of the main wire transfer networks. To
facilitate the selection of potential Panel
members, we compiled an extensive data base on
the nation's major banking institutions, as
reflected in the ARCB membership. Drawing
from annual reports and various banking




Exhibit 2.1

Major Study Activities and Schedule

1/84 4/84 7/84 10/84 1/85 4/85 7/85 10/85

Activity
1. Study Panel

2. Data Collection Instruments

3. Awareness Bulletin

4. Initial Site Visits

x4

5. 1983 Data Coding and Analysis

6. Statistics Bulletin

7. Final Site Visits

8. 1984 Data Coding and Analysis

9. Final Report




journals and newsletters, information was
collected on a bank's general background
(e.g., assets, deposits, number of branches,
holding company information, location), retail
EFT activity (e.g., number of ATMs, year first
ATM was installed, national and regional ATM
network affiliations, POS services, and home
banking systems), and corporate EFT activity
(e.g., wire transfer, ACH, and cash management
services). Given this information and working
with the ARCB, we selected 18 banks
(representative of the ARCB membership),
hoping that 12 of them would agree to
participate in the Study Panel and to provide
frauvd-related data for the calendar years 1983
and 1984, Subsequently, the ARCB wrote to the
Chairmen of these 18 banks to solicit their
banks' participation in the Study Panel.
Surprisingly, all but two of the 18 banks
agreed to participate: their only conditions
for participation were that (i) their
participation be kept confidential, and (ii)
all published data would be in aggregate form,
reflecting the experience of the entire Study
Panel. &Although the other two banks expressed
interest in the study and were supportive of
the study goals, they were unable to commit
the time necessary to actively participate in
the study. Given the unexpected level of
positive responses, we agreed with the BJS
monitor for this study that the Study Panel be
expanded to include the 16 banks. (Some
characteristics of these 16 banks are
discussed in Section 2.3.)

The interest shown by the invited ARCB
banks and the extremely high yield demonstrate
that financial institutions view the lack of
EFT fraud data as a serious problem and are
willing to commit time and effort toward
remedying that deficiency. Additionally, the
evidence clearly indicates that a larger panel
of banks could be convened, if it were
desirable.

Finally, as indicated in Exhibit 2.1, we
maintained contact with the member banks of
ouy Study Panel throughout the study period.
Additionally, although the Panel has never met
as a group, individual Panel members have
contacted each other to discuss matters of
mutual interest.

Data Collection Insfiruments

For both the ATM and wire transfer areas,
we collected three types of data: incident,
summary, and backgtound data, In addition, in
order to supplement the Panel banks' wire
transfer related data, we conducted a
nationwide survey of wire transfer managers --
in particular, we were interested in their
attitudes concerning fraud. For each type of
data, we developed a special data collection
instrument five such instruments are
contained in Appendix A.

Developing an instrument that adequately
captures the important information about a
particular area of interest was a difficult
task. Indeed, the instruments were basically
developed from scratch, with some help from
bank contacts, irndustry experts, and our
review of currently existing forms. Once a
draft version was prepared, it required
testing on actual data to discover its
shortcomings., This iterative process of
testing and re-developing continued until the
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final version was agreed upon. Further
details regarding the development of the ATM
and wire transfer instruments are in Sections
3.1 and 4.1, respectively.

The various instruments were distributed
to the key ATM and wire transfer bank contacts
when we visited the banks. While we explained
to the bank contacts that the primary goal of
the instruments was to extract already
existing information, we also emphasized that
the instruments, in particular the ATM and
wire transfer forms, were also developed from
an operational persgective, in the sense that
they could be used by the banks for their own
administrative and investigative purposes. It
was our feeling that if the banks were to
adopt our developed forms, then the resultant
data would be both more accurate and already
coded for analysis. Some of the Panel banks
are seriously considering integrating one or
more of our forms into their systenm,
especially since the forms can be
straightforwardly implemented on a computer.
Indeed, for our own coding and analysis
purposes, we have worked with computer—based
versions of our developed instruments.

Awarensss Enl’ etj_n

As a way of increasing public awareness
of EFT fraud, preliminary study findings were
disseminated to both the public and the
greater banking community. The first of
several study products was what we refer to as
an EFT Awareness Bulletin [Tien et al., 1984)],
published by the BJS in February 1984 in their
Special Report Series. Entitled "Electronic
Fund Transfer and Crime", the Bulletin
provided an overview of fraud-related issues
in EFT. Specifically, the Bulletin identified
potential areas for criminal abuse; noted how
crime concerns have heightened as the use of
EFT systems has grown: and discussed issues
related to the collection of valid data on EPT
fraud.

Reflecting the national interest in EFT
in general, and EFT fraud in particular, the
Awareness Bulletin, even though it contained
no actual EPT fraud data, received coast-to~
coast coveraye and was quoted in all three
communications media (i.e., print, radio, andg
video).

Initial Site Visit

One of our most important study
activities was the initial site visit to each
one of our Panel banks. 1In the participation
acceptance letter to the ARCB, the Chairman of
each Panel bank designated a key bank officer
-— usually a senior vice president -- to be
our bank contact. The initial site visit to
each Panel bank was arranged and coordinated
by this contact. Typically, we spent one day
at each bank. The day began with a meeting
with the bank contact for the purpose of
introducing ourselves and discussing the scope
of our study. We particularly stressed our
commitment to maintaining confidentiality,.
Later, meetings were arranged with both
managerial and operations personnel from the
ATM, wire transfer, audit, and security
departments of the bank. During these
meetings, we focused on accomplishing two main
objectives. - The first involved understanding
the bank's EFT operations from both an
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operations and a risk-to~-fraud perspective.
Of particular importance was understanding how
fraud incidents are investigated, where their
records were being maintained, and what types
of summary reports were being generated. The
second objective concerned our data reguests
for the year 1983, More specifically, we
discussed our data collection instruments,
determined the number of incidents to be
included in the bank’s 1983 data sample, and
established procedures for the bank to provide
us with the requested data.

Discussions with the bank contacts did
not end after the site visits, As mentioned
earlier, one of the factors contributing to
the unavailability of valid data on EFT fraud
is the wide variety of definitions,
procedures, and categories used by financial
institutions to record transactions, fraud
events, and charge-offs for sustained losses.
Tnevitably, problems arose regarding our data
requests., For example, one or more data
elements or types of incidents might not have
been collected by the bank. Or, if the
requested data were available, they might have
been in a slightly different format. The data
also might not have been accessible from a
logistical point of view. Additionally,
changes in bank personnel presented problems
of continuity. although these and other
complications required extensive follow-up
contact with each bank, including frequent
telephone conversations and additional site
visits, the continuing interaction between
ourselves and our bank contacts enhanced the
consistency and validity of the obtained data.

1983 Dats Coding and Analysis

After our initial site visits, the banks
acted on our data requests in as expeditiously
a manner as possible, given their normal day-
to-day workload, We received the 1983 data
over a period of several months.
Mnfortunately, due to time constraints, =z
"cut-off date" of September 30, 1984, had to
be enforced, at which time no further 1983
data could be included in the analysis. To
facilitate the analysis of the ATM and wire
transfer incidents, we coded the incident
records and entered them into a sophisticated
data base management system that had been
specially tailored to reflect the unigue
characteristics of the incident records. The
resultant ATM and wire transfer incident
analyses are discussed in Sections 3.2 and
4.2, respectively. It should be noted that
the coding and analysis of the incident
records have been guite time consuming: as
indicated in Exhibit 2.1, this activity has
been carried out over a period of 9 months.

Although not as time consuming as in the
case of incident records, the coding and
ahalysis of the summary loss data for ATM and
the attitudinal survey data for wire transfer
have also been extensive: the resultant
analyses are discussed in Sections 3.3 and
4.3, respectively.

Statistics Bulletin

Referred to as the Statisties Bulletin
[Tien et al., 1985], this product, entitled
"Electronic Fund Transfer Frauvd", was prepared

in late 1984 —-- based on the aforementioned
analysis of 1983 data ~~ and published in the

24

BJS Special Report Series in March 1985,
Inasmuch as this Bulletin was the first ever
to contain statistically valid data on EFT
fraud, it surpassed the Awareness Bulletin in
capturing the attention of the public, the
media, and the banking community. The
Statistics Bulletin was featured on national
morning and evening television news programs,
as well as radio, newspapers, and financial
dailies ~-e.g., Weinstein [1985(a)]. Indeed,
the BJS study monitor was interviewed by
several news and talk show hosts, and weas
invited to join a special panel on "EFT Crime
and Security", chaired by the Assistant
SBecretary of Electronic Systems and
Information Technology, U,S. Department of The
Treasury.

Results contained in the Statistics
Bulletin were presented at key meetings and
conferences. As discussed in Section 4,3,
some results =-- in particular, the wire
transfer—-related findings =- were presented to
an enthusiastic audience at the 1584 Money
Transfer Developments Conference in Chicago,
sponsored by the Bank Administration Institute
(BAI), In June 1985, we were invited to
address the Eastern Regional Retail Bervices
Convention, sponsored by the American Bankers
Association (ABA). In general, reaction to
our findings at these and other gatherings has
been extremely positive. The dearth of EFT
fraud data to this point has prompted an
intense public interest in our results, and a
desire in the banking community to expand our
limited data collection effort. As one banker
states it, "For once, we have some real
numbers == I'm using them to make my decisions
on EPT services."

Final Site Visit

Cur final round of site visits was
carried out for two reasons. First, we wanted
to share our analysis of the 19BZ data and to
have the benefit of the bank’s reactions to
the analysis. Not surprisingly, our analysis
results were enthusiastically received. The
banks were particularly interested in
comparing their fraud~related experiences with
those of the Study Panel, since in most cases
one bank is unaware of the nature of the fraud
occurring at another bank, even though both
may be victims of the same or similar acts of
fraud.

Our second reason for visiting the Panel
banks was to solicit their participation in
providing us with 1984 data. Given their
positive reaction to our analysis of their
1983 data, the Panel banks, were, for the most
part, very willing to share their 1984 data,

1984 Data Coding and Apalygsis

Similar types of coding and analysis were
performed on the 1984 data as were performed
on the 1983 data. As before, it was necessary
to abide by a cut-off datey; in this case,
because of the end-of-study date of September
30, 1985, the cut-off date had to be June 30,
1985 -~ as a result, less data was received
for 1984 than for 1983,

It should be noted that the additional
year's data allowed for a better understanding
of EFT fraud, a by=«product of simply
increasing the amount of data. Additionally,




some trend information was obtained. The two
yvears of ATM data were analyzed separately, as
documented in Sections 3.2 and 3.3, However,
ag detailed in Section 4.2, the small number
of wire transfer incidents precluded a year~-
by-year analysis.

Final Report

The final study activity has involved
assembling all the collected and analyzed data
and presenting it in an informative and

readable manner, as contained in this Final
Report.

2.3 Papnel Characteristics

Recognizing that our confidentiality
agreement with the ARCB precludes detailed
descriptions of the Study Panel members, we
provide in this section only summary
characteristics of the Panel.

As stated in Section 2.2, all of the
Panel banks are commercial banks whose
Chairmen belong to the ARCB, WNone of the
other types of financial institutions involved
with EFT, such as savings and loan
institutions, mutual savings banks, or credit
unions, are represented in the Panel.
Moreover, as illustrated in Exhibit 2.2(a),
all of the Panel banks have assets greater
than $1 billion. In contrast, only 1.8
percent of the 14,473 FDIC-insured commercial
banks have assets greater than $1 billion.
This comparison is somewhat misleading, since
—- as noted in Exhibit 2.2(a) =-- these large
banks control 56.7 percent of all the assets.
Moreover, these same banks probably control
nearly all of the deployment and use of EFT
technologies, which constitute the focus of
our study. Nevertheless, we certainly cannot
claim that the l6-member Study Panel is
representative of all commercial banks, much
less of all financial institutions. This fact
is the key reason why our study should only be
considered a pilot effort.

In many respects, however, the Study
Panel is representative, It is representative
of the ARCB membership, for example.
Geographically, all regions of the U,S. are
included in the Panel: 4 banks are located in
the Northeast, 5 in the South, 4 in the
Midwest, and 3 in the West. More importantly,
as noted earlier, the Study Panel's EFT
operations can be considered to be somewhat
representative of all EFT systems in the
nation. Surprisingly, the average number of
transactions (i.e., withdrawals and deposits)
per ATM per month is lower than many of the
widely~guoted industry averages: in 1983, for
example, Zimmer [1984], in her annual report
on BTMs, estimated an average monthly
financial transaction value of 6,500 per ATM,
of which 95 percent, or 6,175, were deposits
or withdrawals, a figure significantly higher
than the Panel bank average of 3,572 4 578 =
4,150 in that same year ~- see Exhibit 2.2(b).
At the same time, however, the average
withdrawal and deposit amounts at the Panel
banks --= $46 and $428 in 1983, respectively —
are higher than Zimmer's [1984) fiqures of $37
and $300, respectively. The 1983 to 1984
changes in Exhibit 2.2(b) for the various ATM
statistics of the Panel banks are also
reflective of industry-wide trends of growing
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numbers of installed ATMs and decreasing per
machine volumes, Regarding experience in the
ATM area, the Panel banks first installed
2TMs, on the average, in 1976,

Finally, in the wilre transfer area, the
Panel banks processed an average of 3,343
transactions per day in 1983, This figure
increased 7.9 percent in 1984, again
indicative of industry wide trends. The
average dollar amount per transfer in 1983 was
$1.12 million, which increased 9.4 percent (to
$1.23 million) in 1984,
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Exhibit 2.2
Study Panel Characteristics

Panel Banks All FDIC Insured Commercial Banks
Column Percent of Percent of
Asset Range Percent Total Banks Total Assets
($ Billions) (N=16) (N=14,473) (N=52.03 Trillion)
< $1.0 0.0% 98.2% 43.2%
$1.0-$5.0 31.2 1.4 20.9
> $5.0 68.8 0.4 35.9
Total 100.0% 100.0% 100.0%

Source: FDIC [1984]

(a) Assets As of 12/31/83

Number

1983/1984 Percent Charge
Installed ATMs (Average) 128/146 +13.8%
Withdrawals Per ATM Per Month 3,522/3,452 ~2.0%
Deposits Per ATM Per Month 578/566 -2.0%
Average $ Withdrawal $46/$48 +5.0%
Average $ Deposit $428/$437 +2.0%

(b) ATM Statistics
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3__BTM FRAUD

As suggested by the title of this report,
our approach to assessing ATM fraud has been
two-pronged. On the one hand, we have been
interested in the nature of ATM fraud: What
are the common types of fraud? What are their
causes? Who are the perpetrators? On the
other hand, while an analysis of the nature of
ATM fraud addresses these and other related
issues, such an analysis does not address
important questions concerning the extent of
ATM fraud, including: What are the projected
nationwide losses due to ATHM fraud? How do
these losses compare with the losses due to
credit card fraud? 1Indeed, the two types of
analyses ~~ on the nature and the extent of
ATM fraud -- are complementary and both are
essential not only to an understanding of ATHM
fraud but also to a determination of
procedures for preventing its incidence.

Before discussing the nature and extent
of ATM fraud in Sections 3.2 and 3.3,
respectively, we consider some pertinent data
collection issues in Section 3.1.

3,1 DATA COLLECTION TISSUES

Inasmuch as this study represents a pilot
effort at obtaining ATM fraud data directly
from banks, fundamental data collection-
related questions need to be addressed.
First, do banks maintain records of their ATM
incidents? If not, then a retrospective data
collection effort would not be possible and
incident records must be collected on an on-
going or prospective basis. Fortunately, due
in part to Reg E, banks do routinely track and
maintain documentation of ATM incidents -~- at
least for those incidents covered by Reg E
(i.e., incidents involving accountholder
complaints). Consequently, a retrospective
approach to collecting ATM-related data has
been viable,

Other important considerations include
identifying the incident data repositories at
the banks, Are there one or several
repositories? Are records of ATM incidents
kept separate from records of other types of
EFT and non-EFT retail banking incidents?
Another issue is the form in which the
incident information is kept. Are the
incident records sufficiently detailed? For
example, if banks only record the case number
and the financial disposition of each
incident, then sufficlient information clearly
is not available to assess the nature of ATM
fraud. At the same time, there are analogous
guestions regarding the availability and
consistency of summary data concerning ATM
frauds and losses. For example, are all ATM
fraud losses charged to the same account? Are
they pooled with non-fraud losses? Are ATM
fraud losses of less than, say §100, merged
with the "miscellaneous" losses? These and
other data collection issues and procedures
are considered below, first as they relate to
data collection at the incident level, and
then as they relate to data collection at the
summary level.
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Incident Data Collection

In this subsection on data collection at
the incident level, we first consider some
background issues, and then discuss the
pertinent data collection instrument we
developed, followed by some remarks on the
data samples we obtained.

Backaround

Collecting ATM incidents from the Panel
banks has been contingent on first identifying
where the reccrds are kept. 1Incident data
collection would be simple if each bank has a
"single file cabinet®™ devoted exclusively to
storing all ATM incidents, Panel banks
maintaining incidents in this manner typically
have one person or a group of persons within
the same department charged with investigating
and resolving all ATM incidents. HRowever, at
some banks no one department handles all the
ATM incidents, 1In these instances, incidents
could be maintained at different locations
within a bank based on:

(i) Type of incident., All incidents
might be reported to a central
office where they are routed to
different departments based on the
type of incident. For example,
complex incidents involving
organized scams reguire the
attention of personnel with special
investigative skills, who might be
in a different department than
personnel who handle the more
routine incidents.

(ii) BAccountholder's branch. Incidents
at some banks are handled at the
branch level, where the bank
personnel are more familiar with the
accountholder. Since bank branches
might be located over a large area,
such as a statewide or multi-state
region, logistical considerations
might suggest that a single incident
repository would be impractical.

(iii) Both type of incident and
accountholder's branch. Under this
system, the branches investigate and
maintain records of routine
incidents involving their
accountholders, while deferring more

complex and serious incidents to a

central or regional investigative

office.

Clearly, the three ATM record maintenance
systems discussed above require a more
complicated data collection effort than if a
*single file cabinet"™ gsystem were used. At
Panel banks with multiple data repositories,
we did not visit each data repository:
instead, we relied on our key ATM contact at
the bank to coordinate the data collection.

Although banks have personnel and
departments devoted to the investigation and
resolution of ATM incidents, sometimes records
of ATM incidents, or a certain subset of ATM
incidents, are not separated from records of
non=-ATM incidents; thus further complicating
the data collection process., This situation
typically arises in smaller banks or banks
whose ATM operation is small., As dn example,




all overdrafts, whether ATM-related or not,
could be investigated and maintained by the
same department. Further, bad check-related
ATM incidents (e.g., stolen or fraudulent
checks deposited in an ATM) could be merged
with cases involving all bad checks, including
those deposited with bank tellers. In other
instances, ATM incidents could be pooled with
other types of retail EFT incidents, such as
POS incidents.

A concurrent concern, along with where
incident information is kept, is the form of
the information., Specifically, is sufficient
information {(i.e., sufficient to assess the
nature of ATM fraud) maintained about each
incident? As mentioned earlier, Reg E ensures
that some minimum amount of information would
be compiled for each incident that involves an
accountholder complaint. In these situations,
an incident's "folder" would typically contain
four types of information:

(i} Basic accountholder and complaint
information, Usuvally, a formal form
is completed with basic
accountholder information (e.g.,
name, address, account number) as
well as basic complaint information

{(e.a., amount of the financial
claim, reason for the complaint).

Transaction information, The number
and type of ATM transactions

associated with the complaint are
contained in the folder: the

information might be displayed in
summary form or in a transaction
log,

(ii)

(iii) Investigative information.

Narrative summaries of interviews
with the accountholder and other
persons, affidavits, and reports
from other investigative units are
contained in the incident folder.

{iv) Incident disposition. Finally, the
folder contains the bank's decision
regarding the disposition of the
incident, especially in regard to
its financial consequences: the
disposition could be in the form of
a letter to the accountholder or
possibly a bank charge-off slip.

Sometimes, however, especially in smaller
banks, reporting procedures are more ad hoc,
as no formal ATM incident forms or reporting
procedures exist. This might also be true at
larger banks in the case of unusual types of
ATM incidents, such as those involving
employee fraud. Incident records in such
cases might be & memorandum written by a bank
investigator, or simply handwritten notes
attached to a transaction log. (As noted in
Section 4.1, the same problems exist ip the
wlre transfer area, where reporting procedures
are typically ad hoc because fraudulent wire
transfers are rare.)

Despite the above mentioned problems, it
was clear from our initial site visits that
the Panel banks do have adegquate -~ Reg E
mandated -- data on those ATM incidents
involving an accountholder~initiated
complaint., On the other hand, documentation
of incidents involving only bank~initiated
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complaints -~ lodged against accountholders,
employees or other outsiders =-- is typically
less complete. 1Indeed, the lack of formal
recordkeeping procedures for these bank-
initiated incidents has posed a threat to our
collecting a representative sample of all

fraud-related ATM incidents -- this is further
discussed below as well as in Section 3.2.
Instrument

Developing an ATM incident coding form,
one that adequately captures the important
information about as many types of incidents
as possible, has been an extremely important
task. In order for ATM incidents to be
detailed on an on-going basis, thereby
creating a consolidated and permanent source
of information on ATM fraud, an operationally-
oriented incident data collection instrument -
- and coding form —— had to be developed.

The development process began with our
reviewing each Panel bank's incident form to
see what type of incident information the
banks recorded., It became clear that no one
Panel bank's form would be adequate from a
coding and analysis perspective, largely
because the forms allowed for open-ended
narratives., Several drafts of the incident
data collection instrument were tested on
sample incidents: in fact, it was discovered
that only through coding actual incidents
could limitations of the instrument be
revealed and improvements suggested. In the
end, the final draft of the instrument -- as
contained in Exhibit 3.1 ~- represented a
synthesis of several incident forms, subject
to our need to appropriately code and analyze
the data. It should be noted that the
instrument is not only adeguate for analysis
purposes but also for operational use by ATM

clerks and investigators. 1In fact, several
qguestions on the instrument -- most notably
the accountholder information ——~ were included

on the form only for operational purposes.
Further, the right hand side of the form is
blank, allowing room for narrative comments.

The Incident Data Collection Instrument
contained in Exhibit A.l is in five parts.
Depending on the type of incident, different
parts would be completed. The five parts
include:

A, Background. Various accountholder
data are regquired, together with the
reason for initiating the complaint,
The complaints are separated
according to whether they are
accountholder—initiated or bank-
initiated.

all
the

B. Transaction and Disposition.
transactions connected with
incident are described in the
transaction history table. The
description includes the amount the
accountholder states he/she
deposited or withdrew: the amount
posted by the bank: and whether the
transaction is determined by the
bank to be authorized or
unauthorized. The amount the
accountholder and the bank c¢claim is
owed to each of them is indicated in
the disposition summary table,
alongside the initial and final




disposition amount. Other guestions
include reasons for denying a claim:
the impact of Reg E on the
disposition amounts:; and which event
occurred between the initial and the
final disposition.

C. Deposit-Related Information., If the
incident involves a disputed
deposit, one of ten causes is
selected.

D. Withdrawal-Related Information. If
the incident involves a disputed
withdrawal, one of eight causes is
selected. Then, 1f the
accountholder claims the withdrawal
is unauthorized, information on the
accountholder's card status 1s
required: if available, the
photograph of the person making the
transaction is obtained: and if
possible, the person making the
withdrawal is identified. For those
disputed withdrawal incidents in
which the card is not in the
possession of the accountholder at
the time of the disputed withdrawal,
several additional questions are
required to be answered, including
critical dates: how the
accountholder lost possession of the
card: PIN status: where the card was
stolen; what other items were
stolen: "hot card"™ activity: and
current status of the card.

E. Reg E Requirements. Upon
determination of the critical dates,
the bank determines the extent of
accountholder liability under Reg E.

Again, it should be noted that while our
instrument is more comprehensive than any of
the corresponding forms being used by the
Panel banks, it would be only partially
completed for most incidents, as only a small
number of incidents involve both deposit and
withdrawal related complications.

Data Samples

The issue of how many ATM incident
records should be obtained from each Panel
bank had to be determined in the context of
our own overall resource constraint and each
bank's ability to provide the required
records. Obviously, the more incidents we
could collect and analyze, the more valid the
study results would be from a statistical
point of view. However, inasmuch as
"processing® an incident (i.e., coding the
incident and keying the coded data into a
computer database) is quite time consuming, we
had to develop a data sampling strategy that
could be carried out within our limited
resources. Given the needs of our other study
activities, we determined that we could afford
to collect, code, key and analyze some 4,000
ATM incident records for the two calendar
years of 1983 and 1984. Based on our estimate
of the yearly number of incident records
compiled by all 16 Study Panel banks, the
4,000 figure implied an approximate 10 percent
sample., Indeed, for most of the Panel banks
(each with several thousand incident records
per year), we requested a 10 percent random
sample of their records. (A systematic random
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sampling procedure -- that is, every tenth
record —— was employed to secure the sample,)
For a handful of Panel banks (each with
between 50 to 300 incident records per vear),
we requested a 100 percent sample of their
records. This stratified sampling approach
compensated for the fact that the Study
Panel's composition is somewhat biased towards
the large commercial banks which tend to have
more extensive EFT experience than the smaller
banks. In the end, as detailed in Section
3.2, 2,707 and 1,480 ATM incident records were
obtained for the years 1983 and 1984,
respectively, for a total of 4,187 records.
The key reason the 1983 data sample was larger
than the 1984 data sample was because, as
noted in Section 2.2, we allowed the Panel
banks to provide us with the 1983 data over a
9-month period (i.e., January 1 to September

30, 1984), as compared to a 6 month period
(i,e,, January 1 to June 30, 1985) for the.
1984 data.

Are the obtained data samples
representative of the ATM incident experience
of the 16 Panel banks? The answer is two~-
fold., The samples do represent the Panel's
experience within each initial complaint
category (e.g., unauthorized withdrawals), but
they do not represent the Panel's experience
when making inter-category comparisons,
especlially when the comparison is between
accountholder—-initiated complaints (e.g.,
unauthorized withdrawals) and bank-initiated
complaints (e.g., overdrafts)., BAs noted
earlier, the accountholder-~initiated
complaints are more complete and accessible =-
because of Reg E requirements =- than the
bank-initiated complaints. Although a fine
point is being made here, it is a crucial one
and is further discussed in Section 3.2.

Following determination of the incident
data samples, the Panel banks were given a
choice of either coding the incidents
themselves onto our Incident Data Collection
Instrument or mailing the incident records to
us, with certain confidential data elements ==
such as the accountholder's name -= blanked
out. Most Panel banks opted for the latter
approach and allowed us to code their
incidentsy in fact, only three banks chose to
code their own incidents, Irrespective of the
coding approach, we endeavored to maintain a
high degree of consistency in interpreting the
incident narratives, In this regard, we
trained and cross-checked all coders,
including those bank personnel who undertook
their own coding.

Finally, the coded and completed incident
instruments were keyed into a proprietary
relational database management system that had
been specially modified to reflect the unique
characteristics of the ATM Incident Data
Collection Instrument, The system contains
easy~-to-use data entry screens and powerful
search and retrieval capabilities that allowed
us to perform various in-depth analyses, as
detalled in Section 3.2,

Summary Data Collection

An assessment of the nature of ATM fraud
could only be obtained by examining individual
incidents, Accordingly, as discussed in the
previous subsection, we ¢collected ATM
incidents from the Panel banks., But what type
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of data is necessary to assess the extent of
ATM fraud {(in particular, to estimate the
nationwide ATM fraud loss)? Below, we discuss
the methods we used to estimate the nationwide
ATHM fraud loss: the method, in turn, dictated
the type of data we needed to collect.

In order to estimate the nationwide ATM
fraud loss, it was necessary, first, to
determine the total ATM fraud loss at each
Panel bank: second, to normalize that figure
by an appropriate base: third, to recognize
the size of these normalizations -- or loss
ratios -~ over the various Panel banks: and,
fourth, to project or estimate the nationwide
fraud loss for a year by multiplying the
appropriate loss ratios by the nationwide
value of the base for that year. Two
pertinent bases were used for our estimates:
the number of ATM transactions and the dollar
volume of those transactions., (It should be
recognized that throughout this report, we use
the term ATM "transaction" to refer only to a
withdrawal or to a deposit; it does not refer
to a balance inquiry, or to a transfer of
funds between accounts, or to any other ATM
activity.) Although other bases (e.g., number
of installed ATMs) could have been used, we
felt that they yielded inappropriate or
unstable loss ratios. Thus, for example, the
loss per installed ATM is guite an unstable
ratio, as it is very dependent on where the
ATMs are located and how many transactions are
processed on them.

In sum, to estimate the nationwide ATM
fraud loss by the method described above, the
following 1983 and 1984 data had to be
collected from each Panel bank: the loss -~
actually, net loss ~— figure dve to fraud, the
number of ATM transactions, and the dollar
volume of transactions., Additionally, we
required nationwide estimates of the total
number of transactions and the total dollar
volume of transactions for both 1983 and 1984,

Given the above defined needs for summary
data, we next consider some background issues,
and then discuss the pertinent data collection
instrument we developed, followed by some
remarks on the data samples we obtained.

Backaround

As in the case of obtaining a
representative sample of ATM incidents,
similar problems can occur in trying to obtain
accurate summary figures from the banks.
Recall that an important factor in the
availability of certain ATM incidents
concerned who initiated the incident or
complaint. When considering the avallability
of summary data, an analogous situation
arises., Here, the primary consideration is to
which account are the losses due to fraud
charged. Are the losses charged to an account
that depends on the type of incident? Does
each branch have a ATM fraud loss account?
Additional concerns include whether the bank
has a separate account for ATM fraud losses or
one that is combined with other -~ both fraud
and non-fraud -~ losses,

The presenge of ATM networks poses yet
another difficulty in collecting consistent
summary data; in particolar, it tends to blur
the distinction between transactions performed
on an ATM owned by one bank and transactions
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performed on an ATM owned by other banks in
the network, This difficulty is further
complicated when one tries to identify the
bank to which the accountholder performing the
transaction belongs., All of these
complications, in turn, impacts the quality of
the available data. As depicted in Exhibit
3.1, a network-based bank only has good fraud-
rel ated data on transactions performed on its
own ATMs: it has mediocre data, at best, for
transactions performed on other network ATMs
by its own accountholders. Further, some
banks may only know the total number of
transactions performed on their own ATMs,
without being able to identify the bank
affiliation of those making the transactions,
On the other hand, a bank that operates the
network may have good data for all of the four
cells depicted in Exhibit 3.1.

In addition to difficulties in obtaining
consistent and valid summary loss angd
transaction fiqures, nationwide estimates for
the total number of transactions and the
corresponding dollar volume are also subject
to a certain degree of uncertainty. As
indicated in Section 1.1, different industry
experts publish different estimates, often
provoking a lively debate as to who has the
"correct" estimate [Garsson, 1983].

Instrument

For the purpose of collecting summary ATM
data from the Panel banks, a Summary Data
Collection Instrument was developed: it is
contained in Exhibit A.2., The instrument
seeks data on the number of installed ATMs,
the number of transactions, and the dollar
volume of transactions, the number of
incidents resulting in dollar loss to the
bank, the dollar amount of loss to the bank,
and the dollar amount of recovery.

Finally, although not contained in an
exhibit in Appendix A, we developed and used
another less formal instrument for collecting
background information on each Panel bank.
The instrument includes such data elements as
the bank's card base, PIN characteristics,
network affiliation, daily withdrawal limit,
etc, This information helped us to understand
and interpret our analysis results.

Data Sanples

In varying degrees, each Panel bank
provided us with some summary and background
data. Obviously, as alluded to earlier, the
available data were sometimes not detailed
enough. For example, one Panel bank only had
available the total number of "transactions",
which included transfers between accounts and
balance inquiries., Nevertheless, as detailed
in Section 3.3, we have been able to make
estimates of the nationwide ATHM fraud loss.,

3.2 NATURE OF BATM FRAUD

In this and the next section, we analy:ze
the obtained ATM data separately for the
calendar years 1983 and 1984. While the
analysis results are presented accordingly, it
should be recognized that most of the
variations between the two years are not
statistically significant -- using a chi-
square test at a 0.05 level of significance.




Exhibjt 3.1
ATM: Network-Related Data Problems

Transaction Performed On:
Transaction
Performed By: Bank A's ATM Not Bank A's ATM
Bank A's Bank A has good fraud- Bank A has medicore
Accountholder related data on these fraud-related data on
transactions. these transactions.
Not Bank A has good fraud- Bank A has no fraud-
Bank A's related data on these related data on these
Accountholder transactions. transactions.
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even when the variation is
significant, we hesitate to make any strong
statements, as more than two years worth of
data is needed to establish any meaningful
trends. Indeed, in order to obtain larger
data samples, it may be more statistically
valid to combine the 1983 and 1984 data sets
and to present the results in an aggregate
manner, as is done in Exhibit A.,1 for the ATM
incidents,

Bowever,

our discussion of the nature of ATM fraud
is contained in the following eight
subsections, each focusing on a different
aspect of the fraud problem. The discussion
is directed at an ATM incident's initial
complaint, amount of claim, complaint cause,
potential for fraudulence, lost or stolen
card, suspected perpetrator, and financial
disposition, followed by some remarks
concerning Reg E.

Initial Complaint

The initial complaint which initiates an
ATM incident is the logical starting point for
any discussion of the nature of ATM fraud. As
listed in Exhibit A.1, Question 5, we have
identified 11 categories or types of initial
complaints; these are described in Exhibit
3.2. The 11 initial complaints are grouped in
accordance to whether they are accountholder-
initiated or bank~initiated., Such a grouping
is not only practically relevant, but also
important from a fraud prevention perspective.
While the objective is to enhance the ability
of both accountholders and bank personnel to
initiate a complaint in as timely a manner as
possible, the means by which the objective is
achieved may be different for accountholders
than for bank personnel. For example, an
intensive educational program would help
accountholders to recognize a potential fraud
problem. On the other hand, bank personnel
would be helped by sophisticated computer
algorithms that could automatically detect any
out of the ordinary or suspicious transaction.

It is to be noted that the list of
initial complaints in Exhibit 3.2 includes a
"other™ category. This category could contain
any of the potential frauds identified in
Exhibit 1.9 but not explicitly listed in
Exhibit 3.2, including, as examples, insider
manipulations or external attacks on an ATM.
It should not be construed that the "other"
complaints are not important; rather their
omission simply recognizes the apparent rarity
of their occurrence or, at least, the rarity
of their being formally reported. Another
issue of note is that although we assign only
one initial complaint type to each incident,
mul tiple-complaint incidents can, and do,
occur, For example, consider the following
scenario. The bank notices that an account is
overdrawn due to an ATM withdrawal. The bank
subsequently informs the accountholder of this
situation, who immediately realizes that his
card is missing and therefore claims that the
most recent withdrawals against his account
were made by somebody else and therefore not
avthorized by him. In such multiple-complaint
incidents, the "initial" ~- in the
chronological sense —— complaint is selected.
Thus, in the above scenario, an overdraft, and
not an unauthorized withdrawal, would be the
initial complaint. However, the requirement
that only the initial complaint type in a
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multiple-complaint incident should be coded
should not be viewed as a limitation of our
Incident Data Collection Instrument since
subsequent qguestions on the instrument do
solicit the additional information. For
example, returning to the above scenario, the
fact that the accountholder disputed one or
more withdrawals would be indicated in
Questions 8 and 13 through 25 in Exhibit A.l.

Exhibit 3.3 shows the breakdown of ATM
incidents by type of initial complaint., Most
of the incidents which the banks provided to
us are accountholder~initiated: 89.1 percent
of the 2,707 1983 incidents and 94.9 percent
of the 1,480 1984 incidents are accountholder~
initiated, The low number of bank=-initiated
complaints can, as noted in Section 3.1, be
partially explained by the fact that since Reg
E does not apply to incidents which do not
involve an accountholder claim, these
complaints are not well documented and/or
reported. Indeed, Exhibit 3.3 shows that only
a handful of the Panel banks reported bank-
initiated complaints. (The decrease in the
number of Panel banks reporting data in 1984,
as compared to 1983, can, as pointed out in
Section 3.1, be explained by the shorter
period in 1984, as compared to 1983, during
which we allowed the Panel banks to provide us
with data.) In addition to Reg E, several
other reasons prevented one or more Panel
banks from providing us with certain incident
data, including resource and time constraints,
logistical problems due to multiple data
repositories, poor recordkeeping, and no
experience with specific types of complaints,
Consequently, if the latter reason were to be
taken into consideration, the number of Panel
banks providing us with data by each type of
initial complaint would be at least as many as
the corresponding number of Panel banks
reporting ~- see Exhibit 3.3 -~ such a
complaint, since although a bank might want to
provide us with the data, it could not report
any as it had no such experience.

What are the implications of the above

identified reporting difficulties? Several
comments can be made., PFirst, as discussed in
Section 3,1, the key =-- and only =~-

mplication is that the obtained incidént
samples are representative of the experience
of the 16 Panel banks on one level but not on
another., More specifically, because bank-to-
bank comparisons of the nature of the
incidents within an initial complaint category
are quite consistent, it can be stated that
all conditional (i.e., conditional on an
initial complaint category) sets of Iincidents
are representative and therefore valid
conclusions can be drawn concerning each
category, provided, of course, that the size
of the data sample in the category is large
enough. Thus, referring to Exhibit 3,3, the
1,189 unauthorized withdrawal incidents in
1983 do reflect the unauthorized withdrawal
problem of the Panel banks: similarly, the 194
overdraft incidents in 1983 do reflect the
overdraft problem of the Panel banks., On the
other hand, the reporting difficulties render
any inter-category analysis invalid. Thus,
the column percentage figures in Exhibit 3.3
are not indicative of the true distribution of
ATM incidents by type of initial complaint: as
examples, unauthorized withdrawals were
probably not 43,9 percent of the total
incidents in 1983, nor were overdrafts 7.2




ibit 3.2
Tyvpes of Initial Complaints

INTTIAL COMPLATINT

Accountholder-Initiated:
Unauthorized Withdrawals

Short (Due to Dispensing)

Deposit Not Credited

Short (Due to Posting)

Deposit Credited, But
Erronecusly

Other

Bank-Initiated:

Overdraft
Stolen/Fraudulent
Check Deposited
Empty Envelope
Deposited
Uncollectible Check
Deposited

Other

DESCRIPT TON

Accountholder claims he/she did not authorize one
or more ATM withdrawals that were debited to
his/her account.

Accountholder claims a discrepancy exists between
the amount requested from and the amount dispensed
by the ATM.

Accountholder claims he/she was not credited for a
deposit made at the ATM.

Accountholder claims a discreparicy exists between
the amount dispensed by the ATM and the amount
posted to his/her account.

Accountholder claims an ATM desposit was credited,
but for an incorrect amount.

Accountholder makes an ATM-related claim other than
those listed above.

Bank claims on overdraft occurred as a result of an
ATM withdrawal.

Bank claims a stolen or fraudulent check was depo-
sited in the ATM.

Bank claims no funds were placed in the deposit
envelope, although the cardholder indicated a de-
posit was made at the ATM.

Bank claims an unccllectible (other than stolen or
fraudulent) check was deposited at the ATM.

Bank makes an ATM-related claim other than those
listed above.
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Exhibit 3.3
ATM: Incidents By Type Of Initial Complaint

ATM Incigdernts Number of Panel Barnks
Initial Complaint (1983,/1984) Reporting Complaint
Number Column % (1983/1984)
Accountholder-Initiated:
i. Unauthorized Withdrawals 1189/ 618 43,9%/41.8% 13/8
2. Short (Due to Dispensing) 603/ 487 22.3 /32.9 11/8
3. Deposit Not Credited 441/ 162 15.3 /10.9 9/6
4, Short {(Due to Posting) 81/ 79 3.0 / 5.3 11/7
5. Deposit Credited, But Erroneously 63/ 54 2.3 / 3.7 9/5
6. Other 36/ 4 1.3 /0.3 8/1
Subtotal 2413/1404 83.1 /94.9% —f -
Bank-Initiated:
7. Overdraft 194/ 57 7.2 / 3.9 6/6
8. Stolen/Fraudulent Check Deposited 47/ 2 1.7 /0.1 2/1
9. FBmpty Envelope Deposited 31/ 6 1.1 /0.4 3/4
10. Uncollectible (Other Than Stolen/ i5/ 8 0.6 / 0.5 2/1
Fradudulent) Check Deposited
11. Other 5/ 3 0.2 /0.2 3/2
Subtotal 292/ 76 10.8 / 5.1 —f -
12. Unreported 2/ 0 0.1/ — 2/ —
TOTRL 2707/1480 160.0%/100.0% _—f —




1983. Could
undertaken?

percent of the total incidents in
valid inter—category analysis be
The answer is yes -- by analyzing a subset of
the data, the subset belonging to those banks
which provide data for all the categories.
{(When we analyzed such a subset for our Panel
banks, we found that unauthorized withdrawals
accounted for slightly less than 40 percent of
the total incidents in 1983, and ~verdrafts
accounted for slightly more than 10 percent of
the total incidents in 1983.) We do not,
however, present our subset data analysis in
this report, as the appropriate subset of data
is indeed a small data sample and subject to
the corresponding problems of statistical
validity.

The second comment that should be made is
that the aforementioned reporting difficulties
concerning ATM incidents has had no impact on
our analysis of the extent of the ATM fraud
problem. As detailed iIn Section 3.3, our
extent analysis is based on summary loss
figures meintained by the Panel banks, not on
the individual incident data.

Finally, it should be stated that the
reporting difficulties have not compromised
the purpose of thisg pilot effort: indeed, the
4,187 incidents obtained from the Panel banks
clearly suggest that banks are willing to
provide pertinent and consistent ATM fraud
data. Further, this sample represents by far
the largest set of ATM incidents ever
collected and analyzed.

Amount of Claim

In each ATM incident, there is, of
course, a dispute: the accountholder could
claim he/she is owed money (e.gdg., in the case
of unauthorized withdrawals): the bank could
claim it is owed money (e.g., ir the case of
an overdraft); or both the accountholder and
the bank could claim that they are each owed
money (e.d., in the case of an overdraft which
the accountholder claims is due to an
unauthorized withdrawal). As an example of
the latter type of dispute, consider the
following incident that occurred at a
Midwestern Panel bank in 1984. An
accountholder with $200 in his account had his
card stolen., The person now possessing the
card deposited $1,000 worth of stolen checks
at an ATM, thus inflating the account balance
to $1,200. Subseguently, the person withdrew
all $1,200 from the account, In this
instance, the accountholder claimed that he
was owed $200, while the bank claimed that it
was owed $1,000,

Exhibit 3.4 summarizes the amount claimed
for each of the incidents by type of initial
complaint. As expected, the majority of
accountholder~initiated incidents involves
only an accountholder claim: in 1983, for
example, the 2,343 reported accountholder-
initiated claims resulted in only 58 reported
bank counter-claims. Similarly, bank~-
initiated incidents involve few accountholder
counter-claims, Regarding the actual dollar
amounts, it is interesting to note that in the
category with the largest sample size -- the
unauthorized withdrawal category --the dollar
amount of the claim d4id not change
significantly from 1983 ($287) to 1984 (S$301).
Likewise, the amount claimed on shorts due to
dispensing remained stable ($48 in 1983 and
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$46 in 1984). While the small sample sizes
must be taken into consideration, it should be
noted that bank-initiated incidents typically
involve higher dollar claims. BAs an example,
the 33 bank claims in stolen/fraudulent check
deposit incidents in 1983 averaged $1,032,

Fow are these claims disposed of? As
discussed in the following subsections, some
claims are withdrawn for a variety of reasons,
while others are settled subject to the
requirements of Reg E,.

Complalipt Cause

Az listed in the Incident Data Collection
Instrument (Exhibit A.l1, Questions 12 and 13),
we identified 10 deposit-related causes and 8
withdrawal-related causes. These causes were,
again, chosen on the likelihood of their
occurrence. Each incident involving at least
one withdrawal was assigned one, and only one,
withdrawal-related cause: similarly, each
incident involving at least one deposit was
assigned one, and only one, deposit-related
cause., Just as an incident could involve
multiple complaints, an incident could be
attributable to multiple withdrawal~-related
causes and/or multiple deposit-related causes.
For example, an overdraft might have been
caused by the bank's computer being off-line;
yet, the overdraft would not have occurred if
the accountholder's card had not been stolen.
In a withdrawal or deposit case involving
multiple causes, we selected the primary, or
most important, cause. In a case involving
both withdrawals and deposits, as well as
multiple causes, we selected both a
withdrawal-related cause and a deposit-related
cause., It is for this reason that, as shown
in Exhibit 3.5, the total number of causes is
greater than the total number of complaints or
incidents: the 2,707 1983 incidents and the
1,480 1984 incidents were due to 2,817 and
1,534 causes, respectively. (The row
percentages in the exhibit are based on the
total number of causes, not the total number
of distinct incidents.,) Before discussing in
the following subsections the causes by type
of complaint, one should note the large number
of zero percentages in the exhibit, indicating
that most of the incidents are due to only two
or three main causes.

c ¢ Unauthorized Withd ]

The leading cause of unauthorized
withdrawal incidents is lost or stolen ATM
cards, accounting for 47.4 percent (45.3
percent) of that type of incident in 1983
(1984). Due to the importance of this cause
of ATM fraud, several qguestions on the
Incident Data Collection Instrument
specifically address the issue of lost or
stolen cards, and a later subsection is
devoted to this issue, Meanwhile, it should
be noted that the distribution of unauthorized
withdrawal causes is comparable for the two
yearst this supports our earlier statement
regarding the comparability of the results for
the two years, Additionally, because of the
comparability finding and the fact that half
as many unauthorized withdrawal incidents were
provided by the Panel banks in 1984 as in
1983, the Exhibit 3.5 results for unauthorized
withdrawals also support our claim that the
data sample for each initial complaint
category in this case; unauthorized
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Exhibit 3.4

ATM: TIncidents By Amount Of Claim

Incidents Reporting A Claim (1983/1984)

Initial Camplaint Total
Number of Accountholder Claim Bank Claim
Incidents
(1983/1984) Number $ Average Number $ Average
Accountholder—-Initiated:
1. Unauthorized Withdrawal 1189/ 618 1151/ 559 $287/$301 46/ 19 $ 283/$ 507
2. Short (Due to Dispensing) 603/ 487 584/ 478 $ 48/$ 46 7/ 9 $ 21/$ 50
3. Deposit Not Credited 441/ 162 434/ 162 $448/$350 o/ © _—) -
4. Short (Due to Posting) 81/ 79 76/ 70 $ 78/$ 64 2/ 9 $ 35/$ 127
5. Deposit Credited, But 63/ 54 61/ 48 $370/$152 1/ 5 $ 1/$ 19%
Erroneously
6. Other 36/ 4 27/ 4 322/ 95 2/ 0 $ 58/ —
SUBTOTAL 2413/1404 2343/1321 $252/5196 58/ 42 $ 230/$ 291
Bank—-Initiated:
7. Owerdraft 194/ 57 12/ 1 $777/8 1 185/ 52 $ 228/$ 286
8. Stolen/Fraudulent Check 47/ 2 5/ 0 $292/ — 33/ 0O $1032/ —
Deposited
9. Hwpty Envelope Desposited 3/ 6 8/ 1 $228/$ 50 19/ 3 $ 269/$ 828
10. Uncollectible (Other Than 15/ 8 1/ 0 $200/ — 13/ 8 $ 705/$ 205
Stolen/Fraudulent) Check
Deposited
11. Other 5/ 3 2/ 0 $100/ — 3/ 2 $ 39/53931
SUBTOTAL 292/ 76 28/ 2 $465/$ 26 253/ 65 $ 358/$ 413
12. Unreported 2/ Q 1/ — $960/ — 1/ — $ 15/ —
TOTAL 2707/1480 2372/1323 $255/$196 312/107 $ 333/S 365




ATM:

Exhibit 3.5

Initial Complaint By Cause

I Cavce of Initizl Casplaint by Row Percent (133V1584) ]
. Withdraual Seclated Cause Deposft-Related Coune
3. 2. 3. s s. 6. 7. 8. s. 10, . 12, 1. 1. 15. 16. 17, 10, 1s.
Tota) R AY AR ek Peracn
Nanber of Toral NH MH Had A Bank's Bark's Bark's A/B NMH Indicated Deposited L% A Fosted Other Other | Uneeposiad
Inftial Distinct Moter of Had Card In Pos~ Withdrew aMh Cosgar ez Delyod HIN Had Other Deposited Depoaitad Wrong Etolen/ Lepoaited A Fostad To Thenr AH
Complaint Incidentsy Causes® Card session g inat Cord used Off- Pusting Mechanical By In Wiang  Daposit Fraudulert Unocollectible Confueed Incosrcact trong mdn et
1983/ 1198/ Loet/ Trancact fon Bad Ling Procedure  Problem Bwelope Acoount aoust Check Cack Degoait
19€4) 1984) Stolen Unauthoc jzed  Depoeit
Agoounthoj der-
Injtisted
1. Unauthocized (11897 613 | 1220/ 660 147.48/45. 70 25.2/25.5 9.5/ 0.1 12,5/16.4  :.5/0.1 0.2/0.3 0.7/ 1.8 4.4/ 1.2f 0.2/00 00/0.0 0.0/00 8.0/ 8.2 0.0/5.0 0.0/ 8.0 0.0/ 0.0 0.0/0.0 1.8/ 5.5 0.1/ 9.2 5.7/ 3.¢
] thade awal
2. Shoct 601 487 | 603/ 457 | 0.ca/ 0.0t 0.2/ 0.0 ©0.0/0.0 1.0/12.7 ©0.0/0.0 0.2/0.0 84.0/8).0 0.8/ 1.8| 0.0/0.0 0.0/0.0 0.0/0.0 0.0/0.0 0.0/0.0 0.0/ 0.0 2.0/9.6 ©.8/0.0 0.0/0.6 0.0/0.3 | 3.8/ 3.1
{Dispensing)
3. Dejosit Hot 4“1/ 162 432/ 152 | c.08/ 0.0V 0.0/ 0.0 0.0/ 0.0 0.0/ 0.0 0.0/0.0 09,0/0.0 0.2/ 6.0 0.0/ 0.0 2.5/ &3 L1721, 2.V 3.7 0.0/ 0.0 2312 2.7/14.2 6.} /.7 5.0/4.9 0.2/ 0.0 7.6/18.5 | 34.6/ 1.5
Credited
4. Short a7 19 91/ 8 | 0.00/ 0.0% 2.5/ 0.0 0.0/ 0.0 19.7/32.1 0.0/0.0 @.0/0.0 74.1/65.5 1.2/ 0.0| 0.0/00 ©£.0/0.8 0.0/ 0.0 0.0/ 0.0 6.0/0.0 0.0/0.0 0.0/1.2 0.0/m.6 0.0/ 0.0 e.a/ 1.2 2.5/ 0.0
w {Post ing)
~J s. Deposit 6y 54 €3 54| 6.08/ 0.04 0.0/ 0.6 0.0/ 0.0 0.0/ 0.0 0.0/0.0 0.5/0.0 0.0/ 0.0 0.0/ 0.0] 0.0/0.0 1.6/1.» 30.8%0.6 0.6/ 0.0 1.6/0.0 15.8/14.9 22.2/25.% 1.6/1.8 0.0/0.0 9.0/ 0.0 | 6.3/ 5.6
Credited
Erroneously
6. Other ¥/ 4 16/ 4 [37.58/ 0.0v 0.0/ 0.0 6.2/ 0.0 0.0/ 0.0 6.2/U.0 18.140.0 0.0/ 0.0 §.2/103.0| 9.0/ 0.0 0.0/0.0 0.8/0.6 0.0/0.0 0.0/0.0 0.0/8.0 0.0/00 6.30.0 6./0.0 6300 | 6.Veo.0
Bubtota} 2411/1404 | 2425/1447 |24.13/20.6% 12.8M11.6 0./ 0.1 9.7/13.3  0.8/0.1 0.3%.1 23,7/32.¢ 2.5/ 1.4| 8.5/05 2.1/12.4 1.7/ 2.3 0.0/ 8.1 0.5/0.1 5.6/2.% 1138 1.6/0.6¢ 0.9/ 2.5 1.4/ 2.2 {10.¢/ A8
fank-Init latad
7. Ovesdeaft 19/ 57 208/ 62| 8.28/ 6.40 0.5/ 1.8 6.3/12.9 0.0/ 0.0 71.6/19.4 1.9/37.2 1.06/0.0 1.0/ 0.0} 3.4/1.6 0.0/0.0 0.0/ 0.0 0.6/ 1.6 1.0/0.0 0.9/ 9.0 0.5/ 3.2 0.0/0.0 2.3/ 1.6 8.0/ 6.0 2.V14.5
8. Stoley 43 2 93/ 4 {29.0v/25.0% 0.0/ 0.0 14.0/25.0 0,0/ 0.0 0.6/0.8 0.0/00 0.0/0.0 1.1/ 0.6} 1.3/8.0 0.0/0.8 2.0/0.0 10.8/25.0 0.0/0.9 0.0/0.0 8.0/0.0 0.0/0.0 35.3/25.0 6.0/ €.2 {10.7/ 0.0
Frauduent.
Check
Oepositad
5, Emry 3/ & 5§/ 11 {23.2¢/ 0.03 1.8/ 0.0 12.5/27.3 0.0/ 0.0 1.8/0.0 ©0.0/0.0 0.0/0.0 0.0/ $.1114.3/85.4¢ 0.0/0.8 0.9/ 6.0 0.0/ 0.0 0.0/ 0.0 0.0/ 6.8 0.0/ 0.0 0.0/0.0 12.1/ 9.1 3.6/ 0.0 |10.7/ 9.1
Exwelope
Depogited
10. Unoollectible| 15/ 81 28/ 8| 0.08/ 0.0% 0.0/ 0.0 9.2/ 0.0 0.012.5 0.0/ 0.8 0.0/0.0 0.0/0.0 7./ 0.0| 0.0/0.0 0.0/0.6 0,0/0.0 9.0/0.0 42.9/87.5  0.0/0.6 0.6/0.0 0.0/0.0 3.6/0.0 1.6/0.0 | 2.6/0.0
Check
Deposited
11. Other s/ 3 s/ 2}a0.00/ 0.00 0.0/ 0.0 0.0/ 0.0 2.0/ 0.0 0.0/0.6 0.0/0.0 20.0/0.0 0.0/ 0.0} 0.8/0.0 0.0/0.0 20.0/0.0 0.9/0.0 0.0/50.0 0.0/ 6.0 0.9/%.0 0.0/0.0 0.0/0.06 0.6/0.0 |2.9/6.0
Batotal 292/ 16 IR/ 87 115.1%7 5.7% 0.5/ 1.1 11.3713.8 0.0/ 1.2 36.4/12.8 1.0/26.5 0.8/0.0 1.4/ 1.2] 4.1/ 6.2 0.0/ 0.0 6.3 6.0 2.6/ 2.3 3.6/ 9.2 0.0/0.0 0.3 3.8 0.0/0.0 14.0/ 3.¢ 0.2/0.0 3.8/11.%
12. Unceported PV 7 o] e.ovs -- 0.0/ — 0.0/ 0.0 0.0/ -- 50,0/ -~ 0.0/ — 0.0/ — 0.6/ — 0.0/ — 0.0/ — 6.0/ — e/ — 0.0/ — 0.0/ — 8.0/ — 0.8/ ~ 0.0/ — 0.0/ -~ 5.0/ —
[ TUTAL 2707/1en0 | 2817/153¢ |22 . 9/15. 60 ani.o 1.8/ 0.9 8.312,6 6.1/0.9 2.3/1.6 20.6/X.6 2.V/1.4 1.0/0.% 1.872.3 1.5/ 1.} 0.V 0.2 9.5/ 0.§ .9/ 2.0 1.5 3.7 *eWW.6 2.7/ 2.5 1.v2.1 9.8/ 4.2
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withdrawals -- is representative of the Panel
banks' aggregate experience.

Given that in slightly more than half of
the unauthorized withdrawal incidents the
accountholder does have his/her card in
possession, the question arises as to what are
the possible causes of the unauthorized
withdrawal incidents when the card is in the
accountholder's possession? Four causes are
common:

(i) Someone fraudulently uses the card
and then replaces it without the
accountholder knowing it was ever
missing. For example, at a bank in
the Northeast, an accountholder
recently claimed she did not make
two $100 withdrawals that appeared
on her monthly statement. She
informed the bank that she thought
her card had always been in her
possession. Photographs taken
during the transactions showed that
the accountholder's ex-husband made
the withdrawals. The accountholder
then realized that her ex-husband
must have taken, used, and returned
her card without her knowledge.
Another example involved an
apartment building manager who
gntered a tenant's apartment in the
morning, used the card during the
day, and then returned it before the
tenant returned from work,

(i1} The accountholder actually makes the
withdrawals, but does not recall
making them. In other words, the
accountholder is confused. 1If the
accountholder realizes this, then
he/she would typically withdraw the
complaint.

(iii) The accountholder actually makes the
withdrawals and is trying to defraud
the bank., In such instances, the
accountholder would adamantly insist
that he/she did not make the
transactions, possibly threatening
legal action if the claim is denied.
While it seems odd that an
accountholder trying to defrauvd a
bank would claim his/her card is in
his/her possession, this scenario
does occur, and it is often
difficult to prove that the
accountholder is trying to defraud
the bank. 1In one incident, however,
the bank investigator listened
patiently to the accountholder's
claim, and then said, in an attempt
to bluff the accountholder, ®*Let me
have the pictures taken by the
camera of the person making the
transactions delivered here so that
we can both look at them." At that
point, the accountholder suddenly
*remembered®” that h2 in fact had
made the transactions.

{iv) aAn ATM system malfunction occurs and
the accountholder's card had
actually not been used to make the
withdrawal., Occasionally, a system
failure could cause one account to
be "crossed" with another, so that
one accountholder's card is
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incorrectly allowed to withdraw
funds from another accountholder's
account,

Unfortunately, it is usually difficult to
place an unauthorized withdrawal incident in
which the accountholder is still in possession
of his/her card in one of the above four
categories, due in part to the bank's
inability to identify the person or
perpetrator making the withdrawal. Although a
following subsection considers the identity of
the suspected perpetrator, it should be noted
that to most of the Panel banks, the identity
of the perpetrator is not of critical
importence in these "card in possession”
incidents, as the banks automatically deny the
accountholder's claim in such instances =-
reasoning that if the card were in the
accountholder's possession, then the
transaction must have been authorized,
Interestingly, at least one Panel bank
typically takes the opposite action: it honors
the claim in such instances, because its legal
counsel has concluded that it must do so in
order to comply with Reg E.

Causes of Shorts

Shorts are far less complicated than
unauthorized withdrawal incidents for the
simple reason that there is no uncertainty
regarding who made the transaction: the
accountholder acknowledges making the
transaction and only disputes the manner in
which it was processed. Exhibit 3.5 shows
that a clear majority of the shorts are caused
by mechanical problems, indicating that the
accountholder who claims money was not
dispensed -- or did not get posted -~ properly
is most likely correct in his/her assertion.
In 1983, 84.0 percent of the shorts due to
dispensing and 74,1 percent of the shorts due
to posting were due to mechanical problems.
These percentages remained fairly constant in
1984. Accountholder confusion was the only
other frequent cause,

c £ D {ts Not Credited P 1

While, again, less complex than
unauthorized withdrawals, deposit not credited
-~ or credited erroneously —-= incidents are a

leading reason for "ATM phobia":
acountholders are wary of entrusting a monthly
paycheck to a "machine” for processing. There
are three typical causes of such incidents.

(1) Bank makes an error in either

posting the wrong amount or
crediting the wrong account: it
could be due to a computer—-related
failure or to a clerical error.
Exhibit 3.5 shows that a significant
percentage of these accountholder-
initiated incidents is due to such a
bank error,
(ii) The accountholder makes an error in
the deposit, including forgetting to
place the check or cash in the
deposit envelope (i.e.,, depositing
an "empty® envelope)! depositing an
uncollectible check: indicating the
wrong dollar amount on the envelope
and /or keying the wrong deposit
amount into the ATM: or depositing
in the wrong account (e.g.,




depositing into the savings instead
of the checking account). 1Indeed,
for the "deposit credited
erroneously" incidents, the leading
cause is accountholder errors due to
indicating the wrong deposit amount
(50.8 percent of the 63 1983
incidents and 50.0 percent of the 54
1984 incidents).

The bank f£inds no evidence of a
deposit or that the deposit was
indeed processed properly. We
labelled such incidents as
"accountholder confused",
recognizing, of course, the
possibility that the accountholder
might have been trying to defraud
the bank,

Causes of Qverdraft

Overdrafts due 0 ATM withdrawals are the
most common type of bank-initiated complaint
in the sample, accounting for 66.4 percent of
the 292 1983 bank-initiated incidents and 75.0
percent of the 76 1984 bank-initiated
incidents, Bow is it that ATM users are able
to overdraw accounts? The overdraft incidents
in the sample reflect three main causes: (i)
the bank's computer being "off-line": (ii) the
bank's delayed posting procedure; and (iili)
withdrawals being made against bad deposits.
Each of these is discussed below.

(iii)

3 bank's computer is "off-line" when
either the computer is inoperable or the
communication links between the computer and
its ATMs are inoperable, If an off-line
situation exists, then the accountholder's
account balance -- that is being maintained in
the computer -- cannot be accessed by an ATM,
0f course, computers are generally on-line and
will only go "off~line" in case of a gystem
failure or for system maintenance, When a
bank's computer is off-line, the bank
generally has backup controls that can be
activated., For example, a "hot card" list
(i.e., a list of cards that have expired or
have been reported missing) may be temporarily
"downl caded" to each ATM (i.e., stored in the
ATM's memory device). On the other hand, some
banks do not allow their ATMs to operate at
all in an off-line mode.

Delayed posting procedure is the second
main cause of ATM overdrafts, Because of the
delayed posting procedure, the ATM would only
have access to account balances that might be
up to 24 hours out~of-date. Consegquently, an
overdraft could occur If two or more
withdrawals =-- amounting to a sum that exceeds
the actual account balance —— are made within
a short time period. Obviously, an incident
of this type does not occur for thcse banks
which have an immmediate posting procedure,

Finally, the third major cause of
overdrafts is withdrawals made against bad
deposits, Such deposits can be uged to
"inflate" an account, and any withdrawals made
against these deposits that altogether would
exceed the accountholder's actual balance
would result in an overdraft, A more detailed
discussion of this cause of overdrafts is
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provided in the next subsection on the causes
of bank-initiated deposit-related incidents.

Two points should be made concerning the
fact that the distribution of causes of
overdraft for 1983 is significantly different
than that for 1984, First, although Exhibit
3.3 states that six banks provided overdraft
data for each of the two years, they were not
the same six banks, so that some of the causal
differences can be attributed to differences
between the two groups of banks. For example,
we know that the 1984 group of six banks
included fewer banks that allowed off-line ATM
operation than the 1983 group of six banks:
thus, it is not surprising to see in Exhibit
3.5 that only 19.4 percent of the overdrafts
in 1984 were caused by the bank's computer
being off-line, as compared to 71.6 percent in
1983. A second, and perhaps more important,
reason for the causal differences is the small
number of overdrafts obtained in 1984;
certainly, 57 overdraft incidents do no
constitute an adequate sample for extensive
analysis.

Incidents

The problem of small sample sizes is also
the reason why the bank-lnitiated deposit-~
related incidents including
stolen/fraudulent checks deposited, empty
envelopes deposited, and uncollectible (other
than stolen or fravudulent) checks deposited -
cannot be extensively analyzegd.
Nevertheless, it can be stated that both lost
or stolen cards and accountholder misconduct
can result in this type of incidents. It can
also be stated that deposit~related incidents
are generally quite serious in terms of
financial consequences. For example, an
accountholder at a Northeast bank deposited
checks totalling $3,000 in various ATMs,
Later, the accountholder began withdrawing on
these deposits, which had not yet "cleared"
but for which the bank had granted provisional
credit, By the time the bank discovered the
checks were stolen, the accountholder had
drawn ~— actually overdrawn —-$2,300 from his
account. The bank was never able to locate
the accountholder. Bas another example, an
accountholder at a Midwestern bank had his
card and PIN stolen. He didn't realize this
had happened for a week. During that week,
the thief and his acwcomplices, who operated an
ATM scam operation, deposited a series of
fraudulent checks in various ATMs and made

withdrawals against those deposits. In the
end, the bank sustained a $2,000 loss.

Qiher Causes

As indicated in Exhibit 3.5, less than 4

percent of the total causes are contained in
the two "other" cause categories, suggesting
that the 16 specified causes are able to
explain for the various ATM incidents, It
should be stated that none of the "other"
causes involved electronic attacks on data
communication lines) manipulation of ATM
software, account information, or transaction
data) or other acts regquiring special
knowledge of computers or communications
technology. Additionally, as with most
causes, the "other"™ causes may or may not lead
to a fraudulent incident. In the next
subsection, we distinguish between incidents




that are potentially fraudulent and those that
are not.

Potential for Fraud

Just as a small fraction of all ATH
transactions are involved in ATM incidents,
only a proportion of ATM incidents involve
fraudulent activity. Because the focus of
this study is on EFT fraud, it is necessary to
distinguish between those incidents that
involve fraud and those that do not. In many
cases, the distinction is not clear., For
example, in one incident involving a Panel
bank from the Northeast, an accountholder
complained that someone used his ATM card to
make unauthorized withdrawals totaling $600,
Rut since the accountholder had possession of
his card and claimed that he had never lost
possession of it, the bank ruled that the
withdrawals were "authorized®™ and that
therefore the accountholder was not entitled
to a reimbursement. It is unclear whether the
man was simply confused and had actually made
the withdrawals (i.e., no frauvd was involved):
or the man actually made the withdrawals and
was trying to defraud the bank: or someone
else had actually used his card fraudulently.

The object, nevertheless, is to identify
a consistent sample of "potentially
fraudulent™ ATM incidents, culled from all the
ATM incidents provided by the Panel banks. We
refer to the incidents as "potentially
fraudulent" -~ as opposed to "fraudulent" --
because in nearly all cases, no legal action
has been taken against the suspected
perpetrator., (Indeed, legal action was
initiated by the bank in only a handful of the
4,187 ATM incidents that we analyzed: these
were mostly situations involving an organized
scam.,) These potentially fraudulent incidents
provided an appropriate basis for our analysis
of ATM fraud. Moreover, such a sample of
incidents overcame some of the data-~related
inconsistencies among our Panel banks:
irrespective of what records are kept by each
bank and what records were provided to us, we
were able to abstract a consistent set of
potentially fraudulent incidents for analysis,

For the purpose of this effort, an
incident was labeled "potentially fraudulent®
primarily because of its associated cause(s).
Based on the 19 causes identified in Exhibit
3.5, Exhibit 3.6 shows how a cause is
determined to be potentially fraudulent,
Seven causes are automatically defined as
potentially fraudulent. Most conspicious in
this group of causes are the lost and stolen
card incidents. The other causes include:
the accountholder having the card in
possession but still claiming that
unauthorized transactions have been made:
overdrafts caused by an accountholder
withdrawing against a bad or insufficient
deposity overdrafts caused by a bank's
computer being off-line; overdrafts caused by
a bank's delayed posting procedure; an
accountholder depositing a stolen/fraudulent
check) and a person other than the
accountholder making a bad deposit, 1Incidents
involving five other causes are potentially
frauvdulent onply if the bank has sustained a
loss: +they include "other" withdrawal-related
causes! an accountholder depositing an empty
envelope! an accountholder depositing an
uncollectible (but not stolen/fraudulent)
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check; "other" deposit—related causes:i angd
*unreported®™ causes. Using bank loss as the
criterion for determining if an incident is
potentially fraudulent is appropriate, as any
loss sustained by a bank is not only
documentable but also probably implies that
someone == the accountholder, another person,
or a bank employee —— received an undeserved
{({i.e., in a potentially fraudulent manner)
amount of money equal to the bank loss,
Another possible determination criterion could
be accountholder loss beyond the Reg E
stipulated amount: such a criterion woulgd,
however, be difficult to effect in practice,
as it is almost impossible to establish with
certainty the validity of an accountholder's
claim. Finally, incidents involving the
remaining seven causes (i.e., accountholder
confusion on a withdrawal-related incident;
bank's ATM having a mechanical problenm:
accountholder depositing a check in the wrong
account: accountholder depositing an amount
different than that indicated on the envelope
and/or that keyed into the ATM: accountholder
confusion on a deposit—related incident: bank
posting the wrong amount: and bank posting the
deposit to a wrong account) are automatically
defined as being not potentially fraudulent,
It should be noted that the determinations in
Exhibit 3.6 are conservative, for the most
part, even though they are not based on formal
legal proceedings. Thus, certain incidents
which might indeed result in an accountholder
loss beyond the Reg E stipulated amount may
not be categorized as beling potentially
fravdulent, nor may certain incidents which
might indeed be attempted, but unsuccessful
frauds (e.a., an accountholder feigning
confusion after being discovered).

The results of applying the Exhibit 3.6
determinations to the Exhibit 3.5 causes are
contained in Exhibit 3,7. 1In accordance with
the determinations, most incidents are
designated on the basis of their cause(s) as
being eitheér potenti