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; INTERNATIONAL AIRPORT SECURITY AND ANTI-
: HIJACKING MEASURES

THURSDAY, JUNE 27, 1985

: U.S. SENATE,

. CoMMITTEE ON COMMERCE, SCIENCE, AND TRANSPORTATION,

SUBCOMMITTEE ON AVIATION,

Washington, DC.

. The subcommittee met, pursuant to notice, at 9:35 a.m., in room
SR-258, Russell Senate Office Building, Hon. Nancy Landon Kasse-

' baum (chairman of the subcommittee) presiding.

- Staff members assigned to this hearing: Steve Johnson and

Chuck Doyle, staff counsels; and Steve Palmer, minority profession-

- al staff member.

OPENING STATEMENT BY SENATOR KASSEBAUM

. Senator KasseBaum. The hearing will please come to order.
- There are witnesses still to come, but if we do not get started now
- it will go on quite a while.

. The purpose of this morning’s hearing is to explore the entire
~ issue of aviation security in light of recent world events. I appreci-
- ate the efforts of all those present today as we grapple with these
: very difficult questions. There are many testifying today who are
/ working diligently on the problem, and I particularly appreciate
! their giving their time to be here, and appreciate my colleagues
who have been very involved in trying to work out legislative solu-
; tions to the problem which confronts us.

It is unfortunate that we find it necessary to have this hearing at
all. It is very sad to come to the realization that our citizens cannot
travel freely and safely as they once did. But as we mourn the vic-
i tims of the Air India disaster and anxiously await the return of the
hostages from Beirut, we must realize that what has happened
takes away a little of our freedom as well.

These recent events point out that we will never be able to
: assure absolute safety from organized professional terrorists. We
must, however, explore every option for improving security. That is
the purpose of this hearing,.

. I would like to suggest two areas that may merit particular at-
tention. First, we must take it upon ourselves to improve the secu-
¢ rity of aircraft on the ground. It is fine to talk about sanctions
against countries with lax security, but we need to take positive
steps to protect U.S. aircraft at high-risk airports. The sky mar-
shals that some have suggested would, I believe, be far more useful
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on the ground to ensure that arms are not smuggled aboard air--
craft while such aircraft are being serviced.

The second area which merits attention is that of luggage screen-
ing. We should explore ways of improving that screening, using ex-
isting technology as well as proceeding with research into new ma-
chines that may be able to detect explosives. The Secretary of
Transportation, Elizabeth Dole, has already announced some steps
in this regard, and the FAA is engaged in proceeding ahead.

As a final point hefore we begin, I think it is important to re-
member that we do not know the facts surrounding either the
TWA or Air India incidents. We do not know where or how the
weapons came aboard the TWA flight. We do not even know for
sure that a bomb did cause the Air India crash.

Certainly we should explore improved security. But we must be
leery, I think, of radical solutions to problems when we are still ex-
ploring the cause.

Senator Hollings, do you have a statement?

OPENING STATEMENT BY SENATOR HOLLINGS

Senator Horiings. Today the subcommittee meets to discuss a
matter of utmost urgency. Recent terrorist bombings aboard inter-
national flights have caused the deaths of several hundred people,
including many Americans. Forty more U.S. citizens are being held
by various Shiite factions in Beirut, the result of the hijacking of a
TWA flight from Athens. And other acts of terrorism involving
international airports and airlines are mounting,

Right now, we can talk all we want about the current hostage
crisis and what forms of retribution we should impose on interna-
tional terrorists. But talk is cheap. First, let's get our captive citi-
zens back home alive. And in the meantime, we can start taking
positive steps to minimize the chances of such a tragedy reoccur-
ring.

A paramount function of Government is to provide for the safety
of its citizens. We in the Congress must act decisively to improve
security for Americans who travel on international flights. Right
now the level of security, as we saw with the Athens airport, is
abysmally low in some instances.

For that reason I am a cosponsor of two of the bills before us
today, S. 1321, the Airport and Air Carrier Improvement Act, and
the Anti-Hijacking Act, S. 1343. Both bills will add extra measures
of security for American air travelers overseas. Among other
things, they will provide authority to limit flights to and from
international airports with security problems, increased public
awareness of where those airports are, and a study of the need for
additional sky marshals.

I will work for swift passage of these measures. U.S. citizens
should not have to fear for their lives or their destination any time
they board an airline to or from an international airport. ‘

I look forward to hearing from today’s witnesses, so that the
people on the front line can tell what will work and what won’t.
This is not an issue that allows for partisan rhetoric. We must take
tlﬁ(ia steps these bills call for and end this reign of terror in the
skies.

[The bills follow:]
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Entitled the “Airport and Air Carrier Security Improvement Act of 1985".

IN THE SENATE OF THE UNITED STATES

June 19 (legislative day, JUNE 3), 1985

Mr. Dixon introduced the following bill; which was read twice and referred to the
Committee on Commerce, Science, and Transportation

A BILL

Entitled the ““Airport and Air Carrier Security Improvement
Act of 1985",
Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,
'SEcTioN 1. This Act shall be cited as the “Airport and
Air Carrier Security Improvement Act of 1985”.

STATEMENT OF FINDINGS AND PURPOSE

SEc. 2. (a) The Congress hereby finds that—
(1) innocent persons have been killed, injured, and

victimized, human rights violated, property destroyed
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and damaged, and international commerce obstructed
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as a result of air carrier hijackings and other violations
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of national and international law involving airports and
air carriers;

(2) such acts represent an intolerable attack
against the fundamental right to life and security of all
peoples of the world;

(3) such acts constitute a threat to the orderly s;nd
civilized functions of the international community;

(4) certain nations exhibit a pattern of either sup-
porting or condoning air carrier hijackings; and

(5) certain international airports fail to maintain
consistently elfective security measures.

(b) It is therefore the purpose of the Act to—

(1) enlist the cooperation of all other nations and
national and international organizations in initiatives to
improve the security of air carriers and airports
throughout the world, while safeguarding democratic
values;

(2) promote appropriate action by the United
States and other governments in order to combat air
carrier hijackings and other breaches of national and
international laws and regulations related to aviation;
and

(8) provide public notice to persons traveling in
international air commerce of deficient security pro-

grams and facilities at certain foreign airports.
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INFORMATION ON FOREIGN AIRPORT SECURITY
SEc. 3. Section 1115 of the Federal Aviation Act of
1958 (49 U.S.C. 1515) relating to security standards in for-

eign air transportation is amended to read as follows:

“SECURITY STANDARD IN FOREIGN AIR TRANSPORTATION

“Sgo. 1115. (a) The Secretary of Transportation shall
conduct at such intervals as the Secretary shall deem neces-
sary an assessment of the effectiveness of the security meas-
ures maintained at those foreign airports serving United
States carriers, those foreign airports from which foreign air
carriers serve the United States, and at such other foreign
airports as the Secretary may deem appropriate. Such assess-
ments shall be made by the Secretary in consultation with
the appropriate aeronautic authorities of the concerned for-
eign government. The assessment shall determine the extent
to which an airport effectively maintains and administers se-
curity measures. The criteria utilized by the Secretary in as-
sessing the effectiveness of security at United States airports
shall be considered in making such assessments and shall be
equal to or above the standards established pursuant to the
Convention on International Civil Aviation. The assessment
shall include consideration of specific security programs and
techniques, including but not limited to, physical and person-
nel security programs and procedures, passenger security and
baggage examination, the use of electronie, mechanical or
other detection devices, airport police and security forces,

-
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and control of unauthorized access to the airport aireraft, air-
port perimeter, passenger hoarding, and cargo, storage, and
handling areas.

“(b) The report to the Congress required by section 315
of this Act shall contain:

“(1) A summary of those assessments conducted
pursuant to‘ subsection (a) of this section. The summary
shall identify the airports assessed and describe any
significant deficiencies and, actions taken or recom-
mended.

“(2) A description of the extént if any to which
specific deficiencies previously identified, if any, have
been eliminated.

“(c) When the Secretary finds that an airport does not
maintain and administer effective security measures at the
level of effectiveness specified in subsection (a) of this section,
he shall notify the appropriate authorities of such foreign
government of his finding, and recommend the steps neces-
sary to bring the security measures in use at that airport to
the acceptable level of effectiveness.

“(d)(l)rNot later than sixty days after the notification
required in subsection (c) of this section and upon a determi-
nation by the Secretary that the foreign government has

failed to bring the security measures at the identified airport
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to the level of effectiveness specified in subsection (a) of this
section, he— _

“(A) shall publish in the Federal Register and
cause to be posted and prominently displayed at all
United States airports regularly serving scheduled air
carrier operations the identification of such airport; and

“(B) after consultation with the appropriate aero-
nautical authorities of such government and, notwith-
standing section 1102 of this Act, may, with the ap-
proval of the Secretary of State, withhold, revoke, or
impose conditions on the operating authority of any
carrier or foreign air carrier to engage in foreign air
transportation utilizing that airport.

“(2) The Secretary shall promptly report to the Con-
gress any action taken under this subsection setting forth in-
formation concerning the attempts he has made to secure the
cooperation of the nation in attaining the acceptable level of
effectiveness.”.

AVIATION SECURITY ASSISTANCE TO FOREIGN
GOVERNMENTS

SEc. 4. (a)(1) The Secretary of Transportation is su-
thorized to promote the achievement of international aviation
security by providing technical assistance concerning aviation
security to foreign governments. Such technical assistance
may include the conduct of surveys to analyze the level of

aviation security in airports and the provision of training in
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aviation security to foreign nationals. Such training in avia-
tion security may be conducted either in the United States or
in foreign nations. The Secretary may provide for the pay-
ment of subsistence and expenses for travel within the United
States for foreign nationals receiving such aviation security
training in the United States.

(2) The Secretary may require a foreign government to
reimburse the United States for all, part, or none of the cost
of providing the technical assistance authorized under para-
gfaph (1).

(h) There is authorized to be appropriated to carry out
the provisions of this subsection an amount not to exceed
$500,000 for each of the fiscal years 1986, 1987, and 1988.

PRIORITIES FOR NEGOTIATION OF INTERNATIONAL
AGREEMENTS

SEc. 5. (a) The President is hereby urged to seek inter-
national agreements to assure more effective international co-
operation towards improving the security of air carriers and
aifports.

(b) High priority in the negotiation of such agreements
should be given to agreements which include, but which need
not be limited to the following:

(1) establishment of a permanent international
working group, including subgroups on topics as may
be appropriate, including but not limited to, law en-

forcement and crisis management, which would combat
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international terrorist incidents involving air carriers
and airports by-—

(A) promoting international cooperation
among countries; and

(B) developing new methods, procedures, and
standards to combat international terrorism;

(2) establishment of means to eflect observance
of—

(A) the Convention for the Suppression of
Unlawful Seizure of Aircraft (The Hague, Decem-
ber 16, 1970);

(B) the Convention for the Suppression of
Unlawful Acts Against the Safety of Civil Avia-
tion (Montreal, September 23, 1971); and

(C) the Convention on the Prevention and
Punishment of Crimes Against Internationally
Protected Persons, Including Diplomatic Agents
{New. York, December 14, 1973);

(3) establishment of international legal require-
ments to prohibit and punish the act of taking
hostages.

EXTENSION OF EXISTING SECURITY MEASURES

Sec. 6. Section 315(h) of the Federal Aviation Act of

24 1958 (49 U.S.C. 1356(b)) is amended by adding the words

25 ‘“or charter” immediately after the word “scheduled’” where

26 it first appears.
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To provide air passenger security for certain air carrier flights.

IN THE SENATE OF THE UNITED STATES

June 19 (legislative day, June 3), 1985

Mr. MoyntaN (for himself, Mr. D’AMmaT0, and Mr. LAUTENBERG) introduced
the following bill; which was read twice and referred to the Committee on
Commerce, Science, and Transportation

A BILL

To provide air passenger security for certain air carrier flights.

1 Be it enacted by the Senate and House of Representa-

2 tives of the United Slates of America in Congress assembled,

3 SHORT TITLE

4 Section 1. This Act may be cited as the “Air Passen-
5 ger Security Act of 1985”.

6 FINDINGS

7 SEc. 2. The Congress finds and declares that—

8 (1) airport security programs providing a law en-

9 forcement presence and capability and requiring the
10 screening or searching of passengers and property are

11 the most effective means of significantly reducing the
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incidence of aircraft piracy and acts of violence aboard
aireraft;

(2) the effectiveness of airport security programs
was demonstrated in the sharp reduction of eriminal vi-
olence and aireraft piracy in the United States follow-
ing the mandatory institution of airport security pro-
grams at United States’ airports in 1974;

(3) some, but not all, airports in foreign countries
have instituted similarly effective airport security pro-
grams;

(4) the knowledge that unidentified armed mar-
shals will be on a flight can deter aireraft pifacy and
acts of violence and the presence of unidentified armed
m'arshals can prevent such acts should they be at-
tempted;

(8) in the absence of an effective airport security
program, the presence of unidentified armed marshals
on a flight departing that airport represents the most
effective means of reducing aircraft piracy and vio-
lence; and

(6) the criminal jurisdiction of the United States
extends to aircraft registered in the United States
while that aireraft is in flight, which is from the
moment when all external doors are closed following

embarkation until the moment when one such door is
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opened for disembarkation, or in the case of a forced

landing, until the competent authorities take over the

responsibility for the aircraft and for the persons and
property aboard.
PURPOSE

SEc. 3. The purpose of this Act is to increase the secu-
rity of passengers travelling on United States air carriers de-
parting {rom foreign airports vfith ineffective airport security
programs.

AIR MARSHALS

Sec. 4. Section 316 of the Federal Aviation Act of
1958 (49 U.S.C. 1357) is amended hy inserting immediately
after subsection (b) the following new subsection, and relet-
tering subsequent subsections accordingly:

“(e)(1) As . used in this subsection, the term ‘unsecure
foreign flight' means a scheduled or public charter passenger
flight of a civil aircraft of the United States operated by an
air carrier, having a passenger seating configuration of more
than 60 seats, departing from a foreign airport not included
on the list of secure foreign airports published by the Admin-
istrator pursuant to paragraph (3) of this subsection.

“(2) The Administrator shall employ individuals to serve
as unidentified armed passengers on unsecure foreign flights.
Such individuals shall be deputized as United States Marshals
and shall be known as ‘United States Air Marshals’, It shall

be the duty and responsibility of such Marshals to enforce
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subsections (i), (), (k), (1), and (n) of section 902 of the Feder-
al Aviation Act of 1958 (49 U.S.C. 1472).

*(8) At least one United States Air Marshal must be
ahoard each unsecure foreign flight. _

“(4) The Administrator shall, no later than 90 days fol-
lowing the date of the enactment of this subsection, review
the effectiveness of airport security programs operating at
foreign airports which serve as points of departure for sched-
uled or public charter passenger flight of a civil aircraft of the
United States operated by an air carrier having a passenger
seating cbnfiguration of more than 60 seats. Within the 30-
day period following such review, the Administrator shall
publish in the Federal Register a list of those foreign airports
which the Administrator has determined have an effective
security program. The Administrator shall continually feview
such foreign airport security programs and revise and update
such list not less than every 180 days.

““(5) Until such time as the Administrator employs the
requisite number of United States Air Marshals, the Adminis-
trator, with the consent of the head of the affected depart-
ment or agency of the United States, is authorized to utilize
appropriate personnel from such department or agency in-
cluding but not limited to the Department of the Treasury,
the Federal Bureau of Investigation, and the Department of

Defense.

53-421 0 - 85 ~ 2
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“(6) In the event any foreign nation refuses to permit,
or impedes, United States Air Marshals from fulfilling their
functions as unidentified armed passengers, the President
shall take action under section 1114 of this Act as if he had
determined that such nation was acting in a manner incon-
sistent with the Convention for the Suppression of Unlaw{ul
Seizure of Aircraft.

“(7) Consistent with the requirements of paragraph (3),
nothing in this subsection shall be construed to impair the
Administrator’s existing authority to place United States Air
Marshals on such other {lights, domestic or foreign, as he or
she may lawfully do in response to information that such
flight is subject to a particular risk of aircraft piracy or erimi-
nal violence.”,

AUTHORIZATION e

Sec. 5. There are hereby authorized to be appropriated .
such sums as may be necessary to carry out the provisions of

this Act.
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To improve safety and security for people who travel in international aviation.

IN THE SENATE OF THE UNITED STATES

JUNE 21 (legislative day, JUNE 3), 1985

Mr. DanrorTH {for himself, Mrs, KassgBaum, Mr. HoLuings, and Mr. Ex0N)
(by request) introduced the following bill; which was read twice and referred
to the Committee on Oommerce, Science, and Transportation

A BILL

To improve safety and security for people who travel in
international aviation.

Be it enacted by the Senate and House of Represenia-
tives of the United States of America in Congress assembled,
That this Act may be cited as the “Anti-Hijacking Act of
1985".

Sec. 2. (a) The Secretary of Transportation, in coordi-
nation with the Secretary of State, shall study the need for
an expanded air marshal program on international flights of

United States air carriers and report the results of the study

O W N o Ut B W N

to the Congress. If the Secretary of Transportation and the

i
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Secretary of State find that such an expanded air marshal
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program is necessafy, then there is authorized to be appropri-
ated such sums as may be necessary to carry out the pro-
gram. Such sums shall be derived from the Airport and
Airway Trust Fund.

(b) The Secretary of Transportation, with the approval
of the Attorney General and the Secretary of State, may
authorize persons, in connection with the performance of
their air transportation security duties, to carry firearms and
to make arrests without warrant for any offense against the
United States committed in their presence, or for any felony
cognizable under the laws of the United States, if they have
reasonable grounds to believe that the person to be arrested
has committed or is committing a felony.

Sec. 8. Section 1115 of the Federal Aviation Act of
1958, as amended (49 U.S.C. 1515), is amended as follows:

(1) in subsection (b) by striking ‘“‘hold a foreign air
carrier permit or permits issued pursuant to section
402 of this Act” and inserting in lieu thereof “hold au-
thority under title IV of this Act”,

(2) in subsection (b) by striking “minimum stand-
ards” wherever the phrase appears and inserting in
lieu thereof ‘“‘standards and recommendations”, and

(3) by adding at the end the following new sub-

sections:
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“(c) Notwithstanding the provisions of subsection (b) of
this section and sections 1102 and 1114 of this Act, when-
ever the Secretary of Transportation determines that a condi-
tion exists that threatens the safety or security of passengers,
aircraft, or crew traveling to or from a foreign airport, and
that the public interest requires an immediate suspension of
services between the United States and the identified airport,
the Secretary of Transportation shall, without notice or hear-
ing and with the approval of the Secretary of State, suspend
the right of any air carrier or foreign air carrier to engage in
foreign air transportation to or from that foreign airport and
the right of any persons to operate aircraft in foreign air com-
merce to or from that foreign airport. |

“(d) The provisions of this section shall be deemed to be
a condition to any authority under title IV or title VI of this
Act to any air carrier or any foreign air carrier, issued under

authority vested in the Secretary of Transportation.”.
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IN THE SENATE OF THE UNITED STATES

June 24 (legislative day, June 8), 1985

Received; read twice and referred to the Committee on Commerce, Science, and
Transportation

AN ACT

To improve security standards for international air
transportation.

1 Be il enacted by the Senate and House of Representa-
2 tives of the United States of America in Congress assembled,
3 SwerioN 1. This Act may be cited as the “Foreign Air
4 Travel Security Act of 1985".

5 Sec. 2. (a)(1) Section 1115 of the Federal Aviation Act
6 of 1958 (49 U.S.C. 1515) is amended to read as follows:
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“SECURITY STANDARDS IN FOREIGN AIR
TRANSPORTATION
“ASSESSMENT OF SECURITY MEASURES

“Sec. 1115. (a) The Secretary of Transportation shall
conduct at such intervals as the Secretary shall deem neces-
sary an assessment of the effectiveness of the security meas-
ures maintained at those foreign airports being served by air
carriers, those foreign airports from which foreign air carriers
serve the United States, and at such other foreign airports as
the Secretary may deem appropriate. Each such assessment
shall be made by the Secretary in consultation with the ap-
propriate aeronautic authorities of the concerned foreign gov-
ernment and each air carrier serving the foreign airport at
which the Secretary is vonducting such assessment. The as-
sessment shall determine the extent to which an airport effec-
tively maintains and administers security measures. In
making an assessment of any airport under this subsection,
the Secretary shall use a standard which will result in an
analysis of the security measures at such airport based upon,
at a minimum, the standards and recommendations contained
in Annex 17 to the Convention on International Civil Avia-
tion, as such standards and recommendations are in effect on
the date of such assessment.

“REPORT OF SUCH ASSESSMENTS

“(b) Each report to the Congress required by section

315 of this Act shall contain:
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“(1) A summary of those assessments conducted
pursuant to subsection (a) of this section.
“(2) A description of the extent to which identi-

fied security deficiencies have been eliminated.

‘““NOTIFICATION OF FINDINGS

“(c) Whenever, after an assessment in accordance with
subsection (a) of this section, the Secretary of Transportation
finds that an airport does not maintain and administer effec-
tive security measures, the Secretary shall notify the appro-
priate authorities of such foreign government of such finding,
and recommend the steps necessary to bring the security
measures in use at that airport up to the standard used by the

Secretary in making such assessment.

‘“IDENTIFICATION OF AIRPORTS

“(d)1) Not later than one hundred and twenty days
after the notification required in subsection (c) of this section
and upon a determination by the Secretary of Transportation
that the foreign government has failed to bring the security
measures at the identified airport up to the standard used by
the Secretary in making an assessment of such airport under
subsection (a) of this section, the Secretary—

“(A) shall publish in the TFederal Register and
cause to be posted and prominently displayed at all
United States airports regularly being served by sched-
uled air carrier operations the identification of such air-

port; and
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“(B) after consultation with the appropriate aero-
nautical authorities of such government and each air
carrier serving such airport, and, notwithstanding sec-
tion 1102 of this Act, may, with the approval of the

Secretary of State, withhold, revoke, or impose condi-

tions on the operating authority of any carrier or for-

eign air carrier to engage in foreign air transportation
utilizing that identified airport.

“(2) The Secretary of Transportation shall promptly
report to the Congress any action taken under this subsection
setting forth information concerning the attempts he has
made to secure the cooperation of the foreign government in
meeting the standard used by the Secretary in making
the assessment of such airport under subsection (a) of this
section.

“NOTICE TO AIRLINE PASSENGERS

“(e) In any case in which the Secretary of Transporta-
tion has determined, pursuant to subsection (d) of this section,
that a foreign government has failed to bring security meas-
ures at an identified airport up to the specified standard, each
air carrier and foreign air carrier providing service between
the United States and such identified airport shall provide
notice of such determination by the Secretary to any passen-
ger purchasing a ticket for transportation between the United
States and such identified airport. Such notice shall be by

written material included on or with such ticket.”.
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(2) That portion of the table of contents contained in the
first section of the Federal Aviation Act of 1958 which

appears under the center heading

“TirLe XI—MISCELLANEOUS”
is amended by striking out
“Bec. 1115. Security standards in foreign air transportation.”

and inserting in lieu thereof

*Bec. 1115, Security standards in foreign air transnortation,
“(a) Assessment of security measures.
“(b) Report on nssessment.
“(c) Natification of findings.
*(d) Identification of airports.
“(e) Notice to airline passengers.”.

(b) Section 815(a) of the Federal Aviation Act of 1958
(49 U.S.C. 13856(a)) is amended by adding at the end thereof
the following new sentence: “Each semiannual report sub-
mitted by the Administrator pursuant to'the preceding sen-
tence shall include the information described in section
1115(b) of this Act.”.

Passed the House of Representatives June 19, 1985.

Attest: BENJAMIN J. GUTHRIE,
Clerk.
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. Senator KasseBaum. I thank the panelists who are here. I will

- take my colleagues in order of their arrival, which seems to me the
fairest way to proceed. o

! - Senator Moynihan, I believe you were here first and it is a pleas-

: ure to welcome you.

STATEMENT OF HON. DANIEL PATRICK MOYNIHAN, U.S.
SENATOR FROM NEW YORK

' Senator MoYNIHAN. I am here in the company of Senator Lau-
- tenberg and Senator D’Amato. We introduced last week S. 1326, a
i bill to require that at least one armed sky marshal be placed
i aboard American flights departing from a foreign airport that the
* Administrator of the Federal Aviation Administration has judged
. to have inadequate security measures normally in place or to be
. especially under duress of one or another kind.

- It is a straightforward proposition and can be put in the context
¢ of your very careful and thoughtful introductory remarks. First, to
. emphasize, you are absolutely right that the principal measures in
' ‘this whole matter of air safety have to bie taken on the ground at
. the airport. Perhaps we should remind ourselves that we did this
. at our airports.

; In 1974, the Federal Government required that there be electron-
. ic devices to check baggage, check carry-on baggage and to check
passengers as they enter the boarding area of our aircrafts. We all
igio through those little doorways;, we put our keys in boxes as we

0 s0.

Prior to that time there was a huge epidemic of spontaneous sei-
zure of airplanes, mostly going to Cuba. After 1974 it stopped. The
airport security measures have worked to a degree that I do not
know anyone could have expected. It has just put an end to that.

It is important, I think, in this regard to note that—and I do not
present myself as an authority in this regard—we can overestimate
the role of organized terrorism in this kind of act. Just as often, it
appears to be spontaneous. In the great majority of cases, it is sort
of the individual decides to do something and you cannot find any
network or any very large political purpose.

As regards sky marshals, they first became an issue in the con-
text of planes being seized and taken to Cuba. The first sky mar-
shal was sworn in by Robert F. Kennedy as Attorney General of
the United States on March 2, 1962, in the context of the Cuban
hijacking situation. There were not that many in the years that fol-
lowed, but they had an effect.

In 1970, President Nixon, facing a similar situation, began a
much larger program; at one point 2,500 persons were deputized as
air marshals. And tken, in a curious way, as our countermeasures
took effect and began to slow down the hijackings, we tended to
think the problem of hijackings had disappeared and we took away
our countermeasures.

The role of an unidentified person aboard these planes is simply
to deal with the event, the final event, where all the other ground-
based measures have, in fact, failed. The Israelis have done this for
a very long time. They have a very good record. E1-Al planes are
not hijacked. Every so often someone tries. They do not succeed.
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I will just make a final point, Madam Chairman. We are not
talking about putting a former National Football League tackle in
the front row of every 747. We would find it far more effective to
have a grey-haired, 48-year-old lady, with a large handbag who has
some concussion grenades and a small Baretta in it.

Thank you, Madam Chairman. We hope the committee will con-
sider the legislation, which we take seriously, as I know you do. I
ask that a copy of my prepared statement be placed in the record,

Senator KasseBauM. Thank you very much, Senator Moynihan.

I would like to ask you one brief question before we go on. In my
opening comment I said that it might be better to have this effort
on the ground rather than in the air. As you point out, we have
used sky marshals before and by 1970, when they were first de-
ployed, it was believed that they were not effective. Perhaps the
very fact that they were there and there was an uncerwainty about
how many and what they would do acted as a deterrent.

But I think that an analysis of that particular period reveals
some substantial concerns about gun battles in the air. I would like
you to analyze the particular incidents that did occur around that
time. Some sky marshals actually made the decision to fly on with
a hijacked plane to Cuba, believing that it was better than to try
and apprehend the hijacker in midair. Also, do you believe that
more emphasis should be placed on our efforts to stop hijackers on
the ground?

Senator Moy~NIHAN. The first place is on the ground, with the
passengers and the baggage, and then there is this final defense
barrier in the air. The point is that, as with all preventive meas-
ures, you sometimes measure their success by the fact that they
are never used. Take, for example your national defense system,; if
you never find yourself in a war, it has obviously been effective.

And a sky marshal program that never requires anyone to ever
get involved in violence onboard a plane has been a deterrent. A
deterrent’s success is measured by the fact that it’s not employed.

One point, an important one that you raised: In the past, we
have seen marshalls, mature persons, use judgment. Is this simply
a crazed fellow who wants to get to Havana where the Cubans
have understood they will take him off, put him in jail, and send
the plane back? Fine, leave it that way. -

But might I ask you, had we a person aboard that TWA 847, with
two barely adult hijackers flying about for 7, 8 hours, would it not
have been an. altogether feasible effort to knock out one or the
other before they indeed murdered an American seaman?

In that context, when you make the judgment that this is serious
and going to get worse and the lives of everyone involved are in
jeopardy, you make that judgment. You could alsc make the judg-
ment that this is not serious and ride it out. Those are the kinds of
decisions that you become a U.S. marshal to make.

Senator KasseeauM. Thank you very much, Senator Moynihan. I
appreciate your being here,

[The statement follows:]
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StaTEMENT oF Hon, DaNieL PATRICK MoYNIHAN, U.S. SENATOR FROM NEW YORK

Mr. Chairman, thank you for this opportunity to testify today in support of S.
1826, which I introduced last week with the cosponsorship of Senators D'Amato and
Lautenberg.

Our bill would require that at least one armed and deputized United States Air
Marshal be aboard all U.S. carrier and charter passenger flights departing from for-
eign airports that do not have adequate security programs,

At his press conference on June 18, President Reagan announced that he had ‘“di-
rected the Secretary of Transportation, in cooperation with the Secretary of State,
to explore immediately an expansion of our armed sky marshal program aboard
international flights of U.S. air carriers for better protection of passengers.”

Our bill would do just that.

The in-flight hijacking of TWA Flight 847 has once again brought the issue of
international terrorism to the forefront of our consciousness. We have seen it all
before; unfortunately, we forget all too quickly.

Terrorism, by its nature, seeks to destroy the law. It is unlawfulness enshrined as
principle—and an all too frequent occurance on the international scene. We cannot,
and will not, tolerate it. We must lead the international effort to combat terrorism
of all forms.

Today, we address a situation involving the favored target of the international
terrorist: the international passenger flight.

Our domestic experience in the 1970's suggests that the most effective way to pre-
vent hijacking of aircraft in the air, is an effective security program on the ground.
It is always preferable to keep potential hijackers from boarding, or getting any-
where near, flights. And so I support efforts that put pressure on other governments
to improve ground security at their airports.

Until we can be certain, however, that all foreign airports are secure, we must
take steps to provide for the security of American citizens flying on U,S. air carriers
from foreign countries,

We propose then, one such step: place unidentified, armed marshals on all regu-
larly scheduled and public charter flights of American carriers departing from unse-
cure foreign airports.

The presence of marshals would be an elementary precaution that could reduce
the likelihood that a hijacking will occur or succeed. The Israelis have long under-
stood this. It will not end the obscene practice of hijacking—but it can and should
reduce its probability.

The Federal Aviation Administrator—the official with the most knowledge of
these matters and statutory authority over them—would have 90 days to review air-
port security at foreign airports and would determine which airports do not have
iaffelc)tiv_e security programs. The Administrator would update his findings on a regu-
ar basis.

I might also note that our legislation would direct the President to limit the oper-
ations of air carriers from any country that refused to allow these marshals aboard
ﬂ.itghts leaving from an airport in that country found to lack adequate ground secu-
rity.

This would not be the first time that air marshals have been ordered aboard U.S.
airliners. In September 1980, in response to numerous hijackings to Cuba and then
to the Midwest, President Nixon ordered that sky marshals be placed on selected
international and domestic flights of U.S. commercial carriers. At its peak, the pro-
gram employed 2,500 marshals, Their numbers dropped, after elaborate airport se-
curity programs were made mandatory at U.S, airports in 1974,

Now the ‘problem is abroad, and we should similarly place air marshals on US
carrier flights leaving unsecure foreign airports, When other countries adopt ade-
quate ground security measures—hopefully soon—then this program too can become
unnecessary.

Senator KassesauM. Next, I believe, in order of arrival is Sena-
tor Simon, It is a pleasure to welcome you.

STATEMENT OF HON, PAUL SIMON, U.S. SENATOR FROM ILLINOIS

Senator SimoN. Thank you very much, Senator Kassebaum and
Senator Riegle.

As you know, I withdrew my amendment on the floor on the sup-
plemental appropriation at your request, because you said you
were going to have these hearings and take a good hard look at
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what was happening. I think it is important that you do that and
that you have some recommendation for what will be a July sup-
plemental appropriation, that we have some concrete action at that
point. .

Let me simply suggest what I think that concrete action should
include. It should include, number one, the doubling of the number
of FAA inspectors. We now have 120 inspectors that have to cover
428 airports in the United States and hundreds of foreign airports.
And I might add, this ties in with the sky marshal idea, because in
f%ﬁt they can be sky marshalls as they go from one airport to an-
other.

Just one example of our deficiency right now. In Brussels we
have an FAA office. We have three inspectors there. Those three
inspectors cover all of Europe, Africa, the Middle East, and South-
east Asia. And anyone who thinks three inspectors can do that, you
are living in a dream world.

We ought to have a doubling of the number of inspectors, move
from 120 to 240, and we ought to do it right away.

Second, we ought to add $2 million to the FAA budget for train-
ing foreign nationals in the whole security area. We have a major
program here that could be added and improve their security in
foreign airports very, very quickly.

Third, we ought to increase the appropriation for research. One
of the things that amazed me as I started digging, into this—and
Senator Dixon and I have a particular interest because of the
number of hostages we have had from the State of Illinois. But one
of the things that amazed me as I started digging, what can we do
in a solid way, not just to make speeches, not just to act like we are
doing something, is to discover that the only agency of the Federal
- Government that is now doing research on explosives and detection
of explosives is the FAA.

'The Pentagon budget, for example, is over $300 billion; we do not
spend a single penny on detecting explosives. And this goes beyond
the airport question. We could be talking about security in this
very room. The need for vapor detection in plastic explosives is
something that we are close to a breakthrough on and it is some-
thing that we ought to be moving on, not only for airport security
but for security of a lot of other installations, including the Capitol
of the United States of America.

The FAA advises me that they could effectively use in this fiscal
year another $4 million. The bill I had up the other day had $1.5
million. I do not know what the figure ought to be. Frankly, my
own instinct is this is so important that if they can effectively use
$4 million, I would favor using the $4 million.

And then finally, I would urge your committee to take a look at
how we can coordinate. Are there some people in the Pentagon
who ought to be working on this problem? One of the things I also
discovered is there is no FBI office to look at the whole air security
question. Should we not have at least three or four people in the
FBI who are working with the FAA in this whole area, who are
pulling together the kind of information that could be helpful?

It just seems to me these are the practical things that we ought
to .bie{1 moving on and we ought to be moving on them vetry, very
quickly.
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I would like to enter my full statement in the record, but that is
basically what it has to say.

StaTEMENT oF HoN. PAUL Sivon, U.S. SENaToR FrROM ILLINOIS

Madam Chairwoman: First, thank you for allowing me time to testify before the
Subcommittee on Aviation today. I appreciate your thoughtful colloquy with me on
the floor of the Senate last week, and applaud your commitment to approaching the
issue of airport and airplane security in a thorough and realistic manner. These
hearings today can and must be more than a superficial attempt to confront terror-
ism, both outside of our borders and, increasingly, within the United States,

It often takes a crisis like the hijacking of the TWA flight to focus the attention of
both the public and elected officials on the need for improving the effectiveness of
existing programs or for finding new solutions. Many of the original hostages were
residents of Illinois. My most immediste concern is to see the safe release of all the
remaining 40 hostages, as well as the seven Americans who have been held in
Beirut for the past year. I know the Administration is pursing all avenues available
to it to see this accomplished.

But while the negotiations continue, I have given thought, as have many of my
colleagues, as to how we address the long term problem of air piracy. Twenty of the
24 members of the Illinois Congressional Delegation have joined me in contacting
Secretary Shultz and Secretary Dole to urge action in this area. The discussion we
are currrently involved in is a healthy one, but only if we do not sink back into
complacency following a resolution of the crisis in Beirut. History has shown that,
following incidents like this, there is a scurry of legislative activity, which becomes
less pressing once the crisis has past.

In 1974, following a rash of hijackings involving Americans, American airports
and American carriers, Congress passed the Air Piracy Act. Much of the aviation
security we now have in place resulted from this legislation and much of what was
in the original Act remains relevant to today’s world. Rather than searching for
new solutions and new methods of dealing with airport and airplane security, my
hope is that we will provide the financial and personnel support to existing pro-
grams that, with our support, can provide us with state of the art technology and an
air security force that comes as close to perfection as is humanly possible in guaran-
teeing the security of our citizens here and traveling abroad.

The Federal Aviation Administration has jurisdiction over most air security
issues, both those involving US airports and those affecting foreign airports that
service US carriers. From the discussions and research my staff and I have doae
over the past several weeks, I can only come away with great respect and admira-
tion for the work of the Aviation Security Division at FAA. The many people we
have contacted in the Washington office, in the regional offices and in the field of-
fices are dedicated to ensuring Americans have the best security possible, even
during times of budget cuts and staff lay-offs.

No federal agency or program should be exempt from fiscal scrutiny during times
of high federal deficits, But, we have seen situations when we have been penny wise
and pound foolish, and I firmly believe that our budget cutbacks in aviation security
is one of those mistakes.

The Administration’s Y86 budget request for aviation security was $3.3 million
below this year's budget. As we now see, rather than cutting this office, we should
be increasing the appropriations for personnel, training and research and develop-
ment of security technology,

I would made the following recommendations as realistic methods for increasing
our security here and abroad:

1, Double the number of FAA airport inspectors.—Currently, the FAA employs
about 120 inspectors. These inspectors are required to inspect all US airports and all
foreign airports servicing US carriers, This includes 428 airports within the US and
hundreds of foreign airports, Foreign airports servicing US carriers must be inspect-
ed at least once every two years, US airports, depending upon their annual passen-
ger load, must be inspected between one and four times a year. Even for those of us
not terribly familiar with air security issues, it should be clear that we have placed
an unrealistic burden on FAA inspectors,

Inspections at airports in the Far East are handled by the FAA Western Pacific
Region, In addition, this Region inspects 50 US airports, 10 of which must be in-
spected four times a year, This region is authorized for 29; they are currently frozen
at 27, Airports in Latin America and the Caribbean are handled by FAA's Southern
Region. In- addition, this region inspects 91 US airports, 13 of them four times a



28

year. The personnel authorization for the Southern Region is 37; they are now
frozen at 35.

Finally, the FAA has an office in Brussels, with responsibility for airport inspec-
tions for all of Europe, Africa, and Middle East and Southeast Asia. We presently
have three inspectors in Brussels. While my own is feeling that doubling FAA in-
spectors is only a beginning, it is a good, solid beginning,

2. Increase the F'Y86 budget request by $2 million for the FAA program to train US
nationals and foreign nationals in basic and advanced air security measures,—Pres-
ently, the FAA provides training to air carrier employees and airport facility em-
ployees involved in security in both the US and in foreign countries, The FAA has
minimum training standards which must be met by all those employed in airports
as security personnel. While these employees are employed either by the facility or
by individual air carriers, the FAA continues to provide the most comprehensive
and quality security training and curricula. The FAA should have the budget to
expand this program.

3. Increase appropriations for research and development for aircraft safety by 84
million for FY85, and by $10 million for FY86 (over the $2.072 already requested by
the Administration).—We are woefully lacking in research on explosives detection
technology, It is difficult to believe, but in a Pentagon budget of more than $300
billion, we are not devoting even one penny to research on detection of inert explo-
sives, This is a field of inquiry with far more significance than federal policy and
effort presently recognizes. For example, the kind of explosive apparently used in-
the Air India sabotage cannot be detected by mechanical devices that we rely upon
in airports around the world, The FAA is the only federal agency now doing re-
search on inert explosives. From all accounts, vapor research is almost to the point
that we are on the brink of testing operational devices for detecting insert explo-
sives carried on a person’s body,

Research on explosives in cargo has proven to be 98 percent effective in lab ex-

periments; on luggage it has proven to be 96 percent effective. Again, in this in-
" stance, we are on the verge of reaching the operational testing stage, With this addi-
tional infusion of funds, I have been told we will have operational devices ready for
high-risk airports within the next two years.

4. I would ask my colleagues to join me in urging the President to convene a meet-
ing of those involved in international aviation to review and upgrade the Interna-
tional Code of Aviation Security—While all airports servicing U.S. carriers are re-
quired to meet the minimal standards of the International Code, it now becomes
clear that these standards are not enough. Short of banning or restricting flights
between the U.S. and a country with lax airport security, the U.S. has little lever-
age for enforcing strict security standards. A positive step towards ensuring the se-
curity of U.S. citizens traveling abroad would be a tougher internationally agreed
upon set of standards. The U.S. should also review its existing bilateral airport secu-
rity treaties and seriously pursue new multilateral agreements as well,

5, Finally, as we get our own house in order, it is essential that we provide the
FAA’s Office of Aviation Security with on-going support from other agencies in-
volved with security and with terrorism. I was somewhat astounded to discover that
the FBI does not have an office of air security; rather they respond in an ad hoc
fashion to each act of air terrorism. I would recommend that there be established in
the FBI an office of Aviation Security Intelligence, working in close cooperation with
the FAA, the Department of State and, where appropriate the CIA. I would also rec-
ommend that we establish in the Department of Health and Human Services an
Office of Hostage Relief and Services to aid families of those individuals who have
been subject to hijackings and other terroristic attacks, both here and abroad,

Over the past few weeks we have heard people speak of the “human error” in-
volved in air security, Obviously, even with the tightest security, tragedies are going
to occur, as we have seen recently in Frankfurt and in Tokyo. Our goal, and the
gozl of the international community, must be to limit those errors, be they techno-
logical or human, to the greatest extent possible,

Training and employment of airport security personnel rests, for the most part,
with the individual air carriers. Rather than the exception, the rule appears to be
that little attention is given to making those individuals employed in security posi-
tions feel they are critical to the process of safe flying, Most of these jobs are mini-
mum wage jobs, with few and little variation.

While Congress and the Administration are trying to confront the problem of air
security, I would also urge the industry itself to look at which of their policies may
act as a disincentive to vigorous enforcement of security. Again here, the short term
gain of paying low wages may come back to haunt us., Are we not better served by
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rewarding our security personnel through decent wages, bonusses and non-remuner-
ative forms of recognition,

Again, Madam Chairwoman, I appreciate your letting me appear before the Sub-
committee. I hope that you and other members of the Subcommittee will take my
recommendations to heart and that we will see many of these changes made in next
year’s budget. I would welcome the opportunity to continue to work with you on my
suggestions.

Senator KasseBauM. Thank you very, very much, Senator Simon.

I know some of you have to get on to other responsibilities. Are
there any members of the committee who have come who would
like to ask questions? Perhaps we could proceed with the other
opening statements before we do that.

Senator Exon. Madam Chairman, could I make one statement? I
am very pleased at the number of Senators who are interested in
helping out on this problem. We are looking very carefully at all of
your suggestions.

I want to also thank Senator Simon. I happened to be on the
floor last week when he had an amendment in this regard that he
agreed to withdraw rather than hold up the bill pending his
coming to this committee and making testimony. Thank you, and
all of the rest of you, for the bills that you have suggested..

Senator Kassesaum. Senator Riegle.

Senator RIEGLE. As our colleagues are excusing themselves——

Senator Kassesaum. Well, not everyone has testified yet. A few
have to leave.

OPENING STATEMENT BY SENATOR RIEGLE

Senator RieGLE. I just want to make a brief comment. I think
that the suggestions Senator Simon has just made are very impor-
tant ones, but I think this area today is vitally important for many
reasons.

This past weekend, 14 people from my State of Michigan were
among the 329 passengers on the Air India flight that went down
off the coast of Ireland, and 8 of those 14 Michigan lives lost were
children, ranging in age from 5 to 14.

In addition, of course, we still have the 39 hostages in Lebanon
from TWA flight 847. And it is believed that terrorists were likely
responsible for the bomb that exploded at the airport in Japan, al-
though that is not yet certain.

What'is certain is that we cannot allow acts like this to continue,
and whatever steps are needed to stop it have to be taken now.
And I think the Department of Transportation ought to have the
authority and must have the authority to survey airports across
the United States and around the world and to suspend airline
ﬂi%hts to those airports that do not meet adequate security stand-
ards.

I think we also have to have increased surveillance at airports of
baggage, carry-on luggage, and other articles; I think the number
of sky marshals should also be expanded. Senator Bentsen has an
amendment to the supplemental adding $2 million for this purpose.
I think that ought to be done, and in fact there is a question as to
whether even that will be sufficient.

But I would hope that these measures, plus others that are being
offered today by my colleagues and along the lines of Senator

53-421 0 - 85 - 3
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Simon’s suggestions, I think have to be taken to the Senate floor
very quickly. And I would hope that the full Commerce Committee
could act on recommendations of this subcommittee on a very
timely basis, so that we do not find that other lives are lost simply
because of the slippage of time.

I thank the Chairman.

Senator KasSEBAUM. It is a pleasure to also welcome the chair-
man of the Commerce Committee, Senator Danforth. Do you have
any comments?

The CaarRMAN. Thank you, Madam Chairman. I do not.

Senator Kassgsaum. I think Senator Dixon is next. It is a pleasure
to welcome you.

STATEMENT OF HON. ALAN J. DIXON, U.S. SENATOR FROM
ILLINOIS

Senator Dixon. Madam Chairman and members of the commit-
tee, I am delighted to have this opportunity to appear before you
on behalf of S. 1321. I think that we can all agree that we need to
act to make our airports and aircraft more secure.

And may I say, Madam Chairman, I have a prepared text that
with the leave of the committee I will place in the record. My re-
marks will be very brief and only on the major and salient features
of the bill.

I know that everybody here agrees, as my colleague from Michi-
gan has already indicated, there have been too many hijackings al-
ready—over 194 hijackings, Madam Chairman, between 1978 and
1985. Obviously, as the distinguished senior Senator from New
York pointed out in his remarks, improved security can make a dif-
ference. El Al takes tough security precautions and has never been
hijacked.

I think S. 1321, cosponsored by my distinguished friend from
South Carolina Senator Hollings, Senator Kasten from Wisconsin,
and myself, will help a great deal. I would like to give you the sum-
mary of 1321,

First of all, S. 1321 gives the Secretary of Transportation, with
the approval of the Secretary of State, the authority to restrict air
travel to the United States from international airports with securi-
ty problems. It also requires the Department of Transportation to
periodically assess security of international airports and report on
this question to the Congress.

It requires the Department of Transportation to publish a list of
airports with security problems in the Federal Register and to post
that list at major U.S. airports. It calls on the President to attempt
to get international cooperation and agreements to reduce the risk
of hijackings.

Madam Chairman, S, 1321 is drawn from a bill that was intro-
duced by Senator Ribicoff, an antiterrorism bill that was intro-
duced in 1978, Interestingly, that bill was reported by four Senate
committees, but was never enacted. And for the information of the
committee, the committees that considered that bill in 1978 were
the Governmental Affairs Committee, the Foreign Relations Com-
mittee, this Committee on Commerce, Science, and Transportation,
and the Intelligence Committee.



31

All four committees reported the bill after sequential references
in a favorable manner, but at the end it died in the course of the
closing days. As I understand it, it was not because there was
major opposition to the bill, incidentally.

S. 1321 is very similar to the bill that passed the House last
week. It was authored by our distinguished friend Congressman
Mineta, the chairman of the House Aviation Subcommittee. But I
might say that this is moderately different.

S. 1321 does not require a list of security deficient airports to be
put on tickets. Now, I am advised that there is some opposition to
that particular provision, which would cause some administrative
difficulties, by a great deal of business interests in the country—
airlines, travel agencies, and a variety of others.

To display a list of airports with security problems is a pretty
tough step, especially where countries that depend upon tourism
are involved, and I think Greece is an example. Tens of thousands
of people, simply because the President indicated a travel advisory
on the Athens Airport, have not gone to Greece in the last couple
of weeks as a consequence of what occurred there.

Let me say in conclusion that S, 1321 does not mandate specific
security steps. It does not mandate those specific security steps. It
gives our security experts the authority they need to persuade au-
thorities operating international airports to do what must be done.

And I might just say in conclusion, Madam Chairman, that I
have a statement I would like to place in the record. But it is inter-
esting to observe that since the time that this very bill was report-
ed favorably by four committees in 1978, 194 hijackings have oc-
curred. Now, I do not represent to this committee that they could
have all been prevented by the passage of this legislation, but I do
represent to this committee that with those additional security fea-
tures obviously a great deal of what has happened would not have
occurred.

And I would honestly solicit the favorable consideration of the
committee,

[The statement follows:]

STATEMENT OF HON, ALaN Dixon, U.S. SENaTOR F'rROM ILLINOIS

Madam Chairman, at the outset I would thank you for permitting me to appear
here this morning. I want to congratulate you and the Chairman of the full Com-
mittee, Senator Danforth, for scheduling this hearing so promptly. i

As the Committee meets this morning, thirty-nine innocent Americans are still
being held by terrorists in Beirut. I want to believe that they will be released soon.
They deserve and are entitled to be released unconditionally now,

At this time, it still is not clear how two Shi'ite gunmen armed with a pistol and
hand grenades were able to board TWA flight 847 in Athens without being detected.
What is crystal clear, however, is that security at the Athens airport is grossly inad-
equate, According to some of the press reports, the-terrorists were able to pass
through two passenger screening devices without being detected. At least one report
stated that the detectors were triggered three times or more but that the terrorists
were waived through anyway,

What is worse is that the security breakdown at the Athens Airport was not just
bad luck. The security problems thereshave been widely known for some time. The
Greek Government was informed about the security concerns on a number of occa-
sions, but did not move aggressively to correct them, The result was the tragedy
that befell TWA flight 847,

We cannot undo the hardship and terror that the passengers on that flight have
been subjected to, What we can do is act to ensure that it does not happen again,
The truth is that the passengers that day were not the only victims of terrorism.
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Tens of thousands of Americans and other air travelers have had their sense of se-
curity and safety while flying destroyed.

And as if one tragedy were not enough, the TWA hijacking has been followed by
an ugly bombing at the Frankfort airport, a bomb exploding in the baggage area of
the Tokyo airport, and the disaster on the Air India flight from Canada to Bombay
where over 326 people were killed—perhaps by a bomb planted aboard the plane.

It will take action on a number of fronts if we are to contain and control the
growing terrorist menace exemplified by these incidents. And we need to remember,
as we consider how best to respond, that these are not isolated cases. They are part
of a long series of other terrorist acts, including an appalling number of previous
aircraft hijackings.

Since 1931, there have been more than 750 hijackings. Well over two-thirds of
that number have occurred since 1970. There were at least 34 attempted hijackings
in 1983—-19 of them involving U.S. carriers—and another 28 hijackings in 1984, 7 of
which were directed at American-flag carriers.

Terrorism directed at air carriers and airports is not going away. It is a growing
phenomenon. One that feeds on prior successes. Innocent members of the traveling
public are therefore increasingly at risk.

I believe we must find a way to make those responsible for these incidents pay a
price. We cannot permit them to literally get away with murder forever.

One of the best ways to handle terrorism directed at air travel, however, is to
take the kind of steps that will prevent them from occurring in the first place.
President Reagan has announced a series of steps to help achieve that objective, in-
cluding: expanding our armed sky marshal program, consideration of perhaps boy-
cotting Athens Airport until the security situation there improves, asking our allies
to take steps to prevent future hijackings, and consideration of possibly terminating
air service by foreign airlines whose governments refuse to take the steps necessary
to improve their airport security. A number of Senators and Congressmen, including
a number of my colleagues testifying here today, have also put forward innovative
and creative responses that, if enacted, would improve security for air travelers,

I support these steps. I think they make sense and will work to reduce the risks of
further incidents. The top of any list of actions we might take, however, should also
include a series of measures first proposed in 1978 by Senator Ribicoff. He authored
a comprehensive antiterrorist bill that year, S, 2236, a bill that was considered and
approved by no less than four Senate Committees: Governmental Affairs, Foreign
Relations, Coramerce, Science, and Transportation, and Intelligence. My colleagues
know how difficult it can be to get legislation approved by one Senate Committee.
Approval by four is a powerful endorsement of the merit of his proposals.

Unfortunately, however, S. 2236 was never acted on by the full Senate during the
95th Congress. Some of the Members of this Committee were in the Senate at that
time, and know much better than I why the bill was not enacted. My understanding
is that the bill's failure to become a public law was not at all related to the merit of
the bill’s principal provisions,

Since that time, Congress seems to have put terrorism on the back burner, That
was a mistake, Had we acted on S. 2236 in 1978, we might have prevented some of
the 194 hijackings that océurred between then and January 1st of this year. Senator
Ribicoff's proposals were sound then and they remain sound now. I believe the
Senate should again consider the well thought out ideas put forward in that meas-
ure and so I introduced the Airport and Air Carrier Security Act of 1985, a bill
based largely on the 1978 legislation. :

My bill is not as comprehensive as the original proposal. Its focus is on improving
the security of international airports and air carriers. It is similar in many respects
to the legislation that has already passed the House of Representatives, authored by
my distinguished colleague from California, the Chairman of the House Public
Works and Transportation Aviation Subcommittee, Congressman Norman Mineta,

The bill requires the Secretary of Transportation to conduct perodic assessments
of the effectiveness of security measures at foreign airports, and to include in re-
ports to Congress a summary of such assessments. The summary would identify the
airports assessed and describe any significant problems. It would also require the
Secretary to describe the efforts the Department of Transportation has taken to try
to alleviate any security problems uncovered.

If foreign governments failed or refused to improve security at their airports to
appropriate and reasonable standards within a reasonable period, the Secretdry is
required to publish the name of the airports he or she considers security-deficient in
the Federal Register, and prominantly post that list of airports at major U.S. air-
ports. However, unlike the bill that recently passed the House, it does no require
putting the name of security-deficient airports on the passenger’s ticket.
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Since at least some of the countries with security problems at their airports have
major tourism industries that could be seriously damaged if Americans acted on
these warnings and decided to travel elsewhere—as seems to be happending now in
Greece as a result of the President’s travel advisory—this step alone should provide
a powerful impetus toward strengthening security. The reaction of the Greek gov-
ernment. and the Greek tourism industry to the thousands of travel cancellations
that are pouring into that country demonstrates that this kind of step has a real
impact.

The bill also provides the Secretary with the authority, however, with the approv-
al of the Secretary of State, to impose conditions on the route authority of any air-
line, foreign or domestic, to operate international air service from airports with se-
curity problems if those problems continue to remain uncorrected.

In addition, the bill authorizes the Department of Transportation to provide tech-
nical assistance concerning aviation security to foreign governments, including
training of foreign nationals here in the United States.

The bill also urges the President to seek international agreement to improve the
security of air carriers and airports. International cooperation, as well as bilateral
steps, and those the U.S. can take alone, are essential if we are to minimize the
likelihood of future terrorist incidents.

Finally, the bill clarifies the jurisdiction of the Federal Aviation Administration
over charter airlines in the security area, and requires all existing security meas-
ures to be applied to all charter airlines, as they are now applied to scheduled carri-
ers.

We may need to take additional steps. We may want to require American flag
caxrriers, which as symbols of the United States, may be particularly at risk, to im-
vrove their own security measures at airports. El Al, Israel’s national airline takes
stringent security measures in addition to those provided by the airports where it
operates. That airline, despite the fact that Israel is a major terrorist target, hasg
never experienced a successful hijacking, which shows that security can work to
ensure the safety of the traveling public.

We may also want to consider whether the Federal Aviation Administration's au-
thority to link security issues to foreign airline operating authority here in the
United States may need to be further clarified and expanded.

There is no doubt we cannot wait for the next hijacking to show us where the
airport and air carrier security problems are, We need continuous review of security
at international airports, and a mechanism to ensure that any security problems
uncovered are rapidly corrected and shared with the public so that Americans can
travel with the assurance of personal safety that they have every right to expect.

I.do not contend that my bill represents the total solution to the terrorist prob-
lems, but is is a good first step in the aviation area. It will give us the authority we
need to make real improvements in air carrier and airport security.

Its provisions have been extensively considered in the past. They have proven
their worth. I urge the Committee, therefore, to carefully consider S.1321, and to act
to protect Americans around the world by favorably reporting it to the Senate floor
as quickly as possible. These provisions should have become law in 1978; we should
not wait any longer to put this protection for air travelers into place.

Senator KasseauM. Thank you very much.

Any questions for Senator Dixon? Senator Hollings.

Senator Horuings. I will yield to Senator Riegle and these other
gentlemen that have some lengthy testimony.

Senator RiEGLE. I would like to thank Senator Dixon for his initi-
ative. I think the ideas you have laid out are important ones. I
would hope that we could on a bipartisan basis within the Senate
reach a judgment that we will act quickly.

As you point out, we were prepared to take this step back in the
days when Senator Ribicoff was here and failed to do so. I would
just hope that within a matter of 90 days we will have our program
outlined and implemented, and I would hope that the early part of
the 90 days. If we go beyond that, then I think we are derelict in
failing to respond to the problem.

Senator KAsseBaUM. Senator Lautenberg, I think you are next.
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STATEMENT OF HON. FRANK R. LAUTENBERG, U.S. SENATOR
FROM NEW JERSEY

Senator LAUTENBERG. Thank you, Madam Chairman and commit-
tee members. :

I know particularly of your interest in aviation safety and what
your views are about this problem. I am pleased to testify this
morning on S. 1326, the Air Passenger Security Act of 1985, of
which I am an original cosponsor. I want to thank Senator Moyni-
han for his leadership on the issue and to commend the Senate
Commerce Committee for holding hearings so promptly.

Recent events have cast doubt about whether Americans or other
passengers can travel safely on international flights; 89 innocent
Americans are still being held hostage in Beirut as a result of the
hijacking of TWA flight 847. Three of those people already released
were from New Jersey. And we cannot forget, no matter what the
release schedule is, that one hostage paid the ultimate price for ter-
rorism—first brutally beaten and then murdered at the hands of
the hijackers. 329 people died in the Boeing 747 crash, in which au-
thorities suspect foul play. Two baggage handlers were killed and
others wounded when a bomb exploded in the luggage at Narita
Airport near Tokyo on Sunday—an incident which many believe
.may be connected to the Boeing crash.

These tragedies, so close together and so terrible, have inspired
possible fears that air travel just is not safe any more. Swift action
has to be taken to correct the situation. American freedom includes
the right to travel free from fear, free from threat of hijacking or
bombing. If any Americans are threatened by terrorism, all Ameri-
cans are at risk.

New Jersey, my State, has a particularly compelling interest in
assuring air travelers safe passage. Newark Airport services a
growing number of international passengers each year. In 1984,
over a million overseas passengers flew in and out of Newark Air-
port, and overseas flights to and from that airport totaled 560.

Terrorists cannot be allowed to operate with impunity. They
have to be effectively deterred and made to understand that their
actions will not succeed. Nations must be encouraged and required
to improve their security if Americans are to continue to travel
through them,

Along with other proposals before the committee, S. 1326 aims to
combat terrorism and increase passenger safety in international
travel. What distinguishes this proposal is that it calls for at least
one U.S. air marshal on flights by American airlines leaving for-
eign airports that the FAA has deemed risky.

In this way, the hijackers know that they will face resistance if
they attempt to hijack American planes. By raising the specter of
resistance, the presence of sky marshals could help deter hijackings
or certainly lessen their likelihood of success. Putting teams of sky
marshals on selected high-risk flights could give potential hijackers
second thoughts by raising the cost of such acts.

The Sky Marshal Program is not without controversy, as you
know. ‘Airline pilots and others fear the consequence if shootouts
between sky marshals and hijackers occur thousands of feet off the
ground. These are serious concerns and the proposal must be evalu-
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ated with such concerns in mind. B» the use of disabling tech-
niques such as stun guns or other nonlethal devices, perhaps we
can minimize such risks, but they haire to be examined.

Putting sky marshals, as you heard earlier, on U.S. planes is not
a new idea. They were used in the late sixties and the early seven-
ties on domestic flights of U.S. commniervial carriers in response to
the hijackings to Cuba. At its peak, the program employed 2,500
sky marshals, and today they are still i use, although the FAA
will not, appropriately, discuss their precise functions for security
reasons.

The Israeli airline, El Al, long known for its atvict and successful
precautions -against terrorism, uses counterteriovist personnel on
its flights. And I have been on a couple of those {ights, and I sat
next to a rather grim-looking fellow and tried to engage in him
conversation. I asked him what he does, he said, “I wovk.” I said,
“Where do you work?”’ He s=id, “All over.’

I said, “Who do you work tor?’ He said, “I work for a cotapany.”
And I began to get the idea that he was not in a conversational
mode. But also, there was a very comfortable environment created
by this stolid figure sitting there representing the stremgth and
concerns that all of us have.

The Senate endorsed the idea of considering sky marshals. last
week by approving $2 million to put sky marshals on international
flights if they are approved. The President asked the Secretaries of
State and Transportation to explore the use of sky marshals te
defeat terrorists.

And adding the sky marshals, Madam Chairman, is certainly not
by itself the solution to the problem. Any sky marshal program
that is set up has to be supplemented by beefed-up ground security
measures at foreign airports and strict enforcement of existing se-
curity procedures,

Adding the sky marshals to our flights is a measure we could im-
plement almost immediately, and that is part of its attractivenesy.
There is an existing pool of 150 sky marshals around and the pro-
gram can be relatively easily expanded.

The American people have a right to travel freely, without fear
of being taken hostage or being killed by terrorists, and we here
have an obligation to do what is necessary to protect that right and
to make it a reality. I know the committee will carefully review the
proposals before it and I thank you all for hearing us out today.

Senator KassesauM. Thank you very much, Senator Lautenberg.

My concern is utilizing the abilities and the resources that we
have on the ground before the planes even leave. I believe we
should focus these resources and talents on that particular prob-
lem—better security for the service areas.

It seems to me that as we look to the problem-—and I think Sena-
tor Simon made some interesting suggestions regarding coordina-
tion and research with the Department of Defense and the FBI, the
sky marshals could be more successfully utilized on the ground in
securing service areas.

Senator Horrings. Madam Chairman, thank you. ‘ :

Senator Lautenberg, our former colleague, can you elaborate on
the controversy between the idea that the marshals actually add to
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the danger rather than the safety? In other words, I understand
the pilots have grave misgivings.

Or tell us about the Israeli experience. I am rather impressed
that they use them in Israel and it works.

Senator LauTeNBERG. I must tell you that everybody knows that
these fellows are there, and as much as this man that I referred to
would deny that he was doing that job, I mean, just the picture of
strength and muscle and all of that kind of stuff——

‘Senator HorriNgs. I think he recognized a Senator when he saw
one.

Senator LAUTENBERG. 1 was not then a Senator. Now I travel
only on American airlines, as you know, at risk.

But the thing that I wanted to point out to you is that by no
means are any of these things exclusive. We have all watched the
debate that has been going on now, the postmortems on the hostage
taking. And everybody has agreed, even those in the industry,
that we are just going to have to pay more, whether it is the pas-
senger or whether it is we in Government.

The fact of the matter is that we have not paid the price for se-
curity. The world has changed from where it was 12 years ago o
when the sky marshal program was introduced. Terrvorism is out
there in full force. It is not isolated to any part of the globe. It is
very well organized, a very sustaining business for those who
engage in it.

So we have to up the ante, and I think the only way to do it is to
include whatever programs we can. Who here would not want to
spend the extra dollars to say, OK, a sky marshal in the air could
be controversial, but the fact that that person is there, the fact
that that strength is there, the fact that that response is there, I
think is a deterrent by itself.

Perhaps they should not even carry guns. We need not talk
about that here, but having sky mashals there, in addition, Madam
Chairman, to appropriate routines on the ground could be very
helpful. I walked through an airport the other day in Washington
and noticed how casual the security was there. Maybe the cargo is
not precious enough coming out of here, but the fact of the matter
is that there was one person having to view all the baggage and
one person having to do the inspections if the alarm went off—just
notf enough.

We do have to spend more money. I agree with you, the place to
start is on the ground. But as a backup, I think that having the sky
marshals there can make a heck of a difference. Perhaps even after
the plane had landed, there was an opportunity then perhaps to do
something. ,

Senator ExoN. Madam Chairman, let us follow up on this sky
marshal thing just a little bit. I think sky marshals are important,
Eu’% they are only one part of the deterrence that I think we have

o have.

If a hijacker suspects or has reason to believe that there is a like-
lihood that a sky marshal is going to be on that airplane, that com-
plicates their planning just that much, and it is just one factor and
one factor only,

I suggest that we have a different situation today than we had
back in the late 1960’s and 1970’s. There is an interesting chart
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that the United Press International put out the other day that
showed in 1968 to 1972 a large number of hijacking attempts. We
went to work on it. We put sky marshals on. I think that was a
deterrent more than anything else. It dropped down.

I'think to drive home your point of lax security today, notice how
as we become lax, as we begin to take things for granted, and as we
fail to recognize and realize the new techniques that hijackers are
using, hijackings are now way up. They went way up in 1982 and
1983 and they are now coming up in 1985.

So I think a lot of this—some of this is a state of mind, and sky
marshals certainly would add to a certain degree of security if it

_was assumed they were on there.

I would suggest, Madam Chairman, that before we finish—and 1
hope we could do it within the next 10 days—we might call a closed
meeting of this committee to get a full report from all of the agen-
cies that do investigative work, also get detailed reports from the
Department of Transportation as to what new plans they have.

I think you and I know that they have instituted some plans. I
believe that the Secretary of Transportation made a report to the
President which was highly classified the other day. So there are
some measures that we can take as a deterrent, that for obvious
reasons cannot be explained in public.

I just want to say one other thing. It seems to me that if we rely
too much on sky marshals we are overlooking the changing scope
of the hijackers. Nowadays it is not just one or two hijackers grab-
bing an airplane to make a free trip for ‘“freedom” to Cuba, as was
popular in the 1960’s. Now it seems to be much better organized
than that. Many times there are a whole squad of hijackers in or
outside the airplane.

I think we are dealing with a more complicated situation today,
and therefore certainly more dangerous and it has more interna-
tional implications than it had before. I hope we can discuss at this
hearing, Madam Chairman, what we are going to do not just after
planes get in the air, as you mentioned, but what additional meas-
ures we have to take with regard to baggage and security. And I
will be interested in listening to the experts in that area as to what
they suggest; what, if anything, we should do legislative-wise in
that particular area.

Senator KasseBaum. Thank you very much.

Senator D’ Amato, we welcome you.

STATEMENT OF HON. ALFONSE M. D’AMATO, U.S. SENATOR FROM
NEW YORK

Senator D’ Amaro, Madam Chairman, thank you very much.

I am wondering if I might be allowed to enter my prepared re-
marks into the record to save the committee some time,

Senator KasseBauM. Yes. Thank you.

Senator D’AmaTo. I would like to associate myself with the re-
marks of Senator Moynihan, the senior. Senator from New York,
who I think has rather thoughtfully crafted a bill intended to pro-
vide additional security, S. 1326, which I have cosponsored.

Having said that, there is a degree of controversy. The Pilots As-
sociation, whose representatives have visited me, expressed their



- 38

concerns relative to the sky or air marshals. They have recounted
incidents and stories of the past that were rather comic and could
have resulted in tragic consequences, where there was little if any
coordination and maybe inadequate training with respect to some
of the sky marshals who were riding on some of these planes,

They recounted to me the fact that on more than one occasion,
more than one sky marshal on the plane, each not knowing who
the other was, each suspecting the other of possibly being a terror-
ist, and coming close to what could have been rather tragic results.

And so obviously the need to have sky marshals who have the
proper training becomes paramount, and we take that as a given,
but that is not always the case. So just to rush to the floor with a
program—and although I have endorsed and cosponsored this legis-
lative initiative, S. 1326, it is most incumbent that the selection
process, the training process, the matter of their utilization, be one
done with the utmost professionalism. This is a very legitimate
concern of the Pilots Association.

Obviously, I think that the chairman is absolutely correct that
the basic drive must be to provide the best security, sc that we
know that before that airplane leaves, whether it be by way of
service crews who have planted a device, secreted them in the
plane where terrorists can come on and pick up either guns or
borabs, et cetera, that their efforts will be minimized.

I think more importantly than using a sky marshal on a plane
where the situation is not one we deem necessary, maybe it will
take this country, whether it be by action of the President or the
FAA Administrator, where they have made a survey and where we
have not gotten the proper cooperation at various domestic and
international ports. We must not allow U.S.-flag carriers there at
all. We must attempt to build ¢ompacts with other countries, with
other democracies who will agree to this as well, so that we put the
decision on those foreign countries, on those airport facilities, that
unless they meet various international standards that none of the
signatories to the various international agreement, democracies in
particular, will utilize those facilities.

I do not know why we cannot do that? We must do this with our
NATO allies, and the Japanese, to start with. I think that there
are other nations who may not have democracies as such, but still
have a very real stake in preventing this kind of terrorism.

I think that this is the kind of thoughtful, prudent action or at
least consideration that we must give, but certainly there must be
definitive steps that we take within the near future.

New York is the great international port of entry to this country,
but this is not a problem confined just to New Yorkers or to air
travelers. Every American, whether he or she steps aboard a plane,
whether domestic or international, has got a very vital stake, be-
cause this indeed I believe is a state of war that we have now en-
tered in, a new kind of warfare,

And I commend the committee and the chairman for holding
these hearings.

Senator KasseBaumM, Thank you very much, Senator D’ Amato.

Any questions?

Senator Exon. I just wanted to add my compliment to Senator
D’Amato as being one also who is very much concerned about this.
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You represent areas that have major passenger airlines going in
and out, and I recognize that you come with some expertise in this
area and we appreciate very much your taking the time to come
over and explain how you feel about this this morning.

Senator KasseBauMm. Senator Danforth.

The CuAIlRMAN. Senator D’Amato, I want to ask you a question
on public acceptability of greater security. I think anyone who
spends any time riding on airplanes realizes that passengers will
do almost anything to avoid checking their luggage, and so you see
people—and I have been among them-—going down the aisle of a
plane loaded like beasts of burden, with every bag they can possi-
bly get on board.

The airlines are now beginning to tighten up on that so that
people cannot, they hope, carry so much baggage onto the plane.
But the reason people do that is to avoid the extra time and delay
of getting to the airport early enough to check their baggage. They
also seek to avoid the seemingly endless wait at the end of the tri
around the carousel, hoping that their bags will be among the
lucky ones that made the trip okay.

Now, let us suppose that we face up to the concern that people
are putting explosives in their bags and checking them. How much
extra delay will the public tolerate? That is to say, if you now have
to get there early to check your bag and the bag has to be searched
in some screening operation, do you think the public will be recep-
tive to additional delay and inconvenience?

Senator D’AMATO. Senator, I join you in saying that I, too, am
one of those passengers who will go to any lengths and do often-
times. I feel like a beast of burden when I take the shuttle back
and forth from New York to Washington, because if one is required
to check his luggage, his or her luggage, we may never know if we
will ever see it again, and the time is inordinate, sometimes longer
than the trip, to get it off the carousel.

Having said that, I believe that the extraordinary times that we
live in today require that we take the necessary steps, even includ-
ing, if necessary, certainly on international flights, on long distance
flights, the checking of all luggage if that is deemed to be a neces-
sary step. That at this point in time the American public will not
be happy about it, but I think they are prepared to undertake that
price. It is a price, it is a cost, it 1s time. Because I do not believe
that anyone reasonably foresees a future where there will be less
attempts and less incidents, but that these incidents will increase.

So consequently, I think the American public basically will
accept them. They will not be happy, but they will know that that
is the price that must be paid to provide better security.

The CHAIRMAN. But suppose hypothetically—and I do not know, I
mean we will ask the experts this question—but let us suppose that
greater security for checked baggage means that departing passen-
gers have to arrive at least an hour before the plane leaves, even
ﬁ)lr tgomestic flights. Do you think the public will be receptive to

at?

Senator D’Amato. I think they would be very unhappy. Let me
also suggest that maybe the airlines are going to have to do a
better job at the baggage handling, I can give you, and you could
recount probably numerous incidents where you have wound up in
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one country or one port, and your baggage has been put on the
wrong plane. We landed in Rome, and the baggage wound up in
London. There were 40 other people. Finally, when someone fig-
ured out—I should not tell you this story—it was at the Roman air-
port, and after an hour and a half I finally said look, if there are
some 40-odd pieces of luggage that say London, you know, and here
we are in Rome, you must think that there are at least 40 pieces of
luggage in London that say Rome, and you know, figure this out.
So they can do a better job, but it will be one of those consider-
ations and tradeoffs, and obviously there will be many people who
are upset. Maybe travelers will have to begin to figure that on do-
mestic flights they will have to get there earlier; they will have to
carry less. But it is a price that we are all going to have to pay.

Terrorism, indeed, the kidnaping of an American citizen or
group, will not be confined simply to the skies. I hate to suggest,
but there may come the time when we find a busload of touring
Americans in a certain capital that is held hostage, and we are
going to have to develop techniques to deal with this with our
allies as well.

The CramrMAN. Thank you.

Senator KasseBauM. Thank you very much, Senator D’ Amato.

[The statement follows:]

StaTEMENT OF HON. Avronse M. D'Amaro, U.S. SENATOR FrOM NEW YORK

Madam Chairman, I am pleased to be here to offer my remarks on the critical
issue of airport security. The horrific acts of violence committed against aircraft
passengers in the past two weeks have made this hearing more timely than any of
us would like,

It is a sad fact that terrorism is in the air, both literally and figuratively in 1985.
As we meet here today, 39 Americans from TWA flight 847 are still held captive
somewhere in Beirut. The June 14 hijacking occurred after the TWA flight had left
Athens airport, notorious in the aviation community for its poor security measures,
en route to Rome, Italy. The ongoing hostage crisis confronts us with the bitter re-
ality that United States citizens have no special immunity from the despicable acts
of terrorists.

The month of June has been a bad one for international aviation, Two Middle
East skyjackings preceded the taking of flight 847 and the American hostage crisis
in Beirut was just 9 days old when another aircraft fell victim to an apparent act of
terrorism. Air India Flight 182, left Montreal, Canada on June 23, carrying 329 pas-
sengryw and suddenly exploded 150 miles off the coast of Ireland. No survivors have
been ¢suand and it is believed that a bomb was the likely cause of the crash. On the
same day in Japan, a bomb exploded in luggage taken from a Canadian Pacific air-
craft after all passengers had disembarked. Two baggage handlers were killed and
four others were seriously wounded.

The events of recent days cry out for responsible congressional action to improve
existing airport and aircraft security programs. We must not wait for the next act
of violence to strengthen our security programs and we must not be discouraged by
those who believe nothing can be done to stop terrorism. I believe that it i our most
basic duty to make it as tough as possible for terrorists to commit their nefarious
acts, Clearly, recent events make painfully clear that we are not doing enough.

Although it may not be possible to safeguard completely all airline passengers,
employees, and airport visitors from every random act of terrorism, measures can
be taken to deter, halt, or diminish the effectiveness of violent acts, We can take
steps to make it as difficult as possible for a bomb to the planted, a hijacking exe-
cuted, or an attack on innocent victims to take place. We can make it much harder
for these actions to occur or succeed. It is obvious that—in some airport, at least—
more than existing security measures are needed to protect international air travel-
ers. Airline passengers have become a prime target for misguided, violent individ-
uals who use them as unwilling pawns in political causes with which they have no
connection,
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I have introduced legislation, the Air Passenger Security Act, S. 1326, with my
senior state colleague, Senator Moynihan, which would require the Federal Aviation
Administration to sue the air marshal program in a more effective manner. The bill
requries at least one armed, unidentified U.S. air marshal to be aboard flights de-
parting from all foreign airports which the FAA deems to lack sufficient ground se-
curity. It also would permit the FAA to use other Federal agency personnel to serve
. a}s1 azliir marshals pending the hiring and training of the requisite number of mar-
shals,

This legislation would apply to U.S. scheduled or charter aircraft having more
than sixty seats which depart from foreign unsecure airports. An important part of
the bill requires the FAA to review the security programs of foreign airports within
ninety days after enactment of the bill. Thirty days after completion of the review,
the FAA Administrator must publish a list of secure airports in the Federal Regis-
ter. This list would have to be updated at least every 180 days,

Nations that do not permit armed sky marshals to board flights at unsecure air-
ports may be denied United State landing rights for their aircraft by the President.
Such refusals would be considered a violation of the Convention for the Suppression
of Unlawful Seizure of Aircraft.

The purpose of our bill is to create a deterrent effect by making known the fact
that armed, unidentified sky marshals will uniformly be present on all flights from
unsecure airports. Last week, the Senate voted to provide $2 million in the Supple-
mental Appropriations bill for the training of sky marshals. Our legislation would:
direct the FAA to make the most effective use of the program. Currently, the FAA
Administrator deploys sky marshals on a case-by-case basis in response to a specific
threat or dangerous condition.

The original sky marshal program has been cut back significantly from its initial
extensive use in the early 1970’s on domestic flights of U.S. carriers. It was institut-
ed in 1970 when President Nixon announced its formation and stated, “The menace
of air piracy must be met immediately and effectively.” The program, which had
2,500 sky marshals at its highest point, was downscaled following enactment of the
Air Transportation Security Act of 1974 which required air carriers to perform pre-
screening of passengers and carry-on luggage.

Watchful and meticulous prescreening of passengers and onboard baggage is a sig-
nificant part of airport security. However, the effectiveness of the process depends
on the attentiveness of those operating the x-ray machines and metal detectors and
the reliability of the equipment. Despite the fact that TWA operated its own redun-
dant prescreening operations at Athens airport, somehow the hijackers were able to
board Flight 847 either with hand grenades and guns or with the knowledge of
where those weapons had already been secreted on board.

Air marshals can provide extra surveillance and a trained eye for suspicious ac-
tions by passengers. Knowledge that sky marshals will be present might also influ-
ence individuals to reconsider commiting acts of piracy or other violence. It will be
difficult to assure that all foreign airports bring their security measures up to a sat-
isfactory level. Many foreign airports combine military with civil use and do not
permit American inspectors to gain access to security sensitive areas. Until we can
ensure satisfactory levels of security of U,S. scheduled or charter flights departing
from these foreign airports, sky marshals will have an important function to fulfill.

I appreciate the time which the Chairman has given me this morning, Many dif-
ferent proposals will be discussed today to improve the security of international air
travel. I hope a package of stronger aircraft and airport security measures will
emerge from this hearing. I look forward to hearing the suggestions of all those who
will testify at this proceeding.

Thank you, Madam Chairman.

Senator KassesauM. It is a pleasure to welcome now Congress-
man Norman Mineta, who chairs the House Aviation Subcommit-
tee, who recently authored legislation which has passed the House.
And we very much appreciate your coming over to speak to your
%e;gislation and the bill that has passed the House of Representa-
ives.

Congressman Mineta.,
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STATEMENT OF HON. NORMAN Y. MINETA, U.S. REPRESENTATIVE
FROM CALIFORNIA

Mr. MiNETA. Madam Chairman and members of the committee, 1
very much appreciate this opportunity to testify on the important
and timely issue of aviation security. Your committee is to be com-
mended for its prompt action in scheduling hearings to consider
our legislation which has been introduced on this issue, including
néy bill, H.R. 2796, which passed the House unanimously on June
19.

QOur committees have always worked well in the past together,
and I am confident that we will be able to develop and pass legisla-
tion to improve the security of international air service.

The tragic events of the last few weeks have brought to the at-
tention of the public what has been known to our Government for
years: that there are indeed international airports where security
is inadequate. Legislation by the U.S. Congress cannot force a for-
eign government to improve security at its airport, but legislation
can ensure that the U.S. Government will do everything possible to
encourage foreign Governments to remedy security deficiencies.

Legislation can also insure that if security remains deficient at a
foreign airport, our citizeris will be warned of those dangers. The
administration has contended that no legislation is needed, because
under existing law they already have the authority to assess securi-
ty at foreign airports and warn U.S. passengers of those deficien-
cies,

I would agree that the legal authority presently exists, but unfor-
tunately, our Government has not been willing to use this author-
ity. A leading example of inadequate use of current authority has
been the situation at the Athens airport. Aviation officials in our
Covernment knew for years of the deficiencies in airport security
at Athens; yet, it was not until the TWA tragedy forced its hand
that a government called the situation to the public’s attention. As
a result of the recent travel advisory, U.S. passengers have been
changing their plans to visit Athens, I suspect that this will serve
as a powerful incentive for improvement in security. Even if no im-
provements are forthcoming, at least U.S. citizens will be able to
make informed decisions about whether they wish to travel to
Athens.

What will happen in the future if other foreign airports develop
security problems? Can we have confidence that our Government
will act firmly and promptly to try to improve the situation? Can
we have confidence that our Government will warn U.S. citizens
before it is too late?

Based on the experience at Athens, there is good reason to doubt
that our Government will make adequate use of its powers under
existing law, and I think we need legislation to force the Govern-
ment’s hand. '

H.R. 2796, which passed the House unanimously on June 19,
would ensure that our Government will be forced to take action
against security problems. The bill requires the Secretary of Trans-
portation to conduct periodic assessments of the effectiveness of se-
curity measures at foreign airports which receive international air
service from the United States, The assessment will determine
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whether the airport maintains and administers effective security
measures. The standards will be, at a minimum, the standards de-
veloped by the International Civil Aviation Organization.

The bill further provides that when the Secretary finds that the
foreign airport is not maintaining and administering adequate se-
curity measures, the Secretary must notify the foreign government
of the problem and recommend steps to bring security to a proper
level. If the foreign government fails to remedy the situation
within 120 days, the bill requires various forms of notice to the
traveling public, including notice in the Federal Register, signs at
U.S. airports, and specific notice to passengers purchasing tickets
for travel between the United States and the security-deficient for-
eign airport.

This notice is to be provided on the ticket or by written material
accompanying the ticket. The bill also gives the Secretary of Trans-
portation authority to impose conditions or revoke the operating
authority of the United States or foreign air carriers providing
service between the United States and a foreign airport at which
security is deficient. This authority is to be exercised after consul-
tation with the foreign government and with the approval of the
Secretary of State.

Madam Chairman, I believe that the legislation that the House
has passed can make an important contribution to improving secu-
rity at foreign airports. Mest of the ideas in the bill are not new,
and similar provisions were included in comprehensive antiterror-
ism legislation that was reported by the House Committee on
Public Works and Transportation and the Senate Commerce Com-
mittee in the 95th and the 96th Congresses.

The comprehensive legislation never passed because it included
controversial provisions such as the requirement that manufactur-
ers of explosives include taggants to facilitate identification. The
Taggant Program was opposed by the National Rifle Association
and other opponents of gun control, and as a result, the compre-
hensive legislation could not be passed. However, there was no con-
troversy in the past over the foreign airport security provisions
which are now included in H.R. 2796.

There is one provision in our bill which was not included in the
earlier legislation. That is the requirement that airlines give specif-
ic notice to U.S. passengers who purchase tickets for transportation
to a foreign airport at which there are security deficiencies.

In his letter of June 19 to Senator Danforth, the Air Transport
Association suggests that H.R. 2796 be amended to eliminate the
specific requirements for notice to all airline passengers. ATA
would like notice requirements to be established through rulemak-
ing by the Secretary of Transportation.

Frankly, I oppose this approach. It has become increasingly clear
to me that the Department of Transportation has a bias against
imposing any regulatory requirements on the airlines, and no
matter how great the need, if we turn the security notice problem
ov?)li.to DOT, I doubt that we will ever get effective notice to the
public,

Some airlines apparently believe that the requirement of giving
passengers notice with their tickets would be a tremendous burden,
On the face of it, it is hard to see why the proposed ticket notice
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would be burdensome. Under current regulations the airlines pro-
vide notice on or with the ticket of a number of airline rules, in-
cluding limits on the carrier’s baggage liability, restrictions on re-
funds of the ticket price, limits on carrier liability for personal
injury or death, rules about reconfirmation of reservations, and
rules on overbooking and denied boarding compensation.

I do not see why it would be burdensome to also include informa-
tion about foreign airports at which security is deficient. Granted,
the list of deficient airports may change from time to time, but so
do the fares, and the airlines seem to have no problem getting this
information to travel agents and others who sell their tickets.

It has been my experience that the airlines are quick to cry wolf
when we propose new regulatory requirements. However, once
these requirements are imposed, the airlines use their ingenuity
and find ways to comply without undue expense. A recent example
was the travel agent legislation in the last Congress. For years the
airlines complained that if the travel agent agreement was not
given antitrust immunity, the airlines would terminate the agree-
ment, and the travel agent system and the system of interline
transportation would collapse. The airlines’ complaints suddenly
ended when it became apparent that legislation to preserve anti-
trust immunity was not going to pass. At this point the airlines
turned their energies from complaining to solving the problem.
They quickly found a way to structure a new agreement which en-
abled the travel agency and interlining systems to continue with-
out the benefit of antitrust immunity.

I am certain that the airlines can do equally well with the much
simpler problem of giving passengers notice of foreign airport secu-
rity problems.

Madam Chairman, I believe that the legislation just passed by
the House can make an important contribution to improving secu-
rity at foreign airports. A public listing of airports with security
problems will cause U.S. citizens and others to think twice about
traveling there to those points. This will bring economic pressure
on foreign governments to improve security programs, and even if
security remains deficient, the bill will ensure that passengers can
make an informed choice as to whether they wish to travel to that
airport. The bill will also permit the termination of air service to
insecure airports where it is necessary for the protection of our citi-
zens. '

In conclusion, I again commend you and the committee for its
prompt attention to this issue. I know that we can work together to
develop a good bill.

Thank you very much for the opportunity to testify, and I would
be pleased to answer any questions at this point.

Senator KasseBaum. Thank you very much, Congressman
Mineta. I appreciate your coming over, as I said, and I greatly re-
spect your expertise in aviation matters,

I have no problem with a public listing requirement, but I would
like to explore with you for just a moment the situation in Athens.
If this measure were in effect, how would that situation have been
affected. :

It is my understanding that TWA, because it was concerned
about security precautions at the Athens airport, installed their



45

own detecting device. Everybody on that flight did pass through a
metal detector. If, for instance, assessments of security were being
made, have you drawn up any guidelines as to what should be
checked, how the service area should be checked? Who would you
have do the inspection—the FAA, perhaps?

Mr. MinEta. First of all, in terms of the security requirements,
the minimum that I csll for would be the ICAO minimum stand-
ards, and under annex 17 of ICAQ, they have specific recommenda-
tions on whether it's perimeter security, ramp security, passenger
detection devices, security devices, cargo, whatever it might be.
There are some recommendations that the ICAO standards have
also. I call for that as a minimum.

The Secretary of Transportation is able to make then those lists
of specifics of a template or a standard that they wished to meas-
ure against as they look at foreign airports. Also, I think in the
case of Athens it may not necessarily be that the weapon got on
board or weapons got on board through the jetway; so there are
other factors that have to be considered in terms of security at the
airport, not just what happens in the sanitized area prior to board-
i1%g of the aircraft. And so the total picture I think has to be looked
at.

Now, I am not going to presume that had we had this bill en-
acted that that would not have occurred at Athens, but I think
that the security deficiencies at the Athens airport and the past ef-
forts of IATA, our own State Department, Airline Pilots Associa-
tion—all of those efforts in the past have gone unheeded, and at
least under this bill there would have been a way to leverage on
that situation.

As far as the kinds of problems that have been identified, I think
the first identification of problems at Athens goes back to August
1976 when the JATA team conducted a security survey at Athens.
And I would be more than happy to work with you in developing a
legislative history for further guidance to the Department of Trans-
portation for these assessments of security.

Senator KasseBaum. Would you envision IATA doing the securi-
ty checks and assessments?

Mr. Minera. Under the bill it would require our Secretary of
Transportation to make those assessments.

Senator KasseBaum. Through the FAA?

Mr. Mineta. That is correct. I believe that the Department of
Transportation possesses the expert knowledge as it relates to air-
port security and to transportation-type problems, and that the ex-
pertise is there. We ought not to be creating a new bureaucracy at
the Department of State to try and deal with this issue, but to dele-
%ate it to the present executive branch agency that has that exper-

ise.

Senator Kassesaum. Do you see any additional benefit from co-
ordinating this security assessment with, say, ICAO or IATA? It
seems to me that it is terribly important that we share and coordi-
nate international efforts.

Mr. MiNETA. Absolutely.

Senator KasseBauMm. Senator Exon.

Senator Exon. Norm, thanks for coming over. Just one question
regarding your bill; and I believe the same provision is in the bill

53-421 0 - 85 - 4
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tlgﬁt has been introduced on the Senate side by Senator Dixon and
others. : ,

If there is a suspicion by whoever is responsible that we have lax
security in any airport, does not your bill require or dictate a 60-
day investigative period, and would or would not that preclude the
Secretary from taking any action for that length of time?

Mr. Mingera. First of all, it requires the Secretary of Transporta-
tion to make the security assessment at the foreign airport; then to
notify the foreign airport, foreign authorities of the security defi-
ciencies at that airport, and to make recommendations on how to
bring those minimums up to standard. Then, it says if it does not
bring the-—the foreign authority does not bring the standards up to
the minimum, then in 120 days the Secretary of Transportation
would be required to then publish in the Federal Register and to
post notices at all airports. The assessment begins right away.

Senator ExoN. Is that a potential weakness of the bill? I am just
exploring this. I am not trying to attack the bill, but I noticed that
part of it. One of the things I think we have to do is improve our
intelligence in these areas, and intelligence is tremendously impor-
tant..

Let us assume that the Secretary of Transportation got intelli-
gence information that because of lax security at airport X, Y or 2
it has a potential high risk for a hijacking within the next 10 days,
let us say. Under the bill that has passed the House, the Secretary
would not be able to move as expeditiously as the Secretary might
have tz to protect the interest of Americans. What is the answer to
that question?

Mr. MinETA. I do not think it prevents them from taking action
for the 120 days. They can take that action. They had the legal au-
thority right now, for instance, to suspend service so that it is not a
question of delay. I think what it does is to say that these are the
outside limits by which we intend that action will be taken.

As I said, the first identification of problems at Athens goes back
to August 1976, and then we have had numerous groups trying to
impress upon the Government of Greece the necessity for certain
improvements, but that has not been done.

Senator ExoN. What you. are saying, then, in your view the bill
would not impede more drastic action than the notification process
that you set up in the bill. If it was an emergency situation, you
think existing legislation that we are both familiar with would
take over. You are talking maximums and not giving 60-day notice
of what we are going to have to do, or 120, whatever it is? I believe
it is 60 in the Senate bill.

Mr. MiNEra. In the Senate bill it is. There is a two-tiered system
in the Senate bill, I think it was a total of 90 days; 60 days in terms
of notification and another 30 days to impose those sanctions.

Senator ExoN. It seems to me that is a gray area. Maybe it is
something we should not be concerned about. Do you have any con-
cern about it?

Mr. Minera. No. I do not see that as a concern, because I see ex-
isting law giving them the power to do that. The important thing is
that they have not exercised what they already have. This says the
Secretary of Transportation shall. v

Senator ExoN. Thank you.
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Senator KasseBauM. Senator Hollings.

Senator Horrings. Thank you, Madam Chairman.

Congressman Mineta, let me thank you for your excellent state-
ment. Help me on the matter of the air marshals. Give me your
judgment. Let us start. Does El Al use the Athens airport, Israeli
airline? - '

_Mr. MingeTA. Frankly, I am not sure that they do.

Senator HorLrings. Logic would indicate that if they did, then
even with all of that, those air marshals are very important, be-
cause as principal target, let us say, of terrorism, they have seemed
to forestall it. They use these air marshals; yet the pilots or the
Department of Transportation have indicated to me that that
would rather than enhance safety, enhance danger, or rather in-
crease the danger.

What is your judgment on it from your expertise? What do you
think about air marshals on these planes?

Mr. MineTa. Well, first of all, I feel, as Senator Kassebaum has
indicated, that what we want to do is to put the maximum effort at
the preboarding piece of it.

Now, when it comes specifically to sky marshals, I think in the
case of El Al it is not just a case of sky marshals being present on
the airplanes that shows how effective their sky marshal program
is. It really shows how effective their total program is, of which the
sky marshal program is one.

They go through very extensive preboarding requirements in
terms of baggage check, passenger check, everything, including
body searches. And so that is, I think, a part of the total program.
There is no question that they are very effective. El Al is very ef-
fective in terms of their security program. The sky marshal, I am
not ready to say, is where you can pin all of the credit, but it is an
effective measure,

Senator HorLriwgs. You think it is an effective measure?

Mr. MiINETA. As part of the total program. But the problem is
then under whose direction they are. Under present law, for in-
stance, the Department of Transportation personnel cannot carry
weapons. In order to do that, they would have to be deputized by
the Department of Justice and then detailed to the Department of
Transportation for service on airplanes.

I think the question really comes on under whose control they
are; to what extent is the captain of the plane going to have juris-
diction over the sky marshal. We have heard in terms of require-
ments there is not just going to be one sky marshal per plane that
is going to be required. There may be the need for a number of sky.
marshals. This again, from an airline perspective becomes a prob-
lem, I would imagine, from taking a fare-paying passenger’s ability
to board that plane. But there are, I think, a number of other
issues.

Senator Horrings, Well, let us do not get off on the matter of
deputizing and the difficulty there. I go out to the airport. They
have security at the airport. Then they could have security on the
plane. Is it not the FAA out at the airport now? If I walk out there
and a fellow has a gun and he is in charge of security at National,
he is with FAA,
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Mr. MinerA. The security people who are at the boarding gates
as you go through and get your baggage checked and go through
the screening are paid for by the airlines, and they provide them
through either contracts——

Senator HorriNGgs. Who hires and fires them, the airline?

Mr. MineTA. At the boarding gates those are the airlines.

Senator HoLLiNGgs, The airlines have the authority, but the De-
partment of Transportation does not? Is that what you are telling
me now? : '

Mr. MiNETA. I guess it is under the law that requires—where we
require minimum amounts of security. How the airlines provide
that security is their responsibility. Many of them do that by what
is called rent-a-cops at the gates.

Senator HorLrings. Well, if we can give authority to the airlines,
we can certainly give it to the Department of Transportation. But I
am back to whether or not that really enhances it, and I am just
wondering from your expertise, because I think we will be hearing
from pilots—Ilet us hold up—we will hear from the Department of
Transportation that you have to get 2,000 to 3,000 air marshals,
that they have to be specially trained. Where is the money? Can it
come out of the traveler’s fare.

But having done all of that in my mind, I am wondering whether
I have enhanced the security or I have created an even greater
danger. And I just wondered because the pilots resist it yet it
seems to work with El Al, just what your judgment was. Would you
vote for air marshals or against air marshals?

Mr. MingTA. I think at this point I would say I would not want
to make it mandatory. I think even the President in his statement
the other night had that as a reservation and said we ought to
really study this a little more.

}?e‘;aator Howrrings. And your hesitation on the point is because
why?

‘Mr. MingTa. I suppose for a number of reasons. First of all would
be the issue of what happens on a pressurized vessel in the air if
there is a shot fired and the bullet pierces the skin of the airplane.
Frankly, I am not that knowledgeable about it, but I think that has
to be looked at further.

I think there are problems in terms of the numbers that would
be required on the airplane to be an effective sky marshal pro-
gram. I think we would have to lock at probably the occupying of
those seats by sky marshals versus the traveling public.

Senator HorLrings. Well, I thank you. I appreciate it.

Madam Chairman, perhaps we can learn from El Al who does it
and uses it. Get a statement from them or about them or their crit-
icism of it, whether they have found it valid and workable. Yet, the
majority of our pilots, like you, have some misgivings about it; and
I just wondered what the right judgment would be.

Thank you.

Senator Kassesaum. Thank you.

Senator Ford.

Senator Forp. Congressman, let me touch on a couple of points
you made. You talked about intelligence and that we have known
of problems at Athens since 1976, and apparently in the last few
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“'weeks there has been increased concern by our Government, par-
Heularly through the protection of the Embassy there.

“Can we sanitize as a country, which is the word you used, up to
tly> entrance or exit from the airport proper to the airplane? Can
we as a country sanitize the entire area for our American airlines
that land at any international airport?

Mr. MiveTa, Well, of course, we as a government cannot do that
becatuse we are on sovereign territory of another country; but I
think what we have to do is to be able to leverage on that system
to make sure that our airlines are maximizing their ability to pro-
vide security at that airport, as well as leveraging on the foreign
authority to make sure that every opportunity is given to be able
to have good security.

I think that what this does is to require that the Secretary of
Transportation make those assessments, define what the deficien-
cies are, make the recommendations on how to correct it, and if it
does not, then it has steps to go through, public notice, and then if
it is not being met then, suspension, revocation, I guess you might
weigh withholding or revocation or imposing of conditions on do-
mestic U.S. carriers, as well as international carriers, that serve
that security-deficient airport and U.S. ports. I do not think we can
do much more in terms of a mandatory requirement. But we do go
through all of the necessary steps to leverage, to make sure that
security measures are imposed at those airports.

Senator Forp. How does El Al manage their total protection
package at other international airports?

Mr. Minera. Well, first of all, they have very strong require-
ments that they place on themselves as far as security require-
ments. People in the ramp area under the airplane have to be uni-
formed, they have to be properly identified. They are very tough on
security around the airplane itself.

Senator Forp. Is that outside the airport proper?

Mr. MingTA. That is right. In their own areas.

Senator Forp. I was asking about that a minute ago, and you in-
dicated that we could not do that.

Mr. MinEeTA. No; I say that the airlines themselves can impose
that condition upon themselves.

Senator Forp. We could not make that a requirement?

Mr. MingTA. I think the best way we can do it is to say that
these are the minimum requirements that we would like to see
being imposed in terms of security assessments or security meas-
ures. And we would want them to meet that both in terms of air-
lines as well as the airport authority.

Senator Forp. Well, continue with the description of the sanita-
tion by El Al

Mr. MineTa, Well, when you think about El Al, they do have
their own highly trained airport security forces, strict limits: of
access in terms of their own sterile areas at the airport. They do
have passenger screening as well as baggage screening. Baggage,
whether carryon or going into the hold, is required to be opened,
and the baggage and the passenger go hand in hand. There is no
way that you can check the baggage at curbside, have the bag go
on the airplane and the passenger go home. That goes in concert.
You also have strip searches of passengers.
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I know that prior to my service here in the Congress I traveled—
my wife and I traveled to Israel on El Al, and we were subjected to
strip searches in 1974, so this is not a new requirement or a new
approach in terms of El Al’s security program.

Senator Forp. Madam Chairman, I will not take any more time.
But I remember when we reacted as we norimally do react—we
seldom act before something happens—to the explosion near the
Senate Chamber some years ago, and all the mass security. And if
anybody has walked through the Capitol Building in the last few
days, you cannot stir people with a stick. So we are still—people
are coming in, and I do not know whether we have become lax,
which is our nature, or just what. And I have been very unhappy
that the Nation’s Capital has to have such restrictions and such
protection. I think we all have. But it is something that begins to
be accepted.

How much time—and this is my last question—how much time is
required if the individual comes in with his luggage and that is
screened before it is placed on the airplane? How much time is the
passenger required to be there before takeoff time, do you know?
Do you have that figure?

Mr. MiNeTA. I believe El Al requires 2-hour-prior-to-departure
check-in time on international flights. This becomes much more of
a problem. I believe it is a 2-hour requirement.

Sena'ur Forp. If you want to leave Washington at 4 in the after-
noon, you would have to leave at 2 in the afternoon and have to be
there 2 hours in advance.

Mr. MineTa. You would have to leave at 1 to be at the airport at

Senator Forp. Thank you, Madam Chairman.

Senator KasseBauM. Thank you very much, Congressman
Mineta. We appreciate your coming over.

Mr. Mingera. Thank you very much, Senator.

Senator KasseBAuM. The next panel will consist of the Honora-
ble Matthew Scocozza, Assistant Secretary, Office of the Assistant
Secretary for Policy and International Affairs, Department of
Transportation; and Mr. Billie Vincent, Director of the Office of
Civil Aviation Security, Department of Transportation—in other
words, the Federal Aviation Administration.

STATEMENT OF HON. MATTHEW SCOCOZZA, ASSISTANT SECRE-
TARY FOR POLICY AND INTERNATIONAL AFFAIRS, DEPART-
MENT OF TRANSPORTATION, ACCOMPANIED BY WARREN
DEAN, ASSISTANT GENERAL COUNSEL FOR INTERNATIONAL
LAW; AND BILLIE H. VINCENT, DIRECTOR, OFFICE OF CIVIL
AVIATION SECURITY g

Mr. ScocozzA. Madam Chairman and members of the subcom-
mittee, thank you for having me here today. I have also brought
with me Mr. Warren Dean, who is assistant general counsel for
International Law at the Department of Transportation, and Billie
Vincent, who heads up the FAA’s Aviation Security Office. .

I welcome the opportunity to be here before the subcommitiee to
discuss the need for a continued strong focus on antihijacking
measures throughout the world,
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Madam Chairman, I have a very long statement which I will
submit for the record. I have shortened it and come up with about
2% pages which I will read.

Senator Kassesaum. Thank you.

Mr. Scocozza. On a personal note, I would like to say this is
probably one of the saddest occasions I have ever had to appear
before this committee on, and I hope we can all join together and
get through this.

I want to assure you that the air transportation security system
developed by the United States is fundamentally sound and pro-
tects the traveling public. Domestically, our security programs
have been an unparalleled success. Many of our programs and re-
quirements serve as models for the world community. Our ability,
however, to oversee a total security program as we do domestically
cannot be duplicated in the international environment, nor would
a large U.S. involvement be accepted by many foreign nations.

While we can require air carriers serving the United States,
whether foreign or domestic, to meet FAA security requirements,
we have no authority over the foreign airports themselves. This is
where the difficulties arise.

Current events make it clear that additional efforts must be
made to assure the safety and security of our citizens when using
foreign air transportation. In this regard, shortly after the Athens
hijacking, the President directed the Department of Transportation
to take action on several fronts.

First, he has instructed that, in conjunction with the Department
of State, we assess the feasibility of expanding our air marshal ca-
pabilities. That study is completed, and the Secretary has furnished
a report to the President on its conclusions.

The President directed further that we assess the current ade-
quacy of security provided to our citizens at foreign airports. This
information was also provided to the President yesterday along
with the following recommendations: The advisability of enhanced
training for U.S. airline crews with special emphasis on high-risk
routes; providing security coordinators onboard threatened flights;
accelerating and expanding research and development of explosive
detection and hijack prevention systems; and enforced carry-on
baggage security calling for the physical inspection of bags. The
President also asked U.S. carriers serving Athens for a voluntary
reconsideration as to whether they should continue such service.

Additionally, as you may be aware, Secretary Dole is speaking
this very morning at the International Civil Aviation Organization
meeting in Montreal and will urge this organization, which repre-
sents 150 nations and most major air carriers, to take broad steps
to improve international security.

Following our assessment of the adequacy of security at foreign
airports, we will have the technical data necessary to recommend
whether the Secretary should exercise her authority to suspend,
with the approval of the Secretary of State, air service to any for-
eign airport.

This leads me to the importance of the legislative measure pro-
posed by the Department of Transportation which is pending
before you. This legislation has been introduced by request as S.
1343 by the chairman and ranking minority members of the full
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committee and Aviation Subcommittee. If enacted, the proposal
would strengthen our existing authority under section 1115 of the
Federal Aviation Act of 1958, which relates to the suspension of air
service to unsafe foreign airports. It will make clear that any sus-
pension necessary for safety purposes may be done promptly with-
out the need to resort to potentially time-consuming consultation
procedures.

Further, the bill expands the coverage of section 1115 to express-
ly include U.S. air carriers and carriers of third countries, in addi-
tion to foreign air carriers of the country in question. Qur legisla-
tion also complements the President’s directive that we review the
need for an expanded air marshal program by calling for a study
by the Department of Transportation and State to be followed by
our report to the Congress.

Further, the bill authorizes the appropriation from the trust
fund of such amounts as may be necessary to fund an expanded air
marshal program.

Finally, the bill provides DOT with the authority, subject to the
approval by the Attorney General and the Secretary of State, to

-grant the power of arrest and the authority to carry firearms,

eliminating the need to have our air marshals deputized by the
U.S. Marshal Service.

We believe the measures currently being taken and those we
have proposed provide an appropriate response and make the nec-
essary tools available to better deal with the threat of air piracy
and terrorism in foreign air transportation. The expeditious pas-
sage of our legislative proposal will send a message that the United
States is prepared to take decisive action to deal with threats to
our citizens and other persons traveling anywhere in the world.

That concludes my oral statement, Madam Chairman.

Senator Kassesaum. Thank you very much, Mr. Scocozza.

Mr. Vincent, do you have any comments you would like to make
first before we ask some questions?

Mr. VinceNT. No; Madam Chairman, I do not at this time.

Senator Kassesaum. I would like to ask one question. We have
touched upon a number of different issues regarding the poor secu-
rity at Athens airport. Could tell me to whom the past recommen-
dation about the Athen security situation have been made?

Mr. Scocozza. We have been in consultation with the Govern-
ment of Greece, and we have sent a delegation there composed of
members from the Department of State, Federal Aviation Adminis-
tration, and any other appropriate agencies, as well as representa-
tives from the airline which flies there.

Our concern focused on the security measures involved in pas-
senger check-in and their carry-on luggage, as well as some other
areas. ‘

Senator KasseBauMm, Passenger check-in? ‘

Mr. Scocozza. Passenger check-in and carry-on luggage. Because
of the inadequate steps that we saw being taken by the Greek Gov-
ernment in terms of passenger check-in and the check-in of carry-
on luggage—but with the inadequacy being taken care of by the re-
dundant check-in by TWA and Olympic Airways—we felt there
was an atmosphere to continue to talk to the Greek Government to
get the official check-in facilities up to a par where the TWA and
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QOlympic redundant check-ins would not be necessary. That has
been a primary focus on consultations with the government of
Athens. _

Senator KasseBauM. There have never been any questions raised
about the service area? :

Mr. Scocozza. I would like to turn that to Mr. Billie Vincent
who was part of the consultation mechanism on that particular
issue.

Mr. VinceNT. Madam Chairman, yes, there have been questions
raised about the entire security system at Athens airport. Specifi-
cally, in February, most recently in February, when I was a part of
a delegation consisting of State, the FAA, and representatives from
industry, specifically Pan  American and TWA, in a review of
Athens airport and then following that, in rather extended meet-
ings with the Greek officials, we covered all of those areas and the
areas for needed improvement which included the ramp area
which we termed the air operations area, the perimeter of the
entire airport, as well as the preboard screening process.

We pointed out the deficiencies at the Athens airport in some 7
hours of discussion between our respective groups. Their group was
very receptive to our suggestions, and from all indications, ap-
peared to. be cooperative in correcting the problems.

In fact, the Greek Government at that point made an announce-
ment on changes to their organizational structure to put all of the
security systems at that airport under one head, which they had
not heretofore done, and agreed to provide the necessary training,
supervision and management of those forces to build an effective
security force.

We, on that basis, offered agsistance under the antiterrorism as-
sistance program which was enacted by the Congress in November
of 1983, for anything they wanted in the way of assistance, techni-
cal training, and so on. They deferred at that point on saying when
they would participate in the phase I visit to the United States to
review our process.

Those discussions continued between our respective Governments
up to the time of this happening on TWA 847.

I might add, in the interim the International Air Transport Asso-
ciation, which also has a rather extensive history in - this same
arena and is a. credible international organization, whose views
that we all respect, has made more than one survey of the Athens
airport, the latest being 1980, and in 1983 made specific recommen-
dations %o the Greek Government, most of which in the February
1985 meeting the Greek Government indicated that it intended to
implement. IATA was in Athens the week before the hijacking,
providing training to the preboard screeners in the security force
at Athens airport, and were using the U.S. training program for
that purpose. As a matter of fact, one of my staff from our Wash-
ington headquarters was participating in that effort.

So, it is a long answer to a short question, but yes, there was
more than just the preboard screening process involved.

Senator Kassesaum. We have heard comments by Congressman
Mineta to the effect that El Al has done its own monitoring, taken
their own safety precautions regardless of other actions by Athens
or the Greek Government,
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I think all of us would be somewhat interested if you have any
information as to how El Al manages its own security. ,

Mr. VinceNT. El Al is and has one of the very best in the world.
We have to recognize, however, that El Al is probably the most
threatened as well, So there is almost a seige mentality there, and
in those cases you have to go to extreme limits.

There are a number of people and a number of organizations,
some of which target the United States as well, that always have
El Al as a target. I will not go into the specifics of some of the tech-
niques they use, which are very sophisticated and very, very in-
depth. That would, I think, have to wait for a closed session.

Senator Kassesaum. I agree.

Mr. VINCENT. It is a good system. However, you have to recognize
that El Al operates at a very limited number of locations. They,
like we do, operate under the courtesies of the host government.
They are able to do those things only because those host govern-
ments permit them extra latitude in which to operate.

In some locations, other carriers who operate similarly to El Al
in very-high threatened locations have extreme difficulty in doing

. what El Al does, because the host country will not let them outside

of the airplane. So, they do their searches or whatever they have to
do at the door of the airplane. So, it is all dependent on the
number of operations you have, where you operate, the level of
threat which you have against your specific country, specific air-
line, the location in the world, and so on. There is no doubt, howey-
er, that El Al has one of the best, if not the best system, but not
invincible, however.

Senator KAssEBauM. And its extensiveness is determined by the
host country?

Mr. VINCENT. If you are operating outside of your country, the
question. of sovereignty always comes up, even in airport inspec-
tions. For instance, we regularly survey airports, particularly those
threatened airports, on a rather frequent basis. We do so because
we go to those airports to inspect the U.S. carriers’ security. The
host government understands what we are doing. We are looking
over their airport security. They allow that and welcome that be-
cause of the technical expertise we can offer them as well, not only
on saying “‘we see this”, “we see that”, but frequently we can add
to that, “we have these training programs that we will make avail-
able to you, we have these training aids we will make available to
you.” That goes not just for the country, but we have a rather ex-
tensive system of supplying such things to legitimate airlines
around the world, everything from how to deal with improvised de-
vices on board aircraft to the specific security processes.

Senator KassesauM. Now, I believe Secretary Dole in her speech
this morning in Montreal is-making the comment that the service
crews will need to be far more carefully scrutinized.

Who will do that?

Mr. VincEnT. We agree with that wholeheartedly in the Depart-
ment. There are, again, your highest threat areas—and incidental-
ly, that is in the Middle East, the Gulf States area, South Asia
now, with the surging threat from the Sikh extremists and so on,
although they have not targeted the U.S. aviation yet. We are
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quite concerned about that potential threat and recently made a
visit to South Asia. I personally was a part of that team again.

.We find that we have a rather significant problem in those areas
and in Europe, and we talk to our counterparts in those countries
who acknowledge that problem as well. You have every conceivable

_ideology, individuals from a number of countries on any of those
airport areas, Heathrow, Paris, Athens, anywhere that you ‘can
think of, and it is becoming an increasing concern on how you can
protect even the aircraft envelope rather than just the air oper-
ations areas. As a result of the Secretary’s direction to look at that
area, we are tightening security in a rather substantial fashion
through the airline crews.

Mr. Scocozza. Madam Chairman, if I might, part of the Secre-
tary’s program regarding security of the aircraft is to enhance
flight crew training and to help them appreciate more the impor-
tance of security for the plane, which they already do. Her pro-
gram on certain high-risk flights, would be to have on board a
safety coordinator, a designated person of the crew who has extra
enhanced training to be specifically aware of all people who have
access to the plane, the caterers, the maintenance people who come
into the cabin, and make sure that they have the appropriate secu-
rity clearances.

enator KassesaumM., Security screening for all workmen, includ-
ing caterers, would be done at the time of personnel hiring?

Today that is totally the responsibility of the catering company
that has that contract; is that correct?

Mr. Scocozza. At the present time, I understand that the indi-
viduals who have access to planes, certainly on U.S. soil, have secu-
rity clearances from the individual airport authorities, but on for-
eign soil that may not be the case all the time, and it would be the
responsibility of the on-board coordinator to make sure that the
person who comes on the plane in fact has appropriate security
clearances.

But I will ask Mr. Vincent to be more specific.

Mr. VincenT. Well, first, let’s go back to the host country.

We do not intend to lessen our efforts, and in fact, will accelerate
them, taking advantage of this current crisis to encourage other
governments to improve their security where that is appropriate
on air operations areas. For most countries it is not necessary for
us to say much, They are as interested in security, or even more so,
than we are. They have to operate in the same environment.

But in those areas of high threat where the country in some
cases has a minimal capability, we would, in addition to providing
them with technical recommendations, also offer assistance under
the antiterrorism assistance program to improve their security.

As far as the crew member on board the aircraft is concerned,
that provides surveillance as good as anything else of the people
serving the aircraft, the attention to what the catering services are
doing, to make sure that they do not introduce something and se-
crete it in the aircraft while they are in there, cleaners and so on.
ﬁlnctl; you are vulnerable always unless you do something to close

at gap.

You do not want, on the other hand, to keep the pink elephants
away in those locations where you do not have a problem. So all of
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this has to be, I think, looked at in a rational form and evaluated
from where you are operating to determine what you have to do.
You take a minimum level of security in an airport but then,
under our standards, we expect a much higher level for our oper-
ations where we are threatened.

Senator KassgsauM. Do you believe there should be an increase
in FAA personnel to handle the security assessments?

Mr. VinceNT. You know, I expected that question, Madam Chair-
man. I would be a fool to refuse largesse offered to me, but I would
have to say a couple of words on that, too. We all live in a bureau-
cratic process, and we are all in competition for the funding that is
provided, and I realize there are other things that are needed in
Government, and specifically in the FAA, in the Department of
Transportation.

With that, with those remarks, I would say yes, there could be
added assistance, more frequent inspections, and perhaps more im-
portant, attention in an area that you have been questioning on
earlier this morning. That is the pre-board screening process and
the entire security system, attention to the ground system. And
one of the things that we in the FAA have made a part of our rep-
utation in the world of civil aviation and security is our expertise
and our willingness to provide that expertise to the other countries.

For that reason, we have ‘“entre” just about anywhere in the
world we want to go. We are welcomec. If we can build on that and
build on that technical assistance and that training, it benefits us
in being able to get into the security systems and find out what is
really happening in those countries, as well as then providing the
remedy to correct those deficiencies. Very much we would like to
do more of that.

Senator Kassesaum. Thank you very much.

Senator Exon.

Senator ExoN. Thank you, Madam Chairman.

Mr. Scocozza, you were here I believe when I questioned Con-
gressman Mineta regarding the 60-day-plus period for notices and
investigations, and you heard my questions with regard to whether
or not that might delay action that the Secretary might have if she
or the FAA had intelligence that we had a particular airport secu-
rity problem. ‘

I am sure that you studied the three bills that we are consider-
ing, S. 1343, which was introduced at the behest of the Secretary of
Transportation, and I am a cosponsor of that because the Secretary
of Trangportation has the bottom line responsibility here, and I feel
we should give the Secretary of Transportation all the tools at our
disposal to be helpful.

Basically I suppose you are supporting S. 1343 over S. 1321 or S.
1326. I have not studied all of those bills as much as I intend to.

Can you tell me why you think S.1343 is a superior bill, and if so,
why? Are there some provisions in S.1321 or S§.1326 that you would
like to see incorporated in the final bill that is reported by this
subcommittee? :

Mr. Scocozza. Thank you, Senator, Your line of questioning with
Congressman Mineta was very close to our reasoning on timeliness.
Section 1115 of the Federal Aviation Act, which is already existing
law, essentially today tells us that, after we make findings, we:
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notify a foreign government, and if they do not resolve the prob-
lems that we have brought to their attention, we can pull the cer-
tificate of their national carriers. There is no minimum time
period. Right now the President, the Secretary of Transportation
have the discretion to give an appropriate amount of time consist-
ent with the kind of safety or security inadequacy we see.

When H.R. 2796, Senator Dixon’s bill, and Congressman Fascell’s
bill all talk about time periods, 120-day notice periods, 90-day
notice periods and whatever, that kind of limit is more restrictive
than existing law.

Let me say as a sidelight about existing law, we believe we can
stop an air carrier today if we feel there is a threat to the Ameri-
can passenger or the aircraft and crew, though we would have to
do it through the back door. We would have to pull a carrier’s oper-
ating certificate that is issued by the Federal Aviation Administra-
tion or, under our new powers inherited from the Civil Aeronautics
Board, specifically section 402 permit ‘authority, or through the se-
curity provision in a particular bilateral, we can pull another coun-
try’s operating rights to the United States by saying they are not
cognplying with U.S, laws, rules and regulations, or other stand-
ards.

The recommended change that we are making in section 1115
helps us bureaucratically. We can “slam the hammer down’’ much
faster. I guarantee that we will stop any threat under existing law
if we have to, but our proposed addition to section 1115 gives us
that very clear hammer saying that, in spite of all the existing
rules and regulations and other requirements of 1115, if the Secre-
tary believes that the aircraft, the crew or the passengers are in
danger, you can pull the certificate immediately. We think that is
very, very important as an enhancement of existing law.

Another change in 1115 which does not exist in the other bills is
that 1115 really talks about ICAQO standards. We feel very comfort-
able about the fact that we can read into it that FAA minimum
standards for safety and security must also be met, but our suggest-
ed change to 1115 says that the individual foreign country has to
not only meet the ICAO standards but any other security standards
we feel appropriate to take care of an individual threat that may
exist in some country. In many situations we cannot even conceive
of the threatened situations or circumstances which an individual
country may have to resolve by a security measure. So therefore,
our change to 1115 gives us the discretion to act in virtually any
situation, opposing any level of threat up to the point of pulling a
certificate immediately, And I think that is a very, very important
%)otipt to stand out in the review of all the individual pieces of legis-

ation.

Our bill also talks about the Federal air marshal study which is
already undertaken and on the President's desk. We would be glad
to work with the committee to explain how far along we are on
that, That provision might have to be rethought or looked at again
in view of our progress. And of course, the money provision, “such
sums as are necessary’ to carry out the requirement of the Federal
air marshal study, has been included in our bill,

* Our bill also goes to a point that Congressman Mineta was talk-
ing about, the ability for U.S. personnel, the Federal air marshals,
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to make arrests and carry weapons. Qur legislation would enable
the Federal air marshals, with the approval of the Attorney Gener-
al and the Secretary of State, to carry arms and make arrests.

Understand, we can do that today, but we have a bureaucratic
process we have to go through, and we go through it as fast as pos-
sible. We have to have individual U.S. marshals deputize the
people on board so they can carry the weapons and make arrests.

Senator ExoN. Are you saying, Mr. Scocozza, that S. 1343 cuts
the redtape?

Mr. Scocozza. Yes, in many respects.

Senator ExoN. Much better than the other measures that have
been suggested?

Mr. Scocozza. Right.

Senator Exon And you do not necessarily agree with the view
that S.1321 or S.1326 ‘would be an adjunct to and a help? You are
saying that the language therein could impede rather than help
the expeditious action on the part of the secretary?

Mr. Scocozza. Right,

Senator ExoN. You talk about high-risk areas. I suggest that
with the experience that we have had with the planes leaving from
Canada, we are not only talking about hijacking security, we are
talking about murder. And so I think that fits into this whole situ-
ation with regard to security. We are not talking only about securi-
ty in preventing hijackings but security to improve the overall
safety of aircraft.

I would like to ask you, Mr. Vincent, I assume that you have
been in touch with the authorities that do the screening for El-Al
and you have full cooperation with them regarding some proce-
dures that we might use.

Is there a functioning cooperation in that area because we all
recognize that with their limitations of not flying to as many air-
ports or handling as many people, they do an excellent job.

Is there good dovetailing with those people that we consider are
doing an exceptional job on security?

Mr. VINCENT. Senator Exon, yes. As a matter of fact, a first-
name basis all the way up to Weis, the Prime Minister’s antiterror-
ism assistant,

Senator ExoN. Would you suggest in order that we have a better
understanding here, that we might have a closed hearing where
you and other people could say some things in that closed hearing
that it would not be wise that you say in open hearing? Would that
be in order?

Mr. VincenT. That may be productive. I could not really judge
whether or not it would assist the committee. There are certainly
many things that I cannot and would not say in open session, but
as far as the previous question that you just asked, we in the
United States have sponsored four international conferences begin-
ning in 1979, the most recent one of April of this year, and the one
in July 1982 have both drawn delegates from more than 45 coun-
tries and 350 people. Those were all either counterparts of myself
or people involved in the business. .

So yes, there is a rather large fraternity that does operate on a
very meritorious basis in exchanging information, techniques and
what we know in the way of intelligence. I might add that the
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United States and one or two countries in Europe generally, how-
ever take the lead in that, and we in the United States have per-
sonally taken the lead in those conferences.

Senator ExonN. Let me ask with regard to baggage, do the El Al
people x ray the bags that I check as well as the bags that I carry
on board the aircraft? Do they x ray all of the bags that go on an
El Al flight out of New York City, for example?

Mr. VINCENT. Senator, I am afraid that would reveal too much of
methods and techniques that would not be in the best interests of
any of us to reveal.

Senator Exon. I respect that, and I think that is something—can
you say this, what percentage of the bags that are checked through
on domestic flights today, domestic flights as opposed to interna-
tional flights, go through any kind of a screening?

Mr. VINCENT. On checked bags?

Senator Exon. Yes.

Mr. ViNCENT. Again that is something that I would not reveal in
open session.

Senator ExoN. I think those are some of the things that we need
to know about and get into, and I think a closed session as soon as
possible would be helpful.

Senator RiecLE. Would the Senator yield at that point, just on
that point, because I am concerned about the same thing with
checked bags. It seems to me that in a sense, if we were doing a
100-percent check, you would say so today. I think that is the infer-
ence that any thoughtful person draws, and people are not stupid,
so they will figure that out, including terrorists who may want to
take advantage of our system.

It seems to me that what we need to have is the ability to not
just check hand luggage that goes on, but checked baggage as well.
We are seeing this thing spread like an epidemic in such a way
that it is hard to know where the high risk flights leave off and the
low risk flights start, but it seems to me that we are going to have
to move in the direction of having the ability to monitor and exam-
ine, and hopefully by x ray or some relatively efficient technique,
every piece of baggage that goes into the hold as well.

Are we not moving in that direction? Is that not our intent, or is
the feeling that—in other words, I do not think it is enough to keep
everybody in the dark because I am concerned about the passenger
that gets on an airline today and has the right to some knowledge
as to what sort of security procedures are in effect on the plane
that they are riding. ,

I think the traveling public has a right to the knowledge and the
degree of security that they are being afforded.

Mr. VinceNT. I agree on the last point. The public should have
an expectation—with maybe a slight modification, Senator—should
have an expectation of a level of safety afforded to them.

Now, we should not sell ourselves, however, on just one tech-
nique. Any security system has to have a number of techniques to
be effective. If you base your system on a single line of defense, you
very quickly find that it has been breached by someone with the
resources or the training to do so. 8o again, that would be a ques-
tion that could be dealt with in a closed session much easier and in
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greater depth on several varieties that we could handle that par-
ticular subject on.

Senator ExonN. Thank you, Madam Chairman.

Senator Kassesaum. Senator Danforth?

The CHAIRMAN. Are you convinced that air marshals are the
answer? We have had air marshals before. It is my understanding
that they never made any arrests, and that in fact, in one situation
on October 25, 1971, a plane with three air marshals and one FBI
agent was hijacked to Cuba and rather than risk endangering the
passengers by having a display of gunfire in the plane, the agents
never identified themselves. Also, if air marshals are armed, does
that not just provide a weapon which could perhaps be utilized by
_sonrflPebody who on the spur of the moment decided to pull a hijack-
ing?

Mr. VincenT. We have a cadre of Federal air marshals, and I
want to make the distinction between Federal air marshals and the
former sky marshals. That distinction, while subtle, is important,
and that occurred in 1974 when we phased out the sky marshal
program. The Federal air marshals are a very professional group,
they are under my direction. The philosophy under which they op-
erate, the techniques they employ, the pros and cons of the value of
the force, other than in a general sense which I will address in a
moment, again is a subject best not dealt with in a public arena
because it reveals too much about how or in what circum-
stances——

The CuAIRMAN. I do not want to know that. All I want to know
is whether the concept of armed, security people riding planes is a
good one in your opinion.

Mr. VinceNT. There is value in a Federal air marshal force. The
size of it, the specific purpose of it and so on, however, again needs
to be discussed privately.

The CHAIRMAN. I do not want to ask anything that is private. It
is a very general question.

Is it a good idea to have armed people riding planes, and would
that truly prevent hijacking? Should armed people employed by
the Government use firearms in a passenger plane which is in
flight from point A to point B?

Mr. VincenT. First and foremost, Senator Danforth, use of an
armed individual on board an aircraft means that the primary
system has failed, and the primary system is what we put our
money .in, and it has been extremely effective. Since 1973 when it
went in, we know of 112 crimes, hijackings, what have you, that we
prevented with that system. That is close to the number that have
happened in the U.S, domestic system.

There is still, however, value in specific circumstances in a cadre
of Federal air marshals, definitely. Now, whether or not you want
to put an extensive system in is another question.

The CHAIRMAN. Some people have said this morning at this hear-
ing that we should act immediately to pass legislation to post
armed sky marshals on planes. Do you think this is a good idea?

Do you have a view on that, Matt?

Mr. Scocozza. Senator, I would just give my own impression in
terms of what I know and what I can say at this hearing this
morning. I think in appropriate situations the use of Federal air
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marshals with weapons on board may be justified and deployed,
but it would have to be on a studied basis in terms of understand-
ix}llg the risks and the necessity of having someone of that caliber
there.

A little longer answer to your question might encompass what
Senator Kassebaum was talking about earlier, that is that we call
them Federal air marshals but expand their responsibilities to in-
clude a lot of functions on the ground. We feel the primary objec-
tive is to try to keep any threat from getting into the tube of the
aircraft.

The Caairman. I understand that.

I am just asking about armed people riding on planes while the
planes are in flight.

Mr. Scocozza. I would say that legislation that would require
where an armed person would be located would probably be coun-
terproductive to our efforts. If there was legislation that, for in-
stance, required on all international flights there would have to be
x number of armed people on board, T do not think that would be
very productive to our total efforts. I think what we would like to
do is have the flexibility to use competent people in the areas that
we think they would be most effective.

The CraRMAN. Do you agree with that, Mr. Vincent?

Mr. VINCENT. I certainly do, Senator.

- The CrairMAN. With respect to baggage checks, if we were to
have a program of comprehensive baggage checks, what would be
ﬂile agded delay for check-in necessary for, say, a wide-bodied air-
plane?

Mr. VincenTt. If you are talking about a Kennedy or a Heathrow
operation, that could be rather extensive. You have in operation
out of Kennedy in the evening, a number of wide-bodied aircraft,
747’s, L1011’s, DC~10’s, 767’s and so on, and a horrendous amount
of movement back and forth of people and bags. You could run into
extensive delays. Hence our feeling that any employment of a tech-
nique such as that has to be done with a good deal of judgment and
rationale as to the threat, the threat that you are dealing with.
Certainly it is a technique that can and should be employed, but it
should be selective and appropriate to the situation.

The CrairmMaN. Would people not have to check in a long time
prior to departure to get their bags checked?

Mr. VincenT. 1 would say at least 2 hours, and that is probably
not enough in some cases in your high-volume operations, plus it is
going to take some considerable time, in some instances, to employ
the people and train them, if you are going to do that in an exten-
sive system.

Again, as in the Federal air marshal program, discretion is the
best solution to that, and threat assessment as to where you need
to employ those things.

Mr. Scocozza. Senator, I might add, if I could, that there should
not be an inference from Mr. Vincent’s suggestion that if somebody
is not waiting 2 hours ahead of time to get on a plane that the bag
is not being x rayed. It would be a suggestion that if all of the
planes had to depart and everybody were going to be checked, that
kind of delay might take place.
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The CHammMAN. Well, I am just asking about a general policy of
running every bag through a machine or handchecking every bag
that is checked through.

My. VINCENT. Senator, my response is in relation to physical
search. If you are talking about physical search as the Israelis do,
then you are talking about a rather considerable time.

Senator Exon. But certainly it does not take—when I go to the
airport, it does not take any time, it does not waste any time to
have that go through an x-ray machine. It takes more time for me
to take my keys out of my pocket and go back through the—I
cannot see that there is going to be any kind of delay if you x ray
the bags. And you might have to pull some off that are suspicious
for a physical check, but I do not see why that would be that much
of a delay if you had an efficient x-ray machine that could look at
those bags as they go down that carrier belt.

Mr. VINCENT. Again, we are not talking about x ray now. The x
ray is in use in checked bag systems at certain locations, but again
we do not want to get into that too deeply. I am responding primar-
ily on the physical search aspect of it.

Senator Exon. Of every bag?

Mr. VINCENT. Yes.

The CaarMan. All right. Well, how about passing every bag
through the x-ray machine, how much time would that take, and
would that be efficacious?

Mr., VincenT. Well, again, as Mr. Scocozza notes, that is presum-
ing it is not done now, which is not the case. It is being done in
certain circumstances. There is no question. I do not know that I
would add any appreciable time if you went 100 percent, but again,
do we want to keep the pink elephants away? It depends on how
far we want to go, where we want to go.

Senator Forn. Madam Chairman, it depends on how you got the
pink elephant. Being from Kentucky, I would like for you to get it
my way. .

The CHAIRMAN. Let me ask you about the kind of people that op-
erate the x-ray machine. It is my impression that these are prob-
ably not paid very well.

Do they really look at those TV screens? Do they do a pretty
careful job, or if somebody wanted to carry a gun on board, could
they get by undetected?

Mr. Vincent. Well, let me speak to what the U.S. domestic
system is. First let me add, on an annual basis in the U.S. domestic
system, the security system’s preboard screening by the air carriers
pick up somewhere around 2,800 handguns a year, and there are a
substantial number of arrests as a result, Generally, those people
who are identified are not people with evil intent but rather, fre-
guently people accompanying a passenger to the airport who forget
they have a weapon in their purse or on their person, and fre-
quently it is in their purse for protection.

But the domestic 1.S. system is based on requiring airports to
provide a secure envelope for the operations to be ‘conducted in.
Within the airport you have an air-side operation which is separat-
ed from the public side, and that is essentially the airport opera-
tor’s responsibility, including the provision of law enforcement sup-
port. Then within that, the U.S, Government charges the air carri-
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er with the responsibility of conducting 100 percent preboard
screening for those carriers with airplanes of 60 seats or more.

Those people then that actually do the screening are generally
contract screeners for the carriers, and that is on a bid basis, of
course.

The CrAIRMAN. Are they competent, in your opinion, to do an
adequate job?

Mr. VinNceNT. Let the system itself speak for that, in its perform-
ance over the decade that it has been in effect. It is an incredible
record on the performance of the system. One problem we encoun-
tered in 1980 in south Florida with the Marielitos and the hijack-
ings back to Cuba, and again in 1988, is an indication of the success
of that system. While we are concerned about the routine mini-
mum level of security throughout the country, we have a height-
ened level in some areas such as south Florida, major population
centers around New York, Chicago, and so on. We can exercise
that system up or down very easily. As an illustration in 1983,
when we had the Marielito hijackings, the system was put in a
very high state of alert, and we stopped tnose hijackings, caught
some hijackers, prosecuted them, and we are now back at a very
low point in domestic hijackings.

We had five last year in the domestic United States.

TI}?e CuairMaN. Do you think that they are sufficiently compe-
tent?

Mr. Vincent. I do.

The CHAIRMAN. Does El Al instruct its pilots that in the event of
an attempted hijacking, that under no circumstances are they
going to obey the hijacker?

Mr. VincenT. I would not comment on that.

The CrairMAN. Well, would that be a good policy, and is there
any way of enforcing such a policy? Is there some way that we
could say to our pilots that under no circumstances are they to give
in to the demands of hijackers?

Mr. ViNcCeNT. That would be nice in theory, but use TWA 847 as
an illustration. The hijackers were kicking the door down. You
could lock the door——

The CrAmmMAN, What if the hijacker came in, put his gun
against the head of the pilot and said take me to Beirut and the
pilot said no?

Mr. VINceENT. Then the pilot might be dead very quickly.

- You have to deal with those as the circumstances occur. You can
make a rule, just for instance, you could say once the aircraft gets
on the ground, never let it get off, and that is good in theory, but
then if you have hijackers at that point who have demonstrated
their willingness and intent to kill people, then you are faced with
another decision. You can make the decision and not permit the
aircraft to take off and deal with the situation as it is.

The CHAIRMAN. Maybe it is impractical, but it seems to me the
way to deter hijackers is not just guns and air marshals but a clear
policy that you are not going to give in to hijackers. Maybe it is
just impossible.

Mr. VinceNT. It is a philosophy that this Government says we
will not make concessions to hijackers, and we pretty well stick to
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that. That does not mean that we will not negotiate and talk. That
is a different matter.

The CHAIRMAN. I was just talking about the pilot and whether
there is some way that the pilots can simply refuse to cooperate.

Mr. VinceNT. Let’s face getting at the real source of the problem
with the hijackings. Somehow, somewhere in our systems in the
international arena we must find a way to deny sanctuary to hi-
jackers. Once we have done that, then we will have a better handle
on preventing hijackings. But to expect heroics in an aircraft of a
Federal air marshal or a pilot when someone is holding a grenade
with a pin out and having already beaten someone to death, then
you have a very difficult circumstance.

The Caairman. Just one more question.

This was raised by a constituent of mine who called the office
with a suggestion. When that plane was in Algiers, was there a
possibility of hooking up the ventilation system to some kind of gas
system that would put everybody to sleep?

Mr. VINCENT. Senator, you have me in a very difficult position. I
also am very deeply involved in the operational aspects of that
crisis management, and the scenario that was played out through-
out that was very interesting, and I assure you that every avenue
was explored,

The CHAIRMAN, I withdraw the question.

In a hypothetical case where there is an airplane that has been
hijacked to a neutral airport, is it feasible to hook up the ventila-
tion system to some gas system that would put everybody to sleep?

Mr. VINCENT. Again, Senator, I have to decline to answer that.
There are many things possible.

The CramrmaN. OK. Thank you very much.

Thank you, Madam Chairman.

Senator KasseBaumMm. Senator Riegle, do you have any further
questions?

Senator RieGLE. Yes. Thank you, Madam Chairman.

First of all, I do not want to go through the sky marshal discus-
sion unless it comes at the end, but I think there are other options
in addition to revolvers. We now have, for example, stun guns that
might be used to subdue somebody that would not mean bullets
flying through a sealed cabin at 30,000 feet. So I assume that how
we equip a sky marshal or an air marshal, that there is a range of
options on that; and I just make that point in passing.

But I want to come back to the question of the new development
that appears to have taken place here in terrorist tactics. Up until
now the bulk of our experience has been with what we think of as
skyjacking type incidents, but are very disturbed about the Air
India crash, because this is a different kind of situation. The work-
ing assumption is that a bomb was aboard, and the plane was de-
stroyed deliberately by someone, and then quite possibly the relat-
ed bomb explosion in the Japanese airport that may have been bag-
gage that was being cross-checked onto another Air India flight.
And the fact that 14 people from Michigan lost their lives on the
Air India flight brings it home in a very powerful way to me.

And my concern is this: if we are now about to experience and
have perhaps, or so it appears, experienced a situation where the
terrorism is not taking the form of somebody trying to capture the
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plane, but instead to ticket the plane for destruction in this fash-

ion, I do not want to see other incidents like this occur without us

taking additional levels of precautions now ahead of time. And so I

think on the issue of examining the baggage as it goes on the

plane, I think until we are sure that we are not having a problem

in this area, we have got to find a way to make sure, just as we do

with carry-on baggage, that the baggage that is going into the hold

is not carrying explosive devices that can blow that plane up, be-.
cause we have, I think, probably seen an example of that here, and

it is a vivid one.

So I feel we have got to move in that direction. Now, how that is
done is another matter. But I was encouraged by your comment
that if we talk about having bags go by a conveyor belt where an x
ray is taken just as it is now of carry-on baggage, that we could
probably put that system into place, at least on the highest areas
that we thought were the highest risk. But I think eventually you
have to do that everywhere if this is going to be a problem.

But would add this point, and that is that terrorist bombings are
increasing all over the place. They are happening every day in this
country and abroad with greater frequency, and they are happen-
ing in a sense by people who are not at the scene of the crime at
the time that it is happening. We have got enough experience now
to tell us that we are going to have to have a new level of safety
standard and requirement on air travel that we have not perhaps
had to have before because the threat did not spill over in this
form into air travel this way.

It looks to me as if it is, and I do not want us to be behind the
events. I would like us to get in front of the events so that we are
not in here sort of picking through the wreckage again 6 months 9
months, 12 months from now. That is my concern with respec. to
checked baggage. : '

Now, I am wondering with respect to the question of the security
measures at the Athens Airport, as I read section 1115 of the Fed-
eral Aviation Act, the Secretary, as you noted earlier, of Transpor-
tation has the authority, if not satisfied that the security measures
are sufficient, to take the step of denying landing rights to the air-
craft from the country with whom we are dissatisfied. And I gather
from your comments we have been in the midst of these discus-
sions with the Greek Government to try to tighten up the proce-
dures at the airport. And I have gathered from your testimony that
at least the appearance was that progress was being made, that
they had adopted training procedures that we had recommended
and so forth; is that correct?

Mr. VincenT. That is correct.

Senator RieGLE. So I assume that prior to the incident with the
TWA skyjacking, we were not—it was not the position of our Gov-
ernment or of the Secretary that she was either contemplating or
was close to invoking the authority here on the basis of a belief
that the security was so lax that this ought to be triggered; is that
correct?

Mr, VinceNT. That is correct. In fact, the Secretary has to re-
ceive the recommendation to do it first. She never received a rec-
ommendation to invoke those sections, and because of the apparent
progress with the Greek Government—which was very intensive
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over the last several months involving both the State Department
and the FAA.

One of the reasons, of course, that we continued to consider the
operations into Athens satisfactory at this point was TWA was
doing redundant screening, TWA, in addition, was doing the bag
checking.

The history in Athens on explosive devices in the mid-1970’s and
sabotage since then is not an encouraging one. We lost a U.S. air-
plane in the mid-1970's because of an explosive device out of
Athens. But the bad news from the sabotage standpoint is that we
have been more concerned with that arena in the last 2 to 3 years
than we have with the hijackings. Hijackings in the United States
have generally been going to Cuba with an occasional crazy or
mentally incompetent individual wanting to go somewhere else.
These generally have not presented a disastrous potential to the
passengers as a rule, as opposed to the resurgence in the last sever-
al months of the political hijackings in the Middle East. But prior
to that and continuing is our concern about sabotage.

To that end, the FAA issued an emergency amendment in De-
cember of 1973 requiring extraordinary security measures in that
area of the world, to which the U.S. carriers willingly complied.
The amendment itself is modified down from the standpoint that it
is being done on the part of the carriers to protect against sabotage
without the compelling requirement of the Federal regulations. We
are monitoring that threat very closely.

However, the TWA 847 hijacking and its continuing drama with
the hostages will play on the public mind through the news media
for some considerable period of time. And while the Air India dis-
aster is as great as it is, that will probably fade much quicker out
of the public mind. To use as an illustration, Gulf Air lost a 737 out
of Karachi into Abu Dhabi in September of 1983. I wonder how
many in this room remember that. Those of us in the industry re-
member it acutely, and we have all of those measures and continue
to employ them in those high-threat areas to counter that sabotage.
That is the good news. Let us hope we continue to be successful.

Senator RieGLE, The thing that concerns me is I think that the
bombing, the sabotage, as you say, or the bombing tactic is one that
is suddenly appearing all over the place. Now the appearance that
this is being adapted by people for their own purposes to air flights
poses a whole new kind of problem to us, it seems to me, that we
have not experienced in this way before. I think we are going to
ha:}? to come up with some measures that counteract it and deal
with it. :

I want us to move as quickly as we can in that respect, so I am
open to any suggestions, either in the administration bill or any
others that come forward, as to how we get the' done.

Let me just ask finally in terms of the—two things: Have we es-
tablished yet how the firearms and weapons were taken aboard
that TWA flight? Is that known yet?

Mr. VinceNT. Not conclusively, Senator, and we may never know
conclusively. However, if you lock at the circumstances, we know
that the hijackers got on in Athens, If you look at the history of
Athens, there is almost an invitation for the operation out of there.
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The Entebbe incident began in Athens, as well as a substantial
number of others.

Senator RigGLE. But you were not at a point where you were pre-
pared to act by revoking the landing privileges, so there obviously
was a feeling up until the time that this happened that the securi-
ty measures in Athens were sufficient to allow you to not invoke
the sanctions. You have just stated a minute ago that there was a
feeling that they were making improvements, and there was a gen-
eral level, I take it, of satisfaction. There was no internal sanction
being considered at the time. And you are nodding your head in
the affirmative.

So I gather something happened there that breached the security
system, and we do not know yet what that was exactly.

Mr. VincenT. But to us we feel that it is obvious that it was at
Athens.

Now, while the Greek Government indicated a significant will-
ingness to work on the improvement of their security systems—and
as I noted, the JATA team was in there the week before, assisted
by a member of my staff, to do some training—that was all very
encouraging. But from the February meeting to that time, too, the
flow of messages and the exchanges between the U.S. Embassy and
the Greek Government never stopped. That was constant.

In addition, in that interval there was also another significant
incident that occurred, and that was the firing of the rocket-pro-
pellelcll grenade at the Royal Jordanian airline, as you perhaps
recall.

A word, though, about your other concern. One of the areas that
the Congress has funded for some time, albeit at a fairly low level,
is the explosive detection research and development. We have had
some recent very promising breakthroughs in that area just within
the past year that we need to exploit at this point. The Secretary
has announced in her recommendation to the President the intent
to accelerate that research and development program. And that is
to deal with specific explosive detection equipment t' at is not now
in existence in the technology, and we need to get on with that
very quickly.

We are in a position where we can do that, and that is not only
in the vapor technology but in the radiation area. And I am not a
technician in that area or engineer, but it is very promising.

Senator RiecrE. I am glad to hear that.

Just finally, are you involved now, do we have any team partici-
pation in the investigation that is going on with all of the different
incidents that have been mentioned today: the Air India incident,
the Japan airport explosion? Do we have an on-the-ground involve-
ment in each of those situations at the present time?

Mr, VinceNT, Yes, sir, We were invited to send—the National
Transportation Safety Board, which is not the FAA, was invited to
send a participant, as was the Federal Aviation Administration
from the accident investigation staff. I expect before it is over that
the explosives expert on my staff, who incidentally has investigated
all of the major explosive incidents in aviation in the last 5 years,
will be a part of that team as well.

Senator RigGLE. Good. Thank you very much.

Senator KasseBaumM. Senator Ford.
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Senator Forp. Madam Chairman, I will try not to delay, but I
think we are getting into some very good testimony here, and I
want to add my voice to some others, that we have a closed meet-
ing and have these people back so that we can talk freely and
maybe not read about it in the Washington Post the next morning.
But nevertheless—-—

Senator RiecLE. Or the day before.

Senator Forp. Well, maybe the day before.

But I would like to add my suggestion as a member of the sub-
committee that we do have a closed hearing.

Mr. Secretary, Mr. Vincent, there is something that bothers me
about your testimony. I heard the words as they relate to Athens
as an invitation. I think you said, Mr. Vincent, that you are wel-
comed in Athens and that sort of thing, but yet, they never did
anythini about airport security unitl after a hijacking had oc-
curred. And in reading the Secretary’s statement, on page 5 it says:

“Following our assessment of the adequacy of security at foreign airports,” plural,
“we will have the technical data necessary to recommend whether the Secretary
should excercise her authority,” which I understand he said she has now, “and rec-
ommends against any kind of timeframe in the present legislation, exercise her au-
thority to suspend, with the approval of the Secretary of State, air service to any
foreign airport.” ‘

Now, it seems a little ironic to me that we had Congressman
Mineta in here this morning, He testified about all the problems
we have had since 1976 with Athens. You two fine, learned gentle-
men talk about this morning that Athens is an invitation to hijack;
Athens is somebody that greets you and wines and dines you and
bows and scrapes, and you go back and nothing happens.

I do not think under those circumstances you need any addition-
al data. Now, it is a diplomatic question, I guess. The Secretary of
State would have to approve. But somehow or other, all of this
going on—and it is the focal point—Entebbe, you named all of
these—why have we not exercised some diligence as it relates to
saying hey, we are not going to send American citizens in there
any more; we are not going to send our exchange students in there
any more; we are not going to do those sorts of things because they
are very vuinerable?

Now, why have you not exercised some kind of discretion under
the authority that the Secretary of Transportation now has?

Mr. Scocozza. Senator, I appreciate your question and the
candor with which you delivered it, as I have always appreciated
your candor.

Senator Forp. I do not know any other way.

Mr. Scocozza. And I respect it. That was one of the reasons I ab-
breviated my statement, because I did not like the phrasing of that
individual section which made it look like we have just started an
ongoing review of all of the airports in the world.

We have and continue to have an historical record of reviewing
the security situation of all the airports in the world all the time
that U.S. carriers fly to or foreign carriers fly directly to the
United States.

What we are doing within the last week is updating all of our
information and making it absolutely current. Some of the infor-
mation we have on some of the airports is days old. Some of the



fs

3

4

69

&
information on some of the airports is 2 months old. So the situa-
tion in Athens, the situation in the other airports has to be a con-

tinuing study, an exercise we have to pursue with the Federal

Aviation Administration and the Department of Transportation.

With respect to Athens, though, Senator, our review of the situa-
tion there has always led us to believe that, with the redundant
systems that were in place—we were not satisfied with what the
Greek Government was doing in the terminal—we felt those inad-
equacies were resolved by the redundant exercises by TWA and
Olympic. This allowed us to continue to feel that the travelers to
and from the United States and Athens should not be alarmed.

Now, within the last few days we felt that it was necessary to
put a travel advisory in place, because one of our carriers, Pan
American Airlines, was having a problem getting its own redun-
dant system in place. And I do not want to put words in their
mouths; they should speak for themselves. But I think one of their
considerations in pulling out of Athens was that they did not feel
that the passengers might be as secure without taking the same re-
dundant measures that TWA and Olympic were taking.

I understand that the Greek Government has allowed Pan Am to
bring in their redundant system, and that will probably be in place
within a few days.

So the short answer, Senator, is that as we continue to watch
and monitor and review Athens, we are satisfied that the inadequa-
cies of the Greek Government system inside the building were re-
solved by the extra work being done by the carriers.

Senator Forp. That is a nice explanation, but as I listen to you,
then why is Athens an invitation? You know, you are satisfied with
the redundant work of the airlines, and that is your explanation,
but then your own security people sit at this table and say that
Athens is an invitation.

Now, something does not square here as relates to what you said
and what he has said, Mr. Vincent. Now, if you all are getting
ready to complement each other, that is a different strry, but you
will have to go back and erase the record because it is already on
the record.

So, Mr. Vincent, do you want.to square with the Assistant Secre-
tary, or what do you want to do here?

Mr. Scocozza. Before we go to Mr. Vincent, I would like to give
my comments on the word “invitation.” 1 think it was a poor
choice of words, but Mr, Vincent is free to choose what he feels is
appropriate,

Senator Forp. Like when you put something in the paper when
you make a speech, it was facetious and the audience laughed, but
the print does not smile.

Mr, Scocozza. That is absolutely right.

I think, Senator, what has happened is that all of the events sur-
rounding Athens airport has raised our sensitivities to that particu-
lar situation, recognizing that other events might take place, and it
wasg necessary to put a travel advisory in place. Let me make up a
fictitious country like “Ruratania.” They may have an unfortunate
intracountry security problem which may render their airport a se-
curity problem, yet it may be one of the finest airports in the world
with the best detection devices and everything else. So when we
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talk about problems or high-risk areas, they may actually involve
courllctiries that have some of the finest detection devices in the
world.

London Heathrow may pose a threat some day, and I hope it
never does. Rome’s, Fumicino, Paris, JFK—it all depends on the
actual situation surrounding not only the situation in the airport
but around the airport.

But I will defer to Mr. Vincent.

Senator Forp. When you say in the airport and around the air-
port, outside the sanitized area is basically where our problem at
Athens occurred; am I correct in that? You are saying yes.

Mr. Scocozza. Yes.

Senator Forp. How do we get beyond the building proper in
order to try to prevent storage of weapons or things of that nature
on the airline? You know, that seems to be as much of a problem.
The screening is typical or similar to what we have going on in the
airplane here. But then when you just do that, other things tran-
spire, and that, as I read the record and as I understand the brief-
ings, this is where our problem transpired. I do not know how you
get to that. Apparently, you have some things you do not want to
talk about as it relates to sanitizing outside the building proper.
That is the reason I think we ought to find out what is done out-
side the building proper. Yet, the word “invitation” is there. It has
been said. I think it is accurate. And since for the last 10 years the
problem has prevailed, and we have done nothing about it.

That does not mean that you are all at fault. Previous adminis-
trations are at fault, the same as this one.

Mr. VinceENT. Senator, one of the last comments you had made
there is that we have done nothing about it. We have done some-
thing about it. We have not invoked section 1114 or 1115, but we
would be remiss in our duties if we knew that Athens security was
inadequate and did not take any additional countermeasures. That
is not the case. We did. TWA did. Those things are not necessarily
unilateral on the part of the carrier.

The system operates in a very consultative mode. We and the
carriers get together, and we review those situations collectively,
and decide what is necessary. Seldom do we have to bring ourselves
to the point where we use the heavy hand of the regulatory aspect.
I mentioned one case in December 1983 where I issued, over my
signature on behalf of the Federal Aviation Administration, 2 days
before Christmas, an emergency amendment to the Federal air reg-
ulations requiring certain actions in several airports in the Middle
East on the part of U.S. carriers,

Now, as to whether or not ‘“invitation” was an unfortunate
choice of words, I think it was an unfortunate subject to bring up,
perhaps accurate, however, in the choice of words. And Athens is
not the only place in the world that this applies to.

You have countries by the very nature of the freedom that they
offer people, their own citizens and others to move within their so-
ciety, and we all value those freedoms of movement. But they also
by their nature offer the opportunity for others to operate within
an environment that does not perhaps control their activities and
movements ag we would like to see them,
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Now, I used Athens in that sense as an invitation because there

~ is a mix of all groups possible in the Middle East that live and op-
~erate in Athens.

Senator Forp. And work at the airport.
Mr. VincenT. And no doubt work at the airport. But you can say

- the same thing at most of the major European airports, except that

-~ they are more tightly controlled.

Senator Forp. Well, that gets back to the point with tighter con-

- trol. You have known it has not been there, and nothing has been
~ done about it. You talk about the bureaucratic process. You are re-
-~ luctant to exercise the bureaucratic process. Well, you are the only
- bureaucrat I have ever talked to who has been reluctant to exer-
- cise it, and let me tell you why.

The general public takes for granted that what they get off the

- shelf is safe, and what we have passed laws to do are adequate, and
~ they can expect certain things because the law is there. You know,
- we take for granted what the Government does, the general public.
~ The Federal Drug Administration, you know, what they do in rela-
- tion to drugs makes the medicine we get off the counter pure,
- wholesome and effective, and it will do what it says on the label.

You know, so you have got to counter that responsibility of being

- a bureaucrat, and you have exercised that apparently reluctantly,
'but a life endangered is something 1 think is more precious than
anything else. And as I understand it, the traveling public has no
~way to know what the problems are based on the present circum-
: 1s:iclamces. The traveling public has no way to know. We do not tell
-~ them.

Now, let me ask you this question. We talked about constituents

- calling, and I had a call identical to that, that you stop the air-
~ plane there, press a button, everybody goes to sleep. Then they
- come in and take the hijackers, everybody wakes up and goes on
 their merry way. It was a foolproof idea. I kind of liked it. There
. are some folks out there thinking.

But also he said when he called me about this, you never hear of
the Russians being hijacked. Well, haven’t the Russians had some
airplanes hijacked?

. Mr. VincenT. Yes, Senator, the Russians have. The Chinese
ave.

Senator Forp., Why do we not hear about the Russians?

Mr. VinceNT. It is the same as the other thing. In a closed socie-

i ty they do not choose to tell us because apparently they do not

wish people to know, But let me go back to the gas.
Senator Forp. Well, are we going too far in the news media by

publicizing this? There have been a lot of questions, and I think the
. news media has an opportunity, and they are trying to exercise
« that restraint, but they have got a story, and we believe in. telling
. that story. We do not believe in hiding things from our constituen-

But let us answer both of those questions.

Mr. Vincent, OK.

Senator Forp. I am talking about, then, your ability to perform
your service in the position that you hold the authority.

Mr. VincenT. OK. When I say reluctant to exercise that when

- that is not necessary. As a rule and almost without exception, any-

I
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thing the FAA goes to the U.S. industry and asks them to do in the
way of countermeasures posed by threats they willingly and quick-
ly abide by. A requirement is not needed. As a rule, that is simply
not needed.

Now, you can ask the industry as far as whether I am willing to
exercise that bureaucratic authority. I have done that on more
than one occasion in the time that I have been in this job. It is
typically not necessary, and if it is not necessary, then we will not
use the heavy hand. When it is necessary, we do not hesitate to do
so.

You mentioned the possibility of antihijacking aids on the air-
craft—gas, for instance, disabling gas. Unfortunately, in that sce-
nario that same gas would circulate through the cockpit area. Not
only would you have the cabin area people asleep or passed out,
but you would have the cockpit.

Senator Forp. If the airplane is stopped and the engines have
bg)en turned off, it does not make a hell of a lot of difference, does
it

Mr. VinceNT. You have to catch them in that mode first. For in-
stance, Algeria and now in Beirut it is not always possible to be
able to get them in a sterile area where you can operate. There are
many things that you can do when you do that. It is just not
always possible to do so.

Senator Forp. You did not get to the media and whether that
jeopardizes your ability to perform.

Mr. VincenT. The media, I will take that and then ask you for a
clarification on the remainder of the question. This is purely a per-
sonal opinion.

Senator Forp. It does not reflect the view of the department?

Mr. VincenT. Well, it is supported by a substantial amount of
theoretical data by the “terrorist experts,” and that is, if you did
not have the media playing.in the scenario, that you would not
have the terrorist incidents. If something happened and it did not
get publicized, what are you going to do about it?

They are playing to an audience. Any terrorist incident plays to
an audience, and the media contribute to that. Now, whether the
media and the free press in the western world should be restrained
from doing that by a government or whether they should restrain
themselves I will leave to the debate within the media.

If you refer to the TWA 847 incident, you can see within the
media now arguments, discussions about whether or not they are
contributing, pro or con. I personally have a feeling that with less
publicity on a particular thing, we would have less of a problem,
and I think that is evident.

May I ask you, Senator, to clarify the other question?

Senator Forp. I think you have answered them. The thing I like
about the press is that they are debating that themselves in their
own peer group. I think under our system they are going to make a
judgment of what is in the best interest of the safety of the Ameri-
can people; and I compliment them for that. I think that this is be-
ginning to grate on some just a little bit, if I can use a Kentucky
term, and I believe that they are going to come up with some kind
of a judgment, whether it is pool reporting or what. But I have a
great -deal of faith in the news media and the free press as they are
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beginning to debate what their responsibilities are as it relates to
safety. They have got a heck of a problem where it is a story, and
it needs to be told. You know, a lot of people are risking their lives
bringing that story to us, so I think it is good.

Let me go back to one other thing, Madam Chairman, is that
every bag, every box, every individual is screened coming into this
building or the Capitol Building. It does not seem to hold them
back too long that every purse is checked, every box is opened, all
of that is done in this building. I wonder how much that would
slow down the so-called sabotage situation as it relates to bags. I
know there would be more baggage probably, but I still think that
what we do in this building is routine. It is irritating to someone
who comes in every morning. You know, you see me every morn-
ing; yet, I have to open my purse and you have to look into it. And
I think it can be done, even though it would be somewhat distaste-
ful. It is a lot better than losing lives.

Thank you.

Senator KasseEsaum, Thank you very much. We appreciate your
testimony.

I would just like to say we are going to go to the 10-minute rule
for the rest of the hearing. Nothing against you, Senator Ford, but
we are taking a very long time with this very interesting testimo-
ny. But, as Senator Exon said, he was going to miss his 5 o’clock
flight if we did not move along.

Senator Forp. Tell him to take a later flight,

Senator KassesauM. Thank you. I think some very interesting
issues were raised. We appreciate your testimony.

Mr. Scocozza. Thank you for inviting us.

[The statement follows:]

SraTEMENT OF HoN. MATT Scocozza, ASSISTANT SECRETARY FOR POLICY AND
InTERNATIONAL AFFAIRS, DOT

Mr. Chairman and Members of the Subcommittee: I welcome the opportunity to
appear before the Subcommittee to discuss the need for a continued strong focus on
antihijacking measures throughout the world.

All of us deplore the tragic hijacking which occupies our attention today. This
type of barbaric behavior must be ended. We can, I'm sure, agree on that. In a
moment I will briefly outline the steps we are taking to improve our ability to deter
air piracy in foreign air trensportation. First, however, I want to assure you that
the air transportation security system developed by the United States is fundamen-
tally sotund and protects the traveling public. Let me elaborate on that point for a
moment.

During the late 1960’s and early 1970's, our nation experienced a surge of aircraft
hijackings. In fact, air piracy was a worldwide problem, The United States institut-
ed a massive “sky marshall” program designed to provide a meaningful deterrent.
Subsequently, sophisticated air carrier and airport security programs were institut-
ed including passenger screening requirements. Those requirements have proven
tremendously effective. For the past 11 years, almost 6 billion persons and more
than 7.4 billion pieces of carry-on baggage have been screened. This has resulted in
the detection of over 31,000 firearms, and almost 13,000 related arrests have been
made, In the process, at least 112 hijackings or related crimes have been prevented.

Domestically, our security programs have been an unparalleled success. Many of
our programs and requirements serve as models for the world community. Qur abili-
gy, however, to oversee a total security program,.as we do domestically, cannot be

uplicated in the international environment, nor would this extent of U.S. involve-
ment be accepted by many foreign nations. We can require air carriers serving the
United States—whether foreign or domestic—to meet FAA security requirements,
We have no authority over the foreign airports themselves. This is where the diffi-
culties arise. There is a wide disparity in the attitudes and degrees of responsibility
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shown by different countries in their administration of airport security, There is
also a different level of threat associated with different geographic regions of the
world. Consequently, what represents good security in a low threat region may be
inadequate where the threat is greater.

We are working closely with the Department of State in its anti-terrorist assist-
ance program to provide training and technical assistance to other governments in
their efforts to improve aviation security. We have found most foreign governments
cooperative and genuinely concerned for the safety of all passengers.

Unfortunately, the expertise has not been universal. Security conditions at the
Athens Airport, where the current hijacking had its genesis, have troubled us and
other nations for some time. FAA and State Department officials met on a number
of occasions with Greek officials regarding the need fo improve security at Athens,
particularly due to its location in a high threat region. We and others were general-
ly unsuccessful in achieving those improvements at Athens; hence, there was a need
for TWA to perform redundant screening at this facility.

As an outgrowth of a meeting between State and FAA officials with their Greek
counterparts last February, it appeared that some of the security problems might be
resolved. Unfortunately, the Greek government, while agreeing in principle, did not
move quickly to implement improvements. We have been in contact with the Greek
government since the hijacking and the Greek government has now made the com-
mitment to take steps to improve airport security.

Current events make it clear that additional efforts must be made to assure the
safety of our citizens when using foreign air transportation. In this regard, shortly
after the Athens hijacking, the President directed the Department of Transporta-
tion to take action on several fronts. First, he has instructed that, in conjunction
with the Department of State, we assess the feasibility of expanding our air marshal
capabilities, That study is completed and the Secretary has furnished a report to the
President on its conclusions. The President directed further that we assess the cur-
rent adequacy of security provided to our citizens at foreign airports. This informa-
tion was also provided to the President yesterday along with recommendations on:

The advisability of enhanced training for U.S. airline crews, with special empha-
sis on high-risk routes; Providing security coordinators on-board threatened flights;

Accelerating and expanding research and development of explosive detection and
hijack prevention systems; and

Enforced carry-on baggage security, calling for the physical inspection of bags.

I would note that we already have substantial information on international secu-
rity based on our normal oversight in this area. That information is now being up-
dated and supplemented through this current review.

The President also asked U.S. carriers serving Athens for a voluntary reconsider-
ation as to whether they should continue such service. Additionally, as you may be
aware, Secretary Dole is speaking this morning at the International Civil Aviation
Organization meeting in Montreal and will urge this organization—which repre-
sents 150 nations and most major air carriers—to take broad steps to improve inter-
national security.

Following our assessment of the adequacy of security at foreign airports, we will
have the technical data necessary tc recommend whether the Secretary should exer-
cise her authority to suspend—with the approval of the Secretary of State—air serv-
ice to any foreign airport.

This leads me to the importance of the legislative measure proposed by the De-
partment of Transportation which is pending before you. This legislation has been
introduced by request as S. 1343 by the chairmen and ranking members of the full
committee and the aviation subcommittee. If enacted, the proposal would strength-
en our existing authority under section 1115 of the Federal Aviation Act of 1958
which relates to the suspension of air service to unsafe foreign airports. It will make
clear that any suspension necessary for safety purposes may be done promptly with-
out the need to resort to potentially time-consuming consultation procedures. Fur-
ther, the bill expands the coverage of section 1115 to expressly include U.S. air car-
riers and carriers of third countries in addition to foreign air carriers of the country
in question.

Our legislation also complements the President’s directive that we review the
need for an expanded air marshal program by calling for a study by the Depart-+
ments of Transportation and State to be followed by a report to the Congress. Fur-
ther, the bill authorizes the appropriation from the Trust Fund of such amounts as
may be necessary.to fund ah expanded air marshal program. Finally, the bill pro-
vides DOT with the authority, subject to approval by the Attorney General and the
Secretary of State, to grant the power of arrest and the authority to carry firearms,
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eliminating the need to have our air marshals deputized by the United States Mar-
shals Service.

We believe the measures currently being taken and those we have proposed pro-
vide an appropriate response and make the necessary tools available to better deal
with the threat of air piracy and terrorism in foreign air transportation, The expedi-
tious passage of our legislative proposal will send a message that the United States
is prepared to take decisive action to deal with threats to our citizens and other per-
sons traveling anywhere in the world.

Before closing, I want to mention that the cooperation and support we have re-
ceived, and continue to receive, from all facets of goveérnment has been tremendous.
Not only have other Federal agencies offered to provide whatever assistance we may
find useful, but there has been an outpouring of support and offers of assistance
from the Congress as well. I assure you that we appreciate the support you have
provided, and we look forward to working with you on this most pressing issue.

That completes my prepared statement. We would be pleased to respond to any
questions you may have at this time.

Senator KassesauM. The next panel is Mr. Thomas Ashwood,
first vice president, Air Line Pilots Association; and Ms. Karen
Lantz, vice president, International Federation of Flight Attend-
ants.

It is a pleasure to welcome you to the panel. I understand, Mr.
Ashwood, you have a press conference at some point and would
like to testify and be able to leave shortly thereafter.

Mr. Asawoon. Thank you, Madam Chairman, if that is possible.

Senator Kassesaum. Thank you. Go ahead. We appreciate your
being here.

llf you could wait just a minute until the room will come to order,
please,

Thank you. Mr. Ashwood.

STATEMENTS OF THOMAS M. ASHWQOOD, FIRST VICE PRESIDENT,
AIR LINE PILOTS ASSOCIATION; AND KAREN LANTZ, VICE
PRESIDENT, INTERNATIONAL FEDERATION OF FLIGHT AT-
TENDANTS

Mr. Asawoop. Thank you, Madam Chairman, and thank you for
this opportunity of speaking before you. I do not have a prepared
statement, you doubtless will be relieved to hear. This is because
we have been busy addressing the problem since it has occurred.
And I would also, parenthetically, add that as Captain Testrate
was getting his 727 hijacked, the entire TWA airline was being hi-
jacked by Mr. Frank Lorenzo of Texas Air Corps.

Senator Kassesaum. Do I detect a bit of ALPA coming out in
that comment? :

Mr. Asgwoon. I believe it is called demagoguery, ma’am.

I would like to address this as a serious subject, and obviously it
is. And we are particularly concerned with the attention that is
being focused primarily on the hijack. One of the members of the
committee did reference the fact that there had been very little at-
tention paid to sabotage. And what we would like to emphasize at
this particular point is that the paradox that we are often trapped
in is that as you become successful in preventing hijackings, your
chances of sabotage increase proportionately, because if you pre-
vent them from taking your aircraft, they will attempt to destroy
them. And I think that is an important point that should not be

. lost in whatever legislation comes out; that it also embraces the
subject of sabotage in civil aviation.
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The sky marshal program has attracted a lot of attention both
from both Houses, the media and the general public. And as was
stated earlier in previous testimony, the Air Line Pilots Associa-
tion and our members indeed are vehermently opposed to any ex-
pansion of the current marshal prograni, and especially for the in-
troduction of a sky marshal program:.

I will address some of the comments that were made about E1 Al
It is an airline I am very familiar with. In fact, I just recently re-
turned from the Middle East and went through some security in-
volving El Al El Al is a particular anomaly in our system. It is a
small airline. It is indeed a formal extension of the Israeli air force.
It is from a country that is a nation at war, has been at war effec-
tively since 1948. They are dealing with a largely Israeli passenger
group that are accustomed to being targets. Indeed, they have a
2,000-year history, unfortunately, of knowing that they are targets.

The passengers that fly on El Al who. are not Israelis also expect
to a certain degree the inconvenience and the difficulty of passing
through their security systems. The type of systems that they have
introduced, which Mr. Vincent properly would not address in an
open forum, and I will not either, although I am familiar with
them, are systems that are not transferrable to U.S. carriers. They
just do not suit or fit the type of operation that we have in the
United States because of a number of reasons: The size of our oper-
ation, the number of airports that we fly into, the psychology of the
passengers that fly on our airlines, the pilots themselves. All these
factors do not allow this very, very good, admittedly good system
that the Israelis have to be transferred under our carriers—TWA,
Pan American, Northwest, all the other carriers that fly overseas.
And I cannot emphasize this strongly enough, that it is my belief
that had TWA 847 had an armed sky marshal on board, one of two
scenarios would have played out. One, he would have been foolish
and attempted to prevent the hijack from taking place. There
would have been gunfire at altitude, because there were automatic
weapons introduced on board that aircraft, and whatever weapon
he was carrying, whatever weapon load he would have would be in-
sufficient firing power against what he was up against.

Second, had he been sensible and just sat there, he uitimately
would have been discovered. And 1 can speculate that he probably
would have been the first victim of the hijackers to be thrown out
of the aircraft door at Beiruit.

We are opposed to sky marshals. We are opposed to guns on our
airplanes, whether they are good guns or bad guns, because the
bullet that gets fired and smashes into our avionics system or some
other delicate, vital part of the aircraft, it does not matter to us
which gun it came from. The fact that it has destroyed our ability
to fly the airplane is the important thing.

I will address some of the specific parts of the bill. In connection
with performance of air transportation security duties carry fire-
arms and make arrests without warrant for any offense. I think
that needs a lot of examination by international lawyers, which I
am not, because I am not sure what authority extends beyond the
25- or the 3-mile limit-around the United States.

I know in the past in domestic hijackings we have had a tremen-
dous legal problem in the courts in subsequent cases as to who had
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jurisdiction over which State, which State had jurisdiction. Was it
the State where the hijacking commenced or ended or where it
passed over? These are questions which I do not think has been
adequately addressed in this particular document.

- As far as weapons are concerned overseas, I know a number of
“countries, including Great Britain, which will not allow weapons to
come into their country, even authorized weapons by the Secret
~ Bervice, this type of thing. They are very concerned about having
" weapons introduced. Where are they stored: at airports? There are
a lot of practical problems involved in having an armed sky mar-
shal program. ,

_, One of the things we can do which is very positive in terms of
the bilateral aviation agreements that we have between the United
States and other countries, we would like to see as a standard
matter of form boilerplate language introduced and included in all
of those bilateral agreements that insists that both of us, the
United States and the partner we are making the bilateral with,
agrees to abide by certain security standards, and that the whole
bilateral would drop dead if there was a violation of those stand-
ards. This is a doable thing. I think the State Department are capa-
ble of doing this, and I am just a little upset that they have not
even tried up until this particular point on an overall basis.

I would like, if practical, for us to go back and reopen existing
bilaterals and see if we cannot introduce language into those bila-
terals whereby we agree with our partners in aviation that they
will maintain or we will maintain adequate security level at our
airports.

One of the most invaluable tools against hijacking and terrorism
and sabotage is something else that the Israelis enjoy, because
pound by pound they have probably one of the finest inteiligence
services in the world, and that is intelligence. We need better intel-
ligence than we are currently getting. We need a great deal more
cooperation between the various intelligence services—a problem
that does not seem to exist in Israel according to my observation.
They do tend to share the information amongst themselves, some-
thing that does not happen here.

We need more money, not a great deal of money. Security itself
is an intangible. If I had the defense budget, for example, if I did
not buy too many hammers or lavatory seats, I could guarantee the
security of every civil aviation aircraft in the world, but obviously
we are not in a position to spend those amounts of money.

What we are talking about here is something we can get our
arins around, something on the order of $20 million per year over
and above the current $10 million that is being spent. We need
money for expanded domestic operations. We need money to
expand our foreign assistance program, which is mandated by Con-
gress, incidentally. We need money for research and development
in explosives detection.

I think we heard Mr. Vincent testify just a little bit ago that we
are getting close to a breakthrough, and the only thing that is
' holding us back right now is the finances to perform the necessary
. function, the necessary research and the necessary development.

! 'We are probably within a year of finding some device which will
: detect the presence of explosives in packages, and you could well
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visualize what that would mean in terms of scanning the hundreds
of thousands of bags that flow through our system on a daily basis,
because to attempt to do it by hand—and we have experimented
with this—it boggles the mind.

You already know our airports are jammed. We are about push-
ing on the outside edges of the envelope that we exist in right now.
On an average flight that is 100-percent checked takes 3% hours to
board, which would be impossible under our present scheduling
and our present system. And we are practical people. We recognize
the fact that there will always be a dichotomy between perfect se-
curity and the commercial reason for having an air transportation
system. And we have to find some compromise in the middle that
addresses the major concerns of both those areas.

QOur foreign policy, that is another area where we could help our
security. Diplomacy, international agreements. There are currently
three protocols—The Hague, Montreal, and Tokyo conventions—
which address the question of air piracy, but none of them, not one
of them contains a single element that requires conformity to
them. Not one of them has conformity required to them.

The Bonn agreement, I believe that some 14 nations have signed
on to that now. There have been several attempts to invoke it. It
just does not work because nations will not live up to the grand
promises they make when they sign these agreements. Maybe we
shoulg look at what we are doing internationally in that particular
regard.

But what I do fear most of all is that we will overreact. If we
take our open society and we close it, then the terrorists have won;
they have accomplished their goals. So whatever we do, we should
do it very cautiously, and we should not do it in a hurry.

Aviation is but one of the elements that we are facing right now,
and as we close down the targets in aviation we must be ready for
it to oceur elsewhere on trains, buses, cruise ships. We have in
fairly recent history a cruise ship that was hijacked. I believe that
was back in the days of Salazar, who was Premier of Portugal,
probably about 25 years ago.

But one of our most powerful weapons against it I suggest ‘are
economic sanctions. We hear the cries about, you know, nuke them
'til they glow, but I prefer that we embargo them until they go
bankrupt. And this is where the State Department has been very
timid in its approach toward the host nations of terrorism and the
people that accept them.

With that, Madam Chairwoman, I will conclude my remarks and
ask you if you have any questions.

Senator Kassesaum. Thank you, Mr. Ashwood. I know you have
to leave. I will be brief. I have just one question.

You have indicated that perhaps we have been too timid regard-
ing economic sanctions and the possibility of renegotiating our bi-
lateral agreements. Do you think that we have been too timid to

use the existing authority that we have?
~ And, we have just heard testimony that the Secretary of Trans-
portation can revoke certification, and we know that there has
been some concern, I think going back to 1980, that the Athens air-
port was not following the ICAO standards of security. It was not
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just a question of redundant systems. There were other aspects of
the ICAQ security guidelines that were not being met.

Should we have revoked the Athens certification at that point to
show that the problem should be more forcefully addressed?

Mr, Asawocn. We should have made a first step of warning the
Greek Government that we were planning to do this, that we were
fixing to do it, and we should have given them a specific period of
time in which to correct, to clean up their act, as it were.

The difficulty does not lie so much in that particular area. On
any given day, you can have bad security or good security at an
airport. It depends upon the human factor, the crew that is on that
day, the supervisor, whoever is in charge.

So I could run you through all the airports in the world and then
come back the next day and you will see a difference in the securi-
ty level that exists there. But it is really a question of the will of
the authority that is running the airport or the Government that is
running the airport, as to whether they plan to provide it or not.

Now, over a period of time a pattern wiil develop and you can
ascertain indeed that they are not willing to do the job properly,
and Athens is one of those cases. I believe perhaps we should have
made threats earlier, but part of the difficulty exists in the fact
that we have a very small force to keep tabs on such situations.

I mentioned earlier that we have the FAA Security Divigion, and
my association is not in the habit of finding things to say about the
FAA which are pleasant. This is an exception. It is an exceptional-
Iy» fine subdivision within our Government. They are fine public
servants, but they are very small in number, they have very limit-
ed resources.

You are talking about a $10 million budget and they are covering
550-0dd airports in the United States, a foreign assistance program,
R&D or: explosive detection. And I would suggest to you—and obvi-
ously yod know about these things much better than I do—-that $10
million does not buy you very much in the world today.

They do need exira money, they need extra personnel. And I be-
lieve that if they are provided with that—and I am talking about
in terms of $20 million a year to perform those additional func-
tions—I believe that our security can be enhanced by an enormous
amount,.

The sky marshal program ig going to cost, I do not know, hun-
dreds of millions of deflars, T think, before it is over with, if it ever
gets started. I ask you, plegse, if you are going to spend even one-
tenth of that money, to spend it in an area where we get much
mote back for it.

Senator KasseBauM. I really do not know if it is wise to get into
this too far, but there are some other airports standards of safety
are be very questionable. And, if they are not presently meeting
the ICAO standards, which are not beyond the ability of every air-
port to reach, should certification be revoked?

Mr. Asuwoob. Yes, madam. And in fact, if it is not I think you
will find the pilots of the world will react if the governments will
not, as we did in Moscow after Korean 007.

Senator Kassesaum, Thank you very much.

Senator Exon, Thank you, Mr. Ashwood. Just two questions.
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First, do you think that there is any benefit-—i understand the
pilots’ bjection to air marshals. I share that to a gyreat extent. Cer-
tainly it would be better if we never had any guns of any kind,
hand grenades or bombs on aircraft.

Do you not think that, though, there is some deterrent value in
the threat of an air marshal, a sky marshal being on an airplane, if
a planned hijacking were to take place? In other words, what I am
saying is, if we never had a single sky marshal with a gun going on
an airplane, but if in fact there was a perception that they were
there, 1s that not some deterrent to hijacking?

Mr. Asawoob. No, sir, and let me explain why, if I can give you
a quick scenario. If I knew that there was a sky marshal aboard,
one or two or even three, an unknown number aboard a flight that
I wished to take, what I would do, I would take that aircraft, but I
would have colleagues with me on board the aircraft who would be
sleepers, what we call sleepers.

And I would allow the sky marshals to reveal themselves in op-
position to me as the hijacker, and once they have revealed them-
selves then the sleepers I had amongst the passengers would in fact
take over. This is the standard procedure.

This is part of the terrorist training manual, and I mean that lit-
erally. It is part of the terrorist training manual. You can force the
sky marshals to reveal who they are, if you do not figure it out al-
ready, because he is the guy that does not drink, does not watch
the movie, and does not take his jacket off.

Senator Exon. Then are you not saying, along the lines of the
questioning that I tried to follow earlier, that in the days of yester-
year when we had a lot of one-armed hijackers going to Cuba, we
have got a somewhat significantly different situation today with
the sophistication and the training that hijackers go through,
whicl; makes marshals that much less effective than they once
were?

Mr. Asawoob. Yes, sir, I agree.

Senator ExoN. One last question. How do you feel the individual
airlines discharge their responsibility for maintaining security? Do
all or some of them take this seriously, or is the general rule that
the airlines leave security pretty much up to the airports that they
are about ready to fly away from with a load of passengers?

Mr. Asawoob. Again, I am seldom in a position of saying some-
thing nice about management, but I do believe that the airlines, at
least on the properties where my union represents the pilots, do
perform the security duties more than adequately. I believe they
put more into it than is actually required minimally by the Federal
regulations. We are satisfied with what they are doing.

We would like to have some more things done, but they are not
apparently required.

Senator ExonN. But basically you think that the airlines are
taking whatever responsibility they have quite seriously?

1V<Ilr. Asawoon. Yes, sir. I would have to give them a good passing
grade.

Senator Exon. Thank you. ;

Senator Kassesaum, Senator Riegle.

Senator RieGLE. I just wanted to say that I appreciate your testi-
mony and I find it interesting and valuable to me, and I appreciate
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the directness of it as well. And I think you pose some important
questions about how effective and all the pluses and minuses that
would be associated with sky marshals as we would think of them
out of the previous experience.

I thought, however, the Department, the people who were here
before you, were indicating that another—it may be possible to sort
of envision the function in a different way, and that is that there
might be a person there, and particularly in high-risk areas, who is
responsible for a certain aspect of security work and check out
b«lefore a flight is even boarded or as the boarding process is taking
place.

In other words, there can be, I think, other functions for a kind
of security person, than just trying to overpower somebody who is
trying to take over a plane. It seems to me the real effort here
ought to be on prevention, that is to sort of biock it before it hap-
pens.

So it may well be that you could have a security person available
in higher risk areas who literally is added to the security precau-
tions that are there now as another set of eyes and ears and capa-
bilities, to try to prevent these efforts from being successful.

Mr. Asawoob. Yes, you are talking about a security coordinator,
We already have one. We call him or her the captain. And we are
talking about a question of training. We already have highly
trained crews. There is not a single incident that I am aware of,
hijacking incident I am aware of, where the crews, the cockpit and
cabin crews, have not behaved in an exemplary fashion, and that
was with the minimum amount of training that we all receive,

The flight attendants are usually the first line of defense, and
sometimes the only line of defense, you have against hijackers, and
they are the ones that first of all realize a hijacking is going on
usually. They have very minimal training, and yet we have inci-
dent after incident where afterwards in the debriefing you realize
that they have prevented it from turning into a disaster.

Now, I would suggest that if they can perform to that level with
the minimal amount of training that they receive, that given more
detailed training, better training, how much better could they do?

Senator RiecLe. That is the question. Obviously something was
not adequate in Athens with the TWA flight. But I do not ascribe
that to the pilots or the crew. Everything we have seen from them,
as_you say, has been exemplary in terms of how they performed.

But somebody did not get something done and it happened, and
it suggests to me that there is some important missing elements
there, and I am interested in finding out what those are and how
they get added. In a sense that case by itself is an illustration of
the fact that the captain and the crew, no matter how diligent they
are or were in that case, were not by themselves sufficient to pre-
vent that from happening.

And so clearly, there aré kinds of breaches that are occurring
that have to be blocked in some other fashion. You know, I like the
positive suggestions you have made and I think you are right in
terms of the fact that we have to devote the resources and take the
other steps that you have suggested.

But I guess I am inclined to say that there have been enough in-
cidents here to simply say that the captain and the crew can basi-
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iallly get the job done, I do not think they can. I think they need
elp.

Mr. Asawoon. They do need help, but I believe that the TWA
847—and I believe it is based on intelligent speculation, at least—
that those weapons were introduced from the operational side of
the airport.

Senator RirgrLe. Well, maybe that is where the additional securi-
ty person ought to be applied. If the captain is——

Mr. Asawoobn. But not on the flight, sir. I would like to see those
additional security people at the airports on a permanent—what-
ever the hours of operation of the airport are, I would like to see
them operating at that particular point in time.

I do hope you do not think I am being rude, but I have to tape a
session with my own Congressman on the other side of the Hill.
But anytime I would be willing to come back and answer any ques-
tions to you individually.

Senator KasseBauM. Thank you very much, Mr. Ashwood. You
are the one I was referring to when I said that there were many
who had been actively involved. I know you have been abroad and
just returned, and have been working very hard on this. We appre-
ciate you giving all this time this morning.

M.-, Asawoob. Thank you very much.

Senator KasseBauMm. Ms. Lantz, it is a pleasure to welcome you.

Ms. LanTz. Thank you. Madam Chairman and members of the
committee:

I am grateful for this opportunity to appear before you today. My
name is Karen Lantz and I am the national vice president of the
Independent Federation of Flight Attendants, a labor organization
representing TWA'’s flight attendants. In addition to my duties as
vice president, I have been one of the individuals on behalf of IFFA
responsible for providing assistance to those flight attendants who
_ were held hostage aboard TWA flight 847,

The assistance provided by IFFA has included not only repre-
senting the crew during the investigation of the incident itself, but
also the organizing of a joint TWA-~IFFA hostage hijacking trauma
counseling team to address any possible problems that may arise as
a result of the crew’s ordeal.

Also with me today is Mary Ellen Miller, the safety and health
director and legislative director of IFFA. We are here today on
behalf of our membership to offer our comments and observations
with respect to S. 1321 and 5. 1326 and H.R. 2796.

IFFA is the exclusive bargaining representative of the approxi-
mately 7,000 flight attendants employed by Trans-World Airlines.
Although based within the continental United States, our members
serve as working crew members on board all TWA domestic and
%ir;tetrnational flights, including those to Europe and the Middle

ast.

IFFA and the flight attendants we represent have a longstanding
concern for and strong commitments to not only flight attendant
safety, but also to the safety of all airline personnel and each and
every member of the traveling public. Since its inception, IFFA has
urged the passage and adoption of meaningful laws and regulations
directed to ensuring the security, safety, and protection of all in-
volved in the airline industry.
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The primary responsibility and obligation of all flight attendants
is to provide for the safety of passengers. We are trained, compe-
tent safety professionals who are most sensitive to existing safety
issues and concerns. As international flight attendants, we have a
first-hand opportunity to routinely- witness the airport security
measures in effect at various airports throughout the world.

It is because of our longstanding concerns that we offer our com-
ments on the legislation that has been proposed. Our comments are
based upon our collective experience, informed judgment, and
unique perspective as working crew members aboard international
flights. Unfortunately, our comments are prompted by the fact that
we are once again forced to witness flight attendants and crew
members, airline employees, and passengers being killed, seriously
injured, hijacked, and held hostage.

Recent events, including the hijacking of TWA Flight 847, the
bombings at the international aircrafts in Frankfort and Tokyo,
and the shocking loss of an Air India jumbo jet with over 300 pas-
sengers and crew members aboard, confirm our belief that this
Government must take immediate and decisive action to ensure its
ability to protect all citizens traveling abroad.

The proposed legislation is a step in that direction. However, in

certain respects it does not go far enough in addressing the real
problems that exist.
First, the use of air marshals, or what is commonly known in the
' industry as sky marshals, ‘as proposed in Senate bill 1326 and by
the Department of Transportation, may be well intentioned and
may serve as a step in the right direction. However, it is misdirect-
ed and woefully inadequate.

What is needed is the development of more effective measures to
prevent potential hijackers from bringing weapons on board the
aircraft in the first place. Putting sky marshals on hoard does not
address this problem. Moreover, their presence on board the air-
craft, no matter how well trained, may only serve to actually in-
crease the danger and risk of injury to passengers and crew mem-
bers, and their presence on board the aircraft during a potentially
volatile hijacking episode obviously raises the possibility of an ex-
change of gunfire in the cabin and increases the risk of rash and
unnecessary actions by terrorists.

In this context, IFFA believes that a preventive measure that
would serve as an effective deterrent to hijacking would be the re-
striction of carry-on baggage. Although the enforcement of rules re-
quiring more frequent opening and physical inspection of carry-on
baggage would be helpful, that depends upon the human element
and leaves v «om for human error.

A more eftéctive measure would be simply to limit the number of
carry-on bags permitted on board the aircraft, thereby limiting the
{)nearés by which terrorists may smuggle weapons and explosives on

oard.

Presently pending before the Federal Aviation Administration is
a petition to restrict the number of carry-on bags permitted on
board aircraft. We would encourage this committee to instruct the-
FAA to immediately take action to implement such a restriction.
Certainly, any perceived inconvenience that may be experienced by
passengers being required to check their carry-on baggage certainly
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is far less than the inconvenience experienced in becoming an un-
willing participant in or a victim of a terrorist hijacking.

Second, we believe it absolutely critical that security provided by
foreign governments at foreign programs be made more effective.
In the event that foreign governments are either unwilling or
unable to secure their airport facilities, Congress must be prepared
to authorize action being taken against them.

However, we feel that a more effective method of securing coop-
eration and implementation of stricter security measures would be
to restrict U.S. air carrier flights to and from those foreign airports
until such time as adequate security measures are implemented. A
measure such as this can only be implemented by Congress, as it is
unlikely that the airlines would be willing to voluntarily take the
required action on their own in the competitive market that pres-
ently exists because of their concern with corporate profits and the
potential loss of revenue.

By Congress implementing such ‘a measure through appropriate
legislation, no air carrier would have a competitive advantage over
other carriers. A case in point is TWA’s recent announcement that
security in Athens was more than adequate, an apparent attempt
by TWA to minimize the apparent concerns expressed by the trav-
eling public. TWA’s recent announcement is in direct conflict with
the conclusions reached by other airlines and studies conducted
over the past several years.

Passenger and crew safety, and not corporate profits, is our para-
mount concern, and we assume it is the paramount concern of this
committee. To this end, we believe this would result in immediate
action being taken to ensure adequate security at foreign airports.

If such a measure would not accomplish this goal, we would sug-
gest this committee propose legislation that would put uncoopera-
tive foreign governments on notice that the flights of their air car-
riers coming into the United States would be severely limited until
such time as their airport security is sufficiently improved.

Third, any proposed legislation should consider the FAA’s devel-
opment and promulgation of standardized antihijacking guidelines,
procedures, training programs, and reporting requirements in
order to assure well-trained, qualified and capable crews on all
international flights.

Without question, all reports indicate that the five flight attend-
ants on board flight 847 were all highly trained and capable safety
professionals who deserve the highest praise for their actions.
Their experience and insight must be analyzed and reviewed and
hopefully incorporated into standardized training and antihijacking
procedures.

At present, the training available to flight attendants varies
from airline to airline. We believe the standardization of emergen-
cy training and emergency procedures would greatly enhance pas-
senger safety in the event of a hijacking.

Therefore, we would urge this committee to consider legislation
and instruct the FAA to immediately begin development of stand-
ardized training and procedures to ensure that all flight attendants
and all pilots of all U.S, air c¢arriers receive uniform and complete
training in antihijacking techniques. The experience and observa-
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tions of the TWA flight attendant crew on board flight 847 should
be considered in reevaluating and developing such standards.

Finally, I am compelled to bring to this committee’s attention a
problem that has arisen as a result of the hijacking of TWA flight
847. Flight attendants who are most familiar with the inadequacies
of the security provided at some foreign airports have expressed
grave concerns about their being required to work flights bound for
these destinations.

In fact, in some instances there are individual crew members re-
fusing to fly into Athens. It is my understanding that these crew
members are being instructed by the airlines to take these flights
irrespective of the apparent dangers that presently exist, subject to
their being disciplined or discharged for their refusing to do so.

Threat of discipline or discharge in such circumstances is uncon-
scionable. Flight attendants and pilots alike are entitled to safe
working conditions and are entitled to be provided with a safe
working environment. We believe it critical that any proposed leg-
islation address this problem and assure that employees who in
good faith believe that their working conditions or place of employ-
ment has been unreasonably dangerous cannot be penalized. In
this connection, we note that title 5, section 502, of the Labor-Man-
agement Relations Act provides some measure of protection for
those employees faced with such a dilemma.

We believe it incumbent upon this committee to suggest that any
proposed legislation include at the very least similar protection for
those employees whose lives literally may be placed in jeopardy be-
caufe of the very real dangers involved in flying into foreign air-
ports.

Madam Chairman and members of the committee, this concludes
my testimony. I appreciate the opportunity to appear before you
and I will be happy to answer any questions that you may have.

Thank you.

Senator Kassesaum. Thank you, Ms. Lantz.

Did I misunderstand you or did you say that there should be no
carry-on luggage, that all luggage should be checked?

Ms. LanTz. We believe that it should all be checked.

Senator KasseBaumM. But carry-on luggage, of course, is the only
luggage that today is checked through a metal detector. So I
assume you are not saying that for——

Ms. LanTz. We believe that checked luggage should be screened
as well as carry-on luggage. But we definitely, for both safety and
security reasons, believe there should be no carry-on luggage what-
goever.

Senator KasseBaum. It has been suggested today in a speech
given by the Secretary of Transportation that there be a security
coordinator on all flights. Do you feel that is necessary?

Ms. Lantz. We believe that all of the crew, both pilots and cabin
attendants, should receive sufficient training, that they would all
really be a security coordinator. First of all, it is impossible for one
person to be aware and to watch everything that is going on on
board an airplane while it is on the ground and being serviced.

You have airplane cleaners, more than one. You have normally
more than one galley which is being loaded and secured at one
time. Even on a small airplane such as a 727, it would be absclute-
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ly impossible for one individual to be aware of what is going on and
be able to visually watch every single person who is on board the
airplane.

Senator KasseBauM. What do you do now when you have a diffi-
cult passenger situation? Do you call the copilot?

Ms. LanTz. We are trained to handle that ourselves. We do have
the ability to contact the captain if it is a particularly unruly pas-
senger. However, we have been trained to handle difficult situa-
tions with passengers ourselves.

Senator KasseBAUM. I know that there are times when you have
to handle extremely obstreperous and difficult passengers, and I
did not know what your fallback position was.

Ms. Lantz. Our fallback is, if we cannot handle it ourselves, we
do have a lead position on board the aircraft, in fact all aircraft
except for narrow-bodied domestic flights, in which you can ask
somebody else to intervene on your behalf. And of course, if worst
comes to worst, you do have the pilot to fall back on.

Senator KasseBaum. What can he do?

Ms. LanTz. Sometimes just the authority of a pilot speaking to a
passenger will sometimes calm the passenger down. That is not
necessarily the case in point. However, one of the ways that we do
handle that is by asking the pilot to radio ahead and ask for Feder-
al authorities to meet the airplane.

Ms. MiLLer. We can also request that they put the airplane down
at the closest airport and to have the person arrested if necessary,
and that does happen on occasion.

Senator KasseBaAuM. When you talk about standardized training,
is there anything in the training now that pilots use to notify air
control towers that there is a particular problem on board?

Is this something that you can——

Ms. LanTtz. I remember in the late sixties and early seventies
when the rash of hijackings were taking place there were different
codes. As far as what is happening right now and what our train-
ing is, again, like Captain Ashwood and the Department of Trans-
portation people, we would not want to go into great detail into ex-
actly what our training and procedures are as far as hijacking goes.

We do know that, from speaking with flight attendants and
union representatives from other airlines, that not every single
flight attendant group from each airline is being told the same
thing, and we think it really is necessary that the procedures be
standardized.

Senator KasseBaum. Thank you very much.

Senator Exon.

Senator ExoN. Just a comment, Madam Chairman.

I was particularly interested in your suggestion that we limit, no
baggage. An airplane is almost like a zoo today, it seems to me. It
is not uncommon at all to see somebody come on board an aircraft
with a suitcase with straps on it in one hand and a bag with straps
on it in another and two briefcases.

And at least at one time, did we not have a regulation that the
only thing you could carry on an airplane was what you could put
undezt_'ne%th the seat in front of you? Was that not a regulation at
one time?
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Ms., Lantz. That was a regulation at one time. However, the air-

| lines, to increase their marketing capability, advertised such things
'~ as carry-on luggage racks. They have enclosed the overhead bins so
. that you can now put luggage in the overhead bins.

Many aircraft, especially your wide-body aircraft, were specifical-

ly designed with carry-on garment bag space. And T have seen
. carry-on garment bags that a passenger can barely carry, much
- less be able to hook up onto a hook and safely stow.

Senator Exon. In other words—that was my next question: The

airlines have encouraged—they do not have to handle the bags if 1

t

- carry them on, and I like it because I can get in and out of the

airport that much faster and I do not have to wait in line for the
baggage. I think that is a salient point.
You did also touch on the fact that you felt that all checked bag-

- gage should be screened, and I strongly agree with that because I

~am very fearful that that might be our next most important thing

e

- that we are going to hava to deal with. Once those things get start-
' ed, it seems like these fads do catch on, and I think that is a par-
- ticularly frightening thing.

I am wondering if—in that regard, I heard that in one airport—

. it is a foreign airport and I do not remember where it was—but the
- bags are checked, but the bags are then placed outside the aircraft,

and when the passengers come out to get on the airplane they

'~ identify, that is my bag and that is my bag. And when that hap-
- pens the bags then are loaded into the cargo area of the aircraft.

That means then if there is any bags sitting out there after the

. airplane is fully loaded, they find out whose bags those are. That

may be an extreme measure, but I believe some foreign country is

. doing that today to protect this proposition of someone putting un-

wanted or dangerous baggage on an aircraft.
Do you know what country that is, or have you heard of that?
Ms. LanTz. I am not sure it is a particular station. I believe it

%may be the procedure of a particular airline. I do know that in
' some situations TWA has also implemented that type of a proce-

dure, perhaps if they received a bomb threat or something.
I know I have been a flight attendant on board a flight where

- the airline and/or the airport requested that that type of procedure
- be done for a particular flight or flights.

Senator ExoN. From your knowledge would it significantly slow
down the loading of aircraft if we had x-ray machines that bags

- that are checked could just pass in front of? They can do that very
! rapidly, can they not?

Ms. LanTz. That is true. And I have to remember, in the 1970°s

- when we were talking about screening passengers and carry-on lug-

gage, that was everybody’s concern, that it is going to take forever

' to board the aircraft, that there would be delays, that people would
have to go to the airport earlier.

And yet, in the past 11 years it has become a way of life. We
expect this. And I cannot help but think that if it does incur delays
into the future, we will learn to deal with it, We cope very well
with change. Yes, people will complain at the beginning, and yes,
there will probably be lengthy delays in the beginning.

But as soon as the procedure becomes standard, becomes com-

' monplace, becomes expected, people will start to expect it to
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happen and deal with it, as they do the screening of themselves
and their carry-on luggage today. :

Senator Exon. Do you not agree—at least my experience has
been that they clear my carry-on luggage a whole lot quicker than
they clear me. I mean, I have to wait until the person ahead of me
goes through that gate. So I do not believe any delays at the air-
port are basically because of the screening of the carry-on baggage.
It takes longer to screen the individual, even though it is supposed
to be a simple thing of walking through.

Ms. LanTz. Hspecially when you have a number of passengers
who start the buzzer going off because of keys or coins or whatever
in their pockets, yes.

Senator Exon. It has never happened to me.

Thank you, Madam Chairman.

Senator KassesauM. Senator Riegle.

Senator Riegle. Thank you, Madam Chairman.

I want to pursue two things with you just briefly. One is on the
issue of sabotage, which is a new kind of threat. When I think of
the 329 people that were lost in the Air India flight, I think if they
could have the option of having the baggage checked and be back
here alive and well, they would be quite willing to put up with
whatever delay there was in making sure the baggage was safe and
there was not a bomb aboard.

So I think we are going to have to find a way to do that, and I
think it can be done efficiently. I think that is actually an easier
task than taking somebody, whether Senator Exon or myself or
whoever, through the walk-through system with the hand luggage
and so forth. I think it probably would even be more efficient when
you line up bags coming down a conveyor with some kind of a pho-
tographic x-ray type device to be able to see what is there, bicause
I expect that we are going to see more of this, I am sad to say, but
I think we are likely to.

The pattern of bombing all over the world is increasing at an ex-
ponential rate in all different kinds of forms, including right across
the street at the U.S. Capitol not that very long ago. So it seems to
me we are going to have to do that.

Now, I had to step out of the room for a call, but I understand
you said, while I was taking that phone call, that airline crew
members who have refused to fly into high-risk areas, like the
Athens airport, are apparently threatened with dismissal by the
airline. Is that correct?

Ms. LanTz. That is correct. I have had a number of our members
call me with their concern about flying into the Middle East and
that they did not want to take their flights.

And when I spoke to our company regarding that I was told that
if the airline operates the flight they consider it safe, and it is part
of their job and responsibility, being the flight attendant’s job and
responsibility, to operate that flight as well. And if they absolutely
refused, then they could be charged with insubordination and could
be subject to discipline and/or discharge.

Senator RiecLe. Has that happened to anybody you know?

Ms. LaNTZ. So far, no.

Senator Riegre. Well, I would hope that would not happen.
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Ms. Lantz. I hope so, too. I think that is one arbitration we
would win.

Senator RiecLE. Well, I appreciate your testimony today and the
suggestions you have made to us.

Senator Kassesaum: Thank you very much.

The next panel: Mr. James Landry, senior vice president and gen-
eral counsel of the Air Transport Association; Mr. Richard Lally,
director of security, Air Transport Association; and Mr. Doyle
Reed, chairman, security committee, Airport Operators Council
International.

Mr. Paul Letersky, vice president of audits and security, Pan
American World Airlines, was to have testified, could not be here,
and I would like to request that his full testimony be made a part
of the official record of the hearing.

Welcome. Thank you for your patience in going through the long
hearing this morning. Mr. Landry.

STATEMENTS OF JAMES LANDRY, SENIOR VICE PRESIDENT AND
GENERAL COUNSEL, AIR TRANSPORT ASSOCIATION; RICHARD
LALLY, DIRECTOR OF SECURITY; AND DOYLE REED, CHAIR-
MAN, SECURITY COMMITTEE, AIRPORT OPERATORS COUNCIL
INTERNATIONAL '

Mr. Lanpry. Thank you, Madam Chairman. My name is James
E. Landry. I am senior vice president and general counsel of the
Air Transport Association of America [ATA], the trade and serivice
organization of the U.S. scheduled airlines. I am accompanied by
Richard F. Lally, ATA’s director of security.

Cur airlines members account for about 90 percent of the total
revenue passenger miles for all U.S. scheduled air carriers domesti-
cally and internationally, and 17 of our members provide regularly
scheduled passenger and cargo. air service between the United
States and more than 70 countries.

On behalf of our member airlines, which are critically important
instruments of U.S. commerce, we commmend the subcommittee for

‘responding so quickly and responsibly to the recent despicable acts
of terrorism directed against air transportation.

Among other matters, we are pleased to have this opportunity to
discuss with the subcommittee the regrettable fact that there are
serious flaws in the international community’s enforcement of trea-
ties related to crimes against aviation. We hope that these hearings
and other congressional interest will help the executive branch in
its efforts to remedy this situation.

The technological and productivity success of today’s commercial
aircraft in transporting hundreds of millions of people and millions
of tons of freight and mail throughout the world have given the
product we sell—air transportation—a visibility undreamed of when
the ingdustry began. Because civil air transportation has been the

- innocent victim of vicious acts of terrorism, it must be accorded the
. highest level of governmental concern and protection on a world-
- wide cooperative basis. While we are taking all prudent and practi-
~ cal measures to protect our passengers, shippers, and personnel, in
-~ the final analysis these crimes against mankind must be brought to
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an end through effective and affirmative actions, and enforcement
by the community of nations.

The foundation is in place for that essential cooperative effort.
We urge our Government and all other responsible governments to
build upon it swiftly and resolutely. First let us focus upon that
foundation—a trilogy of treaties drafted between 1963 and 1971 re-
flecting the collective determination of civilized nations that crimes
aboard aircraft, hijacking, and sabotage would not be tolerated.

The Tokyo Crimes Aboard Aircraft Convention of 1963 has now

~ been ratified by 120 nations. The Hague Anti-Hijacking Convention

of 1970 by 125, and the Montreal Sabotage Convention of 1971 by
92. On their face, the Tokyo, Hague, and Montreal conventions
would appear to have the cumulative effect of eliminating safe
havens for aircraft hijackers and saboteurs.

But as early as 1973, it was recognized that there still remain
some sanctuaries for the perpetrators of crimes against air com-
merce. After some preliminary meetings, the nations of the world
assembled in Rome that year in an effort to draw up an additional
treaty providing agreed sanctions against such safe haven nations.
Regrettably, the time was not then ripe for such a step and the dip-
lomatic conference dissolved in angry polemics and a frustrated
vision.

A number of the world’s major aviation powers, however, were
not willing to accept this rejection, and we were subsequently grati-
fied to see the antihijacking declaration announced by the seven
world powers gathered at the economic summit meeting in Bonn in
July of 1978, That declaration contemplates the cessation of com-
mercial air service to and from any country that harbors airline hi-
jackers. In the months following the Bonn declaration, at least two
dozen other nations made public or private statements of support
for that approach. Yet, in the 7 years since that dramatic an-
nourllcement we have seen little or no implementation of that joint
resolve.

We in the airline industry sense that civilized society will no
longer countenance a surrender of the world’s governments to the
traditional cliche that one man’s terrorist is another man’s free-
dom fighter. We believe that the time is ripe for a renewed effort
to put the necessary teeth in the three treaties outlawing these ter-
rible crimes by establishing joint, appropriate sanctions for nations
that give comfort to the perpetrators. It can be accomplished by an
expansion of the Bonn declaration—and a willingness to implement
it, or by the drafting and bringing into force of a new treaty simi-
lar to the aborted 1973 effort in Rome.

At the same time, there must be swift and resolute action to put
some teeth in the standards and recommended practices set forth
in annex 17, the security annex to the Chicago convention. If those
standards are enhanced and universally followed, we will see the
emphasis placed when and where it should be—on the ground,
before the plane takes off, before the would-be hijacker gets
through the screening point, and before the would-be saboteur’s de-
vices are placed aboard the aircraft.

To that end, ATA member airlines have instituted additional se-
curity measures in cooperation with the Department of Transporta-
tion, the FAA, and other appropriate authorities. These steps in-
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clude intensified screening checks and an ever-heightening security
awareness on the part of all of our ground and flight personnel.

For the Government’s part, we applaud the new priority that is
- ‘being assigned to research and development in the detection of

weapons and explosives that might be smuggled aboard aircraft.
~ We have urged this for many years and we would suggest that,
consistent with our belief that the greatest emphasis must be
~ placed on actions on the ground before the criminal act, a useful
~ role can be played here by the newly revitalized corps of Federal
_ air marshals or other well-trained governmental aviation security
. experts. ,
~ While we recognize that a selective use of highly trained air mar-
 shalls on appropriate flights can be an added deterrent, we concur
- with those, including our pilots, who are convinced that a major ex-
. pansion of the program to ensure that air marshalls routinely ride
 shotgun on our flights would be unwise.
- It would be wrong to convey a perception that air marshalls pro-
- vide the ultimate answer to this problem. Moreover, the introduc-
_tion of their firearms could provide an added element of danger to
- an aircraft in flight.
On the other hand, these or other highly trained Federal avia-
' tion security experts can make a substantial contribution to the
prevention and deterrence of these crimes on the ground by in-
- specting the security checkpoints and reviewing the preventive pro-
' cedures at major airports here and abroad. They can pinpoint the
- weaknesses, the areas in which the level of security falls short of
ICAO or other internationally accepted standards, and give appro-
priate notice to the authorities to assure prompt corrective action.
Followup sanctions for those airports and airlines which nonethe-
less refuse to take necessary responsive actions could be provided
for in a strengthened annex 17 or a companion undertaking.

Here too, the responsibility for such surveys and recommenda-
. tions should not be borne by U.S. experts alone, Similar teams
ihould be volunteered by other nations and international organiza-

ions.
. In advocating such surveys and remedial actions, we do not, how-
i ever, lose sight of the fact that sound security also takes into ac-
< count the dynamics of change that mark the airline industry.
- These dynamics affect security just as they do the economics of the
. industry and the application of technology.
¢ - In short, security entails change and we must be prepared to be
- flexible. Security programs must be kept under constant scrutiny
' and at each airport and each terminal. The effectiveness of a given
' location’s screening program can change quickly, particularly at
those airports abroad where there is not the type of detailed securi-

ty program which the FAA oversees at U.S. airports.
- For that reason, the travel advisory approach on security defi-
. cient airports may simply not keep up with changes. But to reiter-
. ate, we favor regular inspections at international airports, the
identification of discovered security deficiencies, and the assurance
of prompt corrective actions, together with an appropriate enforce-
ment mechanism.

Before leaving this point, we should mention that the airline in-
- dustry and some Federal agencies have long advocated the exten-
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sion of preclearance to additional locations abroad. Under this
system, now in place at major hub airports in Canada, Bermuda,
and the Bahamas, passengers and their baggage are inspected for
customs, immigration, and agriculture quarantine purposes prior to
departure from a foreign country, rather than upon arrival in the
United States. :

In that manner, drugs and other contraband, illegal aliens, and
dangerous plant and animal diseases are intercepted at their
source, far from U.S. soil, rather than being transported to this
country.

Moreover, preclearance allows travelers to trickle in at the for-
eign airports at their own pace and proceed through the customs,
immigration, and agriculture quarantine formalities in a leisurely
fashion, with ample time for as thorough an inspection as is re-
quired. This is in contrast to inspection upon arrival in the United
States, when planeloads of persons disembark at the customs and
immigration areas with travelers from countries all over the world,

The advantages of this system for security as well as for facilita-
tion purposes are self-evident. Its expansion to other key airports,
such as London, Shannon, Frankfort, Rome, Santo Domingo, Port
au Prince, Mexico City, Tokyo, and Sydney, should be aggressively
and immediately pursued because of the major contribution it can
malke to aviation security.

In 33 years of preclearance operations, not a single precleared
flight has ever been hijacked.

In summary, therefore, we agree with the objectives of the legis-
lation that has been introduced in the wake of this most recent-ter-
rorist activity. However, we urge that congressional action here
recognize the need for a flexible respcnse to the changing nature
and level of security threats that may arise.

In this regard, we believe that S. 1843, with its broad approach to
the problem, provides a better framework for dealing with the vari-
ety of needs and circumstances than would other legislative propos-
als, with their rigid and detailed requiremants.

We believe that valuable lessons have been taught by our
common experience in combating hijackings in this country since
the initial onslaught in the early seventies. The airline security of-
ficials of ATA member carriers have dedicated their efforts over
the last 15 years to achieving a high level of security for U.S. air-
line operations worldwide.

Most importantly, they have not been alone in striving toward
that goal. They worked side by side with equally dedicated security
experts in our Government, with the strong encouragement of the
Congress, in what hes been described as one of the finest examples
of Government-industry cooperation in many years.

This common task unfortunately appears destined to be an un-
ending one in today’s society. The horrifying events of the past 2
weeks have raised the stakes even higher. But a worldwide govern-
mental effort to build on the foundations that are already in place
can and will ensure that terrorists will never paralyze the free
movement of passengers and goods. :

Surely the community of nations owes prompt and meaningful
action, as the drafters of the Chicago convention put it 40 years
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- ago, to promote the cooperation between nations and peoples upon
- which the peace of the world depends.
. We urge the subcommittee to take every possible action to

ensure that such a worldwide governmental effort is launched and

' guccessfully concluded. The airline industry stands ready to lend

all possible assistance to that effort.
Thank you, Madam Chairman. Mr. Lally and I would be pleased

' to try to answer any questions you may have.

Senator KasseeauM. Thank you very much.
Mr. Reed, I think we will go ahead and hear your testimony, and

- then have questions of the panel together.

Mr. REep. Madam Chairman, also in the interest of time I have

' submitted a statement for the record, and I will condense it for our
' purposes right now. I am past chairman of the Airport Operators
. Council’s International Security Committee. I am presently direc-
* tor of operations for the Memphis-Shelby County Airport Author-
- ity

AQCI is an association of governmental bodies that own and op-
erate the principal airline served airports in the United States and

. throughout the world. Our members emplane over 90 percent of
. U.S. air passengers and 75 percent of the world’s air passengers to

800 airports worldwide.

FAA emergency directives issued in late 1975 required expansion

i of the airport and airline security programs to include 100 percent
¢ passenger screening and law enforcement support of that screening
. activity. It was through the cooperative efforts of the Government
. and industry that initiative has resulted in an antihijacking pro-
: gram widely recognized as one of the best in the world.

However, in light of the recent terrorist activities, it is very im-

i portant to reexamine the overall aviation security program to de-
. termine if there are additional or more effective approaches that
* we should implement to make air travel even safer than it is today.

At the same time, however, AOCI cautions against hasty adop-

. tion of nrfested measures which may prove to be a financial
. burden 2. -. be of little use in trying to resolve the further acts of
¢ criminal vuolence that we are experiencing.

AOCI believes that the current set of regulations, the Federal
Aviation Regulations part 107 and 108, and the International Civil

. Aviation Organization annex 17 serve the flying public well under
. all reasonable circumstances. We recognize, however, that all regu-
lations should keep pace with the changing needs of society.

Recent events such as the TWA hijacking, the bombing of the

Frankfurt airport, the explosion at Narita Airport terminal, and
. the Air India catastrophe lead us inexorably to the conclusion that

actions should be taken to thwart the international terrorists. It is
the air carriers’ responsibility for preboard passenger screening.
The airline passenger screening system has been the cornerstone of
the U.S. civil aviation and security program. The system was de-
signed to detect the carriage of firearms, explosives, and incendiary

: devices.

e A T

Between 1973 and 1988 the successful detection rate was 98.9
percent. The airport operator is responsible for providing a law en-
forcement presence and capability adequate to ensure the safety of
persons from acts of criminal violence and aircraft piracy. The se-
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curity of the runways, taxiways, and aircraft parking aprons, also
known as the air side, which has been referred to several times as
the air side today, are the responsibility of the airport operator,
who observes stringent FAA regulations.

On the land side or that area, the public side which ends at the
entrance to the air side, the airport operator is again responsible
for the safety of the public, providing police protection on an
around-the-clock basis. We do not have all the immediate answers,
but we do have some recommendations which we would like to
submit for your consideration. We believe it would be beneficial to
examine the way airline and other airport tenant employees are
gtiven clearance to airport restricted areas which is our responsibil-

ity.
- At present, we issue air side restricted area clearances at the re-
quest of individual airport tenants. Investigation into the employ-
ee’s background varies with different employers. As a means of
strengthening security procedures, we suggest that an FPI comput-
er security check and a local law enforcement records check be per-
fS'onil:led on all prospective airport tenant employees in the United

tates.

We also encourage ICAO to enact similar requirements. This
could probably be done by Interpol. The adoption of an industry-
wide educational effort to provide all airline airport tenant and
user employees a better understanding of the awareness necessary
to maintain a secure environment.

With the guidance and expertise of the FAA an educational pro-
gram can be developed which will provide rudimentary knowledge
of such things as challenging and reporting, and also a familiariza-
tion on the nature of explosive devices, their placement and inher-
ent dangers. These and other educational methods would greatly
assist employee understanding of their role in the overall aviation
security program.

AOCI believes that authority should rest with the ICAO to inves-
tigate and make determinations concerning adherence to the air-
line and airport security programs. Upon finding a deficiency,
working with the member state, we believe that these can be cor-
rected, and if not corrected within a specified time, then ICAO
would make public notification of the issues and warn the traveling
public against using the airport or airlines identified.

Further, in the event of a security incident taking place, ICAO
should make a full investigation immediately to determine the
cause and offer recommendations for corrective measures. Research
and development of new technology to aid in the design and manu-
facture of sophisticated bomb detection equipment should be put
high on our list of priorities. The currently available equipment is
inadequate to examine our baggage, mail and cargo, in a manner
that would allow the airlines to operate the kind of schedule which
the public demands,

The objective of this initiative is the eventual capability of 100
percent baggage screening for explosives when deemed appropriate
for certain high risk flights. AOCI also believes that the primary
effort to thwart hijacking should be directed toward improved
ground security rather than airborne security. Although we do not
have enough background information to make an effective evalua-
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tion of the proposed air marshal program, if it is expanded, it
should be used only on select high risk flights and should be
funded only from the avaition trust fund surplus. -

In conclusion, we want to let you know that we, the airport oper-
ators who comprise AOCI are constantly concerned with facility se-
curity, and are willing to do what is necessary to ensure the public
safety in the face of the types of terrorist activities we have recent-
ly seen. We trust that the suggestions that we have just made will
be given favorable consideration. Thank you.

[The statement follows:]

STATEMENT OF THE AIRFORT OPERATORS COUNCIL INTERNATIONAL

Madam Chairman and Members of the Aviation Subcommittee: I am Doyle Reed,
past chairman of the Airport Operators Council International Airport Security Com-
mittee and Director of Operations for the Memphis-Shelby County Airport Author-
ity. Additionally, I am an AOCI representative on a government/industry working
group formed for the purpose of ongoing analysis of the effectiveness of U.S, avia-
tion security programs. I am accompanied by Herbert Gile, current chairman of the
ﬁlpCIrfecurity Committee and General Manager of the Kansas City International

rport.

As you know, AOCI is the association of governmental bodies that own and oper-
ate the principal airline-served airports in the United States and throughout the
world, Our members enplane over 90% of the U.S. air passengers and 76% of the
world’s air passengers through 800 airports worldwide Madam Chairman, we appre-
ciate the opportunity to explain what we believe is the proper course of action
under these most trying circumstances,

AQCI strongly condemns any and all acts of agression against the civil aviation
community, whether perpetrated in the air during the transport of civilian passen-
gers or on the ground at civil airports. )

FAA emergency direction issued in late 1972 required expansion of then-existing
airline and airport security programs to include 100 percent passenger screening
and law enforcement support of that activity. Through the cooperative efforts of
government and industry, that initiative has resulted in an anti-hijacking program
widely recognized as one of the world's best. However, in light of recent terrorist
dctivities, it is very important to re-examine the overall aviation security program
i todetermine if there are additional or more effective approaches that we should im-
;. plement to make air travel even safer than it is today. At the same time, AQCI cau-
¢ “tions against hasty adoption of untested measures which may prove to be a financial
¢ burden on the private and public sector and be of little value in deterring further
! acts of criminal violence., AOCI believes that the current set of regulations, the U.S.
FAR Parts 107 and 108 and the International Civil Aviation Organization (ICAO)
Annex 17 serve the flying public well under all reasonable circumstances. We recog-
nize, however, that all regulations should keep pace with the changing needs of soci-
ety. Recent events such as the TWA hijacking, the bombing of the Frankfurt Air-
port, the explosion at the Narita Airport terminal and the Air India catastrophe
. lead us inexorably to the conclusion that actions should be taken to thwart the
{ international terrorist whose motives may lie within his religious, personal or politi-
i cal beliefs so firmly that different tactics maybe necessary, AOCI urges that all air-
¢ ports and airlines conform promptly and totally to their responsibilities under the
; ICAO conventions and resolutions related to the suppression of unlawful acts
. against the safety of civil aviation.

As you are aware, it is the aircarriers’ responsibility for pre-board passenger
i screening. The airline passenger screening system has been the cornerstone of the
i U,S, Civil Aviation Program. This system was designed to detect the carriage of fire-
¢ arms, explosives and incendiary devices. Between 1973 and 1983, the successful de-
. - tection rate was 98.9 percent. The airport operator is responsible for providing a law
- enforcement presence and capability adequate to insure the safety of persons from
- acts of criminal violence and aircraft piracy. The security of runways, taxiways, and
. aircraft parking aprons on the airport, also known as the ‘‘airside”, are the respon-
- sibility of the airport operator who observes stringent FAA regulations which re-
' quire, among other things: access limited only to authorized, identifiable personnel;
- a means of controlling which vehicles are admitted onto the airside; and security
: fencing arouad the perimeter of the airport which serves as a deterrent. On the
- landside, or that area which ends at the entrance to the airside, the airport operator
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is again responsible for the safety of the public, providing police protection on a
round-the-clock basis.

While we do not have all of the immediate answers to this complex problem, we
do have several recommendations. which we believe would bolster the overall avia-
tion security program.

(1) We believe it would be beneficial to examine the way airline and other airport
tenant employees are given clearance to airport restricted areas. At present, the air-
port operator issues an airside restricted area clearance at the request of the indi-
vidual airport tenant. Investigation into the employees’ background varies with dif-
ferent employers, As a means of strengthening the clearance procedures, we suggest
that an FBI computer security check and a local law enforcement records check be
performed on all prospective airport tenant employees in the U.S. We encourage
ICAO to include a similar requirement in its regulations, relying on the services of
Interpol to perform the security checks. The adoption of these measures would bring
us much closer to insuring that only trustworthy employees are granted access to
security-sensitive airport restricted areas and aircraft.

(2) Careful consideration should be given to the design and placement of all recep-
tacles within the airport terminal, Most airports have relocated baggage lockers
from public areas to locations behind screening points to prevent explosive devices
from being placed in them. Other types of receptacles can be moved to very conspic-
uous locations, making it difficult for a terrorist to surreptitiously plant an explo-
sive device. In addition to these precautions, careful consideration should be given
to the design of more appropriate receptacles to foil attempts of terrorism.

(3) The adoption of an industry-wide educational effort to provide all airline, air-
port, tenant, and user employees a better understanding of the awareness necessary
to maintain a secure environment would be a good step in the right direction. With
the guidance and expertise of the FAA, an educational program can be developed
which will provide rudimentary knowledge of such things as: challenging anyone on
the airside who doesn’t look as though he belongs; reporting any suspicious activity
to their superiors or law enforcement officers as appropriate; and familiarization
with the nature of explosive devices, their placement and inherent dangers. These
and other educational methods would greatly assist in employee understanding of
their role in the overall aviation security program. Additionally, we believe the
amount of training which flight crews receive in preventing or coping with a hijack-
mg should be re-evaluated to determine the effectiveness of current emergency pro-
cedures.

(4) Authority should rest with ICAO to investigate and make determinations con-
cerning adherence to the airport and airline security regulations in effect under the
applicable annexes in cooperation with the State governments. Upon finding a defi-
ciency, the member State in question should be immediately responsible for rectify-
ing the shortcoming. In the event that the airport or airline does not correct the
identified weakness within a specified period of time, ICAO would then make public
notification of the condition and warn the traveling public against using the subject
airline or airport.

In the event of a security incident taking place, ICAO should make a full investi-
gation immediately to determine the cause and offer recommendations for correc-
tive measures.

(5) Research and development of new technology to aid in the design and manu-
facture of sophisticated bomb detection equipment should be put high on our list of
security priorities. The currently available equipment is inadequate to effectively
examine all baggage, mail and cargo in a manner which will allow the airlines to
operate the kind of schedule which the public demands, The objective of this initia-
tive is the eventual capability of 100% screening for explosives when deemed appro-
priate for certain high-risk flights.

(6) AOCI believes that primary efforts to thwart hijackings should be directed
toward improved ground. security rather than airborne security. Although we do not
have enough background information to make an effective evaluation of the airmar-
shal program, if it is expanded it should be used only on select high-risk flights and
sllmu d be funded only from the Airport and Airways Improvement Trust Fund sur-
plus.

In conclusion, Madam Chairman, we want you to know that the airport operators
who comprise AOCI are constantly concerneg with their facilities’ security and are.
willing to do what is necessary to ensure the public’s safety in the face of the types
of terrorist activity we have recently seen. We trust that the suggestions we have
made will be given favorable consideration. We give you our assurance that we will
}voﬂ; with FAA, DOT and industry to bring solutions to the problems which con-

ront us,
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Thank you. We would be pleased to respond to any questions you may have.

Senator KassEsaum. Thank you very much, Mr. Reed.

I would like to ask all of you how you feel—you touched on it,
Mr. Reed—regarding the revccation of certificates for failure to
meet ICAO standards. Should this be done as a measure of our de-
termination and the international determination to bring the air-

- ports up to standard? Mr. Landry.

Mr. Lanpry. Madam Chairman, the powers, as Assistant Secre-
tary Scocozzo indicated this morning, are there in sections 1114
and 1115 of the act. We believe that obviously the Government
took the proper approach in inspecting the Athens airport and rec-
ommending changes. and working with the Greek authorities to
ensure that those changes were made.

They also, of course, as was pointed out this morning, enjoyed

' the redundant efforts of our own flag carrier and Olympic Airways
- at Athens. At some point after proper notice and after an indica-
. tion that the Greek Government perhaps is totally unwilling te do

something, that is the time when the discretion calls for the unilat-

- eral move by the United States.

I also suggested in my statement that that would be an area per-
haps in which the Bonn declaration could be expanded, and a
number of nations could collectively indicate that there would be a
cessation of service to an airport, a given airport which refused to
bring itself up to the ICAQO standards or internationally accepted
standards of security. We think that is an area that ought to be
given added impetus.

I don’t know whether Mr. Lally has anything to add to that.

Senator KassesauM. On the other hand, we have heard testimo-
ny stating that this is not merely a question of effort to tighten se-
curity by Greek authorities and TWA’s redundant efforts. There is

. also the problem of security in the service areas, and additional
. problems referenced in all the other guidelines established by
. ICAQ. It seems to me that if we have authority on the books, which

we do if it is going to have any meaning, then it has to be used. I
couldn’t help but think of this when you were mentioning the dif-
ferent declarations and conventions, one of them being Montreal,
which I believe Greece is a signatory to. Am I correct in that?

Mr. LanDrY. Yes.

Senator KassesauM. And one of the parts of that particular con-

vention is that no conspirators should be released, as Greece has

done.

Mr. LanDpry. 1 think that is a very valid point, Madam Chair-
man. I cannot speak for the Department of State or anyone else in-
volved, but I think that is a valid point.

Senator KasseBaum So it seems to me that many times in our
desire to do something, in our frustration, we undertake new ef-
forts and legislation, but many times we have had resources avail-

¢ able which if used could send a very strong message.

Mr. Lanpry. Madam Chairman, I might say that really is the
basic point we came here to make today, that what we really need
is a stepped-up enforcement of treaties that are in place, and the
declarations by the heads of state of the major nations of the world

- who collectively have agreed on certain actions.
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What we need is enforcement and implementation of some of
those things. I think that the effort in Rome to put together a sanc-
tions treaty back in 1973 did teach us a lesson—that the world
community of 120-some-odd nations that were gathered there were
not then ready for a joint collective effort in that regard, but the
countries that signed the Bonn declaration were.

We think that that can be enhanced and implemented.

Senator Kassgsaum. Well, I would like to know how either ATA
or AQOCI would feel, for instance, if today we revoked certification
at those airports that are still in question regarding the safety
standards of ICAO.

Mr. Lanpry. Well, one thing that I think has probably been
pointed out this morning is that there has been a very great in-
crease in the security at the Athens airport since this tragic event.
I think that is a case, and I believe as a matter of fact——

Senator KassepaumMm. Well, I was not speaking just of the Athens
airport, but of all airports.

Mr. Lanpry. But I think Athens actually is educational in one
regard. I believe that the security around one terminal was very
high, and the security around another terminal on the ground side
perhaps not as high, and that may it be from the ground side
where those weapons came in.

I think among the experts in general, the predominant belief is
that it came from there and not through those redundant screen-
ing systems. But in any event if it doesn’t meet ICAQ’s standards,
and if notice is given to the Government and they refuse to comply,
yes, I think joint action or individual national action is warranted.

Mr. Reep. And AOCI will agree with that. That is correct.

Senator Kassgesaum. We have heard some comments this morn-
ing regarding the security coordinator. I do not know whether
either of you has any particular comments to make as to whether
this would improve the ability to monitor and control security on a
plane or whether, as was stated by both the International Flight
Attendants Federation and ALPA, that there are already sufficient
personnel trained to deal with this.

Mr. Lanpry. There may be room for some additional training,
but I do believe that Captain Ashwood was absolutely right when
he said that the conduct of the crews throughout all of these inci-
dents has been very exemplary. I must say watching this horrible
event on television I have been awfully proud of that TWA crew.

Senator KassepauM. Yes, indeed.

Mr. Larry. Madam Chairman, if I could add to that, I think it is
important to note that all U.S. airlines currently do conduct antihi-
jack training for all members of the flight crew. All of that train-
ing activity is specifically approved by the FAA. In fact, the train-
ing program was specifically designed by FAA. The airlines use a
standard training program. And if there is any change in that pro-
gram, every change to it must be specifically approved by the FAA.
So standardized flight crew training for antihijack purposes is a
fact of life.

Building on that, getting back to your original question with
.regard to the security coordinator, I realize the objectives one seeks
to accomplish through the security coordinator. I think it definitely
is the wrong approach. If an airline serves an airport 10 flights a
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- day and has a security coordinator on each of his flights, you are
. going to have 10 different evaluations of service or security at that
' airport.

On the contrary, if that same effort, like the sky marshal, was
- converted from in flight duties to ground duties, and you had a
person, a security coordinator, one or more, assigned to the ground,
- you would have a much more effective and efficient coordination
effort, because that person would know the authorities, would
' know what is normal and what is not normal, would know who to
- call if abnormalities are observed. I just think it would be a much
more efficient operation.

Senator KasseBaum. Thank you.

Mr. Reed, I would like to ask a different question on this regard-
ing AOCI and the tragedy of the Air India explosion. If there had
- been, say, a luggage check of all the checked in luggage on that
. particular flight, would the device have been detected? Do we know
. enough yet to be able to make that judgment?

. Mr. Reep. No, madam. In that scenario, yes. It maybe had if
- there had been a physical search.

Senator KassesauM. There would have had to have been a physi-
. cal search?

:  Mr. Regp. Either that or a passenger bag type system that was
i addressed a little while ago, and as I stated a while ago, I do think
: that the emphasis needs to be placed on being able to trust the em-
ployees. We have many employees which are granted access to the
w-iricted areas, the cleaners, the caterers, all of these people.

. e really do not know anything about their background activi-
. ties, and I think that what we are talking about when we talk
about a security coordinator or anything else is still trying to em-
phasize the ground security and grant access or observance to the
people who are out there performing their jobs.

And I really do not think it is necessary to add further people to
do it. I think we can, as we stated, through some background inves-
tigations and some security clearances, be able to accomplish the
same thing with the same number of employees that we have.

Senator KasseBaum. Whose responsibility is that, the airport op-
erators?

Mr. Reep. The airport operator is responsible for granting clear-
ance. That is generally granted to an employee upon request, on
. the assumption that any background investigation has already
i been conducted by the employer. There is no law enforcement scru-
. tiny done in many cases. In most. cases, I should say.

i Senator KasseBauM. But that is not the responsibility of the air-
i lines, the checking of, say, the ground service personnel?

Mr. Reep. Of their employees. Not of the food catering people,
: Not ff the aircraft catering. Or not of even the terminal janitorial
i people.

Senator KassegsauM. Just their own flight service people.

Thank you very much. I appreciate your testimony and again, as
¢ I say, your patience.

That concludes the hearing.

[{Whereupon,; at 1:42 p.m., the committee was concluded, to recon-
' vene upon the call of the Chair.]




ADDITIONAL ARTICLES, LETTERS, AND STATEMENTS

STATEMENT OF Pau: R. LETERSKY, VICE PRESIDENT, AUDITS AND SECURITY, PAN
: AMERICAN WORLD AIRWAYS, INC.

Thank you for inviting me to your hearing and allowing me to share iy knowl-
edge and experience in this terriﬁly gerious matter of which we all have grave con-
cern.

I have been Vice President-Audits and Security of Pan American World Airways,
Inc,, for three and one-half years. In that capacity, I have been able to interface
with security and intelligence professionals from around the world. I also am a
menéger of various industry groups wherein I serve as an advisor on security related
matters.
~ Prior to my current position, I spent eight years with the Security Department of
Unitt:;ed Airlines and was involved in every aspect of airline/airport security related
matters.

: I also spent eight years with the FBI during which time four years were spent
. addressing airline/airport related Federal crimes. This included involvement in hi-
jackings both on the scene and at administrative command centers. Additionally, I
was among the original Federal Agents who were placed on loan to the FAA in Sep-
tember of 1970 and who subsequently became known as “Sky Marshals.” In that
¢ capacity, we evaluated all aspects of aviation security, both ground and air, in an
. effort to establish appropriate measures to prevent aircraft hijackings and other re-
: lated crimes. These efforts, in part, resulted in the successful government/industry
. anti-hijacking program under which we currently operate. Our recommendations
: then, which remain valid today, called for preventative measures to be applied on
! the ground and not retaliatory measures taken in the air. We strongly recommend-
: ed that weapons not be carried aboard an aircraft. I believe history Kas proven us
: correct and nothing has since caused us to deviate from that position.

: The dangers of carrying weapons aboard an aircraft have been well-defined by
: many experts. Those dangers are only amplified with the type of hijackers involved
! in this current threat. A display of firearms aboard an aircraft, while not knowing
L gow many hijackers or their locations, increases the dangers and potential for trage-

We currently have an elite cadre of qualified air marshalls who are assigned
: ground related civil aviation security responsibilities with the capability of “ridin,
shotgun,” if reliable, accurate intelligence information would so dictate that need.
: An enhancement of this current program, if considered, should allow for the
: strengthening of ground security, but I see no need for legislation to this effect and
; certainly oppose legislation that would mandate armed marshalls aboard commer-
: cial aircraft. ’

Armed confrontation in mid-air should be avoided whenever possible. The more
: weapons we allow to be carried aboard an aircraft, the more we increase the risk of
. armed confrontation and predictable tragic results.
Thank you for allowing me to appear before you today, I believe my position in
?}:15 matter is very clear. If you do have any questions, I will be happy to address
| them.
Thank you.

StaTEMENT OF RODNEY WALLIS, DIRECTOR, FACILITATION & SECURITY, INTERNATIONAL
AR TRANBPORT ASSOCIATION

The International Air Transport Association (IATA) appreciates the opportunity
to provide the Aviation Subcommittee of the Senate Committee on Commerce, Sci-
¢ ence and Transportation with this statement on airport security in the aftermath of
i the ix.i,jacking of TWA Flight 847 and other recent unlawful interferences with civil
; aviation.

: * IATA is a cooperative, democratic association of 138 of the world’s scheduled air-
lines. Although our members vary in size, in the structure of their ownership, in the
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politics of their governments, and in the state of development of their flag countries,
they share a common goal: to provide safe, efficient, and convenient air transporta-
tion to travelers and shippers around the world.

It is our objective to provide safe transportation that compels us to submit this
statement. We hope our comments are helpful in considering the various legislative
proposals that have been introduced since June 18 in connection with airport securi-
ty and international terrorism. )

We are all aware of the posgible threat to the safety of passengers, crew, aircraft,
and goods that exists daily. To deal head-on with that reality, IATA maintains a
full-time team of experts to study, among other things, airport security around the
globe. As part of that job, the TATA staff has cooperated with the International
Civil Aviation Organization (ICAO) in its establishment of international airport se-
curity standards, worked with foreign governments to ensure that these standards
are adopted and practiced, and conducted airline management courses in airport se-
curity, the most recent of which was held. in Bath, England, on June 10-21,

Further security oversight within IATA has come from an sndvisory committee
formed in the early 1960s and currently comprised of the chief security officials
from 24 member airlines. The Security Advisory Committee’s role in shaping IATA
policy on aviation security matters has been crucial to the continued development of
a safe air transportation system.

With these brief remarks outlinirg IATA's dedication and concern to achieving a
secure international air transportation system worldwide, let me turn now to the
various proposals under examination by this Subcommittee and the Adminiztration
and our opinions on them.

PROPOSALS

Firstly, IATA is opposed to the carriage of any weapons in the cockpit, in the
cabin, or in any portion of a commercial aircraft accessible to passengers in flight.
There is debate within the industry on the use of armed sky marshals. But in my
opinion, reflecting the majority view of IATA’s members and reiterating the view of
the world’s pilots, the suggestion must be rejected. The introduction by sky mar-
shals of weapons into an aircraft provides a potential for their use against the air-
craft, crew, and passengers. The deterrent value of a sky marshal program is consid-
ered to be limited, while the possibility of a gun battle while an aircraft is in flight
would clearly add dramatically to the danger to everyone on board.

Secondly, with regard to the question of publishing lists detailing “weak” airports,
we realize this proposal creates a dilemma. However, on balance, we conclude that
the benefits of informing the traveling public of insecure airports are outweighed by
the risks in providing terrorists with any information they may not know.

Thirdly, current hand-carried baggage restrictions are believed by IATA to be ap-
propriate from the viewpoint of safety and security. If hand-carried baggage regula-
tions are properly applied, no additional measures are deemed necessary.

Fourthly, IATA since 1976 has maintained an intensified aviation security pro-
gram which involves the inspection of airport security facilities and programs.
These inspections are conducted after the identification of potential or existing
shortcomings in the security precautions at an airport. Therefore, IATA supports
proposals calling for the continuation of similar programs by the U.S. There would
be value in close cooperation in this respect between the U.S. Department of Trans-
portation and IATA,

Fifthly, TATA supports suggestions that airport ramp security should be tightened
to prevent unlawful interference on the ground and believes greater emphasis
should be given by airlines and airport authorities alike to achieve that objective.
For obvious security reasons, I do not wish to make any recommendations for the
public record, but IATA invites and encourages joint industry-government delibera-
tions.

SOLUTIONS

To guard further against hijacking and sabotage, IATA intends to expand its air-
port inspection program, with the cooperation of governments, and to continue to
work closely with the manufacturers of high-technology security equipment. In addi-
tion, IATA will review recommendations from all pertinent parties on training pro-
grams for both ground and flight personnel.

However, as stressed to the 4th FAA Civil Aviation Security Conference held in
Philadelphia in April and to e specially convened meeting of ICAO's Committee on
Unlawful Interference in June, IATA believes that aviation security depends on the
commitment of the world’s governments to the safety of civil aviation. Implementa-
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. tion of the three conventions—Tokyo (1968), The Hague (1970) and Montreal
. (1971)—would ensure that criminals responsible for acts of unlawful interference
._against civil aviation are adequately punished. Disregard by States which have
- signed and ratified these conventions constitutes a direct encouragement of addi-
. tional incidents of the same nature. Yet to date, it is a matter of record that several
. States have failed to honor their international treaty obligations. The Bonn Agree-
. ment (developed by the major industrial powers, including the United States) was
- intended to pressure States into meeting the terms of the anti-hijack conventions,
but this has been invoked only once, against Afghanistan.

IATA believes that, ultimately, air piracy can be defeated only if governments act
responsibily within the parameter of international agreements. Only States can
: ensure that there are no havens or sanctuaries for air pirates or those criminals
responsibile for acts of sahotage. -

- Apgain, thank you for this opportunity to provide IATA's opinions on this sensitive

subject. I have attached a copy of a press release issued on June 28 following a
- meeting of the IATA Security Advisory Committee.

StateMENT OF HoN. STEWART B. McKKINNEY, U.S. REPRESENTATIVE FrROM
CoNNECTICUT

Madame Chairman: Today, I submit for the official hearing record of the Subcom-
mittee on Aviation my views on the problem of lax airport security—a subject we
. all have been doing some serious thinking about in the last two weeks—and an ex-
¢ planation of why my Anti-hijacking Amendment Act of 1985 would, if enacted, go a
long way toward ensuring that airport authorities everywhere upgrade their securi-
ty procedures. )
. With all due respect to my colleagues on both sides of the Capitol, I feel that the
¢ ‘various bills currently being considered are simply not draconian enough to force a
:'change in worldwide attitudes toward airport safety. We already have substantial
: overseas airport review programs, and have been making recommendations to for-
; eign authorities about their airports for over a decade. We do not need to reiterate
¢ existing legislation. Instead, we need to put in place a mechanism which would
¢ apply pressure where pressure is needed—on the pocketbooks of nations with lax
i airport security.

My legislation would require the Secretary of Transportation to suspend-all U.S.
flights to and from a nation where the hijacking of an American plane has taken
place, as well as to the suspend all direct flights from that nation. The Secretary
can rescind these restrictions as soon as it is determined that the nation’s airports
: have been secured. If there have not been sufficient efforts to improve security
: within 48 hours, any airplane that has planes flying into that nation would be pro-
¢ hibited from landing in the U.S. Certainly, this would present a tremendous incen-
¢ tive for fixing the shortcoming in security which allowed a hijacking to occur, as the
i international community would be denied our tourists and business travellers.

: On the preventive side, my bill also gives the Secretary of Transportation sole au-
. thority to suspend or place conditions on the operations of domestic and foreign car-
¢ riers when an airport is found lacking in security, and establishes a strict timetable
¢ from which our existing airport review procedures must function. My bill also would
* require the Secretary to report to Congress on actions taken once an airport is iden-
. tified as a security risk. This will make certain that we do act once an airport is so
. identified.

.. Moreover, there is another significant element to my bill. While current law ties
. all- security-related sanctions to the Department of State, my legislation would
: remove such decisions from the political sphere, and allow the already established
! security review and recommendation system to function in a vastly more effective
{ manner. In my view, the Secretary of Transportation should be able to act as she
; sees fit in the event of a serious security problem. My bill is the only bill which
! would allow the Secretary this authority.

;I trust that you will take my views into consideration as you undertake this
¢ timely review of airport security regulations. It is vital that we accomplish tangible
i.changes that are both substantive and well-informed, so that in the future we will
i prevent such appalling acts of terrorism as the hijacking of Flight 847.
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