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MONEY LAUNDERING LEGISLATION

TUESDAY, OCTOBER 29, 1985

U.S. SENATE,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The committee convened, pursuant to notice, at 10:02 am., in
room SD-226, Dirksen Senate Office Building, Hon. Strom Thur-
mond (chairman of the committee) presiding.

Present: Senators Biden, Grassley, DeConcini, Specter, and Mec-
Connell.

Also present: Diana Waterman, general counsel; Edward H.
Btayger, minority counsel, and Scott Green, minority professional
staff.

OPENING STATEMENT OF CHAIRMAN STROM THURMOND

The CuAIRMAN. The committee meets this morning to hold a
hearing on money laundering legislation. The committee will focus
its attention on various legislation designed to address the ever-in-
creasing problem of money laundering.

The President’s Commission on Organized Crime has identified
this problem as one of the biggest challenges facing law enforce-
ment today. It has been estimated that billions of dollars each year
are being laundered through the financial institutions of this
Nation.

A wide variety of organized criminal groups ranging from drug
trafficking rings to the more traditional organized crime racket-
eers, could not reap the profits of their unlawful activity without
the means to camouflage their proceeds to appear as though they
came from legitimate sources and business investments.

The need for stronger laws against money laundering has been
further emphasized by cases such as “Operation Greenback” in
Miami and ‘“Operation El Dorado” in New York.

I believe there is clear bipartisan recognition of the need to
strengthen our laws in order to attack this criminal enterprise.
The committee has before it three bills designed to aid law enforce-
ment in eliminating the huge profits reaped by sophisticated
money laundering techniques

S. 572, the Money Laundering Crimes Act, has been introduced
by Senator D’Amato and S. 1385, the Money Laundering Crimes
and Disclosure Act of 1985, has been introduced by Senator DeCon-
cini. Both of my distinguished colleagues are to be commended for
their initiative and leadership in this area,

The Department of Justice and the Treasury Department are
also to be praised for preparing a comprehensive bill, S. 1335, the

1)
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Money Laundering and Related Crimes Act of 1985, which I intro-
duced on behalf of the Justice Department.

We look forward to hearing the testimony of a fine group of wit-
nesses today,

At this point in the record, we will include the text of S. 1385
and statements from Senators Mathias, Grassley, Biden, DeConcini,
and McConnell.

[Text and statements follow:]
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Untitled the “Money Laundering and Related Orimes Act of 1985",

IN THE SENATE OF THE UNITED STATES

JUNE 20 (legislative day, JUNE 8), 1985

Mr, TuurMOND (for himself, Mr. D’AmaTo, Mr. RoTH, Mr. DENTON, and Mrs.
Hawrgins) (by request) introduced the following bill; which was read twice
and referred to the Committee on the Judiciary

A BILL

Entitled the “Money Laundering and Related Crimes Act of
1985”.

Be it enacted by the Serate and House of Representa-
tives of the United States of America in Congress assembled,
That this Act may be cited as the “Money Laundering and
Related Crimes Act of 1985”.

SEc. 2. (a) Chapter 95 of title 18, United States Code,
is amended by adding at the end thereof the following new
section:

“8 1956. Laundering of monetary instruments

W o~ o Tt B W D

*“(a) Whoever conducts, causes to be conducted, or at-

Jrnd
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tempts to conduct a transaction involving the movement of
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funds by wire or other electronic means or involving one or
more monetary instruments, which in any way or degree af-
fects interstate or foreign commerce, or conducts, causes to
be conducted, or attempts to conduct such a transaction,
through or by a financial institution which is engaged in, or
the activities of which affect, interstate or foreign commerce
in any way or degree—

“(1) with the intent to promote, manage, estab-
lish, carry on, or facilitate the promotion, management,
establishment, or carrying on, of any unlawful activity;
or

“(2) knowing or with reckless disregard of the
fact that such monetary instruments or funds represent
the proceeds of, or are derived directly or indirectly
from the proceeds of, any unlawful activity

shall be sentenced to a fine of not more than $250,000 or
twice the value of the monetary instruments or wire trans-
ferred funds, whichever is greater, or imprisonment for not
more than twenty years, or both.

““(b) Whoever conducts, causes to be conducted, or at-
tempts to conduct a transaction described in subsection (a) is
liable to the United States for a civil penalty of not more than
the greater of—

“(1) the value of the funds or monetary instru-

ment or instruments involved in the transaction, or
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“(2) $10,000.

“(c) As used in this section—

‘(1) the term ‘conducts’ includes but is not limited
to initiating, concluding, or participating in initiating,
or conzluding a transaction;

“(2) the term ‘transaction’ includes but is not lim-
ited to a purchase, sale, loan, pledge, gift, transfer, de-
livery, or other disposition, and with respect to a finan-
cial institution includes but is not limited to & deposit,
withdrawal, transfer between saccounts, exchange of
currency, loan, extension of credit, purchase or sale of
any stock, bond, certificate of deposit, or other mone-
tary instrument, or any other payment, transfer, or de-
livery by, through, or to a financial institution, by
whatever means effected;

“(8) the term ‘monetary instruments’ means coin
or currency of the United States or of any other coun-
try, travelers’ checks, personal checks, bank checks,
money orders, investment securities in bearer form or
otherwise in such form that title thereto passes upon
delivery, and negotiable instruments in bearer form or
otherwise in such form that title thereto paases upon
delivery;

“(4) the term ‘financial institution’ has the defini-

tion given that term in section 5312(a)(2) of title 31,
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United States Code, and the regulations promulgated
thereunder;

“(5) the term ‘unlawful activity’ means any act or
activity occurring in whole or in part in,. or directed at,
the United States and constituting an offense punish-
able by death or imprisorment for a term exceeding
one year under the laws of the United States or any
State of the United States in which the act or activity
took place; and

“(6) the term ‘reckless disregard’ as used in para-
graph (2) of subsection (a) means that the person is
aware of s substantial risk that the monetary instru-
ments or funds involved in the transaction represent
the proceeds of, or are derived directly or indirectly
from the proceeds of, any unlawful activity, but disre-
gards the risk, A substantial risk means a risk (based
on all the circumstances of the transaction including
but not limited to the amount and type of funds or
monetary instruments and the noture of the transac-
tion) that is of such a nature and degree that to disre-
gard it constitutes a gross deviation from the standard
of care that a reasonable person would exercise in such
a situation,

“(d) Nothing in this section shall supersede any provi-

At

25 sion of Federal, State, or other law imposing criminal penal-
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ties or affording civil remndies in addition to those provided
for in this section,

“(e) Violations of this section may be investigated by
such components of the Department of Justice as the Attor-
ney General may direct, and by such components of the De-
purtment of the Treasury as the Secretary of the Treasury
may direct, as appropriate.

“(f) There is extraterriterial jurisdiction over the con-
duet prohibited by this section if—

“(1) the transaction was conducted or attempted
with the intent to promote, manage, establish, carry
on, or facilitate the promotion, management, establish-
ment, or carrying on of any ﬁnlawfui activity, involving
o violation of this title, a violation of title 28, a viola-
tion of the Controlled Substances Aect (21 U.S.C. 801
et seq.), a violation of the Controlled Substances
Import and Export Act (21 U.8.C. 951 et seq.), a vio-
lation of section 1 of the Act of September 15, 1980
(21 U.8.C. 9551), a violation of section 601 of the Na-
tional Security Act of 1947 (50 U.S.C. 421), a viola-
tion of section 4 of title I of the Internal Security Act
of 1950 (50 U.8.C. 788), a violation of seation 2 of the
Act of August 1, 1956 (Public Law 84-893, 50
U.S.C. 851), or a violation of sections 224-227 of the
Atomic Energy Act of 1954 (42 U.8.C. 2274-2277);
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or with knowledge of the fact that the monetary instru-

ments or funds involved in the offense represent the

proceeds of, or are derived directly or indirectly from
the proceeds of, any such unlawful activity;

“(2) the conduct is by a United States person or,
in the case of a non-United States person, the conduct
occurs in part in the United States and;

“(3) the transaction or series of related transac-
tions involves funds or monetary instruments of a value
exceeding $10,000.”.

(b) The table of sections at the beginning of chapter 95
of title 18 is amended by adding at the end the following new
item:

“1956. Laundering of monetary instruments”.

SEc. 3. (a) Section 1118 of the Right to Financial Pri-
vacy Act of 1978 (title XT of Public Law 95-630, 12 U.S.C.
3413) is amended by adding at the end thereof the following:

“() Nothing in this title shall apply when a financial
institution or supervisory agency, or any officer, employee, or
agent of a financial institution or a supervisory agency, pro-
vides to an agency of the United States financial records
which such financial institution or supervisory agency has
reagon to believe may be relevant—

“(1) to a possible violation of any law relating to
crimes by or against financial institutions or super-

visory agencies,
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“(2) to a possible violation of the Controlled Sub-

stances Act (21 U.8.C. 801 et seq.), the Controlled

Substances Import and Export Act (21 U.S.C. 951 et

seq.), or sections 1 or 8 of the Act of September 15,

1980 (21 U.8.C. 955 a and ¢), or

“(8) to a possible violation of a provision con-

tained in subchapter IT of chapter 58 of title 31,

United States Code, or of section 1956 of title 18,

United States Code.”.

(b) Subsection 1112(a) of the Right to Financial Privacy
Act of 1978 (title XI of Public Law 95-630, 12 U.S.C.
3412(a)) is amended to read as follows:

“(a) Nothing in this title shall apply when financial
records obtained by an agency or Department of the United
States are transferred to another agency or department if
there is reason to believe that the records may be relevant to
a matter within the jurisdiction of the receiving agency or
department.”.

(c) Subsection 1103(c) of the Right to Financial Privacy
Act of 1978 (12 U.S.C. 3403(c)) is amended by adding at the
end thereof the following: “Such information may include the
name or names of *nd other identifying information concern-
ing the individuals and accounts involved in and the nature of

the suspected illegal activity.”.
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(d) Subsection 1117(c) of the Right to Financial Privacy
Act of 1978 (12 U.S.C. 8417(c)) is amended to read 2
follows:

“(¢) Any financial institution, or officer, employee or
agent thereof, making a disclosure of the financial records of
a customer, or information contained in such records, pursu-
ant to this chapter in good-faith reliance upon a certificate hy
any Government authority, or in good-faith belief that such
records or information may be relevant to a possible violation
of law in accordance with subsection 8418() or section
3403(c) of this title, shall not be liable to the customer for
such disclosure or for any failure to notify the customer of
such disclosure.”.

(e) Subsections (b) and (c) of section 1112 of the Right
to Financial Privacy Act of 1978 (12 U.S.C. 8412) are re-
pealed and subsections (d) and (e) of that section are redesig-
nated subsections (b) and (c), respectively.

(f) Section 1120 of the Right to Financial Privacy Act
of 1978 (12 U.S.C. 3420) is amended by striking out para-
graph (1) and redesignating paragraphs (2) through (4) and
any reference thereto in such paragraphs as paragraphs (1)
through (3), respectively.

(g) The Right to Financial Privacy Act of 1978 (12
U.S.C. 3401 et seq.), is amended by adding at the end
thereof the following new section 1123 (12 U.S.C. 3423):
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9
“§ 3423. Preemption of State law

“The provisions of this title and any regulations promul-
gated thereunder shall preempt any provision of any constitu-
tion, law, or regulation of any State or political subdivision
thereof, as well as any administrative or judicial interpreta-
tion of such provision, that is not identical to the provisions of
this title and regulations thereunder, and that is more restric-
tive of disclosure to a Government authority concerning a
possible violation of any statute or regulation than the provi-
sions of this title and regulations promulgated thereunder.”.

Sec. 4. Rule 17(c) of the Federal Rules of Criminal
Procedure is amended by adding at the end thereof the fol-
lowing: “An attorney for the government may apply to the
court for an order commanding the person to whom the sub-
poena is directed, for such period as the court deems appro-
priate, not to notify any other person of the existence of the
subpoena. The court shall enter such an order if it determines
that (1) there is reason to believe that the books, records,
documents, or other objects designated in the subpoena are
relevant to a legitimate law enforcement proceeding; and (2)
there is reason to believe that notification of the existence of
the subpoena will result in: (A) endangering the life or physi-
cal safety of any individual; (B) flight from prosecution; (C)
destruction of or tampering with evidence; (D) intimidation of
potential witnesses; or (E) otherwise seriously jeopardizing

an investigation or unduly delaying a trial.”.




O O I O Ot W b =

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

12

10
Sec. 5. (a) Section 5318 of title 31, United States
Code, is amended to read as follows:
“8§ 5318. Compliance, exemptions, and summons authority
“(a) The Secretary of the Treasury may (éxcept under
section 5315 of this title. and regulations prescribed under
section 5315)—

“(1) delegate duties and powers under this sub-
chapter to an appropriate supervising agency, except
as provided in subsection (c);

“(2) require a class of domestic financial institu-
tions to maintain appropriate procedures to ensure
compliance with this subchapter and regulations pre-
scribed under this subchapter;

“(8) examine any books, papers, records, or other
data of domestic financial institutions relevant to
the recordkeeping or reporting requirements ‘of this
subchapter;

“(4) summon a financial institution or an officer or
employee of a financial institution, or a former officer
or employee, or any person having possession, custody,
or care of the reports and records required under this
subchapter, to appear before the Secretary of the
Treasury or his delegate at a time and place named in
the summons and to produce such books, papers,

records, or other data, and to give testimony, under
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oath, as may be relevant or material to an investiga-

tion described in subsection (c).

“(5) prescribe an appropriate exemption from a
requirement under this subchapter and regulations pre-
scribed under this subchapter. The Secretary may
revoke an exemption by actually or constructively noti-
fying the parties affected. A revocation is effective
during judicial review.

“(b) The purposes for which the Secretary of the Treas-
ury may take any action described in paragraph (3) of subsec-
tion (a) include the purpose of civil and criminal enforcement
of the provisions of this subchapter, section 21 of the Federal
Deposit Insurance Act (12 U.8.C. 1829b), section 411 of the
National Housing Act (12 U.S.C. 1730d), or chapter 2 of
Public Law 91-508.

“(c) The purpose for which the Secretary of the Treas-
ury may take any action described in paragraph (4) of subsec-
tion (a) is limited to investigating violations of this subchap-
ter, violations of section 21 of the Federal Insurance Act (12
U.8.C. 1829b), violations of section 411 of the National
Housing Act (12 U.S.C. 17304d), or violations of chapter 2 of
Public Law 91-508 for the purpose solely of civil enforce-
ment of these provisions or any regulation issued thereunder.
A summons may be issued under paragraph (4) of subsection

(2) only by, or with the approval of, the Secretary of the
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Treasury or a supervisory level delegate of the Secretary of
the Treasury.

“(d) A summons pursuant to this section may require
that books, papers, records, or other data stored or main-
tained at any place be produced at any designated location in
any State or in any territory or other place subject to the
jurisdiction of the United States not more than five hundred
miles distant from any place where the financial institution
operates or conducts business in the United States. Persons
summoned under this section shall be paid the same fees and
mileage for travel in the United States that are paid wit-
nesses in the courts of the United States. The United States
shall not be liable for any other expenses incurred in con-
nection with the production of books, papers, records, or
other data pursuant to the provisions of this section.

“(e) Service of a summons issued under this section may
be by registered mail or in such other manner calculated to
give actual notice as the Secretary may provide by
regulation.

“(f) In the case of contumacy by or refusal to obey a
summons issued to any person under this section, the Secre-
tary shall refer the matter to the Attorney General. The At-
torney General may invoke the aid of any court of the United
States within the jurisdiction of which the investigation

which gave rise to the summons is being or has been carried
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on or of which the person summoned is an inhabitant, or in
which he carries on business or may be found, to compel
compliance with the summons. The court may issue an order
requiring the person summoned to appear before the Secre-
tary or his delegate to produce books, papers, records, and
other data, to give testimony as may be necessary to explain
how such material was compiled and maintained, and to pay
the costs of the proceeding. Any failure to obey the order of
the court may be punished by the court as a contempt
thereof. All process in any such case may be served in any
judicial district in which such person may be found.”.

(b) Section 5319 of title 81, United States Code, is
amended to read as follows:

“The Secretary is authorized to make information in a
report filed under this subchapter available to a Federal,
State, or local agency on the agency’s request. Such disclo-
sure shall be on the terms and conditions set forth by the
Secretary consistent with the purposes of this chapter. The
Secretary is also authorized to make information in a report
filed under this subchapter available to a Federal agency
when the Secretary has reason to believe such information
may be relevant to a matter within the jurisdiction of the
receiving agency. The Secretary is also authorized to make
disclosura of information in a report filed under this subchap-

ter for national security purposes. A report made available
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pursuant to this section and records of such reports are
exempt from disclosure under section 552 of title 5.”.

(c)(1) The first paragraph of subsection 5321(a) of title
31, United States Code, is amended to read as follows:

“(a)(1) A domestic financial institution, and a partner,
director, officer, or employee of a domestic financial institu-
tion, willfully violating this subchapter or a regulation pre-
seribed under this subchapter (except section 5315 of this
title or a regulation prescribed under section 5315), or any
person causing such a violation, is liable to the United States
Government for a civil penalty of not more than—

“(A) where the violation involves a failure to file

a report or a material omission or misstatement in a

required report, the amount of the transaction, but not

more than $1,000,000, or $25,000, whichever is

greater, or

“(B) for any other violation, $10,000.

For a violation of section 5318(a)(2) of this title, or a regula-
tion prescribed under section 5318(a)(2), a separate violation
occurs for each day the violation continues and at such office,
branch, or place of business at which a violation occurs or
continues.”.

(2) The second paragraph of subsection 5321(a) of title

31, United States Code, is amended to read as follows:
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“(2) A civil penalty under paragraph (1) is reduced by
an amount forfeited under subsection 5317(b)."”.

(8) New paragraphs (4), (5), and (6) are added at the end
of subsection 5821(a) of title 81, United States Code, as
follows:

“‘(4) A person willfully violating the provisions of section
5314 of this title or of a regulation prescribed under section
5814 is liable to the United States Government for a civil
penalty of not more than—

“(A) where the violation involves a transaction,
the amount of the transaction or $25,000 whichever is
greater, or

“(B) where the violation involves the failure to
report the existence of an account or any required
identifying data pertaining to the account, the entire
amount deposited into the account during the reporting
year or $250,000, whichever is greater.

“(5) Any person or financial institution negligently vio-
lating any provision of this subchapter or a regulation pre-
scribed under this subchapter is liable to the United States
for a civil penalty of not more than $10,000.

“(6) A civil penalty assessed pursuant to this section is
in addition to any criminal penalty under section 5329 of this

title based on the same transaction.”.
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(d) Subsection 5321(b) of title 31 is amended to read as

follows:

“(b) The Secretary may bring a civil action to recover
an unpaid penalty under subsection (a) within s1x years from
the date of the transaction on which the penalty is based.”.

(e) Subsection 5321(c) of title 31 is amended to read as
follows:

“(c) The Secretary of the Treasury may remit any part
of a forfeiture under subsection 5317(b) of this title or may
mitigate any civil penalty under subsection (a) of this
section.”.

(f) Subparagraph (3)(B) of subsection 5312(a) of title 31,
United States Code, is amended by striking the period at the
end thereof and inserting in lieu thereof: “‘whether or not in
bearer form.”.

(g) Subsection 5322(b) of title 81, United States Code,
is amended by striking out the words ‘‘pattern of illegal ac-
tivity involving transactions of more than $100,000” and in-
serting in lieu thereof “‘pattern of any illegal activity involv-
ing more than $100,000”, and by striking out the figure “5"
and by replacing in lieu thereof the figure “10".

(h) Paragraph (5) of subsection 5312(a) of title 31,
United States Code, is amended to read as follows:

“(5) ‘United States’ means the States of the

United States, the District of Columbia, and, when the




© O 9 & Ot B W N =

[ - R Y e e e e T T T A - U = ¥
St B W N = W -3, Ot W NN = O

19

17

Secretary prescribes by regulation, the Commonwealth
of Puerto Rico, the Virgin Islands, Guam, the North-
ern Mariana Islands, American Samoa, the Trust Ter-
ritory of the Pacific Islands, any other territory or pos-
session of the United States, or a military or diplomatic
establishment.”.

SEc. 6. (a) Subsection (b) of section 1952 of title 18,
United States Code, is amended by deleting the word “‘or”
before the figure “(2)”, and by deleting the period at the end
thereof and replacing it with the following: “, or (8) any act
which is indictable under subchapter IT of chapter 53 of title
31, United States Code, or under section 1956 of this title.”.

(b) Subsection 1961() of title 18, United States Code, is
amended by inserting the phrase “section 1956 (relating to
the laundering of monetary instruments),” after the phrase
“section 1955 (relating to the prohibition of illegal gambling
businesses),”.

{c) Subsection 2516() of title 18, United States Code, is
amended in paragraph (c) by adding the phrase ‘“‘section 1956
(laundering of monetary instruments),’” after the phrase “sec-
tion 1955 (prohibition of business enterprises of gambling),”.

SEc. T. Section 2 of title 18, United States Code, is
amended by adding the following ubsection:

“(c) Whoever knowingly facilitates the commission by

another person of an offense against the United States by
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providing assistance that in fact is substantial is punishable as
a principal.”.

Seo. 8. (a) Chapter 118 of title 18, United States Code,
is amended by adding at the end thereof the following new
section:

“§ 2322, Receiving the proceeds of a crime

“Whoever receives, possesses, conceals, or disposes of,
or attempts to receive, possess, conceal or dispose of, any
money or other property which has been obtained in connec-
tion with a violation of any law of the United States for
which the punishment may extend to imprisonment for more
than one year; or brings or transfers into the United States
any money or other property which has been obtained in con-
nection with a violation of any law of a foreign country con-
cerning the manufacture, distribution, or other form of traf-
ficking in any substance listed in the current schedules of
controlled substances established pursuant to section 202 of
the Controlled Substances Act (21 U.S.C. 812) for which the
punishment under the law of the foreign country may extend
to imprisonment for a period of more than one year, knowing
or believing the same to be money or property which has
been obtained in violation of law, shall be imprisoned for not
more than ten years, or fined not more than $250,000 or

both,”.
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(b) The table of sections at the beginning of chapter 113
of title 18 is amended by adding at the end thereof the fol-

lowing new item:

2392, Receiving the proceeds of o crime,”.
Src. 9. (a) Title 18 of the United States Code is amend-
ed by adding a new chapter 120 as follows:
“CHAPTER 120——FbRFEITURE

“See,
“2800, Civil Forfeiture,
#9601, Criminal Forfeiture.

“§ 2600. Civil forfeiture

“(a) Any funds or monetary instruments involved in a
violation of section 1956, and any money or other property
involved in g violation of section 2322 in connection with a
violation of any law of the United States or of a foreign coun-
try concerning controlled substances, and any property, real
or personal, which represents the proceeds of or which is
traceable to such funds, monetary instruments or other prop-
erty shall be subject to forfeiture to the United States.

“(b) Any property subject to forfeiture to the United
States under this section may be seized by the Attorney Gen-
eral, and with respect to funds or monetary instruments in-
volved in a violation of section 1956 by the Secretary of the
Treasury, upon process issued pursuant to the Supplemental
Rules for certain Admiralty and Maritime Claims by any dis-

trict court of the United States having jurisdiction over the
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property, except that seizure without such process may be
made when—
“(1) the seizure is pursuant to a lawful arrest or
search; or
“(2) the Attorney General or the Secretary of the

Treasury, as the vase may be, has probable cause to

believe that the property is subject to forfeiture under

this section, in which event proceedings under subsec-
tion (d) of this section shall be instituted promptly.

“(c) Property taken or detained under this section shall
not be repleviable, but shall be deemed to be in the custody of
the Attorney General or the Secretary of the Treasury, as
the case may be, subject only to the orders and decrees of the
court or the official having jurisdiction thereof. Whenever
property is seized under this subsection, the Attorney
General or the Secretary of the Treasury, as the case may
be, may—

“(1) place the property under seal;

“(2) remove the property to a place designated by
him; or

“(8) require that the General Services Adminis-
tration take custody of the property and remove it, if
practicable, to an appropriate location for disposition in

accordance with law.
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“(d) For the purposes of this section the provisions of
the customs laws relating to the seizure, summary and judi-
cial forfeiture, condemnation of property for violation of the
customs laws, the disposition of such property or the pro-
ceeds from the sale thereof, the remission or mitigation of
such forfeitures, and the compromise of claims (19 U.S.C.
1602 et seq.), insofar as they are applicable and not incon-
sistent with the provisions hereof, shall apply to seizures and
forfeitures incurred, or alleged to have been incurred, under
this section, except that such duties as are imposed upon the
customs officer or any other person with respect to the sei-
zure and forfeiture of property under the customs laws shall
be performed with respect to seizures and forfeitures of prop-
erty under this section by such officers, agents, or other per-
sons as may be authorized or designated for that purpose by
the Attorney General or the Secretary of the Treasury, as
the case may be.

“(e) Notwithstanding any other provision of the law, the
Attorney General or the Secretary of the Treasury, as the
case may be, is authorized to retain property forfeited pursu-
ant to this section, or to transfer such property on such terms
and conditions as he may determine to-—

“(1) any other Federal agency; or
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“(2) any State or local law enforcement agency
which participated directly in any of the acts which led
to the seizure or forfeiture of the property.

The Attorney General or the Secretary of the Treasury, as
the case may be, shall ensure the equitable transfer pursuant
to paragraph (2) of any forfeited property to the appropriate
State or local law enforcement agency so as to reflect gener-
ally the contribution of any such agency participating directly
in any of the acts which led to the seizure or forfeiture of
such property. A decision by the Attorney General or the
Secretary pursuant to paragraph (2) shall not be subject to
review. The United States shall not be liable in any action
arising out of the use of any property the custody of which
was transferred pursuant to this section to any non-Federal
agency. The Attorney General or the Secretary of the Treas-
ury ma;,y order the discontinuance of any forfeiture proceed-
ings under this;' section in favor of the institution of forfeiture
proceedings by State or local authorities under an appropri-
ate State or local statute. After the filing of a complaint for
forfeiture under this section, the Attorney Gteneral may seek
dismissal of the complaint in favor of forfeiture proceedings
under State or local law. Whenever forfeiture proceedings
are discontinued by the United States in favor of State or
local proceedings, the United States may transfer custody

A s
and possession of the seized property to the appropriate State
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or local official immediately upon the initiation of the proper
actions by such officials. Whenever forfeiture proceedings are
discontinued by the United States in favor of State or local
proceedings, notice shall be sent to all known interested par-
ties advising them of the discontinuance or dismissal. The
United States shall not be liable in any action arising out of
the seizure, detention, and transfer of seized property to
State or local officials.

“(f) Al right, title, and interest in property described in
subsection (a) of this section shall vest in the United States
upon commission of the act giving rise to forfeiture ynder this
section.

“(g) The filing of an indictment or information alleging a
violation of law which is also related to a forfeiture proceed-
ing under this section shall, upon motion of the United States
and for good cause shown, stay the forfeiture proceeding.

“(h) In addition to the venue provided for in section
1395 of title 28 or any other provision of law, in the case of
property of a defendant charged with a violation that is the
basis for forfeiture of the property under this section, a pro-
ceeding for forfeiture under this section may be brought in
the judicial district in which the defendant owning such prop-
erty is found or in the judicial district in which the criminal

prosecution is brought.
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“§ 2601. Criminal forfeiture

“(a) A person who is convicted of an offense under sec-
tion 1956 or section 2322 of this title shall forfeit to the

United States any money or other property involved in such

-an offense and any money or other property, real or personal,

which represents the proceeds of or which is traceable to
such money or property.

“(b) In any case in which money or property subject to
forfeiture under subsection (a), as a result of any act or omis-
sion of the defendant—

“(1) cannot be located upon the exercise of due
diligence;
“(2) has been transferred or sold to, or deposited
with a third party;
“(8) has been placed beyond the jurisdiction of the
court;
“(4) has been substantially diminished in value; or
“(5) has been commingled with other property
which cannot be divided without difficulty;
the person shall forfeit to the United States any other prop-
erty up to the value of any property described in this section.

“(c) The court, in imposing sentence on a person for a
conviction of an offense listed in subsection (a), shall order
that the person forfeit to the United States all property de-

seribed in subsection (a) or (b).
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“d) The provisions of subsections 413 {¢) and (e)

through (o) of the Comprehensive Drug Abuse Prevention
and Control Act of 1970 (21 U.8.0. 853 (c) and (e)-(0)) shall
apply to property subject to forfeiture under this section, to
any seizure or disposition thereof, and to any administrative
or judicial proceeding in relation thereto, if not inconsistent
with this section.”.

(b) The chapter analysis of part I of title 18, United
States Code, is amended by adding at the end thereof the

following:
“120. Forfeiture 26007,
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PREPARED STATEMENT OF SENATOR CHARLES McC. MATHIAS, JR.

Mr, Chairman, the problem the Judiciary Committee takes up today is a difficult
one. Criminals are becoming adept at funneling the proceeds of their illegal activi-
ties through America’s most respected financial institutions and thereby camouflag-
ing the actual source of those funds, This practice stymies the efforts of law enforce-
ment to trace the funds and identify the individuals involved in the illegal activi-
ties. Thus, those who pocket tha ill-gotten gains, the kingpins in criminal organiza-
tions, escape detection, and can redirect the laundered funds to new endeavors.
Money laundering is clever and maddening because it effectively frustrates many
criminal investigations.

In an attempt to correct the problem, several bills have been introduced that
would facilitate government access to bank records. Mr, Chairman, we must cau-
tiously review all the implications of any bill attacking money laundering, It is in-
cumbent upon us to carefully craft such legislation so that it will assist law enforce-
ment without unnecessarily opening up to government scrutiny the information
buried in bank accounts of law-abiding citizens,

Bank accounts not only provide a profile of one's financial status, but also reveal
a wealth of personal information in a way very few of us ever stop to consider.
Checking accounts, loan applications, and credit cards records candidly reflect your
politics, your tastes, what you owe, who you owe, where you travel and even what
you eat and drink. The very richness of the information contained in bank records
raiges the specter of an overzealous government trampling the right to privacy in
order to obtain someone's life story as told to American Express or VISA, If a gov-
ernment agent entered someone’s home to extract the information accessible
through bank records, the Fourth Amendment implications would be clear.

The Congress has traditionally demonstrated a special sensitivity to privacy rights
in banking records. When the Supreme Court handed down its decision in U.S. v.
Miller, 425 U.S. 435 (1976), that deprecated the Fourth Amendment implications in
a search of personal financial records held by a third party, a disappointed Congress
reacted with the Right to Financial Privacy Act of 1978, We responded to law en-
forcement’s legitimate needs in a manner consistent with a citizen’s right to privacy
and the realities of modern finance. We must be careful not to upset the balance
that we worked so hard to achieve.

Two aspects of Senate Bill 1385 illustrate how easy it would be to disrupt that
balance. Under Section 3(a) of the proposed legislation, a bank could disclose infor-
mation if it finds “reason to believe” that it has information relevant to the viola-
tion of certain specific laws. Thus, private banking officials would have discretion to
make a highly intrusive decision. Before we ask or allow a bank to do this, let's
energize the procedures provided by the Bank Secrecy Act. If we dedicate our re-
sources to training bank personnel so that they can promptly report suspected
money laundering transactions, federal agents could respond with the teols already
in their possession: a court order under the Right to Financial Privacy Act—based
on a government claim of relevance to an investigation—or access through a search
warrant or grand jury subpoena, We should not broaden the government’s power to
intrude unless we are convinced that the existing tools are inadequate to the task.

We should also note that one of the specific crimes that banks would have to look
out for under Section 3(a) is a newly created and broadly defined offense of money
laundering. If we need to write this new offense into the U.,S. Code, we must be cer-
tain to draft the statute without sweeping in financial transactions entirely unrelat-
ed to the targeted offenses. I commend to my colleagues the other money laundering
bills, Senate Bills 572 and 1385, sponsored by Senators D'Amato and DeConcini, re-
spectively, that focus more narrowly on the activities we want to proscribe.

Mr. Chairman, I mention these two areas because they highlight the dangers we
confront. What information individuals choose to share with third parties should
not be confused with what they choose to share, or must share, with their govern-
ment. The fight against organized crime is at stake here—but so is the fundamental
right to privacy of Americans. Our focus at this hearing should be to assess whether
the delicate balance between these competing goals has been struck properly, and, if
not, to make only those adjustments that are needed to right the scale.

PREPARED STATEMENT OF SENATOR CHARLES E, GRASSLEY

Mr, Chairman, I commend you for holding this hearing on the subject of “money
laundering" and the various Senate measures that attempt to deal with the ever-
increasing problems that are involved with this illicit type of financial transaction.
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Money laundering has become a widespread practice where criminals use genuine
financial institutions, or other means, to convert crime-related proceeds to seeming-
ly legitimate funds, or assets.

This abhorent practice involves billions of dollars, and therefore has a powerful
adverse impact on our nation, as well as the fabric of society, as crime is facilitated
and tax dollars are lost.

Although money laundering has been attacked indirectly through other criminal
statues, a specific criminal offense is necessary in order to reach illegal activity that
can presently evade law enforcement,

I look forward to hearing the testimony of today's distinguished witnesses as we
exa}xlnine this growing problem along with the legislative attempts to effectively deal
with it

Thank you Mr. Chairman.

PREPARED STATEMENT OF SENATOR JoSEPH R. BRIDEN, JR.

Mr. Chairman, in today's hearing we will be discussing what I believe to be an
important tool that is needed in the government’s attempt to a dismantle illicit nar-
cotics enterprises, The primary basis of organized crime and narcotics traffic is
making money. In the course of making millions of dollars, narcotics traffickers
must turn small bills into working capital, This usually involves money laundering
which produces a financial trail useful to law enforcement in trying get to the top
echelons of the trafficking organizations.

It is estimated that money laundering is anywhere from 50 to 100 billion dollars a
year business. Focusing on money laundering activity is a crucial element in the
financial investigation of major illicit businesses. I strongly support and will work
with Senators Thrumond, DeConcini and D’Amato to draft a narrow statute that
will prohibit money laundering. However, I will not support the Administration’s
proposal which is requesting broad reaching authority to establish new statutes and
amend the Financial Privacy Act. Before I would consider broadening the reach of
the Justice Department I would like additional evidence that they and Treasury
have satisfactorily administered the current provision of the Bank Secrecy Act.

Mr. Chairman, while we are sitting here to consider the requests of the Adminis-
tration to expand authority under Title 31 and reduce protections under the Finan-
cial Privacy Act, upstairs in room 824 the Senate Subcommittee on Permanent In-
vestigations is being told by the General Accounting Office that the Treasury De-
partment have been ineffective in enforcing the provisions of Title 31, It is my un-
derstanding that the General Accounting Office will testify that the Treasury De-
partment lacks adequate procedures, has not devoted adequate resources and gives
relatively low priority to Bank Secrecy Compliance, In a familiar tune that I have
preached before, the General Accounting Office also concludes that all agencies in-
volved in Bank Secrecy Act compliance must improve communication and coordina-
tion. I believe it important that all of us involved in considering these bills today
review the record of the Permanent Subcommittee's hearing before moving forward
on new legislation,

Mr. Chairman, in 1980 I called a hearing to examine the use of existing forfeiture
statutes by the Government in the fight against organized crime and drug traffick-
ing. The hearing was held at a time when we were being told by the Justice Depart-
ment that forfeiture and financial investigations were a major element in the war
on narcotics traffickers.

The bottom line from that hearing was that the existing statute which had been
on the books since 1970 had seldom been used and that no one in the Justice De-
partment had expertise in the forfeiture law, Additionally, the enforcement agen-
cies had inaccurate records of forfeiture cases and there was little incentive to
pursue forfeiture of agsets investigations.

As [ sit here today Mr. Chairman, I can only say it seems we have been down this
road before. However, one of the outcomes of that forfeiture hearing was a commit-
ment by the federal agencies to get their act together before coming up to the Hill
and saying they need more legislation. The agencies need to demonstrate an ability
to use what they already have available before requesting new law. I don't subscribe
to the theory that new law automatically means better law enforcement. I'd like to
know how well current law is being enforced and how amendments we already have
made are being used.

My concerns about implemention of current law are heightened when I read
about incompetence like that reported in March 1985. Let me quote from Business
Week: . . . Comptroller of the Currency, . Todd Conover, told a stunned Senate
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investigations committee that bank examiners missed irregularities at the First
Bank of Boston during a special investigation in 1982. Conover's excuse: Examiners
were not familiar with the specific reporting requirements as revised in 1980.”

As part of the 1984 Comprehensive Crime Control Act we provided the Treasury
Department with additional amendments to the Bank Secrecy Act that broaden the
attempt to transport currency statute, broadened Customs search authorities, in-
creased penalties for non-compliance by banks from $1,000 to $10,000 and prison
term from 1 to 5 years, and made currency violations a predicate offense for RICO
prosecution. These were all changes that were necessary and justified by the De-
partments of Justice and Treasury. These provisions are there to help law enforce-
ment catch narcotics traffickers, Again, I ask, how are these statutes being used?

Mr. Chairman, at this stage I believe we should focus our attention on a narrowly
drafted money laundering statute that will permit prosecution of those individuals
making substantial deposits of illegally obtained currency. The need for that legisla-
tion has been established. However, before moving to the extreme measures pro-
posed in the Administration’s bill, I would need a substantial amount of justification
that existing law and the recent changes to existing law in this are have failed.

PREPARED STATEMENT OF SENATOR DENNIS DECONCINI

Mzr. Chairman, I introduced S, 1385, the Money Laundering Crimes and Disclosure
Act of 1985, on June 27, 1985, This legislation addregses the ever-increasing problem
of money laundering, especially the laundering of illicit profits generated by orga-
nized crime,

Money laundering is one of the most costly ills infecting our nation. In 1984 the
President’s Commission on Organized Crime reported that it was possible to launder
$100 million in a single transaction. Moreover, violations of tax laws are an inevita-
ble byproduct of laundering schemes, and this costs the nation millions of dollars in
public revenue.

Modern, sophisticated money laundering techniques have contributed to the Fi-
nancial success of organized crime in recent years, particularly in the narcotics
trade, Without the means to launder money, thereby making cash generated by a
criminal enterprise appear to come from a legitimate source, organized crime could
not flourish as it now does, Studies cite narcotics trafficking as one of the growth
industries within the underworld, and it is impossible for any American city, social
or ethnic group to inoculate itself from the drug epidemic. As long as organized
crime continues to successfully conceal enormous amounts of illegally generated
income, our law enforcement agencies will continue to do battle with the narcotics
traffickers from a position of weakness.

Money laundering techniques are used by large legitimate businesses as well. The
President’s Commission discovered that American corporations such as Gulf Oil,
Lockheed Aircraft, and McDonnell Douglas, have engaged in illegal money launder-
ing. Each corporation was involved in schemes to make illegal payments to foreign
government officials in order to win lucrative overseas contracts. The broad array of
groups participating in money laundering illustrates how widespread the problem
has become.

S. 1385 deals with this problem by creating criminal and civil penalties to be im-
posed against anyone who initiates a transaction with the intent to promote unlaw-
ful activity or with knowledge or reason to know that the monetary instruments
involved in the transaction are derived from unlawful activity guilty of the crime of
money laundering. The “knowledge or reason to know” standard is well settled in
criminal law and is intended to make clear that either a subjective or an objective
standard of intent may be chosen for proof. Furthermore, in making Money Laun-
dering a crime, S, 1885 does not remove certain rights to privacy by amending the
Right to Financial Privacy Act. Amending the Right to Financial Privacy Act is un-
necessary because the government today has access to massive amounts reports and
information from financial institutions and has the authority and ability to obtain
additional information. This available and potentially available information needs
to be and can be put to effective use. The effective use of this information elimi-
nates any need to infringe on any Right of Privacy.

Mr. Chairman, for the outlined reasons, ! urge my colleagues who are concerned
about this issue to support S. 1385.

The CaairMaN, I am most Pleased to introduce as our first wit-
ness the honorable Alfonse D’Amato, of the Senate Committee on
Banking, Housing and Urban Affairs.




31

Senator D'Amato, we are very pleased to have you with us.
Please proceed.

STATEMENT OF HON. ALFONSE D’AMATO, A U.S, SENATOR FROM
THE STATE OF NEW YORK

Senator D’AMATO. Mr. Chairman, let me first commend you for
holding these hearings today on a most important issue, the money
laundering problem, and for attempting to develop effective legisla-
tive remedies that will strike at the heart of organized crime, the
drug czars in particular. It is long overdue.

At the outset, Mr, Chairman, I would like to make two prelimi-
nary points. First, I most respectfully submit that, of all the major
bills in your committee, those being considered today hold the
%'r?;}test promise for crippling organized crime and major drug traf-

icking.

Second, I would like to stress thaf, with so many Senate and
House money laundering bills to consider, and with all the other
issues Congress must address, we run the risk of running out of
time to pass any effective money laundering bill. That would be a
tragedy because this Congress has a unique and historic opportuni-
ty to attack the financial empires of the drug czars and the orga-
nized crime networks.

Therefore, Mr. Chairman, I urge you to do all in your power to
have a strong bill against money laundering marked up and report-
ed out of the committee by the end of this year, and then scheduled
for a vote in early 1986,

Rather than endlessly debating the technical differences among
the bills, let us attempt to develop a consensus money laundering
bill. Mr. Chairman, that is what you did so effectively in develop-
ing the consensus crime bill in the last Congress. In that way, I be-
lieve we can move forward. I think it is going to take that kind of
effort, the same kind of effort that you were able to put together in
developing last year's consensus, putting pride of authorship aside,
and concentrating on the key elements.

I would like to talk today about three key elements that are con-
tained in most bills and that are essential.

The three provisions I most strongly recommend are the very
ones included in two of the bills I have sponsored, as well as, in a
slightly modified form, in the bills introduced by both yourself and
Senator DeConcini.

This year, the Bank of Boston, Crocker National Bank, and other
Bank Secrecy Act cases, demonstrate the urgent need to: First, au-
thorize the Treasury Department to subpnena testimony and bank
records to enforce the Bank Secrecy Act; second, raise fines to the
full amount of money laundered or not reported, and third, make
money laundering a crime. I think, Mr. Chairman, those three es-
sential elements should be contained in any bill.

The Bank of Boston case demonstrates why we need to authorize
an administrative subpoena for the Treasury Department. Under
questioning last March on this issue, former Assistant Secretary of
the Treasury, and now Federal district court judge, John Walker,
testified that the lack of such a subpoena was & major obstacle to
effective law enforcement, because Treasury had no ability to audit
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the examinations done by the Comptroller of the Currency. In-
stead, the investigation dragged on for nearly 2 years longer than
it should have.

For those who say, well, this subpoena is unusual let me reply:
these subpoenas are not exceptional. They exist in 40 different

_areas. They exist in the agricultural area, with the Civil Aeronau-
tics Board, and the Commerce Department. Congress, the Energy
Department, the Energy and Federal Regulatory Commission have
them, and the list goes on and on, and I would like to submit a list
of examples for your consideration.

It is simply not logical to deny the Treasury Department one of
the essential tools for meeting its responsibility to enforce the law.
The Treasury Department should not have to rely on the bank reg-
ulatory agencies, whose interest in Bank Secrecy Act compliance is
often lukewarm at best.

Nothing demonstrates the need for higher fines more than the
Bank of Boston and Crocker National Bank cases. That is why we
say the present fine is inadequate.

In the first case, $1.2 billion was not reported. The fine was
$500,000, or four ten-thousandths of the amount not reported. In
the case of Crocker National Bank, $3.9 billion was not reported.
The fine was $2.25 million, or just under six ten-thousandths of the
amount not reported.

I would like to share with you what Judge Walker has said about
the benefits of the higher fines contained in S. 571.

He said: “If 571 had been on the books with respect to the First
National Bank of Boston, they would have stood to pay a civil pen-
alty of over $1 billion. I think that would wake up even the sleepi-
est of chief executive officers.”

Mr. Chairman, if I might relate some of the testimony that the
officers from that First Bank of Boston gave, it was impossible to
believe that they did not or should not have had knowledge as to
the transactions that were taking place. There just was no enforce-
ment. The penalties did not fit the offense. And I think we should
put a stop to that kind of so-called inadvertence.

Mr. Chairman, we also need to make money laundering a crime.
The current approach is completely inadequate. It attempts to
combat money laundering indirectly through a little-understood re-
porting system. The words of one retired Bank of Boston employee
should tell us all we need to know about the present system’s
weakness. When asked about the attitude at the branch level, he
gave a very honest answer——

The CHairmaN. Excuse me, Senator. Do you want to take a
couple more minutes to wrap up?

Senator D’AmaTo. Yes, I will conclude.

He said, “If you had to stop and bang out a report for every
single transaction, you would never get anything done.”

If we are serious about money laundering, we should say so in
terms that all bank employees, from tellers to presidents, can un-
derstand.

We should make money laundering a crime.

Mr. Chairman, as I suggested to you, I believe that you have the
opportunity to force the kind of legislative approach that encom-
passes and embodies these three main provisions, provisions that
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are contained in many of the bills that have been submitted. I
think we would do the people of this country a great service in de-
veloping the tools to deal effectively with this crime and with this
problem.

I thank you, Mr. Chairman, for the opportunity to testify today,
and share with you this thought, that this Senator will be willing
to aid in any way possible in helping you in your quest to formu-
late the legislative approach to deal with the problem of money
laundering.

[Prepared statement and text of S. 572 and S. 1385 follow:]

PREPARED STATEMENT OF SENATOR ALFONSE D'AMATO

Mr. Chairman, I commend you for calling today’s hearing to address this most
important issue. As sponsor of two bills on money laundering, I am pleased that
their three key elements have been folded into the Administration bill and the bill
}ntroduced by Senator DeConcini. It is on these provisions that my statement today
ocuses,

At the outset, Mr. Chairman, I would like to make two preliminary points, First, I
respectfully submit that, of all the major bills in your Committee, those being con-
sidered today hold the greatest promise for crippling organized crime and the major
drug traffickers.

Second, I want to stress that, with so many Senate and House money laundering
bills to consider, and with all the other issues Congress must address, we risk run-
ning out of time to pass any money laundering bill at all, That would be a tragedy
because this Congress has a unique and historic opportunity to attack the financial
empires of the drug czars and the organized crime networks.

Therefore, I urge you to do all in your power to have a strong bill against money
laundering marked up and reported out of Committee this year, and then scheduled
for a vote early in 1986.

Rather than endlessly debate the technical differences among the bills, let us de-
velop a Consensus Money Laundering Bill—just as you developed a Consensus
1(;}lrime Bill in the last Congress—and let us have a vote on that bill as soon as possi-

e,
The three provisions I most strongly recommend are the very ones included in the
two bills I have sponsored, as well as—in slightly modified form—in the bills intro-
duced by you and by Senator DeConcini.

This year's Bank of Boston, Crocker National Bank, and other Bank Secrecy Act
cages demonstrate the urgent need to;

(1) authorize the Treasury Department to subpoena testimony and bank records to
enforce the Bank Secrecy Act;

(2) raise fines to the full amount of money laundered or not reported; and

(3) make money laundering a crime.

The Bank of Boston case demonstrates why we need to autkorize an administra-
tive subpoena for the Treasury Department. Under questioning last March on this
issue, former Assistant Secretary of the Treasury, and now Federal District Court
Judge, John Walker testified that the lack of such a subpoena was a major obstacle
to effective law enforcement. Because Treasury has no ability to audit the examina-
tions done by the Comptroller of the Currency, he said:

“We had concerns over what we were getting back from the Comptroller. . . . We
had the whole history of Florida behind us, in which we produced hundreds of in-
dictments and convictions . . . we saw . . . the same pattern developing in Boston,
And we got back . . . reports that there were no violations up there. So this would
have been an ideal candidate for selective use of administrative subpoena
powers . . . to go in ourselves . , . and do a spotcheck to see what we could find.”
. Instead, that investigation dragged on nearly two years longer than it should

ave.

Some people may think that my subpoena proposal is controversial because they
think administrative subpoenas are a rarity. That is not the case. We use adminis-
trative subpoenas much more often than is generally known. I will submit for the
record a list of over 40 sections in the U.S. Code authorizing administrative subpoe-
nas.

To give you but a few examples, however, the Agriculture Department has an ad-
ministrative subpoena power to enforce our laws on egg research and consumer in-
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formation; potato research and promotion; and beef research and information; and
the Cammerce Department has a subpoena with regard to offshore shrimp fisheries,

If these and 40 other issues are important enough to warrant providing an Ad-
ministrative subpoena power, then effective enforcement of the Bank Secrecy Act to
combat the laundering of drug money is also sufficiently important,

It is simply not logical to deny the Treasury Department one of the essential tools
for meeting its responsibility to enforce the law, The Treasury Department should
not have to rely on the bank regulatory agencies, whose interest in Bank Secrecy
Act compliance ig often lukewarm at best,

Nothing demonstrates the need for higher fines more than the Bank of Boston
and Crocker National Bank cases. In the first case, $1.2 billion was not reported.
The fine was $500,000, or four ten-thousandth's of the amount not reported. In the
case of Crocker National Bank, $3.9 billion was not reported, The fine was $2.25 mil-
lion, or just under six ten-thousandth's of the amount not reported.

1 would like to share with you what Judge Walker has said about the benefits of
the higher fines contained in my bill, S. 571, He said:

“If 671 had been on the books with respect to the First National Bank of Boston,
they would have stood to pay a civil penalty of over $1 billion. I think that would
wake up even the sleepiest of chief executive officers.”

Mr. Chairman, we also need to make money laundering a crime, The current ap-
proach is completely inadequate. It attempts to combat money laundering indirectly
through a little-understood reporting system. The words of one retired Bank of
Boston employee should tell us all we need to know about the present system’s
weakness. When asked about the attitude at the branch level, he gave a very honest
answer, He said:

“If you had to stop and bang out a report for every single transaction, you'd never
get anything done.”

If we are serious about money laundering, we should say so in terms that all bank
employees, from tellers to presidents, can understand. We should make money laun-
dering a crime.

Mr. Chairman, on these and other points, today's witness will offer different
standards and definitions for this Committee to consider, Their testimony with re-
spect to “intent”, “wilfulness”, “negligence”, “knowledge”, “unlawful activity”, “fa-
cilitation", “the right to financial privacy”, and numerous other issues is important
testimony, and I look forward to reviewing the record of this hearing very carefully,

Having said that, I again urge you to press for decisive action to resolve these
differences, and avoid letting this historic opportunity slip away. If anyone can
bring together the Administration, the banks, the House and Senate Judiciary Com-
mittees, and the other interests represented here today, that person is you.

Thank you again for the opportunity to appear here today, You have my commit-
ment to do all in my power to see to it that an acceptable bill is developed this year,
and that the legislation you develop becomes law.

Thank you, Mr. Chairman.

AGRICULTURE

Beef Research and Information, 7 U.S.C. 2917,
Cotton Research and Promotion, 7 U.S.C. 2115.
Egg Research and Consumer Information, 7 U.S.C. 2717.
Potato Research and Promotion, 7 U.S.C. 2622.
CIVIL AERONAUTICS BOARD

Federal Aviation Program, 49 U.S.C. 1484(b).

COMMERCE

“XVeather Modification Activities or Attempts: Reporting Requirements, 15 U.S.C.
330ctal.
Offshore Shrimp Fisheries, 16 U.S.C. 1100b~5(d).

CONGRESS

House Commission on Congressional Mailing Standards, 2 U.S.C. 501(f).
Technology Assessment Board, 2 U.S.C. 473(d).
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CONSUMER PRODUCT SAFETY COMMISSION
Consumer Product Safety, 15 U.S.C, 2076(b).
ENERGY

Energy Congervation—Improving Enexgy Efficiency, 42 U.S.C. 6209(a),
Administrative Provisions, 42 U.S.C. 72h5,

ENERGY/FEDERAL ENERGY REGULATORY COMMISSION

Transportation of Qil by Pxpelme, 42 U.S.C. 7155 (See also 49 U.S.C. 12); 42 U.S.C.
7172(b) (See also 49 US.C. 1

ENERGY/FEDERAL TRADE COMMISSION

Elr)xergy Conservation, 42 U.S.C. 6382(a) (Subpenas issued by the Comptroller Gen-
eral),

ENVIRONMENTAL PROTECTION AGENCY
Water Pollution Prevention and Control, 33 U.5.C. 136%(a).
Noise Control, 42 U.S.C. 4915(d),
EQUAL EMPLOYMENT OPPORTUNITY COMMISSION

Uls‘aér Labor Standards, 5 App. U.S.C., Reorganization Plan #1 of 1978 (See also 29

FEDERAL ELECTION COMMISSION
Federal Election Campaigns, 2 U.S.C. 487d(a).

FEDERAL MARITIME COMMISSION/TRANSPORTATION
Creation and Functions of Maritime Agencies, 46 U.S,C. 1124(a).

FEDERAL POWER COMMISSION

Natural Gas, 15 U.S.C, T17Tm(c).

Federal Regulation and Development of Power/Administrative Provisions, 16
U.S.C. 825fb).

FEDERAL RESERVE S§YSTEM--BOARD OF GOVERNORS
Bank Holding Companies, 12 U.S.C, 1844(f.

FOREIGN SERVICE IMPASSE DISPUTES PANEL
Labor Management Relations, 22 U.8.C, 4110(c).

HEALTH AND HUMAN SERVICES

U%ocmlog(eg)unty—-l?edex al Old Age, Survivors and Disability Insurance Benefits, 42
Social Security, 42 U.S,C. 1320a-4(a) Subpenas issued by the Comptroller General),
HOUSING AND URBAN DEVELOPMENT
Fair Hoosing, 42 O.6.C. 3oitay | e
IMMIGRATION AND NATURALIZATION SERVICE
Immigration and Nationality—Entry and Exclusion, 8 U.S.C. 1226(a).

INTERNATIONAL TRADE COMMISSION/LABOR
Relief From Injury Caused by Import Competition, 19 U.S.C. 2321(a).

INTERSTATE COMMERCE COMMISSION
Explosives and Other Dangerous Articles, 18 U.S.C. 835(b).
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Administrative/Powers, 49 U.8.C. 10321(c).

JUSTICE
Independent Counsel, 28 U.S.C. 594(a).

NATIONAL LABOR RELATIONS BOARD
Labor Management Relations, 29 U.S.C. 161.

PENSION BENEFIT GUARANTY CORPORATION
Employee Retirement Income Security Program, 29 U.S.C. 1303(h).

RAILROAD RETIREMENT BOARD
Railroad Unemployment Insurance, 456 U.S.C. 362(a).

SMALL BUSINESS ADMINISTRATION
Small Business Investment Program, 16 U.S.C. 687a(d).

SECURITIES AND EXCHANGE COMMISSION
Trust Indentures, 15 U.S.C. T7Tuuu(a).
Securities Exchanges, 156 U.S.C. 78u(b).
Public Utility Holding Companies, 15 U.S.C. T9r(c).
Investment Companies, 15 U.S.C. 80a-41(b).
Investment Advisors, 15 U,8.C. 80b-9(b).

WAR CLAIMS COMMISSION
War Claims, 50, App. U.S.C. 2001(c).

D’Amaro: StricTER LEGISLATION NEEDED T0 FicHT DRUG MoNEY LAUNDERING

U.S. Senator Alfonse M. D’Amato (R-C-NY) today called for quick passage of legis-
lation to make money laundering a crime; increase penalties against banks; and
give the government strengthened powers to combat this practice.

D'Amato said that the current approach to combat money laundering through a
little-understood reporting system is “wholly inadequate.” He added that bank offi-
cials themselves admit that laws currently on the books do not encourage the banks’
cooperation in stopping this practice.

“If we are serious about money laundering, we should say so in terms that all
bank and financial institution employees, from tellers to presidents, can under-
stand,” he said.

D'Amato, the author of two anti-money laundering bills (S. 571 and S. 572), called
on the Senate Judiciary Committee to approve “consensus” legislation that would:

(1) Raise fines to the full amount of the money laundered;

(2) Make money laundering a federal crime; and,

(3) Authorize the Treasury Department to subpeona testimony and bank records
to enforce the Bank Sscrecy Act.

The Senator said that this year’s Bank of Boston and Crocker National Bank
cases prove the need to stiffen penalties.

In the Boston case, $1.2 billion was unreported, resulting in a fine of only
$(5100,000, Crocker was fined a mere $2.25 billion for $3.9 billion that was not report-
ed.

D‘Amato told the committee that former Assistant Treasury Secretary and now
Federal Judge John Walker has said that the specter of crippling fines would “wake
up even the sleepiest of chief executive officers.”

The Senator also stressed the importance of allowing the Treasury Department to
subpoena testimony and records to investigate money laundering cases, “The effec-
tiveness of money laundering investigations is greatly impaired because investiga-
torg are denied the essential tools of their trade,” he said.
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D’AMATO PROPOSALS 70 CGMBAT MONEY LAUNDERING

The first bill, the Drug Money Seizure Act (S. 571), is identical to the bill D’Amato
introduced in the last Congress and is designed to strengthen provisions of the Bank
Secrecy Act. It provides for:

Administrative Subpoena Power to enable the Treasury Department to systemati-
cally review suspicious cash, check, and other deposits as well as transactions to for-
eign banks. Current law requires Treasury to convince the Justice Department to
convene a grand jury before a subpoena can be issued,

An incresse in the civil penalty from $10,000 to the full amount of the transaction
for institutions and employees who willfully violate the law’s reporting require-
ments.

Creation of a penalty, up to the full amount of the foreign transaction involved,
for individuals who willfully violate the law requiring reports on their transfers of
money to foreign banks.

The second bill, the Money Laundering Crimes Act (8. 572), makes it a Federal
crime to assist in the laundering of money in the furtherance of a crime. Penalties
are stiff, with conviction of a first offense bringing a fine of $250,000 or twice the
\178.1ue of the monetary instruments (whichever is greater), or imprisonment for up to

years.

For each subsequent offense, a fine equal to $1,000,000 or five times the value of
the monetary instrument will be imposed (whichever is greater), or imprisonment
for up to 20 years, or both,
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T'o amend title 18, United States Code, to create an offense prohibiting the
laundering of money in the furtherance of eriminal activities.

IN THE SENATE OF THE UNITED STATES

MarcH 5 (legislative day, FeBruary 18), 1985

Mr. ’AmaTo (for himsell, Mrs. Hawking, Mr. Proxmire, Mr, AsDNOR, Mr.
RiraLe, and Mr, WiLson) introduced the following bill; which was read
twice and referred to the Committee on the Judiciary

A BILL

To amend title 18, United States Code, to create an offense
prohibiting the laundering of money in the furtherance of
criminal activities.

Be it enacted by the Senate and House of Representa-

tives of the United States of America in Congress assembled,

NUEEEE &

That this Act may be cited as the “Money Laundering

Cirimes Act”.

[52 SN

SEC. 2. (a) Chapter 95 of title 18, United States Code,

(a2

is amended by adding at the end thereof the following new

7 section:
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“8 1956, Laundering of monetary instruments

“(a) Whoever conducts or causes to be conducted a
transaction or series of transactions involving one or more
monetary instruments in, through, or by a financial institu-
tion which is engaged in, or the activities of which affect,
interstate commerce, or attempts so to do—

“(1) with intent to promote, manage, establish,
carry on, or facilitate the promotion, management, es-
tablishment, or carrying on, of any unlawful activity;
or

“(2) with knowledge or reason to know that such
monetary instruments represent income derived, direct-
ly or indirectly, from any unlawful activity, or the pro-
ceeds of such income,

shall be fined not more than $250,000 or twice the value of
the monetary instruments, whichever is greater, or impris-
oned not more than ten years, or both, for the first such
offense, and shall be fined not more than $1,000,000 or five
times the value of the monetary instruments, whichever is
greater, or imprisoned not more than twenty years, or both,
for each such offense therealter.
“(h) As used in this section—

“(1) the term ‘conducts’ includes initiating, con-

cluding, or participating in conduecting, initiating, or

concluding a transaction;
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“(2) the term ‘transaction’ includes a deposit,
withdrawal, transfer between accounts, exchange of
currency, loan, extension of credit, purchase or sale of
any stock, bond, certificate of deposit, or other mone-
tary instrument, or any other payment, transfer, or de-
livery by, through, or to a financial institution, hy
whatever means effected;

“(8) the term ‘monetary instruments’ means mon-
etary instruments as defined in section 203(1) of the
Currency and Foreign Transactions Reporting Act, as
revised (31 U.S.C. 5312(a)(3));

“(4) the term ‘financial institution’ means financial
institution as defined in section 203(e) of the Currency
and Foreign Transactions Reporting Act, as revised
(81 U.8.C. 5312(a)2)); and

“(5) the term ‘unlawful activity’ means any act or
acts constituting—

“(A) a pattern of racketeering activity or col-
lection of unlawful debt, as those terms are de-
fined in section 901(a) of the Organized Crime
Control Act of 1970 (18 U.S.C. 1961-1968);

“(B) a continuing criminal enterprise, as that
term is defined in section 408 of the Controlled

Substances Act (21 U.8.C. 848);
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“(C) an offense under any of the following
provisions of title 18, United States Code: Section
201 (relating to bribery), section 224 (relating to
bribery in sporting contests), sections 471-473
(relating to counterfeiting), section 659 (relating
to theft from interstate shipment) if the offense is
felonious, section 664 (relating to embezzlement
from pension and welfare funds), sections 891-
894 (relating to extortionate credit transactions),
section 1084 (relating to the transmission of gam-
bling information), section 13841 (relating to mail
fraud), section 1343 (relating to wire fraud), sec-
tions 1461-1465 (relating to obscene matter), sec-
tion 1503 (relating to obstruction of justice), sec-
tion 1510 (relating to obstruction of criminal in-
vestigations), section 1511 (relating to obstruction
of State or local law enforcement), section 1951
(relating to interference with commerce by threats
or violence), section 1952 (relating to racketeering
enterprises), section 1958 (relating to interstate
transportation of wagering paraphernalia), section
1954 (relating to unfair welfare fund payments),

section 1955 (relating to prohibition of illegal

gambling businesses), sections 2314 and 2315 (re-

lating to interstate transportation of stolen proper-
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ty), sections 2341-2346 (relating to trafficking in
contraband cigarettes), or sections 2421-2424 (ve-
lating to white slave traffic);

“D) an offense under title 29, United States
Code, section 186 (relating to restrictions on pay-
ments and loans to labor organizations) or section
501(c) (relating to embezzlement frem union
funds); or

“(E) an offense involving the felonious manu-
facture, importation, receiving, concealment,
buying, selling, or otherwise dealing in narcotie or
other dangerous drugs, punishable under any law
of the United States.

“(c) Nothing in this section shall supersede any provi-
sion of Federal, State, or other law imposing criminal penal-
ties or affording civil remedies in addition to those provided
for in this section.

“(d) Violations of this section shall be investigated by
the Federal Bureau of Investigation, the Drug Enforcement
Administration, and the Internal Revenue Service, as appro-
priate.

“(e) There is extraterritorial jurisdiction over the con-

duct prohibited by this section.”.




43

6
1 (b) The table of sections at the beginning of chapter

2 95 of title 18 is amended by adding at the end the following

3 new item:

1956, Laundering of monetary instruments”’.
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Entitled the *Money Laundering Orimes and Disclosure Act of 1985",

IN THE SENATE OF THE UNITED STATES

JUNE 27 (legislative day, JUNE 26), 1985

Mr, DeConcIn introduced the following bill; which was read twice and referred
to the Committee on the Judiciary

A BILL

Entitled the “Money Laundering Crimes _and Disclosure Act of
1985”,

Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,

Secrion 1. This Act may be cited as the ‘Money
Laundering Crimes and Disclosure Act of 1985",

Sec. 2. (a) Chapter 95 of title 18, United States Code,
is amended by adding at the end thereof the following new

section;

“§ 1856. Laundering of monetary instruments

W W 3 o v B W N

“(a) Whoever initiates or causes to be initiated a trans-
10 action or series of transactions involving one or more mone-

11 tary instruments in, or ‘through a financial institution which is
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1 engaged in, or the activities of which affect, interstate com-

2 merce, or attempts to do so—

3
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“(1) with intent to promote, manage, establish,
carry on, or facilitate the promotion, management, es-
tablishment, or carrying on, of any unlawful activity;
or

“(2) with knowledge or reason to know that such
monetary instruments represent income derived, direct-
ly or indirectly, from any unlawful activity, or the pro-
ceeds of such income, shall be fined not more than
$250,000 or twice the value of the monetary instru-
ments, whichever is greater, or imprisoned not more
than ten years, or both, for the first such offense, and
shall be fined not more than $1,000,000 or five times
the value of the monetary instruments, whichever is
greater, or imprisoned not more than twenty years, or
both, for each such offense thereafter.

“(b) As used in this section-—

“(1) the term ‘conducts’ includes commencing,
concluding, or participating in the commencement or
conclusion of a transaction;

“(2) the term ‘transaction’ includes a deposit,
withdrawal, transfer between accounts, exchange of
currency, obtaining a loan or an extension of credit,

purchase or sale of any stock, bond, certificate of de-
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posit, or other monetary instrument, or any other pay-
ment, transfer, or delivery through or to a financial in-
stitution, by whatever means effected;

“43) the term ‘monetary instruments’ means mon-
etary instruments as defined in section 5312(A)(3) of
title 81;

“(4) the term ‘financial institution’ means finaneial
institution as defined in section 5312(a)(2) of title 31;
and

“(5) the term ‘unlawful activity’ means any act or
acts constituting—

“(A) a continuing eriminal enterprise, as that
term is defined in section 408 of the Controlled
Substances Act (21 U.S.C. 848);

“(B) an offense under any of sections 201
(relating to bribery), 224 (velating to bribery in
sporting contests), 471-478 (velating to counter-
feiting), 659 (relating to theft from interstate ship-
ment) if the offense is felonious, 664 (relating to
embezzlement from pension and welfare funds),
891-894 (relating to extortionate credit transac-
tions), 1084 (relating to the transmission of gam-
bling information), 1841 (relating to mail fraud),
1843 (relating to wire fraud), 14611465 (relating

to obscene matter), 1508 (relating to obstruction




W O ~I O Ot = W N

I I T S v S o T T R S R R el

47

4

of justice), 1510 (relating to obstruction of crimi-
nal investigations), 1511 \relating to obstruction
of State or local law enforcement), 1951 (relating
to interference with commerce by threats or vio-
lence), 1952 (relating to racketeering enterprises),
1958 (relating to interstate transportation of wa-
gering paraphernalia), 1954 (relating to unfair
welfare fund payments), 1955 (velating to prohibi-
tion of illegal gambling businesses), 2314 or 2315
(velating to interstate transportation of stolen
property), 2341-2346 (relating to trafficking in
contraband cigarettes), or 2421-2424 (relating to
white slave traffic) of this title;

“(C) an offense under section 302 (relating
to restrictions on payments and loans to labor or-
ganizations) of the Labor Management Relations
Act, 1947 (29 U.S.C. 186) or section 301(c) (re-
lating to embezzlement from union funds) of the
Labor-Management Reporting and Disclosure Act
of 1959 (29 U.8.C. 501(c)); or

“(D) an offense involving the felonious manu-
facture, importation, receiving, concealment,
buying, selling, or otherwise dealing in narcotic or
other dangerous drugs, punishable under any law

of the United States.
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“(c) Nothing in this section shall supersede sny provi-
sion of Federal, State, or other law imposing criminal penal-
ties or affording civil remedies in addition to those provided
for in this section.

“(d) Violations of this section shall be investigated by
the Federal Bureau of Investigation, the Drug Enforcement
Administration, and the Internal Revenue Service, as
appropriate.

“(e) There is extraterritorial jurisdiction over the con-
duct prohibited by this section.”.

(b) The table of sections at the beginning of chapter 95
of title 18, United States Code, is amended by adding at the

end the following new item:

1956, Laundering of monotary instruments.”".
Src. 3. Section 5318 of title 31, United States Code, is
amended to read as follows:
“§ 5318. Compliance and exemptions
“(a) The Secretary of the Treasury may (except under
section 5315 of this title and regulations prescribed under
section 5315)—
“(1) delegate duties and powers under this sub-
chapter to an appropriate supervisory agency;
“(2) require a class of domestic financial institu-
tions to maintain appropriate procedures to ensure
compliance with this subchapter and regulations pre-

seribed under this subchapter;
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“(8) prescribe an appropriate exemption from a
requirement under this subchapter and regulations pre-
scribed under this subchapter. The financial institution
must provide on a quarterly basis to the Secretary of
the Treasury a list of the customers of the financial in-
stitution whose transactions have been exempted in ac-
cordance with the provisions of the regulations pre-
scribed under this subchapter. The Secretary of the
Treasury must review and approve or revoke the list of
exemptions within 90 days after the date of receipt.
Upon revocation, a financial institution shall file the
usual reports as prescribed under section 5314 with re-
spect to any customer whose exemption has been re-
voked. The financial institution may consider the
exempt list approved for purposes of this subchapter,
unless notified in writing to the contrary by the Secre-
tary of the Treasury within the 90-day period.

“(4)(A) examine any books, papers, records, or
other data of domestic financial institutions pursuant to
the recordkeeping and reporting requirements under
this subchapter;

“(B) summon an officer or employees of a domes-
tic financial institution, or any person having posses-
sion, custody, or care of the reports or records required

under this subchapter, to appear before the Secretary
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of the Treasury or his delegate at a time and place

named in the summons and to produce such books,

papers, records, or other data, and to give such testi-
mony under oath, as may be relevant material to such
inquiry; and

“(0) take sﬁa\h testimony of the officer, employee
or person having possession of the relevan{ reports or
records, under oath, as may be relevant or material to
such inquiry.

“(b) The purposes for which the Secretary of the Troas-
ury may take any action described in subsection (2)(4) include
the purpose of investigating any offense connected with the
administration or enforcement of this subchapter, section 21
of the Federal Deposit Insurance Act, section 411 of the Na-
tional Housing Act, or chapter 2 of Public Law 91-508.

“(e)(1) The Secretary of the Treasury may delegate the
powers conferred by subsection a(4) to an appropriate super-
visory agency.

“(2) A summons may be issued under subsection a(4)(B)
only by, or with the approval of, the Secretary of the Treas-
ury or a supervisory level delegate of an appropriate Treas-
ury bureau, pursuant to title 12, United States Code, sections
8401 through 3422, 12 U.S.C. section 3401-3422.”.

SEC. 4. Section 5321 of title 81, United States Code, is

amended to read as follows:
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“§ 5321. Civil penalties

“(a) A domestic financial institution, and a' partner, di-
rector, officer, or employee of a domestic financial institution,
willfully violating this subchapter or & regulation prescribed
under this subchapter (except section 5315 of this title or a
regulation prescribed under section 5315) or causing such a
violation is liable to the United States Grovernment for a civil
penalty of not more than:

“(1) The amount of the transaction where the vio-
lation involves a transaction reporting fequirement; or
“(2) 10,000 for any other violation.

“(b) For violation of section 5318(a)(2) of this title or a
regulation prescribed under section 53i8(&)(2), a separate
violation occurs for each day the violation continues and at
each office, branch, or place of business at which a violation
oceurs or continues.

“{c) A person willfully violating the provisions of section
5314 of this title or of a regulation prescribed under section
5314 is lisble to the United States Government for a civil
penalty of not more than the amount of the foreign transae-
tion or foreign account involved in the violation.”.

Sec. 5. Section 5322 of title 31, United States Code, is
amended to read as follows:

“(a) A person willfully violating this subchapter or a
regulation prescribed under this subchapter (except section

5315 of this title or a regulation prescribed under section
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9
5815) shall be fined not more than $500,000, imprisoned for

not more than 10 years, or both.

“(b) A person willfully violating this subchapter or a
regulation preseribed under this subchapter (except section
5315 of this title or & regulation prescribed under section
5315), while violating another law of this United States or as
part of a pattern of illegal activity involving transactions of
more than $100,000 in a 12-month period, shall be fined not
more than $1,000,000, imprisoned for not more than 20
years, or both.

“(c) For a violation of section 5318(a)(2) of this title or a
regulation preseribed under section 5318(a)(2), a separate
violation occurs for each day the violation continues and at
each office, branch, or place of business at which a violation

oceurs or cortinues,”.
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The CmAirMaN. Thank you very much, Senator. I have just one
question.

Senator D’Amato, I believe you have introduced 8. 571, the Drug
Money Seizure Act. That bill is not before our committee, but could
you comment on specifically what that bill does?

Senator D’AmATo. Specifically, we touch on the three areas, Mr.
Chairman. We say that the Treasury Department should be given
that administrative subpoena power. We believe in this manner,
we will be able to act much more expeditiously, and we would not
have the kind of runaway situation that took place in the First
Bank of Boston case.

It provides administrative subpoena power, No. 1. Second, it in-
creases the civil penalty from $10,000 to the full amount of the
transaction for those institutions and employees who willfully vio-
late the law. So that where you have employees or a bank or a fi-
nancial institution that demonstrates a callous disregard for the
law, they will be subject to a penalty equal to all the money that
they have helped facilitate in transferring illegally. And third, we
create a penalty up to the full amount of the foreign transaction
involved for individuals who willfully violate the law. We require
reporting of these transfers of moneys to foreign banks.

Mr. Chairman, in S. 572 we make money laundering a crime.
The people who are laundering drug moneys certainly are part of
that criminal enterprise, and they should be held accountable.
There should be more than just a civil penalty. For those who are
in the business of money laundering, there should be criminal
sanctions as well,

The CHAIRMAN. Thank you very much.

Senator D’Amaro. Thank you very much, Mr. Chairman.

The CHAIRMAN. Our next witnesses are Mr. Stephen Trott, As-
sistant Attorney General, Criminal Division, Department of Jus-
tice, and Mr. David Queen, Acting Assistant Secretary for Enforce-
ment and Operations, Department of the Treasury.

Gentlemen, we will be glad to hear from you. As we have previ-
ously notified the witnesses, we are allowing 5 minutes for your
summary, and then we can ask questions.

Mr. Trott, you may proceed.

STATEMENT OF A PANEL, INCLUDING: STEPHEN S, TROTT, AS-
SISTANT ATTORNEY GENERAL, CRIMINAL DIVISION, DEPART-
MENT OF JUSTICE; AND DAVID D. QUEEN, ACTING ASSISTANT
SECRETARY FOR ENFORCEMENT AND OPERATIONS, DEPART-
MENT OF THE TREASURY

Mr. Trorr. Thank you, Mr. Chairman.

As you know, and as the witnesses will continue to tell you,
money laundering is a big business. Just how big, nobody knows for
sure, because drug rings and organized crime families do not pre-
pare annual reports. But the Treasury Department has estimated
that, unfortunately, Americans spend more than $80 billion a year
just to buy illegal drugs.

A recent Wall Street Journal article which editorially supported
the administration’s money laundering bill that I will be describing
in a second, contains an estimate of somewhere in the neighbor-
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hood of $150 billion generated each year by drugs, gambling, and
vice in general,

Consequently, this administration has determinated that what is
needed is new legislation to directly prohibit the laundering of
money. Senator D’Amato is correct, that activity must be made a
crime.

Just as we successfully attacked racketeering with RICO legisla-
tion, making racketeering itself a crime, now we must attack
money laundering by making money laundering itself a crime. The
type of criminals at whom this legislation is directed are in the
business for one purpose, and one purpose only: to get rich quick.
And what we are doing by drafting the legislation as we have is to
create a tool by which this activity can be curtailed.

The Bank Secrecy Act, while an effective law enforcement tool in
some respects, is simply not enough, standing alone, to combat
money laundering. As long as currency transactions are properly
reported, the Secrecy Act itself contains no sanctions for washing
dirty money. Consequently, we think that a new provision should
be added to title 18, making it an offense to conduct or attempt to
conduct a transaction involving monetary instruments, or the wire
transfer of funds, if that transaction affects interstate or foreign
commerce, or is conducted through a financial institution, the ac-
tivities of which affect interstate or foreign commerce, provided
that the Government can show either of the following: first, that
the person acted with the intent to promote, manage, establish,
carry on or facilitate an unlawful activity—defined as a State or
Federal felony—or second, that the person knew or acted in reck-
less disregard of the fact that the monetary instruments or funds
represent the proceeds of or are derived from the proceeds of an
unlawful activity. ‘

Some other provisions in the administration’s bill are very im-
portant. For example, section 7 of S. 1385 would add a new crimi-
nal facilitation offense to title 18. This would accomplish something
that has been questionable under Federal law and enable us to go
after people who are facilitating the commission of crimes.

In short, one who provides substantial assistance to another in
the commission of an offense engages in reprehensible conduct
which should subject him to criminal liability as a principal.

In addition to setting out new offenses and other sanctions, S.
1335 also contains several provisions designed to make easier the
investigation of money laundering and the tracing of the proceeds
of crime.

Section 3 amends the Right to Financial Privacy Act to define
and clarify further the extent to which financial institutions may
cooperate with Federal law enforcement authorities in providing
information which is relevant to crimes by or against financial in-
stitutions, violations of the Bank Secrecy Act in title 31, violations
of the new money laundering offense, and violations of certain seri-
ous drug crimes.

Section 4 contains an analogous provision that would amend rule
17(c) to clarify the authority of U.S. district courts to issue orders
commanding a person to whom a subpoena is directed not to notify
for a specified period any other person of the existence of the sub-
poena.
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Mr. Chairman, we strongly support this, We think that this bill
will enable us to cripple the money laundering activities that un-
derlie much of the serious crime in this country, and I would be
pleased to answer any questlons that you or any members of the
committee might have.

[Statement follows:]
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Bepurtment of Justice

STATEMENT

OF

STEPHEN 5. TROTT
ASSISTANT ATTORNEY GENERAL
CRIMINAL DIVISION

Mr, Chairman and Members of the Committee, I am pleased to
be here teday to present the views of the Department of Justice
on one of the biggest problems presently facing law enforcement,
the laundering of money derived from criminal activity. Let me
say initially that this is a difficult and complex subject as
evidenced in part by the large number of bills that have been
introduced. Today I am going to discuss three of those bills,

S. 1335, s. 1385 and 5. 572, The former bill was prepared by the
Departments of Justice and Treasury and in our judgment
represents the most effective legislative response to those who
would seek to gain by dealing in the profits of crime.

As the Committee knows, money laundering -~ the process by
which one conceals the existence, illegal source, or illegal
application of income and then disguises the source of that
income to make it appear legitimate -- is big business, Just how
big nobody knows for sure because drug rings and organized crime
families don't prepare annual reports, but the Treasury Depart-
ment has estimated that Americans spend more than $80 billion
each year to buy illegal drugs. Sales of $80 billion would make
the illegal drug trade a bigyer operation than all but one of the

Fortune 500 companies, larger even than General Motors. and

that is just from drug trafficking. A recent Wall Sireet Journal

article ~- which editorially supported the Administration‘s money
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laundering bill that I will be describing in a minute -~ contains
an estimate that somewhere in the neighborhood of $150 billion is

generated each year by drugs, gambling, and vice in general. We

ourselves are unable to determine exactly how much is laundered,
but obviously it is a multi-billion dollar figure,

The Attorney General summed up the problem earlier this year
when he described money laundering as "the life blood of the drug
syndicates and traditional organized crime." Unfortunately, this
problem has grown in size and complexity. More people are
involved, there is more money being laundered, and the schemes to
wash "dirty money" are now often so sophisticated that they
involve an intricate web of domestic and foreign bank acc;unts,
shell corporations, and other business entities through which
funds are moved by high speed electronic fund transfers.

Perhaps even more disturbing is the increasing willingness
of professional persons such as lawyers, accountants, and bankers
at all levels from tellers to senior officials to become active
participants in money laundering. While some criminal
organizations still wash their own illegally generated money by
such relatively crude methods as one of their members' smuggling
a suitcase full of currency out of the country for deposit in an
offshore bank, a number of drug rings and other criminal
syndicates now hire professionals to launder the money produced
by their operations.

Consequently, this Administration has determined that what
is needed is new legislation to directly prohibit the laundering
of money. The three bills that I will be discussing today all
would create such an offense. Before I do that, however, I think
it would be helpful to review some of their background.

As you know, on July 28, 1983, the President established the
Commission on Organized Crime. Among its other responsibilities,
the Commission was charged with reporting to the President from
time to time ~- with a final report to be submitted by March 1,

1986 —~ and with making recommendation; concerning any
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legislative changes needed to better combat organized crime and
to inprove the administration of justice, In October of 1984,
the Commission issued an interim report to the President and the
Attorney General dealing specifically with money laundering.

Entitled The Cash Connection: Organized Crime, Financilal

Institutions, and Money Laundering, the report graphically

illustrated the problem and set out draft legislation designed to
deal with it. The suggested legislation contained a rew money
laundering offense in title 18, amendments to the Currency and
Foreign Transactions Reporting Act in title 31, and Amendments to
the Right to Financial Privacy Act located in title 12, Y

The Department of Justice and the Treasury Department have
thoroughly reviewed the proposals drafted by the Commission on
Organized Crime and analyzed them in light of our experiences in
investigating and prosecuting money laundering cases around the
country. While the recommendations of the Commission provided an
excellent starting point, we concluded that modifications and
refinements were needed in a number of areas, and that certain
additional provisions and offenses not discussed by the
Commission would also be of great assgistance in combatting money
launderers. .

Of primary importance is our agreement with the Commission
that a new offense dealing specifically with money laundering is
needed in title 18. As the Committee knows, at the present time
we do not have such a statute and most prosecutions for this
offense are brought under the Bank Secrecy Act provisions in
title 31 that require the filing of various reports concerning
certain monetary transactions with financial institutions and
which punish the failure to file the reports or to do so
truthfully.

That this approach is no longer adequate is vividly
illustrated by a recent investigation of large scale money
laundering in Puerto Rico. That situatien involved a loose

network of local financial institutions and illegal lottery
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ticket dealers known as "acapadores." The gist of the scheme was
that the "acapadores" would buy winning lottery tickets from
legitimate winners of the Puerto Rico lottery for a slight
premium plus the value of the tickets, 1In turn, they would sell
these winning tickets for a higher price to "clients" wishing to

hide illicit income. While some of the “acapadores'" conduct was

punighable under local law, most of it was not prosecutable under
current federal law.

For example, when the "acapadore" accepts substantial
amounts of currency from a narcotics trafficker and gives the
trafficker a winning lottery ticket, his conduct is not
punishable under the Bank Secrecy Act., Before the government can
prosecute an "acapadore" we would have to establish that he has
been operating az a financial institution as this term is defined
in the law. More importantly, and certainly more difficult to
do, we would have to prove that the "acapadore" knew about the
law, that his activity was covered under the law, and that he
knew about his obligation to file the necessary reports and to
keep records of his transactions, Further, we have no effective
law with which to prosecute employees of businesses other than
banks because of the necessity of proving that they were acting
as employees of a financial institution and that therefore they
Fg@ the obligation to file the required reports.

Simply put, the Bank Secrecy Act, while an effective law
enforcement tool, is not enough, standing alone, to combat money
laundering. As long as currency transactions are properly
reported, the Bank Secrecy Act contains no sanction for washing
dirty money. Consequently we think that a new provision should
be added to title 18 making it an offense to conduct or attempt
to conduct a transaction involving monetary instruments or the
wire transfer of funds, if the transaction affects interstate or
foreign commerce or is conducted through a financial institution

the activities of which affect interstate or foreign commerce,

provided that the government can show either of the following:

first, that the person acted with the intent to promote, manage,
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establish, carry on, or facilitate an unlawful activity (defined
as a state or federal felony!, or, second, that the person knew
or acted in reckle;s disregard of the fact that the monetary
instruments or funds represent the proceeds of or are derived
from the proceeds of an unlawful activity.

We have carefully drafted our bill, S. 1335, to include not
only the person who, for example, deposits cash representing the
proceeds of an unlawful drug transaction in a bank or uses such
"dirty money" to buy a new car, but also the bank employee or car
salesman who participated in the transaction by accepting the
money if such a person can be proved to have known or to have
acted in reckless disregard of the fact that the money involved
was derived from eriminal activity. éuch persons, and in
particular the employees of banks and other financial
institutions who knowingly or recklessly help criminals dispose
of the fruits of their crimes, facilitate criminal activity and
are as deserving of punishment as the drug dealer or loan shark
who brings them their ill-gotten cash or other monetary
instruments derived from their cash. 2/

The punishment for the new money laundering offense which we
have proposed is appropriately severe: imprisonment for up to
twenty years and a fine of up to the greater of $250,000 or twice
the amount of money involved in the offense., §. 1335 also
provides for a civil penalty of up to the greater of $10,000 or
the amount involved in the transaction, and for the forfeiture of
all funds involved in the offense. The civil penalty and the
forfeiture provisions would be in addition to any fine imposed
for a criminal conviction. In short, we intend to make the
laundering of money derived from criminal activity an expensive
proposition for those who would try it.

One aspect of the new money laundering offense which merits
particular attention is the coverage of one who cannot be shown
to have actual knowledge that the money he or she receives or

handles in a transaction was derived from a crime but who acts in
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"reckless disregard" of the fact that the money was so obtained.
Increasingly, with the enormous money derived from narcotics
trafficking and organized crime, money launderers are persons
such as lawyers and bankers who, for a price, launder money that
is clearly the proceeds of a crime even though it cannot be
proven that they have actual knowledge of its source.

Consider, for example, this actual case in the Southern
District of Florida in 1982: One Beno Ghitis, a foreign national
who operated a money exchange business in South America, opened
an account in the Capital Bank in Miami in the name of an entity
called Sonal. An agent of Ghitis, a person named Victor
Eisenstein, deposited $242 million in cash in the Sonal account
between January and August of 1981, mest of it brought in in
cardboard boxes and duffel bags. For handling the Sonal account,
the bank charged a "service fee" of 1/8 of 1 percent of the total
deposits which was subsequently raised to § of 1 percent and then
to a flat "fee" of $300,000 per month. In civil forfeiture
actions brought against some of the money in the Sonal account
and against some found in Eisenstein's office, the District Court
found that although there was no indication that any of the
prineipals were engaged in drug transactions, the volume,
frequency, and other circumstances surrounding the cash deposits
were such that Ghitis, Eisenstein, and others involved knew or
should have known that the cash involved was drug tainted.

Hence, nearly $8 million was forfeited to the government,
$4,255,625.39 in the Sbnal account and $3,686,639 found in
Eisenstein's office which he had conveniently rented in the same
building as the branch of the Capital Bank where he made most of
his deposits. 3/ While the forfeiture of the money was most
welcome, in our view this activity is deserving of criminal
prosecution and a sentence of imprisonment. Any new money
laundering offense that would not reach this kind of eyregious
conduct would be inadequate tc address the real problem with

which we are concerned,

BTBI0 QenRfiny
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Or take the hypothetical case of an attorney who, for a
$50,000 fee, accepts a suitcase containing $500,000 in currency
from a person who he knows is employed as a construction worker
with instructions to deposit it in small amounts in several
different banks in his own name and then wire the meney in each
of the accounts to the worker's bank account in a foreign
country. As another example, consider a bank employee who, for
the same ten percent fee, accepts the whole suitcase of cash from
the construction laborer, distributes it among several accounts
set up by the laborer, and then wire transfers it to the foreign
Bank.

Most persons would agree that in these examples there is
such a substantial risk that the money is derived from a crime
that the attorney and the banker are acting reprehensibly in
accepting it with "no guestions asked." To ignore this risk is to
act in reckless disregard of the fact that the money represents
the proceeds of a crime. If such a "reckless disregard" standard
were not included, persons such as those in the examples I have
just described who were willfully blind to the obvious source of
the money involved c¢ould not be prosecuted.

Accordingly, the term "reckless disregard" is defined in the
new money laundering offense as an awareness of facts
and c¢ircumstances that lead the person to believe that a
substantial risk exists that the monetary instruments
involved in the transaction represent the proceeds of, or are
derived from, an unlawful activity, coupled with his
conscious disregard of the risk in a manner that constitutes a
gross deviation from the standard of care that a reasonable
person would exercise under the circumstances. Thea term
"reckless disregard" is used in at least three other
statutes in title 18 4/ and is to be contrasted sharply
with a mere "reason to know" or "negligence” standard which was

recormended by the Commission on Organized Crime. After
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careful consideration, we concluded that a "reason to know"
gtandard was not suitable for subjecting a person to either the
gerious criminal or civil sanctions set out in the new money
laundering offense, 3/

Turning now to other provisions in the Administration's bill
which are of primary concern to this Committee, section seven of
§. 1335 would add & new criminal facilitation offense to title
18, It would accomplish this by adding a new subsection (c¢) to
18 U.8.C. 2 to provide that "whoever knowingly facilitates the
commission by another person of an uffense against the United
states by providing assistance that is in fact substantial is
punishable as a principal." fThis offense would not be limited
just to moaey laundering but would be particularly applicable to
money launderers. For example, the new offense would be committed
by one who, for a fee, took currency that he knew was derived
from a drug sale and exchanged it for cashier's checks to return
to the drug dealer although the person took no part in the drug
sale and was indifferent as to the source of the money. It would
also be committed by a chemist who manufactures and sells a
lawful but difficult te obtain ingredient to a person who he
knows intends to use it to produce a controlled substance.

In short, one who provides substantial assistance to another
in the commission of an offense engages in reprenensible conduct
which should subject him to eriminal lisbility as a principal.
Yet some courts have held that such a person is not guilty as an
aider and abettor under 18 U.5,C, 2{a) urless he consciously

intends to make the criminal venture succeed, Other courts have
held, however, that a person who knowingly furnishes material
assistance such as bribe money or goods to a person who he is
aware intends to use them in a crime has sufficient gcienter for

&/ The facilitation offense

criminal lisbility under 18 U.S.C. 2.

is intended to clarify the case law to ensure that one who

knowingly furnishes such assistance to a criminal is punishable.
Section eight of 5. 1335 is also not confined strictly to

money laundering but, like section seven, would be particularly
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useful in dealing with those who handle "dirty money." It would
add a new section 2322 to title 18 setting ount two related, but
distinct, offenses. The first offense is knowingly receiving the
proceeds of any federal felony. The offense would he comnitted,
for example, by a money launderer who received the proceeds of
any federal crime.

The second offense is bringing into the United States any
money or other property which has been obtained in connection
with the violation of any law of a foreign country proscribing
narcotics trafficking for which the punishment under the foreign
law is imprisonment for more than one year. This offense is
intended to reach those foreign drug traffickers who would look
to the United States as a plare in which to invest tleir illegal
profits and to insure that the United States does not become a
haven for such activity.

It is interesting to noFe that both Canada and Switzerland
have analogous provisions in their laws. Just last month in
Switzerland, three men were convicted and jailed for laundering
547 million obtained from heroin sales in United States pizza
parlors. The scheme involved some 500 people in Switzerland, New
York, Italy, and Turkey, who sold some $1.65 billion worth of
heroin through the so-called “pizza connection." The sentences
imposed ranged from twe to 13 years, and the men were fined a
total of $82,000.

Section nine of our bill sets out a new chapter 202 in title
18 dealing with criminal and civil forfeitures. (It is drafted
in such a way that is is easily modifiable if at some later time
the Congress thought another title 18 offense ought to have a
forfeiture remedy). It provides for the civil forfeiture of all
funds or monetary instruments involved in the violation of the
money laundering offense, and of the receiving proceeds offense
if the proceeds were obtained in violation of either a federal or
foreign felony provision pertaining to controlled substances.

The provisions for accomplishing civil forfeitures are patterned
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atter the civil forfeiture provisions in title 21. The new
chapter also provides for the criminal forfeiture of money or
other property involved in a violation of the money laundering or

receiving proceeds offense. Criminal forfeiture would apply to
any violation of the new receiving proceeds offense, not just the

receiving of money or property derived from a drug crime,

In addition to setting out new offenses and other sanctions,
S. 1335 also contains several provisions designed to make easier
the investigation of money laundering and the tracing of the

2/

proceeds of crime. —' These amendments generally concern the
Currency and Foreign Transactions Reporting Act in title 31 and
the Right to Financial Privacy Act in title 12 and will be ‘
discussed in further detail by Mr. Queen. However, I would point
out that S. 1335 contains a procedural provision in section four
that is a matter of concern to this Committee. Section four
essentially complements the amendments to the Right to Financial
Privacy Act made in section three.

Section three would amend the Right to Financial Privacy Act
to define and clarify further the extent to which financial
institutions may cooperate with federal law enforcement
authorities in providing information which is relevant to crimes
by or against financial institutions, violations of the Bank

8/

Secrecy Act in title 31, = wviolations of the new money

laundering offense, and violations of certain serious drug

crimes. The effect of this amendment to the RFPA is to allow a
bank or other financial institution to provide information which
it has reason to believe may be relevant to one of these crimes
without risking civil liability under the Act or entailing any
obligation to notify the customer of such cooperation which the
Act requires.

Section four contains an analogous provision that would
amend Rule 17(c) of the Federal Rules of Criminal Procedure to
clarify the authority of the United States Dbistrict Courts to

issue orders commanding a person to whom a subpoena duces tecum
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is directed not to notify, for a specified period, any other
person of the existence of the subpoena. Like the amendment to
the Right to Financial Privacy Act negating the financial insti-
tution's obligation in certain situations to notify the customer
that it has provided evidence of crime teo law enforcement author-
ities, this provision is intended to prevent digclosure by third
party record holders, such as banks, of legitimate law
enforcement interest in the records subpoenaed by a grand jury.
Such premature disclosure obviously has a high potential for
impairing the investigation and should not be tolerated.

Mr. Chairman, that concludes my discussion of the Adminis-
tration's bill, S. 1335, and I would now like to address some
features of the money laundering and related provisions in the
other bills before the Committee, S. 572 and 8. 1385.

Both S. 572 and 5, 1285 are derived from the new money
laundering offense recommended by the President's Commission on

Organized Crime. 1In fact, S§. 572 is virtually identical to the

money laundering offense drafted by the Commission. While, as I
have indicated, S. 1335 is also derived in part from this
approach, there are significant differences.

First, the money laundering offense in §, 572 and S. 1385
w&uld be limited to money laundering through financial
institutions. S. 1385 also contains a very significant further
restriction., It states the offense as "initiating or causing to
be initiated a transaction ... involving monetary instruments in,
or through a financial institution ,.." The effect, if not the
intent, of this provision may be to exclude financial
institutions from the coverage of the new provision and reach

only bank customers. 2/

This result is unacceptable. Events of
the past few years have vividly illustrated that banks should be
clearly covered by any new money laundering offense.

Even the approach of §. 572 of covering both banks and bank

customers is too restrictive as it would not reach money

laundering by such methods as directly purchasing businesses,
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real estate, jewelry, etc. Nor would it help in an actual case
which I can describe only generally because certain aspects of it
are unresolved. In this case an attorney, whose clients were drug
traffickers who generated large amounts of cash, hired a private
investigator to receive, hold, and distribute the cash at the
attorney's direction. 1In fact, well over $1,000,000 of this
money was handled by the investigator in a six month period,

Some of it was used to acquire boats, aircraft, and real estate
and to make improvemnets to this property. In our view, the new
money laundering offense should be applicable to cases such as
this even though a financial institution was not involved.
Accordingly, the money laundering offense in the Adminigtration’s
bill, s. 1335, would apply whenever the transaction involving the
proceeds of a crime can be shown to affect interstate or foreign
commerce or to be conducted through a financial institution which
is engaged in or the activities of which affect interstate
commerce.

Second, as I have already discussed, the scienter standard
in 8. 572 and S. 1385 is too broad. These bills would punish one
who was merely negligent in engaging in a transaction involving
the proceeds of a crime, Although negligence in this area is
certainly reprehensible, we think criminal liability should be
reserved for persons who had actual knowledge that the funds
involved were derived from a crime or who acted in reckless
disregard of that fact.

Third, S. 572 and S. 1385 would only proscribe the
laundering of money derived from certain listed federal felonies,
While both lists are long and cover offenses most likely to

produce "dirty money" ~- they differ slightly but both closely

follow the list of crimes that are predicate offenses for the
RICO statute, 18 U,S.C. 1961 -« we can see no valid reason to
limit the offense to laundering money derived from these crimes
while not covering money derived from such heinous federal
offenses as Presidential assassination and espionage, and such

state offenses as gambling and prostitution. In short, we would
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prefer the new money laundering offense to cover the proceeds of
any federal or state felony. While it is true that the states
could enact their own money laundering statutes to cover state
offenses, we believe a federal statute is needed to cover those
situations in which the laundering occurs in another state or
even, under the extraterritorial provision, in another country.

Fourth, S. 572 and 8. 1385 describe the offense as
conducting "a transaction or series of transactions." By
contrast, the Administration's bill eliminates the reference to a
"series of transactions" because such a phrase makes the
inclusion of multiple counts in an indictment more difficult and
may allow certain money launderers to escape deserved punishment
by casting several different crimes as but one.

Fifth, S. 1335, the Administration's bill, would reach money
laundering through wire transfers, whereas S, 572 and §. 1385
would not. Both of these bills are limited to transactions
involving monetary instruments which excludes the coverage of
wire transferred funds, This is a potentially serious omission in
light of the use of wire transfers in sending unlawfully obtained
money out of the country and returning it thereafter.

Finally, the Administration's bill contains forfeiture and
civil penalty provisions while S. 572 and S. 1385 do not.

I note, Mr., Chairman, that §. 1385 also contains various
amendments to the Bank Secrecy Act in Title 31, These parts of
the bill are of primary concern %o the Treasury Department and
Mr. Queen will be discussing them in some detail. But let me
just say generally that we believe broader changes in the Bank
Secrecy Act are needed than those set out in S, 1385 or in S.

571, a companion bill to 8. 572. Most important, the Act needs
to be revised to allow the Treasury Department to share more
efficiently the information it obtains in reports filed under the
Act with other federal and state law enforcement agencies.
S$.1335, the Administration's bill, adopts such a comprehensive

approach. While many of the amendments to Title 31 in our bill
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are technical, staff members of the Justice and Treasury
Departments are available to explain them to the Committee staff
should you so desire.

In sum, Mr. Chairman, while we appreciate the introduction
of bills such as §. 572 and §. 1385, which by and large contain
recommendations of the Organized Crime Commission, we belleve
that our study of all of these bills and intensive consultation
with all concerned federal agencies have enabled us to produce
the type of comprehensjve legislation that is needed in this
area. We hope that the Administration's bill, S, 1335, will be
carefully considered and then expeditiously processed.

Mr. Chairman, that concludes my prepared statement and I

would be happy to answer any questions at this time.

TOOTNOTES

1/ The Commission recommended other measures, such as a new bank
bribery statute and an amendment of the federal wiretapping
statute (18 U.S.C. 2510 et seq.) to allow law enforcement
authorities to seek court orders authorizing the interception of
communications involving criminal violations of the Currency and
Foreign Transactions Reporting Act, which were enacted as part of
the Comprehensive Crime Control Act of 1984 (P.L. 98-473).
Moreover, a number of its recommended amendments to the Currency
and Foreign Transactions Reporting Act, such as greatly increased
fine levels and the addition of an attempt provision, were also
enacted as part of the Comprehensive Crime Control Act,

2/ S, 1335 would not apply to duly authorized government law
enforcement or intelligence activities such as FBI undercover
operations routinely described in annual appropriations bills,
See, €.9., section 203(b} of P.L. 98-411 (98 Stat.1545, 1559}.

3/ United States v, $4,255,625.39, 551 F. Supp. 314 (s.D. Fla.
1982) , aff'd 762 F. 2d 895 (11th Cir. 1985).

4/ See 18 U.S.C. 1365, proscribing the tampering with consumer
products; 18 U.S.C. 33, concerning the destruction of motor
vehicles; and 18 U.S.C. 1861, prohibiting the deceiving of
prospective land purchasers,

5/ 1In addition to the scienter element, the Department's bill
differs in other ways from the proposal drafted by the Organized
Crime Commission. First, the Department's bill covers money
laundering that affects commerce whereas the Commission's bill
was restricted to money laundering through financial
institutions., Second, the Department's bill covers money
laundering through wire transfers; the Commission's bill does
not. Third, the Commission's bill did not contain a forfeiture
provision or civil penalties. Fourth, the Commission's bill
provides for general extraterritorial jurisdiction over the
offense. The Department's bill provides for much more limited
extraterritorial jurisdiction. Such jurisdiction would attach
only if the the transaction constituting the offense involved the
laundering of $10,000 or more derived from a vioclation of title
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18 or from certain particularly serious offenses in other titles
such as those involving drugs, tax evasion, and espionage; the
conduct constituting the money laundering was by a United States
person, or, if not by a United States person it occurred at least
in part in the United States; and the defendant had actual
knowledge that the money represented the proceeds of one of the
covered types of unlawful activity. The requirement that the
defendant have actual knowledge that the money was derived from a
crime, as opposed to having acted with reckless disregard of that
fact, was added because of a concern that otherwise the new money
laundering offense might impose a burden on foreign persons

acting abroad to become aware of United States law.

6/ See, for example, Backun v. United States, 112 F. 24 635, 637
T4th cir. 1940) where the court stated that "[gjuilt as an
accessory depends, not on 'having a stake' in the outcome of
crime ... but on aiding and assisting the perpetrators; and those
who make a profit by furnishing to criminals, whether by sale or
otherwise, the means to carry on their nefarious undertakings aid
them just as truly as if they were actual partners with them
having a stake in the fruits of their enterprise."

1/ To a lesser extent, S. 1385 contains certain procedural
changes with the game objective. §. 572 is limited to a new
money laundering offense.

8/ The Bank Secrecy Act includes the Currency and Foreign
Transactions Reporting Act. The CFTRA was enacted as Title II of
P.L. 91~508 and is now codified at 31 U,S.C. 5311-5322, Together
with Title I of P,L., 91-508, it is commonly called the Bank
Secrecy Act.

9/ The term "initiates" is not defined in the bill but
apparently it would not include the situation where a bank
willingly engaged in a transaction in obviously "dirty money" as
long as the customer suggested or requested the transaction.
Somevwhat confusingly, S. 1385 defines the terxrm "conducts” as
"commencing, concluding, or participating in the commencement or
conclusion of a transaction." At first glance, this would seem
o include banks in its coverage. Unfortunately, the term
"conducts" is not used in that part of 5.1385 that states the
offense (proposed subsection 1956(a) of title 1B), so the
definition is useless.
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The CuairMaN. Mr. Trott, the bill provides for broad application
of civil and criminal forfeiture of money, property, and proceeds.
For instance, would these provisions authorize the forfeiture of at-
torneys’ fees which may have been paid from such proceeds?

Mr. Trorr. Mr. Chairman, this bill really does not alter the law
of forfeiture. And if an attorney were to be in possession of money
that under Federal law would be subject to forfeiture, this neither
adds nor takes anything away.

It is our view that under no circumstances, should the law of for-
feiture contain an exception for drug money or any other criminal
money that is transferred to an attorney as fees under circum-
stances where the attorney knows that this is illegal money.

By the same token, if the attorney is a bona fide purchaser, or
the equivalent thereof, and comes honestly into the possession of
this type of money, that would not be subject to forfeiture,

In short, it really does not change the law one way or the other.
The law that would be applicable would remain the same.

The CHAIRMAN. I am certainly in favor of legislation for this
money laundering question. I just wondered, suppose a lawyer rep-
resented a man, and he did not know where his client got his
money from. I am wondering whether it is wise to try to go back
and try to charge the lawyer whatever fee he had received for rep-
resenting the man.

Mr. Trorr. Well, Mr. Chairman, our position on this is fairly
clear. We recently have issued guidelines in the Department of Jus-
tice, for which I am responsible, and essentially the guidelines say
that forfeiture proceedings shall not be brought against fees that
are paid to an attorney unless it can be proved that the attorney
took or accepted that money knowing that it was the proceeds of
criminal activity. And under those circumstances——

The CrarMAN, Yes; in other words, if the attorney knew it came
from illegal activities, you could recover it.

Mr TrotT. That is right.

The CuamrMAN. Well, that would sound reasonable.

Mr. Trort, And otherwise, as I said, if an attorney is—-—

The CrairMAN, That burden, I guess, would be on the Govern-
ment to show that, though.

Mr. Trotr. That is absolutely correct. And if the case is that the
attorney is essentially a bona fide purchaser, or comes honestly
into the possession of this fee money, we are not interested in going
after that type of proceeds.

The CHAIRMAN. Would you mind providing us with a set of those
guidelines?

Mzr. Trort. Yes, Mr. Chairman; these have recently been promul-
gated and discussed——

The CaAIRMAN. I guess that same principle would apply to other
persons to whom a man who laundered the money spent his
money?

Mr. Trott. That is correct.

The CHAIRMAN. For instance, if you bought an automobile, if the
agent knew that it was illegal money, was laundered money, then
he could be held responsible, couldn’t he?

Mr. Trorr. Oh, yes.
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The CrArMAN. But they would have to know that, and the Gov-
ernment would have to prove that they knew it.

Mr. Trorr. Essentially, the law of forfeiture protects the inno-
cent person who enters into that type of a transaction with no
reason to know that he is receiving criminal money.

The CHamrMAN. Now, what about obtaining information from
banks—just how far can he go along that line?

Mr. Trorr. Well, I think we have the capacity currently under
the law to obtain information from banks in a criminal sense by
issuing grand jury subpoenas. And what we are doing in this bill is
enabling us to get that type of information without letting the tar-
gets of our investigations know that we are onto their trail. But
this, in a sense, is still basic law enforcement information and, of
course, Mr. Queen——

The CHAIRMAN. I think that is most important to be able to get
that information, but I think you have got to be careful how you
get it. In other words, if I have got a deposit in the bank, I do not
think anybody would have the right to just go to the bank for a
loan and ask about how much money I have in the bank, where it
came from, and so on. But if you can trace this money and shew
tl‘tlat it came from an illegal source, then the bank should cooper-
ate,

Mr. Trorr. I think Mr. Queen from the Treasury Department
can address that issue.

The CHAIRMAN. And I just want to be sure that you study your
bill again, if necessary, because there could be serious objection
raised along that line, unless the bill is very clear to protect the
rights of individuals, and not having someone be able to go to a
bank and ask guestions about a man’s deposits, where he got his
money, and how he spent it, unless they have some evidence to
show that he did obtain it illegally or something of that sort.

The “reckless disregard” standard of intent is within the admin-
istration’s bill. Would you explain the limits of this standard, and
what standard of care would a jury be instructed to apply?

Mr. Trorr, Mr. Chairman, essentially the “reckless disregard”
standard is defined in the new money laundering offense as “an
awareness of facts and circumstances that lead the person to be-
lieve that a substantial risk exists that the monetary instruments
involved in the transaction represent the proceeds of, or derive
f{lom, a;{n unlawful activity, coupled with his conscious disregard of
the risk,”

In other words, this is almost the type of situation that is de-
scribed as asking no questions and deliberately blinding yourself to
facts that would leap out and let any reasonable person know that
this is an unlawful activity. This requires essentially a gross devi-
ation from the standard of care that a reasonable person would ex-
ercise under the circumstances.

“Reckless disregard” is used in three other statutes and is to be
contrasted sharply with a mere “reason to know’’ or negligence
standard which was recommended by the Commission on Orga-
nized Crime. After careful consideration, we concluded that a
“reason to know” standard was not suitable as being too low for
subjecting a person to either the serious criminal or civil sanctions
set out in the new money laundering offense. There are standard
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instructions in all the books on this subject that describe this type
of behavior, which juries are already used to in this country.

The CuAirMAN, Thank you.

The distinguished Senator from Iowa.

Senator GrassLEY. Thank you, Mr. Chairman.

First of all, I want to put in a short statement.

The CHAIRMAN. Without objection, that will be done. And Sena-
tor Mathias has a statement, and we will let that follow Senator
D’Amato’s statement,

Senator GrassLEY. I have just one question of Mr. Trott, and this
would be in regard to S. 1385, I would like to have you comment on
the charge that the rule 17(c) amendment in the bill, which per-
mits the issuance of gag orders, would prevent a subpoenaed
person from discussing the subpoena with his attorney.

Mr. TroTT. Senator, that ig an interesting observation. Frankly,
it is the first time I have heard it. Of course, the intent of the
amendment to 17(c), as I indicated earlier, is to try to protect the
integrity of the information from getting to the target of the inves-
tigation,

As you know, in the middle of an investigation, if you tip off the
people that you are looking for, what you are looking for and
where you are and what you are doing, it becomes very unlikely
that you will be successful in accomplishing that.

Frankly, I have not thought about whether or not this would pro-
hibit discussing that with one’s lawyer. I would think off the top of
my head that it would not, and I would think that the courts that
would be issuing these types of orders would have enough author-
ity, if confronted with that question, to allow that type of discus-
sion to take place.

It is certainly not the intent of the legislation to prevent discus-
sion with one’s lawyer. It is the intent of the legislation only to
prevent transmission of information to the target of the investiga-
tion.

So what this really does is expand the authority of the court in
the appropriate case to make sure that that is a possibility.

Senator GrassLeyY. Then, the extent to which it is not the intent
of the legislation, then—I guess I would ask you to look at it fur-
ther, since you said you have not had a chance to think about it—if
your staff and my staff would come to the conclusion that it is not
clear, then would you be willing to work something out so it would
be more clear?

Mr. TrotT, Yes. We will take a look at that, Senator, That is a
good point.

Senator Grasstey. Thank you.

Mr. Chairman, I have no further questions. ,

The CuamrMAN. Next, we will hear from Mr. David Queen,
Acting Assistant for Enforcement and Operations, Department of
the Treasury.

You may proceed for 5§ minutes, and then we will ask questions.

STATEMENT OF DAVID D. QUEEN
Mr. QueeN. Thank you, Mr, Chairman.
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I appreciate the opportunity to appear before you today on the
subject of money laundering and possible legislative responses to it.

Money laundering, as this committee is fully aware, is an indis-
pensable element in every criminal organization, Without a means
to convert its illicit earnings into other forms of wealth, organized
crime could not maintain the veil of secrecy that allows it to flour-
ish in our society. It could not reinvest its illegal proteeds in ways
that allow it to continue and expand its operations, and it could
not so readily spread its corrupting influence,

The Department of the Treasury has long been engaged in ef-
forts to attack the financial underpinnings of organized crime, par-
ticularly the drug trade. The key weapons in Treasury’s arsenal
are its Bank Secrecy Enforcement Program, the High-Level Drug
Dealers Project, conducted by the IRS, and the various tagk forces
on which IRS and U.S. Customs agents apply their financial inves-
tipative techniques to uncover financial transactions related to
criminal activity.

In addition to our investigative work, Treasury has directed sub-
stantial attention to the regulatory enforcement of the Bank Secre-
cy Act, particularly the reporting requirements, that is, the re-
quirements that are in place under the act.

The information collected under these reporting requirements is
egsential for our financial investigations. We have taken steps over
the past several years to improve the level of compliance of finan-
cial institutions with the reporting requirements, particularly with
respect to regulatory changes made in 1980 that increased the ef-
fectiveness of the act as a tool to combat money laundering,

Earlier this year, the Bank of Boston case brought heightened
public attention to the matter of compliance by financial institu-
tions. However, we have been building cases against financial insti-
tutions and their employees for noncompliance since the late
1970's. To date, we have brought over 40 such cases. At present, we
have approximately 100 active referrals of financial institutions to
the IRS for investigation of possible civil and criminal liability.

Additionally, we have strengthened our regulations to include re-
porting by casinos and to provide for reporting on specified interna-
tional transactions,

Now I would like to turn to the bills before the committee,
Senate bills 572, 1385 and 1335. Senate 1335, the Money Launder-
ing and Related Crimes Act of 1985, was developed jointly by the
Departments of Justice and Treasury. I will concentrate on the
amendments in these bills that would enhance the Treasury's en-
forcement of authority under the Bank Secrecy Act. Mr. Trott, of
course, has addressed the title 18 violations.

The Bank Secrecy Act is an effective law enforcement tool, but
in and of itself is not enough to stop money laundering. As long as
the requisite reports of currency transactions are filed under the
Bank Secrecy Act, money laundering transactions may now take
place without risk of sanctions under the act.

Both of Senator D’Amato’s bills have much to commend them,
and contain valuable amendments to Treasury’s Bank Secrecy Act
enforcement authority. Nevertheless, we believe that the more
comprehensive amendments to title 31 in 8. 1335 are needed at this
time.
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Also, only S, 1335 among the bills under consideration includes
essential amendments to the Right to Financial Privacy Act. These
amendments would greatly facilitate efforts to curb money laun-
dering and related criminal activity by allowing financial institu-
tions to fulfill their duty to cooperate with Federal law enforce-
melnt activities without fear of civil liability with respect to crimi-
nals.

With respect to Treasury's enforcement of the Bank Secrecy Act,
the most important provision in all three of the bills before the
committee is a provision that would give the Secretary for the first
time summons authority both for financial institution witnesses
and documents in connection with Bank Secrecy Act violations.
This authority was among the legislative recommendations in the
8qtober 1984 report of the President’'s Commission on Organized

rime.

Section 5(c) of 8. 1835 strengthens the civil penalty provisions of
the Bank Secrecy Act. I will not go into detail, but suffice it to say
that there is a substantially increased penalty for willful violations,
and the bill also provides for a heretofore nonexistent penalty of up
to $10,000 for negligent violations.

Section 3 of S. 1336 sets forth several amendments to the Right
to Financial Privacy Act of 1976. These amendments would not
compromise any legitimate privacy interest. Several of the amend-
ments are variations of recommendations made by the President’s
Commission on Organized Crime, which appeared in H.R. 1367. In
viewing these amendments, it is important to bear in mind that
the Right to Financial Privacy Act does not confer any rights on
the part of an aggrieved customer to recover damages from a bank,
for that bank’s release of information to State law enforcement au-
thorities, private parties, or even to foreign governments,

The only organizations that are involved in this and whose
access to the records is proscribed by the act are Federal law en-
forcement agencies.

It seems my time is up. I will hasten to the nub of the matter on
the Privacy Act and emphasize what the Treasury and Justice De-
p}a}\_rtments are recommending and urging through your sponsor-
ship——

The CuAIRMAN. Do you favor this particular bill, or do you think
some changes should be made to it?

Mr. QUEEN. The Department of the Treasury and Justice are pre-
pared to support the Money Laundering and Related Crimes Act of
1985 as configured. We are obviously not hostile to any sound——

The CHAIRMAN. I am not asking you if you are hostile. The point
is, does this bill protect the rights of citizens as well as assist the
Government in obtaining information on this laundering of money.
You have got to protect the individual citizen,

AIr. QUEEN. In my judgment, it does, Senator. In my judgment, it
ctipes not even remotely infringe on legitimate privacy expecta-

iong——

The Caamman. So you favor the bill as written?

Mr Queen. Yes.

The Caamman, All right. Go ahead.

Mr. Queen. I think I will wrap up at that point, Senator.

[Statement follows:]
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STATEMENT OF THE HONORABLE NAVID D. QUEEN
ACTING ABSISTANT SECRETARY (RNFORCEMENT ANN OPRRATIONS)
$.5. DEPARTMENT OF THE TREASURY

THe Mreasury View on Legiglation to Combat Money Laundering

Mr. Chairman and members of the Committee:

I appreciate the opportunity to appear before you today
to disecuss the views of the Treasury Department on the problem
of money laundering and possible legislative responses to it.
In my testimony today, T will present the Treasury Department's
views on the various bills before the Committee. First, however,
I believe that it would be useful to discuss briefly the problem
of money laundering itself and the history of Mreasury's efforts

to suppress it.

Money laundering, as this Committee is Fully aware, is an
indispensable element in every criminal orgqanization. Without
a means to convert its illicit cash earnings into other
forms of wealth, organized crime c¢ould not maintain the veil

of secrecy that allows i1t to Elourish in our society. It could
not reinvest its illeqal proceeds in ways that allow it to

continue and expand its operations. And it could not so readily

gpread its corruptine influence.

Because of its unixjue combination of expertiSe in finaneial
matters and law enforcement responsibilities, the Nepartment aof
the Treasury has long beern engaaed in efforts to attack the
financial underpinnings of oraanized crime, particularly the
druq trade. The passace of the Rapk Secrecy Act in 1970 gave
new impetus to this cause and authorized Treagury to obtain
the type of financial reporting that can be useful for law
enforcement in Ferreting ont organized crime and prosecuting
its criminal operatives. Anothor example of Treasury's efforts
against the financial base of the criminal underworld is the
Narcotics Tratficker's Tax Project, a program that the Treasury

Department initiated in 1971 to use Title 26 sanctions against
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major drug traffickers, many of whom were identified by DEA as
well as hy IRS special aaents and revenue aagnts., This program
resulted in more than %00 recommendations for prosecution and
over %200 million in additional tax liahility. IRS conducts a
similar proqram today known as the High Level Nrug Lrepaders

project, which also has had considerable success.

Retween 1980 anAd 1983, the High Level Mrua Leaders Pro-

ject opened 2760 cases and produced 594 indictmentg and 380

convictions. 1In 1984 Figcal Year alone, the project apened
1085 cases, produced 51A indictments, and resulted in 353
convictions. The project has expanded since then and has
produced 1188 cases, A73 indictments and 515 coavictions in

Fiscal Year 1985,

Among Federal agencies, Treasury stood virktually alone in
the investigation of money laundering throughout the 1960's
and 1970's. In the 1980's, heightened concern over the problem
of drug trafficking, as well as qrowing recognition that an
attack on money laundering is essential to this strugyle, has
lead to a multi-agency attack on money laundering. Today,
task forces composed of agents from bhureaus under the Departments
of Justice and Treasury investigate narcoti¢s and other organized
crime offenses, with the benefit of the Financial investigative
techniques that Treasury has developed. These techniques were
Eirst used on a large scale in Miami through a Treasury initiative
that became successful as a joint venture with the Justice

Nepartment known as Operation Greenback.

Greenback sought to investigate the reasons for the $§5.8
billion currency surplus reported by the Federal Reserve Bank
offices in Florida. Because normal growth in an economic region

ordinarily produces a net currency deficit, the surplus in
Florida suggested the presence of large amounts of drug proceeds

in the local economy.
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Encouraged by the success of Greenback, Treasury has since
established approximately 40 task forces in cities across the
nation, which together with Greenback have produced more than
1300 indictments since 1981, as well as $R1l.8 million in currency
seizures and $34.4 million in properly seizures. Greenback itself
is now part of the Organized Crime Drug Enforcement Task Farce
for the Southeast region. As this Committee is aware, thirteen

OCDE Task Forces are now in operation.

The OCDE Task Forces have been an unprecedented success,
and Treasury is proud of the role played by its participating
hureaus--IRS, U.S5. Customs, and the Bureau of Alcohol, "Tobacco
and Firearms. Although these Task Forces have been fully
operational only since July of 1983, they have initiated
1054 cases. They have produced indictments of 6454 individuals,
2695 of which have already been convicted. More than two-thirds
of the NCDE Task Force case~ “ave a financial component and many
more were dependent on financial investigations for important

evidence.

Treasury's investigations have had # significant impact on
criminal organizations that launder drug proceeds. Since 1980,

we have destroyed eighteen such organizations, which have
laundered a total of approximately $2.8 billion., The cases

involved are listed below:

Case that have already Nollars Time

resulted in convictions Laundered Frame
Isaac Kattan 5500,000,N000 3 Vears
Reno Ghitis 268,000,000 5 Years
Orozco 145,000,000 13 Months
Armenteros, et al. 130,000,000 R Years
Great American Bank Q5,000,000 13 Months
Zapata, et al. 17,000,000 8 Months
Pinto 12,000,000 13 Months

Subtotal: $1,167,000,00
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Pending Cases

A $300,000,000 3 Years
B 3n0,000,000 8 Years
[ 250,000,000 20 Months
D 230,000,000 3 Years
B 180,000,000 2 Years
F 140,000,000 8 Months
G 70,000,000 8 Months
H £5,N00,000 1 Year

I 60,n00,000 1 Year

J 2n,ana0,0n0 18 Months
K 9,000,000 3 Months

Subtotal: $1,624,000,000
Total: $2,791,000,n00
In addition to our investigative work, Treasury has
directed substantial attention to the regqgulatory enforcement
of the Bank Secrecy Act, particularly the reporting requirements
that are in place under the Act. The information collected
under these reporting requirements is essential for our financial

investigations.

Treasury analyzes this information at the Financial Analysis.,
Division, which is located at U.S5. Customs headquarters. By
combining these data with other sources of intelligence, this
Division is able to generate financial intelligence reports,
cuzrency flow charts, and link analyses that probe the
financial connections inside and among illicit enterprises.

The analyses produced there support ongoing financial investi-
gations and can generate leads for new ones. All of the task
forces I have mentioned benefit from this Customs analytical
capability, as do Federal, State and local law enforcement

agencies.

We have taken steps over the past several years to improve

the level of compliance of financial institutions with the re-
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porting requirements, particularly with respect to the regqulatory
changes made in 1980 that increased the effectiveness of the
Act as a tool to identify and combat money laundering. Earlier

this year, the media coverage of Bank of Boston case brought

heightened public attention to the mattet of compliance

by financial institutions. However, we have been bringing

cases against financial institutions and their employees for
noncompliance since the late 1970's., To date, we have idgntified
approximately 40 cases that have resulted in ¢riminal convictions
of banks or bank employees. At present, we have approximately
100 active referrals of financial institutions to TRS for

investigation of apparent criminal violations.

As a result of the publicity following the Bank of Boston
case, over sixty banks have disclosed Bank Secrecy Act violations,
many on a voluntary basis. On June 1B, 1985, Treasury announced
that civil penalties ranging from $210,000 to $360,n00 had been
imposed on four of these banks -~ Chase Manhattan Bank, Manufac-
turers Hanover Trust, Irving Trust and Chemical Bank. On
August 27, Treasury imposed a civil penalty of $2.25 million
aqgainst Crocker Mational BRank hased on over 7800 reporting
viclations., "This is the largest Bank Secrecy Act civil penalty
imposed by Treasury to date. On O¢tober 11, Treasury assessed
a civil penalty of $229,7501 against the Riggs National Bank.

The cases of the other banks that have come forward are currently

under review.

Additionally, we have been working with the financial
institution regulatory agencies to strengthen their Bank Secrecy
Act examination procedures. More riqorous examinations should

lead to improved compliance.

We have strenathened the Treasurv Rank Secrecy Act regu-
lations in several respects: On May 7 of this year, regulations

became effective that desiqnated casinos as financial institutions
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subject to certain Bank Secrecy Act reporting and recordkeeping
requirements. As evidenced in hearings by the President’
Commission on Organizeq Crime this summer, money launderaiuy
through casinos may be even more widespread than once thought.
mhe Treasurv regulations will reduce the attractiveness of

the use of casinos for money laundering.

Finally, a regulatory amendment pertaining to international
transactions was published as a final rule in the Federal Register
on July A/ of this year. These regulations do not themselves
impose any reporting requirements. !nder the requlations,
however, Treasury will be able in the future to select a financial
institution or a group of financial institutions for reporting
of specified international transactions, including wire transfers,
for defined periods of time. We envision that this will require
reporting of transactions with financial institutions in designated
foreign locations that would produce information especially useful
in identifying individuals and companies involved in money launder-
ing or tax evasion.

This effort reflects Treasury's intention to make further
progress ugainst the problem of international money laundering.
another aspect of our attack on money laundering offshore is
our negotiation with foreign governments that have stringent
bank secrecy laws. Treasury has worked closely with the
Departments of Justice and State to obtain :he cor  .ut
of these governments for the release of financial information
relevant to possible violations of law. The agreement our
government has reached with freat Britain that provides for
access by U.S. prosecutors to information located in the
Cayman Islands that is relevant to narcotics violations is a

direct result of this endeavor.

Now, I would like to turn to the bills before the Committee,
Senate bills 571, 572, 1385 and 1335. Senate 1335, the "Money
Laundering and Related Crimes Act of 1985," was developed jointly

by the pepartments of Justice and Treasury.
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In my remarks today, I will concentrate on the amendments
in these bills that would enhance Treasury's enforcement autho-
rity of the Bank Secrecy Act and on the amendments in §. 1335
to the Pight to Financial Privacy Act. Mr, Trott will address
the provisions in the bills estahlishing a criminal offense
for money laundering, TlLet me just note that Treasury believes
that the need for a monevy laundering offense is beyond debate.
Ag I have discussed, the Rank Secrecy Act is an effective law
enforcement tcool, bux in and of itself, it is not enough to stop
money laundering. As long as the requisite reports of currency
transactions are filed under the Bank Secrecy Act, noney
launderirg transactions may now take place without risk of

saaction under the Bank Secrecy Act.

Both of Senator N'Amato's bills (S. 571 and S. 572) and
Senator DeConcini's bill (S. 1385) have much to commend them
and contain valuable amendments to Treasury's Bank Secrecy Act
enforcement authority. Nevertheless, Treasury believes that
the more comprehensive amendments to Title 31 in S. 1335 are

needed at this time.

Also, only S. 1335 among the bills under consideration
includes essential amendments to the Right to Financial Privacy
Act. These amendments would qreatly facilitate efforts to curh
money laundering and related criminal activity by allowing
financial institutions to Fulfill their civil duty to cooperake
with federal law enforcement authorities without fear of civil

liability to those whom ther suspect of criminal activity.

With respect to Treasury's enforcement of the Bank Secrecy
Act, the most important provision in all three of the bills
before the Committee is the provisiorn that would give the
Secretary for the first time summons authority both for ftinancial

institution witnesses and documents in connection with Bank
Secrecy Act violations. This authority was among the leqi-

glative recommendations in the October 1984 report of the
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President's Commission on Organized Crime. I would add that
long hefore the PCOC report, Senator N'aAmato advanced the idea
of this summons authority and introdvced legislation to accomplish

it in the laszc Congress.

Under the summons authority in S, 1335, the Secretary would
be able to summon a finahcial institution officer, employee,
former officer, former employee, or custodian of records who may
have knowledge of a violation of the Act and require production
of relevant documents. This authority is essential both to
investigate violations and to assess the appropriate level of

civil penalties once a violation is discovered.

Section S{c) of S. 133% contains amendments to 31 ©U.S.C.
§ 5321, to strengthen the civil penalty nrovisions of the Bank
Secrecy Act. Under current law, the civil penalty for willful
violations of reporting requirements under the Act is 516,000
per violation, with an additional penalty for the failure to
report the international transportation of monetary instruments.
S. 1335 provides for a new penalty of not more than the amount
of the transaction up to $1,7100,000, or $25,001, whichever is
greater, for all reporting violations.

For instance, if a financial institution failed to report
a transaction of $12,000, the maximum civil penalty thai could
be imposed would be $25,000. If a financial institution failed
to report a transaction of $2 million, the maximum civil penalty
that could be imposed would be $1 million. For violations that
do not involve the reporting requirements, the maximum penalty
would continue to he S10,000., These increased penalties will
make clear to financial institutions that propei reporting is
extremely important to law enforcement and taag'th; financial
consequences of non-compliance could be severe., §. 571 and
8. 1385 also would increase the amount of civil penalties for re-
porting violations; they would do so by establisling a maximum

penalty of the amount of the transaction in all ‘cases.
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The Administration's bill provides a new penalty for negli-
gent violations of the reccrdkeeping and reporting requirements.
Under current law, civil perslties may be imposed only for
willful violations, which encompass violations done with
reckless disregard of the law or with specific intent to violate
the law. Mere negligent non-filing by banks deprives the
Government of important law enforcement information to the same
extent as do willful violations. 'This prevision would subiject
violators to a 810,000 civil penalty in casaes where the facts
do not support a finding of willfulness,

All three bills would impose a new civil penalty on
individuals who fail to report information about foreign bank
accounts and foreign bank account transactions under 31 1.S5.C.

§ 5314 and the regulations thersunder.

§. 1335 also amends the civil penalty provision, 31 uy.S.C.
§ 5321, to clarify that criminal penalties under § 5322 and civil
penalties under § 5321 are cumulative. This praovision makes
explicit that if the Secretary of the Treasury assesses a civil
penalty in a case and then refers the case to the Department of
Justice for criminal prosecution, a court should impose criminal
penalties without reference to whether a civil penalty has been
imposed (except to the extent that the prior penalty aFfects
the defendant's ability to pay). Similarly, if a criminal con-
viction occurs before assessment of a civil penalty, the
Secretary of the Treasury is free to impose the full measuze of

civil penalties available.

Subsection 5(d) of S. 1335 establishes a six-vear statute
of limitations for actions to enforce civil penalties under the
Bank Secrecy Act., BRank Secrecy Act civil peralty enforcement
actions are now governed by the general five~year statute of
limitations for all civil fines and penalties, 2R U.S.C., § 2462,
This change is needed because civil penalty cases are frequently

subject to related criminal actions which may take many months to
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conclude. There may be a stay of civil proceedings pending the
criminal proceedings, ox a decision to await assessment of a civil
penalty until the conclusion of the criminal proceedings. The
gix-year statute of limitations ordinarily would allow Treasury

to retain the right to impose a civil penalty on all the transactions
that were within the statute of limitations when the matter

was referred for criminal action.

Section 5!b) of S. 1335 revises 31 U.S8.C. § 5319 relating
to disclosure by the Secretary of the Treasury of information
reported under the Bank Secrecy Act. Currently, the Secretary
is required to make such information available to a federal
agency upon.request. The amendment clarifies that the Secretary
may also make this information available to a state or local
agency and may make disclosure to any federal agency if he has
"reason to helieve" the information would be useful to a matter
within the receiving agency's jurisdiction, with or without a
request. Disclosure may also be made to the intelligence community

tor national security purposes.

Section 5(f) amends the Bank Secrecy Act definition of "monetary
instrument” to eliminate any possibility that the current definition
could be viewed as a bar to the defining of the term "monetary
instrument™ by regulation to include, for example, cashier's checks
and checks drawn to fictitious payees.

Section 3 of S, 1335 sets forth several amendments to the
Right to Financial Privacy Act of 1976 (Title XI of Public Law
95-630) ("RFPA"). Many of these amendments are intended to define
the extent to which financial institutions may cooperate in Federal
law enforcement efforts without rigsking civil liability under the
RFPA. These amendments would not compromise any legitimate privacy
interests. Several of the amendments are variations of
reccmmendations made by the President's Commission on Organized

Crime which appear in H.R. 1347,
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In viewing these amendments, it is important to bear in
mind that the Right to Financial Privacy Act does not confer any
rights on the part of an agqrieved customer to recover damages
from a bank for that bank's release of information to state law
enforcement authorities, to private parties, or even to foreign
governments. The Act provides for penalties only in the case
of disclosure to the federal government, and the prospect of
liability under the Act has had an overly inhibiting effect on the
disclosure of information related to criminal activity. Treasury
urges that the Congress not continue to allow the Act to be used
as a shield to prevent banks from voluntarily making timely
disclosure of ongoing criminal activity to federal law enforcesment
authorities.

Treasury's experience with numerous banks of every size,
across the country, shows that banks wart to assist federal
law enforcement authorities. Bankers viten have expressed
regret that they must make a business decision to restrict
their disclosure of suspicious activity to federal authorities
given the risk of civil action under the RFPA by those whom

they suspect of criminal activity.

In my view, the most important change the bill would make to
the Right to Financial Privacy Act is the amendment to subsection
1103(c), 12 7.S.C. & 3403(¢). Currently, § 3403(c) provides
that nothing in the Act shall preclude a Financial institution
form notifying a Government authority that the institution has
information which may be relevant to a possible violation of
any statute or regqulation. The provision has created much
confusion among financial institutions regarding how much
information relating to the possible violations of law can he
given to a Government authority without the risk of civii

liability.

For effective enforcement against money laundecing, it is

critical that financial institutions he free to divulae enough
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information about the natute of the possihle violation and
parties involved so that the Government authority may proceed
with a summons, subpoena or search warrant for additional inform-
ation. ‘Therefore, in order to define the extent of permigsiple
disclosure, suhsection 1{c) makes explicit that the information

a financial institution may provide to law enforcement, without
customer notification, includes the name or names and otherx

ide tifying information concetning the individuals or account
involved, as well as the nature of the suspected illeqal activity.
Thig provision would not authorize full disclosure of all in-

formation and records in the financial institution's possession.

another ptoposed amendment would allow a financial institution
to make full disclosure in certain narrowly defined situations.
Subsection 1113 cf the Right to Financial Privacy Act, 12 U.S.C.
§ 3413, would be amended to allow a financial institution to provide
the Government, without customer notice or fear of civil liability,
all information and records whiech it has reason to believe may
be relevant to certain possible crimes -- crimes by or against
a financial institution or financial institution supervisory
agency, Bank Secrecy Act violations, violations of the proposed

money laundering offense, or enumerated drug-related crimes.

The bill provides two additional protections to firancial
institutions that cooperate in disclosing suspected criminal
activity., First, the "good faith" defense that financial
institutions may raise in civil actions by customers whose
records have heen disclosed (12 U.S.C. § 3417(c}} is expanded,
Also, the bill adds a new provigion that makes it explicit that

the Right to Financial Privacy Act preempts any state Ffipaneial
privacy law or court decision that {S more restrictive of disclosure

to the government of a possible violation of law without customer

notice.

"he bill also amends 12 N.$.C. § 3412 to eliminate the

requirement of certification and notice to the customer when an
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agency that has received financial records in accordance with the
provisions of the RFPA transfers the records to another agency,

as long as the transferring agency believes the records ﬁay be
relevant to a matter within the jurisdiction of the receiving
agency. The eliminated notice of further transfer provides little

if any further privacy protection to the affected bank customers.

Treasury opposes a provision in S, 1385 that would provide
that every Bank Secrecy Act reporting exemption be approved by
the Secretary on a quarterly basis. Currently under the regulations,
a hank may exempt from reporting certain cash deposits and
withdrawals of accounts of retail businesses in amounts consistent
with the lawful, customary conduct of such a business. The
bank has a continuing duty to monitor the qualifications for
such exemptions. It would be unwise, in our view, to shift
away from the bank the burden of monitoring the eligibility of
bank customers for exemptions. ™he bank is in the best position
to know its customers and changes in their status. Accordingly,
the provision is unnecessary and overly burdensome to the
Government and to the financial community.

other measures can more effectively ensure against inappro-
priate exemptions. For instance, we are considering instead a
requlation that would provide IRS with copies of all exempt
list applications, the truthfulness of which would be compelled
under the sanction of 18 U.S.C. § 100L. Also, in our work
with the financial institution requlatory agencies, we are

addressing the matter of review of exemption procedures.

Mr. Chairman, this concludes my prepared remarks. I would

be happy to answer any questions from the Committee,
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The CHAIRMAN. Mr. Queen, the administration’s bill, S. 1885, is
the only bill under consideration which amends the Right to Finan-
cial Privacy Act. Please elaborate regarding these amendments and
whether they are regarded as essential to the enforcement scheme.

Mr. QuEEN. In detail, of course, in my written submission, we go
into all of the proposed amendments. I think probably the single
most important amendment would be to clarify an already stated
purpose of the existing Right to Financial Privacy Act, and that is
that the bankers not be unduly restricted from providing to Feder-
al law enforcement authorities legitimate suspicions involving pos-
sible criminal activity by customers.

Right now, under the RFPA, that sentiment is expressed, but the
banking community has made very clear over the past several
years that it is legitimately concerned about civil suits in the event
that the bank makes disclosure of suspicious activity to the Federal
Government, but it later turns out that in all good faith the bank
was nevertheless wrong.

What the bill does is provide the mechanism for a bank to alert
us to possible criminal activity, but be protected from unjustified
lawsuits so long as the bank acted in good faith based on reasona-
ble suspicion.

The CHAIRMAN. More specifically, under the current Right to Fi-
nancial Privacy Act, the bank may notify the Government that it
has informa‘ion which may be relevant to a possible violation of
the law. Why does the bill amend current provisions to provide the
financial records if the bank only has reason to believe in its judg-
ment that they may be relevant to a gossible violation?

Mr. QueeN. The “may be relevant” language which is contained
in the existing statute sets an objective standard which could
expose the bank, operating it good faith, to civil suits, if in the end
facts unbeknownst to the bank proved that it was incorrect in its
suspicion. The amended language which we are proposing applies a
subjective standard based on information known to the banker at
the time he relays the information to us, so long as it is done in
good faith.

So, what it really does is protect the bank from an unjustified
collateral suit,

The CraairMAN. Those are all the questions I have.

The distinguished Senator from Delaware.

This is Mr. Trott, the Assistant Attorney General, and Mr.
Queen, from Department of the Treasury.

Senator BipEN. Thank you, Mr. Chairman.

Mr. Queen, I have a question to you, if I may—and I would like
to ask unanimous consent, Mr. Chairman, that my opening state-
ment be put in the record as if read.

The CaamrMAN. Without objection.

Senator BipeN, Thank you.

Mr. Queen, the General Accounting Office testified before the
Senate Subcommittee on Permanent Investigations chaired by Sen-
ator Roth, on the Treasury Department’s failure to effectively en-
force the provisions of the Bank Secrecy Act. And I understand
GAO was asked by Senator Roth to conduct this review based on
some disturbing findings that came out of the hearing on the Bank
of Boston case last spring.
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The testimony at that hearing prompted Senator Roth to con-
clude, and I quote: “It seems to me neither the private sector nor
the regulatory agency have given high enough priority to title 81,”
which is the Bank Secrecy Act.

The GAO review concludes with these findings, The Treasury
agency as a group,

(iave relatively low priority to Bank Secrecy Act compliance when applying exam-
ination resources, being concerned primarily with other mission-related objectives;
lacked detailed procedures, or applied existing procedurey inconsistently; failed to
adequately document the work performed, so that often neither we nor they could
ascertain how well examiners were performing the compliance examinations, and
failed to designate examiners with a wide range of experience and training to
assure compliance with the Act, and cculd better communicate and coordinate with
one another and thereby enhance the overall compliance.

Other than those complaints, they were satisfied.

What is your response to this GAO report, and doun’t these find-
ings point to the need for improvement in your efforts to enforce
current law before recommending major revisions?

Mr. QUEEN. Senator, the underlying problem with the regulatory
agencies’ enforcement of the Bank Secrecy Act is probably not in
dispute. The Department of the Treasury did not disagree in hear-
ings last spring that there were shortcomings in regulatory agen-
cies’ (zlmdit procedures insofar as the Bank Secrecy Act is con-
cerned.

Part of that is inherent in the fact that the audit agencies are
fundamentally and primarily there to assure financial stability of
the institution. That is not to say they do not have secondary or
tertiary obligations.

I would submit that while we have made numerous improve-
ments in the last couple of years in the methodological approach of
the regulatory agencies out in the field, that the GAO report is on
the contrary powerful evidence. Summons authority contained in
the money laundering proposal of 1985 submitted by Senator Thur-
mond is absolutely vital. The reason for that is fairly simple. Built
upon the fact that the OCC, the Fed, and others are conducting fi-
nancial soundness investigations as their primary function, and
they are not trained criminal investigators, the summons authority
which we seek but do not now have would authorize the main
Treasury Department or agents of the IRS, acting as extensions of
main Treasury, to summon records directly relevant not only to
possible criminal activity in which the bank is not involved, but
also for the purpose of ascertaining the degree and quality of com-
pliance by the bank irrespective of the activity of its individual cus-
tomers,

So I do not think what we are doing is asking the Senate to over-
look shortcomings in the past, but to recognize that the tools that
are currently provided to us cannot do as good a job as they could
under thig proposal,

Senator BipeN. My point in raising this is not dissimilar to
having raised the point actually 4 years before Mr. Trott had his
pregent job at the Justice Department. The Carter administration
was absolutely sick and tired of hearing me talk about RICO be-
cause in fact, we had it on the books for a long time and it was not
until we kept pressing that we found out they did not know how to
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use it; that U.S. attorneys were not trained; that we in fact had let
this tool essentially lie dormant, by and large.

And so I ask it in the same spirit. That is not to suggest—I went
on to introduce significant amendments to the RICO statute, with
the concurrence of and cooperation, as did the Justice Department,
and we worked out, I think, a pretty good piece of legislation.

My concern, sir, is I am reluctant to give you any new powers
before you have learned how to use the ones you have. And I would
like to know for the record what are those improvements you re-
ferred to in the methodology of applying the present Bank Secrecy
Act, Mr. Queen? Can you cite them for me, what improvements
you have made?

Mr. QUEEN. I can cite them in a general sense. In the wake of
disclosures that numerous officials—1 should say examiners—inside
the OCC were not, for example, given an adequate checklist to
assure that they were looking for Bank Secrecy Act violations——

Senator BipeN. Has that been done now?

Mr. QueeN, That has been corrected.

Senator BipeN. Is there a physical checklist?

Mr. QUEEN. Yes.

§enator Bmen. Could you make that available for the record for
us?

Mr. QueeN. Actually, the Comptroller of the Currency has it, but
I will see to it that you get it.

The other regulation that has been taken care of in the field is to
streamline the method of notification to the Department of the
Treasury of possible violations.

One of the problems in the past was that there was—and in all
honesty, it was an error of Treasury’s as much as anyone else—a
willingness to delegate to the examiner in the field, in the first and
sometimes final instance, the opportunity to decide whether or not
a violation or a failure of a bank to maintain an adequate program
was willful within the meaning of the act, and should thus be re-
ferred to main Treasury for civil penalties and thence on to the De-
partment of Justice for possible ¢riminal penalties.

We have issued directives to the Comptroller of the Currency
which require them to provide us with notification of any failures
by banks in the field to maintain adequate procedures and not to
make the decision in the field that the violation is or is not willful,
because what happened in the past was an examiner, operating in
good faith but perhaps inadequately trained in the area, making an
erroneous conclusion that the failure of a bank to have a particular
system did not warrant referral to main Treasury.

Senator BipEN. Are you aware of any new programs for training
bank examiners that, in fact, encompass—beyond a checklist—is
there any specific training?

Mr. QUEEN. Starting in the spring of this year, we formed, for
want of a better term, an ad hoc Treasury enforcement committee
to systematize the various methods of examination in the field, be-
cause as you are aware, Senator, we do not deal with just one cate-
gory of financial institutions. We have to deal with the Comptrol-
ler, the Fed, and the like. We discovered that the Fed, the OCC and
others were using different methods of examination.
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We have through main Treasury established a mechanism to
assure that the examiners in the field all apply the same stand-
ard—a substantial improvement over the past system, which left it
to the various examining agencies.

Senator BipeN, Correct me if I am wrong, but I am told there are
up to seven different agencies within Treasury that are responsible
for enforcing the Bank Secrecy Act. Is that correct?

Mr. QuEEN. It depends how you define the term ‘“enforcement.”
Of course, we also have some that are not directly under our con-
trol, the Securities and Exchange Commission, and the like. Of
course, we have Customs and IRS, which are directly responsible
for criminal enforcement, and actively participate along with Jus-
tice in doing that. We also have the various regulatory agencies,
and I am not able, off the top of my head, to count the number, but
that number is probably not too far off.

Senator Bipen. Now, as I understand it also, back in May of this
year, Secretary Baker was quoted as saying he was “‘stepping up
the Department’s effort against money laundering,” and he an-
nounced the creation of a new Office of Financial Investigations.
Can you tell me what this office does, and what it is doing now?

Mr. QueeN. What it does pales in comparison to what we can do
if we get summons authority. Currently, what we do is review re-
ports of possible violations referred to us by the various regulatory
agencies. We are also currently, in-house, at main Treasury exam-
%)ninff about 100 probable violations of the Bank Secrecy Act by

anks.

Senator BmeN. Now, those probable violations are violations re-
ported to main Treasury from where?

Mr. QUEEN. They come from more than one source. Some of the
violations are admissions brought to our attention by the banks
themselves upon discovery that they have failed in some particular
mechanism to enforce the act.

Others have been brought to our attention by the Comptroller
and the Fed. Some are brought to our attention through already
existing investigations being conducted by the IRS, Customs, or
even Justice components that either began as a civil investigation
elsewhere, or began as a criminal investigation, because Senator,
as you are aware, of course, we have absolutely no criminal en-
forcement authority within main Treasury other than through IRS,
which authority actually requires the Justice Department to make
the final enforcement decision.

Senator BipEN. Has Justice been cooperating with you?

Mr. QueeN. Very much so—and vice versa.

Mr. Trorrt. I would agree.

Senator BipeN. Right on cue, Mr. Trott. That is good.

Tell me, assuming you have, Mr. Secretary, this subpoena au-
thority and this new Office of Financial Investigations, how do you
intend to coordinate and then later analyze this additional data
you will get? Who will make the judgment what to subpoena, and
can that only be made if you have that authority at the level of
this new Office of Financial Investigations?

Mr. Queen. Well, the statute calls for the authority to vest in the
Secretary, with the authority, of course, to delegate it, and presum-
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ably, it would be delegated to the authority of the Assistant Secre-
tary for Enforcement.

Obviously, the actual physical analysis of the records would take
place either within main Treasury, or be turned over to agents of
the Internal Revenue Service or Customs who are, of course, agen-
cies of the Treasury Department, and who obviously are capable
both in terms of numbers and in terms of experience, to analyze
these records.

Senator BipeN. I notice some of you in the audience are pulling
your coats close to your chest because you are so cold. That is one
of the problems with having such a healthy Chairman. If Senator
Thurmond were not so robust and healthy, we would all be warm,
but there is nothing I can do about it; he is too damn strong. I am
cold, too. [Laughter.)

How many people have been assigned to this new financial inves-
tigations unit, if you know, Secretary Queen?

Mr. QueeN. Well, depending on how you configure it, we current-
ly have physically housed inside main Treasury four individuals
who oversee the operation of financial enforcement under Bank Se-
crecy. We have, however, several hundred individuals assigned to
Customs and IRS.

Senator Bipen. I understand that, but I am trying to get a fix on
what this new outfit is. I mean, is it a cosmetic thing the Secretary
is talking about, or is it actually a unit that has a chief and has
staff working for it and has guidelines, and so on. I mean, that is
z{lhat I am trying to get a picture of. Maybe you could help me in

at.

Mr. QueeN. Well, we have, for want of a better term, the chief of
the unit, an individual who was present literally at the birth of the
Bank Secrecy Act when it came into being in the 1970’s, He over-
sees two other individuals, highly experienced in that field, includ-
ing an individual that we had detailed over from Customs and now
permanently is with us, whose expertise is in computer analysis
and the like.

I do not want to mislead the Senator to believe that it was ever
the intention of the Treasury to create an enormous enforcement
arm within Treasury. That would probably be both futile and
wasteful, and would be worse than cosmetic.

Our job is to see to it that investigations of a civil nature are
properly carried out both within and without Treasury. And an
enormous amount of the work is done outside of main Treasury—
has been and always will be. But I can assure you there is nothing
cosmetic about it. The individuals in question report to me, and the
work that they are performing is both substantial and useful—not
to say we could not always use more of it.

Senator Bipen. Well, what priority within Treasury will money
laundering have; what does it have now, and what will it have with
this new legislation, assuming we were to pass it? And quite frank-
ly, I support some form of a new money laundering statute. There
are several bills, the administration’s, Senator D’Amato’s, and Sen-
ator DeConcini’s, which I am slightly more sympathetic to because
I think it does not go into areas that we need not go into at this
point. But having said that, assuming we get new legislation in this
area with additional powers, which I believe we will, and should,

§7-310 O—B86-~~4
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what will be the priority within Treasury then, or is it mainly
something that happens on Justice’s watch?

I get a sense that Treasury, understandably and historically, is
reluctant to become the main player; they do not have the statuto-
ry authority, in many cases, to do that. But it reminds me a little
bit of Mr. Trott and I trying to get the State Department to get
involved in drug trafficking. They like to carry treaties in their
briefcases and not drug enforcement policies, and you folks at
Treasury do not picture yourselves as folks, in my view, in main
Treasury, who would be out there policing and enforcing money
laundering statutes. But maybe I am wrong. Maybe you can tell me
where in the scheme of things you think money laundering is and
will be in Treasury, main Treasury.

Mr. QUEEN. You are wrong.

Senator Bipen. Good. Tell me how. What priority does it have,
and what will you do with this new legislation?

Mr. Queen. We will continue to provide the kind of attention
and emphasis to financial violations, especially as they relate to
narcotics trafficking, that we have provided in the past.

Senator BipeEN. But don’t you understand we feel you have not
provided enough attention; so if you provide the same kind, we are
going to be real worried.

Mr. QuUEEN. Senator, throughout the 1970’s, we labored alone in
the area of financial enforcement——

Senator BipEN. I understand that.

Mr. QuEeN [continuing]. And made literally hundreds of impor-
tant cases. Since the creation of “Greenback,” which was a Treas-
ury initiative, and which has been parlayed into some extremely
effective OCDE task forces——

Senator BIpEN. I am very bad with acronyms. Please do not use
acronyms with me literally, they do not compute. Tell me what you
mean.

Mr. QueeN. Organized Crime Drug Enforcement Task Force.

Senator Bipen. Good.

Mr. QueeN, The Department of the Treasury, through IRS, Cus-
toms, and the Bureau of Alcohol, Tobacco and Firearms, plays—
and I do not think that this is hyperbole—an absolutely crucial
role in the investigation and conviction of some of the most signifi-
cant narcotics traffickers in the country.

We have in the enforcement and operations section, which is the
only section I can speak for, an enormous role to play in the very
symbiotic issues of narcotics and money laundering, although
money laundering, of course, is not restricted to narcotics. Through
our oversight of the Customs Service, with its significant and very
important role in narcotics interdiction, and through our involve-
ment in the Bank Secrecy Act, we have I think within the limits
that the law has provided for us, done an enormous amount to in-
crease the effectiveness of the compliance program in the field.

We have, for example, every year since the 1980 amendments to
the Bank Secrecy Act, literally doubled the number of currency
transaction reports that we are processing.

Senator BIDEN. Why don’t you tell me what that number is?

Mr. QuEeN. We estimate that at the close of this year, it will be
1.5 million individual forms. And that is just currency transaction
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reports. Last year, it was 700,000; the year before that, it was
under 500,000, the year before that it was a quarter of a million.

Senator BipeN. Do you have any backlog?

Mr. QuzegN. Yes, we do.

Senator BipEn. How big is the backlog?

Mr. QUEEN. Currently, it is a little in excess of 400,000 forms, I
believe.

The reason for that is that the literal doubling in the last year
was somewhat unexpected. It was somewhat fortuitous in one way
and damaging in the other. We had a long, planned transfer of our
data processing center from Ogden, UT to Detroit, MI, which liter-
ally took place in the midst of this enormous influx of forms. So we
are probably——

Senator BipeN. You had no backlog in 1981, 1982, and 19837

Mr. QueeN, Well, there is always a backlog. There is probably a
turnaround time—the optimum turnaround time would be between
15 and 30 days. Much better than that we are just not ever going to
be able to do. But that is really not, I do not think, an impediment
to (;ffective law enforcement since most of the CTR’s that we deal
with——

Senator BipeN. What are CTR's?

Mr. QUEEN [continuing]. I am sorry, Currency Transaction Re-
ports, the 1.5 million reports—those are really a paper trail that
allow us to reconstruct activities. So that 15- to 30-day lag is really
not prohibitive. But obviously, the backlog we have now is not ac-
ceptable to us, either.

Senator BipeEn. What is the expected workload increase in terms
of investigative hours, document review and so on, that you would
anticipate under the new powers that you would be granted with
this legislation? Have you given that an estimate? Have you calcu-
lated that at all?

Mr. QueeN. Well, it has been given considerable thought by us
internally, and we have reached the not surprising conclusion that
it is almost impossible to calculate.

Senator BIDEN. Is there any doubt that it would be a significant
increase if you were able to do the job—an increase?

Mr. QUEEN. An increase, clearly.

Senator BipeN. Do you need more personnel?

Mr. QueeN. Well, in the first instance, we need access to better-
quality records, because——

Senator Bipen. I understand that.

Mr. QUEEN [continuing]. Right now, the cases we are reviewing—
I can give you an example——

Senator BN, Well, we can get to that, but tell me whether or
not you believe you will need additional personnel to do the job
that will be expected of you under the new legislation.

Mr. QUEEN. Assuming no one from OMB is here, I would say
that probably the number of additional personnel is almost endless,
because noncompliance is a substantial problem and will probably
remain so in the years to come.

And of course, the civil enforcement——

Senator BineN, Is it fair to say that if we gave you this additional
authority and did not give you additional resources, you would
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have difficulty in meeting the ‘‘reasonable expectations” of the
Congress as to what we expect you to do?

Mr. QueeN. It is hard to know, and there are probably 535 expec-
tations out there. I can say that if you did not give us one addition-
al individual, the summons enforcement would be an immense ben-
efit to us. We would obviously use it with more circumspection
than we would if we had a larger staff. I mean, that is a foregone
conclusion.

Senator BipeN. I think you should have that authority, that sum-
mons authority, but I want to make sure that we do at the front
end what I believe we often forget to do, whether it was on the
drug enforcement legislation or forfeiture, which is to provide these
new and I think effective weapons without the resources to carry it
out. To make it worse, we then have the heads of each of the agen-
cies coming up here year after year and telling us, “By the way, we
do not ’need any money. As a matter of fact, we can even cut
money.’

Mr. Queen, would you like to comment on the adequacy of the
Customs Service, in terms of availability of personnel?

Mr. QUEEN. In the general sense?

b Senator BipeN. In the general sense—adequacy in terms of num-
ers.

Mr. QueeN. We are going beyond that, the proposed legisla-
tion——

Senator BIpEN. We are going beyond it, but it is an area that is—
but is it not in fact, as you have mede a very cogent argument
here, that in fact, Treasury is important and tough, and one of the
two most important arms of Treasury in this area is Customs. So
obviously, you have an opinion of whether or not you have suffi-
cient Customs personnel and sufficient Customs budget to be able
to do the job.

Mr. QUEEN. As currently configured insofar as the bank secrecy
and the financial operations are concerned, I do not think we are
in bad shape.

Senator BipEN. Why?

Mr. QueeN. I think so because I think we are processing at the
Customs Computer Center in Franconia, which analyzes the data
provided by the IRS—the IRS actually enters it on tapes, and then
it is analyzed by the Customs personnel, who identify potential tar-
gets.

I do not think we are badly strapped in that respect, based c¢n
the current rate of incoming data. Obviously, if level of compliance
dramatically increases, my optimism may not be well-founded.

Senator BipeN. I will yield to the chairman, but isn’t it in fact
that it is clear that it will dramatically increase? I mean, how can
it not dramatically increase? You have got a bunch of bankers out
there, and they are all sitting out there—I assume; I see some $500
suits, so there must be some bankers out there—or lobbyists, or
former Senators—but seriously, these folks are going to be in a po-
sition with this new legislation where they are going to produce
eve111{ more information, more of a paper trail, just simply more
work.

Mr. QueeN. Well, I will be intrigued to hear their answer, be-
cause if the banks are prepared to tell you that the degree of com-
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pliance with the Bank Secrecy Act is entirely dependent upon how
much their civil penalty is, that is another way of saying that they
did 1rllot give a damn in years gone by because the penalty was
small.

Senator BipEN, Well, in fairness to the banks and everyone else,
isn't that human nature? I mean, you know, you all dn not comply
very much until we ask you—that is, “you,” the Treasury Depart-
ment—and then, when we insist, you in fact produce information,
but it is very seldom just automatically forthcoming—not just this
administration, any administration. And it would be unfair for me
to suggest that the Treasury Department, the Justice Department
or the Defense Department was not interested in complying with
the legislative mandates of the U.S. Congress. The fact of the
matter is people tend to do that which they think they have to do.

Mt. QUEEN, You have made a cogent argument for the enhanced
penalty aspect of S. 1335 which, as you are aware, carries a very
sgvere smack in the head for any bank that does not comply with
the act.

Obtviously, in a way, I am trying to play both sides of the argu-
ment——

Senator BipeN. You are entitled to.

Mr. QueeN [continuing]. Because we recognize that there is in
fact a deterrent impact by enhancing the penalty. Too small a pen-
alty, and there is simply no incentive for the bank to comply.

Senator BipeN. I could not agree with you more.

Mr. QueeN. That begs the question, and the question on the floor
is are we going fo get an increase in compliance, and hence, an in-
crease in volume. I think the answer is obviously yes. I hope it is
yes.

The difficulty is we began many months ago, Senator, to try to
analyze what my predecessor referred to as “defining the uni-
verse”’—that is, how many CTR’s should be filed in a given year,
and then compare that against those that are being filed. In other
words, how good is the compliance? And we have discovered
through very, very careful discussions and scrutiny with the whole
range of financial operations that we simply cannot construct a
good definition of the universe; we do not know what the level of
compliance should be.

Consequently, it is virtually impossible for me to come here and
say to you that I anticipate a 35-percent increase in the number of
transactions being reported to us which would translate into an x
percentage——

Senator BipEn. Well, I am not trying to do that now, and I think
until Pat Robertson is President, none of us will be able to define
the universe well. [Laughter.]

I do not expect that to occur. But what I do expect is—quite
frankly, I plan on supporting stronger legislation in this area. But 1
want to make it clear that I for one will not be very sympathetic to
you and/or the Justice Department if, in fact, after giving this ad-
ditional power, then in fact it lies dormant or if is not fully utilized
because of lack of the application of resources.

I just want to make sure that after we give you the power, what-
ever the parameters of that power are, that I hope you will also he
candid enough to come up here and tell us, notwithstanding what
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OMB—you said you hope OMB is not here—OMB is everywhere,
and I hope you will answer questions forthrightly for us and not
engage in obfuscation, which in fact is sometimes the case when it
comes around to budget time. I understand the dilemma you are in,
and I am just trying to put you in it preemptively, so that you will
then be able to say to OMB, “I cannot go and lie to them now.
They had me on record before the act.” Or, not “lie,” but not re-
spond to them.

Let me conclude, Mr. Secretary, by saying that I think the penal-
ties in fact are too small. I think you are absolutely right that the
nature of the penalty has, at a minimum, a chilling effect upon op-
erations that are illegal. And I would just recommend that you
spend a lot of time talking to Mr. Trott on the way back downtown,
and talk to him about Rockwell and other cases that I am going to
want to talk about in another context.

I read in this morning’s paper that Rockwell, another defense
contractor—we have decided to go after the corporation and not in-
dividuals again. Is that correct?

Mr. Trorr. Senator, every word of Andy Pastor’s article in the
Wall Street Journal relating to the decisionmaking process in the
Justice Department is dead wrong.

Senator Bipen. Good to hear it.

Mr. TrotT. He called me before he wrote that article. I told him
we do not discuss our investigations before they occur. He said,
“Well, I do not want to make a mistake.”

And I asked him, I said, “Well, then, please wait until after the
fact so that you can discuss the facts of the case.”

His description of the way that case was decided is dead, flat
wrong, and I am embarrassed for the Wall Street Journal.

Senator BibeN. Good. I am glad to hear that because if it were
right, I would be embarrassed for the Justice Department, and I
am glad to hear it is not right. I am not being facetious. I am seri-
ous,

Mr. Trorr. I have described the decisionmaking process, and
when the case becomes public, and you are able to see what it is,
then I would be delighted to discuss with you why——

Senator BipeEN. And I am not asking you to discuss it, now. That
is sufficient for me, and guarantee you you will have an opportuni-
ty to discuss it with us.

I have no further questions.

I guess the chairman has no further questions of this panel. (Con-
gaIr{ring with staff.) He does not, and he has turned it over to me.
Thank you very much, gentlemen.

Senator BipEN [presiding]. Our next witness will be James
Harmon, Jr., executive director and chief counsel of the President’s
Commission on Organized Crime.

Good morning. I understand the chairman has set the ground-
rules of this hearing, which is that witnesses be limited to a 5-
minute presentation, and we would appreciate it if you would be
willing to attempt to do that, and we will include your entire state-
ment for the record if it goes beyond that.

Thank you, and welcome,
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STATEMENT OF JAMES D. HARMON, JR,, EXECUTIVE DIRECTOR
AND CHIEF COUNSEL, PRESIDENT'S COMMISSION ON ORGA-
NIZED CRIME

Mr. HArMoON. I appreciate that, Senator.

On behalf of the President’s Commission, I would like to express
the Commission’s appreciation for the attention which this commit-
tee and which you in particular have given to this important issue.
Judge Kaufman, the Chairman of the Commission, is occupied
today with matters before the court of appeals in New York, but he
wanted me to reaffirm for you the Commission’s view that its work
is done in partnership with the Congress. In that spirit, the Com-
mission is pleased to assist in your analysis of this very important
issue today. '

A successful strategy to combat money laundering will strike di-
rectly at the economic base of organized crime.

Legislation pending before the Congress will do nothing less than
attack the profit motive of organized crime, the sole reason for its
existence.

For that reason, to handle and address the obvious question of
how to get at the mob’s money, the President’s Commission turned
to the issue of money laundering.

Perhaps keeping in mind an interview which we have heard re-
counted from time to time of a famous bank robber named Willie
Sutton, who was asked once: “Why is it, Willie, that you rob
banks?”

‘ XVillie’s response was, ‘Well, because that is where the money
is.

Today, organized crime puts its money in banks and puts its
money in financial institutions, which may say something about
the differences in organized crime today as it has changed over the
years.

Because of the overriding importance of this issue, and because it
is something within the control of the United States, the Presi-
dent's Commission turned its interest to this particular subject.

Money earned in narcotics trafficking is earned on the streets
and in the towns and counties across the United States. That
money at the same time presents a problem for organized crime,
but not the same kind of problem for the Government that crop
eradication presents in other countries, that crop substitution pre-
sents in other countries, or that the use of the military presents in
the interdiction of narcotics. Money always, sooner or later, espe-
cially when it comes from narcotics trafficking, passes through fi-
nancial institutions. While crops may move from place to place,
while laboratories may move from place to place, the banks always
remain where they are located.

So, in making this analysis, Senator Biden, the Commission de-
cided to take a look at the way it looked through the eyes of bank-
ers. So we went inside of banks where there had been documented
money laundering cases, and we tried to see it through the eyes of
financial institutions. What did it look like to the branch manag-
ers? What did it look like to the account managers? What did it
look like to the tellers? Did they really know enough to be able to
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do something? Did the private sector really have encugh expertise
to play a role in this effort?

The conclusions now reflected in the Commission’s report to the
President and to the Attorney General was that the point of attack
with regard to money laundering should be at the moment at
which the money enters the international financial system—the
moment at which cash is given fo a teller or given to an account
manager. And what we found at that point of attack was that,
strangely enough, money laundering itself was not a crime. And we
also found at a very key point in the process that banks were pro-
hibited by law from advising law enforcement of suspect transac-
tions. And for that reason, the Commission took the view that
banks, like other citizens, should be given the opportunity, should
be permitted to report suspected criminal conduct, and that there
should be no exception made merely because that criminal conduct
took place within the front door of a bank.

We think as a result of our analysis and because of the overrid-
ing nature of this problem, that a standard, “reason to know,” or
in the formulation of the administration bill, “recki-ss disregard,”
is a fair enough standard, especially in the case of financial institu-
tions, considering their expertise and considering the expertise of
the money launderer.

The idea of legislation designed to get at the heart of the prob-
lem, that is, the money laundering process itself, is to permit law
enforcement to investigate from the other side of the teller's
window, so to speak, to intercept the money launderers, and the
money, and the cash, and the profits, before they enter the bank; to
limit the need for Internal Revenue agents, FBI agents, to actually
conduct their investigations within the banks themselves. And we
think also the banks’ I think now documented abysmal record of
ignoring the veporting requirements of the Bank Secrecy Act, a law
on the books for some 14 years, showed the Commission that we
simply could not count on banks, on their own, to play a role which
they should have been playing for some time.

Finally, Senator Biden, I would like to raise one issue that has
surfaced, probably not as a result of our analysis but since our
analysis, and that is the question of financial stability of financial
institutions.

There now is a clear track record that money laundering, once
detected, creates a risk to the financial stability of financial institu-
tions themselves. In our view, before these kinds of investigations
became public, the bottom line was the only measure, the only
standard by which bankers judged their performance as well as
that of their employees.

With that observation in mind, Senator Biden and Senator Thur-
mond, I would be pleased to answer your questions. I understand
that subsequent witnesses will address problems that may be pre-
sented by attorneys who are presented with cash fees from their
clients. I would be prepared to answer questions on that subject or
any others.

[Staternent follows:]
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Statement
of
JAMES D. HARMON, UJR.

EXECUTIVE DIRECTOR AND CHIEF COUNSEL
PRESIDENT'S COMMISSION ON ORGANIZED CRIME

Mr. Chairman and Members of the Zommittee:

As Executive Director of the President's Commission on
Organized Crime, I appreciate the opportunity to testify
concerning the various money laundering-related bills now under
consideration in this Committee. Since ‘ts establishment in
July, 1983, the Commission's responsibilities for analyzing
organized crime and for defining the uses to which organized
crime puts its income have prompted it to devote substantial
attention to the problem of money laundering. Although Assistant
Attorney General Trott is thoroughly familiar with the challenges
that money laundering has mreated for his department, I want to
convey to you some of the concerns that impelled the Commission
to devote such attention to money laundering, and to make a
number of legislative recommendations in its first interim

report, The Cash Connection, that are substantially reflected in

the bills now under consideration. In doing so, I also hope to
dispel some of the misconceptions that have arisen concerning the

need for various provisions in these bills.

Money Laundering as a Criminal Offense

The first topic that I want to address is the need for new
legislation to make money laundering a Federal criminal offense.
As early as 1970, Congress recognized, in passing the Bank
Secrecy Act, that organized crime had substantially increased its

use of both domestic and foreign financial institutions in
furthering activities to evade investigation by law enforcement

~agencies. Since then, the Bank Secrecy Act has become
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increasingly useful to Federal law enforcement agencies in
detecting the operations of money launderers and the organized

criminal groups who retain their service.

The fact remains, however, that the Bank Secrecy Act does
not strike directly at the activities in which money launderers
engage: the concealment of the existence, illegal source, or
illegal application of income, and the disguising of that income
to make it appear legitimate. By its terms, the Bank Secrecy
Act imposes civil and criminal penalties only for violations of
the Act's reporting and recordkeeping requirements. As a result,
a money launderer who complies with the Act's requirements by
£11ling the appropriate forms (as money launderers have frequently
done in the past), or who uses other laundering techniques that
do not involve financial institutions covered by the Act, may be

able to operate for long periods of time with virtual impunity.

In the absence of any Federal statute that directly
proscribes money laundering, organized criminal groups since 1970
have become far more sophisticated in devising money laundering
schemes, and more willing to conceal vast amounts of their
profits through the use of such schemes. In recent years, money
laundering specialists have become accustomed to handling
criminal proceeds in amounts that almost defy belief, From 1978
to 1982, for example, a money laundering organization headed by
Eduardo Orozco -- which the Commission discussed at length in its
interim report -~ laundered more than $150 million on behalf of

narcotics traffickers. United States v. Orozco-Prada, 732 F.2d

1076 (24 cir.), cert. denied, 105 s. ct. 154, 155 (1984). More
recently, a money laundering group headed by Ramon
Milian-Rodriguez laundered approximately $146 million during a
period of only nine months, by physically transporting United
States currency from the United States to Panama. At the time of
his arrest in 1983, Milian was about to fly his Lear Jet to

Panama with a cargo that included more than $5.4 million in
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United States currency. United States v. Milian-Rodriquez, 759

F.2d 1558 (llth Cir. 1985). Still another major money launderer,
Beno Ghitis, headed an organization that, during a period of only
eight months in 1981, laundered more than $242 million on behalf

of narcotics traffickers. United States v. Four Million, Two

Hundred Fifty~Five Thousand, 37 Crim. L. Rep. 2240 (1llth Cir.

1985). Reports such as these, as well as information in the
possession of the Commission and law enforcement agencies,
indicate that the total amount of money laundered annually from
narcotics, illegal gambling, and other illegal activities can be

estimated in tens of billions of dollars.

Another significant trend in money laundering is the
increasing willingness of some organized criminal groups to
tolerate losses of a substantial percentage of their proceeds,
where such losses may aid in concealing the illegal source of
those proceeds or the conduct of laundering acktivities. Two
significant examples of this trend were disclosed in public
testimony at the Commission's hearings in June of this year

on gambling and organized crime:

- A powerful Cuban organized crime group known as "The
Corporation" has amassed several hundred million
dollars in assets, primarily from its control of
illegal "policy" betting operations in various cities
throughout the United States. To aid its members in
developing ostensibly legitimate sources of income, The
Corporation has devised a scheme involving the legal
lottery operated by the Commonwealth of Puerto Rico.
Partly through its control of the lottery'’s ticket
sales in the United States, The Corporation can gquickly
determine when certain persons have purchased winning
tickets of substantial value (for example, a prize of
$125,000). Representatives of The Corporation then

approach the holder of the winning ticket, explain that
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the prize will be substantially diminished by the
payment of Federal income taxes, and offer to purchase
the winning ticket (in cash) for an amount in excess of
the face value (for example, $150,000 for the $125,000
ticket). A member of The Corporation can then cash in
the ticket and claim his "winnings" as legitimately
earned income,

- In a case now under Federal indictment in tae Eastern
District of New York, more than $3 million in cash from
heroin sales was deposited in the cashier's cages at
four Atlantic City casinos. At one of the casinos,
the Golden Nugget, one Anthony Castelbuono made an
initial deposit of $1,187,450 in small bills.

According to estimates based on statistics from the
Bureau of Engraving and Printing, such a deposit would
have a volume of approximately 5.75 cubic feet and
would weigh approximately 280 pounds. After losing
more than $300,000 in chips, and transferring chips
among themselves, Castelbuono and a few associates
withdrew $800,000 in $100 bills. Such a withdrawal
would have a volume of only 1/3 of a cubic foot and
would weigh only 16 pounds. Thereafter, Castelbuono
and his associates made additional deposits at the
Golden Nugget and continued to gamble there.
Eventually, Castelbuono withdrew $983,000 in $100 bills
and left the Golden Nugget. Several days later, one of
Castelbuono's associates deposited approximately $1
million in an account at the Credit Suisse in

Switzerland.

.

h) AR

The two cases that I have just described are also
significant because they reflect another trend in money
laundering: the increasing use of techniques that do not require
the direct involvement of financizl institutions. Law

enforcement authorities, of course, have observed for some time
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that narcotics traffickers in various sections of the country
have frequently sought to dispose of currency by‘purchasing
expengive automobiles, real estate, and even retail businesses in
cash. (One narcotics trafficker in New York City, Freddie Myers,
literally tried to launder some of his narcotics proceeds by

purchasing a laundromat,)

Some organized criminal groups have shown greater ingenuity
in concealing funds. In one recent case, the Robert Govern
marijuaha organization, located in Florida, laundered some of its
proceeds not only by channeling money through an offshore
corporation into a lumber business and an apartment complex, but
also conducted numerous off-the-books and under-~the-table

transactions with the subcontractors who were involved in the

construction of that apartment complex. United States v. Zielie,

734 F.2d 1447 (1llth Cir, 1984), cert. denied, 105 S. Ct. 957
(1985). In another case, a distributor for the Mario Adamo
cocaine organization in Ohio traveled into Canada, where he
purchased 2,600 leather coats for cash, and brought the coats
back across the border to Columbus, Ohio. Upon his return to
Columbus, the distributor and several associates rented a store
and a warehouse for thirty days and sold the coats at a price
lower than that charged in legitimate retail stores in the
Columbus area. The evidence indicated that the distributor
undertook this scheme to provide himself with a seemingly

legitimate source for the large amounts of money that he was

spending while "unemployed." United States v. Adamo, 742 F.2d
927 (6th Cir. 1984), cert. denied, 105 S. Ct. 971 (1985).

Each of these trends -- the increasing magnitude,
complexity, and diversity of money launderinyg schemes --
indicates that money laundering has become indispensable for the
success and profitability of large-scale organized criminal

ventures. If law enforcement authorities can strike directly at
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the conduits that enable organized crime to conceal its
investments or disbursements of funds, they may be able to
discourage organized criminal groups from abusing legitimate
financial and commercial institutions, and ultimately to cause

irreparable damage to the operations of organized crime.

In drafting its proposed statute to make money laundering a
Federal crime, however, the Commission recognized that while all
participants in a money laundering scheme might be deemed equally
responsible for its success, some participants will be more
knowledgeable than others about the illegal activities which
generate the funds to be laundered. Those responsible for
planning, organizing, and overseeing the scheme, for example, are
more likely to be privy to information concerning the scope and
extent of their clients' illegal activities. Such information
would clearly indicate to any money launderer that his intent to
carry out the laundering scheme successfully also constitutes
intent to further or facilitate the conduct of the underlying
illegal activities. In contrast, those responsible for more
ministerial duties (such as the picking up or delivery of the
funds being laundered) may not know all the details of their
clients' activities, but are highly likely to be exposed to
information that gives them actual knowledge (or reason to know)
the true nature or source of the funds they are laundering. For
these reasons, the Commission decided to adopt a bifurcated
standard of intent that would encompass both the directors and
the minions of a money laundering organization. At least one
state (Arizona) has recently enacted a money laundering statute
that employs a bifurcated standard of intent, and that
specifically uses the standard of knowledge or *reason to know"
for "second-degree" money laundering. (See Appendix A.)
Moreover, two of the bills pending in this Committee (S. 572 and
S. 1385) also propose the use of the bifurcated standard of

intent.
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S. 1335 also employs a bifurcated standard of intent,
although it substitutes the concept of recklessness for the
concept of reason to know. It should be noted, however, that the
underlying objective of the Commission's proposal is substan-
substantially similar to that of S. 1335: despite the difference
in terminology, both seek to ensure that a money launderer may be
held to account even if he did not have actual knowledge that the
funds he was laundering were the proceeds of, or were directly or
indirectly derived from, an unlawful activity. The Commission's
approach to this problem was intended solely to reaffirm the
longstanding rule that, where knowledge of the existence of a
particular fact is an element of an offense, the governmenh can
meet its burden of proof by proving beyond a reasonable doubt
that the defendant was aware of a high probability of the
existence of that fact, unless he actually believes that that

fact does not exist. See generally United States v. Jewell, 532

F.2d 697, 700-01 (9th Cir.) (en banc), cert. denied, 426 U.S. 951
(1976). This rule, as stated in Section 2.02(7) of the Model
Penal Code, is intended to deal with the situation known as
"wilful blindness" or "conscious avoidance of knowledge," in
which "a party has his suspicion aroused but then deliberately
omits to make further enquiries, because he wishes to remain in

ignorance . . . ." G. Williams, Criminal Law: The General Part

§57, at 157 (2d ed. 1961). See Model Penal Code §2.02(7) comment
9 at 129-30 (Tentative Draft No. 4 1955). In applying this rule,
courts will look to all the circumstances pertinent to the

person's intent. See, e.9., United States v. McAllister, 747

F.2d 1273, 1275 (9th Cir. 1984); United States v. Jacobs, 475

F.2d 270, 287-88 & n.37 (2d Cir. 1973).

Similarly, the recklessness standard in S. 1335 would
require courts to look to all the circumstances of the
transaction (including, but not limited to, the amount and type

of funds or monetary instruments and the nature of the
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transaction) to determine whether a person is aware of a
substantial risk that such funds or monetary instruments
represent the proceeds of, or are derived directly or indirectly
from the proceeds of, an unlawful activity, but disregards the
risk. This standard of reckless disregard, of course, is not
identical to the standard of actual knowledge or "wilful
blindness." See McAllister, 747 F.2d at 1275. Its principal
focus is the standard of care that a reascnable person would
exercise in such a situation. Although the definition of this
standard uses certain words and phrases found in the Model Penal
Code's definitions of recklessness and negligence, see Model
Penal Code §2.02(2)(c}), (d), it clearly contemplates that courts
will conduct a subjective inguiry into the person's appreciation
of the risks involved in his conduct. See P. Low, J. Jeffries, &

R. Bonnie, Criminal Law 232 (1982).

The reasons for specifying that "all the circumstances of
the transaction™ include the amount and type of funds or monetary
instruments, as well as the nature of the transaction, are clear.
In many instances involving the laundering of narcotics proceeds,
for example, even the most elementary details of the transaction
reflect the effort to launder: (1) the predominant use of
small-denomination bills -- ones, fives, tens, twenties, and,
sometimes, fifties; (2) a substantial volume of bills used in the
course of a single transaction; (3) the appearance of counterfeit
bills, which are often included in payments for narcotics, in
large~volume deposits of bills; (4) unusual methods of
transporting funds or monetary instruments for a transaction
(such as cardboard boxes, suitcases, duffel bags, flight bags,
gym bags, and even garbage bags); and (5) unusual behavior by
pergons involved in the transaction (such as the failure or
refusal of persons initiating a transaction to identify
themselves or to take receipts for any funds deposited in a

financial institution). 1In addition, the Commission’s interim
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report sets forth (at page 55) several general patterns of
behavior that are characteristic of persons who may be engaging

in money laundering.

One other issue concerning the standard of intent was raised
in testimony before the Subcommittee on Crime of the House
Judiciary Committee by Kenneth Albers, on behalf of the National
Council of Savings Institutions. According to Mr., Albers's
testimony, a bank teller who is innocent of any involvement in a
money laundering operation, but who may have actual knowledge
that monetary instruments offered for deposit are derived from an
illegal source, would presumably be violating the proposed
section 1956 if the teller were to complete the transaction-with
the intention of notifying a supervisor or law enforcement agency

after the completion of the transaction.

Although it is highly unlikely that a United States Attorney
or an Organized Crime Strike Force Chief would find substantial
merit in prosecuting a teller in those circumstances, the matter
warrants some clarification. While it seems clear that no
reputable financial institution would want to hold itself out as
a haven for criminal proceeds, the fact remains that Federal law
enforcement agencies may want financial institutions, on
occasion, to begin or to continue accepting deposits from
suspected money launderers. By authorizing or permitting what
might be termed "controlled deliveries" of criminal proceeds to
financial institutions, Federal law enforcement agencies can
better determine the scope and extent of a money laundering
operation and amass sufficient evidence to indict and convict the

leaders of such an operation.

For these reasons, it may be appropriate to clarify in the
legislative history that an officer or employee of a financial

institution who knows or suspects that monetary instruments being
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offered for deposit have an illegal source will not be deemed to
have the requisite intent under section 1956, if that officer or
employee notifies a Federalvlaw enforcement agency of that
knowledge or suspicion either before the transaction is completed
or immediately thereafter (i.e., no later than the end of that

day).

The Right to Financial Privacy Act

I would now like to turn to a second principal topic: the
changes that S. 1335 proposes in the Right to Financial Privacy
Act. Although this topic may not be one for which this Committee
is primarily responsible, the Committee should understand that
the changes which S. 1335 proposes in the Act would have an
important bearing on the effectiveness of the proposed money
laundering offense.

Barlier this year, a representative of the American Bankers
Association was quoted as saying that the provisions of the
Administration's money laundering bill "would virtually repeal
all the protections established by Congress in 1978 when it
approved the . . . Act." That statement, in my view, is wholly
without foundation: nothing in either the text or the
accompanying explanation of the proposed changes contemplates
either a total or a partial repeal of the Right to Financial
Privacy Act. A careful examination of these changes will
demonstrate that they are carefully crafted to deal with certain
specific problems that came to the Commission's attention in the

course of preparing its interim report on money laundering.

In general, the Act prohibits a Federal Govermment entity
from obtaining access to, copies of, or information contained in
the financial records of any customer from a finmancial
ingtitution, unless the customer grants his or her consent or the

Government authority obtains an administrative subpoena or
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summons, a search warrant, a judicial subpoena, or a formal
written request for disclosure of such financial records. 12
U.8.C. §3402. (Grand jury subpoenas and court orders issued in
connection with grand jury proceedings have a special exemption
from most provisions of the Act. Id. §3413(i).) A number of
provisions in the Act appear to be based on the assumption that a
Government authority is likely to seek financial records from a
financial institution only after that authority has already
opened a formal investigation or initiated formal proceedings of
some type. See U.S§.C. §§3401(7), 3405(l), 3406(a), 3407(1),
3408(3), 3409(a), 3412(a), 3420. '

One issue which the Act does not clearly address, however,
is the extent to which a financial institution that suspects one
of its customers of money laundering or other illegal activities
involving that institution may notify Federal law enforcement
authorities of that suspicion, and thereby prompt the opening of
a formal investigation. Section 1103(c) of the Act states only
that nothing in the Act "shall preclude any financial
institution, or any officer, employee, or agent of a financial
institution, from notifying a Government authority that such

institution, or officer, employee, or agent has information which

may _be relevant to a possible violation of any statute or

requlation." 12 U.S.C. §3403(c) (emphasis supplied). & strict
reading of this provision would permit the financial institution
to notify the Government authority only that it "has information
which may be relevant," but not to disclose any of the
information or the reasons that the financial institution

considers such information to be relevant.

Because sections 1117 and 1118 of the Act authorize
customers to seek damages and injunctive relief against a
finanecial institution or Government authority that obtains or

discloses financial information in violation of the Act, a number
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of financial institutions apparently have adopted the strict
reading of section 1103(¢). Although there do not appear to be
any reported Federal judicial decisions that would support this
reading of the statute, one state judicial decision in 1979 held
that a bank which had provided local police with information
concerning one of its customers had wrongfully disclosed
information concerning the customer's account without obtaining
the express or implied consent of the customer to that disclosure.

See Suburban Trust Co. v, Waller, 44 Md. App. 335, 408 A.24 758

(Md. Ct. Spec. App. 1979).

To clarify the issue in a manner that would permit financial
institutions to notify law enforcement aunthorities of ongoing
money laundering activities, the Commission proposed that section
1103(c) of the Act be amended to authorize financial institutions
to disclose sufficient information concerning a possible
violation of law, so that a law enforcement agency could
determine whether to open a formal investigation on the basis of
that information. 1In addition, to allay f£inancial ingtitutions®
concerns about possible civil liability for such disclosures, the
Commission propoged that section 1117(c¢) of the Act be amended to
create a good-faith exception as an absolute defense to a civil
action brought by a customer. Both of these proposals are

substantially reflected in section 3(a)—-(d) of 8. 1335.

A recent article in the American Banker states that under

the provisions of a counterpart to S. 1335, H.R. 2786, "bank
employees would be required to volunteer records of clients where
irreqularities are discovered." That statement,,.too, is wholly
without foundation. The object of these proposals, as I have
explained, is not to compel financial institutions to disclose
financial records indiscriminately, or ~- as the article insists
-=- to "empower investigators to pore over individual bank

accounts at will." The ocbject is simply to enable -~ not to
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compel ~- financial institutions to notify law enforcement
authorities of possible illegal activity without incurring civil
liability under the Right to Financial Privacy Act.

Another issue which the Act does nof clearly address
concerns the assertion, made by a number of banks to Federal law
enforcement officials, that even when a Federal entity has
complied with the Act in serving a grand jury subpoena for
financial records, the finangial institution is required by state
law or state judicial decision to disclose the receipt of that
subpoena to thg¢ customer whose records are being sought. Such
notification, however, can create substantial impediments to the
investigation of criminal activity. As the United States Supreme

Court unanimously concluded last year in the Q'Brien decision,

[notice to third parties] would substantially
increase the ability of persons who have
something to hide to impede legitimate
investigations by [an agencyl. A target given
notice of every subpoena issued to third parties
would be able to discourage the recipients from
complying, and then further delay disclosure of
damaging information by seeking intervention in
all enforcement actions brought by the [agencyl.
More would flow from knowledge of which persons
had received subpoenas would enable an unscrupu-
lous target to destroy or alter documents,
intimidate witnesses, or transfer , , , funds

so that they could not be reached by the
Government.

Securities and Exchange Commission v. Jerry T. O'Brien, Inc., 52

U.S.L.W. 4815, 4819 (U.S. 1984).

To date, there has been no definitive judicial resolution of
whether the Supremacy Clause of the United States Constitution
would require provisions of state law to give way to any
provisions of the Right to Financial Privacy Act with which the

gstate law is in conflict. Compare United States v. First Bank,

737 F.2d 269 (24 Cir. 1984) (holding that under Supremacy Clause,
notice provisions of Connecticut Financial Privacy Act preempted

by provisions of Internal Rev~nue Code governing IRS summons),
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and In re Grand Jury Subpoena (Connecticut Savingg Bank), 481 F.

Supp. 833 (D. Conn. 1979) (holding that under Supremacy Clause,
Connecticut statute imposing notice and challenge procedure must

give way to Federal grand jury subpoena), with In re The Grand

Jury Subpoena East National Bank of Denver, 517 F. Supp. 1061 (D.

Colo. 198l) (rejecting Supremacy Clause argument challenging
judicially-created state expectation of privacy in bank records).
To reconcile the concerns of Federal law enforcement authorities
and financial institutions, the Commission proposed that the
Right to Financial Privacy Act be amended to include an express
provision preempting any state law or decision that is more
restrictive than the Act in regulating disclosures of financial
records under the Act. That proposal is substantially reflected
in gection 3(g) of §. 1335,

The American Banker article on H.R. 2786, to which I have

already referred, states that [sltate protection of client
privacy would be preempted by the new bill." This statement,
too, is wholly without foundation. The preemption provision in
S. 1335 does not preempt all state laws or judicial decisions
dealing with financial privacy. 1Its object is simply to ensure
that state financial privacy laws that are more restrictive than
the Right to Financial Privacy Act do not create an impediment to

the effective investigation of Federal crimes.

Although there are additional provisions concerning the
Right to Financial Privacy Act that I can discuss, I think that
it might be appropriate to conclude my remarks at this point. I
will be happy te¢ answer any questions that the Committee members
may have.

IR
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APPENDIX A
ARIZONA MONEY LAUNDERING STATUTE

13~2317, Money laundering; clagsifications; definitions

A. A person who acquires or maintains an interest in, transfers,
transports, receilves or conceals the existence or nature of racketeering proceeds
knowing or having reason to know that they are the proceeds of an offense is

guilty of money laundering in the second degree.

B. A persoun who knowingly initlates, organizes, plans, finances, directs,
manages, supervises or 1s in the business of money laundering ds guilty of money

laundering in the first degree.

C. Money laundering in the second degree ig a Class 3 felony., Money laun~

dering in the first degree is a Class 2 felony,

D. In this section, "acquire" and “proceeds" have the same meaning as pre-

scribed in section 13-2314.
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The CuarMmaN. Thank you very much, Mr. Harmon, for being
here. I realize how busy you are, and we are very grateful for your
appearing this morning.

Mr. Harmon, are there any recommendations from the Presi-
dent’s Commission that have not been addressed in the administra-
tion bill?

Mr. Harmon. They have all been addressed. The adminisiration
takes a broader view of the money laundering problem, and for
that reason, it appears to us that its scope is somewhat broader.
But all of the issues are addressed in the administration bill.

The CrairMAN. Do you have any suggestions for anv modifica-
tions or changes?

Mr. HarmonN. No, Mr. Chairman.

The CuHAIRMAN. Mr. Harmon, does the President’s Commission
support the “reckless disregard” standard in S. 13835, in spite of the
fac(:it? that the Commission recommended a ‘“reason to know” stand-
ard? :

Mr. HarmoN. The Commission has not addressed that issue in
particular, Ms. Chairman. The reason that the Commission focused
on the “reason to know” standard, the kind of negligence idea, was
because we felt that there was the sufficient level of expertise and
knowledge in the hands of financial institutions, which was the pri-
mary focus of the Commission’s recommendations.

The administration’s bill—it depends on how you look at the
money laundering process—takes it a step further and recognizes
that the money laundering process can begin before entry into a
bank or financial institution and for that reason has adopted a nar-
rower standard, it would seem to me.

The CHAIRMAN. The distinguished Senator from Arizona is here.
Senator DeConcini, do you have any questions? This is Mr.
Harmon, the Executive Director and Chief Counsel of the Presi-
dent’s Commission on Organized Crime, Senator.

Senator BipeEN. Mr. Chairman, before the Senator proceeds, may
I ask one question, because I am going to have to leave, and I will
be very quick?

The CrAalRMAN. Yes.

Senator BIpEN. Actually, in fairness, I guess it is more like two
questions. But in what sense do you characterize the administra-
tion’s bill as being somewhat broader then the Commission’s rec-
ommendation? In what way is it broader?

Mr. Harmon. The Commission attempted to address the bulk of
laundered moneys which pass through financial institutions. The
Cominission’s bill reaches beyond that and recognizes that there
can be transactions that occur before financial institutions are in-
volved. There can be a money laundering process, counting by ma-
chines, baling and weighing of money, and the adminigtration’s bill
attempts to reach that, whereas that of the President’s Commission
does not seem to reach that far.

Senator BipEn. Well, the other question I have is, in order to
deal with the problem as you describe it, is there a need—I have
been talking with the first witness about the Bank Secrecy Act—
but the administration bill, as I understand it, unlike, as 1 under-
stand it, Senator DeConcini’s bill—and he is obvicusly here to
speak to that—speaks to the Financial Privacy Act and does sever-
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al things. It would preempt the State privacy laws which protect
bank records, permit disclosure of customer records to the Govern-
ment without notice or legal process if the bank has reason to be-
lieve, as we have been talking about, that the information may be
relevant to a violation, and third, permit Federal prosecution for
any State or Federal crime in which the proceeds of the crime are
laundered.

These are changes that in my view go beyond a simple money
laundering statute.

Would you comment on these three aspects of the administra-
tion’s bill?

Mr. Harmon. The Commission has not addressed your third
point in any way. I would be happy to go back to the Commission.
We still have the issue under further study.

But there is this crazy quilt of varying State statutes that deal
with the issues of financial privacy. It is a common experience of
law that whereas the Right to Financial Privacy Act federally
might permit disclosure that State statutes simply prevent.

There is, the Commission believes, a need for some uniform ap-
proach in this area, recognizing as it does that narcotics trafficking
is essentially an international phenomenon as well ag——

Senator BipEN. So in short, there would be a need in the Com-
mission's view, to be able to preempt State law relating to privacy.

Mr. Harmon. Yes, yes. On the issue of disclosure, I point, for ex-
ample, to one case. Most people know of the case known as “the
Pizza Connection.” It is recounted to some degree in our report. As
a result of notifications made by E.F. Hutton, the money that was
being laundered by these Sicilian heroin traffickers literally disap-
peared. The trail went cold for several months; it set the investiga-
Eion dback for a very long time, and the money itself never was

ound.

And we think it is important to count upon the expertise of fi-
nancial institutions. They may be able to see things that even
trained investigators and agents simply cannot understand. It is a
little bit too much, I would think, to expect FBI agents to under-
stand the way in which money can be laundered through the inter-
national commodities market. So it is the Commission’s recommen-
dation that law enforcement be given the benefit of this expertise,
and as I said before, simply put banks and financial institutions in
the same position as any other citizen who believes that he or she
may have seen a crime committed.

Senator Bipen. Thank you.

I thank the Chairman.

The CoAIRMAN. Mr. Harmon, Senator Specter has some gques-
tions he would like you to answer.

Mr. HarMon. Yes, sir.

The CHAIRMAN. Is there anything further, Senator Specter?

Senator SpecTER. Thank you very much, Mr. Chairman,

I would just like to commend the Chair for holding these impor-
tant hearings, and I regret that I could not be present for longer
and have other commitments, but I would like to leave four ques-
tions to be submitted for the record for a number of the witnesses,
including Mr. Harmon.

Thank you.
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The CHairMAN. If all the witnesses today will answer any ques-
tions submitted, it would be appreciated.

Senator Specter and Senator DeConcini both were State pros-
ecuting attorneys, and their input here should be very valuable.

The distinguished Senator from Arizona, Senator DeConcini.

Senator DeEConcini. Thank you, Mr. Chairman, and let me join
the Senator from Pennsylvania in thanking you and welcoming the
opportunity to hold these hearings on Senator D’Amato’s bill, my
bill, and Senator Thurmond'’s bill. I think the intent here is to
make some corrections, and I appreciate the effort the chairman
has put forth.

Mr. Chairman, I have introduced S. 1385, the money laundering
bill, and I ask unanimous consent, because of my inability to be
here, being at the Helsinki Commission hearings, that my full
statement be entered in the record &t the beginning of the proceed-
ings this morning.

The CaaiRMAN. Without objection, the statement will be entered
in the record following the statements of the other Senators.

Senator DeConcini. I thank the chairman,

Mr. Chairman, I also have questions for Mr. Queen and for Mr.
Trott, and I will ask Mr. Harmon a couple and then submit some.

Mr, Harmon, thank you for the fine work that you and the Com-
mission have done and for your testimony here today.

I am particularly concerned in S. 1335, amendments to the Right
to Financial Privacy Act, that would require a bank officer to de-
termine, one, whether a violation of law may exist, and two, the
relevance of information the bank may possess.

Do you believe this constitutes an appropriate delegation of re-
sponsibility to private citizens and organizations, or are we asking
a bit too much of the banks?

Mr. Harmon. Well, it is the view of the Commission, expressed
in its report, that any citizen who believes that he has information
about the possible commission of a crime should be permitted to
relay that information to law enforcement. And the Commission
sees no distinction between a crime which may have been commit-
ted within a financial institution as opposed to one that has been
committed outside a financial institution.

Senator DeConcint. Then, you are saying that if a bank is in a
fiduciary relationship as a trustee, and if they have any hint that
there may be a violation, they should foresake that fiduciary re-
sponsibility based on the hint or the assumption or the belief, with-
out actual proof. Is that the Commission’s position?

Mr. Harmon. Well, there is a requirement that this belief be re-
lated to the commission of a very specific violation and that the in-
formation be relevant to the possible commission of that violation.
It would seem to us that that is sufficiently specific for a financial
institution to notify the law enforcement.

The way the law reads now, Senator, banks simply can say, “We
have information about a possible violation, of some Federal of-
fense, but we cannot tell you what that information is.” That
simply kind of gets them off the hook, but——

Senator DeConciNi, Does the Commission believe or have any
evidence to think that often, banks not only have that information,
but they are not about to even make that first disclosure?
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Mr. HarMoN. Yes; that has been my personal experience in law
enforcement, and it has been our experience with the work of the
Commission, that banks, even the case of documented money laun-
dering situations, were not willing to disclose that information to
the Commission.

Senator DeConcini. Isn't it also true in your experience that nu-
merous banks for a long period of time have failed to even report
transactions of $10,006 deposits or more, even legitimate transac-
tions of $10,000 or more? Is that accurate?

Mr. HarMoN, The record is clear on that point, yes, Senator.

Senator DECoNciNI. Doesn't that lead you to the conclusion that
maybe a lot of bankers are not just going to come forward with
that information when they cannot even comply with what I con-
sider a relatively simple law?

My point is, it seems like we need more. I am not critical of the
Commission. I am just exercising my observations here, that I
would hope the Commission would expect, or provide for a greater
involvement, not of the bankers, but of law enforcement, to insist
that the bankers come forward, and that the law enforcement have
some procedural right to go and ask that question, and get, even if
it is in a classified or confidential nature to begin with, an answer,
and then have some procedure to expose them. You do not think
that is necessary, or you would——

Mr. Harmon. I think that would be effective, and I think many
financial institutions simply do not want to be in the position of
having information which they can disclose, which could be used to
prove the commission of a crime.

Senator DeConcint. According to some testimony of the Ameri-
can Bankers Association, the attorney general of California recent-
ly called the “reckless disregard” standard “an unclear standard
which will pose compliance difficulties and unnecessarily compli-
cate prosecution of the offense of money laundering.”

Could you tell us what the “reckless disregard” standard means?

Mr. Harmon. The standard itself is spelled out in the proposed
legislation. It is found in other areas of Federal law. It is also found
repeatedly in areas of State criminal law.

For example, in the State of New York, one of the degrees of
manslaughter requires a standard of intent involving “reckless dis-
regard.” It is a standard of intent that is found in many places in
the law and in my experience, is one which juries very simply can
understand.

Senator DECoNciNi. Do you think it is better than “‘knows or has
reason to know,” the standard of “reckless disregard?”’

Mr. HarmoN. The Commission selected the standard of “reason
to know” because the Commission’s proposal focused exclusively on
financial institutions, which have more knowledge and more exper-
tise than the average person. The administration’s bill went a little
bit beyond that, thereby, in its broader reach, requiring a higher
standard of intent. So it would seem to me that if the approach
were taken for this broader reach, that it would be more appropri-
ate to have a stricter standard of intent.

Senator DeConcini. Would you agree—well, let me put it this
way. You criticize an American Bankers article because it states
that S. 1335 would preempt State protection laws. Although it is
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true that S. 1335 would not preempt all State laws, isn’t it true
that it effectively preempts all State laws that conflict with it?

Mr. HarMoN. That is correct, Senator.

Senator DEConciNi. That is correct. That is pretty much the
same thing, it seems like to me—wouldn’t you say?

Mr. HarMmon. Yes, Senator.

Senator DeConcini, Thank you. I just wanted to be sure I under-
stood what your position was.

Has the Commission—this is just out of interest of my own—had
an opportunity to follow laundering cases from the initial income
to the organization to its actual legitimizing of the proceeds where
the}lf?are disbursed out of the legitimate banking system with no
trail?

Mr. Harmon. That is extremely difficult to do. Our analysis up
to this point reaches the point where the cash is introduced into
the financial system. The Commission has under study, and it will
be the subject of another report, what happens to the money and
the problems involved in tracing that money to its ultimate desti-
nation. So that issue is under study by us, and measures that
might be taken further on down the road with regard to that issue
will be presented in a subsequent report on that issue. But that is
an extremely difficult process, as I am sure you understand.

Senator DEConcini. Have you come across the laundering or ex-
changing of the illegitimate money—let us call it that—into real
estate, and then the sale of that real estate at—I was going to say
below market value in order to get the money laundered—but the
sale of the real estate. Have you been able to trace it that far?

Mr. Harmon, That is a common practice in particular in south
gloz:ida, through corporations located primarily in the Caribbean

asin, -

Senator DeConciNI. And then the problem comes after the real
estate is purchased by the titleholder when it is sold, and what
happens to those distributed funds—is that where you have the pri-
mary problem?

Mr. HarMmon. Well, again, as I say, Senator, that is an issue
under study by the Commission. If you have any suggestions for us
in that area, we would be happy to report back to you.

Senator DEConciNi. I have some suggestions of some cases in Ar-
izona here that I would like to have you look at. I am interested, as
we all are, in what you derive out of this study as soon as possible,
because I am not satisfied that S. 1385 addresses that, and I would
love to have some more positive approach to it as to go at that
transaction, if and when the Commission is available to share with
us, officially or unofficially, any of that information.

Mr. Harmon. We would be happy to do that, Senator.

Senator DeConcint. Thank you, Mr. Harmon. I have some other
questions that I will submit, due to time, and thank you for your
testimony today.

Thank you, Mr. Chairman.

The CuairMmaN. Thank you, Senator DeConcini.

Senator Mc¢Connell? Senator McConnell, I have some other en-
gagements; if you would take over the rest of the hearing, I would
appreciate it.
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Senator McConnEeLL. Yes, I will finish it up for you, Mr. Chair-
man.

I would like to put an opening statement in the record at this
point.

The CuaimrmManN. Without objection, that will be done.

[Statement follows:]

PREPARED STATEMENT OF SENATOR MircH McCONNELL

Mr. Chairman, I commend you for holding this hearing, and am pleased to be
here this morning. I believe the legislation that we will consider today is important
legislation, for it seeks to eliminate the huge profits, and relative ease with which
those profits are gained, that now awaits unscrupulous criminals wiiling to engage
in a wide variety of criminal activity. These activities include narcotics trafficking,
income tax evasion, bribery, investment fraud, illegal tax shelter programs, securi-
ties fraud, prostitution and gambling. Each of the bills seeks to provide the Justice
Department and the Government in general with greater ability to combat the abili-
ties these criminal elements now have in laundering huge profits through various
financial institutions, and then injecting them to the economy.

As Attorney General Edwin Meese noted when the Justice Department an-
nounced its proposal for S. 13835, of which I am pleased to be a cosponsor, “Profes-
sional money launderers play a key role for any criminal enterprise, whether its an
organized crime family or a narcotic’s ring. They are functionally equal to a fence
utilized by the burglar, They provide a service to the thieves to bide or conceal ille-
gal money. It takes a professional—a lawyer, an accountant, a banker, with all the
trappings of respectability—to manipulate these sophisticated schemes.”

In an effort to meet this problem head on, S. 1885, originally proposed by the Jus-
tice Department and introduced by Senator Thurmond, prohibits an individual or
institution from conducting a transaction involving the movement of money gener-
ated by or derived from the commission of any crime. It goes further, and provides
that anyone who conducts a money laundering transaction and has reason to know
that the funds were derived from unlawful activity is liable for a civil penalty,

In addition, I am happy to note that S. 1335 proposes significant penalties for the

crime of money laundering, with fines up to $250,000 or twice the amount of the
money involved in the transaction, as well as a maximum prison sentence of 20
years.
S. 1385, introduced by Senator DeConcini, and 8. 572, introduced by Senator
D'Amato, may take a more narrow approach, attempting to strike a more “bal-
anced” approach between the need to combat money laundering and organized
crime and the competing interests of civil liberties and privacy. That is an issue
that I hope we will learn more about today, though I believe it is safe to say there
are significant restrictions on the Government's ability to access private informa-
tion, notably the Right To Financial Privacy Act, among others.

1 look forward to his testimony as well as that of each of the other witnesses here
today. Thank you, Mx. Chairman, )

Senator McConNELL [presiding]. Mr. Harmon, you may be ex-
cused, and thank you very much for your testimony.

We will move on to the panel including Neal Sonnett, chairman
of the Legislative Committee and third vice president of the Na-
tional Association of Criminal Defense Lawyers, Miami, FL; Rich-
ard Arcara, district attorney from Buffalo, NY, representing the
National District Attorneys Association.

Gentlemen, we are running a little late. We would like to remind
you that your testimony not exceed 5 minutes each, and we will
put the full statements in the record.

Thank you.

Please proceed.
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STATEMENT OF A PANEL, INCLUDING: RICHARD ARCARA, DIS-
TRICT ATTORNEY, BUFFALO, NY, ON BEHALF OF THE NATION-
AL DISTRICT ATTORNEYS ASSOCIATION; AND NEAL R. SON-
NETT, CHAIRMAN, LEGISLATIVE COMMITTEE AND THIRD VICE
PRESIDENT, NATIONAL ASSOCIATION OF CRIMINAL DEFENSE
LAWYERS, MIAMI, FL

Mr. ArcarAa. Mr. Chairman and members of the Senate Judici-
ary Committee, my name is Richard Arcara. I have served as a
U.S. attorney for western New York for 6% years, and part of that
6 years, as an assistant U.S. attorney, and presently, the district
attorney of Erie County, Buffalo, NY. I speak to you today in
behalf of the National District Attorneys Association.

Our association represents 6,300 local prosecutors from around
the country. The National District Attorneys Association strongly
supports and urges new legislation dealing with money laundering.
We thank you for this opportunity to address our concerns regard-
ing the various money laundering issues which you consider today.

My remarks will be confined to those proposed legislative
changes which would create the new crime of money laundering,
and to forfeiture proceedings.

The National District Attorneys Association's primary concerns
are that the legislation be broad enough to provide the Govern-
ment a most effective tool to combat organized criminal groups,
from drug trafficking rings to more traditional organized crime
“families,” yet narrow enough to avoid cumbersome, unnecessary,
undesirable intrusions into the matters of State concern.

The administration’s proposal, S. 1335, attempts to provide the
Government with the ability to strike at virtually all money laun-
dering operations, but we fee] that a literal interpretation of the
administration’s legislation may result in unintended Federal in-
trusions into crimes which are better suited to State prosecution.
Specifically, any crime involving the transfer of money, checks or
other monetary instruments could be considered a money launder-
ing “transaction” under the administration’s proposal. A theft, a
robbery, a bad, forged, or altered check would become a Federal
money laundering offense,

In the other body of this Congress, there exist several proposals
which would restrict the predicate offenses required for the crime
of money laundering to Federal RICO offenses. There are proposals
in the Senate as well as the House, including S. 1885, that limit the
definition of money laundering transaction to a transaction involv-
ing a financial institution. While these more restrictive approaches
avoid the intrusiveness of the administration proposal, they are
more restrictive in the effectiveness of the proposed money laun-
dering offenses.

Organized crime does not confine its money laundering oper-
ations to financial institutions nor does organized crime limit its il-
legal but profitable operation to violations of the RICO statute.

While we believe the rationale for these restrictions, we feel that
the desired harmony with the State law may be achieved through
means which would afford the Federal Government a great oppor-
tunity to assail money laundering operations.
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We come here not to criticize, but to offer constructive alterna-
tives which may reconcile the two important concerns of federal-
ism and effective law enforcement.

First, we recommend as an alternative to the limitation and
scope to RICO offenses that the prohibited transaction be defined
in such a manner that State crimes would not constitute a “trans-
action.” Perhaps the transaction could be defined as a voluntary,
nonfraudulent transaction between the parties. This should elimi-
nate conflict with existing State laws.

As an additional safeguard, we recommend that a jurisdictional
threshold be imposed, such as a $10,000 minimum, in the definition
of the proscribed transaction. This limit should not hinder the
money laundering legislation’s effectiveness, since the Federal Gov-
ernment lacks the resources to pursue smaller incidents.

Also, it is unlikely that organized crime would engage to any
great degree in laundering operations smaller in size.

Second, we recommend that the offense include the laundering of
money obtained from State crimes as well as Federal crimes. Since
little if any State regulation exists in this area, and since the con-
trol of organized crime is historically and logically an area for Fed-
eral legislation, we feel comfortable with the application of the pro-
posed Federal money laundering offense to the illicit proceeds of
State crimes.

Finally, we are quite concerned that the forfeiture provisions of
the administration’s proposal could lead to unnecessary interfer-
ence with State forfeiture proceedings. Approximately one-half of
the States provide for the forfeiture of proceeds of illicit activities.
It would cause serious discord between the Federal and State en-
forcement agencies if Federal agencies were allowed to preempt
State forfeiture proceedings.

Therefore, if this committee is inclined to include a forfeiture
provision, we would urge you to codify a policy granting deference
to State forfeiture laws or, at the very least, prohibiting Federal
preemption of previously initiated State forfeiture proceedings.

I thank you for your attention and stand ready to answer any
questions.

Senator McConNELL, Thank you.

Mr. Sonnett,

STATEMENT OF NEAL R. SONNETT

Mr. SoNNETT. Senator, the National Association of Criminal De-
fense Lawyers recognizes that drug trafficking and organized crime
are serious problems, and we agree that there is a need for legisla-
tion that would clearly and specifically make money laundering a
crime.

We believe that such legislation must, however, be carefully
drawn and crafted, and we have attempted in our written state-
ment to analyze all of the major aspects of the three bills pending
before this committee.

In my summary, I wish to highlight one or two of those concerns.
The primary concern of the National Association of Criminal De-
fense Lawyers is in the bifurcated standard of intent that has been
adopted in each of the three bills. Two of the bills use a standard of
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“reason to know,” and the administration’s proposal, S. 1835, uses
a standard of “reckless disregard.”

We strongly oppose the adoption of either provision, because it
would, in our view, result in liability for prosecution to entire class-
es of individuals and corporations who were not involved in any
way in money laundering as that term is commonly understood or
reasonably defined.

A hypothetical example that I set out in my written testimony, I
think, illustrates the pitfalls—the hypothetical of the gentleman
arrested and whose arrest is wide attention in the media. The next
morning he posts bail, paid by a bondsman, picks up his payroll
checks, which have been prepared by his accountant, distributes
them to his employees, and then stops at his bank to make his
mortgage payment; he goes to his long-time barber for a haircut
and a manicure, keeps a late-morning appointment with his den-
tist, lunches at his country club, attends his weekly psychiatric
therapy session, services his car, picks up groceries and arrives
home, as his wife is paying the housekeeper. Under either the
“reason to know"” or the “reckless disregard” standard, I suggest
that the bail bondsman, the accountant, the furniture store em-
ployees, the barber and the manicurist, the dentist, the waiter, the
maitre’d at the country club, the psychiatrist, the car dealer, the
grocer, and the housekeeper would all be subject to prosecution.

Perhaps most importantly, the same problems created by the use
of this lesser than standard of intent also pose very serious sixti:
amendment problems which permeate this legislation.

I cannot overemphasize, Senators, the enormity of the problems
that these provisions pose to the future of the criminal justice
system. Simply put, it is our view that passage of such legislation
would likely mean an end to the retained criminal bar as we know
it, and the demise of our balanced adversarial system of justice. If
the individual in our hypothetical situation had attempted to
retain a lawyer, his attempts would have, of necessity, been re-
buffed, for any lawyer who agreed to represent him and who ac-
cepted a fee for that representation would have assumed a real risk
of criminal prosecution under the proposed section 1956(a)(2) as set
forth in these bills, as well as under the newly created offenses of
“Facilitation” and “Receiving the Proceeds of Crime.

Finally, we are concerned about the Governments’ position that
attorneys’ fees should be subject to forfeiture under both current
law and the forfeiture provisions of the administration’s proposed
legislation. That concern over governmental intrusion into the fun-
damental right of an accused to retain counsel of his choice is what
caused the American Bar Association to issue a report that was
adopted at the annual meeting this past July, by the ABA House of
Delegates in Washington. The recommendation stated that the
American Bar Association disapproves of the use of forfeiture pro-
visions in the absence of reasonable grounds to believe that an at-
torney has engaged in criminal conduct or has accepted a fee as a
fraud or sham, or to protect illegal activity of a client.

We very strongly believe that any legislation which is passed by
this committee should be carefully crafted to balance the rights of
the innocent citizens of this country, as well as to preserve and to
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protect the fundamental sixth amendment rights that all people
have to retain counsel of their choice.

That concludes my summary, and I am more than happy to
answer any questions you may have.

[Statement follows:]

57-310 O—B6——5
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STATEMENT OF

NEAL, R. SONRETT
Third Vice-President
Legislative Chairperson

ON BEHALF OF THE
NATIONAL ASSOCIATION OF CRIMINAL DEFENSE LAWYERS

I.
INTRODUCTION

Mr. Chairman and Members of the Committee, I greatly
appreciate the opportunity to appear berore you today on behalf of
the National Association of Criminal Defense Lawyers, which I
presently serve as Third Vice-President and Legislative Chair-
person.

The Wational Association of Criminal Defense Lawyers
(NACDL) is a natlonwide, voluntary bar association comprised of
over 4,000 lawyers and law professors, most of whom are actively
engaged in defending criminal prosecutions and individual rights,
and concerned with the proper administration of the criminal
justice system. The NACDL was founded 26 years ago to promote
study and research in the field of criminal defense law, to dissem~
inate and advance the knowledge of the law in the field of criminal
defense practice, and to encourage the integrity, independence and
expertise of criminal defense lawyers. The Assoclation attempts to
ensure that the rights and 1liberties of individuals accused of
criminal offenses are protected. We pursue those goals through a
variety of educational and public =zervice activities, including
national training programs, publications, committee activities,
legislative action and by appearing as amicus curiae in cases which
present issues of significant import to the criminal justice
system. Among NACDL's stated objectives is the promotion of the
proper administration of individual rights and the improvement of

the criminal law, its practices and procedures.
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While I appear today as a representative of the NACDL, I
believe I bring a varied background and experience to the issues
that are the subject of today's hearing. I am currently a senior
partner in the Miami, Florida law firm of Bierman, Sonnett, Shohat
& Sale, P.A., specializing in the defense of federal criminal
cases, and I am an Adjunct Professor of Criminal Law, in Advanced
Federal Criminal Procedure, at the University of Miami School of
Law., Prior to entering private practice in 1972, I served for
nearly five years as an Assistant Unlted States Attorney for the
Southern bistrict of Florida and as Chief of the Criminal Division
in that office, supervising all federal criminal prosecutions for
one of the nation's busiest judicial districts. I am proud that my
work was recognized by several citz%ilons from the Department of
Justice, and that I was named the outstanding South Florida Federal
Employee of 1972, from among 12,500 federal employees.

In addition to serving as a Vice-President of NACDL, I
also serve this year as President of the National Caucus of
Metropolitan Bar Leaders of the American Bar Association, which
represents the leadership of the 42 largest local bar assoclations
in the country, with a constituency of over 150,000 lawyers. I am
also the immediate Past President of the Florida Criminal Defense
Attorneys Association and a Past President of the Dade County Bar
Association. I emphasize, however, that I appear here today only
on behalf of the NACDL.

As an active criminal defense attorney, I have served as
lead counsel in several so-called "money laundering” trials,
including cases involving Operation Bancoshares, Operation Sword-

£ish and Operation Greenback.

II.

CONCERNS OF THE NACDL

The NACDL recognizes that drug trafficking, organized
crime and the laundering of illicit profits through our nation's

financial institutions are serious problems that tear at the very
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fabric of our democracy. Our members are good citizens as well as
officers of the court, and our ethical obligation to protect the
constitutional right of the accused to a failr trial does not
diminish our collective outrage over organized criminal activity.
We therefore share the concerns of this Committee, and we applaud
your efforts to f£ind more effective ways of combatting this
national cancer.

Indeed, criminal defense lawyers have a special obliga-
tion to assist in the fight against crime, since honest lawyers who
defend unpopular cases or notorious clients often have found them-
selves unfairly criticized by those who lack a full understanding
of the nature and function of our adversary system of justlce. The
role of criminal defense lawyers has been tarnished unjustifiably
by a few lawyers who have engaged in unethical and unlawful con=-
duct., The NACDL is both saddened and angered that these "renegade
attorneys™, as they were characterized in a study prepared by the
staff of the President's Commission on Organized Crime, hdve vio-
lated their sworn oaths as officers of the court by adting "te
advaice the criminal purposes of...criminal organizations".l/ Such
corrupt and dishonest lawyers, no 1less than corrupt bankers,
accountants, airline operators, law enforcement officers or public
officials, must be exposed, prosecuted, and subjected to the full
penalties of our country's criminal laws,

The proper balance between effective law enforcement and
individual 1liberty is often a complex and complicated equation.
The NACDL recognizes the importance of both interests, and {t is in
that spirit that we are pleased and privileged Eo‘gffér our views
and recommendations to this Committee as it considers the provi-
sions of proposed legislation relating to the control of money
laundering. These observations shall be directed principally to §.
572, the "Money Laundering Crimes Act", S. 1335, the "Money Laun-
dering and Related Crimes Act of 1985", and S. 1385, the "Money

Laundering Crimes and Disclosure Act of 1985".
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111,
GENERAL CONSIDERATIONS

Despite the fact that money laundering is not a specific-
ally deflned federal offense, the United States Department of
Justice, the Department of the Treasury, and investigative agencies
such as the FBI, DEA, IRS and U.S. Customs, deserve much credit for
thelr efforts in investigating, detecting and successfully prose-
cuting money laundering cases, The Department of Justice has used
a wide varlety of existing federal statutes, under Titles 12, 18,
21, 26 and 31 of the United States cOderz/ to secure criminal con~
victions in money laundering cages.3/

As an active criminal defense lawyer in Miami, Florida,
the . birthplace of Operation Gregnback, Operation Swordfish,
Operation Bancoshares, and other similar investigations, I know
from my own trial experiences of the consistent.and outstanding
successes that the Department of Justice has had prosecuting
offengses related to money laundering under currently available
federal statutes., T should also note that much credit is due to
the dedicated leadership of former United States Attorney Stanley
Marcus, recently appointed to the Unlted States District Court Eor
the Southern District of Florida, to current ackting United States
Attorney Leon Kellner, and to outstanding law enforcement agents of
the IRS, the DEA, the FBI, and U.S, Customs. In addition to sig-
nificant convictions at the trial level, federal prosecutors have
been successful, on review of criminal cases; in convincing appel=-
late courts to affirm the applicability of existing statutes to
money laundering activities.i/

Notwithstanding past successes, we recognize the compel-
ling need for new legislation that would clearly and specifically
make money laundering a federal ceziminal offense, as well as for
amendments to existing legislation that would improve the ability
of the federal government to investigate and prosecute money laun-
dering and organized criminal activity. We strongly urge, however,

that such legislation be crafted with careful consideration for the
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privacy rights of law-abiding citizens and for the Due Process
rights of the citizen accused, particularly the fundamental right

of an accused to be represented by counsel of his or her choice.

Iv.

LAUNDERING OF MONETARY INSTRUMENTS
(PROPQSED 18 U.S.C. §1956)

S. 572, S. 1335, and 8. 1385 each create a new criminal
defense (proposed 18 U.S.C. §1956) of laundering of monetary in-
struments. S. 572 and S. 1385 substantially adopt the recommenda-
tions of the President's Commission on Organized Crime,é/ while S.
1335 embodies the proposals of the Administration.8/

A. Standard of Intent

All three of the proposed Bills adopt a bifurcated
standard of intent. While we believe the first standard of intent
is appropriate and clearly defined, we have grave reservations
apbout the second standard of intent, which is unwise and fraught
with constitutional infirmities.

l. Proposed 18 U.S.C. §1956(a) (1)

The first standard of intent tracks the
language currently found in the Travel Act [18 U.S.C., §1952(a) (3)}
and proscribes acts conducted "with intent to promote, manage,
establish, carry on, or facilitate the promotion, management,
establishment, or carrying on, of any unlawful activity". We have
no difficulty with this standard of intent, which, in the context
of the Travel Act, has been consistently upheld by the Courts.?/

As a constructive suggestion which we
believe will further clarify and strengthen this section, we
respectfully recommend that the Committee consider adding a
provision, also found in the Travel Act [§1952(a){1)], that would
proscribe acts conducted with the intent to "distribute the pro-
ceeds of any unlawful activity".

2. Proposed 18 U.5.C. §1956(a) (2)
S. 572 and S. 1385 both proscribe certain

acts committed:
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with knowledge or reason.to know that
such monetary instruments represent
income derived, directly or indirectly,
from any unlawful activity, or the
proceeds of such income (emphasis added).,

8. 1335, while similar, substitutes "reckless disregard" for the
"reason to know" standard in the other bills.

The NACDL strongly opposes the adoption of
either provision, because it would, in our view, result in
liability for prosecution to entire classes of individuals and/or
corporations who were not involved in any way in "money laundering"
under any commonly understood or reasonable definition of the term,
Consider, for example, the following hypothetical case:

Sam Smuggler, the owner of a Danish fur-
niture store, is arrested for smuggling .
cocaine in imported furniture crates.
His arrest receives prominent attention
in the print and electronic media. The
next morning, following his release on
bail posted by a bondsman, he picks up
his store's payroll checks which have
been prepared by his accountant and dis-
tributes them to his employees. He then
stops at his bank and makes his mortgage
payment to his friendly banker. Sam goes
to his long-time barber for a haircut and
a manicure, keeps his late morning
appointment with his dentist, and then
lunches at his usual table at the country
club. After lunch, Sam attends his week-
ly therapy session with his psychiatrist,
stops at the auto dealership where his
car is being serviced, picks up groceries
at his friendly neighborhood market, and
arrives home just as his wife is giving
thelr housekeeper her weekly salary.

Under either the "reason to know" or
"reckless disregard" standard, the bail bondsman, the accountant,
the furniture store employees, the barber and the manicurist, the
dentist, the waiter and maitre d' at the country club, the
psychiatrist, the car dealer, the grocer and the housekeeper would
all be subject to prosecution. Because of the widespread publicity
of Sam's arrest, each may have had reason to know, or to be aware
of a substantial risk that the funds they received were derived
"directly or indirectly" frem the proceeds of an unlawful activity.
The statute, obviously, does much more than require that these
individuals open their eyes to the objective realities of the

financial transaction./
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In testimony before the Subcommittee on
Crime of the House Committee of the Judiclary on July 24, 1985, the
Honorable Jay B. Stephens, Associate Deputy Attorney General of the
United States, noted that the Administration had decided upon a
"reckless disregard" standard of intent, rather than the mere
"reason to know" standard which was recommended by the President's
Commission on Qrganized Crime, He stated:

The term "reckless disregard" is used in
at least three other statutes in title 18
and is to be contrasted sharply with a
mere "reason to know" or "negligence"
standard which was recommended by the
Commission on Organized Crime. Mfter
careful consideration, we concluded that
a M"reason to know" standard was rnot
suitable for subjecting a person to
either the serious criminal or civil
sanctions set out in the new money
laundering offense. [footnotes omitted]

The NACDL agrees with Mr. Stephensg that the
"reason to know" standard of intent is inappropriate, and we urge
this Committee to reject it. Moreover, we strongly maintain that
the "reckless disregard"™ standard of intent embraced by the
Administration 1is only slightly less egregious, and creates other
problems which arise from the imprecision of the proposed statutory
language in S. 1335,

Pirst, the definition of "reckless disre-
gard” refers to an awareness that the funds were derived from “any
unlawful activity". Does that mean that an individual could be
prosecuted 1f he were "aware of a substantial risk® that the funds
were derived from an unlawful activity different from that charged,
or must the proof show awareness of the specific unlawful activity
charged by the government? The statute does not make any distinc-
tion between these differing types of knowledge, an omission which
is fraught with legal and practical problems.gf

Second, the "substantial risk" is defined as
that which 1is of "such a nature and degree that to disregard it

constitutes a gross deviation from the standard of care that a

reasonable person would exercise in such a situation.” What are

the limits of this standard? Are the actions of a "reasonable
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person” guided by the knowledge possessed by persons who deal in
the type of business transaction involved? What standard of care
would the jury be instructed to apply?

The Administration's justification for use
of a "reckless disregard" standard of intent based upon its use in
other statutes is clearly misplaced. At the outset, the Adminis-
tration has drafted its own definition of "recklessg disregard" in
the proposals embodied in §. 1335 that does not appear in the
gtatutes cited by Mr. Stephens. Moreover, in each of the cited
statutes, the accused is in "reckless disregard" of a situation

which he himself created.ig/ In contrast, the Administration's
proposal proscribes the "reckless disregard"” of a situation created

not by the accused, but by other persons. We suggest that any
comparison with other statutes, and therefore any justification for
this standard, is invalid.

Finally, even the two hypothetical cases
suggested by Mr. Stephens in his testimony before the House Crime
Subcommittee fall to demonstrate the suggested need for the low
standard of intent defined as "reckless disregard." The hypothet-
{ical attorney and the hypothetical bank employee who, for a 10%
fee, accept a suitcase containing $500,000 in currency from a con-
struction worker and deposit the money in small amounts in several
different banks or bank accounts, and then wire transfer it to
foreign banks are, indeed, acting reprehensibly and warrant prose-
cution. They both are violating existing federal criminal laws.
Both could be prosecuted successfully, as conspirators or as aiders
and gbetto:s, for violation of the currency reporting laws or for
the use of a wire transfer to distribute the proceeds of an unlaw-
ful activity, or to facilitate the promotion, management, estab-
lishment, or carrying on, of an unlawful activity in violation of
18 ¥.s.C. §1952(a).

Por these reasons, the NACDL respeckfully
submits that this portion of 8. 1335 is not appropriate, not

necessary, and is bad law.
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B. The Scope of the Proposed Offense

While the NACDL supports legislation specifically
intended to deal with money laundering transactlons, we respect-
fully urge the Committee to disapprove the use of statutory pro-~
posals that go unneceséarily and perilously beyond these target
offenses. The most glaring example of such overbreadth can be
found in 8. 1335 which, by its terms, can be applied in almost any
circumstance inveolving the exchange of funds before, during, or
after any federal or state criminal offense. This absurd and
potentially dangercus result is reached through an all-embracing
definition of the term "unlawful activity" [proposed §1956(c) (5)]
and open-ended definitions of the terms "conducts" [proposed
§1956(c) (1)), "transaction" ([proposed §1956(c)(2)], and "monetary
instruments" [proposed §1956(c)(3)]. Under these definitions, S.
1335 applies to any financial transactions, not just those involv-
ing financial institutions, and thus, can be directed at anyone
involved in the exchange of funds, whether or not involved in or
knowledgeable about the criminal offense itself. Both S. 572 and
S. 1385, by contrast, define "unlawful activity" and "transaction"
in terms that are more fairly focused on, and properly limited to,
the activities sought to be proscribed.

Not only do these provisions present serious problems
of federalism and intrusion into areas traditionally left to the
States, they pose substantial constitutional problems, particularly

with respect to the Sixth Amendment right to counsel.

V.

SUBSTANTIVE SIXTH AMENDMENT CONCERNS

As we have already noted, adoption of a standard of
intent which authorizes prosecution based upon mere knowledge,
reason to know or reckless disregard that the monetary instruments
represent income derived, directly or indirectly, from any unlawful
activity, or the proceeds of such income, would expose innocent
persons to serious criminal liability. For that reason, we urge

this Committee to limit criminal liability to those who act with

.
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intent to distribute the proceeds of an unlawful activity or to
promote or facilitate the promotion of unlawful activity. That
result would also remedy what we view as serious Sixth Amendment
problems which permeate the standard of intent in proposed
§1956(2) (2). I cannot overemphasize the enormity of the problems
this provision poses to the future of our system of criminal
justice. Simply put, passage of such legislation would likely mean
an end to the retained criminal bar as we know i, and the demise
of our balanced advevsarial system of justice.

A defendant's Sixth Amendment right to counsel encom-
passes the right to employ the attorney of his or her choice.

United States v. Burton, 584 F,2d8 485, 489 (p.C, Cir. 1978), cert.

denied, 439 U.S. 1069 (1979). The rule is well~established that
"[aJn accused who is financially able to retain counsel must not be

deprived of the opportunity to do so.™ United States v. Burton,

supra; Linton v. Perini, 656 F.2d 207, 208 (6th Cir. 1981), gcert.

denied, 454 U.5. 1162 (1982). This right may only be denied a
defendant if he or she exercies It in bad faith in an attempt to

manipulate the Court. See United States v. Gipson, 693 F.2d 109,

111 (l0th Cir, 1982), cert. denied, 459 U.S. 1216 (1983).

If Sam Smuggler, the indicted Eurniture store owner in
the hypothetical case mentioned earlier, had attempted to retain
criminal defense counsel during his busy day, his efforts would
have, of necessity, been rebuffed. For a lawyer who agreed to
represent Mr. Smuggler, and who accepted a fee for that repre-
sentation, would have assumed a real risk of criminal prosecution
under proposed §1956(a) (2), as set forth in s, 572, S. 1335 and §.
13g5.1Y/

It is not unreasonable to expect the government to argue
that a criminal defense lawyer, of all people, is in a unique
position to possess knowledge or reason to know or to have acted
with reckless disregard of the Fact that the client's Funds were
proceeds of or were derived directly or indirectly £rom the
proceeds of any unlawful activity.iz/ What standard, if any, could
a criminal defense practitioner employ to satisfy himself that a

fee accepted from, for example, E.F. Hutton or the Bank of Boston,
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was not derived indirectly from the proceeds of their unlawful
activity? Perhaps more to the point, what standard could the
criminal defense practitioner employ to satisfy the government that
his fee came from an untainted source? Finally, even if the eth-
ical criminal defense lawyer sought and received assurances that
his fee was untalnted, how could he relay those facts to the
government without also revealing communications protected by the
attorney-client privilege?

Even in those situations where fees for legitimate, arms
length legal services may be "derived, directly or indirectly, from
any unlawful activity, or the proceeds of such income", the ethical
criminal lawyer should not be faced with the Hobson's choice of
refusing to appear or being subjected to serious criminal prosecu-
tion. Moreover, placing a suspect or an accused in the position of
being unable to retain a competent, honest lawyer to defend him
offends sacred constitutional principles.

It 1s not satisfactory to answer that a defendant so
situated could request and receive a public defender. Such a
response ignores the fundamental, if not absolute, right to counsel
of one's choice; it turns the cherished presumption of innocence
into a sword which must be wielded by a defendant to prove his
innocence; it threatens to collapse an already overburdenea public
defender system into a bureaucratic nightmare of socialized
criminal ‘law,

Clearly, there 1is no appropriate standard by which an
ethical defense attorney could avoid prosecution under proposed
§1956(a) (2), or under the two new offenses proposed in S, 1335.
Unless criminal liability is limited to those who act with intent
to promote, manage, establish, carry on, or facilitate the
promotion, management, establishment, or carrydngsbn, of unlawful
activity, the result will be the removal of the adversary from the
adversary system.

The NACDL respects the well-intentioned efforts of these
legislative proposals to fight crime, but we cannot believe that

the war on crime requires a nuclear arsenal to permit the govern-
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ment to annihilate the right to counsel and the entire adversary
system of justice. These are grave concerns which we know will

receive careful consideration by this Committee.

vI.
OTHER PROPOSALS IN S. 1335

8. 1335, which embodies Adminstration proposals, contains
several other provisions, not present in 8. 572 and 8. 1385, which
we belleve merit further discussion.

A. Criminal and Civil Porfelture Provisions

Section 9 of the Administration's proposed legis-
lation would add a new chapter to Title 18 of the United States
Code to provide for civil forfeiture (proposed 18 U.S.C. §2600) of
funds or monetary instruments involved in violation of the new
Money Laundering Offense, and of money or other property involved
in a violation of the new offense of Receiving the Proceeds of a
Crime. In addition, proposed 18 U.S.C. §2600(f) creates a
"relation back™ theory whilch vests title in the United States upon
commission of the act giving rise to forfelture.

This Section also provides for criminal forfeiture
(proposed 18 U.S.C. §2601), upon conviction, of any money or other
property involved in the above-mentioned offenses and any money or
other property which represents the proceeds of or which is
traceable to such money or property. Proposed 18 U.S.C. §2601(b)
allows for the forfelture of "substitute assets" if the forfeitable
property cannot be located, has been transferred to a third party,
has been placed beyond the Jjurisdiction of the court, has been
substantially diminished in value, or has been commingled with
other property whlch cannot be divided without difficulty.

Because of the extraordinarily broad application of
the underlying statutes which give rise to the forfeitures, these
prazosed civil and ce¢riminal forfeiture provisions would g}ve the
government unprecedented and unwarranted forfeiture authority over

almost all federal and state felonies. Criminal forfeitures are
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now provided for in a variety of existing statutes.l3/ Expansion
of present forfeiture provisions must be approached with great care
and should be based on considerations of fairness to the citizenry
and necessity for law enforcement.

The greatest concern of the NACDL deals with the
destructive impact that both current and proposed forfeiture
provisions have on the Sixth Amendment right to counsel, The
Department of Justice has interpreted the forfeiture provisions of
the Comprehensive Crime Control aAct of 1984 to authorize the
Eorfeiture of attorneys' fees in narcotics and RICO offenses. These
attempts to forfelt attorneys' fees raise fundamental questions
which strike at the heart of our criminal justice system.

The concern over such governmental intrusion into the
fundamental right of an accused to retain counsel of his choice
caused the Criminal Justice Section of the American Bar Assocliation
to lssue a Report and Recommended Resolution to the House of
Delegates of the ABA at their Annual Meeting here in Washington,
D.C. this past July. The Criminal Justice Section Report
concluded:

CONCLUSION AND SUMMARY
The foregoing report, and the cases

cited in it, provide ample illustration

of the dramatie detrimental impact that

forfeiture of attorneys' fees is having

on our system of criminal justice. It is

worthwhile summarizing these effects as a

means of concentrating attention on the

magnitude and breadth of their impact.

Accordingly, the following 1list
recites the more serious ramifications of
the attorney fee forfeiture practice:

1. It denies an accused the right,
under the Sixth Amendment, to retain
counsel of his or her choice;

2. It impedes the ability of such

retained counsel to render effective
agsistance;

3. It impairs the relationship of
confidence and confidentiality between an
accused and his or her counsel;

4. It allows the government to
manipulate the roster of counsel, or to
disqualify =zounsel by seeking to compel
testimony by the lawyer against the
client;
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5. It discourages or disallows
competent attorneys from agreeing to
represent clients in criminal cases which
involve allegations of forfeiture; and

6. It diverts the efforts and
energies of attorneys from the prepara-
tion of the defense of an accused by
requiring them to litigate issues related
to thelr attorney-client relationship.

If the forfelture practice continues
unabated and becomes a widely accepted
prosecutorial practice, the resulting
effects recited above will erode the
elements that assure fundamental fairness
and balance in our criminal justice sys-
tem. It is the ABA Criminal Justice
Section's conecern that these elements
continue to be an integral part of our
gystem of Jjustice that leads to this
resolution's adoption.

Following favorable action by the ABA Board of
Governorsg, the House of Delegates passed, without opposition, the

following Resolution:

RECOMMENDATION

BE IT RESOLVED, That the American
Bar Assoclation disapproves of the use of
the forfeiture provisions of the Compre-
hensive Crime Control Act of 1984, and
subpoenas issued pursuant thereto,
directed to attorneys actively represent-
ing defendants in such criminal cases, in
the absence of reasonable grounds to
believe that an attorney has engaged in
criminal conduct and/or has accepted a
fee as a fraud or a sham ig protect ille-
gal activity of a client.

The concerns expressed by the American Bar
Assoclation have been echoed by several United States District

Courts which have considered this 1issue. United States v.

Tanniello, F.Supp. (s.D.N.Y. 9/3/85); United States v.

—

Badalamenti, 614 F.Supp. 194 (S.D.N.Y. 1985); United States v.

Rogers, 602 F.Supp. 1332 (D.Colo. 1985). 1In Ianniello, Chief Judge

Motley reviewed the legislative history of the Comprehensive
Forfeiture Act of 1984 (P.L. 98-473, Title I1)23/ and concluded:

Accordingly, it is evident that bona fide
attorneys! fees pald to defense counsel
who serve the defendants' needs within
our adversary system were not intended to
be forfeitable by Condgress, for it cannot
be sald that such fees were paid as part
of an artifice or sham to avoid
Eorfeiture.
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Consistent with the recommendation of the ABA, however, Chief Judge

Motley recognized:

This is not to say that monies paid to or
agssets transferred to counsel may never
be subject to forfeiture., Where property
has been transferred to an attorney as
pact of a sham or fraudulent transaction,
or where counsel is merely acting as a
nominee for defendant, such property may
be subject to forfeiture.

Because of the government's interpretation of present
forfeiture provisions, passage of the proposed new forfeiture
provisions threatens to extend an already serious constitutional
crisis to all federal and state felony prosecutions,

Thus, NACDL not only opposes these provisions, but
requests that this Committee seriously «consider drafting
legislation that would embrace the position of the American Bar
Association and the above-cited cases, and ensure to each accused
the right to retain ethical counsel of his or her cholce. Such a
provision could provide:

Nothing in this Act is intended to inter-

fere with the rilght of an accused to

retain counsel of his or her choice.

This Section shall r:% prohibit the pay-

ment to, and the rec:lpt of, a legal fee

by an attorney for representation of an

accused, unless the attorney has engaged

in criminal conduct or has accepted the

fee as a fraud or sham or to protect or

further the 1llegal activity of another

person,

B, The Crime of Facilitation

Section 7 of the Administration's bill creates a new
crime of facilitation by adding an additional subsection to 18
U.8.C. §2, the aiding and abetting statute, which reads:

(¢) Whoever knowingly facilitates the

commission by another person of an
offense against the United States by
providing assistance that in fact is
substantial is punishable as a prin-
cipal.

The NACDL strongly opposes the creation of this new
offense on several grounds. First, as Associate Deputy Attorney
General Stephens acknowleged in his July 24, 1985, testimony before
the Subcommittee on Crime of the House Committee of the Judiciary,

this proposal would create a statute of general applicability,
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which would not be limited to money laundering violations. Second,
while we agree that prosecution is unquestionably warranted in the
hypothetical situation advanced by Mr. Stephens to Justify this
broad new statute - the personm who, for a fee, took currency that
he knew was derived from a drug sale and exchanged it for cashier's
checks to return to the drug dealer, although he took nc part in
the drug sale and was indifferent as to the source of the money -
such a case can be prosecuted easily and successfully under current

conspiracy or aiding and abetting laws. See United States v.

Lignarolo, f£n, 4. Third, to the extent that the proposal 1is
designed to inflict criminal llability upon conduct that does not
rise to the level of the purposeful assistance required in the
alding and abetting statute, it is a dangerous departure from well-
established concepts of both legislation and case law.}é/ Clearly,
there 1is no basis for such a law, and the NACDL urges this
Committee to reject it.
C. fThe Offense of Receiving the Proceeds of a Crime

Section 8 of the Administration's bill creates

another new federal offense (proposed 18 U.S.C. §2322} which woulgd

prohibit the receipt, possession, concealment or disposition of any

money or other property "which has been obtained in connection with
a violation of any" federal felony, and would also prohibit bring-
ing or transferring into the United States any money or other
property which has been obtained in connection with any foreign
drug felony, if the person commits those acts "knowing or believing
the same to be money or property which has been obtained in viola-
tion of law."

It is ironic that, In proposing the "reckless dis-
regard" standard of intent for the laundering of monetary instru-
ments, the administration rejected a "reason to know" standard,
concluding that it was not sultable for subjecting a person to
either the serious criminal or civil sanctions in that Section,
Nevertheless, the Administration now proposes the creation of a new
offense of general applicability which would allow conviction based

upon the impossibly subjective test of the "belief" of an accused,
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a standard we regard as more fraught with problems than that
already rejected by the Administration.

Aside from the obvious difficulties in determining
what constitutes proof beyond a reasonable doubt of a defendant's
belief, the very concepts of this proposal undermine time honored
traditions of criminal law and constitutional considerations of
fundamental falrness.

D. Expansion of Travel Act, RICO and Wiretap Authority

We have already noted that the expansive definition
given to the offense of Laundering of Monetary Instruments in S,

1335 would allow its use in almost any circumstance involving the

exchange of funds before, during or after the commission of any
federal or state criminal offense. Section 6(a) and (b) of the
Adminstration's bill is a further attempt to broaden the govern-
ment's prosecutive powers by making the offense of laundering of
monetary instruments a predicate offense for a RICO prosecution,
and by including both the laundering of monetary instruments and
indictable violations of the Bank Secrecy Act (also greatly ex-
panded in this legislation) as "unlawful activities" under the
Travel Act. Becadse of our objections to the overbreadth of the
Administration's money laundering offense, we also oppose its
inclusion as a basis for RICO or Travel Act prosecutions.

For the same reason, we oppose the provisions in
section 6(c) of the bill which, in our view, would grant unprece-
dented authority to law enforcement officers to conduct electronic
surveillance., Title III, as it now exists, represents a careful
balance of law enforcement necessity, individual privacy, and
judicial oversight, There is no reason to alter this delicate
constitutional accommodation.

E. Rule 17(c) Amendment

S. 1335 further proposes an amendment to existing
Rule 17(c) of the Federal Rules of Criminal Procedure which would
permit district courts to issue gag orders barring any person who
received a subpoena from disclosing the existence of the subpoena

for an unspecified period of time. This provision is activated
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only upon motion of an attorney for the government, The rule
propesal offers specific guidance to the court in entering a non-
disclosure arder:

The court shall enter such an order if it

determines that (1) there is reason to

believe that the books, records, docu~

ments or other objects designated in the

subpoena are relevant to a legitimate law

enforcement proceeding; and (2) there is

reason to believe that notification of

the existence of the subpoena will result

in: (A) endangering the life or physical

safety of any individualy (B) £light from

proascution; {C) destruction of or tam-

pering with evidence; (D) intimidation of

potential witnesses; or (E) otherwise

serlously jeopardizing an investigation

or unduly delaying a trial,

This proposal suffers from several serlous defects.
First, this authority is in no way limited to money laundering
investigations., It is, indeed, an expansive provision which could
be called into use in any case upon government motion. Second, a
trial court has no discretion in deciding whether to issue a non-
disclosure order once the specified £indings have been made. The
provision is mandatory, and deprives the court of the ability to
deal with potential problems in ways less intrusive than a blanket
gag order.

Third, although Mr. Stephens suggested to khe House
Subcommittee on Crime that this provision is intended to prevent
disclosures by third parties, ®such as banks,® the provision is
universally applicable to any person receiving a subpoena, includ-
ing lawyers, family members and tangential targets of the investi-
gation. Curiously, an order entered pursuant to this provision
would disable the person subpoenacd from discussing the subpoena
with legal counsel, Fourth, although arguably designed to foster
grand jury secrecy, the amendment is nok so limited, and is appli~
cable to trial subpoenas as well. Grand jury matters are already
subject to strict rules of sec:ecy,ll/ s¢ it is doubtful that
further measures are necessary.

Finally, we submit that the standard by which a non-
digclosure order is requested and issued is not sufficilently

rigorous to protect against potential abuse. The issuance of a




144

non-digclosure order does not even approach the requirements for
non-disclosure in connection with a Title III intercept order.18/
Even in the case of a wiretap, which itself is limited to a
statutory 30 days,lg/ disclosure must be made "within a reasonable
time but not later than ninety days after the f£iling of [a wiretap]
application...ﬁzg/ An extension of this non-disclosure can only
occur upon a showing of good cause 2L/ In such a situation,
moreover, the judge has been given the most thorough written state-
ment of probable cause, necessity, and exhaustion of traditional
investigative methods before a wiretap or a non-disclosure order
issues. Any attempt to limit the availability of communication and
information by amendment to Rule 17(c), if needed at all, should
follow the same requirements as those contained within Title III.
P. Provision for Civil Penalty '

Section 1956(b) of S. 1335 purports to make persons
who violate the statute liable, in addition to the substantial
criminal penalties, for a civil penalty of not more than the
greater of the value of the funds or monetary instrument or
instruments involved in the transaction or $10,000.

- The placement of this provision within the text of a
criminal statute that carries substantial penalties raises serious
due process and fundamental falrness concerns. It is not clear,
for example, whether such a civil penalty can be imposed upon a
person in the absence of, or prior to, a conviction beyond a
reasonable doubt of the c¢riminal charges. Because the provision is
set forth in a separate subsection of the bill rather than as part
of the penalty in subsection (a), it might be interpreted to allow
the commencement of civil proceedings on a standard of proof less
than beyond a reasonable dcubt, and without the right to a trial by
jury. Regardless of its interpretation as a civil penalty, the
provision clearly attempts to penalize unlawful bt illegal conduct.
In the view of NACDL, these ambiguities militate against its

inclusion in such a criminal statute.
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VII.
COMMENTS ON H.R. 1474

Several bills relating to the control of money laundering
have been introduced in the House of Representatives, and we
respectfully direct the attention of this Committee to one of the
Bills, H.R. 1474, which was introduced on March 7, 1985, by Rep.
Hughes of New Jersey.

H.R. 1474, the Money Laundering Control Act of 1985,
contains none of the constitutional, statutory or evidentiary
problems that have caused such great concern on the part of the
NACDL regarding S. 1335, the Administration's bill.

Section 2, which sets forth the new wmeney laundering
offense, is concise, straightforward and not subject to misinter-
pretation. Moreover, because the definition of the term "financial
transaction" (proposed 18 U.S.C. §1956(d) (1)) is limited to the
deposit, withdrawal, transfer or exchange of funds and monetary
instruments by, through, or to a financial institution, it does not
suffer the hazards of overbreadth which has so concerned us in the
Administration's proposed legiglation.

We do suggest that, with respect to the language of H.R.
1474, the Committee give consideration to clarifying the standard
of intent by limiting liability to those who act with intent to
digtribute the proceeds of unlawful activity or who promote or
facilitate the promotion of unlawful activity,

Also, while the statutory construction of the money
laundering offense dces not appear to infringe upon the BSixth
Amendment cright of an accused to retain counsel of his or hec
choice, we believe the constitutional implications are sufficiently
important to require clear language that weould guard against poten-
tial abuses.22/

Because H.R. 1474 better balances the need for effective
law enforcement against the rights of individuals, the NACDL
believes it deserves the serious study and consideration of this

Committee,
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VIII.
CONCLUSION

Mr. Chairman, the WNational Association of Criminal
Defense Lawyers is grateful for the opportunity to appear before
this Committee and to share with you our concerns and recom-
mendations on these issues of great importance to the nation. We
offer our continued support, cooperation and assistance as you and
the distinguished members of your Committee continue to discharge
your solemn responsibilities to the citizens of the United States.

This concludes my prepared statement and I will be happy

to answer any questions at this time.

FOOTNOTES

Y rhe study recognized that the "overwhelming majority" of

criminal practitioners are honest, ethical and law abiding
individuals who discharge their professional responsibilities in
the highest traditions of our democratic system of justice, and
who exemplify the motto of the WNACDL: “Liberty's Last
Champion", See "Materials on Ethical Issues for Lawyers Involved
With Organized Crime Cases", p. 3 (staff study prepared for a
lawyer~-ethics symposium sponsored by the President's Commission
on Organized Crime).

2/ See Monograph, Investigation and Prosecution of Illecal
Money Laundering, Narcotlics and Dangerous Drugs section, Criminal
Division, United States Department of Justice, Chapter 5, pp.
100-101.

3/ see Testimony of the Honorable John M. Walker, Jr.,
Assistant Secretary (Enforcement and Operations), U.S. Department
of the Treasury, before the Subcommittee on Crime of the House
Committee on the Judiciary, April 16, 1985. See also Interim
Report to the President and the Attorney General, THE CASH
CONNECTION: Organized Crime, Financial Institutions, and Money
Laundering, President's Commission on Organized Crime (Octobter
1984), pp. 26-27.

LY Most recently, the Eleventh Circuit Court of Appeals, in
United States v. Lignarolo, 770 F.2d 971 (llth cCir. 1985),
affirmed convictions under the Travel Act, 18 U.S.C. §1952(a) (1),
of two defendants charged with "laundering” the cash receipts of
drug traffickers. The Court noted that such activities also
violate 21 U.S.C. §846, as conspiracies to aid and abet the dis-
tribution of controlled substances. Id. at 978; see United
Stategs v. Orozco-Prada, 732 F.2d 1076, 1080 (2d Cir.), cert.
denied, U.S5. , 105 S.Ct. 154 and U.S. , 105 B.CE.
155 (1984).

5/ gee 1Interim Report to the President and the Attorney
General, THE CASH CONNECTION: Organized Crime Financial

Institutions, and Money Laundering, President's Commission on
Organized Crime, pp. 67 et seq. (October 1984).

s/ See statement of Senator Thurmond, Congressional Record -
Senate, p. S 8592 (June 20, 1985).
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2/ See e.g, United States v, Lignarolo, supra at 978.

:74 It is not constitutionally improper that a party to a
business transaction "be required to open his eyes to the objec-
tive realities of the [transaction]."™ Casbah, Inc. v. Thone, 651
F.2d 551, 561 (8th Cir. 1981). The proposal before the Committee
does much more than that; it imposes a standard which approaches
strict liability once there is cause to suspect that a person is
involved in illegal activities,

174 Even in instances involving civil forfeitures, the standard
applicable is "a reasonable ground for belief of guilt", a show=~
ing much greater than an awareness or suspicion. United States
v. One 1979 Porsche Coupe, 701 F.2d 1424, 1426 (llth Cir. 1983).
See also 1978 U.S. Code Cong. & Ad. News 9518, 9522-9523 (dis-
cussing legislative history of 21 U.S.C. §88l(a)(6)). This Com~
mittee must be aware that this penal provision is capable of
geigg violated on knowledge much less than that required in for-
eltures.

10/ 18 U.s.C. 8§33, proscribing the destruction of motor
vehicles or motor vehicle facilities, applies to situations where
the accused acts to disable substantially a commercial vehicle
conveying passengers, knowing the likelihood of injury to passen-
gers. §1365 involves willful damage to consumer products, to
avoid another Tylencl tampering case. §1861 applies to willful
deception of prospective purchasers of public lands.

l&/ S. 1335 also creates two additional new offenses,
"Facilitation” (Section 7 of the Bill) and "Receiving the
Proceeds of a Crime" (Section 8 of the Bill). We will address
these proposed new offenses in greater detail below, but we note
here the applicability of our Sixth Amendment concerns to them.

12/ The government already has taken this position in several
cases in which it has sought forfeiture of attorneys' fees, See
our discussion of forfeiture provisions, infra §VI A.

13/ See 18 U.S.C. §1963 (RICO); 21 U.S.C. §853 (drug offenses);
21 U.S.C. §881 (civil forfeiture for drug offenses); 31 U.S.C.
§5317(b) (civil forfeiture for illegal transportation of currency
and monetary instruments).

i/ For the Committee's further information, we have attached a
copy of the full Report transmitted to the ABA House of Delegates
by the Criminal Justice Section.

15/  gee S. Rep. 98-225, P.L. 98-473 at 209 n. 47; H.R. Rep. 98-
845 at 19 n. 1.

16/  courts have recognized over the years that knowledge of the
commission of a crime, coupled with association with the crimi-
nal, is not a sufficient basis for a criminal conviction. E.g.,
United States v. Roberts, 619 F.2d 379, 383 (5th cir. 1980). The
Administration's proposal on facilitation liability represents a
potential eradication of this well-regarded legal principle.

17/ Rule 6(e) of the Federal Rules of Criminal Procedure
governs grand jury secrecy and improper disclosures. Even in a
grand jury context, however, a witness 1is not governed by the
rule of secrecy. E.g., Bast v. United States, 542 F.2a 893 (4th
cir. 1976); In re Tnvestlgation before April 1975 Grand Jur
(Rosen), 531 F.2d 600 {(D.C. Cir. 1976). There can be no va;ld
reason to impose more stringent secrecy provisions in a trial
getting than in grand jury matters.

s/ pitle TIT of the Omnibus Crime Control and sSafe Streets Act
of 1968 is codified in 18 U.S.C. §§2510-20.
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18 U.s.C. §2518(5),
18 U.S.C. §2518(8) (d).

19/
20/
21/
22/

Id.
See p. 21, supra.

AMERICAN BAR ASSOCTATION
CRIMINAL JUSTICE SECTION

REPORT TO THE HOUSE OF DELEGATES
RECOMMENDATION

BE IT RESOLVED, That the Amerlcan Bar Assoclation disapproves of
the use of the forfelture provisions of the Comprehensive Ceime
Control Act of 1984, and subpoenas lssued pursuant thereto, dicvected
to attorneys actively representing defendants in such criminal
cases, ln the absence of reasonable grounds to belleve thab an

attorney has engaged in criminal conduct and/oc has accepted a fee

~N N W

as a fraud or a sham to protect illegal activity of a client.

REPORT

The attempt by cectain United States Attorneys' offlces to bring
about the forfelture of atborneys' fees pursuant to the recently
enacted Comprehensive Crime Control Act of 1984 ralses fundamental
questions striking at the heart of our adversary system.
Ultimately, Eorfeltuce of attorneys' [ees, If successful, will take
the "adversary" out of the adversary process. Policies central to
the adversary system are threatened by the practlce of farfelting
attorneys' fees,

This Report provides a brief discussion of the new law, an
explanation of why the Recommendation is critlcel, and a review of
the recent cases dealing with this subject,

FORFEITURE AMENDMENTS UNDER THE COMPREHENSIVE
CRIME CONTROL ACT OF 1984

The forfeiture amendmonts contalned in the Comprehensive Crime
Control Ack of 1984 (slgned into law 10/12/84) were passed for the
purpose of increasing Lhe government's powers in forfelture actlons
qud to eliminate the ambiguities which existed in prior forfelture
law concernlng in personam forfelture, Through these amendments,
the forfeiture provisions of Lhe RICO statute were changed and a new
forfelture sectlon was added to the Comprehensive Drug Abuge
Prevention and Control Act of 1970, 21 U.S.C. §801 et seq., which
applies to all felony drug offenses under the Act, including
Continulng Criminal Enterprise (21 U.S.C. $848), The amended RICO
forfeiture provisions and the new drug forfelture sectlons are
victually identical. The primary purpose of Lhe new forfeiture
legislation was to curtail the abllity of a defendant to transfer
potentially forfeitable assets before conviction.
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The new forfelture provisions provide that forfelture vests
title in the United States on the commisslon of the act glving rise
to forfelture, Any subsequent transfer by the defendant to some
other person, may be the subject of a special verdlet of
forfeiture. (See, e.g. 21 U.S.C, §853(c)).

The transferee is entlitled to a post-verdict judicial hearing at
which time the transferee may establish that he or she has made a
bona fide purchsse for value snd has a superlor property interest in
the assets subject to forfelture, The transferee must establish
that at the time of the purchase he or she was "reasonably without
cause to belleve that the property was subject to forfeiture." 1In
addition the Act provides that the government may obtain pre and
post-lndlctment orders prohibiting the transfer of assets by
defendants to third parties.

The lssues surrounding potential forfelture of attorneys' fees
have been ralsed in various settings. In Rogers, discussed at
length below, the government sought a pogst-1lndlctment restraining
order prohlbiting any transfer of the defendant's assets, including
payments by the defendants to their attorneys.

This ls the only reported decision squarely on point. 1In Payden and
simel, discussed at length below, the government soughl to compel
the defense attarney, posk-indlctment, by a grand jury subpoena, to
disclose fee and fee source infocmation. This information would be
used as additlonal evidence of "substantial lncome," an element of
the “contlinulng criminal enterprise® count, against the defendant,
and as evidence relevant to the speclal verdict of forfelture, 1In
Shechan and Groh, the government requested forfelture of the
attorney's fees in the indictment and lssued trial gubpoenas to the
dafense lawyers for fee and fee source informatlon., (The trial
subpoenas have now been withdcawn.)

SYNOPSIS OF THE IMPACT THAT ATTORNEY FEE FORFEITURE
WILL HAVE ON THE CRIMINAL JUSTICE SYSTEM

Forfelture of fees pald to lawyers who defend persons accused of
erimes will have a dramatlic impact on the criminal justlice system as
we now know it, It would mean that the government possesses the
c¢apabllity to control the representatlion of an accused in complex
cerimlinal cases in the following ways:

{1) By forcing withdrawsl or disqualiflication of the accused's
defense lawyer of cholce by a number of means: e.g., non- payment of
faes, disruption of the attorney-client relatlonship and creating a
conflict by callling the defense lawyer as a witness,

(2) By forcing the accused to have court-appointed counsel,
thus increasing the goverpment's tactleal advantage by supervising
and limiting the resources of each defendant's defense.

(3) By forcing talented lawyers to rafrain from entry into the
criminal defense arena because:

a) Lthey may never be compensated for their services;
and/ac

b) they wlll be compelled to ackt in violatlon of
professional ethical codes such as the Model Rules of
Professional Conduct (See, Rule 1.5(d)(2)) and the Model Code of
Professlonal Rasponsiblility (See, DR2~106(C)) by acceptling a
contingent fee arrangement in a ¢rimlnal case.

1f fees pald for secrvices, which are legltimately earned in the
defense of the accused, are forfelted, then accepted notions of
effective asslstance of counsel, counsel of cholce, and a balanced
adversary system will have been turned on thelr raspective heads.
Defense lawyers' testimony will incriminabte their clients on the
very matter for which their services were sought. The right to
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counsel will be empty because it will depend upon what Lhe
government ls willing to provide for a particular defendant. The
right to counsel of cholce will be hollow because defense lawyers
will be viewed as fungible goods. The confldentlal relatlonship
between lawyer and client will be vulnerable to the whim of the
government subpoena, Accused persons will be deprived of access to
the must talonted, oxperlonced iLawyere of the eriminal defonse dar
bacause the government will force thelr wlthdrawal.

Whether the legal arguments advanced by defense lawyers result
in the persuaslon of courts (as was the case in Rogers, infra, but
not Payden, infra), vemains to be seen. If permitted, Forfelture of
attorney fees will have the lmpact just discussed. The practical
realltles engendered by the forfelture of attorneys' Ffees, not
constitutional considerations, will cause these changes to occur;
and as such, forfelture of attorneys' fees for services legltimately
cendered represents a policy detrlimental to our system. This polley
should be opposed regardless of agreement with the specific legal
arguments advanced to oppose this practlce,

With these thoughts in mind, below ls a summary of the arguments
opposing the forfelture of attorneys' Fees:*

1. The legislative history of the amendments Lo the
Comprehensive Crime Control Act of 1984 supports the principle that
u defendant's kransfer of assets to a third person should be volded
only when the transfer constitutes an artifice or sham whose pucpose
is to avold Forfeiture, Fees pald to an attorney who legltimately
earned them by providing legal services to the defendant do not
constitute an artlfice or a sham transactlon,

2. The legislative history indicates that the amendments to the
Comprehensive Crime Control Act of 1984 dealing with forfelture were
not designed to interfere with the accused's right to effective
asslstance of counsel. Whenever possible courts should aveld an
interpretation which renders a statute unconstitutional. Permitting
Lthe forfelture of Ffees pald to an attorney which are not part of a
sham transaction to avold forfeltures impinges upon the accused's
right Lo ofFective assistance of counsel in the following ways:

a) The defendant's lawyer of choice may be Forced to
withdraw or be dlsqualified because of deliberate acts of the
government,

b) 7The Corced revelatlon of any confldentlal communication
between the lawyer and the cllent shatters the attorney-client
relationship,

c) The quality of defense may suffer because the lawyer is
not paid.

d) The defense attorney will be forced to enter into a
prohibited and unethical contingent fee agresment to represent
the accused.

e) The defense lawyer must devote substantlal time and
energy to battle the government on this issue while his/her time
and resources are needed to prepare the defense of the accused.

Therefore, to avold these constitukional problems, attorneys'
fees, not part of a sham transaction, should not be forfeitable
under the Act.

3. ForfelLing attorneys' Fees undermines the balance of the
adversary process and violates due process of law in the following
ways:

* Note Bene: These same arguments are expanded upon and
actlculated far more eloquently [than ls presented by this
summary) In Rogers, infre.
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a) It permlts the government to plck snd choose ¢ounsel
for the accused.

b} 1t permits thoa goverament to limit the resources and to
supervise the defense of the accused.

¢} It gives the govermment an enormous tactlcal advankage
over the accused by its ability to manipulate the defendant's
lawyer through limitlng the resources avallable to the defense.

4, A violaktlon of the equal protoctlon clause occurs when
forfelture of funds pald by the defendant ace sought in the
indlctment and only attorneys! fees are specifically singled out for
forfelture, while other funds pald by dofendant to thired parties ace
not, as in tho gheehau and Groh case infra.

RECENT RELEVANT CASES INVOLVING
FORFEITURE OF ATTORNEYS' FEES

United States v. Rogers
No. 84-CR-337, 36 Crim. L. Rep. {(BHA) 2409
(D, Colo. Feb., 22, 1985.)

The case of United States v. Rogers involved a RICO indictment
alleglng, inter alla, Forfelture under the Comprehensive Crlume
Conteol Act of 1984 where the governmant sought to restraln all
transfers of defendants' agsets, Defense attorneys moved to exclude
attocneys' fees and costs from the forfelture sought by the
goverhment in the indlctment.

The Court discussed what transferred agsets are subject to
forFelture under the Comprehensive Crime Tontrol Act of 1984. After
referring to the naw language of the Act, Sectlon 1963(c)(RICO
statute) and the leglslative history of subsectlon (c), it held that
an order of forfeiture reaches property of the defendant only where
the transfer is an artifice oc sham to avold forfelture, The Couct
reasonad that the Act imposec o constructlve trust which nullifles
transfers by a defendant designed as an artifice or sham,

An attorney who receives funds in return for services
legitimately rendered operates at arm's length with his client, and
nat as part of an artifice of sham to aveid farfelture.

Like the grocer compensated for the food he sells
the defondant or the doctor pald a Fee for heallng
the defendant's children, the lawyer ls entltled to
compensatlon for his services actually and
leglitimately rendered, Cangress did not intend to
include in those forfeitable ltems the compensakion
already pald for goods and services legitimately
provided., <This does not, however, mean that assets
transferred to a lawyer as pack of a sham will not
be subjeck bto Forfeiture. (Emphasis
suppllied)(Slip. Op. at 22)

Requiring an attorney to testlfy at a post-conviction hearing on
the Forfeitablility of his fees will result in disclosures by the
attorney going far beyond the traditional exceptlion to the
attorney-client privilege because the fee information is not
privileged unless its disclosure would implicate the cllent in a
crime. Such a forced disclosure will chill communicatlons between
client and lawyer, impinging upon the right to counsel,

Permitting the government to force counsel on the accused {by
court~appointment) and manipulate, if they so choose, which defense
lawyer must withdraw, upsets the delicabe tri-partite balance of the
adversary system:
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The impact on the adversary process occasioned by
the ability of the government to selze attocney
fees lg of even greaker concern. The retart to the
claim of danial of counsel of one's cholce, that
appointed counsel 1is available, pays no more than
1ip service to due protess and the right to
counsel., This view ignores the exigencles of RICO
cases....The government brings to bear significant
resources to prosecute these cases. Adequate
daefense of RICO cases generally requires
vepresentation during grand jury lavestlgatlions
lasting as long as two or three years, Counsel
appointed ninety or one hundred and twenty days
before trial ls patently lnadequate., It is not
conalstent with due process to create a situation
which eliminatas the advacsacry from the adversary
process.

Central to due process 1s the “balance of Eorces
between the accused end hls accuser," Wardius v,
oregon, 412 U.S. 470, 474 (1973), "The very
premise of our adversary system of criminal justlce
ls that partlsan advocacy on both sides of a case
will best promote the ultimate objective that the
gullty be convicted and the innocent go free,"
Hecring v. New York, 422 V.S, 853, 862 (1975). The
interpretation of the Comprehensive Forfelture Act
of 1984 suggested by the government would undermine
the very principles undarlying the adversacy
system. The governmont would possess the ultlmate
tactical advantage of balng able to exclude
competant dafense counsel as it choosges. ay
appending a charge of forfelture to an indlctment
under RICO, the prosecutor could exclude those
defense counsel which he felt to be skilled
adversarles, While I presume that most
progecutors act in good falth, I cannot ignore the
potentlal for prosecutorlal manipulatlon of & grand
Jury which I saw in United States v. Kilpatrlck,
594 F.Supp. 1324 (1984) and Unlted States v.
Andatgon, 577 F., Supp. 223 (D, Wyo. 1983)., Due
process cannot tolerate oven the opportunity for
such abuse of the adversary system. (Silp Op. at
24-25,)

Reasoning that the Ast must be lnterpreted to avoild a ruling
that it violates the accused’s right to counsel, the Court granted
the defendants' motions to exclude atkorneys' fees and costs from
forfelture,

Simels, Paydep v. United States of Ameriea
No. M-11-188 (DNE), 36 Crim. L, Rep (BNA) 2003
{S.D.N.¥Y. March 11, 1985){adoption of theory that defense
lawyers are funglble goods). Appeal to the Second Clreull,
Ocal Argumenk set far April 26, 1985. A

The Simels case involved a "continuing criminal enterprise”
indictment &nd a trial subpoena duces tecum issued to the lawyer,
Simels, for fee and fee source informatlon. The trial subpoena was
withdrawn because a sltting grand jury lssued a subpoena duces tecum
to Simels requestlng the same fee and fee source informatlon. The
court upheld the grand jury subpoena of Simels and summarized its
opinlon by statlng "the defendant has and wlll continue ko recelve
the offective assistance of counsel, whether reprosented by Simels
or another sttocney.” 1In the process of roaching this coacluslon
the court msds the following statements:
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{(a) The dlsclosure of the fée arrangement between Slmels and
Payden is not protected by the attorney-cllent privilege. The
fact that disclosure of fec information may be incriminating,
does not deny the defendant any Sixth Amendment rights. Defense
counsel's abllity to Formulate defense strategy and prepare for
trial lg not impalred by divulging hls fee arrangement. The
destruction of the trust between the attorney and client ls a
"makewelght" argument.

(b) The time and resourcas required by counael to respond
to the subpoena wlll not effectlvely prevent him from
acting as counsel to Payden. The lawyar will not be
discouraged from conducting a proper defense because of the
threat to focfeit hls fees because the professlonal ethles
requlce zealous advocacy despite the risk that he will not
be pald, If elther the lawyer or the cllent feels that the
lawyer "can no longer provide effective representatlion in
thls case, the court will ensure that Payden is represented
by counsel who will provide effectlve cepresentation of
Payden's lnterests," (Silp Op., at 15-18)

(c) Should it be necessary for the aktorney to testify at
the trial (because his testimony concerning fee informatlon
is relevant to the "subatantial income" charge under
Sectlion 848(a) and the forfelture sought by the government
in the lndlctment) the lawyer will have to be
disqualified, Such disqualiflcatlon, however, will not
violate the de"andant's Sixth Amendment rights to
asslstance of counsel, The court may order a limited
disqualiflcatlion but permit "Simels to contlnue to assist
with Payden's defense, but not appear and consult in Eront
of the jury." (Slip Op. at 24)

(d) With respect to the defendant's claim of abuse of
grznd jury process vieolating his FiEth Amendment due
process rights becauss the government 1s using the grand
Jury subpoena to his lawyer as a discovery tool to
accumulate evidence for the pending CCE trial, the court
holds that the government 1s entltled to lnvestlgate the
matter fully, provided that there 18 no harassment or bad
falth shown by the subpoena of Simel.

It remalns to be seen whether thls case will withstand the
scrutlny of appeal to the Second Clrcuit, A number of recent
appellate cases artlculato potentlal grounds thakt could raesult in a
fallure to sustain the distrlet court decislon. One of these
grounds }s the feilure of the Court to adhere to the basle thrust of
In Re Grand Jucy Matters, 751 F.2d 13 (1st Cir. 1984). 1In this case
five dofense lawyers wore served with Federal grand jury subpoenas
requesting foe and fee source informatlon shortly before they were
about to start & state court trlal lnvelving the same clients, The
First Circult upheld the lower court's declslon to quash the
subpoenas:

In this cagse the court was presented with a
subpoena whose enforcement at the partlcular moment
seemed to it likely to entall consequancea more
serious than even severe inconveniences occaslioned
by trrelevant or overboard requests Por records.

To call defense ettorneys before the grand jury, in
connectlon with an lnvastigation of the same
activitles for which thelr clients wore standing
trial in state court, while the ettoraevs were
praparing for this major felony trial, could be
taken ss velled threat, with such potentlal for
harm to the state defendants and the defense bar as
to require the government to show with some
pariicularity why the grand jury's investigation
required the executlon of the subpoenag at thls
particularly senslitive moment. Id, at 18,
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Another possible basls For reversal can be Found in the recent
Second Clecult cmse of Roe v. United Stataes, No. 84-6319 (2nd Clr.
April 1, 1985}, In a two-to-ono decision, the Court held that =
grand jury subpoens to the target's attorney, who had represented
the target for some elghteen years, should be quashed unless the
government shows that the informabtlon it seeks can be obtained only
Crom the defense lawyer, The court based this declsion upon the
protection of the attorney-client relationship:

Flest, the uabridled use af the subpoena would
potentially allow the Government, in this and
future casaes, to decide unllaterally that an
attorney will not represent hls client, Such a
puower of disqualificatlon can undermine and
debllitate our legal systom by subjectling the
criminal dofense bar to the subservience of a
governmental agent. The uncestricted exercise of
this power without adequake justificatlon does not
gsteike us 38 necessary or indispensable in an
adversary systom of ¢riminal justlce, particularly
when we conslder the signiflcance of the
attorney-client relatlonship and the need for an
independent bar, Second, as noted esrlier, the
right to have counsel of one's chooslng in the
defense of a criminal charge 1s of constitutlonal
dimenslons. Thus, any potential infringemenkt of
this right must only be as a lask resort. ...
Raquiring adeguate justification will prevent the
arbitrary dismissal of an attorney, and still
protect the grand jury's access to informatlon if
the Government can demonstrato that the attornay's
testimony 1s not only relevant but that there is a
neaed for it that cannot reasonably be met in some
other Eeshion. (Slip Op, pp. 16-17)

Sheohan and Groh
Case No. CRF Mo, 84-198 REC (E.D. Cal, argued April 8, 1985)

In thls case of First lmpregsion, the government in &
“contlnulng crimlinal enterprlise” ForFelture case, lnciuded ln the
indictment, a request for the forfelture of attorneys' foes:

Any and all foes in the form of currency, real
and/or personal property or other thing of value
paid or transferred after November 14, 1984 (the
date of the arrest) by or on behalf of the
defondant afnd to the attorney(s) representing him
or a to-defendant, or as a result of this matter,
which currency, real and/or personal property or
other thing of value ls owned or possessed by
defendant prlor to the transfer to sald attorney(s).

Before indictment, defense attorney Noal Sonnetk recelived a
"Notlee Letter" indlcatlng that the government sought Forfelture of
any attorney's fees recelved by him and that any effort to dispose
of his cllients' foes would exposc Sonnstt to criminal prosecution
For obstructlion of justlece, Counsel for co-defendant Groh, Albect
Xrelger, recelved a similar letter. After indictment, both Sonnett
and Kerelger cecelved Rule 17(c) subpacnas secking fee vecords and
fee source informatlon of thelr cllents. The subpoenag have now
been withdrawn.

The case has beecn briefed and argued, but no decislon has been
announced.

CONCLUSION AND SUAMARY
The [ovegoing report, and the ceses cited In lt, provide ample
11lustestion of the dramatlc detrimental Impact thak Forfelture of
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abtoeneys' feos 18 having on our system of criminal justlece., It ls
worthwhile summavizlng these effectn as a moans of concentratling
atlention on the magnitude and breeth of thelr impact,

Accordingly, the followlng 1llst recitas the more serious
ramiflcatlions of the attorney feo forfelture practice:

1. It denles an accused the right, under the Sixth Amendment,
te retaln ¢ounsel of his or her cholee;

2. It impedeg the abllity of such retalned counsel to ronder
affective agsistancey

3. It impairs the relationship of confldence and
conflidontlality betwoen an accused and his or her counselj

4, It allows the govecnment to manipulate the roster of
counsel, or to disquallfy counsel by serking to compol testimony by
Lhe lawyer agalnst the c¢llent;

5. 1t dlscourages or dlsallows competent attorneys €rom
agreelng to repregent clients In eriminal cases whieh involve
allegations of focfelturey and

6., 7Tt diverts the eflorts and enorgles of attorneys from the
peeparakion of the defense of an accused by requirlag them to
litlgate lssues related to thelr attorney-cllent relatlonship.

1f the forfeiture practlce contlnues unabated and bocomes a
widely accepted prosecutorfal practice, the resulting effects
veclted sbove will srode the elements Lhat assure fundsmontal
falcness and balance in our criminal justlee oystem. It is the ABA
Criminal Justlice Section's concern thal these elements contlnue to
be an integral part of our system of justice that leads to this
resolution's adoptlon,

Raspectfully submitted,

Paul T, Smith, Chairporson
Criminal Justlce Section

General Information Form
To Be Appended to Reports with Recommendatlons

No.
{Leave Blank)

Submltting Entity Crimlnal Justice Section
Submitted By Peul T. Smith, Sectlon Chalrperson

1. Summary of Recommendatinn(s).

It 1s recommended thaet the American Bar Associatlon disapprove
of using the forfelture provisions and subpoena pravislons of the
"Comprehonsive Crime Control Act of 1984" against attocnoys actlvely
representing defendants, unless there is reasonable grounds to
belleve the attocney is engsged in criminal activity or has accepted
a2 fee to protect ille;gl actlvity of a ellent,
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2, Approval by Submitting Enblty,

The Criminal Justice Section Council approved the recommendation
at lts May 11-12, 1985 meotlng ln San Frenclsco, Callfornia,

3, Background. (Previous submlsslon to the House or relevant
Assoclatlon position,)

This rocommendation has not been submltted to the House of
Delegatos previously. Nelther ls there any exlstlng ABA polley on
thls specific issue,

4, Need for Actlop at This Meetiog,

Slnce the enactment of the “Comprehensive Crime Control Act of
1984" In October, 1984, Unlted States Attorneys in certain foderal
districts have been ustng itg provislons to seek forfeiture of fees
paid to lawyers by cllients who ere accused of racketeering and drug
offenses. Attorneys have also been called before federal grand
jurles to tostify concernlng activitles of cliants who they
reprasent in these matters, Both these practices have hampered
defendants who are accused of federal racketeering and offenses in
their efforts to retaln competent counsel of their cholce, Tt is
Important that the ABA take an immedlate positlon opposing this
tactle before lts use prollferates, posing even greater problems for
our systom of equal justlce,

$. gtatus of Leglislation, (If appllcable)

No leglslatlon has yet been introduced in the 99th Congress.
Howevor, the House Judiciary Committee's Subcommitiee on Criminal
Justice held general oversight hearings in April 1985 on tha subject
of “defense attorney hatassment by U.S., Attorneys' Offices."

Seeking forfelturs of Ffees and calling attorneys before grand juries
on matters in which they represent cllents are examples of such
harassment,

6. Flonanclal Information, (Estimate of funds roquired, if any.)
None

7. Conflict of Interest. (IE applleable)
N/A

8. Referralg.

Standing Committees

Assoclatlion Standards For Criminal Justlce
Ethles and Professional Responsibllity

Law and Matlional Security

Lawyers' Responsibility lor Client Protection

Sectlons and Divislons

Corporatlon, Banking and Business Law
General Practlce

individual Rights and Responsibilities
Judicial Administratlion Division

Appellate Judges' Conference

Natlonal Conference of Federal Trial Judges
Litigation

Young Lawyers Division
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AfEillated Ovpaplizations

The Foderal Bar Asgociatlon
Natlonal Associatlon of Celminal Defense Lawyers, Inc,
Natlonal Legal Ald and Defendec Assoclatlon

9, Contack Pargon, (Prlor ko meeting)

Thomas C. Smith, Assoclate Dlirector Michael Bender
Criminal Justice Sectlon Bendar and Tcooce
1800 M Stroet, NwW 1900 Grant Street,
Washington, D,C. 20036 sulte 2700
202/331-2260 Denver, CO 80203

303/534-3015
10. Contast Person (Who will present tho report to the House)

sylvia Bacon, Soction Delegate

Judge

Superior Court of the Distrlet of Columbla
500 Indiena Avenue, N.W.

Washlngton, DC 20001

R02/7727-1443

Senator McConNNELL, Thank you, Mr. Sonnett.

Senator DeConcini,

Senator DECoNcINT I have no questions, Mr. Chairman.

Senator McConNEeLL, I think neither Senator DeConcini nor I
have any questions,

Thank you both for coming,.

Senator McCoNNELL [presiding]. We will now call on the next
panel, consisting of Earl Hadlow, vice president and general coun-
sel of Barnett Banks of Florida, on behalf of the American Bankers
Association; Jerry Berman, chief legislative counsel, American
Civil Liberties Union, and William W. Nickerson, attorney with
Leonard and McGuan, here in Washington, a former Deputy As-
sistant Secretary of the Treasury.

Mr. Hadlow, are you going to lead off?

STATEMENT OF A PANEL, INCLUDING: EARL B. HADLOW, VICE
CHAIRMAN AND GENERAL COUNSEL, BARNETT BANKS OF
FLORIDA, JACKSONVILLE, FL, ON BEHALF OF AMERICAN
BANKERS ASSOCIATION; WILLIAM W. NICKERSON, ATTORNEY,
LEONARD AND McGUAN, WASHINGTON, DC, A FORMER DEPUTY
ASSISTANT SECRETARY OF THE TREASURY, AND JERRY
BERMAN, CHIEF LEGISLATIVE COUNSEL, AMERICAN CIVIL
LIBERTIES UNION, WASHINGTON, DC

Mr. Hanrow. Thank you, sir.

I am Earl Hadlow, vice chairman and general counsel of Barnett
Banks of Florida, in Jacksonville, FL. I am appearing on behalf of
the American Bankers Association.

First of all, let me say that the benking industry is almost en-
tirely in support of the Government’s determination to fight and
slow down the illicit drug business by a system of strictly monitor-
ing cash transactions. We think that is the tool the Government
needs. We understand it, and we support it 100 percent.

It is the primary tool for bringing the illegal drug industry more
closely under control, and I think it is working. The days when

57-310  O~~§6~—C
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people brought laundry bags full of money into banks and stacked
them up and laundered that type of cash are over.

I just want to disagree very strongly with the preceding witness,

Mr. Harmon, when he said he thinks the banking industry has
done a poor job of complying with the Bank Secrecy Act. I think
the banking industry has done a monumental job of doing this. It
hag been a mammoth task.
- Essentially we have had to train every person in our bank on the
intricacies of this act and tell them that we expect 100 percent
compliance with it. It is a career-threatening error in my organiza-
tion not to comply with this act.

‘We have had to design computer programs that not only give
dual checks on this daily, but give the system the ability to aggre-
gate deposits that come in by “smurfs” in different branches, so at
the end of the day we can post them and cee if there has been
more than $10,000 that has come into several different branches.

The forms themselves are complex and time-consuming., The
banking industry has literally spent millions of dollars in comply-
ing with this act, and I think we have really put the pressure on
the drug laundering business.

What is interesting, is that of all the recently publicized cases
where there have been settlements, between the banks and the De-
partment of the Treasury none have involved money laundering.
There has been no criminal activity involved in any of those re-
ports. They have all involved a single, widely-misunderstood ele-
ment in the Bank Secrecy Act, where banks have been trading
their own foreign cash back in for American dollars, and they did
not do it with another American bank, in which case it would have
been an exempt transaction. But those banks that collect foreign
money, like border banks in Arizona and Texas, where they get a
lot of pesos in—Florida gets a lot of Canadian dollars; all the banks
along the Canadian border, they get those dollars in, and when
they exchange them with Canadian banks, that transaction is also
covered by the Bank Secrecy Act and amendment in 1980, and
nobody much in the banking industry picked that up, After the
Bank of Boston case, banks discovered that that was covered, and
everybody went back and did the appropriate filing. And those are
the millions of dollars of cases that the Treasury Department has
been regularly fining, giving walloping big fines, too, to all of the
banks that come forward with this data. There was no crime in-
volved, no money laundering, just the bank. When the money came
in, if it came in in amounts over $10,000 we would file a CTR.
W}tn-:;ln yge changed it with a Canadian bank, that is when we did
not, do i

But the banking industry has taken a black eye because of that,
and I believe that it has caused the President’s Commission to feel
that we have not been complying with this, and I think it is totally
unfair in the light of what I consider a magnificent effort, at our
own cost, to comply with this Bank Secrecy Act and make it
work—and I think it is working.

Now, despite all that, we favor the Government’s approach now
to make the money laundering act itself a crime. We believe that if
it is crafted, narrowly enough as the previous speaker said, that it
would be a good tool, a workable tool, and the Government needs
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it. The banking industry has been taking all of the heat so far if
the forms were not filed, But it is absolutely unjustified to put the
entire burden on the first line of the banking industry, which is
the teller, where the money comes in, to make judgmental ques-
tions about whether or not the money came from illegal sources. It
is impossible for the teller to have any idea how to do that. What
they can do is a mechanical job. If it is in excess of $10,000 in cash,
we can surely file a form, and that, we are perfectly willing to do.
But to make them make a subjective call on whether it came from
an illegal source is something that is totally impossible. The “reck-
less disregard” standard as proposed in the bill is not aimed at the
crook. The crook is guilty; he is willfully doing it. They are not
trying to get him. The ‘“reckless disregard”’ standard is aimed at
the banker and other innocent people. And believe me, there are a
ton of prosecutors that will go for a bank that has itself been vic-
timized by money launderers if they have a chance to do it.

Just let me give you one example, and then I see I have used up
my time.

If a “smurf’ comes in and put $5,000 in a bank every day for a
number of weeks, under the present law the bank is not required
to report that, and it would fall under our standards that are
caught by computers and everything, and we would not do that.
But if the Government catches that money launderer, he will then
find that he has been depositing $5,000 a day in a certain bank for
several months, and believe me, a prosecutor will then come
against that bank and say the bank was in reckless disregard of
those circumstances, taking $5,000 a day of drug money. That is
the sort of standard that the banking industry will absolutely get
strangled with. We absolutely have to have some protection in a
very narrowly drawn bill, and then we are willing to work 100 per-
cent with the Government as we have been doing now.

I conclude by saying I think the Government has all of the rights
under the Bank Privacy Act that they need. The Treasury Depart-
ment already can subpoena. The banks already can turn in people
they suspect of a crime—and we regularly do it. I do not know
whether previous witnesses say that it does not happen. My bank
does it all the time. We tell them that there is a crime suspected
involving such-and-such an account, and that is it. And then they
take tover from there, after we have blown the whistle on the ac-
count.

Senator McCoNNELL, Thank you, Mr. Hadlow.

[Prepared statement and responses to questions follow:]
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STATEMENT
OF

EARL B. HADLOW

on behalf of

THE AMERICAN BANKERS ASSOCIATION

Mr. Chairman and members of the Committee: I am Earl B. Hadlow, Vice
cthairman and General Counsel of Barnpett Banks of Florida inm Jacksonville,
and a member of the American Bankers Association Government Relations
Council. The combined assets of our members comprise approximately 95
percent of the industry total. Qur members range from the smallest to the
largest banks, and close to 85 percent of them have assets of less than $100
million. I welcome the opportunity to present ABA's views on 8,571, 5.572,
8.1335, and S.1385.

The changes proposed in the Currency and Foreign Transaction
Reporting Act and the Right to Financial Privacy Act are issues in which the
American Bankers Association has a vital interest.

Dating back to 1970 prior to the passage of either one of these
pieces of legislation, we have appeared before both the House and Congress
to volce our concern and our support of the two acts. The ABA understands
the challenge that law enforcement officials face in attempting to combat
drug trafficking and organized crime. The use of financial institutions as
havens for drug money is as abhorent to our members as it is to the public
in general. We want to ensure a balance between the legitimate need of law
enforcement to have adequate information on activities of criminal elements
and the legitimate need to protect the information we have in our
institutions from unlimited governmental intrusion.

Perhaps, our feelings were best summed up by Mr. R.L. Wood when he
appeared before the touse Committee on Ways and Means onm July 18, 1975, and
I quote:

"The right of privacy of an individual's finaneial records...in the

absence of a known violation of law by the individual involving his

finances...is an Integral element of the American concept of
political rights of the individuals. These rights have been

characterized as being protected under our Constitution and under
the common law,"




161

our Assoclation has long supported customer privacy. In 1940, the

General Counsel of the American Bankers Association said: ,
A bank should, as a general policy, consider information concerning
its customers as confidential, which it should not disclose to
others without clear justification. Milohnich v. First National
Bank of Miami Springs, 224 So.2d. 759, 761 (1969).

The ABA has a long history of supporting the enforcement of the
Currency and Forelgn Transactions Reporting Act (CFTR Act). The cooperation
of the financial industry with Congress and the law enforcement community
became evident in the earliest hearings on what is now known as the CFTR
Act, when the former ABA President C.C. Sommer told the House Banking and
Currency Committee that:

This Association and commercial banks generally are deeply

interested in the apprehension of criminals and limitation of their

activities both in this country and abroad. We too are concerned
with the public interest aspect of the bill and desire to do
everything in our power to protect that interest. Banks have an
obligation to their customers to maintain the privacy of their
personal financial affairs except in response to subpoena or other
regular legal process.

The Association shares law enforcement's commitment to detecting
laundering of proceeds of illegal activities. However, this commitment is
founded upon the balance between legitimate societal needs and the
preservation of our customers' right to privacy.

This shared commitment demands that we, the industry and Government,
continually remind the public of their duties under the current law and
clarify the inaccuracies that have surrqunded the debate over these
proposals.

The key policy issue is to determine the appropriate balance between

the civil liberty interests and the intelligence, law enforcement,

or other governmental interests involved. In some circumstances,
the law enforcement interest will be great enough to outweigh the
civil liberty interest. In other circumstances, the reverse will be
the case. policy, be it judicial, legislative, or administrative,
seeks to define the parameters for this balancing process.

("Electronic Surveillance and Civil Liberties," Office of Technology

Assessment, Congress of the United States, Cctober 1985, p.l2.)

As we focus on the proposed legislation, we should analyze these
proposals in the light of two critical questions: 1) should the crime of
money laundering be so broadly defined as to include innocent Einancial
transactions?, and 2) does Congress need to amend the Right to Financial
Privacy Act?

Senator D'Amato introduced S,571 and S.572 which include many of the

reconmendations issued in October 1984 by the President's Commission on
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Organized Crime. S5.572 would make the act of laundering money itself a
criminal offense. Anyone who conducts a single or series of transactions
involving monetary instruments using a financial institution with the intent
to promote, manage, establish, or carty on any unlawful activity would be
guilty of the crime of money laundering. Further, anyone who conducts a
transaction or series of transactions involving monetary instruments using a

financial institution with knowledge or reason to know that such monetary

instruments represent income directly or indirectly derived from any
unlawful activity would be guilty of money laundering.

Under Senator D'Amnato's bills, the Secretary of the Treasury could
delegate his "proposed" authority (as proposed in this bill, not currently
available to him) to examine relevant data and records of domestic financial
institutions, Ato sunnon bank officers and employees to produce material
relevant to recordkeeping, and to take testimony on any data relevant to any
inquiry under the Currency and Forelgn Transactlon Reporting Act. Clvil
penalties for violations of the reporting requirements would be raised Erom
$1000 to either the amount of the transaction involved or $10,000. (These
increased penalties became law as part of the Comprehensive Crime Control
Act of 1984). The penalties for the first offense of the crime of money
laundering would be either a £ine equal to the greater of $250,000 or twice
the value of the monetary instrument involved or up to ten years
imprisonment, or both. Penalties for subsequent offenses are dramatically
increased. The act of "criminalizing" money laundering removes the
differentiation betwesn the illegal use of banking transactions and the
legal use of these same transactions.

In light of the current civil and criminal penalties available
under the Bank Secrecy Act, the Secretary of the Treasury has effective
weapons to combat laundering of proceeds of illegal activities,

Senator DeConcini introduced S,1385 which focuses on what has been
considered a major problem associated with currency transaction reporting,
the use of exemption lists.

Under the Currency and Foreign Transactions Reporting Act (31 U.S.C.
Sections 5311-5322), the Secretary of the Treasury may prescribe or revoke

an appropriate exemption from the reporting requirements.
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Bowever, financial institutions lack sufficient guidance from the
Secretary of the Treasury as to what constitutes full compliance with the
exempt:ion requirements, Senator DeConcini's approach would ensure that an

institution's exemption list is reqularly reviewed by che Treasury. The
institution would submit, on a quarterly basis, "a list of customers of the

financial institution whose transactions have been exempted." The Secretary
would be required to "review and approve or revoke the list of exenptions
within 90 days after the date of receipt.," If the Secretary fails to notify
the financial institution within the time provided, the exemption list would
be deemed approved.

This proposal would encourage frequent review of the currency
transaction reporting exemption lists, These reviews would guarantee that ‘
the lists are used only for their intended purpose: to exclude from the
reporting requirements only those customers clearly intended to qualify
under the reqgulations. This approach is similar to the exemption list
provisions in H.R.1474 introduced by Mr. Hughes, Chairman of the House
Subcommittee on Crime.

$.1385 would make anyone who initiates a transaction with the intent
to promote unlawful activity or with knowledge or reason to know that the
monatary instruments involved in the transaction are derived from unlawful
activity guilty of the new crime of money laundering. The "knowledge or
reason to Know" standard is well settled in criminal law and according to
the President's Commission on Organized Crime "is intended to make clear
that either a subjective or an objective standard of intent may be chosen
for proof..." Senator DeConcini, like Senator D'Amato, recognizes that
there 1s no apparent need to amend the Right To Financial Privacy Act.

THE ADMINISTRATION PROPOSAL

On June 20U, 1985, the Xdministration had introduced "The Money

Laundering and Related Crimes Act of 1985," S.1335, ("the Administration
bill") creatirng amorg other things a new crime of money launderim. In

several ways, the Administration bill rescmbles S.571 and 572,
however, unlike S,571 and S.572, it eliminates most of the current
protections accorded customers under the Right to Financial Privacy Act

(Financial privacy Act).
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Under the Mministration bill, anyone who conducts, causes to be
conducted, or attempts to conduct a movement of funds or a transaction which
in any way affects interstate or foreign commerce, l)with the intent to
promote, manage, establish, carry on (or facilitate same) any unlawful
activity, OR 2) knowing or with a reckless disregard of the fact that such
monetary instruments or funds represent proceeds of any unlawful activity
..« shall be guilty of money laundering and subject to substantial fines and
imprisonment, fThe temm "conduct" includes, but is not limited to
initiating, concluding, or participating in initiating, or concluding a
transactién. This crime could require tellers to be capable of determining
the character of the customer and the origin of funds, regardless of how
remote.

The Secretary of the Treasury's authority to examine records,
papers, and other data of the financial institution relevant to the
reporting requirements of the Bank Secrecy Act would be expanded. The
financial institution could be required through a summons to produce such
documents and records at any locatlon within 500 miles of the institution's
place of business at its own expense. The Financial Privacy Act currently
requires the Govermment to reimburse the financlal institution except in
cases of voluntary disclosure, discovery procedures, subpoenas issued by an
administrative law judge, and in perfecting a security interest.: The
Secretary could make the report information available to other Federal and
state agencies not only upon request, but also when the Secretary believes
such information may be relevant to a matter within the jurisdiction of the
other agency.

The criminal and civil penalties for violations of the reporting
provisions under the Currency and Foreign Transaction Reporting Act
increased substantially.

The 2dministration bill also makes drastic changes to the Financial
Privacy Act, such as repealing the protective provis)'.‘ons"‘whi‘ch require the
customer to be notified when his or her financial records have been
transferred within the Goverﬁnent; removing the requirement that the
records obtained inder a Federal grand jury subpoena be returned; and the
abandoning of the protection of financial records fmfn the whim and caprice

of the Government.
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Money laundering as a Crime

The ABA supports making the laundering of proceeds of illegal

activities a crime, provided that, at a minimum, specific criminal elements

such as intent and scienter are included in the definition. The crime of

money laundering must be drafted with precision so as to exact the most
effective, falr result, FPirst, the thrust of any newly defined crime of
"money laundering” should be on the individual who initiates or 1s knowingly
involved in a transaction with the intent te promote illegal activity or
with knowledge that the transaction represents income derived from illegal
activity. 1This definition would affect customers and employees of financial
Ingtitutions alike.

In addition, it should be noted that related abuses by financlal
institutions and their employces will continue to be covered under the civil
and criminal penalty provisions found in the Currency and Foreign
Transactlon Reporting Act, For example, the civil penaltles for willfully
fafling to comply with the currency and transaction reporting requirements
include a fine of $10,000 for each violation, for each day the violalion
continues, and at each office, branch, or place of business at which a
violation occurs, Additional civil penalties of up to the amount of the
monetary instrument for which the report was required may be imposed on any
person not £iling a report, or filing a report containing a material
omission or misstatement. Each person who willfully violates any of the
reporting requirements i{s also subject to criminal penalties and a fine of
up to $250,000 or imprisorment up ta five years, or both, If the
violations are part of a pattern of illegal activity invelving more than
$100,000 in a 12-month period, then the criminal penaltles are increased to
SSOO,QOO or imprisonment for up to five years, or both.

These current civil and criminal penalties coupled with the new
crime of money laundering, as it is proposed in Senator DeConecini's

bill, should be sufficient to meet legitimate law enforcement needs.

Definitions
"mransaction”
The £irst of many problems in the Administration's bill is found in

the definitions section. The tem "transaction" would include, for example,
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any purchase, sale, gift or transfer., This could cover payroll checks and
purchases of real estate, Such a definition will, in effect,
indiscriminately change many legal banking transactions into suspected
fllegal activities. The definition of “monetary instruments" no longer
limits itgelf tv the historical source of laundered funds (e.g., coin and
currency), $.1335 would make even personal checks a monetary instrument.
£.1335 defines "unlawful activity" to include any state or federal felony.
All state felonies involving money would be federalized. again, this
proposal would put state and local laws into the federal government's
arsenal.

YReckless Disregard"

The Administration's definition of money laundering will now cover
persons who cannot be shown to have actual knowledge that the monetary
instrument received or handled in a transaction is derived from
unlawful activity.Rather, anyone who recelves or hondles monetary
instruments In reckless disregard of the direct or indirect source of the
funds would be guilty of money laundering.

The standard proposed by the Justice Department has been eriticized
recently by the Attorney General of California who called "reckless
disregard" an unclear standard which will pose compliance difficulties and
unnecessarily complicate prosecution of the offense of money laundering.
The California legislature has proposed a money laundering statute which ig
drawn fairly and only covers activity that is engaged in “knowingly."

In a staff memorandum speaking to the standard of reckless disregard
prepared for the members of the House Subcommittee on Crime, it was pointed
out that:

Under the reckless disregard state of mind, the government could

prosecute any and all employees who recelve and cash or deposit a

paycheck of a corporation that was guilty of a felony that resulted

in a profit to the corporation since their salary is derived

directly or indirectly from the proceeds of the crime, e.g.,
employees of E.F. Hutton, General Electric, etc.

This would be, in our opinion, a clear example of the overbreadth of the
crime. Bmployees of E.F, Hutton, General Electric and the financial

institution would all be guilty of money laundering.
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The Right to Financlal Privacy Act

nder the current Right to Flnancial Privacy Act, 12 U.S.C. Section
3403, a financial institution, its officers, employees, or agents may notify
the government that it has information which may be relevant to a possible
violation of any statute or regulation. In addition, the current Financlal
privacy Act allows for the examination by or disclosure to any supervisory
agency of financlal records or information in the exercise of {ts
supervisory, regulatory, or monetary functions with respect to the financial
institution. ‘These two current sections of the Financial Privacy Act make
available all the information that the Government needs to effectively
combat money laundering. .

The Administration Bill makes dramatic changes to the Financial
privacy Act. S.1335 would amend these current provisions to allow financial
institutions to provide financial records to Government agencies if the

institution has only a reason to believe in its judgment that they may be

relevant to a possible violation of any law, statute, or regulation relating
to crimes by or against f£inanclal institutions or supervisory agencies.
Under the Administration bill, this information may include names and
account numbers and other identifying information concerning the "suspected
illegal activity." This proposed change not only charges financial
institutions with determining possible relevance, but also directly repeals

the current provision which prohibits a financial institution frem
relinquishing the actual financlal records or coples thereof to any

Government authority except in accordance with the specific protective
provisions.

The Right to Financial Privacy Act was enacted to protect customers
of financial institutions from unwarranted Goverrnment intrusion Into their
financial records while, at the same time, permitting legitimate law
enforcement activity. ‘his protection of individual privacy includes
assurances that the customer would be glven prior notice of the Government's
attempt to gain access to his or her bank records (except under specified
circumstances) , and that the customer be given the opportunity to contest
Government access in court. The Qongressional concern over protection of

privacy as found in the Financial Privacy Act postdates the Currency and
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Forelgn Transaction Reporting Act. Congress enacted the Flpancial Privacy
Act in response to U.S. Supreme Court's decision in U.S. v. Miller, 425 U.S,
435 (1976} , which held that customers had na legally recagnizable
expectation of privacy in account records maintained by a bank. Two years

prior to the Miller decision, the Supreme Court in The California Bankers
Assaciation v, Schultz, 416 U.S. 31(1974), upheld the CFTR Act agalnst

arguments that its recordkeeping requirements infringed on constitutionally
protected individual privacy.

The Administration's amendments to Section 3413 would give the
Goverrment the best of both worlds, that is - the Govermment could receive
the actual financial records with little or no effort. No effort would be
needed because bankers would be "deputized" and directed to make
prosecutorial determinations on what possible violation of law had occurred
and judiclal decisions on the relevancy of the "evidence." In the event
that. the deputized bankers failed to exercise their new prosecutorial and
judicial authority and did not relinquish the records, the Government could
rely on the supervisory agencies who will also be armed with the same
blanket "authority." Because this amendment begins with "Nothing in this
title shall apply when a £inancial institution or supervisory agency ...
provides records with reason to believe may ba relevant...", the effect
would be that all of the protections of the Financial Privacy Act would be
lost 1 a bank or a supervisory agency turned ever actual financial records
with a mere reason to believe that they may be relevant to a possihle
violation of any law relating to crimes by or against Einancfal institutions
or supervisory agencles. The act of turning over records would get any bank
out from under the "burdens of the Flnancial Privacy Act." Failure to tuen
aver financlal records would put the banks at risk of being charged with the

crime of money laundering.

Transfer of Records

Under the current Financial Privacy Act {Section 3412) financial
records cbtained under the Act can be transferred to other agencies when the

transferring agency makes a certification in writing that "there {s reason

to believe that the records are relevant to a legitimate law enforcement
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inquiry within the jurisdiction of the receiving agency or department." In
addition, the Financial privacy Act clearly provides that supervisory
agencles are free to exchange and disclose examinatlon reports or other
information with other supervisory agencies. According to the Flnancial
Privacy Act, the Secretary of the Treasury is a supervlsory agency for CFIR
Act purposes.

The Mministration bill again proposes to relax the "are relevant"
requirement to a weaker "may be relevant" standard, once again replacing
objectivity with speculation. The amendment states that nothing in the
Financial Privacy Act would apply when Einancial records obtained by an
agency or Department of the U.S. are transferred to another agency of
department if there is reason to believe that the records may be relevant to
2 matter within the jurisdiction of the receiving agency or department. We
must question the need for the expansion of authority when Treasury as a
supervisory agency is already permitted to exchange examination reports or
other information with other supervisory agencies. Further, the Financial
Privacy Act does not prohibit the disclosure of financlal records or
information to any supervisory agency. Once again, the Financial Privacy
Act would not apply if the transfer of records was believed to may have been
relevant to “a matter" within the jurisdiction of the recelving agency or
department. Prudence demands that we define just what "a matter" within
the jurisdigtion...includes. Notwithstanding the gross deviation from the
principles behind the Financial Privacy Act, this amendment should, at the
very least, address itself to legitimate law enforcement activity rather

than a mere "matter."

Good Falth Defense

Under current law, a financial institution can notify the Government
that the instltution has information which may be relevant to a possible
violation of any statute or regulation. 1In addition, a financial
institution that discloses financial records "in goed faith reliance upon a

certificate of compliance with the Flnancial privacy Act by any goverrment
suthority" will be protected from liability for improper disclosure.

The legislative history of the Financial privacy Act emphasizes that

"if a bank grants access to records based only on an oral request ... it
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would not be acting in good faith." (See H.R. Rep. No.13831, 95th Cong., 2nd
Session 218 (1978)). The good~faith defense, currently avallable, is
expanded under this Administration bill to include the defense of simply
having a good-faith "belief" that such records may be relevant to a possible
violation. What protections are left to the customer if Einancial

institutions are given this ambiguous defense?

Customer Notification

Under Section 3402 of the Financial Privacy Act, the government may
have access to or obtain copies of the fimanciel records of a customer 15 if
the customer authorizes such access; 2) by means of an administrative
subpoena of summons; 3) ln response to a search warrant pursuant to the
Federal "Rules of Criminal Procedure"; 4) In response to a judicial
subpoena; 5) or in response to a formal written request to the financial
institution. ‘The Financial Privacy Act generally requires the government to
glve notice to the customer of an order or request for records. However, in
order to assist law enforcement efforts, customer notiflcation can be
delayed under Secti‘on 3409 of the Financial Privacy Act (12 U.S.C. 3409).

Customer notification can be delayed when:

* customer records are disclosed pursuant to customer authorizatlon;
* a financial institution is served with an adminlstrative subpoena

and summons;

*

records are disclosed pursuant to a search warrant;

*

a financial institution has received a formal written request; or
- records pertaining to customer financial transactions have been
transferred from one government agency to another,
A delay order may be granted by an appropriate court if the
presiding judge or magistrate finds that:
* the investigation conducted is within "lawful jurisdiction of the
Goverrment authority seeking the financial records";
* there is reason to believe that the records belng somght are
relevant to a legitimate law enforcement inquiry; and
* there 1s reason to believe that the notice will result in

a. endangering the 1ife or physical safety of any person;
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b. flight from prosecution;

e, destruction of or tampering with evidence;

d. intimidation of potential witnesses; or

e, otherwise seriously jeopardizing an investigation or officlal

-

proceeding or unduly delaying a trial or ongoing official
procecding to the same extent us the other specified
circumstances.

The court may grant the requested delay for a periocd of up to 90
days. 'The govermment also has up to ninety (90) ¢ays after serving a search
warrant to mail a copy of the warrant to the customer's last known address.
The government authority may also apply to a court for a further delay in
the mailing of the notice of up to 180 days followlng the service of the
warrant. The delay order also prohibits a £lnancial institution f£rom
disclosing to the customor that records have been obtained or that a request
for records has been made until expiration of tha delay period.

The Aministration bill repeals the protective provisions which
require the customer to be notified when his or her Einanclal record have
been transferred within the Covernment. Customer notification, like several
other protections in the Financial Privacy Act, has fallen prey to a lack of
understanding and misrepresentation about the current law., The following
are two examples.

The Justice Department recently told an awdience at a Bank Secrecy
Aot Seminar that the delayed notice provisions in the Right to Flnancial
privacy Ace were ineffective and impeded law enforcement efforts because of
the "randomriess" of judicial approval. The truth behind this statement can
be found in the annual report provided to Congress by the Administrative
Office of the United States Courts on the Application for Notice Dalay under
the Financial Privacy Act (copy attached): In the report, it is shown that
since the Act's inception, only 30 delay applications have been filed by
Federal Government agencies and all 30 were approved by the courts.

Recently, the Justice Department in a letter to the editor wrote
that the Adminigtration bill ramoved the customer notification requirement
in "three limited types of cases: narcotics traffieking, money laundering,
and embezzlement committed agalnst a bank or bank supervisory agency."

However, this is not the case. Justice omitted the most far-reaching
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language that is the new Section 3413(1) which reads in part that nothing in
this title ... shall apply when there is a mere reason to believe in the
relevance of any possible violation of any law relating to crimes by or
against financial institutizis or supervisory agencies. This does not even
approach the wide area of activities that would be included in the vague

definition of the new crime of money laundering.

Preemption of State Privacy laws

Section 3(g) of S.1335 adds a preemption provisicn to the Right to
Financial -Privacy that preempts "any Constitution, law or regulation of any
state or political subdivision thereof, as well as any administrative or
judicial interpretation of such provision, that is not identical to this
bill" and "that is more restrictive of disclosure to a Govermment authority
concerning a possible violation of any statute or regulation than the
provisions of this title and regulation promulgated thereunder."

This proposal contradicts the long-held belief in states! rights,
By preempting state constitutions, state laws and judicial interpretation,
the Administration is taking away the right of the state to decide how it
will proteck the privacy of its citizens. Several states spcifically
guarantee a right to personal privacy in their constitutions.l oOthers have
enacted detailed statutes ¢t ... ening financial privacy.? 1n Texas, for
example, financial institutions are required to give notice to éustcmers
priur to disclosure, Customers in Texas are provided with notice and
challenge procedures, California requires a depository institution to
balance the govermment's need for the information with the customers® right

to privacy.3
tongision

Mr, Chairman, members of the committes, we QOpP\you‘ will accept our
comments for vhat they were intended — constructive criticism. 'The
industry I represent has as great if not greater an interest in stemming the
flow of money from illegal activities into legitimate business as does any
other industry. We believe, howaver, that merely creating a broad crime of
money lawdering and removing certain rights to privacy 'will not £ulfill

this commitment.




173

As we pointed out in our testimony, the government today has access
to massive amounts of reports and information from Einancial institutions
and has both the authority and ability to obtain additional information.
The information that is available and potentially available needs to be put
to effective use.

Finally, Mr. Chalrman, this seems to us to be a good time to have
fipancial institutions, law enforcement officials, and Congress, as well as
other Interested partles, sit down and discuss what information is
available, what informatlon is needed to stop the flow of illegal funds, and
how we can utilize this information while protecting the rights of our
customers and your constituents. I will be happy to respond to any '

questions you may have.

ENDNOTES

lplaska, Arizona, California, Florida, Bawaii, Illinois, Iouisiana,
Montana, New York, South Carolina, and Washington.

2california, Maine, Oregon, and Texas.

3at least fow states parallel the Federal Right to Financial
Privacy act (California, Nevada, New Hampshire, and Oregon). Other recent
laws on financial privacy on the state level include: Minnesota which
prohibits any government authority frem gaining access to or copies of the
contents of Iinancial records of customers of a f£inancial institution unless
the records first are reasonably described and then either the customer
authorizes the disclosure, the records become the gubject of a search
warrant or a judlcial or administrative subpoena, or the records are
disclosed pursuant to a criminal investigation. The act requires the
govermment authority seeking access to notify the customer within 180 days
unless a delay of notice is obtained, and proposals such as H.B.286 in North
Carolina which would limit goverrment access to a custemer's financial
record and provide a delay notice mechanism; and Senate Bill 1014 in New
Jersey which is also modeled on RFPA. The North Carolina proposal is a
direct result of the concern expressed by residents of a state court
decision on financial privacy. An erample of the consternation caused by
tampering with customer rights can be seen in an .attached editorial from the
News and Cbserver in Ralelgh.
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ATTACHMENT #1

REPORT ON APPLICATIGNS

FOR DEIAYS OF NOTICE

_AND CUSTGMER CHALLENGES
UNDER PROVISIONS OF THE RICHT
TO FINANCIAL PRIVACY ACT OF 19278

FOR CALENDAR YELAT 1984
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ADMINISTRATIVE OFFICE OF THE
UMITED STATES COURTS
WASHINGTON, D.C 20344

JOSEPHF SPANIOL, JR
DEPUTY DIRLCTOR

Report of the Director of the Administrati+ Jffice
of the U.5. Courts

on
Applications for Delays of Notice and Customer
Challeénges Under Provisions of the
Right to Finaneial Privacy Act of 1978

This 15 the sixth report submitted to Congress in accordance with the provisions of the
Right to Financial Privacy Act of 1978, Title 12 U.S.C. Section 3421(a). The report covers the
period from danuary 1, 1984 through December 31, 1984, The following text explains the
reporting requirements of the statute and provides a summary and analysis of reports
submitted by clerks of the U. S. district eourts.

Sincerely,

Deputy Director

April 1985
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CALENDAR YEAR 1984 REPORT ON APPLICATIONS FOR
DELAYS OF NOTICE AND CUSTOMER CHALLENGES
UNDER PROVISIONS OF THE
RIGHT TO FINANCIAL PRIVACY ACT OF 1978

Reporting Requirements of the Statute

Title 12 U.5.C. Section 3421(a) requires the Director of the Administrative Office of
the U.S. Courts to report to Congress on the number of applications by U.S. government
autherities under Section 3409 for delay in notifying a customer that access to the customer's
financial records has been requested, The Director is also required to report the number of
actions initiated by customers under Section 3410 to enjoin a government authority from
obtaining financial records. This report includes the number of notices of delay sought; the
number granted under each subparagraph of Section 3409 (a)(3); and the number of customer
challenges to release {inancial information to U.S, government authorities,

Summary and Analysis of Reports
Applications by Government Authorities for Delayed Customer Notice
During calendar year 1984 ten applications for delayed customer notice were filed by
Federal government agencies. The Federal Buresu of Investigation in the District of Nebraska
applied for all ten and was granted a 90-day delay ol customer notice,
Table 1 indicates the total number of applications {or delayed customer notice filed by
government agencies during 1979 through 1984. A total of 30 applications have been filed by

various government agencies since the Act went into effect.

All requests applied for under the Act were granted because it was believed that
customer notice would result in one of the following actions:

- destruction of or tampering with evidence;
- flight from prosecution; or
- seriously jeopardize an investigation or

official proceeding or unduly delaying a
trial or ongoing official proceeding.
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Table 1
Applications by Government Authorities for Delayed Customer Notice
Pursuant to Title 12 U.8.C. Section 3409
For the Calendar Years 1979 through 1984

Tg?“};gﬁ;":’de' Deln};l::g?!z:e:s?c{mer Reason Granted

Calendar Customer Notice Applications

Year Applications Granted ] Denied A|B|C|D]|E
1979 ... 15 15 - - 14 - - 1
1980 ... 2 2 - -1 1 - -
1481 ... 2 2 - - - 1 - 1
1982 ... 0 - - - - - - -
1983 ... 1 1 - R
1984 ... 10 10 - - - - - 10

Reason Granted:

(A) endangering life or physical safety of any person;

(B) flight from prosecution;

(C) destruction of or tampering with evidence;

(D) intimidation of potential witnesses; or

(E) otherwise seriously jeopardizing an investigation or official
proceeding or unduly delaying a trial or ongoing official proceeding to
the same extent as the eircumstances in the preceeding
subparagraphs.

Customer Challenges

Under Title 12 U.S.C. Section 3410, a customer may challenge the right of a
government authority to obtain his/her records from a f{inancial institution by filing suit in the
appropriate U.S. district court. During 1984 a total of six customer c¢hallenges were filed
against two government authorities, Five customer challenges were filed against the
Securities and Exchange Commission and one was filed against the Secretary of Agriculture.
Of the six challenges filed, three were dismissed and three were denied,

A total of 57 customer challenges havc been reported filed in U.S. district eourts since
the Act became effective on Merch 10, 1979. A review of the data from the eivil cover sheets
and the court docket sheets has shown that one case reported in Indiana, Northern as pending
at the end of 1982 and 1983 was not a customer challenge. This case was filed as a Social
zgglﬁreny )beneﬁts claim (challenging o decision made by Social Security, not a customer

nge).

In the 1983 report the one case reported in Connecticut as pending at the end of 1983
was denied on January 3, 1984,
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ATTACHMENT #2
NEWS & OBSERVER
RALEIGH, N, C.
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Questions for Mr. Hadlow
from

Senator DeConcini

Mr. Hadlow, what is a bank's present responsibility under the Right to
Financial Privacy Act?

Mr. Hadlow: The banks present responsibility under the Right to
Financial Privacy Act is procedural in nature. That is, it is
precluded from releasing records to governmental authorities except
under certain specific conditions.

Do you believe the Right to Financial Privacy Act is effective in
protecting the legitimate financial privacy interests of organizations
and individuals?

Me. Hadlow: Yes, as to individuals, but it does not really protect
organizations,

The Administration bill charges financial institutions with cetermining
whether information may be relevant to a possible violation of law.
Doesn't this place an awful lot of responsibility on bank officials?
You are supposed to determine (1) whether a violation of law may exist,
and (2) the relevance of information you may possess. Can bank
officers adequately carry out these responsibilities?

Mr. Hadlow: Yes, in reality it would not be senior management in a
bank, but tellers and branch managers who would make these
determinations.

You are protected under the exemption of the Right to Financial Privacy
Ack only if you have "reason to believe" the information may be
relevant. What happens if a court determines later that you didn't
have such “"reasori to believe"? Do you know what this standard
requires? Could you compare it to what your responsibilit:as are at
present under the Right to Financial Privacy Act?

Mr. Hadlow: If the Court determines we did not have "reason to
helieve', then I assume we would be 1libel in a civil action for actual
damages and punative damages.

Current standard in section 3403 (c) speaks to a relevant standard and
this is, in my opinion, something more than a mere supposition.

8. 1335 would make it a crime for anyone to participate in movement of
funds with reckless disregard of the fact that such funds represent the
proceeds of unlawful activity. What do you think this means in the
context of normal banking operation? How would you advise your
employees as to their responsibilities under this provision?

Mr. Hadlow: First, let me say that to the best of my knowledge,
"reckless disregard" is a tort temm, and is not Eregquently used in
criminal statues. Second, I ¢an only reiterate the point made in the
staff memorandum prepared for the House Subcommittee on Crime.

"Under the reckless disregard state of mind, the government could
prosecute any and all employees who receive and cash or deposit a pay
check of a corporation that was guilty of a felony that resulted in a
nrofit to the corporation since their salary is derived directly or
indirectly from the proceeds of the crime ¢g. employees of E.F. Hutton,
etc."

It seems to me we don't want tc put the Hutton employee and the bank
teller in jail. We want to put individuals who try and shelter what
they know are illegal proceeds. Let's narrow the definition, and make
it as specific as possible. We need to convict the guilty not harass
the innocent,
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Questions for Mr. Hadlow
from
Senator Biden

Position on further defining what Banks can turn over to law
enforcement.

Mz, Hadlow there is a provision in the administration's bill section
3(c) that seeks to clarify the types of information that Banks can
initially turn over to law enforcement concerning suspicious activity.
What is the banker's position on this section?

Mr. Hadlow: We had a difficult time understanding why this section was
In the bill. fThe regulatory agencies are currently requesting all of
this information and more in the new criminal referral forms. I would
like to submit a copy of our comment letter* to the Comptroller of the
Currency on this subject.

We have no objection to giving specific information on a suspected
crime as long as the statute delineates the specifics, and does not
require we turn over our records to the govermmental bedy.

Bank responsibility to comply with the law.

Mr, Hadlow, I wonder if you could tell us what responsibility the
banking institution has in complying with the provisions of the Bank
Secrecy Act and where does the banking community draw the line on what
their responsibility should be to help prevent crime?

Mc. Hadlow: There is no problem with complying with either the Bank
Secrecy Act or the Right to Financial Privacy Act. Banks now turn over
information which may be relevant to a possible violation of a statute,

We also have any obligation to our customers not to allow the
government to use benks for fishing expeditions into their financial
records.

As 1 pointed out earlier, financial institutions were found guilty of
failing to file CIR's, not of taking part in criminal activities.

* ATTACHED
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AMERICAN 1120 Connectlcut Avenue, N.W.,
BANKERS Washington,D.C,
ASSOCIATION 20036

EXECUTIVE DIRECTOR
GOVERNMENT RELATIONS

! ' Edward L.Yingling
20214674097

October 25, 1985

Ms. Lynnette Carter

Communications Division

Office of the Comptroller of the Currency
S5th Floor

490 L'Enfant Plaza East, S5.W.
washington, D.C. 20219

Re: Docket No. 85~14, Reports of
Suspected Crimes.

Dear Ms. Carter:

In response to the notice of proposed rulemaking on Reports of
Suspected Crimes, published in the August 28, 1985 Federal %mter, the
American Bankers Association is submitting these comments. e American
Bankers Assoclation is the national trade and professional association for
America's full service banks. Our Assoclation is comprised of approximately
12,000 member banks, representing almost 20% of total industry assets.

The Office of the Comptroller of the Currency (OCC) is proposing to
require national banks to use either the “Long Criminal Referral Form" (Long
Form) or the “Short Criminal Referral Form® (Short Form) when reporting the
occurrence or discovery of any known or suspected criminal vielation of any
applicable Federal or state statute, or any mysterious disappearance or
unexplained shortage of bank funds or other assets., The Short Form would be
used when the suspected amount of loss was less that $10,000 and would
require information such as the approximate date and dollar amount of loss,
the type of crime, a brief summary of the violation, the identity of any
person suspected, and the location of the offices to which the report is
being sent. The Long Fomm would be used when the suspected amount of loss
was greater than $10,000 or when the loss involves a bank insider, executive
officer, director, or principal shareholder.

The proposed regulation would no longer require reports on mysterious
disappearances or unexplained shortages of $1,000 or more if they were due
to errors which had been discovered and corrected within seven business
days. When a national bank is in doubt as to whether or not to file a
report, the proposal recommends that a report be filed. For example, a
customer's pattern of cash deposits of just under $£10,000 may not trligger
the Bank Secrecy Act currency reporting requirements, yet may indicate the
exiatence of a money laundering operation. 'The OCC Swggests that a Criminal
Referral Form could be used to report such actlvity.

Under current regulations, a national bank is required to make an
Imnediate written report to the OCC, the U.S. Attorney, the FBI, and the
bank*s bonding company when known or suspected thefts, embezzlements, check-
kiting operations, misappropriations or other defalcations or other criminal
violations involving bank personnel or bank funds occur. Reports on
rysterious disappearances of bank funds of $1,000 or more are also required.
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A natlonal bank is required to include the identities of persons suspected
and the reasons for such suspieion in the report. 12 CFR Section 7.5225.

The Mmerican Bankers Association shares the concern of the 0CC and the
law enforcement community over the presence of criminal activity in national
banks. However, our Assoclation believes that the proposed implementation
of the Criminal Referral Forms as a means to identify patterns of criminal
activity and apprehend perpetrators of crime in national banks raises a
nunber of signhificant concerns. ‘The proposal would “deputize® bank
pérsonnel, is overly vague, would subject banks and bank petrsonnel to the
risk ‘of additional liability, would place an overwhelming burden on bank
resources, and would not effectively move the OCC or law enforcement closer
toward their stated goals.

Deputize Bank Personnel

The proposed rule would expand the current requirement for national
banks to report known or suspected criminal violations involving bank
personnel or bank funds, by adding a requirement to report any known or
suspected criminal violatlon of any section of the United States Code or
applicable state statutes involving the affairs of the bank, rather than
"growing out of the affairs of the bank." 1hls additional requirement would
make a bank a member of the law enforcement community. If a bank were
required to report criminal activity and the names of those persons
committing the crime, the bank would not be called upon to do anything more
than its "civic duty.” Indeed, the price an ordered society demands is the
responsible participation of its citizens.

This proposed rulemaking, however, 1s requiring much more of a bank,
f.e., to become an extension of the criminal justice system. Bank personnel
will have to be able to discern between ordinary banking transactions and
any known or suspected criminal violation of any section of the United
States Code or applicable state statutes involving the affairs of the bank.
For example, an employee of a bank, located in a neighborhood where most of
thelr customers deal in cash, may recelve deposits from the local dry
cleaner in $8,000 cash on a daily basis. Such transactlons would not
require the £iling of a form under the Currency and Foreign Transactions
Reporting Act requirements. 12 U.S.C. 5311 to 5322. towever, under the
proposed requirements, the teller would have to determine whether such
normal transactions should be reported on a criminal referral form as
suspected illegal activity.

A more burdensome example is presented by Racketeer Influenced and
Gorrupt Organizatfons (RICO} criminal statutes. Because RICO statutes are
criminal violations, bank personnel will have to determine whether any
deposit or withdrawal could be evidence of a possible violation of a RICO
statute - investing in any enterprise affecting interstate commerce if the
funds for the investment are derived from “a pattern of racketeering
activity" (these activities are deflned to include: murder, drug dealing,
bribery, robbery, extortion, counterfeiting, mail fraud, wire fraud,
embezzlement from pension funds, obstruction of criminal investigations,
fraind in the sale of securities, etc.). Banks will have to provide training
in Federal and state criminal law, and will also have to decide which
employees, from tellers up to the chief executive officer, will need to \
recelve such training. Under this proposal, a bank teller who had a
shortage of $1,000 that was not resolved within 7 days, due to an accounting
error, would find his or her name on a Federal criminal referral Form.

VAGUE

Our Association opposes the implementation of this proposal because it
is inherently vague, making it impossible to know what is required of banks
and bank personnel. If banks are going to be required to become
knowledgable in criminal law, they will need more clarification on how the
OCC defines certain criminal activity. If the deflnition of check-kiting
automatically includes check losses, the return of any check for reason of
non-sufficient funds could trigger the filing of a criminal referral fomm.
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If every loss from an automatic teller machine (ATM) is a possible suspected
non-employee larceny, no criminal referral forms will be filed; if not, then
every AT malfunction or error will require a criminal referral form. The
proposed regulations do not address any of these ambigulties. A report
would be required within seven business days of discovering suspected theft,
enbezzlement or misapplication of bank funds. A report would be required
within fourteen business days of discevery in the case of any mysterious
disappearance or unexplained shortage of bank funds of $1,000 or more which
is not located by the bank within seven business days of discaovery, The
bank that £iled a referral form on "a mysterious disappearance" within
fourteen days of discovery, only to find out later that the incident was
really embezzlement, could be penalized for not filing a timely report on
embezzlement, Anbiguities such as these are spawned by the vagueness found
in the Criminal Referral Forms of the Federal Reserve Board (FRB) and the
Federal Deposit Insurance Corporation (FDIC), as well as the OCC. Future
quidelines and clarifying language must be adopted and should result from a
cooperative effort of the OCC, the FRB and the FDIC.

Increased Risk of Liability

The OCC proposes to impose civil money penalties on the bank, its
officers and directors for fallure to file criminal referral forms. This
threat of liability will force banks to second-guess what may or may not be
considered suspected criminal activity., The degree of compliance with this
regulation will largely be determined by the interpretation of particular
bank examiners of when an ordinary occurrence points to a crime against the
bank. fThis "incentive® for the bank to err on the side of filing too many
forms runs into direct conflict with the increased risk of sult against the
bank for libel, slander, defamation of character, and harassment, to name a
few. Each person the bank names in the referral forms could become a
plaintiff in a suit against the bank. The long Form question #7(c) asks the
bank to indicate whether the suspected violation appears to be an isolated
incident or whether it relates to other transactions. Incorrect *judgment,™
i.e. listing other unrelated persons and accounts in answering this
question, would expose the bank to multiple suits arislng out of one
oceurrence.

In addition, persons in states such as California could sue the bank
for invasion of privacy. Relying on the California constitutional provision
that guaranteas a right to personal privacy, the California Supreme Court
held that a depositor could challenge a bank's unauthorized disclosure of
his bank records as an illegal search and selzure, when legal process vas
n?tbfolillowed. The proposed regulation offers no protection against such
liability.

The long Form also forces the bank to choose between complying with
this regulation on reporting suspected crime and complying with The Right to
Finaneial Privacy Aot {12 U.5.C. 3401 to 3422). If a bank completes lorg
Form question #7(b), it would "relate key events to dociments and attach
coples of those documents.”

Nothing in [The Right to Financial Privacy Act] shall
preclude any financial institution, or any officer,
employee, or agent of a financial institution from
notifying a Govermment authority that such institution,
or officer, employee, or agent has information which may
be relevant to a possible violation of any statute or
requlation. (12 U.S.C. Section 3403(c)).

Under current law, a £inancial institution that discloses financial
records "in good faith reliance upon a certificate of compliance with the
Financial Privacy Act by any government authority™ will be protected from
liability for improper disclosure. ‘herefore, under the proposed long form,
the Goverrment would be in possession of Einancial records not available to
them under the Financial Privacy Act, for there would be no certificate of
compliance.
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Increased Burden

The proposed rule will place a tremendous burden on the resources of
the bank, The proposed requirement to file campleted Short and Long Forms
within seven business days of the discovery of the suspected violation is
unrealistic. In addition to the vagueness of this time requirement as
already discussed, fixing seven days within which to complete the forms
makes compliance very difficult. For example, a completed referral on a
suspected defalcation invelving bank funds in most cases would require at
least 14 to 21 days before enough information can be compiled to complete a
referral form. Depending upon the answers to some of the questions raised,
supra, correspondent, regional, and money center banks will need to hire new
Personnel just to complete referrais on NSF checks. A majority of cases
that would require a Long Form require lengthy internal investigations
before enough "hard® evidence can be gathered to make a responsible
referral. If such short time demands are kept, the result will be
incomplete, inaccurate forms for the 0CC, and increased liability for the
banks

Missing the Goals

The implementation of the required filing of the long Form and Short
Form will not move the OCC or law enforcement closer toward their stated
goals. The OCC has proposed to eliminate the burden placed on banks by the
current reporting system (12 CFR 7.5225). For reasons stated above, the new
requirement will increase the burden placed on banks dramatically. The
limited benefit from this proposal does not outweigh the burden it will
place on banks., fThe OCC states that these changes will facilitate the
assessment and investigation of possible criminal matters, aid in the
identification of patterns of criminal misconduct, and improve the 0CC's
ability to track the disposition of criminal referrals.

The OCC has offered no evidence that the current system of reporting
known or suspected criminal activity is inadequate., The assessment and
investigation of possible criminal matters and the identification of
patterns of criminal misconduct will be enhanced by improving the
coordination between the OCC and the law enforcement community.

We appreciate this opportunity to comment and offer our assistance in
working toward a more reasonable means by which the OCC, law enforcement,
and banks may reach their goals.

Since ely,

&y
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Senator McConnNELL. Who would like to go next? Mr. Nickerson.

STATEMENT OF WILLIAM W, NICKERSON

Mr. NickgrsoN. Mr. Chairman, my name is William W. Nicker-
son. I am an attorney in Washington, DC. I am formerly Deputy
Assistant Secretary for the U.8. Treasury Department, who wrote
the 1980 Amendments to the Bank Secrecy Act’s regulations and
initiated Operation Greenback, which to date has resulted in the
seizure of in excess of $100 million in its various operations
throughout the United States.

I want to thank the committee for requesting that I testify.

While I concur that every possible effort should be made to inter-
dict money laundering, we must be mindful that these goals can be
accomplished within the parameters of the Bill of Rights and cer-
tain Federal statutes that protect our individual freedom.

Strong criminal enforcement and the protection of our basic ¢ivil
rights are not mutually exclusive. In fact, sir, they go hand in
hand. It is the protection of these individual liberties, such as rea-
sonable expectation of privacy, that emphatically distinguish the
United States from totalitarian regimes.

As the father of a 15-year-old son, I strongly recognize and ap-
plaud the Government’s action to employ every reasonable means
to protect our children from narcotics and other insidious activi-
ties. While there is no doubt that the poor suffer the greatest from
the effects of criminal activity, a recent case concerning students at
a wellknown New England prep school demonstrates that the ef-
fects of narcotics touches every strata of society.

In any successful campaign against organized crime, there is no
question that Federal authorities must target those individuals and
institutions who attempt to seclude illicit profits.

In 1980, as the Deputy Assistant Secretary of the Treasury, I
drafted the amendments I mentioned before to the reporting and
recordkeeping requirements of the Bank Secrecy Act and instituted
Operation Greenback so as to effectively attack this problem,

I feel that the provisions contained in S. 1335 have both a
number of obvious and hidden pitfalls. These provisions jeopardize
individual rights and are counter-productive to effective criminal
enforcement.

In addition, the 1985 Omnibus Crime Act provided additional ar-
maments to the Federal arsenal to combat money laundering. Vio-
lation of the Bank Secrecy Act is a predicate RICO offense; grounds
for a title III wiretap, and makes any and all willful violations of
the act a felony, as well as providing for other enforcement tools.

While S. 1335 has been drafted with good intentions, I believe it
contains certain aspects that will seriously jeopardize individual
privacy without enhancing Federal enforcement.

In fact, the additional paperwork that would be generated by S.
1335 and parts of its companion iegislation could be counterproduc-
tive to the analysis of data that is already being received under the
Bank Secrecy Act.

For example, in earlier testimony by Mr. Queen, he stated that
there was a backlog of some 300,000 to 400,000 reports because of
the recent change in sending reports to the Detroit centers. I would
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suggest that that is a conservative statement. I know for a fact that
to request an exemption that falls outside the parameters set forth
in the 1980 amendments takes anywhere from 90 to 180 days and
in some instances even longer.

Keep in mind, members of the committee, that many of these ex-
emptions are for entities such as the public utilities, where there is
no reasonable grounds to suspect that the utility would be in any
way engaged in criminal activity.

I would now like to offer some specifics on the proposed legisla-
tion.

First, I strongly support those elements of the proposed legisla-
tion which make it a Federal crime to order, facilitate, or perform
a function aimed at laundering money and thereby attempting to
circumvent requirements of the Bank Secrecy Act. This extension
of criminal and civil penalties to individuals other than financial
institutions or their employees is long overdue. The provision will
have a chilling effect on those who serve as couriers for illegal en-
terprises.

Second, I strongly support an automatic 30-day delay in the
notice provision to the customer where the government secures
specific bank records via a subpoena issued by a grand jury, an
order of the court, or where the bank has reasonable cause to be-
lieve it is being used as a target for fraud.

I also suggest that increased penalties included in the proposed
legislation are necessary. However, I would like to say that the
penalties that were incurred, for example, in the Bank of Boston,
could have been serious by increasing the number of indictments
aﬁainst the bank and subsequently convicting the bank on these
charges.

I am opposed to any provisions that would place an affirmative
responsibility on an institution to identify an individual account or
provide the Government with financial information based solely on
a reasnnable belief that it may be being used as an agent, conduit
or depository for proceeds of criminal violations. There should be
no affirmative responsibility on the part of the financial institu-
tions to volunteer this information.

If enacted, S. 1335, the U.S. Government should indemnify any
institution that surrenders such information. In other words, we
are asking the institution, and its employees that are not trained
as a law enforcement officer or, attorneys, to identify what is a sus-
picious transaction. I think that goes far beyond the bounds of re-
ality. At the same time, we are providing severe penalties for viola-
tions under language that is usually attributed to a civil statute.

Fourth, any provision to modify the Right to Financial Privacy
should be narrowly drawn and specifically focused. On its face, S.
1835 appears to totally abrogate the Right to Financial Privacy.

The Bank Secrecy Act already provides important exemptions to
the act. If the Government focuses its attention on the strong en-
forcement of this act, the shotgun approach proposed in this legis-
lation would not be necessary.

There is sufficient evidence that the Government currently lacks
adequate resources and expertise to fully utilize the information al-
ready available under the Bank Secrecy Act. To expand the report-
ing requirements to other undefined monetary instruments and to
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place an affirmative responsibility on banking institutions is unre-
alistic and unnecessary.

Senator McConNELL. Excuse me, but could you wrap it up, Mr.
Nickerson?

Mr. NICKERSON. Yes, sir.

In my wrap-up, all I would like to say is that we must keep in
mind that the Right to Financial Privacy and similar legislation is
the product of some overzealous and unjustified inquiries into peo-
ple’s personal lives.

These inquiries were not prompted by legitimate Federal enforce-
ment needs, but for political purposes to satisfy sordid curiosities.

In my opinion, the enactment of this legislation could well create
a climate which again encourages such abuses and may cause legis-
lation which is much more restrictive than that currently in the
Right to Financial Privacy.

Thank you.

Senator McConnNELL, Thank you.

[Prepared statement and responses to questions follow:]
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TESTIMONY
OF
HON. WILLIAM W. NICKERSON
LAW OFFICES OF LEONARD & MCGUAN

Mr. Chalrman, members of the Committee, let me thank you
for requesting my testimony on 8. 1335, &. 1385 & 8. 572, three
extraordinary important pieces of legislation dealing with money
laundering. In my formal testimony, I would like to limit my
remarks to S. 1335 about which I have specific concerns and
recommendations,

Wwhile we concur that every possible effort should be made
to interdict money laundering a by product stemming from the
sale of illicit narcotics and other organized criminal activities,
we must be mindful that these goals can be accomplished within
the parameters set forth by the Bill of Rights and certain federal
statutes that protect our individual freedom.

Strong criminal enforcement and the protection of our basic
civil rights are not mutually exclusive. We should use a balanced
approach which accomodates both goals. It is the protéction of
individual liberties such as the reasonable expectation of privacy
that make-up the core of our successful way of life and are the
essential elements which separate the United States from

totalitarian regimes that deny their citizens basic human rights.

As the father of a fifteen year old son, I strongly recognize
and applaud the Government's action to employ every reasonable
means to protect our children from narcotics and other insidious
activities which are becoming increasingly available and affects

the entire strata of society.
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While there is no doubt that the poor suffer the greatest
from the effects of criminal activity, a recent case concerning
students at a well-known New England prep school demonstrates that
it is naive to believe that "safe harhors” exist which protect our
youngsters from the blight of narcotics.

In any successful campaign against organired crime, and partic-
ularly the narcotics trade, there is no question that federal
authorities must target those individuals and institutions who
attempt to seclude illieit profits. 1In 1980, as the Deputy Assistant
Secretary of the Treasury, I drafted amendments to the reporting
and record keeping requirements of the Bank Secrecy Act recodified

at 31 U.S.C. 5311 et seq., as the "Money and Finance Act" and its

pertinent regulations found at 31 C.F.R. part 103 et seq. and
instituted Operation Greenback which has successfully selzed
over one hundered million dollars in illegal criminal profits.
These efforts to target criminal profits and penalize Einancial
institutions which assist in their laundering while not totally
successful have had a positive effect on our nation's overall
enforcement efforts.

I feel that the provisions contained in Senate $. 1335,
better known as the Administration's Money Laundering Bill
has a number of both obvious and hidden pitfalls. These provisions
both jeopardize individuals rights and are counterproductive to
federal enforcement efforts aimed at successfully convicting
those who participate in or facilitate money laundering incident

to criminal activity. The 1980 amendments to the Bank Secrecy

57-310 Q—86--—17
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Act's regulations were prompted by our belief that a successfunl
attack on sophisticated criminal activity such as narcotics

trafficking, loan sharking, extortions, etec., necessitate increasing

the risk of exposure while reducing the incentive for this
type of c¢rime, i.e., mopey.

Crime is a cash business. Its very nature causes large

sums of currency to flow through our nation's financial institu-
tions. It is imperative that we contlnue to track these transactions
through the authority provided for in the Bank Secrecy Act and
its pertinent regulations.

\Q
) In addition, the 1984 Omnibug Crime Act put bolstered
teeth in the federal effort to combat money laundering, The
omnibus Crime Act of 1984, made a violation of the Bank Secrecy
Act a predicate R.I.C.0. offense; grounds for a Title III wire
tap; and makes any and all willful violations of the Act a
Eelony.

Since leaving the government to enter private practice, I

have never represented an individual or entity charged with
narcotics violations or money laundering. I make reference to

this fact to demonstrate my continued support for effective

legislation against money laundering and my refusal, although
often requested, to represent persons charged with such offenses.
Nevertheless, I have a real and increasing concern that certain
provisions of the Administration's proposed legislation, while
drafted with noble intentions, seriously jeopardizes individual
rights without any realistic expectations of enhancing the

federal enforcement efforts.
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In fact, the additional paperwork generated by this proposed
legislation could be counterproductive and defeat the Government's
ability vo provide the sophisticated analysis necessary in
developing tactical intelligence necessary to fight organized
crime. There is evidence that the government is currently
unable to adequately utilize the information they receive. This
is due to an increased volume of information an an inexplicable
propensity to dwell on minutiae. That is, there is a recent
phenomonen vhich places more emphasis on harmless errov in

reporting minor details than on enforcement programs aimed at

major narcotics traffickers and other organized criminal combines.

I would now like to go into the various elements of the
proposed legislation:

1, 1I strongly support those elements of the proposed
legislation which make it a federal crime to order, facilitate
or perform a function aimed at laundering money and thereby
attempting to circumvent the requirements of the Bank Secrecy
Act recodified as the Money and Firince Act at 31 U.S.C. 5311,
et seq. and its pertinent regulations found at 31 C.F.R. Part
103 et seq. This extension of criminal and civil penalties
to individuals other than than financial institutions or their
employees is long overdue. The provision will have a "chilling"
effect on those who serve as couriers for illegal enterprises.

2, I strongly support an automatic 30 day delay in the
notice provision to the customer where the government secures

specific bank records via a subpeona issued by a grand jury, an
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order of the court or where the bank has reasonable cause to

believe that a certaln account or particular transaction poses
a threat to the institution's financial integrity.

3. I am opposed to any provisions that would place an
affirmative responsibility on an institution to identify an
individual aecount or provide the government with financial
information based solely on a reasonable belief that the above

may be being used as an agent, conduit or depository of the

proceeds from a c¢riminal violation or where said transaction

or account is being used to undermine the financial integrity

of the institution. There should be no affirmative responsibility
on the part of the financial institutions to volunteer this
information. The threshold standard employed, i.e., reasonable
cause, is so low and we may presume that employees of financial
institutions are not generally familiar with the degrees of

proof necessary to support this standard and would place the
institution or its employees in jeopardy of violating the

right to financial privacy. However, where institutions

or an employee does surrender such information “in good faith*,
they should be indemnified by the United States against any
individual by the customer that their rights were violated.

4. Any provisions which modify the Right to the Financial
Privacy Act of 1978, including those suggested above, should
be narrvowly drawn and specifically focused, O©On its face, the
language in S, 1335 appears to be a total abrogation of the
Act, The Bank Secrecy Act already provides important exemptions

to the Act. If the government focuses its attention in a
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coherent, rational and expert manner in enforcing the record

keeping and reporting requivement of the Bank Secrecy Act,

this "shot gun" approach proposed in S. 1335 would be unnecessary.
There is sufficlient evidence that the government currently

lacks adequate resources and expertise to fully utilize the

information already avalla:le under the Bank Secrecy Act. To

expand the reporting to other undefined monetary instruments and

to place an affirmative responsibility on financial institutions

to make judgments on whether or not certain transactions are
the product of criminal activities is overreaching. The language
contained in S, 1335 is coercive in nature and could very well
cause an ingtitution out of fear of prosection, to provide
customer information that has no legitimate value to any
criminal or civil lnvestigation., I repeat, with emphasis, that
we are placing an enormous burden on our financial institutions
whose personnel most likely iack the training and expertise
necessary to make informed judgements as to whether or not
certain financial transactions are sufficlently suspicious to
warrant the surrender of records to the government. I strongly
suggest this approach will yield little or no additional valuable
information which is not already avallable; or can be attained
under procedures set forth under the Right to Financial Privacy.
On the other hand, the government is encouraging "open
season" on financial disclosure by using these coercive provisions

contained in S. 1335 coupled with the direction contained in
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subsection 3A that allows a bank officer to turn over records
that "may be relavent."

The lack of specificity in terms such as "may be relevent"
only causes administrative nightmares for the financial institutions
and unjustifiably erodes the customers basic right to some semblance
of privacy.

Finally, it should be noted that the GAQ has reported and
the Administration has failed to demonstrate to the contrary
that the Right to Financial Privacy poses a serious threat to
effective law enforcement. We mugst remember that legislation
in and of itself can not take the place of effective law enforcement.

In section 3b, I believe the proposed language allowing the
transfer of information from one agency to another should bhe
tightened. The Congress should ensure that sufficlent safe
guards are built in so that financial records do not =nd up in
the hands of agencies or persons unless there are clea; indications

that the information they provide has a direct and significant

relationship to criminal activity and is not merely the product
of inter-agency curiosity.

We must keep in mind that the Right to Financial Privacy
and similar legislation is the product of some overzealous and
unjustified inquiries into people's personal lives. These
inquiries were not prompted by legitimate federal enforcement
needs, but for political purposes to satisfy the sordid curiosities
of persons with perverse views of authority without any sense

of respongibility,
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in my opinion, the enactment of the provisions of S. 1335,
could well create a climate which again enccurages guch abuses
and may cause the enactment of legislation more rvestrictive

than the Right to Finan-ial Privacy and in turn dramatically

"hamstring" our federal enforcement efforts.

I wish to again thank the Committee for inviting me to

testify and 1 am willing to answer any dquestions you may have.

Answers to Judicilary Testimony of October 29, 1985 by

william W. Nickerson

{1) pPleasc tell the Committee what the primary intent was
for the 1980 amendments to the Bank Secrecy Act?

1.

The primary intent for the 1980 amendments to the Dank
Secrecy Act Regulations found at 31 CFR Part 103 was the
following:

A.

To give the financial institutions better directions
and specificatian ag to those activities that were
appropriate for exemption from the reporting requice-
ments.,

In 1999 and 1980, I dirccted all ®lorida Banks to

aubmit copies of thelr exemption lists., This

was due to the fast rate of growth in "inputs'

i.e., cash flowing into the Florida Federal Reserve
District in Jacksonville, without any corresponding
increase in reporting. We discovered, for most Florida
Banks, the sole criterion for placing an entity on

its exemption list was that it was a large cash depositor.
There was no correlation between the type of business
the entity was engaged in and the amount of currency
deposited. Therefore, we found certain entities

such as boat, car and automobile dealership which
traditionally do not deal in large sums of cash,

heing exempted. We had reason to believe such enti~
ties were being used to funnel cash that was proceed

of illicit activity. Furthermore, the majority of Banks
in Florida placed any entity or person on its exemption
list solely because they dealt in high volume of
currency.

We specifically maded certain entities and transactions
non-exemptable, This included the dealerships mentioned
above and bank to bank international transfers of

cash. We belicved that these were prime facilitators
for money laundering schemes.

Secondly, there was inadequate data on persons or
entities who were reported on 4789's (C.T.R.'s) as
making large cash transactions. Thereforg, we directed
the bank to raequire customers to provide information
such as their social security number, place of business,
etc,
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D. Additionally, we required more specific informa-
tion on exempted entities and retained the right
to direct the banks to delete any exempted customers.
Said direction would be given where Treasury, through
the Bank Supervisory Agencies or the.I.R.S., found
that such an exemption was inap?ropglate. Addxt*onally,
Banks were required to keep their llst.of exemptions,
with an explanation for such an exemption in a central
place for a period of five (5) years, where they
could be reviewed by the Bank Supervisory Agencies

4 or provided to Treasury upon request.

. In short, our spwcific aim was to increaze the data
base provided by financial institutions so the
government could better identify la;ge de9051tors‘of
currency who lack adequate explanation for excessive
transactions. This is a prime indication of possible
high level criminal activity.

(2) To the best of your knowledge do you believe the 1980
amendments have successfully been implemented and
enforced? Please give examples.

2. This is a difficult guestion to answer in that T resigned
from Treasury in June of 1981 and therefore, no longer
have the direct access to the data and changes in reporting
or the number of criminal cases which were resulted
pursuant to these charges. However, I have been informed
that the number of reports being filed have dramatically
increased since 1980.

A. The data has been more complete and there has been
a reduction in the number of entities on the exemp-
tion list.

B. The above factors have led to increased criminal
and civil investigation.

However, I should note that in 1980 we supplied the
I.R.S. with almost 1000 suspicious exemptions which
shculd have been targe's for at least a civil audit.
To the best of my knowiedge, little has hcen done,
in this area.

(3) When you were proposing amendments to the Bank Secrecy
Act was there any consideration to propose changes to
Right to Financial Privacy act like those proposed in 8.
13357

3. Yes, there were. However, these modifications were minimal
and as I recall, limited to two areas. First, we believed
there was a need for Administrative summons authority by
the Treasury Department. Secondly, I recommended an
automatic thirty (30) day delay in notice to the customers
whose records were under review. However, in both instan~
ces, it was our policy that there had to be either probable
cause to believe an account or ertity was being used as a
criminal device, or that an ongoing criminal investigation
had been initiated and said information would be of
significant value.

(4) Do you believe that the provisio i
. ns of 8§, 1335 might in
fact hinder our burden enforcement
3 ef ?
explain and give example. fores Flease

4. Yes. I have every reason to believe that the government
currently lacks the resources and expertise necessary to
evaluate and analyze the information they currently receive.
The new requirements called for in S.1335 would only )
generate increased paperwork which would only serve to
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detract from their current capabilities. I strongly
advocate additional resources, independent of the passage
of S.1335, be allocated to the office of Enforcement of
Operations at Treasury. They are the only segment of the
government that has the sophistication and expertise
required to provide proper analysis of the financial data
vis-a-vis the Bank Secrecy Act. However, they sorely
lack the resources to achieve their potential.

{(5) Do you have any ideas for changes in the Bank Secrecy
Act that are not included in these bills?

5. An automatic thirty (30) day delay in customer notice
as outlined in my earlier answer. 1In addition, if
§.1335 is enacted, I strongly urge that punitive damages
be available to a customer whose records are obtained by
the government, but the government fails to indict said
customer. This should cause a "chilling effect" on
unwarranted "frisking expeditions."

Senator McConNELL. Mr. Berman.

STATEMENT OF JERRY BERMAN

Mr. BErMaN. Senator McConnell, Senator DeConcini, we are all
freezing in this room, so let me try and be brief and get to the
point.

I think that there is a consensus that money laundering legisla-
tion is necessary. The ACLU would not oppose a balanced and
narrow approach to the issue—one that carefully takes into ac-
count not only law enforcement needs, but basic civil liberties.

We, from this point of view, strongly oppose—as do the bankers,
the defense bar—the administration’s legislation. On the other
hand, we have no strong objection or any fundamental disagree-
ment with Senator D’ Amato’s original bill and Senator DeConcini’s
proposal, one, because they focus on money laundering as described
by the Organized Crime Commission, moving money through finan-
cial institutions, and are not more broadly cast, and second of all,
%% do not do damage to the Right to Financial Privacy Act of

Our principal objection to the administration’s bill is that it
would eviscerate the modest protection of that act, passed in 1978,
and do so without any justification on the record.

In 1978, Congress recognized that we live in a record society, and
that increasingly, with computerization, more and more personal
and private information about our lives is held by third-party insti-
tutions such as banks.

They passed a statute which was a compromise to begin with. It
did not establish very heavy burdens on the Government to obtain
records. The Government only has to show that it is relevant to a
law enforcement investigation. It requires notice and formal proc-
ess in most cases, but in the context of this legislation that the ad-
ministration is requesting, it should be recognized that the act has
several ways for the Government to obtain records without notify-
ing customers—pursuant to a grand jury subpoena, pursuant to a
search warrant—and it can get a delay of notice in any case where
there is a possibility that evidence will be destroyed or tampered
with, or where an investigation would be jeopardized.

Mr. Chairman, at this point, in law, there is less protection for
bank records than there is for cable subscriber information under
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Federal statutes, and here comes the administration saying that
RFPA is a major barrier to money laundering investigations.

So, what do they propose to do? In section 3(a), they would like to
go back to the process whereby in certain crimes, banks would be
able to turn over underlying customer bank records without notice
to the customer, without going to court, without formal process—
just turn them over to the Government. Now, it is three separate
statutes—the Bank Secrecy Act, drug crimes—but the third one is
the money laundering crime that they define in this bill. And it is
not money laundering through financial institutions. It adds—
money laundering is defined as “any transaction”—not simply
money—but “any currency transaction”’—a check, any money in-
strument used with the intent to engage in any illegal activity—or
engaging in any monetary transaction knowing or in reckiess disre-
gard of the fact that the money may be derived directly or indirect-
ly from illegal activity.

That goes far beyond financial institutions. As the district attor-
ney pointed out, that could cover someone buying dope on a corner
in Florida, because that is using money in an illegal transaction.
That becomes money laundering. Any embezzlement, fraud, crimes
which are covered by local, State and Federal law are swept within
this broad new crime of money laundering.

As the Organized Crime Commission witness said, the adminis-
tration did not decide to focus on financial institutions; they decid-
ed to take it a little broader. Well, they have taken it much broad-
er.

Our objection in the first instance is that all of the records that
may be relevant to an investigation under this statute can be
turned over by banks informally to the Government. And there is
an incentive, almost a coercive incentive, for banks to turn over
those records, because banks are now worried, as the Bankers Asso-
ciation pointed out, about the reckless disregard standard where
they could be prosecuted where they should have known that the
transaction was derived from illegal activity. So they will turn over
records to avoid any negligent liability.

Finally, they want to obtain bank records by grand jury subpoe-
na and yet at the same time, not turn over the records to a grand
jury for final scrutiny. They want to overturn State bank privacy
statutes.

In conclusion, we think they want to wipe out this act. They
have made no case for it on the record. They have ample means
under the current act to get delay of notice. They have used that
about 30 times in the history of the Financial Right to Privacy Act.
They have been turned down once, and in 29 cases they have ob-
tained records without notice.
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So there are mechanisms for them to use under the act. They
testify that banks are not coming forward with information about
underlying crimes. They have an amendment in their bill which
would clarify that banks can come forward with information about
criminal activity. That is a fair compromise. That is all they really
keep talking about. But to add amendments which would allow in-
formal access to bank records would be to undermine this act. It is
not necessary, and more narrowly drafted legislation such as Sena-
tor DeConcini’s is really what the Congress ought to focus on.

Thank you, Senators.

[Prepared statement follows:]




200

TESTIMONY
OF

JERRY J. BERMAN
CHIEF LEGISLATIVE COUNSEL

ON BEHALF OF
THE AMERICAN CIVIL LIBERTIES UNION

Mr. Chairman and Members of the Committee:

Introduction:

On behalf of the American Civil Liberties Union, I want to
thank you for requesting our testimony on proposed money
laundering legislation, As you know, the American Civil
Liberties Union is a nonpartisan organization of over 250,000
members dedicated to the defense of civil liberties gquaranteed by
the Bill of Rights.

We recognize that money laundering is a serious and growing
problem in the United States and that legislation may be
necessary to deal with it. However, we believe that any
legislation in this area must be carefully crafted to balance the
legitimate and demonstrated needs of law enforcement with the
privacy rights and other civil liberties of bank customers and
citizens. For this reason, we strongly oppose the Ad-
ministration's proposal, S8.1335, "The Money Laundering and
Related Crimes Act of 1985." 85,1335 is not a narrowly focused
approach to the problem. Instead it is a prosecutor's "wish
list" and a serious threat to civil liberties.

Our foremost objection is that S.1335 would eviscerate
the modest protections for customer bank records established by
the Congress in the Right to Financial Privacy Act of 1978 and
would preempt state privacy laws which protect bank records. We
also objeckt to the breadth of conduct made criminal under the
bill because it will increase the volume of bank records which

may be turned over to the government in violation of established

privacy protections and could lead te the investigation and

prosecution of conduct which should be considered legal. The
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bill would also establish new crimes which, if broadly applied by
prosecutors, could adversely affect First and Sixth Amendment
rights. We believe the Administration has not established on the
public record a credible justification for gutting the Right to
Financial Privacy Act or creating sweeping new criminal statutes
in order to reach money laundering schemes. The Administration
approach should be rejected.

In our testimony today, we will focus on the Administration
bill because of its serious threat to civil liberties., However,
we want to make it clear at the outset that we believe a balanced
approach to the money laundering problem is possible. In this
regard, we have no fundamental objection to the approach embodied
in Senator Dennis DeConcini's bill, S, 1385 or Senator Alfonse
D'Amato's bill, S8.572, legislation that would make money
laundering narrowly defined a crime without weakening the Right
to Financial ?rivacy Act, Our principal concern with these bills
is with the requisite intent or gcienter necessary for someone to
commit the crime of money laundering.

II. Privacy Concerns Regarding S.1335

As the price of living in today's society, citizens must
turn over extensive personal information about themselves to
government and private agemcies to receive benefits, obtain
credit, or conduct business., Information once kept in the home
and protected from intrusion by the Fourth Amendment is now held
by third party record holders. Bank records are a case in point.

Checking accounts, loan applications, and bank credit card

transactions contain considerable personal information about our
finances, tastes, opinions, and travels. Today, with
computerization, these records are readily accessible for
investigatory purposes.

Unfortunately, the Supreme Court has not interpreted the
Fourth Amendment in a way which affords citizens privacy
protection for their bank records. In 1976 the Court held in

Dnited States wv. Miller that citizens had no property or privacy
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interest in bank records, In response the Congress passed the
Right to Financial Privacy Act in 1978 to give citizens some
expectation of privacy in bank records. In effect, the Congress
overturned the Miller deciéion.

In all candor the Act is not a “model" privacy Act. When
passed, it represented a compromise between privacy advocates who
wanted notice and formal process each time the government sought
individual bank records and law enforcement agencies who wanted
flexibility in some circumstances. Under the Act, citizens, in
most circumstances, must be notified that a demand for his or
her records has been made by the government and afforded an
opportunity to contest access in a court of law.

However, there are important exceptions to the notice and
challenge requirements which must be understood in the context of
evaluating the merits of the Administration's proposed amendments
to the Act. Notice is not required if the government obtains a
search warrant and the government may obtain a delay of notice
pursuant to a grand jury subpoena or from a judge if it can
demonstrate that there is a possibility of physical injury to a
person, flight from prosecution, destruction of or tampering with
evidence, or that notice would otherwise geriously jeopardize an
investigation or official proceeding. Moreover, in court the
government does not have to meet a probable cause or even a
reasonable suspicion standard (as required for government access
to cable subscriber information in the Telecommunications Act
passed by Congress in the last session) to obtain customer bank
records but only that the records are relevant to an
investigation,

The amendments to the Right to Financial Privacy Act
contained in Section 3 of S.1335 would seriously weaken the
limited privacy protections in the Act without any demonstration
on the public record that the Act presents a serious impediment
te law enforcement investigations in general or of money

laundering schemes in particular. At this point, we should look
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at the proposed changes in RFPA and whether there is any
demonstrated justification for them,

1. Disclosure of Bank Records Without Apy Process

Subsection 3(a) would add a new exception to the privacy
protections of the Right to Financial Privacy Act. It would
permit a bank to disclose individual customer records to the
government without notice or legal process when the bank "has
reason to believe” that the information may be relevant to the

violation of one of a group of specific laws (i.e. when there is

suspicion of a crime by or against a bank; suspicion of a drug related

offense; or suspicion of money laundering).

While this may appear on the surface as a "surgical" demand
for a narrow category of bank records to meet a compelling social
problem, the section actually amounts to "carte blanche"
authority for the government to request and banks to turn over on
their own initiative or out of fear of possible prosecution bank
records in a wide variety of circumstances without notice to the
customer or formal legal process.

First, the Administration's proposed crime of money
laundering for which an exception is granted covers conduct far
broader than what is commonly understood as money laundering
activity. Although the Administration testifies about criminal
elements laundering cash through banks in amounts under the
$10,000 reporting requirement of the Bank Secrecy Act by buying
cashiers checks, money orders, and the like (e.g. "smurfing") or
more broadly transferring illegal cash into stocks, bonds, real
estate, or business ventures, the scope of the money laundering
offense in section 2 of the bill is sweeping, The offense literally
covers any person who conducts any financial transaction whether
in cash or other monetary instrument "with the intent to
promote,..carry on..,or facilitate,..any unlawful
agtivity..which in any wav or degree afifects interstate or
foreign commerce...or conducts any transaction "knowing or with
reckless disregard of the fact that such monetary instruments or




204

funds represent the proceeds of, or is derived directly or
indirectly from the proceeds of any unlawful activity.® The
definition of unlawful activity covers any federal or state crime
punishable by a term of a year or more.

We read the crime to cover almost any crime and conduct
which should not be criminal. It would cover buying drugs,
illegal firearms, selling defective merchandise, fraud,
embezzlement, and so on. A car salesman, a brokerage firm, a real
estate company, or politician who engaged in any transaction with
anyone in circumstances where they "should have known" that the
noney received was indirectly derived from illegal activity would
also be guilty of money laundering.

While the money laundering offense raises questions of
federalism and overbreadth to which we will return, in the
context of an exception to the Right to Financial Privacy act, it
means extensive bank records are subject to the notice and legal
process exception and may be turned over to the government. In
this regard, banks are given enormous discretion to turn over
records unilaterially., Section 3(a) allows a bank officer to
turn over records whenever he or she *has reason to believe" the
records "may be relevant® to a money laundering offense, drug
crime, or violation of the Bank Secrecy Act.

The money laundering crime may even act as subtle coercion
oh banks to turn over records in this fashion---to avoid possible
criminal prosecution in circumstances where they might be acting
in "reckless disregard" of the fact that money in certain
accounts was derived indirectly from illegal,ackivity. The best
way to avoid serious negligence is to check suspicions with the
government by turning over bank records. One bank official has
commented that while banks want to cooperate with the government ¢
in detecting illegal money laundering activity, the banks also
want to protect customer privacy and not becbme‘"bank snitches.”

This statute is drawn in a way which may give them no other

cholce.
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We believe this new exception to the current law is
absolutely unnecessary. Present law permits a bank to release
records in most circumstances only after the government has filed
a proper demand and a customer is notified. However, present
law does permit a bank, onits own initiative, to notify the
government that it has information which may be relevant to a
possible violation of the law. (Section 1103 of 12 U.S.C. 3403)
The government can then obtain individual records by complying
with the procedures in the 1978 Act. Moreover, as noted earlier,
present law permits access to records without notice to a
customer pursuant to a search warrant, grand jury subpoena, or
when a court determines that notice would create danger of
physical injury, tampering with evidence, or would otherwise
seriocusly jeopardize an investigation. (See sections 1102, 1109
of 12 U.S.C. 34009)

We note that the government has made no showing that the
Right to Financial Privacy Act procedures present a serious
impediment to law enforcement or money laundering investigations.
In fact the GAO has reported that the Act has not slowed down
investigations and that the government has rarely, if ever,
invoked its right to override the requirement that a bank
customer be notified when the government has access to his or her
records, In a 1984 "Report on Applications for Delays of Notice
and Customer Challenges Under Provisions of the Right to
Financial Privacy Act of 1978" by the Administrative Office of
the United States Courts, it is reveaied that the federal
government reguested delayed customer notices in only 10 cases.
All occurred in one state, Nebraska, All requests were granted.
In point of fact, the Report indicates that the federal
government has filed only 30 delayed notice applications
including the 10 in 1984 since the Act went into effect in 1979!

Instead of permitting banks to turn over records without
process, the government should be satisfied if the law. is

clarified to indicate that banks may turn over information that
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nay be relevant to an investigation. In this respect, section
3(c) expands the amount of information that a bank can release to
the government concerning its suspicions that c¢riminal activity
is or has taken place. Currently, the Right te Financilal Privacy
Act permits a bank to notify the government on its own initiative
that it *has information which may be relevant to a possible
violation of any statute or regulation.” {Subsection 1103(c) of
12 U.S.C. 3403(c)) The proposed subsection 3{c) would add
clarifying language explaining that such information may include
the names of individuals, the types of accountsg involved, and the
nature of the suspected activity. This clarifying language
appears reasonable to provide banks with some guidance. But with
such a change, the releagse of individual records permitted by
subscection 3{a) becomes even more unnecessary. With subsection
3(c), the banks can give the government enough information for it
to proceed in its investigations, and if the government finds
that it needs specific bank records, it can get them by complying
with the procedures in the Act. If it needs delay of notice,

present law provides the means for obtaining it.

2. Good-Fajith Defense

On top of permitting banks to turn over bank records without
notice and process, the Administration also proposes to give
banks a "good faith defense" to civil liability when they do so.
This section is an incentive for banks to cooperate with the
government in going around formal process and dangerous to bank
record privacy. Under current law, a bank has a good faith
defense against liability if it discloses information when it has
the appropriate government paper work in hand. Subsection 3 (¢)
would provide a defense against civil liability if the bank could
show records turned over without process was done in a "good-
faith belief that such records may be relevant to a possible
viclation of law." BAny yiolation of law. Thus, under this

section, a bank may be immune from liability for releasing bhank
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records about the Socialist Worker Party, an organization
providing abortion counseling to teenagers, or a fundamentalist
religious organization —~-all in the "good faith belief" that
their activities involve "possible violations of law," A nere
request by a government investigative agency might be enough to
justify a "good faith belief."

3. Exchange of Bank Records Among Different Government
Agenciesg

Subsection 3(b) would permit financial records obtained by
one government agency to be transferred to another agency without
notice "if there is reason to believe that the records may be
relevant to a matter within the jurisdiction of the recei&ing
agency." The current Act permits such exchanges of customer
information with only a minor paperwork requirement and
subsequent notice to the customer (Subsection 1112(a), 12 U.S.C.
3412(a)) S.1335 would repeal even these minor protections,
once again without any public record that they seriously impede
investigations. If notice to a customer will interfere with an
investigation, an agency can always ask a court to waive the
notice requirement., (This, as we have noted, is an authority
rarely invoked.) Keeping a record of exchanges among federal
agencies--as required under current law--is important for
accountability. It is also important that government observe
the fair information principle embodied in the Privacy Act of
1974 and RFPA that personal information collected for one purpose
should not be used for another without the subject's notice and

consent, These protections should not be repealed.

4. Bypassing the Grand Jury

Subsection 3(f) would remove the requirement that the
government actually present to a grand jury any bank record
information it obtains through a grand jury subpoena. At first
glance, this may appear as insignificant or actually a protection

for the individual since it is a limitation on secondary
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disclosure of bank record information. 1In fact, the requirement
that subpoenaed information must be presented to a grand jury was
intended to safeguard against abuses of privacy. Before using a
grand jury subpoena to access bank records, federal agents must
be on £irm grounds, since they know that in the future they will
be required to justify the access before a grand jury. This part
of the current law seems a valuable safeguard against abuse and
should not be altered.

5. Ereemption of State Privacy Laws

Subsection 3{g) of the proposed Act would preempt state
privacy laws which may be stricter than federal law. 2Again we do
not think the government has shown that these state laws impede
the investigations of bank fraud, or any other crimes. It seems
therefore, that it is an unnecegsary intrusion on the states to
preempt their laws and a further erosion of bank record privacy.
The subsgection, if enacted, would wipe out statules in Alaska,
California, Connecticut, Louisiana, Maryland, New Hampshire,

Oklahoma, and Florida.

6., HWiretapg

An additional privacy concern is that S§.1335 proposes to
add the crime of money laundering as defined as one of the
offenses for which electronic surveillance is authorized under
Title 18 U.8.C. 2510 et., seq. The American Civil Liberties Union
opposes all wiretapping as a general search under the Fourth
Amendment. While the courts and Congress may not agree with us,
the Congress has recognized the intrusiveness of wiretapping
and that 1t should not be used indiscriminately. The statute
authorizes it for particular crimes punishable under federal law.

Because of the scope of the money laundering crime discussed
above, adding the proposed section 1956 as a wiretapping offense
would vastly expand federal wiretapping authority to cover a
significant number ¢f crimes up to now exempted £rom the wiretap

authority of Title III. They would now be subject to wiretapping
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by federal law enforcement agencies under the "money laundering"
offense. We object in principle to adding any crimes under the
Safestreets Act., If Congress adopts the Administration's
definition of money laundering, which we oppose, we urge it not

to add it to the crimes covered by the federal wiretap statute,

II. Breadth of the Money Laundering Crime

Independent of our concerns about bank record privacy, we
urge the Congress to consider the possible overbreadth of the
money laundering crime proposed in S.1335 and the wisdon and
even constitutional difficulties posed by the enactment of such a
sweeping criminal statute. As stated earlier, this bill does not
only apply to cases where cash is laundered through a bank. It
applies to any monetary Lransackion involving the movement of
funds that affects interstate commerce conducted with the intent
to facilitate any unlawful activity or with the knowledge or
reckless disregard of the fact that the money was derxived from
illegal activity. It is not limited to cash transactions but
applies to any monetary instrument, including cash, traveler's
checks, personal checks, bank checks, money orders, investment
gecurities, gold or precious coins, and negotiable instruments in

bearer form. A host of issues are posed:

First, there 1s the issue of federalism. Under this statute,
federal agencies would be able to investigate and prosecute as
"money laundering” a myriad of crimes usually left to state and
local authorities, The purchase of drugs, the sale of a handgun,
real estate swindles, garden variety extortion, or
misrepresentation in the sale of a used car could be reached
under section 1956, .

Second there is the problem of overbreadth which might
affect protected constitutional rights. For example, a retainer
received by a criminal defense lawyer might subject the lawyer to
possible criminal prosecution for engaging in a money transaction

knowing or in "reckless disregard" of the fact that the funds
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were derived directly or indirectly from jllegal activity., 2an
investigation and prosecutyon in such circumstances poses Sixth
Amendment Right to Counsel as well as Attorney Client Privilege
issues, The example, given recent prosecutorial efforts to seek
"forfeiture" of attorneys fees paid in drug cases, is not
farfetched,

We note in this context that section 9 of the bill amends
Title 18 of the United States Code by adding a chapter dealing
specifically wita forfeitures. This section provides for both
criminal ard civil forfeitures of money involved in money
laundering, money or property traceable to money laundering, and
where this money or property cannot be located or has been
transferred to a third party. The same Sixth Amendment issues
raised in the context of the current forfeiture statute would be
exacerbated under this legislation.

Applications of this statute could have a "chilling effect"
on protected First Amendment activity. For example, it could be
a crime for a candidate to receive money from certain unions if
the candidate should have known that the union was involved in
illegal activity or if leaders of the union had some connection
with organized crime figures, Could a congressional
investigation or a report by the President's Organized Crime
Commission about certain union officials or corporate executives
put politicians at peril if they accepted PAC money from them?
Is this statute a potential basis for even more intrusive, even
politically motivated versions of Abscam?

While we would expect federal agencies to use "discretion",
it would be wiser to enact a narrow statute which addressed money
laundering through financial institutions perse; one that indeed
established a more direct way to investigate and prosecute such
schemes than reliance on the Bank Secrecy Act but avoided the
potertial pitfalls of the Administration proposal. We believe

this is the intent of Senator Dennis DeConcini's bill, S8.1385 and
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that is why we do not oppose his bill. We hold the same view
regarding Senator D'Amato's original proposal, S. 572.
IIX. Other Crimes

At the outset of our testimony, we described the
Administration proposal as a prosecutor's "wish list" rather than
a balanced approach to the problem of money laundering., The
first proof of this is the scope of the money laundering crime.
The second is the unnecessary amendment of the Right to Financial
Privacy Act. The third is that section 8 of the bill also
establishes a crime of "facilitation" and a new offense of
"receiving the proceeds of a crime.”

These are crimes of general application and may have
sweeping and dangerous applications. We believe the crime of
facilitation goes far beyond established concepts of criminal
mens rea and is both overbroad and vague. Does a bus company
facilitate a crime by bringing demonstrators to Washington who
are planning to engage in c¢ivil disobedience? Does a hotel
facilitate a crime by making space available to alleged mafia
figures who use the facility to plana crime?

The crime of receiving the proceeds of a crime would punish
anyone who received such proceeds knowing or bejieving the same
has been obtained in violation of law. Are employees of E.F.
Hutton or a defense contractor found to have violated the law
guilty of a crime for taking home their paychecks because they
believed the money was derived from illegal activity?

Conclusion

In conclusion, Mr. Chairman, we have today focused our
testimony on the Administration bill, S5.1335 and principally
on how it would adversely effect bank record privacy. However,
we believe the legislation deserves close and broad scrutiny on a
range of issues posed by various other sections of the bill. We
have touched on some of those today and would like to reserve the

right to supplement the record with additional comments. We urge
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the Committee to hold further hearings and to solicit the views
of experts in criminal and constitutional law.

As we said at the outset, we believe money laundering is a
problem but that a balanced approach which meets law enforcement
needs without violating civil liberties is necessary. S§.1335
is not balanced and constitutes a serious threat to civil
liberties. We urge its rejection and that the Congress proceed
with more narrowly drawn legislation that indeed strikes a just

balance between competing and compelling public interests.
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Senator McConnNELL. Thank you, Mr. Berman.

Senator DeConcini, do you have questions?

Senator DeEConcini. Mr. Chairman, I do have questions but I
would ask that you let me submit them due to the time constraints.
I know the chairman has got the same place to go as I, only to a
differgnt room, at this time, so I will just submit them for the
record.

Senator McConNELL. The record will be left open for the submis-
sion of responses to the questions that we are going to propound to
you gentlemen in writing. We appreciate very much your coming.

The hearing is concluded.

[Whereupon, at 12:05 p. m., the committee was adjourned.]

57-310 O-~86——8
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APPENDIX

-

STATEMENT OF JOHN K. VAN DE KAMP
ATTORNEY GENERAL OF THE STATE OF CALIFORNIA
TO THE COMMITTEE ON THE JUDICIARY

MR. CHAIRMAN AND MEMBERS OF THE COMMITTEE:

I am pleased to have the opportunity to submit this
written statement in which I will discuss the serious
challenge of money laundering and the proposals to deal with
this problem which are currently pending before this
Committee.

First, I will discuss this issue from my
perspective as the chief law enforcement officer in the
State of California and focus upon the unique circumstances
which have made money laundering a significant and ever
growing concern for both law enforcement and the financial
community in California.

Second, I will urge the members of this Committee
to pass out legislation which will (1) create a new criminal
offense of money laundering, (2) amend the Right to Financial
Privacy Act to permit financial institutions to cooperate
with law enforcement, and (3) strengthen the reach and
effectiveness of the Bank Secrecy Act.

Finally, I will briefly discuss some of the major
provisions of the bills pending before the Committee,

The abuse of our financial institutions, which
once made the banks of Florida temples to tile drug trade,
has spread across the nation to the mightiest financial
institutions in the country's largest state. The determined

and innovative efforts by federal authorities in California
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to stem this abuse have sadly been overwhelmed by the sheer
enormity and complexity of the problem. Above all else, the
existing federal laws, including the Bank Secrecy Act and
its implementing regulations, fall far short of adequately
addressing the intricate schemes of these criminal financial
manipulators.

The Interim Report by the President's Commission on

Organized Crime -~ "The Cash Connection: Organized Crime,

Financial Institutions and Money Laundering" -- has

documented the diversity and magnitude of money laundering
in this country. That report further illustrated thac this
practice serves vital interests of organized crime,
narcotics traffickers and corrupt business interests while
simultaneously undermining the soundness and integrity of
the very financial institutions upon which these schemes
rely.

This Congregs has already heard testimony from top
officials in the Department of Justice and the Treasury.
These officials have described the scope and cost of this
problem, the ever growing challenge which money laundering
poses to law enforcement's efforts against organized crime,
the drug trade, and political corruption, and the threat
this abuse poses to the integrity of our financial
institutions. Nowhere are these observations more apropos
than as applied to the situation presently existing in the
State of California. The reasons for this are historic and

geographic, but they also tied to the existing efforts

against the drug trade and money laundering which are being
carried out a continent away in the Southeast United
States.

California has a tradition of virtually ancnymous
banking. This is attributable to a large, expanding and
historically mobile population utilizing our predominantly

multi-branch banking and thrift systems. Customers have
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long been faceless account numbers and a bank just so many
look alike branphes within shopping centers along our
freeways.

Blessed with economic prosperity and a booming real
estate market from the post~war years on, "new money," and
large sums of it, is not unusual in California. New business
enterprises, many on the cutting edge of technology and
service, have and continue to spring up and f£lourish in our
state.

These elements of mobility and growth, while
normally wholesome economic factors, render California
financial institutions particularly vulnerable to money
laundering because they tend to camouflage the money
launderer and his otherwise suspicious activities.

In addition to these internal conditions,
California, like Florida, is an international trading center
and has geographic and cultural ties with Latin America.

Our trade with the Asian nations of the Pacific brings a
tremendous volume of goods into and through the State of
California, and with it the demand for financial setvices
to underwrite this commerce. On the darker side, this
legitimate trade shares its means of transportation, ports
of entry and financial services with the illicit traffic in
Asian produced heroin and other controlled substances.

To the south is Mexico, and through that country
the remainder of Latin America. San Ysidro in San Diego is
the businest port of entry in the world. Competing with the
legitimate commerce through this port is & constant stream
of illegal immigrants, illicit drugs, and currency, both
domestic and foreign, seeking a safe and reliable haven.
According to the United States Customs Service,
approximately 100 million dollars in reported currency
passes through the San Ysidro Port each month -- that is 1.2

billion dollars annually.
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This amalgam of factors -~ California's position
as an international trading center, its connection to Mexico
and Latin America, and its mobile and expanding population
and economy -~ leave California financial institutions as
natural and exploitable points for transacting the proceeds
of illiecit activities, most particularly the drug trade.

A good example of this is the recent, record 2.25
million dollar fine levied by the Department of the Treasury
against the Crocker Bank, one of California's leading
financial institutions and the nation's twelth largest bank.
This fine reflected some 3.89 billion dollars in
transactions which should have been reported under the Bank

Secrecy Act. Of this sum, 3.88 billion dollars represented
transactions invnlving cash shipments from six Hong Kong
banks, and 31 million dollars in cash transactions at but
two Crocker branches on the Mexican border in San ¥sidro and
Calexico.

While the source or purpose of these funds has not
been positively documented as being tied to criminal
activity, this case graphically illustrates the potential
for abuse which exists. Further we are informed that the
Department of the Treasury is expected to assess a
substantial fine for violakions of the Bank Secrecy Act on
the Bank of America, California's largest bank. Our
information is that the Bank of America's violations, while
involving less money that Crocker's, are more widespread
throughout the bank and reflect scores of unreported
domestic transactions.

However, the problem in California is not wholly
a product of our distinct social habits and position as a
center of trade and human commerce. The members of this
Committe are well aware of the virtual war which has been
declared on the drug trade in the Southeast United States.

A major component of the attack on drug trafficking in
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South Florida has been the effort, began in 1980, to
suppress money laundering through financial institutions
using information required by the Bank Secrecy Act. This
effort, known as Operation Greenback, together with the
general interdiction efforts has met with widespread success
in South Florida. Additionally, the states of Florida and
Georgia have enacted laws which would require the banks of
those states to f£ile duplicate Bank Secrecy Act rveports with
state officials; thereby expanding the scrutiny under which
thogse institutions and their customers operate. The effect
of this intense concentration of resources and law
enforcement attention in the Southeast United States has
been to force adjustments by international and domestic drug
traffickers in the routes of importation and channels of
distribution. It has also meant that these tratfickers are
in the market for new, less scrutinized financial
institutions, located near the points of importation and
distribution.

California is one of the leading illegal drug
consumer marketplaces in the country. It is also a natural
point of entry for this illicit commodity from the south
over the porous border we share with Mexico and Erom the
east through our ports and harbors. Our experience in
recent years suqgests that many large-scale drug importation
and distribution organizations have relocated trom the
Southeast United States or have come directly from South
America and taken up operation in California.

As an example, Conrado Valencia-2algado, Known to
both law enforcement and in the drug underworld as "El Loco,"
was one of the most notorious and violent Columbian cocaine
cowboys in Miami. After his arrest in Miami in 1979,
Valencia posted $105,000 cash bail and disappeared.

"Bl Loco" took a new name, moved his entire family to
Los Angeles where he allied with a Mexican drug importer,

and reestablished his multi~kilo cocaine distribution
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operation. In 1982 Valencia was captured by Los Angeles
County Sheriff's narcotics detectives and he and his ring
were successfully prosecuted by my Special Prosecutions Unit
and the United States Attorney's Office in Los Angeles.

"El Loco" is but one of the scores of South
American cocaine importers and distributors who have taken
up operation in Southern California over the past five
years. A task force of federal, state and local harcotics
agents in Los Angeles has been targeted exclusively at these
South American operations. To date the infamous Lopera,
Ochoa and Nelson Reyes organizations, among others, have
fallen, hundreds of kilograms of cocaine and millions of
dollars in cash have been seized.

In 1983 in a rural area of beautiful San Luis
Obispo County, north of Los Angeles, agents of my
department's Bureau of Narcotic Enforcement broke up the
Echegoyen ring of Peruvian drug manufacturers who were
operating a cocalne purification laboratory which converted
cocaine paste into the useable product.

Additionally, in recent years in our major ports,
state and federal narcotics agents have reported record
selzures of cocaine, marijuana and other controlled
substances at the terminus of their direct importation from
South America. Along the Mexican border, Customs and
federal drug agents have in the past months interdicted drug
caches in quantities previously unknown.

On Saturday, October 19, 1985, United States
Customs agents at the Port of Entry at San Ysidro seized a
pickup truck carrying 7412 pounds of cocaine worth $30
million. This seizure represented 5% of the amount of
cocaine the Drug Enforcement Administration seized in
California in all of 1984. These law enforcement successes
tell us that the drug traffickers and distributors have
brought their operations to the immediate area of their most

lucrative market -- California.
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Ag might be expected, this encroachment of
interuational drug importation and wholesale distribution
directly in California has been accompanied by a sudden and
remarkable surge in the number of large cash transactions
conducted in California's financial institutions. Between
1980 and 1983, major cash transactions reported in
compliance with federal law jumped by 60 percent, from
$13 billion to nearly $21 billion dollars. In 1980,
California banks reported a 300 million cash deficit.

By 1984, these same banks were swollen with one billion
dollars in surplus cash. And this upward trend is
continuing. Los Angeles area banks withdrew $136 million
dollars in cash from the Federal Deposit Bank in 1980. Last
year, these same banks had a $374 million dollar surplus of
cash. In the San Francisco area the Eigures are even more
dramatic., From a $166 million dollar deficit in 1980, banks
in that area of California showed a cash surplus of over one
billion dollars in 1984. In the first eight months of 1985
California banks reported a $1.4 billion cash surplus.

While we cannct say with certainty how much of this cash
surplus is attributable to the proceeds of crime, the
concurrent rise in the local drug trade and cash surplus and
the experience in South Florida, strongly suggests a close
connection.

Behind these statistics are the reality of major
narcotics operations, corrupt bank officials, tragically
failed tinancial institutions and lingering questions about
the integrity of even California's foremost financial
institutions.

In 1981 there was the Garfield bank case prosecuted
by the United States Attorney's Office in Los Angeles. At
the behest of a Los Angeles attorney, eight employees of
that Los Angeles bank laundered millions of dollars worth of

drug proceeds before the scheme was uncovered by federal
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agents. The ensuing investigation and prosecution resulted
in the execution style murder of the attorney and the
indictment and conviction of the bank, its president and
chairman of the board,; a vice~president, and a former
vice-president.

One year later in the "Grandma Mafia" case, which
was again prosecuted by the United States Attorney's Office
in Los Angeles, a group of middle-aged women led by a
sixty~year-old grandmother laundered 25 million dollars in
drug proceeds in a short six-month period. Operating in the
mode of the so-called "smurf" scheme, these women went f£rom
bank branch to bank branch depositing just under $10,000,
the threshold for the filing of a currency transaction
report under the Bank Secrecy Act. Later, during interviews
with federal agents, one of the women cheerfully and
candidly admited why they had conducted their business in
California rather than in Florida where the cash had
originated: "The heat is on" in Florida; depositing the
cash in California was much less risky.

The indictments continue to come. 1In June of this
year the United States Attorney in San Diego indicted the
former manager of the Bank of Coronado's San Ysidro Branch,
Guadalupe Alcantar, and four others on forty-four counts of
conspiracy to defraud the bank, and violations of the Bank
Secrecy Act. Over an eighteen month period, Alcantar
transacted 20 million dollars == 10 percent of the bank's
total business -~ through accounts held by kjown or
suspected narcotics traffickers. Federal affidavits
revealed that Alcantar did not blanche when customers
brought tens of thousands of dollars stuffed in satchels,
plastic bags and boxes into the bank. "If they sell hard
dope, they sell hard dope," she reportedly told a fellow

employee,
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On July 17, 1985, the United States Attorney's
Office in Los Angeles announced the indictment of ten
individuals in a 4 million dollar laundering scheme which
directly involved the profits of cocaine traffickers
transacted in less than $10,000 increments through the bank
accounts of two seemingly legltimate businesses.

As encouraging as these successful investigations
and prosecutions are, we can be sure that they represent but
the tip of the iceberg of the illicit money market in
California. From the ragtag currency exchange houses along
San Ysidro Boulevard, many of which are nothing more than
small house trailers, to the majestic steel and glass
headquarter offices in the financial district of
San Francisco, there is a kind of leukemia of illicit money
in the financial bloodstream of California. Further,
the available treatment both in terms of efficacy and
availability is no match for the disease.

My office has made a careful study of the Bank
Secrecy Act, the major weapon in the battle against
money laundering. While provisions of the Comprehensive
Crime Control Act of 1984 substantially strengthened the
laws pertaining to currency reporting, the Bank Secrecy Act
and its implementing regulations do not adequately respond
to the intricate machinations of criminal money launderers.

Under existing law and regulations, money laundering
must be prosecuted as a violation of the reporting
requirements of the Bank Secrecy Act or as a conspiracy to
defraud the government by obstructing the £iling of accurate
reports. The theory of criminal culpability under these
statutes as applied to money laundering is at best tenuous
and prosecution is extremely difficult, In order to obtain
a conviction it is neccesary to prove awareness of the
reporting requirements and an effort to avoid the filing of
the report. Likewise, in order to prove a conspiracy it is

necessary to demonstrate that the defendants knowingly acted
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in concert to avoid the reporting requirements or to
obstruct law enforcement. These theories of culpability
necessarily raise the difficult issue of the distinction
between noncriminal avoidance and criminal evasion of the
law.

The shortcomings in the law and its regulations
were exposed in the July 1, 1985, decision by the United
States Court of Appeals for the First Circuit in the case of

United States v. Anzalone (84-~1628). 1In that case the

government charged the defendant with violations Title 18
pertaining to the concealment of material facts from the
government, aiding and abetting, as well as violations of
the Bank Secrecy Act. The defendant had purchased twelve
cashier's checks of an aggregate value in excess of $100,000
but in twelve separate transactions of less than $10,000.
The cashier's checks were applied in a public corruption
acheme. In the words of the Court of Appeal, "The
government decided to test the limits of the statutory
interpretation by charging appellant." The government
alleged the twelve transactions were part of the same
"avent" and that by "structuring" the transaction the
defendant had prevented the bank from filing reports under
the Bank Secrecy Act. The appeals court found that the
government had gone beyond the limits of the law including
the Bank Secrecy Act and its regulations which the court
held to be ambiguous as applied to those circumstances. The
court further found that under the law as it presently
exists, there was no illegal evasion of the reporting
requirements of the Bank Secrecy Act. 1In reversing the
defendant's conviction, the Court of Appeal invited Congress
to eliminate the loopholes in the law and warned that it was
unwilling to "stretch statutory construction past the
breaking point to accommodate the government's

interpretation.”
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The same challenges to the application of the
Bank Secrecy Act have been leveled in an appeal from the
successful prosecution of a major "smurf" money laundering
ring in Los Angeles. In that appeal, United States v.
Ronderos, (84-5298) the Ninth Circuit will decide if the
Bank Secrecy Act can properly be brought to bear against
even this relatively primitive mode of money laundering.

Owing to the substantial difficulty of prosecuting
under the existing law at best, and a real possibility that
the law may not apply at worst, the critical need for a
straightforward money laundering statute is readily
apparent. For this reason the National Association of
Attorneys General at its summer meeting adopted unanimously
a resolution urging this Congress to enact legislation
providing for a federal offense which would prohibit the
laundering of money by prohibited monetary transactions. (A
copy of the National Association of Attorneys General
Resolution Regarding Money Laundering is attached to this
statement.)

Indeed, I view the need for a money laundering
statute as being so compelling that I have joined with
Assemblymen and Senators in the California Legislature and
District Attorneys in the State of California in sponsoring
state legislation which will create a money laundering
offense. (This proposal is embodied in SB 1470 introduced
by Senator Dan McCorquodale (D-San Jose) and AB 2182
introduced by Assemblyman Steve Clute (D-Riverside), these
are identical measures and a copy of SB 1470 is attached to
this statement.)

In addition to creating a money laundering offense,
our legislation also calls for the creation of a broad
monetary instrument transaction reporting requirement for
financial institutions operating in the State of California.

While this aspect of the legislation is based upon the
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reporting requirements of the Bank Secrecy Act, we are
urging the adoption of certain fuatures which will c¢close
what we view to be substantial loopholes in the existing
federal reporting requirements which are prescribed in the
regulations.

Both my office and the National Association of
Attorneys General percelve "structured” transactions under
the existing $10,000 reporting requirement threshold to be
a major threat to the effective application of the Bank
Secrecy Act to money laundering schemes. Therefore, our
monetary instrument transaction reporting proposals carry
with it a "cumulative" transaction reporting requirement.
This provision will reguire reports to be filed when any
series of transactions attributable to one customer or one
account exceeds $10,000 in one day or $25,000 over a five
day period. This "cumulative" transaction reporting
requirement is based upon experience which demonstrates that
criminal enterprises have circumvented the Bank Secrecy Act
by conducting multiple transactions just under the reporting
threshold (so-called "smurfing" cases) and by corrupt or
questionable bank practices which encourage or permit
customers to "split" transactions in order to avoid
reporting requirements. Although none of the bills
presently pending before this Committee calls for such a
"cumulative" transaction reporting requirement, the National
Association of Attorneys General and I join in requesting
your serioug consideration toward enacting such an
amendment to the Bank Secrecy Act or seeking a change in the
regulations promulgated by the Treasury Department.

Another deficlency in the existing Bank Seerecy Act
is the loose regulation of exemptions from reporting which
may be granted by financial institutions. 1In the
legislation which we are sponsoring in California, we

propose to give the Attorney General the right to review and




227

disallow any exemption, which must in the first instance be
approved by two officers of the financial institution.

I now would like to discuss briefly a few of the
major provisions of the three bills (S. 572, S. 1335 and
S. 1385) which are pending before this Committee.

Initially, we have studied the Interim Report of
the President's Commission on Organized Crime regarding
money laundering and believe that the Commission's legislative
recommendations are well founded and ought to be reflected
in any bill which proceeds from this Committee.

Clearly there is the need to enact a federal
offense of money laundering and each of the bills pending
before this committee proposes to accomplish this. As among
the different money laundering offense proposals contained
in the various measures, it is my view that the money
laundering offense detailed in S. 572 and S. 1385 is the
preferred formulation of this new crime. The offense
detailed in these bills is appropriately directed at
transactions conducted by or through a financial
institution. Second, the knowledge or scienter requirement
is a straightforward actual knowledge or "reason to know"
test.

In my opinion the formulation of the offense in
§. 1335, which embodies the administration®s proposal,
attempts to define the offense too broadly in that it covers
any transaction which "in any way or degree affects
interstate or foreign commerce". I believe this definition
of the offense is broader, and as a result not as directed
and specific, as a money laundering offense should and ought
to be. If this formulation is designed to reach
transactions not conducted through what is traditionally
understood to be a financial institution, then I would
suggest that the definition of "financial institution® be
expanded. This is the approach we have adopted in our

legislation in California.
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The "reckless disregard" scienter requirement
contained in S. 1335 -~ which is further defined as an
awareness and disregard of a substantial risk that the
transaction involves the proceeds of a criminal offense ~--
is an unclear standard thch may pose compliance
difficulties and may unneceéssarily complicate prosecutions
of the offense. I do not concur with the administration's
argument that the "reason to know" test establishes a
negligence standard which is not suitable for subjecting a
person to criminal sanctions. 1In wy view the "reason to
know" test is as rigorous as the "reckless disregard"
standard and will be proved by the same factual
considerations. The “"reason to know" test is preferable
because it is more amenahle to proof and should be easier
for a jury to comprehend than the "reckless disregard”
standard.

1 do support that aspect of S. 1335 which ties
money laundering to any federal or state felony.

I strongly support the criminal forfeiture
provisions which are contained in 5. 1335 (proposed 18 U.S.C.
section 2601l). 1In particular the “substitute assets™ or
tracing features of this criminal forfeiture proposal should
prove to be a powerful weapon in the arsenal of the
prosecution in that it strikes at the very heart of
organized crime and drug trafficking ~= the criminal
profits,

In keeping with the recommendations of the
President's Commission on Organized Crime, I support the
proposals made in $. 1335 to amend the Right to Financial
Privacy Act in order to permit financial institutions to
report possible violations of the law to law enforcement
without running afoul of the Act. 1In this same vein I
support those aspects of S. 1335 which will extend civil
immunity or a "good faith" defense to financial institutions

for reporting suspicious activity to law enforcement.
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In relation to these provisions, S. 1335 proposes
to amend the Right to Financial Privacy Act to preempt any
state or local law or regulation which is more restrictive
of disclosure to a government authority concerning a
possible violation of law than the Right to Financial
Privacy Act would be as amended. Obviously as a state
Attorney General, I am very sensitive to any effort to
preempt state law, particularly in an area such as this
where my Legislature has spoken explicitly on the issue.
(See California Government Code sections 7470, et seg., the
California Financial Privacy Act). However, as the members
of this committee will note, the legislation which we are
sponsoring in California proposes to modify our own
Financial Privacy Act to permit the filing of reports which
would be required under the monetary instrument reporting
requirements of the legislation. At the present time we are
also studying the possibility of offering amendments to our
legislation which will exempt from the Financial Privacy Act
reports by financial institutions of possible violations of
law. Therefore I will say that I perceive the underlying
validity and support the goals which those proposals seek to
achieve.

In general, I support all of the measures contained
in the bills pending before the committee which will
strengthen the effectiveness and reach of the Bank Secrecy
Act., I particularly support the proposed revision of
section 5319 of Title 31, as contained in S. 1335 which
would explicity authorize the Secretary of the Treasury to
provide Bank Secrecy Act information to local law
enforcement when consistent with the purposes of the Act.
This amendment is in keeping with the spirit of recent
amendments to Title III of the Omnibus Crime Control Act
(18 U.8.C. § 2510 et seqg.) and Rule 6(e) of the Federal Rules

of Criminal Procedure which authorize wider sharing of
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wiretap and grand jury information, respectively, with local
law enforcement. Such information sharing recognizes that
money laundering is a common concern of both the federal and

state law enforcement.

In summation, law enforcement at the state level is
gravely concerned with the problem of money laundering.
Through their resolution calling for the adoption of a
federal money laundering statute and amendments to the Bank
Secrecy Act, my fellow State Attorneys General have
evidenced this concern. I believe that the problem of money
laundering is particularly acute in California and that the
situation will further deteriorate without strong and
resolute measures by this Congress which will give law
enforcement and prosecutors adequate and effective means
with which to deal with this problem. In keeping with my
comments today, I believe that various proposals contained
in the three bills which are pending before this Committee
can and should be forged into a single measure which will

adequately address all aspects of this complex matter.
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NATIONAL ASSOCIATION OF ATTORNEYS GENERAL

Summer‘Meetjng
Colorado Springs, Colorado
July 15 - 18, 1085

RESOLUTION
MONEY LAUNDERING .

WHEREAS, "money laundering” is defined by the President's Commission on
Organized Crime as " the process by which one conceals the existence, illegal source, or
filezal application of income, and then disguises that income to make it appear
legitimate;" and

WHEREAS, organized crime depends in large measure for its success{ul operation
on being able to launder money and make funds generated by criminal activity appear to
come {rom legitimate sources; and

WHEREAS, between $50 and $65 billion in tainted money Is laundered through
legitimate financial institutions in this country every year; and

WHEREAS, federal law does not presently proseribe money laundering as a
distinct offense; and

WHEREAS, the President's Commission on Organized Crime has determined that
there are gaps in the reach of the Bank Secrcey Act that permit eriminals to launder
illegal profits with "virtual impunity" and without triggering the reporting requirements
of the Act; and

WHEREAS, prosecution for violation of the Bank Secreey Act for failure to file
required forms is an inadequate means to curb money laundering, as demonstrated by the
continued laundering activity engeged in by organized erime;

NOW, THEREFORE, BE IT RESOLVED, that the National Assoclation of
Attorneys General urges Congress to enact legislation providing for a fedural offense
that would prohibit the laundering of money by prohibiting monetary transactions, both
through tinancial institutions and other transfers that affect interstate commerge, where

engaged in with the Intent to promote, manage, establish or egrry on criminal activity;
and

BE IT FURTHER RESOLVED, that ths Natjonal Associgtion of Attarneys General
urges the Congress to enact legislation that would closc the loopholes In the Bank
Scarccy Act by requiring the reporting of cumulative transactions over a threshold

amount and by giving the Secretary of the Treasury the power to review and disapprove
report exeniptions; and

. BE IT FURTHER RESOLVED, that the Association authorizes its Executive
Director and General Counscl to make these views known to the Congress, the
Administration, and other interested parties.
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AMENDED IN SENATE AUGUST 19, 1985
SENATE BILL ' No. 1470

Introduced by Senators McCorquodale, Davis, Bill Grecne,
Maddy, Mello, Montoya, Presley, Roberti, Rosenthal,
Stiern, Torres,'and Watson

June 24, 1985

.

An act to amend Section 7471 of the Government Code, to
add Chapter 10 (commencing with Section 186.9) to Title 7
of Part | of, and to add Title 11 (commencing with Section
14160) to Part 4 of, the Penal Code, reluting to financial
transactions, and making an appropriation therefor.

LEGISLATIVE COUNSFL'S DIGEST

SB 1470, as amended, McCorquodale. Financial
transactions: proceeds of criminal activity: financial
institution reporting.

(1) Existing law makes property and proceeds acquired
through a pattern of eriminal profiteering activity subject to
forfeiture upon conviction of an underlying offense, as
specified. Existing law makes it a criminal offense to
knowingly buy or receive stolen property or property
otherwise acquired by extortion or theft or to knowingly
conceal, sell, or withhold the property from the owner or aid
therein. >

This bill would impose u state-mandated local progrim by
making it n erimina] offense to knowingly conduct or attempt
to conduct a finaneial transaction (I} thropgh a financial
institution with the inleat to promote, manage, estublish,
carry on, or fucilitate  the promotion, management,
establishment, or carrying on of criminal activity, or (8) in
property- derived from criminal activity, as defined. The
offense would be punishable as preseribed either as a felony
or misdemeuanor. Upon conviction, the property or money
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5B 1470 -

which was the subject of, or is traceable to, the financial
transaction would be forfeited, as specified , or if the property
or money is unavailable, us specified, other property of the
defendant up to the value of the tainted property or money
would be forfeited.

(2) With specified exceptions, existing law precludes
financial " institutions from disclosing financial records of
customers to state or local agencies. )

This bill would require defined financial institutions to
maintain  records of defined monetary instrument
transactions over $10,000 or, with respect to an individual
customer or account, totaling more than $10,000 in a 24-hour
period or $25,000 in a 5-day period. The bill would ; with &
speetfied exeeption; require these transactions to be reported
to the Departiment of Justice as prescribed in regulations of
the department, however, an exemption may be granted, as
specified. Reports received by the department under this bill
would not be required to be disclosed as public records, brit
the department would be required to analyze the reports and
report possible violations to the appropriate criminal justice,
tax, or regulatory agency. The department would also be
authorized to supply the reports to specified public agencies
and to otherwise make use of the reports for any purpose
consistent with the bill. The bill would exempt reporting
financial institutions from liability for loss or damage resulting
from compliance with the bill or any governmental use of
reports,

The bill would impose a state-mandated local program by
making it a criminal offense to willfully violate any of the
above requirements or regulations of the department
edopted pursunnt thereto. The offense would be punishable
as a felony or misdemeanor, as specilied.

(3) The bill would appropriate an unspecified amount to
the department for cortain costs related to the act.

(4) The California Constitution requires the state to
reimburse local agenciesand school distriets for certain costs
mandated by the state. Statutory provisions establish
procedures for making that reimbursement,

This bill would provide that no reimbursement is required
by this act for a specified reason,
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Vote: majority 4. Appropriation: se yes. Fiscal committee:
yes. State-mandated local program;: yes.

WOCO~IS U LN+

The people of the State of California do enact as follows:

SECTION 1. Section 7471 of the Government Code is
amended to read:

747)1. (a) Exceptin accordance with xeqmrements of
Title 11 {commencing with Section 14160) of Part 4 of the
Penal Code or Section 7473, 7474, 7475, or 7476 of this
code, no financial institution, or any director, officer,
employee, or agent of a financial institution, may provide
or authorize another to provide to an officer, employee,
or agent of a state or local agency or department thereof,
any financial records, copies thereof, or the information
contained therein, if the director, officer, employee or
agent of the [inancial institution knows or has reasonable
cause to believe that such financial records or
information are being requested in connection with a
civil or criminal investigation of the customer, whether
or not such investigation is being conducted pursuant to
formal judicial or administrative proceedings.

(b) This section is not intended to prohibit disclosure
of the financial records of a customer or the information
contained therein incidental to a transaction in the
normal course of business of such financial institution if

the director, officer, employee or agent thercof making

or authervmg the disclosure has no reasonable cause to
believe that the financial records or the information
contained in the financial records so disclosed will be
used by a state or loeal ngency or department thereof in
connection with an investigation of the customer,
whether ar not sugh investigation {s heing condyoted
pursuant  to  formal judicial  or administrative
proceedings.

(c) This section shall not preeclude a finaneial
institution, in its cliseretion, from initiating contact with,
and therealler communicating with and cl:sclosmgz
customer financial records to, appropriate state or local
agencics concerning suspected violation of any Jaw,
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(d) A financial institution which refuses to disclose the
financial records of a customer, copies thereof or the
information contained therein, in reliance in good faith
upon the prohibitions of subdivision (a) shall not be liable
to its customer, to a state or local agency, or to any other
person for any loss or damage caused in whole or in part
by such refusal,

SEC. 2. Chapter 10 (commencing with Section 186.9)
is added to Title 7 of Part 1 of the Penal Code, to read:

CHAPTER 10. MONEY LAUNDERING

186.9. As used in this chapter:

(a) “Conducts” includes, but is not limited to,
initiating, concluding, or participating in conducting,
initiating, or concluding a transaction.

(b)  “Financial institution” means, when located or
doing business in this state, any national bank or banking
association, state bank or ‘.anking association,
commercial bank or trust company organized under the
laws of the Unitod States or any state, any private bank,
Industrial savings bank, savings bank or thrift institution,
savings and loan association, or building and loan
association organized under the laws of the United States
or any state, any insured institution as defined in Section
401 of the National Housing Act, any credit union
organized under the laws of the United States or any
state, any foregin bank, any currency exchange, ary
person or business engaged primarily in the cashing of
checks, any person or business swho regularly engages in
the issuing, selling, or redeeming of travelers’ checks,
money orders, or similar instruments, except where
acling us a selling agent as an incidental part of another
business not specified in this subdivision, uny broker or
dealer in seccurities registered or required to be
registered with the Securities and Exchange Conunission
under the Securitics Exchange Act of 1934 or with the
Commissioner of Corporations under Part 3
(commencing with Section 25200) of Division 1 of Title
4 of the Corporations Code, any licensed transmitter of
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funds or other person or business regularly engaged in
transmitter of funds or other person or business regularly
engaged in transmitting funds to a foreign nation for
others, any investment banker or investment company,
any insurer, any dealer in gold, silver, or platinum bullion
coins, diamonds, emeralds, rubies, or sapphires, any
pawnbroker, and telegraph company, and personal
property broker, any real property securities dealer, and
any mortgage loan broker.

(¢) ‘“Financial transaction” means the deposit,
withdrawal, transfer, bailment, loan, pledge, payment, or
exchange of currency, real or personal property or any
interest therein, or a monetary instrument, as defined by
subdivision (c¢) of Section 14161, by, through, or to a
financial institution, as defined by subdivision (b) of
Section 14161.

(d) “Monetary instrument” means United States
currency and coin, the currency and coin of any foregin
country, a bank check, a cashier’s check, a travelers’
check, a money order payable to the bearer or in which
the payee is not identified, a bearer negotiable
instrument, a bearer investment security, a bearer
security, a stock on which title is passed on delivery, a
futures contract, gold, silver, or platinum bullion or coins,
diamonds, emeralds, rubies, or sapphires.

(e) ‘“Property derived from criminal aclivity” means
any property constituting or derived from proceeds
obtained, directly or indirectly, from a criminal offense
h&beéiﬁp&mafeplwﬂ—}te%me}aﬂwe-efwbéwﬂm
) of Seedlon 386:%: punishable under the laws of this
state by death or imprisonment in the state prison or
from a criminal offense committed in another jurisdiction
punishable under the laws of that jurisdiction by death or
imprisonment for a term excecding ane year,

186.10. (a) Any person who knowingly conducts or
attempts to conduct a financial trunsaction through a
financial institution (1) with the intent to promote,
manage, establish, carry on, or facilitate the promotion,
management, establishment, or carryving on of any
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eriminal activity, or (2)‘in property derived from
criminal activity, with knowledge or reason to know that
the property is derived from criminal activity, shall be
punished by imprisonment in the state prison, by
imprisonment in the county jail for not more than one
year, by a finc of not more than two hundred fifty
thousand dollars ($250,000) or twice the value of the
property transacted, whichever is greater, or by both that
imprisonment and fine. However, for a second conviction
for a violation of this section, the maximum fine that may
be imposed is five hundred thousand dollars ($500,000) or
five times the value of the property transacted,
whichever is greater.

(b) Notwithstanding any other provision of law, for
purposes of this section each individual financial
transaction conducted or attempted shall constitute a
separate, punishable offense.

(c) Upon aconviction for a violation of this section, the
court shall order all the property derived from criminal

activity involved in the violation forfetted nned distributed

in the menner speetfied in Seetion 1868 or any money
or other property, real or personal, which represents the
proceeds of or which is traceable to such property,
forfeited to the general fund of the state or local
governmental entity, whichever prosecutes. In any case
in which the property subject to forfeiture, as a result of
any act or omission of the defendant, (1) cannot be
lacated upon the exercise of due diligence; (2) has been
transferred or sold to, or deposited with, a third party; (3)
has been pliced beyond the jurisdiction of the court; ()
has been substantially diminished in value; or (5) has
been commmingloed with other property which cannot be
divided without difficulty; the defendant shall forfeit any
other property up to the valua of the property otherwise
subjoct to forfeiture pursuant to this section,

SEC. 3. Title 11 (commencing with Section 14160) is
added to Part 4 of the Penal Code, to read:
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TITLE 11, RECORDS AND REPORTS OF
MONETARY INSTRUMENT TRANSACTIONS

14160, Itis the purpose of this title to require faaneial
tnytbtutions to reeerd and ropeort lurge transections
degree of usefulness of this information in erhrainal; tax;
certain reports or records of transactions involving
monetary instruments as defined herein where those
reports or records have a high degree of usefulness in
eriminal, tax, or regulatory investigations or proceedings.

14161, As used in this title:

fa) “Pepurtment™ means the Departiment of JusHes:

(a) “Financial institution” means, when located or
doing business in this state, any national bank or banking
association, state bank or banking association,
commercial bank or trust company organized under the
laws of the United States or any state, any private bank,
industrial savings bank, savings bank or thrift institution,
savings and loan association, or building and loan
association organized under the laws of the United States
or any state, any insured institution as defined in Section
401 of the WNational Housing Act, any credit union
organized under the laws of the United States or any
state, any foreign bank, any currency exchange, any
person or business engaged primarily in the cashing of
checks, any person or business who regularly engages in
the issuing, selling, or redeeming of travelers’ checks,
money orders, or similar instruments, except where
acting as a selling agent as an incidental part of another
business not specified in this subdivision, any broker or
dealer in securities registered or required to be
registered with the Securities und Exchange Commission
under the Sceurities lxchunge Act of 1934 or with the

‘ommissioner  of  Corporutions under Part 8
(commencing with Scction 25200) of Division 1 of Title
4 of the Corporations Code, any licensed transmitter of
funds or other person or business regularly engaged in
transmitting funds to a foreign nalion for others, any
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investment banker or investment company, any insurer,
any dealer in preeious metuls; stemes; or jewels gold,
silver, or platinum bullion or coins, diamonds, emeralds,
rubies, or sapphires, any pawnbroker, any
telecomraunientiens telegraph company, any personal
property broker, any real property securities dealer, and
any mortgage loan broker. .

(b) “Financial transaction” means the deposit,
withdrawal, transfer, bailment, loan, or exchange of
currency, real or personal property or any interest
therein, or a monetary instrument, by, through, or to a
financial institution. .

(¢) “Monetary instrument” means United " States
currency and coin, the currency and coin of any foreign
country, a bank check, cashier’s check, a travelers’ check,
a money order payable to the bearer or in which the
payee is not identified, a bearer negotiable instrument, a
bearer investment security, a bearer security, a stock for
which title is passed on delivery, a futures contract,

{dy “Franssetien™ meansy any depesil; svithdrawal
eredit; payrment; pledge; sale; tronsfer; bailment; or loan:
gold, silver, or platinum bullion or coins, diamonds,
emeralds, rubies, or sapphires.

(d) “Department’ means the Department of Justice.

(e) “Criminaljustice agency” means any state, county,
or local agency which has the authorily to investigate or
prosecute felony offenses described in the laws of the
state.

14162. Every financial institution shall keep a record
of every monetary instrument transaction or series of
transactions involving the same customer or same
account within a 24-hour period, in excess of ten thousand
dollars (810,000), uand cvery series of transaclions
involving the same customer within a five-day period in
excess of twenty-five thousand dollars ($25,000). LLvery
financial institution shall report these transactions to the
departinent in a form and at the time as the department
shall, by regulation, require.

1163 The reporting requirementy of Seelion 14169
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do net apply to menetary instrament transsclons

frome the reporting requirernenty of Scetion
%ef%h%&%e{yﬁﬂf;}&t—ﬁ{-%tae&whﬁe
approved in wriing and upen the sisnature of bwo er
mere officers of the finnneial nstitution and subjeet to
review and disapproval by the depurtment: However; the
inspeetion ef recerds of these rmmnetions:

14163, Except as otherwise provided, a fin:necial
institution may exempt from the reporting requirements
of Section 14162 monetary instrument transactions
exempted from the reporting requirements of Section
5313 of Title 31 of the Untied States Code. However, the
exemption shall be approved in writing and with the
signature of two or more officers of the finuncial
institution and subject to review and disapproval by the
department. The departinent may require, by regulation,
the maintenance, und may provide for the inspection, of
records of exemptions granted under this section.

14164. A financial institution, or any officer,
employee, or agent thereof, that keeps and files a record
as required in Section 14162, shall not be liable to its
customner, to a state or local agency, or to any person for
any loss or damage caused in whole or in part by the
making, filing, or governmental use of the report, or any
information contained therein.

14165. The department shall analyze the reports
required by Section 14162 and shall report any possible
violations indicated by this analvsis to the appropriate
criminal justice, tay, or re(ru]atorv agency. The
department may make mformahon in a report filed
under Sceotion 14132 14162 availuble to any criminal
justice agencey within the state, and to a tax or regulatory
ageney of the state on request of the heud of the agency.
The report shall be available for any purpose consistent
with this title. ‘

14166. (a) Any person who willfully violates any
provision of this title or any regulation wdepted pursannt
to this tite shall be pumished described under this title is
punishable by imprisonment in the state prison, or by
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imprisonment in the county jail for not more than one
year, or by a fine of not more than two hundred fifty
thousand dollars ($250,000) or twice the value of the
monetary instruments involved in the transaction or
transactions, whichever is greater, or by both that
imprisonment and fine.

(b) Notwithstanding any other provision of law, for
purposes of this section the failure to make, keep, st or
file a record or report as to each individual monetary
instrument transuction, series of transactions, or
exemption, as required by this title constitutes a separate,
punishable offense.

14167. Any report, record, or information obtained by
the department or any agency pursuant to this title is not
a public record as defined in subdivision Section 6252 of
the Government Code and is not subject to disclosure
under Section 6233 of the Government Code.

SEC. 4. Thesumof . dollars ($— ) is
hereby appropriated from the General Fund to the
Department of Justice for the costs of receiving, storing,
and analyzing the reports requirecd by this act and for
enforcing compliance with the reporting and
recordkeeping requirements of this act. .

SEC. 5. No reimbursement is required by this act
pursuant to Section 6 of Article XIII B of the California
Constitution because the only costs which may be
incurred by a local agency or school district will be
incurred because this act creates a new crime or
infraction, changes the delinition of a erime or infraction,
changes, the penalty for a crime or infraction, or
eliminates a crime or infraction.






