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November 1, 1986 
FOREWORD 

This manual is issued under the directional authority of, and in 
accordance with, Department of Defense Directive 5220.22, llDepartment of 
Defense Industrial Security Program." It establishes uniform security 
practices within industrial plants, educational institutions, and all 
organizations and facilities used by prime contractors and subcontractors 
having classified information of the Department of Defense, certain other 
executive departments and agencies, or certain foreign governments. Users of 
this publication are encouraged to submit suggestions for improving the 
publication, through channels, to the. Director, Defense Investigative Service. 

DoD 5220.22-M, "Industrial Security Manual for Safeguarding Classified 
Information,lI December 2, 1985, is hereby canceled and superseded. 

This revision is required by the demands of national security as 
determined by the U.S. Government. It is issued pursuant to and constitutes 
notice prescribed by section 1ACi) of DD Form 441, "Department of Defense 
Security Agreement,ll January 1984 and section 1A of DIS Form 1149, "Department 
of Defense Transportation Security Agreement," May 1983. 

U.S. Department of Justice 
National InstItute of Justice 
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SUMMARY OF CHANGES 

The following is a brief description of substantial changes to the Industrial 
Security Manual since May 15, 1986. These changes are marked by an asterisk 
in the right-hand margin of the text. 

Paragraph 

3b, 3c, 3d.l, 3u.l, 3u.2, 
3x.l, 3az.l, 3az.2, 3cg, 
3cj.l, and 3cm.l 

3am, 3bc, 3bo, 3bp, 3bq, and 3ck 

Sa 

Sc 

5e 

5s 

iii 

Adds definition of Automated 
Information System CAIS), AIS 
Security, Application Soft
ware, Computer Facility, 
Computer Hardware, Constant 
Surveillance Service, Letter 
of Consent, Limited Access 
Authorization, Signature and 
Tally Record, System Security 
Officer, and Transportation 
Protection Service. 

Revises definitions of 
Firmware, Multiple Facility 
Organization, Principal 
Management Facility, Protected 
Area, Protective Security 
Service, and System Software. 

Requires FSO and FSO support 
personnel to complete minimal 
security training. 

Deletes last two sentences 
which had provided for 
exceptions when contractors 
could not adjust plant layout 
and work organization to 
prevent access by vending 
equipment organizations. 

Adds new paragraph requiring 
contractors to preclude access 
when an employee's clearance 
is denied, suspended, or 
revoked. 

Modifies SPP procedures. 
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Saa 

Sac 

Sag 

Saj 

Sak 

6a(11) and 7 (Footnote 16) 

6b(1), 6b(2), and Footnote 14 

6b (8) 

7d 

11c(3) and 11c(4) 

l3c 

SUMMARY OF CHANGES 

iv 

Includes other federal 
investigative agencies. 

Provides new guidance for 
self-inspections. 

Adds periodic inspections 
of uncleared MFa's by CSO. 

Adds new paragraph requ~r~ng 
contractors to establish and 
enforce policies which provide 
for administrative actions 
against employees who violate 
the requirements of this 
manual. 

Adds new paragraph concerning 
the Defense Hotline. 

Requires notification of a 
U.S, Postal Inspector if 
classified mail has been lost 
or tampered with. 

Adds reporting format and 
information required by DISCO 
to process adverse information 
reports. Adds that culpabil
ity for a security violation 
must be reported. 

Deleted. 

Adds requirement for con
tractor to make a written 
record of preliminary inquiry 
results that do not confirm a 
violation, and to make these 
records available during 
inspections. 

Provides minimum marking 
requirements for ADP 
punch cards and continuous 
form documents. 

Adds requirement for 
contractor to ensure that 
employees do not ,york alone 
with TOP SECRET material. 
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SUMMARY OF CHANGES 

17c(5)(d), Appendix XV, 
17d(3), and 17d(3) (b) 

17g 

20 thru 31.3 

20a, 24b, 26, 27, 29g, 29i, 30b, 
and Appendix I 

37d(lO) 

• 37h 

39a and 39b 

39c 

41e 

58b and S8c 

67 

68 and 68a(1) 

68a 

v 
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Adds instructions for 
consignor. Provides MTMC 
hotline numbers. Changes 
Signature Security Service to 
Constant Surveillance Service. 

Deleted. 

Section III has been totally 
revised. Numerous additions, 
changes and deletions have 
been incorporated. 

Adds new form (DIS Form 180, 
"Justification for Personnel 
Security Clearance") which 
provides a uniform method for 
contractor certification of 
need for each clearance 
action. 

Deleted . 

Adds Inspector General, Defense 
Criminal Investigative Service 
(DoD). Adds that the govern
ment agencies listed may visit 
contractor facilities without 
furnishing advanced notice. 

Revises visit record 
procedures. Deletes exception 
fOT visitors issued badges. 

Revises Category 5 visits. 

Defines the term "prospective 
subcontractor." Adds procedures 
for prime contractor to follow 
when requesting an FCL for a 
subcontractor. 

Adds that self-employed 
consultants usually will not 
requ:ire an FCL. 

Editorial revision. 

Deletes waiver requirement. 
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73 and Footnote 1 

74f 

96a and 96b 

100 thru 116 

SUMMARY OF CHANGES 

vi 

Provides special procedures 
and requirements applicable to 
an MFO. 

Adds new paragraph concerning 
temporary help suppliers. 

Revises procedures for 
notification of overseas 
assignments. 

Section XIII has been totally 
revised. Numerous additions, 
changes and deletions have 
been incorporated. 



ACDA 
ACO 
ACSI 
ADP 
ADPE 
APO 
ASD(C) 

BI 
BL 

(C) 
CAB 
CAGE 
CBL 
CDSS 
CENTO 
CM 
CNWDI 
COMINT 
COMSEC 
CONUS 
COR 
COSMIC--TOP 

SECRET 
CPU 
CRT 
CSISM 
CSO 
CSS 
CUSR 
CVA 

DAR 
DCAS 
DCASR 
DCII 
DGSC 
DIA 
DIS 
DISCO 
DISCR, 

OSD 
DISP 
DLA 
DNACC 
DoD 
DOE 
DOT 

OGC, 

DoD 5220.22-M 

GLOSSARY OF ACRONYMS AND ABBREVIATIONS co~ruONLY USED 
IN THE DoD INDUSTRIAL SECURITY PROGRAM 

u.S. AIms Control and Disarmament Agency 
Administrative Contracting Officer 
Assistant Chief of Staff for Intelligence, Department of Army 
Automatic Data Processing 
Automatic Data Processing Equipment 
Army Post Office 
Assistant Secretary of Defense (Comptroller) 

Background Investigation 
Bill of Lading 

CONFIDENTIAL 
Civil Aeronautics Board 
Commercial and Government Entity Number (formerly FSC) 
Commercial Bill(s) of Lading 
Canadian Department of Supply and Services 
Central Treaty Organization 
Candidate Material 
Critical Nuclear Weapon Design Information 
Communications Intelligence 
Communications Security 
Continental United States 
Central Office of Record 
Property of NATO and Subject to Special Security Controls 

Central Processing Unit 
Cathode Ray Tube 
COMSEC Supplement to the Industrial Security Manual 
Cognizant Security Office 
Constant Surveillance Service 
Central United States Registry 
Central Verifications Activity 

Defense Acquisition Regulation (formerly ASPR) 
Defense Contract Administration Services 
Defense Contract Administration Services Region 
Defense Central Index of Investigations 
Defense General Supply Center 
Defense Intelligence Agency 
Defense Investigative Service 
Defense Industrial Security Clearance Office 
Director for Industrial Security Clearance Review, Office of 

the General Counsel, Office of Secretary of Defense 

* 

Defense Industrial Security Program * 
Defense Logistics Agency 
Defense National Agency Check Center 
Department of Defense 
Department of Energy (formerly ERDA) 
Department of Transportation 

vii 
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DSI 

DSP&P 

DTIC 
DUSD (P) 

EAM 
EAR 
EEFI 
ENAC 
E.O. 
EPA 

FAA 

FAR 
FBI 
FCL 
FEMA 
FMS 
FOCI 
(FRD) 
FRS 
FSC 
FSO 
FSS 

GAO 
GBL 
GFE 
GFP 
GPO 
GSA 
GSOIA 

HHS 
HOF 
HQ 

ICC 
IFB 
IPO 
ISB 
ISCRO 
ISL 
ISM 

ISR 
ITAR 

KGB 

Defense Security Institute (formerly the Defense Industrial 
Security Institute (DISI)) 

Director for Security Plans & Programs, Office of the Deputy 
Under Secretary of Defense (Policy) 

Defense Technical Information Center 
Deputy Under Secretary of Defense for Policy 

Electronic Accounting Machines 
Export Administration Regulation 
Essential Elements of Friendly Information 
Expanded National Agency Check 
Executive Order 
Environmental Protection Agency 

Federal Aviation Administration, Department of Transportation 
(formerly Federal Aviation Agency) 

Federal Acquisition Regulation 
Federal Bureau of Investigation 
Facility (Security) Clearance 
Federal Emergency Management Agency 
Foreign Military Sales 
Foreign Ownership, Control, or Influence 
FORMERLY RESTRICTED DATA 
Federal Reserve System 
Federal Supply Code (see CAGE) 
Facility Security Officer/Supervisor 
Federal Supply Schedule 

General Accounting Office 
Government Bill(s) of Lading 
Government Furnished Equipment 
Government Furnished Property 
Government Printing Office 
General Services Administration 
General Security of Information Agreement 

Department of Health and Human Services 
Home Office Facility 
Headquarters 

Interstate Commerce Commission 
Invitation for Bid 
International Pact Organization 
Industrial Security Bulletin 
Industrial Security Clearance Review Office 
Industrial Security Letter 
Industrial Security Manual for Safeguarding Classified 

Information" (DoD 5220.22-M) 
"Industrial Security Regulation" (DoD 5220.22-R) 
IIlnternational Traffic in Arms Regulation" 

Committee on State Security (Soviet Union) 

viii 
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LM 
LOC 

MAAG 
MAP 
MDAP 
MFO 
MIL-STD 
MTMC 

N/A 
NAC 
NASA 
NATO 
NCSC 
NIS 
NPLO 
NRC 
NSA 
NSF 

OASD(PA) 
OISI 
OODEPs 

OPM 
OPSEC 

OSI 

PCL 
PCO 
PIC 
PMF 
PRP 
PSCF 
PSQ 
PSS 

(RD) 
RFI 
RFP 
RFQ 

(S) 
SBA 
SEATO 
SEC 
SlOP 
SPP 

TO 
TPS 
(TS) 
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Limited Access Authorization * 
Letter of Consent, DISCO Form 560 

Military Assistance Advisory Group 
Mutual Aid Program 
Mutual Defense Assistance Program 
Multiple Facility Organization 
Military Standard (Book Form) 
Military Traffic Hanagement Command (formerly MTMTS) 

Not Applicable 
National Agency Check 
National Aeronautics and Space Administration 
North Atlantic Treaty Organization 
National Communications Security Committee 
Naval Investigative Service 
NATO Production Logistics Organization 
Nuclear Regulatory Commission 
National Security Agency 
National Science Foundation 

Office of the Assistant Secretary of Defense (Public Affairs) 
Office of Industrial Security, International 
Owners, Officers, Directors, Partners, Regents, Trustees, or 
Executive Personnel 
Office of Personnel Management OSD 
Operations Security 
Office of Secretary of Defense 
Office of Special Investigations, USAF 

Personnel (Security) Clearance 
Procuring Contracting Officer 
Personnel Investigations Center 
Principal Management Facility 
Personnel Reliability Program 
Personnel Security Clearance Files (Industrial) 
Personnel Security Questionnaire 
Protective Security Service 

RESTRICTED DATA 
Representative of a Foreign Interest 
Request for Proposal 
Request for Quote 

SECRET 
Small Business Administration 
Southeast Asia Treaty Organization 
Securities and Exchange Commission 
Single Integrated Operational Plan 
Standard Practice Procedure (s) 

Transportation Officer 
Transportation Protection Service 
TOP SECRET 

ix 

* 
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TSEC 
TWX 

(U) 
UA 
U.K. 
UL 
U.S. 
USAFSS 
U.S.C 
USIA 

U.S. Telecommunications Security 
Teletype Communications 

UNCLASSIFIED 
User Agency 
United Kingdom 
Underwriters' Laboratories 
United States of America 
U.S. Air Force Security Service 
United States Code 
United States Information Agency 

x 
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Section I. GENE~ 

1. Scope. 

a. This manual establishes the requirements for safeguarding all 
classified information to which contractors and their subcontractors, 
vendors, or suppliers have access or possession (see paragraph 3aa). The 
manual is written in terms of the most common situation where the contractor 
has access to, or possession of, classified information in connection with 
the performance of a classified contract. However, it also is applicable 
to the safeguarding of classified information in connection with all aspects 
of precontract activity including preparation of bids and proposals, precon
tract negotiations, and all aspects of postcontract activity. Moreover, the 
requirements are equally applicable to the safeguarding of classified 
information not released or disclosed under a procurement contract, such as 
government-sponsored independent research and development advance agreements 
or User Agency (UA~ programs participated in by a firm, organization, or 
individual on a voluntary or grant basis. Examples of the latter programs 
are the long-range scientific and technical planning programs and programs 
designed to provide planning briefings for industry. In such situations 
the official of the UA (or his or her designated representative) who 
releases or discloses the classified information to the contractor shall 
fulfill the responsibilities which this manual assigns to the contracting 
officer (such as furnishing necessary classification guidance, authorizing 
retention of classified material, and certifying contractors' need to 
attend classified meetings). In addition, as a general rule j terms such * 
as "cleared employees," lIauthorized personnel,11 and "employees in-process * 
for clearance," used herein. encompass all contractor employees granted a * 
personnel security clearance or limited access authorization and those * 
employees under consideration for access to classified information by the * 
DoD. * 

b. The requirements of this manual reflect the provisions of applicable 
federal statutes, E.O.'s, and DoD directives. 

c. The Secretary of Defense is authorized to act in behalf of the 
departments and agencies listed below in rendering industrial security 
services. This authority is contained in an exchange of letters between the 
Secretary of Defense and: (i) the Administrator, National Aeronautics and 
Space Administration; (ii) the Secretary of Commerce; (iii) the Administrator, 
General Services Administration (GSA); (iv) the Secretary of State; (v) the 
Administrator, Small Business Administration; (vi) the Director, National 
Science Foundation (NSF); (vii) the Secretary of the Treasury; (viii) the 
Secretary of Transportation; (ix) the Secretary of the Interior; (x) the 
Secretary of Agriculture; (xi) the Director, United States Information 
Agency (USIA); (xii) the Secretary of Labor; (xiii) the Administrator, 
Environmental Protection Agency (EPA); (xiV) the Attorney General, Department 
of Justice; (xv) the Director, U.S. Arms Control and Disarmament Agency; (xvi) 
the Director, Federal Emergency Management Agency (FEMA); (xvii) the Chairman, 
Board of Governors, Federal Reserve System (FRS); and (xviii) the Comptroller 
General of the United States, General Accounting Office (GAO). 
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d. The Deputy Under Secretary of Defense for Policy (DUSD(P))j his or 
her designee, or higher authority provides overall policy guidance for the 
DoD Industrial Security Program. The Director, DIS is responsible for the:. 
administration of the DoD Industrial Security Program on behalf of all UA's. 
Except for certain functions performed by the Commander or Head of a UA 
installation, with respect to those facilities or contractor activities 
located on the installation, the Directors of Industrial Security shall 
perform cognizant security office (CSa) functions prescribed in this manual, 
with respect to all contractor facilities within their respective regions 
(see appendix VIII for geographical areas of responsibility). 

e. UA's have the authority of, and exercise the functions of, a con
tracting officer as prescribed in this manual and the ISR. Certain of these 
functions, under delegation, are performed by the ACO. 

f. This manual also shall apply to the safeguarding of foreign classi
fied information, which has been furnished to U.S. contractors and which the 
U.S. Government is obligated to protect in the interest of national defense. 
When foreign classified information is made available to a contractor by a 
UA in connection 'Yith aU. S. classified contract, procedures applicable to 
U.S. classified information shall apply. However, ,yhen foreign classified 
information is made available to U.S. contractors in connection with a foreign 
classified contract, the responsibility for the actions, which this manual 
charges to the contracting officer and the contracting UA, shall be as pre
scribed in appendix III. Responsibilities not specifically assigned in 
appendix III are reserved to the foreign government agency or foreign 
contracting activity concerned. 

g. Revisions to this manual that have been approved by the DUSD(P) will 
be published in page change form and will be effective the date of the change. 

h. Although not a component of the Defense Industrial Security Program 
(DISP), the DoD Operations Security Program (OPSEC) is discussed ln Section XV 
of this manual in order to provide contractors participating in the DISP with 
advice and guidance concerning OPSEC in the event they become involved with 
this program via UA imposed OPSEC contractual requirements. The DoD OPSEC 
program is applicable only to defense contractors participating in the DISP 
when the contractor User Agency determines that OPSEC measures are essential 
to protect classified information for specific classified contracts. 

2. Applicable Federal Statutes, Executive Orders, and Regulations. 

a. Espionage Acts, 18 U.S.C. §§ 793-799 

b. Sabotage Acts, 18 U.S.C. §§ 2151-2157 

c. Conspiracy Statute 18 U.S.C. §§ 371 

d. Internal Security Act (1950) (in part), 50 U.S.C. §§ 781-798 

e. National Security Act of 1947, as amended 

f. Armed Services Procurement A(~t of 1947, as amended 
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g. Atomic Energy Act (1954), Public Law 703, 83rd Congress, as amended 

h. E.O. 10104, February 1, 1950 

i. E.O. 12356, April 2, 1982 

j. National Aeronautics and Space Act of 1958, as amended 

k. E.O. 10865, February 20, 1960 

1. Federal Aviation Act of 1958, as amended 

m. E.O. 10909, January 17, 1961 

n. International Traffic in Arms Regulation (ITAR), Code of Federal 
Regulations, Title 22, Chapter 1, Parts 121-127 

o. Export Control Act of 1949, as amended 

p. Mutual Security Act of 1954, as amended 

q. Information Security Oversight Office (ISOO) Directive No.1, 
June 23, 1982, concerning national security information 

3. Definitions. The following definitions are established for the purpose 
of this manual. 

a. Access, Accessibility. This refers to the ability and opportunity 
to obtain knowledge of classified information. An individual, in fact, may 
have access to classified information by being in a place where such 
information is kept, if the security measures which are in force do not 
prevent him or her from gaining knowledge of the classified information l/. 

b. Automated Information System CAIS). An assembly of computer * 
hardware, software and firmware configured for the purpose of automating * 
the functions of calculating, computing, sequencing, storing, retrieving, * 
displaying, communicating, or otherwise manipulating data, information and * 
textual material (see defi.nition of Computer Hardware). * 

c. AIS Security. The totality of security safeguards needed to * 
provide an acceptable level of protection for an AIS and the classified * 
data pro~essed. Includes all hardware/software functions, characteristics * 
and mechanisms; operational, accountability and access control procedures * 
at the computer and remote termin.al facilities; and managemen.t constraints, * 
physical structures and devices needed to provide an acceptable level of * 

l/ The entry into a controlled area, per se, will not constitute access to 
classified in.forma.tion, if the security measures which are in force prevent 
the gaining of knowledge of the classified information. Therefore, the 
entry into a controlled area under conditions that prevent the gaining of 
knowledge of classified information will not necessitate a personnel secu
rity clearance (PCL). 
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protection for classified information in any state of storage, processing, * 
display or communication within the ArS. * 

d. Alien. An alien is any person who is not a citizen or national of 
the U.S. (see "Immigrant Alien," paragraph 3av). 

d.1. Application Software. Computer programs developed for specific 
functional uses and to solve particular problems, for example, navigation, 
fire control and flight simulation. Contrast with System Software. 

e. Authorized Persons. Authorized persons are those persons who have 
a need-to-know for the classified information involved and have been cleared 
for the receipt of such information (see paragraph 3bg). Responsibility for 
determining whether individuals' duties require that they possess, or have 
access to, any classified information and whether they are authorized to 
receive it rests on the individual who has possession, knowledge, or control 
of the information involved, and not on the prospective recipients. 

f. Candidate Material. This is material that is referred to 
collectively as special nuclear materials and nuclear weapons. 

f.l. Carve-Out. A classified contract issued in connection with an 
approved Special Access Program in which the DIS has been relieved of 
inspection responsibility in whole or in part. 

g. Reserved. 

h. Classification Authority. This refers to the authority that is 
vested in an official of a UA to make an initial determination that 
information requires protection against unauthorized disclosure in the 
interest of national security. 

i. Classified Contract. A classified contract is any contract that 
requires or \vil1 require access to classified information by the contractor or 
his or her employees in the performance of the contract. (A contract may be a 
classified contract even though the contract document is not classified.) 

j. Classification Guide. This is a document issued by an authorized 
original classifier that prescribes the level of classification and appropri
ate declassification instructions for specified information to be classified 
on a derivative basis. (Classification guides are provided to contractors by 
the DD Form 254, "Department of Defense Contract Security Classification 
Specification. ") 

k. Classified Information. This is information or material that is: 
(i) owned by, produced by or for, or under the control of the U.S. Government; 
(ii) determined under E.O. 12356 or prior orders to require protection against 
unauthorized disclosure; and (iii) so designated. 

1. Classifier. A classifier is an individual who makes a classifi
cation determination and applies a security classification to information or 
material. A classifier may be a classification authority or may derivatively 
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assign a security classification based on a properly classified source or a 
classification guide. Within this context, contractors may apply security 
classification markings based on classified source material or a DD Form 254, 
as required by this manual. 

m. Closed Area. A closed area is a controlled area that is established 
to safeguard classified material, which, because of its size or nature, cannot 
be adequately protected by the safeguards prescribed in paragraph 16 or stored 
during nonworking hours in accordance with paragraph 14 (see section IV). 

n. Closed Vehicle. A closed vehicle is a conveyance which is fully 
enclosed by sides, permanent top, and door. 

o. Critical Nuclear Weapons Design Information (CNWDI). CNWDI is TOP 
SECRET RESTRICTED DATA or SECRET RESTRICTED DATA revealing the theory of 
operation or design of the components of a thermonuclear or implosion-type 
fission bomb, warhead, demolition munition, or test device. Specifically 
excluded is information concerning arming~ fusing, and firing systems; limited 
life components; and totally contained quantities of fissionable, and high
explosive materials by type. Among these excluded items are the components 
which DoD personnel, including contractor personnel, set, maintain, operate, 
test, or replace. 

p. Cognizant Security Office (CSO). The term refers to the office of 
the DIS Director of Industrial Security who has industrial security jurisdic
tion over the geographical area in which a facility is located. 

q. Colleges and Universities. This refers to all educational 
institutions that award academic degrees, and related research activities 
directly associated with a college or university through organization or by 
articles of incorporation. 

r. Communications Intelligence (COMINT). This is technical and 
intelligence information derived from foreign communications by other than 
the intended recipient. 

s. Communications Security (COMSEC), COMSEC refers to protective 
measures taken to deny unauthorized persons information derived from tele
communications of the U.S. Government relating to national security and 
to ensure the authenticity of such communications. COMSEC protection 
results from the application of security measures to electrical systems 
which generate, handle, process, or use national security information and 
also includes the application of physical security measures to COMSEC 
information or materials. 

t. Complex. A complex is a facility, or any element thereof, which 
consists of one or more buildings or structures physically enclosed within a 
common perimeter barrier that is supplemented by protective measures to 
inhibit unauthorized access and control authorized access. 

u. Compromise. A compromise is the disclosure of classified 
information to persons not authorized access thereto. 
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u.l Computer Facility. One or more AIS's located within a single * 
area. 

u.2 Computer .Hardware. Any physical equipment or device used in 
the configuration and operation of an AIS. Includes general and special 
purpose digital, analog and hybrid computers which perform logical, arith
metic or storage functions; and all components directly related to or 
operating in conjunction with such computers which are used to create, 
compose, collect, store, edit, process, communicate, display or 
disseminate information. 

v. CONFIDENTIAL. "CONFIDENTIAL" is the designation that shall be 
applied to information or material the unauthorized disclosure of which 
could be reasonably expected to cause damage to the national security. 
Examples of "damage" include the compromise of information that indicates 
strength of ground, air, and naval forces in the U.S. and overseas areas; 
disclosure of technical information used for training, maintenance, and 
inspection of classified munitions of war; and revelation of performance 
characteristics, test data, design, and production data on munitions of war. 

w. Consignee. The consignee is a person, firm, or government activity 
named as the receiver of a shipment; one to whom a shipment is consigned. 

x. Consignor. The consignor is a person, firm, or government activity 
by whom articles are shipped. The consignor is usually the shipper. 

* 
* 
* 
* 
* 
* 
* 

x.l Constant Surveillance Service (CSS). A transportation protective * 
service provided by a commercial carrier qualified by MTMC to transport * 
CONFIDENTIAL shipments. The service requires constant surveillance of the * 
shipment at all times by a qualified carrier representative, however, an FCL * 
for the carrier is not required. In addition, the carrier providing the * 
service must maintain a signature and tally record for the shipment (see * 
paragraph 3cg). * 

y. Continental Limits of the United States (CONUS). This refers to 
U.S. territory, including the adjacent territorial waters located within the 
North American continent between Canada and Mexico. 

z. Contracting Officer. A contracting officer is any government 
official who, in accordance with departmental or agency procedures, is 
currently designated as a contracting officer with the authority to enter into 
and administer contracts, and make determinations and findings with re.spect 
thereto, or any part of such authority. The term also includes the designated 
representative of the contracting officer acting within the limits of his or 
h~r authority. For purposes of this manual, the term contracting officer 
refers to the contracting officer at the purchasing office who is identified 
as the PCO and the contracting officer at a contract administration office who 
is identified as the ACO. Normally, the responsibilities which this manual 
assigns to the contracti~g officer during the precontract, contract award, and 
postcontract stages of a classified procurement will be performed by the PCO, 
with the ACO performing those responsibilities which arise during the perform
ance stages of a classified contract. 

3. 6 



DoD 5220.22-M 

aa. Contractor. A contractor is any industrial, educational, commer
cial, or other entity that has executed a DD Form 441, "Department of Defense 
Security Agreement)" with a DoD agency for the purpose of performing on a 
classified contract or other classified procurement. The term contractor also 
refers to an individual who manages such an entity. 

abo CRYPTO. "CRYPTO" is a marking or a designator identifying all 
COMSEC keying material that is used to protect or authenticate telecommuni
cations carrying national security-related information. (This CRYPTO mark
ing also identifies COMSEC equipment and/or computer software containing 
operational keying variables.) 

ac. Custodian. A custodian is an individual who has possession of, or 
is otherwise charged with, the responsibility for safeguarding or accounting 
for classified information. 

ad. Declassification. This is the determination that classified infor
mation no longer requires, in the interests of national security, any degree 
of protection against unauthorized disclosure, together with a removal or can
cellation of the classification designation. 

ae. Declassification Event. This is an event that eliminates the need 
for continued classification of information. 

af. Department of Defense. DoD refers to Office cf the Secretary of 
Defense (OSD) (including all boards, councils, staffs, and commands), DoD 
agencies, and the Departments of the Army, Navy, and Air Force (including all 
of their activities). 

ago Derivative Classification. This is a determination that infor
mation is in substance the same as information currently classified and 
application of the same classification markings. 

ah. Document. A document is any recorded information, regardless of 
its physical form or characteristics, including, without limitation, written 
or printed matter, data processing cards and tapes, maps, charts, paintings, 
drawings, engravings, sketches, working notes, and papers; reproductions of 
such things by any means or process; a!l~ sound, voice, magnetic, or electronic 
recordings in any form. 

ai. Downgrade. This is a determination that classified information 
requires, in the interests of national security, a lower degree of protection 
against unauthorized disclosure than currently provided, together with a 
changing of the classification designation to reflect such a lower degree of 
protection. 

ai.l Essential Elements of Friendly Information. Key questions, or 
critical information secrets about United States intentions, military 
capabilities, plans or programs needed by an adversary to relate with 
other available information and intelligence in order to assist that 
adversary in reaching a logical decision. DoD military components refer 
to the Essential Elements of Friendly Information as EEFI. These EEFI may 
be disclosed through OPSEC indicators. 
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aj. Executive Personnel. Executive personnel are those individuals 
in managerial positions, other than owners, officers, or directors, who 
administer the operations of the facility. (This category includes such 
designations as general manager, plant manager, plant superintendent, or 
similar designations, and facility security supervisor (FSO).) 

ak. Facility. A facility is a plant, laboratory, office, college, uni
versity, or commercial structure with associated warehouses, storage areas, 
utilities, and components, which, when related by function and location, form 
an operating entity. (A business or educational organization may consist of 
one or more facilities as defined above.) For purposes of industrial secu
rity, the term does not include UA installations. 

al. Facility (Security) Clearance (FCL). This is an administrative 
determination that, from a security viewpoint, a facility is eligible for 
access to classified information of a certain category (and all lower 
categories). 

am. Firmware. A method of organ~z~ng control of an AIS in a micro- * 
programmed structure in addition to, or rather than, software or hardware. * 
Microprograms are composed of microinstructions, normally resident in * 
read-only memory (ROM), to directly control the sequencing of computer * 
circuits at the detailed level of the single machine instruction. * 

an. Foreign Government Information. This is information that is: (i) 
provided to the U.S. by a foreign government or governments, an international 
organization of governments, or any element thereof with the expectation, 
expressed or implied, that the information, the source of the information, or 
both, are to be held in confidence; or (ii) produced by the U.S. pursuant to, 
or as a result of, a joint arrangement with a foreign government or 
governments, an international organization of governments, or any element 
thereof, requiring that the information, the arrangement, or both are to be 
held in confidence. 

ao. Foreign Interest. The term refers to any foreign government or 
agency of a foreign government; any form of business enterprise organized 
under the laws of any country other than the U.S. or its possessions; and any 
form of business enterprise organized or incorporated under the laws of the 
U.S., a state, or other jurisdiction of the U.S. that is o~qned or controlled 
by a foreign government, firm, corporation, or person. included in this 
definition is any natural person who is not a citizen or national of the U.S. 
(An immigrant alien as defined in paragraph 3av is excluded from the 
definition of a foreign interest.) 

ap. Foreign Nationals. This refers to all persons not citizens of, not 
nationals of, nor immigrant aliens to, the U.S. 

aq. FORMERLY RESTRICTED DATA (FRD). This is information removed from 
the RESTRICTED DATA category upon a joint determination by the DOE (or 
antecedent agencies) and the DoD that such information relates primarily to 
the military utilization of atomic weapons, and that such information can be 
adequately safeguarded as classified defense information. For purposes of 
foreign dissemination, however, such information is treated in the same manner 
as RESTRICTED DATA. 
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ar. Graphic Arts. This refers to facilities and individuals engaged 
in performing consultation, service, or the production of any component or end 
product which contributes to, or results in, the reproduction of classified 
information. Regardless of trade names of specialized processes, it includes 
writing, illustrating, advertising services, copy preparation, all methods of 
printing, finishing services, duplicating, photocopying, and film processing 
activities. 

as. Hardened Container. A hardened container is a container of such 
strength and durability as to provide security protection to prevent items 
from breaking out of the container and to facilitate the detection of any 
tampering with the container while in transit. Some examples of hardened 
containers are banded or wired boxes, wooden boxes, and closed cargo 
transporters. 

at. Reserved. 

au. Home Office Facility (HOF). The HOF is the headquarters facility 
of a mUltiple facility organization (see paragraph bc below). 

avo Immigrant Alien. An immigrant alien is any person who is lawfully 
admitted into the U.S. under an immigration visa for permanent residence (see 
paragraph 24 for special prerequisites for clearance of immigrant aliens). 

aw. Industrial Security. This refers to that portion of internal 
security which is concerned with the protection of classified information 
in the hands of U.S. industry. 

ax. Information. Information is knowledge that can be communicated by 
any means. 

ay. Information Security. This refers to the result of any system of 
administrative policies and procedures for identifying, controlling, and 
protecting from unauthorized disclosure, information the protection of which 
is authorized by E.O. or statute. 

az. Intelligence. Intelligence is the product resulting from the 
collection, evaluation, analysis, integration, and interpretation of all 
available information, which concerns one or more aspects of foreign nations 
or of areas of foreign operations, and which is immediately or potentially 
significant to military planning and operations. 

* 

az.1 Letter of Consent (LOC) (DISCO Form 560). The form used by * 
DISCO to notify a contractor that a personnel security clearance or a * 
Limited Access Authorization CLAA) has been granted to an employee. * 

az.2 Limited Access Authorized (LAA). Security access authoriza- * 
tion to CONFIDENTIAL or SECRET information granted to non-U.S. citizens * 
requiring such limited access in the course of their regular duties. * 
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ba. Locked Entrance. A locked entrance is an entrance to a closed or 
restricted area which is kept closed and locked at all times except when tem
porarily unlocked and opened under supervision for the purpose of passing 
material or authorized personnel into or out of the area. 

bb. Material. Material refers to any product or substance on, or in 
which, information is embodied. 

bc. Multiple Facility Organization (MFO). A legal entity (single 
proprietorship, partnership, association, trust, or corporation) that is 
composed of two or more cleared facilities. 

bd. National of the United States. A national of the U.S. is: 

(1) a citizen of the U.S., or 

(2) a person who, though not a citizen of the U.S., owes permanent 
allegiance to the U.S. 2/. 

* 
* 
* 

be. National Security. This refers to the national defense and foreign 
relations of the U.S. 

bf. NATO Classified Information. The term "NATO classified informa
tionll embraces all classified information -- military, political, and 
economic -- that is circulated within and by NATO, whether such information 
originates in the organization itself or is received from member nations or 
from other international organizations. 

bg. Need-to-Know. This is a determination made by the possessor of 
classified information that a prospective recipient, in the interest of 
national security, has a requirement for access to (see paragraph a above), 
knowledge of, or possession of the classified information in order to perform 
tasks or services essential to the fulfillment of a classified contract or 
program approved by a UA. 

bh. Negotiator. A negotiator is any employee, in addition to the 
OODEPs, who requires access to classified information during the negotiation 
of a contract or the preparation of a bid or quotation pertaining to a prime 
or subcontract. (This category may include, but is not limited to, account
ants, stenographers, clerks, engineers, draftsmen, and production personnel.) 

bi. Nuclear Weapon Security Program. A limited number of defense 
contractors are involved in the DoD nuclear weapon security program. This 

2/ See 8 U.S.C. § 1101(a) (22) . 8 U.S.C. § 1401, subsection (a) lists in 
paragraphs (1) through (7) categories of persons born in and outside the 
U.S. or its possessions who may qualify as nationals of the U.S. When 
doubt exists as to whether or not a person can qualify as a national of the 
U.S., this subsection should be consulted. 
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program identifies certain positions categorized as Critical or Controlled, 
depending upon the degree of involvement with nuclear weapons. Assignment 
to such positions is governed by the DoD Nuclear Weapon Personnel Reliability 
Program (PRP), the specific procedures of which will be set forth separately 
in appropriate contractual agreements. All personnel in Critical or Con
trolled positions must have a security clearance commensurate with the 
security classification of information required by their duties. 

bj. Officers (Corporation, Association, or Other Types of Business or 
Educational Institution). Officers are those persons in positions established 
as officers in the articles of incorporation or bylaws of the organization. 
This definition includes all principal officers; that is, those persons 
occupying positions normally identified as president, senior vice presiden.t, 
secretary, treasurer, and those persons occupying similar positions. In 
unusual cases, the determination of principal officer status may require a 
careful analysis of an individual's assigned duties, responsibilities, and 
authority as officially recorded by the organization. 

bk. Reserved. 

bk.l Operations Security (OPSEC). The process of denying adver
saries information about friendly capabilities and intentions by 
identifying, controlling, and protecting indicators associated with 
planning and conducting military operations and other activities. 
Section XV of this manual contains a detailed discussion of OPSEC and 
its relationship to industrial security. 

bk.2 OPSEC Indicators. Actions or information (classified or 
unclassified), obtainable by an adversary, that would allow the adversary 
to develop or confirm assumptions, estimates and facts about United States 
intentions, military capabilities, plans, or programs, thereby compromising 
essential secrecy. 

* 

bl. Original Classification. This is an initial determination that 
information requires, in the interest of national security, protection against 
unauthorized disclosure, together with a classification designation signifying 
the level of protection required. 

bl.l. Parent. A parent firm is a corporation that can control another 
corporation (subsidiary) by ownership of a majority of its stock. The control 
may exist by direct stock ownership of an immediate subsidiary or by indirect 
ownership through one or more intermediate levels of subsidiaries. 

bm. Personnel (Security) Clearance (PCL). A PCL is an administrative 
determination that an individual is eligible, from a security point of view, 
for access to classified information of the same or lower category as the 
level of the PCL being granted. 

bn. Possessions. U.S. possessions are the Virgin Islands, Guam, 
American Samoa, Swain's Island, Howland Island, Baker Island, Jarvis Island, 
Midway Islands (this consists of Sand Island and Eastern Island), Kingman 
Reef, Johnston Atoll, Navassa Island, Swan Island, Wake Island and Palmyra 
Island. 
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boo Principal Management Facility (PMF). A cleared facility of an 
MFO which reports directly to the HOF and whose principal management 
official has been delegated certain personnel security administration 
responsibilities or a defined geographical or functional area. The PMF 
will function as a Home Office Facility in relation to its area of 
responsibility. Both cleared and uncleared facilities may be under the 
jurisdiction of a PMF. (See paragraph 73 for approval requirements.) 

* 
* 
* 
* 
* 
* 
* 

bp. Protected Area. An area housing computer hardware used in the * 
configuration and operation of an AIS which is continuously protected by a * 
collective level of physical security safeguards and personnel access con- * 
troIs to prevent or detect unauthorized modification of the hardware. * 

bq. Protective Security Service (PSS). A transportation protective 
service provided by a cleared commercial carrier qualified by MTMC to 
transport SECRET shipments. The carrier must provide continuous attendance 
and surveillance of the shipment by qualified carrier representatives and 
maintain a signature and tally record. In the case of air movement, how
ever, observation of the shipment is not required during the period it is 
stored in the carrier's aircraft in connection with flight, provided the 
shipment is loaded into a compartment that is not accessible to any 
unauthorized person aboard. Conversely, if the shipment is loaded into a 
compartment of the aircraft that is accessible to an unauthorized person 
aboard, the shipment must remain under the constant surveillance of a 
cleared escort or qualified carrier representative. 

br. Public Disclosure. Public disclosure is the passing of informa
tion and/or materials pertaining to a classified contract to the public, or 
any member of the public, by any means of communication. 

bs. gualified Carrier. A qualified carrier is a carrier that has met 
all of the following criteria. 

(1) The requirement for the carrier's service has been established 
by a shipper. 

(2) The carrier is authorized by law, regulatory body, or 
regulation to provide the required transportation service. 

(3) A determination has been made by MTMC or the designated 
Commander overseas that: (i) the carrier j .. s capable of and authorized to 
furnish PSS in accordance with an applicable tariff, government tender, 
agreement, or contract provision; and (ii) no other qualified carrier is 
available to perform the required service. 

(4) The carrier has executed a DIS Form 1149, "Transportation 
Security Agreement," with, and has been granted a SECRET FCL by, the 
appropriate CSO. 

* 
* 
* 
* 
* 
* 
* 

bt. Reference Material. The term reference material means documentary 
material over which the UA does not have classification jurisdiction, and did 
not have classification jurisdiction at the time such material was originated. 
Most material made available to contractors by the DTIC and other secondar), 
distribution agencies is reference material as thus defined. 
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bu. Regrade. This is to assign a higher or lower security classifica
tion to an item of classified material. 

bv. Remote Terminal. A remote terminal is a device for communication 
with an ADP system from a location, which is not within the central computer 
facility. 

bw. Representatives of a Foreign Interest (RFI). This term refers to 
citizens or nationals of the U.S. or immigrant aliens who, in their individual 
capacities, or on behalf of a corporation (whether as a corporate officer or 
official, or as a corporate employee who is personally involved with the for
eign entity), are acting as representatives, officials, agents, or employees 
of a foreign government, firm, corporation, or person. However, U.S. citi
zens and nationals who have been appointed by their U.S. employer to be its 
representatives in the management of a foreign subsidiary (that is, a foreign 
firm in which the U.S. firm has ownership of at least 51% of the voting stock) 
will not be considered RFI's, solely because of their employment, provided the 
appointing employer is their principal employer and is a firm that possesses 
or is in process for an FCL. 

bx. Restricted Area. This is a controlled area established to safe
guard classified material, which, because of its size or nature, cannot be 
adequately protected during working hours by the safeguards prescribed in 
paragraph 16, but which is capable of being stored during nonworking hours 
in accordance with paragraph 14 (see section IV). 

by. RESTRICTED DATA. "RESl'RICTED DATA" is all data (information) con
cerning: (1) design, manufacture, or utilization of atomic weapons; (ii) the 
production of special nuclear nlaterial; or (iii) the use of special nuclear 
material in the production of energy, but not to include data declassified or 
removed from the RESTRICTED DATA category pursuant to Section 142 of the 
Atomic Energy Act (see section lly, Atomic Energy Act of 1954, as amended, and 
paragraph aq, FORMERLY RESTRICTED DATA, above). 

bz. SECRET. "SECRET" is the designation that shall be applied only to 
information or material the unauthorized disclosure of which reasonably could 
be expected to cause serious damage to the national security. Examples of 
"serious damage" include disruption of foreign relations significantly affect
ing the national security, significant impairment of a program or policy 
directly related to the national security, revelation of significant military 
plans or intelligence operations, compromise of significant military plans or 
intelligence operations, and compromise of eignificant scientific or techno
logical developments relating to national security. 

ca. SECRET Classified Shipment. This refers to SECRET material 
moving in commercial transportation service that requires PSS of a qualified 
carrier in the interest of national security. 

cb. Security. Security refers to the safeguarding of information 
classified TOP SECRET, SECRET, or CONFIDENTIAL against unlawful or 
unauthorized dissemination, duplication, or observation. 
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cc. Security Cognizance. This refers to the responsibility for acting 
for UA'S in the discharge of industrial security responsibilities described in 
this manual. 

cd. SENSITIVE COMPARTMENTED INFORMATION (SCI). This is all informa
tion and material that requires special controls for restricted handling 
within compartmented intelligence systems and for which compartmentation is 
established. 

ceo Shipper. A shipper is the one who releases custody of material to 
a carrier for transportation to a consignee (see also consignor, paragraph 
3x. ) 

cf. Short Title. This is an identifying combination of letters and 
numbers assigned to a publication or equipment for purposes of brevity. 

cg. Signature and Tally Record. A recor.d that is an integral part * 
of PSS and CSS and is designed to provide continuous accountability and * 
custody of a shipment from point of pickup to delivery to the consignee. * 
For commercial air shipments a signature is not required from the flight * 
crew or attendees of the carrier's aircraft. * 

ch. Single Line Service. This refers to freight that moves from point 
of origin to destination over the lines of only one carrier. 

ci. Special Access Program. A special access program is any program 
imposing "need-to-know" or access controls beyond those normally provided for 
access to CONFIDENTIAL, SECRET, or TOP SECRET information. Such a pro-
gram includes, but is not limited to, special clearance, adjudication, or 
investigative requirements, special designation of officials authorized to 
determine "need-to-know," or special lists of persons determined to have a 
"need-to-know." 

cj. Subsidiary. A subsidiary is a corporation that is controlled by 
another corporation (parent) by reason of the latter corporation's ownership 
of at least a majority (over 50%) of the capital stock. A subsidiary is a 
legal entity and shall be processed separately for an FCL. 

cj.1. System Security Officer (SSO). The contractor person responsible * 
for the implementation of AIS security, and operational compliance with the * 
documented security measu~es and controls, at the contractor facility. * 

ck. System Software. Computer programs that control, monitor or * 
facilitate use of the AIS, for example, operating systems, programming * 
languages, communications, input-output control, sorts, security packages * 
and other utility-type programs. Considered to also include off-the-shelf * 
application packages obtained from manufacturers and commercial vendors, * 
such as for word processing, spreadsheets, data base management, graphics * 
and computer-aided design. * 
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cl. TOP SECRET. "TOP SECRET" is the designation that shall be applied 
only to information or material the unauthorized disclosure of which reason
ably could be expected to cause exceptionally grave damage to the national 
security. Examples of "exceptionally grave damage" include armed hostilities 
against the U.S. or its allies, disruption of foreign relations vitally 
affecting the national security, the compromise of vital national defense 
plans or complex cryptologic and communications intelligence systems, the 
revelation of sensitive intelligence operations, and the disclosure of 
scientific or technological developments vital to national security. 

cm. Transmission. Transmission is the sending of information from 
one location to another by radio, microwave, laser, or other nonconnective 
methods, as well as by cable, wire, or other connective medium. Transmis
sion also includes movement involving the actual transfer of custody and 
responsibility for a document or other classified material from one author
ized addressee to another. 

cm.1 Transportation Protection Service (TPS). A commercial carrier * 
service performed according to DoD standards that provides intransit * 
physical security for shipments of classified material. The two services * 
used for shipments of SECRET and CONFIDENTIAL material are PSS and CSS, * 
respectively. * 

cn. Transshipping Activity (Government). This refers to a government 
activity to which a carrier transfers custody of freight for reshipment by 
another carrier to the consignee. 

co. United States and Its Territorial Areas. This includes the 50 
states, the District of Columbia, the Cornnonwea1th of Puerto Rico, Guam, 
American Samoa, the Virgin Islands, the Trust Territory of the Pacific Islands 
(also called Micronesia), Midway Islands, Wake Island, Johnston Atoll, Kingman 
Reef, Swain's Island, Howland Island, Baker Island, Jarvis Island, Navassa 
Island, Swan Island, and Palmyra Island. 

cpo Unauthorized Person. An unauthorized person is any person not 
authorized to have access to specific classified information in accordance 
with the provisions of this manual. 

cq. United States (U.S.). This refers to the 50 states and the 
District of Columbia. 

cr. Upgrade. This is a determination that certain classified infor
mation, in the interest of national security, requires a higher degree of 
protection against unauthorized disclosure than is currently provided, coupled 
with a changing of the classification designation to reflect such a higher 
degree. 

cs. User Agencies (UA's). This term refers to the OSD (including all 
boards, councils, staffs, and commands), DoD agencies, Departments of the 
Army, Navy, and Air Force (including all of their activities), and Depart
ments of: State, Commerce, Treasury, Transportation, Interior, Agriculture, 
Labor and Justice, NASA, GSA, SBA, NSF, EPA, ACDA, FEMA, GAO, FRS, and 
USIA. 
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ct. Weapon System. Weapon system is a general term used to describe a 
weapon and those components required for its operation. 

cu. Reserved. * 
4. Designation of Cognizant Security Office. The Regional Directors of DIS 
are responsible for administration of industrial security within their respec
tive regions. The office of the Director of Industrial Security in each DIS 
Region is designated as the CSO for all contractor facilities located within 
the region (see appendix VIII). All relationships between the UA and the 
contractor on industrial security matters shall be handled through, or in 
coordination with, the CSO, except those matters specifically set forth in 
this manual as responsibilities of the contracting officer. All questions 
of interpretation with respect to this manual, or problems involving the 
industrial security procedures as they pertain to the contractor, shall be 
forwarded to the CSO. In the case of a facility or contractor activity 
located on a UA installation, requests for interpretations of this manual 
shall be forwarded to the CSO through the Commander or Head of the UA 
installation. The management of each facility that has been assigned to 
one of the DIS Regions for security cognizance shall be notified in writing of 
this action at such time as the DoD Industrial Security Program is initiated 
at the facility. The designation of CSQ to exercise security cognizance at a 
facility will not relieve any UA of the responsibility for protecting and 
safeguarding its classified information incident to its classified contr.acts 
with the facility, or from visiting the facility to review the security 
aspects of such contracts. However, the security administration of a U.S. 
classified contract awarded to a U.S. contractor, which requires performance 
for a UA at a location outside the U.S., Puerto Rico, or a U.S, possession 
or trust territory, shall be the responsibility of the UA awarding the 
classified contract, except when the contracting UA has an agreement with the 
U.S. installation Commander in such area to perform this function for it, or 
DIS has accepted responsibility at the request of the UA. The Director of 
Industrial Security in each DIS Region in which the HOF or principal U.S. 
based office of the contractor is located will assume security cognizance for 
such U.S. based facility, and except for contractor granted CONFIDENTIAL 
clearances, DISCO will clear all of the contractor's employees requiring 
access to classified information in support of a UA contract, regardless of 
the physical location of such employees. Contractor activities located 
outside the U.S., Puerto Rico, or a U.S. possession, territory, or trust 
territory will not be granted an FCL. 

5. General Requirements. The contractor shall be responsible for 
safeguarding all classified information under his or her control. In the 
furtherance of this requirement, the contractor will be responsible for the 
following. 

a. Facility Security Officer/Supervisor (FSO). The contractor shall * 
appoint a U.S. citizen, who is required to be cleared as part of the FCL, * 
to supervise and direct security measures necessary for the proper applica- * 
tion of U.S. Government furnished guidance or specifications for classifi- * 
cation, downgrading, upgrading, and for safeguarding classified information. * 
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The FSO, as well as other contractor employees who perform duties in direct * 
support of the FSO, shall complete minimal security training as deemed * 
appropriate by the CSO. * 

b. Automatic Data Processing. The contractor shall not utilize an ADP 
system for the pr.ocessing of classified data without the prior approval of 
the CSO (see section XIII). 

c. Limitation on Disclosure. Contractors shall ensure that classified 
information is furnished or disclosed only to authorized persons (see para
graph 3e). To this end they shall determine to what extent their employees, 
subcontractors, vendors, and suppliers require access to classified informa
tion in the performance of tasks or services essential to the fulfillment of 
the contract 3/. They shall take all reasonable measures to adjust plant 
layout and organize work, so as to limit such access to the least number 
of individuals or firms consistent with the efficient performance of the 
classified contract. 

d. Safeguarding. The contractor shall provide suitable protective 
measures within his or her facility for the safeguarding of classified infor
mation. A contractor performing work within the confines of a UA installation 
must safeguard classified information in accordance with provisions of this 
manual, unless responsibilities for security are modified by the contract. All 
classified material received by the contractor which: (1) is not related to a 
contract, project, or program pursuant to paragraph la, or (2) for which no 
safeguarding or disposition instructions have been received, shall be safe
guarded in accordance with the prov~s~ons of this manual, and the CSO shall be 
notified pursuant to paragraph 6a(18). 

e. Adverse Clearance Actions. In the event a contractor is notified * 
by the DIS that a personnel security clearance concerning any of its OODEPs, * 
employees, or consultants has been denied, suspended, or revoked, the * 
contractor shall promptly preclude access to classified information by the * 
affected individual. A case-by-case evaluation of the assigned duties and * 
responsibilities of such affected individuals shall be undertaken to deter- * 
mine whether functional or physical reassignment will be necessary. * 

f. Individual Responsibility for Safeguarding. The contractor shall 
on a recurring basis, remind all cleared personnel, including those located 
outside the U.S., of their continuing responsibilities for safeguarding 

l/ A contractor is not authorized to turn over classified intelligence informa
tion to a subcontractor, vendor, or supplier without prior written authoriza
tion of the contracting UA. All classified intelligence information, whether 
obtained during a visit or through other sources, shall be safeguarded and 
controlled in accordance with the provisions of this manual, as well as 
any additional instructions that may be received from the releasing UA 
activity and any specific restrictive markings or limitations appearing on 
documents. All inquiries concerning source, acquisition, use, control, or 
restrictions pertaining to intelligence information shall be directed to 
the contracting UA activity concerned. 
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classified information. Each cleared employee shall be made aware of the 
security procedures: (i) pertaining to that employee's particular work 
assignment; (ii) any security deficiencies resulting from recurring 
inspections by the CSO that require individual corrective action on the 
part of the employee; and (iii) shall be given an indoctrination in the 
methods and operations used by hostile intelligence services to subvert 
U.S. industrial personnel, as well as defensive measures to be employed by 
employees in order to counter such subversion. Part B of appendix VII 
provides indoctrination informati.on on this subject. When representatives 
of the U.S. Government provide specific counterintelligence awareness 
briefings to the FSO, the FSO shall ensure that all cleared key personnel 
are also briefed, either at the time the FSO is briefed or at a subsequent 
briefing to be conducted by the FSO or designee. In addition, the employee 
who has possession or knowledge of an element or item of classified informa
tion shall be informed that the employee is responsible for determining 
whether a prospective recipient is an authorized person (see paragraph 3e). 
The employee shall be informed that he or she is required to advise the 
recipient of the classification of the information which he or she discloses. 
The contractor shall also inform its employees that unauthorized disclosure of 
classified information violates DoD regulations and contractual obligations, 
and is punishable under the provisions of federal criminal statutes. 

g. Security Briefing and Termination. Contractors shall, prior to per
mitting their employees to have access to classified information, brief them 
on their obligations to safeguard classified information, advise them of its 
importance, inform them of the required security procedures, and have them 
read, or have read to them, the portions of the espionage laws, conspiracy 
laws, and federal criminal statutes applicable to the safeguarding of classified 
information appearing in appendix VI of this manual. In addition, the employees 
shall be advised that they must report to the contractor if they become an RFI 
(see paragraph 3bw). Following the briefing the employees shall be required to 
execute part 1 of DISCO Form 482, "Security Briefing and Termination Statements." 
The DISCO Form 482 shall then be retained by the contractor. Employees who exe
cute part 1 of DISCO Form 482 and who subsequently are absent from their places 
of employment, for any reason, in excess of 12 months, must reexecute part 1 
of DISCO Form 482 before being permitted access to classified information. 
The employee shall be required to execute part II of DISCO Form 482 at the 
time of termination of employment (discharge, resignation, or retirement) 
and at the beginning of a temporary layoff or leave of absence in excess * 
of 30 days, upon termination or revocation of the FCL, or when administra- * 
tive termination of PCL is accomplished in accordance with the provisions of 
paragraph 29. The contractor shall retain part II, DISCO Form 482, or its 
predecessor form, for not less than 3 years when an employee has had access to 
TOP SECRET or other information requiring a special access authorization by 
the U.S. Government, and for not less than 2 years when an employee has had 
access to SECRET or CONFIDENTIAL information. The importance of the 
termination statement shall be brought to the terminating employee's 
attention. If the terminating employee had access to TOP SECRET, COMSEC, or 
other information requiring a special access authorization by the U.S. 
Government, he or she shall be given an oral debriefing which shall include a 
statement of: (i) the purpose of the debriefing, (ii) the serious nature of 
the subject matter which requires protection in the national interest, (iii) 
the need for caution and discretion, and (iv) advice concerning any travel 
restrictions which are appropriate. The CSO shall be 
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notified immediately, in accordance with paragraph 6a(9), of the circumstances 
involved whenever an employee refuses to execute the DISCO Form 482 ~/. 

h. Special Features of Design. Shall not incorporate any special 
features of design or construction in any project other than that for which 
they are furnished by, developed for, or designed for the Government, if 
such incorporation would disclose classified information unless prior written 
authorization of the contracting officer concerned has been obtained. However, 
classified features of design or construction may be incorporated by the con
tractor in other U.S. User Agency projects of equal or higher classification 
unless specifically prohibited by the Government. U.S. classified information 
shall not be used in the performance of a foreign classified contract unless 
the information was furnished through the designated military department in 
connection with that contract, or the U.S, contracting officer concerned has 
expressly authorized in writing the use of that information. 

i. Security of Combinations. The contractor shall ensure that the 
combinations to safes, containers, vaults, and three-position dial-type 
changeable combirtation padlocks used to lock containers holding classified 
material are classified and safeguarded, in accordance with the highest level 
of the classified material stored in a given container. If a written record 
is established for the combinations, the record shall be marked with the 
classification designation, that is, TOP SECRET, SECRET, or CONFIDENTIAL, 
of the highest level of material stored in the container. Other markings 
specified in paragraph 11 for classified material are not required. However, 
if the record is for the combination of a container used for storage of 
special categories of information, such as NATO, CNWDI, RESTRICTED DATA, or 
other information that requires special briefings or access requirements, 
procedures shall be established to ensure that the special requirements are 
adhered to and only those persons having a need-to-know are given access to 
the record of the combination. In addition, accountability for the written 
record shall be established in accordance with paragraph 12. The combinations 
shall be changed at intervals of at least once every year (if NATO or CRYPTO 
classified material is stored, the combination shall be changed every 6 
months) and at the earliest practical time following: 

~I When a terminated employee fails to execute part II of DISCO Form 482, 
the contractor shall make every reasonable effort to contact the former 
employee for the purpose of correcting the omission; for example, enclosing 
a copy of the form in a registered or certified letter, return receipt 
requested, sent to the former employee's last known address. If, once 
contact is established with the former employee, he or she fails to comply 
with the request to execute and return the form, such failure shall be 
considered as tantamount to a refusal and should be reported as such in 
accordance with paragraph 6a(9), indicating what efforts had been made to 
locate the former employee. When employees are also required to be given 
an oral debriefing, the contractor may, if the former employees are located 
in a remote distance from the facility, direct them to contact the nearest 
CSO and make arrangements to receive the required debriefing. In such a 
case, the CSO should be requested in writing to perform the debriefing on 
behalf of the contractor. 
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(1) the reassignment, transfer, or termination of any person having 
knowledge of the combination, ££ when the PCL granted to any such person is 
downgraded to a level lower than the category of material stored, or is 
suspended or revoked by proper authority; 

(2) the compromise or suspected compromise of the safes and 
containers or their combinations, or discovery of the container being left 
unlocked and unattended; ~ 

(3) the initial receipt of safes, containers, and three-position 
dial-type changeable combination padlocks. 

Combinations to safes, containers, vaults, and three-position dial-type 
changeable combination padlocks shall be changed under the above schedule by 
a person entrusted with the combination or authorized access to the contents 
of the container in accordance with paragraph 14c, or by the FSO or his or her 
designated representative. Under no circumstances shall the changing of the 
combinations be performed by an outside locksmith or subcontractor employee. 
To prevent unauthorized substitution, combination padlocks shall be placed 
inside of the open container or secured to a hasp, drawer, or handle of the 
container when it is open. 

j. Security Checks. The contractor shall perform security checks 
within the facility to ensure that at all times security precautions are 
taken to protect classified material in the possession of the facility and 
shall designate an individual or individuals to make room or area checks 
during normal working hours to ensure that all classified material not under 
surveillance has been properly stored. 

k. Transmission. The contractor shall establish procedures for the 
proper transmittal of classified material under the provisions of paragraph 
17. 

1. Disposition of Classified Material. The contractor shall return to 
the contracting officer, or his or her designated representative, all classi
fied material furnished by a UA, including all reproductions thereof, and shall 
surrender all classified material developed by the contractor in connection with 
a UA contract, p~ogram, or solicitation 5/ 6/, unless the material has been 
destroyed in accordance with paragraph 19, or the retention of the material is 
authorized under the provisions of paragraph m below. Such material shall be 
returned or surrendered in accordance with the following schedule: 

~/ The placing of an appropriate notation on each document, indicating the 
specific contract to which it pertains, will assist in achieving compliance 
Fith this paragraph. 

~/ Classified material, which is not related to a proposal or classified 
contract (see paragraph 1a), may be destroyed in accordance with the 
provisions of paragraph 19c (unless specifically prohibited), or disposed 
of in accordance with instructions issued by the UA that originally 
furnished the material. 
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(1) if a bid, proposal, or quote is not submitted or is withdrawn 
within 90 days after the opening date of bids, proposals, or quotes; 

(2) if a bid, proposal, or quote is not accepted -- within 90 days 
after rtotification that a bid, proposal, or quote has not been accepted and if 
further retention is necessary to serve a UA purpose, a request for approval 
shall be submitted to the appropriate contracting officer in accordance with 
paragraph m below; ££ 

(3) if a successful bidder -- on final delivery of goods or serv
ices, or on completion or termination of the contract, unless otherwise pre
scribed in the contract or directed by the contracting officer. 

m. Retention of Classified Material. 

(1) The contractor may retain classified material in special cases 
when a bid, proposal, or quote is not accepted or on completion or termination 
of the contract, provided the contractor requests and justifies such retention 
and its retention is agreed ~o by the contracting officer. The contractor 
shall be authorized to retain classified material only: 

(a) when retention is necessary for the maintenance of the 
contractor's essential records; 

(b) when classified information is also patentable or is 
proprietary data in which the contractor has title; £E 

(c) when retention of the material will assist the contractor 
and will benefit the U.S. Government in the performance of other UA contracts 
(the contracting officer of a current classified contract may authorize 
transfer of the material to the current contract when the material is 
identified by the contractor in accordance with the procedure set forth in 
paragraph 5m(1) (d) 7/ -- in these situations the material will be disposed of, 
in accordance with paragraph 51, at the completion of the current contract); and 

Cd) when the contractor justifies and requests retention 
authority in writing, indicates the period of time retention is necessary, 
and identifies the classified material for which retention is requested as 

II When such approval is granted the contracting officer who has cognizance 
over the classified material shall be notified by the current contracting 
officer. In the event retention of information under the circumstances 
contemplated in this paragraph involves information of a DoD UA being 
retained by a contractor of a non-DoD UA, or vice versa, or between non-DoD 
agencies, the concurrence of the contracting officer of the completed or 
terminated contractor bid which was not accepted must be obtained by the 
current contracting officer prior to authorizing retention of the materials. 
Information authorized for retention under these circumstances will be 
identified as to its origin, and its ultimate disposition or declassifica
tion will remain with its originating agency. 
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follows: TOP SECRET and SECRET material shall be identified in a list of 
specific documents unless, in the case of SECRET material only, the contract
ing officer has authorized identification by subject matter and approximate 
number of documents; CONFIDENTIAL material sh.all be identified by subject 
matter and approximate number of documents. However, authorization of the 
contracting officer is not required for the retention of: (i) records held 
by the contractor in accordance with the records retention requirements of 
the basic contract; (ii) records authorized for retention for a specific 
period under the terms of the basic contract; and (iii) records which during 
the contract period, the contracting officer authorized the contractor to 
retain for a specific period following completion of the contract; provided 
that in each case the contractor informs the contracting officer of the 
material to be retained, identifying it in the manner prescribed above. 

(2) The contractor may retain classified material which does not 
relate to a contract, for a limited time unless indicated otherwise on the 
material. For example, the contractor may retain material obtained at classi
fied symposiums or meetings as long as needed, but not for a period to exceed 
1 year from the date of receipt. Retention beyond that time is authorized 
only when the contractor requests and justifies such retention, and retention 
is agreed to by a contracting officer of a current contract or an official of 
the UA which released the information. 

n. Termination of Security Agreement. The contractor shall, notwith
standing the provisions of paragraphs I and m above, in the event that the 
DD Form 441 is terminated for any reason by either party and is not superseded 
by a new DD Form 441, render all classified material in his or her possession 
to the UA concerned; or dispose of such material in accordance with instruct 
from the UA concerned. The DIS FL 381-R, "Letter of Notification of Facility 
Security Clearance," and the contractor's copy of the DD Form 441 shall be 
returned to the CSO. Control station records, reproduction records, destruc
tion certificates, and visitor records for which the retention period is not 
expired at the time of termination of the DD Form 441, shall continue to be 
maintained by the contractor until the expiration of the prescribed retention 
period. These records shall be subject to review and recall by the U.S. 
Government at any time within the retention period. 

o. Public Disclosure. Contractors shall not disclose information ~/ 
pertaining to classified contracts or projects, except as specified in 
paragraph (2) below, without prior review and clearance of the Directorate 
for Freedom of Information and Security Review, Office of the Assistant 
Secretary of Defense (Public Affairs), ~/ (OASD(PA)), The Pentagon, 

~/ In addition to the requirements of this paragraph, the disclosure of 
unclassified technical data is also governed by the Export Administration 
Act of 1979, administered by the Secretary of Commerce through the EAR, and 
the Arms Export Control Act of 1984, administered by the Secretary of State 
through the ITAR. 

~/ If the information pertains to a classified contract or project awarded by 
a non-DoD agency, requests for clearance to disclose shall be submitted to 
that agency. 
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Washington, D.C. 20301, in order to preclude the disclosure of information 
requiring protection in the interest of national security. 

(1) Requests for clearance shall be submitted to the activity 
specified in item 13 of the Contract Security Classification Specification 
eDD Form 254). Each request for clearance shall indicate the approximate date 
the contractor intends to release the information for public disclosure and 
identify the media to which he/she intends to make the initial release. A 
copy of each request that is approved for release shall be retained for a 
period of one inspection cycle for review by the cognizant security office. 
All information developed subsequent to the initial clearance shall also be 
cleared by the OASD(PA) prior to public disclosure. 

(2) Contractors performing on DoD classified contracts need not 
submit for clearance the following information: 

(a) The fact that a contract has been received, including the 
subject matter of the contract, and/or type of item in general terms provided 
the name or description of the subject matter is not classified. 

(b) The method/type of contract; that is, bid, negotiated, 
letter, etc. 

(c) Total dollar amount of the contract unless that informa
tion equates to, (i) a level of effort in a sensitive research area, or (ii) 
quantities of stocks of certain weapons and equipments which are classified. 

(d) Whether the contract will require the hiring or termination 
of employees. 

(e) Other information which from time to time may be authorized 
on a case-by-case basis by the OASD(PA) in a specific agreement with the 
contractor. 

(f) Information previously officially approved for disclosure 
by OASD(PA). 

(3) The provisions of this paragraph also apply to information 
pertaining to classified contracts or projects intended for use in unclassi
fied brochures, promotional sales literature, reports to stockholders or 
similar type material. In case of doubt about the need to clear information, 
contractors shall query the activity identified in item 13 of the DD Form 254 
or the OASD(PA). 

p. Classified Sales Literature. The contractor shall not publish or 
distribute, or permit to be published or distributed, brochures, promotional 
sales literature, or similar material containing classified information, 
without prior review and written authorization by the contracting officer 
concerned or his or her designated representative. The authorization for such 
publication and distribution shall be indicated on the cover of the document, 
or the first page of the document, if there is no cover. However, publication 
and distribution to authorized persons (see paragraph 3e) may be made without 
specific authorization from the contracting officer for: 

23 
5. 



DoD 5220.22-M 

(1) classified material which is published or distributed for 
necessary use within the organization of the contractor or his or her 
subcontractor in the performance of the contract, 

(2) classified nlaterial prepared in reply to a request for proposal 
or invitation to bid received from a UA or a cleared prime contractor or 
subcontractor of a UA or classified information contained in an unsolicited 
proposal submitted to a UA, and 

(3) classified material submitted in response to an official 
request of a UA. 

q. Disclosure at Meetings. The contractor shall not disclose in any 
manner classified information at a conference, seminar, symposium, exhibit, or 
convention (hereinafter referred to as a meeting), unless one of the following 
conditions is met. 

(1) Classified information may be disclosed at a meeting conducted 
pursuant to, and as a necessary element of, a specific contract held only in 
the prime or subcontractor's facility and attended only by authorized persons 
who have a need-to-know in connection with the contract, including employees 
of the contractor or subcontractors, consultants thereto, and authQrized 
visitors, and over which meeting controls have been established to ensure that 
the meeting site is physically secure, that the classified notes, minutes, and 
summaries resulting from the meeting are properly safeguarded and that the 
attendees are given sufficient classification guidance during the oral 
presentations. 

(2) Classified information. may be disclosed at a meeting conducted 
by a DoD activity, provided that when the information to be disclosed is under 
the jurisdiction of another U.S. Government agency or when the meeting is to 
be attended by representatives outside the DoD, the contractor requests the 
conducting activity to obtain written approval from the contracting officer 
concerned prior to the disclosure. A copy of such request shall be furnished 
to the contracting officer concerned. The contractor is not required to 
obtain approval if only DoD information is to be disclosed, and only the 
contractor, subcontractors and their employees, and DoD personnel are to 
attend the meeting. 

(3) Classified information may be disclosed at a meeting conducted 
by a contractor, association, institute, or society whose membership is 
comprised primarily of contractors cleared by DoD, contractor employees, or 
DoD personnel, and sponsored for security purposes by the DoD (including the 
departments and agencies named in paragraph Ie), provided written approval of 
the contracting officer concerned is furnished to the sponsoring activity 
prior to the disclosure, and the additional requirements of paragraph 9 are 
fulfilled; or 

(4) Classified information may be disclosed at a meeting conducted 
or sponsored by U.S. Government agencies other than DoD, provided the con
tractor requests and obtains written approval from the contracting officer 
concerned prior to the disclosure. Security sponsorship of a meeting by a UA 
other than DoD will be in accordance with the provisions of that agency. 
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However, as a minimum the requirements of the ISM shall apply for the 
safeguarding of classified information. 

r. Controlled Areas. The contractor shall place in effect a system 
to control access of employees and visitors to closed and restricted areas 
(see section IV). 

s. Standard Practice Procedure (SPp). Prior to the issuance of an * 
FCL by the CSO, the contractor shall submit a written SPP (interim or final) * 
in sufficient detail to place into effect all security controls required by * 
the DD Form 441 and this manual which are applicable to the operations of * 
the facility. An interim SPP must implement requirements of this manual * 
which are immediately applicable to the operations of the facility in * 
connection with the facility's anticipated involvement with classified * 
information. The contractor shall modify the SPP on notification from the * 
CSO that it does not adequately implement the requi~ements of this manual. * 
The SPP shall be revised when necessary to implement changes in the con- * 
tractor's operations and shall be revised as necessary within 4 months * 
after receipt of a revision to this manual. * 

(1) MFa's, or parent-subsidiary collocated facilities, may * 
publish a SPP applicable throughout the organizatiQn, but the SPP shall * 
then be adapted as necessary to apply to specific operating locations. * 
A copy of the SPP shall be furnished to each appropriate CSO, * 

(2) 
ment official 
of the death 
shall: 

The SPP for a facility at which only one employee or manage
is assigned shall provide for the notification to the CSO 

or incapacitation of that employee. Specifically, the SPP 

(a) identify by name, address, and telephone number, the 
il1.dividual(s) who would notify the CSO of such an occurrence (the said 
individual(s) would not require access to classified information and 
therefore need not be cleared); and 

* 
* 
* 
* 
* 
* 
* 
* 

(b) include provisions for keeping the CSO advised of the * 
current combination to the container or, in the case of one-person * 
facilities of an MFa, for keeping the HOF FSO advised of the current * 
combination to the container. * 

t. Special Access Programs. The contractor shall implement special 
access program requirements when such requirements are included in a DD 
Form 254 or other appropriate contract-related document. 

u. Defensive Security Briefing. 

(1) The contractor shall require all cleared employees (including 
cleared directors), Type A Consultants, and temporary help supplier person
,nel, to inform him or her of their intended travel to or through a Designated 
'country 10/; attendance at an international scientific, technical, engineer-
ing, or other professional meeting, regardless of the geographic location of 

(Footnote 10/ is on the following page.) 
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such a meeting, when it can be anticipated that representativ'es of Designated 
countries will participate or be in attendance; or of plans to host an 
unclassified visit by representatives of Designated countries at a facility 
engaged in classified work or research. In instances where the individual is 
located at a using contractor or UA as a consultant or an employee of a 
temporary help supplier, the using contractor or UA, as appropriate, will be 
n.otified of the intended travel, attendance at a meeting, or hosting of a 
visit. In the case of a facility where only one individual is located, the 
CSO will be so informed. When an individual works for more than one 
contractor or UA, each will be notified, and in the case of temporary help 
supplier personnel, the principal employer in addition to the using contractor 
or UA shall be notified. 

(2) The contractor shall give the individual a defensive security 
briefing based upon the guidance contained in appendix VII. For temporary 
help supplier personnel, only one contractor or UA (where access is at the 
highest level) is required to accomplish the briefing. Usually the indivi
dual involved would be in the best position to determine which contractor 
or UA can most conveniently accomplish the briefing. Accordingly, the 
individual should make appropriate arrangements with that activity and 
furnish the other contractors or UA's at which he or she is employed an 
advance notice stating when and by whom the briefing is to be given. 
Individuals who frequently travel, attend meetings, or host visitors as 
described above need not be briefed on each such occasion provided the 
individuals have been thoroughly briefed at least once within the preceding 
6 months and reminded of their security responsibilities. Prior to depar
ture of personnel for travel to or through a Designated country or to attend 
a meeting outside tne U.S., all classified information in the custody of such 
personnel shall be accounted for by the using contractor or UA. Employees 
expected to engage in marketing activities with representatives of Designated 
countries shall also be provided ~'1ith a defensive security briefing based on 
the guidance contained in appendix VII. 

(3) The contractor shall, on completion of the briefing, obtain 
from the individuals briefed statements identifying who furnished the briefing 
and attesting that they understand their individual responsibilities for 
safeguarding classified information. This statement shall be retained for 
at least 3 years when an employee has had access to TOP SECRET, COMSEC, or 
special access program information. and for at least 2 years when access has 
been to SECRET or CONFIDENTIAL information. In the case of temporary help 
supplier personnel, the statement shall be forwarded to the temporary help 

lQl Designated countries (those countries whose policies are inimical to 
U.S. interests) are: Iran, Afghanistan, Angola, Ethiopia, Iraq, 
Nicaragua, South Yemen, Syria, Libya, Albania, Bulgaria, Kampuchea, 
People's Republic of China (including Tibet), Cuba, Czechoslovakia 
North Korea, German Democratic Republic (GDR) (East Germany including 
the Soviet Sector of Berlin), Hungary, Laos, Mongolian People's Republic 
(Outer Mongolia), Poland, Rumania, Union of Soviet Socialist Republics 
(USSR includes Estonia, Latvia, Lithuania, and all other constituent 
republics, Kurile Islands and South Sakhalin (Karafuto)), Vietnam, and 
Yugoslavia. 
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supplier for retention. If the UA or CSO conducts the briefing, it is 
responsible for obtaining the briefing statement. 

(4) The contractor shall submit a report as required by paragraph 
6b(9) unless the UA or CSO conducted the briefing, in which case the UA or CSO 
will subnlit the report. 

v. Relationships with Citizens or Residents of Desi~nated 
Countries 10/. 

(1) The contractor shall require all cleared employees, including 
those in the process of being cleared by the DoD, to immediately notify the 
contractor who shall submit a report to DISCO, in accordance with paragraph 
6b(4), if either or both of the following events should occur subsequent to 
the completion of the employee's PCL forms: 

(a) a member of the immediate family of the employee or the 
employee's spouse takes up residence in a Designated country; £E 

(b) through marriage, the employee acquires relatives who are 
citizens or residents of a Designated country. 

(2) The contractor shall require all temporary help supplier 
personnel, while such personnel are working under the contractor's direction 
and control on the using contractor's classified programs or contracts, to 
notify the contractor immediately if either or both of the events in 
paragraphs (a) and (b) above should occur. In such a case, contractors shall 
then take action to ensure that the temporary help suppliers are notified so 
that they can take action to submit reports to DISCO in accordance with 
paragra.ph 6b(4). 

w. Emergency Procedu~~. Contractors shall include in their SPP general 
instructions for safeguarding classified material in emergency situations, 
such as natural disasters or any civil disturbances. The procedure shall be 
as simple and practical as possible and should be adaptable to any type of 
emergency that may arise. A procedure shall be incorporated in the SPP to 
provide for the submission of a report to the CSO and contracting officer, 
by the most expeditious means, of any emergency situation which renders the 
facility incapable of safeguarding the classified material (see paragraph 
6a(16)). Courses of action, not necessarily limited to the following, are 
available to contractors to safeguard the classified material in their 
possession. 

(1) Secure the classified material in authorized storage containers 
or controlled areas. If feasible, a guard(s) should remain with material 
secured in controlled areas. The storage containers and controlled areas 
shall be examined on return to the facility to determine whether the clas
sified information has been compromised or if any classified material is 
miSSing. A report shall be submitted in accordance with paragraph 6a(1) or 
(2), if appropriate. 

(2) Request assistance from appropriate civil authorities including 
local and state law enforcement agencies. 
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(3) Seek lega.l remedies such as the issuance of a court restraining 
order or injunction against interference with the contractor in the exercise 
of his or her property rights or in the discharge of his or her contractual 
obligation to safeguard classified information. 

(4) Request, when necessary, the assistance of the CSO; for 
example: (i) in obtaining the legal remedies described in paragraph (3) above 
and (ii) in arranging for the removal and safekeeping of the classified 
material by either the CSO, contracting activity, or a military activity 
located at or near the facility. 

x. Release or Transmission Outside Contractor's Facility. The 
contractor shall obtain the approval of the contracting officer in every 
instance prior to release or transmission of TOP SECRET information outside a 
contractor's facility. With respect to SECRET and CONFIDENTIAL information, 
the contractor shall obtain the contracting officer's approval for release or 
transmission outside the contractor's facility except in the following 
instances: 

(1) when release is I:equired by the specific terms of the contract; 

(2) when it is necessary in the performance of the contract; 

(3) in connection with precontract negotiations with prospective 
subcontractors, vendors, or suppliel:'s; 

(l~) in prime contractor-subcontract.or, MFO, and parent-su:bsidiary 
relationships as authorized by sections VI and VIII, respectively; and 

(5) during visits among prime contractors which are participating 
under U.S. Government direction in contracts pertaining to research, develop
ment, or production of a weapon system (see paragraph 3ct). 

When a contract requires classified material to be disseminated by a con
tractor to another contractor in accordance with a standard mailing or 
distribution list, and there is no current contractual relationship of a 
classified nature between the contractor and a designated recipient, the 
releasing contractor shall verify the FCL and safeguarding ability of the 
recipient prior to making the first release of any material, except when 
advised by the contracting activity supplying the distribution list that it 
will retain the responsibility for thes~ determinations. If appropriate, 
the CSO of the recipient shall be advised by the releasing contractor that 
classified material will continue to be disseminated to the recipient under 
terms of the contract (identify the contracting activity an.d contract number) 
for a specified period (not to exceed the estimated date of contract com
pletion or renegotiation), unless advised by the CSO of a change adversely 
affecting the recipient's FCL or safeguarding capability. \Vhen the mailing or 
distribution list requires dissemination of the material to a UA installation, 
the foregoing requirements do not apply, but the material shall be transmitted 
in accordance with paragraph 17. 

y. DoD Technical Information Dissemination Activities. The contractor 
shall forward the DD Form 1541, "Facility Clearance Register," to the CSO when 
making the first application for access to classified scientific and technical 
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information in the possession of the DTIC (Cameron Station, Alexandria, 
Virginia 22314), its field extensions, a DoD information analysis center, or 
the Redstone Scientific Information Center (U.S. Army Missile Command, 
Redstone Arsenal, Alabama). This form is used to obtain certification of the 
category of classified material that an applicant (contractor) is cleared to 
receive and is capable of safeguarding. A DD Form 1541 shall be submitted 
only when requesting approval of the first "Registration for Scientific and 
Technical Information Services" (DD Fo~~ 1540). When certified, the DD Form 
1541 remains in effect for all future registrations and until the contractor's 
FCL is suspended, revoked, or terminated, or until the contractor is no longer 
able to safeguard classified material at the specified category. The DD Form 
1540 shall be submitted to the sponsoring UA contracting officer, in accord
ance with guidance provided by DTlC. Scientific and technical information 
acquired from DTIC, its field extensions, a DoD information analysis center, 
or the Redstone Scientific Information Center shall be safeguarded in 
accordance with the requirements of this manual and the restrictions on the 
use, disclosure, and dissemination of the information, which are marked on the 
documents. When the contract to which the DD Form 1540 applies is completed 
or terminated, the contractor shall either destroy the material in the manner 
prescribed in paragraph 19 or obtain authorization to retain the documents 
from the sponsoring UA in accordance with paragraph Sm. The placing of an 
appropriate notation on each document, indicating the specific contract to 
which it pertains, will assist in achieving compliance with this requirement. 

z. List of Classified Contracts. The contractor shall, after receiving 
notice of a forthcoming security inspection, prepare a listing of all classi
fied contracts on which the facility is currently performing. 

aa. Investigative Assistance and Cooperation. The contractor shall * 
cooperate fully with representatives of DIS or other federal investigative * 
agencies during official investigations concerning the unauthorized dis- * 
closure of classified information or during the conduct of investigations * 
related to determining the eligibility of past or present employees or * 
other personnel requiring a security clearance. This should include pro- * 
viding suitable arrangements within the facility for conducting private * 
interviews with employees during normal 'working hours, making employment * 
and security records available for review on request by such representa- * 
tives, and otherwise rendering assistance as necessary. * 

abo Temporary Help Supplier Personnel. The contractor shall orient 
temporary help supplier personnel in the security practices and procedures 
of the facility, which will enable such personnel to understand and comply 
with the procedures applicable to the duties they are to perform. Using 
contractors will also submit. as appropriate, reports pertaining to such 
personnel while they are actually working at their facilities under their 
direction and control. This action by the using contractor in no way relieves 
the temporary help suppliers from complying with the requirement for security 
indoctrination and training of their employees or other concurrent require
ments of this manual. 

ac. Self-Inspections. Contractors shall conduct their own self- * 
inspection program for the purpose of evaluating all security procedures * 
applicable to the facility's operation. Contractors shall review their * 
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security system on a continuing basis and shall also conduct a formal * 
self-inspection to occur midway between inspections conducted by the CSO. * 
At the discretion of management, the inspection may be conducted by a * 
security representative(s) from the facility, ROF, PMF, or cleared parent. * 
In any event, management shall establish, at an appropriate organizational * 
level, a procedure for evaluating the effectiveness of the self-inspection * 
program. Self-inspection shall consist of an audit of all the facility's * 
operations in light of its SPP and the requirements of this manual. As a * 
minimum, self-inspections shall include all elements normally inspected by * 
the eso. The guidelines used by U.S. Government inspectors are outlined in * 
Appendix XIII. These guidelines will change from time to time to reflect * 
changes in ISM requirements. Not all of the items listed in Appendix XIII * 
are intended to be covered during anyone inspection, but over a reasonable * 
period of time those items that pertain to a facility shall be covered * 
during the self-inspections. Deficiencies identified as a result of * 
self-inspections shall be corrected as expeditiously as possible. If * 
difficulty is encountered in resolving a deficiency, the CSO will provide * 
assistance on request. The contractor shall maintain a record of the date * 
on which the self-inspection was accomplished, and this record must be * 
available for review during the next scheduled inspection by the CSO. * 

ad. Classification Responsibilities of Contractors. The contractor is 
responsible to implement the classification decisions of the U.S. Government 
contracting authority. Contractor implementation shall be based on classified 
source material or a DD Form 254 with its enclosed or referenced classifi
cation guides. 

ae. Verification of U.S. Citizenship. The contractor shall require 
each employee who is an applicant for a PCL (including the "CONFIDENTIAL" 
level) and who claims U.S. citizenship to produce evidence which will 
verify such citizenship. Documents which are acceptable evidence of U.S. 
citizenship are listed at appendix XII. Unless the form has a verification 
block. a statement as follows will be typed or stamped by the contractor in 
the "Remarks" portion of the appropriate DoD clearance forms: "Authorized 
evidence of U.S. citizenship has been reviewed by the certifying official and 
the name, date, and place of birth therein are as stated on this form." (The 
recent revisions of DD Forms 48 and 49 have included verifica.tion blocks added 
to the forms.) In the case of PCL's by the DoD, if the required documentary 
evidence is not immediately obtainable prior to submission on the application 
to DISCO, a statement as follows will be typed or stamped in the "Remarks" 
portion of the appropriate DoD clearance form: "Applicant has applied to 
(insert name of agency organization) for authorized evidence of citizenship 
(insert acceptable document from appendix XII)." On receipt of evidence of 
citizenship, the contractor will notify DISCO that authorized evidence of 
U.S. citizenship has been reviewed and that the name and date and place of 
birth are as stated in the previously submitted clearance form. DISCO will 
not forward an LOC until the contractor has certified the applicant's U.S. 
citizenship_ CONFIDENTIAL clearances by the contractor shall be granted in 
accordance with paragraph 24b. 
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af. Supervisory and Hanagerial Responsibility for Reporting Adverse In 
formation. Supervisory and managerial personnel shall be reminded of their 
responsibilities for advising the FSO of the existence of any information coming 
to their attention concerning any employee who has been cleared or is in the 
process of being cleared for access to classified information, when informa
tion indicates that such access may be questionable or not in the interest of 
national security. 

ago Security Inspections. As provided for in Section II of the 
"Department of Defense Security Agreement," security inspections shall be 
conducted by the CSO for all cleared contractor facilities in order to 
ensure that the procedures, methods, and physical safeguards employed by 
contractors are adequate for the protection of classified information which 
may be entrusted to them. The frequency of such inspections is normally 
determined by the highest level of classified material possessed at the 
facility. However, security inspections may be conducted on an announced 
or unannounced basis. On a random basis, the CSO will also conduct periodic * 
inspections of uncleared locations of MFO's at which cleared employees are * 
located. * 

ah. Contacts With Nationals or Representatives of Designated 
Countries 10/. Such contact shall require all cleared employees, including 
those in the process of being cleared by the DoD, to notify the contractor 
immediately of all questionable or suspicious contacts with nationals or 
representatives of Designated countries. A questionable or suspicious con
tact in this regard is any personal exchange, encounter, or relationship which 
is determined to consist of an actual, probable, or possible hostile intelli
gence collection effort (see paragraph B, appendiX VII, for assistance in 
recognizing a reportable contact). 

ai. Operations Security. The contractor shall comply with OPSEC 
requirements when such requirements are contractually imposr.d by UA's. In 
meeting OPSEC requirements, contractors shall identify implementation costs to 
UA's and shall assist DA's in determini~g eXisting ISM measures which address 
particular UA vulnerability concerns ir order to preclude the imposition of 
duplicate OPSEC measures. Additional costs for OPSEC provisions required by 
the UA shall be properly charged to specific contracts. See Section XV of 
this manual for further discussion. 

aj. Administrative Measures Regarding Security Violations. The con- * 
tractor shall establish and enforce policies which provide for appropriate * 
administrative actions against employees who violate requirements of this * 
manual. The SPP shall include a graduated scale of disciplinary actions * 
which would be applied by the contractor in the event of such employee vio- * 
lations or negligence. i~en contractors submit reports in accordance with * 
paragraphs 6b(l) or 7(e) with regard to culpable individuals responsible * 
for a security violation, a statement as to the administrative actions * 
taken against the individual shall be included. If the action is different * 
from that specified in the SPP, an explanation shall also be included. * 

ak. Defense Hotline. The Defense Hotline prOVides an unconstrained * 
avenue for DoD personnel and contractor employees to report, without fear * 
or reprisal, known or suspected instances of fraud, waste, and security * 
irregularities and infractions concerning defense affiliated contracts, * 
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programs, or projects. The Defense Hotline is organized and administered * 
by the Office of the Inspector General, DoD. That office initiates * 
investigative action regarding information received through the Defense * 
Hotline system and has primary responsibility for ensuring the confi- -J~ 

dentia1ity of all system users. The contractor shall conspicuously post * 
publicity media provided by DIS regarding the Defense Hotline and shall * 
inform all employees that the Hotline may be used as a fully acceptable * 
channel for reporting fraud, waste, and matters of national security * 
significance. The address, telephone number, and purpose of the Defense * 
Hotline shall be included in the SPP. * 
6. Reports. 

a. The contractor shall immediately submit in writing to the CSO a 
report of any of the following !!/. 

(1) Espionage, Sabotage, or Subversive Activities. The contractor 
shall submit an information copy of any report filed under paragraph 6c with 
the FBI. 

(2) Loss, Compromise, or Suspected Compromise. The contractor 
shall submit a report, classified, if appropriate, of any loss, compromise 
(including deliberate compromise), or suspected compromise of classified 
information ~I and lli. 

(3) Other Security Violations. The contractor shall submit a 
report, in addition to the requirement of paragraph (2) above, classified, if 
appropriate, of each violation of the requirements of this manual involving 
TOP SECRET or special access information, RESTRICTED DATA, or COMSEC 

!!I When reports are submitted or information is provided pursuant to these 
requirements, either classified if qualified, or offered in confidence, 
and so marked by the contractor, applicable exemptions to the Freedom of 
Information Act will be invoked as a matter of policy to withhold the 
information contained in such reports from public disclosure. When any of 
the reports submitted pursuant to these requirements contain unclassified 
information pertaining to an individual, the Privacy Act of 1974 permits 
the withholding of that information from th~t individual only to the 
extent that the disclosure of the information would reveal the identity of 
a source who furnh·hed the information to the U. S. Government under an 
express promise that the identity of the source would be held in confi
dence, or, prior to September 27, 1975, under an implied promise that the 
identity of the source would be held in confidence. In appropriate cases, 
the DoD will entertain a request from a defense contractor or its employees 
for such assistance as may be necessary against legal action based on the 
reporting of information in accordance with the requirements of this manual. 
Such assistance may include support for a claim by the contractor or the 
employees concerned that the information was reported under an absolute or 
qualifying privilege. In such cases, the DoD will request appropriate 
assistance from the Department of Justice. 

(Footnotes ~I and III are on the following page.) 
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information, regardless of classification, which the contractor possesses in 
connection with UA contracts or programs ~/ and ll/. 

(4) Changed Conditions. 

(a) The contractor shall submit a report of any change of 
ownership, including stock transfers that affect control of a corporation. 

(b) The contractor shall submit a report of change of 
operating name or address of the facility(s) covered by the DD Form 441. 

(c) The contractor shall submit a report of any change (that 
is, additions, deletions, or any change relative to the information which was 
previously submitted) in officers, directors, partners, regents, trustees, or 
executive personnel, including, as appropriate, the names of the individuals 
they are replacing. In addition, a statement shall be made indicating: (i) 
whether the ne1y officers, directors, partners, regents, trustees, or executive 
personnel are cleared, and if so, to what level and when, their date and place 
of birth, social security number, and their citizenship; (ii) whether they 
have been excluded from access in accordance with the provisions of 22e; (iii) 
or whether they have been temporarily excluded from access pending the grant
ing of their PCL's. A new complete listing of OODEPs need only be submitted 
at the discretion of the contractor and/or when requested in writing by the 
CSO. 

(d) The contractor shall submit a report about any OODEP who 
becomes an RFI, as defined in paragraph 3bw, or whose status as an RFI changes 
in a manner that would make the OODEP ineligible for a PCL pursuant to 
paragraph 20k. 

(e) The contractor shall submit a report of action to terminate 
business for any reason, imminent adjudication or reorganization in 
bankruptcy, or any change that might affect the validity of the DD Form 441. 

(f) The contractor shall submit a report of any change which 
affects the information previously reported by the contractor on the DD Form 
441s, "Certificate Pertaining to Foreign Interests." This report will be made 
by the submission of a revised DD Form 441s. Moreover, when entering into 
discussions or consultations with foreign interests which may reasonably be 
expected to lead to the introduction or increase of FOCI and necessitate the 
submission of a revised DD Form 441s, the contractor shall report the details 

~/ When the facility or contractor is located on a UA installation, and the 
Commander or Head of that installation is performing certain prescribed 
functions of a CSO, the original copy of the report shall be furnished to 
the Commander or Head of the installation with an information copy of the 
report furnished to the CSO. 

ll/ The contractor's preliminary and final reports shall contain the informa
tion required by paragraphs 7c and 7e, respectively. 
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by letter. Additionally, when the contractor becomes aware of negotiations 
for the sale or transfer of securities to a foreign interest and such sale or 
transfer would necessitate the submission of a revised DD Form 441s, the deta 
will be reported by letter. Reports made pursuant to the foregoing are presump
tively proprietary and will be protected from unauthorized disclosure and handled 
on a strict need-to-kn01'I" basis. When such reports are submitted in confidence, 
and so marked, applicable exemptions to the Freedom of Information Act will be 
invoked to withhold them from public disclosure. In cases where the contractor 
considers the information to be particularly sensitive or delicate and wishes 
to further restrict dissemination, the foregoing report may be appropriately 
marked and submitted to the Director, DIS, ATTN: Deputy Director (Industrial 
Security), 1900 Half Street, S.W., Washington, D.C. 20324. 

(5) Change in Closed or Restricted Areas, Vaults, and Strongrooms. 
The contractor shall submit a report of any change in the extent or location 
of closed areas, restricted areas, vaults, or strongrooms created under the 
provisions of section IV and appendix IV, respectively, including the 
establishment of such areas. 

(6) Change in Storage Capabi1i~. The contractor shall submit a 
report of any change in the storage capability that would raise or 1uwer the 
level of classified information the contractor is able to safeguard. 
(This provision does not require the contractor to report the acquisition 
of additional containers approved for storage at the same level as that 
previously reported to the csa.) 

(7) Employee Information in Compromise Cases. The contractor shall 
submit a report, on 'the written request of the csa, of information concerning 
any employee working in any of his or her plants, factories, or sites where 
work for a UA is being performed, when the information is needed in connection 
with the loss, compromise, or suspected compromise of classified information. 

(8) Category of Classified Information. The contractor shall 
submit a report of the highest classification category of classified material 
received or generated at the facility. However, when the classification of 
the material received or generated is no higher than that of the material in 
possession of the facility during the last inspection or previously reported 
pursuant to this paragraph since the last inspection, an additional report 
need not be submitted. 

(9) Termination Statement. The contractor shall submit a report, 
in accordance with paragraph 5g, when an employee refuses to execute DISCO 
Form 482. 

(10) Delay in Shipment. The contractor shall submit a report, in 
accordance with paragraphs 17c(5)(d) and 17d(3)(d), of the delay in the 
movement of classified material by commercial carriers of more than 48 hours 
after the expected time of arrival. 

(ll) Evidence of Tampering. The contractor shall submit a report, '/; 
in accordance with paragraph 12e(2), of evidence of tampering with a ship- * 
ment containing classified material. If the material was received through * 
the U.S. Postal System, the contractor shall also promptly notify the * 
appropriate U.S. Postal Inspector. * 
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(12) Improper Shipment. The contractor shall submit a report when a 
classified shipment is received by other than an approved method prescribed by 
paragraph 17. 

(13) Badges and Identification Cards. The contractor shall submit a 
report, in accordance with paragraph Be, which will inform the CSO of the 
adoption of a new or revised employee badge or identification card system. 

(14) Authorization to Apply Classifications. On request, the con
tractor shall submit a report, in accordance with paragraph 10f(4), of the 
number of individuals currently authorized by the contractor to apply a 
classification to information at each of the following categories: TOP 
SECRET, SECRET, and CONFIDENTIAL. 

(15) Location or Disposition of Classified Material Terminated From 
Accountability. The contractor shall submit a report, in accordance with 
paragraph 12h(2), when the whereabouts or disposition of classified material 
previously terminated from accountability is subsequently determined. 

(16) Inability to Safeguard Classified Material. The contractor shall 
submit a report, by the most expeditious means, of any emergency situat'j.on, such 
as a natural disaster or civil disturbance, which renders the facility incapable 
of safeguarding all classified material (see paragraph 5w). A report shall also 
be provided to all contracting officers concerned. This requirement of the DoD 
does not preclude similar reporting of the incident to appropriate local, state, 
and federal civil authorities, as the situation warrants. 

(17) Foreign Classified Contracts. The contractor shall submit a 
report of any precontract negotiation or award of a foreign or NATO contract 
for a foreign firm or government involving either U.S. or foreign classified 
information which is not placed through a UA. 

(18) Receipt of Classified Material Not Related to a Classified 
Contract, Project, or Program. The contractor shall submit a report of 
the receipt of any classified material, which is not related to a contract, 
project, or program and for which no specific safeguarding and dispOSition 
instructions have been received; further, if the contractor has been unable 
to obtain classification guidance or disposition instructions from the 
government originator, or the government activity releasing the material, 
the report shall state so. The report should identify the material by 
source, originator, quantity, subject or title, date, and classification 
category. 

(19) Visits by Designated Country Representatives or Nationals. 
The contractor shall submit a report, as soon as the visit arrangements are 
known. of the intent to host an unclassified visit by representatives or 
nationals of a Designated country 10/. The report shall include the n.ame and 
address of the contractor to be visited, the name(s) of the visitor(s) and the 
foreign. firm or government agency and country represented, and the date and 
purpose of the visit. If access to information which relates to a classified 
contract or project is involved, the report shall include a description of 
the information and any other information concerning the visit which may be 
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pertinent. In preparation for the visit, the contractor, in accordance with 
paragraph 5u, shall provide a defensive security briefing and a counterin
telligence awareness briefing to cleared personnel hosting the visitor(s), as 
well as employees expected to engage in marketing activities. Disclosure of 
unclassified information pertaining to classified contracts or projects is 
governed by the provisions of paragraph 50. The contractor shall include in 
the report a statement as to whether paragraph 50 is applicable or an export 
license ~/ is required. 

b. For all cleared personnel, the contractor shall submit the following 
reports immediately to the DISCO, Columbus, Ohio 43216, unless the individual 
involved is or was required to be cleared in connection with the FCL pursuant 
to paragraph 22, in which case the report will be submitted to the CSO ll/ ~/. 

(1) Adverse Information 14/. Contractors shall submit reports, 
classified, if appropriate, of any information coming to their attention 
concerning any of their employees who have been cleared or who are in the 
process of being cleared for access to classified information, which indicate 
that such access or determination may not be clearly consistent with the 
national interest. The subsequent discharge of an individual by the contractor 
who receives this information does not obviate the requirement to submit this 
report. Tn addition, if the individual is employed on a UA installation, a 
copy of such report shall be furnished to the Commander or Head of the UA 

~/ As a general rule, any information that reflects adversely on the 
integrity or character of the employee, which suggests that his or her 
ability to safeguard classified information may be impaired, should be 
reported to DISCO. In turn, DISCO will evaluate the information and 
decide whether further action is warranted. The following are some 
examples of the types of information (that is, based on incidents which 
may occur within or outside the contractor facility), which should be 
reported to DISCO: criminal activities; bizarre or notoriously dis
graceful conduct; treatment for mental or emotional disorders; excessive 
use of intoxicants; use of illegal, controlled substances such as 
marijuana, heroin, cocaine, and hashish; and excessive in debtedness or 
recurring financial difficulties. These examples are not all inclusive, 
but are itltended only to serve as a sample of the types of information 
which should be reported. Only information which has been confirmed by 
the contractor as fact need be reported. Reports based on rumor or in
nuendo should not be made under this paragraph. If there is doubt 
whether information should be reported, furnish the information to DISCO 
for evaluation. In two court cases, Becker vs. Philco and Taglia vs. 
Philco (389 U.S. 979), the U.S. Court of Appeals for the 4th Circuit 
decided on February 6, 1967, that a contractor is not liable for defama
tion of an employee because of reports made to the government pursuant 

6. 

to the requirements of the ISM. Culpability for a security violation, * 
regardless of whether classified information is found to have been * 
comprolliised, is a matter which is presumptively reportable pursuant to * 
this paragraph. * 
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installation. Where the employee concerned had been granted a CONFIDENTIAL 
clearance by the contractor, in accordance with paragraph 24b, and is not in 
process for a U.S. Government granted PCL, thePCL forms specified in para
graph 26c shall accompany the report of adverse information. This requirement 
to submit information reports also applies to cleared temporary help supplier 
personnel or Type A Consultants utilized by the contractor. This requirement 
in no way affects the temporary help supplier's responsibility for submission 
of such reports when adverse information regarding his or her employee is 
brought to his or her attention. The repo"rt shall be on company letterhead * 
or identified by typing the contractor's name and address, and addressed to * 
DISCO, ATTN: Chief, Special Programs Branch. The report shall include: * 
date of submission; subject's last name, first name and middle name; social * 
security number; date and place of birth; clearance level and date of clear- * 
ance; home address; facility code where the clearance is held; reporting * 
facility's code; subject's physical worksite; employment status (if * 
terminated, add terminate date); the adverse information being reported * 
(if a garnishment, please list date of garnishment, court, amount and * 
complainant, or attach a copy of the garnishment order); the name and * 
telephone number, including extension, of the individual to contact for * 
further information regarding the matter; and the signature, typed name * 
and title of the individual submitting the report. * 

(2) Change in Employee's Status. The contractor shall report (i) * 
the death; (ii) the change in name; (iii) the termination of employment; * 
(iv) a temporary layoff or leave of absence from employment in excess of 30 * 
days; and (v) residence or assignment outside the U.S., Puerto Rico, Guam, * 
or the Virgin Islands for a period in excess of 90 consecutive days during * 
any 12-month period of those employees who are cleared, or who are in the * 
process of being cleared. Such changes shall be reported by submission of * 
a DISCO Form 562, "Personnel Security Clearance Change Notification." 'I, 

(3) Official Investigation. Contractors shall submit reports, on 
the written request of DISCO, of information concerning any employees working 
in any of their plants, factories, or sites where work for a UA is being 
performed, when the information is needed in connection with an official 
investigation. 

(4) Relationships in Designated Countries. The contractor shall 
submit a report, in accordance with paragraph 5v, of the establishment of a 
relationship between a cleared employee, or one who is in the process of 
being cleared by the DoD~ and a citizen or resident of a Designated country. 

(5) Representative of a Foreign Interest. The contractor shall 
submit a report of any cleared employee (including those in the process of 
being cleared by the DoD), except those covered by paragraph 6a(4), who 
becomes an RFI, as defined in paragraph 3bw, or whose status as an RFI changes 
in a manner that \vould make him or her ineligible for a PCL pursuant to 
pa;::;lgraph 20k. 

(6) Changed Intentions and Foreign Residence or Assignment of 
Immigrant Aliens. The contractor shall submit a report of: (i) residence or 
the assignment of a cleared immigrant alien outside the U.S. -- such individuals 
on visits of 90 consecutive days or less to foreign areas are not considered 
to be assigned outside the U.S., or (ii) a change in the intention of a 

37 6. 



DoD 5220.22-M 

cleared immigrant alien to reside permanently in the U.S. An immigrant 
alien's change of intent to reside permanently in the U.S., and residence or 
assignment of an immigrant alien outside the U.S., negates the basis (see 
paragraph 25) on which the LOC was issued, and the LOC will be adminis
tratively terminated without prejudice by DISCO on receipt of contractor 
notification. Except in connection with visits of 90 consecutive days or 
less, immigrant aliens may not be authorized access to classified information 
when visiting outside the U.S. Visits in excess of 90 consecutive days 
duration, shall invalidate any existing clearance. 

(7) Citizenship by Naturalization. The contractor shall submit a 
report of a cleared immigrant alien who becomes a citizen through naturaliza
tion. This report will be made by the "Personnel Security Clearance Change 
Notification" (DISCO Form 562), setting forth in the "Remarksll block: (i) city, 
county, and state where naturalized; (ii) date naturalized; (iii) court; and 
(iv) certificate number. On receipt of such a report, DISCO will issue a new 
LOC (DISCO Form 560). 

(8) Reserved. * 
(9) Travel or Attendance at Meeting. The contractor shall submit a 

report, in accordance with paragraph Su, on completion of travel to or through 
a Designated country, or attendance at an international meeting where Designated 
country representatives participated or attended. The report shall include 
the employee's full name, clearance status, date and place of birth, a brief 
descrip- tion of the projects, including the category of classified information 
to which he or she h~d access during the past 2 years (depending on the period 
of employment or utilization by the contractor in the case of temporary help 
supplier personnel), the countries visited or the meeting attended, the dates 
of the travel, and the' employee's statement of the purpose and objective of 
the travel. The report shall include, if appropriate, a narrative statement 
of the circumstances surrounding all hostile intelligence efforts to obtain 
information from or to compromise the traveler, or any endeavor by an 
unfriendly interest to establish a continuing relationship with the employee. 

(10) Employees Desiring NoS to Perform on Classified Work or Accept 
Security Responsibility or Requests to Terminate Clearance or Clearance 
Processing. The contractor shall submit a report on notification by an 
employee that he or she no longer wishes to be processed for a PCL, pursuant 
to paragraph 26, ~ to continue an existing PCL. 

c. The contractor shall submit immediately, in writing ~/, to the 
nearest field office of the FBI a report, classified, if appropriate, 
regarding the following events: 

~/ If time is of the essence and the initial report is made via phone to the 
FBI, it must be followed in writing, regardless of disposition made of the 
report by the FBI. 
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(1) information coming to his or her attention concerning existing 
or threatened espionage, sabotage, or subversive activities at any of his or 
her plants, factories, laboratories, or other sites, at which work for any UA 
is performed, or at which related material is acquired, stored, fabricated, or 
manufactured, or is in process of research or development, and 

(2) information coming to his or her attention concerning employee 
contacts with nationals or representatives of Designated countries (see 
paragraph 5ah). 

7. Loss, Compromise, or Suspected Compromise of Classified Information l£/.* 

a. The contractor shall establish a procedure to ensure that each 
loss, compromise, or suspected compromise of classified information and each 
failure to comply with a requirement of this manual is immediately reported to 
the FSO. Classified material which is out of the control of its custodian or 
which cannot be located shall be presumed to be lost until an investigation 
determines otherwise. 

b. The contractor shall establish such procedures as are necessary to 
ensure that any employee discovering the loss, compromise, or suspected 
compromise of classified information outside a facility promptly reports 
such a fact to: 

(1) the nearest office of the FBI, and furnishes sufficient 
information to assist in identification of the information -- if the loss, 
compromise, or suspected compromise occurs outside the U.S., the nearest 
U.S. authorities shall be notified in lieu of the FBI; and 

(2) the PSG, by the fastest means of communication, who will then 
comply with paragraph c below. 

c. Immediately on receipt of a report, in accordance with paragraphs 
a or b above, the contractor shall initiate a preliminary inquiry to ascertain 
all of the circumstances surrounding the reported loss, compromise, suspected 
compromise, or failure to comply with a requirement of this manual. To obtain 
the required information, it may be necessary to check records, review the 
SPP, examine material evidence, and interview persons having direct knowledge 
of the facts of an incident. The preliminary inquiry should include the 
following: 

(1) What is alleged to have happened, where, and when did the 
violation occur? 

(2) Who reported the violation, to whom, and when? 

~( In addition to the reporting requirements outlined in this paragraph the * 
contractor shall promptly notify the appropriate U.S. Postal Inspector * 
of any loss, compromise or suspected compromise of classified informa- * 
tion that occurred while such information was in the U.S. Postal System. * 
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(3) What classified information was involved? (Attach a list of 
the classified material, if appropriate.) 

(4) What was the classification of the information involved? 

(5) Who are the originators of the information involved? 
Identify the procurement activity (PCO & ACO) and prime contract nuw.ber. 

(6) \fuen, for how long, and under what circumstances waf, classified 
information vulnerable to unauthorized disclosure? Determine identity of 
unauthorized persons likely to have had access to the classified information. 

(7) What actions were taken to secure the classified information 
and/or limit the damage before the inquiry began, and when and by whom were 
they taken (inventories, securing of material, changing of combinations, and 
so forth)? 

(8) Is any classified material lost or unaccounted for? (In 
the event of a loss, a thorough search shall be conducted for the classi
fied material.) 

d. If the contractor's preliminary inquiry prescribed in paragraph c 
above confirms: (i) that a loss, compromise, or suspected compromise of any 
classified information occurred; or (ii) that a violation of a requirement 
of this manual involving TOP SECRET, COMSEC, special access information, or 
RESTRICTED DATA occurred, the contractor immediately shall submit a report 
of the incident to the CSO in accordance with paragraph 6a(2) or 6a(3), as 
appropriate, and conduct a complete investigation of the incident unless 
otherwise notified by the CSO. The initial report shall include as much of 
the information specified in c(l) through c(8) above, as possible. Submis
sion of the initial report shall not b~ deferred pending completion of the 
contractor's investigation. In those instances when the contractor's * 
preliminary inquiry does not confirm a violation that requires a report to * 
the CSO, the contractor shall make a written record of the results of the * 
inquiry that includes the specific reasons for reaching the conclusion * 
that compromise did not occur. This record will be kept available for * 
review during the next government security inspection by the CSO. When * 
the individual culpability is established, a report shall be submitted in * 
accordance with paragraph 6b(1). * 

e. On completion of the investigation prescribed in paragraph d above, 
a final report shall be submitted to the CSO referencing the preceding 
preliminary report, and containing the following: 

(1) any of the information required by paragraphs c(l) through 
c(8) above that was not included in the initial report; 

(2) the name and position of the individua1(s) who was primarily 
responsible for the incident, including a record of prior loss, compromise, 
suspected compromise, or failure to comply with the requirements of this 
manual for which the individual had been determined responsible; 
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(3) a statement as to the corrective action taken to preclude a 
recurrence of similar incidents and the disciplinary action taken against the 
responsible individual(s), if any; and 

(4) specific reasons for reaching the conclusion that: (i) loss or 
compromise occurred, (ii) compromise is suspected, (iii) the probability of 
compromise is considered remote, or (iv) compromise did not occur. 

8. Badges and Identification Cards. 

a. Employee Badges and/or Identification Cards. Provided the con
tractor deems it necessary, he or she may use color or symbol coded identifi
cation badges or cards, or a combination of the two to assist in identifying 
the level of security clearance of the holder and/or to indicate that the 
holder is authorized to enter specified closed or restricted areas. However, 
coded badges and cards shall be considered only as an aid in determining the 
current level of PCL of the holder or the closed or restricted areas to which 
the holder may have access. Release of classified information or entrance to 
a closed or restricted area, on the sale basis of an identification badge or 
card, is not authorized. Further, whenever a, combination of badges or cards 
is used, both must bear correlating data such as the same registration number 
or the name of the holder. If identification cards or badges are used for 
such purposes, the following shall apply. 

(1) The minimum identifying information to be ShOWll on an 
employee's identification badge or card shall be the name and photograph of 
the holder. Other descriptive information to identify the authorized holder 
may be included on badges and/or cards at the option of the contractor. 

(2) The words TOP SECRET, SECRET, or CONFIDENTIAL, or abbreviations 
thereof, shall not appear on the badges or identification cards. 

(3) For entry into a closed or restricted area or access to 
classified information the contractor must establish some additional method 
for verifying clearance and need-to-know to be used in collaboration with the 
identification badge or card system. To the maximum extent possible, personal 
recognition should be the basis for ensuring that the holder of the badge or 
identification card has an appropriate peL and need-to-know. When personal 
recognition is not possible, the individual responsible for the security of 
the closed or restricted area or holder of the classified information shall 
verify the identity of the individual and determine whether the individual has 
the appropriate peL and need-to-know. This can be accomplished in a number of 
ways, including access lists, verification of clearance status through the 
office of the FSO, and the need-to-know through the prospective recipient's 
supervisor. Where cipher or similar locks are used in closed or restricted 
areas, the individual's knowledge of the Cipher-lock combination, coupled with 
his or her badge, would establish the individual's authority for entry into 
the area. 

(4) The make-up and construction of badges and identification cards 
shall be designed to minimize the possibility of tamperi.ng or unauthorized 
use. 
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(5) Badges and identification cards coded to indicate the level of 
security clearance or access to closed or restricted areas, shall be rigidly 
controlled and accounted for by the contractor by use of a numbering system. 
Such controls shall apply equally to permanent and temporary cards and badges. 
Badges and identification cards shall be promptly recovered or, when appro
priate, recoded whenever an employee's requirement for entry to a closed or 
restricted area no longer exists due to an internal transfer, termination of 
employment, revocation of PCL, or for other appropriate reasons. 

(6) Coded badges and cards shall be considered only as an aid in 
determining the current level of PCL of the holder or the areas to which the 
holder may have access. The clearance status of a person who holds such a 
badge or identification card shall be verified when there is doubt as to the 
validity of the badge or card. 

(7) An employee badge and/or identification card may be issued to 
persons referred to in paragraphs 37h and 41a. 

b. Visitor Badges. A badge of such design as the contractor considers suit
able may be issued to assist in identifying visitors who are authorized to be 
present in closed or restricted areas. Visitors' badges, except for those issued 
in accordance with paragraph a(7) above, shall not be used to indicate a visitor's 
PCL status. Visitors' badges shall be recovered at the conclusion of their 
visit, and they shall be rigidly controlled and accounted for by the 
contractor. 

c. Reporting. The procedure for use of badges or identification cards, 
as authorized in paragraphs a and b above, shall be incorporated in the SPP. 
In addition, the adoption of a new employee badge or identification card 
system or any change in an existing badge or.identification card system shall 
be reported to the CSO in accordance with paragraph 6a(13). 

d. Use on User Agency Installations. The use of badges or identification 
cards to indicate the level of PCL of individuals performing duties within a 
UA installation shall be subject to regulations which apply to the installation. 

9. DoD Sponsorship of Meetings. Meetings described in paragraph 5q(3) which 
serve a government purpose and at which adequate security measures have been 
provided for in advance may be sponsored. As used herein, sponsorship shall 
refer only to sponsorship for security purposes which shall require a DoD 
Component to undertake all security responsibility and administration of the 
meeting. However, in the case of a meeting as described in paragraph 5q(3), 
the DoD Component having primary responsibility for the information involved 
may designate a cleared DoD contractor to undertake overall responsibility for 
security and administration. 

a. Requests for Sponsorship. Contractors desiring to conduct meetings 
requiring DoD sponsorship shall sub~it their requests to the DoD activity 
having principal interest in the subject matter of each meeting. Only one 
activity may sponsor a meeting on behalf of the DoD. Therefore, a request 
shall be sent only to one DoD activity at a time. If that activity declines 
to accept sponsorship, or if it is appropriate to change the sponsoring 
agency, the request may be sent to another DoD activity having a principal 
interest in the subject matter of the meeting. Such requests shall include 
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the details concerning all prior requests. Approval and sponsorship by the 
DoD will normally be granted only for a tneeting conducted by a cleared DoD 
contractor. However, a meeting conducted by an association, contractor, 
institute, or society, whose membership is comprised primarily of cleared DoD 
contractors, contractor employees, or DoD personnel, may be sponsored for 
security purposes by the DoD, provided that a cleared contractor is 
designated and accepts overall security responsibility for the meeting on 
behalf of the association, society, or group. The request shall explain how 
the interests of national defense will be served by disclosing classified 
information at the meeting, and why the use of conventional channels for 
release of the information will not accomplish the purpose of those interests. 
The request shall also include a list of any foreign nationals or RFI's 
(including the names of the individuals, firms, or governments) whose 
attendance at the meeting is required. 

b. Attendance of Foreign Nationals or RFI lI/. No invitation, 
written or oral, shall be tendered to a foreign national, or to an RFI, to 
attend any session of a meeting sponsored by a DoD activity, until approval 
for his or her attendance has been received from the sponsoring activity. If 
the attendance of a foreign national or RFI is required, a written request in 
advance of the meeting shall be submitted and shall include: 

(1) identification of the foreign national or RFI by name, 
nationality, and government, for the individual or firm represented; 

(2) sessions or subject matter for which access authorization is 
desired (nationals or representatives of Designated countries shall be 
excluded without exception, from attendance at any classified session); and 

(3) subject titles of scientific, technical, and other papers 
scheduled for presentation by any foreign national or representative of a 
foreign national or RFI. 

c. Location of Meetings. The sponsoring activity is responsible for 
evaluating and approving the location proposed for the meeting. 

0) Meetings at \>Jhich TOP SECRET or SECRET information is to be 
disclosed shall be held only at a U.S. Government installation or at an 
appropriately cleared facility of a contractor, which has adequate means for 
safeguarding classified presentations. Under this criteria, the proposed site 
would have to be located within the physical boundaries of a cleared facility 
as indicated on the DD Form 374, "Facility Security Clearance Survey." An 
auditorium, assembly hall, or gymnasium which is used primarily for campus 
activities and public gatherings will not be approved for a classified meeting 

III Persons granted reciprocal clearances, and RFIis cleared for access to 
classified information under the DoD Industrial Security Program, are not 
subject to the limitation of paragraph 9b. However, persons granted 
reciprocal clearances are subject to the access limitations prescribed in 
paragraph 31. 
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at which TOP SECRET or SECRET information would be disclosed, even though it 
is located on the campus of a college or university, portions of which are a 
cleared facility. 

(2) Meetings at which information classified no higher than 
CONFIDENTIAL is to be disclosed shall normally be held at a U.S. Government 
installation or a cleared facility. However, if suitable facilities are not 
available at a U.S. Government installation or contractor facility, the use of 
other locations may be approved, provided adequate security can be maintained. 
Contractor requests to use a location other than a U.S. Government installation 
or contractor facility shall include: 

(a) a justification of the proposed location; 

(b) an explanation why a U.S. Government installation or 
cleared facility cannot be used; and 

(c) an explanation why separate classified and unclassified 
sessions cannot be scheduled, thereby permitting the use of a U.S. Government 
installation or a cleared facility for the classified portions of the meeting. 

d. Security Procedures. When sponsorship of a meeting has been 
accepted by a DoD activity, the contractor shall develop the security measures 
and procedures to be used, and obtain the sponsoring activity's approval 
thereof. The security measures shall include adequate arrangements for the 
following. 

(1) Security measures shall include strictly limiting attendance at 
classified meetings to those persons whose presence is necessary in the 
interest of national defense and who are otherwise eligible. This shall 
include measures for the following. 

(a) Security measures shall include determining and ensuring 
that all persons selected and approved to attend classified sessions have been 
granted a PCL for access to classified information equal to or higher than the 
category of information to be disclosed, and have duties in connection with a 
classified contract or program that requires such access in promoting the 
interests of national defense. For contractor personnel, the certification of 
PCL and need-to-know shall be accomplished as provided in paragraph f below. 

(b) Security measures shall include review and approval by the 
sponsoring activity of all announcements and invitations related to the 
meetings and lists of attendees pertaining thereto. Announcements and 
invitations shall be unclassified, and shall include the name of the 
sponsoring activity and the date of the approval. 

1 Notices and announcements of meetings, whether 
classified, unclaSSified, or mixed, and not amounting to invitations to 
attend, may be published publicly, provided classified information is not 
included in such notices or announcements. 

9. 44 



DoD S220.22-H 

2 In the case of classified meetings, invitations to 
attend (whether on an individual or class basis) shall not b~ sent to a person 
known to be a national from or a representative of a Designated country. 

3 In the case of mixed meetings, that is, those having 
both classified and unclassified sessions, the restrictions as to invitations 
to persons known to be nationals from, or representatives of, a Designated 
country to attend are applicable to the classified session. As to the 
unclassified session, such notice or invitation to attend shall not be sent 
to persons known to be nationals from, or representatives of, a Designated 
country, unless and until specific authorization, on an individual name basis, 
has been made in advance by the Secretary or Head of the DoD Component. 

(2) Security measures shall include safeguarding and controlling 
the distribution of notes, minutes, summaries, recordings, proceedings, and 
reports on the classified portions of the meeting. Such material shall 
normally be sent only to those approved for attendance at the classified 
sessions. However, the sponsoring activity may also authorize distribution to 
others who are determined to be eligible for, and require access to, the 
classified information involved. In any event, the material shall only be 
sent to a U.S. Government activity or cleared contractor facility and marked 
for the attention of the intended recipient, as provided for in paragraph 17k. 

(3) Security measures shall include notifying each person who 
presents or discloses classified information at the meeting of the security 
limitations on disclosures for such reasons as the level of clearance or 
need-to-know of members of the audience or other limitations established by 
the U.S. Government. 

(4) Security measures shall include ensuring the physical security 
of the meeting site and the area used for classified sessions or displays. 
This shall include provisions for guards, entrance controls, personnel 
identification, storage facilities, and adequate security against unauthorized 
access to, or illicit acquisition of, the classified information. 

(5) Security measures shall include ensuring that attendance at a 
meeting or session at which classified information is to be disclosed is 
liulited to persons whose names appear on an approved access list, and then 
only on proper identification. 

(6) Security measures shall include submitting the minutes, 
summaries, recordings, proceedings, and reports of the meeting to the 
sponsoring activity for security review and for approval of the proposed 
distribution. 

(7) Security measures shall include ensuring that individuals 
making oral presentations at meetings provide classification guidance 
sufficient to enable attendees to identify what information is classified or 
unclassified and, if classified, at what category or categories of 
classification" 

e. Request for Disclosure Authority. A contractor desiring to disclose 
classified information at a meeting as provided in paragraph 5q(3) or 5q(4) shall: 
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(1) obtain prior written authorization for each proposed disclosure 
of classified information from the contracting officer having jurisdiction 
over the information involved -- if authorization for foreign nationals to 
attend the meeting has been requested from the sponsor, that fact shall be 
stated in the request for disclosure authority; 

(2) furnish a copy of the disclosure authorization to the U.S. 
Government activity conducting or sponsoring the meeting; and 

(3) furnish a written copy of the presentation, as made, to the 
cont'racting officer and to the conducting or sponsoring activity, if they are 
not one and the same. 

f. Requests to Attend Classified Meetings. A contractor desiring to 
have an employee attend a classified meeting shall: 

(1) certify to the PCL status and need-to-know of the employee who 
will attend the classified meeting, and 

(2) forward the application or request to attend the meeting, 
together with the necessary justification (see paragraph d(l)(a) above), to 
the contracting officer for the classified contract under which access is 
being justified, requesting that it be forwarded to the sponsoring activity. 
However, where access is being justified under a UA program, rather than a 
contract, the request shall be forwarded to the offi.cial of the UA activity 
who is monitoring the contractor's participation in the program. 
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Section II. HANDLING OF CLASSIFIED INFORMATION 

10. Classification. 

a. The security classification (TOP SECRET, SECRET, or CONFIDENTIAL) 
to be applied to information involved in UA contracts and programs will be 
supplied by the contracting officer or the designated representative of the 
UA concerned. The DD Form 254, with attachments and supplements, as appro
priate, provides classification specifications to be used for this purpose. 
The completed DD Form 254 is the basic document for conveying to the 
contractor the classification, regrading, downgrading, and declassification 
specifications for a classified contract. It is designed to identify the 
specific items of claosified information involved in the contract which 
require security classification protection. Contractors are encouraged to 
advise and assist in the development of the classification speci.fication in 
order that their technical knowledge may be utilized and they may be in a 
better position to anticipate the security requirements under the contract and 
organize their procedural and physical plant layout accordingly. Contractors 
are also urged to submit recommended changes to the classification specifica
tion if they encounter difficulty in applying or interpreting the guidance 
provided. 

b. An original DD Form 254, which sets forth the classification 
specifications or cites the classification guidance in item 15, is provided 
to the contractor by the UA with an RFP, RFQ, IFB, or other solicitation and 
with the award of a contract which will necessitate access to classified 
information. A revised DD Form 254 will be issued at any time a change or 
additional classification guidance is necessary. The UA reviews the existing 
classification specifications periodically during the contract and at least 
once every 2 years. When the biennial review establishes that no change 
is necessary in the existing guidance, the prime contractor is advised in 
vrriting. A final DD Form 254 is issued on final delivery of goods or services 
or on termination of the contrac.t when authority is granted under paragraph 5m 
for the contractor to retain classified material originated by the UA or 
generated by the contractor in the performance of the contract, or when all 
classified material, for which retention authority would be required, is 
ordered immedj.ately declassified. A final DD Form 254 is not issued, however, 
when authority is granted under paragraph 5m for the contractor to retain only 
reference material (see paragraph 3bt). 

c. At the end of a retention period authorized under paragraph Sm, if 
the contractor requests an extension of the retention period, the UA will 
conduct a review to ensure that the contractor has a continued requirement for 
possessing the classified material and to revise the existing classification 
specifications as necessary to cover the classified material for which an 
extension of retention authority is authorized. 

d. The application of a security classification to information devel
oped by the cont~actor shall be based on: (i) the classification guidance 
furnished by the the contracting officer of the UA, in accordance with 
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paragraph a above, or (ii) the contractor's knowledge that such information 
is in substance the same as, or would reveal, other information known to be 
currently classified. Material developed by the contractor containing 
classified information, or from which classified information could be 
obtained, shall be marked in the manner prescribed in paragraph 11. 

e. If contractors holding classified information have substantial 
reason to believe that the information is classified improperly or unneces
sarily, they are encouraged to discuss such classification with the classifier 
of the information, with a view to bringing about correction, if appropriate. 
If unsuccessful and it is believed that corrective action is still required, 
a formal challenge may be made to the element of government that originally 
classified the information. Challenges to classification made under the 
provisions of this paragraph must include a sufficient description of the 
information and the identification of the original classifier. Challenges to 
a classification must also include the reason(s) why the challenger believes 
that the information is classified improperly or unnecessarily. Likewise, if 
a contractor who receives classified information has reason to believe that 
current security considerations justify downgrading to a lower classification 
or upgrading to a higher classification, the foregoing procedures will also 
apply. However, in all of the above instances pending a final determination, 
the material shall be safeguarded as required for its assigned or proposed 
classification, whichever is higher, until the classif.ication is changed or 
verified as correct. If no answer is received within a 45-day period, the CSO 
may be requested to provide assistance in obtaining a response. 

f. The contractor shall establish a procedure to ensure the following. 

(1) In the case of a document, and except as specified in para
graph (3) below, the manager or supervisor, whose signature or other form of 
approval is required before the document may be issued, transmitted, or 
referred outside of the facility, determines the necessity, currency, and 
accuracy of the classification applied to that document. 

(2) In the case of material other than a document, and except as 
specified in paragraph (3) below, the manager or supervisor in charge at the 
operational level where the material is being produced or assembled determines 
the necessity, currency, and accuracy of the classification applied to that 
material. 

(3) In those situations involving the copying or extracting of 
classified information from another document, or involving the reproduction 
or translation of a whole classified document, the individual responsible 
for such copying, extracting, reproduction, or translation marks the new 
document or copy with the same classification as that applied to the 
information or document from which the new document or copy was prepared. 
However, if the contractor believes the classification marking is improper 
in any respect, such marking shall be in accordance with a final disposition 
of the contractor's action under paragraph 10e. 

(4) Employees responsible for the currency, necessity, and accuracy 
of the classification applied to information, under paragraphs (1) and (2) 
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above, are held to a minimum number consistent with operational requirements. 
The number of such employees shall be reported to the CSO on request in 
accordance with paragraph 6a(14). 

(5) Questions on the currency of the classification of reference 
material are referred as indicated in paragraph 60i. 

g. Whenever a contractor develops an unsolicited proposal or originates 
information not in the performance of a UA contract or program, the following 
rules shall apply. 

(1) If information is included in the proposal or other material 
which the contractor identifies as already being classified, the proposal or 
other material shall be marked with the appropriate classification in accord
ance with paragraph 11. 

(2) If the case does not fall within paragraph (1) above, and the 
contractor believes that the proposal or other material contai.ns information 
which mayor should be safeguarded, the contractor is requesteid to protect the 
information as though classified at the appropriate level, until an advisory 
classification opinion is obtained from a UA which has an interest in the 
subject matter. In any such case, the following protective ma.rking, or a 
similar marking which clearly conveys the same meaning, will be used: 

Classification determination pending. 
Protect as though classified 

(CONFIDENTIAL, SECRET, or TOP SECRET) 

This marking shall appear conspicuously at least once on the material, but it 
is not necessary to mark the material further in accordance with paragraph 11 
until the advisory classification opinion is received. In addition, if appli
cable, contraetors are not precluded from designating such information as 
company private or proprietary information. 

(a) Pending determination by the UA, the following 
precautionary measures should be taken in regard to safeguarding such 
information. 

1 Access to the information should be limited to the 
minimum number of personnel practical. 

2 Persons selected to have access to the information 
should be limited to U.S. citizens or immigrant aliens who are known to be 
trustworthy. They should be advised of the importance of the information. 

3 When not in use, documents containing the information 
should be stored in a secure container. 

4 In forwarding the information between persons or loca
tions, a secure method of transmission should be used. 

5 Reproduction of the information should be kept to a 
minimum. 
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(b) It is the policy of the U.S. Government not to classify 
information over which it has no jurisdiction. The proposal or other material 
shall not be classified by the UA: (i) unless it incorporates classified 
information to which the contractor was given prior access, or (ii) unless the 
government first acquires a proprietary interest in the information. 

h. The contractor shall provide security classification guidance to 
employees performing in a sales or technical capacity and under a classi
fied contract outside of the U.S. 

i. The fact that information currently classifie.d by a UA has been 
disseminated by a public medium of communication does not automatically mean 
that it has been declassified. Classification shall be continued until 
advised to the contrary by the UA. Questions as to the propriety of continued 
classification in these cases should be brought to the immediate attention of 
the contracting officer. 

11. Markin~. 

a. General. Classification designation by physil'"l.al marking, notation, 
or other means serves to warn and to inform the holder what degree of protec
tion against unauthorized disclosure is required for that information or 
material. Other notations facilitate downgrading, declassification, and aid 
in derivative classification actions. Therefore, it is essential that all 
classified information and material be marked in such a manner that it is 
clear to the holder what level of classification is assigned to the informa
tion or material, exactly what portions of the information or material contain 
or reveal classified information, how long the protection is required, and any 
other additional markings required for protection of the information or 
material. 

b. Marking Requirements for Information and Material. The markings 
shown in paragraphs (1) through (8) below are required for all classified 
information, regardless of the form in which it appears. Some material, such 
as documents, letters, and reports, can be marked easily with the appropriate 
markings. Marking other material, such as equipments, ADP media, and slides, 
will be more difficult due to size or other physical characteristics. Since 
the purpose of the markings is to warn the holder that the information 
requires special protection, it is necessary that all classified material be 
marked with the appropriate markings to the fullest extent possible to ensure 
that it is afforded the necessary safeguards. 

(1) Identification Markings. All classified material shall be 
nlarked to show: (i) the name and address of the facility responsible for its 
preparation, and (ii) the date of preparation. These markings are required on 
the face of all claSSified documents. 

(2) Overall Markings. The overall classification of a document, or 
any copy or reproduction thereof, shall be conspicuously marked or stamped at 
the top and bottom on the outside of the front cover (if any), on the title 
page (if any), on the first page, and on the outside of the back cover (if 
any). If the document does not have a back cover, the outside of the back or 
last page, which may serve as a cover, may also be marked at the top and 
bottom with the overall classification of the document. The markings shall be 
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stamped, printed, etched, written, engraved, painted, or affixed by means of a 
tag, sticker, decal, or similar device on classified material, other than 
documents, and on containers of such material, if possible. If marking the 
material or container is not practical, written notification of the appro
priate markings shall be furnished to recipients. Copies of documents shall 
include the appropriate markings on the documents themselves. 

(3) Page Markings. Interior pages of classified documents shall be 
conspicuously marked or stamped at the top and bottom with the highest classi
fication of the information appearing thereon, or the designation UNCLASSI
FIED, if all the portions on the page are UNCLASSIFIED. Alternatively, the 
overall classification of the document may be conspicuously marked or stamped 
at the top and bottom of each interior page, when necessary to achieve produc
tion efficiency and so that the particular information to which classification 
is assigned is adequately identified, in accordance with paragraph b(5) below. 
In any case, the classification marking of a page shall not supersede a lower 
level of classification indicated by a portion marking applicable to informa
tion on that page. 

(4) Component Markings. The major components of complex documents 
are likely to be used separately. In such instances, each major component 
shall be marked as a separate document utilizing the classification marking 
requirements of this manual. Examples include: (i) each annex, appendix, 
or similar component of a plan, program, or project description; (ii) 
attachments and appendices to a letter; and (iii) each major part of a 
report. If an entire major component is UNCLASSIFIED, the first page of 
the component may be marked at the top and bottom with the designation 
"UNCLASSIFIED" and a statement included, such as, "All portions of this 
(annex, appendix, etc.) are UNCLASSIFIED. lI When this method of marking is 
used, no further markings are required on the unclassified major component. 

(5) Portion Markings. Each section, part, paragraph, or similar 
portion of a classified document shall be marked to show the highest level 
of its classification, or that such portion is unclassified. Portions of 
documents shall be marked in a manner that eliminates doubt as to which of 
its portions contain or reveal classified information. For the purpose of 
applying these markings, a portion or paragraph shall be considered a distinct 
section or subdivision of a chapter, letter, or document dealing with a 
particular point or idea which begins on a new line and is often indented. 
Classification levels of portions of a document shall be shown by the 
appropriate classification symbol placed immediately following the portion's 
letter or number, or in the absence of letters or numbers, immediately before 
the beginning of the portion. In marking portions. the parenthetical s)nubols 
neTS)" for TOP SECRET, H(S)1I for SECRET, n(C)" for CONFIDENTIAL, and "(U)" for 
UNCLASSIFIED shall be used. When appropriate, the symbols "RD" for RESTRICTED 
DATA and "FRD" for FORMERLY RESTRICTED DATA shall be added, for example, 
"(S-RD)" or "(C-FRD)." In addition, portions that contain Critical Nuclear 
Weapon Design Information (Ct-.TVIDI) will be marked II (N)" following the 
classification, for example, 1t(TS-RD)(N)." 
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(a) Portions of U.S. documents containing foreign government 
information shall be marked to reflect the country or international organiza
tions of governments of origin as well as the appropriate classification, (for 
example, "(NATO-S)" or "(U.K.-C)," or "(NATO-R)" for NATO-RESTRICTED), except 
where such markings would reveal that the information is foreign government 
information, when that fact must be concealed, or if a confidential source or 
relationship not otherwise evident in the document is revealed. Where a UA 
determines that this information would be revealed, the classification 
specifications and source documents furnished to contractors will not bear 
this information, and in these cases contractors will not identify the foreign 
governments in any classified material generated. See paragraph e below for 
other marking requirements for foreign government information. 

(b) When illustrations, photographs, figures, graphs, 
drawings, charts, or similar portions are contained in classified documents 
they shall be marked clearly to show their classified or unclassified status. 
In this instance, such markings shall not be abbreviated and shall be 
prominent and placed within or contiguous (touching or near) to such a 
portion. Captions of such portions shall be marked on the basis of their 
content alone by placing the symbol "(TS)," "(S)," "(C)," or "(U)" immediately 
preceding the caption. 

(c) If, in an exceptional situation, parenthetical marking in 
the portions is determined to be impractical, the classified document shall 
contain a description sufficient to identify the exact information that is 
classified and the classification level(s) assigned to it. For example, each 
portion of a document need not be separately marked if all portions are 
classified at the same level, provided a full explanation is included in the 
document. 

(d) When elements of information in one portion or paragraph 
require different classifications, but segregation into separate portions or 
paragraphs would destroy continuity or context, the highest classification 
required for any item shall be applied to that portion or paragraph. 

(6) Subject and Title Markings. Subjects and titles of documents 
shall be selected, if possible, so as not to require classification. A 
classified subject or title shall be marked with the appropriate symbol (TS), 
(S), or (C) placed immediately following and to the right of the item. An 
unclassified subject or title shall be marked with a CU) placed immediately 
following and to the right of the item. When applicable, other appropriate 
symbols, for example, "(RD)," "(FRD)," "(N)," or "(NATO)" shall be added. 

(7) Downgrading/Declassification and "Classified by" Markings. 
Procedures for marking downgrading and declassification instructions, and for 
completion of the "Classified by" line are prescribed in appendix II. These 
markings shall be placed either on the cover, first page, title page, or in a 
similarly prominent position on classif:i.·~d documents. 

(8) Additional Markings. In addition to the markings specified 
above, classified material shall be marked, if applicable, with one or more 
of the notations prescribed below, or other markings specified by a UA. The 
appropriate notation shall be printed, stamped, typed, or otherwise affixed 
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conspicuously at least once on classified material possessed ll, prepared, or 
reproduced by the contractor. In addition, when a copy, extract, or paraphrase 
of a document contains classified information, or when a page, chapter, or 
other component is separated from such a document, the extract or component 
shall also be conspicuously marked at least once with the appropriate notation. 
In the case of documents, these warning notices shall be conspicuously marked 
on the outside of the front cover (if any) or on the first page if there is 
no front cover. When display of warning notices on other materials is not 
feasible, the warnings shall be included in the written notification provided 
to recipients. 

Ca) RESTRICTED DATA Notation. The following notation shall be 
affixed on all material which contains "RESTRICTED DATA": 

RESTRICTED DATA 
This material contains RESTRICTED DATA as defined 

in the Atomic Energy Act of 1954. Unauthorized disclosure 
subject to administrative and criminal sanctions. 

(b) FORMERLY RESTRICTED DATA Notation. Except when the 
"RESTRICTED DATA" notation is used, all material containing information in 
the "FORMERLY RESTRICTED DATA" category shall be marked with the following 
notation: 

FORMERLY RESTRICTED DATA 
Unauthorized disclosure subject to administrative 

and criminal sanctions. Handle as RESTRICTED DATA in foreign dissemination. 
Section 144 b, Atomic Energy Act 1954. 

(c) INTELLIGENCE SOURCES OR METHODS Notation. Classified 
information or material involving intelligence sources or methods and subject 
to specific dissemination controls shall be marked with the following warning 
notice 1/: 

WARNING NOTICE 
INTELLIGENCE SOURCES OR 

METHODS INVOLVED 

Cd) DISSEMINATION AND REPRODUCTION NOTICES. From time to time 
certain UAfs may promulgate certain classified information, which the govern
ment agency originating the material has determined should be subject to 
special dissemination or reproduction limitations or both. Statements sub
stantially as follows will be included on the front cover of such documents: 

!/ Classified material that is already marked with officially prescribed 
additional warning notices that convey in substance the same meanings as 
those prescribed in paragraph b(8) need not be re-marked. 

'!:../ Existing stamps and preprinted labels containing the caveat, "Warning 
Notice -- Intelligence Sources and Methods Involved," may be used until 
a replacement stamp is obtained or the supply of labels is exhausted. 
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REPRODUCTION REQUIRES APPROVAL OF 
ORIGINATOR OR HIGHER GOVERNMENT AUTHORITY. 

(Reproduction of all portions of the information contained in such documents is 
absolutely prohibited without the permission of the originating office or higher 
government authority.) 

FURTHER DISSEMINATION ONLY AS 
AUTHORIZED BY CONTRACTING 

OFFICER 

(Further dissemination within the recelvlng contractor facility is restricted to 
persons authorized by the addressee. Dissemination outside the facility is 
prohibited without the permission of the contracting officer.) 

(e) FOREIGN GOVERNMENT INFORMATION. This marking is used on 
U.S. documents containing "FOREIGN GOVERN1vIENT INFORMATION" to ensure that such 
information is not declassified prematurely or made accessible to nationals of 
a third country without the consent of the originator. 

(f) THIS DOCUMENT CONTAINS NATO INFORMATION. This marking is 
used on U.S. documents which contain extracts from NATO documents to ensure 
that such information is not declassified or made accessible to nationals of 
non-NATO countries without NATO approval. 

c. Marking Specific Types of Material. The following procedures for 
marking specific types of material are not all inclusive.. Due to the many 
variations that may -occur in the preparation of classified materials, every 
possible marking situation cannot be addressed. These procedures are for 
marking various types of material, which are most often encountered by 
contractors, and may be varied to accommodate the physical characteristics 
of the material and organizational and operational requirements. 

(1) Artwork. Original artwork shall have the overall security 
classification stamped or conspicuously marked in the top and bottom margins 
of the mounting board and on all overlays and cover sheets. Other markings 
specified in paragraphs bel) through (8) above also shall be included on such 
documents, as applicable. 

(2) Charts, Maps, Drawings, and Tracings. The appropriate 
classification markings for the legend, title, or scale block shall be shown 
in the legend, title, or scale block itself, or in such a manner as to 
differentiate between the overall classification assigned to the document and 
any classification assigned to the legend or title itself. The overall 
classification of the document shall be marked or stamped at the top and 
bottom of each document. Any identifiable portions of such documents shall be 
marked in the manner prescribed in paragraph b(5) above, if possible. When 
the customary method of folding or rolling charts, maps, drawings, or tracings 
would cover the classification markings, additional classification markings 
shall be placed so as to be clearly visible when the document is folded or 
rolled. Other markings specified in paragraphs bel) through (8) above also 
shall be included on such documents, as applicable. 
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(3) Decks of Automatic Data Processing Punched Cards. When a 
deck of classified ADP punched cards is handled and controlled as a single 
document, only the first and last cards of the deck require the overall * 
classification markings as specified in paragraph b(2) above. An additional * 
card shall be added (or the job control card modified) to identify the 
contents of the deck, and to show the appropriate markings specified in 
paragraphs bel) through (8) above. Individual cards removed for separate * 
processing or use, and not immediately returned to the deck, shall be 
protected to prevent compromise of any classified information contained 
therein, and shall be individually marked to show the appropriate markings * 
specified in paragraphs bel) through (8) above. Alternatively, a grouping * 
of cards removed for separate processing or use, and not immediately * 
returned to the deck, may be handled, controlled, and marked as a separate * 
deck of cards. * 

(4) Continuous Form (fan folded or rolled) I)bfilments Produced * 
by ADP Equipment. When a continuous form document is h~~ldled and con- * 
trolled as a single document, that is, its pages are connected, the * 
following minimum markings are allowable: * 

(a) Conspicuously mark the overall classification at the * 
top and bottom of the first and last page and on the front and back cover, * 
if any. * 

(b) Internal pages (those between the first and last page * 
in a continuous form document) do not require any classification markings. * 

(c) Other appropriate markings as required by paragraph * 
b(l), (5), (6), (7), and (8) above shall be shown on the document and may * 
be applied by the equipment or by other comparable means. * 

When a continuous form document is broken by removal of a single * 
page(s), each page(s) removed shall be marked with all the appropriate * 
markings specified by paragraphs bel) through (8) above. * 

\Vhen separate continuous form documents are created as a result of * 
removing a single page(s), or otherwise breaking the continuous form, each * 
document created shall be handled, controlled, and marked as a single * 
document. 

(5) Files, Folders, or Groups of Documents. Files, folders, 
binders, envelopes, and other items, containing classified documents, when 
not in secure storage, shall be conspicuously marked according to the highest 
classification of any classified document included therein. Classified 
document cover sheets may be used for this purpose. 

(6) Messages. Electronically transmitted messages (that is, those 
transmitted via authorized CRYPTOSYSTEMS) shall bear appropriate markings as 
specified in paragraphs bel) through (8) above, except as noted herein. The 
first item of information in the text shall be the overall classification of 

* 
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the message. The message also shall show the date or event for declassifica
tion or the notation "Originating Agency's Determination Required" or "OADR,II 
and downgrading action, if applicable. The "Classified by" line information 
is not required. Portions shall be marked in the manner required for other 
documents. When messages are printed by an automated system, all markings may 
be applied by that system, provided that the classification markings are 
clearly distinguished from the printed text. (NOTE: The highest level 
official identified on the message as the sender, or in the absence of such 
identification, the highest level official at the facility originating the 
message, is deemed to be the classifier of the message. The originator is 
responsible for maintaining adequate records to show the source of an assigned 
derivative classification.) 

(7) Microforms. Microforms are copies usually produced on trans
parent or opaque materials in sizes too small to be read by the unaided 
eye. Accordingly, the appropriate markings as specified in paragraphs bel) 
through (8) above shall be conspicuously marked on the microform medium or 
its container, so as to be readable by the unaided eye. These markings shall 
also be included on the image so that when the image is enlarged and displayed 
or printed, the markings will be conspicuous and readable. The markings 
specified in paragraph b(7) above may be abbreviated. Further markings and 
handling shall be as appropriate for the particular microform involved. For 
example, roll film microforms (or roll microfilm employing 16, 35, 70, or 105 
mm films) may generally be handled as provided for roll motion picture films, 
and decks of "aperture cards" may be handled as decks of automatic data 
processing punched cards. Whenever possible, microfiche, microfilm strips, and 
microform chips shall be handled in accordance with this paragraph. 

(8) Motion Picture Films. Classified motion picture films and 
video tapes shall be marked at the beginning and end of each reel by titles 
bearing the appropriate classification and applicable associated markings. 
Such markings shall be visible when projected. Motion picture film and video 
tape containers shall bear conspicuous classification, declassification, and 
if applicable, downgrading markings. Other markings specified in paragraphs 
bel) through (8) above shall also be applied, if applicable. 

(9) Photographs. Photographs shall be mar-ked in such a manner so 
that a recipient or viewer will know that information of a specified level of 
classification is involved. Negatives and positives shall be marked, whenever 
practical, with the appropriate classification and applicable associated 
markings. Roll negatives or positives may be so marked at the beginning and 
end of each strip. Containers for negatives and positives shall be 
conspicuously marked with the highest level of classification of 
their contents. Other markings specified in paragraphs bel) through (8) above 
shall also be applied, if applicable. All prints and reproductions shall be 
conspicuously marked with the appropriate markings, as specified in paragraphs 
bel) through (8) above, on the face side of the print, if possible. Where 
such markings cannot be applied to the face side, they may be stamped or 
marked on the reverse side, or affixed by pressure tape label, stapled strip, 
or other comparable means. (NOTE: When self-processing film or paper is used 
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to photograph or reproduce classified information, all parts of the last 
exposure shall be removed from the camera and destroyed as classified waste, 
or the camera shall be protected as classified information.) 

(10) Recordings. Magnetic, electronic, or sound recordings shall 
contain a clear statement of the overall classification at the beginning and 
end of the recording which will provide adequate assurance that any listener 
or receiver will know that classified information is involved. Containers for 
recordings shall be conspicuously marked with the appropriate classification 
and applicable associated markings, as specified in paragraphs bel) through 
(8) above. 

(11) Removable Automatic Data Processing and Word Proc~ssing 
E-.torage Media. 

(a) External. Removable information storage media and 
devices, employed with ADP systems and typewriters or word processing systems, 
shall bear external markings clearly indicating the appropriate markings as 
specified in paragraphs bel) through (8) above. Included are media and 
devices that store recorded information in analog or digital form, and are 
generally mounted or removed by the users or operators. Examples include 
magnetic tape reels, cartridges, and cassettes; removable disks, disk 
cartridges, disk packs, and diskettes; paper tape reels; and magnetic cards. 

(b) Internal. In addition, ADP systems and word processing 
systems employing such media shall provide for internally recorded security 
markings to ensure that classified information contained therein, when repro
duced or generated, ~l1'ill bear appropriate markings as specified in paragraphs 
bel) through (8) above. (Existing ADP systems and word processing systems, 
that is, systems previously approved by the csa, shall provide this internal 
classification identification where the capability exists for implementation 
without extensive system modification. Alternately, where extensive system 
modification would be required for existing systems, an exception may be made 
by the csa, provided procedures are established to ensure that users and 
recipients of the media, or the information therein, are clearly advised as to 
the appropriate markings for the contents. Requirements for the security of 
nonremovable ADP storage media and clearance or declassification procedures for 
vad.ous ADP storage media are contained in section XIII.) 

(12) Translations. Translations of U.S. classified information 
into a language other than English shall be marked to show the U.S. as the 
country of origin, with the appropriate U.S. markings as specified in 
paragraph bel) through (8) above, and the foreign language equivalent thereof 
(see appendix XIV of this manual). 

(13) Transmittal Documents. A transmittal document, including 
endorsements and comments when such are added to the basic communication, 
shall carryon its face a prominent notation as to the highest classification 
of information transmitted by it and a legend showing the classification, if 
any, of the transmittal document, endorsement, or comment standing alone. For 
example, an unclassified document that transmits as an attachment a classified 
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document shall bear a notation substantially as follows: "Unclassified when 
Separated from Classified Enclosures." 

(14) Transparencies and Slides. Applicable classification markings 
shall be shown clearly on the image of each transparency or slide, and on its 
border, holder, or frame. Other applicable markings as specified in para
graphs bel) through (8) above shall be shown on the border, holder, or frame, 
if possible, or in the image area, in ac~ompanying documentation, or other 
written notification. When a set of transparencies or slides is handled and 
controlled as a single document, only the title slide or transparency requires 
the other applicable markings. Slide and transparency storage containers 
shall also be marked with the appropriate markings as specified in paragraph 
bel) through (8) above. 

(15) Working Papers. Working papers and material such as notes, 
drafts, and drawings accumulated or created in the preparation of a finished 
document, shall be dated when created and nlarked in the same manner as 
prescribed in paragraphs b(2) and (3) above. The remainder of the markings 
required by paragraphs bel) through (8) above need not be affixed to the 
material, until it is entered into the accountability records in accordance 
with paragraph 12, made a part of a permanent record, or dispatched outside 
the facility. 

(16) Miscellaneous Material. Unless a requirement exists to retain 
material such as rejects, typewriter ribbons, carbons, and similar items for a 
specific purpose, there is no need to mark, stamp, or otherwise indicate the 
the information is classified. (NOTE: Such material developed in connection 
with the handling, processing, production, and utilization of classified 
information shall be handled in a manner that ensures adequate protection of 
the classified information involved and destruction at the earliest practical 
moment. ) 

d. Marking of Regraded Documents and Material. Whenever classified 
information is downgraded, declassified, or upgraded, the material shall be 
promptly and conspicuously marked to indicate the change l/. 

11 In the interest of providing quick and efficient service on requests for 
classified documents, DTIC re-marks downgraded or declassified documents to 
reflect such action only on the front and back covers and the title, first, 
and back pages. A notice will be affixed by DTIC to the front cover or the 
title page of such documents indicating that it is the responsibility of the 
recipient (the contractor who requested the document) to complete the 
re-marking of the regraded document in accordance with this paragraph. 
Documents originally marked under the provisions of previous E.O. 's may 
contain pages which do not bear any classification markings. Before 
extracting or reproducing the information from these pages, recipients 
should direct any questions they may have concerning the classification of 
an individual page, chapter, section, and the like, to the originator of 
the document. 
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(1) Automatic Downgrading or Declassification Actions. Holders 
of classified material may take automatic dnWTlgrading or declassification 
actions, as specified by the markings on the material, without further 
authority for the action. All old classification markings shall be canceled 
and the new markings substituted, whenever practical 4/. In the case of 
documents, as a minimum, the outside of the front cov;r (if any), the title 
page (if any), the first page, and the outside of the back cover (if any), 
must reflect the new classification markings, or the designation UNCLASSIFIED. 
Other material shall be re-marked by the most practical method for the type of 
material involved to ensure that it is clear to the holder what level of 
classification is assigned to the material. Old markings shall be canceled, 
if possible, on the material itself. If not practical, the material may be 
marked by affixing new decals, tags, stickers, and the like to the material 
or its container. 

(2) Other than Automatic Downgrading or Declassification Actions. 
When contractors are notified of downgrading or declassification actions 
that are contrary to the markings shown on the material, the material shall 
be re-marked to indicate the change. All old classification markings shall 
be canceled and the new markings substituted, whenever practical 4/. In the 
case of documents, as a minimum, the outside of the front cover (If any), the 
title page (if any), the first page, and the outside of the back cover (if 
any) shall reflect the new classification markings or the designation 
UNCLASSIFIED. In addition, the material shall be marked to indicate the 
author.i.ty for the action, the date of the action, and the identity of the 
person or contractor taking the action. Other holders shall be notified if 
further dissemination has been made by the contractor. 

(3) Upgrading Action. \fuen a notice is received to upgrade 
material to a higher level, for example from CONFIDENTIAL to SECRET, or from 
UNCLASSIFIED to CONFIDENTIAL, the new markings shall be in~ediately entered on 
the material, in accordance with the notice to upgrade, and all the superseded 
markings should be canceled, if applicable. Other holders shall be notified, 
if further dissemination of the material has been made by the contractor. If 
contractor-generated material is inadvertently distributed outside the 
facility without the proper classification assigned to it, or without any 
markings to identify the material as classified, the following procedures 
shall apply. 

if When the volume of material is such that prompt re-marking of each 
classified item cannot be accomplished without unduly interfering with 
operations, the custodian may attach downgrading and declassification 
notices to the inside of the file drawers or other storage container in 
lieu of the re-marking otherwise required. Each such notice shall specify 
the authority for the downgrading or declassification action, the date of 
the action, and the storage container to which it applies. When documents 
or other material subject to downgradj.ng or declassification are withdrawn 
from the container solely for transfer to another, or when the container is 
transferred from one place to another, the transfer may be made without 
re-marking, if the notice is attached to the new container or remains with 
each shtpment. When the documents or material are withdrawn for use or for 
transmittal outside the facility, they shall be re-marked in accordance 
with paragraph d(l) or d(2) above. 
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(a) Determine that all holders of the material are authorized 
access to it. 

(b) Determine that control of the material has not been lost 
by the communication. (NOTE: When both these conditions are determined to 
exist, then promptly notify ~I all holders of the proper classification and 
markings applicable to the material. If it is found that control of the 
material has been lost or that unauthorized personnel have had access to it, 
a report of the compromise to the CSO under the provisions of paragraph 7d is 
required. ) 

e. Marking of Foreign Classified Material. Foreign classified material 
shall be marked in accordance with instructions received from the foreign 
contracting authority, the CSO, or the UA. In any case, if the classifica
tion and the country of origin are in a language other than English, the 
appropriate equivalent U.S. classification and the country of origin will be 
marked on the foreign classified material. Except for the foreign security 
classification designation RESTRICTED, foreign security classification 
designations, including those of international organizations of governments, 
such as NATO, generally parallel U.S. classification designations. A table of 
equivalent classifications is contained in appendix XIV. Many foreign govern
ments and international organizations, such as NATO, use a fourth security 
designation identified as RESTRICTED to denote a foreign requirement for 
security protection of a lesser degree than CONFIDENTIAL. Documents received 
by contractors that are marked with any of the classification designations 
listed in the last column of appendix XIV shall be marked RESTRICTED together 
with the country of origin and protected in all respects in the same manner as 
U.S. CONFIDENTIAL, except that foreign RESTRICTED material may be stored in 
locked filing cabinets, desks, or other similarly closed spaces that will 
prevent access by unauthorized persons. 

(1) When foreign government information is incorporated in a 
contractor-generated document, that document shall be identified in a 
manner to ensure that such information is not declassified prematurely or 
made al[!cessible to nationals of a third country without consent of the 
originator. This requirement may be satisfied by marking the face of the 
document with the notation "FOREIGN GOVERNHENT INFORMATION" or with another 
marking that otherwise indicates that the information is foreign government 
information. Portions of documents containing foreign government information 
shall be marked as specified in paragraph b(5)(a) above. All such documents 

~I In the case of material being upgraded, the contractor's written notice 
shall not be classified, unless the notice contains additional information 
warranting classification. In the case of material which was inadvertently 
released as UNCLASSIFIED, the contractor's written notice shall be classi
fied CONFIDENTIAL, unless the notice contains additional information war
ranting a higher classification. The notice sqould cite the applicable 

11. 

DD Form 254 or other classification guide on the "Classified by" line and 
be marked with a declassification instruction such as, "UNCLASSIFIED WHEN 
UPGRADING ACTION IS COHPLETED." 
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containing foreign government information shall include on the "Declassify on" 
line the following notation, "ORIGINATING AGENCY'S DETERMINATION REQUIRED," or 
"OADR," unless the foreign entity has specified or agreed to a date or event 
for declassification. 

(2) U.S. documents which contain extracts of NATO classified 
information shall be marked on the face of the document with the following 
notation: "THIS DOCUMENT CONTAINS NATO CLASSIFIED INFORMATION." This 
notation is required to ensure that NATO inforrrlation is not declassified or 
made accessible to nationals of non-NATO countries without NATO approval. 
Portions of such documents shall be marked "NATO" with the appropriate 
classification, for example, (NATO-S) or (NATO-C). The "Declassify on ll line 
shall be completed with the notation, "ORIGINATING AGENCY'S DETERMINATION 
REQUIRED," or "OADR," unless the foreign entit.y has specified or agreed to 
a date or event for declassification. The marking "FOREIGN GOVERNMENT 
INFORMATION" is not required on these documents. 

f. Harking Wholly Unclassified Materil~l. Normally, wholly UNCLASSIFIED 
material will not be marked or stamped "UNCLASSIFIED," unless it is essential 
to convey to a recipient of such material that: (i) the material has been 
examined specifically with a view to impose a security classification and has 
been determined not to require classification, or (ii) the material has been 
reviewed and has been determined to no longer require classification and it is 
declassified. 

g. Marking Compilations. 

(1) Documents. In some instances, certain information that would 
otherwise be unclassified when standing aloile may require classification when 
combined or associated with other unclassified information. When classifica
tion is required to protect a compilation of such information, the overall 
classification assigned to the document shall be conspicuously marked or 
stamped at the top and bottom of each page and on the outside of the front 
and back covers, if any. The reason for classifying the compilation shall be 
stated at an appropriate location at or near the beginning of the document. 
In this instance, the portions of a document classified in this manner need 
not be marked. 

(2) Portions of a Document. If a classified document contains 
certain portions that are unclassified when standing alone, but classified 
information will be revealed when they are combined or associated, those 
portions shall be marked as unclassified, the page shall be marked with 
the highest classification of any information on the page, and a statement 
shall be added to the page, or to the document, to explain the classifi
cation of the combination or association to the holder. This method of 
marking may also be used if classified portions on a page, or within a 
document, will reveal a higher classificat.ion when they are combined or 
associated than when they are standing alone. 

12. Record of Classified Material. 

a. Accountability Records. The contractor shall maintain, at one 
or more control stations, an accountability record of all TOP SECRET and 
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SECRET material, and CRYPTO, regardless of classification. The record 
shall include all such classified material received or produced by, or in 
the possession or custody of, the contractor and shall reflect as a minimum: 
(i) the date of receipt or origin, (ii) the activity from which received or 
by which originated, (iii) the classification of the material, (iv) a brief, 
unclassified description of the material and (v) the disposition of the 
material and the date thereof (that is, destroyed, downgraded to CONFIDENTIAL, 
declassified, or dispatched outside the facility). These records shall be 
retained by the contractor for a minimum of 3 years for TOP SECRET material, 
special access material, and CRYPTO, regardless of classification; and for 
SECRET material for 2 years from the date the last item recorded thereon was 
destroyed, downgraded to CONFIDENTIAL, declassified, dispatched outside the 
facility, or transferred to another accountability record. 

b. Inventory/Accounting of Classified Material. When directed by a 
Director of Industrial Security, the contractor shall make an inventory and 
accounting of all TOP SECRET and SECRET material, and CRYPTO, regardless of 
classification, and shall submit a report of all unresolved discrepancies to 
the CSO. The inventory and accounting shall consist of the actual sighting of 
each item listed in the accountability records or an examination of the 
evidence of its proper disposition (the receipt, certificate of destruction, 
authorization to terminate from accountability, or record of downgrading or 
declassification); and an examination of the contents of all containers 
authorized for storage of classified material to ensure that all TOP SECRET 
and SECRET material, and CRYPTO, regardless of classification, has been 
entered into the accountability records. 

c. Receipt and Dispatch Records.. In addition to the accountability 
records required in paragraph a above, the contractor shall maintain a record 
at one or more control stations of all nonaccountable classified material 
received by, or dispatched from, the facility. This record shall reflect as a 
minimum: (i) the date of receipt or dispatch, (ii) the activity from which 
received or to which dispatched, (iii) the classification of the material, and 
(iv) a brief, unclassified description of the material. These records shall 
be retained by the contractor for a minimum of 2 years from the date of the 
lsst entry. However, if the contractor combines this record of receipt and 
dispatch with the accountability records prescribed in paragraph a above for 
TOP SECRET material, special access material, and CRYPTO, regardless of 
classification, the 3-year retention period shall apply. 

d. Control Station Personnel. Employees designated by the contractor 
to operate a control station shall be cleared at the same level as the 
facility at which they are assigned. However, such personnel will be required 
to have a TOP SECRET clearance only if the person's duties afford him or her 
access to, possession of, or custody of TOP SECRET material. 

e. Receipt of Classified Material. \fhen classified material is received 
at the facility, either by mail, bulk shipment, or messenger, the following 
controls shall apply. 

(1) All classified materi,al shall be delivered unopened to person
nel designated by the contractor to receive it at the control station(s). In 
addition, when U.S. Registered Mail, U.S. Express Mail, U.S. Certified Mail, 
or classified material delivered by messenger is not received directly by the 
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designated control station personnel, procedures shall be established to 
ensure that such mail is received by appropriately cleared and authorized 
personnel, for delivery with the inner container unopened to the control 
station(s). In effect, all contractor personnel who handle U.S. Registered 
Mail, U.S. Express Mail, or U.S. Certified Mail shall be appropriately 
cleared. 

(2) The package shall be examined for any evidence of tampering and 
the classified contents shall be checked against the receipt. Evidence of 
tampering shall be reported immediately to the CSO, in accordance with para
graph 6a(11). Discrepancies in the contents of a package or absence of a 
receipt for TOP SECRET or SECRET TIlaterial, and CRYPTO, regardless of classifi
cation, shall be reported immediately to the sender. If the shipment is in 
order, the receipt shall be Signed and returned to the sender. For purposes 
of positive identification, the name of the employee signing the receipt shall 
be printed, stamped, or typed on the receipt. In those special cases where 
the sender includes a receipt form with CONFIDENTIAL material, the receiver 
shall execute the receipt and return it to the sender, if the contents of the 
package are in order. 

f. Production of Classified Material. When a cont!~actor produces 
TOP SECRET or SECRET material, and CRYPTO, regardless of classification, 
accountability shall be established, as follows. 

(1) TOP SECRET Documents and CRYPTO Documents, Regardless of 
Classification. Such documents shall be entered into the control station 
accountability records when the first of any of the following events occurs: 
(i) the document is retained after the next successive stage in its develop'
ment is completed (for example notes converted to draft, final draft placed on 
masters, or photographic prints developed from negatives); (ii) the document, 
including classified working papers and drafts, is retained for more than 30 
days from the date of origination; (iii) the document is reproduced for 
internal purposes (for example, draft review or coordination prior to 
preparation of final copy); or (iv) the document, regardless of its stage of 
development, is transmitted outside of the facility on a temporary or 
permanent basis. 

(2) SECRET Documents. Such documents shall be entered into the 
control station accountability records, when the first of any of the following 
events occurs: (i) the document is retained as a completed document (includ
ing working papers) in excess of 30 days from the date of completion; (ii) the 
document is reproduced for internal purposes; (iii) the document is retained 
as a partially completed document on discontinuance of the work; or (iv) the 
document, regardless of its stage of development, is transmitted outside of 
the facility 0n a temporary or permanent basis. 

(3) Other Material. TOP SECRET and SECRET material, and CRYPTO, 
regardless of classification, in other than documentary form, shall be entered 
into the control station accountability records, when the first of any of the 
following events occurs: (i) the material reaches the final stage in the 
fabrication or manufacturing process; (ii) the material is retained for more 
than 30 days from the date of origination; or (iii) the material, regardless 
of its stage of development, is transmitted-outside of the facility on a 
temporary or permanent basis. 
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(4) Incorporation of Classified Material. When a classified 
document or other material is joined to, incorporated in? or otherwise made 
a part of another classified document or item of material, accountability 
for the incorporated document or item of material shall be terminated, and 
accountability for the document or item of material in which it was incor
porated shall be established. The control station records shall be posted 
accordingly. Similarly, when a classified document is disassembled for the 
purpose of creating a new document or an item of material is removed from a 
classified assembly or end item (for example, for testing or replacement), 
accountability for the new material, if classified, shall be established or 
adjusted, as appropriate, in the control station accountabiltty records, and 
the accountability for the basic document or end item shall ge terminated, 
provided the residue is unclassified. 

g. Dispatch of Classified Material. When classified material is to be 
dispatched from the facility, the following rules shall apply. 

(1) The proposed transmittal shall be exantined to ensure compliance 
with the preparation for transmission requirements of paragraph 17. 

(2) Receipts, when required by paragraph 17a(1), shall identify 
the classified contents, the control station, and the name and address of 
both sending and receiving facilities. Receipts shall not contain classi
fied information. A short title or abbreviation shall be substituted for 
a classified title. 

(3) A duplicate copy of the receipt shall be retained in a suspense 
file until the signed copy is returned. A suspense date (normally not to excee 
30 days) shall be established~ and follow-up action shall be initiated, if the 
signed receipt is not received within that period. If after the follow-up 
action a signed receipt is not returned or the addressee indicates nonreceipt 
of the classified material, an inquiry shall be conducted, in accordance with 
paragraph 7. Copies of signed receipts for classified material shall be 
retained at the control station for a minimum of 2 years. 

h. Terntination of Accountability. 

(1) On notice from the CSO that accountability may be terntinated for 
classified material determined to be lost after completion of the inquiries 
prescribed in paragraph 7, the contractor shall annotate the accountability 
records to show the date, reason, and authority for terminating accountability 
for the lost material. 

(2) If the location or disposition of th~ material should subse
quently be determined, the contractor shall immediately submit a report to the 
CSO in accordance with paragraph 6a(15), and shall reestablish accountability 
for, or indicate correct disposition of, the material on the control station 
accountability records. 

13. Special Requirements for TOP SECRET. 

a. It is mandatory that an up-to-date record be maintained of all 
persons who are afforded access to TOP SECRET information. A record shall 
be maintained that identifies each item of TOP SECRET material, and shows the 
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names of all individuals given access to the item and the date (or inclusive 
dates) on which access by each individual occurred. In the case of employees 
whose duties require knowledge of the combination of containers of TOP SECRET 
material, the record need only identify the material, the employee(s), and the 
period of time during which access was available. Such records shall be 
retained in the appropriate control station for a period of 3 years from the 
date the material was destroyed, dispatched outside the facility, declassi
fied, or downgraded. This record requirement also shall apply to those 
employees to whom the contractor affords visual or aural access to TOP SECRET 
information. 

b. The number of persons afforded access to TOP SECRET information 
shall be kept to an absolute minimum, and each person shall be individually 
warned against disclosing such information to persons whose duties do not 
require knowledge thereof. 

c. The contractor shall establish a system to preclude access to TOP * 
SECRET material by employees working alone. Individuals who require access * 
to TOP SECRET material shall be accompanied by anotiler TOP SECRET cleared * 
person, or SECRET cleared person if access to the TOP SECRET material can * 
realiEitically be denied, who can ensure that unauthod.zed access does not * 
occur, and that the material is not photographed, improperly reproduced, * 
or removed prior to its return to an approved storage container. This * 
requirement does not apply to situations wh8n an employee is left alone * 
briefly during normal working hours. Moreover, when adherence to the * 
two-person rule would be impractical based on compelling operational * 
requirements, the CSO is authorized to grant relief on a case-by-case * 
basis. * 

d. The dissemination of TOP SECRET information should be effected 
orally whenever practical, without the physical transmittal of material. 

e. The transmittal of TOP SECRET material shall be covered by a 
continuous receipt system both within and outside of the facility. 

f. Each copy of a TOP SECRET document shall be numbered in series. 
The copy number shall be placed on accountability records and on the 
distribution record and receipt for each TOP SECRET document transmitted. 

g. Only designated employees in the control station, clearp.d for 
access to TOP SECRET information, shall open incoming TOP SECRET trans
mittals. Deliveries of TOP SECRET material within the facility shall 
be accomplished in accordance with paragraph 17f. 

h. An annual inventory and accounting of all TOP SECRET material 
shall be conducted in the manner prescribed by paragraph 12b. 

i. TOP SECRET material shall be reproduced only with the prior 
written autho':cization of the contracting officer (see paragraph 18a). 

j. Transmission of TOP SECRET material outside of the facility 
requires the written authorization of the contracting officer (see 
paragraph 17b). 
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k. Written approval of the contracting officer is required before 
disclosing TOP SECRET information to a subcontractor, vendor, or supplier 
(see paragraph 59a). 

14. Storage... 

a. Containers. Contractors shall not be eligible to receive, nor have 
possession of, classified material at their cleared facilities, until they 
have adequate storage capability. Classified material, when not in actual use 
and safeguarded as prescribed in paragraph 16, shall be stored as follows. 

(1) TOP SECRET -- Cabinets and Vaults. When not in use, TOP SECRET 
material shall be stored in a GSA approved security filing cabinet originally 
procured from a FSS suppli~r 6/ 7/, and bearing a GSA Test Certification Label 
or in a Class A vault constructed in accordance with the requirements of 
appendix IV 8/. 

(2) TOP SECRET -- Supplemental Controls. In addition to the 
cabinets and vaults specified in paragraph (1) above, during nonworking hours 
the following area controls are required ~/. 

~/ Cabinets, contractors, and prices are listed in the FSS (FSC Group 71-Part 
III of the GSA, Federal Supply Service). Copies of specifications and sched
ules may be obtained from any regional office of the GSA. 

2/ Security file cabinets conforming to federal specifications bear a Test 
Certification Label on the locking drawer attesting to the security 
capabilities of the cabinet and lock. Such cabinets manufactured after 
February 1962 will also be marked "General Services Administration Approved 
Security Container" on the outside of the top drawer. Acceptable tests of 
the cabinets shall be performed only by a testing facility specifically 
approved by GSA. 

~/ When authorized vaults or strongrOQffiS are used for the storage of 
classified material, bin or shelf storage methods may be employed 
inside the vault or strongroom. In addition, any type of file cabinet 
or locking container may be used in the vault or strongroom to provide 
internal control over dissemination of the classified information. 

2/ Working hours shall, for purposes of this paragraph, be considered as that 
period of time when: (i) there is present in the specific area in which 
the container is located, a work force on a regularly scheduled shift, 
as contrasted with employees working within an area on an overtime basis 
outside" of the scheduled work shift; and (ii) the number of employees 
in the scheduled work force is sufficient in number and so positioned as to 
be able to detect and challenge the p~esence of unauthorized personnel. 
This would, therefore, exclude custodians, maintenance personnel, and other 
individuals whose duties require movement throughout the facility. 
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(a) Entry to the room, building, or structure in which the con
tainer is located shall be controlled by a properly cleared, authorized employee 
or guard stationed so as to control admittance to the room, building, or struc
ture, or by a lock which provides reasonable protection against surreptitious 
entry. and 

(b) For the purpose of detecting unauthorized personnel or 
attempted illegal entry to the container, the interior of the room, building, 
or structure (whichever is controlled in accordance with paragraph (a) above) 
in which the container is located shall be patrolled and each container 
inspected at least once during each 2-hour period by a guard, one of whose 
principal duties is safeguarding classified information, and who is supervised 
by a system that provides a written record of the coverage of key points 
within the area. or 

(c) The room, building, or structure in which the container is 
located, or the container itself, shall be equipped with an alarm system as 
prescribed in paragraph 35. The response time to an activated alarm shall not 
exceed 15 minutes. 

(3) SECRET:- Cabinets, Strongrooms, and Vaults. When not in use, 
SECRET material shall be stored in a cabinet or vault authorized for the 
storage of TOP SECRET, or in a security cabinet, strongroom, or vault as 
specified in paragraphs (a) through (g) below. 

(a) A GSA approved cabinet originally procured from an FSS 
supplier and bearing a GSA ~est Certification Label ~I II may be used. 

(b) A Class B Vault constructed, in accordance with the 
requirements outlined in appendix IV ~/, may be used. 

(c) A safe, steel file cabinet} or safe-type steel file 
container having an automatic unit locking mechanism and a built-in three
position dial-type changeable combination lock may be used. (See subparagraph 
(4) below.) 

Cd) A steel file cabinet secured by a steel bar 101 and a 
three-position dial-type changeable combination padlock, listed on the GSA 
Qualified Products List as meeting the requirements of Federal Specification 
FF-P-IIO may be used. Non-FSS three-position dial-type changeable combination 
padlocks in use at the present time may remain in use until replacement is 
necessary, or additional padlocks are required. (See subparagraph (4) below.) 

(e) A Class C Vault constructed in accordance with the 
requirements of appendix IV ~/. (See subparagraph (4) below.) 

101 The keepers of the steel lock bar shall be secured to the cabinet by 
welding, rivets, or bolts, so that it cannot be removed and replaced 
without leaving evidence of the entry. The drawers of the container shall 
be held securely, so that their contents cannot be removed without forcing 
open the drawer. 
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(f) A strongroom may be used, provided the strongroom is 
supplementally controlled by a regularly scheduled 2-hour guard patrol, or is 
equipped with an alarm system as prescribed in paragraph 35, and response time 
to an activated alarm shall not exceed 15 minutes. (See paragraph F, appendix 
IV, for construction requirements.) 

(g) A steel container in a desk pedestal, which encloses the 
container on five sides and is riveted or bolted to the desk may be used, pro
vided the exposed face of the container is secured by a steel bar and a three
position dial-type changeable combination padlock 10/. (See subparagraph (4) 
below.) -

(4) SECRET -- Supplemental Controls. In addition to the cabinets 
and vaults specified in paragraphs (3)(c), (d), (e), and (g) above, during 
nonworking hours the following area controls are required ~/. 

(a) Entry to the room, building, or structure in which the 
container is located shall be controlled by a properly cleared, authorized 
employee or guard stationed so as to control admittance to the room, building, 
or structure, or by a lock that provides reasonable protection against sur
reptitious entry; or by a properly cleared guard stationed at each unsecured 
perimeter entrance to a complex 11/ that is enclosed by a physical barrier, 
and provided further that the area is patrolled adequately to provide 
reasonable opportunity to detect unauthorized personnel. and -.-

(b) For the purpose of detecting unauthorized personnel or 
attempted illegal entry into the room, building, or structure (whichever 
is controlled in accordance with paragraph (a) above) in which the container 
is located, the area shall be patrolled at least once during each 4-hour 
period by a properly cleared, authorized employee or guard. One of this 
employee's or guard's duties must be safeguarding classified information and 
he or she must be supervised by a system that provides a written record of the 
coverage of key points within the area. or 

(c) The room, building, or structure in 'V7hich the container 
is located, or the container itself, shall be equipped with an alarm system, 
as prescribed in paragraph 35, and the response time to an activated alarm 
shall not exceed 15 minutes. 

(5) CONFIDENTIAL -- Cabinets. Strongrooms, and Vaults. When not in 
use, CONFIDENTIAL material shall be stored in the same manner as TOP SECRET or 
SECRET material; however, supplemental controls are not required. 

b. Bulky Material. When it is impractical to store classified material 
because of its nature, size, or unique characteristics, in accordance with 
paragraph a above, the contractor shall safeguard such material by control of 

!!/ A complex is a facility or any el~ment thereof which consists of one or 
more buildings or structures physically enclosed within a common perimeter 
barrier supplemented by protective measures, which prevent unauthorized 
access and control authorized access. 
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the area in which it is located, to the extent required by section IV. If 
it is impractical to safeguard the material in accorda.nce with Section IV, 
the contractor shall develop appropriate alternative control procedures and 
provide them to the cognizant security office for approval. 

c. Supervision of Storage Containers. Only a minimum number of 
authori.zed persons shall possess the combinations to the storage containers or 
have access to the information stored therein. To facilitate investigation of 
a container found open and unattended, a record shall be maintained of the 
names and addresses of persons having knowledge of the combination. Cabinets, 
vaults, and other containers in which classified material is stored shall be 
kept locked, "lhen not under the direct supervision of an authorized person 
entrusted with the combination or the contents. In the case of a one-person 
facility, the management official shall inform the eso of the combination of 
the container. The combination shall be classified, in accordance with 
paragraph 5i, shall be placed in a sealed envelope marked, "to be opened upon 
death or incapacitation of (name of management official)," and shall be 
transmitted to the CSO, in accordance with paragraph 17. In addition, 
conspicuously displayed on the outside of the container shall be a notice to 
contact the CSO, prior to opening or moving the container. This notice shall 
contain the mailing address of and an appropriate telephone number at the CSO. 
The above provisions pertaining to one-person facilities do not apply to 
cleared one-person facilities of an MFO. For such facilities. pro'lJ'isions 
should be made in the ROF SPP for affixing an appropriate notice on the 
outside of the cabinet, and for furnishing the combination to the FSO of the 
ROF who shall be identified as the official to contact rather than the eso. 

d. Protection During Nonworking Hours. Unless specified in a UA con
tract, a contractor shall not be required to establish additional controls 
over classified material stored in accordance with paragraph a above. 

e. Removal to Residence. Although the contractor may have provided for 
adequate storage hr:.'ilities at the respective residences of his officers, 
directors, and other employees, removal of classified materials to such dwell
ings for "after hours" work as a convenience to such persons is not authorized. 
These facilities, provided they meet the requirements of this manual, may be 
utilized for temporary storage purposes only in connection with authorized 
travel when the individual, in order to accomplish the objectives of the trip, 
is authorized to carry classified material as prescribed in paragraph 17h, or 
in other cases of necessity on approval by an official of the facility who 
was cleared in connection with the granting of the FCL. In no case will TOP 
SECRET material be removed to a private residence without: (i) the written 
authorization of the contracting officer in accordance with paragraph 17b, and 
(ii) approval of the eso as to the security controls to be maintained over the 
TOP SECRET material while it remains outside of the facility. 

f. Repair of Damaged Security File Cabinets. Neutralization of lock
outs or repair of any damage which affects the integrity of a security file 
cabinet approved for storage of classified information shall be accomplished 
only by appropriately cleared or continuously escorted personnel specifically 
trained in approved methods of maintenance, neutralization of lockouts, and 
repair of perforations. 
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(1) A GSA approved security file cabinet is considered to have been 
restored to its original state of security integrity if: 

(a) all damaged or altered parts (for example locking drawer and 
drawer head) are replaced with manufacturer's replacement or iden.tical canni
balized parts, or 

(b) when a container has been drilled immediately adjacent to 
or through the dial ring to neutralize a lockout, the replacement lock is 
equal to the original equipment and the drilled hole is repaired with a tapered 
case-hardened steel rod (for example, dowel and drill bit) with a diameter 
slightly larger than the hole, and of such a length that when driven into the 
hole there shall remain at each end of the rod a shallow recess of not less 
than 1/8 inch deep, nor more than 3/16 inch, to permit the acceptance of 
substantial welds, and be welded both on the inside and outside surfaces. The 
outside of the drawer head shall then be puttied, sanded, and repainted in 
such a way that no visible evidence of the hole or its repair remains on the 
outer surface after replacement of the damaged part (for example, new lock.) 

(2) If damage to a GSA approved or other approved security file 
cabinet is repaired with welds, rivets, or bolts, which cannot be removed and 
replaced without leaving evidence of entry, the cabinet thereafter may be used 
for storage of CONFIDENTIAL material or SECRET material with supplemental 
controls as outlined in paragraph 14(a)4. If the damage ts repaired using 
methods other than those specified in paragraph (1) above or this paragraph, 
use of the cabinet shall be limited to unclassified material. 

g. Damage to Approved File Cabinets I/. A list shall be maintained 
by the FSO of all approved file cabinets which have sustained damage other 
than normal marring or scratching from use. Each cabinet listed shall be 
identified by giving its location and a description of the damage. There 
shall also be on file a signed and dated certification, provided by the 
repairer, setting forth the method of repair used. The list and certification 
shall be retained for the life of the file cabinet and shall be available for 
review during recurring security inspections. Each such cabinet shall have a 
label posted on the inside of the top drawer to indicate the highest category 
of classified material which may be stored therein. If the damage affects the 
integrity of a GSA approved cabinet, the GSA Approved Security Container Label 
and the GSA Test Certification Label shall be removed. However, these labels 
may be retained by the FSO for a period of 30 days for those GSA approved 
cabinets designated for repair to restore their original integrity. If 
integrity is not restored within 30 days, the labels shall be destroyed. 
When a GSA approved cabinet is repaired in accordance with --

(1) Paragraph f (1) (a) above, the replacement locking drawer will 
have its GSA Test Certification Label affixed. In this case the retained GSA 
Approved Security Container Label shall be affixed to the outside of the top 
drawer and the retained GSA Test Certification Label shall be destroyed. 

(2) Paragraph f(l)(b) above, the retained GSA Approved Security 
Container Label shall be affixed to the outside of the top drawer, and the 
GSA Test Certification Label shall be affixed to the inside of the locking 
drawer. 
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15. Alternate St~rage Locations. 

a. General. Material classified no higher than SECRET, requiring 
protection in the interest of national defense and essential to continuity of 
production operations, may be duplicated and stored in an alternate location, 
provided the contracting officer approves the use of such storage for informa
tion pertaining to the contract. The provisions of section VI shall apply to 
the procurement of this service. Acceptable alternate storage locations are 
cleared facilities of: (i) a parent, a subsidiary, or another facility of a 
MFO; (ii) a bank offering safe deposit box/vault facilities; or (iii) a 
company providing a protective storage service. 

b. Security Clearance Requirements. The alternate storage location 
shall be a cleared facility. PCL requirements will depend on the type of 
service provided. Where the alternate storage facility is required to provide 
both secure storage and other services requiring access to the classified 
information, PCL's are required for employees whose duties will involve access 
to the classified material or responsibility for providing security protection 
for the classified material. When the facility is to provide only secure 
storage space, PCL's are required only for those personnel whose duties 
involve responsibility for security protection of the classified material. 

c. Records. When the alternate storage facility provides both secure 
storage and file service for the classified information, all of the security 
requirements prescribed in this manual shall apply. When the alternate storage 
facility provides only secure storage service, accountability for the alternate 
files shall be maintained on a separate record by the facility which deposits 
the ma.terial. 

d. Containers. When the services of a bank are utilized, safe deposit 
boxes will be considered equivalent to FSS security cabinets, provided the 
prime contractor: 

(1) controls the keys to the safe deposit box in the same manner 
that combinations to storage containers are safeguarded, in accordance with 
paragraph 5i; 

(2) utilizes only cleared employees, whose signatures are on file 
with the bank, to deposit and remove classified material; and 

(3) ensures that established procedures preclude access to the 
classified information by employees of the bank. 

16. Safeguards During Use. Classified materials, when not safeguarded as 
provided for in paragraphs 14a or b, or 34, and when in actual use by author
ized personnel, shall be protected as follows: 

a. kept under the constant surveillance of an authorized person, who is 
in a physical position to exercise direct security controls over the material; 

b. covered, turned face down, placed in storage containers, or 
otherwise protected, when unauthorized persons are present; and 
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c, returned to storage containers as soon as practical after use. 

17. Transmission. 

a. Preparation for Transmission of TOP SECRET, SECRET, and CONFIDENTIAL 
Material. 

(1) Outside of a Facility. TOP SECRET, SECRET, and CONFIDENTIAL 
material to be transmitted outside of a facility shall be enclosed in opaque 
inner and outer containers, except as provided for in paragraph (b), (c), or 
Cd) below. If the classified material is printed or written, and is of 
such size as to permit the use of envelopes for wrapping, the classified 
information shall be protected from direct contact with the inner container by 
a cover sheet or by folding inward. Except as indicated in paragraph (e) 
below, the inner container shall be addresGed, return addressed, carefully 
sealed, and shall be plainly and conspicuously marked with the classification 
of the contents and, if appropriate, with the notations required by paragraphs 
llb(8), 88a, and 123. The outer container shall be addressed, return addressed, 
and carefully sealed with no mark.ings or notations to indicate that the contents 
are classified. If the outer container is not sufficiently opaque to prevent 
the classification markings on the inner cover from being visible, the inner 
container shall be wrapped with sufficient paper to conceal the markings. If 
the classified material is of a size, bulk, weight, or nature which precludes 
wrapping as described above, materials used for the packaging shall be of 
such strength and durability as to provide protection while in transit. To 
prevent items from br.eaking out and to facilitate the detection of tampering 
with the container, the following will be used, whenever practical: seals, 
kraft paper, kraft tape laminated with asphalt and containing rayon fibers 
(snake type) or nylon sensitive tape, puncture resistant material, wire mesh, 
or other knife-slash resistant material. As long as the material is enclosed 
in a double container, the material may be wrapped or boxed in paper, wood, 
metal, or a combination thereof. When transmitting TOP SECRET and SECRET 
material the inner container shall contain a receipt form which identifies 
the addressor, the addressee, and the contents by unclassified or short 
title. Where this is not practical, the receipt shall be sent to the pro
posed recipient with the advance notice of shipment required by paragraphs 
c(5)(c) and d(3)(d) below, or hand-carried by a responsible employee 
designated to accompany the classified shipment to its destination. When 
transmitting CONFIDENTIAL material, a receipt form is not required. Special 
provisions for the packaging of classified material are as follows. 

(a) The transmission of written materials of different classi
fications, for example, the inclusion of CONFIDENTIAL and UNCLASSIFIED with 
SECRET in a single package, should be avoided. However, when written 
materials of different classifications are transmitted in one package, they 
shall be wrapped in a single inner envelope or container, and the receipt 
required by paragraph (1) above, shall be enclosed. The inner envelope or 
container shall be marked with the highest classification of its contents. 

(b) If the classified material is an internal component of a 
packageab1e item of equipment with an outside shell or body, which is not 
classified and which completely shields the classified aspects of the item 
from view, the shell or body may be considered as the inner container. 
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(c) If the classified material is an inaccessible internal com
ponent of a bulky item of equipment that is not reasonably packageable, such 
as a missile, the outside shell or body of the item may be considered as the 
outer container, provided the shell or body is not classified. 

Cd) If the classified material is an item of equipment that is 
not reasonably packageable and the shell or body is classified, it' shall be 
draped with an opaque covering that will conceal all classified features. Such 
coverings must be capable of being secured so as to prevent inadvertent expo
sure of the item. 

(e) Specialized shipping containers, including closed cargo 
transporters, may be used in lieu of the above packaging requirements. In 
such cases the container may be considered to constitute the outer container. 

(f) The address may be omitted from the inner and outer 
container for shipment in full truckload lots, when such an exception is 
contained in the provisions of the contract. The DAR requires that complete 
consignment and marking instructions, to the extent known at the time the 
contract is awarded, be included in the contract to assist in ensuring 
delivery of items to proper destinations without delay. It further requires 
that additional consignment instructions be furnished to the contractor as 
soon as they become known. Under no circumstances will the outer container, 
or the shipping document attached to the outer container, reflect the 
classification of the contents or the fact that the contents are classified. 

(2) Additional Requirements for SECRET Material to be Shipped by 
Commercial Carrier 12/. SECRET material to be transmitted outside a facility 
by commercial carrier shall be prepared for transmission to afford additional 
protection against pilferage, theft, and compromise. Specific provisions for 
shipment of SECRET material are as follows. 

(a) Except as authorized in paragraph 17a(1), SECRET material 
shall be shipped in hardened containers (see paragraph 3as), unless specifi
cally authorized otherwise by the contracting officer or his or her designated 
representative. 

(b) Carrier equipment shall be sealed by the shipper, or 
at his or her direction, when there is a full carload, a full truckload, 
exclusivo use of the vehicle, or a closed and locked compartment of the 
carrierl's equipment is used. The seals shall be numbered and the number 
indicated on all copies of the EL. When seals are used, the BL shall be 
at: 'otated substantially as follows: 

gl Commercial carriers have been issued instructions in the "Carrier 
Supplement to Industrial Security Manual for Safeguarding Classified 
Information,H DoD 5220.22-C applicable to their responsibilities for 
transmissions of SECRET controlled shipments. 
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DO NOT BREAK SEALS EXCEPT IN CASE OF EMERGENCY OR UPON PRIOR 
AUTHORITY OF THE CONSIGNOR OR CONSIGNEE. IF FOUND BROKEN OR 
IF BROKEN FOR EMERGENCY REASONS, APPLY CARRIER'S SEALS AS SOON 
AS POSSIBLE AND IMMEDIATELY NOTIFY BOTH THE CONSIGNOR AND THE 
CONSIGNEE. 

(c) The notation "Protective Security Service Required" J:l/ 
shall be reflected on all copies of the BL. The BL will be maintained in a 
suspense file to follow up on overdue or delayed shipments. 

(3) Within. a Facility. TOP SECRET, SECRET, and CONFIDENTIAL 
material shall be prepared for transmission within a facility in such manner 
as to ensure a degree of security protection adequate for the method of trans
mission to be used, using guidance contained in paragraph (1) above. Material 
does not require double wrapping for intraplant transmission. However, in all 
cases, adequate measures shall be taken to protect against unauthorized 
disclosure of classified information. 

b. Method of Transmission of TOP SECRET Material Outside a Facility. 
When a contractor is authorized in writing, by the contracting officer or his 
or her designated representative, TOP SECRET material may be transmitted by: 
(i) specifically designated escort or courier cleared for access to TOP SECRET 
information (military, U.S. civilian employee, or a responsible employee desig
nated by the contractor, except that the contractor employee shall not carry 
classified material across international boundaries); (ii) Armed Forces Courier 
Service, in accordance with the instructions of the contracting officer; and • 
(iii) by electrical means in a CRYPTOSYSTEM approved for encryption of TOP ~ 
SECRET information. 'Under no circumstances shall TOP SECRET material be 
transmitted through the U.S. or company mail channels. 

c. Method of Transmission of SECRET Material Outside a Facility. 
SECRET material shall be transmitted by one of the following means within and 
between the U.S., Puerto Rico, or a U.S. possession or trust territory. 

(1) SECRET material shall be transmitted by one of the means 
established for TOP SECRET. 

(2) SECRET material shall be transmitted by U.S. Registered Mail, 
including U.S. Registered Airmail, through U.S. civil postal facilities or 
Army, Navy, or Air Force postal facilities. Addresses may be obtained from 
the "DoD Activity Address Directory," DoD 4000.2S-D (a reference copy is 
located at the CSO) , or from the ACO/PCO. A copy of DoD 4000.2S-D may also be 
purchased from the GPO. 

(3) SECRET material shall be transmitted by appropriately cleared 
employees of the contractor who have been designated as couriers or escorts 

13/ In such cases the SECRET shipment shall be routed via a cleared commercial 
carrier under a tariff, tender, or contract that provides PSS in accord
ance with the DoD S220.22-C. 
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and briefed in their responsibilities by a responsible official delegated 
authority in such matters in the facility SPP. When couriers or escorts are 
used, the SECRET material must remain in their personal custody and control 
at all times (see paragraph 17h). The commercial conveyance used by the 
courier or escort is not required to have\ an FCL. (See. Appendix IX for use 
of escorts for classified shipments and Appendix X for hand-carrying of 
classified material aboard commercial passenger aircraft). 

(4) SECRET material shall be transmitted by electrical means over 
approved CRYPTOGRAPHIC communication circ1Llits (telephone, wire, radio, 
or an intercommunication system), including computer data, but only with the 
prior written approval and in accordance ~7ith the instructions of the con
tracting officer. 

(5) SECRET material shall be transmitted by commercial carriers ~/ 
(air or surface) only when the size, bulk, weight, nature of the shipment, 
shipping costs, or escort considerations make the use of the foregoing methods 
impractical. Only qualified carriers (see paragraph 3bs) will be used for the 
transmission of SECRET material. When the services of a commercial carrier 
are required, the contractor as consignor shall be responsible for the fol
lowing. 

(a) The contractor shall utilize a qualified carrier selected by 
the U.S. Government that will provide a single line service from point of origin 
to destination, when such service is available, or by such transshipping pro
cedures as may be specified by the U.S. Government. and 

(b) The contractor shall request routing instructions, including 
designation of a qualified carrier, from the contracting officer or designated 
representative (normally the government transportation officer.) The request 
shall specify that the routing instructions are required for the shipment of 
SECRET material via Protective Security Service (DO NOT ABBREVIATE THIS) and 
include the point of origin and point of destination. or 

(c) As an exception to the general requirements enunciated 
above, if time is of the essence and the total sh:ipment weighs less than 200 
pounds gross, the contractor, as consignor, may make arrangements directly 
with a cleared commercial carrier to provide PSS for the transporting of 
the SECRET shipment when a CBL is to be used. This exception may not be 
utilized for COMSEC or SENSITIVE COMPARTMENTED INFORMATION material without 
the approval of the PCO. Under this exception the contractor must specify 
to the commercial carrier that SECRET material is to be shipped and that PSS 
is required. The points of origin and destination must also be provided. 
Verifications of the clearance of the commercial carrier and the fact that it 
provides PSS are to be obtained from the CSO of the HOF of the carrier prior 
to release of any classified material. and 

14/ Commercial carriers may be used only within and between the 48 contiguous 
States and the District of Columbia or wholly withi.n Alaska, Hawaii, Puerto 
Rico, or a U.S. possession or trust territory. 
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(d) The contractor shall notify the consignee (including 
U.S. Government transshipping activity) of the nature of the shipment, the 
means of the shipment, numbers of the seals, if used, and the anticipated 
time and date of arrival by separate communication at least 24 hours in 
advance (or immediately on dispatch if transit time is less than 24 hours) 
of the arrival of the shipment, in order that the consignee may take 
appropriate steps to receive and protect the shipment. This notification 
shall be addressed to the appropriate organizational entity in the same 
manner as provided in paragraph 17k and not to an individual. Request the 
consignee activity (including a military transshipping activity) to notify 
the consignor of any shipment not received within 48 hours after the 
estimated time of arrival indicated by the consignor. In addition, the 
consignor shall annotate the BL: "CARRIER TO NOTIFY THE CONSIGNOR AND 
CONSIGNEE (Telephone Numbers) IMMEDIATELY IF SHIPMENT IS DELAYED BECAUSE 
OF AN ACCIDENT OR INCIDENT. IF NEITHER CAN BE REACHED, CONTACT (Enter 
appropriate HOTLINE Number from Appendix XV). USE HOTLINE NU}ffiER TO 
OBTAIN SAFE HAVEN OR REFUGE INSTRUCTIONS IN THE EVENT OF A CIVIL DISORDER, 
NATURAL DISASTER, CARRIER STRIKE OR OTHER EMERGENCY." On receipt of a 
report from either the consignor or the carrier, the consignor shall 
immediately request the carrier to trace the shipment and shall notify his 
or her CSO of the delay in the delivery of the classified material and the 
circumstances as known to the consignor. Subsequent developments concern
ing the delayed shipment shall also be reported to the CSO. A copy of the 
report shall be submitted to the contracting officer concerned or his or 
her designated representative. The consignee, consignor, and carrier are 
required to take similar inquiry and reporting action if a shipment is 
received with broken seals, or the numbers on the seals do not match those 
on the advance notice of shipment. 

(6) SECRET material shall be transmitted by a commercial messenger 
service which has been granted a SECRET FCL and is engaged in the intra
City/local area delivery (same day delivery only) of classified material 
between cleared contractors, or between cleared contractors and a UA and/or 
the U.S. Post Office. Transmission of COMSEC information and SENSITIVE 
CO}~ARTMENTED INFORMATION will not be released to a commercial messenger 
service without contracting officer approval. 

* 
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(7) SECRET material shall be transmitted by such other methods 
directed through specific inst~uctions from the contracting officer or his or 
her designated representative~ because of special considerations or the nature 
of the shipment (for example, explosives, high priority items, nuclear weapons 
or direct shipments between military installations) ~/. 

d. Method of Transmission of CONFIDENTIAL Material Outside a Facility 
15/. Such material shall be transmitted by one of the following means within 
and between the U.S., Puerto Rico, or a U.S. possession or trust territory. 

~/ When a shipment by truck is contemplated for classified CM (CONFIDENTIAL 
or SECRET), the contracting officer will issue specific shipping 
instructions requiring a driver holding a final SECRET clearance in 
addition to the military escort normally provided for such shipments. 
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(1) One of the means established for SECRET in paragraphs c(l), 
(2), (3), (4), (6), and (7) above 14/ may be used. 

(2) U.S. Express Mail 16/ or U.S. Certified Mail for CONFIDENTIAL 
material may be used. However, U:S. Regist,::red Mail shall be used for trans
mittal of such material between any of the following points: the CONUS, 
Alaska, Hawaii~ Puerto Rico, or a U.S. possession or trust territory. 
Addresses may be obtained from the "Department of Defense Activity Address 
Directory," DoD 4000.25-D (a reference copy is located at the CSO) , or from 
the ACO/PCO. A copy of the DoD 4000.25-D may be purchased from the GPO. 

(3) A commercial carrier ~/ (air or surface) may be used 9nly * 
when the size, bulk, weight, nature of the shipment, shipping costs, Dr * 
escort considerations make the use of the foregoing methods impractical. * 
The commercial carrier must be authorized by law, regulatory body, or * 
regulation to provide the required transportation service and a determina- * 
tion must be made by MTMC that the carrier has a tariff, government tender, * 
agreement, or contract that provides a CSS. A FCL is not a requirement. * 
The foregoing information may be obtained from the contracting officers * 
or their designated representatives. In addition to the aforementioned * 
coordination with the contracting officers or their designated represen- * 
tatives, the contractor, as consignor shall: * 

(a) utilize containers of such strength and durability as 
to provide security protection to prevent items from breaking out of the 
container and to facilitate the detection of any tampering with the container 
while in transit; 

(b) indicate on the BL, "Constant Surveillance Service * 
Required" in addition, the consignor shall annotate the BL: "CARRIER * 
TO NOTIFY THE CONSIGNOR AND CONSIGNEE (Telephone Numbers) IMMEDIATELY IF * 
SHIPMENT IS DELAYED BECAUSE OF AN ACCIDENT OR INCIDENT. IF NEITHER CAN BE * 
REACHED CONTACT (Enter appropriate HOTLINE number from Appendix XV). USE * 
HOTLINE NUMBER TO OBTAIN SAFE HAVEN OR REFUGE INSTRUCTIONS IN THE EVENT OF * 
A CIVIL DISORDER, NATURAL DISASTER, CARRIER STRIKE OR OTHER EMERGENCY;" * 

(c) instruct the carrier to ship packages weighing less than 
200 pounds gross in a closed vehicle or a closed portion of the carrier~s 
equipment; and 

(d) notify the consignee (including a U.S. Government trans
shipping activity) of the nature of the shipment, the means of shipment, and 
the anticipated date and time of arrival by separate communication at least 24 

~/ U.S. Express Mail is a premium mail service consisting of both programmed 
and regular service. The service is intended for, but not limited to use 
by, the business mailer or other large volume users of the mails. The 
service is a high-speed interCity delivery system that usually can negate 
the requirement to hand-carry CONFIDENTIAL material in cases of short 
notice. Additional information is available through a local postal 
customer service representative regarding the specific options that are 
available. 
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hours in advance (or immediately on dispatch if transit time is less than 24 
hours) of the arrival of the shipment in order that the consignee may take 
appropriate steps to receive and protect the shipment. This notification 
shall be addressed to the appropriate entity in the same manner as provided 
in paragraph 17k and not to an individual. Request the consignee (including 
a military transshipping activity) to notify the consignor of any shipment 
not received within 48 hours after the estimated time of arrival indicated by 
the consignor'. On receipt of such notice, the consignor shall immediately 
request the carrier to trace the shipment and shall notify his or her CSO, in 
accordance with paragraph 6a(10), of the delay in the delivery of the classi
fied material and the circumstances as known to the consignor. Subsequent 
developments concerning the delayed shipment shall also be reported to the 
CSO. A copy of the report shall also be submitted to the contracting officer 
concerned or his or her designated representative, for forwarding to the MTMC. 

e. Method of Transmission of SECRET and CONFIDENTIAL Material Outside 
of Areas Enumerated in Paragraphs 17c and d. SECRET and CONFIDENTIAL material 
shall be transmitted only under the provisions of the contract or with the 
written authorization of the contracting officer. However, when the classified 
material had previously been authorized for export under a State Department 
license or letter, the contractor shall notify the contracting officer of the 
classified material to be transmitted outside of the areas enumerated in para
graphs c and d above. A contractor shall not transmit classified material 
directly to a foreign government or firm. The only exception to this would be 
when a foreign government. with whom the U.S. has entered into a reciprocal 
agreement pertaining to the fil~,ng of classified patent applications in the 
respective countries~ has authorized its U.S. patent agent to return its 
foreign classified information directly to that foreign government. Except 
as noted above, transmission shall take place between the contractor and a 
designated U.S. Government representative for forwarding to the foreign 
activity. This is known as transmission by government-to-government channels. 
Transmittal arrangements shall be made by the CSO, whetl,the foreign firm or 
government has awarded a contract to the U.S. contractor. When authorized, 
SECRET and CONFIDENTIAL material shall be transmitted by one of the following 
means. 

(1) SECRET and CONFIDENTIAL material shall be accompanied by a 
contractor employee, courier or escort, who is cleared for access to the 
classified information involved and who has been designated by the contractor, 
provided: (i) the classified material is not transported across international 
borders (~his does not preclude use of regularly scheduled nonstop flights on 
U.S. carriers between the U.S. mainland and Alaska, Hawaii, Puerto Rico, or 
U.S. possessions or trust territories); (ii) time limitations do not permit 
the use of U.S. Government channels; (iii) an appropriate courier or escort 
authorization is issued to the employee; (iv) the transmission is begun and 
completed during normal daytime duty hours of the same day and is by surface 
means only and within the national borders of the country within which the 
transmission takes place; and (v) the employee can comply with the specific 
security instructions for the safeguarding of classified material involved; 
that is, storage at a U.S. Government installation within the country 
concerned. 
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(2) SECRET and CONFIDENTIAL material shall be accompanied by a 
U.S. Government civil service employee or military person who is cleared for 
access to the level of the classified information involved and who has been 
designated by the contracting officer. (Appropriately cleared officers of 
the Department of Navy, Military Sea Transportation Service Civilian Marine 
Personnel, may also be designated as escorts by the contracting officer.) 
Foreign carriers may not be utilized. unless the designated escort has con
tinuous physical control of the material being transported. 

(3) SECRET and CONFIDENTIAL material shall be transmitted by 
registered mail through U.S. Army, Navy, or Air Force postal facilities. If 
the intended recipient is not authorized to receive classified material through 
APO channels, arrangements shall be made with an activity which is so authorized 
to receive and hold the classified material pending pickup by the intended 
recipient. 

(4) SECRET and CONFIDENTIAL material shall be transmitted by U.S. 
and Canadian registered mail with registered mail receipt to and from Canada 
in accordance with instructions from the contracting officer and via a U.S. or 
a Canadian government activity. 

(5) SECRET and CONFIDENTIAL material shall be transmitted by Armed 
Forces Courier Service in accordance with specific instructions from the 
contracting officer. 

(6) SECRET and CONFIDENTIAL material shall be transmitted in 
accordance with specific instructions from the contracting officer, whenever 
the nature of the classified shipment does not lend itself to transmission by 
any of the above methods. In such cases, the procedures for advance notice to 
consignee. reporting of delayed receipt, and so on set forth in paragraph 
c(5)(d) above apply. 

f. Method of Transmission of TOP SECRET, SECRET, and CONFIDENTIAL 
Material Within a Facility. This material shall be transmitted within a 
facility by a responsible employee designated by the contractor who has been 
cleared for access to the category of classified information involved. Also, 
a responsible subcontractor guard who is employed on a full-time basis at the 
facility, possesses an appropriate PCL, and has been designated and briefed by 
the contractor, may be utilized to transmit SECRET and CONFIDENTIAL material. 
The classified material shall remain under the direct surveillance of the 
designated individual at all times. This material may be transmitted by 
electrical means over approved CRYPTOGRAPHIC communications circuits with the 
prior written approval and in accordance with instructions of the contracting 
officer, or other approved circuits with the prior written approval of the CSO. 

g. Reserved. * 
h. Protection En Route by Contractor Employees. When employees desig

nated by the contractor are used to transmit or carry classified material, the 
storage provisions of paragraph 14 shall apply at all stops en route to 
destination, unless the material is retained in the personal possession of the 
employee at all times. This involves constant surveillance by the employee 
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who is in a physical position to exercise direct security controls over the 
material. The hand-carrying of classified material on trips that involve 
an overnight stopover is not permissible, unless arrangements are made in 
advance of departure for overnight storage of the hand-carried classified 
material at a u.s. Government installation or a cleared contractor facility. 
The hand-carrying of classified material shall not be authorized when there 
is doubt as to whether the material can be properly handled and protected. 
Additional special requirements for hand-carrying classified material aboard 
commercial passenger aircraft are contained in f' ppendix X. 

i. Additional Protection in Connection With Visits. When classified 
material, other than TOP SECRET~ is required ona visit, such material shall 
be ad~ressed by the contractor to his or her employee making the visit and 
shall be transmitted to the destination being visited, to be held for the 
employee, in accordance with paragraphs c(2) or d(2) above. This method 
also shall be used for the return of the material. However, if contractors 
determine that time limitations do not permit mailing materials required during 
visits, they may authorize the employees concerned to carry the classified 
material, subject to the provisions of paragraph h above. An inventory of the 
material shall be made prior to departure and retained at 
the control station. A copy of the inventory shall be carried by the 
employee. Only that classified material absolutely ess~ntial to the purpose 
of the visit may be carried by the employee. On the employee's return from 
the visit, an inventory shall be made of the material for which he or she 
is charged. If, in connection with the purpose of the visit, classified 
material is not returned to the facility, a receipt shall be obtained and the 
transaction shall be recorded in the records of the control station, in 
accordance with paragraph 12. However, should there be a need to leave 
CONFIDENTIAL material at the facility visited, a receipt is not necessary, 
except if otherwise required in accordance with paragraph 12. 

j. COMSEC Information. Classified COMSEC information shall be 
transmitted as prescribed in the "COMSEC Supplement to Industrial Security 
Manual for Safeguarding Classified Information" (CSISM), DoD 5220.22-S-1. 

k. Addressing Mail or Shipments of Classified Material. Except as 
provided below, mail or shipments containing classified material shall be 
addressed to tpe Commander or Head of the UA activity or installation 
(Commander, Commanding Officer, Director, TO, or similar designation) or 
to the cleared facility concerned, using the appropriate business name and 
address, and not to an individual. This does not prevent use of office code 
letters or numbers, or such phrases in addition to the address as, "ATTN: 
Research Dept.," or similar aids in expediting internal routing. 

(1) When it is considered desirable or appropriate to direct SECRET 
or CONFIDENTAL material to the attention of a particular employee of a facility 
or UA, other than to a consultant as prescribed below, the identity of the 
intended recipient shall be indicated on an attention line on the inner con
tainer or on an attention line placed in the letter of transmittal. If such 
mail is to be delivered directly to the specified employee, a procedure shall 
be established to ensure that all classified enclosures are promptly entered 
into the facility's document control system in accordance with paragraph 12. 
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(2) When transmitting SECRET or CONFIDENTIAL material to an 
individual operating as a cleared facility or engaged as a Type B or C 
Consultant, or to any facility at which only one employee is assigned, the 
contractor shall specify on the outer container: IlTO BE OPENED BY ADDRESSEE 
ONLY." Further, the outer container shall be annotated: "Postmaster -- Do 
Not Forward. If undeliverable to Addressee, Return to Sender." Postal 
regulations allow "Restricted Delivery" mail to be delivered to the addressee 
or to an agent the addressee has authorized in writing to receive "Restricted 
Delivery" mail. In all such instances, only appropriately cleared personnel 
shall be designated as agents for the addressee. Type C Consultants shall 
make arrangements to ensure that all incoming U.S. Certified Mail, U.S. 
Registered Mail, and U.S. Express Mail addressed to them in their capacity as 
independent consultants is delivered unopened to them personally through their 
employer's mail distribution system before entering it into their employer's 
document control system. 

1. RESTRICTED DATA and FORMERLY RESTRICTED DATA. RESTRICTED DATA and 
FORMERLY RESTRICTED DATA shall not be transmitted or otherwise made available 
to any regional defense organization or for~ign government, except under the 
provisions of the Atomic Energy Act of 1954, as amended, and in accordance 
with instructions issued by the contracting officer concerned. 

18. Reproduction. All reproductions of classified material shall be marked 
or stamped with the same classification as the original. Only sufficient 
copies necessary to meet operational requirements shall be prepared, and 
reproductions shall be destroyed, if otherwise proper, as soon as they have 
served their purposes. Reproduction of classified material shall be made only 
on equipment specifically designated for the reproduction of classified 
material. Rules governing the use of such designated equipment will be 
conspicuously posted on or near the equipment. Further, appropriate warning 
notices prohibiting reproduction of classified material shall be posted on or 
near equipment used only for the reproduction of unclassified material. 

a. Reproduction by Authorization Only. The contractor shall not make 
nor permit to be made without prior written authorization of the contracting 
officer, or his or her designated representative, any photograph or other 
reproduction of TOP SECRET information, SECRET information (when specifically 
prohibited), or CRYPTO information, regardless of classification, for any 
purpose. However, if the contract is for a TOP SECRET, SECRET, or CRYPTO 
report, then additional reproduction authority is not necessary. (See 
paragraph 87a regarding restrictions on the reproduction of COSMIC TOP SECRET 
information.) In addition, TOP SECRET and SECRET material originated by the 
DOE or its contractors may be reproduced only with the consent of the 
originator or higher authority within the responsible DOE activity. 

b. Reproduction Not Requiring Authorization. The contractor may 
reproduce, without prior authorization of the contracting officer, non
CRYPTO information classified SECRET (unless specifically prohibited) or 
CONFIDENTIAL, when such reproduction is essential to the: 
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(1) performance of the contract, 

(2) preparation of a solicited or unsolicited bid, quotation, or 
proposal to a UA of the U.S. Government or another authorized contractor for 
U.S. Government work, 

(3) correspondence in connection with the contract, and 

(4) preparation of patent application to be filed in the U.S. 
Patent Office. (This paragraph shall not be deemed to authorize the filing of 
patent applications, and such applications shall not be filed, except as 
specifically provided in the contract). 

c. Records. The contractor shall maintain a record of the number of 
copies of all TOP SECRET, SECRET, and CRYPTO material, regardless of classifi
cation., that is reproduced. Reproduction records shall be retained by the 
contractor, for a minimum of 3 years for TOP SECRET, CRYPTO, or other special 
access material and for a minimum of 2 years for SECRET, and shall be incor
porated in the control station records required by paragraph 12. 

d. Additional Markings. l{hen reproducing classified material, any 
additional marking shown on the original shall be shown on all reproductions. 

19. Destruction. 

a. Requirement for Destruction. The contractor shall establish a 
program for the review of classified material for the purpose of reducing 
to an absolute minimum the quantity on hand at any given time. With the 
exception of information listed in paragraph b below, contractors shall 
destroy classified material in their possession as soon as practical, after 
it has s0 T ved the purpose for which it was: 

(1) released by the government, 

(2) developed or prepared by the contractor, and 

(3) retained after completion or termination of the contract. 

b. Disposition by Specific Authorization. COSMIC TOP SECRET 
material (see paragraph 85c(2)) shall not be destroyed, but shall be 
returned to the contracting officer or his or her designated representa
tive. Accountable COMSEC classified material shall be destroyed only when 
destruction is authorized in writing by an appropriate government official. 
In all instances where specific instructions have been issued by the 
contracting officer, such instructions will dictate the disposition to be 
accomplished. 

c. Methods of Destruction. Classified material shall be destroyed by 
burning or, 'with the written approval of the CSO, by shredding, pulping, 
melting, chemical decomposition, mutilation, or pulverizing (for example, 
hammer mills, choppers, and hybridized disintegrating equipment). The 
destruction process must be sufficient to preclude recognition or recon
struction of the classified information. The SPP shall include specific 
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instructions which apply to the method of destruction, and shall incorporate 
instructions provided by the CSO. As applicable, the follow'ing additional 
requirements must be satisfied when classified material is destroyed. 

(1) Public incinerators may be used only with the prior approval 
of, and under conditions prescribed by, the CSO. 

(2) If the classified material is removed from the facility for 
destruction, it shall be destroyed on the same day it is removed. 

(3) Ash residue produced by burning is to be examined and reduced 
by physical disturbance. If unburned material is found, the material shall be 
reprocessed for destruction. 

(4) Only crosscut shredders producing residue particle size not 
exceeding 1/32 inch in width (with a 1/64 inch tolerance) by 1/2 inch in 
length, shall be used for destruction of classified paper and non-paper 
products except microform material (see (7) below). Classified material 
shall be shredded in sufficient quantity and type of material to preclude 
reconstruction or recognition of the material being destroyed. When TOP 
SECRET material is shredded, a minimum of 20 pages of similar type, media, and 
print shall be destroyed at one time and the residue mixed in one container. 

(5) Only paper-based products may be destroyed by pulping. High 
wet strength paper, paper mylar, durable-medium paper substitute, or similar 
water repellent type papers are not sufficiently destroyed by pulping; other 
methods such as disintegration, shredding, or burning shall be used to destroy 
these types of papers. 

(6) When classified material is destroyed by either pulping or 
pulverizing, the equipment shall be equipped with security screens that do 
not exceed the following specifications. 

(a) The security screen for pulping equipment shall have 
perforations of 1/4 inch or smaller. 

(b) Security screens for pulverizers shall meet the following 
specifications: 

1 shall not exceed 3/16 inch in diameter for hammer 
mills" 

2 shall not exceed 3/32 inch in diameter for choppers and 
hybridized disintegr~tors. 

(7) Classified material in microform: that is, microfilm, 
microfiche or similar high data density material shall be destroyed by 
burning, chemical decomposition or other methods as approved by the CSO. 

(8) Procedures shall be established to ensure compliance with the 
manufacturerts instructions for operating the destruction equipment and to 
ensure its continuing effectiveness. These procedures shall include an 
inspection of the equipment after each time it is used to destroy classified 
material to assure effectiveness of the destruction process. 
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d. Witness to Destruction. The destruction of classified material 
shall be accomplished by, or in the presence of, two employees of the 
contractor who possess appropriate security clearances. One shall be a 
responsible employee who has been briefed in the destruction provision8 of 
this paragraph, and who has been designated by the contractor to perform 
the destruction. The other shall be a responsible employee or a subcontract 
employee who is working on the premises of the contractor and who has. been 
designated to witness the destruction of the classified material. However, 
CONFIDENTIAL material, other than accountable COMSEC material, may be 
destroyed at the facility and witnessed by: (i) one responsible employee 
or (ii) one responsible subcontractor guard who is employed on a full-time 
basis at the facility, is under the supervision and direction of the FSO, 
possesses an appropriate PCL, has been briefed in the destruetion procedures, 
and has been designated to perform and witness the destruction. 

e. Destruction Records and Certificates for TOP SECRET, SECRET, or 
CRYPTO Material. When TOP SECRET, SECRET, or CRYPT0 material, regardless of 
classification, is destroyed, the contractor, in addition to maintaining 
accountability records reflecting the destruction of such material, shall 
execute a destruction certificate indicating the date of destruction and 
identifying the material destroyed. The certificate shall be signed by both 
the individual desigl1ated to destroy and the individual designC).ted as a 
witness at the time the material is destroyed. Both individuals shall be 
required to know, through their personal knowledge, that such material was 
destroyed. The contractor may, at his or her discretion, combine the 
information required in the destruction certificate with the accountability 
records maintained in accordance \.;rith paragraph 12a. On request, a copy of 
the destruction certificate shall be sent to the contracting officer at the 
time of destruction. Destruction records and destruction certificates shall 
be maintained at the control stations established under paragraph 12, and 
shall be retained by the contractor for a minimum of 3 years for TOP SECRET, 
special access, or CRYPTO material, regardless of classification, and for 2 
years for SECRET material. 

f. Classified Waste. Classified waste shall be destroyed as soon as 
practical, in accordance with the provisions of paragraph c above. This 
applies to all waste material containing classified information, such as pre
liminary drafts, carbon sheets, carbon ribbons, plates, stencils, masters, 
stenographic notes, worksheets, and similar items. Typewriter and ADP 
equipment ribbons used in transcribing classified material shall be 
safeguarded in the manner appropriate for the classification category 
involved, until the ribbon is cycled through the typewriter or printer a suf
ficient number of times to obliterate information contained thereon. Normally 
this can be accomplished if the ribbon is completely overprinted five times in 
all ribbon typing or printing positions. Any ribbon which remains substan
tially stationary (that is, receives at least five consecutive impressions) 
shall be treated as unclassified. CONFIDENTIAL waste, except waste containing 
CRYPTO or other special access information, may be destroyed by one employee 
or one responsible subcontractor guard pursuant to the provisions of paragraph 
d above. Pending destruction, classified waste shall be safeguarded in accord
ance with paragraph 14. Receptacles utilized to accumulate classified waste 
shall be clearly identified. If not promptly destroyed, accountability shall 
be established over that material containing information classified SECRET or 
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higher, special access information, or CRYPTO, regardless of classification, 
in accordance with paragraph 12f. When destruction does take place, the 
provisions of paragraph e above are applicable. 

g. Alternate Procedure. Where there is only one employee assigned at a 
facility and there is a need to destroy material, one or more of the following 
alternate procedures shall be used for disposal of the classified material. 

(1) Return all classified material eligible for destruction, 
including classified waste, to the contractor or UA for whom the classified 
work is being performed, or to another facility of the same MFO. 

(2) Utilize the destruction facilities of another DoD contractor 
or UA, provided that the individual granted use of such facilities retains 
physical custody of the classified material and personally ensures its 
complete destruction. To satisfy the requirements of paragraphs d and e 
above, an appropriately cleared employee of the contractor or UA providing 
the destruction service may serve as a witness to the destruction and sign 
the destruction certificate. 

(3) Employ the destruction services of a subcontractor, vendor, or 
supplier specializing in the destruction of classified material, provided that 
the controls set forth in paragraph c above are observed and an appropriately 
cleared employee of another DoD contractor or UA is present to witness the 
destruction, when required pursuant to paragraph d and e above. 
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Section III. SECURITY CLEArul~CES 

20. General. 

a. An individual shall be permitted to have access to classified 
information only when cleared by the U.S. Government or by the contractor, 
as specified in this section, and the contractor determines that access 
is necessary in the performance of tasks or services essential to the 
fulfillment of ~ contract or program; that is, the individual has a need
to-know, The contractor shall limit the number of personnel processed for 
clearance to the maximum extent possible consistent with contractual 
obligations. The contractor must have a system, detailed in the SPP, for * 
limiting personnel security clearances. The system must identify those * 
required to make the deliberate decision as to a particular individual's * 
need for a clearance and those who review the decision. The supervisor * 
must certify that an employee will require access at a certain level of * 
classification. All PCL requests shall be reviewed for justification by * 
designated management officials. Clearance justification and requisite * 
certifications shall be made on DIS Form 180 and forwarded to DISCO or the * 
CSO, as appropriate, with each PCL request. A copy of the DIS Form 180 * 
shall be retained at the facility and be available for in3pection for two * 
years from the date of submission. The Secretary of Defense, through the * 
Defense Investigative Service, reserves the right to limit the number of * 
individual clearances issued to any cleared facility. The numbers and * 
levels of security clearances possessed by a facility is regulated by * 
a system administered by the CSO. Each contractor will be limited to * 
a specific number of clearances consistent with the needs of the UA * 
concerned. * 

b. As a general rule, only U. S. citizens are eligible to be granted -/e 

a standard peL. Under special circumstances and conditions, immigrant * 
aliens and foreign nationals may be authorized access to classified * 
information at the SECRET level and below, with limitations, provided * 
they are determined eligible and have been granted a Limited Access * 
Authorization (LAA). To be eligible for a PCL, the following age must * 
have been attained. * 

Years 

For CONFIDENTIAL.................. 16 

For SECRET or TOP SECRET.......... 18 

All non-U. S. citizens ...••••....•• 21 

c. A PCL granted by the DoD, or by a contractor as specified in this 
section, is valid for access on a need-to-know basis to all classified 
defense information at the same or lower category except for the following. 

* 

(i) Contractor-granted CONFIDENTIAL PCL's are not valid for * 
access to classified foreign government information; RESTRICTED DATA; * 
FORMERLY RESTRICTED DATA; COM8EC information (see DoD 5220.22-8-1); * 
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SENSITIVE COMPARTMENTED INFORMATION; ACDA classified information; NATO * 
information (except for NATO RESTRICTED information); to meet the PCL * 
requirement as a prior condition for certification to fill a Critical or * 
Controlled Position under the Nuclear Weapon PRP; or for assignment to duty * 
stations outside the U.S. * 

(ii) Interim SECRET or interim CONFIDENTIAL PCL's are not valid * 
for access to RESTRICTED DATA; FORMERLY RESTRICTED DATA; NATO; or COMSEC; * 
and SENSITIVE COMPARTMENTED INFO~\TION. Interim TOP SECRET PCL's are * 
valid for access to RESTRICTED DATA; FORMERLY RESTRICTED DATA; NATO; * 
COMSEC; and SENSITIVE COMPARTMENTED INFORMATION at the SECRET level and * 
below. * 

(iii) Access by foreign nationals and immigrant aliens under an * 
LAA is limited as set forth in paragraph 31.3 and by the terms under which * 
each LAA is granted. * 

d. Personnel shall not be cleared for access to classified infor- * 
mation of a higher level than the clearance of the facility at which they * 
are employed except for: (i) Type A Consultants whose services are being * 
utilized by another contractor or a User Agency; and (ii) certain cleared * 
employees of an MFO who are employed or physically located at a subordinate * 
facility with a lower level of clearance or at an uncleared facility within * 
the MFO. * 

e. A personnel security clearance under the Defense Industrial * 
Security Program (DISP) is neither a license for access to classified * 
information, nor a substitute for security measures designed to prevent * 
unauthorized access. Therefore, security clearances under the DISP are * 
only to be granted when there is a bona fide requirement for access to * 
classified information in performance of duty assignment. This rule shall * 
apply to personnel whose duties involve the safeguarding of classified * 
material whether they are acting as guards in addition to other regularly * 
assigned functions (guards required by paragraph 34 shall not be assigned * 
additional functions which will interfere with their protective duties); * 
employed by the contractor for the primary purpose of serving as a member * 
of the police, guard, or protective force of the facility; or employees of * 
a firm awarded a contract to furnish police, guard, or protective services * 
at the cleared facility. * 

f. The fact that a contractor has qualified for and has been granted 
an FCL shall not be used for advertising, promotional purposes, or in the 
recruitment of employees. Employment advertisements shall not state nor 
imply that a PCL is a condition or prerequisite for employment. Reproduc
tion in any'manner of the DIS FL 381-R, furnished to the contractor by the 
U.S. Government, shall not be made except for the necessary records of the 
contractor or unless requested by a competent U.S. Government authority. 
Further, the reproduction in any manner of a DISCO Fonn 560 (Letter of * 
Consent (LOC)) furnished by the government to the contractor shall not be * 
made, except for necessary records of the contractor, or unless requested 
by competent U.S, Government authority. A copy of the LOC shall not be 
furnished the employee named on the form for any purpose whatsoever, nor 
shall the employee be given any other written notification of the granting 
of a clearance or access authorization. However, this does not preclude 
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the issuance of a color-coded identification card or badge to reflect the 
level of access authorized pursuant to paragraph 8. 

g. When determined that full investigative coverage or other * 
required assurances cannot be satisfied for the level of PCL or LAA * 
requested, the contractor shall be so advised by DISCO and all related * 
investigative action will be discontinued. * 

h. Unless administratively terminated, suspended, or revoked by the * 
DoD, the LOC issued for an employee shall be effective so long as he or she * 
is continuously employed by the contractor. If the employee no longer * 
requires access to classified information and no bona fide need for such * 
access is .anticipated in the foreseeable future, the PCL shall be admin- * 
istratively terminated. In addition, when an employee has been placed in * 
layoff status or is granted a temporary leave of absence, it shall not be * 
considered as an interruption or discontinuance of employment, provided * 
such absences do not exceed 30 days. Should employees so affected not * 
return to active employment within 30 days, they shall be reported * 
terminated, effective the first day of the absentee period. * 

i. In all cases in which a contractor furnishes copies of board 
minutes, certificates, or other records, such records shall be on company 
letterhead or identified by typing the contractor's name and address and, 
in addition, they shall indicate the date of submission. 

j. As a general rule, a contractor may be issued only one LOC for 
each cleared employee. However, in the case of an individual who is 
required to be cleared in connection with the ROF FCL and who has his or 
her primary place of work at another facility of the MFO, an LOC may be 
issued to both facilities. 

k. Requests for PCL's of personnel required to be cleared in connec
tion with an FCL, who are also RFI's, shall be submitted to the CSO. All 
other requests for PCL's of employees who are RFI's shall be submitted to 
DISCO. RFI's are not eligible for PCL's if: 

(1) the foreign interest involves a "Designated country" or a 
citizen, firm, or other entity of a "Designated country;" or 

(2) their work as RFI's could create a potential conflict of 
interest situation vis-a-vis their work for the contractor. By way of 
example, a potential conflict of interest situation is considered to exist 
when an individual represents a foreign government, or is in the employ of 
a foreign government, or an individual's technical or scientific endeavors 
on behalf of a foreign interest are similar to his or her technical or 
scientific endeavors on behalf of the U.S. contractor; £! 

(3) they are not U.S. citizens or U.S. nationals. 

Decisions as to whether an individual is eligible for a PCL pursuant to 
paragraph (l)~ (2), or (3) above are made by DIS. With the exception of 
the foregoing, RFI's are eligible for consideration for PCL's provided 
they submit statements explaining fully their foreign connections. The 
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statement shall identify the foreign entity. If it is a business enterprise, 
the statement shall explain the nature of the business and to the extent 
possible, details as to its ownership, including the citizenship of the 
principal owners or blocks of owners. The statement shall fully explain the 
nature of the relationship between the applicant and the foreign entity and 
indicate the approximate percentage of the applicant's time devoted to the 
interest of the foreign entity. In addition, the statement shall incorporate 
the provision that the applicant recognizes his or her special responsibility 
to protect classified information from disclosure to any unauthorized person, 
foreign or domestic. Two copies of the statement described above shall be 
included with each request for an initial PCL, transfer of PCL, concurrent 
PCL, or conversion of clearance. In those cases where an employee who is 
cleared (or is in the process of being cleared) becomes an RFI, the contractor 
shall submit a written report which shall include the statement described 
above. In those cases where an RFI is required to be cleared in connection 
with an FCL, the provisions of paragraph 22f also apply. 

1. Persons not eligible for a PCL under the provisions of this 
section may be granted access to classified information only as speci
fically authorized in writing by a UA. The granting of such access is 
beyond the scope of the DoD Industrial Security Program, and all necessary 
instructions will be provided by the UA concerned. 

m. \{hen an interim PCL has been granted and derogatory information 
is subsequently developed, DISCO may withdraw the interim PCL pending 
completion of the processing which is a prerequisite to the issuance of a 
finnl PCL. \{hen an interim PCL for an individual who is required to be 
cleaTed in connection with the FCL is withdrawn, the interim FCL will 
also be withdrawn unless action is taken to remove the individual from 
the p')sition requiring a PCL. Withdrawal action is not a denial or 
revoc,ltion of a PCL and is not appealable. 

20.1. Emergency Higher Level Access. Periodically, contractors may 
experience circumstances where an urgent operational need or a contract
ual exigency exists for one or more of its employees to have one-time or 
short duration access to classified information at a higher level than 
is authorized by the pertinent peL in effect. In many instances, the 
processing time required to upgrade the PCL would preclude timely access 
to the information. 

In such situations, and only for compelling reasons 1/ in support of the 
national interest, contractors are authorized to grant higher level access 
on a temporary basis subject to advance approval (verbal, if necessary, but 
later confirmed in writing) from the CSO and adherence to the terms and 

};./ A "compelling reason" as used herein, is expressly limited to 
circumstances concerning a paramount matter that would permit the 
avoidance of an unacceptable delay in contract performance, precon
tract activity or in special cases to overcome a critical technical or 
engineering problem, the time-sensitive solution to which is deemed 
essential to fulfill a crucial contract performance criterion. 
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conditions prescribed below·. This authority may be revoked by the CSO for * 
abuse, inadequate record keeping, or improper security oversight. These * 
procedures do not apply when circumstances exist which would permit the * 
routine processing of an individual for the higher level PCL. Additional * 
procedures and conditions for effecting emergency access to information * 
at a classification level above that reflected on a current LOC are as * 
follows: * 

a. The employee must be a U.S. citizen and possess a current * 
government-granted clearance, and the access required shall be limited * 
to classified information one level higher than the classification level * 
reflected on the PCL in effect. * 

b. Justification for the higher level access shall be approved, in * 
writing, by the facility FSO or his or her single designee for this purpose. * 
Emergency access, once granted, shall be canceled promptly when no longer * 
required, at the conclusion of the authorized period of access, or upon * 
notification from the CSO. * 

c. The employee to be afforded the higher level access shall have 
been continuously employed by the contractor for the preceeding 24-month 
period. Higher level access is not authorized for part-time employees or 
consultants for any period of time Without the written approval of the UA 
contracting officer concerned. 

d. Pertinent facility records concerning the affected employee shall 
be reviewed and no significant adverse information concerning that person 
shall be known to the contractor, that is, adverse information reportable 
pursuant to paragraph 6b(1). 

e. Whenever possible, access shall be confined to a single instance 
or a few occasions. The duration of access shall not normally extend 
beyond 30 calendar days from date of access inception. Exceptionally, if 
the need for access is expected to continue for a period in excess of 30 
days, written authority of the UA contracting officer is required. If the 
need for access is expected to extend beyond 90 days, the facility shall 
promptly place the affected employee in process for the higher level PCL 
concurrent with the granting of emergency access. When extended access 
is approved by the UA, such access shall be canceled at or before 90 days 
from original date of access inception. The exercise of emergency access 
shall be used sparingly, and repeat use of this unique arrangement within 
any 12-month period on behalf of the same individual is prohibited. 

f. Access at the higher level shall be limited to information 
under the control and custody of authorizing contractor and shall be 
afforded under the general supervision of a properly cleared employee. 
The employee charged with providing such supervision shall be responsible 
for recording the higher-level information actually revealed along with 
each date such access is afforded, and for daily termination of higher
level access and retrieval of pertinent material for proper safekeeping. 

g. Access at the next higher level shall not be authorized for 
COMBEC, SCI, NATO, or foreign government information. 
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h. The contractor shall document the need for affording the * 
employee a higher-level access and maintain all related documentation * 
for 5 years. A copy of the documentation shall be forwarded to the csa * 
and the government contracting officer concerned. As a minimum, this * 
documentation shall include: * 

(1) The name and SSN of the employee afforded higher level * 
access and the level of access authorized. * 

(2) Justification for the access, to include a full explanation * 
of the compelling reason to grant the higher level access and precisely * 
how the national interest would be served to do so. This justification * 
shall include the signature of the FSa and the name of the csa official * 
who approved access and the date thereof. * 

(3) An unclassified description of the specific information * 
to which access was authorized and granted, and the duration of access * 
along with the date(s) access was afforded. * 

(4) A listing of the facility records reviewed and a statement * 
that no significant adverse information concerning the employee is known * 
to the contractor. * 

(5) Copies of any pertinent briefings/debriefings administered * 
to the employee. * 
21. Facility Security Clearances. 

a. Procedures for Processing. An FCL is an administrative 
determination that a facility is eligible from a security viewpoint for access 
to classified information of the same or lower classification level as the 
clearance being granted. FCL's shall not be granted to contractor activities 
located outside the U.S., Puerto Rico, or a U.S. possession or trust 
territory. FCL's may be granted only to contractors organized and existing 
under the laws of any of the fifty states and Puerto Rico. Contractors 
organized and existing under the laws of U.S. possession or trust territory 
may not be processed for or granted an FCL unless prior approval is received 
from the Deputy Director (Industrial Security), HQ DIS. The csa assigned 
responsibility for the geographic area in which the facility is located (see 
appendix VIII) will advise the prospective contractor of the actions required 
for the processing, the issuance, and the continuation of an FCL. In 
connection with the issuance of an FCL, PCL's must be granted to certain 
management personnel as prescribed in paragraph 22. In addition, the 
contractor shall execute a DD Form 441, or, where appropriate, an "Appendage 
to Department of Defense Security Agreement" (DD Form 441-1) and a 
"Certificate Pertaining to Foreign Interests" (DD Form 441s). In the case of 
a MFa, where more than one facility is covered by the DD Form 441 or DD Form 
441-1, the contractor shall furnish a copy of the DD Form 441 with DD Form 
441-1, when appropriate to each facility covered under the agreement and to 
the csa of each covered facility. Before a contractor is eligible for custody 
of classified information, the contractor, in addition to having an FCL, shall 
have appropriate storage capability and be prepared to apply such other 

21. 92 



DoD 5220.22-M 

safeguards as prescribed by this manual. Classified information which is of a 
higher security cl·assification than the contractor's FCL shall not be 
disclosed to the contractor. 

b. Licensing, Patent, and ~rade Secret Agreements. Licensing, 
patent, and trade secret agreements with a foreign entity may render a 
contractor ineligible for an FCL, unless appropriate procedures are 
established in the facility's SPP to ensure that such agreements will not 
j eopaJ:::dize the security of classified information, which is entrusted to 
the contractor. In this connection, attention is directed to the State 
Department's ITAR, in particular, parts 124 and 125 thereof. This regu
lation provides, inter alia, that before the execution of any license 
agreement envisaging the transmittal abroad of classified U.S. military 
information, it must first be submitted to the Department of State for 
review and approval, and that prior to any approval of such agreement, 
the release of the classified information involved must be approved by 
the cognizant U.S. military department and the DoD under established 
procedures. 

c. Foreign Ownership, Control, or Influence (FOCI). Facilities 
which are determined to be under FOCI are not eligible for an FCL. 
Agreements with a foreign interest may make a contractor ineligible 
for an FCL. Execution of a DD Form 441s (see appendix I, paragraph L) 
is required in connection with a determination of the degree, if any, 
of FOCI. The contractor must execute a new DD Form 441s whenever there 
is any change in the information previously submitted (it is not necessary 
to repeat answers on the new DD Form 441s which have not changed). In 
addition, when any question on the DD Form 441s has been answered 
affirmatively, a new complete DD Form 441s must be submitted every 5 
years from the date of the last change submitted. If no changes have 
occurred, a statement to this effect is necessary. Any investor who has 
acquired a direct or indirect beneficial ownership interest of 5 percent 
or more of any class of stock of a registered company, or any investor 
who plans to make a tender offer to purchase securities, which is reason
ably expected to result in such an ownership interest, is required to file 
a Schedule 13D report with the SEC, with the company whose securitiles are 
involved, and with any national exchange on which the securities may be 
traded. If the acquisition will result in the submission of a revised 
DD Form 441s, and the contractor has received Schedule 13D from the 
investor, a copy of the Schedule 13D will be forwarded with the DD Form 
441s or, if appropriate, with the report (notification letter) required by 
paragraph 6a(4)(f). A new DD Form 441s shall also be executed by the 
contractor whenever advised that the form is required for an official 
purpose. It is the contractor's responsibility to provide complete 
information to ensure that the degree of FOCI to which the facility may 
be subje.cted i3 fully explained to enable the U. S. Government to asce\rtain 
whether classified information en.trusted to the contractor is, or could be, 
jeopardized. 

22. Personnel Clearances Required in Connection with Facility Clearances. 
Certain individuals, as described below, must be processed for clearance in 
connection with FCL's. As a related matter, unless notified by the CSO that 
such determinations are not required, individuals other than those described 
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below, who exercise control over the management of the facility through stock 
ownership, proxy voting rights, majority ownership of securities, or by some 
other method control the management of the facility and affect the appointment 
and tenure of officers, directors, or principal supervisory management 
personnel of the facility, shall be processed for a determination of clearance 
eligibility by the CSO in connection with the FCL. 

a. Corporations, Associations, and Nonprofit Organizations. Except 
as provided for below, the following individuals are required to be cleared 
in connection ~vith, and at the level of, the FCL. 

(1) The chairman of the board and all principal officers must be 
cleared. 

(a) Other officers 2/, who shall not require access to 
classified information in the conduct of the organization's business and 
who do not occupy positions that would enable them to affect adversely 
the organization's policies or practices in the performance of classified 
contracts, are not required to be cleared, provided the organization 
complies with the provisions of paragraph e below; ~ 

(b) Other officers who require access to classified infor
mation in the conduct of the organization's business, but at a lower level 
than that of the FCL, may be cleared with a U.S. Government granted PCL at the 
lower level, provided they do not occupy positions that would enable them to 
affect adversely the organization's policies and practices in the performance 
of the higher level classified contracts, and the organization complies with 
the provisions of paragraph e below. 

(2) Directors who require access to classified information must )~ 

be cleared. Directors who do not require access to classified information * 
in the conduct of the organization's business, and who do not occupy * 
positions that would enable them to affect adversely the organization's * 
policies or practices in the performance of classified contracts, are not * 
required to be cleared. A director who also serves as a prinCipal officer * 
shall be cleared. If the corporation or association conducts meetings with * 
a pro tem chairman or by a rotating chairmanship, all board members who * 
are eligible for or who could sit as board chairman shall be cleared, and, * 
with respect to all uncleared directors v the organization shall comply * 
with the provisions of paragraph e below. If the board has seen fit * 
to delegate certain of its duties and responsibilities to a legally * 
constituted executive committee, only the members of this committee who * 
require access to classified information shall be cleared. Other directors * 
shall be excluded in accordance with the provisions of paragraph e below. * 
Two copies of the instrumen.t establishing the executive committee shall be * 
furnished to the CSO. * 

~/ All officers, as defined by paragraph 3bj, are considered OODEPs of an * 
organization, but not all OODEPs occupy positions required to be cleared * 
in connection with an FCL. * 
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(3) The management official in charge at the facility and the * 
FSO shall always be cleared in connection with the FCL. 

(4) A current list of all OODEPs shall be maintained by the 
facility, with a copy furnished to the CSO. The list shall designate by 
name those individuals granted an LOC, those who are being processed for 
a PCL, and those who have been excluded from access to classified infor
mation pursuant to the provisions of paragraph e below. Such lists shall 
be signed by an OODEP of the corporation. 

b. Sole Proprietorships. The following individuals are required to 
be cleared in connection with, and at the level of, the FCL. 

(1) The owner must be cleared. 

(2) All officers, if applicable, must be cleared. 

(3) The management official in charge of the facility and the * 
FSO shall always be cleared in connection with the FCL. 

(4) A current list of all OODEPs shall be maintained by the 
sole proprietorship and the CSO. The list shall designate by name those 
individuals granted an LOC, those who are being processed for a peL, and 
those who have been excluded from access to classified information pursuant 
to the provisions of paragraph e below. Such lists shall be signed by an 
OODEP of the sole proprietorship. 

c. Partnerships. Except as provided for below, the following 
individuals are required to be cleared in connection with, and at the 
level of, the FCL. 

(1) All general partners must be cleared. 

(2) All other partners: 

(a) Partners, other than general partners, who do not require 
access to classified information in the conduct of the organization's busi
ness and do not occupy positions that would enable them to affect adversely 
the organization's policies or practices in the performance of classified 

* 

contracts, are not required to be cleared and the organization by offi- * 
cial action of the general partners shall comply with the prOVisions of * 
paragraph e below. or * 

(b) Partners, other than general partners, who require access 
to classified information in the conduct of the organization's business, but 
at a lower level than that of the FCL, shall be cleared at the lower level * 
provided they do not occupy positions that would enable them to affect 
adversely the organization's policies and practices in the performance of 
higher-level classified contracts, and the partnership, by official action 
of the general partners, complies with the prOVisions of paragraph e below. 
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(3) If the partnership has seen fit to delegate certain of its 
duties and responsibilities to a legally constituted executive committee, 
all members of this committee shall be cleared in connection with the FCt. 
Other nonexecutive committee member general partners shall be excluded, * 
provided the committee has full executive authority to exercise management * 
control and supervision for the partnership, and, with respect to these other 
partners, the organization complies with the provisions of paragraph e below. 
Two copies of the partnership's resolution delegating this authority to the 
committee shall be furnished to the CSO. The resolution shall specify which 
partners are excluded from access to all classified information, and which 
partners are excluded from access to higher-level classified information, as 
appropriate. 

(4) The management official in charge of the facility and the * 
FSO shall always be cleared in connection with the FCL. 

(5) A current list of all OODEPs shall be maintained by the 
partnership, with a copy furnished to the CSO. The list shall designate 
by name those individuals granted an LOC, those who are being processed 
for a PCL, and those who have been excluded from access to classified 
information, pursuant to the provisions of paragraph e below. Such lists 
shall be signed by a partner or executive personnel of the partnership. 

d. Colleges and Universities. Except as provided for below, the 
fOllowing individuals are required to be cleared in connection with, and 
at the level of, the FCL. 

(1) The chief executive officer must be cleared. 

(2) Those other officers or officials who are specifically and 
properly designated by a.ction of the board of regents, board of trustees, 
board of directors, or similar executive body, in accordance with the 
institution's requirement, as the managerial group having the auth0.~ity 
and responsibility for the negotiation, execution, and administration of 
UA contracts, shall be cleared. The institution shall furnish the CSO a 
copy of such designatlon of authority, from which the particular officers 
who are to be processed in connection with an FCL can be determined, and 
thereafter, changes shall be furnished as they occur. If this requirement 
is not met, all officers shall be processed for PCL's in connection with the 
FeL. 

(3) Regents, trustees, or directors: 

(a) Regents, trustees, or directors, who shall not require 
access to classified information in the conduct of the institution's business 
and who do not occupy positions that: would enable them to affect adversely 

* 

the institution's policies or practices in the performance of classified 
contracts shall be excluded. If the college or university conducts meetings 
with a pro tern chairman or by a rotating chairmanship, all board members who * 
are eligible for, or could sit as, board chairman shall be cleared. With 
respect to all uncleared regents, trus'tees, or directors, the institution • 
shall comply with the provisions of paragraph e below. 
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(b) If the board has seen fit to delegate certain of i~s * 
duties and responsibilities to a legally constituted executive committee * 
or managerial group, only the members of this committee or group who * 
require access to classified information shall be cleared. Other regents, * 
trustees, or directors shall be excluded in accordance with the provisions * 
of paragraph e below. Two copies of the instrument establishing the execu- * 
tive committee shall be furnished to the CSO. 

(4) The management official in charge of the facility and the * 
FSO shall always be cleared in connection with the FCL. 

(5) A list of OODEPs shall be maintained by the college or 
univerBity and the CSO. The list shall designate by name those indivi
duals granted LOC's, those who are being processed for PCLis, and those 
who have been e;ecluded from access to classified information; pursuant to 
the provisions of paragraph e below. Such lists shall be signed by an 
OODEP of the college or university. 

e. Exclusion Procedures. This paragraph applies to those officers, 
directors, partners, regents, and trustees who, pursuant to the provisions 
set forth above, can be excluded altogether from the requirement for a PCL, 
or who can be excluded from higher-level access by virtue of possessing a 
PCL at a level below that of the FCL. In order to invoke these exclusion 
procedures, the organization by formal action of the board of directors, 
all general partners, or similar executive body, shall affirm the 
following, as appropriate. 

(1) Such officers, directors, partners, regents, or trustees 
(designated by name) shall not require, shall not have, and can be 
effectively excluded from access to all classified information in the 
possession of the organization. They also do not occupy positions 
that would enable them to affect adversely the organization's policies 
or practices in the performance of classified contracts or programs for 
the UA's. This action shall be made a matter of record in the organiza
tion's minutes of the board of directors, partnership, board of regents, 
or trustees, or similar executive body. Two copies of such minutes, dated 
and identified by the name and address of the facility, shall be furnished 
to the CSO. 

(2) Such officers or partners (designated by name) shall not 
require, shall not have, and can be effectively denied access to higher
level classified information (specify which higher level(s» and do not 
occupy positions that would enable them to affect adversely the organization's 
policies or practices in the performance of higher-level classified contracts 
(specify higher leve1(s» or programs for the UA's. This action shall be made 
a matter of record in the organization's minutes of the board of directors, 
partnership, board of regents, or trustees, or similar executive body. Two 
copies of such minutes, dated and identified by the name and address of the 
facility, shall be furnished to the eso. 
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f. Representative of a Foreign Interest. l{hen an RFI is required to 
be cleared in connection with an FCL, and the RFI has not been excluded in 
accordance with paragraph e above, the following procedures shall epply. 

(1) When the statement required by paragraph 20k has been 
executed, official notice of its execution shall be made a matter of 
record in the organization's minutes by the board of directors or similar 
executive body. Two copies of the minutes shall be furnished the CSO. 

(2) Failure to obtain a PCL for, or to exclude an RFI, shall 
make the facility ineligible for clearance and any existing FCL shall be 
administratively terminated by the CSO. Such action is not appealable. 

(3) In those cases where an individual who is cleared in 
connection with the FCL becomes an RFI, the contractor shall submit the 
report required by paragraph 6a(4)(d), in addition to the actions prescribed 
in this paragraph. 

23. Security Clearance of Negotiators. Negotiators designated by the 
contractor as being required to participate in the preparation of a bid or 
quotation may be processed for PCL's concurrent with, but not as a part of, 
the FCL. An FCL is not dependent on the grarlting of a PCL to negotiators, 
and changes in negotiators shall not affect the status of an FCL. * 
24. Security Clearance of Additional Personnel. Except in the case of 
personnel who are required to be cleared in connection with an FCL, and 
negotiators, the contractor shall not initiate PCL action on employees 
until an FCL has been granted. Contractor employees, other than those 
cleared in accordance with the provisions of paragraphs 22, 23, 27, or 31, * 
whose access to classified information is essential in the performance of a 
classified contract, shall be cleared as specified below. 

a. Clearance by the DoD. 

(1) DoD shall grant PCL's for U.S. citizen employees of the 
contractor who: * 

(a) require access to information classified TOP SECRET 3/ * 
or SECRET, or to any COMSEC information, regardless of classification, -
SENSITIVE COMPARTMENTED INFORMATION, RESTRICTED DATA or FORMERLY RESTRICTED 
DATA, and classified foreign government information; * 

(b) are employed by a college or university; 

(c) require access to NATO information classified CONFIDENTIAL 
or higher as described in section XI; 

1/ When a TOP SECRET clearance is requested, DISCO will automatically * 
issue an LOC for SECRET when the investigation necessary for PCL at * 
the SECRET level has been completed with satisfactory results. That * 
LOC will subsequently be superseded by an LOC for TOP SECRET when the * 
required additional investigation is completed. * 
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Cd) require access to ACDA classified information; 

(e) make determinations to grant access authorizations, in 
accordance with paragraph b below; 

(f) are RFI's; ~ 

(g) are employed by a contractor having no requirement to 
possess classified information but who require access to classified 
information in the performance of services at the facility of another 
contractor or UA activity. 

(2) DoD shall grant PCL's for employees of contractors whose 
applications for clearances are required to be referred to DISCO, pursuant 
to paragraph b below. 

b. Clearance by the Contractor. Contractors who possess. classified 
information in connection with the performance of a classified contract, 
are delegated authority to act for and on behalf of the DoD to grant 
clearances at the CONFIDENTIAL level to qualified U.S. citizen employees 
who have a fully justified and bona fide requirement for access to 
CONFIDENTIAL information. Contractors are not authorized and shall not 
grant CONFIDENTIAL clearances to employees for any other purpose. 
CONFIDENTIAL clearances granted by the contractor shall remain valid, 
unless otherwise revoked by the DoD, within any facility of the same 
organization, so long as the individual continues in the contractor's 
employment. A contractor is not authorized to revoke such a clearance. 
However, if the employee no longer has or requires access to classified 
information and no requirement for such access is anticipated in the 
foreseeable future, the clearance shall be administratively terminated. 
The contractor is not authorized to grant an interim CONFIDENTIAL clear
ance. Contractor-granted CONFIDENTIAL clearances are not valid for access 
to RESTRICTED DATA, FORMERLY RESTRICTED DATA, COMSEC information, SENSITIVE 
COMPARTMENTED INFORMATION, ACDA classified information, NATO information 
(except for NATO RESTRICTED information), and classified foreign government 
information. Moreover, contractor granted CONFIDENTIAL clearances granted 
to employees who are subsequently assigned to duty stations located outside 
the U.S. shall be administratively terminated. 

(1) A contractor is authorized to grant a CONFIDENTIAL clearance 
to a U.S. citizen employee for access to classified information at the 
CONFIDENTIAL level provided that the contractor makes a determination of 
trustworthiness prior to granting the clearance and provided further that 
such access is essential to the accomplishment of lawful and authorized 
Government purposes. The contractor shall make the determination of 
trustworthiness based on a favorable review of the following: 

(a) Personnel records and related screening procedures 
used to evaluate initial and continuing eligib:llity and suitability for 
employment and all of the records maintained on the employee that might be 
materially significant to PCL consideration. As a miniroum,.verification of 
prior employment and contact with listed references shall be accomplished. 
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(b) The "Application and Authorization for Access to * 
Confidential Information (Industrial)," DD Form 4S-2, executed by the * 
employee indicates that: (i) the l:mp10yee is aU. S. citizen; (ii) the * 
employee is not an RFI; (iii) the information furnished in item 8 of the * 
form, if any, does not reflect that a PCL has been suspended, denied, or * 
revoked; and (iv) the certification section of the form has been signed * 
and witnessed. * 

(c) Documents indicating that the individual is a U.S. * 
citizen. Verification of U.S. citizenship shall be accomplished by * 
the contractor by sighting documents described in appendix XII. If the * 
required documentary evidence is not immediately obtainable, the * 
contractor may grant the CONFIDENTIAL clearance after having explained * 
to the employee that the clearance is conditional, based on submission of * 
the necessary documentary evidence as soon as possible, but, in any event, * 
no later than 90 days. If the employee does not produce the necessary * 
proof of U.S. citizenship within 90 days, the contractor shall adminis- * 
trative1y terminate the CONFIDENTIAL clearance which may be reinstated * 
immediately upon presentation of proof of citizenship. * 

(2) When the contractor is satisfied with the trustworthiness * 
of the employee, the contractor, acting for and on behalf of the DoD, is * 
authorized to complete Part II of the DD Form 4S-2 indicating that the * 
employee is granted a clearance for access to CONFIDENTIAL information. A * 
copy of the completed DD Form 48-2 and the DIS Form ISO shall be submitted * 
to DISCO for record purposes and review. * 

(3) In situations where an employee indicates in item 7 of the * 
DD Form 48-2 of having applied for or having received a previous PCL but * 
gives no indication in item S of the form that a prior PCL has ever been * 
suspended, denied, or revoked, the contractor is authorized to make a * 
favorable determination, if otherwise appropriate. * 

(4) When circumstances are such that the contractor is unable to * 
make the required determination of trustworthiness, or should the employee * 
respond affirmatively to item 11 of the DD Form 4S-2, or list relatives * 
under item 12, or indicate being an RFI under item 13, the cont~actor shall * 
not grant the employee a clearance for access to CONFIDENTIAL information. * 
Instead, the contractor shall complete Part II of the DD Form 4S-2 as * 
appropriate, and submit to DISCO one copy of the completed DD Form 4S-2 * 
and the DIS Form ISO, together with the forms prescribed in paragraph 26b, * 
for further evaluation and determination of eligibility for a security * 
clearance for access to CONFIDENTIAL information. The contractor shall * 
include a statement explaining the basis for referral. * 

(5) In the event the employee refuses to complete the certifica- * 
tion portion of the DD Form 4S-2 by signature as required, the form will * 
be considered incomplete and the contractor shall take no further action * 
pending completion of the form qS required. * 
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(6) The authority to grant clearances at the CONFIDENTIAL level * 
to qualified U.S. citizen employees, may be rescinded by the CSO if abuse * 
becomes evj,dent or if the contractor is unable to comply with the provi- * 
sions set forth above. When such occurs, the contractor shall be required * 
to submit requests for such clearances to DISCO in accordance with paragraph * 
26b. The privilege may be restored by the CSO only upon a showing of good * 
cauJ;!e. 

25. Preemployment Clearance Application -- Prohibited. The contractor 
shall not initiate any preemployment clearance action. An applicant for 
employment in a position which requires access to classified information 
may be informed that a PCL will be reqUired. A DD Form 48, "DoD Personnel 
Security Questionnaire (Industrial-NAC);" DD Form 48-2, "Application 
and Authorization for Access to Confidential Information;" DD Form 48-3, 
"DoD Personnel Security Questionnaire (Updating);" or DD Form 49, "DoD 
Personnel Security Questionnaire (Industrial)" shall not be offered to, 
or be required to be completed by, an individual until he or she is 
employed by the contractor in a position requiring access to classified 
information and placed on the payroll. However, in exceptional cases the 
PCL application forms may be furnished prior to the date of entry on duty. 
This exception is limited to cases in which a written contract for future 
employment in a position that requires access to classified information 
has been executed between the prospective employee and the employer which 
prescribes a fixed date of entry on the payroll within a reasonable and 
justifiable period of time, normally not to exceed 120 days frnm the 
effective date of the employment contract. 

26. Application for Personnel Security Clearance. 

a. General. 

(1) Contractors shall make application for DoD PCL's in 
accordance with the provisions of this section. For PCL's required in 
connection with an FCL, applications shall be submitted to the CSO. Appli
cations for all other PCL's shall be submitted to DISCO, P.O. Box 2499, 
Columbus) Ohio 43216. In addition to the forms and related dOI:.umentation 
required in connection with the application for a PCL, the contractor 
shall compile and submit other information when requested by DISCO or the 
csa to satisfy an official U.S. Government requirement. Failure by any 
employee to furnish PCL application forms, when requested or when required 
by this manual, shall preclude the granting of any new PCL to the appli
cant, and shall constitute sufficient basis for the DoD to administratively 
suspend any outstanding PCL of the employee concerned and discontinue all 
processing action. Resumption of case processing will only be approved 
upon shOWing of good cause by the applicant. Whenever a contractor 
employee has submitted forms prescribed by this paragraph to DISCO but 
subsequently objects, for any reason, to being processed for a PCL or to 
have an existing PCL continued, the contractor shall report all relevant 
facts to DISCO. Verification of such objections shall be made by the U.S. 
Government. On verification, any pending PCL processing action shall be 
discontinued, and any PCL then held by the employee shall be adminis
tratively terminated by the U.S. Government without prejudice to the 
employee. 
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(2) The contractor shall establish adequate procedures to 
ensure that the Privacy Section of the DD Form 48, DD Form 49, or DD * 
Form 48-3, as appropriate, is completed by the employee in private. * 
Moreover, the instructions relating to these privacy sections and the 
provision for adding additional information that has a bearing on the 
applicant's PCL shall be brought to the applicant's attention. 

(3) The employee shall be advised that, prior to affixing his or 
her signature to the respective privacy section, the form shall be folded 
or covered, so that the witness to his or her signature will not see the * 
prescribed portion. * 

(4) The employee shall be further advised that, on completion 
of the privacy section, the PSQ shall be inserted by him or her into the 
preaddressed envelope (DISCO Form 703) provided, together with the 
previously completed "Applicant Fingerprint Card" (FD Form 258). For PCL's 
required in connection with an FCL, the application shall be submitted to 
the CSO in the envelope (DISCO Form 704) provided, which requires affixing 
the address of the appropriate CSO together with the previously completed 
FD Form 258. (The FD Form 258 is not required when a DD Form 48-2 or DD 
Form 48-3 is submitted. It is required in connection with all other 
submissions.) The employee shall be advised that: (i) the envelope shall 
be sealed by him or her, (ii) the employee's signature shall be affixed 
across the envelope flap on the line provided, (iii) the date of the 
signature will be inserted on the line provided, and (iv) the envelope 
shall be immediately returned to the employer for mailing. 

(5) The employer shall ensure that the "Applicant Fingerprint 
Card," if required, is completed prior to completion of the DD Form 48 or 
DD Form 49, so that it will be available for the employee to insert in 
the preaddressed envelope on completion of the DD Form 48 or DD Form 49. 
In addition, the contractor shall establish procedures to ensure that an 
employee of the contractor will witness the taking of the employee's 
fingerprints on the card to ensure that the person fingerprinted is, in 
fact, the same as the employee being processed for the clearance. The 
employee shall witness the placing of the FD Form 258 in the envelope and 
the sealing of the envelope, to ensure that substitutions do not occur. 

(6) The employer shall ensure that the "Justification for * 
Personnel Security Clearance," DIS Form 180 is completed for each appli- 'Ie 

cation for clearance and available for insertion by the employee in the * 
preaddressed envelope. * 

(7) When the sealed envelope containing the completed personnel 
security forms is received from the employee by the contractor, it shall 
be forwarded unopened to DISCO, or the CSO, as specified in paragraph (1). 

(8) All forms required by this section in connection with PCL's 
may be contained from DISCO. Instructions for completion of such forms 
are contained in pamphlets, which are also obtainable from DISCO. These 
pamphlets are entitled: (i) "Detailed Instructions for Completion of DD 
Form 48, Personnel Security Questionnaire (Industrial - NAC)," (ii) 

26. 102 



DoD 5220.22-H 

"Detailed Instructions for Completion of DD Form 49, Personnel Security 
Questionnaire Industrial (BI/SBI)," and (iii) "Instructions for Completion 
of DD Form 48-3." 

b. New clearances. Application for an initial PCL, for upgrading 
an existing PCL, or for requesting a PCL in situations ,,,here other provi
sions of this manual are not applicable, shall be made by the contractor by 
submission of the following forms: 

(1) DD Form 48 4/, completed and executed by U.S. citizens who 
are to be processed for a DoD issued CONFIDENTIAL or SECRET clearance 
unless paragraph (2) below applies; 

(2) DD Form 49 ~/, completed and executed in the following 
cases: 

(a) immigrant aliens and foreign nationals who are to be * 
processed for a SECRET or CONFIDENTIAL LAA, * 

(b) U.S. citizens who are to be processed for TOP SECRET 
clearance, 

(c) U.S. citizens who are to be processed for any level of 
PCL when the applicant lists relatives or relatives of his or her spouse 
who are residing in "Designated countries,lI and * 

(d) U.S. citizens who are to be processed for any level 
of clearance when the applicant advises he or she is a RFI; 

(3) A properly completed and executed FD Form 258 with each 
request submitted pursuant to paragraphs (1) or (2) above. Care shall 
be exercised to ensure that fingerprints are authentic, legible, and 
cpmplete. Those which do not meet prescribed standards shall be returned 
for reexecution, which will result in clearance delays. The employee 
being processed for access shall insert and seal all the forms in the 
preaddressed envelope (DISCO Form 703) provided. The employee shall then 
place his or her signature and the date across the envelope flap on the 
line provided. The employee shall deliver the sealed, signed, and dated 
envelope immediately to the designated company representative who will 
ensure mailing; and 

il The DD Form 48 p~~ket consists of an original and 1 copy of the PSQ and 
the privacy section. 

~I The DD Form 49 packet consists of two sections: section I -- a DD 
Form 49 worksheet printed on the reverse of the instructions, and 
the DD Form 49 packaged as a 5-copy carbon set; and section II -- a 
DD Form 2221, and an original and one copy of the privacy section. 
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(4) A properly completed and executed DIS Form 180 with each 
request for clearance. 

c. Interim Clearances. Except as authorized below, requests for an 
interim TOP SECRET PCL must be approved by the contracting officer. 
Contracting officer approval will be given only in an emergency situation 
in order to avoid crucial delays in precontract negotiation, or in the 
award or performance on a contract. The contractor shall: (i) obtain 
such approval and submit it with the application for the interim TOP 
SECRET PCL, or (ii) forward the application for interim TOP SECRET PCL 
through the contracting officer. The words "Interim TOP SECRET" shall be 
placed in bold letters in the lower right-hand corner of the "Job Title" 
block of the DD Form 49. The approval letter from the contracting officer 
shall be attached behi.nd the FD Form 258. As an exception to the fore
going procedures, when an emergency situation exists which would render 
the facility incapable of adequately safeguarding classified material in 
its possession and no contracting officer is available to approve the 
interim TOP SECRET PCL request within the time required to negate the 
threat, the CSO is authorized to approve such requests prior to dispatch 
of the pertinent forms to DISCO. There is no need to pursue interim 
clearance action below the TOP SECRET level. Applicants for SECRET and 
CONFIDENTIAL PCL's will be summarily granted interim SECRET or interim 
CONFIDENTIAL PCL's, as appropriate, provided initial investigative 
coverage fails to uncover adverse information of material significance. 
If results are favorable following completion of full investigative 
requirements, a subsequent LOC will be issued by DISCO to remove the 
interim status of the outstanding PCL. Access limitations for interim 
PCL's are set forth in paragraph 20c. Interim action for non-U.S. 
citizen employees under consideration for an LAA is not authorized. 

d. Clearance Transfers. Application for a PCL may be made by the 
contractor for an employee for whom an LOC was previously issued while 
the individual was employed by another contractor, provided there has not 
been a lapse of more than 12 months since termination of the employment 
for which the LOC was issued. Application is made by submitting one copy 
of an executed DD Form 48-3 along with a completed DIS Form 180. As an 
exception, when transfers are between collocated cleared facilities, which 
have a common security services agreement, the FSO need only forward the 
DISCO Form 562 and a completed DIS Form 180. If there is a break in 
employment of more than 3 working days during the transfer process, then 
this exception will not apply. An LAA granted to a non-U.S. citizen 
is not transferrable, except in the case of an MFO. 

e. Clearance Transfers in an MFO. Clearance transfer action under 
this paragraph shall be initiated after a determination to reassign has 
been made, but prio'r to the actual transfer. 

* 
* 

* 
* 
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(1) When a cleared employee is transferred from one cleared * 
facility to another with the same or higher level FCL, the contractor * 
shall: * 
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(a) forward the original LOC ~/ or the DD Form 48-2, as 
appropriate, to the gaining facility; and 

(b) promptly submit a DISCO Form 562 to DISCO as notifi
cation of the transfer and forward a copy of the DISCO Form 562 to the 
gaining facility if the clearance was government-granted. A DIS Form 180, 
completed by the gaining facility, shall be furnished to DISCO in all such 
transfer actions; 

(2) When a cleared employee is transferred to an uncleared 
facility or to a facility with a lower level FCL than the employee's 
clearance, ~ the employee will continue to require access at the higher 
level at another cleared facility or at a U.S. Government installation, 
the contractor shall: 

(a) forward the original LOC 6/ or the DD Form 48-2, as 
appropriate, to the ROF or the appropriate PMF rather than to the gaining 
facility, and 

(b) submit a DISCO Form 562 and DIS Form 180 to DISCO 
identifying the cleared facility holding the employee's LOC if the 
clearance was government-granted. 

(3) When a cleared employee is transferred to a cleared facility 
with a lower level FCL than the employee's clearance and the contractor 
desires to retain the Loe only at the lower level, the contractor shall: 

* 
* 
* 
* 
* 
~~ 
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(a) amend the employee's Loe to reflect the lower level of * 
clearance; and * 

(b) add a statement regarding the change in level of 
clearance to the "Remarks" block of the DISCO Form 562 and promptly 
submit the form to DISCO along with a completed DIS Form 180. 

f. Concurrent Clearances. 

(1) When a contractor hires an individual or engages a consultant 
on a temporary or part-time basis, who is also employed by or acting as a 
consultant to another contractor, and who has a current LOC, an additional 
LOC shall be requested, if the individual requires access to classified 
information. Application for this LOC will be made by the submission to 
DISCO of one copy of an executed DD Form 48-3 (with the "Concurrent" 

* 
* 
* 

clearance block marked on part I) and DIS Form 180. * 
(2) An exception to the requirement for submission of a DD Form 

48-3 to obtain a concurrent clearance can be made when an OODEP of a parent 
company becomes concurrently an OODEP of a subsidiary, or when an OODEP of a 
subsidiary becomes concurrently an OODEP of the parent company, provided the 

~/ If the LOC contains more than one name, a certified true copy identi- * 
fying the employee being transferred shall be forwarded. All other * 
names listed shall be lined through. * 
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new clearance being requested is not at a higher level than the existing 
clearance. In these cases the contractor (parent or subsidiary) to whom the 
existing clearance has been issued, will submit a letter to the CSO of the 
facility (parent or subsidiary) to which the new clearance is to be issued 
setting forth full name, date and place of birth, social security number, date 
and level of clearance of the OODEP, and request a concurrent clearance at the 
parent or subsidiary, as the case may be. After issuance of the concurrent 
clearance, the facility (parent or subsidiary) to which the new clearance has 
been issued will furnish a copy to the facility to which the initial PCL was 
issued. That facility, in turn, will furnish to the other facility a 
reproduction of part I of the DISCO Form 482. If the OODEP employment is 
terminated at either facility, the CSO of that facility will be advised in 
accordance wi.th established procedures. In addition, part II of the DISCO 
Form 482 will be completed and maintained in the records of that facility. 
If employment with the parent and subsidiary is terminated, their respective 
CSO's will be notified, in accordance with established procedures. Only one 
debriefing statement (part II of DISCO Form 482) need be completed, but a 
reproduction will be furnished the other facility. 

(3) Any action by the U.S. Government to suspend or revoke a 
clearance will be equally applicable to all concurrent clearances issued 
for the consultant or OODEP. Concurrent notices of such action will be 
provided to each employer by the U.S. Government. 

g. Reemployment of Cleared Personnel. When, within a period of 12 
months, a contractor reemploys an individual for whom he or she had pre
viously been issued an LOC, the contractor may reactivate the LOC by 
submitting a completed DIS Form 180 along with a notice of reemployment 
on a DISCO Form 562 to DISCO. Contractor-granted CONFIDENTIAL clearances * 
of individuals who are reemployed within a period of 12 months may be * 
reinstated by the contractor provided a copy of the completed DD Form * 
48-2 and DIS Form 180 are furnished to DISCO. * 

h. Formerly Cleared Personnel. In cases involving U.S. citizens * 
where a clearance cannot be transferred or cannot be reactivated because * 
there has been a lapse of more than 12 months since termination of 'the * 
employment for which the LOC had been issued, the contractor shall make * 
application for clearance using the procedures required for new clearance * 
actions. * 

i. Reserved. * 
j. Letters of Consent (LOC) (DISCO Form 560). The LOC is issued by * 

DoD (DISCO) to notify the contractor that one of its employees may be * 
authorized access to classified information at the classification level * 
indicated thereon. The LOC's must be maintained by the contractor to * 
facilitate review by the CSO during on-site inspections. * 

(1) Issuance of LOC's (General). * 
(a) LOC's are issued to the facility where the individual * 

is principally employed. ~ 
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(b) LOC's may not be issued for a higher level of access 
than the FCL of the facility where the employee is principally employed. 

(c) LOC's may not be reproduced except for the necessary 
records of the contractor or unless reques~ed by competent U.S. Government 
authority. 

* 
* 

* 
* 
* 

employee. 
(d) LOC's may not be released, nor copies provided, to the * 

* 
(e) Whenever there is a change in the legal name of an 

employee for whom an LOC has been issued, the contractor shall submit one 
copy of DISCO Form 562 to DISCO. DISCO will issue a new LOC. 

(f) The LOC shall be returned to DISCO upon death of an 
employee, or whenever return is requested by the U.S. Government. 

(2) Issuance of LOC's in an MFO. The contractor (home office 
facility) may elect to establish a PMF at other cleared facilities within 
the MFO to be responsible for personnel security administration in a 
specific geographic or functional area as prescribed by paragraph 73. In 
such cases, the LOC may be issued to either the home office or the PMF. 
However, it may not be at a higher level that the FCL of the facility to 
which issued. 

(a) When a cleared employee's duties at another facility 
or a U.S. Government installation require access to classified information 
at a higher level than the clearance of the facility where the employee 
is employed or physically located, or if the employee is employed at an 
uncleared facility, the LOC may be issued to the home office or to an 
appropriate PMF. 

(b) When an employees is cleared in connection with the 
home office FCL, and the employee's principal place of work is at another 
facility of the MFO, the LOC is issued to both the home office and the 
facility where the employee is employed or physically located or to an 
appropriate PMF. The contractor shall submit a DISCO Form 562 and a 
completed DIS Form 180 to explain and justify the reason for requesting 
an additional LOC. 

(c) On the DD Forms 48, 49, 48-3, or DISCO Form 562 
submitted pursuant to (a) or (h) above, the name and address of the 
facility at which the employee is employed or physically located shall be 
shown in the "Name and Address of Employer" block of the form. Th~ name 
and address of the facility to which the LOC is to be mailed shall be 
placed in the "Job Title" block of the form preceded by the words "'MAIL 
TO" in bold letters. 

k. DOE (Previously ERDA) and NRC Clearances. The "Q" and "Lit 
clearances granted by DOE and NRC are considered acceptable for con
vex-sion to a DoD industrial peL. The "Q" clearance is considered an 
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authoritative basis for a DoD clearance at the TOP SECRET level, and the 
"L" clearance is considered an authoritative basis for a DoD clearance at 
the SECRET level. A contractor may request a DoD industrial PCL for an 
employee who currently has a "Q" or "LII clearance or previously held 
such a PCL when there has not been a lapse of more than 12 months since 
termination of the PCL. Application for conversion of the "Q" or "L" 
clearance to a DoD industrial PCL may be made by submitting one copy of 
the DD Form 48-3 and DIS Form ISO to DISCO. The "Job Title" block in * 
part I of the DD Form 4S-3 will be annotated: "DOE (or NRC) 'Q' (or 'L') 
Conversion Requested." The "Q" or "L" number if known will be indicated. 
Following verification of the clearance information with DOE or NRC, 
DISCO will issue a LOC to the contractor. 

27. Clearance of Present and Former Civilian and Military Personnel of the 
DoD and Certain Other Government Agencies. 

a. PCL's issued by a UA to civilian or military personnel who are 
U.S. citizens may be converted to industrial PCL's as follows: 

(1) top-level civilian or military personnel -- IS months from 
the time of separation from active federal service; 

(2) retired civilian and military personnel of any grade with 
19 years or more of federal service -- 18 months from the date of retire
ment from active federal service; 

(3) for other civilian or military personnel separated or 
retired from active federal service -- 12 months from the time of 
separation or retirement from active federal service; and 

(4) National Guard and Reserve military personnel who actively 
participate in the Ready Reserve Program and have been granted security 
clearances by the Military Departments may have such clearance converted 
to industrial PCL's. Clearances granted to such personnel who have 
transferred to the standby or retired Reserve also may be converted to 
industrial PCL's within 12 months of a person's being placed in the standby 
or retired Reserve. 

b. PCL's issued by other departments or agencies of the executive 
branch of government to personnel who are U.S. citizens may be converted 
to indu~trial PCL's, when: 

(1) a determination can be made, based on a review of the prior 
investigation, that the investigation meets standards prescribed by the DoD 
for such clearances; 

(2) the service of the employee, in a cleared status, has been 
continuous since the investigation with no break in service longer than 12 
months; and 

(3) an inquiry to the employee's previous employer or employers 
discloses no reason for expanding or updating the investigation. 
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c. Top-level civilian personnel are defined as presidential 
appointees, civil service appointees of the supergrades (GS-16 and above), 
and members of industry advisory committees who have been duly appointed by 
secretarial levels of the UA. Top-level military personnel are those of 
the general and flag officer grades. 

d. Contractors employing personnel eligible for conversion of 
clearance, under the provisions of this paragraph, may request clearance 
to the level of access required by submitting the following information to * 
DISCO or the CSO, as appropriate. * 

(1) one signed copy of DD Form 48-3; 

(2) a completed DIS Form 180; 

(3) for former civilian personnel -- a copy of the "Notification 
of Personnel Action" (Standard Form 50), which terminated his or her 
employment with the U.S. Government; 

(4) for former military personnel -- a copy of the DD Form 214, 
"Certificate of Release or Discharge From Active Duty;" 

(5) for civilian or military personnel presently employed by or 
on active duty with a UA, the forms prescribed by paragraphs (3) or (4) 
above are not required. However, in the case of military personnel, the 
individual's service number shall be placed in the REMARKS s~ction of the 
DD Form 48-3; and 

(6) for National Guard and Reserve military personnel actively 
participating in the Ready Reserve Program and for those who have trans
ferred to the standby or retired Reserve within the past 12 months, the 
forms prescribed by paragraphs (3) or (4) above are not required. However, 
the individual's service number, the identity and exact address of the 
unit to which assigned, and the date such participation commenced, shall 
be placed in the REMARKS section of the DD Form 48-3. In addition, for 
those individuals who have transferred to the standby or retired Reserve, 
a copy of the order effecting such a transfer shall be attached to the 
DD Form 48-3. 

e. The complete set of forms required by paragraph 26b shall be 
accomplished when: 

(1) the clearance requirement is for a higher level than is 
reflected in the clearance records; 

(2) there has been greater lapse of time than that set forth in 
paragraph a above; £E 

(3) requested by DISCO, (The request will state that the forms 
are needed to satisfy an official requirement.) 
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2S. Contractor's Clearance Record. The contractor shall maintain a 
current record at each facility (to include uncleared locations) of all * 
employees and consultants located at the facility/location who have been 
authorized access to classified information. The record shall indicate the 
level of access authorized and the date of the applicable LaC or other * 
authority. The record shall also reflect the issuing authority, that is, * 
a specific military department, DISCO, or the contractor. Moreover, the * 
records maintained by a ROF and/or P}ff for employees located at subordinate * 
facilities (cleared and uncleared locations) shall include the name and * 
address at which the employee is assigned. In addition, contractors shall * 
maintain the original DIS FL 3S1-R, the DD Form 441 or DD Form 441-1, for * 
the duration of their facility security clearance. In the event the * 
Security Agreement is terminated for any reasons by either party, the DIS * 
FL 381-R and the contractor's copy of the DD Form 441, or the DD Form * 
441-1, shall be returned to the CSO. * 
29. Administrative Termination of Personnel Security Clearances. 

a. The contractor, under the conditions stated below, must request the 
administrative termination of U.S. Government granted PCL's which are no * 
longer required. If a cleared employee no longer has or requires access to 
classified information, and no requirement for such access is anticipated in 
the foreseeable future, administrative te17mination of aU. S. Government issued 
clearance is accomplished by submission of a properly completed DISCO Form 562 
to DISCO. Contractor-granted CONFIDENTIAL clearances must be administratively 
terminated by the contractor in accordance with the procedures and criteria 
of this paragraph. The administrative termination of a contractor granted * 
CONFIDENTIAL clearance is completed at the time the FSO signs the DISCO * 
Form 562 and forwards it to DISCO. The contractor shall processt for * 
administrative termination or downgrading to a lower level, all TOP SECRET 
clearances which are no longer required. When an individual with a TOP 
SECRET clearance has not had access to TOP SECRET information in the previous 
1S months, but the contractor anticipates a requirement for access to TOP 
SECRET information in the foreseeable future, justification for retention of a 
TOP SECRET PCL shall be provided to the CSO. If a contractor fails to take 
action to terminate a TOP SECRET PCL under the conditions described above, and 
fails to submit justification for retention of the clearance, the CSO shall 
submit a recommendation to the Deputy Director (Industrial Security), RQ DIS, 
for processing pursuant to the provisions of paragraph f below. 

b. If the contractor determines that an individual previously 
cleared in connection with the FCL no longer requires clearance and can 
be excluded from access, a recommendation for administrative termination 
of the clearance must be submitted to the CSO by submission of a properly 
completed DISCO Form 562 and two copies of the organization's minutes 
attesting that the exclusion action required by paragraph 22e has been 
completed. 

c. In connection with the preparation of the DISCO Form 562, the 
contractor shall advise the employee as follows: 

29. 110 



DoD 5220.22-M 

(1) the PCL is being processed for administrative termination 
since there is no current or foreseeable future requirement for access to 
classified information; 

(2) the proposed action in no way reflects adversely on the 
employee's PCL eligibility; 

(3) the empl~yee may be processed for a new PCL, with a m~n~mum 
of delay, when the occasion and need arises for the employee to require 
access to classified information; and 

(4) the employee's signature on the DISCO Form 482 will attest 
to the fact that he or she understands and acknowledges this action. 

d. When the DISCO Form 562 is completed, the employee will also be 
debriefed, in accordance with paragraph 5g. The completed DISCO Form 562 will 
be forwarded to DISCO. (In the case of an OODEP, the DISCO Form 562 shall be 
forwarded to the CSO.) The completed DISCO Form 482 will be retained by the 
contractor, in accordance with paragraph 5g. As provided for in paragraphs 29 
and 30, if subsequent to such termination it becomes necessary to revalidate 
the clearance, part I of a new DISCO Form 482 will be executed prior to the 
person having access to classified information. 

e. Reserved. 

f. In those rare and exceptional cases where DUSD(P), or higher 
authority, determines that PCL's were granted in error or are not required, 
he or she may opt to administratively terminate the PCL or clearance action 
in process without prejudice to the individuals concerned or jeopardy to 
their employer's operations. 

g. In the event a need arises for an employee to have access to 
classified information subsequent to the administrative termination of 
the employee's clearance, and such need occurs within 5 years from the * 
date of the notice from the U.S. Government that the previous clearance * 
was administratively terminated, the previous clearance may be reinstated * 
promptly provided: (i) the employee has been continually employed by the * 
same contractor during the 5-year period, (ii) no adverse information * 
concerning the employee is known to the contractor, and (iii) the * 
reinstatement is fully justified. Upon reinstatement by the contractor * 
of such clearances, the contractor shall: (i) submit a DISCO Form 562 to * 
DISCO with certification, in "Remarks," that no break in employment has * 
occurred since the employee's previous clearance was administratively * 
terminated, that no adverse information is known to the contractor, and * 
(ii) by attaching a completed DIS Form 180. * 

h. Reserved. 

i. In the event an employee for whom an LOC was administratively 
terminated is employed by another contractor in a position requiring access 
to classified information, and such employment occurs within 12 months from 
the date of the notice from the U,S, Government that the previous clearance 
was administratively terminated, the previous clearance may be reinstated 

* 

by submission of one copy of DD Form 48-3 and DIS Form 180. * 

111 29. 



DoD 5220.22-M 

j. If the administratively terminated clearance had been a 
contractor-granted CONFIDENTIAL clearance, and the need arises again for 
the individual to have access to CONFIDENTIAL information, the actions 
required by paragraph 24b shall be accomplished as a new clearance action. 

30. Administrative Downgrading of TOP SECRET Personnel Security Clearances. 

a. When an employee cleared at the TOP SECRET level does not * 
require access to TOP SECRET information, and a requirement for such access 
is not anticipated, but access to a lower level of classified information 
is required, the PCL shall be downgraded without prejudice to the lower 
level by submission of a DISCO Form 562 to DISCO. The properly completed 
form shall set forth in the "Remarks" block of the form a request to down
grade the TOP SECRET clearance without prejudice to the appropriate level. 
On notification of completed action by DISCO, the contractor shall annotate 
the previously issued LOC to reflect the new level of access and the date 
such action was taken by DISCO. The LOC retains the original date of 
issuance. 

b. PCL's downgraded in accordance with paragraph a above, can be 
reinstated by the contractor when a requirement for higher level access 
exists prOVided that: (i) there has not been a lapse of more than 5 
years from the date of the downgrading or termination action, (ii) the 
individual has been continuously employed by the same contractor/MFO, 
(iii) the contractor knows of no adverse information concerning the 
employee, and (iv) a justified need exists for the upgrade action. Upon 
reinstatement of a TOP SECRET or SECRET PCL, the contractor shall notify 
DISCO by submission of a DISCO Form 562 and a completed DIS Form 180. 
The "Remarks" section of the DISCO Form 562 shall include the date of 
~einstatement, the level of clearance and a request for a new LOC. On 
receipt of the LOC from DISCO reflecting the upgrading action, the 
previously issued LOC will be destroyed by the contractor. The LOC 
will bear a new date of clearance because of the upgrading action. When 
there has been a lapse of more than 5 years from the date the TOP SECRET 
clearance was downgraded to a lower level clearance, application for a 
TOP SECRET or SECRET PCL shall be made by submitting one copy of DD 
Form 49 or DD Form 48, as appropriate, and a DIS Form 180 to DISCO. 

31. Access to Classified Information by Non-U.S.Citizens. Only U.S. 
citizens are eligible for a security clearance and every effort shall be 
made to ensure that non-U.S. citizens are not employed in duties that may 
require access to classified information. However, immigrant aliens or 
foreign nationals may be granted a "Limited Access Authorization" (LM) at 
the SECRET or CONFIDENTIAL level, if qualified, as described below. 

31.1 Immigrant Aliens. 

* 

* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 

a. An immigrant alien may be eligible for an LM when all of the * 
following conditions are met: * 

(1) access is limited to a specific government contract; * 
(2) the individual possesses a rare or unusual expertise; * 
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(3) a qualified U.S. citizen cannot be hired in sufficient 
time to meet a contractual requirement; 

(4) the individual resides permanently in the United States 
and presents for verification an "Alien Registration Receipt Card l1 (Form 
No.1-lSI or 1-551 L/); and 

(5) the individual certifies in writing the intent to 
become a U.S. citizen as soon as eligible. 

b. Prior to requesting DISCO processing of an LAA, the proposal 
shall be endorsed, in writing, by the UA authority with jurisdiction over 
the contract for which access is proposed. 

c. After endorsement has been obtained from the contracting officer, 
the request for LAA shall be submitted as provided for in paragraph 26. 
The endorsement must include a &,tatement or evidence that a favorable 
foreign disclusure decision has been rendered. If determined eligible by 
the Government, an LOC will be issued by DISCO to record the LAA and to 
reflect the level of access authorized. LOC's issued to immigrant aliens 
pursuant to previous DoD policy will be reissued by DISCO to reflect LAA 
status when it becomes practical to do so. The new LOC's will include the 
words "Limited Access Authorization - Immigrant Alien." 

d. Record Keeping. In each case where an LAA has been granted to an 
immigrant alien, the contractor shall maintain, for as long as the LAA is 
in effect, a record of the following information: 

(1) the identity (including current citizenship) of the individ
ual to whom the LAA is granted, to include, name, and date and place of 
birth; 

(2) date oj: LAA, the issuing authority, and a copy of the 
correspondence from tile UA authority who endorsed the LAA; 

(3) the nature of the specific program material(s) to which 
access is authorized and expressly limited (delineated as precisely as 
possible) ; 

* 
* 
* 
* 
* 
* 
* 
* 
* 
* 

* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 

(4) the classification level to which access is authorized; * 

II This card is issued only to aliens who have been lawfully admitted to * 
the U.S. under an immigration visa for permanent residence. Pending * 
issuance of the new Form 1-551, the Immigration and Naturalization * 
Service has authorized the following notation to be stamped on offici- * 
ally issued documentation as evidence of immigrant alien registration: * 

PROCESSED FOR 1-551. TEMPORARY EVIDENCE OF LAWFUL ADMISSION FOR 
PERMANENT RESIDENCE VALID UNTIL EMPLOYMENT AUTHORIZED. 
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(5) the compelling reasons for granting access (a copy of 
the justification request forwarded to the contracting officer may be 
sufficient); 

(6) evidence of favorable decision from designated U.S. 
Government foreign disclosure authority concerning the releasability 
of the information approved for disclosure; and 

* 
* 
* 
* 
* 
* 

(7) period of time for which access is authorized or anticipated. * 
31.2 Foreign Nationals. * 

a. Foreign nationals may be eligible for an LAA only when: * 
(1) access to classified information is proposed in connection * 

with the granting of a facility security clearance to a firm in the United * 
States under foreign ownership, control, or influence by a ~ountry source * 
of which the individual is a citizen; £E * 

(2) access to classified information is required at a contractor * 
facility for performance on a contract or subcontract involving the govern- * 
ment of the individual's country of citizenship; and * 

(3) there is a bilateral security agreement containing provi- * 
sions for the exchange of security assurances between the U.S. Government * 
and the government of which the individual is a citizen. * 

b. Application shall be made to DISCO or the CSO, as appropriate. * 
DISCO may be contacted for advice concerning the documentation required to * 
be submitted. Upon receipt of the appropriate level security assurance * 
from the foreign government, a new LOC will be issued by DISCO to record * 
the LAA status and reflect the level of access authorized. The LOC will * 
include the words "Limited Access Authorization - Foreign National." * 
Foreign national access approvals granted pursuant to previous DoD policy * 
will be evaluated for continuing eligibility. * 

31.3 ~ccess Limitations for Immigrant Aliens, Foreign Nationals, and 
Firms Granted a Reciprocal Facility Security Clearance. Reciprocal 
FCL's and all LAA's granted under the provisions of this manual are not 
valid for access to: 

a. TOP SECRET information; 

* 
* 
* 
1~ 

* 
b. information that has not been determined releasable by designated * 

U.S. Government disclosure authorities to the country of which the individ- * 
ual is a citizen or, in the case of a reciprocal FCL, to the country from * 
which the FOCI is derived; * 

c. RESTRICTED DATA, as defined in the U.S. Atomic Energy Act of 1954, * 
as amended; * 

d. FORMERLY RESTRICTED DATA removed from the RESTRICTED DATA * 
category pursuant to Section 142(d). Atolnic Energy Act of 1954, as amended; * 
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e. COMSEC information; * 
f. ACDA classified information; * 
g. information for which foreign dissemination has been prohibited * 

in whole or in part; * 

and 
h. information for which a special access authorization is required; * 

* 
i. information provided to the U.S. Government in confidence by a * 

third party government and classified information furnished by a third * 
party government. * 
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Section IV. CONTROL OF AREAS 

32. Purpose. Normally, the contractor shall protect classified material in 
the manner prescribed in paragraphs 14, 15, and 16. If, however, because of 
the nature, size, or unique characteristics of the classified materials, 
unauthorized personnel cannot be effectively denied access to such material 
by the safeguards set forth in the above paragraphs, the material shall be 
safeguarded by controlling the area in which it is located l/. Controlled 
areas shall consist of closed and restricted areas as defined in paragraphs 
3m and 3bx, respectively. 

33. General. 

a. A controlled area shall not be established for the sole purpose of 
storing classified documents (see paragraph 14a(3) (f) for guidance on use of 
"otr-er vaults and strongrooms" for the storage of classified documents). 

b. Area Approval. The CSO and the contractor shall agree on the need 
to establish, and the extent of, the controlled area prior to the award of the 
contract, when possible, or at such subsequent times as the need for such 
areas becomes apparent during the performance on the contract. 

c. Reports. The CSO shall be advised, in accordance with paragraph 
6a(5), of the establishment of any new controlled areas or of any change in 
the location or extent of any existing controlled areas. Controlled areas 
which have been temporarily deactivated, in accordance with e below, and 
subsequently reactivated within 180 days need not be reported. 

d. A controlled area shall be considered disestablished when the original 
or existing need for the creation of the area no longer exists (for example, all 
classified material is removed from the area for delivery to the customer), 
and there is no anticipated need to reactivate the area within the following 
lBO-day period. Area designations shall be promptly removed when controlled 
areas have been disestablished. If a disestablished controlled area is 
subsequently reestablished, it must be approved as a new area in accordance 
with band c above. 

e. Controlled areas shall be considered temporarily deactivated when a 
controlled area environment is no longer required (see paragraph 32), and there 
exists a known or anticipated need to reactivate such areas within the follow
ing 180-day period. The area controls specified in paragraphs 34a and bare 
optional, except that posted area designations shall be promptly removed or 
covered. Temporarily deactivated controlled areas shall be considered dis-

11 The entry into a controlled area, per se, will not constitute access to 
classified information if the security measures that are in force prevent 
the gaining of knowledge of the classified information. Therefore, the 
entry into a controlled area under conditions that prevent the gaining of 
knowledge of classified information will not necessitate a PCL. 
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established if the need to reactivate fails to materialize within the above 
180-day time frame. 

34. Area Controls. 

a. Closed Areas. 

(1) General. Closed areas shall be separated from adjacent areas 
by a physical barrier capable of preventing unauthorized entry and, when 
visual access to classified materials is a factor, observation by unauthorized 
persons. The physical barrier shall be substantially constructed of materials 
that provide protection against surreptitious entry or removal of classified 
material, and offer visual evidence of attempted surreptitious or forced entry 
(see appendix V for construction requirements). 

(2) During Working Hours. 

(a) Open or unlocked entrance -- if the material within the area 
is classified no higher than CONFIDENTIAL, admittance shall be controlled by 
a properly cleared contractor-authorized employee or guard stationed so as to 
supervise the entrance to the area. If the material is classified TOP SECRET 
or SECRET, admittance shall be under the direct and continuous supervision of 
a properly cleared guard posted at the entrance. 

(b) Locked entrance -- if the material within the area is 
classified no higher than SECRET, admittance shall be under the direct and 
continuous supervision of a properly cleared contractor-authorized employee 
or guard, except as may be provided for by complying with paragraph 36. 
The eruployee or guard designated to control the entrance shall be required 
to unlock and open the entrance, remain at the entrance while it remains 
open, supervise the passage of material or authorized personnel through the 
entrance, and to lock the entrance immediately thereafter. If the material 
is classified TOP SECRET, admittance shall be under the direct and continuous 
supervision of a properly cleared guard posted at the entrance. 

(3) During Nonworking Hours. 

(a) Admittance shall be controlled by locked entrances and 
exits, secured with either a built-in three-position dial-type changeable 
combination lock or a three-position dial-type changeable combination padlock 
as described in paragraph 14a(3)(d). However, doors secured from the inside 
with a panic bolt (that is, actuated by a panic bar), a dead bolt, a rigid 
wood or metal bar, or other means approved by the CSO, will not require 
additional locking devices. 

(b) If TOP SECRET or SECRET information is stored in the area, 
supplemental controls are required, as follows: 

(i) the area is alarmed, in accordance with the 
requirements in paragraph 35; £E 

(ii) the area is patrolled by guards or other properly cl 
and authorized personnel supervised by a system which provides a written 
record of the coverage of key points of the area. The patrol shall be once 
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hourly for TOP SECRET areas and once every two hours for SECRET areas. The 
guard shall view both the inside and outside of the area to determine the pre
sence of unauthorized persons. Guards are not required to enter the closed 
area, if substantially all of the interior space can be viewed from outside 
the area through windows, peepholes, or expanded metal/wire-mesh walls. (Drapes, 
curtains, or similar window coverings may be utilized during working hours and 
tarpaulins over hardware during nonworking hours to protect classified external 
configuration from visual access.) If the contractor elects to have the guard 
enter the closed area, an approved key-operated padlock ~/ with high-security 
cylinder may be used to secure the area. If the contractor does not want to 
have the guard enter the closed area and if windows. peepholes, or expanded 
metal/wire-mesh walls cannot be used. because exterior configuration of 
hardware is classified and the use of tarpaulins to prevent visual access is 
not practical, the contractor may elect to utilize the following alternative 
procedure: 

The area will be thoroughly checked at the end of 
the working hour period by the last person leaving 
to ensure area integrity and that no individual 
remains within. A written record, to include the 
signature of the person securing the area and the 
time secured, will be posted on the interior side 
at the door. Additionally, a log will be posted 
at the exterior of each door and the guard will 
be required to sign and indicate the time checked, 
certifying that the door was checked and found to 
be locked during the course of each patrol. 

2/ Approved key-operated padlocks shall meet the requirements of: Mili-
tary Specification P-43607 (shrouded shackle), National Stock Number 
5340-00-799-8248, and Military Specification P-4395l (regular shackle), 
National Stock Number 5340-00-799-8016. The keys shall be safeguarded as 
classified material of a classification equal to the highest level of the 
classified material being protected. On initial receipt, or when not in 
use, high security key locks shall be stored consistent with the level of 
the facility's authorized safeguarding capability. Use of key-operated 
padlocks are subject to the following requirements: (i) a key and lock 
custodian shall be appointed to ensure proper custody and handling of keys 
and locks used for protection of classified material; (ii) a key and lock 
control register shall be maintained to identify keys for each lock and 
their current location and custody; (iii) keys and locks shall be audited 
each month; eiv) keys shall be inventoried with each change of custody; 
(v) keys shall not be removed from the premises; (vi) keys and spare locks 
shall be protected in a secure container; (vii) locks shall be changed or 
rotated at least annually, and shall be replaced after loss or compromise 
of their operable keys; and (viii) making master keys is prohibited. A 
IIsecure container" as used herein is any cabinet or vault specified in 
paragraph l4a(3), including suppl~mental controls when required. However, 
at no time shall a keyes) be afforded less protection than that accorded 
the highest level of the classified material protected by its corresponding 
lock(s). 
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The SPP shall specify which of the above options has been elected by the con
tractor and shall describe the procedures for implementing this requirement. 

(c) No patrol or alarm systems are required for CONFIDENTIAL 
material stored in closed areas. 

(4) Areas shall be designated and marked "CLOSED AREA." 

(5) Employees assigned to the area shall challenge the presence of 
any unknown persons. The need-to-know principle shall be adhered to at all 
times within the closed area. 

b. Restricted Area. 

(1) During working hours, the same controls as prescribed for 
closed areas during working hours shall be applied. 

(2) During nonworking hours, the same controls as prescribed by 
paragraph 14 shall be applied. 

(3) Areas shall be designated and marked "RESTRICTED AREA." 

c. Area Approval. The CSO and the contractor shall agree on the extent 
of the controlled area prior to the award of the contract, when possible, or 
at such subsequent times as the need for such areas becomes apparent during 
the performance on the contract. When the costs of construction and/or 
maintenance of the controlled areas are to be charged against a UA contract, 
the CSO shall obtain and furnish to the contractor written authorization from 
the contracting officer concerned for the expenditure of necessary funds. 
This authorization shall only be required when the contractor is performing on 
cost-reimbursement contracts as opposed to fixed-price contracts in which such 
security costs would be included in the initial contract price. 

d. Reports. The CSO shall be advised, in accordance with paragraph 
6a(5), of the creation of any new controlled areas or of any change in the 
location of any existing controlled areas. 

35. Supplemental or Supplanting Alarm Systems. 

a. Alarm systems may be divided into those that supplant the use of 
guards required under paragraph 34a(3), and those that supplement and extend 
the capability of guards. 

(1) When used to supplant guards, the electrical protective alarm 
system shall be connected to a central control station. 

(a) The central control station may be located at the contrac
tor's facility or at the facility of a subcontractor who maintains and operates 
the electrical protective alarm system and responds to alarms l/ ~/. 

(Footnotes l/ and ~/ are on the following page.) 
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(b) Such a subcontractor and its employees shall have FCL's 
and PCL'sl as prescribed in paragraph 20e. 

(c) Additional requirements for a central control station are 
as follows. 

1 Trained and appropriately cleared operators shall be in 
attendance,. '..:he central station at all times ,,,hen the electrical protective 
alarm systelli ~s in operation. The device which signals alarms shall be 
continuously monitored. 

2 Trained and appropriately cleared guards. sufficient in 
number to dispatch immediately a guard to investigate each alarm, shall be in 
attendance at the central station at all times when the electrical protective 
alarm system is in operation. 

3/ A direct-connect or remote station alarm system (that is, a system connected by 
direct wire to alarm receiving equipment located in a local police depart-
ment headquarters, which is activated and deactivated by the using contrac-
tor and responded to by personnel of the local police department), may be 
utilized when: (i) the contractor's facility is located in an area where 
the central station services of a subcontractor are not available; (ii) it 
is impractical for the contractor to establish a proprietary or in-plant 
alarm system, in accordance with the provisions of paragraph 35a(I)(c); 
(iii) the material and installation standards prescribed by paragraph 
35b(1) or (2) are observed; (iv) response time to an activated alarm by 
local police personnel does not exceed 15 minutes from the time the alarm 
was first registered, and arrangements shall have been made with the police 
department to immediately notify a representative of the contractor (pre
ferably the FSO) on receipt of an alarm; and (v) the representative of 
the contractor shall be required to report immediately to the facility to 
ascertain the nature of the alarm and to take appropriate measures to 
ensure the security of the area concerned. Approval of the CSO is required 
before a contractor may utilize a direct-connect system as an alternative 
to the use of a central station system. The proposed plan explaining how 
the system would operate should be submitted in duplicate to the CSO, 
including sufficient justification for the granting of an exception and the 
full name and address of the police department that will monitor the 
system and provide required response. The name, address, and clearance 
level of the subcontractor who installed the system and who will inspect, 
maintain, and repair the equipment shall also be furnished, if applicable. 

~/ Central station burglar alarm systems classified by the UL, Inc. as Grade A 
shall satisfy the requirements of this paragraph. Evidence of compliance 
with the UL standards may take the form of a UL certificate or a letter 
issued by the installing company (see UL 611, Central Station Burglar Alarm 
Units and Systems, and the list relating to authorized burglary protection 
equipment and installing companies in UL publication, "Automotive, Burglary 
Protection, Mechanical Equipment Directory"). 
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3 A signal shall be maintained at the central station to 
show whether or not the system is in working order and to indicate any 
tampering with the system. Necessary repairs shall be effected immediately. 

4 Response time to an activated alarm (that is, the time 
required for guards to reach the area) shall not exceed IS minutes from the 
time the alarm was first registered. 

S Records shall be maintained indicating time of receipt 
of alarm, name of guards, time dispatched to area, time guards checked in, and 
nature of alarm. Such records shall be kept for a minimum of 1 year. 

(2) When used to supplement guards required by paragraph 34a(3), 
electrical protective alarm systems of the central station type, described in 
paragraph a(l) above, and systems not connected to a central control station 
may be used. However, if a central control station is not employed~ the 
system shall provide an audible or visible alarm signal, which shall be 
capable of attracting the immediate attention of guards on patrol in the area 
and directing them to the location of the alarm. In any event, the time 
required to respond to an activated alarm shall not exceed IS minutes. 

(3) When such systems are used, they shall be activated immediately 
at the close of business. 

b. Material and Installation Standards. 

(1) Where electrical protective systems are applied to an area to 
supplant or supplement guards, all material and equipment used in the system 
shall equal or exceed the standards prescribed in and shall be installed in 
accordance with: (i) the provisions of Interim Federal Specification W-A-004S0 
(GSA-FSS), "Alarm Systems, Protective, Interior (Security)~iI February 16, 
1973, or (ii) Underwriters' Laboratories Standards for Intrusion-Detection 
Units, UL-639 , and Underwriters' Laboratories Standards for Installation and 
Classification of Mercantile and Bank Burglar Alarm Systems, UL-681 ~/ fi./. 

(2) When individual alarms are installed on classified storage con
tainers, in accordance with paragraph 14a(2) (c) or 14a(4)(c), the installation 
shall provide "complete" protection of the top, bottom, sides, and outer 
drawers or doors of the container (see Interim Federal Specification W-A-004S0 
and UL Standards 681 and 639). In addition, the requirements for a central 
station or direct-connect alarm system shall also apply (see paragraph a(l) 
above). 

~/ The mlnlmum required standard for installation on premises shall be Instal
lation No.3 (see UL-681). New installations shall conform to Interim 
Federal Specification W-A-004S0 to the maximum extent permitted by avail
ability of qualified equipment. 

£/ Copies of the Interim Federal Specification may be obtained from any 
regional office of the GSA. Copies of the UL Standards may be obtained 
from Underwriters Laboratories, Inc., 333 Pfingsten Road, Northbrook, 
Illinois 60062. 
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c. Approval by the CSO is required before the installation of either a 
supplanting or supplemental alarm system to meet a requirement of this manual 
(see paragraph 34c regarding cost considerations). 

36. Supplanting and Supplemental Electronic, Mechanical, and Electromechanical 
Access Control Devices. 

a. Supplanting Devices. Provided that the material within the controlled 
area is classified no higher than SECRET, electronic, mechanical, or electro
mechanical devices which meet the criteria stated below may be used to supplant 
contractor-authorized employees or guards, required under paragraph 34a(2) (b), 
to control admittance to the area during working hours. 

(1) Security enclosures may be used. (This refers to an enclosed 
metal booth, having an inner and an outer door, inserted into an opening in 
the perimeter barrier for ingress to and egress from a controlled area. 
Access to the controlled area through the booth is restricted to authorized 
persons having knowledge of the combination on which the access control device 
is set to operate.) 

(a) Control cards, if used in cO!ljunction with the combination 
control panel, shall be rigidly controlled and accounted for by use of a con
secutive numbering system and promptly recovered on termination or transfer of 
the holder to duties no longer requiring access to the controlled area in
volved. (Enclosures operated by a control card alone shall not be approved 
to supplant contractor authorized employees or guards required under paragraph 
34a(2)(b).) 

(b) Possession of both the combination on which the booth is 
set to operate, and, if used, the control cards, shall be limited to a minimum 
number of authorized personnel consistent with operational requirements. 

(c) The combination on which the booth is set to operate shall 
be classified in accordance with the classification of the highest classified 
material within the controlled area. 

(d) The selection and setting of the combination in the control 
panel shall be accomplished by an employee of the contractor who is authorized 
to enter the area, in the performance of his or her duties, or by the FSO or 
his or her designated representative who is authorized to enter the area. The 
combination shall be changed at least once every 3 months. When located 
outside the controlled area, the control panel shall be secured by a 
three-position dial-type changeable combination padlock, as specified in 
paragraph 14a(3)(d). However, if the control panel is located within a closed 
area, it shall require only a minimal degree of physical security protection 
designed to preclude unauthorized a~cess to the mechanism. The CSO may be 
requested to approve the security measures afforded the control panel. 

(e) Except as provided in paragraph b below, the person entering 
or leaving the area through the security enclosure shall be responsible for 
ensuring that the inner and outer doors are securely shut. In addition, only 
one authorized person may pass through the security enclosure at a time. 
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(£) If an alternate entrance is used to transport bulky 
classified material to and from the area, a contractor-authorized employee or 
guard shall be designated to unlock and open the entrance, remain at the 
entrance while it remains open, supervise the passage of the material and 
authorized personnel, and lock the entrance immediately thereafter. 

(g) During shift changes and emergency situations, when the 
fast exit switch in the control panel is set to allow both the inner and the 
outer doors of the booth to be opened at the same time, admittance shall be 
controlled by a contractor-authorized employee or guard stationed to supervise 
the entrance to the area. 

(h) Electrical gear, wiring included, shall be accessible only 
from inside the area. 

(2) Electronic, mechanical, and electromechanical door devices may 
be used. (That is, a system that operates by either a push-button combination, 
which activates the locking device, or by a control card used in conjunction 
with a push-button combination, thereby excluding any system that operates 
solely by the use of a control card.) 

(a) The control panel shall be installed in such a manner, or 
have a shielding device mounted, so that an unauthorized person in the 
immediate vicinity cannot observe the selection of the correct combination of 
the push buttons. 

(b) The electronic control panel containing the mechanical 
mechanism by which the combination is set may be located inside or outside 
the controlled area. When located outside the controlled area, the control 
panel shall be securely fastened or attached to the perimeter barrier of the 
area and secured by a three-position dial-type changeable combination padlock, 
as specified in paragraph 14a(3)(d). However, if the control panel is located 
within the closed area, it shall require only a minimal degree of physical 
security protection designed to preclude unauthorized access to the mechanism. 
The eso may be requested to approve the security measures afforded the control 
panel. 

(c) The combination and, if also used, the control cards shall 
be controlled in the manner prescribed by subparagraphs (l)(a), (b), (c), and 
(d) above. 

Cd) Authorized personnel entering or leaving the area shall be 
required to immediately lock the entrance behind them. 

(e) During shift changes and emergency situations, if the door 
remains open, admittance shall be controlled by a contractor-authorized 
employee or guard stationed to supervise the entrance to the area. 

(f) In all cases when used, electrical gear, w~r~ng included, 
or mechanical links (cables, rods, and so on) shall be accessible only from 
inside the area, or shall be secured within a protective covering to preclude 
surreptitious manipulation of such components. 
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b. Supplemental Devices. A number of electromechanical security devices 
for identification and authentication of individuals are currently available. 
These devices, such as those involving hand or fingerprint scanning and 
comparison, may be used to supplement the access control systems described in 
paragraphs a(l) and (2) above. 

c. Approval. The approval by the eso is required before effecting the 
installation of either a supplanting or supplemental access control device to 
meet a re~uirement of this manual (see paragraph 34c regarding cost considera
tions). 
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Section V. VISITOR CONTROL PROCEDURES 

Part 1. VISITS TO USER AGENCY CONTRACTORS 

37. General. 

a. The provisions of this section, except paragraphs 45 and 48, apply 
only to persons who will have access to classified information. Access to 
information classified higher than the level in the visit authorization will 
not be granted, regardless of the level of the visitor's PCL. The contractor 
or activity being visited shall take such security measures as may be required 
to preclude visitors from having unauthorized access to classified 
information. Nothing in this section will limit the requirements of paragraph 
Sc. 

b. The number of visitors requlrlng access to classified information 
shall be held to a minimum and the following requirements must be established: 

(1) that the visit is necessary, and 

(2) that the purpose of the visit cannot be achieved without access 
to classified information by the visitor. 

c. In the event the visit is disapproved, the requester shall be 
promptly notified by the contractor or activity which made the decision. 

d. Requests for visits shall be furnished in writing (mail or teletype) 
to the contractor or UA activity being visited in advance of the proposed 
visit. In exceptional cases, the telephone may be used, provided the visit 
request is confirmed in writing. Under no circumstances, however, may 
employees hand-carry their own visit requests to the place being visited. All 
Category 1 and 2 requests shall contain the following information: 

(1) name and address of the cor ,ractor or UA activity to be 
visited; 

(2) name and title of person(s) to be visited, if known; 

(3) name of the proposed visitor, his or her date and place of 
birth, and citizenship (if immigrant alien, so indicate); 

(4) job title or position of the proposed visitor; 

(5) requesting contractor's or UA activity's certification of 
the level of clearance of the proposed visitor (see paragraph 38). If * 
the visitor possesses an interim PCL, a contractor granted CONFIDENTIAL * 
PCL, or an LAA. so indicate. See paragraph e below for special access * 
requirements; 

(6) purpose and justification for the visit in sufficient detail 
to allow for a determination on the necessity of the visit -- including the 
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contract, project, or program number or name will assist the recipient in 
making this determination ~/; 

(7) date or period during which the request is to be valid; 

(8) name and address of requesting contractor or UA activity; and 

(9) requesting contractor's certification of his or her FeL (not 
required for representatives of the U.S. Government, see paragraph 38); if 
the contractor has a reciprocal FCL, so indicate. 

e. When visits involve access to classified information requiring a 
special access authorization (for example, CRYPTO, NATO, military space 
project, or other special or limited access programs), the request will, in 
addition to the other required information: 

(1) specify the program or project, 

(2) specify the level of information to be released, 

(3) certify that the visitor has been authorized access to such 
information, ~nd 

(4) identify the office or. UA activity granting such authorization. 

f. When appropriate, the visit request shall ask for approval for 
subsequent visits within a 12-month period. The contractor or UA activity 
initiating the visit request shall immediately notify the contractor or 
activity being visited of any change in the visitor's status, such as, the 
termination of employment, suspension, leave of absence, and the revocation or 
termination of clearance, which will require the visit authorization to be 
canceled prior to its normal termination date. In the event the initiating 
contractor's FCL, as indicated in paragraph d(9) above, changes to a 
reciprocal clearance, the initiating contractor shall immediately notify 
contractors or UA's honoring current visit requests, so as to preclude the 
visitor's access to certain types of classified information as set forth in 
paragraph 31c. A downgrading of the FCL also requires an immediate 
notification to contractors and UA's honoring current visit requests. 

g. Machine-run or other rosters of employees, limited to those personnel 
who are authorized access to particular levels of classified information and 
who occupy positions which ~equire classified visits, may be used for estab-

l/ To avoid delay in processing or rejection of visit requests, contractors 
should exercise care in using nicknames, abbreviations, and acronyms which 
may be unfamiliar to the recipient. Where repeated use of short terms is 
desirable for brevity, an explanation should be provided. 
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lishing visit request and approval authorizations as required by this section, 
provided the machine-run (or other roster) or a covering letter furnishes the 
essential information required by paragraphs d, e, and f above, and adequate 
procedures are in effect to notify the visited facility of changes in employ
ees' status, which will affect his or her visit authorization. Use of such 
procedures must be acceptable to the facility being visited and such records 
and controls shall be maintained in a current status at all times. 

h. Industrial Security Representatives of the DoD and other UA's, * 
when acting in their official capacities, and representatives of the fol- * 
lowing U.S. Government agencies may visit contractor facilities without * 
having furnished advance notification of their intent to visit: * 

(1) Defen.se Investigative Service 

(2) Inspector General, Defense Criminal Investigative Service * 
(DoD) * 

(3) U.S. Army Intelligence Command (Army) 

(4) Naval Investigative Service (Navy) 

(5) U.S. Air Force, Office of Special Investigations (Air Force) 

(6) Secret Service (Treasury Department) 

(7) Federal Bureau of Investigation 

The contractor shall grant access to classified information to the m~n~mum 
required upon presentation of proper credentials by the representative. 
In case of doubt as to identity or level of access authorized, such cre
dentials and level of clearance shall be verified by contact with the 
agency or activity concerned. 

38. Identification and Control of Visitors. 

a. Contractors being visited by representatives of another contractor 
are responsible for determining that the requesting contractor has been 
granted an appropriate FCL. This determination is based either on an exist
ing contractual relationship involving classified information of the same or 
higher category or by verification from the PIC-CVA, the visitor's identity, * 
and authorizatio~ prior to any disclosure of classified information. When 
the requesting contractor's FCL status has been determined, his or her 
certification as to the proposed visitor's PCL status may be accepted. If, 
however, there is any question as to the validity of a visit reque'st or 
identity of the visitor, appropriate confirmation shall be obtained from the 
contractor or UA activity that initiated the visit request. 

b. The contractor shall establish such controls over the movement of 
approved visitors as are necessary to ensure that the visitors are only 
afforded access to classified information consistent with the authorized 
purpose of the visit. Particular care shall be taken to ensure that his or 
her procedures for the control of Category 4 (foreign national) visitors are 
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sufficient to prevent any access not provided for by the terms of the visit 
authorization. Such procedures shall provide for an escort while access is 
being afforded in accordance with the terms of the foreign national's visit 
authorization and when such a visitor is in areas where classified information 
may be accessible. The escort, when required, shall be a responsible, 
appropriately cleared employee who has been informed regarding the visitor's 
access limitations or restrictions on the visitor's movements. 

c. Visitors shall be prohibited from making records of classified dis
cussions and taking photographs in areas where classified information might be 
recorded on the film, without the express permission of the contractor being 
visited. 

d. Classified material shall not be released to the visitor for * 
removal from the contractor's facility, except as provided for by this * 
manual. * 
39. Visitor Record. 

a. The contractor shall maintain a record of all visitors to the * 
facility for the purpose of having access to classified information. The * 
record shall irdicate: (i) the visitor's full name, (ii) the name of the * 
contractor or activity he or she represents, and (iii) the date(s) of his * 
or her arrival at and departure from the facility. The visitor record * 
need not indicate whether the visitor actually did or did not gain access * 
to classified information, but it must distinguish between classified and * 
unclassified visits. Records of authorized visit requests for visits * 
actually consummated shall be maintained by the contractor for a minimum * 
of 2 years. * 

b. The contractor shall maintain a separate set of visitor records * 
for NATO visits. A NATO visit shall be considered to be: (i) a visit by * 
a person from a NATO country to a contractor in connection with precontract * 
negotiations or contract performance on a NATO classified contract, (ii) a * 
visit between a U.S. prime contractor and a subcontractor performing a NATO * 
classified contract, and (iii) other visits in which access to NATO classi- * 
fied information has been specifically authorized. Representatives of the * 
CSO, whose requirement for access to NATO classified information is only * 
incidental to the accomplishment of the security inspections at the * 
contractor's facility, shall not be considered to be "NATO visitors" nor * 
be required to enter their names on NATO visit records. * 
40. Long-Term Visitors. When employees of one contractor are temporarily 
stationed at a facility of another contractor, the security procedures of the 
facility visited will govern. However, when such visits are on a continuing 
basis and it is found impractical for such visitors to comply with the 
security procedures of the host facility, the respective contractors shall 
prepare an agreement delineating their respective responsibilities and 
encompassing the procedures to be followed. This agreement must conform to 
the prOVisions of this manual and a copy shall be furnished to the CSO of the 
host contractor. The CSO of the host contractor is responsible for conducting 
periodic inspections to ensure that classified information in the possession 
of the Visiting employees is properly safeguarded, and for notifying the host 
contractor of security deficiencies. 
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41. Visitor Categories and Procedures. 

a. Category 1. This category applies: (i) when a contractual or 
prospective contractual relationship exists between contractors or between a 
contractor and a UA, and visits to a contractor by representatives of the GAO 
for auditing purposes, authorized representa.tives of the Department of Labor, 
and other agencies of the executive branch of the government when acting in 
their official capacities; (ii) to visits among prime contractors who are 
participating under government direction in contracts pertaining to research, 
development, or production of a weapon system; (iii) to employees of 
contractors producing items furnished to assembling contractors (GFP) for 
purposes pertaining to such assembly; and (iv) to employees of a cleared 
facility, which had previously been furnished a classified report directly by 
the contractor being visited under the specific terms of a contract (excluded 
from this category are facilities that receive only abstracts of classified 
reports or reports from sources other than the preparing contractor). Such 
visit requests will, in addition to the information required in paragraph 37, 
also contain a statement identifying the specific report that the visitor is 
authorized to discuss. 

(1) The above visit requests will be submitted directly to the 
contractor to be visited. 

(2) The contractor to be visited has approval authority, provided 
such visits meet the provisions of paragraph 37. 

(3) The prime contractor or assembling contractor, as the case may 
be, may initiate visit requests for employees of a subcontractor or contractor 
supplying GFP, in accordance with paragraph 37, when he or she is in 
possession of the information required by paragraph 37d. 

(4) Employees of a temporary help supplier working for contractors 
at their facilities shall be treated as regular employees of the using 
contractors for the purpose of security orientation in facility practices, 
procedures, and pertinent reports, while working under the contractors 
direction and control (see paragraphs Su, v, ab, and 6b(I». This action by 
the using contractor in no way relieves the temporary help supplier from 
complying with these and other requirements of this manual. 

b. Category 2. This category applies to visits between contractors who 
have been granted FCL's, but do not have a contractual relationship, and 
visits that do not otherwise meet the requirements of Category 1. 

(1) The requesting contractor will obtain in writing a verification 
of the visitor's need-to-know from his or her contracting officer and include 
it with the visit request. 

(2) The contractor to be visited will approve the request, if he or 
she desires the visit. 
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(3) The visiting contractor may substitute another cleared employee 
to make the visit without additional verification of the need-to-know, if this 
is acceptable to the contractor being visited. Information about the 
substitu- tion shall be furnished the contractor being visited, as required in 
paragraph 37d. 

c. Category 3. This category applies to representatives or employees 
of the DOE and its contractors whose visits require access to other than 
RESTRICTED DATA. 

(1) The activity requesting the visit ,.,ill furnish the required 
information to the contracting officer of the UA whose information is 
involved. using DOE F 5631.20. 

(2) If approved, the contracting officer will notify the contractor 
of the scheduled visit, including required information concerning the visit 
(DOE F 5631.20). 

d. Category 4. This category applies to foreign representatives. 
Except as authorized in subparagraph 41d(8) below, visits to contractor 
facilities by foreign nationals (see paragraph 3ap) and persons acting as 
representatives of a foreign interest (see paragraph 3bw) , hereafter referred 
to collectively as foreign representatives, mV0t be officially sponsored by a 
foreign government. Foreign sponsorship is nu:r:mally reflected in an official 
request for visit from the embassy of the nation concerned to the cognizant UA 
foreign disclosure office 2/. The cognizant UA may then sponsor, deny, or 
elect not to sponsor the vIsit. UA sponsored visits shall not be used to 
avoid the licensing requirements of the ITAR published by the Department of 
State, or the Export Administration Regulations, published by the Department 

~I The Defense Intelligence Agency is responsible for processing requests 
to visit elements of the OSD, the Office of the Joint Chiefs of Staff 
(OJCS) the Unified and Specified Connnands, the Defense Agenci,es, and 
activities administratively supported by the OSD. The follm.,ing offices 
are responsible for processing other visit requests: 
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Department of the Army 
Assistant Chief of Staff 

for Intelligence 
ATTN: Foreign Liaison 

Directorate (DAHI-FL) 
Washington, D.C. 20310 

Department of the Navy 
Foreign Disclosure and Policy 

Control Branch 
Office of Chief of Naval 

Operations (OP-622E) 
'\-lashington, D.C. 20350 
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Department of the Air Force 
International Affairs Division 
Information Branch (CVAII) 
Office of the Vice Chief of Staff 
Washington, D.C. 20330 

Defense Intelligence Agency 
Foreign Liaison Branch (DI-4A) 
Washington, D.C. 20301 
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of Commerce. The contractor shall be responsible for ensuring that both 
sponsored and unsponsored visits by foreign representatives are effectively 
denied unauthorized access to: (i) classified information, (ii) unclassified 
technical data governed by the Export Administration Act, administered by the 
Secretary of Commerce, and the Arms Export Control Act, administered by the 
Secretary of State through the ITAR,and (iii) other unclassified information 
for which the DOE, NRC, or other government department or agency has 
prescribed dissemination limitations. 

(1) Foreign nationals shall not be afforded access to classified 
information, unless specifically authorized in writing by a UA. 

(2) The UA sponsorship of a visit is based on the existence of a 
specific or potential program or project with the foreign government 
concerned. UA notification of sponsorship will contain the level and scope of 
classified information authorized for disclosure (visual and/or oral only), as 
well as any limitations, and will be transmitted to the CSO for review and 
retransmittal to the contractor facility to be visited. Final acceptance of 
the visit will be subject to the concurrence of the contractor. The 
contractor shall notify the UA when the visit is not desired. The contractor 
may not change the level or scope of classified information to be released, or 
modify any limitations, without the approval of the UA that approved the 
visit. 

(3) The contractor shall not inform the foreign representatives, or 
their employers, of the scope of access authorized or of the limitations 
imposed by the UA, nor shall the foreign representatives be induced to seek a 
higher access level than previously approved by the UA. 

(4) The fact that a foreign representative may possess a PCL at a 
particular level does not automatically entitle the individual to receive U.S. 
classified information at that level. 

(5) Prior to disclosure of classified information to foreign 
representatives, the contractor being visited shall advise such visitors of 
their continuing responsibilities to safeguard the information to be 
disclosed. The contractor shall also inform the visitors that the information 
affects the national defense of the U.S. within the meaning of the espionage 
laws of the U.S., and that unauthorized disclosure violates international 
agreements and is harmful to the interests of national security. 

(6) If the UA declines to sponsor a visit, a declination notice 
will be furnished to the requesting embassy with an information copy to the 
security office of the contractor facility(ies) to be visited. A copy of 
the visit request will accompany the declination notice. Lack of sponsor
ship does not equate to disapproval nor does it preclude accomplishment of 
the visit, provided the contractor has, or obtains, a munitions license for 
the specific technical information proposed for release, or the information 
is otherwise exempt from the licensing requirements of the ITAR. Unspon
sored visits may be arranged between the foreign activity proposing the 
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visit and the contractor. Disclosure of classified information during 
unsponsored visits is prohibited: (i) without specific written authorization 
from the cogniza.nt Hilitary Department, or (ii) without a previously approved 
and current munitions license issued by the Department of State. It is the 
contractor's responsibility to consult applicable Department of State and 
Department of Commerce regulations to determine export licensing requirements 
or exceptions regarding the disclosure of unclassified technical data during 
visits by foreign representatives. 

(7) In the event a UA denies a request to visit, the requesting 
embassy and the contractor(s) involved will be advised of the reasons(s) for 
it by means of the distribution channels prescribed in paragraph (6) above. 

(8) The following rules apply to reciprocally cleared contractors. 

(a) Visit requests involving U.S. citizen employees of 
reciprocally cleared contractors (see paragraph 31) that require access to 
classified information or unclassified information related to a classified 
program or project, and all visit requests involving foreign national 
employees of such firms, shall be processed to the UA foreign disclosure 
office having jurisdiction over the information involved. To reduce 
administrative burden and facilitate the timely conduct of visits associated 
with current or potential classified prime contractual or subcontractual 
relationships, contractors are encouraged to include as many activities to be 
visited as possible on each such request and propose that such visit request 
be approved on a recurring basis, preferably for the duration of the contract 
or subcontract involved. Copies of approved requests will be furnished by the 
cognizant UA foreign disclosure office to the requesting contractor and to 
each contractor and ITA activity approved for visitation. All subsequent 
changes to the list of visitors may be communicated by the requesting 
contra.ctor directly to the activities to be visited, ATTN: Security Officer, 
making reference to the pertinent approved visit request on file. However, 
requests to visit activities not previously approved must be submitted 
separately to the cognizant foreign disclosure office for approval. 

(b) Visits by U.S. citizer; employees for unclassified 
commercial purposes may be arranged directly with the security off~ce of the 
contractor or UA activity to be visited. 

e. Category 5. This is a special purpose category which is to be * 
applied in rare situations and only with the knowledge and authorization * 
of the UA whose classified information is involved. It pertains to persons * 
who do not qualify under any of the other categories, and whose visits to * 
a contractor's facility are considered necessary and essential by the con- * 
tractor who states in writing that the visitor cannot be denied access to * 
classified information by escort or other security measures. Only U.S. * 
citizens are eligible to make visits in this category. Under no condition, * 
shall a visitor in this category be permitted physical custody or personal * 
possession of classified information. Access to classified information at * 
the TOP SECRET level is prohibited and shall not be authorized. * 
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(1) Contractors are required to deny access to classified * 
information by escorting visitors or by other security measures. However, * 
under certain circumstances, contractors may be unable to effectively * 
prevent aural and or visual access to classified information by a visitor. * 
In these situations, the contractor shall advise the UA and obtain author i- * 
zation before allowing the visit to take place by submitting the following * 
information to the UA: * 

(a) Name of the visitor, date and place of birth. * 
(b) Name of company or agency of employment and address. * 

(If self-employed, so indicate.) * 
(c) Purpose and justification for the visit in sufficient * 

detail to allow the UA to determine the necessity for the visit. Numbers * 
or names of programs, projects, or contracts which are involved, should be * 
provided for identification purposes. Level of the classified information * 
involved must be specified. * 

(d) A complete and detailed explanation of the reasons * 
escort or other security measures cannot be provided by the contractor * 
effectively prevent aural and or visual access to classified information * 
by the visitor. * 

(e) Date of proposed visit and anticipated duration of time * 
required for the visit. * 

(£) Completed DD Form 48 and FD Form 258, as specified * 
in paragraph 26, or forms as directed by the UA. The contractor to be * 
visited shall act as a sponsor inst~ad of an employer in the completion * 
of forms and shall act as a witnes~ wherever required on the forms. Veri- * 
fication of U.S. citizenship shall be accomplished in the same manner as * 
required by paragraph 5ae. * 

UA. 
(2) Visit renewals may be authorized at the discretion of the * 

* 
(3) Personnel Security Clearances under the DISP are not 

authorized for a visitor in this category. 

42. Visits Involving Access to RESTRICTED DATA. 

a. Visits to a DoD or NASA contractor by a DoD or NASA representative 
or contractor shall be processed as prescribed in paragraph 37. 

* 
* 

b. Visits to a DoD or NASA contractor by representatives of UAls, other 
than DoD and NASA and their contractors, require prior approval of the DOE. 
The DOE F 5631.20 shall reflect this approval in part B of the form. Contrac
tors submitting visit requests in this category shall, after certifying to the 
clearance status of the proposed visitor(s) in part A-of the DOE F 5631.20, 
forward the form to the contracting officer for certification of the visitor's 
need-to-know and further processing, in accordance with the UAIS regulations. 
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The contractor rece1v1ng a visit request in this category shall ensure that 
the required certifications have been made and that the visit has received DOE 
approval. 

c. Visits to a UA contractor, other than to a DoD or NASA contractor by 
representatives of the contracting UA and between a prime contractor and his 
or her subcontractor on such a UA contract, shall be processed as prescribed 
in paragraph 41. 

d. Visits to a UA contractor, other than to a DoD or NASA contractor by 
representatives of UA's other than the contracting UA and by contractors other 
than under a prime-subcontractual relationship, require prior approval of the 
DOE and shall be processed in the manner prescribed in paragraph b above. 

Part 2. VISITS TO USER AGENCY ACTIVITIES 

43. General Rules -- In Addition to Paragraph 37. 

a. Contractors shall comply with any requests received from the 
Commander or Head of UA activities for additional information needed in the 
processing of visit requests. 

b. The contractor is encouraged at the time of the initial visit to 
request approval for subsequent visits within a period of 12 months, when 
necessary and consistent with the purpose of the initial visit. Arrangements 
for continuing visits will be made between the contractor and the Commander or 
Head of the UA activity. Final approval is the prerogative of the Commander 
or Head of the UA activity. 

c. Visits to DoD or NASA activities by DoD or NASA contractors, 
involving access to RESTRICTED DATA, shall ~e processed as prescribed in 
paragraph 42a. Visits to other UA's involving access to RESTRICTED DATA shall 
be processed in the manner prescribed in paragraph 42b. 

d. Contractor employees shall comply with written regulations and 
operating instructions issued by UA activities concerning visitors to such 
activities. 

44. Visits to User Agency Activities in the United States. 

a. Visits to Field Activities. Contractors desiring to have an 
employee or consultant visit a UA. activity involving access to classified 
information shall address a request in writing to the Commander or Head of the 
activity to be visited. Visit requests shall be accompanied by a statement 
from the contracting officer that the release of classified information is 
required in connection with a specified classified contract or program. 
(Visit requests normally will be sent via the contracting officer.) 

b. Visits to UA Activities in the Washington, D.C. Area. Requests to 
visit offices of headquarters activities of the UA's in the Washington, D.C. 
area shall be submitted in writing and addressed to the specific office to be 
visited. Whenever possible, the exact code number, division, branch, and so 
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on, of the activity or office to be visited shall be included in the address 
of the request. Visit requests shall be accompanied by a statement from the 
contracting officer that the release of classified information is required in 
connection with a specified classified contract or program. (Visit requests 
normally will be sent via the contracting officer.) 

c. As an exception to paragraphs a and b above, a visit request may be 
submitted directly to the activity or office to be visited without a statement 
from the contracting officer, when the classified information to be disclosed 
and the determination as to the contractor's need for such access is known to 
be a responsibility of the activity or office to be visited. This exception 
does not apply to visits involving access to classified intelligence 
information as set forth in paragraph e below. 

d. The contractor's request shall contain the information specified in 
paragraph 37d. 

e. If a contractor contemplates discussion or viewing of classified 
intelligence in the custody of a UA activity, the contractor's visit request 
shall be forwarded in all cases to the contracting officer of the UA activity 
authorized to release classified intelligence to contractors for the required 
need-to-know verification and routing to the UA to be visited. In addition to 
the information specified in paragraph 37d, the visit request shall contain 
the following: 

(1) the contractor's certification that: (i) access to classified 
intelligence is required for contract performance, and (ii) the contract is a 
classified contract (see paragraph 3i), and 

(2) sufficient additional information concerning classified 
intelligence required to permit the agency or activity receiving the visit 
request to assess: 

(a) applicability of available classified intelligence to the 
contractor's needs, and 

(b) whether available intelligence may be released to the 
contractor without permission of the originator and/or sanitation of the 
material. 

45. Visits to User Agency Activities Outside the United States. This 
paragraph is applicable when a contractor desires to have an employee make a 
classified or unclassified visit to a UA activity outside the U.S. The 
information required by paragraph 37d shall be furnished for the visits 
enumerated in this paragraph. 

a. Contractor Sponsored Visits. A contractor shall process a request 
for his or her employee to visit a UA activity outside the U.S. through DISCO 
to the UA activity concerned, if the visit is on the initiative of the con
tractor. The Commander or Head of the activity to be visited will notify the 
contractor of the approval or disapproval of the visit request. (See para
graph 50 for nn employee based in Europe.) 
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b. UA Sponsored Visits. A visit request for a contractor employee 
sponsored by a UA and traveling on the UA's orders will be processed by the 
UA, in accordance with the regulations of such agency. The traveler's orders 
shall reflect the traveler's level of security clearance, if required, in 
connection with the travel. The contractor shall submit the request for such 
visit directly to the UA activity concerned. 

Part 3. VISITS TO GOVERNMENT ACTIVITIES OTHER THAN USER AGENCIES 

46. Visits to DOE Installations or DOE Contractors. Requests for visits to 
DOE installations or to DOE contractors, which will require access to DOE 
classified information, shall be prepared utilizing DOE F 5631.20. (Copies of 
this form may be obtained from any DOE installation.) (In addition to 
completing the appropriate portions of the DOE F 5631.20), the contractor 
(usually the FSO) shall include in the first block of the form immediately 
after the personnel clearance data, a certification of the prospective 
visitor's PCL. The DOE F 5631.20 shall then be forwarded, for the required 
official certification, to the contracting officer of the UA who signed the DD 
Form 254 that was issued in connection with the contract for which the DOE 
classified information is required. 

47. Visits to Activities Other Than DOE. Requests for visits to government 
activities, other than UAls and the DOE, which involve the release of 
classified information to such activities in connection with a UA contract, 
require the approval of the contracting officer and, if the classified 
information to be released includes RESTRICTED DATA, the approval of the DOE. 
Such requests shall be submitted by the contractor to his or her contracting 
officer who will process the request. The contractor shall provide evidence 
of the fact that the activity to be visited had either requested the proposed 
visit or consented to the contractor's request for the visit. In addition, a 
statement shall be included explaining: (i) the purpose of the visit in 
detail, (ii) a description of the classified information to be divulged during 
the visit either to or by the activity being visited, and (iii) the direct or 
indirect effect the visit may have on the performance of the classified 
contract involved. 

Part 4. VISITS TO FOREIGN GOVERNMENTS AND ACTIVITIES 

48. General. 

a. Contractor visits to foreign governments or activities or to inter
national bodies fall into three categories. 

(1) The first includes visits that involve the disclosure of U.S. 
classified information: 

(a) in connection with a government-to-government agreement to 
furnish U.S. military equipment to the foreign government (that is, the 
purchase of the equipment is under a U.S., not a foreign government contract); 
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(b) in connection with exploratory sales visits, precontract 
negotiations, or contract performance, other than those covered under 
paragraph (a) above (that is, the purchase of the U,S. military equipment or 
services when and if consummated will be or is under a foreign government 
contract); or 

(c) in connection with U.S. Government presentations to 
foreign governments and international pact organizations, when the U.S. 
Government has requested the contractor's participation. 

(2) The second includes visits that do not involve disclosure of 
U.S. classified information, but where the foreign government or activity 
requires a U,S. security assurance on the visitor: 

(a) which involve disclosure of unclassified technical data on 
the "U.S. Munitions List· II or , -

(b) which will not involve disclosure of technical data on the 
"U.S. Munitions List." 

(3) The third includes visits on a commercial basis (that is, the 
visits do not involve disclosure of U.S. classified information and do not 
require a U.S. security assurance on the visitor). These visits mayor may 
not involve disclosure of unclassified data on the "U.S. Munitions List." 
Visits in this category are not processed under the provisions of this manual. 
However, the contractor is responsible for compliance with the ITAR and for 
obtaining a State Department export license or letter, if required. 

b. The following information concerning the requirements of the ITAR is 
furnished for the guidance of the contractor. 

(1) Disclosure of classified information, in connection with visits 
in the category described in paragraphs a(l) (a) and (c) above, does not 
require an export license. 

(2) Except as specified in paragraph (3) below, disclosure of 
unclassified technical data related to "U.S. Munitions List" items requires an 
export license. 

(3) An export license is not required if the visit has been 
approved on an unclassified basis by the UA concerned, and (i) the technical 
data to be disclosed is information covered by a manufacturing license or 
technical assistance agreement approved by the Department of State, or (ii) 
the technical data to be disclosed is exempt from the provision of the ITAR. 

c. Requests for visits to foreign governments or activities shall be 
processed only for an employee who is the subject of an LOC. Contractor
issued CONFIDENTIAL clearances are not valid for such visits. 

d. Visit requests shall be processed as follows. 

(1) Visit requests in the categories described in paragraphs 
a(l)(b) and a(2)(a) and (b) above shall be processed by the contractor through 
DISCO. 
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(2) Visits in the categories described in paragraphs a(l) (a) and ( 
above shall be processed by the contractor, in accordance with the regulations 
of the UA that is dealing with the foreign government. The contractor shall 
certify visit clearance information directly to the UA concerned. If the UA 
is unable to process such requests, they will so endorse the contractor's 
request and refer it to DISCO for processing. Such endorsement will 
constitute approval of the visit and reference to an export license will 
not normally be required on the visit request. 

e. Visit requests processed through DISCO shall be submitted in 
duplicate with one extra copy for each additional country to be visited, and 
shall contain the information required in paragraph 37d, as well as proposed 
visitor's passport or identification card number, and date and place of 
issuance. In addition, the contractor shall specify the category of visit 
that is involved (see paragraph a above) and, for a visit of the type 
described in paragraphs a(l)(b) or a(2)(a) above, will certify the export 
license number and license expiration date within the visit request. For 
visits to the Swiss Government and contractor facilities, the legal residence 
address of each visitor must also be shown. 

49. Processing Time. Visit requests should be received by DISCO at least 45 
days in advance of the proposed travel dat~ for all countries and U.S. 
overseas commands. Exceptions are for travel to Switzerland, which requires 
70 days advance notice. Requests for visits in France must be for specific 
dates, as France will not approve visits for indefinite periods. 

50. Use of OISI. If the U.S. contractor employee making the visit is based 
in Europe, or in an adjacent non-European country, the visit request may be 
submitted through OISI rather than through DISCO. The information required in 
paragraph 48e shall be included with the request. The OISI will verify the 
proposed visitor's security status. In addition to furnishing a copy of the 
export license or letter, when required in accordance with paragraph 48e, the 
contractor is responsible for compliance with the I TAR , if applicable, in the 
same manner as though the visit were arranged through DISCO. 

Part 5. VISITS IN CONNECTION WITH BILATERAL INDUSTRIAL SECURITY AGREEMENTS 
AND NATO VISITS PROCEDURES 

51. Visits in Connection With Bilateral Industrial Security Agreements. 

a. The following procedures apply to visits pertaining to precontract 
negotiations or contract performance under approved bilateral agreements 
involving a foreign classified contract in the U.S. or a U.S. classified 
contract in a foreign country. 

(1) Authorization for visitors or those visited to have access to 
classified information shall be limited to that necessary for official pur
poses in connection with precontract negotiations or contract performance. 
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When requested, the authority to visit the facility of the prime contractor 
may include authorization to have access to or to disclose classified infor
mation at the facility of a subcontractor engaged in performance of work in 
connection with the same contract. 

(2) A list may be developed to indicate those individuals who are 
authorized to visit the facility for extended periods of time, not to exceed 6 
months, as may be necessary in the performance of the contract. This 
authorization may be renewed for additional periodt;\ of 6 months as may be 
necessary in the performance of the contract. 

(3) Visits shall be approved only for persons possessing U.S. 
Government granted security clearances. 

b. U.S. contractor visits in connection with foreign classified 
contracts shall be processed in accordance with the provisions of paragraph 
48. 

c. Representatives of foreign governments visiting U.S. activities 
shall be processed as Category 4 visitors, in accordance with paragraph 41d, 
if the U.S. classified information is involved in the foreign government's 
contract. If only foreign classified information is involved, the visit shall 
be processed by DISCO. 

52. NATO Visit Procedures. The following visitor control procedures apply 
to a NATO precontract negotiation or to a NATO co~tract awarded to a U.S. 
contractor by a NATO government other than the U.S., a contractor of such NATO 
country, or a NATO international body. 

a. Visits by Representatives of a U,S. Contractor to the NATO Contract
ing Officer, a NATO Management Office, or a Contractor of a NATO Country Other 
Than the U.S. The visit request, in quadruplicate, will be directed through 
DISCO to the NATO contracting office or to the NATO management office and will 
be processed together with a Certificate of Security Clearance (see paragraph 
55). The Certificate of Security Clearance shall indicate whether or not the 
visitor has received a NATO security briefing. Whenever possible, the NATO 
security briefing will be accomplished prior to the submission of the visit 
request and the certificate will state so. When this is not practical, the 
visit request will include a statement as to when and by whom the NATO 
security briefing will be conducted. The visit request shall include the 
information specified in paragraph 37d, the visitor's passport or identity 
card number, date and place of issuance, and the NATO contract or program on 
which he or she is engaged. 

b. Visits by Representatives of NATO Contracting Officer, a NATO Manage
ment Office, or of a Contractor ofa NATO Country to the U.S. Contractor. 
Such requests shall be processed by the NATO activity concerned as a Category 
4 visit (see paragraph 41d) through the appropriate UA activity. Such visit 
requests will contain the information specified in paragraph a above. 

c. Visits in Connection with NATO Contracts by Representatives of a 
U.S. Contractor to Another U.S. Contractor in the U.S. 

(1) Such visits shall be processed as Category 1 visits (see paragraph 
41a), if both contractors are performing on the same NATO contract in a prime 
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contractor to subcontractor or subcontractor to subcontractor relationship. A 
statement on NATO security briefing shall be included in the visit request. 

(2) If no contractual relationship exists between the contractors, 
the visit request shall be processed as a Category 2 visit (see paragraph 41b) 
requiring the approval of the NATO contracting officer whose information is 
involved. Supporting information on NATO briefing and the Certificate of 
Security Clearance shall be included in such visit requests. The visit 
request, together with two copies of the Certificate of Security Clearance, 
will be processed through DISCO to the NATO Contracting Officer. 

d. Recurring Visits. Subsequent visits shall be processed in accordance 
with paragraph 37f. Authorization for subsequent visits shall not exceed a period 
of 12 months, but may be subject to renewal for succeeding periods of 12 months, 
if required (see paragraph 53b for NPLO visit requests). 

53. NPLO Programs Clearance and Visit Procedures. Clearance and visit 
control procedures in effect for contractors performing on specific NPLO 
programs are different from other NATO visit procedures. Current NPLO 
programs are HAWK, F-104G, NAMSA, and NISCO. As an aid to simplifying visit 
procedures, it is necessary to establish the visiting contractor employee's 
clearance in connection with a specific NPLO program. This may be accomplished 
prior to the initial or concurrently with the request for such visit. 

a. Initial Visits. 

(1) The visit request, in quadruplicate, will be directed through 
DISCO to the NPLO Management Office with a copy to the NATO activity to be 
visited and will be processed together with a Certificate of Security Clearance 
(see paragraph 55). The visit request shall include the information specified 
in paragraph 37d, the visitor's passport or identity card number, date and 
plac.e of issuance, and the NPLO program with which he or she is concerned. 

(2) The DISCO will forward the visit request to the NPLO Management 
Office, which will inform appropriate NATO and foreign activities of its 
action; that is, approval or disapproval. 

(3) The Certificate of Security Clearance will be forwarded by 
DISCO to the NATO Office of Security, Industrial Security Section, for 
recording and dissemination of the information to the NATO member countries 
and NPLO Management Offices concerned. 

(4) In case of urgency when a Certificate of Security Clearance has 
not been forwarded to the NATO Office of Security, Industrial Security 
Section, in advance, DISCO wl.ll attach a copy of the Certificate of Security 
Clearance to the visit request for transmission to the NPLO Management Office. 

b. Recurring Visits. If the initial visit is approved, subsequent 
visits, not to exceed 6 months to the same NPLO activity for the same U.S. 
contractor employee, will be processed by the U.S. contractor directly to the 
NPLO activity to be visited. That activity will notify the contractor of the 
approval of the visit. These subsequent visit requests will contain the 
information required by paragraph 37d and will include the visitor's passport 
or identity card number, and date and place of issuance. 
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54. Records of NATO Visits. The contractor shall keep a separate set of 
visitor records for NATO visitors containing the information specified in 
paragraph 39. 

55. Certificate of Security Clearance. 

a. A standard format Certificate of Security Clearance has been adopted 
for use within the NATO community in connection with visits from one NATO 
country to another, or to a NATO office, agency, command, or to or between 
contractors when a visit will involve access to NATO classified information. 

b. The Certificate of Security Clearance shall be completed on plain 
bond paper by the contractor for his or her employees desiring to make a 
visit, and submitted in duplicate for certification to DISCO. The employee's 
name shall be listed in the following order: last name, first name, middle 
name. 

c. This certificate shall be sent sufficiently in advance by the con
tractor through DISCO so as to ensure receipt by the foreign officials of the 
NATO offices, agencies, commands, or contractors before arrival. In excep
tional circumstances, the information required by the certificate may be 
supplied by other means of communication, but must be confirmed in writing. 
Normally, a copy of this certificate should not be given to the traveler. 
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(Sample) 

DEFENSE INDUSTRIAL SECURITY 
CLEARANCE OFFICE 

Certificate of Security Clearance 

(Authorizing Access to NATO Classified Information) 

Issued by ~ ____ ~--------------------------__ ------__ ------------------__ __ 
Date and place of issue 

Valid until 
(If issued--t-o--a-n~i-n~d~i-v~i~d-u-a~l-,--t~h~i-s--c-e-r-t~i~fi~c-a~'t-e--s~h~o-u~l~d~b~e--r-e-t-u-r-n-e-d~t-o--t~h-e-----

granting authority on the termination of the mission for which issued.) 

This to certify that ____________ ~--
Last name, first name~ middle name 

Date of birth 
Place of birth--------------------------------~--------------------------

Nationality ~-----------------------------------------------------------Where employed ----------------------------------------------------------Programme(s) 
Holder of passport/identity card No. 
Issued at 
Military rank and number ~----~----~~----__ ------~~----~--~--~~~-

(where applicable) has been cleared for access to information classified 
up to and including 

------~~~~~--~--~--~--~------------------------in accordan(!e with current NATO Security Regulations. 
(Has) (Has not) received a NATO Security briefing. 
Date of briefing: 

Signature and Title of Granting Authority 
(seal or stamp) 
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Section VI. SUBCONTRACTORS, VENDORS, AND SUPPLIERS 

56. Application to Subcontractors. The provisions of this manual apply 
to subcontractors, vendors, or suppliers of prime contractors (llereafter 
referred to as a subcontractor). A subcontractor shall submit requests 
through the prime contractor to the contracting officer for an authorization 
or approval requiring action by the contracting officer under the provisions 
of this manual. However, if any such request is clearly encompassed in an 
authorization previously given in writing to the prime contractor by the 
contracting officer, in relation to a specific contract, the prime contractor, 
acting within the scope of such authorization, may approve or disapprove such 
request. Requests involving release of U.S. classified information to foreign 
subcontractors must be forwarded to the UA for authorization. 

57. Application to Sub-Subcontractors. For the purposes of this manual, 
each subcontractor shall be considered as a prime contractor in relation to 
his or her subcontractors. 

58. Determination of Clearance Status. 

a. The prime contr.actor shall determine from the Personnel Investiga
tions Center (PIC)-Clearance Verifications Activity (CVA), mailing address: 

Defense Investigative Service 
PIC-CVA 
P.O. Box 1211 
Baltimore, MD 21203-1211 
Telephone Number (301)633-4820 

that the prospective subcontractor has been granted an appropriate FCL prior 
to disclosure of any classified information, unless there is an existing con
tractual relationship between the parties involving classified information of 
the same or higher category. (An FCL is not prima facie evidence that a 
facility has the capability to physically safeguard classified material.) If 
physical possession of any classified material is to be granted to the 
prospective subcontractor, the procedures outlined in paragraph 59 shall be 
followed. 

b. If the prospective subcontractor does not have an appropriate * 
FCL, the prime contractor may request the CSO of the subcontractor to * 
initiate clearance action. The term "prospectj.ve subcontractor," as used * 
herein, means a subcontractor whose services are required for the perfor- * 
mance of an existing classified contract or subcontract. Requests will * 
include, as a minimum, the full name, address and telephone number of the * 
requester; the full name, address. and telephone number of a contact at the * 
facility to be cleared; the level of clearance and safeguarding capability * 
required; and full justification for the request. * 

c. Requests to process a prospective subcontractor for an FCL must * 
be based on a bona fide procurement need for the prospective subcontractor * 
to have access to, or possession of, classified information during con- * 
tract activity, such as preparation of bids and proposals and precontract * 
negotiations, the performance of the subcontract, and all aspects of post- * 
contract activity. Requesting cleared contractors shall allow sufficient * 
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lead time in connection with the award of a classified subcontract to * 
enable an uncleared bidder to be processed for the necessary FCL. When * 
the FCL cannot be granted in sufficient time to qualify the prospective * 
subcontractor for participation in the current contract activity, the CSO * 
will continue the clearance processing action to qualify the prospective * 
subcontractor for future classified contract consideration provided: * 

(1) The delay in processing the FCL was not occasioned by a * 
lack of cooperation on the part of the prospective subcontractor; * 

(2) Future classified contract negotiations may likely occur * 
within 12 months; and 

(3) There is a reasonable likelihood the contractor may be 
awarded a classified subcontract. 

59. Safeguarding Abilit.1.' 

* 

* 
* 

a. Prime contractors, having complied with paragraph 58a, shall obtain 
written approval from the contracting officer, or his or her designated repre
sentative, prior to the disclosure of TOP SECRET information to prospective 
subcontractors. 

b. Prime contractors, having complied with paragraph 58a, shall deter-· 
mine that prospective subcontractors meet the requirements of this manual for 
safeguarding TOP SECRET, SECRET, and CONFIDENTAL material prior to granting 
physical possession of such material to prospective subcontractors. (This 
determination may be made at the same time as the FCL determination is made 
under paragraph 58a.) l/ Such determination shall be based on the following: 

(1) the prime contractor's knowledge of the ability of the pro
spective subcontractor to safeguard adequately the material to be released 
and produced under the subcontract based on a current contractual relation
ship involving classified material of the same or higher category as that to 
be released or produced under the new subcontract, 9..E. 

(2) the written authorization of the PIC-CVA or, if appropriate, 
the CSo of the prospective subcontractor. In this connection, the prime con
tractor shall provide the PIC-CVA or the CSO of the prospective subcontractor 
with available information, such as description, quantity, end-item, and 
classification of infornlation related to the proposed subcontract and any 
other factors, in order to assist the PIC-CVA or the CSO in determining 
whether the prospective subcontractor meets the safeguarding requirements 
of this manual. 

1/ Under the following circumstances, the PIC-CVA will not be able to 
respond and requesters shall make inquiries to the appropriate CSO: 
(i) requests involving the transfer of material that would require 
more than two cubic feet of storage, (ii) requests involving commercial 
carriers under the provision of paragraph 17c5(c), Industrial Security 
Manual, and (iii) requests for certification of security clearance and 
safeguarding ability to the DTIC. 
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(3) The PIC-CVA or, if appropriate, the CSO of the prospective 
subcontractor shall advise the prime contractor in writing that the pro
spective subcontractor is or is not physically equipped to safeguard the 
classified material involved. When necessary action is taken by the 
prospective subcontractor to provide adequate safeguards, the CSO of the 
prospective subcontractor shall immediately inform the prime contractor. 

(4) Verifications may be requested from the PIC-CVA by telephone 
or letter and from the CSO, if appropriate, by message, telephone, or letter. 
Should the foregoing verifications be requested via telephone, oral confirma
tion will (normally) be immediately provided. In any event, under normal 
circumstances written confirmation will be furnished to the requester within 
5 working days from receipt of inquiry, regardless of mode. Unless otherwise 
notified (superseded) in writing by the PIC-CVA or the CSO, if appropriate, 
each verification furnished in accordance with this paragraph shall remain 
valid for a period of 1 calendar year from the date of issuance. (Note: In 
most instances the confirmation will be on the CSO's letterhead.) 

(5) Clearance status and safeguarding capabilities of facilities 
shall be obtained only when a specific procurement need exists. 

60. Classification Guidance. 

a. Prime contractors have a requirement to inform prospective subcon
tractors of the category of classification to be assigned the various elements 
in a subcontract, RFQ, RFP, IFB, or other solicitation. The prime contractor 
in preparing the DD Form 254 for his or her subcontracts may extract pertinent 
data from the DD Form 254 pertaining to the prime contract. The DD Form 254 
prepared by the prime contractor shall be submitted to the official shown in 
item 16e of the prime contract's DD Form 254 for approval and distribution, or 
authorization and instructions for distribution, by the prime contractor. In 
the absence of exceptional circumstances which clearly support classification, 
the DD Fonll 254 will not be classified. If classified supplements are required 
as part of the security guidance, they shall be identified in item 15 of the 
DD Form 254 and forwarded by separate correspondence. Classified information 
shall be so furnished after verifying clearance status and safeguarding 
ability, in compliance with paragraphs 58 and 59. The provisions of this 
paragraph do not waive the requirements of paragraph 62. 

b. After selection of a subcontractor, the prime contractor shall 
prepare a DD Form 254 for the subcontract and shall request the official 
designated in item 16e of the DD Form 254 for the prime contract to approve 
and sign the DD Form 254 for the subcontract and to make the required distri
bution. However, with the agreement of the contracting activity, the prime 
contractor may accomplish the required distribution of the approved DD Form 
254. The distribution schedule of the DD Form 254 is included as paragraph 
61. 

c. When the prime contractor receives a revised DD Form 254 providing 
additional guidance or a change in guidance, he or she shall prepare a revised 
DD Form 254 for each subcontractor whose DD Form 254 requires a related 
change. An ACO/PCO authenticating signature and distribution, or instructions 
for distribution, of the contractor's DD Form 254 are required. When prime 
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contractors receive notices that reviews have reaffirmed their existing 
guidance, or receive revised DD Forms 254 that do not require related changes 
in any subcontractors' DD Forms 254, they shall promptly give written notices 
of reaffirmation of guidance to each subcontractor involved. This notice of 
reaffirmation to subcontractors does not require ACO/PCO authenticating 
signature. Instead, a true copy of the notice of reaffirmation received by 
the prime contractor, or, when applicable, a true copy of pages 1 and 2 of the 
revised DD Form 254 received by the prime contractor, annotated by the prime 
contractor with the statement, "This revised DD Form 254 does not affect your 
current DD Form 254 dated ," will suffice. In either 
of the above cases, a signed transmittal letter from the prime contractor 
shall be attached. Distribution of this written notice of reaffirmation to 
subcontractors shall be in accordance with paragraph b above. With respect to 
a MFO, the HOF shall provide the guidance for the revised DD Form 254, or the 
written notice of reaffirmation of the existing guidance described above, as 
applicable, to each of its operating facilities affected by the revised 
guidance or involved in the notice, as the case may be. 

d. The prime contractor will receive from the UA a DD Form 254 for each 
classified item of GFP or GFE issued or authorized for purchase, when such 
material is not covered by the classification specification issued with the 
contract. The contractor shall furnish a DD Form 254 providing the classifi
cation specification necessary for each of the subcontractors requiring use of 
classified GFP or GFE in connection with their contracts or negotiations for 
contracts with the prime contractor. 

e. A new DD F01~ 254 is not required for a follow-on contract or sub
contract when the procurement is of a recurring nature, or the end item is not 
changed and there is no change in the security classification requirements of 
the contract. However, a copy of the currently valid DD Form 254 for the 
preceding subcontract shall be furnished and distributed with the follow-on 
subcontract and annotated in items 3 and 4 to show the contract number and 
date of the follow-on prime contract and subcontract. Item 6 will also be 
completed, as appropriate. 

f. There is no authorized substitute for the DD Form 254. There are 
exceptional conditions in which a prime contractor has a serious time limita
tion in preparing his or her response to a RFP, IFB, or similar solicitation 
to a UA. In such cases the prime contractor, concurrent with dispatching the 
DD Form 254 for official U.S. Government approval and signature, may supply an 
unofficial copy of the same guidance to a prospective subcontractor for the 
latter's use pending receipt of the approved and signed DD Form 254. 

g. A single DD Form 254 may be used to provide the classification speci
fication for an open-end or call type subcontract, except when the individual 
call, purchase order, or request for services or products requires a different 
classification specification from that provided for the overall subcontract. 

h. The following special provisions dre applicable to service, graphic 
arts, research, or conunercial carrier classified contracts. 
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(1) A DD Form 254, which specifies the highest level of 
classification involved, but does not provide detailed classification 
guidance, will be issued under the following circumstances. 

(a) The total requirement of the contract is the performance 
of a service, all of which takes place at a cleared contractor's facility or 
U.S. Government activity which has and makes available, for use by the con
tractor performing the service, a currently valid Contract Security Classifi
cation Specification, which includes complete guidance for the service to be 
performed. In such cases, item 15 of the DD Form 254 will be annotated: 
"Using contractor or activity will furnish complete classification guidance 
for the service to be performed. The highest level of classification for the 
contract is (TOP SECRET~ SECRET, or CONFIDENTIAL). Contract performance is 
restricted to (name of facility or location)." 

(b) The contractor has no performance requirement involving 
actual knowledge of, generation, or production of classified information, but 
has only a requirement to be physically present in an area where classified 
information is located. Examples include, but are not limited to, contracts 
calling for guard, alarm, alternate storage, or equipment maintenance services. 
In these cases, item 15 of the DD Form 254 will be annotated: "Actual knowledge 
of, generation, or production of classified information is NOT REQUIRED. This 
document serves as written notice of the letting of a classified service con
tract. The highest level of classification for the contract is (TOP SECRET, 
SECRET f or CONFIDENTIAL)." 

(c) The contract requirement is limited to graphic arts 
reproduction and classification markings appearing on the material to be 
reproduced. These classification markings constitute the required Contract 
Security Classification Sp0cification. In these cases, item 15 of the DD Form 
254 will be annotated: "Reproduction service only. The highest level of 
classification for the contract is (TOP SECRET, SECRET, or CONFIDENTIAL). 
Classification markings on material to be reproduced specify the required 
security guidance." 

(2) When a cleared commercial carrier enters into a classified 
service subcontract with a cleared facility, within the meaning of paragraph 
(l)(b) above, the carrier, serving as a prime contractor for such purpose, will 
issue a DD Form 254 to that cleared facility. In any such case, the require
ments of paragraphs (1)(b) above and (3) below will apply. 

(3) In each of the cases described in paragraphs (1) and (2) above, 
if a subcontract at any tier is involved, the DD Form 254 for the subcontract 
will not require authentication by the signature of an ACO/PCO. Instead, the 
contractor who is the principal prime, or who serves as a prime contractor in 
relation to a subcontractor in the particular case, will complete and sign 
item 16. Further, in all cases distribution of the DD Form 254 will be made 
to the subcontractor involved, his or her CSO, and the contract administration 
office(s), if designated, of the immediate prime contractor and subcontractor 
involved. 
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(4) Where a contract involves research services requiring detailed 
classification guidance, but it is too early to determine these detailed 
requirements, item 15 of the DD Form 254 will be annotated: "This is a 
research contract. The highest level of classification for the contract as a 
whole is (TOP SECRET, SECRET, or CONFIDENTIAL). A revised DD Form 254 will be 
issued as soon as possible, to provide detailed security classification 
guidance. II 

i. In the case of a subcontract, which is expected to require access 
only to classified reference material (see paragraph 3bt), an original DD Form 
254 will be issued to describe the highest category or various categories of 
classification of such material to which access will be required and to provide 
other instructions, as appropriate, for example, the protection of information 
extracted from such material. Classification guidance concerning reference 
material is the responsibility of the department or agency having classification 
jurisdiction over such material at the time it was prepared, or of the current 
successor in interest of that department or agency. When the prime contractor 
requires classification guidance for reference material in order to prepare a 
DD Form 254 for the subcontractor, or for other reasons and needs assistance 
in identifying the responsible department or agency, he or she shall, by 
direct communication, seek assistance from the following: 

(1) The secondary distribution source from which the material was 
received. Examples of secondary distribution sources are: DTIC, Alexandria, 
Virginia 22314 and its field extensions; DoD Information Analysis Centers; and 
the Redstone Scientific Information Center, U.S. Army Missile Command, Redstone 
Arsenal, Alabama 35808. 

(2) The UA contracting office last involved with the contractor 
concerning the subject matter of the material. 

(3) If unsuccessful in identifying the responsible department or 
agency by communication with (1) and (2) above, the contractor shall seek 
assistance from: 

(a) the UA which awarded the prime contract, £E 

(b) the Director for Information Security, OUSD(P). 

61. Required Distribution. Original, final, and revised DD FOIms 254, 
supplements, attachments, and written confirmation of eXisting classification 
specifications are to be distributed as follows ~!. 

'!:.! Reflect the distribution in the "Required Distribution" block of the DD 
Form 254. For SENSITIVE COMPARTMENTED INFORMATION contracts, distribution 
of the DD Form 254 and attachments will be as prescribed by the procuring 
contracting agency concerned. 
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a. For prime contracts: 
(1) Prime contractor 
(2) CSO of prime contractor 
(3) Appropriate ACO 
(4) Quality assurance representative 
(5) Official identified in item 12b, DD Form 254 
( 6) Others as necessary 

b. For subcontractors: 
(1) Prime contractor 
(2) Approprj,ate ACO 
(3) Subcontractor 
(4) CSO of Subcontractor 
(5) Quality assurance representative 
(6) Official identified in Item 12b, DD Form 254 
(7) Others as necessary 

c. For sub-subcontracts: 
(1) Prime contractor 
(2) Appropriate ACO 
(3) Subcontractor 
(4) Sub-subcontractor 
(5) CSO sub-subcontract0Y 
(6) Quality assurance representative 
(7) Official identified in Item 12b, DD Form 254 
(8) Others as necessary 

d. For solicitations (IFB, RFQ, RFP), distribution of DD Form 254 for 
IFB, RFQ, or RFP, will be the same as for the prime contract, subcontract, or 
sub-subcontract to which the solicitation is related, except that none is to 
be sent to the quality assurance representative. 

62. Notification of Selection. The prime contractor shall immediately 
furnish in wt'iting to the contracting officer, or his or her designated 
representative, the names and addresses of each of the subcontractors to 
be engaged on classified work under a prime contract, and the highest clas
sification of information that shall be released or developed thereunder. 

63. Unsatisfactory Security Conditions. If notified by a CSO of unsatisfac
tory security conditions within a subcontractor's facility, contractors shall 
follow the instructions they receive from the contracting officer relative to 
what action, if any, should be taken in order to safeguard classified material 
relating to their subcontract. 

64. Disposition of Classified Information. The subcontractor shall destroy 
classified material, as provided by paragraph 19, unless the prime contractor 
requests return or authorizes retention. However, the prime contractor shall 
obtain the approval of the contracting officer, or his or her designated 
representative, authorizing a subcontractor to retain classified information. 
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65. Subcontracting With Foreign Industry. 

a. The U.S. has entered into bilateral security agreements with 
several foreign governments to establish the intent of both parties to 
protect each others classified information. The U.S. negotiates two basic 
types of security agreements, the General Security of Information Agreement 
(GSOIA) and the Industrial Security Protocol. The CSO should be contacted 
concerning whether a particular country has entered into either type of 
bilateral agreement. 

(1) The General Security of Information Agreement (GSOIA). The 
GSOIA is a government-to-government agreement, negotiated through diplomatic 
channels. It states, in substance, that each party to the agreement will 
afford to the classified information provided by the other the degree of 
security protection afforded it by the releasing government. It contains 
provisions concerning the use of each government's information, third party 
transfers, and proprietary rights. It specifies that transfers of informa
tion will be on a government-to-government basis. It provides that both 
parties agree to report any compromise, or possible compromise, of classi
fied information furnished by the other party. Moreover, the GSOIA states 
that both parties will permit visits by secur.ity experts of the other party 
for the purpose of conducting reciprocal security surveys. The purpose 
of such surveys is to determine whether the foreign government has the 
capability to protect U.S. classified information in a manner that is 
substantially equivalent to the protection afforded to it by the U.S. 

(2) The Industrial Security Protocol. The Industrial Security 
Protocol is negotiated by the DoD as an annex to the GSOIA, with those 
foreign governments with which DoD has entered into coproduction, codevelop
ment, and/or reciprocal procurement arrangements, involving industry. It 
includes provisions for clearance of facilities and personnel, the handling 
and transmission of classified material, and procedures for visits. 

b. The above-cited security agreements apply only when a contract, 
subcontract, or other such government approved arrangement, is awarded to a 
foreign or U.S. contractor by or on behalf of the U.S. Government or the 
signatory foreign government, as applicable. They do not apply in the case 
of an industry-to-industry arrangement, unless it is in furtherance of a 
documented government-to-government cooperative program, for example, a co
production memorandum of understanding. In such instances, the government
to-government arrangement will stipulate that all classified military in
formation approved for release under the program will be safeguarded, in 
accordance with the applicable GSOIA and Industrial Security Protocol. If 
such agreements do not exist with the fore.ign gOV€lrnment concerned, the 
necessary security provisions are incorporated in the documentation estab
lishing the government-to-government program. Consequently, subcontracts, 
which require the release of U.S. classified military information, may be 
a~arded t.o foreign industry only when: (1) the subcontract is in 
furtherance of a specific government-to-government arrangement, or (2) 
assurances are obtained through government channels that the government of 
the country in which the foreign industry resides will assume responsibility 
for ensuring the security protection of the U.S. classified information 
involved. All such subcontracts require the approval of the VA having 
jurisdiction over the classified information involved. 
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66. Subco~tracts Arising From Foreign Classified Contracts. Unless 
specifically prohibited in the contract, a U.S. contractor awarded a foreign 
classified contract by a government with which the DoD has entered into a 
bilateral industrial security agreement may subcontract within the U.S., in 
accordance with the provisions of this manual, within the country of the con
tracting foreign government, in accordance with instructions furnished by the 
designated agency of that government, through the Deputy Director (Industrial 
Security), HQ DIS. In addition, a U.S. contractor may subcontract within any 
other cou'ntry only with the permission of, and under conditions agreed to by, 
the contracting government, and the government of the country of the subcon
tractor. These conditions shall be furnished to the contractor through the 
Deputy Director (Industrial Security), HQ DIS. In those cases where U.S. 
classified information is involved in the subcontract, the contractor or 
foreign government, shall, prior to its release to the foreign government, 
obtain an export letter/license authorization from the Department of State or 
specific approval of the U.S. UA that originated the information. 
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Section VII. CONSULTANTS 

67. General. PCL and/or FCL requirements for self-employed consultants * 
to UA activities and contractors shall be determined in accordance with * 
this section. In all cases, self-employed consultants shall have valid * 
PCL's issued in accordance with the requirements of this manual. Consul- * 
tants are not eligible for access to classified information outside the * 
U.S. and its trust territories and possessions, unless in official travel * 
status of not more than 90 days in any 12-month period. Consulting firms * 
and Type B Consultants shall be processed for an FCL. As a general rule, * 
however, self-employed consultants will not require an FCL, regardless of * 
the business structure involved. The CSO will provide advice regarding the * 
need for a particular consulting firm to be cleared. * 
68. Consultant -- Type A. The consultant does not possess classified 
material, except at the using contractor's cleared facility, on the pre
mises of a UA activity, or while on visits authorized under section V. 
All requirements of this manual apply to the consultant who, for security 
administration purposes only, shall be considered to be an employee of the 
UA. 

a. Should an FCL for the consultant not be required, the using 
contractor or UA activity and the consultant shall jointly execute a 
certificate as follows. 

(1) Except in connection with authorized visits: classified 
material shall not be possessed by the consultant off the premises of the 
using contractor or UA; the using contractor or UA shall not furnish classi
fied material to the consultant at any other location than the premises of 
the using contractor or UA, and performance of the consulting services by the 
consultant shall be accomplished at the activity of the using contractor or 
UA; and classification guidance will be provided by the usi~g contractor or 
UA. 

(2) The consultant shall not disclose classified information to 
unauthorized persons. 

* 
* 
* 

(3) The using contractor or UA shall brief the consultant as to the 
security controls and procedures applicable to the consultant's performance. 

b. One copy of such certificate shall be furnished by the using con
tractor to his or her CSO. In the case of a consultant to a UA activity, 
the certificate shall be retained by the Commander or Head of that activity. 

c. The consultant shall complete the forms required by paragraph 26. 
These forms shall be submitted to DISCO through the UA activity or the 
contractor for which the consulting service is to be performed. Each 
application for clearance shall be accompanied by a copy of the certif
icate prescribed by paragraph a above. The LOC shall be issued to the 
using contractor or UA activity, as appropriate. 
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d. Failure to accomplish the certification described above shall 
require the processing of an FCL, as prescribed by paragraph 21. 

69. Consultant -- Type B. The consultant possesses classified material at 
his or her place of business or residence, the consultant having full 
responsibility for security of the classified material. 

a. An FCL is required for the consultant to cover the premises at which 
he or she will possess the classified material and perform the consulting 
services. 

b. Consultants of this type shall be considered to be prime contractors 
to the UA activity, or subcontractors to the using contractor. 

c. The provisions of this manual pertaining to contractors or subcon
tractors, as appropriate, shall apply. 

70. Consultant -- Type C. Consultants possess classified material at their 
regular employer's cleared facility, the consultants and their employer having 
agreed as to their respective responsibilities for security of the classified 
material. The clearance status and safeguarding ability of the consultants' 
regular employer shall be obtained from the employer's CSO, prior to the 
disclosure or release of any classified information to the consultant. 

a. No requirement exists for a separate FCL for the consultant (including 
execution of the DD Fonn 441 and the DD Form 441s) or to have an eXisting 
FCL raised, provided that the employing facility, and the employee who is 
acting as a consultant to another contractor or to a UA activity, are both 
cleared for access to at least the category of classified information as that 
to which the consultant will require access, and provided the employing 
facility and the employee jointly execute a letter agreement to safeguard 
classified information for an employee performing consultant services (see 
appendix I, paragraph U) by which the employing facility and the employee 
agree to the following. 

(1) Both agree to place classified material, which the consultant
employee must have in his or her possession, into the employing facility's 
accountability system. 

(2) Both agree to incorporate procedures in the employing facility's 
SPP, which prohibit the dissemination of the classified material within the 
facility, except that appropriately cleared personnel of the facility may be 
designated in writing on a strict need-to-know basis to provide the consulting 
employee clerical, destruction, and reproduction services necessary to his or her 
performance as a consultant. 

(3) Both agree to furnish the employee, who is acting as a consultant, 
a storage container, so that the classified material may be stored under his 
or her control. Access to the storage container shall be limited to the 
employee who is acting as a consultant and the minimum number of employees 
designated in accordance with paragraph (2) above, which are essential to 
support the consultant. 
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(4) Both agree to advise its CSO immediately on any change in the 
consultant's status as an employee of the facility. 

b. One copy of the letter agreement described in paragraph a above, 
shall be furnished by the employing facility to its CSO, and one copy to the 
contractor or UA employing the consultant. 

c. In the event it is necessary to raise the consultant's PCL to 
a higher level (not above that of the employing facility), the consultant 
shall complete the forms required by paragraph 26 and submit them through the 
employing facility to DISCO with a copy of the letter agreement prescribed in 
paragraph a above. (If required to be cleared to a higher level than that of 
the employing facility, the consultant shall be processed for a separate FCL, 
in accordance with paragraph 69, and required to maintain a security program 
fully independent of that of his or her employer.) 

71. Consultants to User Agencies Employed Under Civil Service Procedures. 
Security clearances for persons employed as consultants to UA's under civil 
service procedures normally will be issued under the separate regulations of 
the UA concerned. However, UAls may process such a consultant for a PCL 
and/or an FCL under the provisions of paragraph 68-70, when deemed desirable. 
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Section VIII. PARENT-SUBSIDIARY AND MULTIPLE FACILITY ORGANIZATIONS 

72. Parent-Subsidiary Relationships. 

a. When a parent-subsidiary relationship exists between two companies, 
the parent company must have an FCL of the same or higher classification level 
as the subsidiary company, unless by formal action of its board of directors 
or similar executive body: (i) it is excluded from access to all classified 
infor,mation held by the subsidiary company, or (ii) it is excluded from access 
to classified information held by the subsidiary company, which is of a higher 
classification level than the parent company's FCL. However, if the parent 
company is under FOCI, exclusion action may not be taken. In such circumstances, 
the subsidiary company is ineligible for an FCL. (Certain exceptions to this 
rule can be made \.,hen the foreign ownership or control is exercised by a 
Canadian or U.K. interest. Consult the CSO for details.) Each exclusion action 
shall be made a matter of record in the minutes of the executj~e body of both 
the parent company and the subsidiary company. Two copies of both sets of 
minutes shall be furnished to the CSO of each cleared subsidiary company, along 
with a copy of the DD Form 441s, executed independently by the excluded parent 
company and the subsidiary company. In addition, when offi.cers or directors 
of a subsidiary hold similar positions with the excluded pa.rent company, they 
shall execute one of the following certificates, as appropriate: (i) "I under
stand that the (name of parent company) is not cleared for access to classi
fied information and I certify that I shall not disclose classified information 
to the (name of parent company) or any of its agents, regardless of my official 
business or personal association therewith," ~ (ii) "I understand that (appro
priate classification level) is the highest level of classified information 
which may be disclosed to the (name of parent company) or any of its agents, 
regardless of my official business or personal association therewith." Official 
notice of the execution of each such certificate shall be made a matter of 
record in the minutes of the executive body of the subsidiary company and two 
copies of the minutes shall be furnished to the CSO of the subsidiary. Two 
copies of each certificate, executed in accordance with the requirements of 
this paragraph, shall be furnished to the CSO of the subsidiary. 

b. Interchange of classified information and visits between a parent and 
its subsidiaries, or between the subsidiaries, shall be accomplished in the 
same manner as an interchange between a prime contractor and a subcontractor. 
However, in the case of a classified contract awarded to a subsidiary, the 
subsidiary, as necessary in the performance of the contract, may release 
classified information to the parent, when required, provided the paren.t 
company has an appropriate FCL and safeguarding ability. Moreover, where the 
parent organization is owned or controlled by a foreign interest, the U.S. 
subsidiary shall not release U.S. classified information to the parent, except 
with the express written authority of the contracting UA. In such cases 
visits between the subsidiary and the parent shall be considered as Category 1 

l/ Visits by cleared employees between facilities of an MFO are considered 
Category 1 visits and paragraph 41a applies. 
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visits, as defined in paragraph 41a. Neither the subsidiary nor the parent 
may release or disclose classified information, pertaining to the contract of 
the subsidiary, to other subsidiaries of the parent without specific approval 
of the contracting officer or his or her designated representative, or unless 
within the provisions for exceptions set forth in paragraph 5x. 

c. In case the parent corporation or its subsidiaries have cleared 
facilities which are collocated with each other (occupying the same office 
space or located side by side), the collocated facilities may request eso 
approval of a formal written agreement between the facilities to utilize 
con®on security services for: (i) personnel security administration, (ii) 
document control (to include storage), (iii) reproduction, (iv) visitor 
control, and (v) other similar administrative services. In all cases, the 
agreement shall be incorporated into the SPP (or appropriate supplement to an 
SPP) applicable to the facilities involved. The proposed SPP shall be 
submitted to the eso as part of the request. The SPP shall establish workable 
security procedures and clearly fix responsibility for security administration 
within the collocated facilities. The procedures shall be structured (for 
example, separate acc.ountability systems) to ensure that the need-to-know 
prinCiples outlined in the previous paragraph are not violated. One FSO shall 
be designated for all facilities; the designee shall be considered an OODEP of 
these facilities and shall require a concurrent clearance at each facility. 
Appropriately authorized (cleared with a need-to-know) personnel rendering 
security services shall be designated in the agreement by job title to provide 
the specific services agreed to. Additionally, procedures may be incorporated 
into the SPP whereby a machine run or other roster (for example, record of 
clearance) may be used in lieu of a visit letter, provided such records are 
maintained in a current status at all times. When combined, the SPP and the 
roster shall provide the essential information required in paragraph 37d. 

73. Multiple Facility Organizations (MFO). The home office facility * 
(ROF) of an MFa is responsible for ensuring compliance with the terms of * 
the Security Agreement (DD Form 441) and with the security requirements * 
for each classified contract being performed by all elements and locations * 
within the MFO, to include all cleared and uncleared subordinate locations * 
at which cleared personnel are located. A copy of the DD Form 441, with * 
Appendage (DD Form 441-1) shall be furnished to each facility listed in * 
the Appendage and to each eso concerned. The ROF shall have a facility * 
security clearance at the same, or higher, level as any cleared facility * 
within the MFO. Following are special procedures and requirements appli- * 
cable to an MFO. * 

a. Standard Practice Procedure (SPP). The SPP of an MFO shall * 
include security instructions which provide the controls necessary to * 
protect classified information within the organization. As a minimum, * 
the SPP shall include instructions for (1) maintaining clearance records/ * 
briefings, (ii) the transmission of classified information between the * 
cleared facilities, and (iii) for visits of employees between the cleared * 
facilities 1:./. Within each cleared facility, the SPP shall then be ada:nted, * 
as necessary, to meet the local conditions. When a contractor elects to * 
have the LOe's issued to the ROF or to a PMF, the subordinate cleared * 
facility remains responsible for complying with all provisions of this * 
manual applicable to a cleared facility unless specific allowable excep- * 
tions are identified in the ROF/PMF, and the cleared subordinate facility's * 
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approved SPP. If cleared employees are employed or physically located at * 
uncleared locations, the SPP for the HOF/PMF that holds their personnel * 
security clearances shall reflect that the HOF/PMF, as appropriate, is * 
responsible for personnel security administration. * 

b. Interchange of Classified Information. Classified information * 
may be interchanged among the cleared facilities of the MFO when essential * 
for contract negotiations and performance. The releasing facility is * 
responsible for determining that the proposed recipient facility has an * 
appropriate facility security clearance and the necessary safeguarding * 
capability. * 

c. Security Classification Guidance. Security classification guid- * 
ance, commensurate with the involvement of the receiving facility, shall * 
be provided by the releasing facility. This guidance does not have to be ~~ 

a DD Form 254 but it shall be written guidance tailored to the performance * 
of the receiving facility and shall include the prime contract number. A * 
copy of the DD Form 254 received by the releasing facility may be used, * 
if applicable, or guidance may be extracted from a DD Form 254 or from * 
an appropriate classification guide(s). Regardless of the form of the * 
guidance, it can be signed by the contractor. A copy shall h~' provided * 
to the eso of the receiving facility. If only classified documents are * 
provided to another facility, and the documents themselves provide the * 
necessary guidance, no further classification guidance need be provided. * 
If the receiving facility's performance will involve any special security * 
requirements, such as, special access briefings, prohibitions against * 
subcontracting, reproduction, or transmission, it is essential that * 
appropriate guidance be provided to the facility and its CSO. * 

d. MFO/PMF Security Clearances. Normally a cleared employee's * 
personnel security clearance is required to be at the same, or at a lower * 
level, as that of the facility's security clearance where the employee is * 
principally employed and the employee's LOC is retained by that facility. * 
However, there are exceptions allowed to these requirements in an MFO or * 
PMF with specifically defined geographical or functional areas for subordi- * 
nate cleared or uncleared locations where cleared employees are physically * 
cally located. The contractor may, with the prior approval of the CSO, * 
elect to have all LOC's issued to the HOF, or to one or more PMF's. Prior * 
to requesting DISCO to send LOC's to a HOF or PMF t the contractor shall * 
develop procedures for inclusion in its SPP and submit it to the CSO of * 
the HOF or the PMF for review. As a part of the SPP, the contractor shall * 
submit an initial listing of the name and location of subordinate facilities * 
(cleared and uncleared) for which the nOF and/or PMF will hold the LaC's. * 
The SPP shall specify the security responsibilities of these subordinate * 
facilities and m~ct have CSO approval prior to requesting DISCO to issue * 
LaC's to the HOF or PHF. * 

e. Personnel Security Administration Responsibilities in an MFa. * 
The following requirements are applicable when cleared employees are * 
employed or physically located at uncleared locations: * 
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(1) the contractor shall designate a properly cleared management * 
official at the uncleared location who shall: * 

(a) conduct recurring security briefings for all cleared * 
employees; * 

(b) provide written confirmation of the briefings to the * 
ROF or PMF that is holding the LOC' s; )~ 

(c) implement the reporting requirements of paragraph 6 * 
concerning all cleared employees at the uncleared locations and furnish ,~ 

the reports to the appropriate HOF /PMF for further submittal as N:"!.uired; * 
and * 

Cd) in situations when there is no :mitably cleared manage- * 
ment official available at the uncleared location, the recurring security * 
briefings may be conducted by the FSO of the HOF/PMF or their appropriate * 
cleared representative. These briefings may be conducted during visits by * 
the FSO to the uncleared locations or during visits by the employees to the * 
cleared facility. The FSO shall retain a record of the briefings until * 
after the next security inspection by the CSO. Such procedures shall be * 
set forth, as appropriate, in the ROF /PMF SPP. * 

(2) The HOF or PMF shall provide appropriate reports to its eso * 
listing all uncleared locations where cleared employees are located. * 

(3) All classified visit requests shall be dispatched by the HOF * 
or PM],. * 

(4) Procedures applicable to briefing cleared employees who are * 
assigned to locations outside the U.S. are contained in paragraph 97. * 
74. Temporary Help Suppliers. 

a. General. A temporary help supplier is a subcontractor who dispatches 
personnel on his or her payroll to perform work on the premises of the using 
contractor or UA (see paragraph 5ab). A temporary help supplier and his or her 
field, branch, or associate offtces having a valid parent-subsidiary or MFO 
relationship are covered in paragraphs 72 and 73 respectively. The following 
paragraphs are concerned with: 

(1) a temporary help supply licensor (hereinafter referred to as 
the licensor) who grants licenses or franchises to other individuals or firms 
to use the nanle, administrative support, methods of operation, or style of the 
licensor in a specific geographic area; and 

(2) a license or franchise holder (hereinafter referred to as a li
censee) who owns and operates a legal entity separate and distinct from the 
licensor, and is licensed or franchised to do business under the name, method 
of operation, or style of the licensor. 

b. Where the temporary help personnel are actually employees, and on 
the payroll, of the licensee, the licensee may be granted an FCL as provided 
for in this manual. 
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c. Where the temporary help personnel are employees, and on the payroll, 
of the licensor, normally there would be no valid basis for the licensee to be 
granted an FCL. As an alternative, an FCL may be granted in the name of the 
licensor at the address of the licensee, if there is a valid requirement for 
employees of the licensor to have access to classified information at a con
tractor facility or UA activity, provided that: 

(1) the licensor has an FCL at its ROF; and 

(2) an employee of the licensor located on the premises of the 
licensee is appointed as FSO for the licensor; ~ 

(3) an employer-employee relationship is established between the 
licensor and at least one or more employees of the licensee through execution 
of a separate written agreement between the parties, or by the insertion of a 
clause in the franchise or license agreement. The agreement or clause shall 
specifically provide that, for a consideration, one or more employees of the 
licensee will act as FSO for the licensor in the territory covered by the 
license or franchise. One signed copy or certified trt\e copy of the agreement 
or clause shall be furnished by the licensor to the eso concerned. 

d. If the provisions of paragraphs e(l) and (2), or c(l) and (3), above 
are followed, an FCL may be granted to the licensor at the address of the 
licensee. This location will, for industrial security purposes, be considered 
as an operating facility of an MFO. Among other things, the SPP of the 
operating facility shall specify the functions and responsibilities of the FSO 
and the procedures for: 

(1) processing PCL's including the granting of company CONFIDENTIAL 
clearances by the FSO; 

(2) accomplishing the requirements of paragraphs 5 and 6 which 
relate to its (temporary help) personnel; and 

(3) processing visit requests dispatching its temporary help per
sonnel to the using contractor's facility as Category 1 visits (see paragraph 
5ab and 41a). 

e. ~~en a licensee has a license or franchise agreement with more than 
one licensor, an FCL may be issued. in the nam.e of each licensor. Similarly, 
if a contractor is engaged in a business which requires an FCL in connection 
with such business and, in addition, is a licensee for a temporary help 
supplier, an FCL may be issued in his or her own firm's name and one in the 
name of the licensor. 

f. Temporary help suppliers shall not engage Type A Consultants for * 
dispatch elsewhere. Each temporary help supplier shall be the user of the * 
services offered by the Type A Consultant it sponsors for a PCL. * 
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Section IX. SENSITIVE COMPARTMENTED INFORMATION AND COMSEC INFORMATION 

75. SENSITIVE COMPARTMENTED INFORMATION. 

a. The provisions of this manual apply to research, development, and 
production of SENSITIVE COMPARTMENTED INFORMATION. In addition, special 
security requirements supplementing this manual will be prescribed by the 
contracting department for SENSITIVE COMPARTMENTED INFORMATION contracts, 
except that, for SENSITIVE COMPARTMENTED INFORMATION contracts awarded by 
military department procurement activities for the NSA, the NSA will prescribe 
the special security requirements. 

b. In the case of SENSITIVE COMPARTMENTED INFORMATION contracts awarded 
by military department procurement activities for the NSA, the NSA shall be 
responsible for ~xercising security controls over the contract. 

c. In the case of SENSITIVE COMPARTMENTED INFORMATION contracts awarded 
by and for a military department or DoD Agency, an activity designated by the 
contracting military department or DoD Agency shall be responsible for exercis
ing security controls over the contract. 

d. Access to SENSITIVE COMPARTMENTED INFOR}~TION will be granted to 
contractor employees requiring access by the activity designated to exercise 
security controls over the contract as provided above. 

e. Denial or revocation of authorization for access to SENSITIVE 
COMPARTMENTED INFORMATION is not appealable. 

76. COMSEC Information. The contractor shall protect COMSEC information in 
accordance with the requirements of the DoD 5220.22-S-1 (CSISM). 
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Section X. GRAPHIC ARTS 

77. Special Requirements for Graphic Arts. This section of the manual 
provides specific security measures for the safeguarding of classified 
information during the development stages, performance of service, or 
production of material by the graphic arts industry. The security measures 
apply whether the work is performed by the prime contractor on his or her 
premises or subcontracted to a graphic arts facility. 

78. Production Control Records. Wnile the production control records remain 
with the classified job to which they relate, they shall be: (i) plainly and 
conspi'c.uously marked or stamped at the top and bottom with the same classifi
cation as the material being produced, or (ii) unless the production control 
record itself contains classified information, covered ~ver with a cover sheet 
conspicuously marked or stamped at the top and bottom with the same classifi
cation as the material being produced. In either case, the additional markings 
required by paragraph Ilb(8) shall be applied, as appropriate. Production 
control records or cover sheets shall be marked with a notation indicating 
that they are unclassified when separated from the classified material being 
produced, unless they contain or have attached thereto classified information. 
The contractor may, at his or her discretion, use the production control 
records as the records required by paragraphs 12 and 18, provided they contain 
the required information and are retained for the period of time specified in 
paragraph 12. 

79. Area Controls -- Additional Requirements. During the layout, composition, 
platemaking, presswork, and bindery stages of the production of classified 
material, controls shall be established to deny unauthorized personnel access 
to the immediate area in which such work is being performed. In the event the 
safeguarding requirements prescribed in paragraph 16 are insufficient for this 
purpose, such areas shall be designated as restricted areas and shall be 
controlled in accordance with the provisions of paragraph 34b. Additional 
requirements are as follows. 

a. Pressrooms. While the press is being made ready or being run, the 
press itself shall be identified and marked the same as the classified informa
tion being run. The press shall remain so identified until the run has been 
completed and all classified material removed. Marking and identification of 
the press is not required for press runs of short duration, provided the run 
is completed prior to the end of the workday. Plates, blankets, chases, and 
the like, need not be removed from the press at close of working hours, when 
the press run is incomplete, provided the area meets the requirements of 
paragraph 34a(3). 

b. Composition Areas. Linecasting (for example, inter type. and 
linotype) and photocomposition machines shall be identified and marked the 
same as the classified information being set in type, except for jobs of short 
duration completed prior to the end of the working day. Slugs (that is, lines 
cast on a linecasting machine), coded tapes, ribbons, negatives, and so on, 
need not be removed from the machines at the close of the workday when the 
composition is not completed, provided the area meets the requirements of 
paragraph 34a(3). 

167 79. 

,.-:t."", _____ ... _________________ ., .... _________ _ 



DoD S220.22-M 

c. Bindery Area. Bindery areas shall be secured by the same method as 
pressroom areas. 

d. Darkrooms. Admittance to all film processing units shall be re
stricted to cleared personnel who are assigned to the particular job or jobs 
involving classified information. 

e. Proofreading Areas. Proofreading areas shall be controlled by physical 
barriers capable of preventing visual or audio access and entrance by unauthorized 
persons. 

f. Shippin& Entrances. Shipping entrances shall be secured when classi
fied information is in the area. Loading and unloading operations shall be 
performed under the supervision of a cleared employee of the contractor. 

80. Special Conditions. 

a. Overruns. All assembled copies of printed material not spoiled during 
a printing operation, which are in excess of the number of copies ordered, shall 
be designated as overruns. Overruns shall be held to a minimum. An exact count 
of the overruns shall be maintained and they shall be accqunted for as pre
scribed in paragraph 12. Overruns shall be transmitted to the customer with 
the balance of the job or promptly destroyed in compliance with the provisions 
of paragraph 19a through e l/. 

b. Proofs. A record shall be kept of the number and. disposition of 
proofs. Galley or page proofs approved by the customer shall be retained until 
the product is delivered, and shall be returned to the customer along with the 
original manuscripts l/. 

c. Waste Disposal. The contractor shall provide properly identified 
waste containers at each production point at which waste, spoilage, trimmings, 
or cuttings accumulate. Waste shall include paper stock used for press make
ready, spoilage during running, printed copies spoiled during bindery 
make-ready, or excess copies of individual pages that are not to be assembled 
to form a complete product. Waste containers shall be adequately safeguarded 
and the waste promptly destroyed, in accordance with paragraph 19f. Waste 
shall not be retained in production areas during nonworking hours. 

d. Return of Samples. All graphic arts samples (that is, classified 
material furnished by the customer for reproduction) shall be returned to the 
customer immediately after the completion of the work l/. 

l/ Where the classified production has been accomplished on the prE!mises of the 
contractor, as opposed t'J being done by a graphic arts subcontre:ctor, the 
disposition of overruns, proofs, samples, and other material, except for 
wa.ste used in the production of the job, may be delayed until the completion 
or termination of the contract concerned. 
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e. Bulk Shipment. Graphic arts products that are shipped in bulk in 
double containers will be stacked in the inner container face up. A cover 
sheet shall be placed on top of the material before sealing the inner container. 
The contractor shall maintain a record of the quantity shipped in each con
tainer, and when copies are serially numbered, the contractor shall number the 
inner containers. and the record shall show which serial numbers were packed 
in each container. Such records shall be incorporated into the control station 
records maintained in accordance with paragraph 12. The classification mark
ings and, if appropriate, the notations prescribed in paragraph 11b(S), shall 
be applied on all outside surfaces of the inner container. Outer containers 
shall be sealed by wire stapling or by tape, so that tampering will be 
evident. No markings shall be made on the outer containers, which will in any 
way indicate that the package contains classified material. Address labels 
will be placed on the top surface of both containers, and receipts will be 
placed inside the inner container. 

f. Materials Used in Production. 

(1) All materials used in production, which contain classified 
information (that is, negative flats, layouts, masters, dummies, vellums, 
stencils, composition tapes, proofs, tympan sheets, negatives, type, plates, 
and so on), shall be safeguarded, in accordance with paragraphs 14 and 16, and 
immediately after completion of the work, destroyed in accordance with para
graph 81, or returned to the customer along with the job on which they were 
used 1/ (see paragraph 12f for accountability requirements). - . 

(2) Rubber blankets, after use in a classified production, may be 
reused on classified and unclassified production, provided they are properly 
washed and safeguarded, in accordance with paragraph 16. The rubber blankets 
shall be identified as requir~d in paragraph lIe and the classification shall 
at all times reflect the highest category of classified information for which 
the rubber blanket has been used (see paragraph 12f for accountabil;Lty require
ments). When no longer s~~viceable, or reuse is not desired, rubber blankets 
used for classified productions shall be destroyed as prescribed in paragraph 
I9c. 

(3) Plates and other than rubber blankets used on a classif;Led pro
duction shall not be reused, and shall be destroyed as prescribed in paragraph 
81. A contractor is not authorized to turn over classified plates to a 
subcontractor for the sole purpose of regraining such plates. Moreover, the 
regraining of plates shall not be considered as an authorized method of 
destruction under paragraph 81. 

(4) "Rollers" and other parts of presses, which retain impressions 
of classified information during the printing stages, shall be cleaned to 
remove the classified information on completion of the run. 

Sl. Destruction -- Special Requirements. Classif:i.ed material used in the 
reproduction process shall be destroyed, in accordance with paragraph 19c, 
except that: 

a. classified information on metal foundry and wooden type shall be 
considered as having been destroyed when the type is redistributed in the type 
case; and 

169 S1. 



DoD 5220.22-M 

b. classified information on glass negatives shall be destroyed by 
dissolving the emulsion or by pulverizing. 

82. Mailing Lists. 

a. Classified. When a mailing list used for the distribution of unclas
sified mate;rial is classified, the material shall be protected as though clas
sified (markings not required), until separated from the classified mailing 
list during the production process or at the point of mailing or shipping. 

b. Unclassified. When a mailing list used for the distribution of 
classified material is unclassified, the list shall be protected as though 
classified (markings not required), until separated from the classified 
material during the production process or at the point of mailing or shipping. 

c. Related Mated.al. When classified mailing lists are prepared or 
maintained by a contractor, all material which retains an impression of the 
addresses, such as carbons, addressing plates, identification strips, and 
verification lists, shall be classified and safeguarded accordingly. 
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Section XI. NATO INFORMATION 

83. Application. This section of the manual provides for the additional 
security measures that have been established for the safeguarding of NATO 
classified information. The provisions contained in this section supplement 
the provisions of sections I through X of this manual. These additional 
security measures apply whether the NATO classified information is in the 
possession of the prime contractor or in the possession of his or her sub
contractorCs). The provisions of this section do not apply to U.S. documents 
which contain NATO information (see paragraphs 11b(8)f and 11e(2)). 

84. Authoritl:- The requirements of this section reflect the security 
procedures established by the U.S. Security Authority for NATO for the 
safeguarding of NATO classified information in the possession of U.S. 
industry. 

85. Supervision and Orientation Requirements. 

a. The FSO is responsible for supervising and directing security 
measures for safeguarding NATO classified information. 

b. The contractor shall maintain a separate record of all employees 
located at the facility who have been authorized access to NATO classified 
information, in addition to the clearance record required by paragraph 28. 

c. The contractor shall notify all employees who will have access to 
NATO classified information of the following. 

(1) The term "NATO classified information" used in this section 
applies to classified information circulated within and by NATO, including 
information released by member nations into the NATO security system, as well 
as information originated in the organization itself. However, cles~ified 
information contributed by a member nation remains the property of the 
originating nation, even though it is circulated in a document belonging to 
NATO. 

(2) The marking "NATO" on a document is used to signify that 
the document is the property of NATO. This marking will be applied to all 
copies of documents classified SECRET, CONFIDENTIAL, and RESTRICTED that are 
circulated within NATO. The marking of "COSMIC" also signifies that the 
document is the property of NATO, and is applied exclusively to all copies of 
TOP SECRET documents circulated within NATO. 

(3) COSMIC TOP SECRET documents, NATO SECRET documents, and NATO 
CONFIDENTIAL documents shall be protected according to the rules in other 
sections for TOP SECRET, SECRET, and CONFIDENTIAL material and the additional 
rules prescribed in this section. NATO documents marked "RESTRICTED," which 
are furnished to the contractor, shall be marked and protected as prescribed 
in paragraph lIe. 
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d. The contractor shall bring to the attention of all employees, who 
will be authorized access to NATO classified information, their continuing 
individual responsibilities for safeguarding NATO classified information; 
further, they shall be advised that when they are in other NATO countries 
they may be subject to the laws of those countries that pertain to the 
handling of classified information. When access to COSMIC TOP SECRET 
information is involved, employees shall sign certificates to the effect 
that they have been briefed on their responsibilities for safeguarding 
COSMIC TOP SECRET information. 

86. Security Clearances. 

a. A final PCL granted by DISCO for a U.S. citizen is valid for access 
to NATO information of the same or lesser security classification, provided the 
individual has been given a security briefing, in accordance with paragraph 
85d above. Immigrant aliens or aliens issued reciprocal PCL's are not 
authorized access to NATO classified information (see paragraph 20c, 24a(2), 
and 31c). 

b. All contractor employees who require access to NATO information 
classified CONFIDENTIAL or higher shall be cleared by DISCO (see paragraph 
24a(l) (c)) • 

c. Applications for PCL's for employees who are U.S. citizens and 
require access to NATO CONFIDENTIAL information or higher shall be made by 
the contractor, in accordance with paragraphs 24, 26, and 27. 

d. An interim CONFIDENTIAL or interim SECRET clearance granted by DISCO 
is not valid for access to NATO information classified CONFIDENTIAL, or above. 

e. Contractor employees who require access to NATO RESTRICTED information 
shall be cleared by the contractor, in accordance with paragraph 24b. 

87. Reproduction, Preparation, and Marking. 

a. Requirements in paragraph 18 and section X apply equally to the 
reproduction of NATO classified documents. In the case of COSMIC TOP SECRET 
inforrnation, reproduction requests shall be forwarded to the Central U.S. 
Registry (CUSR) for authorization. (Address: Chief, CUSR, Room IB889, The 
Pentagon, Washington, D.C. 20310). 

b. Except for COSMIC TOP SECRET material, special permission is 
not needed to include references to, extracts from, or paraphrases of NATO 
classified documents in other documents, which the contractor must prepare 
in performance of the NATO contract. 

c. Requirements in paragraph 11 apply equally to the marking of NATO 
classified documents. A SECRET, CONFIDENTIAL, or RESTRICTED document that 
is reproduced from a NATO document shall be marked NATO at the top and bottom, 
in addition to the classification markings. A TOP SECRET document that is 
reproduced from a NATO document shall be marked COSMIC at the top ann bottom, 
in addition to the TOP SECRET MARKING. 

87. 172 



DoD S220.22-M 

d. When NATO classified information is included in other documents, the 
NATO classified information shall be identified within the document by marking 
each paragraph with the appropriate NATO marking. Moreover, a statement will 
be included on the cover or first page, as applicable, that the document contains 
NATO classified information. 

88. Transmission of NATO Material. 

a. When NATO SECRET or CONFIDENTIAL material is prepared for transmis
sion and an inner container is required by paragraph 17a, that container shall 
be marked NATO, in addition to the classification marking. When transmitting 
NATO TOP SECRET material the inner container shall be marked "COSMIC TOP SECRET," 
in addition to the "TOP SECRET." 

b. The transmission of NATO classified information within the U.S. 
shall be in accordance with the procedures set forth in paragraphs 17b, c, 
and d, except that the minimum requirement for mailing NATO CONFIDENTAL 
information is U.S. Registered Mail. 

c. All NATO classified information furnished to a U.S. contractor in 
connection with a U.S. classified contract shall be transmitted to destinations 
outside the U.S. only with the authority of the contracting officer. If such 
information is to be returned to the U.S., approval of the contracting officer 
is not required. 

(1) COSMIC TOP SECRET transmitted to or from the U.S. shall be 
transmitted to the Chief, CUSR, Room 1B889, The Pentagon, Washington, D.C. 
20310, by one of the methods authorized by paragraph 17b for forwarding to 
the intended destination. 

(2) NATO SECRET and NATO CONFIDENTIAL information transmitted to 
or from the U.S. shall be transmitted by the contractor via one of the means 
authorized in paragraph 17e, with the following exceptions: Canadian postal 
channels cannot be used to transmit NATO classified material; information 
transmitted to a NATO activity outside the U.S. shall be transmitted to an 
appropriate U.S. activity for forwarding to the NATO activity; NATO classified 
information coming to the U.S. shall be transmitted through an appropriate 
U.S. Government activity to the U.S. contractor. 

d. NATO classified information furnished to a U.S. contractor in 
connection with a NATO command or agency, or NATO member nation's classified 
contract or project, shall be transmitted to destinations outside the U.S. 
only with the authority of the contracting officer. Hand-carrying of NATO 
RESrrCTED, CONFIDENTIAL, and SECRET material across international borders 
mt_. <.Ie authorized by the CSO, provided an urgent situation exists, such as 
&. ~.~ed exists for personnel to travel on short notice, time does not allow 
documents to be sent ahead by approved secure means, and copies cannot be 
made available locally at the travelers destination. The contractor shall 
notify the CSO of the urgen~ situation, which necessitates the need to hand
carry the material, and request the CSO to approve this exception. The CSO 
may issue a NATO "Courier Certificate" for the appropriate cleared contractor 
employee to hand-carry the NATO material, provided: (i) the employee is to be 
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routed via U.S. flag or other NATO member nation air carrier, (ii) the route 
taken to the NATO country destination is not to be over a Designated country, 
nor will the aircraft land in a Designated country, and (iii) if travel will 
be taken by surface means, it will not be through a non-NATO member nation. 
The CSO will affix a proper stamp to the certificate, as well as the 
authorizing signature of a designated official of the CSO. 

(1) Pre-Travel Procedures. Prior to issuing a NATO "Courier 
Certificate," the contractor shall ensure that the following steps are 
taken. 

(a) All reasonable steps have been taken to make other 
arrangements for delivery of the NATO material to its destination; that 
is, the existing availability of the information at the destination. 

(b) The employee designated to carry the material is cleared 
to the level of the classification of the information to be hand-carried. 

(c) The employee has been provided the location of secure 
storage facilities on the premises of NATO commands or agencies, or a NATO 
member nation including U.S. Government installations. 

Cd) A suitable container, which can be retained in the 
employee's possession at all times, will be used to secure the material in 
transmit. 

(e) The package is properly sealed, and an accounting has been 
made of the contents. 

(f) The details of itinerary with a specimen of the seal used 
will be completed by the government. 

(g) The employee has been properly briefed by the U.S. Government 
on his or her responsibilities, as well as on eme.rgency safeguard procedures and 
has read and signed the NATO "Briefing Certificate." The briefing certificate 
shall be retained for 1 year. 

(2) Packaging. Each package to be hand-carried shall contain 
only NATO classified material through NATO SECRET. The FSO or designee 
shall personally inspect each proposed shipment to verify its contents. 
The material shall be packaged, as provided for in paragraph 17, and shall 
bear an appropriate seal on the exterior of the package. The seal shall also 
be affixed to the details of itinerary column adjacent to each stage of the 
trip listed on the itinerary sheet. The seal will be placed under the line 
"Specimen of Seal Used." The name and address on the package must be that 
of the sender and addressee, if different from that of the employee hand
carrying the material. 

(3) Seals. The contrac.tor will have a NATO, U. S. Government, or 
company seal affixed by a representative of the CSO or other authorized U.S. 
Government official approved by the CSO. 
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(4) Custody. In the event it is necessary to store the package, 
as provided for in l.c. above, a receipt shall be obtained for the material. 
On arrival at the destination and delivery of the package, a receipt shall 
also be obtained. It will be the responsibility of the recipient to sign 
the receipt for the contents of the package. The receipt for the contents 
of the package may be returned to the sender by mail or turned over to the 
contractor employee who hand-carried the package. 

(5) Customs Search. If a official insists that the package be 
opened regardless of the NATO "Courier. Certificate" and the employee's claim 
to exemption, the employee should open .the package, but only to the extent 
that the customs official can confirm that NATO classified documents are 
contained therein. The employee shall request that the customs official both 
reseal the package in his or her presence and provide written evidence of the 
incident. The courier shall make a full report of the incident to the FSO on 
returning to the facility. 

(6) Return Travel. Should the employee be authorized to carry 
the same documents on the return journey, the NATO "Courier Certificate" 
shall so state and an accounting shall be made by the contractor on the 
employee's return. In the event a NATO command or agency, or a NATO member 
nation or one of its contractors, wishes to have the employee hand-carry 
NATO classified material back to the U.S., the employee will follow the 
procedures eetablished by the requesting NATO command, agency, government 
activity, or contractor. Procedures for hand-carrying NATO classified 
material across international borders are similar, since they are based on 
requirements established for all member nations by NATO. 

e. All NATO classified bulky material, of any category, shall be 
sent through channels established by the CSO on instructions from the 
Deputy Director (Industrial Security), HQ DIS. 

89. Functions of the Contracting Officer. 

a. When a U.S. contractor enters into precontract negotiations 
involving NATO classified informCltion with a U.S. contracting officer~ the 
contractor shall obtain his/her instructions from the contracting officer 
concerned, as prescribed in this manual. 

b. When a U.S. contractor enters into precontract negotiations with a 
NATO government other than the U.S., a contractor of such NATO country, or a 
NATO international body requiring that the contractor have possession and 
access to NATO classified information in the U.S., the U.S. contractor sha11 
request the necessary instructions from the contracting officer of such NATO 
country or international body. 

90. NATO Reporting Requirements. The contractor shall immediately report, 
through the CSO to the Chief (CUSR), Room IB889, The Pentagon, Washington, 
D.C. 20310, receipt of COSMIC TOP SECRET information from a source outside the 
U.S., when the information has not been transmitted via the CUSR. A copy of 
the report shall be sent to the Deputy Director (Industrial Security), HQ DIS. 
The contractor shall report to the CSO receipt of NATO SECRET or CONFIDENTIAL 
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information from any source other than through a U.S. Government activity, 
unless the information is received in connection with approved visits (for 
example, attendance at a bidders' conference). 

91. Subcontracting. Prior to negotiating a NATO classified subcontract in 
the U.S. or in another NATO country, a U.S. prime contractor shall obtain 
permission to negotiate such a subcontract from the contracting officer who 
let the prime contract or his or her designated representative. 
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Section XII. OVERSEAS OPERATIONS 

Part 1. ACCESS TO U.S. CLASSIFIED INFORMATION 

92. General. 

a. This part sets forth access, safeguarding, and notification 
requirements for cleared U.S. citizen employees of U.S. contractors 
assigned to duty stations outside the U.S. These requirements also 
apply to U.S. citizens who, in addition to being cleared as employees 
of cleared U.S. contractors, are also dual-status employees of foreign 
subsidiaries, which are wholly owned and controlled by cleared U.S. 
facilities. 

b. This part does not apply to: 

(1) uncleared employees of cleared U.S. contractors who are 
stationed outside the U.S.; 

(2) U.S. citizens who are RFI's or employees of foreign 
subsidiaries of cleared U.S. facilities, but do not hold dual-status 
employment with the owning or controlling U.S. facility; and 

(3) representatives (not employees) of cleared U.S. contractors. 

c. Cleared employees of U.S. contractors stationed overseas are 
encouraged to attend periodically scheduled security briefings conducted 
by the OISI. These briefings are designed to familiarize the employees 
with the international aspects of the DoD Industrial Security Program and 
the security requirements unique to the foreign countries in which the 
contractor does business. 

93. Access to Classified Information. Contractors are authorized to grant 
access to U.S. classified information to their cleared employees who are 
assiglled overseas, subject to the following rules. 

a. Access to U.S. classified information identified in this paragraph 
shall be granted only with the prior written approval of the UA having primary 
interest if the information concerned is: 

(1) TOP SECRET information, 

(2) RESTRICTED DATA or FORMERLY RESTRICTED DATA, 

(3) COMSEC and SENSITIVE COMPAR~ffiNTED INFORMATION (see paragraph 
6, CSISM and section IX, ISM, 

(4) special access programs information (see paragraph St), and 

(5) information for which foreign dissemination has been prohibited 
in whole or in part. 
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b. Access shall be limited strictly to that information required by the 
employee for performance of the specific duties or contracts for. which he or 
she is assigned over.seas. Further, access to U.S. classified information 
under this section shall be made, to the maximum extent practical, on an 
oral or visual basis. When physical access is to be granted to an employee, 
the appropriate safeguarding provisions set forth in paragraph 94 shall be 
strictly complied with. 

c. Access to U.S. classified information for cleared employees assigned 
overseas may be granted both in the U.S. and overseas. 

d. Access to U.S. classified information granted toa cleared employee 
of a cleared U.S. facility, who is also an employee of a U.S. wholly owned and 
controlled foreign subsidiary of such a facility, is granted only in his or 
her capacity as an employee of the cleared U.S. facility. The contractor 
granting the access is responsible for ensuring that the employee provides 
adequate safeguards for any classified information disclosed to such employee. 
In addition, the contractor shall take action, as appropriate, to ensure that 
U.S. classified information entrusted to the employee is not further released 
or made available to other employees of the foreign subsidiary. 

94. Safeguarding U.S. Classified Information. The following additional 
safeguards are prescribed in connection. with U.S. contractors' overseas 
operations. 

a. Security Classification Guidance. The contractor shall provide 
security classification guidance, commensurate with th~ actual performance 
requirements, to employees performing outside of the U.S. on a classified 
contract, project, or mission. This guidance may be a DD Form 254, extracts 
from a DD Form 254, a classification guide, or other guidance as appropriate. 
If classified documents themselves will provide the necessary guidance, no 
further guidance is necessary. 

b. Transmission. Transmission of classified material to a cleared con
tractor employee located outside the U.S. shall be strictly in accordance with 
paragraph 17e. The material shall be addressed to a U.S. military activity 
or other U.S. Government activity, and shall be marked for the attention of 
the,contractor or the employee for whom it is intended. The U.S Government 
activity will notify the contractor or contractor employee of the receipt 
of the material. Classified material will be transmitted only throu.gh U.S. 
Government channels. Normally, transmission will be by Registered Mail 
through the U.S. Military Postal Service, or by the ARFCOS. However, the 
contracting officer may authorize any of the other approved methods of 
transmission described in paragraph 17e. If disclosure authorization is 
required and has been obtained, it should be cited in the transmission 
document with the effective dates and any other limitations. The contractor 
shall make prior arrangements for the storage of U.S. classified material with 
a U.S. military installation, the OISI, a military attache, a MAAG, an ODC, or 
a U.S. diplomatic or consular officer prior to transmitting U.S. classified 
material overseas. 

94. 178 



DoD 5220.22-M 

c. Custody and Storage. 

(1) Personnel authorized access to U.S. classified material 
overseas will normally be permitted such access at a U.S. Government activity 
only. The storage of U.S. classified material overseas at any location other 
than a U.S. military installation or U.S. Government controlled installation 
is prohibited. 

(2) If in the performance of a cOhtract, project, or mission it is 
necessary for a contractor employee to physically require temporary custody of 
U.S. classified material, authorization for removal shall be obtained from the 
U.S. Government activity. When such custody is authorized, the employee is 
responsible for personal possession and surveillance of the material at all 
times. Immediately following the purpose for which the material was needed 
and the removal was authorized, but in all cases prior to the end of the 
workday, the material is to be returned to the U.S. Government activity for 
storage purposes. Mov,ement of the material while in the employee's custody 
shall be governed by the provisions of paragraph 17h. 

d. Disclosure. Except as provided for in paragraph 48, contractor 
personnel are not authorized to disclose classified information to any 
foreign government, commercial activity, or entity, or to an international 
pact organization or its representatives. Cleared contractor personnel 
overseas may, however, disclose classified information: 

(1) to another cleared employee within their company who has been 
granted an LOC at the required level and who has a need-to-know for access to 
the information concerned; 

(2) to any appropriately cleared military or civilian member of a 
U.S. UA who has a valid need-to-know; and 

(3) outside the contractor's organization within the U.S. only in 
accordance with this manual, and outside the U.S. only in accordance with 
instructions from the contracting office of the UA. 

95. Overseas Assistance. 

a. The DoD has established the OISI to provide administrative assistance 
for industrial security purposes to U.S. industry in their marketing, liaison, 
and technical assistance activities outside the U.S. The OISI operates under 
the supervision and direction of the Deputy Director (Industrial Security), HQ 
DT-S. The OISI acts as a central file for information pertaining to security 
clearances and security assurances for U.S. contractor employees located 
outside the U.S. Such information from the file is available for official use 
by agencies and activities of the U.S. Government, foreign government, NATO, 
and U.S. contractors. OISI conducts inspectio~of _contractor operations on 
U.S. installations outside the U.S., when autho~ by the Deputy Director 
(Industrial Security), HQ DIS. 
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b. The OISI as~ists U.S. industry by: (i) arranging classified visits 
for U.S. contractor employees; (ii) providing storage for classified material; 
(iii) providing mail channels for transmission of classified material between 
a contractor in the U.S. and an approved destination outside the U.S., when 
specifically authorized by the Deputy Director (Industrial Security), HQ DIS; 
(iv) providing security briefings and security certificates, as appropriate; 
and (v) providing assistance on security matters, such as visits to military 
activities or contractors outside the U.S. 

c. The civilian street address of OISI is: Office of Industr:i.al 
Security, International, Steenweg Op Leuven 13, 1940 St. Stevens-Woluwe, 
Brussels, Belgium; the telephone number is 0-322-720-8259. The APO address 
is. OISI, APO New York 09667. U.S. Government cable address is: OISI, 
BRUSSELS, BELGIUM; other cables: OISI, American Embassy, Brussels, Belgium. 
TELEX address is OISI: American Embassy, 21336 Brussels, Belgium. (See page 
285 for address of Mannheim, West Germany Field Office, and Yokohama, Japan, 
Office of Industrial Security, International - Far East.) 

96. Notification of Overseas Assignment. 

a. Whenever a contractor assigns a cleared employee to an overseas * 
duty station, the contractor shall furnish the following information to * 
DISCO on DISCO Form 562: * 

(1) Full name, social security number, date and place of birth, * 
passport or ID number; * 

(2) Name and address of the overseas duty station to which the 
employee has. or will, be assigned; 

r 

* 
(3) Notice that the briefing required by paragraph 97 has been * 

accomplished; * 
(4) The highest level of access to classified information * 

required overseas; and * 

(5) A detailed justification as to why the employee will * 
require access to classified information overseas in performance of his * 
or her assigned duties, to include identification of the contract or * 
program unber which such access is necessary. ,'c 

b. Subsequent to the overseas assignment of an employee whose PCL * 
has been properly transferred, the contractor shall: * 

(1) Rejustify to DISCO the employee's continuing need for a * 
security clearance 2 years from date of initial assignment and every 2 * 
years thereafter; * 

(2) Advise DISCO of any change in the overseas mailing address * 
or physical address of the affected employee; and * 

(3) Advise DISCO of the termination of the employee's overseas 'Ie 

assignment. * 
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c. Residence or assignment of cleared immigrant aliens outside the 
U.S. for a period of 90 consecutive days or more in any 12-month period 
negates the basis on which the LaC was issued, and the LaC will be adminis
tratively terminated without prejudice by DISCO on receipt of the contractor 
notification as outlined in paragraph 6b(6). 

97. Security Briefings and Certificates. 

a. Cleared employees who are to be assigned to duty stations outside 
the U.S. are to be briefed on the security aspects of their new positions. 
These briefings are the responsibility of the contractor. If access to NATO 
classified information is or may be involved, the briefing shall also cover 
NATO security requirements as described in section XI. 

b. Each cleared employee assigned overseas shall execute and have 
witnessed a certificate attesting to the following. 

(1) The employee has received a security briefing and understands 
his or her responsibilities. 

(2) The employee will safeguard classified information, in accord
ance with prescribed security standards. 

(3) The classified information to which he or she has been 
granted access ,.rill be used only for the purpose for which released. 

(4) The employee understands and accepts the fact that his or 
her LaC may be suspended or revoked for violation of security regulations or 
improper use of classified information. 

(5) The employee understands that he or she may be subject to 
action under the espionage statutes of the U.S., ~ith respect to the 
classified i.nformation to which access is granted. 

(6) The employee also understands that on termination of the 
purpose for which he or she has been granted access, the employee's 
responsibilities for safeguarding the classified information continue unabated 
until the security classification is removed by appropriate government 
authority. The executed and witnessed briefing certificate shall be retained 
by the contractor for the duration of the overseas assignment. 

c. Subsequent to the initial security briefing, each individual shall be 
given an annual refresher briefing. A certificate similar to that described 
above shall be executed annually and maintained as long as the individual is 
assigned overseas. The certificate shall be modified as necessary to reflect 
any change in the nature and extent of the classified information to which the 
individual requires access, and the scope and nature of the threat to which the 
overseas activity may expose the individual. 

d. Normally, refresher briefings should be accomplished on the temporary 
return of employees to the U.S., or by a security representative of the con
tractor stationed overseas or on visits overseas. When this is not practical, 
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the briefing and execution of the certificate may be accomplished by OISI 
at the request of the contractor. Outside of areas serviced by OISI, 
the contractor may obtain a written briefing statement by mail from the 
employee. 

e. The contractor shall ensure that a company SPP, or supplement 
thereto, is prepared to cover security procedures at the contractor's 
overseas locations. 

Part 2. ACCESS TO CLASSIFIED INFORMATION OF FOREIGN GOVERNMENTS AND 
INTERNATIONAL PACT ORGANIZATIONS UNDER A SECURITY ASSURANCE 

98. General. In its relations with friendly and allied foreign governments, 
the U.S. has entered into various treaties and agreements whereby each signa
tory government agrees to safeguard the classified information released to 
it by the other government. These range from simple bilateral agreements 
providing that each government will safeguard, in accordance with mutually 
agreed procedures, the classified information released to it by the other 
government, and that the information will not be disclosed to a third country 
without the consent of the originating government, to multilateral treaties 
establishing international organizations for concerted defense. Such treaties 
usually contain either a technical annex establishing the detailed procedures 
and standards for safeguarding classified information originated or disseminated 
by the organization, or provisions authorizing the organization to establish 
mutually agreeable regulations for safeguarding such information. 

a. Access to classified information of a foreign government or 
international pact organization (for example, NATO) is granted by the 
activity ~ossessing the information, and the scope of access is governed by 
the reg" tions of the activity possessing and disclosing the information. 
Hence, this part prescribes no specific limitations on the access to classi
fied information of foreign governments or international pact organizations, 
which may be afforded an individual under a security assurance determination. 
The responsibility for release of the information rests with the foreign 
activity or international pact organization, or with the contractor, if the 
information had previously been released to him or her directly by the foreign 
government, the prime contractor, or an international pact organization 
without going through government channels. 

b. A contractor, or contractor employee, granted access to foreign 
or international pact organization classified information must take note of 
the limitations prescribed relative to the further dissemination of such 
information. For example, NATO classified information cannot be stored in 
non-NATO countries or released to nationals of non-NATO countries, nor can 
NATO classified subcontracts be let to contractors of non-NATO countries. 
Foreign countries normally have restrictions on the disclosure and 
dissemination of their classified information to nationals of a third 
country. 
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99. Security Assurance. This paragraph establishes the procedures to assist 
U.S. cleared contractors in meeting personnel security requirements imposed by 
friendly and allied foreign governments and international pact organizations 
with whom the U.S. has entered into either a bilateral or multilateral security 
agreement for access by U.S. citizens to foreign classified material, which is 
under the control of the foreign government or organization. 

a. The contractor may make application for a security assurance by 
submitting a written request containing the information required by paragraph 
(3) below. On application by the U.S. contractor, DISCO will issue a security 
assurance for currently cleared contractor employees. If the employee does 
not have a valid LOC~ the contractor will submit the following to DISCO: 

(1) the forms prescribed in paragraph 26c 1/; ~ 

(2) t\"O copies of DD Form 48-3 }), if there has been less than a 
12-month lapse in a prior employment at which time the employee was granted a 
LaC; and 

(3) a written request containing the following information: 

(a) the title of the position and summary of the duties of the 
individual for whom the request is made; 

(b) the name and location of the overseas office or activity 
to which the individual is assigned or attached for duty; 

(c) the employee's passport or ID card number, if available; 

(d) a justification 2/ for the request, which identifies the 
activity or the subject matter of the proposed visit, sales activity, or 
contract that will require a security assurance; and 

JJ Under Item 11 of DD Form 48 or 49, or Item 7 of DD F,~rm 48-3, the applicant 
shall list both his or her overseas residence and permanent U.S. residence, if 
one is maintained. In addition, under Item 12 of DD Form 48-3, the applicant 
shall list all previous overseas residences. Under Item 16b of DD Form 48, 
Item 16 of DD Form 49, or Item 11 of DD Form 48-3, the applicant shall show 
the names and addresses of all firms or foreign government activities with 
which the applicant is associated, the relationships and duties in connection 
therewith, and the nationality of the controlling interests of the firms 
involved. 

~I The need and justification may be stated in general terms. For example: "In 
order to participate in the negotiation of contracts with foreign governments 
or international pact organizations, it will be necessary for him or her to 
have access to classified information of those countries and organizations 
(identify countries and/or organizations)," 9E, liAs our overseas electronics 
engineer, it will be necessary for him or her to have access to foreign 
classified information in order to service equipment sold by our company to 
(identify country or countries concerned)." 
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(e) a statement providing the name and address of the foreign 
government activity or international pact organization, requesting the U.S. 
security assurance and the level of access required. If access to U.S. origi
nated, and appropriately marked, classified information will be granted to the 
employee by the foreign requester, the ccatractor will execute and maintain 
one copy of the briefing certificate prescribed by paragraph 97. 

(4) In the case of persons who are employees of foreign subsidiaries, 
the application shall be sent through the parent organization or the PMF. 

(5) On termination of employment or assignment overseas, the 
security assurance determination is void and the contractor shall immediately 
notify DISCO of the individual's changed status by means of DISCO Form 562, 
and return the individual's security assurance determination to DISCO. 

(6) Requests for reinstatement of a security assurance determination 
will be processed in the same manner as an original request. 

(7) If an individual on whom a security assurance has been given 
is subsequently employed by a cleared contractor and requires a U.S. security 
clearance, the contractor may make application within 12 months for a security 
clearance for the individual under section III by submission of a DD Form 48-3 
(see paragraph 26e). If the time lapse is more than 12 months, the forms pre
scribed by paragraph 26c shall be submitted. 

b. Normally, requests for a security assurance determination will 
be limited by the foreign government or international pact organization 
to CONFIDENTIAL or SECRET access. In exceptional cases, a request for a 
TOP SECRET security assurance, received from a foreign government or 
international pact organization, will signify that access to TOP SECRET 
information is necessary for the consummation of a specific contract, 
project, or activity. TOP SECRET security assurance determinations shall 
be limited to the specific contract, project, or activity for which they 
are granted. 
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Section XIII. SECURITY REQUIREMENTS FOR AUTOMATED INFORMATION SYSTEMS 

Part 1. GENERAL 

100. Reserved. * 
101. Applicability. * 

a. This section establishes special security measures for the * 
safeguarding of classified information and material processed by or * 
in automated information systems (AIS) in the custody and control of con- * 
contained tractors, including organizations that provide contractual * 
computing services to UA's or their contractors. Classified information * 
processed by or contained in an AIS shall be safeguarded by the employment * 
of collective security measures, controls and constraints which will provide * 
an acceptable level of protection. 

b. Security measures for AIS's located on UA installations, that are * 
operated by the contractor, are prescribed by the controlling UA. However, * 
the Commander or Head of the installation may elect to declare the con- * 
tractor activity a facility and request the CSO to assume security * 
cognizance,in which case the provisions of this section will be applicable. * 

c. Security measures for computers which are embedded as an integral ,'~ 
element of a larger system to perform or control a function, such as in test "t 

stands, simulators, control systems or weapons systems, should be estab- * 
lished concurrently with the design and development of the system, using the * 
fundamental security concepts outlined in this section. If the security * 
requirements for such systems are not provided with the contract, con- * 
tractors should request them from contracting officers. In the absence * 
of such requirements from contracting officers, the security requirements * 
and procedures of this section will be applied to the extent appropriate * 
to the situation, as determined by the eso. * 

d. This section prescribes the requirements for the protection of * 
information classified in one of the three classification levels, namely: * 
TOP SECRET, SECRET or CONFIDENTIAL. Special access programs may impose * 
additional security requirements, or limitations, for specified types of * 
classified information which are beyond the requirements prescribed herein. * 
Contractors shall implement special access program requirements when * 
included in a DD Form 254, or other appropriate contract-related document. * 
102. Objectives. * 

a. The collective security measures and controls employed must ensure * 
that an AIS which handles classified information will, with reasonable * 
dependability, prevent: (i) unauthorized access to classified information * 
during, or reSUlting from, the processing of such information, and (ii) * 
unauthorized manipulation of the AIS which could result in the compromise * 
of classified information. * 
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b. To accomplish the foregoing, collective security controls shall, * 
to the maximum extent possible, provide the following. * 

(1) Individual Accountability. The identity of each user of the * 
AIS shall be positively established, with access to the system and to * 
information contained in the system controlled and open to scrutiny. * 

(2) Physical Control. The AIS shall be externally protected to * 
minimize the likelihood of: (i) unauthorized access to system entry points * 
and to classified information in the system, and (ii) unauthorized * 
modification of the computer hardware. * 

(3) System Stability. All elements and components of the AIS * 
shall fUIlction in a cohesive, identifiable, predictable and reliable * 
manner such that malfunctions can be detected and reported so as to * 
maximize security control. * 

(4) Data Continui~. Each file or collection of classified * 
information in the AIS shall have an identifiable origin and use. Access, * 
to maintenance, movement and disposition of classified information shall be * 
governed on the basis of security classification, PCL and need-to-know. * 

(5) Least Privilege. The AIS shall function so as to provide * 
each user access to all of the information to which entitled, but no more. * 

(6) Communications Security. C01nmunications lines and links * 
shall be secured in a manner appropriate fur the classified information * 
being transmitted through the lines and links. * 

(7) Classified Information Control. Classified information * 
handled and produced by the AIS, and stored in or on recording media, * 
shall be safeguarded as appropriate for the classification level of the * 
information. * 

Part 2. REQUIREMENTS 

103. General. * 
a. AIS security shall consist of the employment of appropriate * 

administrative, procedural, physical, personnel and communications security * 
measures and controls, along with protective features in the system's * 
hardware and software. The procedures and methods necessary to safe- * 
guard classified information depend on the nature of the AIS, the uses * 
to which it: is put, and the mode of operation as set forth in paragraph * 
104. It is the eontractor's responsibility to safeguard all classified * 
information processed by or contained in an AIS and ensure that approved * 
security controls are in place and are effective. * 

b. Approval, in writing, of the CSO is required prior to processing * 
any classified information in an AIS. To obtain approval, the contractor * 
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shall prepare an SPP describing the AIS and the security controls * 
implemented for that AIS in accordance with paragraph 112d. The Spp * 
will provide the basis from which the eso will approve and inspect the * 
AIS for the proper safeguarding of classified information. If changes are * 
made to the AIS subsequent to approval, or to approved security measures * 
and controls, reapproval by the eso may be required prior to processing * 
classif:i.ed information. Reapprovals are required because of: (i) major * 
changes in personnel access requirements, (ii) relocation or structural * 
modification of the computer facility or remote terminal areas, (iii) * 
additions, delwtions or changes to computer hardware that impact approved * 
security controls, (iv) software changes that impact security protection * 
features, and (v) changes in clearance, declassification, audit trail or * 
hardware/software maintenance procedures. * 

c. The contractor shall appoint an employee as the system security * 
officer (SSO) for each facility with an ArS approved for the processing of * 
classified information. The SSO, where different from the FSO, shall be * 
responsible to the FSO for implementation of procedures and practices * 
prescribed for the safeguarding and control of the AIS and for the * 
processing of classified information. ~%ere there are mUltiple AIS's in * 
a facility, or multiple shifts of classified operation, and the contractor * 
deems that the SSO cannot eff.ectively discha.rge that reGponsibility, then ,'( 
one or more system security custodians, working under the guidance of the' * 
SSO, may be designated to accomplish security responsibilities for the * 
separate systems or different shifts. * 

d. The establishment and maintenance of hardware and software * 
integrity is essential to q.nsuring continued safeguarding of classified * 
information in an approved AIS. Integrity of the hardware is attained * 
through the provisions of paragraph 106. All software and data used * 
during classified processing periods must be safeguarded and handled * 
as prescribed in paragraph 108.1. * 
104. AIS Security Modes of Operation. * 

a. System security modes are authorized variations in security * 
environments and methods of operating AIS's that handle classified * 
information. The modes are primarily defined by the manner in which * 
basic access requirements for user PCL and need-to-know are implemented * 
for the AlS. The modes involve a varying mix of automated (that is, * 
hardware/software) and conventional (that is, personnel, physical, * 
administrative, procedural and, where appropriate, communications) * 
security measures and techniques in discharging these basic access * 
requirements. In all modes, the total integrated set of automated and * 
conventional security measures applied to the AIS shall be based on the * 
objectives set forth in paragraph 102. A contractor may accordingly * 
process, store, use and produce classified information in an AIS that is * 
operating in one of the following modes. * 

b. Dedicated Security Mode All users with access to the AlS must ~ 

have both a PCL and the need-to-know for all information then contained in * 
the system. * 
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(1) The objectives of paragraph 102, are normally fulfilled by 
the collective security controls established for: (i) the computer 
facility, (ii) all peripheral devices and input/output te:rminals, (iii) 
areas containing remote devices and terminals connected to the system, 
and (iv) the interconnecting communication lines and links. 

(2) These controls shall conform to those required for the 
protection of the highest classification level and most restrictive type 
of information then contained in the system. 

c. System High Security Mode -- All users with access to the AIS 
must have a PCL, but not necessarily the need-to-know, for all information 
then contained in the system. 

(1) The objectives of paragraph 102, are normally fulfilled 
by application of the controls enumerated in paragraph bel) above. The 
process of identifying, separating and controlling users and classified 
material on the basis of PCL and need-to-know, and classification level, 
respectively, shall be provided by operationally acceptable controls that 
include passwords, add-on software packages and identification devices 
such as fingerprint, hand or retinal scanners, and voice or signature 
comparison devices. A trusted computer system listed on the EPL 1/ with 
an evaluation rating of at least C2 is considered to provide an acceptable 
level of control for this mode of operation. 

* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 

* 
* 
* 
* 
* 
* 
* 
* 
* 
* 

(2) Controls shall conform to those required for the protection * 
of the highest classification level and most restrictive type of information * 
then being handled by the system. * 

d. Multilevel Security Mode -- Some users with access to the AIS * 
do not have a PCL for all classified information then contained in the * 
system. This mode of operation provides a limited capability for con- * 
current processing by users with different PCL's and need-to-know in a * 
system that may contain more than one level of classified information. * 
Concurrent access to the AIS is restricted to users with two adjacent * 
PGL levels, that is, CONFIDENTIAL and SECRET, or SECRET and TOP SECRET. * 

(1) The objectives of paragraph 102 are normally fulfilled by * 
application of the controls enumerated in paragraphs bel) and c(l) above, * 

II The EPL (Evaluated Products List for Trusted Computer Systems) is * 
published in conjunction with the National Computer Security Center's * 
commercial product evaluation program - in which commercially available * 
systems are formally evaluated against the DoD Trusted Computer System * 
Evaluation Criteria (DoD S200.28-STD) and assigned an overall class * 
rating based on the system's ability to meet the requirements of the * 
Criteria. The EPt and DoD 5200.28-STD are available at the CSO and * 
from the DoD Computer Security Center, 9800 Savage Road, Fort George G. * 
Meade, Maryland 20755. * 
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with the exception that for this mode of operation, a trusted computer 
system listed on the EPL !/ must have an evaluation rating of at least Bl 
if the system contains SECRET information; and at least B2 if the system 
contains TOP SECRET information. In addition, the multilevel security 
mode requires fulfillment of the requirements of paragraph 104.1 for the 
concurrent processing of mUltiple levels of classified information. 

(2) Controls for the computer facility shall conform to those 
required for the highest classification level and most restrictive type of 
information then being handled by the system. Controls for remote terminal 
areas shall conform to those required for the highest classification level 
and most restrictive type of information accessed through the terminal 
under system constraints, including unclassified. 

(3) A request for approval to operate an AlS in multilevel 
security mode shall clearly explain why this mode of operation is required 
at the contractor facility. The SPP describing the AIS and its security 
measures should be as complete as possible and specifically enumerate the 
augmenting measures that remove or substantially reduce system softwure 
and/or hardware vulnerabilities and associated risks. Methods and techni
ques that may be used to augment or enhance the AlS security include: 

(a) the employment of hardware, software and/or firmware, 
alterable only at the computer facility, for critical AIS security func
tions such as identification and authentication of individual users, 
separation of users and data, data labeling, identification and segrega
tion of output and labeling of all human-readable output; 

(b) the employment of system architectures, stringent 
configuration management controls, and facility management procedures that 
assure: (i) separation of files and processes, (ii) access limitations to 
physical devices, and (iii) trusted recovery in the event of system failure 
or malfunction; 

(c) audit trails of identification/authentication events, 
individual user actions, accesses to data, and other security-relevant 
events that signal potential violations of security policy; 

(d) interconnection of remote terminals via one-way 
information communication links, wherein substantive information can be 
transmitted only in one direction. (Circuits that require two-way 
communication for specific control functions in order to properly receive 
substantive information may be considered one-way circuits when it is 
determined that only control information can be transmitted in both 
directions); 

(e) assignment of terminal security officers in remote 
terminal areas that are not protected for the highest classification level 
of information then being handled by the AlS, wherein the terminal security 
officer has a PCL for that highest classification level; 

* 
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(f) system splitting via hardware/software that is alterable * 
only at the computer facility; and * 
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(g) limitations on user capabilities, such as restriction to * 
fixed-query access only, and prohibition of assembler and machine language * 
programming. * 
104.1. Concurrent Processing of Multiple Classification Levels. The * 
concurrent processing and storage of more than one level of classified * 
information, together with unclassified information, is authorized in any * 
of the foregoing system security modes. All information output from, or * 
stored in, the AlS must be handled as the highest classification level of * 
information being processed until review'ed, correctly identified and * 
segregated by properly cleared and responsible personnel. The process of * 
identifying, segregating and marking the different levels of information * 
may be by automated means provided that: (i) the AlS is a trusted computer * 
system listed on the EPL 1/ with an evaluation rating of at least B1, or * 
(ii) the following minimum conditions are met. * 

a. The contractor and the GSO have determined that the design and * 
operation of the AlS will, with reasonable dependability, automatically * 
provide for consistent and correct identification and segregation of: (i) * 
information of different security classification levels, (ii) certain * 
additionally restrictive types of classified information, when such * 
concurrent processing is authorized by special access program directives, * 
and (iii) unclassified information. * 

b. Measures have been implemented to monitor the AlS for malfunc- * 
tions and occurrences that may adversely affect the dependability of such * 
automated identification and segregation. * 

c. Procedures have been instituted which will, in the event of * 
such malfunction or occurrence, control all system output as the highest * 
classification level and most restrictive type of information in the * 
system, pending a determination of actual classification levels. These * 
procedures shall remain in effect until the cause of the malfunction is * 
determined and corrected. * 

d. All users of the system have been advised that this automated * 
identification and segregation option has been implemented and instructed * 
to return to the SSO any system output that is either incorrectly labeled * 
as to classification level or was not x~'quested by that user. A determina- * 
tion shall be made of the cause of the incorrect system action. A record * 
of each instance, and the corrective action taken, shall be maintained for * 
at least one Government inspection cycle. * 
105. Personnel Security. * 

a. As provided below, access to an AIS processing classified * 
information shall be limited to authorized persons who have a PGL and * 
need-to-know for the highest classification level and most restrictive * 
type of information they will access under system constraints. * 

b. System Users. Users are authorized persons with the ability and * 
means to approach, communicate with (input to or receive output from) or * 
otherwise make use of any information or component in the AlS. Personnel * 
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who code, test or maintain application programs used to produce a service 
or product are considered to be users. Those authorized persons who make 
use of application programs via over-the-counter or remote means, and who 
have the ability and means to create, destroy, change or retrieve data or 
program instructions in the system, are also considered to be users. All 
users shall have a peL and need-to-know as required for the security mode 
of operation (paragraph 104). The following personnel are not considered 
to be users: 

(1) Personnel who only receive computer output products from 
the AIS and do not input to or otherwise interact with the system (that is, 
no lIhands on" or other direct input or inquiry capability) are not consi
dered to be users. Accordingly, they are not subject to the peL require
ments of this section. Such output products, however, shall either be 
reviewed by appropriately cleared ard responsible personnel prior to 
dissemination, or otherwise determined to be properly identified and 
segregated as to content and classification, as prescribed in paragraph 
104.1. 

(2) Personnel who produce application programs and changes 
thereto, or prepare data that may be input to the AlS during classified 
processing periods, may be excepted from peL requirements provided they do 
not receive unreviewed output products from the AlS, or otherwise directly 
interact with the AIS during classified processing. Such software or data 
must be introduced into the system as prescribed in paragraphs 108.1c(4) 
and d, respectively. 

c. System Support Personnel. Personnel who administer and operate 
the AIS are considered to be system support personnel. They shall have a 
peL for the highest classification level and most restrictive type of 
information contained in the system or its areas at the time of their 
access. This category includes all persons in the immediate vicinity of 
the system attending to the operation, control and functioning of the 
system, as well as those persons who design, program, modify, test or 
install system software used during classified processing periods. 
Access to specific classified material shall be governed by need-to-know 
in relation to individual duties and responsibilities. 

d. Maintenance Personnel. All persons involved in hardware 
maintenance or repairs requiring entry to the computer facility, or access 
to any parts or components of the AlS, where: (i) the complexity of the 
AlS, (ii) the nature of maintenance/repairs to be performed, (iii) the 
frequency of visits, (iv) the amount and classification level of informa
tion processed, or (v) the availability of knowledgeable escorts makes 
escorting impractical, shall have a peL at least to the classification 
level for which the AlS is approved to process. Maintenance personnel who 
do not have the appropriate clearance must be accompanied by an escort duly 
designated by the SSO. Escorts must be cleared at least to the classifi
cation level of the system approval, and take all reasonable measures to 
control the activities of the individual being escorted so that the 
integrity of the AIS is maintained. 

e. Visitors. Persons visiting the area on a one-time or infrequent 
basis, and who will not have access to classified information or to the 
system hardware or software, may be admitted to the area when accompanied 
by a duly designated escort who will control visitor access and be 
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responsible for visitor activities while in the area. For other persons * 
requiring entry into the computer facility or remote terminal areas who * 
will have access to classified information or to the computer hardware or * 
software, the visitor control procedures of the ISM are applicable. * 

f. Security Training and Awareness. In furtherance of the require- * 
ments of paragraph 5f, ISM, it is the responsibility of the SSO to * 
indoctrinate all system users and support personnel in: (i) the need for * 
sound security practices in protecting information handled by the AIS, * 
including all output products, (ii) the specific security requirements * 
associated with the AIS in terms of system security mode of operation and * 
user access requirements, (iii) the security reporting procedures in the * 
event of system malfunctions or security incidents, and (iv) what consti- * 
tutes unauthorized actions with regard to system utilization. System * 
users shall be indoctrinated prior to being granted system access, and * 
reindoctrinated on a recurring basis. System support personnel shall * 
also be indoctrinated in appropriate operational security procedures * 
for. the particular AIS and facility before they assume their duties. * 
Additional briefing specifics for AIS's approved to concurrently process * 
multiple levels of classified information are identified in paragraph 104.1. * 

106. Physical Security. * 
a. Physical security safeguards and access controls must be * 

established and continuously maintained for AIS's approved for the * 
processing of classified information. * 

b. When the AIS is used for classified processing, physical security * 
safeguards and access controls for the computer facility, areas housing * 
remote terminals connected to the system, and the communications lines and * 
links shall conform to those required for the highest classification level * 
and most restrictive type of information being processed. * 

(1) Where two or more AIS's are located in the same area, and * 
the equipment comprising each AIS is located and controlled so that direct * 
physical access is effectively limited to that system, the a,"ea limited to * 
each system may be considered that system's "computer facility." The * 
measures and techniques for so "isolating" that system shall be reflected * 
in the SPP. * 

(2) Remote terminals not used during classified processing * 
periods shall be disconnected at the computer facility by: (i) physically * 
disconnecting the device, (ii) use of channel or transmission line hard- * 
ware switches, or (iii) use of software disconnect routines. Software * 
disconnect routines may be used only for AIS' s which handle info:t'mation * 
classified no higher than SECRET. Such routines must be documented to * 
clearly indicate physical actions and logic processes used, and be verified * 
in writing by the contractor at least every 90 days to ensure continued * 
effectiveness. These provisions are not applicable to specifically * 
designated remote terminals connected to systems approved to operate in * 
the multilevel security mode (paragraph 104d(4)). * 
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c. When the AIS is used to process classified information unattended, * 
or when classified information is left in the system or elsewhere unsecured * 
within the computer facility or remote terminal areas, closed areas in full * 
compliance with pa~agraph 34, ISM, must be established. * 

d. During unclassified processing periods, controls must be main
tained to prevent unauthorized modification of the computer hardware. 
Continuous physical protection can be attained through one or a 
combination of the provisions of paragraphs e(1)-(4) below. 

e. When the AIS is not in use, and all classified information has 
been removed from the system and properly secured, continuous physical 
protection to prevent or detect unauthorized modification of the computer 
hardware can be attained through one or a combination of the following. 

(1) Closed areas, in full compliance with paragraph 34, ISM, 
may be established for the computer facility and remote terminal areas. 
Supplemental controls (that is, patrol or alarm systems) are not required 
for closed areas used solely for the physical protection of computer 
hardware. 

(2) Computer hardware and associated media may be stored in 
approved cabinets, strongrooms and vaults in accordance with paragraph 14, 
ISM. Supplemental controls are not required for approved containers used 
solely for the physical protection of computer hardware. 

(3) Continuous supervision may be maintained by cleared and 
specifically designated personnel who are in a physical position to exer
cise direct security controls over the AIS (for example, guard station or 
closed circuit TV monitor). Use of supplemental or supplanting alarm 
systems is authorized in accordance with the provisions of paragraph 35, 
ISM. 

(4) This last alternative is not authorized for the protection 
of AIS's approved to process TOP SECRET information. Protected areas can 
be established and maintained for the computer facility and areas housing 
remote terminals. A protected area is continuously protected by a collec
tive level of physical security safeguards and personnel access controls 
keyed to the prevention or detection of unauthorized modification of the 
computer hardware. The specific security measures established by the 
contractor will vary depending on~ (i) the overall physical security 
controls ~lready in effect at the facility, (ii) the environment in which 
the AIS is employed, the relative potential for unauthorized access, and 
the effectiveness of safeguards in reducing the risks of identified 
threats, (iii) the classification level and volume of the information to 
be processed, and (iv) the consistency, reliability, and auditability of 
the safeguards to be employed. Appropriate physical safeguards may 
include: (i) locks on doors to buildings and rooms which provide 
reasonable protection against surreptitious entry into the area, (ii) 
authorized guards or employees stationed so as to control entry into the 
immediate area housing the computer hardware, (iii) alarm systems, and 
(iv) the use of equipment covers, enclosures, seals or locks to prevent 
or detect unauthorized access to the inside of the equipment. When 
surreptitious entry and/or modification of system hardware is suspected, 
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a thorough inspection of the protected area and equipm~nt must be conducted * 
by the SSO (or d(asignee) prior to classified processing. Such incidents * 
must be recorded in the audit trail system. * 
107. Reserved. * 
108. Reserved. * 
108.1. Protection of Software and Data. * 

a. System Software. When system software used during classified * 
processing periods is not in the system, it must be safeguarded commen- * 
surate with the requirements for the highest level of classified informa- * 
tion processed. System software may be retained in the AIS on nonremovable * 
storage media when the AIS is not in use, provided that continuous physical * 
protection of the hardware (and the system software) is maintained as set * 
forth in paragraph 106e. System software, whether obtained from sources * 
outside the facility or developed by the contractor, shall be safeguarded * 
from the earliest feasible time that it is in the custody and control of the * 
contractor and is identified for use during classified processing periods. * 
System software and modifications thereto shall be developed by contractor * 
personnel who meet the PCL requirements of paragraph 10Sc. * 

b. Classified Application Software. Application software which in * 
itself contains classified data or comments, or implements classified * 
processes or algorithms (as specified in the contract), shall be produced, * 
marked and protected as any other classified material in compliance with the * 
provisions of the ISM. These provisions are applicable to both human and * 
machine readable versions of the software, as well as to supporting and * 
related documentation. Changes to classified software shall be made only * 
by appropriat\aly cleared contractor personnel. * 

c. Unclassified (or Lower Classified) Application Software. * 
(1) Unclassified application software to be used during class- * 

ified processing periods: (i) may be produced as an end item for delivery * 
to the UA, (ii) may be produced for use in a classified end item or weapon * 
system during performance of the contract, (iii) may be developed inci- * 
dental to the performance of the contract, (iv) may have been developed * 
previously by contractor personnel for other purposes or another contract, * 
or (v) may be obtained from sources outside the facility. * 

(2) When application soft~yare is contractually produced for * 
delivery as an end item, or for use in a classified end item or weapon * 
system, the contract should specify whether it is classified or unclassi- * 
fied. If the security requirements for contractual software are not * 
provided with the contract, contractors should request them from * 
contracting officers. In the absence of such requirements from * 
contracting officers, the requirements and procedures of this section * 
will be applied as appropriate. * 
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(3) Application software that will be used during classified * 
processing periods shall normally be produced and maintained by appro- * 
priately cleared personnel (paragraph 10Sb) under accepted software * 
configuration management controls that provide reasonable assurance that * 
the integrity of the software will be maintained throughout its development * 
and operational life-cycle. Such software must be safeguarded commensurate * 
with the requirements for the highest level of classified processing with * 
which it will be used. The primary objective is to prevent unauthorized * 
access to classified information during, or resulting from, the processing * 
of such information because of malicious logic introduced into the applica- * 
tion software. Unauthorized disclosure of classified information can also * 
be prevented by ensuring that uncleared (or lower cleared) application * 
programnlers do not receive unreviewed output products from classified * 
processing periods or otherwise interact directly with the system during * 
classified processing (paragraph lOSb(2)). It should be noted that the * 
prevention of unauthorized destruction or modification of classified * 
information is not expressly provided for in this section. * 

(4) It is recognized that application software may have been * 
produced for other purposes by contractor personnel wi.thout the requisite * 
peL or obtained from other unprotected sources. Before such software can * 
be used in classified processing periods, it must be reviewed, approved and * 
authorized for use by appropriately cleared and knowledgeable contractor * 
personnel who understand the security implications of the software being * 
reviewed. The software must then be introduced into the system in a * 
read-only or write-protected manner during the classified processing period. * 
This is to prevent possible unauthorized disclosure of classified informa- * 
tion by precluding the ability to write (intentionally or accidently) * 
classified information to media associated with the unclassified (or * 
lower classified) software. The software should be copied to dedicated * 
and previously protected media for use during subsequent classified * 
processing periods, or it may be executed during the lassified processing * 
period in which loaded. Subsequent changes to the safeguarded software * 
must be authorized, made by appropriately cleared personnel, fully tested * 
and implemented in a controlled manner. * 

(5) Unclassified application software used during classified * 
processing periods may be retained in the AIS on nonremovable storage media * 
when the AIS is not in use, provided that continuous physical protection of * 
the hardware (and the application software) is maintained as set forth in * 
paragraph 106e. * 

d. Data. During classified processing periods, unclassified (or * 
lower classified) input data shall be introduced into the system in a * 
read-only or write-protected manner. Unclassified data may be retained in * 
the AIS on nonremovable storage media when the AIS is not in use provided * 
that continuous physical protection of the hardware (and the data) is * 
maintained as set forth in paragraph 106e. * 
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e. Media Control. Protection requirements for storage media on * 
which classified software and data reside will be attained by marking, * 
recording (that is, an accountability record) and storing the media in * 
accordance with provisions of the ISM. Safeguarding controls shall be * 
commensurate with the requirements for the highest classification level of * 
software or data ever contained thereon, and shall be maintained until the * 
media are declassified pursuant to paragraph 116. Selective overwriting for * 
the clearance or declassification of storage media (paragraphs liSc and * 
116c(6)(b), respectively) is not authorized for AIS' employing unclassified * 
(or lower classified) application software/data under the provisions of * 
paragraphs c and d above. In such instances, there is not complete assur- * 
ance that the areas being overwritten are the only areas of the storage * 
media where information was recorded during the classified processing * 
period. * 
109. Transmission Controls. * 

a. Transmission and communication lines and links between the * 
components of an AIS (for example, the computer facility and remote * 
terminals) may be used to transmit classified information as follows. * 

b. Inter-Complex. Transmission of classified information between * 
contractor facility complexes must be over approved CRYPTOGRAPHIC * 
communication circuits, and only with the prior written approval, and * 
in accordance with the instructions, of the contracting officer. * 

c. Intra-Complex. Transmission within a contractor's complex may be * 
over approved CRYPTOGRAPHIC communication circuits or over wire or fiber * 
optic circuits. Such circuits shall be protected by an in-depth physical * 
security system to include the following. * 

(1) Dedicated Lines. Transmission lines must be dedicated to * 
the computer and the remote teLlllinals which are approved for the h~ndling * 
of classified information. Transmission lines shall be separated from, * 
and not included in, cables that contain other lines not dedicated to the * 
transmission of classified data, nor be connected to, or go through, * 
telephone frames, switching equipment or any other telephone equipment. * 

(2) Line Protection. In the event transmission lines cannot be * 
contained entirely within areas secured for the highest level of classified * 
information transmitted, continual protection/surveillance of the lines * 
shall be accomplished by: (i) alarming the transmission lines and con- * 
ducting periodic checks of the lines and alarm integrity, (ii) constant * 
surveillance of the lines by appropriately cleared and designated personnel, * 
or (iii) a combination of physical protection of the transmission lines in * 
conjunction with periodic inspections or guard patrols. Specific criteria * 
for the physical protection, alarming and surveillance of transmission * 
lines will be provided by the CSO. * 
110. Subcontracting Controls. * 

a. A contractor may subcontract to use the approved AIS of another * 
contractor for the proceSSing of classitled material. Approval by the * 
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CSO(s) will be based on the security measures and procedures described in * 
the SPP of both the using contractor and the subcontractor providing the * 
AIS (that is, the lessor). * 

(1) 
of the AIS is 
this section. 
periods of the 

The lessor is responsible for ensuring that the integrity 
maintained at all times in accordance with the provisions of 

Audit trail records shall identify classified processing 
using contractor(s) and the level of classified processing. 

(2) The using contractor shall maintain adequate administrative, 
procedural, physical and personnel s~curity controls during classified 
processing periods and assure ttiat residual classified information is not 
retained in the AIS when physical control is relinquished back to the 
lessor. If a representative of the lessor remains in the computer facility 
for equipment maintenance or other purposes during the classified process
ing period, the lessor is responsible for ensuring that the representative 
has the appropriate PCL. All classified information and material belonging 
to the using contractor, including processing audit trails, shall be 
removed from the lessor's premises at the end of the classified processing 
period. 

b. A contractor may have a subcontractor process classified material 
provided that the subcontractor's AIS has been approved pursuant to this 
section. The subcontractor shall maintain audit trails of all classified 
processing and ensure that the integrity and separation of classified 
material is maintained at all times. 

Ill. Audit Trails. 

* 
* 
* 
* 
* 
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a. Audit trails provide a chronological record of the use of the AIS * 
and system support activities related to classified processing. Approved * 
audj.t trails will provide detailed records of system activities to facili- * 
tate reconstruction, review and examination of events surrounding or lead- * 
ing to possible compromise should a security malfunction occur. The audit * 
trail system must record significant events occurring in the following * 
areas of concern: (i) interactivity between users of the system and system * 
support personnel who operate the system (for example, preparation of input * 
data and dissemination of 01.ltput products), (il.) activity within the AIS * 
environment (for example, modification of operational security-related * 
controls), and (iii) internal computer activity (for example, user accesses * 
to the system and classified files), * 

b. Audit trail records may be manual, automated or a combination of * 
both, and may be stylized to the particular facility, AIS and security mode * 
of operation. Systems approved to process classified information should * 
utilize most, if not all, of the audit trail records and logs listed below. * 
The contractor's SPP must identify and describe those audit trails that are * 
applicable to the particular system and mode of operation. * 

(1) 
areas. 

Personnel access to the computer facility and remote terminal * 
* 
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(2) Start and stop of classified processing periods. * 
(3) Initiation and termination of pertinent system security- * 

related events (for example, upgrading and downgrading actions, discon- * 
necting and reconnecting remote terminals/devices, and application/ * 
reapplicat.ion of seals to equipment/device covers). * 

(4) Actions to open, close, create and destroy classified files. * 
(5) System aborts and anomalies during classified processing 

periods (to include time of the incident, identification of users, programs 
and classified files involved, and corrective actions taken). 

(6) Maintenance and repair of computer hardware (to include 
adding, changing and removing equipment and devices). Systems and 
equipment sent outside the facility for maintenance or repair shall be 
declassified in accordance with paragraph 116. 

* 
* 
* 
* 
* 
* 
* 

(7) Functions initiated by console operators during classified * 
processing periods. * 

(8) Logon and logoff of users during classified processing * 
periods. * 

(9) Attempts to access programs or classified files by * 
unauthorized users. * 

(10) Generation, modification and implementation of system and * 
application software used during classified processing periods. * 

c. The SSO or custodian shall review the audit trail logs at least * 
weekly to ensure that all pertinent activity is properly recorded and that * 
appropriate action has been taken to correct any anomalies. Records of th~ * 
weekly reviews must be maintained and retained by the reviewer(s). * 

d. Audit trails in accord with the above may not be applicable to * 
computers embedded in test stands, simulators, control systems or weapons * 
systems. Such systems may require individualized consideration by the CSO. * 

e. Audit trail records shall be retained for at least 6 months and 
through one Government inspection cycle. 

Part 3. PROCEDURES 

112. AIS Security Approval. 

* 
* 

* 
a. The approval (or reapproval) of an AIS to process classified * 

information commertces when a formal written request, accompanied by an * 
SPP describing the AIS and its security measures, is received at the CSO. * 
The SPP may be an addendum or supplement to the facility SPP. The SPP * 
submitted by the contractor will be safeguarded and available only to * 
authorized Government personnel. * 
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b. System Reapproval. A request for reapproval of an AIS shall be 
submitted as required in paragraph 103b. Revisions to the SPP reflecting 
changes in the AIS and/or its security measures and controls must accompany 
the request. 

c. Withdrawal of Approval. If the security measures and controls 
established and approved for an AIS do not remain in place and effective, 
approval of the AIS can be withdrawn by the eso. Approval may also be 
withdrawn if the AIS has not processed classified data during the previous 
9 months, provided no valid requirement exists for the AIS to remain 
approved. 

d. Standard Practice Procedure. The contractor shall prepare and 
maintain an SPP to provide the basis for the eso to approve and inspect the 
AIS. Therefore, the SPP must contain complete and accurate descriptive 
information about the AIS, its classified usage, and the security controls 
and procedures to be implemented for that AIS. Where similar systems are 
located within the contractor's facility, a single SPP covering the repet
itive features, safeguards and controls of all the systems is permissible. 
Addendums to this SPP will be used to identify the location of each AIS, as 
well as any nonstandard features or procedures associated with a particular 
system. The following specific areas shall be addressed in the SPP. 

(1) Identification. Identify the AIS used for classified 
processing, its physical location, the AIS security mode of operation, 
the level of classified information to be processed, and the SSO and 
custodian(s), if any. 

(2) Summary of System Usage. Describe the classified use or 
purpose of the AIS, indicating local and remote capabilities, hours of 
operatioll, when classified processing will occur, and percentage of 
utilization for classified processing. In the case of multiprocessing 
systems, indicate the mixture of programs/applications during classified 
processing. Also describe storage media and input/output devices used 
during classified processing and the highest classification level of 
information on, or processed through, each. 

* 
* 
* 
* 
* 

* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
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* 
* 
* 
* 
* 

(3) Hardware. List and describe all equipment comprising the * 
AIS. including the size and type of internal memory and other storage media. * 
Include diagrams, schematics and/or floor plans as appropriate. Describe * 
disconnect methods and sWitching devices for disabling equipments not to be * 
used during classified processing periods. * 

(4) Software. Identify system software used during classified * 
processing, how maintained and how safeguarded. Describe security/protec- * 
tive features available in system software and/or coded into application * 
programs, how they are used during classified processing, and the means to * 
ensure that they are functioning effectively. (See paragraph 108.1.) * 

(5) Teleprocessing. Identify all teleprocessing equipments * 
and transmission lines employed with the AIS and indicate methods of * 
disconnecting those not used during classified processing. Describe * 

199 112. 

---------~----------------------------~------~---------------



DoD 5220.22-M 

teleprocessing configurations and interfaces during classified processing, * 
general usage of remote devices, protection procedures for transmitted data, * 
and physical controls to protect transmission lines. (See paragraph 109.) * 

(6) Personnel. Describe the security responsibilities of per
sonnel, controls to restrict personnel access to the computer facility and 
remote terminal areas during working and non-working hours, security indoc
trination of personnel, and control of visitors and maintenance personnel. 
(See paragraph 105.) 

(7) Physical. Describe physical characteristics and safeguards 
to control access to the computer facility and remote terminal areas during 
working and non-working hours. (See paragraph 106.) 

(8) General Access Controls. Describe controls which restrict 
access into the AIS and to classified information in the AIS during 
classified processing periods (such as passwords, isolation of users, 
sign-on/sign-off procedures and terminal identification techniques). For 
example, if passwords are used, describe the issuance, length, control and 
protection of the passwords, frequency of changing passwords, how passwords 
are used and their access privileges, and detection and reporting of 
unauthorized access attempts. Passwords should be: (i) at least six 
alphanumeric characters, (ii) classified the same as the highest 
classification level of information for which the user is authorized to 
access in the AIS, and (iii) changed at least every 3 months, on termina
tion of employment or reassignment of any user possessing knowledge of the 
password, or when the password is believed to have been compromised or 
subjected to compromise. 

(9) Operating Procedures. Describe start-up procedures for 
classified processing (such as clearing the area, physical safeguards, 
disconnections and loading the system), procedures during classified 
processing (such as handling of input/output, audit trails and emergency 
procedures), and procedures for shut-down of classified processing (such as 
clearing or declassifying storage, removal of classified media, unloading 
the system and reconnections). 

(10) General Storage, Protection and Control. Describe the 
control, handling, marking, storage and accountability of classified 
materials such as software, input data, output products and storage media, 
and procedures for the clearance, declassification and destruction of 
storage media containing classified information. 

(11) Audit Trails. List, describe and provj.de exhibits of all 
automatic and manual audit trail records which provide a documented history 
of the use of the AIS for classified processing. (See paragraph 111.) 

(12) Subcontracting. 
process classified information. 
for the classified processing. 

112. 

Identify cleared subcontractor(s) used to 
Describe the arrangements and procedures 

(See paragraph 110.) 
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(13) Emergency Plan. Describe additional procedures not covered * 
above to be employed in case of security violations, system crashes or other * 
emergencies during classified processing (such as personnel to notify, * 
protection of hardware and classified material, and control of uncleared * 
emergency personnel). * 

113. AlS Security Level Upgrading. * 
a. To adjust the AIS to a higher security level for: (i) initiating * 

a classified proceSSing period after the AIS has not been in use, (ii) * 
changing from an unclassified to a classified processing period, or (iii) * 
processing a higher level or more restrictive type of classified informa- * 
tion, the follow'ing procedures shall be implemented. * 

b. If the AlS has not been in use or has been processing unclassi- * 
fied information unattended, and cOittinuous physical protection has been * 
provided in accordance with the provisions of paragraph 106e(4), the * 
* immediate area shall be inspected for signs of unauthorized entry and/or * 
* the equipment shall be inspected for signs of unauthorized access to the * 
interior (for e:xample, loose covers, broken seals, missing screws, pry * 
marks or scratches). If signs are found that unauthorized persons may have * 
gained entry into the area or access inside the equipment, the SSO shall be * 
notified immediately. Before using the AIS for classified processing, the * 
computer hardware shall be inspected and/or tested to reveal any hardware * 
modifications. Appropriate software diagnostic routines may be used in * 
this process. * 

c. All remote terminals that are not secured to the higher level * 
of classified processing to be accomplished shall be disconnected in * 
accordance with the provisions of paragraph 106b(2). * 

d. All storage media of a lower classification level shall be * 
disabled> disconnected 'or dismounted, and either removed from the area * 
or otherwise segregated within the area. * 

e. All internal memory, buffer storage and other reusable storage * 
devices not disabled, disconnected or dismounted shall be appropriately * 
cleared, as set forth in paragraph 115. * 

f. Higher level security controls for the computer facility aud * 
connected remote terminal a'reas, including the implementation of access * 
controls, personnel clearance aud physical security requirements, shall be * 
imposed. * 

g. A dedicated and previously protected copy of the system software * 
shall be loaded into the AIS. However, if the system software has been * 
retained in the AlS on nonremovable storage media in consonance with * 
paragraph 108.1a, the system software need not be reloaded if: (i) the * 
AIS has not been used since the last classified processing period 1 (ii) * 
the security level of the last processiug period was not lower than the * 
security level of the processing period being established, (iii) contiuuous * 
physical protection of the AIS has beeu maintained iu accordance with the * 
prOVisions of paragraph 106e, and (iv) there are no signs of unauthorized * 
entry into the area and/or access to the AlS. * 
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h. Lower classified (lr unclassified application software and data * 
shall be loaded into the AlS in accordance with the provisions of para- * 
graph 108.1c(4) and d, respectively. However, if unclaGsified application * 
software or data was retained in the AlS on nonremovable storage media in * 
consonance with paragraph 108.1c(5) and d, respectively, the application * 
software or data need not be reloaded under the same conditions as speci- * 
fied in paragraph g above for system software. * 

i. A final security check shall be made of the foregoing prior to * 
initiation of the higher level processing. Audit trail records will be * 
maintained indicating what actions were taken, when and by whom. * 
114. AlS Security Level Downgradin&. * 

a. To adjust the AlS to a lower security level for: (i) processing * 
a lower level or less restrictive type of classified information, (ii) * 
changing from a classifieq to an unclassified processing period, or (iii) * 
establishing a level of continuous physical protection when the AlS is * 
not to be used (in accordance with the provisions of paragraph 106e), the * 
following procedures shall be implemented. * 

b. All removable storage media (including that containing the sa£e- * 
guarded higher level software), listings, ribbons, cards, classified waste * 
and so on, associated with the higher level of classified processing, shall * 
be dismounted, collected, marked, removed and appropriately secured. Where * 
area controls for the computer facility or remote terminal areas are * 
continuously maintained at the 11igher classification level, the removable * 
storage media may be segregated within, rather than removed from, the area, * 
provided the higher level classified information is not online or otherwise * 
accessible through the AlS. * 

c. All internal memory, buffer storage and other reusable storage * 
devices remaining on the AlS shall be cleared in accordance with the * 
procedures in paragraph 115. * 

d. A security check shall be made of the foregoing and audit trail * 
records maintained indicating what actions were taken, when and by whom. * 
115. Media and Equipment Clearance. 

a. To preclude unauthorized disclosure of classified information 
when either upgrading or downgrading the security level of the AlS, all 
internal memory, buffer storage and other reusable storage devices used 
during the prior processing period must be cleared before reutilization of 
the AlS. The CSO will advise the contractor of authorized procedures for 
clearing and verifying specific memories, storage media, devices and 
equipment. 

b. Internal Memory. Internal memory, registers, buffers and 
circuitry of most systems and devices can be cleared by overwriting eacll 
memory position at least once with unclassified information. by clear 
switch action, or by removal of power. Specific guidance for clearing 
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special types of semiconductor (electronic) memories will be provided by 
the CSO. Clearance actions will be verified, where feasible, to ensure 
that all applicable portions of memory have been cleared. 

c. Other Storage Media. Other storage media such as magnetic tapes, 
disks and drums on which classified information have been recorded may be 
cleared by overwriting once with unclassified information. Clearance 
actions will be appropriately verified, where feasible, and recorded. 
Se·lective overwriting of storage media is permissible only when the exact 
storage locations of classified information are knoWT1, those locations can 
be overwritten, that action can be verified, and the restriction of para
graph 108.1e is not applicable. Media which have been cleared may be used 
for recording information with a lower classification level, but such 
media shall continue to be safeguarded as required for the highest level 
of classified information ever recorded thereon, until appropriately 
declassified pursuant to paragraph 116. 

* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 

d. Equipment. Any equipment or device physically handling classi- * 
fied media or material shall be visually examined as a part of the process * 
of clearing the equipment. This provision is applicable, but not limited, * 
to such devices as card readers and punches, optical and magnetic-ink * 
character recognition systems, paper tape readers and punches, computer * 
output microfilmers, printers, plotters and so on. This will require * 
appropriate physical and visual examination of the normal media path through * 
the particular equipment to detect the possible presence of media. An * 
examination of the equipment must include a search of the locations where * 
media or material may have become lodged. Equipment access panels and/or * 
other removable components may have to be removed or opened to perform the * 
inspection. Where the equipment contains internal memory or other storage * 
media which have been used to store information, these media shall be * 
cleared as in paragraph b or c above. * 
116. Media and Equipment Declassification. * 

a. Special precautions must be taken before systems, storage media * 
or equipment and devices containing storage media can be released from * 
classified material safeguarding controls. To release such media or * 
computer hardware, appropriate actions must be taken to ensure that all * 
classified information has been totally eradicated, that is, the storage * 
media must be declassified. After the storage media have been properly * 
declassified, the media. or the hardware containing the media, may be * 
handled as unclassified material provided that all markings indicating * 
its use for classified processing are removed. Where feasible, each * 
declassification action must be verified (at least randomly) to ensure * 
that all classified information contained on the media has been destroyed. * 
When media are declassified, a record of media declassification must be * 
completed. In the case of accountable media, this requirement can be met * 
by completing the accountability record to indicate the declassification * 
action taken, the date and the persons taking the action. For other * 
storage media and computer hardware containing storage media for which * 
there is no accountability record, declassification and release records * 
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must be created for the particular media, device or equipment and retained 
by the contractor for a period of 3 years if previously used for TOP 
SECRET, 2 years if previously used for SECRET, and 1 year if previously 
used for CONFIDENTIAL. 

b. Most magnetic storage media can be declassified by the use of 
approved degaussing equipment and devices. The CSO will advise the con
tractor of currently approved: (i) electrical magnetic tape degaussers to 
declassify reels of magnetic tape, (ii) adapters for electrical tape 
degaussers to declassify flexible (floppy) disks, tape cassettes and 
TIlagnetic cards, (iii) floppy disk degaussers, and (iv) hand-held perma
nent magnetic devices for declassifying disk and drum surfaces. The 
contractor will establish procedures to ensure strict compliance with the 
manufacturer's instructions for operating the degaussing equipment and to 
ensure continuing effectiveness of the equipment. It should be noted that 
tape degaussers are not authorized for declassifying "high-energy" magnetic 
recording tape (that is, magnetic tape with a coercivity greater than 325 
oersteds). High-energy magnetic tape which is more commonly used to 
record analog, audio, video and other non-digital information shall have 
a distinguishing label applied to the reel to identify it as "high-energy" 
and must be safeguarded until its physical destruction. 

c. Specific guidance for declassification and verification of 
particular types of memory and storage media is available from the CSO. 
Instructions regarding the declassification and/or disposition of media 
containing COMSEC or special access program material should be provided 
by the contracting activity. Authorized procedures for declassification 
of the most commonly used memories and storage media are as follows. 

(1) Most semiconductor memory can be declassified by overwriting 
each memory location with any character pattern, or by the removal of main 
and any backup powe.r from the system. Non-volatile read/write semicon
ductor memory may be declassified in accordance with the procedures for 
magnetic core memory. 

(2) Magnetic core memory used in the processing of information 
classified no higher than SECRET can be declassified by ovenrriting each 
addressable memory location alternately with any pattern of bits and then 
with its complementary or opposite bit pattern (for example, binary ones 
and then binary zeros) for 100 cycles. The same procedure applies for the 
declassification of core memory used for processing TOP SECRET information, 
except that the memory must be overwritten for 1000 cycles. 

(3) Reels of magnetic tape can be declassified by the use of an 
approved electrical tape degausser. 

(4) Tape cassettes can be declassified by using an approved 
electrical tape degausser with the appropriate adapter. 

* 
* 
* 
* 

* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
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* 
* 
* 
* 

(5) Flexible (floppy) disks and diskettes can be declassified by: * 
Ca) using an approved floppy disk degausser, * 
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(b) using an approved electrical tape degausser with the * 
appropriate adapter, or * 

(c) exposing the recording surfaces to an approved hand- * 
held permanent magnet. * 

(6) Disk packs, disk platters, drums and similar rigid magnetic * 
storage devices can be declassified by: * 

(a) exposing the recording surfaces to an approved hand- * 
held permanent magnet, or * 

(b) overwriting all data storage locations alternately * 
with any pattern of bits and then with its complementary or opposite bit * 
pattern (for example, binary ones and then binary zeros) for three cycles, * 
and then overwriting once again with any other characters or bit pattern. * 
Unclassified information used in the final overwrite shall be left on the * 
device. Selective overwriting of storage media is authorized onlY when * 
the exact storage locations of classified information are known, those * 
locations can be overwritten as required, that action can be verified, * 
and the restriction of paragraph lOB. Ie, is not applicable. * 

(7) Magnetic cards can be declassified by using an approved * 
electrical tape degausser ~ith the appropriate adapter. * 

(8) Cathode ray tube (CRT) screen surfaces shall be insp~cted * 
und/or tested to detect evidence of burned-in information. If the in- * 
spection reveals classified information etched into the phosphor, the CRT * 
device shall be retained within the appropriate security environment, or * 
the screen itself shall be destroyed. In the absence of burned-in classi- * 
fied information, the CRT may be handled as unclassified. * 
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Section XIV. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION 

117. Policy. The sensitivity of CNWDI is such that it is in the national 
interest to ensure that access is granted to the absolute minimum number of 
employees who require it for the accomplishment of assigned responsibilities 
on the strictest need-to-know basis. The FSO shall be responsible for ensuring 
that access to CNWDI is limited on a strict need-to-know basis within the 
facility. The top management official shall ensure that the need-to-know 
principle is strictly enforced. Management personnel at all levels will be 
responsible for ensuring that requests for access to CNWDI are not auto
matically approved. Full and complete justification must be made before any 
employee is authorized for access to CNWDI. Because of the importance of such 
information to our national policies, special procedures have been established 
for its control. 

118. Access Requirement. A final TOP SECRET or SECRET PCL, granted in 
ac.cordance with paragraph 24a(1) , is valid for access to CNWDI of the same 
or lesser security classification, provided the employee has been given a 
security briefing, in accordance with paragraph 119. In rare instances, an 
immigrant alien who possesses a unique or very unusual talent or skill that 
is essential to the U.S. Government, and is not possessed, to a comparable 
degree by an available U.S. citizen, may be authorized for access to Cl~vDI 
only. In such cases a request with full justification shall be forwarded to 
the contracting officer. If access to CNWDI is approved for the immigrant 
alien, such approval is limited to the specific contract of the UA, and is not 
valid for access to CNWDI on other contracts. 

119. Briefings. Employees having a need for access to CNWDI shall be briefed 
on its sensitivity by the FSO or his or her alternate. The briefing shall 
include the definition of CNWDI, a reminder as to the extreme sensitivity of 
the information, and an explanation of the individual's continuing responsi
bility for properly safeguarding CNWDI and for ensuring that dissemination is 
strictly limited to other personnel who have been authorized for access and 
have a specific need-to-know for the particular information. The briefing 
shall also be tailored to cover any local special requirements. 

120. Records. The contractor shall maintain a record of all employees 
who have been authorized access to CNWDI, and the date on which such 
employees were briefed. These records will be maintained in a manner that 
will facilitate verification, and shall be retained for 3 years following 
the termination of employment and/or the termination of the individual's 
clearance, as applicable. 

121. Marking. In addition to other markings required by this JIlanual, docu
ments, including working papers, sound, voice, or electronic records, and any 
other media, which contain CNWDI and are generated after September 1, 1978, 
shall be clearly marked, "Critical Nuclear \~eapon Design Inforination -- DoD 
Directive 5210.2 Applies." Documents shall be marked on the cover, title 
page, lead page, and the back cover. Similar documents and other media 
published before September I, 1978 that are in working files will be 
similarly marked (substantially as provided above) to indicate they contain 
CNWDI information. In addition, paragraphs of documents generated after 
September 1, 1978 that contain CNWDI will be so marked. (Example: (SRD) (N).) 
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An (N) following the classification denotes that the classified material is 
additionally identified as CNWDI.) 

122. Subcontracting and Consultants. r'che contractor sha.ll not award a 
subcontract which would necessitate access to CNWDI without the prior written 
approval of the contracting officer. This approval may be included on the 
DD Form 254. Type A Consultants may be briefed and afforded access to CNWDI, 
but such access may be permitted only at the facility of the contractor who 
engaged the Type A Consultant or at the government contracting activity. Type 
Band C Consultants shall not be briefed or afforded access to CNWDI without 
the prior approval of the contracting officer. 

123. Transmission Outside the Facility. Transmission outside the facility 
is authorized only to the contracting activity, a prime contractor, or a 
subcontractor approved pursuant to paragraph 122. Any other transmission must 
be approved by the contracting officer. In addition, prior to transmission to 
another cleared facility, the contractor shall verify from the CSO of the 
recipient facility that the facility has been authorized for access to CNWDI. 
When CNWDI is transmitted to another facility, the inner wrapping will be 
addressed to the personal attention of the FSO or his or her alternate, and in 
addition to any other prescribed markings on the inner wrapping will be the 
marking, "Critical Nuclear Weapon Design Information -- DoD Directive 5210.2 
Applies." Similarly, transmissions addressed to the contracting activity or 
other U.S. Government agency shall bear on the inner wrapper the marking, 
"Critical Nuclear Weapon Design Information -- DoD Directive 5210.2 Applies." 
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Section XV. OPERATIONS SECURITY (OPSEC) 

124. Purpose. This section of the manual provides information and guidance 
for uniform implementation of the DoD OPSEC program when contractually imposed 
on contractors participating in the Defense Industrial Security Program. 

125. General. OPSEC is a DoD directed effort. Its principal objective is to 
preclude the disclosure of classified information by denying or reducing the 
opportunity of hostile intelligence services (HOIS) to gain access by directly 
observing/analyzing/evaluating our activities and operations, the awareness of 
which may lead to the compromise of classified information. Stated another 
way, OPSEC is the process of denying adversaries information about friendly 
intentions, capabilities, plans and programs by identifying, controlling, and 
protecting intelligence information and indicators associated with planning and 
conducting military operations as well as other defense activities not already 
afforded adequate protection as classified information. 

a. The general aim of OPSEC is to promote mission effectiveness by 
preserving essential secrecy about U.S. intentions, capabilities, and 
current activities when the DISP procedures for safeguarding classified 
material and information require enhancement. Secrecy essential to 
defense activities may be compromised whenever open sources (such as 
technical articles, press releases, National Technical Information 
Service publications, the Congressional Record, Commerce Business Daily, 
or contract awards) and detectable activities (such as communications, 
logistics actions, research, development and test activities, or radar 
emissions) provide information that hostile intelligence can piece together 
or analyze, resulting in adversary actions harmful to U.S. interests. In 
some instances, such information or indicators/activities are unprotected or 
~addressed by the DISP requirements for classified material and require 
case-by-case planning to identify them. The fundamental goal of the OPSEC 
process is to minimize or eliminate such indicators. OPSEC thus encompasses 
activities which are unique to the OPSEC process, i.e., (a) determining, 
through threat/vulnerability analysis, whether there are unacceptable/ 
undesirable intelligence indicators and what they are; (b) developing and 
implementing countermeasures to best eliminate or minimize them. 

b. OPSEC uses the same security measures that have been used to protect 
government information for years under the DISP but adds a new dimension. 
This new dimension or emphasis is the security of unclassified intelligence 
indicators. It is the protection of things we do, our opera tions, tests, 
and activities. As such, OPSEC is intended to complement the DISP. 

126. Applicability. The DoD OPSEC program is applicable only to Defense 
contractors participating in the DISP when the contracting User Agency 
determines that additional OPSEC measures-are essential to protect 
classified information for specific classified contracts and imposes OPSEC 
as a contractual requirement. OPSEC is concerned with all sources of 
exploitable information. The DISP generally covers only the classified 
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information disclosure problem, while OPSEC covers the total problem by 
addressing vulnerabilities and countermeasures for a specific program. 
OPSEC is principally oriented to those instances in which evaluations 
indicate program weaknesses which could lead to the disclosure of 
classified information. 

a. OPSEC will be directed to the protection of unclassified intelligence 
indicators on classified programs of such a nature that the disclosure of the 
indicators may lead to the compromise of classified information. OPSEC is not 
intended as a vehicle to protect unclassified technology; other programs exist 
to protect this information (DoD Directive 5230.25). 

b. Specific detailed UA requirements for OPSEC shall be included in 
appropriate requisition documentation and resultant contract or addendum 
thereto in sufficient detail to ensure complete contractor understanding of 
exactly what special OPSEC provisions or measures are required by the UA. 
Full disclosure of these requirements is essential so that contractors can 
comply and charge attendant costs to the specific contracts which have OPSEC 
prov~s~ons. In providing such measures, UAs shall not solely refer to their 
internal regulations when imposing OPSEC requirements, but shall fully specify 
the particulars in the contract proper and shall provide necessary information 
to fully explain internal regulations. Additionally, applicable DD 254s will 
be annotated to indicate that OPSEC requirements are contained in the contract 
or addendum thereto. 

c. Contractual OPSEC requirements shall be strictly limited to those 
sensitive projects which clearly justify extraordinary security measures 
beyond those embodied in the DISP as outlined in the ISM. If the ISM provides 
a countermeasure or safeguard for a particular identified vulnerability concern, 
the ISM will be allowed to address it and redundant countermeasures will not be 
added as contractual OPSEC requirements (e.g. physical, information or personnel 
security). UAs will make this determination prior to imposing OPSEC measures. 

d. Full and detailed OPSEC contract and subcontract requirements to 
include DD 2548 will be provided to DIS CSOs by UAs or prime contractors as 
appropriate. 

e. When requested by the installation commander, DIS will perform OPSEC 
inspections of contractor facilities located on military installations. At 
contractor facilities not located on military installations, DIS has principal 
responsibility for inspecting contractor compli,ance with OPSEC requirements. 
Cognizant UA representatives may accompany DIS if requested. OPSEC inspections 
will be accomplished: 

(1) As part of a regularly scheduled industrial security inspection. 

(2) As part of an unannounced industrial security inspection. 

127. Procedures for Self-Inspecting OPSEC Programs. 

As will be the case with CSOs, contractors shall use the detailed 
information provided them by the contracting activity as the basis for OPSEC 
self-inspections. 
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Appendix Ie INDUSTRIAL SECURITY FORMS 

A. Application. The purpose of this appendix is to describe the forms used 
by DoD contractors in industrial security matters, and to provide instructions 
for the use and completion of each of these forms. A sample of each form is 
included. These forms shall not be used for any purposes or in .any other 
manner, except as provided for in this manual or for training purposes. 

B. "Department of Defense Personnel Security Questionnaire (Industrial-NAC)l1 
(DD Form 48). This form is used to obtain personal data from a U.S. citizen 
being considered for a DoD CONFIDENTIAL or SECRET PCL. The form is prepared 
jointly by management and the person being considered for the clearance. The 
submission of this form shall not be required, except when the person con
cerned is being processed for a clearance. The completed form should be for
warded to the DISCO, P.O. Box 2499, Columbus, Ohio 43216. However, forms that 
pertain to OODEPs and are submitted in conjunction with the FCL application, 
or as a change thereto, shall be mailed to the CSO. 
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DO Form 48 
SAMPLE 

PERSONNEL SECURITY QUESTIONNAIRE 

INDUSTRIAL - NAC 

DO FORM 48 

DATA REQUIRED BY THE PRIVACY ACT OF 1974 (5 U.S.C. §552a) 

AUTHORITY; Internal Security A,t of 1950 lnd Excculive Order 10865, as amended bv Executive Order 10909. 

PRINCIPAL PURPOSES: To "bt:un b.ck)!l!Jund Infornlalion for personnel security investigalive and evaluative purposes in order to determine the security 
el,iglblhty of Department of Defer,se con tractors and employees of Department of Defense con tractorS for (I) acces., to classified information, or (2) assignment 
to a sensitive position, 

ROUTINE USES: (I) Determmc the seope of a personnel security investlgalion. 

(2) ProVIde evaluators or adjudicators with personal hi.~torY information relevant to per~onncl ~ecurity determinations. 

The informallon may be dlscli)Sed to other Federal agencies that arc authorized under specific statutory or Executive authority to make personnel security 
determinations. 

A copy of the feport o( personnel security investigation will be maintained by the Personnel Investigations Center of the Defense Investigative Service and m3Y be 
used in future security clearance detcrminallons, You have the right to obtain a copy of the report Qf investigation :md/or request amendment to the tile. 

MANDATORY OR VOLUNTARY DISCLOSURE AND EFFECT ON INDIVIDUAL OF NOT PROVIDING INFORMATION: Voluntary. Failure, however, to 
furnish all or part of the In(ormatlon requested may result in (1) denial ofacecss to classified inrormation, or (2) non·selection for assignment to a sensitive 
position. Disclosure of your Social Security Number IS necessary to fulfill requirements of the above cited authorities. It is intended that this nolice be retained 
for personal records, 

GENERAL INSTRUCTIONS 

THE PERSONNEL SECURITY QUESTIONNAIRE (PSQ) IS AN IMPORTANT DOCUMENT AND MUST BE COMPLl'TED WITHOUT MISSTATEMENT OR 
OMISSION OF IMPORTANT FACTS. ALL ENTRIES ARE SUBJECT TO VERIFICATION IIY INVESTIGATION. 

• THE FORM MUST Bl'. TYPED OR PRINTED, 

• COMPLETE ITEMS 1·13, SIGN THE FORM AT THF BOTTOM, AND THEN PROVIDE THE FORM TO YOUR EMPLOYER WHO WILL 
REVIEW IT TO ASSURE THAT ENTRIES ARE COMPLETE AND CORRECT. AFTER THE FORM IS RhTURNED TO YOU, PROCEED TO 
COMPLETE 14-18 OF TilE PRIVACY SECTION. 

o IF ADDITIONAL SPAn, IS RI·.QUIRED I'OR ANY ITEM. ATTACII ADDITIONAL SIIEETS OF PLAIN WIlITE PAPER, WHEN ATTACHING 
ADDITIONAL !;HEETS ALWA YS IDENTIFY TilE ITEM NUMBER IlEING CONTINUED AND FOLLOW TIlE FORMAT FOR ENTERING INFOR· 
MATION PRESCRIBED ON THE mRM AND IN THE DETAILED INSTRUCTIONS. 

o ALL QUESTIONS MUST BI~ ANSWERED. IF AN ITEM IS NOT APPLICABLE INDICATE "NOT APPLICABLE" OR "N/A." DO NOT USE THE 
TERM "UNKNOWN" FOR DATES 01 EMPLOYMENT OR RESIDENCE. IF THIS INFORMATION IS NOT KNOWN PRECISELY, GIVE THE DATE 
AS BEST YOU CAN RECALL mLLOWED BY APPROPRIATE QUALIFYING LANGUAGE, E.G., "DATE ESTIMATED" OR "APPROX." 

• UNLI-.SS OTIIERWISE SPECII'IED: 

• ALL DATES SIIOULD BE ENTERED IN TERMS 01, YI'AR AND MONTII USING l'fm LAST TWO DIGITS OF Till'. YEAR AND A TWO DIGIT 
NUMBI'R REPRI:SENTING THI, MONTH, E.G" JANUARY 1979 WOUI.D 1lF. ENTERED AS 79-01 AND DECEMBER 1979 WOULD BE 
I'NTERI;D AS 79-12, 

• NAMl,S 01 PERSONS SHOULD Bl' eNTERED IN TIIl- l'OI.LOWIN(; ORDER: LAST NAME, FIRST NAME AND MIDDLE INITIAL. 

• ADDRLSSLS SIIOUl.D INCLUDE TilE NUMBER AND STREET, CITY. STATE OR COUNTRY, AND ZIP CODE. 

o BLiORE IoNTliRING ANY INI'ORMATION ON TIlE FORM, RhAD CAREFULI. Y THE DETAILED INSTRUCTIONS PROVIDED WITH THE 
FORM. It AT ANY TIM!: DURIN(; COMPLETION OF THE FORM, A QUESTION ARISES THAT OOES NOT APPEAR TO BE COVERED BY THE 
DI.TAILED INSTRUCTIONS, CONTA(TTIIE INDIVIDUAL OR OI'I'ICE TIIAT PROVIDED YOU WITH TilE FORM. 

o ONCI Till', I'ORM liAS BH.N COMI'IYII'Il, I'I.AC!' IT IN TilE PRE·ADDRESSED ENVELOPE Til AT liAS BEEN PROVIDED, TOGETHER WITH 
TIll, COMPLETED I'D 258 (\ INGERI'RINT CARll) SI·.AL TilE ENVELOPE, SIGN ACROSS TIlE ENVI(LOPE FLAP ON THE LINE PROVIDED 
AND AIIIXTIlE DATEOI SIGNATURI I>II.IVI',R 1II1·.Si't,LI-:D ENVELOPI;TO YOUR EMPLOYER IMMEDIATELY. 
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Page two SAMPLE 

DEPARTMENT OF DEFENSE 
Personnel Security Questionnaire (INDUSTRIAL-NAC) 

1 a. LAsTiliAM'E'::FiRsr NAME~Ml0DlE NAME b MAIDEN NAME (I/any) 

FORM APPROVEO 
OMO,NO, 07004~OOO5 
EXP. DATE APR 1987 

DATE 
FOR DIS USE ONLY 

-2-:-ALIASES -- _.0 __ , ___ 
3. a. SEX b. RACE 4. SOCIAL SECURITY NuMBER 

I Male 

~Ei5FBIRTH 
I Female -6. PLACE OF BIRTH 

(Fl'or -Mtllult Day) a.CITY I b. COUNTY I c. STATE I d. COUNTRY 

-i7u-:-s. Cl TlZEN b. NATIVE c. IF NATURALIZED, d. IF DERIVED, PARENTIs) n. DATE f. PLACE \I. COURT 
CERTIFICATE NO.ls) CERTIFICATE NO.(s) 

-:J Yes 1'1 No IYe.nNo 

h DUAL CITiZEN I I Yes I I No (If "Yes" see DETAILED INSTRUCTIONS.) 

8. MILITARY SERVICE (Include Reserve/Natiollal GlIard.) 

a. FROM b. TO c. BRANCH d. RANK e. SERViCE NO.(;) f. COUNTRY 

9. PREVIOUS CLEARANCE DATA Ves No 

a. Halle you ever been granted a security clearence? (1/ "Yes" give details below.) 
LEVEL DATE GRANTED GRANTED BY 

I 
NAME OF EMPLOYER 

It Have you ever terminuted employment while request for security clearance wa; pending? ('fYes" answer mllst be ttxplained in accordance with the Ves No 
DliTA/UW INSTRUCTIONS.) 

1-' 
J.£~ FAM IL Y "ASSOCIATES (See DETA /LED INSTR UCTIONS for persons to be listed.) 
a. RELATIONSHIP AND NAME b. DATE OF BIRTH c. PLACE OF BIRTH d. 

f--;;A'\l-CtR 
ADDRESS e. CITIZENSHIP 

MOT~'ER (Maiden Name) 

SPcii:iSi'\ (Maiden Name) 

~spouse 

11. RESID!;NCES (Begill with currc1/t acJdres .• -See DETAILED INSTRUCTIONS.) 
a. DATES fl'r &, MrJJ b. c. d. e. 

FROM TO NUMBER AND STREET CITY STATE ZIP CODE 

Present 

12. EMPLOYMENT (Inc/ude self-employment, pan.tlme employment and/or unemployment.) (See DETAILED INSTRUCTIONS.) 

~. OATES (Yr & ,110) b. c. d. e. SUPER· 
fROM TO NAME OF EMPLOVER ADDRESS ZIP CODE VISOR 

Presem 

13 FEDERAL SERVICE. FOREIGN TRAVEL/CONNECTIONS (If "Yes" see DETA1LED INSTRUCTIONS.) Yos No 

a. Have you ever been in the Federal Civil Service? 

b Have you travefed or rosided abroad for other than the U. S. Governmont? 

c. 00 you have any lorelgn property or business conneCllons or have you over been employed by or acted as a consultant or reprosentative for a 
foreign government. firm. or agency? 

TO BE COMPI.ETED BV EMPLOygR I a. LEVEL OF CLEARANCE I I Secret I I Confidential 

b CITIZENSHIP VERIFIED I I Yes I I No I c. JOB TITLE 
d. fEDSRAL SUPPLY CODE I e. CONTRACT NUMBER 

I CERTIFICATION ~ I certify that the above named ind,VIdual is employed by thIS company and has the need for the clearance indicated to perform on 
claSSIfied contracts. 

DATE SIGNATURE OF EMPLOYER OR DESIGNATED REPRESENTATIVE 

Edition of 1 JAN 74 Mav Be Used Until Exhausted. 
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DO Form 48 
Page Three 

SAMPLE 

PRIVACY SECTION 
ENTRIES IN THIS SECTION ARE NOT SUBJECT TO REVIEW BY YOUR EMPLOYER. When your responses to items 
0t~h~~:.'.!! hi ... beoon rsviawed by your employer and retUrned to you, you should proceed to complete items 14 18 

1 13 on the first paqe of the 

At !1.l.W.R~IUllll!O!ll!l!llbll[lUalsligQl ~lllllaIQII!lI[llbD Qf.TAll.ED INSTRI-Ir.TirINs. 
in this section, sign where Indieeted 

14. ARRESTS ( .. Y .... Cl1\.nWn ".un M aplalnod 111 e. through L below 111 «cordance with the DETAILED INSTRUCTIONS.) 
Y" No If"eCtlDlTY.) 

(Attacll additional .heets, 

•• H."" you over boon arrested, charged, cited, or held by Federal, state, or local law enforcement or juvenile authorities regardless of whether the 
citation Was dropped or dlsmissod, or you were found not gUilty? (II1e1ude a/l courlS·martlal or non·judiclal pU1llshme1lt while In military service. 
(You may exclude minor traffic vlolatiorufor which aftne or lorleiture 01 $100 or less was Imposed.) 

b. As a result of being errMtod, cherged, cited, or held by lew anforeement or juvenile authorities, have you ever been convicted, fined by or forfeited 
bond to • Federel, stoto, or other judicial authority or adjudiceted • youulful offender or juvenile delinquent (regardless olwhetller the record In 
YOIIr CIJU has been ",ealed" or otherwlN strickel1/rom the court record)? 

c. HAve you evor be.n dllloined, hold in, or served time in any jail or prison, or raform or industrial school or any juvenile facility or institution under 
thajurisdiclion of any city, countY, state, Faderel or foreign country? 

d. H.ve you over been awarded, or ar. you now undar suspended sentence, parole, or probation or awaiting any action on charges against 
you? .. f. OFFENSE OR 'g, NAME AND LOCATION h. NAME AND LOCATION i. PENALTY IMPOSED OR DATE 

VIOLATION OF POLICE AGENCY OF COURT OTHER DISPOSITION 

15. MEDICAUFINANCIAL ("YC$" answers mUJt be ~xp/alned II! accordal1ct with the DETAILED INSTR UCTJONS.) (A Nach additional Slltels, II necessary.) 

Y .. No 

a. Ha ... you over used any n8rcotlc, dtIPr8ssnnt, stimulant. hallucinogen (to include LSD or PCP) or Cannabis (to Include marijuana or llaslllsh) 
oxcept IS prescribed by a liconsod physician? 

b. H ..... you aver been inYolvod in the illegal purches •• possession. or sale of any nercotic, depressant, stimulant, hallucinogen, or Cannabis? 

c. Hat your U5e of alcoholic bevereges (wch as liquor, betr, wine) ovar resulted in the loss of a job, arrest by police, or treatment for alcoholism? 

d. Haw you tver had or been treated for a mental. emotional, psychological, or penonality disorder? 

e. H."" you ..... r petitioned to be declared bankrupt? 

16. ORGANIZATIONS 

a. (LUI all "'T'InizarionJ. txcrpt labor unions, al1d those '"Ierred to In b. be/ow, to which you· belong or previously belonged.) 

i. NAME II. ADDRESS iii. TYPE iv. FROM v. TO 

b. (HYtJ" al1swer> must be ~xplall1.d in accordance with th. DETAILED INSTR UCTIONS.) (A trach addltlonal.heets, Ilneeessary.) 

Y .. No 

i. Ar. you now or have you ever been a mem""r of the Communist Party or any Communist organllation? 

il. Are you ncw or haye you ayor been affilIated 'iI'ith any organization, association. move.ment, group, or combinatio.n of persons ~hich advocates 
the ovonhrow of our constitutional form af government, or which has adopted the polley of advocating or approving the commiSSIon of acts of 
forc. or violence to deny o:her panens thoir rights under the Consmution of the United States or which seeks to alter the form of government 
of tho United ;:;t"tai by uncolulitu \lanai means? 

17 SECURITY CLEARANCL i "Yes" answer must be explained In accordal1ce with the DHJ'A nt./) INSTR Ue7J(JIY'i-) (Ilitac I auclltrona sheets. 1/ 

V .. No 
l1ect.l'Dry. ) 

Hove you ever had a secunty clearance denIed Or revoked? 

lB. DISCHAflGE FROM THE ARMED FC)nCES ,"y,," answcrm~st be explained ill accordance with tile DFTAILHD INSTRUCTIONS.) {Altach atidltional 
Vos! No! sheetJ, Ilneet..,.,ry.} 

Haire you e"8r been discharged from the Armed Fo~ces under other than honorable condItions' 

CERTIFICATION 

I cerllfy lh.t th~ CnlrrC\ made by In" arc truc. wmpielc. and ar(Ural(- In the he,l III my knnwlcd~c and bcltc1 und 'lfe mude HI ~"od laith. I under'lUnd 
that 3 knowtng and wdful false slalemenl nrlllll\ rnrlll <all lw punl\hcd hy linc or lI11p,,\nnmcnl nr hullt {.'I., U.S. Catir. '/'ille Iii, Sect/ull /lIO}}. 

TYPED OR PRINT EO NAME OF PERSON COMPLETING FORM 

DATE - SIGNATURE OF· PERSON COMPLETING FORM 
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DoD 5220.22-M 

C. "ApplicadLon and Authorization for Access to Confidential Information 
(Industrial)" (DD Form 48-2), This form is used to obtain personal data from 
a U.S~ citizen being considered for a CONFIDENTIAL PCL by a contractor. The 
form is prepared jointly by the person being considered for the clearance and 
by the contractor. Completion of this form is a prerequisite to the granting 
of a CONFIDENTIAL clearance by a contractor. The use of this form is not 
retroactive in the case of employees who previously were granted CONFIDEN
TIAL clearances by the contractor, so long as they are continuously employed 
by the same contractor, or there has been no break in employment in excess of 
12 months. 
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DO Form 48·2 

f'oM 
Line 

SAMPLE. 

APPLICATION AND AUTHORIZATION FOR I I FORM APPROVED TI'Pt; OR p/lIx'r OMB NO, 0704-0031 
ACCESS TO CONFIDENTIAL INFORMATION (lNlJUS~rRIM.) A/./.AS.,\\'f:ns EXP, DATE DEC 19S1 

NOTE: PENALTY4 Puilure to answer all qlLestions, or £lily miHttJpr('SPl1tnli(ln (fjy ,,:n.iBSioll ur cotl('('n/nlf'rlt. oj' hy ,,!,::,/('culiuJ.!.. 
false, or partial answers) may serpe as a basis for dCllial of c/;;ara,wc fol' "eCl'SS 10 classilled Dcparlllu!tlt of Dr/en,,' ill/(>I'-
motion, In addition, Titlc 18 Unitcd States Code 1001 mallCs it (I aiminal ol/el/se, [lullishable by a ma.>:inwIII of .1 ."<'<II'S' 
imprisonment, $10,000 finc. ur bolh, knOWingly and willfully lu mall<' a false sta/errwnl or represelltatiun 10 "1/,1' D<'pflltlllrlli 
or Agen",' of Ihe United SlalCs as 10 "ny mall;;r withill Ihe jurisdiclioll of any Deparlment or Agency of 111<' crlll/,'d Slalr .•. 
111L; iI/eludes all)' slatemellt lurawingly and willfully made by employer or cmf!loyre lIerein which is kllOll'illg/y mcorrC'ct, 
IrlComp/ete or misleading 1'1/ any imporianl parlieulClr • TlIIe 18 UnitC'd Stall'S GodC' 911 slatl's 'wlraC't'<'r f"lsrl.v all(/ Willfull,. 
represents himself 10 be a citizen of Ih .. Vtl/1cd Slutes sludl be fbtcd not more thaI! $1,000 or imprisoned not more Ihan Ibref! 
years, or both", 

PURPOSg: The completion uf this form Is required in 
clearance for classified information. 

the national Interest prior to an individual being granted a security 

INSTRUCTIONS· 'rhls Is a three-part form. Part I Is an application for access and shall be executed by U.S. citizen employees 
provided their employer determines thai access to Confidential information Is required In the performance of the employee's 
assigned duties. Part II is the empioyt'e's authorization for access to Confidential information and shall be completed by the 
employer. Copy of ihls form shall be maintained by the contractor for all employees granted a security clearance for Confidential 
Informatlon. Part In Is a listing of Communist countries which the employee shouid refer to when completlng Item Ii. 

PART I· APPLICATION FOR ACCESS TO CONFIDENTIAL INFORMATION 

TO BE COMPI.ETED BY EMPLOYEE 
NAME: AND ADDRESS OF EMPLOYER 

1- LAST NAME· FIRST NAME'" MICDL.E NAME 2. ANY OTHER NAME BY WHICH KNOWN (Alias, maiden or [0 rm l!r 
legal flume) 

3. DATE OF BIRTH (Month, Day & Year) 4. PLACE OF BIRTH reily, Coun/y, Sillte) 

:5" SOCLAL. SECURITY NUMBER 6, SEX 

7. HA.VE YOU EVER APPLIED FOR OR RECEIVED A SECURITy CL.EARANCE7 YES NO 

8, IF THE ANSWER TO tTEt,. 7 IS "YES", INOICATE BEL.OW THE LEVEL OF CLEARANCE, WH£N ",PPL.IEO FOR, WHEN GRANTED. BY WHOM. AND WHERE, 
EMI'LOYED AT ,'I-;.'\T TIME. 

9, ORGANIZATiONS WITH WHICH AFFILIATED (pasl (Jlld present) OTHER THAN RELIGIOUS OR POLITICAL ORGANIZATIONS OR THOSE WHICH SHOW 
RE:LIGIOUS OR POLITICAL AFFILIATION. (II flone. so 6tate) 

10, ARE YOU A CITIZEN OF THE UNITED STATES 1 DYES DNO, (If afl5wer is "Yes"J complete Ihl! following: if alUiwer is "No -, return 
/I,/> form to your employer,) 
o I AM A CITIZEN OF THE UNITED STATES BV REASON OF MY BIRTH IN THE UNITED STATES D M'i NATURALIZED 

CITIZENSHIP. 
o MY BIOTH IN A FOREIGN COUNTRY OF UNITED STATES PARENTS o MY DERIVATIVE CITIZENSHIP" 

*Jf checked comptete cu."er "Citizenship by Naturalization· or "Citizenship by Deriuatr'on- Section below. 

CITIZENSHIP BY NATURALIZATION * 
WHERE NATURALIZED (Cay. Comity, State) DATE NATURALIZED 

COURT CERTIFICo'ITE NO. 

CITIZENShiP BY DERIVATION * 
PARENT'S NAME PARENT'S CERTIFICATE NO, 

11. HAVE YOU RESIDED AT ANV TIME CURING THE PAST 1~ VEARS OR SINCE YOUR 16TH OIRTHOAY. WHICHEVER 15 LATER, IN COMMUNIST COIJNTRIES 
LISl'ED UNDER PART 1111 (1/ anlWtr i5 ~Ye.s~ illdicate cay and country. dates of residence. under lIem J 4 -Remarks.-) 

DvES ONO 

12. LIST flEt..ATtvES AND RELATIVES Of' SPOUSE: KNOWN "0 BE l.IVING IN COMMUNIST COUNTRIES LISTED UNOER PART III. 

RELIoTION NAME ACDRESS PLIoCE 8< DATE PRESENT 
OF BIRTH CITIZENSHIP 

t3. ARE YOU A REI"RESE'NTATIV£ OF A FOREIGN INTEREST? DvES DNO 

I". REMARKS 
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DO Form 48-2 
Page Two 

SAMPLE 

INS'l'HL'CTIONS: Head every sentence of the Certification before signing in the presence of It witness who may be It member of 
your firm, If you cannot sign the certification for any reason, return this form to your employer who will have you complete a 
different form, 

CERTIFICATION 

1 certify that I have never been, past or present, a member in any organization, association, movement, group, Of combination 
of persons, (1) which advocates the overthrow vf our constitutional form of government, (2) or whIch had adopted a policy of 
advocallng or approving the commission of acts of force or violence to deny other petsons their rights under Ihe Constitution 
of the United States, (3) or which seeks to aller the form of Government of the Unlted States by unconstitutional means, 

I certlIy that [ know that any mIsrepresentation Or false J certify that.! have read and understand each sentence of this 
statement made by me herein may subject me to prosecution Certification, . 
under 'ritle 18, l'nlted States Criminal Code, Sections 911 
and 1001, with penalties up to five (5)yoars impriSonment 

I certify that the entries made by me on this form are true, and $10,000 fine. 
complete, and correct to the best of my knowledge and 
belief, and are made in good faith, 

I certify that I am a citizen of the United States, 

SIGNATURE OF WITNESS SIGNATURE. OF PERSON MAKING CERflFICATION DAiE OF SIGNAiURE. 

AOORI:.SS OF WlTNE;:SS (CU)'. Cowl1y~ ~/(lIC) 

PART \I • AUTHORIZ.ATlON FOR ACCESS TO CONFIDENTIAL INFORMATION 

1'0 Ji8 C(JJ(I'I.f:'I'J:,'[) BY RMI'LOl'RR 

Whereas the Department of Defense hns delegated to Its contractors (emp/o,vel's) authority to grant access authorizulion 
for access to Confidential information to his employees who rl'quire access in the performance of Ihe employee's aSSigned 
dulies; the underSigned. a duly authorized representlltive of the contractor, certifies that he hus exumlned Part J of this 
form and the employment records pertaining to the employee executing Part I of this form, and has determilled lhat: • 
(Ch"dt Ih" IIppmprwh' /!Ioch(s) 

1. The employee is a l'nltcd Stntes citizen; and that 

0 2. 'l'he ernployee may be granted a sec,)tHy clearance for ConfidentIal 
Information in accordance with the provisions of paragraph 24b, 
Industrial Security :'Ilullual for Safeguarding Classlf1ed Information and 
such authorization Is hereby granted Ihls date; and/or 

0 3, The applicullon is required to be referred to 
office fur detcrlllinatioll, 

the mllitary cognizant security 

Dutc 

By 
'St~tHlfr(n'J 

.--.-------
I,\'''''H of ( '''',(1 th 'nt; 

('/'\pHI fllllI/c l (/11(/ Itlb: II/ cllllllUrt:uf t'lJr'n,nIJut!('(') 

1---'._'_. PART III • LIST OF COMMUNIST COUNTRIES 

Albanill 
BII\gllri,\ 

('ft/l/(1/ (;lIcllll/ill}< 'libel) l'hillcoc l'eopll>J\ Repuhlic (('01111111111;'( 
Cuba 
('z""h,,~luvtlkia 
Ilernllcrllti" l"'nptes Hepuhlic or KurL'" (,v",tft 1\"l'm) 
I'em!)cralic H"public "r Vietl1am (.\'(l11i1 t',..{l/ilm) 
(iertnan j )emocratic lh'public rC:f)U) (RlI.\/ (:r.. rmutly. 11l('/uelill/-! fh,1 HlJ(lirl S('c'/rO' "~I II"/'lill) 
Hungary 
,\lcmllolian l'r"l'l~s H"publlc f {lull'/' .lfUJlfll1/irt} 
I'oland 
lIumania 
Yugoslavia 
l{u (il<' lshlll,;s 
Suuth Sakhalin (Karafllloj 
('nion uf Sovkt s"clalist Republics (USSII) (1/ldlldillfi RstlJlliu, Lml'iu, Ulluwf/iil, alld all "I),,,, (tllI.,II11lt'1I1 It'pub/itW) 

DO fC)RM 48.2 
t APR 74 

EDITION OF I JAN 68 MAY aE USED UNTIL £XHAUS'rED 
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DoD 5220.22-M 

D. "Department of Defense Personnel Security Questionnaire (Updating)" 
(DD Form 48-3). This form is used to obtain current personal data to 
process a clearance action, when an individual with a security clearance is 
transferring employment from one contractor to another contractor within a 
12-month period and requires a PCL in his or her new employment. It is also 
used in converting a UA clearance to an industrial security clearance. This 
form is prepared jointly by management and the individual being processed for 
the new clearance. In the section to be completed by the employer, the form 
is addressed to the DISCO, P.O. Box 2499, Columbus, Ohio 43216. However, 
forms that pertain to OODEPs, which are submitted in conjunction with the FCL 
application, or as a change thereto, shall be mailed to the csa. 
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00 Form 48-3 

SAMPLE 

DEPARTMENT OF DEFENSE 
OATE FORM APPROVED 

OMS NO. 0704-0005 
P ERSOHHEL SECURITY QU ESTlOHHAI R E (U PDATING) EXP. DATEI APR 30, 1987 

PENAL TV - FlJllur~ 10 answer all questions, or any mlsropre"ontatlon (by omlallion or concealment, or by m/a/a.dln •• I.ho, or partial answers) 
may .serve If.! IJ basis {or den/tJl 01 clearance {or acceaa to c/ ••• llled Department 01 Dstanu, Inform_tleM. In .ddle/on. Title 16, Unlt"d St.teo 
Code 1001, makes It lJ crimInal ollem"o. punhhabh by It maximum 01 5 yo.,. fmp,honmenC, IJO,OOO 11"., or both, knowlnQly lind wltUully (0 make 
a false statement or tep,,,,,entation to cny Dopartment 01 A"oncy 01 tho UnlttJd SI./ftll .s to any matter within the Jutladlctlon 01 any Dap./men' 
or Af2ency of the United Sltt/es. Thi. Indud'Hf MY statement made herein wllich I. lmowlnSly ..nd wll1fully Incorrect, Incqmplete or m/.'eadln~ 
In any Imporfant purflculilr. 
IN::iTRUCfIONS: One (I) copy o( accomplished fonn wiIl be submitted by the contractor when preSCribe" by the Inaustrlal 

Security Menunl for Safeguarding Classified Information to request transfer of clearance. Type or print all answers; fonn will 
not be accepted Unl"ss completely and properly executed. Use blank sheets (or additional information, identifying by item 
number. Questions which do not apply will be marked "None." 

INSTRUCTIONS TO EMPLOYEE: This (orm is in three parts. Port I must be completed by your employer before YOU complete 
lhe blher parts. You must complete Pari III in private. Be(ore filling in any part, you should familiarize yoursel( with all 
questions .. Do not sign this fonn without first reeding the instructions in Part Ill. 

PART I 
TO BE COMPLETED BY EMPLOYER 

TO: N,lM£ ..'>NO ADORES' OF EMPL.OYE" (II. Dub.'dlluy, Include l1amCil oJ 

Defense Investigative Service 
patent comp."y) 

Defense IndUBtiial Security Clearance Office 
Box 2499 
Columbus, Ohio 43216-5006 

JOB TITL.E .AND OESCRIPTION OF EMPLOYEE'S DUTIES WHICH REQUIRE ACCESS TO CL."SS1FIEO CONTRACTNUMBER,WHEN 
INFORMATION APPL.ICA,ItL.E 

SECUR\Ty Cl..A.SSlFtCA i\ON OF 
~A"'EAIAl..S OR INFORMATION 
EMPL.OYEE WIl..l.. HAVE ACCESS TO 

CLEARANCE REQUESTED IS: C) TRANSFER o CONVERSION o CONcURRENT 
I CERTIFY THAT THE ENTRIES MADE BY ME ABOVE ARE TRUE, SIGNATURE OF EMPL.o't'ER OR OESIGNATEO REPRESENTATIVE 

COMPLETE, ANO CORRECT TO THE BEST OF MY KNOWLEDGE AHD 
BELIEF AND ARE MAOE IN GOOD FAITH 

PART" 
TO BE COMPLETED BY EMPLOYEE 

I. L.AST NAME· FIRST NAME· MIOOl.E NAME 2. ANY oTHER NAME BY WHIC'H KNOWN (All •• , maldon, lormor 
/eQal nl/lmej dollQn.,. which) 

3. OA "" OF BI RTH 1'0. L.AcE OF BIRTH 'b. CITIZEN 0"" WH-'T COUNTAY 

.. SOCIAl. ,';:CURI Y NUMBER c. SEX 

7. RESIDENCE (Prllllent AddtCIIlt. Only) 

STREET, CITY. STATE OR OTHER POl..ITICAL. SUBOIV1SION, ANO COUNTRY FROM (Dalo) 

e. ORGANIZATIONAL MEMBERSHIP 
(Li., the ndt}1e and ttddtc:Js 01 e4ch ot12anlz4tlon 01 whIch you have b"come lJ member- alncb the d.,to of your laat eJOatllnco appJlclIItirm. Aho 
show th" full namo 01 "41/0nal otRan/zatlun with wlllch the local otQanlzatlon lit a{{Uiatod. Under "type" Indicate Hltatoma/," "plote •• lonal. II 
etc". Do not abbreviate. L.Ist the apptoxlmate dates 01 mftmb"",hip II the exact dales IJtft nol known, You ate not to II., labor un/on4, telllllouo 
or~lIn/%lJt1on., or pe>lItfcal patties. 11 you do not be/on~ to any otllat'il%atlon, enter H noll .,.;; under the "Name and Addt'eaa" column. 

NAME ANa AOORESS TYPE OFFICE HELD FROM (D.,o) TO (D.'o) 

G. LAS'T EMPLOYMENT (At Which CtearN1ce W •• Gtanted) 

POSITION HELD EMPLOYER ANO IMMEDIATE SUPER· ,A.DDRESS F-"'ROM (Dato) TO (Dalo) 
VISOR 

\0. HAVE YOU EVER BEEN P'REV1QUSL.Y GRJl.N1"EC ... SECV'RlTy'CL..E ... ,Ud-lCE" (11 an.wer fa uYe."1 IndIcate 'eYel 01 cJearance-, :when 
Stanted. by whom lJnd where employed Itt th.t time undtlr ltttm J2. "Remark. H ) 

DYES ONO 
1\. l.\So" £"elo-l F'OR£\GN COVE.RNMEN'1'. F1RM, eORPORA,TtON oR PERSON FOR ~HOM. YOU ~CT OR HA.VE ""eYED A.S A. REF'RE~ 

SENTATIVE. oF'FIC1AL.. OR EMPL.OVEE IN THE PAST!5 YEARS. L.lsT A.L.t. COMMUNIST GO"'ERNMENTS, FIRMS OR CORPORATIONS 
FOR WHOM YOU HA.VE EVER ACTED IN SUCH CAPACITY. ATTACH A STATEMENT AS FtEQUO~.ED BY PARAGRAPH 20k, INOUSTRIAL. 
SEC.U~ITY MANUAL. FOR EACH AFFIL.IAT1ON, 

12 RE~"fl:KS 

FURTHER iNSTRUCTIONS: Do not complete PART III or the Certification at this tiroe. Afler completing PART Il return the 
(orm to your employer who Will review It to assure that all entries src complete end the form is filied out properly. After your 
emolover returns the form to You, then start PART ill and foliow Instructions on reverse side. 

DO FORM 
83 NOV 48-3 Previous editions of this form may be used until eXhaustud. 
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DO Form 48·3 
Page Two 

SAMPLE 

PART III 

INSTRUCTIONS: Complete the items below in private. The answers or statements in this Part are privileged information 
between you and the Government., You should enter in Item 18 below any in(onnation relallng to your answers which might 
require further explanation, or any additional lnformation which may have a bearing on your security clearance. 

13. HAVE VOt; EVER BEEN ARRESTED, CHARGED, OR !-tEI..O BY ANV LAW ENFORCEMENT AUTHORITIES FOR "NY VIOLATION OF 
ANY LAW. REGULATION. OR ORDINANCE" lNCLUDE AL.L. COURTS' MARTIAL. 00 HOT INCLUOE ANYTHING THAT HAPPENEO 
eEFORE YOUR 1ISTH BIRTHDAY. 00 NOT INCL.UOE TR"'FF1C VIOt.. ... TIONS FOR WHICH THE ONLY PENAL. TY IMPOSEO WAS FINE 
OF 125.00 OR LESS . .... LL OTHER CHA,RGES MUST BE INCLUDED EVEN IF THEY WERE OI5t.4ISSED. (Flom dare ot laBt c/eattmce 
applfc4t,'on) 

DVES DNO (II "Yeo.", .'ve dale lUld pillce, ch_ge, IiIt1d dhpo'.ltlon.) 

14. WHAT TYPE OF' DISCHARGE 010 YOU RECEIVE, IF ANY', FROM MILITARY SERVICE1 

15. HAVE YOU EVER HAO,.. SECURITy Cl..EARANCE SUSPENDED, DENIED, OR REVOKED? (II anawe," "Yo.", 'ndlcate undnr/tem 18 
below, the I. vel ot ct •• anc., when .u.p@nded, d.n/ed, or revok.ed, by whomJ and whero employed. II you ./nc. have beon ",antod .. 
clear.nee by the Oovetnment, Indlc.te und"rlt.m J3 below, th~ dale, lellol 01 c/ea'lInce, and tho activity which rOlltated the c/earMee.) 

DVES DNO 

16. YES NO .. 00 YOU HAVE A HISTORV OF !o\EHT ... L OR NERVOUS DISOROERS' 

6 ARE YOU NOW OR H .. VE YOU EVER BEEN ADDICTED TO THE USE OF HABIT FORMING DRUGS SUCH AS 

NARCOTICS OR BARBITURATES' 

<. ARE YOU NOW OR HAVE YOU EVER BEEN A CHRONIC USER TO EXCESS OF ALCOHCLIC BEVERAGES' 

(If snswltr to any of thlt above ,. uYES"~ ~ltp'"/n. Give name. and .ddresses of ho~pltlJ/.t. clinics, slJnltorlumsj and physicHlnS \-\.ho haVe 
f"Ju.mlned 01 trf!lJted you lor .1'Lu."h condition •. ) 

17. "UTHORITV TO RELEASE MEOIC .. L INFORMATION 

I hereby gunt pennission to the Department of De(ense to obtain and review copies o( my medical and institutional 
records relating to conditions listed in item 15 and to question those who have examined or treated me therefor. 

SIGNATURE OF EMPl..OYEE I UA ,~ 

18. REMARKS 

IMPORTANT NOTICE: Your lignature on the (ollowing certification must be wilne8led; the witness may be an employee 
o( your Clrm. Prior to affixing your signature to the (orm, Cold the (orm 80 that the ",ltn.,.. to your signature will not Bee 
any portion o( Part III o( the completed Penonnel Security Questionnaire. Sign and date the lonn in the presence o( the 
witnelS. Have the ."Ilne .. arn" hlo signature and his address to the appropriate blocks on the (onn. 

C!RTlFICATIOH 

WARNING. Rdad .".'Y •• "'enco .f tn. Cartlflco.11I'n b.for. Ilen1n_. 

I certlCy that my above anawer. Dre true, complete. and correct to the best o( my knowleda:e and belief, and are made in good 
(aith. I certify that I know that any misrepresentation or Callie statement mode by me herein may subject me to prosecution under 
Section 1001 o( the United Stat". Criminal Code, with penalties up to five (5) year.' imprisonment and $10,000 Cine, and provide 
a boais Cor denial oC security clearance. I certi(y that I have re.d and understand each sentence o( the Certification. 

SIGNATURE OF WITNEIS :SIGNATURE Of" EMPLOYEE DATE OF' SIGNATU'RE 

"'CDRESS bF WITNESS (City. Count,. S,.te) 

INSTRUCTIONS TO EMPLOYEE UPON COMPLETION 
OF ABOVE CERTIFICATION 

When the form is signed and witnessed, place the completed form into the pre-addressed envelope 
(DISCO Form 703), seal the envelope, sign across the envelope flap on the line provided, and affix the date 
oC signature. Deliver the sealed envelope to your employer immediately. 
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E. "Department of Defense Personnel Security Questionnaire (Industrial)" 
(DD Form 49). This form shall be used in making application for: 

1. a U.S. citizen being considered for a TOP SECRET PCL, 

2. a U.S. citizen being considered for any level of clearance, when the 
individual advises that he or she is an RFI, 

3. a U.S. citizen who has relatives or relatives of his or her 
spouse who are residing in Designated countries,_ 

4. an immigrant alien being considered for an LAA, and 

5. a citizen of a signatory country being processed for an LAA. 

* 

* 
* 

The form is prepared jointly by management and the person being considered for 
clearance. In the section to be completed by the employer, the form should be 
addressed to the DISCO, P.O. Box 2499, Columbus, Ohio 43216. However, forms 
that pertain to OODEPs, which are submitted in conjunction with the FCL 
application, or as a change thereto, shall be mailed to the CSO. 
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DO Form 49 

SAMPLE 

SECTION I 
PERSONNEL SECURITY QUESTIONNAIRE 

INDUSTRIAL 

DD FORM 49 

DATA REQUIRED BY THE PRIVACY ACT OF 1974 (5 U.S.C. §552a) 

AUTHORITY: lnt~rnaf Security Act or 1950 and Executive Order 1086S.11~ amended by Executive Order 10909, 

PRINCIPAL PURPOSES: To obtain background information for personnel security investigative and evaluative purposes in order to determine the security eligi· 
bility I)f Department of Defense contractors and employees of Department of Defense contractors for (I) access to classified information, or (2) assignment to a 
sensitive position. 

ROUTINE USES: (l) Detennine the scope of a personnel security investigation. 

(2) Provide evaluators or adjudicators with personal history information relevant to personnel security determinations. 

The information may be diselosed to other Federal agencies that arc authorized under specific statutory Or Executive authority to make personnel security 
determinations. 

A ceepy of Ihe report of personnel security investigation will be maintained by the Personnel Investigations Center of the Defense Investigative Service and may be 
used in future secunty clearance determinations. You have the right to obtain a copy of the report of investigation and/or request amendment to the liIe. 

MANDATORY OR VOLUNTARY DISCLOSURE AND EFFECT ON INDIVIDUAL OF NOT PROVIDING INFORMATION: 

Voluntary. b.i1ure. however. 10 furnish all or part of the information requested may result in (I) denial of access to classified information. or (2) non·selection for 
assignment to a sensitive position. Disclosu," of your Social SecurilY Number is necessarY to fulfiU requirements of the above cited authorities. It is intended that 
this notice be retained for personal rccords. 

GENERAL INSTRUCTIONS 

TIlE ATTACHED PACKET 01· MATERIAL CONSISTS 01' TWO SECTIONS: SECTION I-A DD FORM 49 WORKSHEET PRINTED ON THE REVERSE OF 
THESE INST'RUCTIONS AND THE DD FORM 49 PACKAGED AS A S.('OPY CARBON INTER LEAF SET; SECTION II - A DD FORM 2221 AND AN 
ORIGINAL AND ONE COpy OF THE PRIVACY SECTION. DETACH THE WORKSHEET AND COMPLETE ITEMS 1·16. WHEN YOU ARE SATISFIED 1'HAT 
ALL ITE\IS A RE CORRECT AND COMPLETE IN ACCORDANCE WITH THE DETAILED INSTRUCTIONS WHICH YOU HAVE BEEN FURNISHED, TURN 
THE WORKSHHT OVER TO YOUR EMPLOYER WHO WILL REVIEW ITTO ASSURE THAT ALL ENTIRES ARE COMPLETE AND ACCURATE. AT THIS 
POINT ENTER THE ENTRIES FROM THE WORKSHEET ONTO THE DD FORM 49 S-COPY CARBON INTERLEAF SET USING A BALL·POINT PEN OR 
TYPEWRlnR (YOUR E~1PLOYER MAY HAVE THE FORM TYPED FOR YOU). BE SURE YOU SIGN THE FORM AT THE BOTTOM UNDER THE 
REMARKS SECTION. WHEN TIlE DD FORM 49 HAS BEEN COMPLETED ANL> SIGNED. COMPLETE SECflON II - THE PRIVACY SECTION TO INCLUDE 
ENTRY 01· YOUR SIGNATURE, AND THEN SIGN AND DATE TIlE DD FORM 2221. PLACE ALL COMPLETED MATERIAL, TOGETHER WITH A 
COMPLETED 1-0 I'ORM 258 (FINGERPRINT CARD) IN THE PRE·ADDRESSED ENVELOPE THAT HAS BEEN PROVIDED. SEAL THE ENVELOPE, SIGN 
ACROSS TilE ENVELOPE FLAP ON THE LINE PROVIDED AND AFFIX THE DATE or' SIGNATURE. DELIVER THE SEALED ENVELOPE TO YOUR 
EMPLOYER IMMEDIATELY. IN COMPLETING THE PACKET Of.' MATERIAL, THE FOLLOWING APPLY: 

o THE PERSONNEL SECURITY QUESTlONNAIRE (PSQ) IS AN IMPORTANT DOCUMENT AND MUST BE COMPLETED WITHOUT MISSTATE· 
MENT OR OMISSION or: IMPORTANT FACTS. ALL ENTRIES ARE SUBJECT TO VERIFICATION BY INVESTIGATION. 

• ENTRIES MUST' BE TYPED OR PRINTED. 

.. IF ADDlTlONAL SPACE IS REQUIRED FOR ANY ITEM. USE ITEM 16, "REMARKS." IF SPACE PROVIDED IN ITEM 16 IS INSUFFICIENT. 
USE SEPARATE SHEET(S) OF PLAIN WHITE PAPER. WHEN ATTACHING ADDITIONAL SHEETS ALWAYS IDENTIFY THE ITEM NUMBER 
BEING CONTINUED AND FOLLOW THE FORMAT FOR ENTERING INFORMATION PRESCRIBED ON THE FORM AND IN THE DETAILED 
INSTRUCTIONS. 

• ALL QUESTIONS MUST BE ANSWERED. IF AN ITEM IS NOT APPLICABLE INDICATE "NOT APPLICABLE." OR "N/A." DO NOT USE THE 
TERM "UNKNOWN" FOR DATE OF EMPLOYMENT OR RESIDENCE. IF THIS INFORMATION IS NOT KNOWN PRECISELY. GIVE THE DATE 
AS BEST YOU CAN RECALL FOLLOWED BY APPROPRIATE QUALIFYING LANGUAGE, E.G., "DATE ESTIMATED" OR "APPROX." 

• UNLESS OTHERWISE SPECIFIED: 

• ALL DATES SHOULD BE ENTERED IN TERMS or YEAR AND MONTH USING THE LAST nvo DIGITS or THE YEAR AND A TWO DIGIT 
NUMBER REPRESENTING THE MONTH, E.G" JANUARY 1979 WOULD BE ENTERED AS 79·01 AND DECEMBER 1979 WOULD BE 
ENTERED AS 79·11. 

• NAMES OF PERSONS SHOULD BE ENTERED IN THE FOLLOWING ORDER: LAST NAME. FIRST NAME AND MIDDLE INITIAL • 

• ADDRESSES SHOULD INCLUDE THE NUMBER AND STREET. CITY, STATE OR COUNTRY, AND ZIP CODE. 

• BEFORE ENTERING ANY INFORMATION. READ CAREFULLY THE DETAILED INSTRUCTIONS PROVIDED WITH THE PACKET. IF AT ANY 
TIME DURING COMPLETION OF THE MATERIAl., A QUESTION ARISES THAT DOES NOT APPEAR TO BE COVERED BY THE DETAILED 
INSTRUCTIONS, CONTACT THE INDIVIDUAL OR OFFICE THAT PROVIDED YOU WITH THE MATERIAL, 
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DO Form 49 
Page two SAMPLE 

DEPARTMENT OF DEFENSE 
Personnel Security Questionnaire (INDUSTRIAL) 

l.a. LAST NAME-FIRST NAME-MlODLE NAME b. MAIDEN NAME (i[any) 

2. ALIASES 3. a. SEX b. RACE 4. SOCIAL SECURITY NUMBER 

I Male 

I Female 
5. DATE OF BIRTH 16. PLACE OF BIRTH 
(Year-Mom" -Day) la. CITY I b. COUNTY I c. STATE d.COUNTRY 

7.8. U.S. CITIZEN b. NATIVE c. IF NATURALIZED. d. IF DERIVED. PARENT(s) 
CERTI FICA TE NO.ls) CERTIFICATE NO.ls) 

IlYes nNo hYesnNO 

h. DUAL CITIZEN I I Yes I I No (I[ "Yes" see DETAILED INSTR UCTIONS.) 

8. MILITARY SERVICE (Include Reserve/National Guard.) 

FOFtM APPROVe:O 
OMf) NO .. 0704~OOOZ 
EXP. OATE: APR30. 1988 

DATE 

FOR DIS USE ONL Y 

e. DATE f. PLACE ~. COURT 

a. FROM b. TO c. BRANCH d. RANK e. SERVICE NO.ls) f. COUNTRY 

9. PREVIOUS CLEARANCE DATA 

a. Have you ever been granted a security clearance? {If" Yes" gil" details below.} 

LEVEL 

I 
DATE GRANTED GRANTED BY 

I 
NAME OF EMPLOYER 

b. Have you ever terminated employment while request for security clearance was pending? ("Yes" answer must be explained 111 accordance with the 
DETAILED iNS'fRUCTlONS., 

10. FAM I L Y / ASSOCIATES (See DETAILED INSTR UCTIONS [or persons to be /lsled.) 

Ves No 

Ves No 

a. RELATIONSHIP AND NAME b. DATE OF BIRTH c. PLACE OF BIRTH d. ADDRESS e. CITIZENSHIP 
~ 

FATHER 

f-:-:=: MOTHER (Malden Name) 

SPOUSE (MafdenName) 

FORMER SPOUSE 

11. RESIDENCES (Il.gln wit" current address-See DETAILED INSTRUCTIONS.) 

a. DATES (Yr & Mo) b. C. d. e. 

FROM T'O NUMBER AND STREET CITY STATE ZIP CODE 

Present 

12. EMPLOYMENT (Include self-employment. part.time employmellt and/or unemploYment.) (Sec DETAILED INSTR UCTIONS.) 

a, DATES,(Yr.{ Mo) b. c. d. e, SUPER· 
FROM TO 

NAME OF EMPLOYER ADDRESS ZIP CODE VISOR 

Present 

13. FEDERAL SERVICE, FOREIGN TRAVEL/CONNECTIONS (If "Yes" see DETAILED INSTRUCTIONS.) Vas No 
a. Have you ovor been In the Federal Civil Service? 

b. Have you traveled or resided abroad for other than the U.S. Government? 

c. Do you have any foreign property or busincs. connections or have you ever been employed by or acted as a consultant Or representative for a 
foreign government. firm, or agency? 

TO BE COMPLETED BY EMPLOYER I a. LEVEL OF CLEARANCE I I Top Secret I SCI I I Other (SpecifY) 

b. CITIZENSHIP VERIFIED I I Yes I I No c. JOb TITLE 

d. FEDERAL SUPPLY CODE I e. CONTRACT NUMBER 

f. CERTIFICATION -. I certify that the above named Individual is employed by this ~ompany and has the noed for the clearance indicated to perform on 
clas.lfied contracts. 

DATE SIGNATURE OF EMPLOYER OR DESIGNATED REPRESENTATIVE 

DD [~~~ 49 Edition of t FEB 74 May Be Used Until Exhausted. 
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DD Form 49 
Page three 

SAMPLE 

14. EDUCATION (Begin with lastschool atttnded-Ste DETAILED INSTRUCTIONS.) 

a. DATES (Yro! Mo} b. c. 
FROM TO NAME OF SCHOOL 

d. e. 
ADDRESS ZIP CODE DEGREE 

15. CHARACTER REFERENCES (List S good friend., co-work.,.", etc.-Ste DETAILED INSTRUCTIONS.} . - b. PERIOD c • d. 
NAME KNOWN ADDRESS TELEPHONE 

16, REMARKS fA ttach additional sheets, if necesoary.} 

---...... ..-....---- -.-.. -~". -------....... ~~------~--- .......... ---.~".---
DATE SIGNATURE OF PERSON COMPLETING FORM 
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DD Form 49 
Page Four 

DO FORM 
1 NOV 79 

SAMPLE 

SECTION II 
DEPARTMENT OF DEFENSE 

AUTHORITY FOR RELEASE OF INFORMATION AND RECORDS 

In accordance with the Privacy Act of 1974, I have been provided with 
a copy of a statement advising me that certain information is required to assist the 
Department of Defense in making a security determination conceming me and that 
execution of this form is voluntary. 

I hereby authorize and consent to thp rplease of information and records 
bearing on my personal history, academic record, job performance and arregts and 
convictions, if any, to Special Agents of the Department of Defense. The information 
will be used fOf the purpose of determining my qualifications fOf employment with 
the Federal Govemment, service in the Armed Forces, Or access to classified infor
mation. (Strike clauses not applicable.) 

This authorization is valid for one year after my signing. Upon request, 
a copy of this signed statement may be fumished to the school, present or former 
employer, present or former landlord, criminal justil:e agency, or other person fUfnish
ing such information or record. 

NAME lI.u.l. "''''I. Mil SIGNATURE 
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DD Form 49 
Page Five 

SAMPLE 

PRIVACY SECTION 
ENTRIES IN THIS SECTION ARE NOT SUBJECT TO REVIEW BY YOUR EMPLOYER. When your responses to items 1-16 on pages 1 and 2 of the 
00 ~':::: 49 haye oo..n re~l~wed by your employer an~t;~~~ned to you, you should proceed to complete items 17-21 in this section, sign where Indicated 
., h. ttnm nl h. ORen an fnll""" hA Inn,Je'inn. ennl' 'n thn flFTAILED INSTR!'!QIIQ~S 
17, ARRESTS ("y .... an.lW<'n must b. e.,plalned i" e. II"OUII" i. below In .ccOrdance willI tlte DETAILED INSTRUCTIONS.) (A ttach add lUana I sheets, 

V .. No if hec .... ary, I 

a, H."" vou ""er boon arrested, charged, cited. or held by Federal, state, or local law enforcement or juvenile authorities regardless of whether the 
citation was dropped or dismissed, or you were found not guilty? (Include all courls·martlal or non.judicial punish men I while In military service. 
(You may exclude minor traffic viola lions for which a fine or forfeiture of $100 Or less was imposed.) 

b. As a result 01 being arrosted, charged, cited, or held by law onforcement or juvenilo authorities, have you ever been convicted, fined by or forfeited 
bond to e Federal, state, or other judiciel authoritY or adjudicated a '/outhlul offender or juvenile delinquent (regardless ofwhelher tile record I" 
),ollr CIUt! h4f b~t!n "sealed" or otherwm stn'eken from the court recr>rd)? 

c. Heye you eYer been detained, held in. or served time in any jail or prison, or relorm Or industrial school or any juvenile facilitv or institution under 
tha jUflSdiction 01 any citV, countv, state, Federal or foreign countrv? 

d. HaVe you ever been awarded, 
vou? 

or are you now under suspended sentence, parole, or probation or awaiting any action on charges against 

e. f. OFFENSE OR g. NAME AND LOCATION h. NAME AND LOCATION i. PENALTY IMPOSED OR DATE VIOLATION OF POLICE AGENCY OF COURT OTHER DISPOSITION 

18. MEDICAL/FINANCIAL ("y,," an,wers musl be explained in accordanc. wilh Ihe DETAILED INSTRUCTIONS.) (A lIach addilional slree/s. If lIecessary.) 

v •• No 

a. Have VOU Qyer used any narcolic. dopressant, slJmulanl, hallucinogen ('0 Inc/ude LSD or PCP) Or Cannabis (to I"c/ude marijuana or hashish) 
except as prt.ISCribed by • licensed physician? 

b, Have vou eVer boon involVed in the illegal purchase, possession, or ,ale of any narcotic, depressant, stimulant, hallucinogen, or Cannabis? 

c. H .. your use 01 alcoholic beverages (such as liquor, beer, Wine) ever resulted in the loss of a job, arrest by pollee, or treatment 10. alcoholism? 

d Haye 'IOU ever had or been treated for a mental, emotional, psvchological, or personality disorder? 

e. Havu VOU ever petItioned to be declared bankrupt? 

19. ORGANIZATIONS 

a, (List all organizations, excepllabor unions, and Ihose referred 10 ill b. b.low. to wlilch you belong or previously belonged., 

i, NAME Ii. ADDRESS iii. TYPE iv. FROM v. TO 

b. ("y .. " answen musl be tXplalned In accordance willi .he DETAILED INSTR UCTIONS,) (A /lach additio"al slleers, if necessary.) 

V .. No 

I, Are you now o. have you ever been a member of the Communist Party or any Communist organization? 

II. Are you now or have you ever been affiliated with any organizati"''', association, movement, group, or combination of persons ~h.ich advocates 
the overthrow of our constitutional form of government, or whi":,as adopted the policV 01 advocating or approving the commISSion 01 acts of 
force or Violence to deny other persons their rights under the C~ •• titutlon 01 the United States Or which seeks to alter the form of government 
of the United States by unconstitutional means? 

7.-0. SECURITY CLEARANCE ("Yes" answer must be explained in accordanc. with til< D£'/'AII.E/J 1/V~'7't<U(;'II(IN~,1 (AllaC I aaat/JOna s ,ee,s, I) 

V •• No nece.wry. ) 

Have you eve I had a secUtLty cloarance dented or revoked? 

21 DISCHARGE FROM THE ARMED FORCES ("Yes" answamust be explained III a('cornance willI tire DHTAnHD INSTRUCTIONS.) (A tlaclt aclditional 

V •• No .,,.clS. if Mce=ry./ 

Have you ever been discharged from the Armed Forces under other than honorable condItions? 

CERTIFICATION 

I tetlll~ that the cntlle, maue hy nu- arc Iruc. ""mplete. anu "ceurale In the he.t III illY ~nnwkd)!e and heliel lind iIIe IllilUC in !!\lOU faith. IlIlIderstand 
thaI a knuwlOj! anu willul raise Italcmcnt un Ihl' lurm can he pun"hed hy line or Ilnpmul1mcnl ur hulh (S~e u.s. Cod,'. 7'itle IH, Sft'lioll 1001). 

TVPED OR PRINTED NAME OF PERSON COMPLF.TING "ORM 

DATE SIGNATURE OF PERSON COMPLETING FORM 
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F. "Department of Defense Contract Security Classification Specification" 
(DD Form 254). 

1. The completed DD Form 254, with attachments and supplements, as 
applicable, is the basic document by which classification, regrading, and 
declassification specifications are documented and provided to prime con
tractors and subcontractors. It is designed to identify the specific items of 
classified information. involved in the contract that require security classi
fication protection. Responsibility for preparation of the prime contract's 
DD Form 254 rests with the contracting officer or the designated representa
tive of the UA concerned, but the assistance of the contractor is encour-
aged. Based on the classification guidance received, each contractor is 
responsible for developing the DD Form 254 for each classified subcontract, 
request for proposal, or other solicitation let to subcontractor facilities. 
The contractor shall submit the recommended DD Forms 254 for each classified 
subcontract, other than service, graphic arts, or commercial carrier subcon
tracts (see paragraph 60h) to the ACO for approval and distribution. When the 
prime contractor receives a revised DD Form 254 that does not require a related 
change in the subcontractor's DD Form 254, or receives written notice that the 
biennial review has resulted in no change in the existing specification, he or 
she shall reaffirm guidance to each subcontractor. The prime contractor does 
this by providing a true copy of the notice of reaffirmation received by the 
prime contractor or a true copy of pages 1 and 2 of the revised DD Form 254 
received by the prime contractor annotated, "This revised DD Form 254 does not 
affect your current DD Form 254 dated 11 In either of 
these cases, ACO/PCO authentication is not required. 

2. The DD Form 254 embodies the concept that the sensitive information 
itself shall be identified and assigned a proper classification, rather than 
assigning a classification to media by which classified information could be, 
or would likely be, conveyed. This method of claSSifying information rather 
than media is intended to iden.tify most precisely the functional matter that 
is to be protected; thus providing, for example, the answer to the question: 
"What is there about a specific item of hardware which causes it to be 
classified?" 

3. Whenever the prime contractor will be required to use classified GFE 
or GFF in the performance of the contr.act, the contracting officer or the 
designated representative shall inform the prime contractor what information 
requires protection by furnishing a DD Form 254 or other appropriate notifi
cation for each item of classified GFE or GFP to be used. The same procedure 
shall be followed in those instances where previously classified equipment is 
not government-furnished and the prime contractor is authorized to purchase 
such classified equipment for use in the performance of his or her contract. 

4. Items 1 through 14 and item 16 of the DD Form 254 provide the general 
administrative and contractual information pertaining to the classification 
specification of the classified effort. Item 15 of DD Form 254, with any 
supplements and attachments, is used to provide the specified classification 
downgrading and declassification information. Each item of the DD Form 254 is 
to be completed; N/A shall be shown for items that are not applicable. 
Classified information should not be entered on the DD Form 254. Classi-
fied information should be transmitted separately and appropriate reference 
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entered in item 15 of the DD Form 254. The following numbered instructions 
correspond to the numbered items on the DD Form 254. 

a. Item 1. Insert highest level of clearance required for access 
to classified effort. If the facility requires a clearance higher than the 
current clearance, the prime contractor may request the appropriate csa to 
upgrade the subcontractor's FCL. 

b. Item 2. Check item a, b, or c) as applicable. 

c. Item 3. In item 3a, enter the UA prime contract identification 
number. In addition, if this DD Form 254 is for a subcontract of the first 
tier, enter in item 3b the identification number of the first tier subcontract. 
For second tier and beyond subcontracts, enter in item 9a or 15, as applic
able, the identification number, and estimated date of completion or termina
tion of the subcontract. If item 3c is used, enter appropriate data identify
ing the RFP, RFQ, or IFB. If the solicitation is unclassified and the DD Form 
254 is being used only to reflect access requirements of the contract/subcon
tract to be awarded, annotate item 110 "Remarks" to indicate that preaward 
access is not required and the DD Form 254 indicates classification guidance 
for the contract/subcontract to be awarded. When reissuing a currently valid 
subcontract DD Form 254 for a follow-on subcontract, indicate the new 
subcontract number in item 3b. 

d. Item 4. Furnish date for a, b, or c, as applicable. 

e. Item 5. Check item a, b, or c, as applicable, and provide 
complete data. For item b, also show revision number. 

f. Item 6. Check "yes" or "no", as applicable. If "yes," 
complete items a and b, and in item c, indicate whether accountability is or 
is not transferred. 

g. Item 7. If there is a prime contract, complete items a, b, and 
c, to show the complete name, address, FSC number, and the csa of the prime 
contractor's facil.ity that will receive classified information in the perfor
mance of the prime contract listed in item 3a. If there is no prime contract 
and item 3c is completed, enter instead in items a, b, and c, the name, 
address, and FSC number of the contractor's facility to which this DD Form 254 
is to be sent in connection with the RFP, RFQ, or IFB, and the csa of that 
facility. 

h. Item 8. If there is a first tier subcontract, complete items 
a, b, and c, to show the complete name, address, and FSC number of the subcon
tractor's facility that will receive classified information in the performance 
of the sHbcontract listed in item 3b. If there is no first tier subcontract 
and item 3c is completed, enter instead the name, address, and FSC number of 
the subcontractor's facility to which this DD Form 254 is to be sent in 
connection with the RFP, RFQ, or IFB, and csa of that facility. 

i. Item 9. If there is a second tier subcontract, complete items 
a, b, and c to show the complete name, address, FSC number, and csa of the 
subcontractor's facility that will receive classified information in perfor
mance of the subcontract listed in item 3b. In item 9a, also provide the 
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second tier subcontract number and estimated date of completion. If there is 
no second tier subcontract and item 3c is completed, enter instead the name, 
address, FSC number, and the CSO of the facility to which this DD Form 254 is 
to be sent in connection with the RFP, RFQ, or IFB. For subcontracting beyond 
the second tier, enter in item 15, or furnish on an attached sheet, the 
information specif.ied above for that tier subcontractor and the CSO of that 
facility. 

j. Item 10. Under item a, provide a brief, yet sufficiently 
complete, unclassified statement to identify the nature of the procurement. 
If an unclassified statement cannot be made, enter the Vlord "classified." 
Under item b, furnish the DoD AAD number of the U.S. Government procuring 
activity (identified in item 16d). For all subcontractors and first and 
second tier RFPs, RFQs, and IFBs enter "N/A." Urtder item c, check appropriate 
block to indicate whether or not contract prescribes security requirements 
that are additional to those described in the DD Form 441 and this manual. If 
applicable, the UA shall furnish a copy of the special security requirements 
to the contractor, the ACO, if any, and the CSO. Under item d, check appro
priate box to indicate if any elements of the contract are outside the inspec
tion responsibility of the GSa. If "Yes," explain in item 15 and identify 
specific areas or elements. However, discretion must be used in identifying 
other "specific areas or elements," so that disclosure restrictions are 
respected. 

k. Item 11. Check appropriate box for each item listed. Use the 
"Remarks" block to elaborate as necessary 1/. If DTIC or Defense Information 
Analysis Center services are requested, the DD Form 1540 and DD Form 1541 
should be prepared and processed, in accordance with component implementations 
of DoD Instruction 5200.21. Whenever possible, the DD Form 1540 should be 
prepared and forwarded simultaneously with the DD Form 254. 

1. Item 12. In subcontracting situations, item b Vlill contain the 
signature and typed name and title of the FSO or the designated repre
sentative issuing the subcontract. Inquiries pertaining to classification 
guidance, determinations, or interpretations shall be directed to this 
official. 

m. Item 13, Subcontractors of all tiers shall be instructed, via 
item b, to submit proposed public releases through the prime contractor listed 
in item 7a who Vlill then process the release in accordance with the guidance 
provided in the DD Form 254 for the prime contract. 

n. Item 14. Read and closely observe the instructions presented 
at the top half of the item. Check applicable block(s) to indicate the manner 
in which the security classification guidance is conveyed for this classified 
effort. Classified narratives or guides shall always be transmitted under 

l/ The entry into a controlled area, per se, will not constitute access to 
classified information, if the security measures which are in force prevent 
the gaining of knowledge of the classified information. Therefore, the entry 
into a controlled area under conditions that prevent the gaining of knowledge 
of classified information will not necessitate a peL. 
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separate cover. When item b is checked, list guide(s) under item 15 or in an 
attached list. When item c is checked, enter in item 15 the appropriate in
structions from paragraph 60h. (See paragraph 5 below for an explanation of 
commonly used terms.) Check item d if this is a final DD Form 254 and item 6 
has a "No" ans\Ver. Check item e and provide date for review when biennial 
review of DD Form 254 is required. 

o. Item 15. Should be used for remarks, as appropriate. 

p. Item 16. The contracting officer or authorized designee, after 
reviewing the DD Form 254 to ensure adequacy, will affix his or her signature 
in item c., anfpl items b, d, and e, will be completed to furnish appropriate 
identifying information concerning the approving official. 

5. Narratives or classification guides used to provide the security 
classification specificatiQns and the downgrading and declassification 
instructions should clearly i.dentify the specific details of information that 
warrant security protection against unauthorized disclosure. It is important 
to ensure that statements of classification are clear enough to be easily 
understood and applied readily in determining which items of information in 
the contractual effort require a security classification. To assist the writer 
and user of the security classification specification, there are listed below 
several terms, which are commonly used in the description of that information 
which may require classification, together with their generally accepted 
meanings. However, this does not preclude inclusion of terms devoted to a 
particular classified effort or an additional page(s) of the narrative/guide. 

a. Accuracy. This refers to the precision with which the designed 
function is performed. 

b. Altitude. The vertical distance of a level, a point, or an 
object considered as a point that is measured from mean sea level is the 
altitude. 

(1) Maximum. This is the altitude beyond which performance is 
not possible. 

(2) Minimum. This is the altitude below which performance is 
not possible. 

(3) Optimum. This is the altitude spread at which performance 
is most satisfactory or effective. 

c. Blast Effect. This refers to the destruction of, or damage to, 
structures and personnel by the force of an explosion on or above the surface 
of the ground. Blast effect may be contrasted with the cratering and ground 
shock effects of a projectile or charge that goes off beneath the surface. 

d. Circular Erf2~ Probability. AIl indicator of the delivery accu
racy of a weapon system that is used as a factor in determining probable 
damage to a target is the ~ir.cular error probability. It is the radius of a 
circle within which half of the missiles/projectiles are expected to fall. 
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e. Command and Control System. This refers to the facilities, 
equipment, communications, procedures, and personnel essential to a commander 
for planning, directing, and controlling operations of assigned forces pursuant 
to the missions assigned. 

f. Counter-Countermeasures Capability. Design features of the end 
item that are intended specifically to overcome enemy interference make up the 
counter-countermeasures capability. (Electronic counter-countermeasures is 
that division of electronic warfare involving actions taken to ensure friendly 
effective use of the electromagnetic spectrum despite the enemy's use of 
electronic warfare. Electronic countermeasures is that division of electronic 
warfare involving actions taken to prevent or reduce an enemy's effective use 
of the electromagnetic spectrum.) 

g. Depth. Depth is the vertical distance from the plane of the 
hydrographic surface to a level, a pOint, or an object considered as a point 
below the surface. 

(1) Maximum. This is the depth below which performance is not 
possible. 

(2) Minimum. This is the depth above which performance is not 
possible. 

(3) Optimum. This is the depth spread at which performance is 
most satisfactory or effective. 

h. Design Information. This refers to a technique, principle, or 
design feature, or the unique application thereof, which in and of itself 
requires classification. The design information that requires protection must 
be specified. 

i. End Item. This refers to a final combination of end products, 
component parts, and/or materials that is ready for its intended use, for 
example, ships, tanks, mobile machine shops, and aircraft. 

j. Endurance. Endurance is the time an aircraft can continue 
flying or a ground vehicle or ship can continue operating under specified 
conditions~ for example, without refueling. 

k. Formula or Material. The chemical or physical nature of the 
ingredient(s) and its proportions make up a formula or material of which all, 
or part of, the end item is composed. 

1. Fuel or Propellant. Source of energy. Type. Identification of 
fuel/propellant. 

m. Initial Operational Capabilit:Y. This is the first attainment 
of the capability to employ effectively a weapon. item of equipment, or system 
of approved specific chara..cteristics, which is manned or operated by an ade
quately trained, equipped, and supported military unit or force. 
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n. Lethality/Critical Effects. The ability to cause a specified 
degree of damage to the target or to incapacitate personnel (including physical, 
physiological, and psychological effects) is described as lethality/critical 
effects. 

o. Maneuverability. This is the ability to change position or 
direction. 

p. Military Application. The military application is the use or 
purpose for which the end item is intended in sufficient detail that perform
ance and/or tactical application is revealed or implied. 

q. Military Characteristics. Those characteristics of equipment 
which reflect its ability to perform desired military functions are military 
characteristics. Military characteristics include physical and operational 
characteristics, but not technical characteristics. 

r. Mission. A mission is the task, together with the purpose, 
which clearly indicates the action to be taken and the reason therefor. 

s. Operational Characteristics. Those military characteristics 
which pertain primarily to the functions to be performed by equipment, either 
alone or in conjunction with other equipment, are operational characteristics. 
For example, for electronic equipment, operational characteristics include 
such items as frequency coverage, channeling, type of modulation, and 
character of emission. 

t. O£erational Readiness (Alert) Time/Time Cycle. This refers to 
the sequence and duration of important operations to be performed on or by the 
end items or specified component thereof during a normal cycle of function 
such as emplacement, loading and firing/launching, and warm-up prior to 
operation. 

u. Orbit/Trajectory. The path of travel is the orbit/trajectory. 

v. Range. The distance between any given point and an object or 
target is the range. This also refers to the extent or distance limiting the 
operation or action of something, such as the range of an aircraft, ship, or 
gun. 

(1) Maximum. This is the greatest distance attainable. 

(2) Minimum. This is the shortest distance attainable or 
allowable. 

(3) O£ti~. This is the range spread at which performance is 
most satisfactory or effective. 

w. Reliability. This is the probability that the design function 
will be performed at or for a specified time and/or within specified limits. 

x. Resolutions. This refers to the ability to analyze 
characteristics of a complex nature (such as signals and target signature 
characteristics) and to distinguish between them. 
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y. Signature Characteristics. Acoustic, magnetic, thermal, radio
logical, mechanical, electromagnetic, and similar phenomena that are critical 
to the operation of the end item or a component thereof, or that identify or 
reveal its presence are signature characteristics. 

z. Speed/Velocity. This is the rate of movement or motion. 

(1) Maximum. This is the greatest speed/velocity attainable. 

(2) Cruising. This is the speed/velocity at which greatest 
efficiency is attained. 

(3) Take-off or Launching. This is the speed/velocity needed 
to initiate flight. 

(4) Landing. This is the speed/velocity needed in terminating 
flight. 

(5) Acceleration and/or Deceleration. This is the rate of 
change of speed/velocity. 

aa. System Capability. This refers to the maximum numbe~ of 
operations that the end item can perform simultaneously in carrying out its 
design function. 

ab. Technical Characteristics. Those characte.ristics of equipment 
that pertain primarily to the engineering principles in:volved in producing 
equipment possessing desired military characteristics are technical character
istics. For example, for electronic equipment, technical characteristics 
include such items as circuitry and types and arrangement of components. 

ac. Terminal Ballistics. Terminal ballistics are the effects and 
actions of a missile or projectile when it impacts or bursts at the target. 

ad. Thrust. Thrust refers to the impelling force delivered. 

(1) Classes -- maximum thrust expressed as an approximation or 
within a grouping 

(2) Specific -- exact maximum thrust 

(3) Specific Impulse -- amount of thrust in pounds that can be 
maintained for one second by one pound of fuel 

ae. Vulnerability. Vulnerability refers to the susceptibility to 
defeat by the enemy. 
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DO Form 254 

SAMPLE 

2. 
THIS SPECIFICATION 

IS FOR' 

3. CONTRACT NUMBER OR 01 HER 
10ENTIFICATlON NUMBER 

.. S. THIS SPECI FICATION IS: OATE TO BE 

(Prime contrll('ht must be shown COMPLETEO (St'/! uNOTE" belQI\'. II item b or l' I~ HXjd", 

tOt lJlI subconirod:l) (F:stlmatf'd) 81.';0 emtt·, datt! (or item 8) 

n. PRJ'Ar;t CONTRACT NUMBeR .. n, OATE 
OR' GIN A L. (Comp/~t(.· 
dlltC' 1n I"IIT elise's) 

PRIME COU1'RACT 

h, ~dRST TIER SUBCONTRACT NO. b, 
(super.'~edes NO. 

DATE b, REV'SED .J RFV'S'ON 

~b'e~/lf~/~ngnsJ 
c. IOE'N'rlFJCATION NUMBER c, t)UE ~I\TE DATE: 

t.. SVBCONTRACT(CJae Item 
15 (or !Jubeantractlng 
beyond second tier) 

(:, REQU gST POR eID-"--+:~~~;';";=:-:-;=====:-·---t-;--r:=-;:;-=;;---4~-~~=====----f---------t 
REQUEsT FOR PROPOSAL 
OR REQ F'O~ OUO'rATION 

6, 1$ this u fot1ow~on (,onlrnt't' : Yes: 

r-INAL 

[" J No [f YES. r:omplt.·te the following: 

b, t:. ACCilUtHnbltll)' (or ClAssified mlltL"riul on prect.'din~ "'1!Otrol't 

PRECEDING CONTRACT NUMBER D,4.TE COMPL.ETE;O 

J lis t . ~ Is not, tnH1sfcrrl"d to thiu (ol1ow·on i:'oqtrnct. 

70, Name. Address &. ZIP Code of Primt." Contractor- * 

8n. Nome, Adltr('ss &. Zip Code o( fIrst Tjer SubC'ontractor • 

90. Nome l Address &. Zip CQdc of Se('ond Tier Subcontractor. or 
(41cllity ulUueJuted with tFB, RFP OR RFQ • 

b. fo"SC Numbf'r 

b. FSC Number 

b. FSC Number 

c. Num~. Addr('>5A &. Zip Code o( Cogniznnl Sl't'tlritr O(nt'l" 

c. Name, Address &. Zip Codt-o oC ("ognll.unt S,'c,.·urlty QHi":L' 

("~ Nnmel Address &. Zip Cod.· o( Cognizunt f,t!'C'urit)- Octice 

Whl:n actual performance is at u loculion other thhn that specified, ldf."nU(y such other tl:'cullOn 11' Hem ts 
lOu, Genetlil IJenh(1ctllion ot thc Pr,nCutemC!'nl for which this specificutlun upplies 

I

b' DoDAAU NUmtlL'r 0 prDC'urin~ A"'llvity 
Identtried In Itt'm J6d, 

C, Are there addltlonaJ security .. cqulrem~nlti t"stubllshe-d tn !lcC'urdhncL' with pnrnKrDph 1 .. 114 or 1~115. ISR' [J Yes 

pertinent contrRctu,.l d6cumt"ots In lt~m 15 

{~ 1 No. H YES, hlcnlity thtl' 

d. Art.! ony ('tements of thls (".on1rll('t oulshJl' 'h,' fnspeCllon responstbUlly or the co~nlZ'onl sec\lrHy orfll'e? '] Yes r 1 No. If YES. explain In 

Item 15 Hnd Jdt'ntUy speCific nrL'OS or elements. 

II, ACCF.5S REQUI REMENTS YES Ne ACCESS REQUIREMENTS (Con/inued) Yr;s NO 

Il, Access tu Ctossitled lo(ormutlon Only OIl other j, Ace ••• 10 SENSITIVE COMPARTMENTEO INFORMATION, 

1-___ C_O"_�_'._c_t_o'_I_G_o_,'_"'_"_m_e_"_'_"_CI_iY_�_tl_e_s_, -----------l--+---l k. Access to other Special Access Progrum In(ormollon 

h, Receipt or clnssl(led documt'nt,. or other mnlerillt (Specl/y /h Item 15J~=-C=-;-;===::--cc-.-:::-=-:-:-;:, ___ l-_+-_-I 
(or referent'''' .:nl\' :n!l /tent"rntr<m) t. Ace-csll to U. S. cl~u;lfll"rJ In(ormntlon outside the U. S, 

1-_.:.:::..:.:.:.:.:.:.::.::.:..;:::::c..:;::'::"~~:;:';'= __________ +_-4_-I Pnnum;t Cunni Zonl!, Puerto Rko. U. S. possessloris 

c. Rt"crlpl lind v,l'tlC"rntiun o( tlosslttrd dOL'ume-nts nnd TruNI TerrItories .. 
or t)th~t' materlnt. f-m-,..!!o!.::.::'c • ..!".!.,::'< :':D-o:':c:':u:':m::::.n::!,.!:.O:u:':o-n-C-".-n-,.-,-o-,-o-.-c-.-ns-e-1n-c-o'-",-"-II-.-o---+--+---1 

d, FnbriC' nttun/MQdt(u"nlion '5tornv.t" 01 r/.--:;. .. ",I::.It".",d..:h!!n::,'d::.w:::,"::!,.::< __ +-_+ __ + __ A_"_"I_Y_"_18_C_en_,_"_' _5_0'_"_1._"_' '_n_'_"y_' _h_o _'_" q_"_e_,_,c_II_. -------f--.j---j 
~~.:G.:'.::.:p.:h.:I.~ • .:,t.::. • ...:.:.::<:...'Y:..;I.:c:;.. •• ~O.:"I::.:y.:.,----_-----___ -l-_-..,f-_~n._ eIR5:.1Ur:rJ ADP prDL·r.ssln~ will bL' InvoJv~I" 

~t-.-A-e-c.;..'...:'-':..O...:.:IP...:O:....:.ln.:(.:o.:'m.:.:..'.:I"":..~.:.-_-----------l---f---t o. ftEMARl{S! 
K. AC('~I1:$ 10 RESTRICTED DATA. 

h. Acc:~as to (:taSSltied COMSEC In(ormntlpn. 

12. RcfC'T all qUl)lJUons pertninlng 10 l"ontroct accurlty (,'lm;lJ,(flcotlon spec:1f1t'OItlon to. thl! or(Jclnl mimed below (NOR.\fAL.l-Y, thru ACO (Item 16C'1; 
EMf:ROEl't'C'Y, d'rf!(:t wltl. written record of Inquh'y ami r"ti.pontle to ACO) Ohm prime contractor (or subrontrncts). 

The." <lnssl(lt:flttun Pot" tUnt'(> l'onltlintod In (hlp "pf.'C'lfi(:ullon And nltnchml.'nts rert"rrncl'J herein 1$ ("omJllt.·I~· lind udt·qunt('. 

h. Typed name, title m~J ~dl>ttHlhlrc- of prugrnm/pr"JN'1 mnnoger or Cltht't (', AcUvH}' nomt·, ul~t1rI:"SS, Zip ('ntlt', h·lt·pho"l' numtwr .1od urhn' g.Ymh'll 
dp$lKtloled orli~iul 

.!1!2I!i.: Orlgln,-d $Pt"l~IIic:Mmn 'frf,'m .~tl) HI tlullu'ril}' (or ('Qntra('tnr$ tu mnrk l'Ins"liled tnlorrnlltlotl. l~t"\'18['f' (mu Flttp' Spet'Uit'ntltJn, tUNr1!> 51J (lm/l') lIr"::
llufhorlty ior C'<1nlrnrtarli to- rCl'mllrk tile reArlJd"." tllHl'!fJ(it!"d m(fjmtaIMn. SUCh.,h ,ions by ("nntrod"rs "'llIlt bt· luke'tI In I.(',,·urtll#II'(" with Ot(' ,lful·h""r, ... 
01 thtl lndul1;rlhl See urlty ,\llJntwl. 
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SAMPLE 

13., fn(orm,lllUn pt·rlilininv. to. (:lo~sJ(INt C'ontrochj or Nojetts . ..,vt'n Ihouj{h sut'h informulion is considered unclassified, shall 001 he.' relensed for public 
411~st'mh\Utior1 \'kXl'pt ll~ pro\fidt·rl hy the.' Tndustri;ll St'C'urity M&nu.11 (para/>1t8/l1J So lJIld Appendix IX). 

) Dirt"C't i Through (Speclly)t 

IU tht" Dlrt't'lorate For }-",ct"dum of (n(ormation and Security f«(-'view, Office or the Assistant S('C'retnry or Defense (Public Affairs) • (ot review in 
~t·('ord'nlC't· with Pllrnl(raph 50 of the fndustriol ScC'urlt}' Manunl. 

I( In the CBse of non~DoD U!ooer Agencies) see. (oolnole J)ar8~r'lPh 50 IndlJslrlftf S(!curifv Manufl'. 

t4. Se('urlty Cloulrkution Spc("Wcntion$ for this .solicitntlon'cuntrncl are !denllfil'd b("low ("X U applicable box(cs) nnd $upply ottllchments ftS required). 
Any narratiyt!' 01' classiflcotion guide(s) Curni$hed sholl be annotated or have inCormotion uppended to Clearly and precisely identify each rlell1t!nt oC 
In£ormnt1un whiCh ri!qu~tes B. dRssifl.euUon. When n cta!.\siCtcullon K\\lde ts uU1tzed. thRt {"orHun o( the guide(s) pcrla(nlng to the lIpedClc coolroetu.ul 
~C«m may be (!)j:lrocte-d and Curnl~hed th~ eonlractor~ When a total gulde(s) is util1zed. e(lch indiyldual portion oC the ~utde(s) which perlalns to :he 
conlNtctual c((ort ~hnU be cleurly IdcmUfied in Item 14b. The (oUc;wing Inlormotlon mUat be provided lor ench item oC classlUed InCormotion {dentUIc!d 
In an extract or R;ulde. 
(I) Category of clnuiCicQll(ln. (It) Dole or t!yent C~r declasslCl:cation Or review CQr dectasslClcation. and (IU) The dale or event Cor downgrodlnR 
(/lapPlIclJb(e). 

1"he officIal named 1n Item 12b. Is responSible (or furnishing the r;ontrOCtor caples DC all guides und changes thereto that arc made 8 pert oC this 
speCJCiclltion. ClaSSIfied Information may be uttached or Curnlshed under separate cover. 

( \ Q. A. completed nRtut./.ve ts. (1) ::'1 attached, or (2) C] trsnarnillcd under s.eparate cover and made u. part oC this speclHcntlon. 

: - 1 h. The CoHowlng classtCication gulde(s; fa mnde a purt or thia spec.ification and is (1) r.J attached, Dr (2) C] transmitted under separute 
(OV('t. (LiBt ~uldes under Item 15 or In an attac/Jment by tItle, reference number and dele), 

I c. Service-type corttract/subcontract. (Spec1fy Intltructions In 1J('C'ordallce with lS;'?.IrSM~ ftS BPprOpriDte.). 

, t d. "X" only Ir thU is a (tnal speclfh:otion. ttnd Hem 6 is n "NO" answer. In response to tht contrnctor'!i1 request dated _______ _ 

retention oC the IdentlCied classiCled mnterial is authorized for a period of _________ -' 

L. l~. Annual review oC this DO Form '254 is requlred~ If "X'd", provide dole such review is due: 

15. ~emurks (Whenever possible, Illustrate prOp~r daulflcatlorh det:laPfilflcatlon, and it applicable, downgrading Jrtstructlons). 

1Gil, Contract MeurHy ClflulClcation SpeciHcatlons (or Subcontracts u$uiflK (rorn this cOnlracl wIll be approved by the otrl.ce nomed In Item 16e below, or 
by 'h~ prhne- c()nt'8C\ot~ 115 uuthcr\%ed. Thhl. COnt-fuel. SeC:urLly Chls,&lCiC"ntion Spc::clctcaUQn nnd a(ta.chments referenced herein are npproved by the Vlttlr 
AAlency Contructlng. Offlcl'r Of hi. Rejireaen\R!lve .ufmed tn Item 16b below. 

REQUIRED DISTRIBUTION, 

C~ J Prime Conlractor ([tern 7n) 

C-:1 Cogn\n,n\. Secutlty Office (lterrt 7d 

i 1 Adminh1rnttvt" CootracUng OCHce (Item 16eJ 

t'· '; QuIlUty ASliloUrDnce Representative' 

~ '1 Subconlr.octl)r (Item 81t) 

, } COgnizant SecurIty OCCit"e (Item $,,) 

I program/Project Manager (Item J2b) 

L- i u. S. ActlvUy Responslbl< Cor- OVerseNI S~CUl"Uy AdministratIon 

ADDITIONAL DISTRIBUTION: 

b, Typed nnme and tltlt of approving otrlclal 

t:. Signature 

d. Approving octlcln"", 8cllyhy Dddrelf~ Rnd Zip Cod~ 

It'. Nnme, IIddreu and Zip Cod~ of Administrative Cuntracting OCl}ct' 

235 

---------------------------------------------------------------------------------------------------------



DoD 5220.22-M 

G. "Applicant Fingerprint Card!! (FD Form 258). This form is completed for 
all personnel being considered by DISCO for a PCL or a reciprocal clearance. 
Completion of the form is a prerequisite to the granting of such actions. 
Care shall be exercised to ensure that fingerprints are authentic, legible, 
and complete, as forms that do not meet prescribed standards shall be returned 
for reexecution, which will result in clearance delays. 
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SAMPLE 

1. LOOP 

FEDERAL BUREAU OF INVESTIGATION 
UNITED STATES DEPARTMENT OF JUSTICE 

WASHINGTON, D.C. 20537 

THE LINES BETWEEN CENTER Of 
lOOP AND DELTA MUST SHOW 

2. WHORL 

THESE LINES RUNNING BETWEEN 
DEL lAS MUS T llE CLEAR 

3. ARCH 

ARCHES HAVE NO DElTAS 

D~LTA 

APPLICANT 
TO 081 AIN CLASSIFIABLE FINGERPRiNTS 

USE BLACK PRINTER S It~~ 
DISTRIBUTE INK [VENL Y ON INKING SLAB 

.3 WASH AND ORY FINGERS lHOPOUGHl Y 

.. flOll FINGERS fROM NAil TO N.-'Il AND ,-VOIO ALLOWING FINGEI'S TO SLIP. 
~ lIE SURf IMPRESSIONS ARE RECORDED IN CORlI:ECl ORDO. 
6 IF AN AMPUtATioN O~ O[FORMITY MMES IT IMPOSSIBLE TO PAINT A FINGER. MAKE A NOT"TION TO THATlFFfCT 

IN THE INDIVIOUAL FINGER alOCK 
7 If 'SOM! ~H'tSICA\. CONonl0N MA'I(ES n lM?-OS'S161.~ lOO"e.TAtH f'E'ilFiCl lMl'~ESSIONS. suw\'t THl: .Ul TH .... l' CA.M M 

OBTAIHfOWITH A MCMO STAPLED TO THE CARD EXPt,A.INING THE"CIRCUMST"NCES, 
5 EXAMINE tHE COMPLWD PRINTS TO SEe IF THEY CAN BE CL,osSIFIED. BEARING IN MIND THAT MOST FIW<#lIH'llINT1 

fAllltHO THE PAtTERNS SHOWN ON THISCMD (OtHER PAHERNSOCCUR INFREQUEHtLY AHO A.':t!<Of lI<OWttlOEl\t). 

THIS CARO FOR USE BY; 
1 LAW ENFORCEMENT AGENCIES IN FINGERPRINTING APPlI· 
CANtS FOR LAW ENFORCEMENT POSITIONS.' 

OFFICIALS OF STATE AND tOCAl GOVEIINMENrs FOR PU.· 
POSES or EMrlOYMr:NJ LICENSING. "NO PERMITS, "S AUTHOft .. 
IlED BY STATE STAfUTES AND .... PPROVEO BY THE ATTOftN£y' 
CENERAl Of THE UNITfO SlATES lOCAL AND COUNTY O«pl. 
NANCES UrRfS~ SPECIFICALLY e"s£o ON ........ UCA6t.E STATE 
STATunS DO NOT SATISFY THIS REOUIIUMENT • 

U S GOVUNM(NT ACfNCIES AND OTHER. ENTITI£$ ItfQUNtfO 
BY rEDU .... llAW •• 

-t OfFIC1Al, Of nO[1{AllY CHAlTEI'fQ 9ft tt:UUHD ~ 

INC! INSTITUriONS TO P!!:OMOTE Of! MAINTAtH rtt( HCURITY 
OF tHOSE INSTITUTIONS. 

INSTRUCTIONS: 
'I POINIS MUST FIOST BE CHECKED THROUGH THE AH1!O· 
"IAI£ STAlE IDENTIFICATION .UA£AU. "'NO ONLY THOs( FINGER. 
PRINTS FOR WHICH NO DISQU.ALlFYING R£(OIiO HAS MEf'II FOUND 
LOCAlt Y SHOULD BE SUBMITTED FOR: fBI SEARCH. 

1 PRIVACY ~Ct OF 197' (P L 93·579) REQUIRES THAT FEDERAL. 
StATE OR LOC~L AGENmS INFORM INDIVIDUALS WHOSE SOCI~L 
SECURITY NUMBER I' REQUEmD WHUHER SUCH DISCLOSU'E IS 
MANDAIORY OR VOLUNIARY BASIS OF AUtHORITY FOR SUCH 
SOLICITATION. AND USES WHICI-fWllL BE MADE OF IT. 

"3 IDENTITY OF PRIVATE CONTRACTORS SHOULO BE SHOWN 
IN SPACe· EMPLOYER AND ADDRESS·'. THE CONtRIBUTOR IS THE 
NAME OF tHE AGENCY SUBMITTING THE FINGERPRINT CARD TO 
tHE FBI 

• F81 NUMBER. IF KNOWN. SHOULD ALWAYS BE FURNISHED IN 
THE APPROPRf.-.U SPACE. 

MISCEllANEOUS NO RECORD OTHER ARMED FORCES No .. 
p",SPORT NO (PPI ALIEN 'EGIStRAIION NO. (AR). f'OOT Sf. 
CURITY CARO NO (PSI. SELECTIVE SERVICE NO. (SS). vnUANS' 
ADMINISIRATIONCLAIMNO (VAl 

fl>tSl('EV 1Z tUn . U.s. GOVeRNMENT PRINTING OFFICE: 1963 - 409-H6 • • 
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APPLICANT 
SIGNATURE OF PUSON FINGERPRINTED 

RESIDENCE OF PERSOII FINGUPRINTID 

LEAVE BLANK 

DATE flGNAlURE Of OFFICIAl. TAKING fiNGERPRINTS 

EMPLOYE. ANO ACORESS 

""""" FINGUrRINTED 

1 ••• ~UMl 2 .•. INDEX 

, L T\iUMR 1, l.INOfX 

lEfT fOUR flNCtRS rAt<EN SIMULTANEOUSLY • 

SAMPLE 

TYPE OR PRINT ALL INFORMA liON IN BLACK t!! LEAVE BLANK 
lMTNAME !::16M FIRST NAME MIDDLE NAME 

ALIASES A!St. 

~ USDISOOOZ 
DIS NACC DATEO'BIRTH ru2Il 

Month Dol' Y.ar 

FT HOLABIRD MD 
CITIZENSHIP ill mI RWI ~L 1~IUll tJ&Il PLACE 0' BIRTH ~ 

YOUR NO. Q!:.6 
LEAVE BLANK 

fll NO .. EIIl 

ARMED ro«CES NO. Ml:I.IJ CLASS 

SOCIAl $KUOITY 1<0. S.l:!l: 
REF. 

MlSCEllAHKlUS NO. MIiU 

AM 

3. ft. MIDDLE ".Il .• ING 5.R.lImE 

'.l.MIODU '.l. RING to.l.lITTlE 

• l THUMB • THUMB RIGHT rOUR FINGERS TAKEN SIMULTANEOUSLY 

238 



H. "Request for Visit or Access Approval" (DOE F 5631. 20) • This form is 
included for information purposes. It is used for processing visits involving 
access to RESTRICTED DATA. Copies of this form may be obtained from the DOE. 

lnsprt the office 
and address of DOE 
Hanager having 
operational control 
over the installation 
to be visited. 

Insert contracting 
activity and address 
of User Agency 
supporting the 
visit request. 

Enter the full name 
of each proposed 
visitor and his 
social security 
number. 

State the purpose 
of the visit in 
sufficient detail 
to enable the 
addressee to ascer
tain the subject 
area involved, and 
to determine the 
level and scope of 
access required. 
Classified informa
tion will not be dis
closed in this item. 

OOEf!:06l\,'20 
13.a:J1 
IFOI'mOl'IVOP.217) 

SAMPLE 

U,S, nEMRNENT OF 'ENERGV 
REQUEST FOR VISIT OR ACCESS API'ROVAL 

(NotfO'Ju&JI«ilorr.mponryofpKrNMnrpll70nne/u,IgntNntf.} __ Insert the date 
PART""" COl" ~......,.:.r.."':'-----------I on which the fC'lrm 

S',ombol: 
is prepa red. 

T'ltPhon'No~.-t:Co:::mm:.:'.:;;t------__ ....,l __ 
FTS, Enter symbol and 

telephone number 
of contracting 
officer of activ
ity identified 
in "From" line. 

Federal telephone 
system. 

Name and address 
of contractor 
facil ity. 

For each proposed 
visitor, show the 
current highest 
level of access he or 
she is authorized, 
and the date of 
its issuance. 

To be signed, 00 the--+_-lII .. 
For contractor 
personnel, Use 
the date of the 
current Letter ori gina 1 on 1 y, by the ---c";;:."":::7.".=dr,,=,.,Dn,,,:;.::::,,;;;;,,,;:;,· D;;;D;;;D;;;O';;;;"'~"';--

contracting officer. 
Then forward to appro
priate DOE Hanager of 
operations. 

Insert the signature 
block of the certi-
fying official. Also 
show the position 
title of the certi
fying official (for 
example: 
A. B. Jones, Con
tracting Officer, 
Project Spoonfish, 
Naval Ship Systems 
Command, Main Navy 
Bldg., Washington, 
DC 20360). 

Tr,/, Aurltori:m, 000 OWell' 
!:;,." DOD lJ~fthlil 5210 2 ,nd 5210.8) 

CERTIFICATION FOR PERSONNEL HAVING DOE CLEARANCE 
YhiJ "flfl. .. " fMt til. ,..,.,anM rM""'; 'bcJorI ~~, 1M, «~., In tiT. PHiom .. n" o( duty, 

P"RT"S" 

SEE Re.v~nSE Of PARra FOR rFUVACV ACT INFORMATION STATEMENT 

PRIVACY ACT INFORMATION STATEMENT 

of Consent (DISCO 
Form 560), which 
can be obtained 
from the contrac-
tor or from his or her 
cognizant security 
offi ce. To be 
certified by the 
Facility Security 
Supervisor. 

Leave blank; this 
space is for use 
by the activity 
to be visited. 

Collection of the information requested is authorized by Section 145 of the Atomic Energy Act of 1954, as am~nded (PL 83-703, 42 USC (165). 
Compliance with this request is voluntary; however, if the information submitted is inadequate or incomplete, approval for your visit to a 
classified DOE facility, or your access to classified information Inay be delayed or withheld. The information you furnish will be used by 
DOE and DOE contractors to control access to classified information and areas. 

The social security number is not required for these purposes, but you may voluntarily furnish it to assist us in correct' identification. 
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DoD 5220.22-M 

1. "Letter of Notification of Facility Security Clearance" (DIS FL 381-R). 
This letter is used by the DIS to notify a facility that it has been granted 
an FCL. Letters of notification shall not be duplicated, and the fact that 
an FCL has been granted shall not be used for promotional or advertising 
purposes. 

(Sample "Letter of Notification of Facility Security Clearance") 
(Edition of January 1981 is obsolete.) 

(Use appropriate DIS letterhead stationery.) 

Name and Address of Facility 

Dear 

In reference to our earlier correspondence regarding the eligibility of your 
facility for a Department of Defense security clearance, I am pleased to 
advise that the necessary processi~lg has been completed and security clearance 
at the 

---------------------- level is hereby granted to your facility. 

The fact that your organization has qualified for and been granted a facility 
security clearance may not be used for advertising or promotional purposes, nor 
may this letter be reproduced in any form except for the necessary records of 
your organization. 

As your cognizant security office, we are vitally interested in assisting you 
in the development of a sound security posture. We will conduct periodic re
views of your program to aid you in maintaining proper security safeguards. 
You may contact us for guidance or assistance. 

DIS FL 381-R 
Oct 83 

Sincerely, 

(Signature and Title) 
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J. "Justification for Personnel Security Clearance" (DIS Form 180). * 
This form is used to document the justification for every peL action, as * 
well as every contractor-granted CONFIDENTIAL clearance. It must be * 
prepared by the individual's supervisor, certified by a ma.nagement-level * 
official in the individual's chain of supervision, and forwarded to DISCO. * 
A copy of the form must be retained as a part of the individual's clearance * 
record for two years from the date that the clearance request was submitted. * 
In the case of a contra.ctor-granted CONFIDENTIAL clearance, a copy must be * 
retained for two years from the date that the clearance was granted. * 
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DIS Form 180 

SAMPLE 

JUSTIFICATION FOR PERSONNEL SECURITY CLEARANCE 
1. Date of Clearance Application FOAMED APPROVED * oMs NO. 

EXp, OATE . 
2. FROM: 'Same and address of requesting facility! 3. CAGE CODE 

4. Attached Application is for: 
o TOP SECRET Clearance 
0 SE CR ET Clearance 
0 CONFIDENTIAL Clearance 
0 Otlier (Explain in Item 7) 

5. TO: Defense Industrial Security Clearance Office, P.O. Box 2499, Columbus, OH 43216·5006 

6. APPLICANT Name (Last, First, JUddle) b. Position Title c. SSN 

_lOt", 

7. JUSTIFICATION: Wescribe applicant's duties and tJxplaill In detail the associated necessity for access to classified 
information in conjunction with fulfillment of a contract or program. Identify the contract or program for which 
th,s access is essenll'al. [nelude estimated frequency of access, and if application is fOi TOP SECRET or SECRET 
clearance, explain the reasons uhy a lower /er;el of cleolance will not suffice. Justification mllst clearly indicate 
that the applicant has a bona fidz requirement for access to classified information for performance of assigned 
rluties.) 

8. SUPERVISORY CERTIFICATION: I hereby certify that I have reviewed the entries on the attached clearance application, 
and I know of no pertinent information which has not been listed. I further certify that the applicant's need for access 
to classified information is accurately explained in Item 7, 

a. Signature of Supervisor b. Supervisor's Title c. Date Signed 

9. MANAGERIAL REVIEW: I have reviewed the justification described in Item 7 and I hereby certify that access to classified 
information, at the level indicated In Item 4, is essential for performance of the applicant's duties. 

a. Signf,ture of Designated Management Official b. Title c. Date Signed 

D IS Form 180, Nov 86 
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K. "Department of Defense Security Agreement" (DD Form 441) and "Appendage" 
(DD Form 441-1). This form is used to obtain the formal agreement of 
management of a facility to abide by the DoD "Industrial Security Manual 
for Safeguarding Classified Information" (Attachment to DD Form 441). Once 
executed, a DD Form 441 continues in effect until terminated by one of the 
parties thereto, as provided for in section IV. "Termination," of the form. 
Execution of the DD Form 441 is a prerequisite to the processing of an FCL. 
An appendage (DD Form 441-1), to be used when management desires to indicate 
mUltiple facility coverage with one "DD Form 441," is included herewith. 
After a IlDepartment of Defense Security Agreement" has been properly executed, 
a contractor may use the DD Form 441-1 to accomplish additions, deletions, 
or changes in the branches and/or facilities included in and covered by the 
DD Form 441. After the HOF of the MFO has executed the DD Form 441, it is 
permissible for one of the executive personnel at the specific operating 
location of the company, including the FSO, to sign the DD Form 441-1. This 
authority may be exercised by the local management official~ provided he or 
she has the delegated authorization to do so, whether or not the official is 
also an officer of the company. 
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SAMPLE 

DEPARTMENT OF DEFENSE FORM APPROVED. 
OMB NO. 010A·0194 

SECURITY AGREEMENT e:XP. DATEI MAR:J 1, 1987 

TIllS DEPARTMENT OF DEI"f:NSg SgCUR1TY AGREgW:;NT (hereinaft~r called the Agreement), entered into this 

day of 19 , by and between the UNI'l'gO STATES OF AMERICA, through the Defense Investigative 

Servicp acting for the Department of Defense and other governmental User Agencies (hereinafter called the Government). and 

(i) a corporation organized and existing under the laws of the state of 

(li) u partnership consisting of 

(iii) an individunl trading as 

with its prillcipal office and place of business at 

, state of 

WITNESSI';Tl! THAT; 

WIIEIU:AS, the Government has in the past purchased or 
may In the future purchase from the Contractor supplies or 
services, which are required and necessary to thl' national secu
rity of the United States; or may invite bids or request 
quotations on proposed contracts for the purchase of supplies 
or services, which are required and necessary to the national 
security of the United States; and 

WHEREAS. it Is essential that certain security measures be 
taken by the Contractor prior to al1d after being accorded access 
to classified Information; and 

WIlERF:AS, the parties desire to define and set fodh the 
precautions and specific safeguards to be taken by the Contrac
tor and the Government in ordcr to preserve and maintain the 
security of the United States through the prevention of 
improper disclosure of classified information, sabotage, or any 
otlwr acts detrimental to the security of thl' United States; 

Now. Tm:ngFORE, in consideration of the foregoing and of 
the mutual promises herein contained, the parties hereto agree 
as follows. 

Section I ' SECURITY CONTROLS 

(Al The Contractor agrees to provide and maintain a system 
of security controls within th(' organization in accordance with 
the requirements of th£> Department of Defense" Industrial 
Security Manual for Safeguarding Classified Information "(here
inafter called the Manual) nttached hereto and mad(' a part of 
this Agrc('ment, subject, however, (i) to any revisions of the 
Manual required by th(' demands of national security as deter
mined by the Government, notic~ of which shall be furnished to 
th~ Contractor, and (Ii) to mutual agreem~nts entered into by 
thE' partiE's In order to adapt the Manual to the Contractor's 
business and necessary procedures thereunder. In order to place 
In effect such security controls, the Contractor further agrees 
to preparl' Standard Practic(;' Procedures Cor internal use, such 
procl·duws to be consistent with the Manllal. In the event of 
any inconsistency between the Manual, as revised, and the Con
tractor's Standard Pruetiet> Procedures, the Manual shall 
control. 

(ll) 'fl1(l Government agrees that it shall indicate, when 
necessary, by serurity classification (TOP SECRET, SECRET, 
or CONFIDENTIAL) the degree of impork1nc(' to the national 
security of information pertaining to supplies. services, and 

DO 
FORM 

84 JAN 441 Previous editions of this form are obsolete. 

in the city of 

(hereinafter called the Contractor) 

other matters to be turnished by the Contractor to the Govt>m
ment, or by the Government to the Contractor, and the 
Government shall give written notice oC such security classifica
tion to the Contractor and of any subsequent changes thereof; 
provided. however, that matters requiring security classification 
will be assigned the least restricted security classification con
sistent with proper safeguarding of the matter concern~d, since 
over-classification causes unnecessary operational delays and 
depreciates the importance of correctly classified matter, Fur
ther, the Government agrees that when Atomic EnNgy 
information is involved it will, when necessary, indicate by a 
marking additional to the classification marking that the infor
mation is "RESTRICTED DA'l'A,"'l'he "Departmento( Defense 
Contract Security Classification Specification "(DD Form 254) Is 
the basic document by which classification, regrading, and 
declassification specifications are documented and conveyed to 
the Contractor. 

(Cl The Government agrees, on written applicntion, to 
grant personnel security clearances to eligible employees of 
the Contractor who require access to information classified TOP 
SECRET, SECRET, or CONFIDENTIAL. 

(D) The Con tractor agrees to determine that any sub
contractor, subbidder, Individual, or organization proposed for 
the furnishing of supplies or services, which will Involve access 
to classi fied Information, has been granted an appropriate 
Departmpnt of Defense facility security clearance. which is still 
in effect prior to according access to such classified Information. 

Section II - INSPECTION 

Designated representatives of the Government responsible 
for Inspection pertaining to industrial plant security shall have 
the right to Inspect, at reasonable Inturvals, the procedurus, 
methods, and facilities utilized by the Contractor In complying 
with the requirements of the terms and conditions of the 
Manual. Should the Government, through its authorized rI!pre
sentative, determine that the Contractor's security methods, 
procedures, or facilities do not comply with such requlremenL~, 
it shall submit a written report to the Contractor advising of the 
deficiencies. 

Section III· MODIFICATION 

Modification of this Agreement may be made only by 
writtl.'n agreement of the parties hereto. The Manual may be 
modified in accordance with section I of this Agwement. 
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Page Two 

SAMPLE 

Section IV" TERMINATION 

This Agrrement shall remain in effect until terminated 
through the giYing of 30 days' written notice to the other parly 
of the intention to terminate; providrd, however, notwithstand
ing any such termination, the terms and conditions of this 
Agreement shall continue in effect so long as the Contractor 
possesses classilied information. 

Section V· PRIOR SECURITY AGREEMENTS 

As of the datc hereof, this Agreement replaces and succeeds 
any and all prior security or secrecy agreements, understandings, 
and representations, with respect to the subject matter included 
herein, entered into betweNl the Contractor and the Govern
ment; provided, that the term "security or secrecy agreements, 

understandings, and representations" shall not include agret>
ments, understandings, and tl'presontations contained in 
contracts for the furnishing of supplil's or services to thl' 
Government, which were previously entered into between lhe 
Contractor and thl' Government. 

Secticn VI - SECURITY COSTS 

This Agreement does not obligate Government funds, and 
the Government shall not be liable for IIny costs or claims (j[ the 
Contractor arising out of this Agreement or instructions issued 
hereunder. It is recognized, however, that the parlit>s may 
provide in othcr written contracts for security costs, which may 
be properly chargeable thereto. 

IN WITNESS WHEREOF, the pm"Lies hereto have executed this Agreement as of the day and year written above: 

WITNESS 

NOTE: In case of n corporation, witnesses are noL 
requirl·d, but the certificate must be completed. 
Type or print names under all signatures. 

TilE UNITED S'rA'rES OF AMERICA 

By __________________________________ _ 

(Authorized Hepresentatlve of the Government) 

(Corporation) 

By __________________________________ _ 

(Firm) 

(Title) 

(Address) 

NOTE; The Contractor, if a corporation, should cause the (aI/owing certificate to be executed under its cvrporate seal, prouided thai the 
same officer shallllot e.xecute both tile Agreement anci the Certificate. 

CERTIFICATE 

1. , certify that I nm the 
of th,~ corpotation named as Contractor h~rein; thaL 
who sign~d this agrul'n1llnt 01\ \)o;half of the Contractor, wns t.hen 
of said corporution; that said agreement was duly signed for and in behalf ~f 5uld corporation by authority of its goY~rnlng budy. und 
is within the (;COp~ of its corporal<.' powl'rs. 

(CorpOralI' Seal) (Signature) 
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DD Form 441-1 

SAMPLE 

APPENDAGE TO DEPARTMENT OF DEFENSE SECURITY AGREEMENT 
!It Is further agreed, 011 this day of 19_, by and between the United States of America through 
Ithe Defense Investigative Service, acting for the Department of Defense, hereafter called the Government, and 
_,.....---,--,--.....,------,-.....,-----,-,.----.,..- which has entered into the Security Agreement to which 
this appendix is made a part that the branches and/or facilities listed below, owned and/or operated by said contractor are 
included in and covered by the provisions of the said Security Agreement, and Certificate Pertaining to Foreign Affiliation, 

~~D~D~F~0~rm~4~4~1~s.~----------------_r--------~--------------------~-----------------------------1 
NUMBER ... NO STREET ... OORESS CITY ... NO ST ... TE NMdE OF PLANT OR F ... CILITY 

THE UNITED STATES OF AMERICA 
CONTR ... CTOR 

By 

BY(AuthorbDd Rep-o.ent.tlve of Contr.etor) 

TITLI:: 
~A-U-T-H-O-R-I-Z-E-O-R-E~P~R-E~S-E-N-T-A-T-'V,.....E-O~F~T7H~E~G~OV~E~R~N~M~E~N=T---~ 

DO FORM 
S3 NOV 

441.1 

ADDRESS 

EDITION OF 1 uCi 64 MAY D~ US:F.:D UNTIL EXHAUSTI!O 

246 



DoD 5220.22-M 

L. "Certificate Pertain;i.ng to Foreign Interests" (DD Form 441s). This fo-rm 
is used to provide formal certification from the contractor relative to FOCI, 
in order that the DoD may detl~rmine elig:lbility for an FCL. In completing the 
DD Form 441s, all items are to be answer/ad by indicating "XII in either the 
lIYes ll or "NOll column. If an answer to any question is "Yes," the following 
paragraphs provide instructions for the submission of necessary data. 

Question 1. Identify the percentage of any class of shares or other 
securities issued, that is owned by foreign interests, broken down by country. 
If the answer is nYes l1 and a copy of Schedule l3D and/or Schedule l3G filed by 
the investor with the Secul:ities and Exchange Commission (SEC), has been 
received, attach a copy of Schedule 13D and/or Schedule 13G to the revised DD 
Form 441s. 

Question 2. Furnish the name, address by country, and the percentage 
owned. Include name and title of officials of the facility who occupy posi
tions with the foreign entity, if any. 

Question 3. Furnish full information concerning the identity of the for
eign interest, and the position he or she holds in the organization. 

Question 4. Identify the foreign interest(s) and furnish full details 
concerning the control or influence. 

Question 5. Furnish name of foreign interest, country, and nature of 
agrElement or ./-'volvement. Agreements include licensing, sales, patent 
exchange, trade secrets, agency, cartel, partnership, joint venture, and 
proxy. If the answer is "Yes" and a copy of Schedule 13D and/or Schedule 13G 
filed by the investor with the SEC has been received, attach a copy of 
Schedule 13D and/or Schedule 13G to the revised DD Form 441s. 

Question 6. Furnish the amount of indebtedness and by whom furnished as 
related to the current assets of the organization. Include specifics as to 
the type of indebtedness and what, if any, collateral, including voting stock, 
has been furnished or pledged. If any debentures are convertible, specifics 
are to be furnished. 

Question ~. State full particulars with respect to any income from Com
munist countries, including percentage from each such country, as related to 
total income, and the type of services or products involved. If income is 
from non-Communist countries, give overall percentage as related to total 
income and type of services or products in general terms. If income is from a 
number of foreign countries, identify countries and include percentage of 
income by each country. 

Question 8. Identify each foreign institutional investor holding 5 per
cent or more of the voting stock. Identification should include the name and 
address of the investor and percentage of sto~k held. State whether the inves
tor has attempted to, or has in fact, exerted any management control or 
influence over the appointment of directors, officers, or other key management 
personnel, and whether such investors have attempted to influence the policies 
of the corporation. If a copy of Schedule 13D and/or Schedule 13G filed by 
the investor with the SEC has been received, attach a copy of Schedule 13D 
and/or Schedule 13G to the revised DD Form 441s. 
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Question 9. Include identifying data on all such directors. If they 
have a security clearance, state so. Also, indicate the name and address of 
all other corporations with which they serve in any capacity. 

Question 10. Provide complete information by identifying the individuals 
and the country of which they are a citizen. Category 4 (see paragraph 41d) 
visits are not included in the range of this question. 

Question 11. Describe the foreign involvement in detail, including why 
the involvement would not be reportable in the preceding questions. 
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DD Form 441s 

SAMPLE 

TYPE OR PRINT FORM APPROV~O 

CERTIFICATE PERTAINING TO FOREIGN INTERESTS OMP NO, 0704-002.4 
ALL ANSWERS EXP. OATE, MAR 31. 1987 

PENAL TY NOTICE 

PENALTY - Failure to answer all questions, or any misrepresentation (by omission or concealment, or by misleading, false or 
partial answers) may serve as a basis for denial of clearance for access 10 classified Department of Defense information. In 
addition, Title 18, United Stales Code 1001, makes it a criminal offense, punishable by a maximum of five (5) years imprisonment 
$10,000 fine, or both, knowingly to make a false statement or representation to any Department or Agency of the United States, 
as to any matter within the jurisdiction of any Department or Agency of the United States. This includes any statement made 
herein which is knowingly incorrect. incomplete or misleading in any important particular. 

PROVISIONS 

I. This report is authorized by the- Secretary of Defense pursuant to authority granted him by E.o. 10865. While you are not 
required to respond, your eligibility for It facility security clearance cunnot be determined if you do not complete this form. The 
retention of a facility security clearance Is contingent upon your compliance with the requirements of 000 5220.22-M for 
submission of a revised form as appropriate. 

2. When this report is submitted in confidence nnd is so marked, applicable exemptions to the Freedom of Information Act will 
be invoked to withhold it from public disclosure. 

3. Complete all questions on this form. Answer each question in either the "YesH or IINo'" column. If your answer 1s uYes'" 
furnish in full the complete information under "Remarks". 

QUe:STION YES NO 

t. Do foreign interests own or have beneficial ownership in 5% or more of your organization's securities? 

• 
2. Does your organization own any foreign interest In whole or in part? 

3. Do any foreign interests have positions, such as directors, ofClcers, or executive personnel in your 
organization? 

... Does any foreign interest control or influence, or is any foreign interest in n position to control or 
influence the election, appointment, or tenure of any of your directors, officers, or executive personnel? 

5. Does your organization have any contracts, agreements, understandings or nrrangements with 8 foreign 
interest(s)? 

6. Is your organization indebted to foreign Interests? 

7. Docs your organization derive any income from Communist countries or income in excess of 100/. of gross 
income from non-Communist foreign interests? 

8. Is 5~~ or more of any class of your organization's securities held In "nominee shares," in "street names" 
or in some other method which does not disclose the beneficial owner of equitable title? 

9. Does your organization have interlocking directors with foreign interests? 

10. A,c there uny citizens o( foreign countries employed by or who may visit your facility (or facilities) in 
a capacity which may permit thi;!tn to have access to classified information (exClude cleared immigront 
oUens in answering this question)' 

11. Doe~ Y<l'lr organization have any (ore[gn involvement not olherwlse covered tn your answers to the 
above questions? 

" 

DO FORM 441 
I SEP 76 S 

PRE:.Vf.OUS E:.O~TIONS ARE OBSOl.ETE 
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DO Form 4415 
Page Two SAMPLE 

REMARKS (Attach additIonal shceU. il nt!co.IJ.S8ry, (or D full detailed statement) 

CERTIFICATIOH -
I CERTIFY Ihat tire enlrles made by me above aro true, complete, and correct to Ihe besl of my know/edge and bel/of and are 

made /n Bood faith. 

WITNESS: 

DATE CERTIF'lgo 

By 

CoNTRACTOR 

~ In CDUI' of corporationf wltncHses TITLE 
not requIred but corOIlr:ote below must bo 
completed. Type or prInt ndmeB undt'f oIl 
slsnlitur"s. 

A OORESS 

!Y.9.I!i.!. Contractor, lin corporation, should causa the following ccrtlflt:lJte to be c~ocutcd und~t lis CQrpocatc lItHl/, provTded that the .same 
Qfllccr shall not exocut" both tbo D~re"meht nnd the t:.ertlileato. 

CERTIFICATE 

I, cer/If)' that T am the 

of the corporation named as Contractor hera in; that 
~ 

who Bisned this certificate on behalt of the Contractor, was then 

of said corporlltion; that said certificate was duly si[~n(>d for and in behalf of said corporalion by authority of its govcmlnS body, 

olld /1$ ,¥ftlli" the scop" of itl$ corporo/e powers. 

(Corporllfc Soatl .. SIGNATURE ANO OATE; 
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M. "Security Briefing and Termination Statements (Industrial Personnel)" 
(DISCO Form 482). This is a two-part form prescribed for use by employees of 
contractors. Part I shall be executed by employees following their initial 
security briefings prior to being granted access to classified information, to 
certify that they have read and are familiar with the provisions of the 
espionage laws and other federal criminal statutes applicable to the safe
guarding of classified information. Part II shall be executed by the employees 
during t.ermination proceedings to make like declarations. The use of this 
form shall supersede all local forms presently used by contractors. The 
espionage laws and other federal criminal statutes referred to in this form 
are in Title 50 U.S.C. § 797 and the following sections of Title 18 U.S.C. §§ 
793, 794, 795, 796, 797, 798, 799, 2153, 2154, 2155, 2156, and 371. These 
sections of the U.S.C. are set forth in appendix VI. 
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DISCO Form 482 

SAMPLE 

SECURITY BRIEFING AND TERMINATION STATEMENTS 
(INDUSTRIAL PBRSONNBL) 

Section 1001 of Title 18, United States Code, makes it II criminal offense, punishable by a maximum of five (5) 
years imprisonment. S10,000 fine, or both, knowingly and willful.ly to make a false statement or representation to any 
Department Or Agency of the United States, as to any matter within the jurisdiction of any Department or Agency of 
the United States. 

INSTRUCTION Pari I of Inis lorm •• hal/ he e~e"uled by an "",ploy,,C! 0/ a ~onl,aclo, lollowing hi. i"IIial s~~urily b,;"li"lI. arId 
I"io, II) beIng pe(milled access II) classi/ied In/Ormalion. tin employee who ""<,cules Pari I and who subscqllPnlly is abs .. nl Irom 
place 01 ,,",pIO)'menl, lor any ,eason. 10' mO'e Ihan On" yea" musl re"""cul" a new pa,l I be/ore again being pP,mllied access 10 

c:lass,l/led ,"/ormalion. 
Pari /I shall be execuled by Ihe .>mployee; 

Q. al the lime o/ll!rmfNa/JOH 0/ e",ploymenl (discharge, resignation, or retirement) .. 

b. 01 Ihe beginning 01 a layoll or leaue 0/ absence /0' an inde/inlle pe,iod. 0' a p,e .• c,ibed period ,'n "XCess 0/ one yea,. 

c. if Ib~ employee'.s personnel securlly clearance is admJ'tJIslralirJe/y lermina/ed. 
d. I/Ihe .. mploy .. e'. pe,so""el secu,ily clea,ance is suspended 0' revoked by Ihe Depa'lm~nl 0/ De/ense. 

e. upon tC'rmi"ahon o/tbe facility's security cle'a,ance, 
I/Ib~ employee ,e/uses 10 sign ellh(', parI o/Ihis lorm. Ihe conlraclor shall nolily his c:ogni%anl securily o//ic(, immedialely. 

TYPED NAME OF EMPLOYEE(Lut, First, Middle) TYPED H"'ME OF COHTR"CTOR 

PART I. INITIAL SECURITY BRIEFING STATEMENT 
DATE OF BRIEFING TYPED NAME AND TITLE OF PERSON BRIEFING EMPLOYEE 

I hereby certify that I have received a security briefing. I shall not knowingly and willfully communicate, deliver, 
or transmit. in any manner, classified information to an unauthorized person Or agency. I am informed that such 
improper disclosure may be punishable under Federal criminal statutes. I have been instructed in the importance of 
classified information, and in the procedure governing its safeguarding. I am informed that willful violation or 
disregard of security regulations ";'ay cause the loss of my security clearance. I have read, or have hod read to me, 
the portions of the Espionage Laws and other Federal criminal statutes relating to the safeguarding of classified 
ill formation reproduced in Appendix VI, "Department of Defense Industrial Security Manual." I will report to the 
Federal Bureau of Investigation and to my employer, without delay, any incident which I believe to constitute an 
attempt to solicit classified information by an unauthorized person. 

TyPEO NAME AND SIGNATURE OF WITNESS DATE SIGNED SIGNATURE OF EMPLOYEE 

PART II· SECURITY TERMtNATION STATEMENT 

I certify thaI I hove read, or hove had read to me, the portions or the Espionage Laws ond other Federal criminal 
statutes applicable to the safeguarding of classified information reproduced in Appendix VI, "Department of Defense 
Industrial Sf.'Curity Manual"; that I hove surrendered all classified infortnation in my custody; that I will not know-
ingly and willfully communicate, deliver or transmit, in any manner, classified information to an unauthorized person 
or ogency; thet I will report to the Federal Bureau of Investigation, without delay, any incident which I believe to 
constitute an attempt to solicit classified information by an unauthorized person; and that I (hllve) (have not) (strike 
Ol./t inappropriate .... ord or words) also received 8 terminal, oral security briefing. 

TVPEO NAME AND SIGNATURE OF WITNESS DATE SIGNED SIGNATURE OF EMPLOYEE 

-
DISCO FM 482 OCT 80 DLA 482 JAN 72 EDITION l-1AY BE USED UNTIL EXHAUSTED 
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N. "Letter of Consent" (DISCO Form 560). The LaC is used by DISCO to notify 
a facility that one of its employees is authorized to have access to classi-
fied information of the category indicated. LaC's are not issued 
uals; therefore, this 

\.. .... ST N.A.M€· FIRST NAME-MIODL.E 

SOCIAL SECURiTY NO 

CAjE OF BIRiH 

LEVEL.. OF CLEARANCt! 

form shall not be released to 

CITIZEN OF 

NAME AND 

ADDRESS OF 

CONTRACTOR 

SAMPLE 

DATE OTH;ERNAMES 

employees. 
to individ-

GENTLEMEN The consent 01 the Secretary of Defense .s hereby granted for the above-named employee 10 have accass to classified Information 
up to and InchJdlng the level shown. prOVided access is essential In connection wllh fhe porformance of B classified contract. Unless sU3pondod 
Ot revo"ed by the Oepnrtmcn\ 01 08tens~f or admk\lstfB\wely terminated when access no loogor ts feqUiced. thIs pefsonneL securitY cloaranco Is 
valid as long 85 the individual Is continuously emJlloyed by your organtzatlon. If this clearance IS adrnlntSlrallvely terminated and a ncod 'or 
accQSS develops later, or II employment 15 terminated and the Individual Is subsequently reemployed and reqUires access, this clearance may be 
relnS\ll(ed prOVided not more than one 'lear has elapsed $lnc.e tt was las\ vahd This consent Will continue 10 effect If the employee IS transferred 
to another faCIlity of your organlZ:atlOn If contmued clearance is reqUired. and provldod DISCO IS promptly nohfled. You are required to report 
p,omptly to OISCO any Information coming to your atlenllon which may mdiesle thai continued access to classified Information may not be clearly 
tonsistent wIth tho national Interest A copy Of th.IS form shalf not be furnished to the above-named employee for any purpose whatsoevor. You 
may reproduced It only as noces,sry for your orgunlzalton's essen hal records or 10 meet Department of Oefense reqUirements, This form shall bo 
returned to DISCO upon death 01 the ttmployee. or whenever relurn IS requested by the Government. 

ISSUED BY 
Defense Industrial Security Clearance Office 
Columbus, Ohio 

LETTER OF CON9,ENT 
OlSCO F'M '60 [RU AU': ,,1 

S1GNATURE OF AU'iHOR\ZEO AEPRES\:NTA.nVE J 
DEPARTMENT OF DEFENSE INDUSTRIAL SECURITY PROGRAM 

REPL.ACES OISCO F'M ~60 1 MAR 715 WHICH MAY a,:;: USEe) UNilL EXHAUSTEO 
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O. Reserved. 

P. IIPersonnel Security Clearance Change Notification" (DISCO Form 562). 

a. This is a multipurpose form used by the contractor to report one of 
the following occurrences concerning a cleared employee or an employee for 
whom a clearance has been requested. The form is submitted to DISCO, except 
when the individual concerned is either cleared or in the process of being 
cleared in connection with the FCL, as required by paragraph 22. In these 
cases, the forms shall be submitted to the eso. The CSO, after annotating its 
own records, will forward the form to DISCO. In the. case of a termination, 
change of name, multiple facility transfer, collocated cleared facilities 
transfer (paragraph 72c), reinstatement of clearance, downgrading of a TOP 
SECRET clearance, or reinstatement of a previously downgraded TOP SECRET 
clearance, only one legible copy of the form is required to be submitted. In 
the case of a mUltiple facility transfer or reinstatement, DISCO will 
acknowledge its receipt using an appropriate form letter. In the case of a 
change of name, DISCO will issue a new LOC. When requesting reinstatement of 
a clearance, downgrading of a TOP SECRET clearance, or reinstatement of a 
previously downgraded TOP SECRET clearance, the name and address of the 
submitting facility, if different from block 4, shall appear in the "Remarks" 
portion of the form. In the case of a multiple facility transfer, the name 
and address of the facility to which the individual is transferred shall be 
included in the "Remarks" block. In this latter case, the name and address of 
the submitting facility, if different from block 4, shall also be listed and 
identified in the "Remarks II portion of the form. 

b. The form shall be used by the contractor to report the following. 

(1) Clearance transfers within an ~ITO (see paragraph 26f) -- the 
name and address of the facility to which the individual is transferred shall 
be included in the "Remarks" block of the form. 

(2) Reemployment of cleared personnel (see paragraph 26h) -- indicate 
"Reemployment (date)" in the "Remarks" block of the form, if it is different 
from the effective date listed in block 1. 

(3) Change of name (see paragraph 26j) -- the name of the 
individual exactly as shown on the LOC (or on the DD Form 48 or 49, in the 
case of an individual who is in the process of being cleared by DISCO) shall 
be placed in the "Name of Employee" block of the form. The individual's new 
name shall be set out in the "Remarks" block of the form. If the contractor 
has elected, under paragraph 26k(1)(b), to have the LOC sent to a facility 
other than the one at which the individual is employed, the name and address 
of that facility shall be identified in the "Job Title" block. 

(4) Report of termination of employment (see paragraphs 6a(4) and 
6b (2» -- indicate liTermination (date)" in the "Remarks" block of the form, if 
it is different from the effective date listed in block 1. 

(5) Downgrading of a TOP SECRET clearance (see paragraph 30a) -- in 
the "Remarks 11 block indicate, "Downgrade without prejudice to (SECRET or 
CONFIDENTIAL) • " 
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(6) Reinstatement of a previously downgraded TOP SECRET clearance 
(see paragraph 30b) -- in the "Remarks" block indicate: "Reinstatement of 
previously downgraded TOP SECRET clearance due to a current requirement for 
access at such level." 

(7) Administrative termination of PCL' s that are no longer required 
government and contractor-granted clearances can be administratively 

terminated (see paragraph 29) for employees who no longer have, or require, 
access and will not require access in the foreseeable future. Forms submitted 
to accomplish administrative termination shall be processed as outlined in 
paragraph a above, or, in the case of administrative termination of a contractor
granted CONFIDENTIAL clearance, the form will be handled in accordance with 
the requirements outlined in paragr.aph 29. 

(8) Clearance transfers between collocated facilities (see para
graphs 26e and 72c) -- block 1 "L" will be marked "collocated cleared facili
ties." Blocks 4-10 and 12-15 will be completed. Block 14 should include the 
contract number (if applicable) and the name and FSC of the gaining facility. 
The following statement must also be included in the "Remarks block": "(level) 
security clearance is required; time limits imposed by paragraph 26e, ISM, 
have been met." 

c. It should be noted that where a contractor in an MFO elects, 
pursuant to paragraph 26k(1)(b), to have all LOC's issued to the ROF, the 
DISCO Form 562 will be utilized. In these cases, the name and address of the 
facility at which the individual is employed will be placed in the "Name, 
Address, FSC and Telephone Number of Employer" block of the DISCO Form 562. 
In addition, the name and address of the facility to which LOC's are mailed 
shall be placed in the "Job Title" block of the DISCO Form 562 (see paragraph 
26k(3». 

255 



DISCO Form 562 SAMPLE 

PERSONNEL SECURITY CLEARANCE CHANGE NOTIFICATION 
1, TYPE OF ACTION ("X U appropriate action box) 

o A MUI.T'PI.E: FACII.ITY TRANH'ER 0 B. REINSTATEME:NT Dc, CHANGE:OFNAME: 

Do, TE:RM'NATION 0 E, ,o.OM,NISTR,o.T.VE: OOWNGR,o.OE: OF. RE:VAI.IOAT.ON 
RE:QUEST FOR OUPLICATE 
t..ETTER OF' CONSENT o G CITIZENSHIP CHANGE D H. SSN CORREC TION 01. 

OJ· DATE ANa PLACE OF BIRTH CHANGE 

01- COI.I.OCATEO FAC'I..TY TR .. NSFE:R 

3. TERMINATltlN STATUS (Compl.te 'litem ld, Is "X'd") 

OK, EMPI.OYE:E STATUS CHANGE 

OM. OTH E:R (Indlc.te .peclllc 
IIcfion, e. II., c:oncurrent 
cleaf,snct!, ert'.)~ 

FORM APPROVED 
OMS NO. 0704-0194 
EXP. DATE: MAR 31.1987 

2. EFFECTIVE 
DATE OF 
ACTION ItXtd lf 

IN ITEM NO. I 

o ACT. VE Cl. E:A.RA.NCE D P E:NO'N G Cl. EARANC E: AN 0 0 00 FORM 48 SU BM.TTE:O 000 FORM 48-3 su eM' rTE:O 

4. NAME, ADDRESS AND ZIP CODE OF EMPLOYER 4 •• FED SUPPLY CODE 5. NAME OF EMPLOYEE (I...sl, First, Mit/die Nllmei 

4b. TELEPHONE NO.6. ANY OTHER NAME BY WHICH KNOWN (All •• , 
(Include Arca Code) Millden, or Former Lel1al Name; Designate whkh) 

7. DATE OF BIRTH B. PLACE OF BIRTH 9. CITI ZEN OF (Country) 10. SOCIAL SECURITY NUMBER 

II. CURRENT CLEARANCE INFORMATION (Termination QI Company Conlldenl/al should not be repor/ed here. Use blocks 15 .nd 16 lor 
CompMY Confidential Administrative TernWnlltlon) 

•• DEGREE OF CLEARANCE b. DATE OF CLEARANCE c. CLEARED BY 

12. IS EMPLOYEE CLEARED OR IN PROCESS FOR CLEARANCE IN CONNECTION WITH FACILITY SECURITY CLEARANCE(So. P.r. 22. 15M) 

OVE:S DNo, IF YES. ENTER JOB TITL.E IN ITEM 13 ANO SUBMIT THis FORM TO COGNIZANT SECURITY Or-FleE 

RATHER THAN OISCO. 

13. JOB TITLE (Compl.te this Itom only /litem 12 /s answered YES) 

14. REMARKS (State appropriate informallon; I.e.; Name and Addres3 0/ FacilUy to which tran,vlerred; New Name 0/ Employee .. LlIst Name, 
Fir.:J1 Name, Middle Name; Iht Concurrent clearance ;n/ormllt/on,' if death has occurred, stale flDeccased" Bnd indude tlnte of c/cath; indicate 
special :d/uationll, e.,., where' employeo i.t phy.,ically loclJted if not the snme lJ$ Initiating facility shown In block 4, location to wlJlch 
employee /11 trnns/erred, etc.) 

15. "X" BOX ..... FOR ADMINISTRATIVE TERMINATION OR BOX "b" FOR ALL OTHER CHANGE NOTIFICATIONS 

o a. 1 certUy that the above named employee docs not rcqulre access to classified Information in connection with his (ItOt) employment. 
Moreover. there will be no requirement (or the employee to have Dccess lo claSSified Information 1n the (oresp.('uble future. AccordIngly, 
it ia recommended that the peuannel security clearance be adm1nistratively terminated since there Is no currt'nt or foreset.·ubll' future 
procuremcnt requ.rement (or the dearance. It Is understood this rCl;omrnendution Is purely of on udmlnlslrutlve nnturt.'" ond dues not 
reflect n.dvcneiy on the employee In any manner whatso~Ver. 1 certtfy thot the entries made above are true, complete. nnd correct to 
the bC'lt of my knowledge and belief. 

Db. I certify thol the cntrles made- above arc true. "ompiete and correct to the best o( my knowled';te ntld belief. 

c. SIGNATURE OF SECURITY SUPERVISOR d. DATE 

DISCO FORM 562 (R1) 30 MAR 81 PREVIOUS EDITIONS ARE OBSOLETE. 
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d. Block 16 shall no longer be used for administrative termination of 
PCL's. The signature of a witness and one employee is no longer required. A 
revised DISCO Form 562 with Block 16 deleted will be distrj~uted in the near 
future. Present supplies of the form may be used until exhausted • 
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Q. Envelope, Preaddressed to DISCO (DISCO Form 703). This form is an 
envelope. used for submitting DD Form 48, DD Form 49, and DD Form 48-3 to 
DISCO. It enables an applicant for a clearance to put the form containing 
privileged information into the envelope and seal it. 

R. Envelope, Not Preaddressed (DISCO Form 704). This form is an envelope 
used for submitting DD Form 48, DD Form 49, and DD Form 48-3 to the CSO in 
OODEP cases. The contractor is required to address the envelope to his or her 
CSO, 

S. "Department of Defense Transportation Security Agreement" (DIS Form 
1149). This form is prescribed for use by the CSO in obtaining the formal 
agreement of the ROF of the commercial carrier to abide by the ISM and the DoD 
5220.22-C, IICarrier Supplement to Industrial Security Manual for Safeguarding 
Classified Information." Once executed, a DIS Form 1149 continues in effect 
until terminated by one of the parties thereto, as provided for in "Section 
VI - Termination," of the form. As long as the DIS Form 1149 is in effect, 
the carrier shall not be required to execute another form, unless there is a 
change in operating name or location of the ROF or reincorporation. Execution 
of the DIS Form 1149 is a prerequisite to making an eligibility determination 
with regard to transportation of SECRET controlled shipm(?"1ts. 
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DIS Form 1149 
Page Two 

SAMPLE 

indude til'" proeedures, methods, operating facilities anel 
rN'ords utilized by the Carrier io complyiog with the r"'Juin" 
TIlenlS of Ih" tomn" aod t'ondihons of Ihe Manual. Should the 
Government. th!'ough tls authorized r~prest'ntllliv", determine 
that the Currwr'S SN'uritV methods. proct?dure3. operating 
fal'ilitle<; and rN'ords do not comp'y wilh such requirements, II 
sholl submit a wrillt'n report to the Carri'>r nllmed herein 
advising him of tht' doCic:.en.:'ies. 

SECTION IV. SUSPENSION 

The fOllur.;> of the Carrier to comply w.th security procedures 
and requIrements set forth in this Agreement ehall be deemed 
grounds for suspending the usc of the Carrier (or the transpol" 
tation of SECRET ControJlE'd Shipments for the Government 

SECTION V. MODIFICATION 

Modification of thlS security agreement (as distingUIshed 
f.-.m, the Manual wll;c/} may be modified a" indicated in 
Section 1 of this Agreement) may be made only by written 
agreement of th'? porties hereto, 

SECTIOH VI • TERMINATION 

ThiS Agreement shall remain in effect until terminated 
thraugh Ihe glving of thirty (30) days written notice to the 
othel' party of intention to terminate, provided, however, 
notwithstanding any such termination, the terms and condi
tions of this Agreement shall continue in effect so lonl; as 
the Carrier has SECRET Controlled Shipments in his custody 
or uncit'r his eontrol. 

SECTION VII. SECURITY COSTS 

This Agreement does not obligate Government funds, and 
the Government shall not hI.! liable for any costs or claims (tf 
the Carrier arising out of this Agrcemellt or instructions 
issued thereunder. 

IN IVlTNESS WHEREOF, the partie:> hereto have e)(e~uted 
this Agreement as of the day and year first above written' 

THE UNITED STATES OF AMERICA 

By 

(Authorized Rc'presentl1tive of III" qovf'fnmen() 

(Carrier) 

By ________ ~ __ --__ ----____ --------------

(Firm) 

--------------------~--------------------(Til/e) 

WITNESS 

.----------.------------------------------

NOTE: [n case of corporslion, witnesses 
not required but certificate below must be 
completed. Type or print names under all 
Signatures. 

11-----::---...,--.--------,.,------:---:-------:--------------... 
NOTE' Carrier, if a corporation, "hQuld CllUS" th" fol/owinn certificate to bt' f'xC'l'uted under its corporate scal, provided that 
th ... sam,' oftit'!"T .:Iw!l nol <'Xl'''ute bolh Ihe Agrt't'ml.'llI and tlte CertifieD I" 

of the corporation named as Carrier herein, that_, _____ • __ ._,_.~~~._~._~ _____ .~~,~ _, ,_ .............. _,. _____ _ 

who signed this Agreement on behalf of the Carrier, was then ___________________________ _ 

of satd corporation; that i><lid Agreement was duly i>igned for and in behalf of sail! corporation by authority of its 

gcn'rning body, and is within the scope of its corporate powers. 

(SiP'IUt(urt·) 
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SAMPLE 

OE.PARTMENT OF OEFEN SE FORM APPROVED 
OMQ NO. 0704·0199 

TRANSPORTATION SECURITY AGREEMENT EXP. CATE, MAR 31 t i987 

TIllS AGREE~!ENT, entered into this _________ day of ________________ 19 

by and between THE UNITED STATES OF AMERICA through the Defense Investigative Servke 
acting for the Department of Defense Agencies and other user agencies, (hereinafter called the Got'l'rnmc.>nlj and 
(I) the following named corporation· _____ . _____________________ _ 

.....• --.---_ ... -... --------------------------------
organized and existing under the laws of the Stale of -----------------------
(iJ) a partnership consisting of 

(iii) an individual trading as ~ _______ . __________________________________ _ 

with itfi principal office and place of business at ________ . ____________ . __ ~. ________ _ 

in the Citv of _______________ , State of _________ _ (hereinafter called the Carrier). 

WITNE;;SETH THAT: 

WHEREAS, the Curricr is authorized by law, r,,~ulator)' hody 
or rt'guluUun to transport prop~rty, and 

WIII~REAS, the r(>quircment for the Carri<.'r'$ service has 
he"" "~t$hlish<,d hy a shippillg component; nnd 

WHEREAS, Militl.ty Traffic Monagem<:nt Commund (MTM( ) 
has deff'rmin£'d thut th" CurriN meets current QualiCicotion 
reqU!rl\rnt'nts, rtt\d 

WHEREAS. the GoV('rnml'nt hos SECRET malerinl to b<.' 
twnt;portl't1 (irf'ft'lIhlitC'r ("I It'd SBCRF.-r Conlrol/<.'d Shipmellts); 
unr! 

WHEREAS, It is ('ssenliul Ihat certain security measures b", 
ti!kt'n hI' the Curner prlur tu, and after, his being accorded 
('u"todv of SECRET Controlled Shipment~, and 

WlIEREAS, th,' P(lttlt'S desire to denne and scI. forth the 
pCl'('UUIh>n~ !Illd SI"-"'j{j(' safcguardr. to be taken by th" Carrier 
and til<' (l(}vE'rnment in order to preserv(' and maintain the 
f;,'['unlv of ,Ill' Unit<.'d Stnt<.'$ thtou~ the preventi(ln o( improper 
(1t""I""u,,, of th" content'! of SECRE1' Controlled Shipments. 
::~aht.ltaref or Jnj-' other act detrim(~nta' to the se-curtly of the 
\Jtllt('" St"k~ r<'~ardil1r. such 5h'pm<'nts, 

NOW, THEREFORl::. in cons.deration of the foregoing and 
(~r lh,p muluu' pronns(,~3 herein L'OnlCHncd, the p~rtie~ hereto 
ugtj~t:. (Hi. [uUnws: 

SECTION I· SECURITY CONTROLS 

(A) Thi' ,'arder ngr{'('" to provide and <:lIaintil;n a sys:em of 
s(,,'urily (~f)ntr"l" III a,-cordal.cl.' with til<' rC'quircml.'nt,; 01 the 
i>l'p<lrtment M l)"[l'n$<.' Industrial S,,('urity Manual fot Safe· 
gunrd1ll~~ Cl.ls1ii!i"d Inf<lrm«tlOn nnd th" Cllrri<'r SupplE'm£'nt 
th.'n'I<, rl"'rt'i/wlt"r rt'h'rtl'{/ to .I' Ill€' Manual) attached 
h(',I"O und mode a part uf thi~ Agreement, subiect however, 
to Anv tl'vlsiun ('f til<' 1itanual rt·quired by the demands of 
nntlonal sf'curHy Of; dN(~rmin('d by Un' GO\'ernm~nt, notH.:~ and 
'''p'' .,f Whit-h WIll 11<> furniSht'd to the Corrier. 

dll Tht~ Cnrtl~r ilf:rCt~"" l\,.) place ltl (~fCt)t.'l 'luch RCf'Urity 
('.Intri.'b~. b\ pl't.'i~arJnt~ Rtdndard Prl1ctlCc- Prrn:edures such 
ptfll t'dur<.·~ to hl' t. on"'l~~lt'nt with thr.- l\lanual. The Carrif\r°!j 
~t,md;trd I'"..-ti,·'" P"'n~durl's shull hE' subjed to rl'view by 

the Government. Such l.tocedures orc a prerequisite 10 the 
granting of n facility secur)ty clearance. 

(C) The Carder agrees to comply with nil requirements and 
conditions set fOrth in tpe Manoal applicable to the type of 
transportation being furnished for the movement of 3ECRET 
Contrl'lled Shipments. 

(D) The Carder agrees that he shall not use the services of 
another business entity, which will involve a SECRET Con
troJJed Shipment entrusted to the Carrier named herein, wilhout 
the specific authurization of the Government. 

(E) The Government agrees that it shall. via shipping order 
or bill of ladinli, indicate which shipments require the prote~
lion agreed to herein. 

(F) The Government agrees that if the Carrier me,,! s th.;> 
requirements of the Manual and this Agreement, it shall be 
granted authority to transport SECRET Controlled Shipments. 
Su"h uuthorizlltion shall be mode a matter of record III the 
files "r MTMC and the Defense Supply Agency. 

SECTION II· APPl.ICABIl.ITY 

(A) This Agreement applies only to the specific locations 
of the Carri", which hav(> been authorized by the ",,':ernment 
for handling SECRET ContrOlled Shipments and listed on the 
Appendage hereto. 

(B) ThIS Agreement does not apply to other Cllrrier:; or 
brokers acting as agents for tbe Carrier, 

(C) As a condItion to the gran'Jng of cl('arance by the 
GiH'ernm"nt to the l'orricf to rec'eivc ond trun~port SECRET 
Control)('d Shipments, the CUrrier shall compll'l ... ,uld 
el\e.:ulc ~ DD Form 441s with n~c"ssary attadltn('ntR (hewto 
if IIn\'. tiS requir('d by th,' Manual, Which form anl! attach 
ments shall bN'ome a part of this Agre"m"nt hy rcfcr(>n<'t' 

SECTION III ' INSPECTION 

.Deslgnated r('pre~(>ntotiv"s uf th" Gov'-mo,en, tl'''p,)!)slble 
for mspcction shall huvl' th~ rtght t.) ,nsp",·t at rpusonable 
int£'rvilis. tht' "p"l',h, l,)(-at lOllH or tilt' Curfler uuthOrt?(>d to 
handle SECRET C.mtr<>l1<>d Shipe.lents. Su<n inspectIOn will 

(ContJnuf~ on r("v~tl;C' sido) 

DIS Form 1149 
May83 

Replaces DIS Form 1149, Jan 81, which is ohsolete. 
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T. "Facility Clearance Register" (DD Form 1541) and "Registration for 
Scientific and Technical Information Services" (DD Form 1540). The purpose of 
the DD Form 1541 is to provide for uniform certification of a facility's 
security clearance and safeguarding ability to the DTlC, Cameron Station, 
Alexandria, Virginia 22314, and to provide notice to DTIC of changes affecting 
an eXisting certification. 

a. For initial certifications, part I of the form is executed by the 
contractor in accoIdance with instructions appearing on the form. It is for
warded in duplicate to the CSO. That office shall complete part II of the form, 
noting in the "Remarks" section any limitations on the facility's eligibility 
to receive and store classified material. The original form, when certified~ 
shall be forwarded to the DTIC. The copy is to be retained as a part of the 
official FCL records maintained by the CSO. Contractors shall submit the DD 
Form 1541 only w'hen requesting approval of the first DD Form 1540. When 
certified, the DD Form 1541 remains in effect for all future registrations or 
until changes occur affecting the clearance or safeguarding ability of the 
certified facility. 

b. A copy of DD Form 1540 is included for information purposes. It is 
used to become eligible for the services of DTIC and must be submitted to that 
activity. Additional copies may be obtained from the following: DTIC, Cameron 
Station, Alexandria, Virginia 22314, ATTN: DTIC-TSR-I. 
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DO Form 1541 SAMPLE 

FACILITY CLEARANCE REGISTER 
Form Approved 
OM8 No. 0704-0263 
Expires Aug 31, 1989 

INSTRUCTIONS 
CONTRACTOR COGNIZANT SECURITY OFFICE 

1. Complete Part I and retain the last copy for your 1. Complete Part II. 
records. 

2. Forward the original and the remaining coPY to the 2. Forward the ori~inal to OTIC at the address given 
Oirec.tor of Industrial Security having security below. Retain t e remaining copy for your 
cognizance over your company. records. 

3. Separate facility clearance registers are required for 3. If you have no record of facility clearance, return 
each location to which classified material will be forms to the contractor with appropriate 
sent. explanation. 

~ PART I - To be comdeted bv Contractor ..... 
1. NAME OF FACILITY 4. TYPED ~JAME OF REQUESTER 

2. ADDRESS (5treel. c'<Y. 51.te. liP Code) (CI.mfled m.terl.1 will II< forw.rded to thl' 5. ORGANIZA TlClNAl TITLE OF REQUESTER 
~tJdrr:ss) 

6. SIGNATURE OF REQUESTER 

3. ADDRESS (Stt •• t. CIty. St.te, ZIP Code) (Actu."cealton if dIfferent from ItP.m 2) 

7. DATE SIGNED 18. CAGE (FSC) CODE NO. 

.~ 

~ PART II - To be completed by Coqnizilnt Secu;;tv Office .... 
9. TilE FACILITY liSTED IN PART I IS CLEARED TO RECEIVE AND 12. TYPED N"'ME OF CERTIFYING OFFICIAL 

STORE DEPARTMENT OF DEFENSE CLASSIFIED MATERIAL UP TO 
AND INCLUDING (X one) 
{R~port lmmt(//~te/y to one .ny (hJtng~ affecttng thIS faCIlity cledran(~) 13. ORGANIZATIONAL TITLE OF CERTIFYING OFFICIAL 

I a. SECRET I I b. CONFIDENTIAL 
10. NAME OF THE COGNIZANT SECURITY OFFICE 

14. SIGNATURE OF CEflTIFYING OFFICIAL 15. DATE SIGNED 

11. ADDRESS (Street. CIty. St.te. ZIP Code) 

16. MAil TO 
Defense TechOicallnformation Center 
ATTN: OTIC-FORB 
Camelon Station. Bldg. 5 
AleKandria. Virginia 22304-6145 

17. REMARKS 

DO Form 1541 t SEP 86 Previous editions are obsolete. 
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Spe<1.ro~cpy 

06 OptiCs. 
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0802 Solid PropoeUant Ro<ket Engines 
09 Rod;et Propellants 
0901 liqUid Rocket Propellants 
0902 Sofld ROCket Propellants 

22 SPACE TECHNOLOGY 
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02 Unmanned Spacecraft 
03 Spacecraft TrajectOries and Reentry 
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OS Manned SpaC~ilft 

23 BIOTECHNOlOGV 

01 Biomedical Instrumentat.on and 
Bloengineenng 

02 HUman factors Engineering and Man 
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D' PrOtectIVe EqUipment 
OS ute Scuppon System~ 
06 hcape~ Rescue and SUNII/al 

24 ENVIRONMENTAL POLLUTION AND CONTROL 

01 Air Pollution and Control 
02 NOise Pollution and Control 
OJ solid Wastes. PoUuttoo and Control 
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OS PestiCides Pollution and Control 
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U. Letter Agreement to Safeguard Classified Information for an Employee Per
fornling Consultant Services. This agreement shall be prepared and executed by 
a contractor if he or she agrees to accept responsibility for safeguarding 
classified information released to an employee furnishing consultant services. 

The contractor shall send the original to the csa and distribute copies as 
indicated on the agreement. In case of failure to execute this agreement, the 
consultant shall be cleared as a facility . 
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(Sample) 

(Company Letterhead) 

To: 
--~~--~----------~--~~--.---------(cognizant security office) (date) 

Dear 

In accordance with paragraph 70 of the "Industrial Security Manual for Safeguarding 
Classified Information" (ISM), the cleared to the 

(name of cleared facility) 
level of and an 

~--~--~~--~----~------~-(level of facility clearance) (name of employee) 
employee cleared for access to 

------~~--~------
classified information, by 

(level) 

(activity granting clearance) 
on ______ ~~--~~------- who is serving as a 

(date) 
consultant to ~ ______ ~ _______ ~ ____________________________ ~ hereby jointly 

(name of using facility or user agency activity) 
agree to the following. 

(i) Place classified material received and/or produced by said 
employee in his or her capacity as a consultant into the facility's 
classified material control system. 

(ii) Provide the employee with an approved container in which to store 
classified material relating to his or her consulting activity. 

(iii) Incorporate the facility's standard practice procedures implementing 
the access limitation requirements of paragraphs 70a(2) and 70a(3), 
ISM. 

(iv) Abide by the facility's standard practice procedures in handling 
classified material relating to the employee's consulting activity. 

(v) Advise the cognizant security office and either the contractor or 
the user agency activity to which the employee is a consultant of 
any change in the consultant's status as an employee of the 
facility. 

(date) (employing contractor signature) 

(title) 

(date) (employee-consultant signature) 

Copy to: 
Facility of Employee Consultant 
Contractor or User Agency to which Employee is Consultant 
Employee Consultant 
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Appendix II. DERIVATIVE CLASSIFICATION INFORMATION 
AND PROCEDURES 

A. Scope and Application. 

DoD 5220.22-M 

1. General. E~O. 12356 prescribes a uniform system for classifying 
and declassifying national security information. The E.O. recognizes that 
it is essential that the public be informed concerning the activities of its 
government, but that the interests of the U,S. and its citizens require that 
certain information concerning the national defense and foreign relations be 
protected against unauthorized disclosure. Information classified under 
E.O. 12356 and prior orders shall be declassified or downgraded as soon as 
national security considerations permit. Information is declassified based 
on the loss of sensitivity of the information with the passage of time or on 
the occurrence of an event that permits decl.assification. Information that 
continues to meet the classification criteria, despite the passage of time, 
will remain classified and continue to be protected. 

2. User Agency Information. In compliance with their responsibil
ities under the above E.O., the Sec~etaries of Defense, Commerce, State, 
Treasury, Transportation, Interior, Agriculture, and Labor; the Attorney 
General, Department of Justice; the Comptroller General of the United States, 
General Accounting Office; the Chairman, Board of Governors, Federal Reserve 
System; the Administrators, General Services Administration, Small Business 
Administration, National Aeronautics and Space Administration, and Environ
mental Protection Agency; and the Directors, National Science Foundation, 
U.S. Arms Control and Disarmament Agency, Federal Emergency Management 
Agency, and United States Information Agency (all hereinafter referred to 
as UA's) have prescribed that the provisions of this appendix shall apply 
to all classified information originated in the UA's or by one of their 
components or contractors. This encompasses all classified information 
originated by: the OSD and DoD agencies; the present and former Joint Chiefs 
of Staff and Joint Staff; the Department of Army and former War Department; 
the Department of Navy; the Department of Air Force and former Army Air 
Forces; the U.S. Coast Guard, when acting as a part of Navy, Treasury, or 
Transportation; NASA and predecessor NASA agencies, including the National 
Advisory Committee for Aeronautics; the FAA, prior and subsequent to its 
assignment to the Department of Transportation, predecessor FAA agencies, 
including the Civil Aeronautics Administration and the Airways Modernization 
Board, formerly of the Department of Commerce; joint committees or agencies 
comprised entirely of representatives from within the above described agencies 
or their predecessor agencies; other U.S. Government agencies whose functions 
have officially transferred to any of the above agencies; and contractors in 
the performance of contracts awarded by or on behalf of the UA's, their 
components, or their predecessors. 

3. Authority of Contractors. The contractor shall apply and implement 
the provisions of this appendix, unless otherwise instruct.ed by his or her 
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contracting officer 1/. In those cases in which a contracting officer 
determines that the material has been improperly designated, the contracting 
officer shall instruct the contractor to mark the material to reflect the 
correct designation. 

4. Responsibility of Contractors. Each contractor who possesses 
classified material affected by this appendix is responsible for initiating 
action to apply the appropriate notation and to change or cancel classifica
tions as prescribed herein. Such actions are the responsibility of each 
holder of classified material; they constitute an implementation of a directed 
action rather than an exercise of the authority for deciding the change or 
cancellation of classification 2/. Pending the re-marking of classified 
material, as prescribed in this-appendix, the contractor shall safeguard the 
material in accordance with the classification marked on it. 

5. Requests for Advice. When the contractor cannot determine exactly 
which provision of this appendix applies to certain classified information or 
material, he or she shall request adv~ce froID the contracting otficer concerned. 
If the contracting officer is unknown, or is known to have been abolished, such 
requests will be forwarded through UA contracting channels, as appropriate. If 
the channels are not known, the request will be sent directly to the appropriate 
office shown below. All such requests must include a cOlnplete description or 
identification of the classif:ted information or document il1. question. 

a. Army. The Adjutant General, ATTN: DAAG-AMR-S, Department of 
Army, Washington, D.C. 20315 

b. Navy. Chief of Naval Material, ATTN: MAT-09B2, Washington, D.C. 
20360 

c. Air Force. HQ AFOSP/SPIA, Kirtland AFB, NM 87117 

d. NASA. Headquarters, NASA, ATTN: Code ADA-42, Washington, D.C. 
20546 

e. Commerce. Director of Investigations and Security, Department 
of Commerce, Washington, D.C. 20230 

f. GSA. Director, Security Division, Office of Investigations, 
General Services Ad,L1inistration, Washington, D. C. 20405 

!/ In those cases in which a contractor receives instructions that appear to 
be in conflict with the provisions of this appendix, the contractor shall 
immediately notify the contracting officer of the conflicting instructions. 
Pending resolution of the problem, he or she shall comply with the most 
recent instructions received from the contracting officer. 

~I The date of the initial specification, drawing, or blueprint from which 
hardware is manufactured may be used as the date from which to compute 
automatic downgrading or declassification of the information, which may be 
disclosed by the hardware. 
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g. State. Director of Security, Department of State, Washington, 
D.C. 20230 

h. SBA. Director, Office of Security and Investigations, Small 
Business Administration, Washington~ D.C. 20416 

i. NSF. Security Officer, National Science Foundation, Washington, 
D.C. 20550 

j. Treasury. Departmental Physical Security Officer, Department of 
Treasury, Washington, D.C. 20220 

k. Transportation. Chief, Security Division, Department of Trans
portation, Washington, D.C. Lu590 

1. Interior. Defense Coordinator, Department of the Interior, 
Washington, D.C. 20240 

m. .Agriculture. Department Security Officer; Department of Agri
culture, Washington, D.C. ~0250 

n. USIA. Chief, Physical Security Division, U.S. Information 
Agency, Washington, D.C. 20547 

o. Labor. Chief~ Physical Security Branch, Office of the Assistant 
Secretary for Administration, Department of Labor, Washington, D.C. 20210 

p. EPA. Director, Security and Inspections Staff, Environmental 
Protection AgencY: Washington, D.C. 20460 

q. FRS. Associate Director, Division of Support Services, Board of 
~.uV~! " I, ,~:n •. "<l.;.lingt~n, D.C. 20551 

L', ~;y,:tJCt~. Director, Security and Administrative Programs Staff. 
Off ice of Management and Finance, Department of J·us tice, Washington, D. C. 20530 

s. ACDA. Security Office, U.S. Arms Control and Disarmament 
Agency, Washington, D. C. 20'.51 

t. FEMA. Director, Office of Security, Federal Emergency 
Management Agency, Room 407, 500 C Street, SW, Washington, D.C, 20472 

u. GAO. Director, Office of Securi'ty & Safety, General Accounting 
Office, Washington, D.C. 20548 

w. If the contractor is unable to obtain advice from the UA's 
listed above, assistance may be requested from the Deputy Under Secretary of 
Defense for Policy, ATTN: Director, lnformation Security, The Pentagon, 
Washington, D.C. 20301. 
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B. Downgrading/Declassification and "Classified by" Line Procedures. 

1. General. All derivatively classified material shall be marked to 
reflect declassification instructions, the source of classification (shown on 
the "Classified by" line), and, if applicable, downgrading instructions. 
Documents shall show the re~uired information either on the cover, first page, 
title page, or in a similarl~r prominent position. Other material shall show 
the required information on th~ material itself or, if not practical, in 
related or accompanying documentation. 

The markings used to show this information shall be as follows: 

CLASSIFIED BY (Required) --------------------------DOWNGRADE TO ON 
DECLASSIFY O~N--------------

(As Appropriate) 
(Required) 

a. On electronically transmitted messages, the "classified by" line 
is not required; the other markings are required and may be included on the last 
line of text and may be abbreviated as follows: 

DNG/"S" or "C"/ (date or event) 
DECL --------------------------

b. Material containing RESTRICTED DATA may only be declassified by 
the DOE. FORMERLY RESTRICTED DATA may only be declassified on a joint 
determination by the DoD and the DOE. Therefore, only a "Classified by" line 
is shown on the material. The "Declassify on" line is not to be used. 

2. The "Classified by" line. 

a. In completing the "Classified by" line, the contractor shall 
identify the applicable DD Form 254 (see paragraph b below) or other UA 
guidance. In addition, if any single guidance source other than, or 
supplemental to, the applicable DD Form 254 is followed, that source will also 
be shown in such a way that, standing alone, it will be suffiCiently complete 
to identify it, including its date. If two or more guida.nce sources other 
than or in addition to the applicable DD Form 254 are followed, the 
identification of the DD Form 254 will be followed by the phrase "multiple 
sources" (for example, DD Form 254, August 30, 1982, RFQ #12345, Multiple 
Sources). In each such case, when the phrase "multiple sources" is used, the 
contractor shall maintain adequate records to support the application of the 
classification marking and shall retain such records for the duration of the 
contract or program under which the document was created. The records could 
take the form of a bibliography identifying the applicable classification 
sources and be included in the text. 

b. Identification of the applicable DD Form 254 in the "Classified 
by" line will always include at least the following: 

(1) the date of the DD Form 254, and 
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(2) the specific designator (for example, contract number) of 
the contract or other requirements document for which the DD Form 254 was 
issued'il. 

3. The "Declassify on" Line. In completing the "Declassify on" line, 
the contractor shall use the inforntation specified in or with the DD For.m 254 
provided by a VA or cite the source document. 

4. The "Downgrade to" Line. In completing the "Downgrade to" line. the 
contraetor shall insert SECRET or CONFIDENTIAL and an effective date or event 
as indicated in or with the DD Form 254, or cite the source document. 

C. Applying Derivati1~e Markings to New Material. 

1. Pre-August 1, 1982. New material that del'ives its classification 
from material classified or issued prior to August I, 1982 shall be treated as 
follows. 

a. If the DD Form 254 or source material bears a date or event 
for declassification, that date or event shall be applied to the new material. 

b. If the DD Form 254 or source material bears no date or event 
for declassification, bears an indefinite date or event, or is marked for 
declassification review, the new material shall be marked with the notation: 
"Originating Agency's Determination Required" or "OADR." 

2. After August 1, 1982. New material that derives its classificatiop 
from a DD Form 254 or source material bearing a date on or after August 1, 
1982 shall be marked with the declassification date or event, or with the 
notation, If Originating Agency's Determination Required," or "OADR" as 
specified in the DD Form 254 or source material. 

D. Most Restrictive Marking Dete~mination. In all cases where a new 
document or material is classified based on "multiple sources," the most 
remote date or event for declassification shown on any source shall be 
assigned to the new document or material. If any source shows the notation 
"Originating Agency's Determination Required" or "OADR," the new document or 
material shall also be assigned this notation. For example, if one source 
indicates declassification on December 31, 1988 and another source indicates, 
"Originating Agency's Determination Required," or "OADR," the notation, 
"Originating Agency's Determination Required," or "OADRlI shall be assigned to 
the new material, because it is the most restrictive marking. 

'2./ For potential prime contractors responding to all IFB, RFQ, 01< RFP, when no 
contract designator is shown in item 3a of the DD Form 254, the designator 
shown in item 3c of the DD Form 254 shall be used. Prime contractors and 
subcontractors at all tiers shall use the designator set forth in item 3a 
of the DD Form 254. 
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E. Downgrading/Declassification Actions for Pre-August 1, 1982 Material. 

1. Documents and material classified under E.O. 12065, and predecessor 
E.O. 's that are marked for automatic downgrading or declassification on a 
specified date or event, mc.y be downgraded and declassified pursuant to such 
markings. Such documents or material need not be re-marked, except in accor
dance ""ith paragraph 11d. Information extracted from these documents or mate
rial for use in new documents or material shall be marked for declassification 
as specified in the source document. 

2. Documents and material classified under E.O. 12065, anq predecessor 
E.O. 's that are not marked for automatic downgrading or declassification on a 
specified date or event, shall not be downgraded or declassified without 
authorization of the originating agency. Such documents or material need not 
be re-marked. Information extracted from these documents or material for use 
in new documents or material shall be marked for declassification on the 
determination of the originating agency; that is, the "Declassify on" line 
shall be completed with the notation, lIOriginating Agency's Determination 
Required," or "OADR." 

F. Extracts of Information. Information extracted from a classified source 
shall be derivatively classified or not classified, in accordance with the 
classification markings shown in the source. The overall and internal 
markings of the source should supply adequate classification guidance. If 
internal markings or classification guidance are not found in the source, and 
no reference is made to an applicable and available classification guide, the 
extracted information shall be classified according either to the overall 
marking of the source or the guidance obtained from the classifier of the 
source material. 

G. Changing Classification Markings. At the time the material is actually 
downgraded or declassified, the action to change the classification markings 
shall be initiated and performed, in accordance with the provisions of 
paragraph 11. When classification markings are changed or canceled, an entry, 
when appropriate, shall be made in the control station records prescribed in 
paragraph 12, to reflect such change or cancellation. 

H. Release of Declassified Information. Declassification, either 
automatically or by individual review and determination, is not automatically 
an approval for public disclosure. Accordinglys contractors shall request 
approval for public disclosure of "declassified" information, in accordance 
with the provisions of paragraph 50. 

272 

'"------------------------------------------~----------~- --



DoD S220.22-H 

Appendix III. FOREIGN CLASSIFIED CONTRACTS 

Table Outlining Responsibilities for Security Actions. 

Certdin duties which this manual assigns to the contracting officer or to the 
contracting UA are, with respect to foreign classified contracts, assigned 
to tne Deputy Director (Industrial Security), HQ DIS, the administrative 
contracting office, or the CSO. 

Table I shows the assignment of these duties. Contractors will submit their 
requests for instruct'ions or guidance as set forth, below. Duties not specifi
cally assigned herein are reserved to the foreign government agency or foreign 
contracting activity concerned. Requests for instructions in such cases shall 
be submitted through the Deputy Director (Industrial Security), HQ DIS. 
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Action 

1. Approves retention of classified information 
by contractor or subcontractor. 

2. Authorizes and provides instruction for trans
mission of classified information outside the 
facility. 

3. Authorizes reproduction of classified infor
mation. 

4. Authorizes destruction of certain classified 
information. 

5. Approves electrical alarm service. 
6. Approves controlled area. 
7. Approves visits for Categories 2 and 3. 
8. Authorizes disclosure of TOP SECRET 

information to subcontractor. 
9. Receives notification of award of clas

sified subcontractor 3/. 
10. a. Approves Security-Classification 

Guidance for subcontracts. 
b. Obtains Security Classification 

Guidance for subcontracts. 

Table 1 

References 

Deputy 
Director 

(Industrial 
Security), 

HQ DIS 

Pars. 51, Sm, and 64, ISM ..••.• 

Pars. 5 and 17, ISM ........•..• 

Par. 18. ISM •.•...•.••••...•••• 

Par. 19, ISM .....•..........••• 

Pars. 35 and 36, ISM.. . ••••. 
Par. 34, ISM ••• 
Par. 41, ISM •. 
Par. 59, ISM .. 

Par. 62, ISM •••...•..••.•..•••• X 

Par. 60.ISM .••••.•••..•..••••.. 

X 

Admin-
istrative Cognizant 
Contracting Security 

Officer Office 

X 

X X 

X 

X 

X 2/ X 
X 2/ X 
X 1/ 
X 

X X 

X 

X 

1/ Some foreign contracts will be managed by foreign personnel directly from the country concerned, the country's 
- Washington embassy, or other means with no U.S. contracting officer involved. U.S. UA's control Category 4 type 

visits as well as Category 3. Necessary coordination will be effected with the Deputy Director (Industrial Security), 
HQ DIS, the CSO, and the contractor concerned. 

~/ If costs are involved, the administrative contracting officer authorizes and provides instruction for transmission on 
classified information outside the facility. 

3/ ice shall be sent to the CSO of the subcontr~ 

t:J 
0 
t:J 

U1 
N 
N 
0 . 
N 
N 
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Appendix IV. REQUIREMENTS FOR THE CONSTRUCTION OF 
STORAGE VAULTS AND STRONGROOMS 

DoD 5220.22-M 

A. Application. This appendix specifies the minimum standards required 
for the construction of vaults and strongrooms used as storage facilities 
for classified material, in accordance with paragraph 14 of this manual. 
These standards apply to all new construction and reconstruction, altera
tions, modifications, and repairs of existing vaults or strongrooms. They 
will also be used for evaluating the adequacy of eXisting vaults and 
strongrooms. 

B. Class A Vault. 

1. Floor and Walls. The thickness of the floor and walls must be 
determined by structural requirements, but may not be less than 8-inch-thick 
reinforced concrete. Walls are to extend to the underside of the roof/ceiling 
slab above. 

2. Roof/Ceiling. The roof or ceiling must be a monolithic reinforced 
concrete slab of a thickness to be determined by structural requirements, but 
not less thick than the walls and floors. 

3. V;ault Door and Frame Unit. The vault door and frame unit shall be 
one that was originally procured from the FSS 1/. 

4. ~ock and Locki~ Parts. The lock shall conform to Underwriters' 
Standard No. 768 Group I-R. It shall be equipped with a "top-reading, spy
proof type dial." The UL label is considered adequate evidence of compliance 
with these requirements. Axial play on the level handle spindle shall not 
exceed 1/16 inch. The locks, lock bolt, door bolt operating cam, and bolt 
operating linkage connected thereto shall be protected by a tempered steel 
alloy hardplate located in front of the parts to be protected. Such hardplate 
to be at least 1/4 inch in thickness and to be in the Rockwell hardness range 
of C-63 to C-6S. The front plate, edge plates, back plates, and cap sheet 
shall be of manufacturers' standard construction. The cap sheet of the door 
will have an inspection plate of such size that its removal will permit 
examinatiotl and inspection of the combination lock and operating cam area 
without removal of entire back cap sheet of the door. 

5. ~iscellaneous Opening_ Omission of all miscellaneous openings is 
desirable, but not mandatory. Ho,.;rever, in all instances openings for heating 
and ventilating ducts, pipes, and conduits shall not exceed 96 square inches 
in size. Pipes and conduits entering the vault shall enter through walls 

1/ Vault doors are listed in the FSS (FSC Group 71, Part III, Section E, 
FSC Class 7110). Vaults equipped with doors that do not meet these 
specifications may qualify as strongrooms, if the construction meets the 
minimum requirements outlined in paragraph F of this appendix. 
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that are not common to the vault and the structure housing the vault. 
Preferably such pipes and conduits should be installed when the vault is 
constructed. If this is not practical, they shall be carried through 
snug-fitting pipe sleeves cast in the concrete. After installation, the 
annular space between the sleeve and the pipe or conduit shall be caulked 
solid with lead, wood, waterproof (silicone) caulking, or similar material, 
which will give evidence of surreptitious removal. The construction standards 
for man-safe barriers outlined in paragraph F-5 shall be followed when 
securing openings. 

C. Class B Vault. 

1. Floor. The floor should be a monolithic concrete construction of 
the thickness of adjacent concrete floor construction, but not less than 4 
inches thick. 

2. Walls. The walls should be not less than 8-inch-thick brick, 
concrete block, or other masonry units. Hollow masonry units shall be the 
vertical cell type (load bearing) filled with concrete and steel reinforcement 
bars. Monolithic steel-reinforced concrete walls at least 4 inches thick may 
also be used. and shall be used in seismic areas. Walls are to extend to the 
underside of the roof or ceiling above. 

3. Roof/Ceiling. The roof or ceiling must be a monolithic reinforced 
concrete slab of a thickness to be determined by structural requirements. 

4. Vault Door and Frame Unit. See paragraph B3. 

5. Lock. See paragraph B4. 

6. Miscellaneous Openings. See paragraph B5. 

D. Class C Vault. 

1. Floor. See paragraph Cl. 

2. Walls. Walls must be not less than 8-inch-thick hollow clay tile 
(vertical cell double shells) or concrete blocks (thick shells). Monolithic 
steel-reinforced concrete walls at least 4 inches thick may also be used. 
lVhere hollow clay tiles are used and such masonry units are flush, or in 
contact with, facility exterior walls, they shall be filled with concrete and 
steel-reinforced bars. Walls are to extend to the underside of the 
roof or ceiling above. 

3. Roof/Ceiling. See paragraph C3. 

4. Vault Door and Frame Unit. See paragraph B3. 

5. Lock. See paragraph B4. 

6. Miscellaneous Openings. See paragraph B5. 
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E. Structural Design. In addition to the requirements given above, the 
wall, floor, and roof construction shall be in accordance with nationally 
recognized standards of structural practice. For the vaults described above, 
the concrete shall be poured in place, and will have a minimum 28-day 
compressive strength of 2,500 pounds per square inch. 

F. Strongrooms. A strongroom, as referred to in paragraph 14a(3)(f), shall 
be considered to be an interior space of the cleared facility or complex (see 
paragraph 3t) enclosed by, or separated from, other facility spaces by four 
walls, a ceiling, and a floor, all of which are constructed of solid building 
materials. Under this criterion, rooms having a false ceiling, and walls 
constructed of fabrics ,. wire mesh, or similar materials, shall not qualify 
as a strongroom. For strongrooms not located within a complex, the floor, 
ceiling, or walles) that is an exterior part of the building and less than 
18 feet from the ground or from an access point, or adjoining another 
firm's space, shall be constructed as outlined in paragraphs Cl, C3, and 
D2, respectively. Advise regarding use of solid building materials in 
strongroom construction may be provided by the CSO. Specific construction 
standards are as follows. 

1. Hardware. Heavy-duty builder's hardware shall be used in con
struction. All screws, nuts, bolts, hasps, clamps, bars, 2-inch square 
mesh of No. 11 gage wire (hereinafter referred to as "wiLe mesh"), 18 gauge 
expanded metal, hinges, pins, and the like, shall be securely fastened to 
preclude surreptitious entry and ensure visual evidence of tampering. 
Hardware accessible from outside the area shall be peened, brazed, or 
spot-welded to preclude removal. 

2. Walls and Ceilings. Construction shall be of plaster, gypsum board, 
tal, hardboard, wood, plywood, or other materials offering similar resistance 

~o, and evidence of, unauthorized entry into the area. Insert-type panels 
shall not be used. 

3. Floors. Floors shall be of solid construction, utilizing materials 
such as concrete, ceramic tile, and wood. 

4. Windows. Window openings less than 18 feet from an access point 
(such as, another window outside the area, roof, ledge, or door) shall be 
fitted with 1/2 inch bars (separated by no more than 6 inches), plus cross
bars to prevent spreading, 18 gauge expanded metal, or wire mesh securely 
fastened on the inside to preclude surreptitious removal. In addition to 
being kept closed at all times, the window shall be translucent or opaqued by 
any practical method, such as painting or covering the inside of th~ window. 

5. Miscellaneous Openings. Openings for ducts, pipes, registers, sewers 
and tunnels of such size and shape as to permit unauthorized entry, for example, 
in excess of 96 square inches, shall be equipped with man-safe bl'.l.rriers such 
as wire mesh, 18 gauge expanded metal, or steel bars of at least 1/2 inch in 
diameter extending across their width with a maximum space of 6 inches between 
the bars. The steel bars shall be securely fastened at both ends to preclude 
removal, with crossbars to prevent spreading. Where wire m6sh~ expanded 
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metal, or steel bars are used, care shall be exercised to ensure that classi
fied material within the room cannot be removed with the aid of any type of 
instrument. 

6. Doors. Doors shall be substantially constructed of wood or metal. 
w~en windows, panels, or similar openings are used they shall be secured with 
18 gauge expanded metal or wire mesh securely fastened on the inside. The 
windows shall be translucent or opaqued. When doors are used in pairs, an 
astragal (overlapping molding) shall be installed where the doors meet. 

7. Door Louvers and Baffle Plates. When used, they shall be reinforced 
with wire mesh fastened inside the room. 

8. Door Locking Devices. Doors shall be secured by either a built-in 
three-position dial-type changeable combination lock or a three-position 
dial-type changeable combination padlock, as specified in paragraph 14a(3)(d), 
which is secured to the door by a solid metal hasp. 

G. Approvals. The eso and the contractor shall agree on the need to 
establish, and the extent of, the vault or strongroom prior to the award of 
the contract, when possible, or subsequently when the need for such areas 
become apparent dUYi.ng the performance on the contract. 
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!E.pendix V. REQUIREMENTS FOR THE CONSTRUCTION OF CLOSED AREAS 

A. ~.ication. This appendix specifies the ml.n1.mum safti!guards and standards 
required for the construction of .::losed areas that are use:d for safeguarding 
classifi.ed material, in accordance with the provl.sl.ons of section IV of this 
manual. These criteria and standards apply to all new CO'ilstruction and 
reconstruction, alterations, modifications, and repairs of existing areas. 
They will also be used for evaluating the adequacy of ex:tsting areas. 

B. Requirements. 

1. Hardware. Heavy duty builder's hardware shall be used in con
struction, and all screws, nuts, bolts, hasps, clamps, bars, 2-inch square 
mesh of No. 11 gage wire (hereinafter referred to as "'.!Tire mesh"), 18 gauge 
expanded metal, hinges, pins, and so on, shall be securely fastened to 
preclude surreptitious removal and ensure visual evidlimce of tampering. 
Hardware accessible from outside the area shall be pe.ened, pinned, brazed, 
or spot-welded to preclude removal. 

2. Walls. Construction shall be of plaster, gypsum wallboard, metal 
panels, hardboard, T,lood, plywood, or other opaque mliterials offering similar 
resistance to, and evidence of, unauthorized entry into the area. If insert
type panels are used, a method shall be devised to prevent the removal of such 
panels without leaving visual evidence of tampering. Area barriers up to a 
height of 8 feet shall be of opaque or translucen~ construction, where visual 
access is a factor. If visual access is not a fa~tor, the area barrier walls 
may be of wire mesh, or other non-opaque material offering similar resistance 
to, and evidence of, unauthorized entry into the area. 

3. Windows. Window openings less than 18 feet from an access point 
(for example, another window outside the area, Loaf, ledge, or door,) shall be 
fitted with LIZ-inch bars (separated by no mor~.· than 6 inches), plus cross
bars to prevent spreading, 18 gauge expanded m~tal, or wire mesh securely 
fastened on the inside. When visual access is a factor, the windows shall be 
kept closed and locked at all times, and shall also be made translucent or 
opaque by any practical method, such as painting or covering the inside of the 
glass. During non-duty hours, the windows shall be closed and securely 
fastened to preclude surreptitious removal of classified material. 

4. Doors. Doors shall be substantially constructed of wood or metal. 
When windows, panels p or similar openings ate used, they shall be secured with 
18 gauge expanded metal or with wire mesh sli~curely fastened on the inside. If 
visual access is a factor, the windows shall be translucent or opaqued. When 
doors are used in pairs, an astraga1 (overlapping molding) shall be installed 
where the doors meet. 

5. Door l.ouvers or Baffle Plates. 'When used, they shall be reinforced 
with 18 gauge expanded metal or with wire mesh fastened inside the area. 
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6. Door Locking Devices. Entrance doors shall be secured with either 
a built-in three-position dial-type changeable combination lock, a three
position dial-type changeable combination padlock, as specified in paragraph 
14a(3)(g), or with one of the key-operated padlocks with high security cylin
ders as described in paragraph 34a(3). Other doors shall be secured from the 
inside with a panic bolt (for example, actuated by a panic bar); a dead bolt; 
a rigid wood or metal bar (which shall preclude "springingll), which extends 
across the width of the door and is held in position by solid clamps, 
preferably on the door casing; or by other means approved by the CSO. 

7. Ceilings. Ceilings shall be constructed of plaster, gypsum 
wallboard material, panels, hardboard, wood, plywood, ceiling tile, or other 
material offering similar resistance to and detection of unauthorized entry. 
Wire mesh, or other non-opaque material offering similar resistance to, and 
evidence of, unauthorized entry into the area may be used if visual access to 
classified material is not a factor. When wall barriers do not extend to the 
ceiling and a false ceiling is used it shall be reinforced with wire mesh, 18 
gauge expanded metal, alarmed as outlined in paragraph 35, or otherwise 
secured with heavy-duty builder's hardware. (This feature also applies when 
panels are removable and entry can be gained into the area without visible 
detection.) When wire mesh or expanded metal are used, they must overlap the 
adjoining walls and be secured in a manner which precludes removal without 
leaving evidence of tampering. In those instances where barrier walls of an 
area extend to a solid ceiling, there is no necessity for reinfordng a false 
ceiling. 

8. Ceilings (Unusual Cases). It is recognized that instances arise so 
that contractors may have a valid justification for not erecting a solid sus
pended ceiling as part of the areas, especially in high-ceilinged hangars. The 
contractor may state that it is impractical to use a suspended ceiling because 
of his or her production methods, such as the use of overhead cranes for the move
ment of bulky equipment within the area. There are also cases wherein the air 
conditioning system may be impeded by the construction of a solid suspended 
ceiling (for example, ADP Centers). At times, even the height of the classified 
material may make a suspended ceiling impractical. In such cases, special 
provisions shall be made to ensure that surreptitious entry to the area cannot 
be obtained by entering the area over the top of the barrier walls (such as, 
approved motion detection devices). Areas of this type should be closely 
scrutinized to ensure that the structural safeguards are adequate to preclude 
entry via adjacent pipes, catwalks, ladders, and the like, or observation, if 
visual access in a factor. 

9. Miscellaneous Openings. Where ducts, pipes, registers, sewers, and 
tunnels are of such size and shape as to permit unauthorized entry, for example, 
in excess of 96 square inches, they shall be secured by 18 gauge expanded metal 
or wire mesh, or, where more practical, by steel bars at least 1/2-inch in 
diameter extending across their width, with a maximum space of 6 inches 
between the bars. The steel bars shall be securely fastened at both ends to 
preclude removal and shall have crossbars to prevent spreading. When wire 
mesh, expanded metal, or steel bars are used, care must be exercised to ensure 
that classified material cannot be removed through the openings with the aid 
of any type instrument. Care shall be taken to ensure that a barrier placed 
across any waterway (sewer or tunnel) will not cause clogging or offer 
obstruction to the free flow of water sewage. 
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Appendix VI. EXTRACTS OF THE ESPIONAGE AND SABOTAGE ACTS AND OTHER 
;;="L,..;...;=~~~--';:'::';';';"':;;"';";"':""F;;"'E~D"""""ERAL CRnvfINAL STATUTES 

U.S.C. 18 § 793. Gathering, transmitting, or losing defense information 

(a) Whoever, for the purpose of obtain~.ng information respecting the 
national defense with intent or reason to believe that the information is to 
be used to the injury of the United States, or to the advantage of any foreign 
nation, goes upon, enters, flies over, or otherwise obtains information con
cerning any vessel, aircraft, work of defense, navy yard, naval station, sub
marine base, fueling station, fort, battery, torpedo station, dockyard, canal, 
railroad, arsenal, camp, factory, mine, telegraph, telephone, wireless, or 
signal station, building, office, research laboratory or station or other place 
connected with the national defense own.ed or constructed, or in progress of 
construction by the United States or under the control of the United States, or 
of any of its officers, departments, or agencies, or within the exclusive 
jurisdiction of the United States, or any place in which any vessel, aircraft, 
aL~S, munitions, or other materials or instruments for use in time of war are 
being made, prepared, repaired, stored, or are the subject of research or 
development, under any contract or agre~ment with the United States or any 
department or agency thereof, or with ~my person on behalf of the United 
States, or otherwise on behalf of the tnited States, or any prohibited place 
so designated by the President by proclamation in time of war or in case of 
national emergency in which anything for the use of the Army, Navy, or Air 
Force is being prepared or constructed or stored, information as to which 
prohibited place the President has determined would be prejudicial to the 
national defense; or 

(b) Whoever, for the purpose aforesaid, and with like intent or reason to 
believe, copies, takes, makes, or obtains, or attempts to copy, take, make, or 
obtain, any sketch, photograph, photographic negative, blueprint, plan, map, 
model, instrument, appliance, document, writing, or note of anything connected 
with the national defense; or 

Cc) Whoever, for the purpose aforesaid, receives or obtains or agrees or 
attempts to receive or obtain from any person, or from any source whatever, any 
document, writing, code book, signal book, sk.:.1.tch, photograph, photographic 
negative, blueprint, plan, map, model, instrument, appliance, or note of any
thing connected with the national defense, knowing or having reason to believe, 
at the time he receives or obtains. or agrees or attempts to receive or obtain 
it, that it has been or will be obtained, taken, made, or disposed of by any 
person contrary to the provisions of this chapter; or 

Cd) Whoever, lawfully having possession of, access to, control over, or 
being entrusted with any document, writing, code book, signal book, sketch, 
photograph, photographic negative, blueprint, plan, map, model, instrument, 
appliance, or note relating to the national defense, or information relating to 
the national defense which information the possessor has reason to believe 
could be used to the injury of the United States or the advantage of any 
foreign nation, willfully communicates, delivers, transmits or causes to be 
communicated, delivered, or transmitted or attempts to communicate, deliver, 
transmit or cause to be communicated, delivered or transmitted, the same to any 
person not entitled to receive it, or willfully retains the same and fails to 
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deliver it on demand to the officer or employee of the United States entitled 
to receive it; or 

(e) Whoever, having unauthorized posse-ssion of, access to, or control 
over any document, writing, code book, signal book, sketch, photograph, photo
graphic negative, blueprint, plan, map, model, instrument, appliance, or note 
relati.ng to the natiollal defense or information relating to the national 
defense which information the! possessor has reason to believe could be used to 
thfl injury of the United States or to the advantage of any foreign nation, 
willfully communicates, delivers, transmits or causes to be communicated, 
delivered, or transmitted, or attempts to communicate, deliver, transmit or 
cause to be communicated, delivered, or transmitted the same to any person not 
entitled to receive it, or willfully retains the same and fails to deliver it 
to the officer or employee of the United States entitled to receive it; or 

(f) Whoever, being entrusted with or having lawful possession or control 
of any document, writing, code book, signal book, sketch, photograph, photo
graphic negative, blueprint, pJan, map, model, instrument, appliance, note, 
or information, relating to the national defense, (1) through gross negligence 
permits the same to be removed from its proper place of custody or delivered 
to anyone in violation of his trust, or to be lost, stolen, abstracted, or de
stroyed, or (2) hCiving knowledge that the same has been illegally removed from 
its proper place of custody or delivered to anyone in violation of his trust, 
or lost, or stolen, abstracted, or destroyed, and fails to make prompt report 
of such loss, theft, abstraction, or destruction to his superior officer --

Shall be fined not more than $10,000 or imprisoned not more 
than ten y~ars, or both. 

(g) If two or more persons conspire to violate any of the foregoing pro
visions of this section, and one or more of such persons do any act to effect 
the object of the conspiracy, each of the parties to such conspiracy shall be 
subject to the punishment provided for the offense which is the object of such 
conspiracy. 

U.S.C. 18 § 794. Gathering or delivering defense information to aid foreign 
governments 

(a) Whoever, with intent or reason to believe that it is to be used to 
the injury of the United States or to the advantage of a foreign nation, com
municates, delivers, or transmits, or attempts to communicate, deliver, or 
transmit, to any foreign government, or to any faction or party or military or 
naval force within a foreign country, whether recognized or unrecognized by 
the United States, or to any representative, officer, agent, employee, 
subjects or citizen thereof, either directly or indirectly, any document, 
writing, code book, signal book, sketch, photograph, photographic negative, 
blueprint, plan, map, model, note, instrument, appliance, or information 
relating to the national defense, shall be punished by death or'by imprison
ment for any term of years or for life. 

(b) Whoe'Jer, in time of war, with intent that the same shall be communi
cated to the enemy, collects, records, publishes, or communicates, or attempts 
to elicit any information with respect to the movement, numbers, description, 
condition, or disposition of any of the Armed Forces, ships, aircraft, or war 
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material of the United States, or with respect to the plans or conduct, or sup
posed plans or conduct of any naval or military operations, or with respect to 
any works or measures undertaken for or connected with, or intended for the 
fortification of defense of any place, or any other information relating to 
the public defense, which might be useful to the enemy, shall be punished by 
death or by imprisonment for any term of years or for life. 

(c) If two or more persons conspire to violate this section, and one or 
more of such persons do any act to effect the object of the conspiracy, each 
of the parties to such conspiracy shall be subject to the punishment provided 
for the offense which is the object of such conspiracy. 

U.S.C. 18 § 795. Photographing and sketching defense installations 

(a) Whenever, in the. interests of national defense, the President defines 
certain vital military or naval installations or equipments as requiring pro
tection against the general dissemination of information relative thereto, it 
shall be unlawful to make any photograph, sketch, picture, drawing, map, or 
graphical representation of such vital military and naval installations or 
equipment without first obtaining permission of the commanding officer of the 
military or naval post, camp, or station, or naval vessels, military and naval 
aircraft, and any separate military or naval command concerned, or higher 
authority, and promptly submitting the product obtained to such commanding 
officer or higher authority for censorship or such other action as he may deem 
necessary. 

(b) iVhoever violates this section shall be fined not more than $1,000 or 
imprisoned not more than. one year, or both. 

U.S.C. 18 § 796. Use of aircraft for photographing defense installations 

Whoever uses or permits the use of an aircraft or any contrivance used, 
or designed for navigation or flight in the air, for the purpose of making a 
photograph, sketch, picture, drawing, map, or graphical representation of vital 
military or naval installations or equipment, in violation of section 795 of 
this title, shall be fined not more than $1,000 or imprisoned not more than 
one year, or both. 

U.S.C. 18 § 797. Publication and sale of photographs of defense installations 

On and after thirty days from the date upon which the President defines 
any vital military or naval installation or equipment as being within the 
category contemplated under section 795 of this title, whoever reproduces, 
publishes, sells, or gives away any photograph, sketch, picture, drawing, map, 
or graphical representation of the vital military or naval installations or 
equipment so defined, without first obtaining permission of the commanding 
officer of the military or naval post, camp, or station concerned, or higher 
authority, unless such photograph, sketch, picture, drawing, map, or graphical 
representation has clearly indicated thereon that it has been censored by the 
proper military or naval authority, shall be fined not more than $1,000 or 
imprisoned not more than one year, or both. 
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U.S.c. 18 § 798. Disclosure of classified information 

(a) Whoever knowingly and willfully communicates, furnishes, transmits, 
or otherwise makes available to an unauthorized person, or publishes, or uses 
in any manner prejudicial to the safety or interest of the United States or 
for the benefit of any foreign government to the detriment of the United 
States any classified information --

(1) concerning the nature, preparation, or use of any code, cipher, 
or cryptographic system of the United States or any foreign government; or 

(2) concerning the design, construction, use, maintenance, or repair 
of any device, apparatus, or appliance used or prepared or planned for use by 
the United States or any foreign government for cryptographic or communication 
intelligence purposes; or 

(3) concerning the communication intelligence activities of the 
United States or any foreign government; or 

(4) obtained by the processes of communication intelligence from the 
communications of any foreign government, knowing the same to have been obtained 
by such processes --

Shall be fined not more than $10,000 or imprisoned not more 
than ten years, or both. 

(b) As used in subsection (a) of this section --

The term "classified information" means information which, at the 
time of a violation of this section, is, for reasons of national security, 
specifically designated by a United States Government Agency for limited or 
restricted dissemination or distribution; 

The terms "code," "Cipher," and "cryptographic system" include in 
their meanings, in addition to their usual meanings, any method of secret writ
ing and any mechanical or electrical device or method used for the purpose of 
disguising or concealing the contents, significance, or meanings of communi
cations; 

The term "foreign government" includes in its meaning any person or 
persons acting or purporting to act for or on behalf of any faction, party, 
department, agency, bureau, or military force of or within a foreign country, 
or for or on behalf of any government or any person or persons purporting to 
act as a government within a foreign country, whether or not such government 
is recognized by the United States; 

The term "communication intelligence" means all procedures and 
methods used in the interception of communications and the obtaining of infor
mation from such communications by other than the intended recipients; 

The term "unauthorized person" means any person who, or agency w'hich, 
is not authorized to receive information of the categories set forth in subsec
tion (a) of this section, by the President, or by the head of a department or 
agency of the United States Government which is expressly designated by the 
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President to engage in communication intelligence activities for the United 
States. 

(c) Nothing in this section shall prohibit the furnishing, upon lawful 
demand, of information to any regularly constituted committee of the Senate or 
House of Representatives of the United States of America, or joint committee 
thereof. 

U.S.C. 18 § 799. Violation of regulations of national aeronautics and space 
administration 

Whoever willfully shall violate, attempt to Violate, or conspire to vio
late any regulation or order promulgated by the Administrator of the National 
Aeronautics and Space Administration for the protection of security of any 
laboratory, station, base or other facility, or part thereof, or any aircraft, 
missile, spacecraft, or similar vehicle, or part thereof, or other property or 
equipment in the custody of the Administration, or any real or personal prop
erty or equipment in the custody of any contractor under any contract with the 
Administration or any subcontractor of any such contractor, shall be fined not 
more than $5,000, or imprisoned not more than one year, or both. 

U.S.C. 18 § 2153. Destruction of war material, war premises, or war utilities 

(a) Whoever, when the United States is at war, or in times of national 
emergency as declared by the President or by the Congress, with intent to in
jure. interfere with, or obstruct the United States or any associate nation in 
preparing for or carrying on the war or defense activities, or, with reason to 
believe that his act may injure, interfere with, or obstruct the United States 
or any associate nation in preparing for or carrying on the war or defense 
activities, willfully injures, destroys, contaminates or infects or attempts to 
so injure, destroy, contaminate or infect so any war material, war premises, 
or war utilities, shall be fined not more than $10,000 or imprisoned not more 
than thirty years, or both. 

(b) If two or more persons conspire to violate this section, and one or 
more of such persons do any act to effect the object of the conspiracy, each 
of the parties to such conspiracy, shall be punished as provided in subsection 
(a) of this section. 

U.S.C. 18 § 2154. Production of defective war material, war premises, or war 
utilities 

(a) Whoever, when the United States is at war, or in times of national 
emergency as declared by the President or by the Congress, with intent to in
jure, interfere with, or obstruct the United States or any associate nation in 
preparing for or carrying on the war or defense activities, or, with reason to 
believe that his act may injure, interfere with, or obstruct the United States 
or any associate nation in preparing for or carrying on the war or defense 
activities, willfully makes, constructs, or causes to be made or constructed in 
a defective manner, or attempts to make, construct, or cause to be made or con
structed in a defective manner any war material, war premises or war utilities, 
or any tool, implement, machine, utensil, or receptacle used or employed in 
making, producing, manufacturing, or repairing any such war material, war 
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premises or war utilities, shall be fined not more than $10,000 or imprisoned 
not more than thirty years, or both. 

(b) If two or more persons conspire to violate this section, and one or 
more of such persons do any act to effect the object of the conspiracy, each 
of the parties to such conspiracy shall be punished as provided in subsection 
(a) of this section. 

U.S.C. 18 § 2155. Destruction of national-defense materials, national-defense 
premises or national-defense utilities 

(a) Whoever, with intent to injure, interfere with, or obstruct the 
national defense of the United States, willfully inj~res, destroys, contam
inates or infects, or attempts to so injure, destroy, contaminate or infect 
any national-defense material, nationa~-defense premises, or national-defense 
utilities, shall be fined not more than $10,000 or imprisoned not more than 
ten years, or both. 

(b) If two or more persons conspire to violate this section, and one or 
more of such persons do any act to effect the object of the conspiracy, each of 
the parties to such conspiracy shall be punished as provided in subsection (a) 
of this section. 

U.S.C. 18 § 2156. Production of defective national-defense material, 
national-defense premises or national-defense utilities 

(a) Whoever, with intent to injure, interfere with, or obstruct the 
national defense of the United States, willfully makes, constructs, or 
attempts to make or construct in a defective manner, any national-defense 
material, national-defense premises or national-defense utilities, or any 
tool, implement, machine, utensil, or receptacle used or employed in making, 
producing, manufacturing, or repairing any such national-defense material, 
national-defense premises or national-defense utilities, shall be fined not 
more than $10,000 or imprisoned not more than ten years, or both. 

(b) If two or more persons conspire to violate this section, and one or 
more of such persons do any act to effect the object of the conspiracy, each 
of the parties to such conspiracy shall be punished as provided in subsection 
(a) of this section. 

U.S.C. 18 § 371. Conspiracy to commit offense or to defraud United States 

If two or more persons conspire either to commit any offense against the 
United States, or to defraud the United States, or any agency thereof in any 
manner or for any purpose, and one or more of such persons do any act to 
effect the object of the conspiracy, each shall be fined not more than $10,000 
or imprisoned not more than five years, or both. 

U.S.C. 50 § 797. Security regulations and orders; penalty for violation 

(a) Whoever willfully shall violate any such regulation or order as, 
pursuant to lawful authority, shall be or has been promulgated or approved by 
the Secretary of Defense, or by any military commander designated by the 
Secretary of Defense, or by the Director of the National Advisory Committee 
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for Aeronautics, for the protection or security of military or naval aircraft, 
airports, airport facilities, vessels, harbors, ports, piers, waterfront 
facilities, bases, forts, posts, laboratories, stations, vehicles, equipment, 
explosives, or other property or places subject to ,the jurisdiction, admin
istration, or in the custody of the Department of D,efense, any Department or 
agency of which said Department consists. or any officer or employee of said 
Department or agency, or of the National Advisory Committee for Aeronautics or 
any officer or employee thereof, relating to fire ha.zards. fire protection, 
lighting, machinery, guard service, disrepair, disuse or other unsatisfactory 
conditions thereon, or the ingress thereto or egresB or removal of persons 
therefrom, or otherwise providing for safeguarding Ithe same against destruc
tion, loss, or injury by accident or by enemy action, sabotage or other 
subversive actions, shall be guilty of a m.isdemeano'r and upon conviction 
thereof shall be liable to a fine of not to exceed $5,000 or to imprisonment 
for not more than one year, or both. 

(b) Every such regulation or order shall be posted in conspicuous and 
appropriate places. 
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Appendix VII. GUIDANCE FOR PREPARATION OF SECURITY BRIEFINGS 

A. Defensive Security Briefings. 

1. General. A defensive security briefing containing elements of the 
following outline shall be given to those individuals or employees so 
identified in paragraph Su. 

2. Introduction. National policy over the past several years has 
encouraged the expansion of cultural, trade, and commercial ties with 
DE~signated countries. As a result, an increasing number of representatives 
fl:om Designated countries are coming to the U.S. on trade visits, cultural 
visits, East-West exchange visits, and the like. Similarly, representatives 
of U.S. industry have been with increasing regularity making reciprocal visits 
to Designated countries. These expanding marketing opportunities carry with 
them a parallel responsibility for ensuring that certain categories of 
information are not released, and, where appropriate, proper authorization is 
obtained prior to release. 

a. U.S. citizens who have had access to classified defense 
information are important targets for hostile intelligence services. It is 
common practice for hostile intelligence services to establish and maintain 
d.ossiers on personnel of intelligence interest, particularly of personnel 
whose jobs afford them access to vital defense information in any area of 
special interest. These services are constantly on the alert for opportuni
ties to gain any kind of advantage that can be exploited, regardless of 
the country visited. 

b. The intelligence network of the D~signated counties is world
wide and ever present. These intelligence agencies have concentrated on 
those fields which involve scientific and military knowledge possessed by 
the Western po~ers. A key source of technical and scientific information 
l.s the numerous conventions, seminars, conferences, and symposia held 
throughout the world each year. Other means of obtaining information is 
through the tight, police-like controls over the movements of all personnel 
visiting Designated countries. Travelers may be "targeted" the moment they 
apply for a visa. Under such controlled conditions, there is little that 
can be done to prevent espionage efforts and harassments directed against 
selected individuals. 

c. It must be remembered that Designated country intelligence and 
slacurity services carry espionage activities to fantastic lengths. While 
the techniques that are employed may seem far-fetched or illicit, they are 
in fact used in day-to-day activities and operations. Travelers must recog
nize them as a part of the Designated system, so that they may successfully 
counter such practices. "A Study of Harassments and Provocations," pub
lished in DIS Security Awareness Bulletin No. 1-83, November 1982, illus
trates procedures used by Designated country intelligence and security 
services. This bulletin is intended to support official defensive security 
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briefings for persons with autho~ized access to classified information who 
are traveling to such countries. !I 

3. Export Controls. The U.S. Government, by statute, E.O., and admin
istrative policy, has established a number of procedures designed to control 
the export of certain categories of information. One of its primary objec
tives is the control of the export of scientific and technical information to 
ensure ttat information made available to Designated countries does not work to 
the detriment of the U.S. national interest. Among the existing controls are: 

a. a system for classifying national security information and 
strictly controlling its dissemination (E.O. 12356); 

b. a system to control the export of arms, ammunition, and imple
ments of war, including unclassified technical data and information relating 
thereto (see the ITAR issued by the Department of State); and 

c. a system to control the export of U.S. commodities and unclassi
fied technical data which would make a significant contribution to the mili
tary potential of any other nation or nations which would prove detrimental to 
the national security of the U.S. (see the Export Administration Regulations 
issued by the Department of Commerce). 

4. Marketing Activities With Designated Countries. It must be recog
nized that marketing personnel are in a particularly difficult role. On the 
one hand they must be in a position to knowledgeably discuss their products 
and employ all of the attributes of good salesmanship to promote a free 
exchange of information in order to successfully conclude marketing endeavors. 
On the other hand, a clear understanding of, and strict adherence to, the 
controlling regulations are necessary for those categories of information 
which can not be disclosed, or which require prior U.S. Government approval in 
order to be disclosed. Marketing personnel~ who meet with representatives 
from Designated countries, should be thoroughly versed and totally 
knowledgeable with respect to what information may be released. Meticulous 
preplanning is essential if U.S. security interests and responsibilities are 
to be properly met. The following categories of information merit special 
consideration before planning a meeting with representatives from Designated 
ccuntries. 

a. Disclosure of Classified Informa.tion. Obviously, classified in
formation may not under any circumstances be disclosed to representatives from 
Designated countries. It cannot be assumed that all personnel are thoroughly 
familiar with respect to what is and what is not classified. A thorough re
assessment and evaluation of pertinent information should be undertaken to 
ensure a complete and unequivocal understanding as to what is and what is not 
classified. 

11 "Study of Harassments and Provocations," is marked I'FOR OFFICIAL USE 
ONLY" and appears in DIS Security Awareness Bulletin Number 1-83, 
November 1982, published by the Defense Security Institute, Richmond, 
Virginia. Copies of the bulletin may be obtained from the CSO. 

290 



DoD 5220.22-M 

b. Unclassified Information Relating to Classified Contracts. Before 
a contractor may disclose any information that pertains to a classified contract 
or project, the contractor must obtain the approval of DoD as provided for in 
section 1, paragraph 50. It is essential to ensure that all personnel who will 
participate in visits by representatives of Designated countries are thoroughly 
knowledgeable with respect to that information which relates to classified con
tracts, and which therefore may not be released without prior approval of DoD. 

c. Information That Comes Within the Pu'rview of the International 
Traffic in Arms Regulations. The ITAR applies not only to the export of arms, 
ammunition, and implements of war, but also to both classified and unclassified 
technical data related thereto. Disclosure to a representative of a Designated 
countT.:y within the U. S. or abroad constitutes an export under the provisions 
of these regulations. Further information concerning these requirements may be 
obtained from the Office of Munitions Control, Department of State, Washington, 
D.C. 20520. 

d. Technical Data Subject to Export Control. Unclassified techni
cal data, pertaining to items on the "Commodity Control List" may require 
approval by the Department of Commerce prior to release to a representative of 
a Designated country. Part 379, Technical Data, Export Administration Regula
tions, issued by the Department of Commerce pursuant to the Export Adminis
tration Act of 1969, as amended, sets forth the rules applicable to the export 
of technical data. Release of such information to a representative of a 
Designated country within this country or abroad constitutes an export under 
these regulations. For further information in this connection, inquiries 
should be addressed to the local U.S. Department of Commerce District Office, 
or to the Office of Export Administration, Department of Commerce, Washington, 
D.C. 20230. 

5. Conclusion. Attention to this very difficult and complex area is 
essential if U. S. national 'interests are' to be properly safeguarded, and if 
the contractor is to abide by this DD Form 441 with DoD and with the applic
able U.S. statutes, as enumerated above. In the case of any information which 
may be classified or any information relating to a classified contract, the 
contractor should initiate appropriate consultation with his or her contracting 
officer. Whenever there is any doubt or question with respect to other infor
mation, consultation may be necessary with the Office of Munitions Control, 
Department of Scate and/or the Office of Export Administration, Department of 
Commerce. If there is any doubt, or if there are further questions, ask the 
CSO. In all situations, be sure that information disclosed to representatives 
of Designated countries is appropriate for release to these countries. If in 
doubt, do not provide the information. 

Although the emphasis in this guide has been placed on the procedures to be 
followed when engaged in marketing activities with representatives of 
Designated countries, generally, these same procedures are applicable when 
dealing with representatives of any other foreign countries. 

B. Counterintelligence Awareness Briefings. 

1. General. A counterintelligence awareness briefing containing 
elements of the following material, or updated information, shall be given 
to appropriate individuals or employees. 
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2. Introduction. The following elements of information are intended to 
be neither all-inclusive nor all-exclusive, but should be used as source 
material in the prepa~ation of counterintelligence awareness briefings and as 
a guide for the type of information to be included in this type of briefing. 
Routine, stereotyped briefings not only fail to meet intended objectives, but 
could actually weaken security by giving the recipient a false sense of secu
rity. Only the use of thoughtfully prepared briefings, based on authoritative 
information and related to the duties performed, and the sensitivity of the 
classified information to which exposed and manner of presentation, will 
accomplish the purpose. The following information has been extracted, with 
permission, from a pamphlet published by the Federal Bureau of Investigation, 
"Secrets, Spies and Citizens." Copies of the pamp.hlet may be requested from 
the local FBI office. Additional current topical material may be requested 
from these offices or from local military intelligence activities. 

3. The Threat. Intelligence collection -- the world of espionage and 
counterespionage, spies, and spy catchers -- is a popular subject of fiction. 
It has been the topic of countless books, short stories, TV serials, and movies. 
The role of the spy, the "Secret Agent," has become so sensationalized and 
exaggerated that it is very easy to think that spies exist only in the minds 
of fiction writers -- that spying belongs in the same category as science 
fiction and westerns. Do not believe it. Spies do exist, and literally 
thousands of spies, or intelligence officers, as they are officially known, 
and their agents are at this moment plying their treacherous trade within the 
U.S. The principal source of these intelligence officers is the Soviet Union, 
but the USSR's allied nations in Eastern Europe, as well as Cuba, the People's 
Republic of China, and smaller Asian Designated nations such as North Korea and 
Vietnam, also dispatch spies to U.S. shores. 

a. The Objectives and Techniques of Spies. Their main objective 
is the wholesale collection of data. The most prized type of intelligence 
data is the classified government document, but unclassified material -- even 
material which appears to be trivial -'- can also be of inestimable value. In 
their task of gathering intelligence data, the foreign intelligence services 
have a large array of tools. Satellites miles above the earth's surface 
gather photographic data. Aircraft and vessels gather electronic intelligence. 
But a further source of data, and potentially tLe most valuable to a hostile 
nation, is that acquired through the use of actual spies. (Here the briefer 
may wish to identify the type of classified projects or work being performed 
by the facility which lends credence to possibility of its being an espionage 
target.) Intelligence services may gather their information through the use 
of several different techniques. Probably the greatest achievement and 
intelligence organization can have is the placement or recruitment of an agent 
directly in a sensitive position in a national defense or intelligence element 
of an opposing government. The penetration by live or electronic sources of 
private institutions involved in sensitive, national defense-related research 
and development work can also be of tremendous value. 

(1) Hostile intelligence collectors ply \.Jashington and other 
locations where strategic data can be collected. They gain their desired in
formation wherever, whenever~ and from whomever it can be had. Hostile intel
ligence officers employ vari(ms tactics in their campaigns to enlist target 
employees. They may use Po honeyed, seemingly guileless approach. They befriend 
targets, treat them to gifts and money, wine and dine them. Many Soviet and 
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other Designated agents believe that Americans are hopeless materialists, and 
can be easily s~ayed by appeals to their alleged greed. 

(2) In another maneuver, a hostile intelligence officer 
misrepresents him or herself as a citizen of a country friendly to the 
U.S. Thus a targeted American may be duped into handing over sensitive 
information by being led to believe that he or she is aiding an ally to 
the U.S. In variation of this tactic, an intelligence officer poses as a 
representative of a non-Designated country towards which a targeted American 
is particularly sympathetic. Also, if a hostile agent believes that an 
individual has Designated or similar sympathies, he or she may make an 
appeal for information based on ideology. A "pitch" for information may 
also be geared to take advantage of an American's desire for international 
harmony and ~or1d peace. 

(3) Another favored appeal exploits the American belief 
in freedom of speech and the free exchange of information. A hostile 
intelligence officer in the role of a scientist may, for example, tell 
an American scientist that science has no political boundaries. Therefore, 
in the interest of science, the American is encouraged to share his or her 
knowledge with a fellow "member" of the international scientific community. 
Intelligence agents can also play rough in their ceaseless quest for strategic 
information. To such people espionage is a business. If they feel coercion 
and blackmail will serve their purpose, they will not hesitate to employ those 
methods. The honeyed approach can readily turn sour if an agent determines 
that a targeted employee has personal inadequacies which that employee does 
not wish to have exposed. 

(4) Correspondingly~ another tactic is the exploitation of 
a "hostage situation." If, for example, a foreign intelligence service 
learns that a target employee has relatives in Eastern Europe or the USSR, 
that employee is in an extremely vulnerable position. First will come gentle 
persuasion (an agent may produce "letters" from so-called relatives calling 
for the American to "cooperate"). If tha.t does not work, the agent may 
suggest that harsh measures could be applied to the relatives. 

b. Recognizing the Approach. 

(1) One should therefore be wary of glad-handing stranget"s who 
make an intensive effort at forming a friendship, and then slowly but surely 
begin to use that friendship to learn where one works, the nature of one's 
assignment, and who one works with. A generous and inquisitive stranger could 
very well be the proverbial wolf in sheep's clothing. 

(2) One should also be wary of strangers who ask for informa
tion not related to their professed area of interest or do not seem to be 
particularly kno~ledgeable in their field. Thus, if Ilscientists" request data 
not related to their fields, or do not seem to know much about their supposed 
areas of expertise, then they could very well be impostors. 

(3) The operative of a foreign intelligence service need not 
be a foreigner, nor need the occasion of encountering him or her be in any 
way extraordinary. The neighbor one might meet at a PTA meeting could be a 
foreign diplomat who lives down the block, or he or she could be a fellow 
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American who has been recruited as an agent by a hostile service. The spy 
could be a "spotter,!! who reports to an intelligence service on persons he or 
she meets who appear to be susceptible to recruitment and, sometimes, arranges 
for intelligence officers to meet them. Do not expect either intelligence 
officers or agents to expose their roles in any dramatic and sudden fashion. 
Usually there is a long period of cultivation during which conversations with 
the individual could be completely normal and innocuous. However, at any 
point where someone begins to inquire into aspects of one's knowledge or 
activity which are classified or otherwise private, one should certainly stop 
to consider whether the inquiry is normal innocent curiosity, or whether it 
might be the beginning of an attempt to secure intelligence information for 
the benefit of another country. 

c. Protecting the Bits & Pieces. It cannot be overemphasized that 
unclassified material may be just as valuable to a foreign intelligence service 
as classified material. In formulating their estimations of U.S. strengths 
and weaknesses, and in the quest for data that will enhance their OWfl nation's 
strength, foreign intelligence services seek all types of material. A small 
bit of information could represent a very important piece in a much larger 
puzzle. Therefore, all data should be protected from the probing hands of for
eign agents. A stolen industrial process can save thousands of dollars in 
research and development cost. The most trivial document cou.ld be the missing 
link of a hostile nation's problem. 

d. Reporting the Threat. In the effort to protect America's secrets 
the role of the facility must be emphasized. Each U.S. Government agency and 
private industry which deals with classified material has a specified official 
in charge of security matters. This security officer should be recognized as 
an ally and not an adversary. If approached by a suspicious stranger in the 
manner described above, the security officer should be informed immediately of 
the encounter. Even if a friendship has been established, even if the 
individual has been able to pry loose some information, the security officer 
should be consulted. A major aspect of the security officer's job is to pro
tect employees from getting involved in compromising situations ana, if neces
sary, to extricate them from such situations. Such assistance cannot be 
rendered if the employee remains silent. Of course, it is much better for an 
employee to reveal a suspect relationship voluntarily, rather than have it 
come to light in the course of a security investigation, or through some other 
means. Then, it may be too late for anyone to assist the indiscreet employee. 
Basically, it cannot be overemphasized that, if involved in a compromising 
situation, the sooner the employee consults his or her facility security 
officer, the better. Of course, sometimes one will be in a place or situation 
where one cannot, or for some reason does not want to, contact the security 
officer. Remember that in the U.S., the FBI is as close as the nearest tele
phone. Directions for contacting FBI offices appear in the front of all U.S. 
telephone books. Abroad, the nearest U.S. diplomatic establishment can arrange 
to put one in touch with the FBI or other appropriate U.S. Government security 
officials. Once again, it must be stressed that the best course of action in 
any of the questionable situations mentioned herein is to immediately relate 
the facts to a counterintelligence professional who will be able to analyze 
the situation and propose a course of action. Effective counterintelligence 
is a demanding and professional discipline, and any attempts by untrained or 
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uninformed amateurs to handle hostil~ efforts on their own could not only 
result in personal disaster, but also could interfere with the FBI's 
coordinated counterattack. 

e. Summary of Threat. Fina.lIy, it must be stressed that the 
threat posed by foreign intelligence agencies cannot be underestimated. 
History is replete with situations in which a nation's security was greatly 
damaged by the efforts of a hostile nation's intelligence service.s. In 
American history, the breaking of the Japanese seeret c0de helped to bring 
U.S. victory in the Pacific during World War II. On the other hand, the theft 
of some key U.S. atomic secrets greatly abetted the interests of the Soviet 
Union. The craft of spies is by no means a game. The very fate of nations 
can be damaged or enhanced by their enterprises. 

4. Summary -- Counterintelligence Awareness is Critical. The Soviet 
Union and its surrogates have established a long standing, well-organized, 
deliberate, and quite successful effort to acquire and utilize Western 
state-of-the-art technology by both overt and covert means. Unquestionably, 
this acquisition of vlestern technology has played, and will continue to play, 
an extremely important role in the development of industrial and military 
capabilities of Designated countries, particularly the Soviet Union. A 
philosopher once said, "Knowledge itself is power." This maxim most certainly 
applies to national power, for one gauge of national power is the amount and 
quality of scientific, technological, and military-related knowledge possessed 
by a nation. A nation such as the U.S. can be weakened by the theft of its 
vital knowledge, and its enemies can be strengthened by the acquisition of 
that knowledge, whether it be classified or unclassified. It is the responsi
bility of each individual who has been entrusted with sensitive data to do his 
or her share in protecting America's strategic knowledge, whether it be classi
fied TOP SECRET or seemingly unimportant, unclassified material. For if Ameri
cans do not conduct themselves in a responsible and patriotic manner, do not 
recognize that this country's national security is based essentially on the 
loyalty and efforts of its citizens, then the tightest document classification 
system, the most efficient security organizations, and the mightiest Armed 
Forces may be utterly valueless. 
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Appendix VIII. INFORMATION REGARDING COGNIZANT SECURITY OFFICES, 
DISCO, DSI, AND OISI 
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OPERATIONAL AREAS OF DIS COGNIZANT SECURITY OFFICES 

Capital Region (S1510) -- formerly known as the Washington Region 

The Capital Region includes: the state of Virginia; Washington, D.C.; and 
the following counties in Maryland: Anne Ar~ndel, Baltimore, Calvert, 
Charles, Harford, Howard, Montgomery, Prince Georges, and St. Marys. 

Mid-Atlantic Region (S1410) -- formerly known as the Philadelphia Region 

The Mid-Atlantic Region includes: the states of Delaware, New Jersey, 
Pennsylvania, West Virginia, Maryland (less the counties of Anne Arundel, 
Baltimore, Calvert, Charles, Harford, Howard, Montgomery, Prince Georges, and 
St. Marys); and the following counties in New York: 

Bronx 
Kings (Brooklyn) 
Nassau 
New York (Manhattan) 
Orange 
Putnam 

Queens 
Richmond 
Rockland 
Suffolk 
Westchester 

Mid-Western Region (S3210) -- formerly known as the Cleveland Region 

The Mid-Western Region includes: the states of Indiana, Iowa, Kentucky, 
Michigan, Minnesota, Nebraska, North Dakota, Ohio, South Dakota, and 
Wisconsin; and the following counties in Illinois: 

Adams Hancock 
Boone Henderson 
Brown Henry 
"Bureau Iroquois 
Carroll Jasper 
Cass Jo Daviess 
Champaign Kane 
Christian Kankakee 
Clark Kendall 
Coles Knox 
Cook Lake 
Crawford La Salle 
Cumberland Lee 
De Kalb Livingston 
De Witt Logan 
Douglas Macon 
Du Page Marshall 
Edgar Mason 
Effingham McDonough 
Ford McHenry 
Fulton McLean 
Grundy Menard 

298 

~ ,,',..,'<1'. 
LA': 



~.) 

• 

DoD 5220.22-M 

Mercer Scott 
Moultrie Shelby 
Morgan Stark 
Ogle Stephenson 
Peoria Tazewell 
Pike Vermilion 
Piatt Waren 
Putnam Whiteside 
Rock Island Will 
Sangamon Winnebago 
Schuyler Woodford 

New England Region (S1110) -- formerly knowp. as the Boston Region 

The New England Region includes: the states of Connecticut, Maine, 
Massachusetts, New Hampshire, Rhode Island, and Vermont; and the following 
counties in New York: 

Albany Montgomery 
Allegany Niagara 
Broome Oneida 
Cattaraugus Onandaga 
Cayuga Ontario 
Chautauqua Orleans 
Chemung Oswego 
Chenango Otsego 
Clinton Rensselaer 
Columbia St. Lawrence 
Cortland Saratoga 
Delaware Schenectady 
Dutchess Schoharie 
Erie Schulyer 
Essex Seneca 
Franklin Steuben 
Fulton Sullivan 
Genesee Tioga 
Greene Tompkins 
Hamilton Ulster 
Jefferson Warren 
Kerkimer Washington 
Lewis Wayne 
Livingston Wyoming 
Monroe Yates 

Northwestern Region (S5210) -- formerly known as the San Francisco Region 

The Northwestern Region includes: the states of Alaska, Idaho, Montana, 
Nevada, Oregon, Utah, Washington, and Wyoming; and the following counties in 
California: 

Alameda 
Alpine 

Amador 
Butte 
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Calaveras Placer 
Colusa Pluma.s 
Contra Costa Sacramento 
Del Norte San Benito 
EI Dorado San Francisco 
Fresno San Joaquin 
Glenn San Mateo 
Humbolt Santa Clara 
Inyo Santa Cruz 
Kings Shasta 
Lake Sierra 
Lassen Siskiyou 
Madera Solano 
Marin Sonoma 
Mariposa Stanislaus 
Mendocino Sutter 
Merced Tehama 
Modoc Trinity 
Mono Tulare 
Monterey Tuolumne 
Napa Yolo 
Nevada Yuba 

Pacific Region (S5310) -- formerly known as the Los Angeles Region 

The Pacific Region includes: the state of Hawaii, U.S. possessions and 
trust territories in the Pacific area, and the following counties in 
California: 

Imperial 
Kern 
Los Angeles 
Orange 
Riverside 

San Bernadino 
San Diego 
San Luis Obispo 
Santa Barbara 
Ventura 

Southeastern Region (S4110) -- formerly known as the Atlanta Region 

The Southeastern Region includes: the states of Alabama, Arkansas, Florida, 
Georgia, Louisiana, Mississippi, North Carolina, South Carolina, and 
Tennessee; Puerto Rico, and U.S possessions in the Atlanti~ and Caribbean 
areas 

Southwestern Region (84210) -- formerly known as the St. Louis Region 

The Southwestern Region includes: states of Arizona, Colorado, Kansas, 
Missouri, New Mexico, Oklahoma, Texas; and the following counties in Illinois: 

Alexander 
Bond 
Calhoun 
Clay 

Clinton 
Edwards 
Fayette 
Franklin 
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) Gallatin Montgomery 

" 
Greene Perry 
Hamilton Pope 
Hardin Pulaski 
Jackson Randolph 
Jefferson Richland 
Jersey St. Clair 
Johnson Saline 
Lawrence Union 
Macoupin Wabash 
Madison Washington 
Marion Wayne 
Massac White 
Monroe Williamson 
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TELEPHONE NUMBERS AND ADDRESSES 

The following listing contains the addresses and telephone numbers of the PIC-CVA and the CSO's. The following 
indicated numbers and addresses shall be used to obtain the required verification of facility clearance and safe
guarding capability of prospective contractors and subcontractors (see paragraphs 58 and 59). Correspondence 
should be addressed to the Defense Investigative Service, Director of Industrial Security (appropriate address as 
cited below). 

PIC-CVA 
Central Verifications 
Activity 

Capital Region 

Mid-Atlantic Region 

Mid-Western Region 

New England Region 

Northwestern Region 

Pacific Region 

Southeastern Region 

Southwestern Region 

Address 

P . 0 . Box 1211 
Baltimore, MD 21203-1211 

2461 Eisenhower Avenue 
Alexandria, VA 22331 

1040 Kings Highway North 
Cherry Hill, NJ 08034-1908 

Federal Office Bldg. 
1240 East 9th Street 
Cleveland, OH 44199 

Barnes Building 
495 Summer Street 
Boston, MA 02210 

Presidio of San Francisco 
San Francisco, CA 94129 

3605 Long Beach Blvd., Suite 405 
Long Beach, CA 90807 

2300 Lake Park Drive, Suite 250 
Smyrna, GA 30080-7606 

1136 Washington Avenue 
St. Louis, MO 63101 

Area Code Telephone Number AUTOVON NO. 

301 633-4820 

202 325-9616 221-9616 

609 482-6500 (ask for clearance verification) 

216 522-5338/9 580-5338/9 

617 451-4927/3052 955-4927/3052 

415 561-3251 586-3251 

213 595-7644/52 

404 432-0826 697-6783 

314 263-6581/2/3 693-6581/2/3 
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The following are the telephone numbers for the DIS Directors of Industrial Security. These numbers may be used 
for all matters other than verifications of facility clearances and safeguarding capability. The mailing address 
is the same as that listed above. 

CSO Region 

Capital 
Mid-Atlantic 
Mid-Western 
New England 
Northwestern 
Pacific 
Southeastern 
Southwestern 

Area 
Code 

202 
609 
216 
617 
415 
213 
404 
314 

TeleEhone Number AUTOVON NO. 
(For Gov't. Agencies Use) 

325-9634/5 221-9634/5 
482-6500 (ask for clearance verification) 
522-5334/5 580-5334/5 
451-4914/6 955-4914/6 
561-3235/6 586-3235/6 
595-7251 
432-0826 
263-6580 693-6580 

The following listing contains the addresses and telephone numbers of DISCO, DSI, and OISI. 

City & State Address Area TeleEhone Number AUTO VON NO. 
Code (For Gov't. Agencies Use) 

Columbus, OR 614 238-2133 (Duty Rrs.) 850-2133 Director, DISCO, P.O. 2499 
Columbus, OH 43216 614 238-2058 (After Hrs.) 

Richmond, VA Director, DSI, c/o DGSC 
Richmond, VA 23297 

Brussels, Belgium Physical Address: Director, OISI 
Steenweg OP Leuven 13, 1940 St. 
Stevens-Woluwe, Brussels, Belgium 

Mailing Address: Director, OlSI 
APO New York 09667 

804 275-4891 

Brussels, Belgium 

0-322-720-8259 

Mannheim, Germany Chief, OISI Field Office (49621) 472582 
Hammonds Barracks, APO New York 09333 

Yokohama, Japan Mailing Address: Chief, OISI-FE/V0470 045-441-0378 
DIS, MTMCTY, FPO Seattle 98760 

Physical Address: Room 211 and 213 
Bldg. 200, North Dock, Yokohama, Japan 

695-4891 

380-8363 

235-6703 
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Appendix IX. USE OF ESCORTS FOR CLASSIFIED SHI~MENTS 

(also applies to carrier custodians) 

A. General. Escorts must be cleared to the level of the information 
involved. A sufficient number of escorts shall be assigned to the classified 
shipment to ensure continuous surveillance and control over the shipment while 
it is in their custody. 

B. Instructions and Operating Procedures. Specific written instructions and 
operating procedures will be furnished escorts prior to the shipment and 
should include, but not necessarily be limited to, the following: 

1. general unclassified outline of the Inission; 

2. name and address of persons, including alternates, to whom the clas
sified matter is to be delivered; 

3. receipting procedures; 

4. means of transportation to be used and route to be used; 

5. duties of each escort during movement, during stops en route, and 
during loading and unloading operations; and 

6. emergency and corr~unication procedures. 

C. Functions of An Escort. Escorts assigned for the protection of security 
shipm~nts shall do the following. 

1. Escorts shall conduct themselves throughout each security shipment 
operation in such manner that the security of matter entrusted to them will not 
be prejudiced through carelessness, inadvertence, or lack of vigilance. Intoxi
cants or drugs, which may impair their judgment, may not be used by escorts 
while assigned to a security shipment. 

2. Escorts shall possess identification cards as prescribed in paragraph 8 
and carry them at all times, while having custody of security shipments. 
These cards will be safeguarded, and the loss of a card will be reported 
immediately to their company security supervisors. 

3. Escorts shall accept custody for the shipment by signing a receipt 
and release custody of the shipment to the consignee, after obtaining a receipt 
from one of the consignee's employees who has been positively identified and who 
is cleared to at least the same level as the classified shipment. 

4. Escorts shall carry packages on their person, or in hand-carried 
containers, until they are delivered to the consignee, whenever practical. 
Such packages shall be kept under the constant surveillance of the escort who 
shall be in a physical position to exercise direct security controls over the 
material. 

305 



DoD 5220.22-M 

5. When accompanying classified material in an express or freight car, ( 
escorts shall provide continuous observation of the containers and observe 
adjacent areas during stops or layovers. 

6. When traveling in an escort car accompanying a security shipment via 
rail, escorts shall keep the shipment cars under observation and detrain at 
stops, when practical and time permits, in order to guard the shipment cars 
and check the cars or containers locks and seals. The escort car (after 
appropriate arrangements with the railroad) should be prepositioned immediately 
behind the car used for the classified shipment, in order to enable the escort 
to keep the shipment car under observation. 

7. Escorts shall maintain liaison, as required, with train crews, other 
railroad personnel, special police, and law enforcement agencies. 

8. When escorting security shipments via motor vehicles, escorts shall 
maintain continuous vigilance for the presence of conditions or situations which 
might threaten the security of the cargo, take such action as circumstances might 
require to avoid interference with continuous safe passage of the vehicle, check 
seals and locks at each stop where time permits, and observe vehicles and adjacent 
areas during stops or layovers. 

9. When escorting shipments via aircraft, escorts shall provide continuous 
observation of plane and cargo during ground stops and of cargo during loading 
and unloading operations. The escort shall not enplane until after the cargo 
area is secured. Furthermore, the escort should preferably be the first 
to deplane in order to observe the opening of the cargo area. Advance a 
ments with the airline are required. 

10. Escorts shall notify the consignor by the fastest means available if 
there is an unforeseen delay en route, an alternate route is used, or an 
emergency occurs. If appropriate and the security of the shipment is 
involved, also notify the nearest office of the FBI. 
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Appendix X. REQUIREMENTS APPLICABLE TO THE HAND-CARRYING OF 
CLASSIFIED MATERIAL ABOARD CO~illERCIAL PASSENGER AIRCRAFT 

A. General. The following requirements apply to the hand-carrying of 
classified material aboard commercial passenger aircraft (also see paragraph 
17). The hand-carrying of classified material aboard commercial passenger 
aircraft shall only be authorized after a determination has been made that: 
(i) a rare aud unusual situation warrants such consideration, (ii) the 
essential classified material is not available at the destination point of 
the employee traveler, (iii) the material cannot be transmitted in suffi
cient time by other authorized means essential to accomplish the purpose of 
the visit, and (iv) the relative size, weight and physical configuration are 
such that the material may be carried on the traveler's person or otherwise 
qualify as carry-on baggage. Classified material shall not be hand-carried 
across internatiol1a1 boundaries except on regularly scheduled nonstop 
flights ort U.S. carriers between the U.S. Mainland and Alaska, Hawaii, 
Puerto Rico, or U.S. possessions or as otherwise provided for by this 
Manual. 

B. Background. Federal Aviation Regulations require that all passengers 
and their carry-on items be screened prior to boarding scheduled passenger 
aircraft. The Department of Transportation, Federal Aviation Administration 
(FAA) Advisory Circular (AC 108-3), titled "Screening of Persons Carrying 
U.S. Classified Material," prescribes that individuals carrying classified 
materials shall be screened in the same manner as other passengers except 
when routine processing could subject the materials to compromise. If 
routine processing is not feasible, special processing procedures must be 
observed or the classified material may not be taken aboard the aircraft. 

C. Routine Processing. Hand-held packages are normally screened by x-ray 
examination. Items concealed on the person are subject to other electronic 
screening devices. If by x-ray analysis, or any other method of security 
screening, an airline security agent suspects that a parcel or envelope may 
contain a weapon, explosive, incendiary, or dangerous object, the item must 
undergo further scrutiny or the prospective passenger will be denied the 
privilege of boarding with the material. As a general rule, however, 
contractor personnel hand-carrying classified material in sealed envelopes 
or small packages can be successfully processed by air carrier personnel at 
a screening station. To avoid unforeseen problems, it would be prudent if 
the employee carrying classified material possessed the identification and 
travel documentation described in paragraph E, below. Sound judgment should 
dictate whether such documentation need be prepared. When visual examina
tion is or may be required to successfully screen a classified package, 
when routine x-ray examination could subject classified material to damage 
or compromise, or when other unusual circumstances exist, the special 
processing procedures of paragraph G, below, apply, However., under no 
circumstances may the classified material be opened by the employee traveler 
or air carrier personnel. 

D. App!:ovaL Classified material shall not be hand-carried aboard 
commercial passenger aircraft by contractor employees except as specified 
by paragraph 17c(3). Each approval to hand-carry shall be recorded and 
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maintained by the FSO for a period of 2 years. However, the special ( 
authorization letter and company identification prescribed in paragraph E, 
below, is not required if the contractor has reason to believe that classi-
fied material can be routinely processed successfully through air carrier 
screening stations. 

E. Authorization Letter and Identification Card. All contractor personnel 
utilizing the special screening procedures of paragraph G, below, must 
have written authorization to hand-carry classified material and possess a 
picture identification card or badge meeting the requirements of paragraph 8. 
If the traveler is the only employee assigned to a facility, or an air 
carrier has cause to authenticate the traveler's courier authorization, the 
CSO may be contacted to verify the authorization. 

1. Traveling employees shall have the original written authorization 
(a reproduced copy is not acceptable). However, a sufficient number of 
authenticated copies must be available to provide a copy to each air carrier 
involved. The written authorization may contain a printed (or typed) 
endorsement for signature by the host security official at the destination 
if a round trip with classified material is foreseen. In addition, the 
written authorization shall: 

a. be on letterhead stationery of the contractor authorizing the 
hand-carrying of classified material; 

b. provide the full name, date of birth, height, weight, and 
signature of the traveler; 

c. describe the type of identification the traveler will present 
on request (for example, ABC Corporation picture badge, No. 1234); 

d. Describe the material being hand-carried which is re
quested to be exempt from opening (for example, three sealed packages, 
9 1/2" x 12 1/2" x 2"); 

e. identify the points of departure, destination, and known 
transfer points; 

f. be dated and have an expiration date which may not exceed 7 
days from the date of issuance; and 

g. carry the name, telephone number, title, and signature of the 
authorizing official and the name and telephone number of the facility's CSO. 

2. The personal identification medium shall be an identification 
card badge, or credential issued by the contractor showing, as a minimum, 
the name and photograph of the employee traveler. The identj.fication medium 
shall also carry the name of the employing contractor or otherwise be marked 
to denote "contractor." 

3. When it appears an employee may be required to hand-carry classi
fied material via commercial passenger aircraft on a return trip, and no 
endorsable letter of authorization from the employing contractor exists, it 
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will be necessary for an authorized security official at the activity being 
visited to determine whether further hand-carrying is essential. Depending 
on this determination, the host security official will: (i) provide a 
letter of authorization on the host's letterhead stationery, (ii) comply 
with the approval criteria prescribed in paragraph D, and (iii) make all 
other arrangements necessary for the hand-carry mission. 

F. Preparation for Transmission. Classified material to be hand-carried 
shall be packaged as specified in paragraph 17 for material of the same 
level of classification except as follows: 

1. The packaging, together with the classified material contained 
therein, shall, if possible, be of a thickness which facilitates physical 
inspection at the airport's passenger screening station by flexing, feeling, 
and weighing to preclude the need to visually examine the contents. 

2. The packaging shall con.tain no bindings, paper clips, or other 
metal which would inhibit processing through detection devices at the 
airport. 

3. Caution should be used in carrying film because x-ray equipment 
used to inspect carry-on items will damage certain types of high speed and 
sensitive film. 

4. Any bulky item that requires screening will have a company ship-
ping label affixed to the outer casing, shell, wrapper, or other covering. 
The label shall be signed by the same official who signed the letter of 
authorization. 

G. SpeCial Processing. Travelers carrying classified material aboard 
commercial passenger aircraft shall be processed through the air carrier 
ticketing and boarding procedure in the same manner as all other passengers 
except as follows: 

1. If routine x-ray examination could subject the material to com
promise or damage, perhaps by exposing film or revealing a classified 
configuration, the contractor shall notify an official of the appropriate 
air carrier in advance of the intended flight to explain the particular 
circumstances and obtain instructions as to the special screening procedures 
to be followed. The contractor should, if necessary, refer the air carrier 
official to FAA Advisory Circular 108-3. The employee will be required to 
produce company identification and proper authorization pursuant to para
graph E, above. If satisfied with identification and letter of authoriza
tion, the carrier representative should provide the employee passenger with 
an escort to the screening station to authorize exemption of the classified 
material from inspection. 

2. If during routine screening of classified carry-on baggage air 
carrier personnel are not satisfied with the results of the inspection, and 
the prospective passenger is requested to open a classified package for 
visual examination to overcome the impasse, the passenger shall: (i) 
inform the person conducting the screening that the pertinent carry-on 
items contain U.S. Government classified information and cannot be opened, 
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(ii) present company identification and proper authorization pursuant to ( 
paragraph E., above, (iii) refer the screening official to FAA Advisory 
Circular 108-3, and (iv) request special dispensation from the advance 
notification stipulation and ask that air carrier personnel telephonically 
contact the contractor or the eso to verify the hand-carry authorization. 
The air carrier decision on such matters is final. 

3. In rare instances, classified material may be in specialized con
tainers which because of size, weight, or other physical characteristics may 
require special processing consideration. Under such unique circumstances, 
the procedures contained in paragraph 1, above, shall be followed. 

4. On those occasions when a traveler does not have an authorization 
letter or company identification, and there is sufficient time prior to 
departure, the passenger may: (i) contact an air carrier ticket counter 
agent, (ii) explain the circumstances, (iii) produce acceptable alternative 
identification, and (:!.v) request special dispensation from the advance 
notification stipulation and ask that the air carrier telephonically contact 
the contractor authorizing official to verify the traveler's authorization 
to hand-carry classified material. 

5. If the special processing procedures of paragraphs 1 thru 4, above, 
do not permit boarding with the classified package, the employee shall not 
proceed further and shall arrange with the facility for alternate means of 
transmitting the material. The passenger may not open or authorize the 
opening of these carry-on items under any circumstances. Any instances in 
which carry-on items have been opened shall be reported promptly to the FSO 
who shall report the matter to the CSO. 

H. Incident Situations. Pursuant to this appendix, and in the event a 
contractor passenger is aboard a commercial passenger aircraft that is 
hijacked to a foreign country, the employee shall adhere to the following 
instructions: 

1. Show appropriate civilian identification. 

2. The employee shall not voluntarily reveal the existence of classi
fied material nor draw attention to it. 

3. If questioned or interrogated in a foreign country, common sense 
and judgment will be used in making any response. If prudent under the 
circumstances, the traveler shall attempt to maintain physical possession of 
the classified material at all times. 

4. If, at any time, a classified package could not be maintained 
under the personal custody and control of the traveler, the package shall 
be provided, unopened, to the FSO upon return to the U.S. 

5. On return to the U.S., the traveler shall immediately report the 
entire incident to the FSO who will report the matter to the CSO. 

310 



) 

DoD 5220.22-M 

I. BriefinB' The employees hand-carrying classified material aboard 
commercial passenger aircraft shall be briefed on their overall responsi
bility to safeguard classified material, on the contents of this appendix~ 
and on the applicable portions of the contractor's SPP. 
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Appendix Xl. RESERVED 
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Appendix XII. DOCUMENTS ACCEPTABLE FOR PROOF OF U.S. CITIZENSHIP 

A. A BIRTH CERTIFICATE indicating the individual was BORN IN THE UNITED 
STATES 

B. A U.S. PASSPORT 

C. A CERTIFICATE OF NATURALIZATION if the individual claims CITIZENSHIP BY 
NATURALIZATION 

D. "A Report of Birth Aboard of a Citizen of the United States of America rt 

(Form FS-240), a Certification of Birth (Form FS-545 or DS-1350), or a 
CERTIFICATE OF CITIZENSHIP if CITIZENSHIP WAS ACQUIRED BY BIRTH ABROAD TO U.S. 
CITIZEN PARENT OR PARENTS 

E. If primary evidence of U.S. citizenship is not obtainable, then the best 
available secondary evidence, showing that the individual was born in the 
U.S., is required. Such evidence may include a combination of at least two of 
the following: a baptismal certificate; a hospital birth record; evidence of 
persons having personal knowledge of the facts of birth; or other documentary 
evidence, such as U.S. military records, early census, school or family Bible 
records, insurance papers, or newspaper files. The secondary evidence must be 
adequate to support a "good faith" determination that the individual is in 
fact a U.S. citizen. Secondary evidence submitted as proof of birth in the 
U.S. shall be original or certified documents. Noncertified copies are not 
acceptable. 

The contractor will maintain a record as to which of the above documents were 
sighted as proof of citizenship. 
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Appendix XIII. GUIDANCE FOR CONTRACTOR SELF-INSPECTIONS 

Each contractor is required to conduct a self-inspection program for eval
uating all security procedures applicable to the facility's operation, in 
accordance with paragraph Sac. As a minimum, a contractor self-inspection 
should include all elements normally inspected by the CSO. In order to assist 
the contractor in assessing the security posture of his or her facility, the 
following guideline questions used in part by CSO industrial security 
representatives are provided. 

A. Facility Clearance. 

1. Are the appropriate DD Forms 441. 441-1, and 441s on file? 

2. Is the HOF/parent of the facility cleared or properly excluded? 

3. Are all necessary OODEPs and a legal quorum of the board of directors 
or all members of an executive committee cleared? 

4. If all OODEPs are not cleared, have appropriate resolutions been 
furnished to the CSO? 

5. Have changes in the information previously reported on DD Forms 441s 
been reported? (List changes which have occurred since the last inspection.) 

6. Have all changes affecting the FCL been reported to the CSO, for 
example, stock control, exclusion resolutions and changes of OODEPs? 

7. Has a statement been submitted by each RFI? 

B. Access Authorizations. 

1. Are records maintained of clearances issued by the DoD and the 
facility, for example, records of DISCO Forms 560 and DD Forms 48-2? 

2. Are the number of clearances held to the minimum consistent with 
facility requirements? 

3. Are clearance applications made only after employment? 

4. Are interim clearance requests properly authorized and held to a 
minimum? 

5. Are all required information and forms furnished to DISCO (such as, 
adverse information, DISCO Form 562, DD Form 48-2, as applicable)? (Explain 
system and procedures for ensuring that adverse information is reported as 
required.) 
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6. Are personnel transfers in an MFO reported to DISCO? 

7. Are contractor CONFIDENTIAL clearances granted by a contractor's 
employee who is cleared by DoD? 

8. Have adequate procedures been established for the granting of 
CONFIDENTIAL clearances by the contractor? 

9. Are review procedures in effect to preclude errors/omissions on 
clearance applications to DISCO? 

10. Has the contractor elected to have LOC's issued to the HOF or to a 
PMF? 

11. Has the election to have LOC's issued to the HOF or PMF been included 
in the SPP and approved by the CSO? 

12. Are cleared immigrant alien employees assigned overseas for more than 
90 consecutive days during any 12-month period? Is a report of such assignment 
submitted to DISCO? 

C. Security Education. 

1. Are procedures established for administering security briefings to 
cleared employees prior to granting access to classified information? 

2. Are parts I and II of DISCO Form 482 executed as required? 

3. Are refusRls of employees to sign part II of DISCO Form 482 reported 
to the CSO? 

4. Does the facility have an industrial security education program which 
includes recurring security indoctrination of its cleared employees? (Briefly 
explain how this program works.) 

5. Does the contractor have a procedure for the conduct of a self
inspection of its complete security program? 

6. Has a procedure been established for evaluating the effectiveness of 
the self-inspection program? (Describe in the narrative the procedures used 
by the facility.) 

7. Is there an adequate procedure for ensuring personnel security admin
istration and education for cleared personnel assigned to uncleared locations? 
(Describe in narrative the procedure used.) 

8. Are special security briefings and debriefings given, and are 
records kept as required, for example, records pertaining to NATO and CNWDI? 

9. Does management support the facility's security program? 
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D. Standard Practice Procedure. 

1. Is the SPP current and does it adequately implement ISM requirements 
as they apply to the facility operations? Has a copy been given to the CSO? 
(Provide date of SPP or of latest revision.) 

2. Is the MFO or PMF SPP adapted to apply at operating locations? 

E. Subcontracting. 

1. Is the clearance status and safeguarding capability of the 
subcontractor determined as required? 

2. Is notification of selection of the subcontractor furnished to the 
contracting officer? 

3. Is written authority to disclose TOP SECRET information obtained from 
the contracting officer? 

4. Is adequate classification guidance applicable to subcontracts 
extracted from the prime contract DD Form 254 and properly distributed to 
prospective or actual subcontractors? 

5. Are DD Forms 254 pertaining 'to subcontractors approved by the 
contracting officer or, in the case of service contracts, by the prime 
contractor? 

6. Is retention of classified information by subcontractors approved by 
the contracting officer? 

7" Are foreign classified subcontracts approved as required? 

F. Visit Control. 

1. Is positive identification of vi~itors required and number of classi
fied visitors held to a minimum? 

2. Has action been taken to determine that the visiting contractor has 
been granted the appropriate FCL? 

3. Are visitor records maintained, and do they contain required 
information? 

4. Are visitors escorted as required? 

5. Are classified recordings, photos, and removal of classified 
material authorized as required? 

6. Are classified visits by Category 4 visitors specifically approved by 
the UA? 

7. Does the facility have proper procedures regarding Category 5 
visitors; that is, briefings, debriefings, and reporting requirements? 
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8. Does the facility have long-term visitors? (If so, list by company 
those abiding by the host SPP and those using the SPP of their HOF's.) 

9. Are requests submitted in advance of visits and promptly canceled 
when required? 

10. Is immediate notification regarding any change of individual or 
facility clearance status furnished to those activities which have received 
current visit requests? 

11. Are requests to visit U.S. Government activities routed via the 
contracting officer when required? 

12. Are visit requests submitted to DISCO or OISI in connection with 
foreign visits as appropriate, and is sufficient lead time allowed? 

13. Are NATO security clearance certificates furnished as requested? 

G. Classification. 

1. Is the facility furnished adequate classification guidance and noti
fication of biannual review? 

2. Are security classifications, including downgrading and declassifica
tion instructions, applied to information in accordance with the applicable 
classification guidance? 

3. Does the contractor challenge classification and marking guidance 
believed by him or her to be inadequate or erroneous? 

4. Is security classification marking by the contractor supported by 
adequate records? 

5. Is the number of employees authorized to be responsible for the currency, 
necessity, and accuracy of applied security classifications held to a minimum? 

6. Are security classification guidance and marking instructions ade
quately disseminated within the facility? 

7. Are downgrading and declassification actions taken in accordance 
with established schedules? 

8. Are adequate classification guidance and marking instructions fur
nished in connection with foreign classified contracts? 

H. Employee Identification. 

1. Are badges and identification cards properly controlled; do they 
contain the required data? 

2. Are badges and/or cards designed to minimize tampering; are they 
properly constructed? 
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3. Are new or revised badge or card systems reported to the CSO? 

4. Are visitor badges properly controlled? 

5. How many badges and identification cards are lost or out of control? 
What percent of the total issued? How long has current system been in effect? 

6. Are badges and/or cards recovered as required? 

I. Foreign Travel. 

1. Are reports of foreign travel or attendance at international meetings 
submitted to DISCO and/or the CSO? 

2. How many reports were submitted since the last inspection? 

3. Are briefings given as required, and briefing forms retained for 
required period of time? 

4. Is classified information accounted for prior to each employee's 
departure? 

5. Have representatives 
since the last inspection, and 
were utilized in preparation? 
in narrative.) 

J. Public Release. 

of Designated countries visited the facility 
what special security measures and briefings 
Were any problems encountered? (Explain fully 

1. Is public release of information pertaining to classified contracts 
approved by the appropriate U.S. Government act:ivity? (Indicate the number of 
approved releases since last inspection, including contract number, nature of 
release, and identification of approving authority.) 

2. Is classified sales literature approved by contracting officer prior 
to publication and distribution? 

3. Is authorization for publication and distribution indicated on the 
cover or the first page of document? 

K. Classified Storage. 

1. Are containers kept locked, when not under direct and continuous 
surveillance by an authorized person? 

2. Are the number of persons possessing knowledge of the combinations or 
having access to contents of containers held to a minimum? 

3. When combinations to classified containers are placed in written 
form, are they properly marked, stored, and a.ccounted for? 

4. Are combinations changed by an authorized person? 
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5. Are combination padlocks properly protected when the container is 
open? 

6. Are steel bars affixed to file cabinets in such a manner to preclude 
surreptitious removal of classified information? 

7. Are adequate supplemental controls established where required? 
(Completely describe supplemental controls in effect at the time of 
inspection. Fully identify those controls that are established for security 
containers and those established for controlled areas. See question 9 below.) 

8. Are vaults and strongrooms properly constructed? 

9. Is classified waste properly protected? 

10. Does the facility use alternate storage locations? (If so, give 
full details, to include contracting officer's approval and location.) 

11. Are security checks performed to ensure that classified material is 
protected at all times? 

12. Does the CSO have inspection responsibility for all classified material 
and areas? (If not, give particulars as to how the CSO was relieved of 
inspection responsibility and for what specific areas.) 

L. Markings. 

1. Are classified hardware and documents properly marked? 

2. Is the date of origin, name. and address of facility placed on 
documents? 

3. Are portions of classified documents properly marked? 

4. Are all additional markings applied as required? 

5. Is foreign classified information marked with U.S. equivalent classi
fication marking? 

6. Are rolled and/or folded documents marked as required? 

7. Are downgrading/declassification notations properly assigned and 
completed? 

M. Transmissions. 

1. Is classified information properly prepared and transmitted outside 
and within the facility? 

2. Is the FCL and safeguarding capability determined prior to dispatch 
of classified information to other contractors? 

3. Are messengers that handle classified material properly cleared? 
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4. If vehicles are used for the delivery of classified material, is the 
material kept under the constant surveillance of an appropriately cleared 
employee? 

5. Are procedures established and implemented for the proper receipt of 
classified material by the facility? 

6. Is written authorization for the transmittal of TOP SECRET informa
tion obtained from the contracting officer? 

7. Is export of U.S. classified material approved and accomplished on a 
government-to-government basis? 

8. Is the transmittal of classified information outside the U.S., 
Puerto Rico, or a U.S. possession or trust territory properly accomplished? 

9. Are classified shipments made only in accordance with the ISM or 
instructions from the contracting officer? 

10. Is consignee given advance notice of classified shipment? 

11. Is the CSO notified of overdue classified shipments? 

12. Are classified shipments properly inspected on receipt? 

13. Is classified information, which is hand-carried in connection with 
visits, properly approved in advance, accounted for, and stored? 

14. Are procedures established to preclude transmission of classified 
information via unapproved communication circuits? 

15. Is a suspense system maintaine~ of receipts for classified trans
mittals, and is adequate follow-up action taken, if receipts are not returned? 

16. Are procedures established for the hand-carrying of classified mate
rial, for example, by commercial aircraft? 

N. Classified Material Controls. 

1. Rave control stations been established? Indicate the number of 
master stations and substations. 

2. Are complete records kept for classified material received and dis
patched outside of the facility? 

3. Is accountability maintained for all TOP SECRET, SECRET, and CRYPTO 
materials, including documents, hardware, and mock-ups, to permit their prompt 
location? 

4. Are accountability and receipt and dispatch records retalned for the 
required time '{ 
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5. Are procedures established for accountability of TOP SECRET and 
SECRET working material that is not promptly destroyed as classified waste? 

6. Are control station personnel cleared to the appropriate level and 
knowledgeable of their responsibilities? 

7. Are procedures established to 
investigation of each loss, compromise, 
material and other security violations. 
last inspection.) 

ensure prompt reporting to the FSO and 
or suspected compromise of classified 

(Indicate number of occurrences since 

8. Is annual inventory and accounting made of TOP SECRET material? 
(Indicate date of last inventory.) 

9. Are TOP SECRET documents controlled by access records, continuous 
receipt system, number series, and copy numbers? 

10. Is access to classified material controlled on a need-to-know basis? 

11. Are adequate procedures implemented to fully ensure the safeguarding 
of classified material during its use? 

O. Controlled Areas. 

1. Are closed areas properly constructed? 

2. Are areas properly posted and approved by the CSO? 

3, Are area entrances properly controlled, and is admittance granted on 
a need-to-know basis? 

4. Are employees assigned to areas instructed to challenge unknown per
sons in areas? 

5. Is movement of classified material to and from areas properly 
supervised? 

6. Are employee badges, cards, or access lists properly controlled and 
kept current? 

7. Are visitors to areas properly controlled 

8. Are supplanting electromechanical access control devices properly 
regulated? 

9. Are guard patrols or supplanting alarm systems adequate for closed 
areas during nonworking hours? (See K-7 above.) 

10. Do subcontractors and their employees who operate and maintain alarm 
systems have required personnel clearances? (List such subcontractors.) 

11. Are alarm dispatch records properly executed and maintained? 
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12. Is the response time to an activated alarm 15 minutes or less? 

13. Does material, equipment, and installation meet federal and/or 
Underwriter Lab's specifications? 

14. If key-operated padlocks are used, have adequate procedures been 
established for control of keys and locks? 

P. Disposition. 

1. Is a program established for the reduction of classified holdings? 

2. Is classified material (including waste) destroyed as soon as 
practical? 

3. Is classified material properly destroyed (that is, does destruction 
process preclude reconstruction? 

4. Is burning the only approved method of destruction used by the facility? 
(List methods of destruction, other than burning, which have been approved by 
CSO.) 

5. Are destruction records and certificates maintained as required? 

6. Is destruction authority obtained when required? 

7. Is destruction performed and witnessed by appropriately cleared 
personnel who are knowledgeable of their responsibilities? 

8. Is destruction equipment leased or rented? 

9. If the answer to 8 is "yes," who operates the equipment, and how is 
control of the material maintained? 

10. Are procedures in effect to prevent access by uncleared employees 
who operate equipment? 

11. Is retention authority requested on final delivery of goods or 
services or on complete termination of contract? (Explain how procedures are 
verified and how facility accomplishes this.) 

Q. Reproduction. 

1. Is reproduction held to the m~n~mum required? Are reproduction facilities 
properly designated, identified, and controlled? 

2. Are procedures in effect to restrict use of office reproduction 
equipment for classified productions? (If so, explain.) 

3. Has the facility developed a procedure for the use of office copy 
machines in the reproduction of classified material? 
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4. Are personnel thoroughly familiar with and following established pro
cedures when using office copy machines for reproduction of classified 
material? 

5. Is reproduction authorization obtained when required? 

6. Are reproduction records properly maintained? 

7. Are production control records properly maintained? 

8. Are copies or extracts of classified material marked the same as 
originals? 

9. Do reproduction area controls prevent unauthorized access? 

10. Are overruns held to a minimum and properly accounted for (see 
paragraph 80a)? 

11. Are proofs and samples returned to the customer with finished 
products? 

12. Are classified waste containers identified and emptied at completion 
of working hours? 

13. Are plates and rubber blankets reused only on classified production 
and safeguarded when not in use? 

14. Are press rollers, and similar devices, properly cleaned after 
classified run? 

15. Are mailing lists properly protected? 

R. Classified Meetings. 

1. Are meetings sponsc~ed when required? Indicate the number of 
meetings since last inspecti.,l1.. 

2. Is attendance of foreign nationals or RFI's approved by sponsoring 
activity? 

3. Are classified meetings held at approved locations? 

4. Has the contractor developed complete security procedures for the 
safeguarding of classified material at the meeting? 

5. Have the security procedures been submitted to the sponsoring 
activity for approval? 

6. Is attendance limited to persons properly cleared and having a need
to-know? 

7. Is disclosure authority obtained from the contracting officer when 
required, and is disclosure authority furnished to sponsoring activity? 
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8. Is a copy of the classified presentation furnished to sponsoring and 
contracting activity? 

9. Are unsponsored contractor-conducted meetings properly controlled? 

10. Are requests to attend meetings properly certified and submitted to 
contracting officer UA activity for certification of the employee's 
need-to-know? 

s. Consultants. 

1. Are Type A Consultants properly briefed and certificates furnished 
to CSO? Are all necessary reports including adverse information reports, made 
as necessary, and on a timely basis? 

2. Are Type C Consultants properly briefed, and are controls stated in 
letter agreements observed? 

T. ADP. 

1. Does the facility process classified information on an ADP system? 
(If so, what level?) 

2. Has an ADP system security supervisor been appointed? (If so, 
identify by name.) 

3. Has written approval been given by the CSO to operate the system? 
(If "yes," list date of approval.) 

4. Have ADP hardware configurations, system software, or operating 
procedures/mode changed or been modified since the last inspection? (If 
"yes," give detailed explanation.) 

5. Is the AUP SPP current? (If "yes," give date of issue.) 

6. Have the following provisions of section XIII, ISM, been satisfac
torily implemented in the operation of the ADP system? 

a. Personnel controls? 

b. Physical controls? 

c. Cl~arance/declassification/destruction of all storage media? 

d. Transm:tssion line protection? 

e. Subcontracting provisions? 

f. Audit trails, logs, and activity and maintenance records? 
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U. COMSEC/CRYPTO. 

1. Has a COMSEC custodian been appointed? (If so, list name and tele
phone number.) 

2. Has an alternate COMSEe custodian been appointed? (If so, list name 
and telephone number.) 

3. If appointed, are the COMSEC custodian and the alternate thoroughly 
familiar with and performing the duties outlined for them in the CSISM? 

4. Has a COMSEC account number been assigned? (If so, list the account 
number.) 

5. What is the highest level of COMSEC access required? (Check one: 
TS __ S __ C) 

6. Is COMSEC access required at the facility? (Briefly describe the 
type of access, for example, install, maintain, or operate COMSEC or CRYPTO 
equipments for the U.S. Government; operate communications link with the U.S. 
Government; have access to the operational keying variables; and manufacture 
or installation of keying material for COMSEC equipments.) 

7. Does the facility have access to classified COMSEC information at 
another location? 

8. List the number of employees who are briefed for access to COMSEC 
information. 

9. Have employees authorized access to classified COMSEC information 
been properly briefed by U.S. Government representatives and/or contractor 
personnel? 

10. Does the facility have copies of the CSISM, UA accounting instruc
tion, and equipment operation manuals? 

11. Does the facility SPP contain adequate procedures relative to COMSEC 
requirements? 

12. Are all COMSEC related reports submitted? 

13. Has a COMSEC emergency plan been developed, which has the approval 
of the CSO? 

14. Has adequate classification guidance been furnished regarding COMSEC 
information via a DD Form 254? 

15. Have all disclosures of COMSEC information, whether to a subcontrac
tor or other persons, been made only with the specific written approval of the 
contracting officer? 
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16. Is all COMSEC info't:mati.on in the custody of the facility p't:operly 
marked and accounted for? 

17. Are COMSEC and keying materials marked CRYPTO properly stored? 
(Describe the type of storage facilities used whether GSA container, vault, 
or other.) 

18. Are COMSEC and keying materials marked CRYPTO properly handled in 
the work processing area(s)? (If areas are utilized, briefly describe the 
characteristics of the area(s).) 

19. Are access lists properly posted? 

20. Are adequate supplemental controls utilized, if necessary? 
(Describe them.) 

21. Is COMSEC and CRYPTO material properly disposed of? (Describe what 
methods of dest't:uction and disposition are used,) 

22. Does the facility operate a communications center for the U.S. 
Gove't:nment? Does it secure a communications circuit with the U.S. Gove't:nment, 
or between itself and another contractor? 

23. Are COMSEC and keying materials marked "CRYPTO" properly t't:ans
mit ted outside the facility? 

V. International Operations. 

1. Does the contractor have any clea't:ed personnel assigned overseas? 
If so, are they doing any of the following? 

a. Are they perfo't:ming on a UA contract involving access to classi
fied information overseas? (If "yes," include the number of personnel, the 
location of their work, and a list of contract number(s).) 

b. Are they performing on an FMS contract involving access to U.S. 
classified information? (If "yes," indicate whether the access is provided 
directly to contractor personnel overseas by a U.S. Government activity, or if 
it is provided directly to contractor personnel by the foreign government for 
whom the FMS contract was awarded.) 

c. Are they performing on a purely commercial contract awarded directly 
by the foreign government or one of its contractors, and access to either 
fo't:eign classified o't: U.S. classified information is involved? (If "yes" and 
access is to U.S. classified information, determine how the U.S. classified 
information was released to the fo't:eign government, such as, released directly 
by result of an export license, released by a third country with U.S. Govern-
ment approval, and the like.) 

d. Are they engaged exclusively in sales and marketing activities? 
(If "yes)" identify what programs involve access to U.S. classified information 
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and what the authority is for discussing such classified sales and marketing 
efforts with foreign nationals, such as U.S. Government approval, export 
licenses, and trade agreements.) 

2. Has the contractor developed an SPP sufficient to cover its overseas 
operations when engaged in: (a) sales and marketing efforts involving U.S. 
classified information, and/or (b) performance on a UA awarded classified 
contract. including those contracts awarded under FMS? Does the SPP state the 
prohibition against contractors transporting classified material across 
international borders? 

3. How many cleared employees are assigned overseas, and have they re
ceived the required security briefing prior to overseas assignment? Are there 
provisions for ensuring that employees receive an annual refresher briefing? 
(Explain the procedures established for ensuring that an annual refresher 
briefing is given.) 

4. Has the contractor established a program for self-inspection of its 
overseas locations when the overseas location is engaged ip work requiring 
access to either U.S. classified information or foreign classified information 
released to the contractor through U.S. Government channels? (Explain fully 
in the narrative the procedures established. 
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APPENDIX XIV 
Equivalent Foreign and International Pact Organization Security Classifications 

Country TOP SEx::RET 

Argentina mTRICTAMENTE SEX:;RETO 

Australis TOP SECRET 

AUstria STRENG GEHEIM 

Belglua (French) TRlli SreRET 

(Fleadah) ZEER GEHEIM 

Bol1via SUPERSECRETO or 
MJY SECRETa 

Brazil ULTRA SECRETO 

Cambodia '!'RES SECRET 

Canada TOP SFX:RET 

Chile SECRETO 

Columbia ULTRASECRETO 

Coeta Rica ALTO SreRETO 

Denmark 
, 

HOJST HIMMILIGT 

Ecuador SECRETISIMO 

SreRET CONFIDENTIAL 

sreRETO CONFlDENCIAL 

SEX:: RET CONFIDENTIAL 

GEHEIM VERSCHWSS 

SECRET CONFlDENTIEL 

GEHEIM VERTROUWELIJK 

SECRETO CONFlDENCIAL 

SECRETO CONFlDENCIAL 

SEX::RET SEl!RF:r/CONFIDE1fl'IEL 

SECRET CONFIDENTIAL 

SreRETO RESERVAOO 

SECRETO RESERVADO 

SECRETO CONFIDENCIAL 

HIHMILIGT FORTROLIGT 

sreRETO CONFlDENOIAL 

Non-U.S. Protective 
Classification Markings 

RESERVADO 

RESTRICTED 

DIFFUSIoIt 
RESTREINTi 
BEPER'l'KE 
VEffiPREIDIIG 

RESERVADO 

RESERVADO 

RESTRICTED 

msERVAOO 

CONFIDENCIAL 
RESTRINGlDO 

TIL TJENESTEBRUG 

RESERVAOO 

t:I 
o 
t:I 
C11 
~ 
~ 
c::> 
~ 
t-:l 

~ 



w 
w 
~ 

Country 

El Salvador 

Ethiopia 

Finland 

France 

Germany 

Greece 

Guatt'lIDa 18 

Haiti 

Honduras 

Hong Kong 

Hungary 

Ind1tt 

Indonesia 

Iren 

Iraq 

Iceland 

TOP SreRET 

ULTRA SECRETO 

YEMIAZ BIRTOU MISTIR 

E:RI'rrAIN SALAINElf 

TRES SECRET 

S'l'RFltG GEHEDi 

AJCPnt 
AllOPFH'l'OK 

ALTO SFX:RETO 

SUPER SCERETO 

'roP SFX:RET 

SZIGOOOAN TITKOO 

TOP SEX;RET 

SANGAT RAHASIA 

BEXOLI SERRI 
Jr-~ 

;J11c yr 
(Absolutely secret) 

ALGJORTI 

sreRET 

sreRETQ 

KISTIR 

SALAlNEN 

SECRET DEFENSE 

GEHEIM 

IJtOPPH'l'ON 

S~RETO 

SEX;RET 

SEX;RETQ 

SFX:RET 

TITKOO 

S:&:RET 

RAHASIA 

SERRI 
J;-

rS:ret} 

TRUNADARMAL 

CONFlIENTIAL 

CORFIIEHCIAL 

ICIIKIL 

Non-U.S. Protective 
Classification markings 

RESERVAOO 

CONFIDENTIEL DEFENS~ DIFFUSION 
RESTREINTE 

VS-VERTRAULICH 

EMIlI E'rEYTIlCCIr IlEPlnPItMElHt 
XPHtEru: 

CONFI~IAL lmiERVAOO 

CONFIDENTIAL 

CONFlIJENCIAL lID3ERVADO 

CONFIDENTIAL RT?STRICTED 

BlZALMAS 

CONFllENTIAL IID:lTRICTED 

TERBATAS 

lCHEILI MAHRMWiEH MAHRAMANEH 
&.;l..r-~ £,;l...,.-. 

r':s' .JJ..booo 

(LillUl:ed) 



Non-U.S. Protective 
Country TOP SECHEr S~Rm' CONFIIENTIAL Classification Markings 

Ireland TOP SECRET SECRET CONFIDENTIAL lill3TRICTED 
Gaelic AH-S!CREIDEACH SICRElIEACH RUNDA SRIANTA 

I.rael SODI BEYOTER SODr SHAMUR MlGBAL 
.,nl~l "'11) ""1) "eA' ":ll.D 

Italy SEGRET!SSlMO SEGRETO RISERVATISSIMO RISERVA'I'O 

Japan KIMITSU GOKUHI HI ToRlATSUK.AICHUl 

~l\' $; JJ,.c ~, --;{.;, ~#L;i:t. 
BUGAIHI~ If~" 

I~ t,4- ,,:;.t. JORDAN 'I'" .lJb4 
HAKTUH JIDDAN MAKTUM ·SIRRI MAHDUD 

Korea Ii" tt1~ 111- "'l~ Ii iIIl~ 
t .. , I KUP PI MIL II KUP PI MIL I II KUP PI MIL 
w 
In 

SECRET /CONFIIlER'.l'"IEL Laos Tim) SEX!RET SECRET DIFFUSION 
1ID5TREINTE 

Lebanon TRF!> SECRET SECRET COHFIDENTIEL 

Mexico ALTO SECRETO SECRETO CONFlDEHCIAL RESTRINGIDO 

Netherland!! ZEER GEHEIM GEHEIM COHFlDENTIEEL or IJIENSTGEHEIM 
VERTROUWELIJ1C 

Nev Ze~land TOP SECRET SECRET CONFIDENTIAL RESTRICTED 

lUcarague ALTO SECRETO SreRETO CONFlDEHCIAL Jm:;ERVAOO 

liorvay STIIDiGT HEMMELIG I®+1ELIG KONFIOENEIELT BEGRENSET 

Pakistan ToP SECRET SreRET COlWIIOTIAL RlSTRICTED 

Paraguay SRlREl'O SiCRETO CONFIDENCIAL RESERVAOO 



w 
w 
0\ 

Country TOP S EX:: RET 

Peru ESTRICTAMENTE SEX;RETO 

Philippines TOP SEX;RET 

Portugal MJITo. SFCRETO 

Spein MAXIMO SEI:RETO 

S\leden U!MIQl1 
(Red Borders) 

SEX:: RET CONFlm.'NTIAL 

BEX::RETO CONFl DENCIAL 

SEX:: RET CONY! DENTlAI· 

SEX;RETO CONY! DENCIAL 

SEX::RETO CONFIDENCIAL 

I REMLI Gl 

Non-U.S. Protective 
Classification Markings 

RESERVADO 

lll3TRICTKD 

RrnERVADO 

DIFFUSSIOli 
LIMITADA 

S\litl.erlsnd (Three languages. TOP SEX::RET has e registration number to distinguish 
frOID SmRill' and CONFIDENTIAL.) 

French TRES SECRET SECRET DEFENSE CONFIDENTIEL DEFENSE DIFFUSION 
RESTREINTE 

German STRENG GEHEIM GEHEIM VERTRAULICH 

Italisn SEGRETISSIHO SEGRETO RISERVATISSIHO RISERVATO 

Tei\l8n Jt 1f ffl\~' j~JJt. ~. #\.~ l' 
Thailand LUP TISUD .. J ., .. 

POl( PID lln~ alnUS" LUP HAAG IlllJ'ln LUP 111 , 
Turkey COK GtZL1 GtZLi l5zEL lITmETE OZEL 

Union or South 
Africa 
English TOP SEX;RET SEX::RET CONFIDENTIAL lll3TRIC'l'ED 

AtdkeanB UITERS GEHEIM GEHEIM VERTROULIK BEPERK 

United Arab Republic »A~,.. I~ y,- y,- .I""" (Egypt) TOP SEr:RET VERY SEX::RET SEX::RET OFFICIAL 



?~.--~-------------------------------------------------------------------------------------------------------------------------------------------------

Non·U.S, Protective 
Counlry 'mp m:CRl:.'1' SH~HE'I' CONfo'lllENTIJ\L Classification Markings 

-
United Kingdom TOP SECRET SECRET CONFIDENTIAL RESTRICTED 

Uruguay ULTRA SECRETO sa: Rl::TO CONFInENCIJ\L REGERVAOO 

USSR CO.BEPIllEHHO 
HE nOllJiEJt.AlI!KIt lU1R CJilillZliHOrO 

Cl::KPETHO CEKPETHO 
Or.llAllll::HIUl nOJlb30.BAIHUi 

Viet Nam DIFFUSION French TRES SECRET SECRET DEFENSE CONFIDENTIEL DEFENSE 
RESTREINTE 

Vietnamese nI-~T M$T KIN TU JI.AT , , 

INTERNATIONAL TOP SECRET SECRET T COf'lFIDENTIAL 
~ ORGANIZATION 
'-.l 

NATO COSMIC TOP SECRET 

NOTES: 

NATO SECRET NATO CONFIDENTIAL NATO 
RESTRICTED 

In all instances foreign security classification systems are not exactly parallel to the U.S. 
system and exact equivalent classifications cannot be stated. The classifications given above 
represent the nearest comparable designations that are used to signify degrees of protection and 
control similar to those prescribed for the equivalent U.S. classifications. 

"ATOMALI! information is an exclusive designation used by NATO to identify "Restricted Data" or 
"Formerly Restricted Data" information released by the U.S. Government to NATO. 

There is no Swedish security classification equivalent to US CONFIDENTIAL. Accordingly, all 
Swedish information or material received by the U.S. Government and classified HEMLIG will 
be safeguarded as U.S. SECRET; U.S. information or material received by the Swedish Government 
and CLASSIFIED CONFIDENTIAL will be safeguarded as HEHLIG. 
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Appendix XV. AREAS COVERED BY MTMC AND HOTLINE 
NUMBERS TO BE USED FOR EMERGENCIES 

The Bill of Lading of each shipment of classified material by a Commercial 
Carrier must contain the HOTLINE telephone number for the appropriate MTMC 
area. The areas covered and the HOTLINE numbers for the two commands are as 
follows: 

EASTERN AREA 

Alabama, Arkansas, Connecticut, Delaware, District of Columbia, Florida, 
Georgia, Illinois, Indiana. Iowa, Kansas, Kentucky, Louisiana, Maine, Maryland, 
Massachusetts, Michigan, Minnesota, Mississippi, Missouri, New Hampshire, New 
Jersey, New York, North Carolina, Ohio, Oklahoma, Pennsylvania, Rhode Island, 
South Carolina, Tennessee, Texas, Vermont, Virginia, West Virginia, and 
Wisconsin. 

Address 

Commander, Military Traffic 
Management Command 

Eastern Area ATTN: MTE-IN 
Bayonne, NJ 07002 

WESTERN AREA 

Telephone No. 

Commercial No: 201-858-6566 

HOTLINE No: 800-524-0331 

New Jersey only: 800-624-1361 

Arizona, California, Colorado, Idaho, Montana, Nebraska, Nevada~ New Mexico, 
North Dakota, Oregon, South Dakota, Utah, Washington, and Wyoming. 

Address 

Commander, Military Traffic 
Management Command 

Western Area ATTN: MTW-IN 
Oakland Army Base 
Oakland, CA 94626 

Telephone No. 

Commercial No: 415-466-3413 

HOTLINE No: 800-331-1822 

California only: 800-348-4639 
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Appendix XVI. INDEX 

Access, 3a, 20c, 31 

Accountability records, 12a 

ACDA: 

For AIS storage media, 116a 

Access Limited, 31.3 
Classified information, 20c 

Addressing mail and shipments, 17k 

Administrative measures regarding security violations, Saj 

ADP System: (See "Automated Information System (ArS)") 

Advance shipping notice, 17c(S)(d), 17d(3)(d) 

Adverse clearance actions, Se 

Adverse information: 
Reporting of, Saf, 6b(1) 

Agreement, long-term visits, 40 

~IS Security, definition of, 3c 

Alarm systems: 
Approval, 3Sc, 36c 
Central control station, requirements for 3Sa(l) (c) 
Direct connect, 35a(I)(a) 
Material and installation, standards for, 3Sb 
Purpose, 3Sa 
Records, 3Sa(l) (c)5 
Response time, 35a(I)(c)4, 35a(2) 
Supplanting, 35a(1), 36a 
Supplemental, 14a(2)(c), 14a(4)(c), 35a(2), 36b 

Alien, 3d (see _"Immigrant Alien," 3av) 

Alternate storage locations: 
Containers, 1Sd 
General, 1Sa 
Records, 1Sc 
Security clearance requirements, 15b 

APO mail channels, 17c(2), 17e(3) 

Application software, definition of, 3d.1 

Armed Forces Courier Service, 17b, 17e(5) 
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Assistance and cooperation, 5aa 

Atomic Energy RESTRICTED DATA (see "RESTRICTED DATA") 

Authority, authorization for: 
Alarm system, 35c 
Alternate storage, 15a 
Applying classification, 10d 
Armed Forces Courier Service, 17b, 17e(5) 
Classification guidance, subcontractors, 60b 
Clearance Limitations, 20a 
Controlled areas, 34c 
Destruction, 19b 
Disclosure at meetings, 5q, ge 
Electromechanical devices, 36c 
Interim clearances, 26c 
Licensing agreements, 2lb 
Methods of destruction, 19c 
Public releases, 50 
Regrading of documents, lId 
Releases: 

between subsidiaries, 72b 
intelligence information, 5c, 
to foreign governments, 48a 

Removal of material to residences, 14e 
Reproduction, l8a 
Retention of classified material, 51, Sm, 64 
Sales literature, publishing of, 5p 
Secure electrical transmissions, 17c(4), 17d(l) 
Subcontracts: 

from foreign contracts, 66 
involving TOP SECRET, 59a 
with foreign industry, 65 

Termination of accountability, 12h 
Transmitting: 

material outside U.S., 17e 
NATO material, 88c 
TOP SECRET material, 5x, 13i, l7b 

Use of special features of design on foreign contracts, 5h 
Visits: 

involving NATO information, 52 
involving RESTRICTED DATA, 42 
to contractors, 41 
to User Agency activities, 43, 44, 4S 

Authorized persons, 
Definition of, 3e 

Automated Information System CAIS): 
AIS security, definition, 3c 
Appli.cability, 101 
Application software, definition, 3d.l 
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Approval, 5b, 103b, 112 
Audit trails, 111 
Clearance of media and equipment, 115 
Computer facility, definition, 3u.l 
Computer hardware, definition, 3u.2 
Concurrent processing, 104.1 
Declassification of media and equipment, 116 
Definition of, 3b 
Downgrading, 114 
Firmware definition, 3am 
General requirements, 103 
Modes of operation, 104 
Objectives, 102 
Personnel security, 105 
Physical security, 106 
Protected area, 3bp, 106e(4) 
Protection of software and data, 108.1 
Remote terminal, definition, 3bv 
SPP, 103b, 112d 
Standard Practice Procedure, 103b, 112d 
Storage media controls, 108.1e 
Subcontracting controls, 110 
System Security Officer (SSO), 103c 

definition, 3cj.1 
System software, definition, 3ck 
Transmission controls, 109 
Upgrading, 113 

Badges: 
Clearance, color coding, 8a, 20£ 
Employees, 8a 
Reporting, 8c 
User Agency installations, 8d 
Visitors, 8b 

Bank, use of for storage, 15 

Bankruptcy, reporting of, 6a(4)(e) 

Bid material: 
Destruction, 19a and b 
Disposition of, 51 
Publication and distribution of, 5p(2) 
Unsolicited, 109 

Briefings (see "Security briefings") 

Candidate Material, definition of, 3e 

Carrier: 
Custodian, 3ac, app. IX 
Qualified, 3bs 
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Carve-out definition, 3f.l 

Central station alarm system, 3Sa(1), 3S(b)(2) 

Certificates: 
Consultant, Type A, 68a 
Destruction, 1ge 
Excluded parent, 72a 
NATO briefing, 8Sd 
NATO clearance, 5S 
Representatives of foreign interest statement, 20k 

Charts, marking, llc(2) 

Citizenship, proof of, Sae, app. XII 

Classification authority, 3h, 10d 

Classification equivalents, foreiJ£!.~ ~.pp. XIV 

Classification guidance: 
Biennial Review, lOb 
Dissemination outside, CONUS, 10h 
Distribution, required, 61 
For subcontracts, 60 
General, lOa 
Responsibilities, Sad 
Retention, 10c 
Unsolicited bids, 109 
When issued, lOb 

Classified contracts: 
Definition of, 3i 
Listing of, Sz 
Reporting of unrelated material, 6a(18) 

Classified information: 
Access to: 

ACDA, 24a(l) (d) 
By non-U.S. citizens, 31 
CNWDI, 118 
Definition of, 3a 
Emergency Higher Level Access, 20.1 
Limitations, 31.3 
Requirements for, 20 
TOP SECRET, 13c 

Definition of, 3k: 
Evidence of mail tampering, 6a(11), 7 

Loss, compromise, or suspected compromise, 7 
Hand-carrying aboard commercial passenger aircraft, App. X 
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Classified waste, 19f, 80c 

Clearance (facility): 
Additional Personnel, 24 
Advertising, 20f 
Associations, 22a 
Certificate, foreign interests, 21a, app. I (para. L) 
Colleges and Universities, 22d 
Consultants, Type B, 69 
Corporations, 22a 
Definition, 3al 
Exclusion procedures, 22e 
Executive committees, 22a(2), 22c(3), 22d(3) (b) 
FOCI, 2Ic, 
Licensing, patent, and trade secret agreements, 21b 
Multiple facility, 73 
Negotiators, 23 
Non-profit organizations, 22a 
OODEPS, 6a(4)(c), 22a(4), 22b(4), 22c(5), 22d(5) 
Parent-subsidiary, 72 
Partnerships, 22c 
Personnel clearances required in connection with, 22 
Processing Procedures,21a 
Records, 20i 
Representatives of a foreign interest, 22f 
Sole proprietorships, 22b 
Security agreement, 21a 
Temporary help suppliers, 74 
Termination of; 5n 
Verification of, 58a 

Clearance (individuals): 
Access, 20c, 31 
Access limitations, 31.3 
Additional personnel, 24 
Administrative downgrading of TOP SECRET, 30 
Administrative termination, 29 
Adverse clearance actions, Se 
Advertising, 20f 
Age limitations, 20b 
Application for, 26a, 26c 
Assurance, security: 

application for, 99a 
issuance of, 99a 
termination of, 99a(5) 

Concurrent, 26£ 
Contractor clearances, 24b 
Conversion of, 27 
DoD clearance, 24a 
DOE, 26k 
Emergency higher level access, 20.1 
Foreign nationals, 31.2, 31.3 
Formerly cleared, 26i, 27 
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Full investigative coverage, 20h 
General information, 20, 26a 
Granted by: 

contractor, 24b 
DoD, 24a 

Guards, 20e 
Immigrant aliens, 26b(2)(a), 31.1, 31.3 
Interim clearances, 26c 
Letter of Consent: 

definition of, 3az.1 
issuance of, 20j, 26j 
overseas assignment, 96 
reproduction of, 20f, 26j(1)(c) 

Multiple facility, 20d, 20j, 26e 
Name change, 6b(2), 
Negotiators, 23 
New clearances, 26b 
Non·-United States citizens, 31 
Preemployment clearance action prohibited, 25 
Reciprocal, 31.3 
Records, 28 
Reemployment, of cleared personnel, 26g 
Reinstatement of TOP SECRET, 30 
Representatives of foreign interest, 3bw, 20k, 22f 
Required for: 

colleges and universities, 22d 
corporations J 22a 
partnerships, 22c 
sole proprietorships, 22b 

Transfers, 26d, 26e 
Withdrawal, interim clearances, 20m 

Closed areas, 3m (also see lIControlled areas ll
) 

Closed vehicle, 3n 

Cognizant security office, 3p, 4 

Colleges and Universities, 3q 

Combinations: 
Access to, 14c 
Changing, schedule for, 5i 
Classifying, 5i 
Door devices, 36b 
Knowledge of, 14c 
Padlocks, security, 5i 
Personnel authorized to change, 5i 
Security enclosures, 36a(1) 

Commercial Carrier, 17c(5), 17d(3) 

Communications Intelligence, 3r 
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COMMUNICATIONS SECURITY (COMSEC): 
Access limited, 31.3 
Briefing and debriefing, 5g 
Clearances, 24a(2), 
COMSEC supplement, 76 
Definition, 3s 
Destruction, 19b 
Transmission, 17j 
Violations: 

investigation of, 7d 
reporting, 6a(3) 

Complex, definition of, 3t 

Compromise or suspected compromise: 
Definition, 3u 
Investigation of, 7 
Reporting, 6a(2) 

Computer Facility, definition of, 3u.l 

Computer tapes, magnetic: 
Declassification, 116a, 116b, 116c(3), 116c(4) 
Marking, l1c(11) 

CONFIDENTIAL material: 
Clearances for access to, 24b, 
Definition, 3v 
Destroying, 19d 
Preparation for transmission, 17a 
Receipts, 12e(2) 
Records, 12c 
Release or transmission outside contractor's facility, 5x 
Storage, 14a(5) 
Supplemental controls, 14a(5) 
Transmission outside a facility, 5x, 17d, 
Transmission within a facility, 17a(3) 

Consignee, 3w 

Consignor, 3x 

Constant Surveillance Service (CSS), 3x.l, 3cg, 3cm.l, 17d(3)(b) 

Consultants: 
Access to CNWDI, 122 
Letter agreement, 70a, app. leu) 
Temporary help suppliers, 74£ 
Type A, 68 
Type B, 69 
Type C, 70 
Under civil service procedures, 71 

Containers (see "Storage") 

347 

DoD 5220.22-M 



DoD S220.22-M 

Continued classification after public release, 10i 

Continental United States, definition of, 3y 

Contract Security Classification Specification, lOa, lOb, 60, 61 

Contracting officer, 3z 

Contractor, definition of, 3aa 

Contractor-granted clearances, 24b: 
Admini~trative Termination of, 29a, 29b, 29j 

Control station personnel, 12d 

Control station records: 
Accountability, l2a 
Destruction, 1ge 
Inventory lists, 17i 
Production, 12f 
Production control, 78 
Receipts, 12g 
Receipts and dispatch, 12c 
Reproduction, 18c 

Controlled areas, Sr: 
AIS protected area, 3bp, 10e(4) 
Approval for, 34c 
ADP system area controls, 107 
Basis for, 33 
Closed areas: 

construction, 34a, app. V 
definition, 3m 
identifying, 34a(4) 
nonworking hours, 34a(3) 
working hours, 34a(2) 

Reports, 6a(S), 34d 
Restricted areas: 

definition, 3bx 
marking, 34b(3) 
nonworking hours, 34b(2) 
working hours, 34b(1) 

Supplemental or supplanting controls (see "Alarm systems") 

~ooperation, 5aa 

Courier, 17c(3), app. X 

Cover sheets, llc(l), 1lc(S) 

Covering: 
Documents in use, 16b 
Equipment, 17a(1)(c) 
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Credentials: 
Recovery of, 8a(5) 
Verifying, 8a(6) 

Critical Nuclear Weapons Design Information (CNWDI): 
Access requirement, 118 
Briefings, 119 
Definition, 30 
Marking, 121 
Policy, 117 
Records, 120 
Subcontracting and consultants, 122 
Transmission outside facility, 123 

CRYPTOGRAPHIC (CRYPTO): 
Accounting for, 12a 
Definition, 3ab 
Inventory and accounting, 12b 
Production of, 12f 
Reproduction, l8a 

Dates, required on classif~ed material, llb(l), llc(15) 

Declassification, definition of, 3ad, app. II 

Degaussing, 19h, l16b 

Delay in shipment, 6a(10), 17c(5)(d), 17d(3)(d) 

DoD technical information dissemination activities, 5y 

Design features, incorporation of, 5h 

Designated countries, 5u(1) (footnote lQ/) 

Designated country relationships, 5v, 6b(14) 

Designated country visits, 6a(19) 

Destruction: 
Authorization, 19b 
Certificates, request for, 1ge 
Classified waste, 19f 
Destroying official, 19d 
Equipment approval, 19c 
Inspection of equipment, 19c 
Magnetic recording, 19h 
Methods, 19c 
Records and certificates, 1ge 
Rented or leased equipment, 19c 
Reproduction materials, 80, 81 
Requirement of, 19a 
Ribbons, typewriter and ADP, 19f 
Subcontractor employee, use of, 19d 
Witness, 19d 
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Determining need-to-know, Sf 

Disclosures: 
At meetings, Sq, ge 
Limitations on, Sc 
Public, 50 
To subcontractors, S8a, S9 

Disk and drum, declassifying, 116c(4) 

Dispatch records, 12g 

Disposition of classified material, Sl 

Documents: 
Definition of, 3ah 
Marking of, 11 

Downgrade, definition, 3ai, app. II: 
Clearances, TOP SECRET, 30 

Electrical transmission, 17b, 17c(4), 17d(1), 109 

Electromechanical devices: 
Approval, 36c 
Door devices, 36a(2) 
Security enclosures, 36a(1) 
Supplemeutal, 36b 

Electronic devices: 
Approval, 36c 
Door devices, 36a(2) 
Security enclosures, 36a(1) 

Emergency Higher Level Access, 20.1 

Emergency procedures, Sw 

Employee badges, Sa 

Energy Department (DOE) facilities, visits to, 46 

Escorts: 
For AIS maintenance, 10Sd 
For transmission, 17c(3), app. IX 
For visitors, 38b 

Espionage and Sabotage Acts, app. VI 

Evidence of tampered mail, 6a(11), 7 

Exclusion of personnel: 
From clearance requirement, 22e 
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Executive committee. 22a(2), 22c(3), 22d(3)(b) 

Executive personnel, 3aj 

Export Licenses: 
Unclassified technical data. 4Id(3} 

Facility, 3ak 

Facility security clearance, aI, (see "Clearance") 

Facility security supervisor, Sa 

FBI, reporting to, 7b(l) 

File folders, marking of, llc(S) 

Files, classified, llc(S) 

Fingerprints, 26a(4), 26a(S), 

Firmware, definition of, 3am 

Foreign: 
Classification equivalents, app. XIV 
Classified contracts, app. III 
Government information, definition of, 3an 
Interest, 3ao 

DoD S220.22-M 

Marking foreign classified material, lIe, Ilb(5)(a), Ilb(8)(e), 1Ib(8)(f) 
Nationals, 3ap, 31,2, 31.3 
Ownership, control, and influence, 21c, 72a, app. I (para. L) 
Representatives of foreign interest, 3bw 
Travel, Su, 6b(9) 

FORMERLY RESTRICTED DATA: 
Access limited, 31.3 
Definition, 3aq 
Dissemination, 171 
Marking, 11b(8)(b) 

General requirements, 5 

Graphic arts, definition of, 3ar (also see "Reproduction") 

Groups of documents, 11c(S) 

Guards: 
Clearance of, 20e 
Emergencies, use of, 5w(1) 
Entry Control: 

closed areas, 34a(2) 
facility complex, 14a(4 )(a) 
meetings, 9d(4) 
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room, building, structure, 14a(2)(a), 14a(4)(a) 
safe deposits area, 15d 

Patrols: 
of closed areas, 34a(3) 
of room, building, structure, 14a(2)(b), 14a(4)(b) 
of strongrooms, 14a(3)(f) 

Response to alarms, 35a(1), 35a(2) 
Subcontract: 

Destruction of CONFIDENTIAL waste, 19f 
Witness to destruction, 19d 

Guidance for contractor self-inspections, app. XIII 

Guides, classification, lOa, 58 

Hand-Carrying Classified Material Aboard Commerct\l Passenger 
Aircraft, App. X 

Hardened container, 3as, 17a(2)(a) 

Hardware, Computer, definition of, 3u.2 

Home office (HOF), 3au 

Immigrant alien: 
Access Limitations, 31.3 
Clearance of, 31.1 
Definition of, 3av 
Justification and approval for clearance, 31.1 
Limitations, 118 
Visiting overseas, 6b(6) 

Identifying facility of origin, libel) 

Individual responsibility for safeguarding, Sf 

Information. definition of, 3ax 

Inspections, Sac, Sag 

Intelligence, 3az 

"International Traffic in Arms Regulation", 21b, 41d, 48a(3) , 48b, 50, app, 
VII 

Interpretations, requests for, 4 

Inventory, in connection with visits, 17i 

Inventory and accounting of classified material, 12b 

352 



Investigations: 
By contractors, 7 
By U.S. Government representatives, 5aa 

Investigative assistance, 5aa 

Justification for Personnel Security Clearance: 
Additional LOCs, 26j(2)(b) 
Clearance conversions, 27d(2) 
Clearance transfers, 26d: 

MFO, 26e(1)(b), 2ge(2)(b), 26e(3)(b) 
Concurrent clearances, 26f(1) 
Contractor granted, 24b(2), 24b(4) 
DOE and NRC clearances, 26k 
Example of form, App. I, para. J 
New clearances, 26b(4) 
Reemployment, 26g, 29i 
Reinstatement, 30b 
Requirements: 

management review, 20a 
completion of form, 26a(6) 

Retention, 20a 
Termination: 

subsequent access, 29g 

Legends, markings, 11c(2) 

DoD 5220.22-N 

Letter of Consent (LOC), 3az.1, 20f, 20h, 20j, 20.1, 26f, 26g, 26j 

Letters of transmittal, 11c(13) 

Limitations on: 
Access to classified information, 20c, 31.3 
Destruction, 19b 
PCL's, 20a 
Reproduction, 18a, 87a 

Limited Access Authorization (LAA) 
Definition, 3az.2 
Immigrant Alien processing, 31.1 
Foreign national processing, 31.2 

List of classified contracts, 5z 

List of OODEPs, 6a(4)(c), 22a(4), 22b(4), 22c(5), 22d(5) 

Location of meetings, 9c 

Locked Entrance: 
Closed areas, 34a(2)(b), 34a(3) 
Definition, 3ba 
Room, building, structure, 14a(2)(a), 14a(4)(a) 
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Long-term visitors, 40 

Machine accounting cards, marking of, llc(3) 

Machine listings, marking of, llc(4) 

Magnetic tapes, degaussing, l16b, l16c(3), lI6c(4) 

Maps, marking of, llc(2) 

Markings: 
Artwork, 11cO) 
ADP produced document, llc(4) 
ADP punched cards, llc(3) 
Automatic downgrading or declassification actions, lld(l) 
Blankets, 80f(Z) 
Charts, 11c (2) 
Compilations, llg 
Components, 11b (4) 
Containers (transmission), l7a(1)(e), l7a(Z)(b) 
CNWDI, 121 
DTIC documents, lId 
Dissemination and reproduction notices, llb(8)(d) 
Downgrading and declassification, "Classified by" notice, llb(7), app. II BZ 
Drawings, llc(Z) 
Files, folders, or groups of documents, Ilc(5) 
Foreign classified material, llb(5)(a), Ilb(8)(e), lIe 
Foreign government information, llb(8)(e) 
FORMERLY RESTRICTED DATA notation, llb(8)(b), app. II 
General, 11a 
Identification, LIbel) 
Intelligence sources or methods of notation, Ilb(8)(c) 
Linecasting machines, 79b 
Maps, 11c(Z) 
Messages, llc(6), app. II 
Microforms, Ilc(7) 
Miscellaneous material, Ilc(16) 
Motion picture films, Ilc(8) 
NATO extracts, llb(8)(f) 
Origination date. lIbel), 
Other than automatic downgrading or declassification action, lld(2) 
Overall, 11b (Z) 
Overlays, llcel) 
Pages, llb(3) 
Photocomposition machines, 79b 
Photographs, llc(9) 
Plates, reproduction, 80f(3) 
Portions, llb(5) 
Presses, reproduction, 79a 
Production control records, 78 
Punched cards, llc(3) 
Recordings (sound, magnetic, electronic~ and other), Ilc(10) 
Regraded documents and material, lId 
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Removable ADP and word processing storage media, lIe (11) 
RESTRICTED DATA notation, Ilb(8)(a), app. II 
Rolled or folded documents, llc(2) 
Subjects and titles, Ilb(6) 
Tentative, 10g(2) 
Titles, llb (6) 
Tracings, llc(2) 
Translations, llc(12) 
Transmittals, llc(13) 
Transparencies and slides, Ilc(14) 
Upgrading, lld(3) 
Wholly unclassified material, llf 
Working papers, llc(15) 

Material, 3bb 

Mechanical Devices: 
Approval, 36c 
Door Devices, 36a(2) 
Security enclosures, 36a(l) 

Meetings: 
Disclosure at: 

Contractor facilities, 5q(1), 5q(3) 
DoD, 5q(2) 
Other User Agencies, 5q(4) 

DoD sponsorship: 

DoD 5220.22-M 

attendance of foreign nationals or representatives of a foreign 
interest, 9b 
location, 9c 
requests for, 9a 
requests for disclosure authority, ge 
requests to attend, 9f 
security procedures, 9d 

Multiple facility organizations: 
Classification guidance, 73c 
Clearance records, 28 
Collocated facilities, 72c 
Concurrent clearances, 20j, 26f 
Definition of, 3bc 
Exchange of employee rosters, 37g 
Interchange of classified information, 72c, 73b 
Insurance of LOC's, 26j(2) 
Personnel clearances, 20d, 73d 
Principal Management Facility (PMF), 3bo 
Security clearance administration, 73e 
SPP, 5s(1), 72c, 73a 
Transfers, 26e 
Visits between, 72c, 73 
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National of U.S., 3bd 

NATO classified information: 
Access record, 85b 
Authority, 84 
Briefing, 85c, 85d 
Certificate of security clearance, 55 
Clearances, 24a(1)(c), 86 
Combination, changing of, 5i 
Contracting officer functions, 89 
Definition of, 3bf 
Disposition, 19b, 19c 
Marking, 87b 
Reporting receipt of, 90 
Reproduction, 87a 
Security supervisor, 85a 
Subcontracting, 91 
Transmission: 

outside U.S., 88c, 88d 
within U.S., 88b 

Visits involving, 52, 53 
Visits records, 54 

Need-to-know, definition of, 3bg 

Negotiator, definition of, 3bh 

Notations: 
Dissemination and reproduction, llb(8)(d) 
Downgrading or declassification, llb(7), app. II 
Foreign government information, llb(8)(e), lle 
FORMERLY RESTRICTED DATA, 11b(8)(b), app. II 
Intelligence sources and methods, 11b(8)(c) 
NATO information, 11b(8)(f) 
RESTRICTED DATA, 11b(8)(a), app. II 

Notification of Postal Authorities, 6a(11), 7 

Nuclear Heapo"9- Security Program, 3bi, 20c, 

Office of Industrial Security, International, 95 

Officers, definition of, 3bj 

Operations Security (OPSEC): 
Applicability, 126 
Contractor requirements, 5ai 
Definition, 3bk.1 
EEFI, 3ai.1 
General, 125 
Indicators, 3bk.2 
Purpose, 12/+ 
Scope, 1h 
Self-inspecting procedures, 127 
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Orientation of personnel, 5f, 5g 

Overseas operations, 
Access to U.S. classified information: 

general, 92, 93 
notification of overseas assignment, 96 
overseas assistance, 95 

Safeguarding U.S. classified information, 96: 
custody and storage, 94c 
disclosure, 94d 
security classification guidance, 94a 
transrnission~ 94b 

Security briefings and certificates, 97 

DoD 5220.22-M 

Access to classified information of foreign governments and international 
pact organizations under a security assurance: 

general, 98 
security assurance, 99 

Parent, definition of, 3bl.1 

Parent-subsidiary: 
Clearance requirements, 72a 
Collocation of facilities, 72c 
Exclusion action; 72a 
Interchange of classified information, 72b 

Patentable material, 5m(1)(b) 

Patrols, patrolling: 
Closed areas, 34a(3) 
Facility complex, 14a(4)(b) 
Rooms, buildings, structures, 14a(2)(b), 14a(4)(b) 
Strongrooms, 14a(3)(f) 

I 

PelCsonnel: 
Clearance (see "Clearance (individuals)") 
E:x:clusion, Se 
Identification, 8 
Suspected compromise, investigation of, 7 

Personnel Security Clearance (PCL) , 3bm 

Possessions, 3bn 

Preemployment Clearance Application -- Prohibit~~, 25 

Principal management facility (PMF), 3bo, 73 

Printing (see "reproduction") 

Production of classified materials: 
Incorporation of, 12f(4) 
Other material, 12f(3) 
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SECRET documents, 12f(2) 
TOP SECRET, CRYPTO, and special access documents, 12f(1) 

Protected area, definition, 3bp 

Protective Security Service, 3bq, 3cq, 3cm.1, 17a(2)(b), 17a(2)(d), 17c(S)(b) 

Public disclosure, So (also see "Disclosure") 

Pulping (for destruction), 19c 

Qualified carrier, 3bs, 17c(S) 

Receipts: 
Inner containers, inclusion, 12g(2), 17a(1) 
Obtained during visits, 17i 
Retention of, 12g(3) 
Signing and return of, 12e(2) 
Suspense file and follow-up, 12g(3) 
Within a facility, 13d 

Receipt and dispatch records, 12c 
Receipt and classified material, 12e 

Reciprocal Clearance 
Access limitations, 31.3 

Record of: 
Accountability, 12a 
Alternate storage facilities, lSc 
Badges and identification cards, 8a(S) 
Citizenship, app. XII 
Clearances, 28 
Combinations, knowledge of, 14c 
Control cards, electronic, 36a(1)(a), 36b 
Control station personnel, 12d 
CNWDI, personnel having access to, 120 
Destruction, 1ge 
Discussions and photographs, 38c 
Dispatch of classified material, 12g 
Inventory and accounting, 12b 
Inventory, visits, 17i 
NATO access, 85b 
NATO visits, 54 
Production control, 78 
Production of classified material, 12f 
Receipt and dispatch, 12c 
Receipt of classified material, 12e 
Reproduction, 18c 
Retention of, 5m 
Termination of accountability, 12h 
TOP SECRET access, 13a 
Visitors, 39 
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Reference material, 3bt 

Registry, central, 87a, 90 

Regrading: 
Authority, app. II 
Definition of, 3bu 
Marking, lld 

Release of classified information, 5x 

Removal of classified material to residence, 14e 

Reports, reporting: 
Adverse information, 6b(1) 
Assignment of immigrant aliens, 6b(6) 
Attendance at meetings, 5u(1), 6b(9) 
Authorization to apply classifications, 6a(14) 
Badges and identification cards, 6a(13) 
Category of classified information, 6a(8) 
Changed conditions, 6a(4) 
Change ill closed or restricted area, 6a(5) 
Change in employee's status, 6b(2) 
Change in storage capability, 6a(6) 
Citizenship by naturalization, 6b(7) 
Delay in shipment, 6a(10) 
Employee information in compromise cases, 6a(7) 
Employees desiring not to perform on classified work, 6b(10) 
Espionage, sabotage, or subversive activities, 6a(1), 6c 
Evidence of tampering, 6a(11) 
Foreign classified contracts, 6a(17) 
Improper shipment, 6a(12) 
Inability to safeguard classified material, 6a(16) 

DoD 5220.22-M 

Location or disposition of classified material, terminated from 
accountability, 6a(15) 
Loss, compromise, or suspected compromise, 6a(2), 6a, 7 
Official investigation, 6b(3) 
Other security violations, 6a(3) 
Preliminary inquiry, 7d 
Receipt of classified information not related to a classified 
contract, 6a(18) 
Relationships in Designated countries, 5v, 6b(4) 
Representative of a foreign interest, 6a(4)(d), 6b(5) 
Termination of business, 6a(4)(e) 
Termination statement, 6a(9) 
Travel or attendance at meetings, 5u(1), 6b(9) 
Visits by Designated country representatives or nationals, 6a(19) 

Representatives of a foreign interest, 3bw, 20k, 22f 

Reproductio!!.: 
Area controls: 

bindery areas, 79c 
composition areas, 79b 
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darkrooms, 79d 
pressrooms, 79a 
proofreading areas, 7ge 
shipping entrances, 79f 

Authorizations for, 18a 
Blankets, rubber, 80f(2) 
Blankets, other than rubber, 80f(3) 
Bulk shipments, 80e 
Designation of equipment, 18 
Destruction, special requirements, 81 
Identification of: 

linecasting machines, 79b 
photocomposition machines, 79b 
presses, 79a 

Mailing lists: 
classified, 82a 
related material, 82a 
unclassified, 82b 

Overruns, 80a 
Plates, 80f (3) 
Press, parts of, 80f(4) 
Production material, 80f(1) 
Proofs, 80b 
Records: 

control stations, 18c 
production control, 78 

Regraining of plates, 80f(3) 
Samples, return of, 80d 
Waste, disposal of, 80c 

Restricted Area, bx (see "Controlled areas") 

RESTRICTED DATA: 
Access limited, 31.3 
Clearance for access to, 24a(1)(a) 
Definition of, 3by 
Dissemination, 171 
Marking, Ilb(8)(a), app. II 
Violations involving, 7d 
Visits involving, 42, 46$ 47 

Retention of classified material: 
By subcontractors, 64 
General, 5m, 10c 

Return of classified material, 51, 64, 

Return of samples, 80d 

Safeguarding: 
General, 5d 
Individual responsibility, 5f 
Verification of, 59b 
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Safeguarding U.S. information overseas: 
Custody, 94c 
Disclosure, 94d 
Storage, 94c 
Transmissions, 94b 

Safeguards during use, 16 

Sales literature, 5p 

S~CRET material/information: 
Accounting for, 12a 
Authority for: 

disclosure at meetings, ge 
removal to residence, l4e 
reproduction, l8a 
transmission, l7e 

Clearance for access to, 24a, 26c 
Definition, 3bz 
Destruction of, 19d, 1ge 
Inventory and accounting, 12b 
Preparation for transmission, 17a 
Production of, 12f 
Re.ceipts for, 12g, 17a 
Release or transmission outside contractor's facility, 5x 
Storage: 

containers, 14a(3) 
supplemental controls, 14a(4) 

Transmission: 
by cOITilllercial carrier, 17a(2) 
outside a facility, 17c 
outside U.S., 17e 
preparation for, 17a(1) 
within a facility, 17£ 

Security, agreement: 
Execution of, 21 
Termination of, 5n 

Security briefings .and debriefings: 
COMSEe, 5g 
CNWDI, 119 
Defensive, 5u, app. VII 
Destruction, official, 19d 
Individual responsibilities, Sf, app. VII 
NATO, 85c 
Overseas assignment, 96 
Refresher, 97c, 97d 
Security briefing and certificates, overs~as, 97 
Security briefing and termination, 5g 
TOP SECRET, 5g, 13b 
Visitors, Category 5, 41e 
Visitor escorts, 38b 
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Security check~, 5j 

Security cognizance, 1d, 3cc 

Security, definition of, 3cb 

Security education, 5f 

Security enclosures, 36a(1) 

Security inspections, 5ac, 5ag 

Security of combinations, 5i 

Security supervisor (see "Facility security supervisorll), 5a 

Security violations, 5aj, 6b(1) 

Self-inspection, Sac 

SENSITIVE COMPARTMENTED INFORMATION: 
Clearances, 24a(1)(a), 75d 
Contracts, 75b, 7Sc 
Definition of, 3cd 

Shipments: 
Bulk, 80e 
Notification of consignee, 17c(5)(d) 
SECRET, controlled, 3ca 

Shipper, 3ce 

Short title~ 3cf 

Shredders, 19c 

Signature and Tally Record, definition of, 3cg 

Single line service, 3ch 

Special access programs, 3ci, 5t 

Spe,cial features of design, 5h 

Standard Practice Procedures, 
AIS, 1l2d 
Annual visits at uncleared locations, 73a 
Collocated facilities, 72a 
Destruction procedures, 19c(4) 
Emergency procedures, 5w 
Limiting peL's, 20a 
Security controls in mUltiple facility organizations, 73 
Security procedures of overseas locations, 97e 
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Standards, Underwriters' Laboratories, 35b 

Storage: 
Alternate storage locations, 15 
Bulky material, 14b 
Classified w~ste, 19f 
CONFIDENTIAL material, 14a(5) 
Desk pedestals, 14a(3)(g) 
En route to destination, 17h 
GSA approved cabinets, 14a(I), 14a(3) (a) 
Lock bar, security of, 14a(3)(g) 
Overseas, 94c 
Private residence, 14e 
Protection during nonworking hours, 14d 
SECRET material, 14a(3), 14a(4) 
Steel file cabinets, 14a(3)(d) 
Supervision of containers, 14c 
Supplemental controls for: 

SECRET material, 14a(4) 
TOP SECRET material, 14a(2) 

TOP SECRET material~ 14a(l) 
Vaults: 

Class A, 14a (1), app. IV 
Class B, 14a(3)(b), app. IV 
Class C, 14a(3)(e), app. IV 

Strongrooms, 14a(3)(f), app. IV (para. 

~ubcontractors, vendors and suppliers: 
Approval of requests from, 56 
Badgiug of, 8a(7) 
Classification guidance, 60 
Clearance status of, 58 
CNWDI access, 122 

F) 

Disclosure of TOP SECRET material to, 59a 
Disposition of classified information, 64 
Distribution of guidance, 61 
NATO access, 91 
Safeguarding ability of, 59 
Selection, notification of, 62 
Subcontracting on foreign contracts, 66 
Subcontracting with foreign industry, 65 
Telephone requests, regarding, 59b(4) 
Unsatisfactory conditions at, 63 
Visit requests for, 41a(3) 

Subsidiary, 3cj 

Supplanting alarm systems, 35a(l) 

Supplemental alarm systems, 35a(2) 
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,Symposium involving classified material, 5m(2) 

System Security Officer (SSO), 3cj.1 

System Software, 3ck 

Temporary help suppliers, 5ab, 74 

Tentative markings, 10g(2) 

Termination of accountability, 12h 

TOP SECRET: 
Access, general, 113b, 13g 
Access by employees working alone, 13c 
Access records, 13a 
Accounting for, 12a, 13f 
Authority for: 

disclosure at meetings, ge 
disclosure to subcontractors, 59a, 13k 
removal to residence, 14e 
reproduction, 13i, 18a, 
transmission, 13j, 17b Clearance for access to, 26b 

Control station personnel, 12d 
Definition of, 3cl 
Deliveries, 13g 
Destruction uf, 1ge 
Dissemination, 13d 
Inventory and accounting, 12b, 13f, 13h 
Preparation for transmission, 17a 
Production of, 12f 
Receipts for, 12g(2), 13e, 17a 
Release or transmission outside contractor's facility, 5x 
Reproduction, 13i 
Security assurance, issuance of, 99b 
Special requirements, 13 
Storage: 

containers, 14a(1) 
supplemental controls, 14a(2) 

Transmission: 
method, 17b 
preparation for, 17a(l) 
within a facility, 17f 

Violation, involving, 7b 

Transmission: 
Aboard aircraft, 17h, app. X 
Additional protection during visits~ 171 
Additional requirements, commercial carriers, 17a(2) 
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Addressing mail or shipment, 17k 
Commercial carrier, 17d(3) 
Definition of, 3cm 
Electrical, 17b, 17c(4), 17d(1), 109 
Inspection of classified mail and shipments, 12e, 
Hethod. of transmitting: 

COMSEC material, 17j 
CONFIDENTIAL material outside facility, 17d 
CNWDI, 123 
NATO material, 88 
outside U.S. and possessions, 17e, 94b 
SECRET material outside of facility, 17c 
SECRET and CONFIDENTIAL material within a facility, 17f 
TOP SECRET material outside facility, 17b 
TOP SECRET material within facility, 17£ 

Notification of consignee, 17c(5)(d) 
Preparation for: 

CN\®I, 123 
outside a facility, 17a(l) 
within a facility, 17a(3) 

Protection en route, 17h Procedures for, 5k 
Report of evidence of tampering, 6a(11) 
Restriction for RESTRICTED DATA, 171 

Transportation Protection Service (TPS) , 3cm.l 

Transshipping, 3cn, 17c(5)(d) 

Trust territory, definition of, 3co 

Type A Consultants, 68 

~_B Consultants, 69 

Type C Consultants, 70 

Unauthorized persons, 3cp 

United States, definition of, 3cq 

Upgrade, definition of, 3cr 

User AgenCies, 3cs 

Vaults and strongrooms: 
Class A, 14a(I), app. IV 
Class B, 14a(3)(b), app. IV 
Class C, 14a(3j(e), app. IV 

Verification of facility clearances, 58 
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Verification of facility safeguarding and storage, 59b(4) 

Visitor badges, 8b 

Visits: 
Advance notice, 37d 
Authority for, 37e(4) 
Carrying classified material on) 17e, 17f 
Category 1, 41a 
Category 2, 41b 
Category 3, 41c 
Category 4, 41d 
Category 5. 41e 
Control of, 38b 
Criteria for approval, 37b 
Disapproval notice, 37c 
Escorts, 38b 
Export license, 41d(3) 
Facility clearance, verification of, 38a 
Identification of visitor, 38a 
Industrial security representatives, 37h 
Involving RESTRICTED DATA, 42 
Long-term, 40 
Multiple facility organization, 73 
NATO visits: 

clearance certificate, 55 
definition of, 39b 
records of, 54 
recurring, 52d 

NPLO programs, 53 
Processing time, 49 
Recordings and discussion, 38c 
Records 11.;:':, 39 
Recurring, 37£ 
Removal of classified material, 38d 
Reporting Designated country visits, 6a(19) 
Requests, contents of, 37d, 41 
Telephone requests regarding, 37d 
Under bilateral agreements, 51 
Use of OISI for, 50 

Visits to: 
DOE and its contractors, 46 
Foreign government and activities, 48 
Government activities other than DOE, 47 
User Agencies in the U.S., 44 
User Agencies outside the U.S., 45 

Waste material, 19f, 80c 

Weapon system, definition of, 3ct 
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Witnesses for destruction, 19d 

Word processing system, definition of, 3eu, section XIII 

Working hours, definition of, 14a(2) 

Working papers, 11c(15), 12f 

*U.S. GOVERNMENT PRINTING OFFICE 1986-166-288 
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