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ABSTRACT

The report is a survey of alternative approaches—for govern-
ments, institutions, and individuals—to crime prevention in the
residential setting. v

Security has two distinct meanings—actual protection against a
threat and freedom from apprehension or fear about it. The value, or
cost-effectiveness, of a security measure is considered from both these
perspectives. :

A conceptual framework for determining the cost-effectiveness of
a security measure in terms of reducing the actual risk of loss from

crime is set out, based on two concepts: the crime pressure of the area

and the vulnerability of the specific residence to which the security
measure is to be applied. Crime pressure is a special type of crime
rate, stated in terms of opportunities rather than targets. Vulnerability
is defined as the probability that a particular residence will be the
target of any randomly selected crime. Approaches available for
dealing with residential crime can either .reduce crime pressure, which
is a collective, public responsibility, or the vulnerability of a residence,
which is particularistic and the responsibility of the individual.

Two important conclusions are emphasized: 1) that security
devices should be seen as part of the consumer market; and 2) that
greater attention must be paid to the displacement effects of any
target-hardening approaches.

The report emphasizes the important role of -design in crime
prevention. Other alternatives are discussed: security devices, citizen
action (civilian patrols, tenant patrols, private guards), and public
policies concerning residential security (police, incentives and crime
insurance, state and local codes).

The report concludes that government’s role should primarily be
informational and offers several recommendations for providing
security information to the various audiences involved, as well as
recommendations for further research.
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are taken into account. Because these neces-
sarily differ from context to context and
individual to individual, the report secks to
present general information concerning se-
curity, measures and to raise the questions
that should be addressed in ‘making security
decisions, rather than to provide normative
prescriptions of the security measures that
should be implemented.

PART I. ASSESSING THE COST-
EFFECTIVENESS OF SECURITY
MEASURES

Security has two distinct meanings—actual
protection against a threat and freedom
from apprehension or fear about it. The

value, or cost-effectiveness, of a' security

measure may be considered from either of
these perspectives. The first would be em-
phasized by an outside observer attempting
to prescribe “rational” security measures for
a residence, the second by a resident trying
to decide what security devices to buy or
procedures to take to optimize his feeling of
security within his home. In the first part of
the report, we attempt to identify the rela-
tionships among the factors involved in
elther type of cost-effectiveness evaluation.

SUMMARY

Page g . . o . . .

TABLES » o e : The interest in residential security meas- Chapter 1 describes a conceptual frame-
1. Characteristics of Occupied Housing Units, 1970 ...... T XXV ures, rangmg from door hardware to design =~ work—or model—for determmmg the cost-

2. Occupancy Patterns and Burglary Victimization, Se- alterations, citizen patrols, and sophisticated ~ effectiveness of a security measure in terms

© lected Boston Reporting AT€as ....................... 6 intrusion detection devices, has grown with  of its value in reducing the actual risk of

3. Residential Security Functions and Subfunctions ....... 9 - increasing crime rates. The purpose of this  crime. Chapter 2 cqn51dt3,rs cost-effectiveness

4. The Relationship Between Physical Security Measures report, with burglary as its focus, is to in terms of the resident’s concerns and the
‘and Security FUNCHONS +...v..v.vrssennrinenennenn 10 provide a framework for assessing these reduction of the fear of residential crime.

R security measures and to identify their policy = Both chapters share a central theme: the

FIGURES” 7 implications for government. value of a security measure can only be
1. Utility and Cost-Effectiveness of Added Security Invest- This report places special emphasis on the  assessed in terms of the\specific residential
IIEIES t vt vv o e v ieneonnnnssenansosmenessonscesnnns 11. social, economic, and behavioral factors that  context in which it is applted, and then only

2. Marginal Utility and Optimal Amount of Added Secu- influence security decisions by individuals. It - in terms of its incremental contribution to

rity Investments . ..... ... oo i 12 does not address residential security in the the security of that residence.

3. Stile-and-Rail Door ........ ettt 292 abstract, as though it were the only goal in a The performance of a security measure -

4. Methods of Securing Hinges ......................... 22 residential environment; instead, it attempts depends upon the existing level of security

5. Types of LOCKS .. iuvvirin i i neaneeninnens 24 . to elucidate what can and should be done of the residence and the existing level of

6. Cpmparison of Victimizations Surveys ........ e 88 when constraints and conflicting objettives security of other residences in the area. Its

incremental contribution to security depends
upon the extent to which it upgrades the
comparative security of the residence to
which it is applied; that is, the extent to
which its application reduces the crime
threat to the’ particular residence. Putting
better locks on the doors of a home in-
creases its protection to the extent that they
reduce the likelihood that the home will be
the target of a successful burglary. The locks
will probably have only a negligible effect on
the overall incidence of crime in the neigh-
borhood; their primary protective function
consists in reallocating crime away from tke
residence to which they are applied to other
homes in the neighborhood.

This proposition has important ramifica-
tions. For one thing, it means that the
impact of applying a security measure to
every home will be extremely difficult to
assess. The impact of better locks applied to
every home in the neighborhood will not
simply be the sum of their impact applied to
each home. Because security is relative and
context-related, the fallacy of composition
comes into play: the wholé will be less. than
the sum of its parts, and perhaps apprecia-
bly so. If there is no other nelghborhood to
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which crime may be displaced, the universal
application of better locks may have a mini-
“ mal impact—or even none at all—on the
incidence of burglary in the neighborhood.

Chapter 1. Assessing the Protective Capa-
bility of Security Measures ‘

Every home is to some extent protected
against crime both because it has some
security measures and because of numerous
attributes of the home and its occupants not
normally considered security measures at all.
No home, however, is totally secure; each
faces some risk of crime. :

The crime risk confronting a residence—
the probability that it will be the target of a
crime over a specified crime period—is de-
termined by two variables: the “crime pres-
sure” in the area and the “vulnerability” of
the residence. By “crime pressure,” we mean
the probability that any randomly selected
residence in the area will be the target of a
crime during the specified peried. By “vul-
nerability,” we mean the probability that the
particular residence will be the target of any
randomly selected crime.

Crime pressure is the ratio of the number

of anticipated crimes to the number of

targets or opportunities for it; it is a special
type of predicted crime rate, stated in terms
of opportunities rather than population. For
residential burglaries, it would be the num-
ber of anticipated crimes in an area during a
given period divided by the number of
residences in the area. 4
Crime pressure is the equivalent of the
mean crime risk for the residences in an
area. Each of the residences, however, will
face a different risk. Vulnerability is the
measure of these differences; it expresses
the crime-attractiveness of each residence in
comparison with all others in the area. A
residence that is a less attractive target than
the average residence in the area will have a
lesser vulnerability, while one that is a more
attractive target will have a greater vulnera-
bility. To determine the vulnerability of a
residence, one must have information on its
crime-attractiveness and that of other resi-
dences in the area. N
The crime-attractiveness. of a residence
depends upon a variety of factors. Funda-
mental to-its determination is- knowledge

about the perceptions and motivations of
offenders in he area: Why do they choose
to attack one home and not another? Why
do they -persevere in their attack, once
begun, in one instance but not another?
Because offenders differ in their mix of
skills, preferences, and methods of opera-
tion, the identity and relative importance of
crime-attracting characteristics will differ
from place to place. Area-specific informa-
tion on crime-attracting characteristics of
residences is rarely available, and therefore
vulnerability must necessarily be estimated
on the basis of general knowledge and
intuitions about crime-attractiveness and
available testing or experiential information
on the performance of the security measures
that are in place. ‘

A physical analogue to the relationship

between crime pressure and vulnerability in
determining crime risk is a leaky fish tank.
The higher the water level, the greater the
pressure exerted on the sides and bottom of
the tank. Some portions of the seam will
wear more rapidly than others and as a
consequence will be more apt to spring
leaks. But, when the tank is empty, there is
no pressure, so that the vulnerability of even
the weakest point of the seam makes no
practical difference. :
The crime risk to a residence may b
reduced by measures that decrease its vul-
nerability or measures that reduce the crime

pressure in the area. The reduction of crime

pressure is largely a social problem and a
public policy concern. The vulnerability of a
residence, on the other hand, is a particular-
istic question, to be addressed by its owner
or occupants. ‘

Security measures are applied to a resi-
dence either to reduce its crime risk by
decreasing its vulnerability or to reduce the
probable cost of a crime if it should occur.
To determine the benefits and cost-effective-
ness of a security measure, the crime risk
must be measured in dollar terms. This
necessitates a measure of the probable cost
of a random crime to the particular resi-
dence, fully reflecting the anticipated nature
of the criminal damages (e.g., theft or per-
sonal injury) and the amount of these dam-
ages. The risk of loss from crime during a
given period is simply the product of crime
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SUMMARY TABLE 1—Residential Security Functions and
Subfunctions.

% 1. To control access by strangers to semi-public, semi-private, and

private areas of a residential context.*

A. To control access through formal inquiry procedures
at an access point. : ) L

_B. To control access through informal inquiry procedures
resulting ‘from surveillance by residents, guards, police, and

building employees. :

11. To control forced entry into semi-private and private areas. (By
definition it is not possible to force entry into a semi-public
area.) . ) .

A. To provide effective construction barriers to forced
entry. .
B.y To provide- effective surveillance designed to detect
persons attempting forced entry.

C. To provide fast police response (and private guard

response, where appropsiate) for apprehending individuals -

who are detected in the act of forcing-entry.

D. To increase the likelihood that a person who perpe-
trates a forced entry will be accurately identified by witnesses
so as to help insure his subsequent arrest and conviction.

IH To increase the likelihood that an individual commitling a crime .

other than forced entry will be detected in the act through
surveillance and will be apprehended.

* We divide the continuum of space within a residential com-
plex (that is, a property consisting of one or more buildings
containing dwelling units and associated grounds or, more
broadly, a neighborhood consisting primarily of residential

" uses) into four categories:
1

a. Public. Space that, whatever its legal status, is perceived
by all members of a residential area or neighborhood as
belonging to the public as a whole, which a stranger has
as much perceived right to use as a resident.

b. Semi-public. Space accessible to all members of the public
without passing through a locked or guarded barrier.
There is thought to be an implied license for use by the
public, and strangers will rarely be challenged. Generally
associated with multi-family housing.

c.. Semi-private. Space restricted for use by residents, guests,
and service people on legitimate assignments. In multi-
family housing, usually secured by guards (or doormen),
locks, or other forms of physical barriers. Strangers can
be expected to be challenged as potential trespassers.

d. Private. Space restricted for use by residents of a single
dwelling unit, their invited guests, and service people,

~with access generally controlled by locks and other
physical barriers. Unauthorized use is always challenged
when the opportunity for challenge presents itself.

A. To provide surveillance for detecting persors attempt-
ing to commit such crimes. )

B. To provide fast -police response (and private guard
response, where appropriate) to apprehend individuals who
are detected in the act ¢f committing crimes.

C. To increase the likelihood that a person who perpe-
trates a crime will be accurately identified by witnesses so as
to help insure his subsequent arrest and conviction.

IV. To decrease the likelihood that an individual discovered in the
act of forcing entry, or commilting any other Serious crime, will be
able to avoid pursuit and subsequent capture while on the premise or
grounds in which the crime occurred.

A. To reduce the opportunities for a fleeing criminal to
hide from his pursuers on the premises or grounds.

B. To increase the ease with which the police (and private
guard forces, wheré appropriate) can seal off the perimeter .
of a residential context, in order to apprehend the perpetra-
tor of a crime committed in that setting.

V. To decrease the likelihood -of a potential criminal deciding to
commit a crime on the premises or grounds of a residential context
once he has observed the setting.

A. With regard to criminal acts designed to obtain prop-

" erty in a residential context, to decrease the perceived value

of that property. :

B. To display precautions that have been taken to decrease
the likelihood of a potential criminal gaining undetected
access to the semi-public, semi-private; or private areas of a
residential ‘context, i.e., to display the precautions taken in
support of Function I when such display would increase the
deterrence effect more than the ease of circumvention.

C. To display precautions that have been taken to decrease
the likelihood of a potential criminal perpetrating a serious
crime, undetected, in the semi-public, semi-private, or privat
areas of a residential context, i.e., in part** to display the
precautions taken in support of Functions 1I and 11I, when
such display would increase the deterrence effect more than
the ease of circumvention.

D. To display precautions that have been taken to decrease
the likelihood that a perpetrator. of a serious crime in a
residential . context, who has been detectéed, will be able to
successfully escape pursuit and evade capture while still on
the premises or grounds, i.e., to display the precautions taken
in support of Function 1V, when such display would increase
the deterrence effect more than the ease of circumvention.

**4In patt” refers to the inclusion under this subsection of steps
taken to make a potential criminal think an empty residential
unit is occupied, such as the use of timers and photo-electric

* cells to: turn lights on and off.

risk and anticipated cost of a crime. Security

measures may reduce vulnerability, thereby
reducing crime risk, reduce the anticipated

loss per - crime, or both. In all cases, their

impact on the risk of loss will vary directly
with the crime pressure.

Most security measures affect security in
more than one way; some of these effects
may be positive and others negative. The

upon its impact on each of the aspects of

security of a residence—or, put differently,
on each of the crime-attracting characteris-
tics that contribute to its vulnerability and on
its anticipated loss per crime. e
-In summary tables 1 and 2, we show the
major residential security functions and asso-
ciated subfunctions and the relationship of
major categories . of physical security meas-

ures to these functions.
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SUMMARY TABLE 2-The Relationship Between Physical

Security Measiires and Security Functions.

L

Security Functions

an

"% % | Access Control
Reduction of Escape Possibilities

Security Measures

Door and ‘Window Systems

» %< ¢ | Control of Forced Entry
% %% % | Control of Other Crime

Intrusion Detection Systems X
Surveillance Equipment
Access Control Systems
Exterior Lighting X

Display of Security Measures
Devices to Simulate Occupancy

In assessing an added security measure, -

one must consider not only its negative and
positive effects on each security function, but
also the relative importance of each func-
tion, The utility of a security measure de-
pends not only upon the added effectiveness
with which the security functions are per-
formed, but also upon the crime pressure in
the area and its impact on the comparative
crime-attractiveness of the residence (that is,
its vulnerability). ,

To determine the utility of a given secu-
rity measure applied to a particular resi-
dence, therefore, one must know more than
its general or abstract performance: charac-
teristics. Its performance must be considered
in terms of its complementary and conflict-
ing effects on existing security imeasures;
each security function in the particular resi-
dential context must be weighed in terms of
the importance of various crime-attracting

characteristics ‘in the area. The remaining

" crime-attractiveness of the residence, with
the added security measure in place, must be
‘compared with the crime-attractiveness of
other residences in the area to determine the
. reduction in vulnerability. The vulnerability
reduction and any reduction in anticipated
loss as.a consequence of the security meas-
ure must be combined with data on crime
pressure in the area to calculate the reduc-

~ whether it is cost-effective. For this purpose,

~ period as the risk of loss figure and capital

PR KA >< ¥ | Psychological Deterrence

- of a particular security investment, i+

#

tion iri the risk of loss—the utility of the
added security measure. :

" The utility of a security"measure must be
compared with its costs to determine

cests must be stated. for the same time

costs must be amortized appropriately.

No added security. measure -is cost-effec-
tive unless it provides a greater reduction of
the risk of loss than it costs; the ratio of its
utility to its costs (for the same period) must
exceed. one in any incremental application of
the security measare to the residence in
question. There is. an upper limit on cost-
effective expenditures for additional security
measures—namely, the risk of loss confront-
ing the residence. '

Among the cost-effective levels of added
investment for security measures, moreover,
there is an optimal amount that should be
expended. This amount is where the mar-
ginal utility of the last dollar expended is the

. greatest—that is, the addition of the last

dollar of security investment yields the great-
est loss reduction.

Chapter 2. The Resident’s Assessment of
Security Measures

The model described in chapter 1 looks at
cost-effectiveness from the perspective of an
outside observer seeking to reduce the actual
crime risk to a residence in the most eco-

nomically justified way. It does not take into

account the preferences, emotions, or: atti-
tudes of residents except insofar as they
contribute to the level of vulnerability of the
residence or affect the protective capability

While the model offers useful guidance to
a resident seeking to improve the security of
his home, the factors included in it will ndf
be completely determinative for him. He
views the problem of crime, and the benefits
and . costs. of security measures, differently
from an outside observer. He seeks to re:
duce the crime threat as he perceives it; and,
although there will undoubtedly be a rela-
tionship between 'his perceptions and the

objectively described situation, the two will £
“not necessarily be identical. © .

xii
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The Perceived Risk of Loss from Crime

A resident’s fear of crime results in a
different perceptiorni of crime risk from the
objectively described risk. A resident is apt
to overestimate the level of crime in his
neighborhood (pressure) and the compara-
tive likelihood that he will be a victim (the
vulnerability of his home) because of his fear
of crime and the importance he attaches to
his home as a private refuge.

Like the resident’s subjective perception of
the threat of crime, his estimate of his
probable loss from victimization is apt to be

.greater than the observable situation would

appear to warrant. He is apt to overestimate
the risk that a residential crime will lead to
violent confrontation and to value the loss
from injury to themselves or their families at

. a greater amount than an outside observer.

Similarly, he will value his property more
highly than most outside appraisers.
Perceived Benefits from Security Measures

Most residents would undoubtedly rate the
effectiveness of a security measure in reduc-
ing their fear of residential crime in much
the same way that an objective expert would
assess its protective capability, but this may
not be uniformly true. Some devices may
offer less protective capability than reassur-
ance to those who buy them, and vice-versa.
And, among the security functions, residents
may place more emphasis on those provid-
ing protection of an occupied residence, and
therefore security against violent confronta-
tion, than on others. In addition, a resident
may value a security device for important
nonsecurity benefits that an outside observer
could not necessarily recognize or readily
quantify.

Costs . .

The resident is apt to consider the costs of
d security measure in a more inclusive, if less
rigorously quantified way, than an outside
observer. He will take into account not only
cash outlay, but also the compatability of the
measure with the lifestyle and living patterns

of his household. The extent to which it :

interferes with his privacy or the normal
activities of the family is a very real cost for
the resident. Possible malfunctions of a de-
vice—a factor relevant primarily to the eval-
uation of its benefits from an objective

e

standpoint—may also be regarded as costs by
the resident. Questions of aesthetic values
and preferences enter into the resident’s
assessment of costs, as well as his evaluation

“of benefits. Finally, even the direct costs of a

device will vary depending upon the charac-
teristics of the -resident, and especially his
do-it-yourself ability.
The Optimal Security Investmeni for the Resident

The resident faces an additional constraint .
that may cause him to spend more or less
than marginal utility analysis of security
measures (based on costs and benefits as he
perceives ‘them) would shéw to be optimal.
He has a limited' amount to spend on all
household and consumer goods and must
seek to make the most cost-effective pur-
chases of all types. He will determine his
security investment not only by assessing
available security measures, but also by com-
paring security with other wants. In this
respect, security products compete directly
with the whole spectrum of non-security
consumer goods as well as among them-
selves.
The Usefulness of the Model to the Resident

A resident will bring his subjective judg-
ments of crime risk, the probable loss from a,
crime, the benefits and costs of security
measures, and the comparative ‘importance
of security and other consumer needs to
bear in deciding how much:ta spend on
security and what to spend it on.: An out-
sider cannot prescribe his behavior for him
but can provide useful assistance to him.
The framework of the model can serve as a
vehicle for providing important informatior
to help the resident make security invest-
ment decisions. .

Particularly critical is the emphasis of the
model.on the specifics of the crime risk to a
residence. The model stresses that the resi-

_dént should make security decisions in light

of:

e the crime pressure in his neighborhood
or area and '

e the existing vulnerability of his home in
comparison with others in the neighbor-
hood or area,

as well as the general effectiveness and costs

of available security measures. Thus, the
‘household will want to analyze such ques-

xiii.
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tions as’ whether .residential burglaries are
rare, or involve a relatively few houses in the
area, or seem relatively frequent or wide-
spread. (When crime pressure is low, the
benefits from security investments will be
correspondinglv:smaller; when it is high,
they will be correspondingly greater.)-In
practical terms, he will want to assess his
vulnerability by asking such questions as the
following: : '

e Will an intruder approaching my home
be observable by the neighbors?

e Are the neighbors apt to be around to
spot him? Will their presence be apparent?

e Are the accessible doors and windows to
my home locked? Are the locks adequate to
withstand common techniques of forced en-
try? _

o Are the doors, frames, and hinges re-
sistant to common techniques of forced en-
try? ‘

o If the burglar gets in, will his presence’

be detected? If he is detected, what is likely
to happen?

e Will a burglar desist when he becomes
aware of the security measures that are
present? Are there ways to make him more
aware of their presence without diminishing
their effectiveness? ‘

e Finally, how does my house compare
with others in the area in terms of occu-
pancy patterns, observability of entry points,
ease of illegal entry through doors and win-

‘dows, and possible detection of intruders

within the premises? . :
PART II.. PHYSICAL SECURITY

MEASURES AND DESIGN PRINCIPLES

Chapter 3. Security Devices and Systers
.. Chapter 3 provides an overview of various

types of security harcdware available in the

residential market or with some applicability
to the residential setting. These include door
systems, windows and sliding glass doors,
lighting, and mechanical, electro-mechanical,
and electronic security systems. :
Door Systems ; : .

Doors. Because of the wide price variations

and the virtually infinite combination of

materials and styles of doors, one cannot

~ prescribe an optimal door for security pur-

Xiv:

poses. The vulnerability of.a door is usually
defined in terms of its penetrability, al-
though a greater hazard is posed by a door
that fits loosely to its frame and may be
readily pried or forced open.

Three types of,doors are in common use.
(1) Flush wood doors are either of hollow-core
or solid core construction. Solid core doors
provide good strength across the width of
the door and add insulation and fire resist-
ance as well as security. Hollow-core flush
doors, on the other hand, are easily pene-
trated but are being used increasingly on
exterior entries of new residences, primarily
because they are least expensive. (2) Stile-
and-rail doors differ in their security effec-
tiveness depending on thickness, type of
wood, and quality of fit to frame. (3) Metal
doors are superior in security terms to-any
wood door, but offer less insulation-and are
often considered aesthetically unattractive
for residential use.

Hinges. Hinges are an important if often
overlooked element of a door system, pro-
tecting 2 home or apartment against either a
door being forced out of its frame or
removal of the whole door after removing
the hinge pins. Various methods are availa-
ble for securing hinge pins when hinges are
on the outside.

Locks and Locking Devices. The five major
lock categories used in residences are:

e cylindrical (key-in-knob) locks
mortise locks
rim locks
cylinder deadboit locks .
cylindrical lock sets with deadbolt func-

tion

Cylindrical (key-in-knob) locks are most wi-
dely used in residential construction but are
least desirable from a security viewpoint.
Mortise locks require mortising of the door
to install; since the introduction of cylindri-
cal locks, their popularity has declined. A
satisfactory mortise lock should have a dead-
bolt with a sufficient throw to fit securely
into the frame, but many do not. Rim locks
are often installed as an auxiliary lock on the
inside of a door. Properly installed, a vertical
deadbolt rim lock is an excellent security
addition at a cheaper price than a replace-
ment primary lock: Cylindrical deadbolt

locks, preferably with a double-cylinder, are

<

becoming .the maost popular security lock.

The need to find and use a key for egress
poses some hazard in case of fire. Cylindrical
lock sets combining a deadlatch function
with a deadbolt combine the best features of
a good security lock. )
Miscellaneous. Related to door security are
chain locks, door intercoms and peephole
viewers. Chain locks provide only limited
protection against forced entry. They do

- serve to aid in visitor identification, although

the inexpensive peephole viewer js probably
a safer way to provide this function. Door
intercoms are most useful in multi-family
housing.’ :

Windows and Sliding Glass Doors

Windows constitute a major security prob-
lem. They are vulnerable in inverse propor-
tion to the vulnerability of main entry
doors—an intruder almost invariably goes
for a door first. There are several alterna-
tives for increasing window security—the use
of grills or hLeavy screens, burglar resistant
glass laminated with a"vinyl layer, and using
nails or pins to prevent moveable sashes
from being opened.

Lighting :

Outdoor lighting can be one of the most
effective deterrents against crime. When
properly used, it discourages criminal attack,
increases natural observability, and reduces
fear. Despite the voluminous material availa-
ble on lighting, however, there are few
definitive standards on the optimal level of
lighting in terms of crime prevention. For
both single and multi-family housing, the
most critical problem is not the absolute level
of light but the evenness of light. Outdoor

~ lighting coverage should be adequate to

eliminate large shadowed areas but not so
excessive as to be unpleasant to live with. No
general standard applies to all residential
areas, although porch,- garage and driveway
lights should provide observation of visitors
and ailow police patrols easy identification of
a house or apartment number, ,
High-intensity street lighting, increasingly
widespread as a crime deterrent, ur}doubt-
edly creates increased usage of city areas and
may reduce street crime. To the extent it
interferes with the living patterns and com-
fort of residents, such lighting may prove

cern with high intensity and related public
lighting programs is that they may serve
only to displace crime—increasing the secu-
rity of one neighborhood at the expense of
contiguous areas. Further research is needed
on these displacement effects and other

“aspects of the relationship of street lighting

unsuitable in residential areas. Another con-
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to crime.
Mechanical, Electro-Mechanical and Electronic
Security Equipment '

Complex and technological security ad-
vances heretofore oriented to commercial,
industrial, and military installations have
begun to move into the residential market.
The fairly widespread use of CCTV to
monitor indoor and outdoor areas of apart-
ment complexes is but one example. Al-
though sensors and alarms are being used
increasingly, only a negligible number of
homes are now equipped with intrusion
detection systems. Several problems are evi-
dent. The use of intrusion detection devices
places certain strictures on family living
patterns that are difficult to observe consist-
ently—especially if the household owns a
dog or other pet. Inappropriate family be-
haviors, together with equipment and instal-
lation deficiencies, have resulted in exces-
sively high false alarm rates (estimated ag
high as 95%). ‘

To insure effectiveness, detection and
monitoring devices must be more reliable
and communicate directly or indirectly to
the police. Direct police communication is
increasingly rare, as soaring false alarm rates
have made police leery of direct communica-
tion. While the private central station alarm
system offers its client a positive attitude and
response, the principal disadvantage to the
consumer is cost. A monthly fee for. moni-
toring and service (that begins at roughly
$15 and can go substantially higher), in
addition to the purchase or lease price plus
installation charges, poses a real obstacle to
the widespread use of intrusion detection
systems in residences.

Chapter 4. Design and Residential Secu-
rity
Recent findings highlight the importance
design plays in improving residential security
both in existing communities and in plan-
ning new residential communities. Environ-
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mental psychologists have pointed out that
territoriality is one means of establishing and
maintaining a sense of personal identity. If
we consider the urban setting in this light, it
is apparent that our cities and homes often
do not strengthen this sense of self; to the
contrary, they often intensify feelings of
isolation and unimportance. Planners, build-
ers and architects have not yet made of their
profession a “socially responsible art,” and
the result is design that often increases
tendericies toward crime, violence, and social
isolation. Realizing this has been an impor-
tant first step toward relating design to
crime prevention.

This relationship has been tellingly docu-
mented in Defensible Space, the recent work
done by Oscar Newman and the Center for
Residential Security Design, Inc. Newman
and his research team were able to show
significant relationships between environ-
ment and behavior. Comparing projects al-
most identical in density, population, income
and other characteristics, but with sharply
differing crime rates, Newman found the
critical differences were the design of build-
ings and their grounds, and the relationship
of the projects to their surrounding environ-
ments. Newman, building on the earlier
work of planners and behaviorists, has indi-
cated that architecture can create zones of
territorial influence that, when combined
with created opportunities for surveillance,
enable inhabitants to act naturally as their
own policing agents. Work done by the New
York City Rand Institute, in sleveral Califor-
nia communities, and at Yerba Buena Plaza
in San Francisco, support this relationship
between design and security.

Design, then, offers a chance to build an
open society rather than the “fortress Amer-
ica” that is a possible (if repugnant) alterna-
tive; and design for security (even if that
design must include some “fortification ele-
ments”) is a much more cost-effective ap-
proach than building without any considera-
tion of what design has to do with security.

Although the general security design
guidelines need fturther testing, they do
represent a foundation for a new approach
to crime prevention in which security is
achieved through design and a natural sys-
tem of community protection and self-de-
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fense. This approach is oriented toward the
creation, maintenance, -or reinforcement of
an open community rather than an atmos-
phere of mistrust and control. The elements
of this approach are basic, simple and gen-
eral, and include seven important points:

Opportunities for surveillance

Differentiation of space

The assumption of territoriality

Access control

Separation of conflicting uses

Provision of more acceptable outlets for

potentially delinquent and criminal energies
e Community aesthetics

These points define residential design con-
siderations that provide a focus for archi-
tects, planners and builders as they deal with
a specific site or plan.

Obviously, design is not a panacea for
crime problems, nor can any single set of
solutions answer the needs of all socioeco-
nomic groups .or all regions. Enough is now
known, however, about design and security
to warrant an effort to disseminate existing
knowledge to architects, developers, build-
ers, and local planning officials and to
include security considerations in site plan
review and other flexible aspects of local
development control.

PART III. PRIVATE GROUP ACTION
TO COMBAT RESIDENTIAL CRIME

The third section of the report discusses
private group action to combat residential
crime: citizen patrols in residential neighbor-
hoods, tenant patrols in public housing, and
private guard forces in the residential set-
ting. ' :
Although most citizens would prefer im-
proved police service to any personal in-
volvement or. expenditure of funds for pri-
vate guards, they are increasingly banding
together to provide supplementary protec-
tion for their homes and neighborhoods.
The decision about what form of protection
to seek is dictated primarily by economic
considerations. Support for citizen patrols is
found “disproportionately among lower-sta-
tus persons,” according to one study, while
middle-class people. press more effectively
for increased police protection or hire pri-
vate guards. [

RV -

Most such efforts at self-protection inhabit
an anomalous legal- position. In our society
there is little middle ground-between the
sworn police officer and the ordinary citizen,
and all the activities described in this section
represent private’ citizens undertaking an
ancillary police role—an qncomfortable role
with many inherent tensions and one fet-
tered by a variety of legal restrictions. These
restrictions and the risks they reflect are one
of the drawbacks of such seii-protection
measures. Other important issues concern

_the relationships of private protection efforts

to the police and their impact on the atti-
tudes of a community and its residents,

particularly on fear.
Chapter 5. Citizen Patrols

The citizen patrol can be viewed as part of
the long historical tradition of vigilantism n
this country, with all the ambivalence pres-
ent in that term. In the present instance,
where their numbers are reported to be
increasing in a number of suburban com-
munities and cities across the country, they
are seen ideally as performing a relatively
simple and narrowly defined role: to deter
criminal activity by their presence. Their

1

function should be that of a passive guard:
to watch for criminal or suspicious activity
and to alert the police when they see it.

Drawing on information that exists about
citizen groups recently active or current,
what are-their advantages over other protec-
tive measures? -

e Patrols are relatively inexpensive.

e Patrols can perform a surveillance func-
tion effectively. : )

e Patrols take advantage of existing be-
havior patterns. . .

e Patrols can improve an individual’s abil-
ity to deal with crime. :

e Patrols contribute to other desirable
“social goals, related to neighborhood .coh‘e-
siveness and the provision of a desirable
alternative to less acceptable activity.

In practice, however, patrols exhibit seri-
ous shortcomings:

e The typical patrol process—formation
in response. to a_serious incident or height-
ened level of fear about crime, increased
membership, success in reducing criminal
activity at least in a specific area, boredom,

.t maintain.

decreasing membership, dissolution—means
that patrols tend to be short-lived.

e The passive role of -a patrolis difficult

‘e The police will be reluctant to cooperate
with a patrol and may even oppose it~ -

e The patrol may aggravate community ‘

tensions. .

The principal problems of patrols relate to -

their inability to sustain the narrow, anti-
crimé role they initially stress. They may be
an effective temporary measure to deal with -
criminal contagion in a particular area. Over
the longer term,. however, the inherent risks
may outweigh the continued benefits.

The proliferation’ of patrols in recent
years is evidence that they fill a felt need,
but it should be recognized that patrols are
no substitute for adequate police protection.

Chapter 6. Tenant Patrols in Public Hous-
ing '

- While public housing management oper-
ates under severe budgetary constraints, 1t
has a special obligation to seek out inexpen-
sive means of providing security for a popu-
lation that has few economic or social alter-
natives as far as housing is concerned. It also
faces a legal obligation to utilize tenants tq
provide management services, for the Hous-
ing and Urban Development Act of 1970
requires’ “maximum feasible participation of
the tenants” in the development and opera-
tion of tenant services, including “services
which are directly related to meeting tenant
needs and providing a wholesome living
environment.” : :

In this context, tenant patrols are an
important security measure for public hous-
ing, and in a dozen or so cities patrols
organized in a variety of ways have been
funded by HUD, LEAA, the Department of
Labor, state criminal justice agencies and
private foundations. - . o

The chapter describes three tenant patrol
operations: New York, Hartford and Kansas
"City, Mo. New York City represents a volun-

. teer operation, the oldest and largest pres-

ently in existence. More than 12,000 volun-

teers provide access control in the lobbies of °

‘hundreds of buildings, with some support
and direction from the tenant patrol unit of
the New York City Housing Authority. They
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serve as a complement to the independent
Housing Authority Police Department,
whose 1500-plus men provide vertical patrol
and the full range of police services to the
public housing community.

Beyond- the guidance offered by the cen-
tral tenant patrol’ unit, there is little formal
training; the generally sedentary surveillance
activities of the tenant patrols, however, are
the least complex type of patrol, where an
untrained presence may be adequate.

Every security. increment carries a price
tag. Costs are proportionately lower in New
York because only project. supervisors are
paid. The largest single expense is for tele-
phone services: a phone on a card table in
the small lobbies connects the volunteers on
duty (frequently women and ‘elderly resi-
dents) to police help, and the volunteers do
not hesitate to call at the first sign of any
problem in the building.

A small patrol working in two housing
projects in Hartford, Conn., represents the
use of Model Cities funding to support a
patrol project. Receiving high marks from
residents, the patrol nevertheless suggests
the difficulties such projects often go
through in becoming operational, as well as

~problems with training that often beset such

groups. The Hartford experience points up

the importance of police involvement and

the need for clear administrative and organi-
zational guidelines, issues of primary impor-
tance to the success of most patrols.

The larger operation in Kansas City,
funded heavily through the Emergency Em-
ployment Act, is a patrol at the opposite end
of the image spectrum from New York City.
Quasi-military and armed, the Kansas City
patrol is the closest of all patrols to becom-
ing a separate police force and the Kansas
City Police Department has been heavily
involved in planning and training. The em-
phasis on the police role has caused some
resentment. Admittedly, the balance between
a security and community role has not been

-easy even . for established police forces to

maintain, but one of the potentials of patrols
has been their special relation to their clien-
tele. “Their success is vitiated if they aggra-
vate those resentments toward the police
that many residents now have. .
Although the New York operation is spe-
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cifically successful in its own setting, its

organization may not be valid. for other
ssettings. As in so many areas of security, the
solution’ needs to be tailored to fit the
specific situation. Certain conclusions about
the New York City operation, however, are
applicable to other patrols:

1) There generally exists no hard statistical
basis for evaluation of a patrol’s effective-
ness. The variables pose almost insuperable

~obstacles to relating changes in crime rate to -

patrol activity.

2) There is a case to be made for the
effectiveness of tenant patrols. They pro-
duce strong secondary benefits that relate to
security: a lessened fear of crime and a
strengthened sense of community. Second-
ary programs can develop from the patrols
that add to this community feeling: recrea-
tional programs, often youth-oriented; com-
munity recognition and beautification pro-
grams. , . .

3) With residents given preference, they
provide an additional employment avenue
for residents of public housing, with the
possibility of career ladder development to-
ward housing authority jobs.

4) The patrols affect the relationship of
people to place and space and this assump-
tion of territorial responsibility is in itself an
Important security increment.

The public housing setting may be partic-
ularly suited to such resident activity, offer-
ing the “clearer boundaries and relatively
homogeneous constituency” that one patrol-
watcher considers a prerequisite for effec-
tiveness. If this is true, it should also be
noted that there is no single, generally
acceptable model of a successful patrol oper-
ation; again, the concept must be tailored to
local perceptions, police structure, physical
layout and management. There is, however,
a need for an information clearinghouse that
local housing authorities could consult about
tenant patrols. ‘

Chapter 7. - Private Guards and Residential
Security '

In a residential context, private guards are
generally hired by a community, apartment
complex, or development to provide access
control, preventive patrol, property protec-
tion, response capability, or a combination of
these functions. The price tag for all or any

of this puts guard services well out of the
reach of most households in this country.
Contracting for guard setvices is feasible
only when the cost can be shared by many
househoids, either through a neighborhood
association or a direct or indirect charge by
management. ' . _

The quality of the service a.community or
development obtains when it contracts for a
guard is open to serious question. The
typical private guard, according to a recent
Rand study, is an aging white male, poorly
educated, usually untrained, and poorly
paid. Personnel problems are aggravated by
minimal training, and these inadequacies
make the issue of weapons all the more
critical. In our view, an armed guard in a
residential setting is, quite liferally, an exam-
ple of overkill.

- Guards should be trained as watchmen,
with a communications capability to the
police. A watchman presence of this type
may be justified in some residential com-
munities, especially those experiencing a
contagion of criminal episodes.

Although industry turnover is high and
regulation haphazard, the,pogentlal advaq-
tage of private guards over citizen patrols is
that paid guards presumably will have
greater staying power and are at least under
the supervision:of a business enterprise that
could discipline or fire them. In most resi-
dential areas, however, private guards are a
poor security bargain.

PART IV. PUBLIC ‘POLICY ISSUES
'CONCERNING RESIDENTIAL
SECURITY

Government has three basic approaches to
influencing individual or business behavior:
through persuasion, the provision of incen-
tives, and compulsion. The final section of
the report discusses the major proposals
under the last two of these three approaches
to “target-hardening” against residential
crime—that is, to inducing builders, land-
lords, homeowners, and tenants to protect
residential units against burglary.

Chapter 8. Residential Crime
and the Police ’

Most urban police departments have had a
disappointing impact on residential crime

because of competing demands for insuffi-
cient manpower, higher priorities claimed by
commercial areas, and the difficulty of pa-
trolling varied physical layouts of neighbor-

‘hoods and apartments. The low probability

that an officer will actually observe a resi-
dential burglary, coupled with average es-
cape times and police response rates, make it
unlikely that traditional police tactics—fo-
cussed on deterring crime through increas-
ing the likelihood of detection, apprehension
and punishment—will have much impact on
the incidence of residential crime.

Two promising police innovations are
worth mentioning, however. ’I:he first, team
policing, involves decentralization of respon-
sibility, permanent assignment of officers to
a specific area, integration of patrol, traffic
and detective functions, and related efforts
at achieving increased community involve-
ment. Team policing appears to be increas-
ing police effectiveness and knowledge of
the community, and, in turn, bolsi{erlng
citizen confidence in the police. While no
objective measures of long-term effectiveness
are available, these results probably justlfy
increased team policing, whether or not the
program proves to be a significant deterrent
to residential burglary or results in higher
apprehension rates. Coa

The second new program is residential.
security inspections. Aware that burglars
seek out visible defects in residences, and

_that most residents have sparse information

available about hardware or procedures that
could better protect their homes, police
departments in some cities have begun to
conduct home security inspections. The re-

ort focused on California, where five juris-
dictions (Oakland, Los Angeles County, San
Diego, Los Angeles and Orange County)
conducted inspection programs under the
Crime Specific Program, supported with

. LEAA funds. Common elements of their

programs were an extensive “publicity cam-
paign, mail or phone or door-to-door solici-
_tations, followed by the inspections. Each
inspector went into the field with a checklist:
of vulnerable points and .a set of recom-

mended hardware and procedural standards

to discuss.

Some hard lessons were learned from the
experience. The inspections proved ‘quite
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costly on an individual basis, response on
other than door-to-door solicitation was dis-
appointing, and the compliance rate was
minimal. It would seem far preferable to -
limit security inspections to homes that have
just been victimized and those whose owners
voluntarily request an inspection from the
police (not as a consequence of door-to-door
canvassing). L o
Despite the poor compliance experience in
the California experiments, residential secu-
rity inspections provide a means and oppor-
tunity for the. police to. help residents and
housing management minimize the oppor-
tunities for residential crime. To the extent
such private citizens take measures and fol-
low procedures that will strengthen the
physical security of their dwellings, the mis-
sion of the police in reducing crime will be
greatly facilitated.

’

Chapter 9. Incentives for Residential Se-
curity Measures and Crime Insurance
Incentives to encourage citizens to protect
their homes could be provided in a number
of ways, from something as conceptually
simple as subsidizing the purchase and in-
stallation of residential protective devices to
a tax write-off of one or another form. The
proposed program of target-hardening in
Impact Cities, outlined in LEAA’s guidelines
for use of Impact City grants, is a specific
- subsidy program—that is, its purpose is to
diminish the monetary cost of protective
devices to such a low level, perhaps zero,
that residents will agree to installing them.
Another recent example of a large-scale
incentive program is New York City’s $5
million Block Security Program to encourage
and support self-help community programs.
‘The program offers matching grants of up
to $10,000 to individual blocks, represented
by block associations,” organizations repre-
senting groups of blocks, and tenants’ or
merchants’ associations. Police involvement is
built into the program of training for block
security officers. .
~ The most often suggested incentive, how-:
ever, is the reduction of crime insurance
rates for homes where protective devices are
installed. We do not believe that"this is a
realistic . proposal, since the incentive effects
would be minimal and the insurance indus-
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try itself has little reason to promote the |

‘incentive. , .
Some proposals concerning crime insur-

ance shade -into the area of compulsion—for

example, a requireraent in insurance policies

“.that protective devices be installed in order

to .obtain crime coverage. These proposals,
unfortunately, confuse a social objective
(greater residential security) with the basic
purpose of insurance (loss-spreading) and, in
the process, might severely limit the social
benefits derived from crime insurance.

Chapter 10. Compulsory Residential Secu-
rity Measures: State and Local Codes

Our consideration of compulsory meas-
ures to improve residential security focuses
primarily on state and local residential secu-
rity codes. There are four different types of
“residential security codes”: provisions in
subdivision and other planning ordinances
requiring that security be. considered in the
design of new residential developments, pro-
visions in building codes, establishing secu-
rity standards for the construction of new
housing; provisions in housing codes, requir-
ing the installation of protectivé devices in
rental housing; and, finally, ordinances re-
quiring the owner-occupants of existing
housing to install protective devices. For
reasons stated in chapter 4, we favor the
inclusion of security among the design
standards addressed. in subdivision or site
plan review. In chapter 10, we consider the
three other types of codes. ,

Our major conclusion is that serious issues
about the effectiveness and impact of codes
have not been addressed. While it may be
appropriate to adopt building and housing
code provisions covering security require-
ments, codes applied to.existing owner-
occupied housing pose an additional and
troubling problem of the appropriate gov-
ernmental role in regulating individual con-
duct for his own good.

Chapter 11. Recommendations

To preface our recommendations concern-
ing the role of government at the federal,
state, and local level, we reiterate that the
crime risk to a given residence is a function
of two variables, crime pressuré and vulnera-
bility. The. most important implications of
this are that residenual security is contextual
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and that the risk of crime to a residence may
be reduced through two distinct types of
measures, those that reduce-overall crime
pressure and those that redl.lcg'.'vqlnerability.

A variety of government initiatives—rang-
ing from drug abuse programs to improve-
ments in the criminal justice system—may.
reduce crime pressure. They are beyond the
scope of this report, but they necessarily and

appropriately command most of govern- .

ment's attention and resources in this field.

Residential security measures affect vul-
nerability far more than crime pressure. The
particularistic quality of security measures
makes it very difficult to assess them from
the standpoint of public policy. Reductions
in vulnerability benefit only some people

and impose a greater crime burden on

others. This displacement effect has ramifi-
cations in terms of equity and fairness that
an individual homeowner may ignore but
that government cannot.

The distribution of crime, as opposed to
its frequency, touches upon aspects of pri-
vate behavior that may be outside the ken of
governmental action. Residential security
measures are basically consumer goods; and
governmental action to affect the vulnerabil-
ity of residences should be limited accord-
ingly. This position underlies the following
recommendations. _

1. Government’s most important role is
the provision of accurate and useful infor-
mation to potential consumers of residential
security measures. A brief compilation of the
type of information that should be conveyed
to homeowners and tenants is presented in
chapter 11. ,

There are two recommendations in- this
area: , .

a. Local law enforcement agencies
should initiate residential security inspection
‘programs. Information should be broadly
disseminated; on-site inspections should be
provided to residents who request them or
have been recent victims of residential bur-
glaries.

b. At the federal level, LEAA should
establish a clearinghouse to collect, summa-
rize and disseminate information about resi-
dential security. : »

‘2. In recognition of the importance of
design principles to residential security, it is
recommended: :

a. One. of the prime functions of any

LEAA clearinghouse should be to-develop

information about design approaches to resi-
dential security for dissemination to archi-
tects, planners, developers, and local plan-
ning officials.

. b. The federal government should as-
sume a leadership.role in efforts to train
housing and planning professionals about
design and security. -
¢ The federal government should sup-
port further demonstration programs, espe-
cially to supplement design modifications in
public housing with serious crime problems.
- d. At local government levels, security
considerations should be included in site
planning and subdivision regulation, with
increased police involvement in these regula-

tory processes. In addition, minimum door--

and lock standards for new housing should
be provided through building code provi-
sions. :

e. In the light of the special federal
obligation to residents of public housing,
there should be a central information source
so that local housing authorities can more
easily obtain information about security
hardwire, design modifications, tenant pa-
trols and public housing guard forces.

3. The following recommendations. relate
to possible subjects for federa] research an

“development:

a. Offender studies are sources of in-
sight into improvement in social institutions
to deter criminal behavior (measures that
will reduce crime pressure) and rehabilitative
and correctional processes. There should be
further research in this area, with a greater
pooling of techniques and experiences
among researchers; in particular, a better
understanding is needed of the “projective”

techniques that have been used to study ™

incarcerated offenders.

b. Having stressed the immediate rele-
vance of physical vulnerability data to the
effectiveness of design principles and hard-
ware, further iterations of v_ictimization. sur-
veys (including the LEAA-Census National
Crime- Panel) should include more stress on
specific questions relating to physical vulner-
ability. ‘ o _

¢. More research is needed on the
nature of fear of crime to give better
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direction to assessments of the comparative
seriousness of crime and security problems.
~d. Further work on the impact of high
intensity street lighting on crime  patterns,
displacement, and non-crime-related conse-
quences is still a research priority. '

4. The report’s. final conclusion discusses
current LEAA activity on low-cost, reliable
intrusion detection devices for residential
application. Unfortunately, the low initial
cost of such a device may prove to be
illusory, since the major outlays for alarms
are continuing charges to monitor them.
Moreover, market resistance to intrusion
detection devices may not be based so much
on price as that these devices impose too
many constraints on normal living patterns.

xxii

Further, if the government were to subsidize
such a low-cost product, it would be 'ques-
tionable whether benefits would accrue to
those at the lower end of the income scale.

If product development in this field is to

proceed, two research priorities are obvious:

a. There. is a need to estimate what sucﬁ |

a low-price system would actually cost con-
sumers over a prolonged period, including

installation, monitoring and response costs; .

and

b. There is a need for sophisticated
market research, especially into the low- and
moderate-income . market, to determine the
marketability of residential intrusion detec-
tion systems.

SCOPE OF THE REPORT

This report is an assessment of security
measures against residential crime, with par-
ticular emphasis on crimes that involve ille-
gal entry into residential property. Interest
in the problem of residential crime has
grown as crime rates have increased; resi-
dential security measures, ranging from
door hardware to design alterations to so-
phisticated intrusion detection devices, have
attracted increasing attention from govern-
ment and citizens. The purpose of this
report is to provide a framework for assess.,
ing these security measures and to identify
their policy implications for government.

We have paid special attention to social as
well as economic tradeoffs required by secu-
rity measures and have attempted to identify
the range of factors that influence security
decisions by individuals. This report does
not address residential security in the ab-
stract, as though it were the only goal in a
residential environment; rather, it attempts
to elucidate what can and should be done
when all the constraints and conflicting ob-
jectives are taken into account. Our intention
throughout is to ask the significant ques-
tions, to provide a proper framework for
meaningful answers, and to maintain a bal-
anced perspective on the subject.

Neither residential crime nor residential
security measures are terms with generally
accepted meanings. The definitions we have
utilized and some of the subjects we have
excluded from consideration are explained

- in the following paragraphs.

Residential Crime: Focus on Stranger-to-
Stranger Crimes and Burglary

Residential crime, for our purposes, does
not include every offense that might occur
in residential areas. We were specifically
asked to confine our study to crimes com-
mitted on residential property. We were also
asked to focus on ‘‘stranger-to-stranger”

crimes—those committed by persons un-

known to their victims.

R
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- Among these residential crimes, bur-
glary—the illegal entry of residential prem-
ises with the intent to commit a felony—is
the most prevalent. It is also the one crime
committed by strangers that, by definition,
involves penetration of the spatial boundary
(the residential lot line) established for this
report. For both reasons, it receives the most
emphasis in.what follows. ‘
Residential Security Measures: Focus on
Deterrence or Prevention Rather Than
Apprehension
By residential security measures, we mean
those devices, actions or procedures whose
function is to protect residential space. Our
discussion of security measures covers a
diverse range of devices, procedures, and
activities that help to protect the residential
environment. Included are design principles
for building security into new residential
developments and enhancing the security of
existing ones; lighting and security hardware
(including doors and windows and their
components, intrusion detection and surveil-

lance equipment, and other miscellaneous

devices); citizen and tenant patrols and pri-
vate guards.

- Among residential security measures, we
place more stress on those whose function is
to deter or foil an offender than on those
whose function is to increase the probability
of his apprehension by the police. This
emphasis is justified by the nature of resi-
dential crime and law enforcement capabili-
ties. The traditional law enforcement ap-
proach, which emphasizes the deterrence of
crime through the apprehension and pun-
ishment of offenders, has had only limited
success in dealing with residential crime, and
especially residential burglary. Police man-
power and resources are often inadequate to
deter residential crime by preventive patrol,
and the response capability of the police is
frequently too limited and slow to permit the
apprehension of most residential burglars on
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the ‘scene, even when the police receive an

immediate alert. :

It is not surprising, therefore, that only a
relatively small fraction of all reported resi-
dential burglaries are cleared by arrest. Al-

though some security measures may improve -
the ability of the- police to apprehend of-

fenders, this is usually not their most impor-
tant function. ' U ,

Most of the measures that are proposed to
improve police capabilities and particularly
their response capability, on the other hand,
are directed to many law enforcement func-
tions of the police, rather than to residential
crimes in particular. Accordingly, we do not
attempt to analyze them in detail in this
report. :

Areas of Exclusion: General Community
Initiatives and Weapons : :
Simiarly, a variety of community initiatives
can be identified that would, among other
things, contribute to the prevention of resi-
dential crime. Community activities might
provide alternative outlets for potential of-
fenders; community organization might pro-
mote a sense of mutual protectiveness
.among residents, along with other desirable
community improvements. It would be cast-
ing our net too wide, however, to attempt to
cover the subject of community activities
other than those such as community "anti-
crime patrols. ‘ '

~ We have not devoied any substantial coverage

in this report to personal .protective weap- -

ons. We have concluded that weapons offer
too great a risk of needless violence and
injury to warrant their general use to protect
a residence. No handgun or less-than-lethal
weapon is purely defensive; it has both
‘offensive ‘and defensive capabilities, and
which predominates depends upon the user.
A handgun kept in the home is often as apt
to be stolen by a burglar when the house is
untoccupied as it is to be used or brandished
* against him by a resident protecting himself
and his family. Even in a criminal confronta-
tion, the risk is usually greater if an individ-
ual attempts to fight back than if he submits.

A weapon is less apt. to be a source of

protection than of tragedy, less likely to be
used against a burglar than by.one spouse
against another, a child against a sibling or

playmate, .a member of the household

against an acquaintance.

The Limited Applicability of Systems Ara-

lysis to Security

We should note that we do not frame our
discussion in terms of security “systems.”
The concept of a residential security “sys-
tem” may be misleading if too narrowly or
conventionally conceived. '

A system, to use a dictionary definition, is
a related or connected set or arrangement of
things that form a unity or organic whole.
As the definition implies, the relationship
between the elements of a system is more
than simply additive; each influences the
others and all are needed to form the whole.
Security, however, is not a unitary concept.
There is no end-state, even apart from
practical and financial constraints, that can
be called absolute or total security; rather,

* security is added to or detracted from by the

presence or absence of security measures,
many of which have only tenuous relation-
ships to one another. To force these meas-
ures into a security “system” may be an
unwarranted application of the term. One
may go so far as to say that striving for a
“system”—for completeness—conflicts with
even the most rudimentary application of
cost-effectiveness analysis, which suggests
that behavioral, attitudinal, and financial
limitations should influence the choice of
security measures. ' '

We do, however, adopt as much of the |

“systems approach” as the circumstances per-
mit and conceive of the appropriate issues in
“system” terms. The security of a door, for
example, depends not only on its lock, but
on the door itself, its. frame, the hinges, and
the quality of the construction and fit. It is
appropriate to_think of- these components
together as a door “system,” just as.it is
proper to speak of intrusion detection “sys-
tems,” comprising a variety of interrelated
mechanical and electronic parts.

‘Emphasis on the Average Residential
Setting = IR
Many of the recent studies of residential
crime and. security ‘have concentrated - pri-
marily on public housing projects and other
inner-city neighborhoods with serious crime

- problems. Some of these studies, and most
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mﬂ)bta'bly the wdrk"df Oscar Newman, have
‘made major contributions to the field of

residential “security in general, as well as
recommending appropriate security meas-

- ures for these critical situations.

‘Our emphasis is. necessarily somewhat dif-

ferent. In analyzing the constraints and

tradeoffs involved in residential 'security, we
have tended to give appropriate weight to
the average residential setting. Statistics from
the 1970 Census of Housing indicate that
this is a single-family home, outside the
central city of a Standard Metropolitan Sta-
tistical Area, and owner-occupied. (For data
on these points see table 1.) Our assignmént,
moreover, was to look at crime affecting all
types of housing, including low-density sub-
urban areas.  Accordingly, while the report
recognizes and deals with the special security
problems of multi-family housing, it places
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more stress on aspects of residential security

that all housing has in common. ‘

TABLE 1.—Characteristic¥ of Occupied Housing Units,
’ : 1970.% ’

Number of Owner- Renter-
“Units per  Occu- Occu- Total
structure  pied  pied

2 or
Location 1 more
Inside SMSA's
In central cities 18.0 164 165 179 344
Outside central cities  27.6 7.8 247 107 354
Total 456 242 412 286. 6938
Outside SMSA's 262 4.0 21.0 9.1 302
Total 718 282 622 37.8 100.0

* Excludes mobile homes and trailers. .

Source: ‘U.S. Bureau of the Census, Census of Housing
1970, General Housing Characteristics, Final Report HC(1)-Al,
United States Summary, Table 10. :
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Security has two distinct meanings—actual
protection against a threat and freedom
from apprehension or fear about it. The
value, or cost-effectiveness, of a security
‘measure may be considered from either of
these perspectives. The first would be em-
phasized by an outside observer attempting
to prescribe “rational” security measures; the
second by a homeowner or resident trying to
decide what security devices to buy or proce-
dures to take to optimize his feeling of
security within his home. In this part of the
report, we attempt to identify the relation-
ships among the factors involved in either
type of cost-effectiveness evaluation.

Chapter 1 describes a conceptual frame:
work—a model—for determining the cost-
effectiveness of a security measure in terms
of its value in reducing the actual risk of
crime. Chapter 2 considers cost-effectiveness
in terms of the resident’s concerns and the
reduction of fear of residential crime. Both
chapters share a central theme: the value of
a security measure can only be assessed in
terms of the specific residential context in
which it is applied, and then only in terms of
its incremental .contribution to' the security
of that residence.. _ .

The performance of a security measure
depends upon the existing level of security
of the residence and the existing level of
security of other residences in the area. Its
incremental contribution to security depends
upon the extent to which it upgrades the
comparative security of the residence to

which it is applied; that is, the extent to’

which its application reduces the crime

threat to the particular residence. Putting
better locks on the doors of a home in-
creases its protection to the extent that they
reduce the likelihood that the home will be
the target of a successful burglary. The locks
will probably have only a negligible effect on
the overall mcidence of crime in the neigh-
borhood; their primary protective function
consists in reallocating crime away -from the
residence to which they are applied to other
homes in the neighborhood.

This proposition has important ramifica-
tions. For one thing, it means that the
impact of applying a security measure to
every home will be extremely difficult to
assess. The impact of better locks applied to
every home in the neighborhood will not
simply be the sum of their impact applied to
each home. Because security is relative and
context-related, the fallacy of composition
comes into play: the whole will be less than
the sum of its parts, and perhaps apprecia-
bly so. If there is no other neighborhood to
which crime may be displaced, the ‘universal
application of better locks may have a mini-
mal impact—or even none at all—on the
incidence of burglary in the neighborhood.

It is quite appropriate for the owner or
occupants of a particular residence to under-
take to protect it even if the effect is tq
increase the crime threat to neighboring
residences. This is not, however, necessarily
the appropriate approach for government,
which should be concerned with the reduc-
tion of the overall incidence of crime, not
simply its reallocation. We return to this
subject in Part Four of the report.
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CHAPTEﬁ“ 1. ASSESSING THE PROTECTIVE CAPABILITY OF

SECURITY MEASURES . - |

Every home is to some extent protected
against crime. Its existing level of security
results from numerous attributes of the
home’and its occupants, many of which are
not normally considered security measures at
all. A residence is protected against crime
because it is built to be sturdy and weather-
tight, it is located near other homes (or,
alternatively, is isolated-and difficult to
reach), the possessions of the occupants are
limited in value, the number of potential
offenders is limited, and so on. And every
residence has some security measures—doors
that close and can be locked, windows
through which activities outside the resi-
dence can be observed, household behavior
patterns designed to safeguard valuable
property. ,

No home, however, is totally secure; every
residence faces some risk of crime. The
effectiveness of a security measure in provid-
ing protection must be assessed in terms of
its incremental contribution to the reduction
of this risk.

A. Crime Risk ‘ '

The crime risk to a residence is the
probability that it will.be the target of a
crime during a specified time period. It is
readily apparent that the crime risk varies
from residence to residence. A house in a
high-crime area is more likely to be a target
of crime than one in a low-crime area;
within the same area, one residence is more
likely to be a target than another. :

The two variables that determine the

crime risk is a function of crime pressure
and vulnerability: :
(1) R=f@EV)
where

R = crime risk to a residence

P = crime pressure in the area

V = vulnerability of the residence
B. Crime Pressure _ :

Of the two variables, crime. pressure is the

easier to define and measure. Conventional
crime statistics are generally expressed as a

ratio of the number of crimes in a defined
geographic area 'to that area’s population,
usually as crimes per 100,000 population.
These rates are normally derived from po-
lice statistics on reported crimes, although
there is a growing interest in generating

- crime rate data from victimization surveys.
The principal advantage of the latter tech-
nique, when properly executed, is that it
reveals a more accurate picture by uncover-
ing crimes that have not been reported to
the police.’ , :

Even in the best of circumstances, when
we have a true crime rate that reflects all
reported and unreported crime, we still do
not have an appropriate measure of crime
for analytical purposes. That measure—what
we call crime “pressure”—is the number of
crimes expressed as a proportion of the

number of targets of a crime, or opportunities

for it.
Take, for example, the burglary rate for
the Washington, D.C. metropolitan area—

crime risk to a residence we call “crime

pressure” and “vulnerability.” The first is a
measure of the likelihood that any randomly
selected residence in the area will be the

 target of a crime during a given period; the

second, a measure of the likelihood that the
particular residence will be the target of any
randomly selected crime. Stated formally,

1 The disparity between reported and unreported crimes is
known to be very high in some areas. See Urban Systems

Research and Engineering, Inc., Crime and Housing in a i

Metropolitan Area: A Siudy of the Patterns of Residential Crime,
NI-71-026-C~1, January 1973, pp. 17-20. See also Philip H.
Ennis, Criminal Victimization in the-United States: A Report of a
National Survey, the President’s Commission on Law Enforce-
ment and the Administration of Justice, Field Survey I,
Washington: GPO, 1967.

|
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1,485 per 100,000 population in 1971. This
figure provides nothing more than a crude
means of comparing trends for reported
burglaries over time within the metropolitan
area, or with other metropolitan areas. Use-

ful as this rate may be for some purposes, it
8 does not give us the number of burglaries as

? a ratio to the number of available targets.

4l

The distinction between crime “rate” and
crime “pressure” is especially significant if
the ultimate purpose of coilecting crime data
is to determine the cost-effectiveness of al-
ternative security measures, for these meas-
ures are applied to residential units, not
individuals. Consider two neighborhoods
where the crime rate for burglary is identi-
cal. Suppose that in Neighborhood A, there
is an average of five persons per household,
in contrast with an average of only two
persons per household in Neighborhood B.
On the basis of their crime rates alone, the
normal assumption would be that the seri-
ousness of crime is about the same for both
neighborhoods. By taking the average
number of residents per dwelling into ac-
count, however, it becomes clear that the
households in Neighborhood A were much
more often targets of burglary than are
those of Neighborhood B—two and one-half
times more often. This conclusion is apparent
from the fact that the number of burglaries
-in Neighborhood A was distributed over 60
percent fewer residences than in Neighbor-
hood B. ' ‘ '

The concept of crime pressure for resi-
dential burglary lends itself to measurement

i cases, crime rates can be translated into
historical crime pressure indexes by using
conventional police statistics in combination
with Census figures and other -published

Department of Washington, D.C. publishes
monthly burglary rates for very small subdi-
visions of the city known as Carney blocks.?
Combined with Census data, which show the
number of housing units on a block-by-block
basis, it would be possible to generate histor-

*This concept was first. developed by the St. Louis Police
Department for use in detailed crime analysis. Washington,
D.C,, is divided .into several. hundred Carney blocks, each
composed of between three and 20 city blocks. There may be
. dozens of “Carney-blocksin a precinct or district,

.
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with readily available information. In most

data. For example, the Metropolitan Police

ical data on burglary pressure for any Car-

‘ney block or the entire city. These data, in

turn, could be used to predict future bur-
glary pressure. ' .
Crime pressure should be expressed in
terms of the number of probable crimes as a
proportion of available targets, which, in the

" case of burglary, is equivalent to the number

of households. For street crimes, pressure
would be the number of expected crimes
expressed as a proportion of the number of
manhours spent by potential victims on the
streets during a given time period. Admit-
tedly, it is more difficult to measure or
estimate the number of manhours spent on
the streets of any neighborhood than it is to
count the number of residences in the same
area. Consequently, the measurement of
“pressure” will have a much greater margin
of error when applied io street crimes (and
more generally, to all crimes involving per-
sonal confrontation) than when applied to
property crimes like auto theft and burglary.

C. Vulnerability

Crime pressure defines the likelihood that .

one out of many dwellings (or persons)
belonging to a group will be the target of a
crime; it 1s the mean crime risk for the
group. The menibers of the group, however,
each face different crime risks. Vulnerability
is the measure of these differences; it ex-
presses the relative attractiveness of each

member of the group as a target for crime

in comparison with all the other members of
the group.

In terms of residential crime, a residence
that is a less attractive target than the
average residence in the area will have a
lower vulnerability, while a residence that is
a more attractive target will have a higher
vulnerability. o S

If vulnerability is expressed as a weight,
equation (1) could be written:

(2) R=PV
The average vulnerability would be one;

" homes that are more attractive targets than

the average would have a vulnerability
greater than one, and homes that are less
attractive targets than the average would
have a vulnerability of less than one. For

-example, in an area with a predicted crime

pressure of .10 for a given year (that is, ten
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residential crimes per one hundred resi-
dences), the average home would face a
crime risk of .10 (or one chance in ten of
being a target), with other homes dispersed
around this mean according to their vulnera--
bility. s _
A prediction of crime pressure requires
only aggregate data on the number of
crimes and the number of residences in the
area. Assessing the vulnerability of a resi-
dence, however, requires specific informa-
tion about its crime-attractiveness and com-
parative information about the crime-attrac-
tiveness of other residences in the area.

The crime-attractiveness of a residence
depends upon a variety of factors, including
the presence or absence of security measures
and their quality, the apparent value of the
property contained in the dwelling, the occu-
pancy and behavior patterns of residents
and neighbors, and a host of other charac-
teristics. Crime-attractiveness ultimately de-

ends upon the perceptions of potential
offenders: Why do they attack one home but
not another? Why do they persevere in the

~attack 1n one instance but not another?

Because offenders differ in their mix of
skills, preferences, and methods of opera-
tion, the identity and relative importance of
crime-attracting characteristics will differ
from place to place.

This point may be illustrated with data
from the victimization survey conducted by
Urban Systems Research and Engineering in
Boston. The data, shown in Table 2, indicate

that occupancy patterns affected victimiza-
- tion in both high-crime and low-crime areas.

Victims were more likely to be away from
home a great deal than non-victims, while
non-victims were more likely always to be
home. This suggests that lack of occupancy
is a crime-attracting characteristic and that,

" within an area, those residences whose occu-

pants are away a great deal are apt to have
greater vulnerability, while those whose oc-
cupants are always  home are apt to have
lesser vulnerability. Yet the data also show
that- the impact of occupancy patterns on
victimization was more substantial in low-
~crime areas than in high-crime areas, sug-
gesting that the importance of lack of occu-
pancy as a crime-attracting characteristic var-

~ ies from one type of area to the other.. Put

6

differently, the weight to be assigned a
particular crime-attracting characteristic (in
this instance, lack of occupancy) in assessing:
vulnerability appears to differ significantly
between areas. : :

TABLE 2—Occupancy Patterns and Burglary
Victimization, Selected Boston Reporting Areas.

High-Crime Low-Crime

Areas Areas ]

Victims Non-Vic- Victims Non-Vic- ;3

tims tims 45
Always home 14 27 16 39
Medium occupancy 27 36 33 38
Away a greaf deal 149 37 51 23

100%  100%. 100%  100%

N = _ 10 251 85 319

Source: Urban Systems Research and Engineering, victimi-
zation survey conducted under Law Enforcement Assistance &

Administration Contract No. J-LEAA-006-72, unpublished %L

tabulation. B
Assessments of the crime-attractivenessrof
a residence are usually based upon a prioni;

. reasoning from general knowledge a‘n’dé

property; most offenders are young and

relatively unskilled, take advantage of oppor-}
tunities, and choose the easiest methods of;
entry rather than those involving risk of}{}

detection or injury (such as breaking glass).
Few burglars plan a burglary oi' a specifici:

~home in advance rather than choosing ag
target within an area casually and opportun-{3

istically; perhaps still fewer know how tof;
pick a lock or use other sophisticated tech:};
nigues. ,

From these general characteristics of res

dential offenders and the crimes they coim-i
mit, conclusions may be drawn about where%;ﬁ

£

and how a burglar is lkely to enter a;

residence and the adequacy of existing meas-f.
ures to deter, foil, or detect the entry. It is
in conjunction with this .generalized assess;
ment -of crime-attractiveness that perform-
ance testing of security devices, such as that}
conducted by Underwriters’ Laboratories of
the National Bureau of Standards, takes o
significance. Guidelines for determining, for
" example, whether or not a door system
provides adequate protection against com:
+» mon types of forced entry are relevant for|

i

area, although the mix of potential types of

i

&

impressions about residential crime. Most{:
residential burglaries are committed to steal %‘t

o

forced entry it confronts may differ from
those confronting a home in another area.
More refined information on crime-attrac-
tiveness—and particularly on the relative
importance of various crime-attracting char-
acteristics—requires empirical data that may
be difficult to obtain. Studies of offenders,
which could provide insights into their per-
ceptions and preferences, face a number of
obstacles. Only a small, and probably unre-
presentative, sample of offenders (those who
have been arrested and convicted) are read-
ily available for interviews, and then only in
circumstances that are not very conducive to
the achievement of valid results. Field sur-
veys of residences to isolate their crime-
attracting characteristics and the relative im-
portance of each would be hard to design
and conduct because of the number and
complexity of the variables involved, the size
of the sample that would be necessary to
isolate crime-attractiveness from other fac-
tors, and the sensitivity of some of the
information required about the household
and the physical attributes of homes. The
work of Urban Systems Research and Engi-
neering, Inc. (phase I of this project) 3
sugges’s the limitations on both these types
of empirical research. '
_ In the absence of detailed area-by-area
information on crime-attractiveness, vulnera-
bility must necessarily be assessed on the
basis of general knowledge about crime-
autracting characteristics of residences and
available testing on experiential information
on the performance of the security measures

 that are in place.

D.: The Relationship Between Crime Pres-
sure and Vulnerability

A physical analogue to the relationship

. between crime pressure and vulnerability is a

 leaky fish tank. The higher the water level,
: the greater the pressure exerted on the sides

and bottom of ‘the tank. Some portions of
the seam will wear more rapidly than other
portions, and will therefore be more apt to

 Spring. leaks. But, when the tank is empty,
there is no pressure, so that the vulnerability
-of even the weakest point of the seam makes
- 1O practical difference. 4

assessing the vulnerability of a home in anyi

‘a—-——*._‘.__.___ : . ) .
Urban Systgms Reggaxch énd Engineering, op. cit.

There are still small towns in which even
the well-to-do. never lock their doors. Their
homes may be much more vulnerable than
those of their less affluent neighbors. (be-
cause, for example, they contain many more
valuable items), but in the virtual absenceé of
burglary pressure in the town, their crime
risk is extremely low.%.- "~

In a high-crime neighborhood, on the
other hand, the crime risk facing a particu-
lar residence is likely to be high. But some
residences will be more secure than others;
because their vulnerability is lower, so too
will be the crime risk they face. The most
secure residence in a high-crime area might
face a crime risk equal to or less than that of
a home with high vulnerability in a low-
crime neighborhood. '

E. The Impact of Security Measures on
Crime Risk

The crime risk to a residence may be
reduced by measures that decrease its vul-
nerability or measures that reduce the crime
pressure in the area. One important distinc-
tion between the two ways of reducing crime
risk is that reduction of the vulnerability of a
-residence resulls in an' incremental increase
in the vulnerability (and therefore the crime
risk) of all other residences in the area, while
reductions in crime pressure benefit all resi-~
dences, the extent of the benefit varying
directly with their vulnerability. One minor -
caveat should be noted: A change in crime
pressure may result in a change in the

" importance of various crime-attracting char-

acteristics, thereby causing a change in the
vulnerability ranking of residences in the
area. To the extent this occurs, the conse-
quence for a particular residence of a reduc-
tion in crime pressure is more difficult to
predict.

The reduction of crime pressure is pri-
marily a social problem and a public con-

. *1t should be noted, however, that a substantial reduction
In. crime pressure may make it more difficult t0 determine
the vulnerability of a particular residence. This is because
vulnerability is assessed on the basis of information or
assumptions about the relative importance of various security
attributes of residences, which are in wrn based on inforina-
tion or assumptions about the motivations and methods of
operation of potential offenders in the area. In the absence
of experiential ‘data from the- area—that is, a significant
number of actual offenses—the assumptions upon which
vulnerability assessments are based become: more tenuous.
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cern. The vulnerability of a residence, on
the other hand, is a particularistic question,
to be addressed by its owner or occupants.

Security measures are applied to a resi-
dence primarily to reduce the crime risk it
confronts by directly decreasing vulnerability
or to reduce the probable cost of a crime if
it should occur. This second purpose re-
quires further explanation. Thus far we
have defined crime risk simply as the proba-
bility of being the target of a crime. But
crimes impose different costs on victims, and
one cannot assess the cost-effectiveness of
security measures without some quantitative
measure of the cost of crime.

That measure is the:probable cost of a
random crime to a particular residence.
Ideally, it should fully reflect the anticipated
nature of the criminal damages—e.g., theft
or personal injury—and assess these dam-
ages in terms of the property and personal
characteristics of the occupants. In practice,
it could probably be estimated in terms of
the average crime in the area, with upward
or downward adjustment for the idiosyncra-
cies of the residence in question. '

The risk of loss from crime during a given
period is simply the product of crime risk
and the anticipated cost of a crime:

(3) L=RA
where
L = Risk of loss,

R = Crime risk and
'A = Anticipated cost per crime

A reduction in the anticipated loss from a
crime is usually associated primarily with
target-hardening measures, such as putting
valuables in a safe or other specially secure
container., Other security measures may also
have this consequence, however, to the ex-
tent they. diminish the likelihood that, for
example, a burglar will stay in the home
long enough to find all the valuable items or

increase the likelihood that stolen property

will be recovered and returned. = .
Reductions -in vulnerability, on- the other
hand, involve a lessening of the probability
that a burglar will attempt to gain entry, that
he will persevere until he succeeds in doing

~so, or that, once he has entered, he will
commit a.theft or other crime inflicting loss

or injury. Redgcing vulnerability reduces the

residence—or, put differently, on each of

risk of loss by lowering the crime riSkj

i T : ‘ TABLE 3. Residential Security Functions and Subfunction;x
Assuming that everything else is equal, a :

given reduction in vulnerability will result in |
a greater reduction in the risk of loss the {
higher the crime pressure. :

Most security measures affect security in |
more than one way. A door system (that is,
the door, its frame, lock, hinges, and other-

L. To control access by strangers to semi-public, semi-private, and private areas of a residentinl context* Y

"A. To control access through formal inquiry procedures at an access point. S . .
B. To control access through informal inquiry procedures resulting from surveillance by residents, guards, bolice, and

building employees. -,
LL. To control forced entry into semi-private and private areas. (By definition it is not possible to force entry into a .semi-public area.)

A. To provide effective construction barriers to forced entry. : ,
B. To provide effective surveillance designed to detect persons attempting forced entry.

hardware) is obviously an access barrier, but ;3
C. To provide fast police response (and privat . : L
detected in the act of fl;gcing enfr(;. ( private guard response, where aPproprlate) for apprehefxdmg individuals who are

it may also serve to facilitate surveillance if it 5%
includes a pane of glass or a peephole. Its-‘ D. To i he Tikeli
( 3 ? : b 5 . 1o Increase the likelihood that a person who perpetrat fi iy i ified by witnesses so as to
4 elp insur s s | ¢ arrest a CP rerion. P pe rates a forced entry will be accuratel‘y identifie Y itnesses s S t

performance of one function may comple-
ment or conflict with its performance of the i
other. The peephole does not interfere with
the door’s function as an access barrier in
any significant way; the pane of glass might.
Depending upon the context, moreover, a
particular security measure might serve one
function positively while detracting from the
performance of another. An elaborate intru-
sion detection system provides surveillance i {
capability, but its presence may also serve to i:
suggest that the residence contains extremely |
valuable property. In short, one must con~
sider the impact of a security measure on
each of the aspects of security relevant to a

111, To increase the likelihood TR - . ) )
il be g prr:}?;n k ;;, ikelihood that an individual committing a crime other than forced entry will be detected in the act through surveillance and

g. "[;‘0 provi(jg sufrveillax:ce for detecting persons attempting to commit such crimes.
. To provide fast police response (and private guard response, wher i indivi
. . . . : e a r
detected in the act of committing crimes. & ponse: Ppropriate) fo apprehend individuals who are

C. To increase the likelihood that a person wh i i i
. : o perpetrates a crime will be accurately i i i
insure his subsequent arrest and conviction. pe y identified by witnesses so as (o help

IV. To decrease the likelihood that an individual discovered i i i
] eas . _ in the act of forcing entry, or commilting any other seri ] ]
avoid pursuit and subsequent capture while on the premise or grounds in which lhge crir;); occurred. £ serins i, will be abl fo

g. ’{‘o reduce theh opportunities for a fleeing criminal to hide from his pursuers on the premises or grounds.
o o lrcrease the ease with which. the police (and private gnard forces, where appropriate) can seal off the perimeter of 2
esidential context, in order to apprehend the perpetrator of a crime committed in that setting.

V. To decrease the likelihood of a polential crimi idi i i ; S
obverved the stting. { of a polentia cnmmal deciding to commit a crime on the premises or grounds of a residential conlext once he has

A. With regard to criminal écts desi i i identi

. esigne i

pronery. gned to obtain property in a residential context, to decrease the perceived value of that

LA TN » N

th?.sz;?fdls‘:)lla'y precautions that have been taken to decrease the likelihood of a potential criminal gaining undetected access 1o

the se l-{)u,hlc, semi-private, or private areas of a residential context, i.e., to display the precautions taken in support of
i ’;?nd‘ “I en such display would increase the deterrence effect more than the ease of circumvention. '

ke !e::)te l;spl :lxy };l)recaut'lonsb that have been taken to decrease the likelihood of a potential criminal perpetrating a serious crime,

pndetect Sl’xppolrteo??:;put blic, Sﬁml-pc;'lvlaltle, o; private areas of a residential context, i.e., in part™ to display the precautions

nctions i i t

e PP . an , when such display would increase the deterrence effect more ‘than the ease wof
D. . . : I

mme:[o dl}s;plag' p,rl::caunons that have been taken to decrease the likelihood that a perpetrator of a serious crime in a residential

» who has been detected, will be able to successfully escape pursuit and evade capture while still on the premises or

glounds, Le., to dlsplay the precau[lons taken n Suppﬂl y
1 t Of I unction Ib When SuCh dis wou dl T f t
y Pla ld mcerease € de[e rence ef ec

the crime-attracting characteristics of the
residence that contribute to its vulnerability i
and on its anticipated loss per crime. 2

In Table 8, we list five major residential|}
security functions, together with subfunc-is
tions related to each major function. Thefg
functions cover all of the principal dimen-
sions of residential security, with the excep:
tion of the use of force by residents to

rotect themselves, which has been deliber-
ately omitted.> The -functions and subfunc
tions are designed to highlight contrasting
security objectives and (except for the fifth)
are arranged in the sequence in which a3
crime occurs. The fifth function, which prt
marily concerns psychological deterrenc

We divide the continuum of space within a residential complex (that is, a property consisting of one or more buildings

containing dwelling units and associated i isti inari denti ;
four categories: g ated grounds or, more broadly, a neighborhood consisting primarily of residential uses) into

a. Public. Space that, whatever its legal i i identi
R ), W gal status, is perceived by all members of a residential igh
b l;elo_nggpg to the public asa whole, which a stranger has as much perceived right to use aes a 3»35?5:2[.0 r sielghbarhopd =s
. Semi:public.. Space accessible to all members of the public without passing through a locked or guarded barrier. There is

thought to be i ted i X N Bt .
s tig~fam(i)ly ¢ ::s ilr?;;[.’hed license for use'by the public, and strangers will rarely be challenged. Generally associated with

N . - . M : 4 mi'pﬁvat& S ace re t i t d f b i i iti i
’ ) 7 . : ] in 2 [ S ! p stricte or use y leSlden[S, guests, and SEerTvice peoplt: on leglumale aSSlg""lé“tS l" lﬂu! i- .l
thro‘lgh [he (l Sl )lay Of ) Ille.aslul €5 ta e'! s h_o"slng-’ "5"3,“}' secnred b}' gllards or doorn } t} f £ ohysi \ i . ti-famil y
Support ) Of the Othel ful’lCthIlS, loglCau ! be challenged as pOtential lrespasselss. )’ l , ) ! l . » -

. nvate. SPaCC"ICS[l ICted fOI use by ICSIdellts Of a sm; le dwelhng unit dle" anItEd guests, a"d ‘service people, W“h access
& g ? Y

gcnera“y C()"tl()ned l)y l()(:ks all(l ()lhel ])hysu al hal'l 1ers. lj"alllhl)] nze(l use 1s alwayS‘Cha“enge(l Whell Ihe ()pp()!lu“lly

g tOl Cha]lellge pl‘esents l[self. : »

precedes the crime itself; it is listed last onlji
as a matter of stylistic convenience. §

R P T ‘ . N . : X
B i isptf::’:u r.zl(';:rs tohthe inclusion under this subfunction of steps taken to make a potential criminal think an empty residential
§ : pied, such as the use of timers and photo-electric cells to turn lights on and off. - o
e . . . . . . i ’ ) .

5 As noted in the introdilctory comments on the scope 70‘??’ :

the report, we believe that the use of force by residents Olf"t
other private citizens - is not a justifiable or approprial; -
security measure. : - ‘ L
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A particular security measure; as we have
indicated, may. affect the performance of a
number of security functions..In Table 4, we
show the relationship between major cate-
gories of physical security measures and the
security functions.” .

The effectiveness with. which the security
functions are performed in a particular
residence’ in comparison with other resi-
dences in the area may be thought of as the
complement of its vulnerability—that is, it is
the probability that a randomly selected -
crime in the area will not be directed at the
residence. This, in turn, suggests a corre-
spondence between the importance of var-
ious crime-attracting characteristics and the
comparable security functions in any particu-
lar area. ’ : '

In considering an added security measure,
therefore, one must consider not only its
negative and positive effects on the perform-
ance of each security function, but also the
relative importance of each function. Stated
as a relationship:

4) Un = flY (@AFin)]
‘ i=1
where ‘
U = utility of security measure m-
a; = weight attached to security func-
tion i
AFn = change in the-effectiveness with
‘which security function i is per-
formed by the addition of security
measure m. - :

The nature of this functional relationship is
.central to the model. From what we have
previously said, it is apparent that the utility
of a security measure can also be stated as
the reduction of the risk of loss from its
application to the residence, and that this
reduction is dependent upon crime pressure

" - (which will not be appreciably changed by

the security measure) and the change in’
vulnerability and anticipated loss.
(6) Upn = PAV,AA,

"where ,
P = crime pressure ,
AV, = change in vulnerability from adding
security measure m :
change in anticipated loss per crime.
-from adding security measure m.

i

AA,,

' TABLE 4.—The Relationship Between Physical Security
Measures and Security Functions. :

Security Functions .
\

Reduction of Escape Possibilities

Security Measures

- ship that are unstated in equation (4) are the{‘
E

 bility. 4

“place must be compared with the crime

 measure.

10

Door and Window Systems

® X %% | Control of Forced Entry
% ¥ X X | Control of Other Crime

KKK A} Access Conurol

Intrusion Detection Systems X
Surveillance Equipment
Access Control Systems

X

Exterior Lighting
Display of Security Measures
Devices to Simulate Occupancy

5 50 vl pe K < | Psychological Deterrence

What equation (5) reintroduces that equation
(4) did not expressly include is the context- f
dependency of the utility of a security meas-/4

ure. The lements of the functional relation- ?

i
ok

7
4

direct relationship between crime pressure in {3
an area and the utility of an added security;§
measure and the relative nature of vulnera~§,§f

Therefore, the utility of a security func:
tion cannot be determined simply by consid-£.
ering its abstract performance characteristics,:;
although these are obviously a relevant fac-i¥
tor. Its performance must be considered.ingg?
terms of each security function. The security
functions themselves must be appropriately;
weighted to reflect the importance of various§
crime-attracting characteristics in the areaj;
The remaining crime-attractiveness of thel
residence with the added security measure i

LT g

attractiveness of other residences in the arez
to determine the reduction in vulnerability.:
The vulnerability reduction and any reducf;

tion in the anticipated loss from a crime as %

consequence of the security measure must b

combined with data on the crime pressure 1ng
the area to calculate the reduction in the risk -
of loss—the utility of the added securit«

B . g

Bl
LTS

'F. The Cost-Effectiveness of a Security
Measure : S

The utility of a security measure—that is,
its impact on the risk of loss confronting the
residence—must be- compared to its costs to .
determine whether it is a cost-effective in-
vestment. Costs, for purposes of this com-
parison, must be stated in terms of the same
period as the risk of loss figure, and capital
costs must be amortized over the time that
the security measure will provide 'benefits
(which, -depending on the situation, may be
its useful life or the anticipated period of
occupancy of the residence). ’

When is an expenditure for a security
measure cost-effective? To begin with, one
can immediately place an upper bound on
investment in security measures: no expendi-

- ture is cost-effective that costs more than the

total risk of loss. Thus, if a hypothetical
residence faced an annual crime risk of .20
(that is, one chance in five of being a target)
and an anticipated loss of $325 per crime (a
figure including both property loss, a dollar
loss valuation of persona} injury, and any
indirect or nuisance costs), no added security
measufes that cost more than $65 per year
would be justified.

Within this limit, the question is how
much to spend on security and what security
measures to buy. Obviously, any security
expenditure should reduce the risk of loss
more than its cost. An expenditure of $20
per year that will result in an annual proba-
ble loss reduction of only $18.75 is not cost-
effective. (In our hypothetical example, this
would correspond to a reduction in the
probability of being the target of a successful
crime from once every five years to once
every seven years,) )

Figure 1 illustrates these relationships
graphically. The vertical axis is utility—that
15, the amount of reduction in the risk of
loss—and the horizontal axis the amount
cxpended on additional security measures.
The point of origin corresponds to the
exsting level of security in the residence.

. In this figure the vertical line to the right
15 the total risk of loss confronting the-
residence—the upper limit in any circum-
§It1ances._pn cost-effective security investments.
con cpgonal line is the boundary between

st-eltective and ‘cost ineffective investments

Utility
Risk of loss .

»Not cost-effective

Added investment in security measures

FiGure 1. Utility and Cost-Effectiveness of
Added Security Investments.

of any amount less than the total risk of loss.
On the illustrative curve, only investments
between A and B are cost-effective. Invest-
ing less than the amount A or more than the
amount B will yield less than a dollar of loss
reduction for each dollar expended. .

By looking at the marginal utility of ex-
penditures for added security measures—the
Incremental loss reduction from the last
dollar expended—one can also say some-
thing about the optimal level of investment
in added security measures.

- Figure 2 illustrates a marginal utility curve
derived from Figure 1. The curve shows the
incremental utility derived from the last
dollar spent at any level of added security
wnvestment. The hypothetical marginal utility
curve shows, as would be expected in any
real situation, that the amount of loss reduc-
tion obtained from the last dollar of added
investment increases to some point (C on the
marginal utility curve) and thereafter dimin-
ishing returns set in until, ultimately the
Incremental utility of the last dollar of ex-
penditure is zero. (Indeed, the marginal

~utility in some circumstances might be nega-

>

tive.) : v

Marginal utility analysis is instructive in
determining. the optimal amount of added. .
security investment. As long as marginal
utility is increasing, an investor will obtain
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Marginal utility

Added investment in security measures

Ficure 2. Marginal Utility and Optimal Amount
of Added Security Investments.

more utility per dollar invested by expend-
ing additional resources. Once marginal util-
ity has peaked, added investments may still
be cost-effective, but they will provide less
utility per dollar invested than at the peak.
An investor may wish to spend more than
this optimal amount—if, for example, he has
no constraint on the amount of resources
available for additional security—but, where

competing demands on his resources require

him to spend most efficiently for security, he
- should not exceed the optimal level of added

_ity, this practical problem is ignored in the i

12

expenditure, This is the level where mar- |
ginal utility is maximized. ' :

The hypothetical utility curve in figure 1
and the equally hypothetical marginal utility
curve derived from it in figure 2 portray the
optimal combination of security measures
for any given cost. For example, an annual
security investment of $50 for a particular [
residence might buy several different combi- |
nations of security hardware. The combina- j3;
tion shown in. figures 1 and 2 would repre- 3
sent the most effectivé hardware for that i
residence available for that annual cost. (In £%
practice, because of the costs of units of &}
security hardware, a utility or marginal util- &
ity curve might have a number of discontin- i
uities representing levels of expenditure i}
where nothing could be bought for an
additional dollar of investment. For simplic-

hypothetical figures).

The derivation of these optimal combina-
tions of security measures for each level of /
outlay requires, an iterative process, by which ¢
the utility of each security measure that is a
feasible elemient of such a combination is
‘determined- in conjunction with each other
element. Again, because the utility of a given
security measure is contexi-dependent, no
general guidelines may be prescribed con-
cerning the choice of these security meas-
ures, which will necessarily vary from one
residence to another.

CHAPTER 2. THE RESIDENT’S ASSESSMENT OF SECURITY
: IR ‘ MEASURES o

The model outlined in chapter 1 looks at
cost-effectiveness from the perspective of an
outside observer attempting to reduce the
actual crime risk tc a residence in the most

“economically justified way. In going about

this task, he need not take into account the
preferences, emotions, or attitudes of the
residents except insofar as they contribute to
the level of vulnerability of the residence or

‘affect the protective capability of a particular
‘security measure.

No one actually makes decisions about
security measures from this perspective, al-

though it is most directly applicable to

security investment decisions by public hous-
ing adthorities. A private builder or devei-
oper decides what security measures should
be installed in a home on the basis of their
impact on the marketability of the home and
his profits from it. Among the factors he will
want to ‘consider are whether the security
measure will enhance sales by reassuring
prospective purchasers that they will be
secure or discourage sales by suggesting that
crime will be a problem, and whether the
cost of the security measure can be passed
on to the purchaser. The most cost-effective
security measures, from his viewpoint, are
those that increase his profits the most; this
does not necessarily correspond directly or
completely -to their cost-effectiveness in
terms of protection-against crime.

measured differently from its protective
value. :

Nor are the social costs and benefits of
security measures calculated by looking at
their protective value in terms of each resi-
dence. As mentioned earlier, the central
thrust of the model is that security is parti-
cularistic and. relative. From a social policy
perspective, therefore, the model offers only
limited assistance, although it does suggest
the need for careful analysis of the displace-

~ment effects of publicly sponsored or sup-

Similarly, an apariment owner seeks to

minimize his costs while maximizing his
return. The losses from crime he is con-
cerned about are increased” vacancy rates
and repair costs because of damages to his
building or its equipment resulting from
crime. ‘The benefits from security measures

he seeks are marketing advantages, lower

operating costs, and higher per-unit net
profit after. taxes. Again, the cost-effective-
ness of a security measure in these terms is

e
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ported efforts directed at protecting one
housing complex or housing in one area.
The model does offer ‘guidance to the
resident seeking to improve the security of
his home. Yet the considerations included in
the model, even assuming that adequate data
were available to enable the resident to apply
its analytical framework, will not be com-
pletely determinative for him. He views the
problem of crime, and the benefits and costs
of security measures, differently from an
outside observer. The resident seeks: to re-
duce his apprehension or fear about crime—
what he perceives to be the crime threat—
and not simply the actual crime threat.
Although there is undoubtedly a relationship

‘between the resident’s perceptions and the

objectively described situation, the extent or
nature of this relationship will vary from one
individual to another.. , '
A. The Pérceived Risk of Loss from
Crime . o

Fear and its consequences may be added
to the model by casting it in terms of
perceptions rather than objectively observed
measures. The perceived crime risk, for
example, includes a subjective element of
apprehension or fear, based upon-a reaction
to the actual crime risk. The net effect will

usually be to inflate the crime pressure and.

vulnerability—and therefore the crime risk—

O
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over their observed values for the particular
residence.! In functional terms:

Perceived Crime Risk is a function of
Perceived Crime Pressure and Per-
ceived Vulnerability

(6) Ry =f(P, Vp) =

Why do people tend to overestimate the
risk that their household will be the victim of
a residential crime? There are a number of
complex psychological reasons, which we do
not profess to understand fully, but which
appear to relate to the importance. of the
home environment as a refuge. The home is
the one totally private and personal space a
family has; it is where an uninvited outsider
is most unwelcome and an illegal. intrusion
most threatening.

Moreover, because his home is the space
most within an-individual’s personal control,
he is most likely to act upon his apprehen-
sions there. To some indeterminate extent,
the general fear of violent criminal attack
most people have—of street crime, for ex-
ample—impels them to fear residential
crime. Their fear of crime is likely to be a
single fear, not a series of discrete fears, one

" of which ends and another begins at their

property line. Their fear of residential crime

is partly a .transferrance phenomenon—a

concern that crime will follow them from the
streets to their home. '

! Numerous public opinion polls, since 1966, have charted
the upward movement of crimie as an issue of increasing
national concern (see Margaret. Conway, "Public Opinion on
Crime and Law Enforcement in the United Siates,” Bufeau
of Social Science Research, Inc., June 1971). The victimiza-
tion studies generated for the President’s Commission on Law
Enforcement and the “Administration ‘of Justice showed a
central research concern for the public anxiety about crime,
and attempted to explove the fear of crime and its realistic
relationship to the risk of victimization. While these surveys
concluded that fear of crime is 2 major- problem, it was not
clear whether that fear was unreasonably high. The survey of
fear of crime in Baltimore, done f{or Life Magazine by Louis
Harris Associates (see- Jack Rosenthal, “The Cage of Fear in
Cities Beset by Crime,” Life Magazine, July 11, 1969, p. 16)
found. a high:level of anxiety; more important, that an
unwarranted amount of fear was expressed by those living in
the safest aveas of the city. Rosenthal's summary concludes “,
.. people’s fear of crime is exaggerated, and—proportionate
to- the -amount of crime;, in their aréas—-the people least in
danger are most afraid.” It is this disparity between fear of
crime and actual risk of victimization that affects our
“hypothesis concerping- residential security .and deserves fur-
ther research. For a general discussion of studies to date, see

Frank F, Furstenberg, Ir., “Fear of Crime and Its Effects on,

Citizen Behavior,” ‘Bureau of Social ‘Science Research, Inc,,

'ies occur. when a home is unoccupied and f

likely to be higher than an outsider’s esti-

'tial burglary suggest that the average house-

“loss of property worth $300-—$325 3. burglar-’.v 5

- compelling.
14 |

‘An inflated perception of the. threat of. ies leading to crimes of violence are' exceed-
crime is apt to be coupled with a greater ;
estimate of the probable loss from victimiza-
tion than the .observable situation would
suggest to an outsidér. People are apt to
overestimate the risk that a residential crime,
will lead to a violent confrontation with the
intruder—either a thief panicking upon
being discovered or a criminal bent upon
assault, rape, or murder. Despite its statisti-, §
cal remoteness—the vast majority of burglar- §

the average household faces a risk of loss
from burglary of $12-$17. Since the cost-

{assuming the cost is sunk and cannot be
récouped, ‘as for all practical purposes it is)
would be some $60-$80. It should be noted,
moreover, that if the family has insurance
against theft losses with $100 deductible, the
upper limit on the cost-effective security
investments per home would be $20-$25.
nearly all burglars seek to avoid, not con-
front their victims—nearly ‘everyone worries
about this risk. And people are unlikely to g
translate the loss from injury or death to %
themselves or a family member into the
actuarial figures an outside observer would
apply. Moreover, most peéople value their {j
property at a greater amount than an out-" &
sider would, as anyone who has ever made a &
property insurance claim is likely to attest.
First, their valuation will be based on re-
placement cost, not depreciated value; sec-
ond, they are likely to include an element of
personal or sentimenta! worth in the value
of many of their own possessions. .
Thus, most people’s subjective éstimate of
what we have called anticipated crime loss is

limit on total expenditures for security meas-
ures; expenditures of this amount would be
costeffective only if they reduced the antici-
pated loss from crime to zero.

Many families confronting an average or
below average crime risk spend substantially
more than this amount for security meas-
ures. The reasons, to reiterate, is that they
implicitly place a higher price tag cn the
probable loss from crime, either in terms of
the risk of victimization or the probable loss
_or (more commonly) both. ‘

B. Perceived Benefits from Security Meas-
ures P
Most residents would undoubtedly rate the
effectiveness of a security measure in reduc-
ing their fear of residential crime in much
Fhe same way that an outsider would assess
iy s protective capability, but this may not be
uniformly true. A measure that has negligi-
ble security value from’an outsider’s per-
spective may seem valuable to a resident

‘mate, both because they estimate the risk of
victimization higher and because they assess
the probable loss from victimization at a
greater amount. _ -
In these circumstances, one might think j#
residents would spend ‘more for security
measures than an’ objective observer would
recommend, and undoubtedly many house-

. o . reassurance ( i her, wi :
holds do just that. Available data on residen- £ .~ ce of security. Another, with sub

stantia} value in reducing the actual risk to
tl}g, residence, may seem practically worthless
to"the occupants because it does not reduce
their apprehensions. We would expect
household perceptions. of the worth of secu-
ity measures to varyfromn ‘context to con-
x LEXE; anortunately, no one has yet at-
_ . ¥ tempted i ion i '
“TThis estimate is derived from the 1970 FBI Unifors " ; atic}; ‘h't.o address thlsv question in a system-
Crime Reports and the 1970 Census of Housing, ‘whxch‘ R ?s -lonu,: - :
indicate: that two reporied: residéntial bUrglar’;gs occurred ;:9!; B lNor has there been'much attention to the
every one hundred occupied residences. To account for ™ ' related question o ‘ :
unreported burglaries, this figure has been more than’, | (1 .question 'of housgehqld assessments of
unrepor Hrlaries, T e . X oo eamportance- of achieving each of the
3This is the FBI figure for 1970 for reported burglaries;, = S€curity functions or the. associated subfunc-
one may ‘assume that the average loss from unreported™ . tions. e outlined in table 3. We would
- Postulate: that-residents" would place the

hold ‘will be victimized only oni every
twenty to twenty-five years, assuming no
substantial change in current burglary rates?
This crime will result, on the average, in the

burglaries is less, which makes the following point even more,

ingly rare. On .an.annual basis, therefore,

effeciive investment on. security measures

This figure is the average family’s upper

because it reduces his fear by offering visible

~ greatest value on measures that protect an
occupied residence, and therefore provide

.

-" security against violent confrontation, and

that among these measures ones that deter
the offender before he attempts to enter or
prevent entry would be favored over those
that alert the household or others to the
presence of the intruder within the home.
There is no empirical evidence available on
this point, however; and, in practice, house-
hold opinions on this subject would be hard
to separate from their overall evaluations of
particular types of security hardware,

From the perspective of a particular resi-
dent, moreover, a particular security meas-
ure may offer important non-security bene-
fits, only some of which will be apparent or
quantifiable to an outside observer. An in-
trusion detection system may include fire
sensors;- a watch-dog may be a welcome
family pet; 2 new door may improve the
aesthetics of the home.

C. Costs

In describing the objective fbrm of the |

model, we noted only that all costs should be
stated in terms of the same time period as
the benefits. From the viewpoint of an
objective chserver, it is appropriate to limit
the assessment of costs to direct and indirect
cash outlays for capital equipment, opera-
tion, and maintenance.

The resident, however, is apt to consider
costs in a more inclusive, if less rigorously
quantified, manner. More than cash outlays
will be involved; he will also take into
account the compatability of a security meas-
ure with the lifestyle and iiving patterns of
his household. The extent, for example, to
which a security measure is a threat to his
privacy or interferes with'the normal activi-

 ties of the family represents a very real cost

for- the household. Possible malfunctions of
the.device—a factor. relevant primarily to the
evaluation of the .benefits of a security
measure from an objective” standpoint—may
also be regarded as costs by the resident. To
illustrate, a high false alarm rate from an
intrusion detection system is not a cost of th:e
device from an objective perspective. Rather;
it may reduce the benefits from the system
in one of two ways: the household, irritated
by the frequency of false alarms, will wrn it
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off—and -with it, most-of the security bene-
fits it could provide—or it will be less apt to
produce a response when it sounds a real
alarm—on the principle of the Catolinian
geese or the boy trying wolf too often, its
credibility will be impaired. From the per-
spective - of the household itself, however,
false alarms ‘pose costs, as well as negative
benefits. They will be a nuisance to house-
hold members, and possibly to neighbors

(thereby impairing nzighborhood relation-

ships having non-security value). -To take

“another example, a major lock company is
- developing a keyless, electronic lock, conceiv-.

ably for future residential, as well as com-
mercial and industriol, application. The fail-
ure of the electrical supply for the lock
would have no security implications; if there
was a blackout or the battery ran down, the
door simply could not be opened. Obviously,
however, being unable to open the door,
especially during a fire emergency, might be
judged a serious hazard by a resident.

There are a variety of other attributes of
any piece of hardware, generally subsumed
under the label of consumer preferences or
taste, that will influence a resident’s decision
whether or not to acquire it. In.a formal
description of' his decision processes, these
appropriately enter into his determination of
the costs of the device, as.well as his
evaluation of benefits. ' '

Finally, it should be noted that even the
direct costs of a device will vary depending
upon the characteristics of the resident. A
skilled do-it-yourselfer may be able to install
a new lock himself (and even derive benefits
from his enjoyment of the task); an unskilled
resident will have to pay a locksmith or
carpenter to have it installed.

D. The Optimal Security Investment for
the Resident , e

In discussing the objective form of the
model, we stated that the optimal security
investment is the amount for which the last
dollar: spent yields the greatest marginal
utility. The resident, however, faces an addi-
tional constrainc that may cause him to
spend more or ‘less on security than the
marginal utility curve for security invest-
ments (defined in terms of costs and benefits

as he values them) would show to be opti- -

mal-' -

A resident has a limited amount to spend;
for ail household and consumer goods. As g
consequence, he must seek to make not only

the most cost-effective security investments,
but the most cost-effective expenditures of.
all types. In seeking to optimize all of his
expenditures he must compare the marginal
utility of the last dollar spent on security
measures with the marginal utility of alterna-
tivé uses of his resources. Security measures.
costing more than the amount having the
greatest cost-effectiveness may still be more:
efficient than available alternatives, in which

case he may spend more than the optimal-

amount for security taken alone. By contrast,
even the most cost-effective amount of secu-
rity investment may have a lower marginal
utility than another combination of uses of
the same resources, in which case he should
invest the resources for these other pur-
poses. : : .
In short, a resident will determine his
security investment not only by assessing
" available security measures, but also by com-
paring security with other wants. Actual
consumer behavior in the security market-
place reflects, this comparison; it is not
simply ‘a reflection of whether or not resi-
dents consider one or another security meas-
ure to be cost-effective in meeting their

perceived security needs. As consumers, resi-.

dents are constantly (if intuitively) ranking
security investments against their other con-
sumer demands. In this respect, security
products compete directly with the whole
spectrum of non-security consumer goods as
well as among themselves. :

E. The Usecfulness of the Model‘for Resi
' dents :

Our central point in this chapter has been-

that a resident will bring his fear of crime

and his estimates of the probable loss from a
“crime, the benefits and costs of security
“measures, and the comparative importance 7"
- of security and other consumer needs to}
“bear in deciding how much to spend for

security and what to spend it on. As a -
8

consequence, an outsider cannot prescribe
his behavior for him, '

‘Most people are relatively ~un’imfor'mejd:

-

invo

the available security. measures. Experience
has not taught the average person much
about the comparative value of one type of
Jlock against another or the advantages and
disadvantages of intrusion detection devices.
In this regard, security measures differ from
many other consumer goods in two signifi-
cant respects. The first distinctive attribute
of security measures is that they are often
marketed through emotional appeals playing
upon the resident’s fears. Second, the pro-
tective value of a security measure depends
upon how well it prevents something from
occurring, not how well it performs a posi-
tive function. One locks and uniocks a door
with a key frequendy; the ease or difficulty
of doing so is a directly observable criterion
by which the consumer judges the lock. Yet
its security performance depends upon
something quite different: the reduction in
the frequency with which forced entry of the
door occurs. This is a “non-event,” not
directly perceivable by any individual con-
sumer, and is dependent upon the reactions
of unknown offenders.

The framework of the model can serve as
a vehicle for: providing the resident with
unportant information to help him make
security investment decisions. Particularly
critical is the emphasis of the model on the
specifics of the ‘crime risk to a residence.
The model emphasizes that the resident’
shou.ld make security decisions in light of:

@ the crime pressure in his neighborhood
or area _and_hls probable loss if he is the
victim of a crime and

® the existing vulnerability of his home in

comparison with others in the neighborhood
or area,

as well as 'the general effectiveness and costs
of a security measure.

For the resident, crime pressure probably
needs to be determined only in gross terms.
Most pecple know whether their neighbor-

oods have a serious crime problem or not;
for security purposes, distinguishing between
high and [ow-crime areas may be sufficient.
nown residential burglaries are rare, or
lve only a few houses in the neighbor-

about the actual risk of residential crime, the - hood, residents are probably correct in 2.
various ways to achieve greater residential <% suming that crime.pressure is relatively low
security, and the benefits and drawbacks of - I tior y ‘ow.

16

n tbls -situation, ‘the benefits from security
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~investments to reduce vulnerability will be

correspondingly smaller. In the extreme case
where crime pressure is virtually nil, ex-
penditures to reduce vulnerability yield neg-
ligible benefits. ‘

Vulnerability and security are inversely
related: the extent to which security func-
tions are inadequately performed, relative to
other residences in the area, is the measure
-of vulnerability. In assessing the vulnerability

~of his home, a resident will want to ask such

questions as the following:

¢ Will an intruder approaching my hom
be observable to the nei%ll)xbors?_ 8™ ©

o Are the neighbors apt to be around to
spot him? Will their presence be apparent?

e Are the accessible doors and windows to ‘

my house locked? Are the locks adequate to
withstand common techniques of forced en-
:t))rgr? (Effective locks are discussed in chapter

® Are the doors, the frames, and the
hinges resistant to common techniques of
forced entry? (This, too, is discussed in
chapter 3.)

e If the burglar gets in, will his presence
be detected? If he is detected, what is likely
to happen?

e Will a burglar desist when he 'becomes
aware of the security measures that are
present? Are there ways to make him more
aware of their presence without diminishing
their effectiveness? ’

o Finally, how does my house compare
with others in the area in terms of the
observability of entry points, occupancy pat-
terns, ease of illegal entry through doors
and windows, and possible detection of in-
truders within the premises?

Measures to reduce vulnerability yield
benefits in terms of réduced crime risk.
These benefits vary directly with the level of
crime pressure in the area. They also vary
according to the relative crime-attractiveness

. of the house in comparison with other

houses in the area before and after the
adde:d measures are taken—the reason for
the final question in the preceding list.

F. Conclusion

The cost-effectiveness of a given security
device in a particular residence depends
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upon a number of factors. Among the most
significant are: ‘

e the crime pressure in the area;

¢ the vulnerability of the particular resi-
dence relative to others in the area;

e the anticipated loss should a crime oc-
cur;

e the effectiveness of the device in reduc-
ing the relative vulnerability of the residence
or the anticipated loss; :

e the extent to. which the device reduces
apprehension or fear about crime;”

e the synergistic relationship of the device
to other security measures in the residence;

e the purchase, installation, and mainte-
nance costs of the device, as well as the cost

of associated devices or services; and -

e the non-monetary costs of the device,
including any necessary adjustments in
household behavior, interference with pri-

vacy or other values, and nuisances caused
by malfunctions. :

Though a device is cost-effective for a
particular consumer, he may not buy it. His

disposable income is limited, and other

goods and services may have a greater
marginal utility from his perspective. Even
apart from the other particularistic and
subjective components of a cost-effectiveness
determination, it is obviously impossible to
prescribe the relative importance that a
household ought to assign to security ex-
penditures as opposed to alternative outlays.

In the next chapter, we examine various
types of security hardware and devices. We
necessarily concentrate on their general ef-
fectiveness in providing protection in a resi-

“dential setting, although we also have some-

thing to say about other factors relevant to a
determination of their cost-effectiveness.

o
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Part 11
PHYSICAL SECURITY MEASURES
AND DESIGN PRINCIPLES
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This chapter provides an overview of

various classes of security hardware. It is not

a lengthy or exhaustive technical catalogue,
but simply an attempt to provide a brief
description of the most common categories
of security hardware either available in the
residential market or with some applicability
to the residential setting. We have generally
used those broad descriptive terminologies
common to most such physical classifications.
Specific 'suggestions concerning security
hardware for a typical residence are con-

‘tained in .chapter 11.

A. Door Systems

There has been increasing recognition in
recent years that even the best lock cannot
afford the protection claimed for it unless it
is part of a door or window that satisfies a
minimumn number of construction and mate-
rial criteria.. Whether the door is constructed
of wood or metal, is solid or hollow-core,
how well it fits to the frame—these and
many other considerations will determine
how resistant the door is to forced entry, in
addition to how it is secured with locks.

There are scores of different kinds of
doors in residential use. The types and
qualities of materials used in door construc-
tion vary widely from neighborhood to
neighborhood, from region to region, and
from builder to builder. Prices, as we noted
in chapter 2, vary substantially, especially for
replacement doors. ’

Because of the virtually infinite combina-

- tion of materials and variations in the quality
¢* of workmanship that go into the manufac-
~ ture and installation of doors, it would be

misleading to define an “optimal” door for
security purposes. Variations in the need for
security would alone preclude the develop-
ment of an optimal security door system.
The vulnerability of a door (as opposed to

L its fratne, hinges or other accessory parts) is
. sually defined-in-terms of its penetrabil-
* lty—that is; how easy it is, or how long it

-

CHAPTER 3. SECURITY DEVICES AND SYSTEMS

takes to break through the door itself. In fact,
however, breaking through a door is not the
most common method employed for defeat-
ing a door system. A far more significant
hazard is the door that fits loosely to the
frame, thereby allowing it to be pried or
forced open.

1. Doors. There are three major types of
doors—flush wood doors, stile-and-rail
(panel) wood doors, and metal doors.

a. Flush doors. There are two types of flush
doors—hollow-core and solid-core. A hollow-
core door is literally nothing more than two
sheets of a thin substance overlaying hollow
cardboard strips. Despite the obvious ease of
penetrating hollow-core doors, they are
being used increasingly on exterior doors of
new residences, primarily because they are
less expensive than other types of doors.

Solid-cores have a substantial security ad-
vantage over. hollow-core doors. Continuous
block cores, a common type of solid core
construction, are composed of wood blocks
bonded together with the end joints stag-
gered and sanded to a smooth, uniform
thickness. This type of core provides good
strength across the width of the door and
has excellent dimensional stability.

Solid-cores add sound insulation and fire
resistance, as well as security, to flush doors.
Solid-core doors are often used between the

house and, hazardous fire areas such as
garages and heater rooms, where they can

provide a fire resistance of approximately
one-half hour. Special composition core

“doors with Underwriters’ Laboratories (UL)

approved fire ratings: of up to one-and-one-
half hours are produced for more demand-
ing specifications in apartments, commercial,
and institutional buildings. IR
b. Stile-and-rail doors. Stile-and-rail doors,

. illustrated in Figure 3, vary substantially in
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their security characteristics. Thickness, the
type of wood used, and the quality of fit to
the frame are important considerations.




—— e —— o—
— ———————— —

FiGure 3. Stile-and-Rail Door.

Some panel and louver designs provide
more resistance to attack than hollow-core
flush doors; sash, storm, and screen designs
offer virtually no security at all. _

¢. Metal doors. Strictly from a security
peérspective, a steel-sheathed door is superior
to any type of wood door. A flush metal
door comes with a metal frame, usually
reinforced by interior formed sections. Metal
doors, however, are less attractive and offer
less insulation than wood doors.

2. Hinges. The security value of the door
hinge is often overlooked. A well-secured
hinge protects a home or apartment against
two types of forced entry: (1) forcing the
door out of the frame by applying pressure
to its hinged side; or (2) lifting the door out
of its frame after removing the hinge pins.

From a security standpoint, the most im-
portant features of a hinge are whether it is
located on the inside or outside of the door
and (if the hinge is on the outside) whether
or not its pins are removable. A door
opening outward is less vulnerable than one
opening inward because it is much more
difficult to pull a door outward from its
frame than to push it inward.

Drilled
hole

Hlustration (a)

Hinge —b

Drilled hole

Door
Jamb

Illustration (b)

‘(J
Door
/3“'- ’ 1 Drilled
] el /vhole
Wood plug ' Wi
or screw _ b

Illustration (c)

| FIGURE 4. Methods of securing hinges. o
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‘/’and ﬂush .
] pin insert

If a door opens outward, however, the
hinge pins will also be on the outside,
making it possible to remove the hinge pins
and gain entry. There are several easy
remedies to this problem. One is to weld the
pins to the hinge or between the two ends.
Although this method is effective, it is also
permanent. Three additional methods of
securing hinges or hinge pins are illustrated
in Figure 4. One technique—illustration
(a)—requires drilling a small hole through
the hinge and inside pin and inserting a
second pin or small nail flush with the hinge
surface. The pin or nail can be made
removable or permanent as desired.

Another method—illustration (b)—is to in-
sert two large screws in the door (or jamb),
leaving the head exposed about one-half
inch. A hole is then drilled on the opposite
side so that the exposed screw head fits in it
when the door is shut. This prevents re-
moval of the door even if the hinge pins are
removed. For best results, this procedure
should be used on both the upper and lower

“hinges. A few experts suggest removing the

screw head once it is in place, but in most
applications this is unnecessary as long as the
hinge is effectively secured when the door is
closed. Some experts also suggest using a
wooden dowel in place of a screw; the
National Bureau of Standards, however, sug-
gests that a dowel is far less adequate for
this purpose.

The final technique—illustration (c)—is a
minor variation of (b), the difference being
that the screw is used in one of the main
hinge screw holes in both the upper and
lower hinges, where it is left extended about
one-half inch so that it slides into a drilled
hole on the opposite side when the door is
closed. This technique may weaken the door
Installation to some extent, since it reduces
the number of screws holding the hinge to
the door. ,

3. {,ock:cja-nd locking devices. Our concern
ht_ére 15 with the resistance of locks to forced
entry by amateur or relatively unskilled

offenders, who constitute. the majority of

burglars, Accordingly, our brief assessments

of the major categories of locks do not deal

Wi'?h thgir technical intricacies, most relevant
to consideration: of Ppick-resistance and key
control. Pick-resistance is less significant in

- most residences than in commercial estab-

lishments; key control, while a. legitimate
concern of "apartment management, is of
much less consequence to the individual
resident.

The five major categories of locks used in
residences, illustrated in figure 5, are:

e Cylindrical (key-in-knob) locks,

e Mortise locks,

e Cylinder deadbolt locks,

e Rim locks, and

o Cylindrical locksets with deadbolt func-
tions.

The security aspects of these types of locks
as well as miscellaneous auxiliary locks, are
discussed below.

a. Cylindrical (key-in-knob) locks. Cylindrical
locks, or key-in-knob locks as they are more
commonly known, are the most widely used
in residential construction, both because they
are inexpensive and because—in apartments
in particular—they are- relatively simple to
re-key. They have been in use since 1909,
when they were invented by Ernest Schlage.
Although the better cylindrical locks have a
dead-locking latch in addition to the basic
spring latch, they are the least desirable of
all lock types from a security viewpoint.
Since the cylinder is located inside the knob,

‘there is virtually no way of protecting this

kind of lock against simple attack. :

The cheaper varieties of cylindrical locks
have even more serious shortcomings. Not
only are they made of lightweight metals
and poorly machined parts, but they may
not even have a deadlatch. These locks can
be slipped open with a credit card or
celluloid strip.

Most cylindrical locks have a button on the

“inside knob, which can be either turned or

pushed to lock the unit. The better-quality
cylindrical locks have a “panic-proof” design
that permits the inside knob to be turned-in
either direction to open.

Despite the minimum security protection
afforded by this type of lock, it maintains its

popularity because of its basic simplicity,

relatively low cost, and ease of installation
and replacement.

b. Mortise locks. Mortise locks fit into a
cavity cut into the outer edge of the door. -

Since the introduction of the cylindrical lock,
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e. Cylindrical lock with deadbolt function

Ficure 5. Types of locks.

mortise locks have declined considerably in
popularity. Mortise locks are far more ex-
pensive to install than -cylindrical locks be-
cause large sections of the doors and jamb

have to be specially mortised to fit the lock.

A. satisfactory . mortise lock should have a
deadbolt with a sufficient throw to fit se-

b. Mortise lock

. Rim lock

_curely into the door frame (perhaps as much &
~as one inch for a door that loosely fits its -*
frame). Many mortise locks, however, do not -

meet this criterion. - . S
c. Cylinder deadbolt locks. Single-cylinder

deadbolt locks are rapidly becoming the =
most popular security auxiliary lock.. They -

are usually installed above the primary lock
and are available with one-inch throw dead-
bolts. The best designs of this type have steel
cores and cylinder guards designed so that

they cannot be twisted, pried, or broken off.

Strictly from a ‘security standpoint, the
double-cylinder lock is preferable to a single-
cylinder lock, since it effectively offers two
locks, the: second one being operated from
an inside cylinder that is locked separately.
Even if someone can reach the inside of the
door, by breaking a window for example, he
still cannot unlock the door without a key.
The double-cylinder principle has come un-
der heavy attack, however, as a potential
safety hazard, particularly in the case of fire

- or other emergency where rapid egress is

essential. Fire officials are concerned that
the need to find and operate a key will
dangerously delay escape in an emergency.!

‘d. Rim locks. Rim locks differ from the first
two types in that they are not generally used
as the primary lock. Rim locks are installed
on the inside of the door, usually above a
vulnerable primary lock. They are equipped
with either horizontal or vertical sliding
deadbolts, the latter being preferred because

it prevents intruders from spreading the

door from the jamb to defeat the lock.
“Assuming the striker is properly installed
on the jamb and that a vertical deadbolt is
used, the rim lock makes an excellent auxil-
iary lock, which is very difficult to defeat. It
is far less expensive to buy and install than a
replacement primary lock.

. €. Cylindrical lock sets withdeadbolt functions.
Cylindrical lock sets with deadbolts, which
are comparative newcomers to the security
hardware market, combine all the best fea-
tures of a good security lock: a deadlatch
function with a deadbolt lock. The better
designs incorporate a one-inch’throw dead-
bolt, a recessed ‘cylinder to discourage forci-
ble removal, a concealed armor plate to
resist drilling, and a cylinder guard that
spins freely when the deadbolt is in a locked
position. This last feature makes it virtually
lmpossible for an attacker to wrench the
cylinder or cylinder guard off the door.
Finally, these sets include a panic feature

* Double:cylinder deadbolts are prohibited by some munici-

“pal codes because of the-potential hazard in the event of fire.

that assures that the knob will turn freely
from the inside to permit rapid exit in case
of emergency. :

f. Other auxiliary locks. Several additional
types of secendary locks are available on the
market. Many of these are simple deadbolt
devices that are attached to the door and
frame, and can be secured only from the
inside. Padlocks, horizontal bar latches and a
few other miscellaneous devices are occasion-
ally used for the same purpose. They are
useful to the extent that they provide an
additional access barrier, but in apartments
with only one exterior door they may pose
an even more serious fire and safety hazard
than double-cylinder deadbolt locks.

4. Miscellaneous security devices for entryways.
There are a few additional kinds of security
hardware that are primarily related to door

- systems. Most of them are designed to assist

occupants in identifying visitors before ad-
mitting them to homes or apartments.

The first of these is a door viewer or
“peephole,” as it is more commonly called. It
is nothing more than a small, wide-angle
lens installed in the door at eye level that
permits the occupant to see a person seeking
entry before opening the door. It is cheap
and easy to install on any door and serves a
valuable visitor-screening function.

The second such device is a door intercom
that permits the occupant to carry on a two-
way conversation with someone ouisid& the
door. These are used in many apartment

‘buildings to permit tenants to identify per-

sons at the main entry door without having
to leave their apartments. They are less
essential for most single-family homes, al-
though they are sometimes included as part
of home intercom systems.

Finally, there is the chain lock, which
permits the occupant to open the door a few
inches without unlatching it. Chain locks can
be used to screen visitors, although peep-
holes are better for this purpose; in addi-
tion, the simpler chain locks that cannot be
opened through "the partially opened door
with a key, may serve a useful deterrent
function by suggesting the house is occu-
pied. Chain locks are often used by many
people as a standard accessory lock, in the
mistaken beiief that they provide adequate
protection- against forced entry. Once the
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door is ajar, however, the chain can either
be overcome by brute force, snipped with
wire or chain cutters, or removed from its
slot by manipulation through the opening
from the outside. . . '
B. Windows and Sliding Glass Doors

Windows and sliding glass doors pose
more complex security issues than ordinary
doors. They come in a much greater variety
of styles and sizes and are designed for
objectives that have little or nothing to do
with security. The choice of window size or
type based primarily on ventilation and
lighting considerations, with a strong second-
ary emphasis on aesthetics. Only to the
extent that a properly placed window makes
vulnerable areas observable does a window
have any security value.

In all other respects, windows decrease

" security. Some types of windows are more

vulnerable than others (depending upon
size, distance from ground level, whether
they are fixed or openable, etc.), but all are
subject to breakage unless they are made of
burglar-resistant glass. The cost of burglar-
resistant glass, and the replacement frames
or sashes they generally entail, is prohibitive
for most residential installations.?

The vulnerability of window areas tends to
be inversely related to the vulnerability of
main entry doors. Almost any intruder will
try to get through the doors before resorting
to windows. What little data there are on the
subject further suggests that the average
burglar will avoid breaking glass. Most bur-
glars are apprehensive about the ncise made
by shattering glass, and they are concerned
about .injuring themselves in the process of
gaining entry through broken windows.

In many glass doors with moveable sashes,
the locks or latching devices are susceptible
to manipulation from the outside. Such
simple techniques as inserting a coat hanger
or other form of twisted wire through a
crack between the sashes is sometimes suffi-
cient to release the latching device. Once this
is accomplished, it is usually a simple matter

* The same is true of plastic or other nonbreakable
transparent substitutes for glass; in addition, these materials
ofteri éncounter objections from consumers (whether or not
valid) that they are subject to scratching ‘or discoloration.

26

to force the window open without breaking‘
the glass. ‘ ’

Several techniques can be employed to

upgrade the security of the windows with
moveable sashes. The simplest measure,
which works equally well with single- or
double-hung windows and horizontally slid-
ing windows of all types, is to drill one or
more holes through the sash and frame, and
insert a pin or nail to prevent the window
from being opened. Key-operated locks for
windows are also available, but they pose a
safety hazard in the event that the window is

ever needed for escape in a fire or cther

emergency.

Louvered windows tend to be particularly
vulnerable; there is no practical way to
prevent them from being pried open to gain
access to’ a door handle. And any window
left in a partially opened position is ob-

viously insecure, since it can easily be forced -

completely open. ‘

The principal alternative available for pro-
tecting vulnerable windows is steel bars,
mesh, or grillwork. Although commonly
used in high crime areas—sometimes very
attractively—window coverings necessarily

block the transmission of light, thereby inter-
" fering with one of the basic purposes of the }

window. , : )

Where panes of glass in or near doors are
more than 20 square inches and within 40
inches of the nearest inside door knob,
security of the door necessitates that the

window be covered with protective grillwork, ¢
the glazing be replaced with burglar-resistant
glass, or a double-cylinder lock be installed
-in the door. : s
Tempered glass. Tempered glass is increas- .’

ingly used because it is more resistant to
shattering and safer when it is broken. In

some states, its use is now prescribed in
sliding glass doors and large windows be- 7/

cause of these important safety advantages.
“The security value of tempered glass,
however, may be relatively low. Tempered

glass will resist a brick or a rock, but it will 2

‘not resist an ice pick or other sharp instru-

ment. When attacked with a sharp instru- =+
ment, tempered glass tends to crumple eas- - .-
ily, leaving no sharp edges. While ordinary =
plate glass tends to be noisy when shattered,
tempered glass crumples away quietly, with

much less danger to an intruder because of
its lack of sharp edges. :

C. Lighting

Outdoor lighting can be one of the most
effective deterrents against crime. Properly
used, it discourages criminal attacks, in-
creases natural observability, and reduces
fear. To the extent that we can identify
principles of residential lighting, they have
primarily been derived from long-accepted
standards for commercial, industrial and
military security; and, to a lesser extent,
from the cumulative experiences with street
lighting. »

A critical aspect of protective lighting in
outdoor applications is coverage—that is, the

number of lighting sources used to cover

any horizontal or vertical surface. This is
especially important in open terrain where
landscaping or man-made barriers would
cast large, deep shadows if all the light were
coming from a single direction.

-1. Single-family housing. It is difficult to.

conceive of specific lighting standards that
would, be widely applicable to residential
areas. In many single-family neighborhoods,
street lamps cast enough light to provide
reasonable observability between the street
and front entryways. The adequacy of street
lighting will, of course, be influenced by the
amount of setback, terrain, foliage, the loca-
tion of fences and other barriers, and the
siting of the house itself. Where street light-
ing does not provide sufficient illumination
of the grounds of a single-family "home,
porch lights and other exterior lights will
usually suffice. Additional lights can be
placed over the garage and driveway areas,
as needed, to provide adequate observability
from inside the house and for walking from
the street or garage into the house.

2. Multi-family housing. Multi-family hous-

ing may, in some cases, pose additional
lighting considerations. Outdoor parking
areas should .be lighted, as should the paths
leading between parking areas and main
building entrances. If the parking lots re-
ceive inadequate light from ambient sources
(e.g., from reflection of building exterior
lights), then additional lighting sources may
be necessary to reduce shadows in parking
areas. - - - - -

In large multi-family housing projects in-
cluding grounds and play areas, lighting
may be used both for security and for
making the areas usable at night for other

‘activities. As a general rule, the amount of
-light required for security is that which will

permit most people to feel secure; as a
practical matter, this usually means that
people will be able to perceive threats from
any direction.

In fact, there are some instances in which

excessive lighting is more dangerous than

too little lighting. For example, a brightly lit
exterior area used by youngsters for playing
basketball at night can be hazardous because
of the impossibility of seeing clearly into the
surrounding area. Both children and adults
will occasionally wander from a brightly lit
area into a relatively dark space where they
are highly vulnerable to surprise attack. It is
precisely to prevent such occurrences that
transitional lights are deployed around stad-
ium perimeters to assist spectators in walking
safely from brightly lit surroundings into,
relatively dark streets. )

We point up these examples to illustrate a
common fallacy about lighting. The most
critical problem in many residential neigh-
borhoods is not the absolute level of light in
outdoor areas, but rather the evenness of
light. If lighting is intended to encourage
people to use outdoor areas at night, then
safeguards must be employed to make cer-
tain that such areas are not, in effect,
spotlighted. There is no standard method
for accomplishing this objective. The amount
of lighting, the location and type of lumi-
naires to be used, and the selection of
lighting furniture will necessarily depend
upon the particular situation.

8." Neighborhood open spaces. What is true
for lighting of residential grounds also ap-
plies to larger neighborhoods. In new com-

munities, a frequent planning consideration"

is whether or not to provide lighting in
neighborhood parks. There can be no pat
answer to this question because the pattern
of lighting deployed within a park will
depend upon the types of activities the park
is intended to support. If it is to be used for
a variety of nighttime activities, including
active sports, then relatively intense lighting
will be needed. In such cases, lighting pat-
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terns should be designed to provnde smooth

transitions between: well:lit, marginally lit,

and dark areas. Alternatively, arrangements
can ‘be made to isolate well-lighted. areas
from other parts of the park with fences and

~other barriers. =

‘Unfortunately, too many parks and open
spaces are planned without  sufficient
thought to how the park will eventually be

- used: 1) Does its proposed location make it

necessary for people to walk through it at
night? 2) Should the area be used at night
for any purpose? If it is determined that the

-park will be used at night for purposes other

than walking, provisions for these activities
can be planned accordingly, with lighting
treated as one of many design factors.

4. High-intensity street lighting. A currently
popular assumption is that high-intensity
street lighting is an effective deterrent
against crime. To the extent that high-
intensity lights bring more people out of
their homes and encourages businesses to

“stay open later, it is undoubtedly effective in

reducing street crimes. Common sense sug-
gests that brightly lit streets with a large
number of people will be safer than dark,
v1rtually empty streets. It must be under-

stood, however, that high-intensity lights.

create safety problems primarily because they
encourage more street traffic.

- ceived serious empirical evaluation. This

. crime-related - adverse affects of such light-

~array of devices of assorted technical de

Whether hlgh mten51ty llghts add any

measure of safety ‘for homes or apartments

is another question altogether. A row of

bright sodium vapor lights creates an in-
tensely bright “tunnel” running parallel to
most houses on .a residential street. If the

~CCTV is a practlcal means . of monitoring-

houses are set back from the street, they will -

be much harder to observe than under
normal lighting conditions. Depending. upon
a variety of other circumstances, this may or
may not make them more vulnerable to

‘ mght attack.

We should also- note that hlgh-mtensny
street lighting poses yet another problem-in

areas where apartments and homes are set

close to the streets: such lights make it
difficult to shut out extraneous light from
sleeping areas, and to that extent, interfere
with the- hvmg patterns—-—and comfort—-—of
resndents B

All crime preventlve pubhc lxghtmg pro-

~ grams. raise the additional issue of crime

. depending on the number of units deployed,

« users of CCTV, there is no statistical data that we are aware'.
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~lighting is effective in reducing any type of

~did not attempt to go into-depth on the .

displacement. To the extent special stree

crime, it may be at the expense of adjoining"
neighborhoods. The displacement effécts of
high-intensity street lighting have not re-.

subject deserves careful research attention,
as does the impact of street lighting on
crime- within the lighted area and any non-

ing. ‘
D. Mechanical, Eiectro-mechanical and
Electronic Security Equipment ,
Commercial, industrial and military instal-
lations—in fact, all premises requiring high
security protection—have long depended on_
a variety of sensors and detectors in addition
to . fixed barriers and security guards. In.
recent years, these technologies have begun.
to be transferred to residential! security. Only
a negligible number.of homes in the United
States are now equipped with intrusion de-
tection systems, however; and this tiny frac-
tion is further subdivided into a bewildering

scnpnons Since the Law Enforcement As-
sistance Administration had commissioned a
special study of burglar alarms, our study

technical aspects of the subject.. Instead, we
sought to focus on their important 1mphca-
tions for residential security.

One type of electronic security device that
is being increasingly used in large apartment
developments is closed-circuit “television.-

both indoor-and outdoor ‘areas in apartment
complexes and can be a valuable deterrent
to would-be intruders who are aware of its
presence.® The cost of CCTV per household
in residential buildings varies enormously,.

‘whether they are manned by paid employees
or volunteer security patrols, and whether
they are used independently or in conjunc-
tion with other security equipment: For the

‘A!though its value as a deterrent is attested to by many,

of that concluswely proves-this. There is some evidence that
suggests CCTV ‘has not been a particularly effective deterrent
against bank robberies; nor is it certain that it deters

robberies’ of grocery and hquor stores and “other retallf.
estabhshments :

most. effective monitoring of CCTV,
should employ a corollary detection device,
1o call attention of the monitor, to a threat
occurring in the area covered by the camera.
While CCTV ‘cameras are available for use
in areas with extremely low light levels, these
more expensive cameras are probably unnec-
essary in a residential context, since it is
often possible .simply to install hrighter
lights, which will also have independent
security value. -

Our concern in the remainder of this
chapter is with passive intrusion sensors—
electro-mechanical alarms. Our major em-
phasis is on their application, rather than the
precise technical” prmmples on which they
operate.

1. Detectors and sensors. In essence, virtually
all intrusion. detection devices are designed
to detect presence or motion, or both. Ultra-
sonic motion detectors are a good example

" of the latter: they will not detect the pres-

ence-of . a person standing still, but will
quickly ‘sense an intruder moving through
their. range. -Passive infra-red detectors, on
the other hand, can detect the presence of
an ijritruder simply by reading his infra-red
radiation, regardless of whether -he is in

‘motion or not. A third class of devices

requires-the intruder to break a circuit—a
treadle switch under a mat, a photo-electric
beam, magnetic door switches, etc.—in order:
to trigger an alarm.* '

All of these devices are basmally des1gned
for an environment in which motion or
presence carries with it a strong presump-
tion of unauthorized intrusion. They were
originally developed for military and com-
mercial installations where this presumption
is an appropriate one and the devices can be
activated and deactivated on a regular sched-
ule, following prescribed procedures. One’
difficulty in transferring these techrologies
to the residential environment is the diffi-
culty of imposing strictures on the use of
most residential space and of insuring that
residents follow the required procedures for
using the ‘devices. The behavioral modifica-
tions reqmred by the devices are impractica-

*Appendix A is a short glossary on various types of
security devices, with-a. commentary on selected types that are

7 presemly in restdentlal use.
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ble for many households and fnay be over-
looked by others.-As we suggested in chapter

2, this is one major cause of false alarms

when intrusion detection systems are in-
stalled in homes.

2. Alarms. All intrusion detection dev1ces
are connected to some sort of alarm, either a
local siren or bell or else a communicated or
“silent” alarm that is linked to a remote
monitoring station. Most current systems on
the market rely on a combination of the two
types, which " means that a local alarm is
sounded and also transmitted to another
source.

The distinction between local and commu-
nicated alarms is especially important to the
purchaser of -a security system. If he opts
only for local alarm capacity, it means that in
his absence he is relying on neighbors or
passers-by to call the police. What usually

happens is that whoever hears the alarm.

igndres it on the assumption {nearly always
correct) that the alarm is false. The chances
of a police patrol hearing or responding to
the alarm within the critical tune period are
extremely remote.

When the alarm persmts the police may
eventually be called because the noise is
disturbing neighbors and can be stopped
only by disrupting or disconnecting the
source. What this means, in effect, is that a
local alarm, by itself, offers very little protec-
tion to unoccupied dwellings other than its
possible ability to deter an intruder from pro-
cerding any further.

If, on' the other hand, the purchaser opts
for a- communicated alarm, he is effectively
buying a whole range of services related to
the monitoring ‘and response to alarm sig-
nals. It is, in fact, the communication of
nlarms, more than -the intrusion detection
devices that trigger them, that shapes the
current structure of the home security in-
dustry.

E. Communication

Because so many of the currently available
intrusion detection devices are highly unreli-
able, the manner in which their alarms are
sounded and communicated tends to take on
great significance.

To have credibility, all detection and mon-
itoring devices must be linked with the
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police directly or indirectly.® Basically, there
are four possible types of transmission: 1)
leased land lines; 2) commercial telephone
lines (usually with automatic dialing); 3)
radio frequency (RF); and 4) power lines.

Communication can be via direct transmis-

sion to the police, or to the police via remote
or local central stations. Direct connections
with the police are becoming increasingly
rare. Except for a few communities like
Scarsdale, New York (where the police ac-
tually encourage direct hookups from pri-
vate .homes), police departments across the
country are increasingly reluctant to accept
direct alarm lines from residences. Some also
have . policies prohibiting automatic tele-
phone-dialing alarms from calling in on the
police emergency number.

1. Direct communication to police. The princi-
pal reason behind negative police attitudes
towards direct communications from alarms
is the false alarm problem.® Some sources

5 Underwriters’ Laboratories will no longer accept for

testing any intrusion detection device that does not also .

tranpsmit a signal to a remote station. : .

 Another objection occasionally raised against direct resi-
dential hookups is that they represent, in effect, a special
privilege available only to the few citizens wealthy enough 0

. d@fford alarm systems.
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have estimated that more than 95 percent of:

all transmissions turn out to be false alarms,
A few cities, like St. Petersburg, Florida,
have proposed fines for false alarms, but
most departments simply discourage or pro-

hibit direct communications and attempt-to-

persuade the owners to have them trans.
ferred to a commercial central station.

2. Remote central stations. There are obvious

advantages and disadvantages to the remote
central station concept. The principal advan-
tage is that the central station is a private
business whose customers have to be kept
satisfied. This assures a more positive atti-
tude towards the owner of an alarm system,
even when some of his alarms are false, than
the nearest police station is likely to have.
The principal disadvantage of remote
monitoring stations; from the customer’s

perspective, is cost. The major companies.

now in the business charge a monthly fee for
monitoring and servicing residential systems
that begins at roughly $15 and can be
substantially higher. This continuing cost, in
addition to the purchase (or lease) price of
the equipment and installation charges, is an
additional obstacle to the installation of in-
trusion detection systems in residences.

CHAPTER 4. DESIGN AND RESIDENTIAL SECURITY

“Nanny! It’s territory. That’s what
everything’s all about. Territory. Territory,”!
Henry Eliot. Howard was a.businessman
with a passionate interest in the British
warbler; his name appears in this report
because his small 1920 book called Territory
in Bird Life was the first book devoted solely
to the innate relationship between property
and animate behavior. Fifty years later, we
are giving serious thought to the validity of
his discovery. Territory is the concept that
appears repeatedly as we consider the rela-
tionships between space and human behav-
ior, relationships whose clarification may
have substantial import for the provision of
residential security. It is the consideration of
‘territory and its importance to man that
brings together much of the current think-
ing of those concerned with space and
environment and behavior. '

The “walled subdivisions” .much com-’

mented on in the popular press accounts of
contemporary security are not 20th century
Innovations. From earliest times ‘of settle-
ment, security hids been a major factor in
shaping man’s choice of location and the
design of his habitat.2 The caves. The vil-
lages on stilts. The walled cities. The man-
ors. The early frontier towns near forts or
stockades. For thousands of years man has
been aware that protection is a function of

shelter. But as urban western society devel- -

oped, security per se became less important
as a factor influencing the location and
organization of cities and the design of
dwellings and neighborhoods.

The environmental psychologists ‘have
Pointed out that territoriality is one means
of establishing and maintaining a sense of
personal identity. Space is personal and has

) ! Hen'ry Eliot Howard, British birdwatcher, to his children’s
nurse, circa 1904. ) '

*See Robert. Gold;-*'Urban Violence and Contemporary

Defensive Cities,” Jourmnal of the American Institute of Planners,

May 1970, at 146.

31

unique meaning for the individual. House
and place are regarded as extensions of
one’s self. ,

Home is a subject of highly charged
emotional content: a matter of strong feel-
ings. It is the symbol of status, of achieve-
ment, of social acceptance. Housing seems to
control, in large measure, the way in which
individuals and families perceive themselves
and are perceived by others. Psychoanalysts
reiterate what primitive societies understood
instinctively. Searles wrote:

I believe that the actual importance of
the environment to the individual is so’
great that he dare not recognize it.
Unconsciously it is felt, I believe, to be
not only an intensely important con-
glomeration of things outside the self,
but ?lso a large and integral part of the
self. '

The deep meanings of territory imply that
man’s home, if not his castle, is at least the
place where he exercises control and for
which he must accept final responsibility.

Our cities and homes, particularly multi-
family dwellings, often do not strengthen
this sense of self; they give a resident little
sense of control over his own safety; they
often make him feel isolated and unimpor-
tant. No one has ever deliberately designed
buildings or urban areas to foster crime and

_induce fear. Yet, in a number of respects,
the architecture of American cities does

both. The design of housing in this country,
Ada Louise Huxtable has written, “has de-
monstrably increased tendencies toward
crime, violence, and social isolation,” at a
social and monetary cost that is “insupporta-
ble.” 4 Planners, builders, and architects have

3 Harold F. Searles, The Nonhuman Environment in Normal
Development and Schizophrenia, New York: Imternational Uni-
versitjes Press, 1970, p. 335. ‘ L

‘l‘s;ggescription for Disaster,” The New York Times, Novémber
5, . ) )
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" not yet made of their profession.a “socially

responsible art,” in Roger Montgomery’s
phrase.® The design professions have tended
to accept as inevitable something that is only
partly so: anonymity and isolation in a gross
sense may be necessary concomitants. of the
size and density of modern cities and the
mobility of their residents, but neither char-
acteristic need define the relationship of
individuals to their immediate surroundings.
This is not to suggest that design is a
anacea for the problems of fear and crime.
While the physical environment influences
behavior, the extent of its influence is largely .
unstudied outside of specific institutional
settings such as schools, libraries, hospitals,
and mental institutions. This country made
_the mistake in the 1950’s of assuming that

_remaking the physical environment would

solve social problems; the urban renewal
program, based in part on this assumption,
proved that social problems were much
more intractable and complex than that.
Similarly, the impact of design improve-
ments on security may turn out to be smaller
than currently imagined. Even if this is the
case, however, many security design concepts
may contribute to socialization processes
within apartment buildings; housing devel-
opments, and neighborhoods—a possible be-
havioral consequence of independent value.
"A final argument for the serious consider-
ation of design as a crime preventive meas-
ure is two-fold; design offers us a chance to
build an open society rather than the “for-
tress America” that is a possible, if repug-
nant, alternative; and design for security at
the construction stage (even if that design
must include some “fortification” elements)
is a much more cost-effective-approach’ than
_ building without any consideration of what
design has to do-with security.
" In what follows, it is necessary that we
look slightly beyond the defined focus for
this study. Design is not simply a question of
what happens within the residential lot-line,
whether -of a single family-home or an
apartment complex. We noted earlier that

3 Roger Montgomery, “Comment on ‘Fear and House-as-

. -Haven,' " Journal of the American Institute of Planners, January

‘1966, The recent- decision to raze all of Pruitt-Igoe in St.
Loiiis is suggestive of the problem. v

the fear of residential crime—and the inter-
est in home security devices resulting from
it—is in part a transferrance phenomenon, a
focusing of the apprehension arising from
the dangers throughout a person’s neighbor-
hood or city on the one space entirely within
his own control. As a corollary, it.may well
be that improved security beyond an individ
ual's home will increase his sense of security
within it. Important design concepts fo
security operate beyond the level of the

individual residence and (except for large }
scale apartment developments and new com- {

munities) outside the property line.

‘A. Planning a New Approach to Security |
and Design ~

" There has been a quickening of interest in
the use of architecture to achieve security.
Environmental psychologists, anthropologists
and ethologists have begun to relate their
findings to the problems of here and now
rather than the planning of future Radiant
Cities. , ,
1. The Work of Oscar Newman. Recently
Oscar Newman and his associates, working
under contract to LEAA and "HUD, have
articulated these concepts in architectural
terms. In his recently published Defensible
'Space,” Newman elaborates on the work of
ane Jacobs, Elizabeth Woods and others t
deal with the design and organization of
public housing projects in New York City.
Newman and his research team werée able
to show significant relationships betweenig
environment and behavior. Comparing projq&
ects almost identical in density, population
income, and other characteristics, but with
sharply differing crime rates, Newma
found that the critical differences were th
design of the buildings and their ground
and the relationship of the projects to sUl
rounding environs. , ’ )
The study is the most significant to date in}
trying to handle. the specific problem”of 5y
crime and vandalism in light of the feedbad: 3

shows how certain basic design principles
(effective at either the initial design stage
or, as he ha}s done, in modificationsgtc:
existing housing) can contribute to security
Archltecture can create zones -of territoriai
influence that, when combined with created
ptppt(;rttumtles for stﬁ‘veillance, enable inhab-
itants to act natura i ici

oo y as their own policing
~ What were some of Newman’s specific
findings related to crime? '

0

_e Tenants expressed fear of crime as their
single most important problem.

occur glside'the building; of this indoor
;:rlmﬁ the majority (61_.5 percent) takes place
n the interior public spaces (burglaries

:ivnl;m apartments account for the remain-
er). .

e The higher the building, the higher the
crime rate and the fear of crime.

o While the total serious crime rate was
twice as high in tall buildings as in walk-ups
the rate of crime in interior public spaces in
the high-rise was seven times higher.

_ Given the findings from Housing Author-
ity crime statistics, Newman developed three
dcslgn hypotheses that he used as the basis
for modifications of existing public housing:

_ o that subdivision of projects and build-
ings can encourage tenants to assume _terri-
torial attitudes; |

" r:c et;h:;ddemgn augments nve.ltural- surveil-
_e that design critically .influences pef‘cep-
tions- of a . project’s isolation, image, stigma
and vulnerability. T '
a-rg}g?rjigtho'm'the work, the operative terms
Shin, b o;la!lty, surveillance, proprietor-
9 dlfscuS nl aries. While it is not possible yet
o e s long-term results, the architectural
iy ltications carried out by Newman show a
se:rgt 1r(1;_11tl_al’d‘rop./it‘1 total number of offen-
Moy imasc’m Point Houses in the Bronx.
Spacef i epor‘tant,‘ the concept of defensible
. e o Jow phace C s seem to strengthen the feeling of
applicable to new residential development (which add only onging to a place that increases residents’

to 3 percent to the housing stock each year), as 'Newma“"' i sense of Safety and feSpOl’lSibility d
: g ty and to

work in public' housing projects in New York has shown ll“‘ o reinfi .
-can also be applied to the modification and modernizationt "> ! orce those elements of community that

L o ] . are crime-resi . . :

existing housing. . » o i GLIRE resistant-in-the

7 Oscar Newman, Defensible Space, New York: The M. ;IOglcal sense. social and psyche-
Millan Co., 1972. . B : . S ) :

32

from behavioral science to design. Newman -

e 74.3 percent of most serious crimes -
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_In terms of our report, there are several

brief caveats. First, most of Newman’s work
has been done largely in public housing, and
that largely in New York City, whose partic-
ular problems may not be totally relevant to
other cities. Further woerk may be needed to
relate his findings specifically to more typical
single-family housing design and neighbor-
hood planning. Second, the major emphasis
of this report is burglary, which receives the
least emphasis in Newman's work. In general
terms of crime prevention, however, Defensi-
ble Space must be seen as a significant
achievement in its insistence on design as a
critical element of crime prevention.
. 2.. Ot.her studies. There have been other
indications that design can relate to the
problems of crime. The New York City
Rand Institute has paid specific attention to
the relationship between security and design
again focused on work done for the New
York City Housing Authority.?

A number of localities have also begun to
take preventive security measures into ac-
count in local planning and building ap-
proval procedures. South San Francisco, for
exqrrgple, in the late sixties provided the
police department with power to participate
in the review and approval of subdivision
and building plans for the city. The South-
ern California Association of Governments
sponsored the development of a series of
information bulletins to aid localities in in-

corporating security factors into planning
and’ building land review procedures.’ The
studies done by URSA-BSD for Yerba
Buena Plaza, a San Francisco public housing
project, also reflect an especial sensitivity to
the relationship of design to security.'®

"# William Fairley and Michael Li i
AW 2 i iechenstein, “I i
Public Safety in Urban Apartment Dwellings: Secur:'li{)yroég:lg-
f&egtt;o?i]td %xg(le(li'l'mer'l’tal Design for New York City Housing
Tunt 197)3. ‘ul ing,” The l\{ew York City Rand Institute,
9 SUA Division of Dillin '
\ gham Corp., “A Study of Cri
g;i\;ﬁ:;;:)rb ’?f]rou_gh Physical. Planning,” prepar)cleci0 fmrl:E:
South alifornia Asso‘cmnon‘ of' Governments, September
10 Clare Cgoper, Noel Da ice i r
1l Cooper, Noel Day and Beatrice Levine, “Resi
?lssz_ttlsﬁactlon in: Multi-Family Housing,” Univel:'(s?itylfae; lg(;;:
(l)rmal;Berkeley. ‘Working Paper No. 160, March 1972. See
also t edstud,y, Community Security in Fort Lincoln, June 1973
Ero.;parg‘ by Security Plarining Corporation for the District of"
ho umbia Redevelopmen(. Land. Agency for use in plannin
the new town development of Fort Lincoln. e
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These observations and the experience to
date in communities that have been active in
this area represent the beginning of a devel-
oped body of knowledge on the incorpora-
tion of security principles into the planning
and design of public and private buildings
and spaces. While general security guidelines
may be extrapolated from these specific
design studies, their application to a particu-
lar situation necessarily depends upon a
variety of contextual factors. The specific
design solutions Newman used to promote
territoriality in a public housing high-rise
elevator building in New York are not the
solution to security problems (even when
territoriality is involved) in a small public
housing project in Worcester, Massachusetts,
for example. Consideration must be given to
the needs, desires, and differing behaviors
of a particular resident population in order
to make specific, effective design decisions.

While it would seem desirable to subject
these guidelines to further demonstration
and testing in a neighborhood sectting that is
not exclusively public housing, they do rep-
resent a foundation for a new approach to
crime prevention in which security is
achieved. through design and a natural sys-
tem of community protection and self-de-
fense. This approach is oriented toward the
maintenance’ or reinforcement of an open
comniunity rather than an.atmosphere. of
mistrust and control.. The elements of this
approach are basic, simple and general.

B. Major Principles of Design and Resi-
dential Security A

The major principles developed through
the above cited investigations of residential
security are:

1. Opportunities for surveillance. Freedom to
survey, supervise and question a stranger is
a function of biiilding design. Design ob-
viously promotes or decreases opportunities
for surveillance: the. kitchen window over-
Jooking the play area or entry; the elevator
in a direct sightline with entry doors; a small
number of apartments (Newman suggests
two to five) opening on a shared landing—
all enable residents to be aware of the
presence of a neighbor or stranger, to know
onie from the other. :

The considerations of surveillance affect

design at every level: the mixture of uses of
a city street, the topographic alterations of a-
site, the layout of streets and walkways, the
placement of parking and open spaces, the
placement of buildings on a site, the interior
layout of a building, the placement of win-
dows and doors. All these decisions should
be made with specific concern for the prob- |
lem of observability, both by neighborhood
or area occupants as part of their normal
living patterns and by police patrols.!! Natu-
ral barriers, landscaping, and building loca-
tion  should be planned to channel pedes-
trian and vehicular traffic to promote rou-
tine observation.

Walkways and entryways to buildings
should be clearly visible to police patrols and i
neighbors. Adequate protective lighting— g
and especially controlled pattern lighting—is §
important for this purpose. Indeed, it may &
be desirable to provide buildings with an
automatic system (as with street lights) that &g
will turn on exterior protective lights when [
darkness begins and extinguish them in the §
morning. During the hours of darkness
proper protective lighting can constitute an
effective crime deterrent as well as provide
residents and persons who have business in

the community with an important psycholog- {5 -

ical sense of safety and physical security.

Grounds of buildings should be land-
scaped to minimize obstacles to cléar observ-
ability and places of concealment for poten-
tial assailants. Inside buildings, public spaces
should be designed to be visible from areas &2
where observers are likely to be present. i

Design can promote natural observation
within the community. Neighbors routinely

1 A distinction should be made between formal and informal
surveillance, ‘although both are obviously influenced by de-
sign decisions. Informal surveillance is naturally carried out
by residents, guests, employees and passers-by in a residential
setting where such, persons are engaged in activities unrelated
to security and are observing only as a secondary activity, The
variety of activities of the city street as described by Jant
Jacobs is the almost classic example of informal surveillance.”"3
and Newman makes a particularly convincing argument thal =~
the effectiveness of informal surveillance depends in largt  :
measure on physical design principles that encourage @y,
discourage it. Formal surveillance can be that provided b %7
electronic systems (largely in apartment buildings), by privat -
guards or tenants specifically organized to serve a watchma' 4z
function, or by public police for whom patrol surveiltance 3~ ~
standard operating practice. Again, design can facilitate suth "
surveillance. LT
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looking out for each other is a critical part
of a protected environment. It is important,
therefore, to facilitate social contacts between
neighbors under conditions that encourage
friendly and cooperative relations. Residents
should be encouraged to feel comfortable in
alerting appropriate emergency response
forces when they witness or suspect an

€mergency or a serious threat to person or

property. :

Facilities for commercial or community
services should be physically arranged to
provide the presence of natural observers
along public walkways and near major access
points to residential areas, to make entrants
aware that they may be seen and could later
be identified. :

Natural surveillance, fostering community
self-protection, can also be promoted by
sensitive design. In apartment complexes,
for example, existing studies (including the
work of Oscar Newman) have shown that
the arrangement of apartments within a
development can greatly influence crime
rates. ‘Arranging units in clusters, in which
residerits know their neighbors, decreases
anonymity and promotes routine neighbor
surveillance, thereby reducing crime. A small
number- of families 'sharing an entry and
hallway create the same effect in multi-
fam_l}y housing. A small grouping of families
sha.rmg a well-defiried "territory adjacent. to
their living units will take initiative in assur-

- 1ng ts. maintenance and safe, productive use.

This “territorial concern”. may even be ex-

tended beyond a single corridor to larger

Interior areas and the grounds- adjacent to
the dwelling units through appropriate de-
Sign. Design can structure opportunities for
Intensive use of a site, where the develop-
ment of play areas and other natural sites
for loitering and visiting relate as closely as
possible to a specific building or group of
houses. Space intensely used around a build-
g not only increases natural surveillance
but tends to increase residents’ feelings of -
Proprietorship about that space. Any design
feature that extends the resident’s sense of
turf beyond his individual living space de-
Creases the crime risk in the whole building.

‘Opportunities for surveillance relate di--

Y to-the level-of fear in a particular area.

In Newman’s surveys of public. housing,
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tenants expressed the fear of crime as their
single most important problem.!? Levels of
fear varied, in similar populations, according
to aspects of physical design, including the
nU{nber‘ of entrances, siting, and placement
of interior stairwells, elevators, and the num-
ber. of apartments on a landing. These
design factors acted on residents’ behavior.
'}"he fear people felt about passage to and-
irom the building, fear toward their “neigh-
bors,” attitudes toward strangers in the pro-
Ject, and treatment of the buildings and
grounds differed sharply between different
projects—and an important distinguishing
factor influencing fear of risk was the de.
gree of natural surveillance provided by the
physical setting. '
_Studies done'in San Francisco!® found,
similarly, that great fear of public spaces,
particularly in' high-rise buildings, occurred
when opportunities for surveillance from the
dwelling unit were limited. When the eleva-
tor doors are closed, when the doors onto a
long internal corridor are closed, when the
parking lot is empty of people, a crime could
happen and no one in the adjacent dwellings
would know. At Hunters View and St.
Francis Square, many units face each other
‘across easily surveyed pedestrian courts, and
the fear of crime is considerably less. Where
these potentially hazardous public spaces
also encourage high levels of pedestrian
activity, the fear of crime is even further
reduced. Thus, at St. Francis Square, with
three-story buildings arranged around
linked interior courtyards, there is a high
level of pedestrian activity, ease of surveil-
lance, a willingness to go out and help
neighbors in trouble, and consequently a
relatively low fear of crime despite the fact
that crime rates are high in the streets
around. Only a few blocks away, at Yerba
Buena Plaza, the intrusion of criminal ele-
ments into the public spaces, corridors, ele-
vators and stairwells where pedestrian activ-

(ity is limited and surveillance almost nonex-

istent, results in a fear of crime that goes far

beyond actuality. ' '
Effective surveillance also relates to

planned use of lighting and landscaping.

12 Newman, op.cit,, p. 151,
'3 Cooper, Day, Levine, op. ¢it., p. 46.
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The presence of adequate levels of street
lighting -as well.as lights for access paths,
parking areas and entries affects the decision

of an offender to .act and the likelihood of

identification by a-witness, as well as the
tendency of residents to use streets and
outdoor areas intensively. In spite of many
street lighting programs in recent years, little
hard data defines ‘the relationship between
street lighting and the incidence of crime. It
is only common sense, however, that people
feel less apprehensive about evening activi-
ties when areas are well-lit.

Design and planned opportunities for sur-
veillance are critical factors in reducing ano-
nymity in a residential setting. If natural
surveillance is an important element of secu-
rity, it is equally important that the observers-
be known to one another, that the form of
the residential setting encourage neighbor-
ing and the casual repeated social interac-
_tions that reduce the sense of isolation and
anonymity so often present in contemporary
communities. The defined entry to an apart-
ment complex, with places for play and
loitering related to a specific' building, the
common court defined by a group of town-
houses or shared by several apartment units,
a community room or neighborhood center
visible to passersby—all create opportunities
not only for informal surveillance 'but also
for increased neighboring. This reduces the
‘sense of anonymity and isolation that often
keeps people within their own apartments,
which they finally see as the only safe and
private place available. When this happens,
there is a further reduction in the potential
for surveillance, and the potential for secu-
rity is further lessened. Newman found
crime rates significantly higher in buildings
over six-stories with more than a thousand
units. Obviously height alone is not the
answer, and he theorizes that such buildings
present conditions conducive to crime and
vandalism: a large number of people using
the same entrances, lobby, and elevator, with
widespread anonymity; more hidden interior
spaces, with few surveillance opportunities;
density to a degree that promotes isolation,
again with the individual apartment unit

seen as the only safe haven. . .
2. Differentiation’ of space. What makes for
difficulties of casual surveillance in many
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environments is the ambiguity of space:
When amorphous areas belong to no one,.
they in effect are open to anyone—and even '
within the residential environment, they as.-
sume ‘the fearfulness of the, unknown. In-
such areas, crime and vandalism increase.

"Generally speaking, there is a continuum
that ranges uninterrupted between the most
private_and most public spaces in a commu-
nity. For example, the hidden safe in the
wall is perhaps one of the most thoroughly
private spaces in a residence or. business
establishment, whereas the sidewalk along a
public street is the most completely public
space. In. residential neighborhoods domi-
nated by single family homes, most of the
grounds and premises beyond the streets
and sidewalks tend to be relatively private.-
In other neighborhoods, largely composed
of multi-family housing, the grounds and
premiscs (indeed, the interior of the build-
ings) fluctuate between public space and
private space, with distinctions often unde-
fined or nonexistent. Commercial areas show
a similar continuum for public spaces in
malls and parking lots to semi-public entry-
ways and lobbies shared by a limited number
of establishments to semi-private spaces re-
served for employees and store spaces desig-
nated for customers.

By differentiating the treatment of these
spaces, announcing to the pedestrian his
movement from one to another through
changed ground or floor treatment, decor,
landscaping, portals, steps, or other features,
‘architectural design can be used to commu-
nicate- the changing level of proprietorship
and appropriate forms of behavior that are.
expected in different spaces. Creating visible
boundaries to semi-private and private
spaces - makes intrusion more obvious and
may have a significant deterrent effect.

3. The assumption of territoriality. Ethologists =
have pointed out that relative dominance 15
seen most clearly in animals that have ind: ..

. v . . i : C N h fr p [
vidual territories. On home grounds, t ey,& Bion of New York, first published in 1929)

-,,g?,v.e since been subject to considerable de-
E _até,,the neighborhood unit has been gener-

are able to vanquish an intruder and compel
him to retreat, whereas if they ‘are chal .-
lenged by the same intruder on his hom¢ -
territory, they in turn will admit defeat.
Most birds and mammals, including man, -
exhibit this kind of territorial behavior. A5 <. "5
George Carstairs has written, “Not onlf.

“June 1969, p,

football teams, but all of us, tend to perform
~best on our. home ground—and to resist
anyone who ventures to ‘challenge us there.”!4
The-knowledge of the home ground and
the reinforcement offered by the “home
crowd” promote the natural exercise of terri-
torial behavior. . o

Design is crucial to the development of
proprietary attitudes toward space-and the
enforcement of attitudes of natural commu-
nity protection. Questions of siting, the pla-
cement of buildings in relation to one an-
other, the juxtaposition of buildings with
usable spaces for neighboring and play, and
the placement and number of units within a
building sharing a common entry or landing
all affect the relationship of people to place.
These design decisions determine, in part,
whether a resident feels the only place that
is his own is within the home or apartment
(thus fostering withdrawal and anonymity)
or that his sense of proprietorship and
belonging extends to areas beyond his own
front door (thus extending his sense of
responsibility and feelings of security out-
ward), +

As a number of studies have shown, the
neighborhood or sub-area concept, utilizing
cluster approaches to design that focus hous-
Ing or other land use elements in small
groups around common .open spaces, walk-
ways, or malls or other common facilities,
can facilitate effective social organization and
help to establish a sense of proprietorship
and self-protective attitudes among neigh-
boring families or commercial establish-
ments. Each neighborhood or commercial
flll,l?t-area_l can be designed to be an integrated

nit. : ' .

The validity of the neighborhood 'concept
has long been recognized for other objec-
t.ves ‘beside security. Although some of the
claims for the social, economic, educational
and public health advantages of neighbor-
'hOOdS,(made in such documents as the

classic report by the Regional Plan Associa-

. George ‘M, Carstairs,. “Overcrowding and Human

Bgression,’ ?igék‘;iolmcei"in"America, Val. 2, Washington: GPO,
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ally accepted as a principle of urban plan-
“ning. : '

No valid empirical research has been con-
ducted on the issue of optimal size of the
neighborhood unit in terms of security ob-
Jectives. Although some analysts maintain
that the smaller the unit the better, it is
likely that there is a minimal threshold level,
below which smaller groupings fail to offer a
sufficient number of potential observers, and
a maximum level above which larger group-
ings make frequent interaction and recogni-
tion of all the household members difficult
to achieve. In design terms the optimal scale
for townhouse or cluster single-family units
appears to be the courtyard or cul-de-sac; for
two-to-four-story walk-up garden apart-
ments, a common entryway; for high-rise
buildings a single floor or part of a floor,
depending on the size of the building.

A series of these individual groupings can
be combined to create larger units at the."
neighborhood or housing project scale.
These larger units should share a common
identity; common facilities; boundaries cre-
ated through design treatment, historical or
natural barriers or topographic @nd site
conditions; or have other characteristics in
common. . .

4. Access Control. It seems obvious to say
that builders’ choices of locks, doors, frames
and windows affect the ease with which a
potential intruder can gain access to a resi-
dence. Yet even this simple security question
is seldom considered in the planning proc-
ess. Still less attention seemingly is given to
broader design considerations that affect
access to a community; design considerations
affect not only access to an individual dwell-
ing, but also the entrances and exits to a
larger neighborhood or development. The
concept of entrance is critical to security; as
stages of entrance and exit can be defined
by design, they make an important.an-
nouncement of possession and boundaries to
resident, visitor, and intruders.

a. Channeling access. Access into and out of

residential areas should be channeled into a

limited number of - routes and past activity
areas where potential observers are likely to
be present and potential offenders can be
readily observed. This natural method of
access control can be highly effective as a
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deterrent to criminal activity. Access does
not relate, of course, only to the use of
public streets and pathways. While there 1s
obvious control of access when one is_plan-

. ning a private residence, more awareness. is

needed in the planning of multi-family hous-
ing, especially low-income and public hous-
ing. The large private complex can provide
doormen, electronic surveillance, or complex
keying systems to control access to a build-
ing; many of these may be too expensive for
public housing or other low-income apart-
ments. Thus there is a special need for
limiting points of access (to whatever degree
fire codes make this possible).

b. Siting or clustering. The placement of
buildings on grounds and in relationship to
each other affects ease of access. Where the
site plan allows anyone to wander into public
areas, as it often does in multi-family devel-
opments, criminal opportunities increase.
When dwellings are clustered on the site and
access points are limited, on the other hand,

strangers are less likely to wander through

and more likely to be questioned when they

do. Siting and clustering limit access natu-
rally and at the same time provide a
bounded setting for the casual social contacts
that also promote security between neigh-
bors.

c. Emergency access and patrolling. It is also
important to consider the ease of police
patrol and emergency response in the layout
of streets and walkways. Easily-read, well-lit
street signs and household numbers are an
imporiant consideration for quick patrol re-
sponse. Visible police, patrolling a well-de-
signed series of streets and walkways, can
serve as a deterrent to crime as well as
reducing community fear by providing a
sense of community protection.

5. Separation of conflicting uses. Sensitive
design can eliminate many sources of prob-
lems and conflicts by spatially locating land
uses and activities to avoid the juxtaposition
of conflicting activities or groups. As an
example, it might be possible to place buff-
ers between housing projects with many
teenage children and shopping centers that

could be focal points for petty crime or.

vandalism. Separation is useful between
housing for the elderly and heavy concentra-

tions of young people, since the elderly
often tend to find young strangers poten-
tially fearsome. This is an area ‘where de-
signers and planners need to be particularly
aware both of the potential for security
involved and the trade-offs required in
terms of other, perhaps equal or more

important, social values.

6. Provision of more acceptable outlets for
potentially delinquent and” criminal energies. A
great deal of the crime that concerns us is
committed by those with social and economic §
hardships—by ghetto residents, drug addicts, §
and others who see few alternatives to crime
as a means of obtaining the money and
material goods that are valued in our society. §
Some may even view criminal conduct (and §
especially vandalism) as a way of “getting
even” with the society or expressing anger
and frustration. Dealing with these prob- |
lemis; of course, goes far beyond the scope of §
this study; it involves a variety of initiativeés
that should be central in planning commu-
nity, social and economic institutions and
services. '

At a more specific level, however, there
are preventive measures available to plan-
ners and developers that.can help achieve a
safer community. Most relate to the young:
Much youthful property crime and vandal-
ism is a product of boredom or frustration.
Some sociologists (Cohen, Tappan, McKay)|
have commented that in the early stages
delinquency is clearly a form of play. Van:
dalism, shop-lifting, auto-thefts and purs
snatchings may be committed primarily b
cause they are more exciting and seeming

ly
more rewarding than law-abiding activities. 2=
It is important to provide facilities for alter- - -

native activities: play areas related to living & ™
are least attractive and well-maintained.!¢

areas that offer real opportunities for de: ..
light and play (the adventure p‘la)'Igroulj.,d :
concept has been surprisingly neglected by
American planners); often areas for specific. -
activities are more desirable than yet another %
fenced asphalt. area with a basketball hoop: .
A neighborhood that offers a varied rangt:.
of activities is often a richer playground that - -
a segregated play space, and the concept.of .-
the street and, sidewalk designed to cont_rql e
traffic and encourage play has received 1.

- | | L

-aginative treatment by Paul F'riedberg, a

‘New York City designer.'® :

The problems are more serious in dealing
‘with 12-20 vyear olds, those increasingly in-
volved in a large percentage of criminal
incidents, and the solutions less easy. Organ-
ized teams, sponsored. by the police, boys’
clubs or other community groups, need
places to play; large projects might include
tinkering areas for auto repair and other

mechanical pursuits; designers should pro-

vide, whenever possible, some structure or

- designated space that this age group can
. claim as its own. Designers might consider

involving young residents in the planning
and construction of such facilities. Projects
designed in isolated locations removed from
shopping and recreational opportunities may
pay highly in vandalism costs for the lack of
activities available for young adults.
“Increasingly those who appear in court on
‘adult criminal charges are those with records
of numerous contacts-with juvenile authori-
ties; it is imperative that the design necessity
in crime prevention provide as many alter-
natives' as possible to the potential young
offgnder, although it is obvious that the
design potential here is not suggested as a

_ cure-all for a complex social problem.

7. Community aesthetics. Although there is
little systematically collected empirical data
on whlqh to base their position, some observ-
ers.claim that community aesthetics—the
visual quality of the community’s buildings

and landscaping and the level of care and-
~ maintenance they receive—can have a defi-

nite, although subtle and ‘indirect, impact on
reducing some of the casual factors that lead

.,.to criminal activities. A number of studies of

v?lnqrability have found higher incidences
of crime occurring in run down, deteriorat-
Ing areas or. within buildings or facilities that

?bvm}.usly,» this is not the only explanation.
or crime; the factors that lead to crime may

also contribute to the deterioration in the

physical surroundings. But the surroundings

- !*Lisa Hammel, “Two Playground Designers Who Used to

Bel ;Igebels,»' " The New York Times, November 29, 1972.
1%See Cooper, Day, Levine, ap. cit, and Lee Rainwater,

P overty, Race and.-Urban. Housing," in The Social Impact of

U . : s - N . R
V‘C{!’{::g‘g?g;i.(]enter for Policy Study, The University of

themselves may also contribute to the inci-
dence of crime. :

A number of studies have found that an
environment that is institutional in appear-
ance or deteriorating or provided with low
levels of repair and maintenance generally
tgand,s to cause increased detachment, isola-
tion, hostility and frustration among its in-
habitants. In these settings no one feels
individually responsible for anything outside
his home; residents and management de-
velop negative perceptions of each other and
their neglect tends to reinforce the prob-
lems, further conveying the indifference to
outsiders. When the care of buildings and
personal property of others is not valued, it
can lead to the weakening of community
norms inhibiting theft or vandalism and the
expression of individual frustrations through
criminal actions. When choices of building
materials and lack of maintenance indicate
that a place is not important, residents soon
get the message and treat space accordingly.

C. Conclusion

These seven points, then, define residen-
tial design considerations that produce a
natural and open system of community pro-
tection, stimulating positive interactions be-
tween people and place. They are obviously
not all-inclusive. Too, they make no attempt
to specificity of detail, rather attempting to
focus ‘on the considerations that architects,
planners -and builders need to keep before
them as they deal with a specific site, a
specific plan, a particular opportunity for ",
rqhabilitation and modernization.’ As is true
with many security prescriptions, any design
for security needs to be tailored to “specific
situations and it would be specious to pres-
ent detailed design specifications and suggest
their applicability on a national level. Re-
gional differences as well as differing needs
of various socio-economic groups preclude
any neat security shopping list for planners.

In our. opinion, enough is known about

-design and security to warrant an effort to
disseminate existing - knowledge to architects,

develo’pgrs, builders, and local planning offi-

39 -




£

cials.!” We would-go even further and argue
for the inclusion of the considerations to, be
addressed in site plan review and other local
development. controls. The lack of precise
criteria is not a subsiantial obstacle to the
inclusion of security among the issues con-
sidered in site plan review. Plan approval
already involves a numbeér of subjective is-
sues; the process typically involves discre-
tionary judgments arrived at through-give-

171t should be noted here that the proposed draft of
HUD’s Manual of Acceptable Practices (which is a companion
volume to the mandatory Minimum Property Standards for
FHA construction) is aitempting to suggest appropriate
security considerations for industry, at least at some minimal
level of awareness. For example, chapter 3, Site Design,
presents 300-7, Security:
Public areas in site design, especially circulation - paths
which must be used at night, should be kept well-lighted,
and free of obstacles, dark corners, and isolated locations
which will aid or encourage nuisance or criminal activi-
ties. Arrangement which allows twenty-four sirveillance
of public, areas by local police from the street is an
important security consideration.
While these practices are not mandatory, and FHA affects
only a smali fraction of the new housing built each year, this
does represent a new acceptance of security as'a design
consideration,

- cies, security could be addressed on a sensi.

“like South San Francisco, where police re-

and-take between the developer and the:
enforcement agency. Including security con-
siderations would not greatly burden or alter
the approval process. Especially if informa.
tion on design and security were available to,
architects,” developers, "‘and planning agen-

ble basis from the inception of planning of a
residential development. Experience in cities

view of plans has been instituted, suggests
that the effort is feasible. A requirement that
security considerations be addressed in site
plan review would be sufficiently flexible
that it could be adapted to areas with
different crime  pressure. As increased
knowledge is gained about the impact of
design on security, the rigor of plan review
on this issue could be increased. As our
understanding’ of security and design
grows—and research in this area merits
support—these additional insights can be
incorporated into development planning and
the training of planners, architects, engi-
neers, and other professionals.
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Part III

PRIVATE GROUP ACTION TO

COMBAT
RESIDENTIAL CRIME
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In a society where the generally accepted
premise is that law and order is a govern-
mental responsibility, citizens are neverthe-
less increasingly banding together to provide
supplementary protection for their homes
-and neighborhoods. These group activities
take a variety of forms: neighborhood citizen
. patrols in some areas (or variants, such as
‘campus patrols, in special environments).
tenan¢ patrols in public housing, the hiri.ig
of private guards by neighborhood associa-
tions or the developers of subdivisions or
planned communities.! In the following
three chapters, we consider the effectiveness
of these supplementary protective activities
and their impact on the communities in
which they occur. T

Most citizens would prefer improved po-
lice protection to participation in a citizen
patrol or the hiring of guards.? Yet, in many
areas, police service seems inadequate, and

zen patrols, for example, concluded that

support and mobilization for patrols ‘is
found disproportionately among lower status

! Another variant—the auxiliary police force—is of limited
relevance to the protection of residential neighborhoods and
is not considered in this report. Although -auxiliary police
forces are apparently growing both in numbers and member-
ship (“The Civilian Cop Helps Fight the Crime Rise, Or Is
He ‘Plain Nuts’?" The Wall Street Journal, Feb. 20, 1973 at 1),
their direct usefulness in crime prevention is limited. They
may, however, serve to free up regular police officers by
providirig supervised personnel to perform some police tasks.
They may also have a useful role to play in crowd control, at
rush hours, and in natural disasters and other emergencies.
See Arlington County Police Department, “1969 Reserve
Police Study” (Arlington, Va., unpublished); James S, Kakalik
and Sorrel Wildhorn, Private Police in the United States (The
Rand Corporation, R-869/DQJ, 1971).

? See, e.g., National Opinion Research Corporation,

Yotk; The Vera Institute, 1970,

residents seek added protection. Their deci-’
sion about what to do is guided primarily by
their economic situation. One study of citi- .

persons; middle-class people appa.rently.

more often effectively press the government
for increased police protection or hire li-
censed private guards.” 3 Families who can-
not afford to move from a city neighbor-
hood that is becoming more dangerous may
try to provide a level of protection within
the neighborhood through voluntary patrols.
Upper-income families may do the same,
through joining together to hire private
guards, or they may move into communities
where the developer or a neighborhood
association provides guard services, often at
a substantial cost. -
Both citizen patrols and private guards
share an anomalous situation with respect to
residential security. Our legal system pro-
vides little middle ground between the sworn
police officer and the ordinary citizen. In all
of the activities described in this chapter,
private citizens are undertaking an ancillary
police function—often an uncomfortable
role in our society and one that is fettered
by a variety of legal restrictions. These
restrictions—and the risks they reflect—are
one of the drawbacks of self-protection
measures. Other issues concern the relation-
ship of private . protection efforts to the
police and their impact on the attitudes of a
community and its residents. o
-The basic question of the effectiveness of

patrols or private guards in providing resi-

dential security is an especially difficult one

to answer in the abstract. Here, as with other
security measures discussed’ in this report,

'specifics are necessary before an evaluation

“Neighborhood Views of New York 'City Services,” New "
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can be attempted. What we can provide—
and what these chapters include—are some
general observations and examples illustrat-
ing the advantages and disadvantages of this
approach to residential security.

#Gary T. Marx and Dane Archer, “Community Police
Patrols: An Exploratory Inquiry, “Harvard University-MIT
Joint Center for Urban Studies, March 1972, at 75.
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Chapter 5..Citizen Patrols In Residential Neighborhoods

America has a long tradition of voluntary
group .action to meet perceived common
needs. The tendency to form voluntary, ad
hoc organizations was noted by Alexis de
Tocqueville in the 1830’s and has been
repeatedly rediscovered since. One of the
common needs to which voluntary groups
have responded is protection against crime.

Vigilante groups often were the only provi- -

ders of law-and-order on the frontier, and
self-help was also apparent in many of the
new cities of the West, most notably San
Francisco.

The history of vigilante groups in this
country is decidedly mixed. It includes not

“only homesteaders or townspeople protect-

ing their families from criminal intruders,
but also the Ku Klux Klan and others
attempting to impose or defend discrimina-
tion through extralegal means. Vigilantism
and voluntarism, moreover, run counter to
another 'American ideai, never fully

achieved—rule by law and the minimal use .

of coercive violence. Today, most Americaris
certainly oppose pecple’s “taking the law
into their own hands”; they would agree that
government should have a monopoly on law
enforcement. N ‘
Many citizens also believe, however, that
the government is failing to provide effective
law enforcement. Increasing rates of crime—
and increasing fear—have impelled people
to band together to protect themselves and
their neighborhoods. In the sixties, a num-
ber of citizen patrols (the Maccabees in
Brooklyn, the North Ward Citizens’ Commit-
tee in Newark, the Oakland patrol in Hart-
ford, numerous youth patrols) were organ-
ized, primarily in lower-middle income
neighborhoods. These groups frequently
stemmed from racial fears, a crisis situation
or incident, or a desire to protect the
neighborhood from a criminal element com-
posed of “outsiders.” The groups organized

‘escort and ambulance services, patrolled the
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streets to keep peace, cruised in unmarked
cars, and worked generally to “cool it"—to
limit confrontations, crime and violence in
ghetto and other urban neighborhoods.
Many of the groups were evanescent; organ-
ized in response to a particular crisis, they
quietly ‘disbanded after an initial frenzy of
activity. Their members, once the novelty
wore off, discovered that self-protection maj
be dangerous and—more important—that it
is exceptionally boring. Patrolling a neigh-
borhood for criminals rarely yields any (in-
deed, that is one measure of success). It
becomes a dull routine, punctuated only
occasionally by any action. ‘

When confrontation between a member of
a patrol and an apparent criminal does
occur, serious problems may follow. The
member of a patrol has no more authority to:
question or detain a suspect than does any
other citizen, but by virtue of his role he
may be tempted to try. The result may be
that he commits a crime himself—assaulf,.
battery, kidnapping, and false arrest area
few of the possibilities. He may also comm
a’ tort, making him liable for civil damages
His position, if he intervenes in a dispute,_is
legally that of a volunteer, whose potentid
liability is suggested by the law’s définition of
a volunteer as “an officious intermeddler.” -

The police generally dislike citizen patrols,
in part because of the added problems thef
create and in part because these groups art
often critical of the police. Whether or nol
their initial role is adversarial (for example)
observing police confrontations with citizen
to guard against police brutality), citizens:
groups at least implicitly suggest that the
police are not performing adequately. Ev
when the police agree, they would prefer]
that they be given the necessary resources 1§
do a better job, rather than having citize
form supplementary organizations.

Despite these tensions and problems the
number of citizen patrols again appears to
be on the increase. Newspaper stories in the
past year mention such groups functioning
in a variety of communities—from the sub-
urbs of Washington, D.C., Los Angeles, and
‘Long Island to the central cities of Chicago,
Boston, Baltimore, and Philadelphia; in
Houston ‘and Indianapolis, Cincinnati and
Cedar Rapids.! In New York City, perhaps

150 such groups have been organized in all -

five boroughs, functioning as tenant patrols,
street patrols, or child safety patrols (the last

_ operating around schools to protect children

from mugging or harrassment before and
after school and at lunch hour).

- Our focus in this chapter is on voluntary
citizen patrols in neighborhoods. (The next
‘chapter deals with tenant patrols and indige-
nous guard forces in public housing, which
raise other issues.) Such patrols have some
clear advantages over other alternatives for
providing neighborhood security, but they
also pose some potential problems. After
identifying the benefits and drawbacks of
neighborhood patrols, we will discuss the
policy options in dealing with them.

A. The Advantages of Citizen Patrols -

- In principle, citizen patrols should play a
relatively simple and narrowly defined role:
to deter criminal activity by their presence.
Their functions should be those of a passive
guard: to watch for criminal or suspicious
conduct and to alert the police when they
see it. This function is the same for a

‘stationary patrol (e.g., tenants stationed in

the lobby to screen persons entering the

~ building) as for a mobile patrol (tenants

‘checking stairways and elevators or residents

_cruising the neighborhood streets). One de-
‘Tivative function may also be noted: provid-

Ang a protective escort for individuals.

"It should not be the function of patrols to

intervene in criminal incidents, either to

. dttempt to defend the victim or to appre-
‘hend the wrongdoer. There are three princi-
- pal reasons for this. First, intervention vastly

increases the risk of injury to the victim or

:;tvofin’no;cen_t bystanders, as well as to the

u iJOhh Herbers, "‘Civilian Patrols Spreading to the Sub-
- uibs,”

" The New York Times, November 5, 1972, at 1.
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patrol member. Second, patrol members are
not trained or equipped to intervene effec-
tively and with minimal risk. Third, inter-
vention involves potential legal liability for
the consequences to the apparent wrongdoer
or others, and thus carries a pecuniary risk
for the patrol member. :

Although there are no available data to
confirm the hypothesis, it seems logical that
civilian patrols adequately performing this
deterrence function can’ substantially im-
prove the security of a particular housing
project, block, or neighborhood. They have
a number of advantages over other protec-
tive measures:

1. Patrols are relatively inexpensive. The
deterrence function of patrols could be per-
formed by the police,  but it rarely is. Police
manpower is inadequate for preventive pa-
trolling of residential areas, and especially of
portions of residential areas not visible from
a cruising patrol car. Because the policeman
on patrol must respond to calls for police
service, the police emphasize mobility and
are reluctant to have officers leave their
radio cars except in response to a call. If
more police were added to the force solely
for patrolling (a debatable allocation of
scarce police resources), it would add enor-
mously to police costs. In New York, it has
been estimated.: that one added patrolman
costs the equivalent of ten times his annual
salary;? the number of added patrolmen
needed to provide saturation preventive pa-
trol would be enormous. ‘

Citizen - patrols are inexpensive precisely
because they are not professional policemen
or guards. Eliminating personnel costs also
means eliminating many of the other costs
(fringe benefits, personnel ‘administration

-costs, etc.) of a patrol operation. Again to

cite New York City figures, a Rand Institute
study there estimated the average cost of
security alternatives for. public housing
apartments.® The options cost from $2.65
per apartment per month to $57.39. The
tenant patrols in operation in public housin

° New York City Criminal Justice Coordinating Committee,

1971 Criminal Justice Plan. :

.3 William Fairley and Michael Liechenstein, “Improving
Public Safety in Urban Apartment Dwellings: Security Con-
cepts and Experimental Design for-New York City Housing
Authority Buildings,” The New York City Rand Institute,
June 1971, p. 55. : S




in New York City, by contrast, were roughly
estimated to have a direct cost of 30 cents
per unit ver month (this does not include
the opportunity cost for tenants who partici-
pate in patrols to the exclusion of other
possible activities).

2. Patrols can be effective in performing a
surveillance function. There is no inherent
reason for believing that police training is
necessary in order to perform a surveillance
function. Indeed, policemen are not specially
trained in patrolling tactics or methods; their
training focuses primarily on intervention
and apprehension.

Because patrols can be manpower-inten-
sive, they are much more likely to provide a
watchman-presence at a particular place at a
particular time.

3. Patrols take advantage of existing behavior
- patterns. As noted earlier, organizational im-
pulses are part of the American character.
More generally, people tend to come to-
- gether to take common action-in response to
stress situations. Patrols are a realistic group
action; they utilize a resource (spare time)
that many people have and do not require
substantial amounts of other resources
(money and sophistication) that most people
lack. Patrols also are highly visible and
therefore reassuring to those worried about
crime. ,

4. Patrols indirectly- improve the individual's
ability to deal with crime. Experience on a
civilian patrol is likely to make an.individual
more aware of security needs. The individ-
ual member of a patrol will' gain an en-
hanced sense of territorial proprietorship
and responsibility. He will be more likely to
be on the alert for crime or suspicious
behavior. within his neighborhood or devel-
opment even when he is not on patrol. He
will know how to report a crime’and will

~ probably be more willing to do so. -

" . b. Patrols contribute to other desirable social
goals. Patrol groups are likely to result in
greater neighborhood or development cohe-
siveness, which in turn improves the resi-
dents’ capability for common action to. meet
other problems. Where there is no existing

neighborhood organization, the patrol” may

serve as the vehicle for its formation.
“:Patrols, moreover, provide a useful activity
for residents. For some, this will mean new
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friends and a more fulfilling way to spend
leisure time. For others—and perhaps teen-
agers and young adults, in particular—the
patrol is a socially productive alternative to
undesirable or destructive activity. '

B. The Disadvantages of Citizen Patrols

Despite these very substantial theoretical
advantages, patrols have exhibited a number
of shortcomings in practice. For the most:
part, the problems with citizen patrols are a
consequence of their origin and the nature
of the function they assume: :

1. Patrols tend to be short-lived. As suggested B
earlier, patrols are generally organized when
concérn about crime—and sometimes spe
cific types of crime, whether rape or urban |}
rioting—is particularly intense.- This intensity
of concern is unlikely to be sustained over a
long period; if it is, residents may withdraw.
from neighborhood activities, including the
patrol, rather than assume the risk they
entail. Shared concern, then, is both a neces-
sary condition for establishing a patrol anda -
possible reason for its demise. While the ~
patrol may increase neighborhood cohesion, -
assuming broad enough participation, con- --
tinued fear may weaken this cohesion, even- -
tually destroying the patrol itself. i

A second, perhaps more typical scenario :
involves ‘a successful patrol—which may be -
defined as a patrol in an area where the .-
crime problem diminishes. Patrolling, as -
noted earlier,” becomes duller and duller, its -
necessity less and less apparent. (Without -
adopting a meteorological theory of criminal
contagion, we should note that crime “crises’ . .
tend to occur in warm weather. Winter, ..
however, follows summer, and so to bore: -
dom one may add discomfort to the patrol -
members’ complaints, at least in much of the .
country,) STy

Another reasen why patrols tend to be -
short-lived involves the normal propensities :

of citizen organizations. Although we hav "

stressed the relative simplicity of a patrol- -

member’s task, it takes considerable logistk?ll =5

work to keep a patrol functioning. It is.d
commonplace of volunteer groups that S:UC‘,}}",‘ ;
supporting paperwork is done initially ind .
burst of enthusiasm and with great diligence
and thereafter deteriorates. S

2. The deterrence function of a patrol is

_difficult to maintain. We have indicated our

view that the appropriate role of a patrol is
to watch for crime or suspicious activity and
then report it to the police. For a variety of
réasons, this restriction on the patrol’s activi-

tes is difficult to enforce.

One reason is that it is extremely dull to
be a watchman and nothing more. Simply
sitting, riding, or walking does not seem to
be enough to do; one is not really “combat-
ting crime,” with all the action the verb
connotes. A patrol member’s tendency will
be to be more aggressive, especially given
the emotionally charged framework in which
the patrol was launched (a framework, inci-
dentally, that will often include more than a
little xenophobia). Authority, even self-as-
sumed, reinforces aggressive tendencies, es-
pecially when a police-like role is involved.
The virility of the patrolmember, defending
hearth and home, may also be implicitly
challenged. Hence, the perhaps insurmount-
able urge to challenge strangers and to
intervene in disputes.

Second, if a patrolmember does happen
upon an incident involving a real or appar-
ent threat to somebody, it is contrary to his
instincts (again reinforced by his position)
merely to report it and stand by. He will be
much more likely to intervene. Once inter-
vention is tacitly or explicitly approved—and
the approval will be explicit, the patrolmem--
!)er will become a “hero,” if it is successful—it
is likely to become an accepted part of the
patrol’s role, This, in turn, may alter the na-

-ture of the patrol profoundly. Members will be

attracted because of the potential for conflict,
there may be pressure to carry arms; the eyes
and ears for the police may want to become

their fists.

?’Third, there is an organizational dynamic
at work. Patrols are frequently the brainchild
of a charismatic community leader. Even
where they are not, they will probably have a
,'hlerarchical structure, emphasizing chains of
Command similar to those of the police
(which are, in turn, patterned after the
military): Yet they are also voluntary organi-
Zations; and in-order to maintain his position

- the:leader will have to satisfy the member-
‘,Shlp In this context, in order to keep his .
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authority, the leader is apt to encourage the
members in more aggressive behavior.

Finally, the establishment of the patrol, as
also noted earlier, is a consequence of un-
happiness with the police coupled perhaps
with ethnic or racial concerns. It is unlikely
that a stable organization can emerge from
this background; as long as emotions run
high, the tendency will be to escalate the
tactics of the patrol.

3. The police will be reluctant to cooperate with
the patrol and may even oppose it. Police
opposition to citizen patrols is primarily
based on legitimate concerns about vigilan-
tism and citizen intermeddling in police
work. Both interfere with effective law en-
forcement, at least in the opinion of the
police. The citizen attempting to stop one
crime may commit others, especially if he is
overzealous and untrained. It may well be
true that the least desirable person to have
involved in a family quarrel is a neighbor.
The neighbor’s presence ignites passions that
an anonymous policeman, symbol only of
governmental authority, does not. From the
police perspective, a group that invites the
neighbor to pay attention—and even to in-
tervene—only compounds. the difficulties of
the policeman’s job. Better, again from the
police perspective, that concerned citizens

_only call the switchboard.

Moreover, because the citizen patrol is

-founded on displeasure with the job the

police have done—and perhaps even dislike
of the police—there is a natural tendency for
the police to regard it as an adversary. This
may have a variety of implications, including
a slowness to respond to its requests for help
(in the process reinforcing community dis-
pleasure with the police). In a sense, a
citizen patrol poses a no-win dilemma for
the police. Given the length of the odds
against arresting the perpetrator of a crime,
the police response ‘will seldom satisfy the
citizen patrol.

Police animosity may have another nega-
tive consequence. Consciously or not, the
police may decrease their level of effort in
an area that has a patrol. The residents will
have traded official protection, by trained
officers, for ad hoc self-protection. There will
be substantial costs, even if the watchman
function is better performed. '

3

SRS B

e
SEART,

R R S e L

LT




4. The patrol may aggravate community ten-
sions. A citizen patrol may-actually accentuate
some community problems, especially where
substantial ethnic or class differences exist.
Police routinely deal with family and per-
sonal crises—precisely those matters one
seeks to hide from other community resi-
dents, not share with them.. A community
patrol is, in a sense, an organized squad of
nosy neighbors. Some residents may be ex-
tremely upset about the intrusion on their
privacy and the arrogation of governmental

functions that is implied.

The problem of increased community ten-
sion or conflict may be particularly critical
when the patrol is patterned along political
or ethnic lines. Thus, a group like the
Panthers in Oakland or a street gang on
Chicago’s South Side may aggravate divisions
in the community, even while providing
protection against crime threats from the
outside. Whether because of their political
stance or because of the selectivity of the
protection they offer, such groups may do
little to enhance community cohesion. At
theother end of the spectrum, groups like
the North Ward Citizen’'s Committee in
Newark, New Jersey, may seem to contribute
to city-wide racial tensions through inflam-
matory rhetoric and actions.

In short, the principal problems of patrols
relate to their inability to sustain the narrow,
anti-crime role they initially stress. It is
almost an organizational imperative that they
become more adversarial—whether toward
the police or the group that threatens
them—and more aggressive in the conduct
of their protective function. The alternative
(and it is not necessarily . always an undesira-
ble oéne) .is that the patrol goes out of

business after the immediate crisis passes. In

fact, it is probably best to evaluate citizen
, probably - Lo A
patrols from the perspective of both their
short-run and longer-term benefits and

- drawbacks. In the short run, the advantages.

almost certainly outweigh the problems.
Neighborhood patrols appear to be an effec-
tive temporary measure to deal with criminal
contagion in a particular area. That the

group will have a relatively short life-span is

not necessarily a reason not to establish it

Over the longer term, it may well be that the

risks inherent in a citizen patrol outweigh

the continued benefits, at least in the vast
majority of cases. These risks could be
reduced, however, through appropriate pub-.
lic policy.

New York City is an example of a jurisdic-.
tion where government has been forced to’
respond to the existence of numerous citizen
patrols (as noted earlier, something like 150
patrols are now operating throughout the
city). Although the New York Police Depart-
ment would prefer that members of citizen
patrols join the police auxiliary where they
would be subject to police supervision, they
have accepted the existence of the patrols
and are attempting to work with them and
therefore exercise some measure of control
over them. The NYPD provides patrols with
a small, mimeographed rulebook, an identi-
fication card, base stations at precincts if
desired and the use of at least one radio
channel in each borough above the crowded
civilian band, permitting the use of walkie
talkies. The New York patrols, which range
“from 20 to 200 members, wear no uniforms
and carry no weapons, The cooperative
posture the police have assumed may pre-
vent the patrols from becoming adversaries
of the police. In general, successful patrols’
have been organized with the cooperation of
the police, who have been involved from the
very beginning in planning, training and
operations. _

On the other hand, patrols that begin as
adversaries to the police (such as the Panth-
ers) or assume too much independence for
themselves (such as the North Ward Citizens'
Committee) tend to invite a hostile police.
reaction, increasing the problems of theé |
. patrol. The police concern that the patrol
will be a hindrance rather than a help in |
controlling crime may tend to be self-fulfill-
ing. Many police forces, concerned aboit ;
vigilantism, are absolutely opposed to pa- §
trols. In Alexandria, Virginia, for example,
the police department refuses to participate §
in the training of patrols; the reactivation of
the Del Ray Capital Patrol there led the City
Council to adopt an anti-patrol resoultion.’
In these circumstances, it is unlikely that the

AR

4 Diane Brockett, “Anti-Crime Patrolling Hit,” The Washig
ton Star, January 26, 1972, at 1. o o

patro] will be a beneficial force in the
community.’

C. The Potential for Neighborhood Patrols

The most important preconditions for the
formation of a neighborhood patrol are
substantial apprehension about crime and
the lack of an alternative means of surveil-
lance. In middle- and upper-income neigh-
.borhoods, private guard forces are a practi-
cal option; most residents would probably
prefer to pay a monthly fee for guard
protection rather. than to join a self-help
group. Where cost is a minor consideration
(or, put differently, the cost can easily be
met without a severe financial strain on
residents), few would opt for a citizen patrol
over hired guards.

Similarly, in private middle-income apart-
ment buildings, it is unlikely that a patrol
will be anything other than a transitory
phenomenon. For example, one Washing-
ton, D.C. management firm, which deals
entirely with luxury and middle-income
buildings, reports that in one of their build-
ings tenants did form a patrol-and-escort
service following a series of purse-snatchings
on the walkway from the parking area and a
few break-ins. “We try to respond to what
the tenants ask for,” an executive of the firm
commented, “but of course we wouldn't
finance a patrol and it faded out as soon as
the problem subsided. Everybody felt better
after we changed all the locks on' the doors.”
One should not conclude that the ‘patrol
served no purpose in this instance—it did
assuage the tenants’ fears and may even
have helped solve the crime problem-—but it
does s1:zgest that permanent patrols are
unlikely to be organized in this type of
Tesidential setting. '

Thus, citizen patrols will be largely a
lower- and middle-income phenomenon,
where other alternatives are not within the
financial reach of residents. In these areas,
patrols may be a reasonable supplement to
police protection. They ‘may lead to a sense
———— :

+ - * Police opposition, among other things, affects the type of
People a patrol is able to recruit. Although it is true that
police auxiliaries and police-approved patrols will attract a
““mbe{ of questionable recruits because of the police impri-
matur, it is probably-also true that police'opposition will keep

? é‘“"}be_r;df civic-minded recruits from- serving and may
Nduce militant opponents of the police to join.

49

of commitment and neighborhood cohesion
that will itself contribute to improved secu-
rity. They may provide reassurance to resi-
dents and succeed in deterring crime.

Yet the risks, as we have noted, are
substantial. There is ‘the threat of unbridled
vigilantism. There is the lack of any defined
areas of accountability. There is the danger
of exacerbating racial tensions or increasing
urban animosities. There is the problem of
attracting undesirable members into the pa-
trol; as one observer commented, “The line
between dedication and screwballs is ver
close.” ¢ The patrols face legal blocks, both
criminal and civil; they have no more police
power than any private citizen. The danger
that they will become an undesirable force in
the community is very real.

The dilemma for the police, and for

- government generally, is whether to encour-

age patrols and attempt to co-opt them or to
be antagonistic and hope to kill them off.
Where patrols are being organized and do
persist (as in New York), probably coopera-
tion—and possible cooption—is the wiser
course. Unfortunately, however, there is no
hard-and-fast rule that can be uniformly
prescribed. ,

Nor is it possible to provide any meaning-
ful general guideline for citizens in areas
where patrols are being considered. We have
stressed the problems of patrols, but their
proliferation in recent years is evidence that
they fill a felt need, if only for a short
period. It is important to recognize that
patrols are no substitute for adequate police
protection; indeed, one of the most worth-
while activities of a patrol group may be to
lobby for more adequate police service. Be-
yond that, questions must be asked about the
particulars of a patrol group: the nature of
its leadership, political orientation, the atti-
tudes of potential members, how it will
operate, how it will be paid for; and so on.
Again, doubt about the ultimate role of a
citizen patrol is not necessarily a persuasive
argument against its utilization for a limited
time to meet a serious problem. Patrols do
have potential as a crime deterrent in resi-
dential areas that should not be disregarded.

® Marx and Archer, op, cit., p. 21.
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CHAPTER 6. TENANT PATROLS IN PUBLIC HOUSING

The residents of public housing are in
several senses a trapped population. They
are trapped because they have little political
access to better police protection. The ambi-
valent feelings of this group toward the
police have been expressed over and over in
a host of studies and articles. While they
desire a more visible police presence and
more adequate protection and service, they
also distrust the police, fear them, doubt
their integrity and question their efficiency
and ability to make a difference. Ghetto
residents feel their communities cannot in-
fluence law enforcement priorities in the
local precincts; they do not think their voices
are heard. Because so many minority groups
are represented in public housing, all the
racial stereotypes and animosities are present
between the police and their clientele. And
while such groups are more vocal and aware
of their rights today than ever before, it is
ironic that if a public housing resident were
to organize a constituency and be elected to
some public office, increased income from
that responsibility might disqualify him from
living in public housing.

Public housing tenants are a trapped resi-
dential population in another sense: there is
little economic access to better housing. In
part, this is an expression of the changing
character of public housing over the last
generation. Public housing originally was
conceived of as a program to help families in
temporary economic difficulty. It was seen as
a place where such families could live until
life improved enough: so they could gradu-
ate. Now, as James W. Eighmie of the
National Capital Housing Authority put it,
such housing “is a welfare island with resi-
dents beyond the first generation, a collec-
tion of people who never graduate.” ! Hous-
ing under private management benefits tre-

-} Interview with James W, Eighmie, National Capital Hous-

. ing Authority, January 17, 1972.

mendously from social screening that hous.
ing authorities do not have, and there is no
doubt that such screening reduces the num-
ber of multi-problem families so heavily
concentrated in public housing. ,
" And when these families come to public
housing, they often come to stay. In New
York City, where 560,000 people live in 194
projects, about half these admitted to public
housing are on welfare, while the current
population of welfare families is 80 percent?
While housing authorities across the country
are staggering under financial burdens and
deficits that grow larger each year, they
continue to be swamped with applications

for what in most cities is still the most

available housing bargain. The waiting lists
grow -each year. In New York City more
than 135,000 families are on the waiting
lists, despite the fact that only about 2,000
new units have been built annually in recent
years. In mid-1970 Chicago had a waiting
list of 21,000; Miami, 8,000; Pittsburgh,
5,500; Memphis and Louisville, 4,000 each;
Boston, 2,700; Atlanta, 2,000.2 With the
current rate of new housing starts it is not
likely that these lists have dwindled. Nor is it
likely that these lists would have grown so

‘much if other economic alternatives were

available to the families they represent. Ina

study of public housing costs in 23 cities, x

1968 median income for tenants in those

cities was found to be $2,444. In Los Ange:

les, San Francisco, and Oakland, the propor- .

tion of families receiving public assistance or
other relief payments (not including social

security) was more than 50 percent.* The

2 Steven R, Weisman, “Golar Says City Crime Level Exceeds, ~

That in Public Housing,” The New York Times, February 25

.1971, p. 38. el

3 John Herberts, “Inflation and Crime Fuel Public Housing
Crisis,” The New York Times, January 4, 1970, p. 45. :

1 Frank DeLeeuw, “Operating Costs in Public Housing,’
.~The Urban Institute nd., 9. 3 ;
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point could be documented endlessly. It
becomes a truism to repeat that the issues of
crime and security in housing relate here to
a group that cannot escape to greener, more
expensive—and safer—pastures.

This is a trapped residential population,
finally, because it has little social access to
better neighborhoods. The inflammatory re-
action to various efforts to provide public
housing in suburban neighborhoods, such as
the attempt of Mayor Lindsay’s administra-
tion to build a few units of subsidized public
housing and housing for the elderly in
Forest Hills, Long Island, is enough to
indicate the kind of bitter resentment to
such communities that exists. If the option is
public housing, the scattering of sites has
become a volatile social and political issue
that probably will not be resolved in enough
instances to make any dent in those waiting
lists. And if these “trapped” families should
find their economic situation improved
enough to leave public housing, what then?
Certainly the new housing market is almost
pie-in-the-sky. Within the city limits, where
there is some supply of older residential
stock, there often is even fiercer resistance to
change and minority group intrusion. Com-
petition for the least expensive slice of older

housing is also fierce. There are not many -

avenues open, even for the family that
thinks it can make it in the private sector.

In attempting to provide security for the
residents of public housing, it is important
for public housing authorities (or HUD or
other federal agencies in providing funds to
them) to recognize the special problems of
this population. These problems are in part
responsible for the high incidence of

crime—and accompanying resident fear of

crime, often out of proportion to its actual
incidence—in public housing. Yet public
housing management cannot respond with
crime prevention measures available to the
private sector. A doorman, a contract guard
force, sophisticated electronic devices are

likely to be out of financial reach and some

may even be illegal “luxuries” that cannot be
provided in public housing. Public housing
has always faced severe budgetary con-

straints; now as the impact of the Brooke

amendment ‘(limiting a tenant’s rent to 25

percent of his income) is felt, operating
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deficits are increasing while funds to meet
them are becoming scarcer.

If public housing management must find
relatively inexpensive means of increasing
security, it is also under a legal obligation to
utilize tenants to provide management ser-
vices. The Housing and Urban Development
Act of 1970 requires “maximum feasible
participation of the tenants” in the develop-
ment and operation of tenant services, in-
cluding “services which are directly. reiated
to meeting tenant needs and providing a
wholesome living environment.” ®

In this context, tenant patrols are an
important security measure for public hous-
ing. The federal government has supported
a number of tenant patrol programs for
public housing. The Law Enforcement As-
sistance Administration has funded patrols
as. a high-rise policing technique in Detroit.
LEAA money has supported variations of
the patrol model in Boston, Fall River, and
Springfield, Massachusetts; LEAA and HUD
have invested in patrols in Kansas City,
Hartford and St. Louis. Security jobs have
been developed in Kansas City, Los Angeles,
Waterbury, Connecticut, and Jersey City,
through the Public Employment Program of
the Department of Labor.

We have studied three tenant patrol pro-
grams in public housing in some detail. The
three examples range from a volunteer pa-
trol primarily providing access control to
apartment buildings (New York), to a paid
guard force composed of neighborhood resi-
dents (Hartford), to an indigenous paid
patrol closely resembling a special public
housing police force (Kansas City). Each of
these approaches appear to have merit, al-
though it is impossible to construct quantifia-
ble indicators on their effectiveness in reduc-
ing crime in public housing projects.

A. The Voluntary Patrol: New.York City

The New York City Housing Authority is
a world in itself; in size and complexity it
hardly can be compared to any other Au-
thority. Its tenant patrol operation is also
unique in being almost entirely a volunteer
operation. Patrols have been in operation for

close to five years, making the Authority the
most experienced in the country in this area.

5 Housing arid Urban Development Act of 1970, P.L. 91-
609,-section 993 (e), 84 Stat. 1770, 1808, =~ - . .~ }
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The Authority is responsible for 194 proj-
ects housing 560,000 people. Its' buildings
express every possible architectural solution
to housing large numbers of people, from
huge towers with 'more than a thousand

residents, to clusters of small walk-up apart- -

ments. They reflect all the aesthetic and

- sociological trends of the last fifty years, as

well as changing requirements of fire and
building codes. The Authority has its own
police force, currently: close to 1,600 men.
The housing police provides patrols for
2,075 multi-story buildings; through vertical
patrol tactics, they cover cellars, roofs, stair-
wells, ‘and elevators as well as the grounds of

" these buildings.

Personnel standards, training and starting
wages are the same as for regular city-
patrolmen. The housing police force is 54
percent black as opposed to 7 percent for
the city police. Some rivalries and friction
exist between the two forces,® mostly at the
level of the working patrolman; according to
housing patrolmen, city police often look on
them as second-rate policemen, not “real”

~ police zt all. Some confusion and overlap in

responsibilities exist. Relations are generally
good, officially, between the top levels of
both forces. Housing patrolmen, however,
can cite instances of lack of communication
and cooperation between the two forces,
often resulting in the housing officer’s get-
ting the-short end of the stick: losing a
suspect, not getting credit for an apprehen-
sion, etc. Such problems will probably exist
whenever there are two parallel police orga-
nizations in a city. : ‘ :
There is no doubt that residents of public
housing benefit. In a sense this is a special
service that public -housing tenants receive
and other citizens do not. While public
housing in New York does suffer from high

rates of crime and vandalism, recent figures .
for the city do not show a single project.

whose crime figures are higher than its
surrounding precinct; .in many instances
they are substantially lower, While the crime
rate in many projects is' lower than in
surrounding. precincts, crime and fear of

" crime are very high in most locations.”

¢ See Christopher S. Wren, “Rivalry in Blue: Housing Police
vs. Cily Police,” The New York Times, February. 15, 1973, p. 41,
? Excluding intrahousehold incidents, Oscar Newman re-
ports 71,859 crimiinal incidents reported to NYCHA in. 1969.
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~ Tenant patrols supplement and assist the = |

‘Tenant Patrol Unit. Employees work with

patrols of the housing police in many -proj. -

officially encouraged, organized, and to a’
limited degree, given financial support.
Within the Housing Modernization Division,-
there is.a small office responsible for the

4
there is no doubt that the patrols are g

requests from tenants in any project wanting
to start a patrol. Their success can be
measured by the almost 12,000 volunteers
currently working on patrols. -

“The original patrols were offshoots of a~
youth patrol project at St. Nicholas Houses,
supported with anti-poverty funds. A contin-
uously growing program has followed that = i
initial effort, although its growth has shown
that same swinging curve that characterizes. «
many of these groups: high initial interest
leads to a growth in membership, a serious ;
crime or disturbance swells activity; then ;.
nothing happens for a long time—no crime, ’;

T

R e

‘no phone calls, no activity—and with bore-

The Housing Authority tries to counteract . ¥
this tendency by .involving the patrols in
other projects (youth activities, beautification

dom the membership curve swings down: g

projects) and social events. : =i

Tenants get guidance from the Authority. ~
but choose their own supervisor, who must. -
be a resident, works 10-20 hours a week,
and makes $2.50 per hour. There are one or
two such supervisors for each patrol; many
are women. Technically building security is
the responsibility of the Housing Authority .
Police Force, but with one or two men on ..
duty for what may.be 3040 buildings in'a
project, the usefulness of the patrols is *
‘evident. -Supervisors help tenants organize -
the pattern of the patrols, recruit volunteers, .
hold meetings, keep attendance and activity ..
records, and bring in staff from downtown
when enthusiasm wanes. The job is not -
considered a plum: “It’s a lot of damn :
aggravating details -and it takes more hours
than you're paid for.” Beyond the guidance ™.
offered by the central Tenant Patrol Unl .-
-there is little formal training for the patrols
in New York; their generally sedentary sur- -
veillance activities, however, are the least: .
complex type of patrol, where an uhtraine_d
presence may be adequate. RS

1;-.;75The'issue of police relationships is compli-

. proj- ;- ‘cated in the city by the existence of two
ects. Although termed tenant-organized, s -

“separate police forces. Within both the city

“force and the Housing Authority police -

thére is the ambivalence always occasioned
by the resentment of the professional for the
amateur, and the criticism implied. by the
existence of the amateur. But whatever fric-
“tion or difficulties are admitted to exist,
there is at least high-level accej:ance of the
patrols; difficulties are considered to be on
the level of the individual patrolman on the

‘

beat. Generally the patrols relate to the

Housing Authority police, reporting inci-
dents to ‘them and calling them first for
assistance. One or two HAPD patrolmen are
on duty on each project. Project residents
occasionally prefer to call the city police, as
Authority police are required to file incident
reports with management, which could mean
problems or costs for the resident. )

Every security increment carries a price
tag. The patrols are no exception. Costs are
- ‘considerably lower (proportionately) in New
York because only project supervisors are
paid. The largest single expense is for tele-
phone services. These, in addition to costs
for the Tenant Patrol Observer (a monthly
newsletter), supervisors’ salaries, the card
tables; the coffee pots, the blue windbreakers
with the project name in script over the
pocket, the award dinners—all come out of

.annual operating expenses for a current -

gggléal estimated budget in 1972 of $470,-
The pattern and composition of the pa-
trols' varies from project to project. There
are two constants: the large number of
women involved and the substantial involve-
ment of the elderly. In a housing situation

where there are many women heads-of-

~

households it would be expected that 65-70

. percent of the patrol volunteers would be
- Women, but Autherity officials ‘have been
surprised at the interest and commitment of

‘large: numbers of senior citizens. A
- . There are very few walking patrols—it

“{ﬁu}d be the “more enthusiastic volunteer”
who

éalz'rIl:he figure does not include any Housing Authority staff
Salaries.. - A B o L ~

“do’gS_n’t’mind taking the risk of walk-

ing.” ® Most patrols are a presence in the

lobbies; their only responsibility is to try to-

prevent access if there is reason to do so,
and to call the police if there is trouble. A
telephone on a card table in the lobby is

T

communications headquarters for contacting

the Authority policeman on patrol.

In each project visited, the small lobby had
three to five people clustered around the
card table, usually located between the entry
and the elevator. The patrols try to maintain
sightlines through the front door; they re-
cognize those who belong; they ask strangers
to sign in. Despite fire regulations, patrols
try to keep secondary exits locked to control
access. \ : :

It is hard to reconcile the hazards and
crime pressures involved, and any concern
about patrols becoming vigilante groups,
with the unstable card tables, frazzled resi-
dents, slightly haphazard operation that cen-
ters in those lobbies. These volunteers have
all the pressures of daily life; many are
female heads of households; some sit around
those card tables still in slippers.

‘Where tenants have requested it the Au-
thority is' required by law to install intercoms

. at front entrances. (This involves a rent

increase of about $2.80 monthly:) When
these are installed in a small enclosure
outside a locked door the patrol’s responsi-
bility. is simplified. Without an intercom
patrols either check people in passing, or

keep the lobby door locked, and check.

visitors without a key by contacting the

_resident with the lobby phone. When con- .

cerned about a visitor, several male patrol
members said they had ridden up in the
elevator with a stranger, taking along a

~walkie-talkie  (very valued but not standard

equipment) to keep in touch with the desk.
In New York, patrols operate largely at
‘night, although there are a few daytime

patrols, where volunteers are available, espe- -

cially on the first and sixteenth when the
monthly welfare checks arrive. A few proj-
ects have escort services. .
There is no hard statistical basis for eval-
uation of  tenant patrols in New York. The
same data gaps arise that afflict criminal

9 The description of ‘the New York patrol operation and -

any quotes are from a visit.

.to five projects and ‘a series of
interviews in May, 1972, R :
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staiistics generally. The Housing Authority
police keep incident records for all projects

and do ‘compile monthly releases of precinct .

crime figures. Neithier -police force has done
any analytical study of the effectiveness of
the patrols; pulling out the statistical data to

make a case for the patrols is not possible,

according to police sources. :

The variables present an almost insupera-
ble obstacle to relating changes in crime rate
to patrol activity: If an incident occurred in
a project, was it in a building with a patrol?

Did it occur at a time when the ‘patrol was ‘-

functioning? If the crime rate dropped,

could weather have been a factor? Too, the

HAPD operates a Task Force that moves in
and out of areas in response to_trouble, and
cross-checking would be required to see if

the Task Force was operative in an area with -

a crime drop. None of these records are
computerized. - ‘

Yet there is a case to be made for the
effectiveness of the patrols. Support for the

program would have dried up by now. if the -

" Authority and tenants did not feel it made a

difference. “Most crime is in the buildings so
" the patrols makes a difference.” “When
junkies realize there is a patrol they go
elsewhere.” !° “The people don’t have to
give up and run when there is trouble.”

The patrols in New -York have produced
strong secondary benefits that relate to secu-
rity: a lessened fear of crime and strength-
ened sense of community. “Before I was
afraidall the time.” “Before I joined the
patrol I didn’t know anybody here:and I was
afraid. Now I know everybody and it’s
better.” Women, elderly residents, blacks,
whites, Puerto Ricans—all sit together
around those card tables, working four-hour
shifts to keep fear and crime out of the

building. They know the dangerous places

(without having read Oscar Newman’s writ-
ings): the incinerator inexplicably placed in a
dim, dead-end curve at the end of a hallway,
the laundry rooms, the elevators.- And so

" . 1%In statements both fromAuthority staff and a score of
residents . there is implicit understanding “that the patrols
actually may not change the crime picture so much as move it
elsewhere. But there is a strong feeling:that at least the home

" place- is secure, and - that if .crime can be: pushed to_the
-streets,- at least police -procedures can function there more

effectively and properly.

‘Evaluation Report,” October 1972, p. 9,
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théy-Watch, checking on strangérs, keepin‘g;t[ ¥

tabs on children, passing on messages. .-
‘Secondary programs developing from the..
patrols add to this. community sense recrea-.

_tional programs, often youth-oriented; social. F
occasions to present awards; community rec-:
. ognition and beautification programs.!® The

patrols have affected the relationship of
people to space and place and this assump:-

tion of territorial responsibility is an impor- |

tant security increment. :

B A Public Housing Guard Force: Hart-

ford, Connecticut

Hartford, Connecticut, represents a me-
dium-sized city using tenant patrols-in a
much more limited context, within a differ-
ent organizational framework than New-
York. The city has a population of 160,009.
The patrol, known as HASP (Housing Au-
thority Security. Patrol), operates in two pub-
lic housing projects, Dutch Point and Belle-
vue Square. The census tract where Duich
Point is located is about 22 percent Negro or

‘Spanish-speaking; for Bellevue Square the
figure is close to 90 percent. Both projects

are located within the Hartford Model Cities
area, and the security patrol is funded

_through HUD under the Model Cities pro-- -

gram. :
Concern about criminal activities around-

the projects grew intense around 1969, and

after a visit to observe the patrol program in -
New York City, a Model Cities task force:
member recommended a similar program

for the Hartford Housing Authority. The . -
Model Cities First Year Action Plan included: =

plans for HASP as part of its first year grant.

period, the. first. patrolmen “complete with

new uniforms, handcuffs and flashlights” **

started to patrol in August 1971.

‘1t A “Make Marble Hill Safe” program, .in-an area with 2

Jess serious crime problem, has become “Make Marble Hill = -

The patrol is very different from th(_ise in_"- "
New. York. It is very small; there are pres-.

application; after a prolonged administrative . -

Beautitul” and from floor to floor within buildings, residents: ©

vie in their efforts to wallpaper, hang sconces, pipe music’:

into :hallways, using. their own' funds. for supplies. Only &7 K

secand glance shows the visitor that the wrought iron chair by
the  élevator is bolted to the floor, the painiings wired to the:
walls. - ) . . = s

'2 Evaluationr~Unit, Hartford Model Cities Program and:
John Carfan Associates, “Housing Autnority Security Patro

) ehfly' 15. patrolmen employed for both proj-
B ects. There are great differences in: the

strictural setting; the projects at least avoid

- the complexities involved in bhuge, slab tow-.

ers and elevator buildings. Both projects are
about thirty years old. Bellevue Square con-
sists of fifteen three and four-story walk-ups;

Dutch Point Colony, 28 buildings. two three-
story walk-ups, the rest primarily two-story

duplexes. g

In this setting the patrolmen are responsi-
ble for patrol as well as medical and other
emergency assistance. They issue parking
tickets, handle routine sick calls, provide
crowd control if necessary. Equipped with

" two-way radios, they tour the grounds, pro-

vide escort services and contact the police as
needed. The patrol has a definite structural
relationship to the Housing Authority; the
patrolmen are Authority employees.

The HASP experience to date points up
the importance of police involvement and
the need for clear organizational and admin-

- istrative guidelines (issues of primary impor-

tance to the success of all patrols). According
to the recent HASP evaluation cited above,
. the police department was to provide a large
portion of the proposed ten-week training

"’phase as -an in-kind contribution. This was to

include training in human relations and in
Spanish. The planned training program
never materialized. This has meant less ef-

- fective service. Two of three policemen in-

terviewed who patrol the areas in question,
for instance, felt they knew nothing about
HASP ‘except what had come through the
police grapevine. Another result of inade-
quate police involvement has been little

- cross-reporting of - incidents. Police officers

have also expressed some ex post facto
concern about the quality of personnel
hired, which ‘might have been avoided with

_closer police -involvement in training and

recruitment. The police leadership, on the
other hand, has expressed satisfaction with
‘the job HASP is trying to do; HASP has’
been of help to the force in that police no
longer walk the beat on the two projects,
going back to motorized patrol. There is

- - Some question as to whether this is a positive
- Tesultiof the patrols.. .

-+ The patrol’s effectiveness also may be
i »h?mPCl‘edﬂ by the number of administrative

relationships involved. It has some lines of
‘contact to the Housing Authority, the HASP
Advisory Council, the Hartford Police De-
partment, the fire department, the city’s
Criminal and Social Justice Coordinating
Committee and the Model City Agency.

In Hariford the patrols are paid security
jobs; HASP is the single most expensive
Model Cities project in Hartford. The
budget for its third year of operation (which
began in November 1972) is $205,770. In
connection with third-year funding the
Model Cities Agency carried out an evalua-
tion of the Hartford patrol. It proved impos-
sible to develop a statistical case to support
the patrols. As the report states, “The Hous-
ing Authority could produce no statistical
information relative to any impact HASP
might have had in the reduction of vandal-
ism or more serious incidents suffered by
the Housing Authority.” '3 Although’ police
expressed the opinion that figures were not
available for a sufficient period of time to
demonstrate noticeable impact, police data
do show a “fluctuating but decreasing num-
ber of crimes reported” '* in both project
areas. There was also some decrease in the
‘mumber of police calls from both areas.
Again, there are a variety of factors aside -
from the patrols that could have influenced
these figures.

The Model Cities evaluation team ‘also
atiempted to measure effectiveness in a
more subjective way. Personal interviews, in
some depth, were held with representatives
of all the groups with which the patrols
interact. In addition, the evaluation team
carried out 67 interviews with residents of
the two projects. Although problems and
weaknesses were brought out in all the city
interviews, the conclusions were generally in
"favor of the program and its continuance.
The interviews in the projects generally
corroborated a comment. made by the Model
Cities Evaluation Chief, who said “The pro-
ject has picked up the people’s imagination;
the demand for it on the part of the
residents is so strong the Authority couldn’t
drop it.” ' A sampling of resident response

~ will illustrate: -

13Jbid., p. 67.
14 Ibid.; pp. 60-62.
1s Telephone interview, July 1972,
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Q. What hép;iéns here that you and your

family are most afraid of? S .

. R. 70 percent of the interviewees cited
fear of breaking.and entry to their apart-
ments; 28 percent -¢ited fear of drugs; 2
percent were not afraid. .

~ Q. Since the security patrols have started
do you think things are: g '
R. 30 percent About the same
59 percent Better
3 percent Worse
8.percent. Don’t know
Q. Have you ever called the security patrol
or been around when a security patrolman
was called? . ‘
R. 60 percent Yes ,
40 percent No :
If yes, were you satisfied with what they
didz> L
89 percent Yes:
11 percent No :
Q. Do you think that the security patrol
normally does a good job in helping people?
R. 84 percent Yes -
6 percent No
6 percent. Don’t know
3 percent Maybe
Q. Do you feel that the security patrol
. makes this project a better place to live?
R. 71 percent Yes -
14 percent No
14 percent No difference
2 percent. Don’t know

~C. A Special Police Force: Kansas City,
Missouri R ,

The Kansas City project came into being
“in 1971 when local law enforcement agencies
aided by a contract security agency seemed
unable to cope with the increased incidence
of vandalism and theft in Housing Authority
projects. The patrol -was establisked by the
Authority’s first Director of Security. It is
considered here because of the several ways
in which. it is unique; it represents an
instance of funding from several federal
sources; it represents a specific attempt to
develop siew employment opportunities, and
it illustrates the most formal attempt to
structure a patrol as a quasi-police operation.
- The Kansas. City Program operates the
. most extensive patrcl pattern currently in

R

effect. There are 88 patrol members: a.
“director of ‘security, 55 male patrollers, 25
female lobby monitors, four radio dispatch-
ers and three supervisors. They are residents -
of either the project or the Model Cities: |
area. The patrol is on duty 24 hours a day,
including Sundays and holidays. They en--
gage in foot patrols on grounds.as well as:

interior hallways and lobby monitoring and

are supported additionally by two area mo-. | -
bile patrols. Wearing military-like uniforms -
and insignia -the patrols carry batons, Mace,

handcuffs and walkie-talkies. They are at -

present the only armed tenant patrol, carry-
ing Smith & Wesson .38’s. .

The uniforms and weapons emphasize the:
police-like structure of: this patrol. From its .
inception (and this is one of the major

strengths of the patrol) the Kansas City
Police Department has been heavily involved

- in planning and training. Police administer

the six-week, 250 hour training course given
to all participants, and offer continued in-

service training and consultative service. The

patrols have continued operational contact
with the police through their incident re-
ports. The several police officers involved in
early planning admitted having many reser-

L T R —

vations-initially about the program; now they - Z

seem highly committed to the patrol, even
offering assistance and advice when off-duty.

There are two po,ssib]e'problems to be
mentionea here. One is that the patrol -may.

have gone too far in its emphasis on the

police role and the police image, although
the final goal may indeed be the develop-

ment of a separate Housing Authority Police -

Force, such as exists in New York. That was.

not part of the original goals or objectives,

however, and this police image can, and in.

some instances, has, led to some resentments.
on the part of residents. Dealing with this -
specific population, patrols need to work for'
a difficult balance between a security and a-* :}
community role. It is admittedly true that =

the ‘police have not been able to strike this

balance satisfactorily, but one of the poten- .-
tials of the patrols has been the special =
relation they have to their clientele. Their =
success is vitiated 'if they stir up or increase:
those resentments toward the police that

many residents now have. This eventually
could weaken their ability to provide security:

in this setting. It is important to relate not

“only to the police (as has been done quite

successfully in Kansas City), but to residents

" and the Housing Authority. Many residents

are not aware of the patrols or their Hous-
ing Authority role, and the patrols here do
not tend to think of themselves as affiliated
with the Authority. There is a need to bring

_the patrols more under the aegis of the

Authority, possibly providing opportunities
for patrol members to move into housing
jobs. ' o

A second problem relates to some tend-
ency for the police to consider that the

“patrol “will relieve us of some of our duties,”

according. to a comment made by the chief
of police in a newspaper interview. It should
be reiterated that the patrols should not be
seén as a replacement for police services, but
as an additional leveél of security service. ,
. The Kansas City program was developed
not only as a security program, but also to

provide job opportunities and training for

those previously considered unemployable.

Support for this aspect of the program came

from.the Department of Labor through the
Emergency Employment Act. For the first
year, EEA . funds amounted to about $500,-
000. The Kansas City Model Cities Agency

~provided $100,000 (largely for patrol cars

and radio equipment); $100,000 came from
HUD through the Kansas City Housing
Authority. Kansas City is faced with the
same financial problem that all patrols share:

~ there has been no long-term financial com-

mitment and little planning to identify
sources of future funds. :

There are various estimates of the patrol’s
effectiveness. From January through April

1972, the patrols made 28 arrests related to

major crimes, Vandalism costs for the first

. four months of 1972 were $5,116 compared
. with $6,880 in 1971-—but again it is difficult

to ascribe these results specifically to the
patrgl: Project managers and maintenance
staff feel the patrol is successful as a deter-
rent, and maintenance staff say they feel

safer on the projects. The Resident Council

has expressed approval of the patrols. Gen-

“eral approval of the program came not only

at the local level but from field reports
Issued by the-HUD team carrying out secu-

~ 1ity evaluations in a number of cities around
~the country in late 1971-early 1972. '

There are, however, very few numbers
with which to estimate effectiveness. Perhaps
the most telling comment on the effect of
the patrols on living patterns and attitudes
in the projects appears in a recent evaluation
of the Kansas City patrol: An obvious
strength of this program is the fact that now,
cab drivers, delivery trucks, ice cream ven-
dors, etc., are for the first time in years
doing business in the project’s area. This
kind of change in the daily activities of an
area may prove to be one of the. very real
benefits of the patrols. ‘ :

D. Concluding Obser-ziions =
Both special guard forces and.volunteer
groups to provide access control and preven-
tive patrol appear to be worthwhile security
initiatives in public housing projects, espe-
cially given the special needs of residents
and the lack of suitable alternatives for
crime prevention. It is impossibie to general-
ize in this area, however; the level of security
that _should be provided in an inner-city
public housing project facing substantial
crime pressure is not the same as that
required in a project in a small city. Each
security situation is a specific one, and the
response should be tailored to the particular
setting. i . . )
If the level of crime and fear merits the
development of a guard force, it is probably

" advantageous to employ residents. When

there are paid jobs available, residents
should recewe first consideration; they can
be most effective in recognizing strangers -
and controlling access, and patrolling helps
develop a sense of territoriality and commu-
nity among resident patrols that may have a
beneficial spillover into the whole commu-
nity. Problems with emplying residents in-.
crease in inverse proportion to'the quality
and quantity of training and the risks in-
crease the closer.the guard forces resemble
special police forces (especially if they are

_armed, as in Kansas City). Unfortunately, in

many of the patrol experiments funded by -

LEAA, follow-ups have revealed that the
training (whether grandoise or quite simple
in scope) often never got off the printed
page. The patrols have often started opera-
tions with' little of the training that was
planned. In St. Louis, where the Security
and Order Maintenance Force was to receive




240 hours of training by the University of
Missouri-St. Louis in conjunction with.the
police department and other city agencies,
the trainees went. through several weeks of
classroom sessions .hefore it was- discovered
that many of them were illiterate.

Training is less. critical for access control

groups like the volunteer patrols in New
York City. The efficiency of “sedentary”
patrols stationed in lobbies appears to have
received little attention in other cities. This
can be an extremely low-cost security meas-
ure, since it may often be organized and
operated on an unpaid basis. In our opinion,
more public housing authorities should con-
sider this approach, either as a supplement
or an alternative to- paid guard forces. It is
-perhaps true that you get what you pay for:
a voluntary patrol will provide less control,

on a more irregular basis. Nevertheless; if.

the duties of the patrol are carefully delim-
ited and the service provides a vocialization
experience’ for residents (as the New York
lobby groups do), it does appear possible to
achieve sustained participation and adequate
levels of performance. S

As we have noted, it has proved impossi-
ble to evaluate the impact of patrols on
crime rates in public housing, A serious
evaluation. effort should be undertaken in at
least one city, preferably where.the patrol
has been in operation for several years and
police data are good enough to provide
baseline data for several years before the
of the patrol’s operation.

In addition, although much is known in

patrol was started, as well as for. the period

HUD, LEAA, NAHRO, and particular hous. |
ing authorities about tenant patrols, there is

currently no central source of information
on the subject. An information clearing-
house, which local housing agencies could
consult about patrols, is needed. '

Two final points about tenant patrols in

public housing: First, despite the lack of-

hard evidence for evaluation, the public
housing setting is an especially suitable one
for patrol efforts. As Gary Marx noted in his
study of self-defense groups, one of the

~ indicators of the potential effectiveness of a

patrol is delimitation of operational responsi-
bility. He suggests that patrols focusing on a
specific limited situation are more apt to be
“successful. The prospect for success .varies
inversely with the size of the turf for which a
group assumes responsibility. In this respect,
the self-contained universe of a public hous-
+ing project offers the “clearer boundaries
and relatively homogenous constituency”
that Marx considers a prerequisite for effec-
tiveness.

' The second point to be made is that there
15 no single, generally applicable model of a
successful patrol operation. Each city and

~each LHA has different problems and prior- .
ities, and the patrol concept must be tailored

to local perceptions, police structure, physi-
cal layout, and management organization.
The patrol program. that has received high
marks in Kansas City is not directly transfer-
able to Newark, and HUD should be wary of

over-emphasizing a single approach to ten-' [

ant patrols in public housing.
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Chapter 7. Private Guards and Residential Security

In a residential context, private guards are
generally hired by a community, apartment

complex, or development to’ provide access

control, preventive patrol, property protec-

‘tion, response capability, or a combination of

these functions. In Rossmore Leisure World
in Laguna Hills, California, for example,
four armed guards, aided by a force of 170
unarmed resident patrols, patrol the streets
in. radio cars around the clock. This retire-
ment community is surrounded by six-foot
high walls, and the guards and patrols also
man the eight entry gates.! In another
Leisure World community outside of Wash-
ington, D.C,, two uniformed guards man a
guardhouse at the gate, while other guards
with portable two-way radios patrol the
streets on modified golf carts. The cost to
the developer is estimated by one -observer

to be “several thousand a month, easy.” ? In

Kenwood Park, Maryland, a citizens’ security
association (formed by the citizens’ associa-
tion) has contracted with Burns Interna-
tional for guard service, at a cost of $75 per
year to ‘each homeowner. In a townhouse
subdivision in Virginia, homeowners each
pay $8.00 a month for the services of'a
private patrolman at night, principally to

. ward-off break-ins and auto theft. The

price—and the level of protection—can go
considerably higher. In Potomac Falls, Mary-
land, (where homes cost as much as $600,-
000) each family pays roughly $100 a month
to the homeownérs association, which has
contracted with the National Detective

- Agency for round-the-clock protection. Uni-

formed private police, armed with revolvers
and chemical sprays, patrol the streets -in

. marked and unmarked cars.?

_As these examples suggest, private guards
are a relatively expensive security measure,

!“Fortress America,” Time, May 1, 1972, o .,
?Richard Heberts, “Is Everybody in Washington Scared?,
Washingionian Magazine, April, 1972 at 57.
"% Ibid, o

generally within the financial reach of only
the wealthy and near-wealthy. Contracting
for guard services usually is feasible only
when' the cost can be shared by many
households, either through a neighborhood
association or a direct or indirect charge by
management. The initiative for instituting
guard services has often come from resi-
dents themselves, although developers are
increasingly providing such services as a
sales or rental inducement.

The quality of the service a community or
development obtains when it contracts for a
guard is open to serious question. The
typical private guard, according to a recent
Rand study,* is an aging white male, poorly
educated, usually untrained, and poorly
paid. The Rand study found that wage rates
range from $1.60 to $2.75 per hour. An-
other study found that the average contract
guard earns $2.70 per hour and is usually
ineligible for fringe benefits. A survey of
security employees indicated that most were
in their present job because they could not
get anything better. A recent article in The
Washington Post reached the same conclusion:
most guards .are low-paid, low-quality, un-
dereducated, and untrained. The typical
guard, according to the article, is “a guy
from North Carolina en route to Detroit
who stopped here for a few days because he
ran out of money.” ®
- The .personnel problems are aggravated
by the ‘minimal training received by private

- guards. Rand estimated that the majority of

private guards receive less than two days of
pre-work and on-the-job training. This lack

* James S. Kakalik and Sorrel Wildhorn, Private Police in the

" United States, R-869/DOJ (1971). While guards serving resi- .

dential areas are a small proportion of the entire industry,
there is no reason to think that they differ from the field as a
whole.

% Frost and Sullivan, Industrial, Commercial and Residential
Security Market (New York, 1971) at 30-31. .

% Donald P. Baker, “Security Guards Outnumber Police,”
The Washington Post, June 13, 1972, at C-1.
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of training is a consequence of the cost
competition in the industry and the unwill-
ingness of clients to pay higher rates for
better-trained personnel. The result, how-
ever, is that the average guard is little more
than a “uniformed scarecrow,” 7 with little
capability to respoend to an emergency and
little comprehension of the legal limitations
on his authority or of his (and his em-
ployer’s) accountability for his actions. The

‘We would, indeed, go one step further:

‘We think the appropriate role of a guard in

guard may feel like a policeman, complete -

with badge, uniform and even a handgun,
but he is a far less stable or reliable source
of protection. Even if, as is possible, an
upper-income community or developer usu-
ally can obtain an above-average guard be-
cause he will be working on a regular basis
and they may be willing to pay more for
guard services, his training and skill level
will probable still be seriously deficient. -

The inadequacies of most private guards
make -the issue of firearms all the more
critical. The Rand study shows that roughly
half of the private sector security personnel
carry firearms fulltime, but that only a very
small number receive adequate firearms
“training and a substantial proportion of the
incidents of guard misconduct or abuse of
authority involve firearms.®

In our view, an armed guard in a residen-
tial setting is, quite literally, an example of
overkill. The risk of injury to residents and

.innocent—or for that matter, guilty—

_strangers is too great to justify giving a lethal
weapon to an untrained and often tempera-
mentally immature guard. While the pur-
pose of a guard in a residential area may be
to reduce fear of violent crime, the reality is
that such. crime is infrequent, especially in
neighborhoods that can afford guard’ ser-
vices. The guard’s actual role is to protect
against burglary, larceny, and vandalism.
Responding to these crime risks with lethal
weapons hardly seems necessary or responsi-

ble.?

7 James Norell and John Aquilino, “Scarecrows in Blue,”
The Washingtonian Magazne, August 1971,

8 Rand, op. ¢it., at 71, : ’ ;

® Many of the same questions could be raised about
nonlethal weapons, such as chemical aerosol sprays, in the
hands of private guards. While less-than-lethal weapons are
preferrable to firearms, th.* still may be abused, and
adequate training, supervision, and accountability are essen-
tial; ' '

-borhood patrols. is that the guards, who are |
receiving wages, will presumably have more {

a residential setting when a serious incident
occurs is to alert the police, not to intervene
on his own. Guards should be trained as
watchmen, not as policemen. This role is
commensurate with the level of skill and’
judgment most guards have. In addition, it
is more realistic to assume that training in-
this role—stressing its limitations, as well as .
how to perform it—can and will be given to
guards than to assume that private security
companies will provide adequate training in
police techniques, the use of firearms, and

the other tasks now performed by many [
. guards. o

As watchinen, it is important that guards
be provided with adequate communications
capability and that they know how to contact
the police and how to obtain and report the.
information that will be useful to the police.
As eyes and ears for the police, private
guards will also serve a deterrent function,
which can be better performed if their
presence is visible through distinctive uni-
forms and the use of marked rather than-
unmarked vehicles. Needless to say, guard
patrols should be varied in order to prevent
potential offenders from determining the
patterns or timing of guard surveillance.
Guards will also be serving useful public
safety and order maintenance functions,
without assuming a police role.

A ‘Watchman-presence of this type may
well be justified in some residential com-
munities, especially those experiencing a
contagion of criminal episodes. The poten- -
tial advantage of private guards over neigh-

staying power than 'a voluntary patrol. As

employees of a business enterprise, more- . §

over, they.are subject to supervision and
may be disciplined or fired for inadequate
(or overzealous) performance of their jobs.
Unfortunately, the cost of guard services -
preclude their use in the neighborhoods
where surveillance activities may be needed
the most. Moreover, even in those neighbor-.-

. hoods that can afford guard services and

believe they need them, the services now .

available are probably inadequate and may -
be risky. In our judgment, there are virtually
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| hood where the hiring of a
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10 circumstances in a residential neighbor-
private guard
who conceives of his role as that of a
policeman is justified, especially if he is to be
armed. In most residential areas, private
guards are a poor security bargain. Where

i fear or a rash of criminal incidents leads a

el

neighborhood or development to contract
for guard services, these services should
emphasize surveillance, not immediate re-
sponse to criminal incidents in 2n attempt to
apprehend a suspect. The skiifs, tempera-
ment, and training of most guards .make it
inadvisable to assign them a police-like role.
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influencing individual or business behavior:
through persuasion, the provision of incen-
tives, and compulsion. Persuasion has been
the major thrust of the preventive policing
efforts and especially the residential inspec-
tions and information campaigns we describe
in. chapter 8. Despite the problems these
efforts have encountered, we think they
merit continuation. In chapters 9 and 10 we
focus on the major proposals under the last
two of these three approaches to “target-

to inducing builders, landlords, homeown-
ers, and tenants to protect residential units
| against burglary.

Chapter 9 focuses on incentives to encour-
age citizens to protect their homes. As that
chapter notes, incentives could be provided
in a number of ways, from something as
conceptually simple as subsidizing the pur-
chase and installation of residential protec-
tive devices to a tax write-off of one or
another form. The proposed program of
target-hardening in Impact Cities, outlined
in LEAA’s guidelines for use of Impact City
grants,! is a specific subsidy program—that
is, its purpose is to diminish the monetary
cost of protective devices to such a low level,
perhaps zero, that residents will agree to
installing them.

Another recent example of a large-scale
incentive program was the announcement by
Mayor Lindsay’s office in New York City of

T P S P R S M RS AT
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encourage and support self-help community
programs. The program will offer matching
grants of up to $10,000 to individual blocks,
represented by block associations, organiza-
-tions representing groups of blocks, and
tenants’ or merchants’ associations, Police
. involvement is built into the program of
training for block security officers.

. Any Block Security Plan might include the
following: :

“ 4. e Actions of owners or tenants to improve

5 the security of individual apartments or
- homes by better locks, use of peepholes,
-access control for doors or windows and
_alarm systems for homes and businesses.
"National ‘Institute of Law Enforcement and Criminal
Justice, “Planning Guidelines and Programs to Reduce
,C,“me."_p. 11-B~1, no date.

. Government has three basic approaches to -

hardening” against residential crime—that is, '

a $5 million Block Security Program to.
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e . Improvement of security in public areas
of multiple-family dwellings through im-
proved - lighting, use of intercoms, CCTV,
tenant patrols or volunteer guards.

e Improvement of security of outdoor
public areas either with citizen patrols or
escort services, or the purchase of fences,
gates or lighting. .

City funds are to be available for the
following: -

e Security improvements that benefit the
entire block by increasing protection in cut-
door public areas; :

e Improved security and access control
for public spaces in multi-family dwellings;
and :
e Alarm systems to protect businesses.

" The most often suggested incentive, how-
ever, is the reduction of crime insurance
rates for homes where protective devices are
installed. For reasons outlined in chapter 9,
we do not believe that this is a realistic
proposal, since the incentive effects would be
minimal and the insurance industry itself has
little reason to promote the incentive.

Some proposals concerning crime insur-
ance shade into the area of compulsion—for
example, a requirement in insurance policies
that protective devices be installed in order
to obtain crime coverage. The material on
insurance discusses the policy questions these
proposals raise. Our conclusion is that they
are misguided because they confuse a social
objective (greater residential security) with
the ‘basic purpose of insurance (loss-spread-
ing) and, in the process, might severely limit
the social benefits derived from crime insur-
ance. ' o

Our consideration of compulsory measures
to -improve residential security focuses
primarily on state and local residential secu-
rity codes. There are four different types of
“residential security codes”: provisions in
subdivision and other planning ordinances
requiring that security be considered in the
design of new residential developments, pro-
vision in building codes; establishing security
standards for the construction of new hous-
ing; provisions in housing codes, requiring
the installation of protective devices in rental
housing; and, finally, ordinances requiring
the owner-occupants of existing housing to
install protective devices. For reasons already




stated in chapter 4, we favor the inclusion of
security among the design standards ad-
dressed in subdivision or site plan review. In
chapter 10, we -consider the th‘_yee _other
types of codes, Our major conclusion is that
serious issues about the effectiveness and
impact of codes have not been addressed.
While it may be appropriate to adopt build-

ing and housing code provisions covering -
security requirements, codes applied to exist-

ing owner-occupied housing pose an addi-
tional and troubling problem of the appro-
priate governmental role in regulating the
conduct of an individual for his own. good.
Finally, in chapter 11, we draw together

conclusions from the entire report and make §

recommendations concerning the informa-
tional, research, and regulatory role of gov-
ernment at the federal, state, and local level,
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Chapter 8. Residential Crime and the Police

In this chapter, we briefly review the
nature and limitations of traditional police
activities as they relate specifically to crime
prevention in residential areas. Qur empha-.
sis, however, is on team policing and resi-
dential inspections, two of the more promis-
ing police innovations for reducing residen-
tial crime. ' ‘ ‘

Residential crime has been given relatively
low priority by most police departments.
Burglary squads focus primarily on commer-
cial establishments, where burglaries tend to
involve heavier economic losses and victims
with more infiuence at police headquarters
and city hall. Commercial areas are more
compact and easier to patrol then residential
neighborhoods. Commercial establishments
are more apt to be observable from a
passing squad car; they -are more often
equipped with interior and exterior illumina-
tion, intrusion detection devices, and other
security measures. The threat of burglary is

7 more fixed in time; unlike residences, com-

mercial establishinents are targets of bur-
glary only when they are closed at night and
on Sundays.

Neighborhoods composed of single-family
homes are extremely difficult to patrol.
Entries are likely to be obscured by building
or landscape features. There is no inherent
reason for a police officer to be suspicious
when he sees a person in or near a residence
at virtually any hour of the day or night.
_High-rise apartments are even more difficult

4 to patrol. Vertical patrols are extremely

labor-intensive and costly, and other known
methods are apt to be ineffectual.

-A study by the Syracuse Police Depart-
‘ment showed that only 22 percent of resi-
dential burglaries could have been detected
by passing police patrols.! Given the rela-
' ]+F. Elliott and Thomas J. Sardino, “The Time Required
f0.Commit.Crime,” National Institute of Law Enforcement

" and Criminal Justice, June 1971, Table I, p. 61.

tionship between the number of residences
in a city and the number of police patrols
functioning at a particular time, it would be
astonishing if anything more than a minis-
cule fraction of this 22 percent were actually
observed. A city of half-a-million population,
for example, is likely to have less than one
hundred uniformed officers on duty at a
time; given the demands on their time to
respond to varicus types of calls, it would be
sheer happenstance if they actually observed
a burglary at one of, perhaps, 120,000
dwelling units. '

Police ability to apprehend residential bur-
glars is also quite limited. The same Syracuse
Police Department study showed that, on
the average, ‘a residential burglary may be
committed and the criminal escape from the
area of the crime in two-to-four minutes.”
Police response time is apt to be much
longer, especially in areas with labyrintaian
street layouts and illogical street numbering
systems. Figures from San Francisco and
Santa Clara County, California, indicate that
average police response times are well in
excess of ten minutes.® Yet, once the in-
truder escapes, FBI data suggests that the
probability of apprehension is less than one
in five. '

It is not surprising, therefore, that a Rand

study ‘in New York City showed that arrests
were made in only about five percent of

- major residential crimes. When unreported

crimes are taken into account, the figure
may be as low as two percent.
Nor is there reason to believe that major

2{bid., p. }. A Response time of four-to-seven minutes was
reported in apprehension studies done ini Los Angeles. for the
President’s Commission on Law Enforcement and Criminal
Justice. See The Challenge of Crime in a Free Sociely, p. 248. .

3T. P. Chledoun and K. M. Duvall, “An Evaluation of
Small Business and ‘Residential Alarm Syste'm's," GTE. 8yl-
vania, Inc., ]-LEAA-003-72, p. 8-55, e

* Peter W. Greenwood, “An Analysis of the Apprehension
Activities of the New Yérk City Police Department,™ The New
York City Rand Institute, September 1970. L :
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changes in police tactics substantially im-
prove the situation. Saturation patrolling,
- which may reduce crimes visible to the police
patrols, have much’]ess impact on non-visible
crimes, particularly residential burglary. Spe-
cial preventive patrol units, which do not
respond to service calls, apparently have had
little impact on crime, at least according to
the preliminary results of such an effort in
Kansas City. Most police departments lack
the resources for preventive patrolling; even
if additional manpower were available, it is
questionable whether they would be assigned
to patroiling duties of this type.® ‘

Some departments have shown promising
results with plain-clothes patrolling and bicy-
cle and motor scooter patrolling in areas of
relatively high density. Empty-car programs
-(parking unused marked police cars on the
street) and having officers drive police cruis-
ers when off-duty and park them at their
homes seem to be relatively inexpensive
methods of increasing apparent police -pres-
ence in an area.

Again, however, more efficient deploy-
ment of existing police resources is unlikely
- to have a significant impact on the incidence
of residential crime. Even the infusion of
additional resources—through saturation pa-
trols, for example—may lead only to short-
term and limited achievements.

In short, traditional police tactics, aimed at
deterring crime through increasing the like-
lihood of detection, apprehension, and pun-
ishment, may have little efficacy with respect
to residential burglary. Even with improve-
ments in the efficiency of police operations
or increases in the intensity of- police patrol,
residential burglary is- extremely difficult to
prevent, both because of the nature of the
crime and the areas in which it occurs.

A. Team Policing ' e

There are, however, a few promising ex-
periments that may eventually lead to
greater success in controlling residential
crime. Team. policing, currently being tried
by (among others). the Los Angeles Police

5 A preventive patrol is one that does .not respond: to
routine emergency: or service calls; its only- function ‘is to,
patrol and maintain a visible presence: in-the neighborhood.
* Saturation: patrol, on 'the other hand, is basically what the

name implies—an intensified patro} or investigative effort in
a given area. BN R :
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. serve, which, in turn, has bolstered citizer

~traffic and detective divisions, team policing

- borhood,’"" Washington: The Urban Institute, Working P

Department as part of -its Crime Specifi
Program, is worth mentioning with regard t
residential burglary. Under team policing i
Los Angeles—a refinements of the Basic Car
Plan initiated by the LAPD in 1969—all:
police problems within a particular area are.
handled by.the officers permanently assigned
to that area. v

This decentralization, and’ related effort
at achieving increased community involve
ment (such as meetings and the designation
of block leaders), appears to have increased
police awareness of the communities they:

confidence in the police. Although no objecs
tive measures of its effectiveness are yet”
available, officers involved in team policing
are enthusiastic both about the flexibility i
gives them and about the -rapport that i
created between officers and residents
Whether or not the program proves to be :
significant deterrent to residential burglar
or results in higher apprehension rates, its:
other benefits probably justify its continua-’.
tion. - o :
While increased police reliance on ‘motor.
ized patrols has greatly enhanced polic
response capabilities generally, it has also
isolated officers from the communities the
serve. Team policing appears to be a step in
the right direction: Through permanent as
signments of police teams to relatively smal
and homogenous areas, individual officers—
because they are much more familiar with
their territories—are more likely to recog:
nize suspicious activities and respond mo
quickly to-calls. Through eliminating t
functional labels that have tended to crea
undesirable rivalries between the patr

promises to make police work more -effi
tive.® -

B. Residential Inspections =
The police have long been aware th
burglars are constantly on the lookout

® The Police Foundation is involved in consulting, pléi’!n,,
and evaluation of team:-policing activities in Dallas, Kan:
City, ‘and Cincinnati; and, reports of those projects shi
provide more rigorous .consideration of the potential wit
the next eighteen months, For a discussion of Oper:
Neighborhood, a New York City team policing project
Peter B. Bloch, “Preliminary Evaluation of ‘Operation N

4000-1, March 16, 1972.
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_visible defects in a home or apartment, or

;. for. certain patterns of household behavior

that invite criminal attack. The average
homeowner or tenant, the ultimate victim,
_remains ignorant of his being a hngh priority
-target until after the fact.

Police are also aware that most people

#
5 have only the most“rudlmemary knowledge

.of the kinds of hardware needed to protect
their homes and apartments, and that they
are poorly informed about other steps that

1 can be taken to make themselves less vulner-

~able. to burglary. As an outgrowth of this
awareness, some police departments have
taken a cue from fire departments and
begun to conduct home security inspections.
.Although security’ msp\.ctlons are being con-
i ducted in several cities across the country,
¢ most departments are concentrating on com-
mercial rather than residential properties.
1. The emphasis has been reversed in Califor-
¥ nia’s .Crime Specific Program, upon which
‘most of our observations about residential
-inspections are based.

In each of the six cities, the initial goal was
0. inspect as many homes as practical wiiiin
# the constraints imposed by a total budget of
. approximately $250,000 for each city. Some

{-departments decided to spend more money

on home inspections than others; Los Ange-
-les County conducted nearly 10,000, while
“Oakland conducted fewer than 700. San
Francnsco was the one juridisiction to decide
‘in advance that inspections were cost-ineffec-
“tive under any cnrcumstances and to exclude
“them from the program.”
- 'The house inspection procedure was essen-
tially the same in all five cities. It began with a
publicity campaign calling attention to the fact
that " police would soon be contacting
homeowners to set up an appomtment for a

3"7The San Francisco target area is a useful illustration of
3 Why residential security inspections may be:a poor strategy in
.tertain types of neighborhoods. San Francisco has an unusu-
3")! -high percentage of renter-occuplecl housing units. It
does little good to make security recommendations to a
“tenant who, in_the best of circumstances, ‘is likely to receive
i iny a polite hearing from the owner or 'manager: The San
-Francisco Police also point out that a large percentage of the
artments are ‘absentee-owned, and- that most such -owners
have-little interest in _improving' security. Part of -the reason
or; thls, apparently, .is that apartment owners in San Fran-
tisco' are constantly harassed by fire inspectors who require
Yiem to spend more-and-more money- to satisfy increasingly
_restrictive fire codes. In such an environment, the police are
1 pessimistic about conviicing apartment owners to spend even
more.money on secumy . . -
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secunty inspection. 'T he follow«up procedure'

varied from city to city. In some cases, the next
step consisted -of d-massive mail campaign in

‘the target area requesting citizens to call the

police for an inspection appointment. In some
cities, this was supplemented by phone solici-
tations. In other Jurisdictions, notably Los
Angeles County, an intensive door-to-door
canvassing was carried out by reserve offi icers
who, if the resident consented, conducted in-
spections and made recommendauons on the
spot. .. y

Mailing out mvxtatlons for free security
inspections proved about as successful as a
plea to all burglars to surrender themselves
voluntarily. In Oakland, more than 21,003
letters were sent out to target area residents;
seven requests for inspections resulted. The
door-to-door approach was much more suc-
cessful, if the criterion for success is the
number of completed inspections as a ratio
to contacts made. Most homeowners con-
tacted in person were understandably reluc-
tant to refuse an inspection, although part of
this willingness to cooperate may stem from
a built-in respect for and fear of police
authority.

The main ob_]ectlve of the inspection was
to persuade the homeowner to take what-
ever steps necessary to bring his premises up
to minimum security standards. In the
Crime Specific Program there was an explicit
minimum standard; each inspector went into

‘the field with a checklist of vulnerable points

to look for and a set of idealized security
standards (hardware and procedures) to dis-
cuss with the homeowner. He had a certain
amount of latitude for making on-the-scene
judgments about the seriousness of security
deficiencies and the urgency of correcting
them. Because individual circumstances vary
from house to house, the inspecting officer
had to use discretion in urging specific
improvements on the homeowner. For ex-
ample, certain kinds of shrubbery or trees
may conceal entryways to the house from
the view of neighbors and passers-by on the
street, but the extent to which such conceal-
ment represents a serious crime hazard is a
matter of subjective judgment. The inspect-
ing officer had to be able to make decisions

“that took aesthetic considerations into ac-

count, as well ‘as the basic attitude of the
homeowner towards security. ‘It does little




good to urge a man to cut down a tree he
planted 20 years ago and has carefully
nurtured ever since, regardless of the secu-
rity risks involved.

The point to be made by this illustration is
that the proper exercise of discretion and
judgment may be the critical determinant of
success or failure for a large-scale inspection
program. Although most experienced police
officers have an intuitive sense about what

constitutes good security, it is not sufficient -

to send them off armed with checklists and
their own intuitions to make security inspec-
tions. This is a specialized police function
that calls for specialized training. Inspecting
officers must be sensitive to a complex set of
variables, such as the nature and seriousness
of crime in the area being inspected, atti-
tudes of local residents towards the police,
financial ability of homeowners in the area
to comply with recommended purchases of
security hardware, the extent to which fear
is an important factor in the average citizen’s
attitude towards security, and a host of
socio-economic variables that indicaté the
level of social cohesivenéss within the neigh-
borhood. o

The types of recommendations made in
each of the five cities varied according to
local conditions and police attitudes, but the
general format followed in all cases is spelled
out in a special pamphlet produced by the
California Council on Criminal Justice as a
guideline for police departments in Califor-
nia conducting home inspections. The book-
let is written in a style that suggests it is also
intended for distribution to the public, al-
though relatively few had actually been
made available for general consumption by
the end of 1972.8 LT

All five cities and counties adapted the
CCCJ guidelines to suit their own needs,
although there was little substantive variation
‘in the types of recommendations made to
_the average homeowner in any of the target
_ areas. L _ ,
* The Crimé Specific Program placed most
emphasis on the strengthening of doors,
. windows, and locks. In not one of the five
cities were intrusion detection devices of any

‘kind recommended, except in extreme. cases

~ ¥ California Cou_nfil on Cnmmal _]ust‘ice,"“Reéidential Bur-
-+ glary and What To Do About 1t,” Sacramento, 1972,

where the home was a repository for art
objects, jewelry, furs or other valuables in
unusual amounts or where the homeowner

specifically requested advice on the subject,

San Diego employs police specialists in intru-
sion hardware who are available to advise
homeowners. ‘ .
With few exceptions, all recommendations
made to homeowners were easy to imple-
ment and were very much along the lines
suggested in Chapter 11 of this report.
Perhaps the most disappointing aspect of
the Crime Specific residential security in-
spections was the compliance rate, which is
the real measure of effectiveness for security
inspections. The few departments that have
instituted formal checks have discovered that
a five percent fuli compliance rate (carrying
out all the recommendations) is the best that
can be expected. Partial compliance may
account for another percent or two, but the
inescapable fact is that inspection achieved
nothing in more than ninety percent of the
homes covered in the Crime Specific effort.
There is no. valid reason for believing that
compliance would be.any better in cities
outside California. a :
A compliance rate this low suggests that
the entire effort is cost-ineffective. While
there are no precise figures available to show
how much residential inspections cost, the
Oakland experience is at least indicative of

‘the magnitudes involved. Oakland. allocated
about 1500 man-hours to the residential -
inspections, of which about 250 hours were

spent for training, with the remaining 1250
devoted to field inspections.” By the end of
1972, only 700 inspections had been com-
pleted, and the budget was nearly ex
hausted. This- works out to about two man-
hours per inspection, a figure that probably
understates the true cost of the program

since it fails to reflect time expended for-
planning, travel, record-keeping and admm‘f‘

istration. ,

If Oakland experienced a compl"larice rate
of five percent (an optimistic es,tiinate),' 1t ,
would mean that between 40 and 60 polict .

manhours were expended for every home:
owner who agreed to change the locks on his

% Oakland was: unique dmong the five cities in deciding

hire and train civilians to conduct the inspections.

doors and perhaps trim a few shrubs. From
a strict cost-effectiveness standpoint, it would
be much cheaper for the police themselves
to buy and install security devices on a
comparable nuwmber of homes rather than
try to persuade the owners to do it them-
selves:

Some hard lessons have been learned

“during the course of these inspections that

should lead to much less wasted effort in
future home inspection programs. Consider-

“ing the low rate of compliance in all five

cities, we would have to conclude that much
greater care has to be taken in selecting

- homes for inspection. There appear to be

only two instances in which it makes good
administrative sense to conduct a security

~inspection: (1) when the home has just been

victimized by burglary, or (2) when the
homeowner requests an inspection from the
police (not as a consequence of a door-to-

-door canvassing operation). In the first in-

stance, investigating patrolmen or detectives
could be trained to conduct on-site inspec-
tions as: part of their routine follow-up
investigations, thereby eliminating the ex-

- pense involved in sending inspectors out on

‘separate trips. In the case of a homeowner

‘who specifically requests an inspection, he is
likely to comply with the recommendations if

- he was interested enough to make the re-

quest in the first place.

‘C. Other Observations

~ . The Crime Specific experience revealed
“other obstacles to the successful conduct of
“residential security programs. The most im-

portant of these concerns the attitudes of

.'j;b'lfr‘lost police officials toward crime prevention
. Programs generally. Many think that such

efforts ‘detract from the primary mission of

~their ‘departments—to enforce the law ‘and
1o protect citizens and their property. In
~-.such an atmosphere, crime prevention ef-

forts are often relegated to a secondary role.

- The participating officers labor under less
j}han ideal conditions, which usually means

‘understaffing and lack of top-level support.

. In order for these negative attitudes to be
~.overcome, police will have to stop thinking
.-of crime preventioii- as a diversion of their
~Mmanpower and resources. Only when they
- Tecognize that crime prevention programs

can make a positive contribution to their
primary objectives will they devote the neces-
sary interest and resources to security in-
spections and other crime prevention efforts.

Some of the negative attitudes towards
crime prevention can be traced to traditional
police perceptions of their fellow citizens.
According to many experts, the average
police officer tends to disparage ordinary
citizens. It is not difficult to comprehend
why police develop this outlook. The nature
of their work rarely permits them to have
any contact with the public under calm and
“ordinary” circumstances. The average pa-
trolman spends the better part of his work-
ing day listening to complaints, arresting
drunks, breaking up family fights, and chas-
ing juvenile delinquents.

There can be little doubt that negative
police attitudes towards the public will con-
tinue.as long as police have to do what they
do. At thé same time, however, every police
officer we interviewed in California said that
his own experience in the Crime Specific
Program broadened his outlook and soft-
ened his negative image of ordinary citizens.
Conducting a home inspection afforded
many police officers their first opportunity
(while on duty) to deal with the public in a
calm, reasoned atmosphere—or, more sim-
ply, to deal with ordinary people in an
ordinary, businesslike way.

An unrelated, but nevertheless significant
problem is the inherent conflict between
certain crime prevention and fire safety
objectives. This was best illustrated in Los
Angeles County where the Sheriff's Office
experimented with team inspections involy-
ing both fire and law enforcement officials.
The most obvious conflict was over the use
of double-cylinder deadbolt locks, which the
police consider indispensible :n high-crime
areas for protecting homes against skilled or
semi-skilled intruders: Fire officials are just
as vehemently opposed to the use of such
devices for the reasons that are discussed in
Chapter 3. '

The important point is that substantial
cost savings can be effected by conducting
fire and security inspections at the same
time, preferably with personnel trained to
do both. In order for this to work effec-
tively, however, numerous conflicts over fun-




damental objectives and administrative pro-
cedures will have to be worked out.

Some experts question the wisdom of
having police conduct security inspections at
all. Why not, they ask, assign this function to
another agency of city government? It is
beyond the scope of our present assignment
to provide a definitive answer to this ques-
tion, but-we can offer two observations that
may shed some light on the issue. First,
there can be no question that experienced
police officers have a better intuitive grasp
of security deficiencies than could be trans-
ferred to another agency whose function
would be to inspect homes without the
concurrent benefit of ongoing experience
with residential crime. The patterns of bur-
glary change rapidly enough that it makes
little sense to separate the power of investi-
gating crime from the power t» inform the
public about what precautions to take against
crime.

Moreover, the police have an inherent
advantage over all other existing or potential
government agencies; notwithstanding the
anxieties average citizens have about the
ability (and, in some cases, the willingness) of
their local. police to combat crime, they still
give the police a high credibility rating.
Despite occasional police scandals and ru-
mors about police corruption, the average
citizen is not about to believe that the officer
at his door offering to inspect his home is
there for anything but the most sincere of
purposes. Citizens, in the last analysis, have
to trust the police. :

There are, of course, legitimate concerns
about the inspection procedure that might
be raised by strict civil libertarians. For
example, it is conceivable that police might
use the guise of security inspections as a
means of gaining entry to a home or apart-
ment for the purpose of searching for illegal
drugs or other contraband. This concern can
be eliminated, however, by simply requiring
that all inspections be conducted on a strictly
voluntary basis. ’

There is also some danger that checklists
or other highly personal data collected dur-
ing the course of a home inspection could

fall into the wrong hands, the worst possible
case being a burglary ring that could use
such information to excellent advantage.
The confidentiality issue of security in.
spection reports is tricky because it raises
conflicting objectives. On the one hand, it
would be desirable for the inspecting officer
to leave the only copy of the inspection
report with the homeowner; this would as-
sure confidentiality. On the other hand, this
would not give the police a statistical record
which, if properly used, could be very help-
ful in modifying the inspection program and
in learning a great deal more about which

particular security deficiencies pose the most ¥

serious hazards. :

It is our belief that the confidentiality
problem can be overcome by coding police
copies of inspection reports in a manner that
would preclude associating the report with a
particular address. ‘

Finally, we have to consider an issue that

has been raised in several other contexts in
this report. We refer to the equity of gov:
ernment-sponsored security measures. Here
we are concerned primarily with matters of
degree rather than principle. If, for exam-
.ple, the police were t6 conduct an extensive
inspection program in one part of a city
resulting in a substantial number of homes
being “hardened” against burglary, then the
issue of even-handedness would be a legiti-
mate one.'® It would be perfectly reasonable
for citizens in adjoining neighborhoods to
argue that their vulnerability to crime had

been increased by selective target hardening -

However, the police can justify an inspec

tion policy if it is city-wide and inspections are

purely voluntary. It is difficult to imagine
any measurable shift in residential crime
patterns resulting from such a practice. It 15

a perfectly legitimate function of govern-

ment to provide assistance to those persons

who request it, as long as that assistance is -

made available without discrimination to a
citizens. :

19 We are assuming here that a “hard gell” approach would
lead to a substantially higher rate of compliance than
from the Crime Specific effort. :

72

resultéd’

“CHAPTER 9. INCENTIVES FOR RESIDENTIAL SECURIT
_ ITY
MEASURES AND CRIME INSURANCE

. Our concern in this chapter is the provi-
sion of incentives for homeowners, land-
lords, and tenants to improve the security
of their residences. Through persuasion,
government is attempting to convince house-
holds that protection is worth the cost of
effective crime prevention measures. Incen-
tives go one step further: they seek to alter
the househoid’s calculation of the cost of
protective measures against the benefits they
provide. Incentives affect the cost side of the
equation, by directly or indirectly reducing
the expense involved in installing more secu-
rity hardware or taking other protective
measures. (Compulsion, through govern-
-ment prescription of minimum security re-
quirements, might also affect the cost side of
the. equation, but that is not its major
objective. In fact, under a compulsory
f}‘ame\vork, the individual ‘household's equa-
tioh of cost and benefits is irrelevant.)

There: are a number of ways, at least in
theory, in which incentives could be offered

| - to households. All are essentially a variant of
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another type of socially useful activity, gen-

 instead,

cost-sharing by the government or another
third party. For example, government might
match the household’s investment in security
hardware, in whole or in part, whether by
direct or indirect cash payments! or by
intervention in the market to reduce the cost
of hardware to households. The critical
questions in designing' such a government
program would be how much of an incentive
Was required and minimization of surplus,

Or wasted, government subsidy.

~ Experience in other fields where con-
Sumers, employers, or businesses have been
offered an incentive to engage in one or

erally through the tax system, suggests that
the device is inherently inefficient and costly
In terms of the social benefits that are
derived. Whether direct payments or tax
—

 'The

government incentive need not be in the form of a
-transfer

paymén;; a tax deduction or eredit might be offered
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_large loss,
standard deduction. For truly low-income taxpayers, who do

benefits are utilized, it is virtually impossible
to limit the subvention to instances where it
induces behavior. Some citizens or taxpayers
will always be rewarded for conduct they
would have pursued without the incentive;
even n cases where the incentive was critical,
the amount of the subsidy may be greater
than was required. Moreover, subsidies of
this type generally favor the knowledgeable,
who in turn are apt to be those who need
them least. And, when government subven-
tion is offered for conduct that primarily
benefits the individual and only secondarily
has a social benefit, the inefficiencies and
Inequity of subsidy systems are likely to be
€ven more apparent (as, for example, in
various conservation cost-sharing programs
for farm ponds and the like). Political practi-
cality and fiscal constraints aside, there are
numerous policy arguments against govern-
ment subvention in this area.?

*1n quite a convoluted way, the Federal government
currently provides an incentive for improved residential
security, although it has never been described or defended as
such. Under section 165 of the Internal Revenue Code, a
taxpayer may deduct losses from theft exceeding 55160
pmvxdgd that they are not compensated for by insurance 01:
otherwise. The incentive aspects of this provision include the
deductible and the fact that it provides “reimbursement” (in
the f'crm_of a tax deduction) measured by the taxpayer's
marginal incoine tax rate, The complement of the marginal
lax rate—the amount that is not reimbursed-must be borne
by the taxpayer himself. As an insurance system, given
progressive tax rates, this provision favors upper-incotne
individuals. As an incentive system to reduce losses from
burglary and theft, it provides the greatest inducement 1o
-Iower-mgome taxpayers, who may have ta bear 86 percent (or
more, given the $100 deductible) of any loss themselves, (In
actuality, the impact is somewhat moye compléx, because the
standard deduction makes it improbable that a taxpayer will
use the theft deduction except in the event of a relatively

and then he also loses some of the benefits of the

i[;;)élg,?;, :;edetal income tax at all, the provision is utterly
The coinsurance feature of providing a form of Federal
crime insurance through the income tax law is severely
weighted against lower-income families. Coinsurance, how.
ever, Is an incentive: to the extent one must bear a loss
himself, he is more likely to take steps to prevent it. Maost of
the other incentives that are commonly proposed—includin
those mncorporated in Federal crime insurance policies——ar%
also negative in character,




If governmental subvention is improbable
and perhaps unwise, we are left with only
one other party who is directly interested in
the reduction of losses from burglary and
theft: the insurance industry. Could, or
should, insurance companies offer rate re-
ductions or provide more liberal policy pro-
visions to households that adopt reasonable
security measures? Would the availability of
these benefits induce more households to
improve the security of their residences?

It seems highly unlikely that the nsurance
industry would voluntarily offer such posi-
tive incentives for residential security. Broad
form personal theft insurance is a relatively
low-volume policy, and most theft insurance
is included in comprehensive homeowner’s
or tenant’s policies that also provide cover-
age against losses from fire, hail and wind-
storms, water damage, other property dam-
age, and personal liability. In 1971, the latest
year for which data are available, premjums
written for burglary and theft insurance
totalled $135 million, whilé¢ premiums writ-
ten for homeowners’ multiple peril insur-
ance totalled $2.8 billion. Premiums written
on nuiltiple peril policies have been increas-
ing rapidly, as package policies replace sepa-
rate fire, liability, and theft coverage.?

It is virtually impossible to determine how
much of the premium for multiple peril
insurance is attributable to burglary and
theft coverage; but one informed guess, by
an official of the District of Golumbia Insur-
ance Commission, is about 5 percent—or $5
of a typical $100 premium. Fully 85 percent
of the premium is allocated to fire coverage
and related property losses and 10 percent
to personal liability. In these circumstances,
there seems io be little room for meaningful
rate reductions for individuals who improve
the security of their homes. )

On the other hand, losses from theft may
be a more substantial component of the
losses on homeowner’s comprehensive insur-
ance than this allocation would indicate. In

1970, according to_the Insurance Services
Office (which has data for roughly half of all

insurance companies), about 20 percent of

the losses on homeowner’s policies were

© 3 Insurance Informa&ibn I'nstitute, Insuranice Facts 1972, pp.
12 and 16.
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attributable to theft. On tenants’ policies,
where structural damage from fire or other
causes is not insured, theft was responsible
for 51 percent of all losses in 1970. To the
extent that loss experience is different from

the allocation of premiums (that is to say,.
the loss ratio from the theft portion of the

policy is disproportionately high), insurers
may be interested in rectifying the situation,
Until now, their efforts-to do so have been
by reducing the amount of claims paid—by
cancelling ‘insurance after a claim, refusing
claim coverage in high-crime areas, and
imposing deductibles—or by increases in
insurance rates. It is highly improbable that
they would attempt to reduce the loss ratio
through rate reductions where crime pre-
vention measures were adopted, although
this is a theoretical possibility. Even assum-
ing that there was room for as much as a 10
percent premium reduction for the average
household if it installed security hardware (a
dubious assumption), there still would be
little incentive for the homeowner to pur-
chase and install the hardware or for his
insurance agent to encourage him to do s
For the agent, whose commission is based on
a percentage of the premium, there is, in
theory at least, an incentive to dissuade the
homeowner from qualifying for the reduced
rate. ' .

Unlike fire and property damage insur-
ance, which a mortgagee will require as 2
condition of lending money to finance the
purchase of a home, no_third party i
particularly interested in whether or not 2
homeowner has theft insurance. The interest
of the bank or other mortgagee is extremely
attenuated, and relates only to the possible
impact of substantial losses from theft on the
creditworthiness of the homeowner, not on
the value of its security for the loan. In this
respect, the bank might just as logically focus
on the adequacy of the homeowner’s auto-

mobile liability insurance or other protection'

against financial catastrophe. Loss from theft
is far less likely to impose a financial strait

on the homeowner, since it is apt to be.

relatively limited in amount. e

Because theft insurance is not critical t0
the purchase or rental of a home, insuranc
companies are under little pressure to make

policies available or keep them in force

rather than cancel them. Unlike red-lining
or cancellation of auto or property damage
insurance, there is little outcry against the
insurance companies for refusals toissue
theft insurance for households. Even the
program of Federal residential crime insur-
ance 1s predicated less on criticism of the

‘insurance industry than on a business-like-

presumption that, with the proper protective
device requirements and other conditions,

such insurance can be written on a break-

even basis. No one has made the argument
“that the homeowner or tenant has a basic
right to crime insurance and that, if private
industry does not or cannot meet its obliga-
tions to provide it, the Federal government

. 'must become insurer of last resort. The
:Congressional determination behind Federal

residential crime insurance—to the extent
that such insurance is not simply a politically
inevitable complement to Federal commer-
clal crime insurance—is far less emotion-
laden than that. Indeed, the desultory pace
of the program—Iess than 10,000 policies in
force in 11 states and the District of Colum-

‘bia in November 1972, more than a year

after they became available—suggests,

‘among other things, that there is no pressing

demand for residential crime insurance cov-
erage.

; Other factors also make it doubtful that
the insurance industry will focus on the
prevention of residential crime or reduce

premiums to encourage the installation of -

protective devices. The costs of administer-
Ing a rate struciure of this kind, given

- existing premium levels for residential theft

roverage, seem excessive. At the minimum,
inspections of homes would be required

_after the filing of a claim by an insured who
~ paid the reduced rate. In a fragmented and
- highly competitive industry, it is unlikely

that one company or group of:companies
would want to institute such a change,
especially if brokers and agents might simply

“shift their business to other companies.

Moreover, because insurance companies

-have never focused on problems of residen-
tial ‘crime in the past, they have little knowl-
. "tdge about appropriate protective devices or
- the impact of their installation on losses
from residential crime. (Unlike government
’: or houscholds theniselves, insurers are pre-
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sumably less interested in the impact of
protective devices on the successful perpetra-
tion of burglary than in their impact on the
total dollar costs of attempted burglary,
whether successful or not. A requirement
that results in more physical damage. to
homes, even if it reduces the volume of
property theft incident to burglary, does not
necessarily reduce insurance claims.)

Thus far we have focused on positive
incentives—rewards—for the installation of
protective devices. It is also possible to
fashion negative incentives—penalties for fail-
ing to install protective devices. The most
extreme negative incentive under an insur-
ance system is simply to refuse to write
crime coverage, leaving the household to
bear its own losses (even then, except for
lower-income families, with some degree of
reimbursement from the Federal government
through the tax deduction for losses from
theft). In the past, however, this refusal has"
seldom been explicitly tied to the house-
hold’s failure to take self-protective meas-
ures. Single persons, couples who both work,
or inner-city residents may be unable to
obtain private policies no matter what pro-
tective devices they have in their homes.
Those who experience loss may find their
policy cancelled even though they had taken
precautions. Uninsurability, under private
policies, has not been directly related to
residential security measures, and therefore
it is questionable, especially in the absence of
adequate public infgrmation programs, that
its impact has been %o encourage self-protec-
tion. It may have even discouraged greater
self-protection by reinforcing fatalism about
becoming the victim of a theft.

Features of some private crime insurance
policies also serve as negative inducements
for self-protection. The most prominent of
these is a deductible amount and a limitation
on coverage for cash, securities, jewelry, and
other valuables. The deductible, although
adopted primarily to hold down the number
of small claims that are inefficient to process,

also has the effect of making the insured

bear some of the risk of theft. Limitations on
coverage encourage him to take appropriate
measures to safeguard the items they cover,
although their primary purpose is to avoid
valuation controversies and excessive claims.

¢




The policy conditions most directly rele-
vant to protective measures taken by the
household itself are found in the Federal
residential crime insurance policy. Unlike
most private policies, and particularly com-
prehensive policies, which generally cover
mysterious losses of property as well as theft,
the Federal insurance is explicitly condi-
- tioned upon visible evidence of forced entry
into the premises.* This is a strong incentive
to lock doors and windows through which
entry is likely to occur. It is primarily a
behavioral incentive, however, since it does
not necessarily induce the installation of
effective barriers to entry, but only the use
of some barriers that will require physical
damage to circumvent.

The Federal policy, however, is also ex-
plicitly conditioned on the’ installation of
appropriate protective devices—specifically,
dead locks using either an interlocking verti-
cal bolt and striker or a minimum /2" throw
deadbolt or self-locking dead latch on all
doors (other than sliding doors) in exterior
doorways or other doorways leading to arsas
affording easy access to the premises; and
locking devices on all sliding doors, first
floor and basement windows, and windows
opening onto - areas affording easy access to
the premises. (This standard is more liberal
than that initially adopted for the program,
which called for a baffle-protected self-lock-
ing latch in addition to a dead bolt or dead
latch on every exterior door and for a dead
Jock device on each sliding door. The liberal-
ization was designed to increase the marketa-
bility of the insurance in states where it was
available.) ]

The purpose of this requirement—en-
forced by inspection of the premises when a
claim is made—is primarily to ensure the

financial soundness, at reasonable premium

rates, of the Federal residential crime insur-
ance policies. It is almost certainly a neces-
sary corollary of a legisiative and contractual
commitment to keep policies ir: force despite
the claim experience of the insured or the

4 While the policy does cover observed theft, it is basically
limited 1o losses resulting from “the felonious abstraction of
insured property from within the premises by a person

_making felonious entry therein by x.wal force and violence,
“evidenced by visible marks upon, or physical damage to, the
exterior,of the premises at the place of such entry.”

crime pressure in his area. No data are yet

available on the loss record under Federal

policies, but it is probable that the Federal
record (adjusted for the crime rates where
policies are in force) will be better than that
of private insurers.

This is not an argument, hcwever, for the -

inclusion of similar provisions in private
policies. Conditioning coverage on the instal-
lation of protective devices would seem justi-
fiable only where the only alternative is not
writing the insurance policy at all, which is
presumptively the case with Federal policies.

Where coverage is now available without

such conditions, it would seem to make little
sense to require the installation of protective
devices in order to continue it. The cost to
the insured may be substantial, while the
gains would primarily a_crue to the insur-
ance companies, although they would be
partially offset by increased administrative
costs. Underwriting profit, in fact, might
decline,- as policyholders cancel their theft
coverage rather than incur the added costs
of protective devices. For a homeowner who
considers crime loss a remote contingency,
the choice between cancelling his theft cover-
age and spending $100 or more on locking
devices may be a relatively easy one. For a
household that faces a greater crime threat,
the effect of the requirement may nonethe-
Icss be to price insurance coverage beyond
their ability to pay. The net result, in both
cases, is to reduce the extent to which
financial protection is provided against loss.
from theft. This obviously has little appeal to
insurance companies—provided they are
making a profit on existing insurance—and
has little to recommend it from a polig
perspective. '

There are two conflicting objectives at play

here: spreading the losses resulting from
theft and reducing its incidence. On balance,
spreading the loss from theft seems to be
more important and more easily achievable.
To the extent it is financially feasible, insur-
ance against burglary and theft from res:
dences should be made as widely available 2
possible. imposing unnecessarily expensive

or apparently excessive conditions on cover-

age conflicts with this goal. o
In. summary, we are not sanguine about
the provision of incentives, either through
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- government or through private insurance,
for the installation of appropriate residential
protective devices. The private insurance
industry seems to be uninterested, and we
see no practical or desirable way to pique
their interest. For government to provide
financial incentives seems both inefficient
and inequitable. Conditioning crime insur-
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ance on self-protection—except where it is
financially necessary, as it appears to be in
the Federal programs—is, in our view, a
retrogressive step, for it will discourage the
purchase of insurance, thereby increasing

tlf\e. costs of residential crime to innocent
victims.




CHAPTER 10. COMPULSORY RESIDENTIAL SECURITY
MEASURES: STATE AND LOCAL CODES

Compulsory measures to upgrade residen-
tial security are eliciting increasing atten-
tion.! These measures would impose mini-
mum requirements governing locks, the re-
sistance of doors to forced entry, and lock-
ing devices for windows and other potential
pcints of illegal entry. They would be
adopted by state’ or local governments and
would apply to each or all of three types of
housing:

e New housing units, as building code
provisions;*

o Existing rental units as housing code
requirements; and

o Existing owner-occupied units, through
a new ordinance or statute.

The theory behind these measures is that
most builders, landlords, and homeowners
will not take residential security measures
without some legal prod. While this is un-
doubtedly true, the proponents do not ap-
pear to have analyzed either the legal or
policy justification for their proposed legisla-
tion to any substantial extent.. The purpose
of this brief chapter is to raise the issues that
should be considered with respect to. legisla-
tion requiring the installation of physical
security measures in the home. ’

A. The Impact of Residential Security
Codes ’

The first question about residential secu-
rity codes is what they would cost and who
would bear these costs. If codes applied only
to new housing, the cost of the security
measures themselves might not be substan-
tial, since what is involved are incremental
costs for better doors and locks rather than

! See e.g., Building Security Commission of the Attorney
General of California, “Building Security Standards,” Sacra-
mento, January 1573. . : )

2 Federal standards for new housing, through FHA guide-
lines of other means, have also been suggested.

replacement costs. This cost would probably
be borne largely by the resident, either in
the form of a slightly higher mortgage
payment or a slightly greater rent, although
part of it might be absorbed by the builder,
developer, or apartment owner.

Other possible costs of the security meas-
ures on new homes would be a consequence

of any displacement of crime from areas of -

new housing to older housing and, perhaps,
the increased cost to the owner of a new
home when illegal entry was still attempted
because of greater physical damage caused

by an offender. Displacement would occur to’
the extent that offenders were deterred.

from breaking into new housing but not
from committing all residential burglaries.
Some offenders might well ignore subdivi-
sions consisting of new homes meeting the

code requirements, and instead focus on-

older subdivisions nearby. Others, whether

" because they would rather operate in the

area with new housing or because they are
not deterred by the security measures, would
attempt to break into the new homes. In
doing so, they might well use methods

causing greater physical damage to the

house, such as breaking windows or using
tools to attempt to force doors.

These possible impacts, along with the fact
that new units are a small proportion of the
housing stock, are the major arguments for
extending code requirements to all housing,
including owner-occupied residences. The

impact of universal protection is even more

conjectural, but it is conceivable that adding
security hardware to every home might not
have a substantial impact on the extent of
residential burglary. ~ A
Assume that a security code is adopted

that in effect or cxplicitly requires effective: -

deadbolt locks on all doors, doors that

cannot be penetrated by brute force,an_df

“adequate 'lock‘ing devices on all windows.

Assume, too, that the code applies to all

- residential units and compliance is universal.

Finally, assume that an even more stringent
security code applies to retail and commer-
cial establishments. The question is: What
will happen to the residential burglary rate?
“The assumption behind proposals for resi-
dential security codes is that it will' decline

- appreciably. The reason is that if illegal
_entry through doors and unlocked windows

is much more difficult, it will not be at-

" tempted. A residential burglar, the argu-

ment runs, engages in the crime because it is

~easy to accomplish and the risk of apprehen-
sion is low. Making entry by the usual means

harder will dissuade him from making the
attempt, '
Of course, it might alternatively be argued

that the rate will not change significantly. If
residential burglary is always more diffi-
“cult—and at the same time there is no easy
substitute crime (the reason for the assump-

tion about a commercial code)—potential

~residential burglars may simply try harder or

change their method of operation. In the

* hypothetical example, many more burglaries

might' be committed by breaking through
windows. Making entry through doors and

- unlocked windows more difficult does not

necessarily change the burglar’s calculation

- of potential risk and reward (that is to say,

of opportunity)—at least when the target-hard-
ening is universal. The vulnerability of a
residence to crime—or, from the burglar’s
perspective, the opportunity for illegal en-
try—is a relative concept.

- We do not mean to suggest that universal
-application of security codes would necessar-

ily have little impact on the incidence or

costs of residential crime. Our point is that
- the question needs much more serious con-
_sideration than it has so far received, as does
- the issue of displacement of crime if codes
-are limited only to new housing or new
- housing and rental units.

‘ B ‘The Theoretical Justification for Impos-

ing a Duty' on Homeowners to Take
Protective Measures

‘The imposition of a duty on builders of

new housing or landlords of rental housing

. to meet security standards raises no serious
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theoretical or legal problem. The application
of codes in these instances is closely akin to
other types of consumer protection legisla-
tion. The parties to a sale of new, tract
housing or a rental of an apartment are in
an inherently unequal position in terms of
knowledge, bargaining strength, and ability
to make decisions about building design,
material standards, and construction. In a
variety of ways, government tries to redress
this balance through building and housing
codes; security would .appear to be another
appropriate area. for such intervention. In a
sense, security codes are a method of pre-
venting sellers (developers or landlords)
from making false claims about the quality
of their products. By putting locks on doors,
sellers are implicitly warranting that the
doors will serve as reasonably effective bar-
riers to undesired entry. Security codes may
be viewed as a method of ensuring that this
promise is kept. ' :

This is not the case with a duty imposed
directly on the owner-occupant of a resi-
dence. Here the issue of the state’s justifica-
tion for intervention immediately arises, for
the practical import of the duty is to impose
a cost on the owner for his own good. He is
required to spend money—perhaps as much
as several hundred dollars—to protect him-
self from becoming a victim of burglary.

This situation is readily distinguishable
from situations where an individual’s con-
duct affects others adversely. For example, a
state can require a car-owner to install
emission control equipment on his car be-
cause the pollution he creates when he
drives degrades the quality of the environ-
ment for the public generally. It can limit
what he builds or keeps on his property in
order to protect the interests of his neigh-
bors and the community at large against
health and fire hazards or neighborhood
blight and deterioration. In both. these cases,
an individual’s actions are detrimental to
others. o :

An individual who has an inadequate lock
on his door, however, is not endangering
others. It might conceivably be argued that
he is attracting potential offenders to the
neighborhood, but that is a far-fetched
proposition. On the contrary, the greater
vulnerability of his home may actually con-




.

tribute to the security of his neighbors
through a reverse process of displacement.
Nor does a bootstrap rationale for govern-
ment regulation—that a duty must be im-
posed on individuals to improve the effec-
tiveness of public services or as a condition
for receiving such.services—apply in this
instance. Neither public outlays for the po-
lice and the criminal justice system nor their
effectiveness will necessarily be affected by
the installadon of residential security meas-
ures, even if they should achieve a reduction
in the number of successful residential bur-
glaries. _ S N
Finally, it would be illogical to argue that,
unless a security code is imposed on owners
of existing houses, codes applied to new and
rental housing will not be effective in reduc-
ing the incidence of residential burglary.
While this may be true, one can hardly

seek only to raise the issue for consideration
as a policy matter when compulsatory resi-
dential security measures are being pro-
posed. ~

C. Conclusion
In our view, the effectiveness and advisa-
bility of residential security codes are too:

often assumed as an article of faith. We
think that much more careful analysis is

-needed of their costs and benefits and,

justify imposing a duty on two-thirds of the

households, which own their homes, in or-
der to protect them from the displacement
effects of regulating the residences of the
other one-third.

Our purpose here is not to suggest that
security codes imposed on owner-occupied
housing face constitutional obstacles. While
the current tendency is to restrict the power
of the state to regulate individual conduct
that has negligible, or only extremely atten-
uated, consequences for others or for society

as. a2 whole, the law is far from clear in this .

area, especially where the conduct does not
involve fundamental liberties.® Again, we

3 The basic precept upon which this doctrine is based was
stated by John Stuart Mill in On Liberty (1859): “[Tlhe
individual is not accountable to sociéty for his actions, in so
far as these concern the interests of no person but himself.”
It is difficult to point to cases in which this doctrine has been
invoked: usually, either the challenged regulation operates
indirectly on an individual whose actions do concern the
interest of others, albeit with their consent (for example, on
the purveyor of obscenity rather than the purchaser) or the
challenged repalation: involves fundamental rights—free
expression, marital privacy, etc—and therefore much more
powerful constitutional stanidards come. into ‘play, such as the
need to show a compelling state interest and the lack of
alternative means of accomplishing it. ,

Perhaps the clearest instance where Mill's. maxim has been
urged as a ‘basis for a determination of unconstitutionality
involves motorcycle helmet laws. The trend among state
coutts has been to uphold compulsory helmet laws—not by
rejecting Mills, however, but by finding a social interest
beyond protection of the individual motorcycle rider. (The
concern of others using the streets and highways that he may
cause an accident because lack of a helmet causes him to lose
control when struck hy a stone thrown up from the pavement

. conflict with fire codes) by an equal or greater amount.:’
Third, unlike the seat belt case where belts are in place (asa
result of a duty imposed on manufacturers), the security
codes would require direct éxpenditure by the homeowner,
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especially for existing owner-occupied hous-
ing, the appropriateness of government ac-
tion in this area.

On a descending level of enthusiasm, we
would rank codes for new heousing above
codes for rental housing because the costs
are higher in the latter case, where replace-.
ment of doors and hardware would be
required. We rank both these types of codes,
which impose an obligation on the party
marketing housing and involve costs that are
easily amortized, far above ordinances or
statutes imposing a duty on owner-occupants
to take protective measures. Owner-occu-
pants cannot so readily amortize the cost of
protective measures. Beyond that, we have
doubts about the wisdom of government's

or an object falling from another vehicle; the added cost to
the state of providing emergency care because of the more
serious injury resulting from lack of a helmet; the interests of
those dependent upon him in assuring that he will be less

likely to be killed or disabled in the event he is in an

accident.) These ‘are fairly remote state interests; the last two,
in particular come clgse to an implicit rejection of the Mills
concept and an acceptance of the notion that the state may
regulate any conduct at all where “fundamental” liberties are
not affected.

The issue is again being raised~—this time hypothetically—
with respect to. laws compelling motorists to wear seat belts.
For the driver, a control argument may again be made; for
passengers, the case is more difficult. One approach is to
argue that riding in an automobile on public roads is 2
privilege and ‘the government may impose reasonable condi-
tions on that privilege,

The case of residential security codes is far more difficult.

than the seat belt case. First, there is no governmentally
provided privilege invelved; it strains our concept of govern-

ment to argue that living in a residence is a privilege granted’

by the state; Second, there is no substantial interest of those

dependent- upon the homeowner in protecting him against

property loss from burglary. Insofar as the personal protec-
tion of family members resulis from the imposition of the’
duty on the. homeowner—by diminishing the probability of

an ‘illegal entry to ¢ommita violent crime—their personal:

safety from fire may be decreased (even when there is no

perhaps running'as high as several hundred dollars.

forcing individuals to be free—both of resi-
dential burglary in particular and in more
general terms.

D. An Afterword on the Form and Strin-
gency of Security Codes

Notwithstanding the issues we have raised
about the imposition of security require-
ments for housing, some jurisdictions may
decide to adopt security requirements appli-
cable to some or all housing. If they do, the
form of the requirements and their strin-
gency should be carefully considered.

" 1. The form of security requirements: perform-
ance criteria vs. design standards. One of the
‘perennial arguments about building ‘codes
generally is whether they should be cast in
terms of performance criteria or design
standards. This issue has also been raised
with respect to security requirements. The
Attorney General’s Building Security Com-
mission in California, for example, is a
staunch advocate of performance, rather
than design, codes. It argues that “independ-
ent of performance specifications, design
requirements are of little value, and only
serve to confuse the issue.” In seeking to
establish a California state code, the Com-
‘mission is focusing on performance stand-
ards for barrier systems, which will express
the physical resistance of a barrier to attack
by specified means or to knowledgeable
attack using specified equipment and tech-
niques in terms of time, energy, or a combi-
nation of these factors. Only where resist-
ance measures are necessarily subjective
(e.g., how long it takes a particular “expert”
‘to pick a lock) does the Commission recog-

. nize that design principles (e.g., various

clearances in the leck) may be preferable.*
While we agree in theory with the Califor-

~nia Commission and believe that code re-
- quirements should be based on performance
~testing, we consider it preferable to translate
- performance standards into design criteria
for purposes of actually drafting the security
- provisions of building codes. Design criteria

are more apt to be intelligible to a contractor

“or a building inspector. Performance stan-

dards, which cannot be applied in the field
through visual inspection, may invite non-
compliance. In dealing with highly frag-
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mented industries like the manufacture of
doors and windows, where job-by-job fabri-
cation is prevalent, testing and certification
of products would be extremely difficult. It
may be more feasible to engage in brand-
name certification of locks and other hard-
ware, but in this area the California Com-
mission itself recognizes that performance
standards may be undesirable. On a practical
level, therefore, there seems to be no alter-
native to design standards. '

These standards should be based on per-
formance criteria, but this is different from
adopting a code framed solely in terms of
performance standards. Rather, the design
standards should describe the characteristics
of typical installations used by builders, with
simple performance testing criteria for use
in circumstances where no design standards
apply. Every effort should be made to re-

- duce the number of instances in which such

job-by-job testing will be needed. This is not
as difficult as it may seem: while there is
little product uniformity, the same design
principles are used in nearly all doors and
windows. .

2. The stringency of security requirements:
tradeoffs with fire safety, consumer preferences,
and effectiveness. One serious constraint in

- devising code standards is household safety
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against fire. Where security against residen-
tial crime requires restrictions on access,
safety against fire necessitates easy and quick
egress, The two are inevitably in conflict, as
evidenced by the objection of fire safety
officials to proposals for grilles or bars on
windows and double cylinder deadbolt locks.
The conflicts can be compromised, but most
of the compromises will lead to significant
reductions in the resistance of homes to
illegal entry. This is not an undesirable
outcome, for fire safety, unlike security
against residential crime, primarily involves
the personal safety of residents, not the
protection of their property. In balancing
these two interests, preferences must ob-
viously be given to the protection of persons.
Their ability to escape a serious fire should
not be traded away in order to protect their
television set and jewelry.

Three factors in addition to. potential
conflicts with fire safety are important in
determining how rigorous security code pro-
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visio‘ns should be. The first is ‘political aﬁd |

economic: 'some judgments must be made

about the costs that will initially be imposed
on builders and perhaps passed on by them
- to homeowners. Some practical and political

‘limits exist as to the stringency. of code
provisions that can he required.

The second .factor is related to consumer
- preferences and product availability. Security
" requirements should not run counter to
consumer tastes, if a reasonable compromlse
is possible, Prescribing metal exterior doors,
for example, would probably run counter to
the aesthetic interests of consumers; if solid-
core wood doors offer nearly as much resist-
ance to illegal entry (and offer better noise
and heat insulating qualities), they may be
an appropriate compromise solution. Simi-
larly, the codes should not set unreasonable
standards in terms of products available on
the market; it.is hardly appropriate to pros-
cribe the installation of this or that kind of
~door if no reasonable substitutes exist.-
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The third factor is effectiveness. If unat- -
tainable. or impractical standards should not~ -

be established, neither should standards that

are too weak to have -any impact on the ! -

incidence of “urglary. Here we confront a

substantial information gap; although we are .
beginning to know much more about the -

means by which illegal entry is made, we still

have much to learn. More important, we:
know almost nothing about what measures .
will dissuade potential offenders. In this -

area, our information is almost all episodic
or anecdotal, and opinions tend to be based
on guesswork rather than empirical data,
Until additional and more precise informa-

tion is obtained—a process that will be
extremely difficult—the establishment of

standards will be preceeding virtually in a

vacuum. Commonsense answers may be bet-

ter than none at all, but"we must avoid an

over-emphasis on physical testing at the
expense of motivational and behavxoral re-

search.

CHAPTER 11. RECOMMENDATIOWS

If there is a central theme to this report, it
is suggested by the first relationship stated in

" chapter 2. We posited there that the crime
‘risk to a given residence—the probability

that it will be a target of an illegal entry—is
a function of two variables, crime pressure

- and vulnerability. Crime pressure is the

probability that any residence in the area will
be the target of a burglary, the ratio of the

_number of anticipated burglaries over a
- particular period to the number of resi-
“dences in the area. Vulnerability is a mea-
- sure of the relative likelihood that a given
“residence will be the target of a burglary in

comparison with all others.

"The most important implications of this

~ relationship are that residential security is

contextual .and that the risk of crime to a

" residence may be reduced through two dis-

tinct types of measures, those that reduce

_'overall crime pressure and those that reduce
~.its vulnerability. The first type of meas-
" ures-—to reduce crime pressure—primarily .
-involve collective, public action. A variety of

governmental ‘initiatives—from programs: to

~reduce drug dependency, provide summer
Jobs for youth, or improve economic condi-
-tions in low-income neighborhoods to im-
‘provements in ‘the law enforcement and

purpose. They are applled to an individual
home or area, and their main objective is to
reduce its vulnerability.

- This particularistic quality of securxty
measures makes it very difficult to assess
them from the standpoint of. public policy.
“Unlike reductions in crime pressure, which
~benefit everyone in an area, reductions in
vulnerability benefit only some people and
may impose a greater crime burden on
others. This displacement effect has ramifi-
cations in terms of equity and fairness,
‘ramifications that an individual homeowner
may justifiably ignore, but government can-
not. ‘ :

Most residential security measures must
-necessarily be implemented by residents or
management. Even if the government were
to give each household security devices, their
effectiveness would ultimately depend on the
extent to which households wére willing to -
use them. It .is “hot “¢nough to have more
secure doorsiwith. better locks—the locks
must be use ‘not enough to have an
intrusion r'detect evice—it . must be
turned ons Pedple’s: behavior both contrib-

_ utes to the vulnerability of their homes and

criminal justice ‘systems—may result in re--

ductions in crime pressure. These initiatives

. are beyond the scope of this report, but they

_ - necessarily and appropriately command- niost

- of the government attention and resources
E ‘m thls field. :

The subJect of this report is residential

" .security measures, which affect vulnerakility
- far more than crime pressure. Security
~_ Mmeasures may suppress crime to some ex-
. tent—if, for example, potential ‘offenders are
- not merely deterred from attacking resi-
. dences where the measures have been imple-
:;mem:ed but, from engaging in residential
.7 crime a.t all—--bu ’:ghat is not their primary

influences the effecuveness of steps to re-
duce it.

Moreover, the decision to take security
measures is fundamentally a consumer deci-
sion; at least within our system, it should not
be- made for households by government.

“Whether to invest in security and how much
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is ultimately determined by consumer pref-
erences, including . not only the importance
attached to greater security, but also the’
alternative demands on household resources.
While government can influence these pref—
erences, it must not dictate them.

One’ mlght even ask to what degree is the
physical security of individual residences the
business of government. Government, to be
sure, has a legitimate and substantlal interest
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in the level of crime, including residential
burglary, but it is.questionable whether that

interest extends to the question of which

homes are targets and how the Victims could
have diverted the offenders to other targets.
The distribution of crime, as opposed to its
frequency, touches upon aspects of private
behavior that may be outside the ken of
governmental action. ) -

We have not seen a reasoned case sup-
porting governmental intervention in house-
hold decisions about security measures any
more than in a number of other areas where

- private conduct touches upon -public prob-

lems. In the absence of an articulated justifi-
cation, we consider it appropriate to regard
residential security measures as consumer
goods and to define the limits of govern-
mental action to affect the vulnerability of
residences accordingly.

This position, which underlies much of
what we have said previously in this report,
has a number of implications for what we
conclude and recommend. '

A. The Informational Needs of Individual
Households

We begin with the area where government
undoubtedly has a most important role to
play: the provision of accurate and useful
information to potential consumers of resi-
dential security measures. While there are a
number of sources of information available
to the consumer currently, few are objective
and most tend to be alarmist. For most
people in most of the country, corrective
information would be helpful. As it does in
so many other areas (nutrition, health, home-
making, agriculture, to name only a few),
government—and particularly the Federal
government—can provide valuable informa-
tional aid.
" This ‘report is not the best forum for

addressing information directly to citizens. -

- The following, however, represents the type
of information that should be conveyed to
homeowners and tenants of existing housing

- . through the most effective media:

1. The likelihood of your being the victim of
violent crime by a stranger in your own home has

- been greatly exaggerated. The probability of

being physically attacked by relatives and
acquaintances is much greater than that of

being assaulted by strangers in your home.
Most crimes of violence by strangers occur -

on the street or in public places.

2. In the overwhelming number of cases,
burglars will go out of their way to avoid a
confrontation with a resident. They are likely to

attack your home only when. they believe it is -
_unoccupied. Burglars are generally un-

armed, young (relatively few of them are
over 25 and -many are under 18), and have
little motive for harming anyone if they can
avoid it. The principal danger, in the ex-
ceedingly unlikely event you confront an
intruder in your house, is that he will
become violent if you attempt to. prevent his
escape. Minimize the risk by cooperating
with him, not fighting back or attempting to
hold him until the police can be summoned.

3. Guns, “less-than-lethal’weapons, and similar
measures taken for self-protection may end in

tragedy—for you. Any weapon you keep in the

house for self-protection is more likely to be
used against yourself, your children or your
acquaintances. The odds are probably as
great that the weapons will eventually be
stolen from you as that you will get the
opportunity tc confront an intruder with it.

4, Most burglars are not professionals in any
sense of the word. They can be effectively
deterred by good doors and windows, with
suitable locks. In general, a high-quality
exterior door offers adequate protection if it
is of solid-core construction, about one and
three-quarters inches thick; is hung on a
well-fitted, rabbetted jamb; and is secured by
a good single-or double-cylinder deadbolt
lock. The frame may be of wood or steel,
the quality of fit being more important than
the material used in the frame or jamb.
Heavy, non-removable hinges should be
used to secure the door, preferably three
hinges for a normal-sized door.

_ 5. If your doors do not meet this standard—and
those in most homes do not—it does not necessarily
mean that you should replace them. Before
committing yourself to the replacement of
deors, which can be quite expensive, you
should consider the following:

a. Is burglary known to be a problem in your
neighborhood? Are burglars in the area known
to use special techniques or tools? Call the

police for advice on these questions. If they .
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 have a home inspection program, take ad-

-vantage of it. -
b. Is there any reasen that you can think of why
your home may be especially prone to burglary in
comparison with those of your neighbors? (Unu-
sually valuable or conspicuous items, periods

i~ when it is unoccupied, etc.). If your answer

is negative, then it is likely that most bur-
glars would not consider your home a high-

il priority target.

c. Are the main entrances to your home and

i garage clearly visible from the street? From the

homes of neighbors? If visibility is obscured,
is it because of a tree, shrub, wall, or other
‘barrier that could easily be removed or
relocated? If the answer is yes, removing
such barriers might be considered along with

{ - your other security hardware options.

6. If you do think a sironger door is needed,
first consider the addition of sheet metal to one

- side of the door. It will reduce the penetrabil-

ity of the door to practically zero, although it
may not be particularly good-looking. It will

, probably cost less than a new door. If door

replacement is the final decision, consult a
local hardware store or lumber yard whose
advice you respect and trust. Alternatively,

il seek the help of a knowledgeable friend
i{ when shopping for replacement doors. But
il do not walk into an unfamiliar store to’
- discuss the purchase of a door without any
i - other information to guide you; ignorance

could easily cost you substantially more than
you should have to pay. And remember that

~doors are not easy to install.

7. Generally, the same precautions about buying

; " doors apply equally to locks. The amounts of

money involved are usually less, but the

i choice of good locks is an important consid-
1 eration that should not be left to chance. If

you have any doubt about the type of lock to

“buy, check with the police. Do not hesitate to
i be specific with them in terms of the type of
i} “lock you are considering, ‘and even .the
| brands. If they cannot help, look at the

February 1971 Consumer Reports ratings of

1 locks, and especially rim-locks and deadbolt
il - locks, available at your public library. Unless
il you are apt to loan your key to workmen or
# others you do not completely trust, you
H : probably need not purchase locks for which
-+ duplicate keys can only be made at the

factory or by a few locksmiths. Unless you
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have unusually valuable property or “pick-
men” are known to operate in your area,
you need not spend extra amounts for
special pick-resistant locks. ‘

8. If your primary lock is inadequate—espe-
cially if it is a key-in-knob lock—you should add
one good auxtliary lock on each of your exterior
doors, if you have not already done so. A vertical
rim deadbolt, lockable from the outside with
a key, is the least expensive to buy and
install. Contrary to what some people be-
lieve, having more than one adequate auxil-
iary lock on a door adds little or nothing to
security. Indeed, too many locking devices
can create a fire hazard by interfering with a
resident’s escape in an emergency.

9. Burglars are attracted to residential areas
and particular residences with inadequate light-
ing, although most residential burglaries occur
during the day. If your area has poor street
lighting, either because the standards are set
too far apart or because trees and other
barriers are blocking the light, you should
get together with your neighbors and ask
your local highway or public works depart-
ment to improve the situation. In any event,
you should make certain that all entryways
to your home have sufficient illumination to
make prowlers readily visible from inside, as
well as from the street and neighboring
residences.

10. Windows are the second most frequent point
of entry to homes and apartments. If windows or
glass panes are located within forty inches of
a door handle or knob, it is possible for a
prowler to break the glass and open the
door from the inside. You should consider
putting a grill over the glass or buying a
deadbolt that can be unlocked from the
inside only with a key. (This is not advisable in

. apartments with only one entrance because

of the safety hazard posed by a door locked
from the inside in the event of fire or other
emergency. Even in other cases, it is desira-_
ble to have a key readily available near the
door, but outside the reach of anyone who
breaks the window.) - :

11, First-floor, basement and any other easily
accessible windows should be well-secured against
being forced open from the outside. On single or
double-hung windows, a simple pin or nail
inserted through the window sash and ad-
joining frame will prevent the window from
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" being forced up or down.:Similar methods
can be used to secure sliding glass doors in

-

e

the closed position. (Your. police department
may have. literature available illustrating the
varfous ways of securing windows and slid-

ing glass doors.) The surest method of.

protecting- windows .is to cover them with
heavy mesh or grillwork. (Note: Any window

that may have to be used as an emergency

exit in the event of fire should never be
secured with an inside key lock or protected
by an outside barrier. Fire is a far more
serious hazard to most homeowners than
burglary.)

12. You may decide that you would like to have
an intrusion detection system for your home.
Before you purchase one, first consider the
possibility of a dog, preferably one whose
bark is loud and reasonably reliable when
someone approaches the house. Dogs are
more loveable than burglar alarms; they may
also be more menacing to burglars, many of
whom go out of their way to avoid them. Be
wary of buying a specially trained police
dog, however; those dogs pose many of the

- same dangers as guns and other-weapons.

13. If a dog is impractical or you want an
wtrusion delection system in addition, you should
know that many intrusion detection systems are
prone to false alarms, and you may have to
change your living patterns—as well as those of
your children, pets, and neighbors—to minimize
the nuisance. And you should be particularly
careful about the firm with which you deal
and ‘the product you are buying. Check to

see if the equipment is approved by Under-

writers’ Laboratories. This is not an assur-
ance that the system will safeguard your
home, but it does confirm the accuracy of
the manufacturer’s claimns about materials,
quality of construction, and resistance to
breakage and damage under specified. condi-
tions. Find out how many installations the
particular supplier has made in residences.
Ask for the names of a number of cus-
tomers, .and check out their experience by
calling them. Do not deal with door-to-door
salesmen of such devices, or attempt to buy
them by mail and install them yourself
unless you are confident of your ability to
install them properly.

14, Finally, you should recognize that whatever

doors, locks, cmd protective systems you have will
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not protect you against burglars unless you wuse
them. Most burglars do not have to use force
to break into homes and apartments; they
can usually find residences that are unlocked
or otherwise carelessly secured a<ramst illegal
entry.

15. Most burglars will not try to break m if

they think someone is at home, so try to create an

. appearance of occupancy by leaving on a televi:
sion or radio and lights when you go out in the

evening. When you are going on vacation,
arrange with a neighbor te keep an eye on
your house while you are gone. Give him a
key and ask him to change the position of
blinds and curtains occasionally and to turn
interior and exterior lights on at night. Or,
buy some timers that will turn lights on and
off at preselected hours, as well as rotate
them automatically, and perhaps photoelec-
tric cells for outside lights. Cancel newspa-
pers, milk deliveries, and other services that
might signal your absence.

Obviously, general information such as
this, while pertinent to most residential situa-
tions, needs to be supplemented in various

ways for apartment-dwellers and more par-

ticularly apartment managers, who must be
concerned about protective measures in
common areas. Security information must be
geared to particular strata of housing, in

~terms both of the income level of the
residents and the crime pressure in the area. -

There are no prescriptive security standards
for housing generally, and the preceding
points are not to be construed as rules.
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We would recommend a number of sup- =

portive actions by government, at every
level, to insure that relevant information on
security is available to. homeowners and
tenants. Specifically:

16. Local law enforcement agencies should
initiate residential securzty inspection programs.
While these agencies may wish to dissemi-
nate information to broad groups of resi-
dents, on-site inspections should probably be
limited to residents who request them and
recent victims of residential burglaries unless

future demonstrations show them to be cost- ‘

effective on another basis. (See chapter 8).
'17. At the federal level, LEAA should establish

a clearinghouse to. abstmct summarize, and dis-

seminate mformatwn about residential security. It

may be appropriate for LEAA to have each

- state designate a liaison office within its
_. criminal justice planning agency to commu-
nicate informational needs to LEAA, trans-

mit the findings of studies and demonstra-

: tions within.the state to LEAA, and to

prepare specialized information packages for

distribution within its jurisdiction.

B. The Planmng and Design of Residences
In chapter 4 we described 2 number of

design principles, growing out of the work

of Oscar Newman and others, that can fosier

security in a residential development. The

prmcxp]es include:

. Pmmotmg opportumtles for surveil-
lance.

e Strengthening the differentiation of pri-
vate from public space.

e Fastering territoriality.

e Controlling access.

e Separating incompatible activities

e Providing alternative outlets for poten-
tially delinquent and criminal energies.

¢ Reinforcing community norms by pro-
viding an esthetic environment.

Government has an important role to play
in further developing, testing, and dissemi-
nating information about these design prin-
ciples. At the federal level, we recommend:

e One of the major functions of the

"LEAA clearinghouse should be to develop

information about design approaches to resi-
dential security for dissemination to archi-
tects, planners, developers, and local plan-
ning officials.

~ o The federal government should assume

~ a leadership role in efforts to train housing

and planning professmnals about design and
security,

e Demonstration programs, especially to
implement design modifications in ‘public
housmg with serious crime problems, should
receive federal support.

At the local level, government regulates
new developments in a variety of ways. We
advocate the inclusion of security considera-

- tions in this regulation. Specifically, we be-
_ lieve security should be considered in site

planning and subdivision regulation. These
processes are sufficiently flexible to accomo-

. date new information as it becomes available.

No precise standards or mandated guide-
lines are requxred for this purpose. Police
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involvement in these regulatory processes is
also desirable. Although we have some con-
cern about the possible displacement effects,
we also endorse the application of minimum
door and lock standards to new housing
through building code provisions. We do not
favor the application of similar standards to
owner-occupied housing, however, for the
reasons stated in chapter 10.

C. Pubhc Housing

Government, as landlord, has a spec1al
obligation to improve security in public
housing. The Department of Housing and
Urban Development should continue to en-
courage local housmg authorities to meet
their responsibilities in this area and provide
whatever assistance is possible. In addition to
sponsoring pilot or demonstration programs,
the Federal Government should serve a clear-
inghouse function so that local housing au-
thorities can obtain useful information about
security hardware, design modifications, ten-
ant patrols, and public housing guard forces.

D. Federal Research and Develdpment

1. Offender surveys. Offender surveys help.
improve our understanding of criminal be-

" havior. Unfortunately, the conditions under

the “projective”
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which offender studies must be conducted
introduce too many artificialities to make
them very persuasive: sources of information
about which security measures are most
effective. It is unlikely that the offender
populations currently available for study are
representative of the entire universe of of-
fenders, many of whom have not been
apprehended and convicted.

Offender surveys are obviously useful,
however, as sources of insights into improve-
ments in social institutions to deter criminal
behavior (measures that will reduce crime .
pressure) and rehabilitative and correctional
processes. We therefore urge further re-
search into this area. We also recommend
that those who have conducted offender
surveys be encouraged to share their tech-
niques and experiences with other research-
ers. In particular, a better understanding of
techniques that have been
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ization surveys.

FIGURE 6. 'Comparison of victim

‘used to study incarcerated offenders is

needed.!

2. Victimization surveys. Victimization sur-
veys are being used increasingly to identify
crime patterns, determine true crime rates,
and uncover other relevant data. In chapter
2, we stressed the immediate relevance of
physical vulnerability data as a source of

ness of design principles and types of hard-
ware. Unfortunately, this subject has been
given low priority in most of the recent
victimization studies and even when physical
factors are included, the questions are often
too general to be useful. (Figure 6 shows the
proportional emphasis given various subjects
in a sample of victimization studies.)

The LEAA-Census nationwide victimiza-
tion surveys now underway also fail to
include specific questions on physical vulner-
ability. We recommend that future iterations
of these surveys include more stress on this
subject.

3. Research on fear and its effects. We also
believe special research studies should be
commissioned to learn more about the na-
ture of fear of crime, especially as it influ-
ences behavior in residential neighborhoods
and the purchase of security hardware and
services. Research into fear specificity would
be useful in support of market inquiries
concerning the potential for low-cost intru-
sion detection devices. More important, such
research would give better direction to fu-
ture assessments of the comparative serious-
ness of crime and security problems.

4. Research on the effects of protective lighting.
Substantial sums are now being expended by
government for high-intensity street lighting
as a crime prevention' strategy. Unfortu-

" nately, there have so far been no properly

designed evaluations of the impact of such
lighting on crime in the lighted areas, any

- displacement effects, and any adverse, non-

crime-related consequences. In addition,
very little work has been done to determine
the appropriate level of lighting for crime
prevention. This subject deserves research
priority.

! See, for example, Urban Systems Research and Engineer-
ing, Inc., “Crime and Housing in a Metropolitan Area: A
Study of the Patterns of Residential Crime,” N1-71-026-C-1,
January 1973, chapier 4.

empirical evidence on the relative effective-

1
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5. Research and development of low-cost intru-
sion detection systems. LEAA is currently spon-
soring research and development work on
low-cost, reliable intrusion detection systems
for residential application. This effort is
apparently directed at developing a reliable
device that can be made available to low-
and moderate-income households through
commercial manufacturers at a purchase
price of under $100. The justification for
government sponsorship rests on the unwill-
ingness or inability of private firms to un-
dertake product development in this field.

Unfortunately, the low purchase price of
such a device is likely to be illusory, since the
major outlays for alarms are continuing
charges for monitoring them. If the device is
to be monitored by a commercial service, it
will involve a periodic service charge, per-
haps putting the total cost beyond the reach
of those households that theoretically could
use it most. '

Moreover, although the requisite market
research has not been done, we believe that
market resistance to residential intrusion
detection systems is not based primarily on
their price. The blunt fact about such sys-
tems is that they may themselves be consid-
ered an intrusion. They may require
changes in household behavior that are un-
realistic for a family with children or pets.
They are technological gadgets that do an
unseen task, primarily when no one is home.
And the presence of a system and the
behavior patterns it requires are an addi-
tional reminder of the everpresent threat of
crime. In sum, there seems to be no hard
evidence that demand for intrusion detec-
tion devices would be highly price-elastic and
an intuitive basis for arguing that it probably
would not be.

There are two obvious research priorities
if product development in this field is to
proceed. The first is for some firm estimates
of what a low-price system would actually
cost consumers over a prolonged period,
such as five years, including all installation,
monitoring, and response costs. In making
these estimates, the current pricing practices
of the security industry should be taken into
account.

The second priority, already suggested, is
for sophisticated market research, especially .
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into the low- and moderate-income market. to consumers in determining whether they
The projected cost figures should be given would be interested in such a device. ‘
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There are many ways of categorizing security
devices, although most classification schemes
have borrowed heavily from military and. indus-
trial terminology. As others have done before us,

we will stay with the general scheme currently in-

use, although it is less than ideal when applied to
residential situations where it often leads to
confusion. For each device category, we have
included brief commerits on its general applica-
bility to residential environments, if appropriate.

1. Perimeter Guarding Devices (Grounds). These

devices are intended to sense movement across a
boundary. They range in price from moderate to

extremely costly. Their primary disadvantage for.

residential use is the requirement that portions
of the outside perimeter of a residence must be
closed to traffic for extended periods during
each day. Multiple-family units in high crime
areas, and housing for the elderly are special
cases where tenants may bé willing to restrict
their movements to a single, well-supervised door
during late evening and early morning hours
(eg 11 p.m. toﬁarn)

a. Seismic intrusion defectors. These are designed
to pick up ground disturbances and are buried
underground. Except for the supervised door,
the remainder of the perimeter could be elec-
tronically protected by a seismic device.

b. Balanced transmission line fences. These sense
electrical disturbances caused by the approach of
a human being. They are probably even less
useful than seismic devices, since the fence is
unsightly and further restricts movement when

its surveillance properties are not being utilized.

2. Building Perimeter Guarding Devices. These
are probably the cheapest and most mdely-used
devices for detecting “non-normal” tampering
with windows, doors and walls. They are ideally
suited for the protection of a commercial prem-
ise that is not used during a constant (and
significant) portion of each 24-hour period. They
would be suitable for residential complexes if
residents were willing to tolerate limited restric-
tions on their freedom of movement each day.

The nature of restricted movement would

depend entirely on the type of residential setting,

For households with small children or pets, most -

such devices would be out of the question. Wind,
general climatic conditions, and other factors

influence the relative: value of -these devices as

noted below:

-a. Door and wmdow switches,” magnetic contacts.
These are rugged, generally dependable, and
inexpensive devices. Their greatest mechanical
problem comes from poorly-mounted doors or
windows with too much play; a high wind can
cause them to deviate beyond the “tolerable”
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distance when these switches or contacts are in
_the closed position.

b. Mechanical blade contacts. These are similar to
magnetic contacts, but are more prone to wear- -
ing. As a class, they are somewhat easier to foil
than magnetic contacts.

c. Foil tape on windows and on glass portions of
doors.” Since the foil must be weak enough to
break when the glass breaks, it has a tendency to
wear and crack. Use of this material requires
constant attention and maintenance. It is also
quite visible to intruders, and many homeowners
would also find it unattractive.

d. Vibration detection systems on walls, Wall mate-
rials with good sound transmission characteristics
can be protected against penetration by vibration
detectors mounted on the wall surfaces. Unfortu-
nately, cheap and easily penetrable wall struc-
tures, such as the sprayed stucco common
throughout most of California, do not have good
sound transmission characteristics. Also, at least
at the present time, intrusions through walls of
residences are comparatively rare. These devices
are far more useful for commercnal and indus-
trial buildings.

e. Audio monitoring devices. Although normally
thought of as area protection devices, abdio
monitoring devices can detect sounds assocxa\ed
with any type of forced entry. If entry is delayed,
the monitoring device can trigger the alarm
before the entry is accomplished.

These devices are probably most useful for
residences that are left unattended for long
periods of time. They may also be useful for
laundry rooms, storage rocoms and other areas in
multi-family dwellings if the residents agree not
to use these semi-public facilities during late
evening and early morning hours.

f. Active and passive infra-red devices. These
detect normal infra-red radiation of the human
body. These devices are not generally applicable
to residential situations at the present time.

g. Photo-eleciric beams. These are useful devices
in multi-family dwellings for announcing the
presence of persons in supervised or unsuper-
vised areas. They do not, of course, distinguish
between authorized (normal) or unauthorized
(non-normal) activities.

h. Entry-way treadle switches. A mechanically
operated treadle switch functions in the same
manner as a photo-electric beam.

3. Area Guarding Devices (Environmental Change).
The only environment monitoring device for
residential areas is the audio monitor described
above. This is a relatively low-cost device, espe-
cially if not too many precautions have to be
taken against naturally occurring changes in
amblant noise. The precautions themselves. are -




not technically difficult, but each one add§ signif-
icantly to the cost of the system. As discussed -
above, its use would be rastricted to' areas that
are left unused and unattended for either regu-
lar periods during the day or night or for long
irregular periods of time. -~
4, Area Guarding Devices (Motion Detection). All
of the following devices are designed to detect
the motion of a human being and discriminate it
from animal motion, falling objects, wind,‘ etc.
They are useful only in portions of multi- or
single-family residential space to be left unused
for regular periods or for long irregular inter-
vals. All represent moderately expensive to ex-
" pensive systems, except for treadles and trip
wires (which are also the easiest to defeat).
Because of their high initial costs and the neces-
sary restrictions on freedom of mpverpent, it is
unlikely that motion - detectors will find wide-
spread use in residential buildings. - o

‘One special use of motion detectors Is In
conjunction with CCTV monitoring of _corr_1dor§,
stairwells and elevators, CCTV monitoring 1s
most effective when some kind of sensing device
is used to determine when there is motion on the
TV screen. Although the CCTV camera itself
can sense motion and then begin to monitor 1t
this technique involves the use of costly electronic
logic circuits. A cheaper means to the same end
is to install an appropriate motion detector to
work in parallel with the camera. o

The individual responsible for viewing the

image will be alerted (by the motion detector) to -

look at the camera image generated from the
area in which the motion occurred. This is
expecially valuable for cameras -having movable,
operator-controlled mounts, since the (.ietector
would provide full-area coverage extending well
beyond what the camera could see from any set
position. ' o )

a. Sonic audio range motion detection. Motion
produces a change in energy levels returned
from audio-range sound signals radiated by sev-
eral different transceivers (loudspeakers that si-
multaneously radiate the tone and- pick up the
reflected sound). Special circuitry can be incorpo-
rated to discriminate non-significant motions;
such as from wind or household pets. .

'b. Supersonic motion detectors. These devices
transmit on a steady frequency and continuously
corapare the transmitted signal with the returned
signal. A moving human being causes a doppler

-~ shitt in frequency, depending on the speed of
movement. These devices are not sensitive to air

currents and ‘can be aimed above the paths used-

by house pets. The device covers a much smaller
area  than an audio-range detector; its range 1s
‘more than‘ adequate for a normal room in any
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residence. On the other hand, the audio. range
detectors would probably be much superior. for
supervising a long corridor network or a stairwell
running for several flights of stairs. :

c. Capacitance detector devices. These are good
area detectors for spaces or rooms in which
ferrous or large non-ferrous metallic objects are
not regularly being moved about. They have very
lite potential in residential environments.

d. TV and optical scanning motion detectors. These
are two systems that have been.developed for
detecting motion in the visible light spectrums.
Closed-circuit television scanners (CCTV) pro-
duce normal television-type images, while the
optical scanner operates on a different principle
of pattern recognition. GCTV. is presently in
widespread use, with multi-family apartment sys-
tems ranging in initial cost fron] $1,500 up-
wards. Unlike other types of motion detectors,
‘CCTV units, cover a highly 'specific area. Its
range deperids on the type of unit and whether
it is fixed or adjustable. Some, as noted earlier,
are used in conjunction with other types of
motion detectors that alert the human monitor to
watch activities on particular screens. : )

e. Modulated light motion detection  devices. This
approach employs a beam of light (usually infra-
red) with modulated intensity. The modulation
overcomes changes in ambiant illumination and
is impervious to smoke and atmospheric condi-
tions within a broad range of translucency. The
device is triggered by an opaque object, including
an animal, that interrupts its path. Since the
beam can be several hundred feet long, these

devices can be used to monitor very large areas.
Mirrors can be used to angle the beam along

irregular paths. Modulated light is relatively less
expensive than other technologies ,'a'gallable for
supervising large areas in multi-family housing
which are not used in late evening and early
morning hours. They also can work in conjunc-
tion with TV monitors. :

f. Radio frequency (RF) pulsed-doppler or simple
doppler systems. Both systems work on the trans-
mission and reception of a high-frequency signal.

The movement of a human being causes a

_doppler shift in the frequency of the signal. The
pulsed-doppler: system measures the time-delay

* from the transmission of the signal to.its recep-

tion so as to discriminate signals coming from

beyond the boundary of-the area being super-
vised. This is a costly improvement over the

simple doppler system; -it suffers not only from
having poorly-defined boundaries, but also from
having boundaries of responsiveness that vary
with atmospheric and other environmental condi-
tions. It has very limited residential’ applicability
at the present time. - ety =
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.- 8. Treadles and trip wires. This is a class of
mechanically-activated electric switches, that are
placed unobtrusively in an area and are set off
by human movements. These are probably the
least expensive and the least reliable (in that the
perpetrator. can easily avoid them) form of area
supervision. o :

5. Channel Guard Detection Systems. These are
systems based on an open channel that contin-
ually transmits a “non-significant” signal. A hu-
man must continually monitor this signal (audio
or visual or both) looking for occasional indica-
tions of non-normal human activity or of non-

- normal human presence. These systems have the

advantage over binary systems in that they trans-
mit full information on activity in the environ-
ment (to the extent that the medium and range -
of coverage péiinits) so that the monitor has a
fairly good idea of. what is taking place. The task
of monitoring these systems is a difficult one,
however, and the human monitor becomes fa-
tigued easily. As he tires, his reactions and ability
to discriminate nori-normal behavior declines
sharply. ) o

a. Audio monitoring. This kind of monitoring
can be coupled with binary audio area surveil-
lance of a number of rooms in a building. When
the audio alarm signals the presence of ‘an

- intruder, the person monitoring the annunciator

switches to audio monitoring capability in the

room from which the alarm originated; he then. -

monitors sounds coming from that area.

Perhaps the most useful feature of this ar-
rangement is that it enables the monitor to pick
up a resident’s yelling or screaming. There
would be little difficulty picking up such a
distinctive sound, which ceuld be quickly local-
ized to the pickup or receiver nearest the source.
- A continually rerecorded, multi-channel tape
record could hold the sound for from one to five
minutes, giving the monitor enough time to
determine exactly which channel carried the
strongest version of the cry. -

The audio technique is objected to by many
residents on the grounds that it reduces privacy
in public and semi-public areas. Residents of a
high crime building, or of a complex designed
for the elderly probably would not object as
strongly if they felt the procedure was contribut- .
ing to their safety. (This same response with
regard to privacy would' probably apply equally
to vidéo monitoring, discussed in the next sec-
tion.) ' ’ 4

Audio monitoring would be provided as an
option for individual apartments, providing the
residents were able to activate or deactivate the

-system as they wished. The monitor would know,

of course; which apartments were activated.
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Audio monitoring might also be pre-set for
two distinct volume thresholds. At the more
sensitive ‘(lower) threshold, one would be, listen-
ing for intruders in an area that would be
presumed to be empty of normal human or
animal traffic. At the higher threshold, one
would be listening for a sharp rise in sound level,
such as would be generated by a scream or by
sounds of a violent struggle. The two thresholds
could be used simultaneously on different pick-
ups. An electronic monitor could turn on a signal
lamp above the speaker of a channel that has
passed the threshold. A human monitor would
then attend to the current sounds from that
channel.

The use of the two thresholds would permit an
apartment owner to turn the system off when the
entire family was home; or set the system for
loud noise (the higher threshold) when, say, his
wife was alone in the apartment, or set it for all
sounds (the lower threshold) when the apartment
was unoccupied. Obviously, if the system were set
inappropriately, e.g. at the lower threshold, when
the family was home and going about its busi-
ness, the monitor would have to call the apart-
ment (after first determining that his signal was
resulting from an error) and ask them to shut
the system off. (It is precisely this tendency to
occasionally break the rules of intrusion detection
systems that results in so many false alarms.)

b. Video monitoring (CCTV). CCTV was first
discussed as a motion detection system, although
it is more commonly used for continuous area
monitoring. Video monitoring is subject to most
of the same general limitations of audio monitor-
ing. Recording devices are available for playbacks
and for alerting the monitor to significant move-
ments in a particular camera field.

The essential difference between audio and
visual monitoring is that the latter is not applica-
ble to individual apartments with quite the flexi-
bility afforded by audio monitoring. A simple on-
off system could be used inside apartments,
permitting them to be monitored when they are
unoccupied. _ C

A possible variation of video monitoring, which

could also apply to audio, or to a combination of
video/audio monitoring, would involve a set.of
buildings, each of which is too small to justify its
own full-time monitor.'A number of buildings
could be linked to a single monitoring station.
This might be practical in developments where

_buildings are clustered in relatively small groups.

Another solution, more appropriate for older
apartment buildings aligned on a single block,
would be to have a curb outlet that a monitor-
equipped partrol car could connect to. The
officer would scan all the camera signals in




rotation for a period, and then move on to the
next station. This would permit preventive patrol
of public and semi-public areas in rows of
multiple-family apartment buildings. S

c. Combined videolaudio monitoring. This combi-
nation makes possible enhanced area coverage,
since the audio is more omnidirectional than the
‘video. Experience may eventually prove that the

‘audio/video combination, or even the audio ver-

sion alone, are both more objecticnable to- resi-
dents than video monitoring by itself. It is quite
likely that residents will be more concerned
about being overheard than about being seen in
semi-public areas. Research into this question can
at least be initiated, since many buildings are
already covered by video monitors. ‘

N
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