If you have issues viewing or accessing this file contact us at NCJIRS.gov.

o3,




1
Management | 2

Crime Problems 7

112645
ldentification 14

Legal Digest E?

jl2e4] X
24
25

31

December 1987, Volume 56, Number 12

Introducing the New Director

Transformational Police Leadership '
by Donald C. Witham

The “Bobby Joe” Long Serial Murder Case:
A Study in Cooperation

(Conclusion)
By Gary Terry and Michael P. Malone

On-Line Exchange of Fingerprint Identification Data
By Dennis G. Kurre

Look But Don’t Touch: The Plain View Docirine
By Kimberly A. Kingston

Book Review

1987 Index

Wanted by the FBI 112645-

112646

US Department of Justice
National Institute of Justice

This document has been re i

has produced exaclly as received from the
pertiqn Or organization originating it. Points of view or opinions stated
in this document are those of the authors and do not necessarily

represent th ici iti i .
Juz oo, e official position or policies of the National Institute of

Permission to reproduce this i ;
granted by P copyrighted material has been
FBI

_Law Enforcement Bulletin

ta the National Criminal Justice Reference Service {NCJRS).

=

Further reproduction outside of

) the NC. i ;
sion of the copyright owner. RS system requires permis-

Law Enforcement Bulletin

United States Department of Justice
Federal Bureau of Investigation
Washington, DC 20535

William S. Sessions, Director

The Attorney General has determined that the
publication of this periodical is necessary in the
transaction of the public business required by
law of the Department of Justice. Use of funds
for printing this periodical has been approved
by the Director of the Office of Management
and Budget through June 6, 1988.

Published by the Office of Public Affairs
Miit Ahlerich, Acting Assistant Director

The Cover:
The fourth Director of the Federal Bureau of
Investigation—Judge William S. Sessions

Editor—Thomas J. Deakin
Assistant Editor—Kathryn E. Sulewski
Art Director—John E. Ott

The FBI Law Enforcement Butletin
(ISSN-0014-5688) is published monthly by the
Federal Bureau of Investigation, 10th and Penn-
sylvania Ave., N.W., Washington, DC 20536.
Second-class postage paid at Washington, DC.
Postmaster: Send address changes to Federal
Bureau of Investigation, FBI Law Enforcement
Bulletin, Washington, DC 20535.

Production Manager/
Reprints—Mark A. Zettler

ISSN 0014-5688

USPS 383-310




102 U5

@mﬁﬁﬁn@[}@m

Jn-Line Exchange of
Fingerprint identification

Data

“... a new American national standard ... provides a means for
exchanging data between different makes of [automated
fingerprint identification systems].”

By

DENNIS G. KURRE

Special Agent

Automation and Research Section
Identification Division

Federal Bureau of Investigation
Washington, DC
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Does the concept of on-line trans-
mission of computerized fingerprint
minutiae and image data between law
enforcement agencies sound strange
and far-fetched? Probably not as much
today as it may have just 5 years ago!

The development of technology
has reached the point today where au-
tomated fingerprint identification can be
performed by law enforcement agen-
cies throughout the world. It is possible
to electronically “read” a fingerprint
card, which means that a machine will
scan a set of fingerprints to identify, ex-
tract, digitize, and store fingerprint min-
utiae data. Automated searching and
matching of that stored fingerprint data
can be conducted for comparison with
newly received 10-print fingerprint
cards or latent fingerprint minutiae data
developed as a result of a crime scene
search and latent fingerprint analysis.
In addition, automated storage and re-
trieval of images on a video screen for
the purpose of making positive identi-
fication and/or verifications by trained
fingerprint examiners is being rapidly
developed and refined.

Among all this technological ad-
vancement, however, one disturbing
fact sits ominously on the horizon. Be-

cause law enforcement agencies have
systems installed by different manufac-
turers, their data centers could not, until
recently, effectively and efficiently ex-
change this important information.

In response to the rapidly expand-
ing commercial market for automated
fingerprint identification systems (AFIS)
used by law enforcement agencies, a
number of manufacturers began pro-
ducing these systems. Unfortunately,
these various systems could only inter-
face or communicate with systems
made by the same manufacturer. This
meant that if one agency within a State
purchased a system from company
“A,” while other agencies purchased
systems from companies “B,” “C,” and
“D,” etc., none of these agencies could
communicate with each other for the
purpose of sharing fingerprint identifica-
tion. They could only exchange on-line
information with those agencies having
systems manufactured by the same
company. This problem also surfaced
between States having different sys-
tems.

To resolve this problem facing law
enforcement agencies interested in
sharing fingerprint identification infor-
mation, a new American national stand-
ard has been developed. This new

.
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standard has been created through the
sponsorship of the National Bureau of
Standards with input provided by over
70 representatives of national and inter-
national law enforcement agencies,
AFIS manufacturers, and others having
an interest in the problem. The stand-
ard is entitied “American National
Standard for Information Systems-Fin-
gerprint ldentification-Data Format for
Information Interchange.” It was pub-
lished in December 1986, under the
American National Standards Institute
(ANSI) identifier code of ANSI/NBS-
ICST 1-1986. This new standard
nrovides a means for exchanging data
between different makes of AFIS.

Automated fingerprint identification
systems are finding ever-increasing ap-
plication in State and local law enforce-
ment agencies. As previously men-
tioned, these systems are available
from several different suppliers. Each
scans fingerprint images and detects
and records information about min-
utiae-based features; however, all do
not incorporate the exact same fea-
tures, the same coordinate system, or
units of measure to record fingerprint
information.

A software conversion routine can
be used to convert from one system of
units to another. Using this approach,
each AFIS user would need a different
software package to interchange data
with every other type of system. An al-
ternative and more economical ap-
proach is to use an intermediate set of
units and format. Then, each AFIS user
would require only a single software
package to convert his system’s data to
and from that intermediate. The stand-
ard is arranged to use the intermediate
set of units and format.

All AFIS detect fingerprint minutiae
(ridge endings and bifurcations) and

record their relative position and orien-
tation. Some of the systems also record
ridge counts between selected minutiae
or other topological information. The
standard provides for alternative means
of formatting fingerprint information to
cope with the problems caused by dif-
fering system requirements.

The standard defines four types of
records that may be used in exchang-
ing an incividual's fingerprint informa-
tion. The first of these, a Type-1 record,
is used in all transactions. It defines the
type of transaction (inquiry, addition,
etc.) and contains information about the
other record types that may be included
in the transaction. It also contains
agency identification, subject identifica-
tion, and descriptive information. Each
of the items of information is contained
in a numbered field. Use of most of
these fields is optional. If the informa-
tion is not available or is not applicable
to the transaction, the field may be
omitted. The numbering permits identi-
fication of those fields that have been
used.

The other three types of records
contain information from a single fin-
gerprint of the subject. Thus, up to 10 of
each of these records may be involved
in a transaction.

The Type-2 record contains a
smail amount of descriptive information
and a complete listing of the feature in-
formation that has been detected and
recorded by the AFIS. Each minutiae is
assigned a reference number. The
position of that minutiae in X and Y and
its orientation in Theta is listed. The list-
ing is in units that are of higher preci-
sion than those used by any of the AFIS
systems so that accuracy is not de-
graded by the conversion process.
There is also a provision to enter ridge
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“The standard defines four types of records that may be used in
exchanging an individual’s fingerprint information.”

counts and the identity of the adjacent
minutiae that are involved. If the AFIS
at the agency preparing the record
does not provide ridge count informa-
tion, calculated values can be used.
This may affect performance at a desti-
nation agency using an AFIS that re-
quires ridge count information. Alter-
natively, a Type-3 or Type-4 record
may be prepared.

The Type-3 record contains image
data. The resolution of these data is a
nominal 10 picture elements (pixels)
per millimeter. Information about the
scanning sequence and quantization
level is contained as a part of the de-
scriptive information in the associated

Type-1 record. A Type-3 record can be
used as direct input to the destination
AFIS as though it were output data from
that system’s scanner. In that way, the
required set of minutiae-based features
can bhe detected directly from the image
data record. This bypasses any feature
detection limitations in the AFIS at the
originating agency.

The Type-4 record is identical to
the Type-3 record, except that the reso-
lution is increased to a nominal value of
20 pixels per millimeter.

The records involved in a transac-
tion can be recorded on magnetic me-
dia (tape or disks) for transfer to a desti-
nation agency, or data communications
facilities can be used for transfer. The

choice may depend upon cost and
urgency considerations.
ANSI/NBS-ICST 1-1986, “Ameri-
can National Standard for Information
Systems-Fingerprint ldentification-Data
Format for Information Interchange,” is
available from the Sales Department,
American National Standards Institute,
1430 Broadway, New York, NY 10018.
The cost is $15.00 plus $4.00 shipping
and handling. Agencies that are in the
process of procuring AFIS might wish to
consider including in their specifications
the requirement that the supplier
provide the capability of interchanging
fingerprint data with other agencies in
accordance with this standard.
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increase in Crime Recorded

The FBI has released preliminary
crime statistics for January through
June 1987. During this 6-month period,
crime reported to law enforcement rose
1 percent, when compared to the same
period of 1986. The increase was
measured by a Crime Index of selected
offenses for which law enforcement
agencies nationwide provide data to the
FBl's Uniform Crime Reporting Pro-
gram.

While violent crime overall dropped
1 percent in volume, aggravated as-
sault showed an increase of 2 percent.
The murder total declined 2 percent,
robbery dropped 5 percent, and forcible
rape showed no change.

Conversely, property crimes were
up 2 percent. Reported larceny-thefts

increased 2 percent, and motor vehicle
thefts rose 6 percent. Burglaries de-
clined 1 percent in number, and the ar-
son total dropped by 6 percent.

Regionally, this year's semiannual
Crime Index totals showed no change
from the first half of 1986 in the Mid-
western and the Western States. Anin-
crease of 3 percent was experienced in
the Southern States, and the North-
eastern States recorded a 2-percent
rise.

The Crime Index total remained
stable in the Nation’s rural areas and
those cities with populations under
10,000. Cities of other sizes registered
increases ranging from 1 to 3 percent.
A 1-percent increase was experienced
in the suburban areas.
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