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Preface

Open versus confidential criminal history record information is a
controversial and crucial issue confronting this nation. In the balance hangs
public safety, fairness, and the right to privacy. Dramatic changes are tak-
ing place in state legislatures and at the federal level to make criminal history
records more available to noncriminal justice agencies and to the public in
general. Itis clear that governmental as well as public attitudes are changing
on questions of access and dissemination of criminal history records.

The debate of the issues associated with public access to criminal history
records is vitally important, and therefore the Bureau of Justice Statistics
was pleased to cosponsor a national conference with SEARCH Group, Inc.
in Washington, D.C. on September 29-30, 1987, as an important first step
in the development of policies related to public access.

The Proceedings of the National Conference on Open Versus
Confidential Records provides background information on the issues
involved, the perspectives of the competing interests for both privacy and
openness, and examines the implications of expanding public access.
Participants of the conference included federal and state policymakers,
criminal justice practitioners, social scientists, representatives of the media,
and the nation's leading scholars on criminal history records.

We believe these conference proceedings will prove to be of immense value

to decision makers and policymakers charged with the responsibility of
developing final policies on open versus confidential records.

/&Mﬂ.w

Steven R, Schlesinger
Director, Bureau of Justice Statistics
February 1983-September1988
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Welcome

GARY D. McALVEY

Chairman*, SEARCH Group, Inc. and
Chief, Bureau of Identification, Division of Forensic Services

I would like to welcome you to
another in a series of conferences
dealing with the important area of
criminal history information, particu-
larly the access to, use of, and
security and privacy of that informa-
tion. I would also like to thank the
Bureau of Justice Statistics for
cosponsoring this conference with us,
and our speakers, who have taken
time from their busy and important
schedules to discuss the timely issue
of open versus confidential records.

It is difficult to overstate the
importance of the issue before us.
Today we are at a crossroads in our
national and state policies governing
access to criminal history record
information, particularly in light of its
increasing availability to individunals
and agencies outside the criminal
justice community. The movement
towards open records has been
gaining momentum since the historic
Supreme Court decision of Paul v.
Davis in 1976 which asserted that
arrest records do not relate to the kind
of private conduct that is protected by
the Constitution. We are witnessing
increasing access through a variety of
forces: through individual state
legislation; through interest groups
claiming a legitimate need to know;
through challenges for access to
federally-held records under the
Freedom of Information Act by the
Reporters Committee for Freedom of
the Press; through revisions to FBI
policy; and through increasing access
to criminal history record information
by federal noncriminal justice
agencies, such as the passage in
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Hlinois State Police

December 1985 of the Security

- Clearance Information Act.

A Choice of Directions

We are at a crossroads because
the changes have not been sc perva-
sive as to have left us without a
choice of direction. The increased
demand by the public for criminal
history record information and the
resulting legislative decisions to grant
that access have involved only certain
groups that could make a legitimate
case for needing that information.
Since SEARCH first published its
Technical Report No. 13: Stundards
for the Security and Privacy of
Criminal Justice Information, and
since the enactment of the LEAA
(now DOJ) Regulaiions, we have seen
the creation of a comprehensive set of
standards governing the collection,
maintenance, use and dissemination
of criminal history record informa-
tion. While a number of states have
opened conviction records to the
public, and some have even opened
arrest records without dispositions,
the majority of the states’ laws and
policies governing criminal history
record information lean more toward
confidentiality than toward openness.

Public Access Accelerates

At SEARCH it is our sense, and I
think the feeling is shared by many in
the criminal justice community, that
the movement toward public access to
criminal history récord information is

accelerating rapidly. As the chief of
the state central repository in Illinois,
I have firsthand knowledge that this is
true. At every session of the General
Assembly, it seems as if we find one
or two bills that are passed by
lawmakers and signed by the gover-
nor that opens up our records to
groups or individuals who have (in
the eyes of the General Assembly or
the Governor) 2 legitimate need to
know. As aresult, we are not only at
a crossroads, but we are also at that
point in history where we have a
responsibility to ensure that leader-
ship be applied in the development of
any new policies relating to the access
and dissemination of criminal history
record information.

That is our purpose here today at
this conference — to apply respon-
sible leadership to this important
issue. If we are to make informed
decisions about access and dissemina-
tion, the first step we should take is to
bring together in a forum for public
debate all of the parties who have a
stake in this issue. We want the
competing interests for privacy and
openness to have the opportunity to
go on record expressing their con-
cerns and points of view. The
question before us is: “Should the
public have access to all criminal
history record information?” If so,
what is the rationale? If not, what are
the confidentiality protections such
information should have?

*SEARCH Chairman at the time of
the conference.



We are ali here to learn, and we
are here because many of us are faced
with compelling questions related to
the subject of open versus confiden-
tial records in our states. We have to
return home and make decisions. For
SEARCH this is an important
meeting. Members of the SEARCH
Law and Policy Project Advisory
Committee are here to gather infor-
mation to take to the SEARCH
Membership Group's deliberations in
its efforts to revise the SEARCH
standards on criminal history record
information. It will be the task of the

SEARCH Membership Group to
adopt revised standards at its annual
meéting in July 1988.

Although I cannot speak for Dr,
Schlesinger, who will follow me on
this program, I suspect that the recent
changes in the law and policy
governing criminal history record
information, coupled with the
eventual direction taken by the
revised SEARCH standards, may well
call for a re-examination of the
Department of Justice Regulations.
There is much riding on this issue.

National Conference Proceedings
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I am very pleased to welcome
you to this conference on open versus
confidential criminal history records.
It is the third in a series of meetings
convened jointly by SEARCH Group
and the Bureau of Justice Statistics to
address information policies relating
to criminal justice records, Our first
two meetings, held in Washington,
D.C. in 1982 and 1984, focused on
requirements and procedures to
increase the accuracy of criminal
justice data. Accurate and complete
data are the keystone for forming an
effective criminal history record
system, a system capable of meeting
the needs of the criminal justice and
law enforcement communities.
Record accuracy is also critical to
protect the rights of individuals and to
provide the basis for reliable criminal
justice statistics, The proceedings of
our earlier two conferences were
published and have been widely used
as reference materials by record
management personnel, legislators
and academics.

This conference concentrates on
a different but important related issue:
the extent to which criminal history

-records should be routinely made
available outside the criminal justice
community. This issue is of particu~
lar relevance at this time in light of a
number of factors: the increasing
interest in pre-employment record
checks at the federal, state and local
levels; recently enacted record review
requirements in Immigration and
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Opening Remarks

STEVEN R. SCHLESINGER
Director
Bureau of Justice Statistics
U.S. Department of Justice

Naturalization Service and Depart-
ment of Defense legislation; more
frequent licensing of private employer
activities in areas such as child care
and nursing homes; and legal concern
over employer liability for criminal
acts committed by employees.

This heightened reliance on
criminal justice record data has been
made possible by technological
advances in recordkeeping. A recent
survey by SEARCH Group, for
example, concludes that as of 1984,
almost all states had established
central repositories facilitating access
to a complete record at a single
source. Similarly, the use of mini-
computers in local police, court and
prosecution offices has simplified
regular recordkeeping and made
timely access to local records a real-
world possibility. Additionally,
advances in Automated Fingerprint
Identificaticn Systems (AFIS) have
vastly improved the potential accu-
racy of data related to an individual,
In all of these areas SEARCH -— both
independently and in conjunction with
the Bureau of Justice Statistics — has
been a leader in the development of
techniques, procedures and policies.

The discussion about open versus
confidential records raises several
basic issues. On a broad scale these
issues focus on: the extent to which
criminal history records should be
available to all individuals regardless
of the purpose for which the data is to
be used; the role of legislatures in
determining specific categories of
persons eligible or ineligible to obtain
criminal history data; the relationship

between federal, state and local
communities in determining the scope
and conditions of data disclosure; and
the rights of the individual to review
data which have been released and to
correct data used in decisions which
have an impact on the individual’s
rights or benefits.

On a more specific level, debate
centers on the scope of data which
should be routinely released and, in
particular, whether limits should be
imposed on the use of arrest and
nonconviction data. Debate also
centers on the restrictions, if any, that
should be imposed on the release of
data describing events which occurred
a given number of years prior to the
request, and the procedures which
should be required to obtain data
which has been sealed or otherwise
prohibited from release.

On a more operational level,
questions arise concerning the
techniques which can be used to
ensure that expanded data-release
policies are accompanied by more
rigorous data accuracy standards,
Questions also focus on the proce-
dures that facilitate access to the
individual’s complete record main-
tained at the local, state or federal
level; on the cost of manpower
required to meet the increased
workload demands associated with
greater noncriminal justice access;
and on procedures that ensure
criminal justice is given priority in
data requests from both criminal



justice and noncriminal justice
groups. Finally, questions center oa
the legal issues raised when different
disclosure policies are in effect in
different states and the impact of
these policies on the exchange of data
among the states and the federal
government,

It is clear that many significant
issues must be addressed before final
policies can be developed governing

the disclosure of criminal history data.

Moreover, many questions of inter-
state and federal-state policy must be
resolved to implement policies in this
area. Decisions will require participa-
tion by legislators, criminal justice
personnel, academics and the public.
We believe that this conference can
serve as a basis for policy develop-
ment regarding the release and use of
criminal justice records.

Before I conclude, I would like
to say a few words about our cospon-
sor for this conference, SEARCH
Group. You hear it said occasionally
that federalism in this country is in
trouble, or is on its deathbed, or
something to that effect. It seems fo
me that SEARCH Group, and the
enormous success that SEARCH
Group has had, is living testimony to
the vitality of federalism. SEARCH
Group was founded by the states, and
is maintained by the states, for the
primary purpose of expressing state
interests and state concerns in the area
of information systems, information
policy and statistics. Indeed
SEARCH’s unique structure — its
Membership Group of high-level,
gubernatorial appointees from all of

the states — guarantees that
SEARCH has been and will continue
to be a vigorous, vital voice in the
area of information management for
the states. Indeed, in information
systems, information policy and
statistics, SEARCH has maintained a
clear leadership role.

In the statistical area, I can think of
many, many services that SEARCH
has performed. SEARCH has
recently been very helpful to the
Bureau of Justice Statistics in
expanding the number of states that
participate in the Offender-Based
Transaction Statistics program, which
allows us to follow offenders in the
state criminal justice system from
arrest through the entire criminal
justice system. In addition to
SEARCH’s leadership role in OBTS,
SEARCH has also taken a leadership
role in the use of statistics based on
criminal history records. Criminal
history records clearly are an impor-
tant source of quality statistics, par-
ticularly statistics related to career
criminals. If there is anything that we
have learned in the last few years, it is
that a disproportionate number of
crimes is committed by a relatively
small number of so-called career
criminals. Using criminal history

record data for statistical purposes
should help us significantly in trying
to understand these kinds of careers
and in trying to understand ways in
which we might intervene in these ca-
reers to stop them before it is too late,

SEARCH has maintained an
important leadership role in this
country, expressing strongly and
clearly the views of the states on these
matters. I want now to pay particular
tribute to Gary Cooper, SEARCH’s
Executive Director, to Bob Belair,
SEARCH’s General Counsel, and to
Tom Wilson, SEARCH’s Director of
Law and Policy, not only for the work
that went into putting on this confer-
ence, but also for the leadership that
they have shown in criminal justice
information concerns,
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Keynote Address

PATRICK J. LEAHY
U.S. Senator

Chairman, Senate Subcommittee on Technology and the Law

I have wanted this opportunity to
discuss automated criminal history
records, and I am glad this meeting is
being held, I believe it is very
important. The growth of SEARCH
has demonstrated that law enforce-
ment and information specialists have
a critical role to play in the admini-
stration of criminal justice, and it is
one that you have to play together,
That role is going to become even
more significant as our technologies
move into the 21st century. Nobody
here can predict with total accuracy
Jjust how far those technologies are
going to go in the 21st century, even
thongh it is only 13 years away. Let
us look at some of the things we do
know today.

‘We have the National Crime
Information Center (NCIC), which is
the subject of a lot of debate today.
The NCIC figures prominently in the
debate over making criminal history
records available to the public as well
as in major studies to determine
whether to design a new system. The
NCIC is also on the mind of the new
FBI Director, William Sessions, who
has seen it operate from the perspec-
tive of a federal judge. I used the
NCIC during the 8"z years I worked
as a prosecutor in Vermont, We used
the NCIC every day. I also saw how
important it was in a rural state like
mine. Our state is so small, our state
police patrol most of the rural areas
alone. Practically speaking, they do
not have a backup. The nearest
backup could be 50 or 60 miles away,
and that could be on a night that we’re
having 10-15 inches of snow. It helps

8 National Conference Proceedings

Senate Judiciary Committee

if they are stopping a car on a road at
night to find out whether there is an
arrest warrant or alert out on that
driver. Without the NCIC, there is no
way they would find out.

I have followed the development
of the NCIC over the past 20 years.
Now I am looking at its future. And,
as Chairman of the Senate Judiciary
Subcommittee on Technology and the
Law, I am trying to develop a fuller
understanding of a variety of auto-
mated information systems, including
the NCIC — how they are used in our
society, what security problems they
pose, and any challenges they present
for policy makers and users who want
to preserve the fundamental constitu-
tional principles of liberty and pri-
vacy. You have a balancing act here
between the interests of record sub-
jects and record users. The NCIC, the
largest computerized criminal justice
information system in the country, has
19 million records on fugitives, stolen
vehicles and criminal histories, and
they are accessible to 64,000 criminal
justice users nationwide.

Challenges of the Future

Let us look at some of the
challenges the next generation of
computerized criminal history record
development presents us. The first is
the challenge of data accuracy. The
real-life impact of a false arrest, an
unwarranted night in jail or an
inaccurate criminal record, is severe,
and every one of us has seen cases

where that has happened. There is
simply no exaggerating the impor-
tance of keeping accuracy the top
priority. I do not want to be driving
through another state and find that
there is a Patrick J. Leahy with an
arrest warrant and have to explaintoa
computer terminal that it isn’t me.
Second, we have the challenge to
keep the NCIC focused on its ceniral
law enforcement mission. We have to
avoid the temptation to adopt techno-
logical tricks that are unnecessary or
unacceptable as a matter of policy.
Third, we face the challenge of
balancing the law enforcement and
privacy interests against the some-
times competing needs for accounta-
bility and public access. Recent court
decisions on the public’s right to re-
view criminal records underscore the
complexity of striking this balance,

The integrity and value of the
NCIC, and every other too} in our
arsenal against crime, hinges on
accuracy. When 1 was a prosecutor,
there was nothing more frustrating
than poor paperwork, inaccurate
records or mistakes regarding
offenses, dispositions and criminal
record files. Inaccurate information
can destroy a case; it can double the
time required for prosecution. It
makes it iapossible to do anything
from obtaining search warrants to
determining what you will say at a
bail hearing,



As I learn more about computers
— including their ability to lose files
and mislead operators — I do not
want us to lose sight of the impor-
tance of accuracy and completeness in
our criminal history record system.
The NCIC carries with it inherent
risks of inaccuracy because it relies
on data input from so many sources.
For example, in 1985, a FBI audit of
Alabama’s computerized criminal
record system (containing the data it
sends to the NCIC) found that 13
percent of the information on wanted
persons was wrong. An additional 17
percent of the information in that
system was dropped just before the
audit, In Mobile, three-quarters of the
wanted persons were listed as weigh-
ing 499 pounds and standing 7 feet,
11 inches tall. Why? Those are the
maximum entries for weight and
height and someone had apparently
hit the old “max” button. And in an-
other example, in response to lawsuits
charging false arrests, New Orleans
and Los Angeles revamped their
police computer systems and pro-
cedures, This indicates that NCIC is
often the recepient of inaccurate data.

Lawsuits cannot be the catalysts
for correct databases, however.
Inaccurate records unjustly jeopardize
the rights of innocent people and
undermine the integrity of the entire
system. Any grand plan to redesign
the system can go no further than the
drawing board unless system opera-
tors demonstrate zero tolerance for
inaccuracies and a total commitment
to an error-free system,

Policy Directions

My concern is that the NCIC may
have a deep-rooted, but unusual
problem: the system seems to grow by
virtue of a “what-if” kind of fascina-
tion with technological capabilities.
Effective and responsive systems
have to be based on policy goals; we
need not rush to adopt every available
technology. Let policy drive what we
do, not just technology. Do not simply
add a few more buttons and assume
we are going to catch more criminals.
Every law enforcement officer in the
country knows there is no substitute
for the genius of good, old-fashioned
police work.

The original plan of the NCIC
was to be an aid for investigators and
agents who needed an automated in-
formation system. With complete and
accurate information, they could catch
even the most clever criminals. It was
expected to help manage and compile
the records necessary to combat those
increasingly complex cases, knowing
that there are a lot of sophisticated,
habitual criminals. But now the
NCIC contains information that was
not imagined at its inception, such as
the Secret Service records (which are
based in many instances on the
vaguest of suspicions because of the
very unique nature of protecting the
President of the United States). The
huge system is also used by many

outside the scope of the traditional
law enforcement community, includ-
ing employers and credit companies.

This expansion explains the
difficult issues facing the courts and
policy makers today. The NCIC can
not be all things to all people. The
information needs of campus security
police are not the same as those of the
Secret Service. The information
needs of employers are not the same
as those of law enforcement agencies.
And such expensive capabilities as
digitized fingerprint records may only
be needed by certain users. In fact, the
20 years’ experience of the NCIC has
demonstrated the precise needs of
system users. I encourage the FBI to
rely extensively on the insights of
system users as it develops its pro-
posal to redesign a system. In fact,
the FBI's current study provides an
important opportunity to return to the
primary and underlying purpose of an
automated criminal record system: to
provide ready and reliable access to
the criminal justice community.,

An example of how a computer
capability creates its own justification
is the proposal to use data in the
NCIC to give law enforcement
officers the capability of tracking the
movement of 2 suspect in an investi-
gation. Under the proposal, adopted
by the NCIC Advisory Policy Board,
a law enforcement agency investigat-
ing a person would be notified
immediately of the suspect’s location
if any other agency filed an inquiry
about the person with the NCIC, For
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example, somebody suspected of drug
dealing in Florida is stopped for
speeding in Illinois. The highway
patrolman’s routine inquiry to the
NCIC computer in Washington, D.C,
would notify the Florida state police
that their suspect was now being
stopped in Illinois. The problem with
this is that it would occur without a
warrant. One’s name would be
included on the national network only
because he is a suspect, In my
opinion, this should be looked at very
carefully. Sharing information from
open investigative files is a very big
step, and is one that cannot be taken
without thorough analysis of the
responsibilities of the agencies
involved and the rights of the citizens
whose names and data would be
shared. You do not want your name in
there because of a vendetta by a local
police agency, or because of a tip
given by an angry neighbor, or
because your name is mistaken for
somebody else’s.

Technological Dangers

Just remember one thing: tech-
nology is only a part of law enforce-
ment. These are the dangers to watch
for as we use technology: the danger
that computerized procedures will
pre-empt human judgment; that com-
puter output will replace human deci-
sions; and that we will find ways to
make the system more powerful
rather than the practices more effec-
tive. Our public policy has to be
guided by the open give-and-take of
informed participants, not just the
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technical capabilities of system de-
signers. Just because it can be done
does not necessarily mean it is the
best thing to do. This undertaking
should be directed by a combined ap-
preciation for law enforcement, for
the rights of individuals, and for the
needs of our society. And there is a
proper, appropriate baiance to be
reached.

When we look at the challenges
to the future of the NCIC, remember
that the need for accuracy and
completeness becomes increasingly
important, and as that system ex-
pands, we are going to face demands
for more and broader access. That is
the history of this issue. When I was
a prosecutor, it was the case, and it is
the same case today: expand the
system and more and more people are
going to want access. Increased
access raises tricky questions about
the accountability of those outside the
criminal justice community who have
access to this data. Law enforcement
agents, policy makers and users have
to remember that the privacy interests
of the people whose names are in the
computer system and the effective-
ness of criminal investigations are
both threatened by the disclosure of
criminal files,

During the course of this confer-
ence, all of you should explore a
couple of critical issues: refocusing
the NCIC on its original law enforce-
ment mission; easing the tension over

who’s going to have access; directing
the discussion toward policy goals
and not just system capability; and
assessing what we have learned from
the 20-year NCIC experience.
Complicated issues that arise from the
national computer network are going
to become more urgent as the
significance of the NCIC grows. I
hope we can explore ways to protect
legitimate privacy interesis, to ensure
accuracy and completeness and to
meet law enforcement needs. That is
not simply a wish list of desirable
features, but fundamental require-
ments for any large information
system that has the impact of the
NCIC. And these are the questions
that everybody on Capitol Hill, of
both parties, is going to ask as they
are asked for appropriations to expand
the NCIC or to improve its capability.
Having spent a third of my life in law
enforcement, I feel very strongly that
we need the best tools possible. Law
enforcement is there to serve all of us
and we have to do it balancing all of
these individual interests. I think we
can do it, and will do it, because
people such as you will take the time
to think the issues through before we
act, and not afterward.
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Public Availability of Criminal History Records:

A Legal Analysis

ROBERT R. BELAIR, ESQ.
SEARCH General Counsel

Kirkpatrick & Lockhart, Washington, D.C.

There has been much discussion
about opening criminal history
records and making these records,
particularly nonconviction records
(arrests over a year old, acquittals and
nolle pros) available to the general
public. There are stirrings to that
effect: we see it in the routine back-
ground checks of child care providers,
private security personnel and persons
who require national security clear-
ance. And we see it in the creation of
true open records laws that make all
or most criminal history record
information available to the general
public. These stirrings notwithstand-
ing, however, we ought not to make
any mistake about the kind of system
that we have in this country, We
actually have a closed criminal
history records system: with rare
exceptions the general public, and the
press as well, do not have access to
criminal history record information.

In preparation for this confer-
ence, SEARCH, under the guidance
of the Bureau of Justice Statistics,
prepared a background paper titled
Public Access to Criminal History
Record Information. This morning I
will introduce some of the findings of
that report, focusing on the status of
statute and case law in this area.
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Criminal History Record Systems

Let me talk about the structure of
the system: We really have two sys-
tems. First, we have an open system
of criminal records, one based on
original records of entry, such as pol-
ice blotters, daily log books, incident
reports and other kinds of documents
found at a police station. Court dock-
et records containing charging and
disposition information are also con-
sidered original records of entry.
These records are intended to be pub-
lic records. They document an event
and are intended to be open to prevent
the classic evils that can be perpetra-
ted by any kind of justice system: se-
cret arrests, star chamber procedures
and other kinds of secret processes.

The second criminal history
record system.is different. Keep in
mind that prior to the mid-19th
century, there simply were no
criminal history records in this
country because there were no police
agencies, except in a very few large
urban centers. Beginning in the early
20th century, as police forces became
more formal and as they developed
identification techniques, such as
maintaining fingerprint records,
police began to attach notes and brief,
informal histories to the fingerprint
records of active offenders in their
communities. The first significant
attempt to formalize these records and
the criminal history record process
occurred in 1924, when Congress
authorized what is today the Identifi-
cation Division of the FBL

Today, of course, there are
central state repositories in operation
or authorized in every state in the
nation which maintain the formal
criminal history records. These are
systems created by the police for
police purposes. Historically, the
police have had wide discretion over
what happens to the records in those
systems: whether the records are
created at all, what they look like,
how long they are maintained and, of
course, who may see them, In general
— and this was true up until the
1960s — the police exercised their
discretion to make the records
available only within the criminal
justice system, Occasionally the
police made selective and, in the view
of some, arbitrary disclosures outside
the system. Traditionally, the courts
did not interfere with this practice on
the grounds that the records were not
protected by common law or constitu-
tional confidentiality strictures.

All of that started to change in
the late 1960s. During that period of
tumult, skepticism and distrust of
government, concerns arose about the
computerization of all kinds of per-
sonal information and related record-
keeping issues. Something else
happened in that period that is terribly
important with respect to criminal
history records. The children of
America’s middle class were arrested
in Vietnam war demonstrations, civil
rights demonstrations and other kinds
of social protests. As a consequence,
policies for protecting the confidenti-
ality of arrest records received new
attention,



Reforms and Standards

Out of that period came substan-
tial reforms in the management of
criminal history records in general
and the dissemination of these records
in particular, The 1973 Kennedy
Amendment to the Omnibus Crime
Control and Safe Streets Act of 1968
supported maintaining the confidenti-
ality of criminal history record
information in state and local systems
receiving federal funds. Congress
tried in 1974 and 1975 to enact
detailed confidentiality legislation
that would have made criminal
history record information unavail-
able to the public. It came close in
both years, 1974 in particular, and lost
largely because of an intense effort by
the media to defeat the legislation. It
is folklore on Capitol Hill that John
Tunney, then a senator from Califor-
nia, lost his bid for re-election at least
partially because he was a principal
supporter of that legislation and
thereby incurred a good deal of
negative press.

SEARCH supported the 1974 and
1975 legislation and at that time
published Technical Report No. 13:
Standards for the Security and
Privacy of Criminal Justice Informa-
tion, Technical Report No. 13 sets
forth comprehensive, model standards
for the handling of criminal history
record information that have been
adopted in many states. Currently,
SEARCH's standards prohibit public
access to criminal history record
information unless it is authorized by
law, and even then access to noncon-
viction information is not allowed,

SEARCH is, however, rethinking and
rewriting those standards now and the
discussions that result from this con-
ference will be a help in that regard.
In 1976, the Law Enforcement
Assistance Administration (LEAA)
adopted comprehensive regulations
for criminal history records. Some
thought the Regulations were t00
weak; some thought they were tco
strong; some thought the emphasis
was wrong. With respect to dissemi-
nation, the Regulations in fact take a
middle ground — they do not restrict
the dissemination of conviction record
information but permit the public
release of nonconviction information
only when permitted by state or local
law. The LEAA Regulations, without
question, have had a dramatic impact
on the landscape of criminal history
record law. They influenced the
content and approach of the law in
virtually every state, and to this day I
think the LEAA Regulations — and
maybe Technical Report 13 — have
been the principal influences on the
development of state standards for
handling criminal history information.

Case Law Changes

While these standards were being
developed in the mid-1970s, the
courts were changing the law. In the
early 1970s, a number of courts, led
by the federal courts of the District of
Columbia, flirted with the notion that
there was a constitutional theory of
privacy that applied to-criminal his-

tory records, and in particular arrest
records. The courts prohibited the
release of arrest records to the public
where it could be shown that such
release would result in some tangible
harm or stigma to the record subject.

In 1976, this nascent doctrine
was extinguished by a decision that
today remains a key case — Paul v.
Davis. During the 1972 Christmas
season police departments in the
Louisville, Kentucky area circulated a
flyer containing the photographs and
names of individuals they character-
ized as “active shoplifters”. The
plaintiff, who was listed on the flyer,
had been arrested 18 months earlier
for shoplifting and the charges were
still pending but he had not been
convicted of shoplifting, He sued,
claiming among other things, invasion
of privacy. At the time, most of us
thought that the circulation of the
flyer would be struck down as
unconstitutional,

In arelated 1971 Supreme Court
case, Wisconsin v. Constantinoe, the
Court struck down a Wisconsin law
that permitted authorities, under some
circumstances, to post the names of
alcoholics in state-controlled liquor
stores to prohibit them from purchas-
ing alcohol. The Court’s opinion,
issued by now-Chief Justice William
Rehnquist, said that there is no
constitutional privacy interest in an
official record such as an arrest
record. The Court distinguished arrest
records and arrests from matters that,
at least in Rehnquist’s view, the Court
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had traditionally viewed as private:
matters of procreation and marriage,
for example. The Court implied that
an arrest simply was not a private
event, In the wake of Paul v. Davis, it
remains very difficult to assert a
constitutional privacy interest in the
handling of arrest records.

The year after Paul v. Davis was
decided, the Supreme Court did
suggest in Walen v. Roe that there
may be circumstances in which the
government’s release of personal
information could implicate constitu-
tional privacy interests, although the
Court did not speculate about what
those circumstances would be. I think
you can argue that those circum-
stances would not include the release
of an official record such as an arrest,
A few courts have tried to limit the
applicability of Paul v. Davis
pointing out that it involved a pending
arrest record; it did not involve an
acquittal; it did not involve an old
arrest record; and it did not involve a
record of an arrest that was unconsti-
tutional or otherwise illegal, Never-
theless, the established view —— the
view of the majority of courts today
— and I do not see any changes given
the current composition of the federal
courts and the Supreme Court — is
that arrest records are simply outside
the protection of the Constitution,

What that “deconstitutionaliza-
tion” of arrest records did —— and it
applies, of course, with even move
force to conviction records — was to
give the states the option of setting
whatever policies they wanted.
Because, just as there is no constitu-
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tional interest in the privacy of these
records, I also believe there is no
constitutional interest in access to
these records, although the media
would dispute that.

State Criminal History Record
Legislation

After adoption of the LEAA
Regulations in 1976, the state
legislatures opted to make criminal
history records generally unavailable
to the public. To the extent that
noncriminal justice entities retained a
limited right of access, a number of
patterns emerged in state legislation:

1) There is a clear hierarchy of non-
criminal justice requestors: at the top
are national security agencies; in the
middle are private employers, espe-
cially those involved in providing
sensitive services, such as care of
children and the elderly; and at the
bottom are the press and the general
public;

2) There is a clear distinction in state
legislation between conviction
information and nonconviction
information: state agencies
demonstrate some willingness to
release the former and almost no
willingness to release the latter;

3) There is a clear distinction between
in-state and out-of-state noncriminal
justice requestors, not so much in the
law as in the way the state central
criminal history repositories have
interpreted and applied the law;

4) Some state central repositories
retain discretion about record dissemi-
nation — more discretion than some
of us would have expected; and

5) State legislation places very little
emphasis on subject consent. Unlike
other kinds of privacy schemes that
involve personal information, very
few states, only four or five, tie record
access to subject consent.

As of 1984, only a handful of
states permitted the general public to
have access to criminal history
records. Eight states provided the
public with access to conviction
records, but with considerable
limitations. Five states granted the
general public access to both convic-
tion and nonconviction information,
Again, in most states, this access was
limited, Florida is the significant
exception and is the model for open
record states. Wisconsin is the other
completely open records state. Since
1984, there have been some signs of a
trend toward other states moving to
the open records column: Oklahoma
became an open record state in 1985
and both North Dakota and Oregon
have adopted hybrid open record
statutes which permit public access
but with some significant limitations.



FOIA Test Case

As many of you may know, the
Freedom of Information Act (FOIA)
makes all federally held records
available to any person for any reason
unless one or more of nine exemp-
tions in the FOIA apply. Perhaps the
biggest news since 1984 is the
decision, in April 1987, by the U.S.
Court of Appeals for the District of
Columbia in Reporters Committee for
Freedom of the Press v. the United
States Department of Justice.

Robert Schackne, a CBS reporter,
and the Reporters Committee for
Freedom of the Press filed the lawsuit
in 1979. They are seeking the rap
sheets of the Medico brothers, a
family from Rhode Island that
reportedly has a long association with
organized crime and an even longer
set of rap sheets. In refusing CBS’
request, the FBI cited two FOIA
exemptions, one of them being the
FBI’s 1924 recordkeeping statute, 28
U.S.C. 534, That statute makes the
FBI’s exchange of criminal history
record information to noncriminal
justice entities (e.g., state and local
licensing agencies, federally-char-
tered or -insured banks and segments
of the commodities and securities
industry) subject to cancellation if
those agencies re-disseminate the
information. The FBI argued that this
statute effectively prohibits the FBI’s
release of rap sheet data to the public.
The Court of Appeals disagreed.

The FBI’s second exemption
claim, and the more important one,
argued that the release of the rap sheet
information would constitute an
unwarranted invasion of privacy. The
court rejected that claim on the
ground that the privacy interest was
minimal because the very same
information is already in the public
domain: rap sheet data is merely a
compilation of data from original
records of entry and original records
of entry are public. The court also
found that the public interest in rap
sheet data is high.

In May 1987, SEARCH and the
states of New York and California
filed an amicus curiae brief with the
Court of Appeals in support of the
FBI and the Department of Justice,
requesting that the District of Colum-
bia Circuit rehear the case en banc.
We argued in the amicus brief that the
Court misunderstood the nature of
state law. The Court focused on the
law with respect to original records of
entry instead of focusing on the law
with respect to the very records that
are at issue in the case, rap sheets. We
cited the body of law regarding
criminal history records which —
with the exception of Wisconsin and
Florida — makes rap sheet informa-
tion confidential and argued that it is
irrelevant whether original records of
entry are public. Those records are
public because they are intended to
deal with the threat of star chamber
proceedings and secret arrests. They
are not intended to be a criminal
history; they have a different purpose,
a different tradition.

The distinction between criminal
history records and original records of
entry is important because the
consequences of the Reporters
Committee decision, if allowed to
stand, are devastating. It will
transform the FBI into a conduit for
obtaining state and local criminal
history data; it will circumvent state
laws; and it will disrupt information-
sharing relationships between the FBI
and siate and local law enforcement
agencies. Ialso worry that the
decision, if allowed to stand, will
make it hard for the FBI to protect
Interstate Identification Index (1)
information, which consists of
identification data which indicates
that an arrest is either in a federsl file
or a state file. It is hard to imagine, in
the wake of the Reporters Committee
decision, how this information is
going to be protected. Hopefully the
decision will be overturned either by
the full Court of Appeals or the
Supreme Court.

Special Access Rights

Another development since 1984
has been moving criminal history
record dissemination policy toward
openness: changes in state laws are
providing special rights of access to
segments of the public. Three
segments, in particular, have been
specially favored: child care organiza-
tions; the private security industry;
and the national security indnstry.
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In 1984, Congress passed
legislation that tied eligibility for
about $25 million in social service
block grants te changes in state law
that would permit child care organiza-
tions o obtain conviction information
and open arrest information (up to a
year old) for use in employment
determinations. A number of states,
including Alabama, Connecticut,
Georgia, Minnesota and lowa,
changed their laws to be eligible for
that money. When they did that, some
states adopted related laws that
opened their records to organizations
providing care for the elderly and to
such volunteer organizations as the
YMCA and the Boy Scouts.

In addition, Illinois and Georgia
and a few other states recently ex-
panded criminal history record access
for background check purposes to the
private security industry. There is
currently legislation in Congress,
introduced by Senator Strom Thur-
mond, and which has a fair amount of
support, that would make federal
criminal history records available to
the railroad police and to public and
private security services on college
campuses.

It is the Security Clearance
Information Act (SCIA) — adopted
by Congress in December 1985 —
that is perhaps the most imporiant
development. The SCIA opens
virtually all criminal history record
information to the CIA, the Office of
Personnel Management, the Depart-
ment of Defense and the FBI for
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background checks for security
clearances and for placement of
people in national security duties.
Prior to the adoption of the SCIA,
state laws had varied greatly with
respect to federal noncriminal justice
agency access to criminal history
records. In some states, the security
agencies received everything; in
others, they received partial informa-
tion; and in a very few states, they
received almost nothing. There is a Iot
at issue here: the federal government
conducts about a million national
security background checks a year,
There are also some important
limitations in the SCIA. Federal
agencies cannot obtain sealed data, so
that is an area where state discretion
over dissemination policy is retained.
The federal agency also has to receive
writien consent from the record
subject. Federal agencics may be only
able to use the data that they receive
for national security purposes. And in
some instances, states can insist that
federal agencies submit fingerprints
~— normally it is a name-only check.
More specifically, if a state central
repository has an Automated Finger-
print Identification System and a state
law requiring prints for noncriminal
justice access, the repository can
require the submission of prints.
Another pro-openness develop-
ment that should be noted is that on
Sept. 10, 1987, the FBI proposed a
change in its long-standing regula-
tions at 28 C.F.R., Part 20, sub-part C.
The FBI provides criminal history
record information to federally-
chartered banks, parts of the security
and commodities industry and state

and local licensing officials, but the
FBI only provides conviction infor-
mation and information about open
arrests. Now the FBI is proposing to
provide nonconviction information,
While it is a very small segment that
gains greater access, I think the
precedent and the timing is important
from an open records standpoint.

There are other developments.
The National Conference of Commis-
sioners on Uniform State Laws has
recently adopted model state legisla-
tion that is difficult to characterize as
either pro-openness or anti-openness.
It makes all conviction information
available to the public, but with some
very imporiant limitations on the way
that the public can make a request and
what they have to supply to the
agency. On the other hand, it makes
all nonconviction information un-
available.

We are at a crossroads, as Gary
McAlvey, SEARCH’s Chairman, said
earlier today. The issue of open
versus confidential records has been
deconstitutionalized and is now very
much a matter of discretion for state
legislatures. There are indications of
openness but we still have a closed
system. As Tom Wilson, SEARCH's
Director of Law and Policy, will
describe in his presentation, there are
a lot of developments that suggest that
we ought to provide the general
public with greater access. Yet, there
remain important reasons, from a
privacy and fairness standpoint, to
retain some confidentiality protec-
tions. The decisions that we make in
the next few years will have much to
do with the policies that launch the
21st century.



Public Availability of Criminal History Records:

A Policy Analysis

THOMAS F. WILSON

Director, Law and Policy Program

Should all criminal history record
information be available to the
public? That is the critical question
posed in Public Access to Criminal
History Record Information, a report
prepared by SEARCH for the Bureau
of Justice Statistics, U.S. Department
of Justice. Bob Belair, SEARCH’s
General Counsel, has just presented
you with the first half of the
SEARCH report, which focuses on
the extent to which criminal history
record information is available to the
public and other noncriminal justice
requesters. My task is to present the
second half of the report — which
examines the empirical evidence and
conceptual arguments for confidenti-
ality — to determine if there is
support and justification for those
interests in confidentiality, and to
weigh that evidence against the
demand for open records.

Before turning to the report, let
me say a word about the purpose of
the report and this conference., Our
purpose is to bring information to the
debate, into the public arena of
competing interests for confidentiality
and openness. To underscore what
SEARCH Chairman Gary McAlvey
said this morning, there is a move-
ment toward open records, and it is
happening in a de facto manner:
through piecemeal legislation,
through forces for change by interest
groups going to their legislatures, by
the challenges brought forth by
groups such as the Reporters Commit-
tee for Freedom of the Press, by
changes in FBI policy, and by
increasing access to criminal history
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record information by federal
noncriminal justice agencies.

Mr. McAlvey also correctly
asserts that we are at a crossroads; we
are seeing records becoming more
available to more people in this
snciety. Nevertheless, the changes
Jilt have taken place so far have not
been so pervasive that we should call
public records afait accompli. The
SEARCH report shows that most
states have, over the last 20 years,
methodically developed a body of
standards governing the collection,
maintenance, use and dissemination
of criminal history record informa-
tion, and that those standards are
heavily weighted toward the privacy
interests of the individual, States that
have made records more available to
the public have done so cautiously,
providing access to criminal history
records only to selected noncriminal
justice agencies for legislatively
mandated purposes. The report also
states that nonconviction information
— arrest only information — has
been treated with greater confidential-
ity than has conviction information.

If we are indeed at a crossroads,
then we want to ensure that the policy
direction taken is the result of
informed decision making. Accord-
ingly, the findings of this report are
the result of SEARCH staff research
and not the official position of
SEARCH Group. In this room today
are members of the SEARCH Mem-
bership Group’s Law and Policy
Project Advisory Committee. They

are here to gather information to take
to the Membership Group in its effort
to revise the SEARCH standards on
criminal history record information.
The revised standards adopted by the
Membership Group at its annual
meeting in July of 1988 will be the
official statement of SEARCH Group
on this issue.

My intention, therefore, is simply
to share the findings of our research.
Any detection of a personal bias is
just that. And that disclaimer
notwithstanding, my personal hope is
that the final outcome of the debate of
open versus confidential records will
emanate from a long standing
principle that has guided SEARCH’s
Law and Policy program through the
years, and my tenure as its director —
that is, the principle of seeking a
balance between society’s right to
know in order to protect itself from
crime and criminality, and the
individual’s right to privacy.

There is a presumption that all
official government records should be
in the public domain. There is a lim-
ited constitutional basis for this no-
tion, as well as a statutory basis and
tradition, The First Amendment to
the Constitution states that the
Congress “shall make no law abridg-
ing the right of speech or of the free
press.” This right has sometimes
been interpreted to mean the right to
hear and the right to obtain informa-
tion of legitimate interest to the
public. The established view is that
the First Amenc..ient gives the public
aright to obtain and publish public
record information, but it dogs not
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give the public a right to insist that
all, or even most types of official
records, be made public in the first
place.

At the federal level and in
virtually every state there are Free-
dom of Information Acts (FOIA) and
open records acts that make govern-
ment records public -— subject to a
showing that certain records should
be exempt because public interest in
disclosure is outweighed by interests
in confidentiality. Examples include
interest in national security, foreign
relations, trade secrets and intergov-
ernmental communications. Legisla-
tures and courts have also recognized
that some records in government
hands should be kept confidential.
There are relationships where trust
and order must be maintained, and it
is in the public interest to maintain
such relationships — such as the rela-
tionships between doctor and patient,
priest and penitent, and husband and
wife. There are also cases where the
disclosure of a record could cause the
subject to be cast in an inaccurate or
unfair light. Confidentiality, accord-
ingly, is often preserved on the basis
of fairness.

The policy issue facing us here,
in light of strong public interest in
official records developed and
maintained by governments, is
whether there is a legitimate basis for
exempting all or some kinds of
criminal history records from public
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access. In the SEARCH report we
examine the philosophic and concep-
tual bases upon which our existing
laws and policies protecting confiden-
tiality are founded.

Rehabilitation and Employment

Let’s look at some of those
concepts. One of the conceptual
underpinnings of confidentiality is
that it promotes rehabilitation and
reintegration of the offender into
society. Society tangibly benefits if a
person can be rehabilitated and
reintegrated into society. Reintegra-
tion involves the avoidance of the
stigma and adverse consequences that
result from disclosure of a criminal
record. Rotman states that, “Their
[offenders’] social handicap is
considerably aggravated by the stigma
of a criminal record, requiring
additional efforts from social agencies
to support the arduous process of
social reintegration,™

Employment is one way to
reintegrate the offender into society.
There are, however, statutory impedi-
ments to employment based on
criminal records. One 1982 study
found statutes which would bar
employment in approximately 350
occupations that employ 10 million
people.? The policy implications of
opening records to the public could be
said to be modest, since it is a matter
of settled law that access to convic-
tion records is already available to
many federal employers, state licens-
ing agencies, and private institutions,
such as banks and securities institu-
tions, Conversely, it can be argued
that the public’s legitimate interest in

knowing has been served by federal
and state laws making criminal
history records available to the
employers that have demonstrated a
legitimate need to know.

‘What of access to nonconviction
record information in terms of
employment? Should it be released to
employers? Would it frustrate
rehabilitation and reintegration into
society? Professor Alan Westin will
provide insights on this issue in
tomorrow's session, but our research
found evidence to be scarce on how
employers would use nonconviction
record information.

The courts, however, have
spoken on the issue. In State v.
Pinkney,® an Ohio court stated that
the, “potential economic and personal
harm that results if arrests become
known to employers, credit agencies
and neighbors may be catastrophic.”
A Federal Court of Appeals panel in
Menardv. Mitchell stated:

Information denominated a

record of arrest, if it becomes

known, may subject an individual
to serious difficulties. Even if no
direct economic loss is involved,
the injury to an individual’s

reputation may be substantial. . .

Opportunities for schooling, em-

ployment or professional licenses

may be restricted or nonexistent
as a consequence of the mere fact
of an arrest, even if followed by
acquittal or complete exoneration
of the charges involved.



Our report found that employers
have sought both arrest and convic-
tion information in employment
decisions. One 1972 study found 79
percent of private employers seeking
both arrest and conviction data’ A
somewhat more recent study by the
Congressional Office of Technology
Assessment found that “substantial
numbers of employers do seek this
information . . .”S Moreover, the
Department of Defense has called
criminal history record information
“the single most important piece of
background information about
prospective applicants.”

Other studies suggest that
employers do not place a premium on
criminal history record information.
One study in 1976 found that 44
percent of employers made no effort
to verify records; 39 percent made no
effort to obtain complete rap sheets;
and 17 percent made an effort to
obtain only local police records.? A
study in the 1980s by the Education
Fund stated that most private employ-
ers do not attempt to obtain criminal
history records.’ That study gave two
primary reasons: the first was lack of
interest, which was attributed to the
costs and the poor quality of the
records, and the belief that most
records would not reflect on the job
description; the second was that
where there is a sensitive need, they
can get criminal history record
information informally.

There is also the question of what
employers do with the information.
Do they use it fairly? A 1970 survey
found that of 475 employers, 312
stated they would never hire an
offender.!® Tn 1967, the President’s
Commission on Law Enforcement
found that individuals with arrest
records are more likely to be denied
employment than those never
arrested, even if there was an indica-
tion of an acquittal.!! A 1970 study
for the Department of Labor found
that for individuals with records —
conviction or arrest — 15 percent of
employers said they would not hire at
all; 5-10 percent ignored offender
status; the remaining 75-80 percent
said they take criminal history records
into account on a case-by-case basis.!?

Recent studies suggest that
employers may not take such a harsh
view. A 1980 study in Illinois found
that of 375 businesses surveyed in the
state, more than half said they would
hire ex-offenders. They indicated,
however, that long histories of arrests
would bar any kind of employment.!®
This suggests that certain kinds of
offenders, and perhaps not all
offenders, are the real concern of
society and the critical target of
record access.

Recidivism

If employment really contributes
to rehabilitation and reintegration,
then confidentiality could be argued
on this basis. For repeat offenders,
however, we found that jobs meant
precious little. As Dr. Schlesinger has
said, repeat offenders are a relatively

small group of offenders responsible
for a disproportionate amount of
crime, For this group at least,
confidentiality does not appear to be
warranted on the grounds that it will
promote jobs and that jobs will
promote rehabilitation and reintegra-
tion into society.

A great deal of statistical research
documents recidivism, notably three
recent studies by the Bureau of Justice
Statistics: Returning to Prison (1984),
Examining Recidivism (1985), and
Recidivism of Young Parolees (1987).
The 1984 report showed that in 14
states examined, nearly a third of the
prisoners released from prison
recidivated within three years, and a
quarter were back in two years or
less.!* The 1985 study demonstrated
that a very high percentage of
individuals entering prison had a prior
history of incarcerations and convic-
tions — 61 percent of those admitted
to prison in 1979 were recidivists.
That study found also that recidivists
accounted for approximately two-
thirds or more of all burglaries, auto
thefts, forgery/fraud/embezzlement
offenses attributed to all offenders.'
The 1987 BJS Report found that 69
percent of a group of young parolees
were re-arrested for a serious crime
within six years from their release
form prison; 53 percent were con-
victed for new offenses; and 49
percent were returned to prison.'® The
BIJS studies and other studies quoted
in our report show the potential for
recidivism relates also to the number
of arrests, enough to suggest that if
there are two arrests, there is great
likelihood that there will be a third.
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If the argument for confidential-
ity for chronic offenders is weak,
what of offenders who are not
recidivists? Of offenders that do not
recidivate in the first two or three
years, there is only a slight chance
that they will recidivate in the future.
A recent Illinois study found that the
longer the subject is out of prison, the
better the chances he will not return.
The Illinois Criminal Justice Informa-
tion Authority report concluded that
“very few of the former inmates who
had not been arrested by the end of 29
months would ever be arrested
again."*’ Confidentiality protections
may not be warranted for recidivists,
but there may be evidence to warrant
privacy protections for persons with
no recidivist activity over a given
period of time.

Rehabilitation

To see if rehabilitation by itself
can justify confidentiality, our report
examines the shift from the rehabilita-
tion model in corrections to the “just
deserts™ and “selective incapacita-
tion” models. In the 1960s, scholars
and criminal justice officials began to
guestion the concept of rehabilitation.
In 1974, Robert Martinson asked the
crucial question, “What works?" He
answered his own question, which
was corroborated by much of the
research in the *70s — there was no
general finding that any of the
individual rehabilitation programs
worked. Martinson concluded: “With
few and isolated exceptions, the
rehabilitation efforts that have been
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reporied so far have had no appre-
ciable affect upon rehabilitation,”®
A Senate Judiciary Committee
Report to accompany the comprehen-
sive Sentencing Reform Act of 1984
pronounced the death of the rehabili-
tation model:
Recent studies suggest that this
approach [rehabilitation] has
failed. Most sentencing judges as
well as the parole commission
agree that the rehabilitation
model is not an appropriate basis
for sentencing decisions, We
know too little about human
behavior to be able to rehabilitate
individuals on a routine basis or
even to determine accurately
whether or when a particular
prisoner has been rehabilitated.!?
‘While it might be fair to say that
the death of the rehabilitation model
had deeper roots in changes in socie-
tal norms, it is clear from the studies
that have been done that rehabilitation
as a model is a weak basis for
supporting confidentiality claims.

Fairness

We found that fairness is an
appropriate ground for confidentiality,
on the basis that there is a legitimate
interest in preventing disclosure if the
release of such information would
reflect inaccurately or inappropriately
on the record subject. The issue here
is the potential damage to the record
subject.

There are four areas related to the
concept of fairness where release of
criminal history record information
could cast the subject in a false or
inaccurate light;

(1) the information relates to a
different person;

(2) the information is inaccurate
or incomplete;

(3) the information is accurate
and complete but relates to a convic-
tion or arrest that was unconstitutional
or otherwise improper; and

(4) the information is accurate
and complete but it relates to an “old”
record, no longer reflective of the
subject’s character,

Let’s examine these four in more
detail, (1) The information relates to
a different person. There are two
kinds of errors that may result from
misidentification — false negatives
and false positives. both are the result
of records being searched on a name-
only basis, without the benefit of
positive identification (a technical
fingerprint search). In a false nega-
tive situation, the name search misses
an existing record, perhaps because
the offender has used an alias. There
will be no damage to the record
subject since he will have escaped
detection, but the requestor will be
now laboring under the false assump-
tion that no record exists, Public
interest is not served in this case.



In the case of false positives the
rame-only search may identify the
correct name but not actually the per-
son in question. This could be very
harmful to the record subject, espe-
cially if the subject does not know the
check was made. To avoid both false
positives and false negatives, a finger-
print verification should accompany
all name searches. Obtaining
fingerprints in an open records society
may require the subject’s consent.
Absent consent, an open records
policy is rendered ineffective.

(2) The information is inaccurate
or incomplete. Disposition reporting
Temains the most serious problem of
data quality in criminal history record
information. Records are also
inaccurate or ambiguous — it is not
easy to match arrest and prosecution
records, and sometimes it is harder to
match the disposition with the arrest
and prosecution data. Nevertheless,
SEARCH research has found that the
quality of criminal history record in-
formation is generally getting better,
with disposition reporting levels as
high as 90 percent in some states and
as low as 25 percent in others. The
level of disposition reporting in rec-
ords held by the FBI and the states
overall is 60 percent.?® Still, at pres-
ent levels, if the public were to have
open access it would be faced with
inaccurate or ambiguous data 40 per-
cent of the time. The question then
becomes, how would the public react
to poor quality data? An area that
needs to be studied is how non-crim-
inal justice agencies with access have
handled the quality and interpretation

issues related to criminal history
record information. We also need to
examine states that have released both
conviction and arrest data to non-
criminal justice agencies.

{(3) The information is accurate
and complete but relates to a convic-
tion or arrest that was unconstitu-
tional or otherwise improper. What
of improper arrests and convictions?
Should they be made available, sealed
or expunged? There is a basis for this
in the courts’ power to correct inac-
curate, incomplete or otherwise inap-
propriate information. In many states,
sealing policies are the remedy. In
those states, sealing for improper ar-
rests and convictions is done automat-
ically or at the request of the record
subject. Federal statutes do not afford
a definitive right to seal or purge
criminal history records, however, the
federal Civil Rights Act and the fed-
eral Privacy Act have been invoked
successfully to obtain relief from im-
proper arrest and conviction records.

(4) The information is accurate
and complete but it relates to an
“old” record, no longer reflective of
the subject’s character. The afore-
mentioned BJS Special Report,
Examining Recidivism, states that,
“Most of the recidivism, however,
was found to occur within the first
three years of release.”?

Statutes in at least seven states
recognize that offenders with old
records present a slight risk of
recidivism and therefore it is appro-
priate to make their records confiden-
tial. The courts, in the absence of
statutory justification, have recog-
nized that arrest and conviction
information should not be disclosed
after a significant passage of time.
Several courts have held for record
subjects against private parties for
disseminating “old” arrest or convic-
tion records. The Supreme Court has
observed that after twenty years, a
person is no longer a public figure
merely by virtue of a conviction.

Again, the concern was the right
to know versus the risks involved in
confidentiality. Should there be an
open records policy, there should be a
concomitant recognition of the rights
of this special class of record subjects.
Our finding is that there is indeed
justification for confidentiality for
some classes of criminal history
record information on the grounds
that opening the records would be
unfair to the record subjects. Those
with an improper arrest or conviction,
or clean record period, or with little
risk of recidivism might be afforded
confidentiality protections without
making all records confidential.

Private Conduct

Is there ground for confidentiality
on the basis of private conduct?
Private conduct includes family,
religious and medical matters. It has
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been argued that arrest only informa-
tion carries a presumption of inno-
cence and therefore should be
accorded confidentiality. This is
especially true if there is an acquittal
or factual finding of innocence —
which was not the case in Pqul v.
Davis. Prior to Paul v. Davis, the
courts had moch to say on behalf of
privacy conceins on the presumption
of innocence. In Davidson v. Dill ,a
Colorado court suggested that there is
aright of privacy in arrest records
once the record subject is acquitted:
We have now reached the point
where our experience with the
requirements of a free society
demands the existence of the
right of privacy in the finger-
prinis and photographs of an
accused who has been acquitied,
to be at least placed in the
balance against the claim of the
state for a need for their reten-
tion,®
In 1977, a federal district court noted
that,
For the person who has been
arrested and exonerited, the
presumption of innccence is lost.
He stands at a distinct disadvan-
tage to other, also presumably
innocent, citizens who do not
have “arecord”. Though he has
been found innocent of any
wrongdoing, the record will
remain as a cloud over his future,
put there and maintained by the
same system of justice that
exonerated him. %
Notwithstanding the courts’
view, it has been established that an
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arrest, even an arrest ending in
acquittal, it is not a private matter. A
1975 federal district court ruling was
explicit about the public nature of
arrests and arrestees. ‘The opinion
concluded that those arrested

become persons in whom the

public has a legitimate interest,

and the basic facts which identify
them and describe generally the
investigations and their arrests
become legitimate public
interests. The lives of these
individuals are no longer truly
private...[T]his right [the right of
privacy] becores limited and
qualified for arrested or indicted
individuals, who are essentially
public personages.?

Logic sugitests that one who
breaks a public law has indulged in a
public act and the confidentiality pro-
tections afforded to private matters of
religion, family and medicine do not
apply. Most claims for the private
status of arrests do not relate to the
private character of the event. The
battie for confidentiality must be
waged on the grounds of the presump-
tion of innocence that accompanies
the arrest and the fear that disclosure
of an arrest outside the criminal jus-
tice system will result in informal
decisions that are inconsistent with
the record subject’s presumed
innocence.

Practical Concerns

The SEARCH report examined
the practical considerations for
arguing for confidentiality. One such

practical problem is that criminal
history record workload costs appear
to be substantial. The FBI recently
cut off service to noncriminal justice
agencies for a year to catch up on
criminal justice requests and to
improve response times. A number of
repository directors have documented
the increases in requests — and Paul
Leuba, Director of Data Services,
Maryland Department of Public
Safety and Correctional Services, who
will be speaking later at this confer-
ence, will report on this development.
Despite the increase in number of
requests, we found reactions mixed as
to the actual costs: Some states said
automation was able to absorb
increases in record checks, and others
said such checks strained budgets.
Some argue that charging fees for
noncriminal justice checks will make
public access feasible on a pay-as-
you-go basis. Fees now range as high
as $17.50 for a record check but these
fees are for background checks for
licensing programs and other employ-
ment verification. In terms of
opening records to the public, should
fees be assessed? What if people
have a need to know but cannot afford
the fee? If records become public,
should society pay for the checks in
the form of a tax increase or should
individuals pay for public access?
Another practical problem is the
misinterpretation of rap sheets.
Criminal history records were origi-
nally developed for the criminal
justice community, not the public, As
such, the records are in a form and
nomenclature specific to the criminal
justice community. Certainly, more
information is needed on how



noncriminal justice agencies have
handled this problem, but it would
seem that if records are to be public,
then we must improve record clarity,
train people to interpret the records
and provide the public with readable
summaries.

There is also the practical
problem of misuse of criminal history
record information, especially misuse
because of unauthorized re-dissemi-
nation. In a public records environ-
ment, unauthorized re-dissemination
would be a misnomer, in fact, a con-
tradiction in terms. Records would
belong to everyone. The real issue,
however, is that all of the sealing and
purging protections we have talked
about regarding improper arrests,
clean record periods, and “old”
records, may be difficult to execute.
Records obtained in an open records
environment may be one of the fabled
genies that won’t go back into the
bottle. Computers have rapacious
memories that do not age and never
forget. Once public, perhaps always
public. Sealing and purging records
in an open records society may find
our state central repositories of
criminal history records keeping a
secret the public already knows from
a variety of sources.

It could be argued that there are
remedies in place for the misuse of
records. The Fair Credit Reporting
Act prohibits consumer reporting
agencies from releasing public record
information including arrest and
conviction data that are more than

seven years old. Other federal
statutes, such as the Equal Employ-
ment Opportunity Act and the Equat
Credit Act could be used to prohibit
the misuse of certain kinds of criminal
history record information for
employment and other decisions.

The state of New York forbids
employers from denying employment
or licences on the basis of a prior
conviction unless there is a relation-
ship between the offense and the
employment sought, or unless the
employment would involve an
unreasonable risk to property or to
personal welfare or safety. Notwith-
standing those protections, the real
practical risk is that employers may
secretly use the criminal history
record to dismiss the candidate, while
citing another factor as the reason for
denying employment.

Conclusions

It is generally hard to find
empirical arguments against reieasing
conviction information, especially in
the case of repeat offenders. Clearly,
a conviction is a public matter.
Exceptions to the release of convic-
tion data seem to be warranted in the
case of improper convictions and
“old” records following an absence of
criminal activity. Itis also a fact that
a number of states are moving toward
a policy of increasing access to
conviction records for noncriminal
justice agencies.

There is evidence to suggest that
non-contemporaneous arrest informa-
tion and arrest information that results
in acquittal or factual finding of
innocence should be awarded
confidentiality on the basis of fairness
to the record subject. One important
exception is the child molester, who
quite often has a series of arrests with
no convictions, attributable in part to
the problem of children as witnesses,
Child care agencies employ people in
positions of special trust, and as such
should have access to arrest records
that are related to sex and crimes
against children.

Sealing, and perhaps purging, are
necessary for the protections to be
afforded to “old” records and select
kinds of arrest where there has been
an acquittal or factal finding of in-
nocence. Again, exception may be
made, as in the case of child molesters
where research shows that no reha-
bilitation or treatment has proven
effective,

Finally, if we are motivated by
the principle of balancing society’s
need to know to protect itself, with
the individual’s rights of privacy, then
I believe the equation prohibits
complete openness or complete
confidentiality. Rather, we must
continue to make distinctions among
offenders, among crimes and their
severity, and continue to reassess our
public policy on the subject of open
versus confidential records in light of

continuing research.
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Demand for Criminal History Records by
Noncriminal Justice Agencies

PAUL E. LEUBA
Director, Data Services

Maryland Department of Public Safety

I am going to address the subject
of repositories and their role in the
collection, storage and dissemination
of criminal history records in several
different areas. First, I will review a
bit of history about the formation of
repositories—their role, their place-
ment in state government, the kind of
information they collect and how they
coliect it. Second, I will relate some
of our experiences in Maryland, both
in the development of a system for
collecting criminal records and in the
laws and procedures developed for
handling noncriminal justice inquiries
into these records. Finally, I will
discuss how we may need to react to
changes in laws and the resulting need
to make changes in procedures and
standards for the collection of
criminal history records. If reposito-
ries are to keep pace with these
changes, they need to come to grips
with some fundamental issues in
order to uphold timeliness and
accuracy standards.

Let me preface my discussion of
a central repository with a story that
happened locally. At this time of the
year in Maryland and Virginia when it
starts to get a little cool and the
ground is still warm in the morning,
there’s a lot of ground fog and it rolls
out over the Chesapeake Bay. With a
large part of the Atlantic fleet based
in Norfolk, Virginia, there is frequent-
ly heavy traffic in the deep channels
of the Chesapeake Bay. It seems a
radio conversation was overheard, ap-
parently between pilots of two ships
on the Bay. The first transmission
occurred when the captain of the bat-
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tleship New Jersey observed on the
radar what appeared to be a very large
vessel on a collision course right in
front of him. He had the radio opera-
tor get on the radio and say, “We real-
ize that the range is about 1500 yards
and we're on a collision course; sug-
gest that you modify your heading by
about 15 degrees very promptly in
order to avoid this collision.” Well, a
radio message came back that said,
“We respectfully request that you
modify your heading by 15 degrees in
order to avoid this collision.” The
captain got very upset and got back
on the radio and said, “I suggest that
you quickly modify your heading by
15 degrees. This is the captain of the
battleship New Jersey.” There was a
bit of a pause and then the radio liven-
ed up again and a voice said, “Well,
Sir, I suggest that you change your
heading by 15 degrees and there’s not
much time left. This is Eddy, the
keeper of this lighthouse.” I think
there is an analogy between where the
captain of that battleship finds himself
and where we might be going with
our stewardship of our criminal
record systems in the repositories,

Repository History

Let’s begin with some fundamen-
tals, Criminal law is principally the
domain of the states. Historically,
prior to the late 18th century, criminal
records were kept almost as an
afterthought by local police and
courts. Little effort was made to
share those records. It was only in the
early part of this century that things

changed. While I have not seen it
documented, I believe the changes
began with the invention of the
automobile, The development of a
more mobile society was one of the
catalysts for keeping criminal history
records and people recognized the
need to develop more formal and
rigorous record systems.

The first central repository, at
least in the records I was able to find,
was established in 1917. By 1930,
there were a total of nine and by
1940, 18 central repositories. World
War II slowed down repository
growth, and by 1950 there were 20.
By 1960, there were 22; by 1970, 28;
and by 1980, 43. The decade from
1970 to 1980 showed a growth in
central repositories of 15. A number
of things accounted for that growth,
including the Omnibus Crime Control
Act, the development of the Law
Enforcement Assistance Administra-
tion (LEAA), and the availability of
the digital computer. The computer’s
use in telecommunications technology
made it possible for a state central
repository to exist and function
effectively. SEARCH Group, Inc., as
a matter of fact, was founded in 1968
as Project SEARCH as a direct result
of a six-state project to share criminal
records. So we find that in many ways
SEARCH’s maturity as an organiza-
tion, the increasing number of central
repositories and the participation of
LEAA were catalysts that served to
bring us largely to where we are today
with 50 state central repositories.
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Role of Repositories

Every central repository has as a
basic mission the accurate and timely
collection, storage and dissemination
of criminal history record informa-
tion. It is important to point out that
the majority of central repositories
were set up by state law. (Only two
central repositories were set up
otherwise: one by executive order and
another by regulation.)

The repositories were established
to collect criminal justice information
for criminal justice use. Information
systems (used in the broadest terms to
include manual and automated
procedures for the collection, mainte-
nance and dissemination of informa-
tion) were developed to meet that
specific need.

Collecting information with the
intention of using it exclusively in the
criminal justice community results in
a system that may be far different
from an information system designed
principally for a broader social
purpose — the trend toward non-
criminal justice access to and use of
criminal history records that seems to
be developing taday. The principal
basis for that difference is the fact that
the information we collect for use in
the ¢criminal justice system has the
built-in doctrine of due process -— the
right of the individual to inspect that
record and chalienge it foritsuse in a
proceeding against him in court, I am
concemed that this principle of due
process is not easily carried out when
there is such an explosion in the
dissemination of these records to
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employers and others where their
potential post-release nse is not
controllable. That difference, embod-
ied by the principle of due process,
will require us to re-examine some of
the basic principles of system design
and information handling, particularly
in the areas of system audits and
information quality control, thereby
ensuring that information is complete
and accurate before it is used.

Every central repository collects
and stores information on felonies,
and almost all of them also collect
and store information on serious
misdemeanors. Beyond that, there is
a great variety of laws and practices
in effect throughout the country
concerning things like local ordi-
nances and motor vehicle offenses,
either of a serious or non-serious
nature. In Maryland, we have strong
environmental laws enforced by the
Department of Natural Resources that
are handled like criminal laws in
some cases. The point 1 would like to
make is that for crimes other than
felonies and serious misdemeanors,
there certainly is no standard and
uniform set of data that is captured by
the repositories.

Moreover, the criminal justice
system is a complex and involved
process, To make matters even worse,
it is by design fragmented in nature, It
does not have a hierarchical manage-
ment structure, It is from that frag-
mentzd structure that central state
repositories derive many of the

quality problems that are now plagu-
ing us. It is important to recognize
that the central repositories are in the
position of being the only unit in the
criminal justice system that has, as
part of its basic mission, the obliga-
tion to deal directly with every other
unit in the criminal justice system.

How Repositories Work

To capture and store complete
and accurate criminal history records,
repositories have to start collecting
information at the initiation of
ctiminal charges,which is usually the
arrest, and continue building that
record to the end of the process,
which is perhaps the release from
incarceration. The period of time for
one cycle through the criminal justice
system can span many years and
involve perhaps a dozen agencies.
While the process usually starts with
an arrest and a fingerprint card, there
are a number of other ways that
process gets started, depending on the
various Iaws in state and local
governments. It could be a citation. If
an arrest warrant is issued, the
repository will want to capture that
and tie it together with subsequent
arrest information. In many crimes,
the process starts with an indictment
or criminal information initiated by a
prosecutor. If we look at the nature of
the criminal activities that noncrimi-
nal justice users would be interested
in, we might find a fairly high
representation of, for example,
indictments and criminal informa-
tions. So if we are going to solve the



problem of completeness, we have to
make sure that our scope of interest is
expanded beyond an arrest,

This is important because the
entire cycle of one individual’s crim-
inal records is connected by our
ability to relate the subsequent event
(for example, court disposition or
incarceration) to that individual’s
identity. The current system relies on
fingerprint identification. But in some
states, if, for example, the process
starts with an indictment and not with
an arrest and fingerprint card, there is
no subsequent systematic assurance
that the individual will be fingerprint-
ed upon a finding of guilty. Incom-
pleteness is built into the system when
criminal events are reported to the
repository that are not directly related
to fingerprint verification.

Beyond the initial entry into the
system through an arrest, an indict-
ment, a warrant or a citation, we
generally classify the information into
three major areas: pre-trial, trial and
post-trial information.

Pre-trial information involves the
arrest charges brought against the
individual, the pre-trial detention or
supervision information, and bond
status information. This information
is generally of fairly high quality
because it comes into the system
within a clustered period of time and
is generally fingerprint-supported.

Trial information includes any
changes to the initial charges, either at
the pre-trial or the trial itself; modifi-
cations, deletions or new charges; trial
dispositions and sentencing data. The
quality of this information varies and

begins to decline for many reasons,
deperding on the particular state or
local agency that is contributing the
data. This decline in quality has a lot
to do with something as simple as the
lack of a good working relationship
between the court and repository
officials in a given state, Have the
information systems in those two
major entities developed in a parallel
way? Have they been integrated?
Have they been designed with the
same numbering system? Have there
been efficient procedures developed
for the collection and verification of
dispositions which may not have been
submitted to the repository in a timely
way? Considerable variance among
the states can be found in disposition
réporting and the quality of criminal
history records at this point in the
system.

The quality of repository records
in the areas of incarceration, commu-
nity supervision and parole are also
varied, This has much to do with the
degree of resources available to the
repositories, including whether a
given state has been able to automate
corrections, parole and probation
information with integrated criminal
record reporting capabilities.

My reason for reviewing reposi-
tory functioning in detail was to
convey to you the sense that we are
imposing 20th-century information
processing systems on a system
steeped in tradition, one that is com-
plicated and fragmented, Our success
has been spotty across the board. We

can point to some strong successes in
some areas, while in other areas we
have not been successful.

Using Technology

Repositories generally have no
direct control over the collection of
the information itself. The- sfore, the
amount of resources available within
the repository to communicate with
up to hundreds of agencies that collect
and report this information can be the
single largest factor in determining
the quality of repository information.
With the jump in the number of
repositories in the 1970s, there was
more focus on the use of technology
to solve the burgeoning explosion of
information in the repositories.

Generally, the first emphasis in
repository automation was the
development of an automated name
index. Arrest records account for the
overwhelming majority of cases
where the criminal record begins, and
they are the first point of inquiry in
retrieving the criminal record.
Virtually every state has an automated
master name index based on finger-
print-supported arrest data and other
fingerprint data available in the
repository. The more recent innova-
tion in that area is the recent success-
ful implementation of Automated
Fingerprint Identification Systems
(AFIS) in several states, which has
helped the repositories improve the
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quality of what is characteristically an
error-prone process. The manual
classification and determination of an
identity from a fingerprint card is both
time-consuming and error-prone, The
overwhelming number of noncriminal
justice inquiries require the submis-
sion of a fingerprint card by the
repository and, therefore, the determi-
nation of positive identification by the
repository before a response is made
to that inquiry. The increasing
number of inquiries from noncriminal
justice sources will be helped greatly
by the availability of an AFIS in the
repository. Currently, at least a dozen
other states are planning for and
implementing AFIS.

Record Access

In a recent report of a survey
conducted by SEARCH of the
operation of state central repositories,
40 responding states reported a total
of 35 million record subjects. Of
those, the states of New York and
California each reported 42 million
record subjects. On the other end of
the spectrum, the state of Wyoming
reported 50,000 record subjects. The
bulk of the states fall somewhere in
between, In Maryland, the number of
record subjects is in the vicinity of
800,000, placing us at the mean in
terms of number of records in
repositories nationally.

If we were to extrapolate record
numbers using the SEARCH report,
there would be approximately 40
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million criminal history records stored
in repositories across the nation. That
number is actually lower because of
duplication among the states (that is,
the same individual may have a
record in multiple states or two
records in one state). In annual
figures, there were 5.6 million arrests
in the 40 states that answered the
survey. It is interesting to note —
regarding the relationship between
arrests and court disposition data and
what it means to us in terms of record
completeness — that 32 staies
reported that 3 million dispositions
were reported. We should not draw
any direct relationship between the
almost 6 million arrests and 3 million
dispositions because there is a
difference in the number of states
answering the question and also a
time-lag problem with arrests and
dispositions occurring in different
years, Nevertheless, it is clear that we
still have a disposition reporting
problem across the country that is
raising serious questions about the
utility and use of criminal records,
especially nonconviction information
for noncriminal justice purposes.,

In SEARCH’s report, 38 states
described the access to this repository
information. The states reported that
25 million inquiries were made
annually by criminal justice agencies.
Of those 25 million inquiries, 87
percent were done by terminal and 13
percent by mail and telephone. These
percentages are important to an
understanding of the impact on the
repositories of the increasing work-
load caused by noncriminal justice

inquiries. Characteristically, these
inquiries are not terminal-based. A
fingerprint card usually needs to be
submitted in response, and that
response is generally by mail or in
some written form. I should qualify
those figures: of the 25 million
inquiries, the states of California,
Texas and New Jersey have very large
and accurate automated systems
accounting for 17 million of the 25
million requests. If those three states
were taken out and we take a look at
the remaining 35 states which
reported, we see a different percent-
age distribution, The remaining 8.8
million inquiries are distributed this
way: 88 percent are criminal justice
inquiries, including terminal and mail,
and almost 12 percent are noncriminal
justice inquiries. The criminal justice
inquiries are still leading by a great
margin, but most of these are reported
from remote terminals,

The repositories — generally
through a search of the name index
and a retrieval of the criminal history
record from the criminal history file
or independent court and corrections
files — have automated their systems
to respond to criminal justice inquir-
ies. Those systems, as I mentioned
earlier, were designed for the use of
criminal justice agencies and appear
to be operating very efficiently for
that purpose. The much smaller



number of noncriminal justice
inquiries — because they are handied
manually and generally must be
supported by a fingerprint card — are
having a disproportionate affect on
the manpower uses in the repositories.
The process that repositories gener-
ally use when a noncriminal justice
inquiry comes in is as follows. A
search is made of the name index to
see if the inquiry can be answered
based on a name search. If they find
an individual who appears to match
the request, they pull the fingerprint
card from the file and do a visual
verification to make sure the finger-
print card under that name index is
the same individual. At that point, if
they have made a match, they will
pull the record and comply with any
inquiry requirement, If there is no
match at that point, it indicates only
that the name inquiry could not lead
to an identification; there may be an
alias in the name file or an alias on
the fingerprint card. Next, a technical
search is generally made of the
fingerprint file, both in the subject
classification file and in the master
file. If a match is found at that point,
then the same visual inspection takes
place and the criminal record is
retrieved. If no match is made at this
point, only now can you prove, based
on a fingerprint identification, that
you do not have a criminal record for
that individual in the file.

Answering noncriminal justice
inquiries is a very time-consuming
process for a relatively small fraction

of inquiries. Nevertheless, it has a
significant impact in this sense: our
experience in the repositories indi-
cates that, on the average, about 60
percent of incoming arrest cards
involve recidivists who can be found
very efficiently in a search of the
name file, However, on noncriminal
justice inquiries across the nation,
matches are made on only five to
eight percent of the fingerprint cards.
If repositories cannot fulfill the
inquiry by a name search, a resource-
consuming technical fingerprint
search is necessary, The resources are
those technicians capable of doing
technical classifications of prints and
finding that match in the file. These
are scarce resources and the answer to
this dilemma is AFIS, which happens
to be very expensive, takes a great
deal of advance planning and careful
work, and needs a lot of political
support to install and operate,

Maryland’s Experience

I will briefly review how non-
criminal justice inquiries have grown
in Maryland. The statute enabling our
state central repository was passed by
the Maryland General Assembly in
1976 and the repository went into full
operation statewide in 1978, Our
enatling statute has a provision that I
do not think is too. common; it
provided the means for both in-state
and out-of-state private employers to
send a petition to the Secretary of
Public Safety and Correctional
Services (who is ultimately respon-
sible for the administration of the
repository) for access to criminal

records. The Secretary reviews the
petition for justification for access to
criminal records for employment
purposes. The Secretary’s criteria are
as follows: jobs that place people in
positions of significant trust in the
community, including the care of
persons, and jobs involving trust with
a particular good, such as money or a
very valuable commodity (it could
even be information). Over the
approximately 10 years that the
statute has been in effect, the inquiry
level remained low for four or five
years and then started to climb
slowly. A variety of things are
happening to cause awareness of that
feature in the statute, resulting in
approximately 200 criminal record
checks a month being done under that
statute. It is conviction data only, but
the employer gets the rap sheet back.
The Security Clearance Information
Act (SCIA) did not have a big impact
on Maryland because we were already
providing the records to those
agencies covered by the Act, While
records are provided by the repository
through the mail, we are supporting
the installation of terminals in several
of the SCIA agencies and we are
going to provide to the SCIA agencies
direct access to our criminal master
name index file and criminal records,
until an AFIS is instalied in Mary-
land. At that time, we intend to put
all agencies, including the SCIA
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agencies, on the AFIS, thus requiring
the submission of a fingerprint card
when answering the inquiry. Our
interest is to ensure that we are
dealing with the correct subject, that
we make a positive identification.
Under the SCIA, our repository
receives 5,000-6,000 inquiries a
month, That is the largest number of
inquiries in Maryland from noncrimi-
nal justice sources, resulting from our
proximity to Washington, D.C. and 2
very large number of military bases in
Maryland. In 1983, a law was passed
requiring volunteer and career fire
fighters to undergo criminal history
checks, We receive 25 to 30 inquiries
a month from that law, In 1986, the
Child Care Worker Act was passed,
mandating agencies that employ pub-
lic or private school teachers, social
workers, foster parents, day care
center workers, school bus drivers,
juvenile services employees, school
nurses, parks and recreation person-
nel, Big Brothers, Big Sisters and a
number of others to run record
checks. It resulted in a big jump in
noncriminal justice access to our
repositories, about 1,500 inquiries a
month, No rap sheets are sent back
under that law; the only response is
whether or not the person has com-
mitted one of a list of serious crimes
that are identified in the statute: mur-
der, rape, child pornography, kidnap-
ping, abduction of a child and certain
specified sex offenses. An important
part of that law is that it requires anal-
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ysis in the repository of the rap sheet;
it is not a matter of merely responding
to the agency with an existing
document; it requires analysis and
development of another document.

In summary, while noncriminal
justice inquiries are comparatively
small in number, our existing criminal
justice sysiems are not designed 1o
deal with them because of their
special nature, Moreover, such
inquiries are having a disproportion-
ate impact, and one that I expect to
continue. In Maryland, we are
expecting a statute to be passed that
will require, for example, all nonpro-
fessional employees of hospitals to
have criminal record checks done.
And there are other statutes being
discussed that are going to require
more checks. We are planning to
install an AFIS as soon as possible to
assist with the processing of a
significantty increasing workload.

Looking into the future, I think
there are problem areas to which we
need to be alerted, First—and1
think this is unanimous among all of
us associated with a record system —
is that we have to improve the
accuracy and completeness of our
records. These records are being used
now in the noncriminal justice arena

for a purpose that has broader social
implications, but without the built-in
doctrine of due process. Therefore,
we need to adopt a strategy to revise
these systems to incorporate improved
quality control and to develop the
formal, rigorous audits needed to
ensure that the record system is going
through cycles of continuous im-
provement. At present, I believe the
only audits that have been done of
these systems have been done by in-
house personnel on a less-than-
rigorous basis, We were fortunate
enough in Maryland to get funds to
conduct a formal, rigorous audit.
SEARCH is involved in the audit,
which is managed by the Criminal
Justice Information Advisory Board.
Our intention is to continue this audit
on an annual basis.

In conclusion, I believe that
criminal history records are at the
point where we must treat them with
the same care and interest that we
characteristically treat our financial
records. I also think that it is impor-
tant for those of us in 2 position to
operate repositories or influence
policy to get this message to our
political leadership and our manage-
ment to ensure that we prevent the
harm that could happen from incom-
plete and poor quality records.
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The Private Employer and

Criminal History Records

Director of Employer Relations for
Corporate Human Resources

Since I am from the business
sector, I realize that I am in the
minority and am talking to people in
the legislativeflaw enforcement areas.
So, I thought it might be helpful to
give some background on the needs of
the business community for arrest
records and personal backgrounds and
discuss what the business community
is experiencing.

Citicorp has 160,000 employees
scattered through every state in the
union and 93 countries overseas. We
have $194 billion in assets, a lot to
protect. Our products range from
branches of Citibank Savings to a
variety of credit cards and business
concerns that most people do not
know about, such as our computer
factories that build our automated
teller machines (ATMs) and our
airplane parts company that sells parts
all over the world. We have a variety
of businesses that require a tremen-
dous degree of employee talent. The
message we are selling to our clients
and customers is: “Trust us if we are
going to manage your money.”
Therefore, we have to hire people
with high integrity. We are also
caught in an environment where there
are many conflicting regulations, laws
and policies. Each state has different
regulations. It is part of my division’s
responsibility to monitor this diverse
environment so that we can operate
effectively and within the law.

Key Laws

The first law that is a key to our
business is under the Federal Deposit
Insurance Corporation Act. Iwould
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like to quote from this regulation
because I think it sets the scene for
the discussion. The Federal Deposit
Insurance Corporation Act, 12 U.S.C.
1829, Conditions Covering Employ-
ment of Personnel states: *“No person
shall serve as a director, officer or
employee of an insured bank who has
been convicted of or is hereafter con-
victed of any criminal offense
involving dishonesty or breach of
trust. For each willful violation of
this prohibition, the bank involved
shall be subject to a penalty of not
more than $100 for each day the
prehibition is violated. The corpora-
tion may not recover that for its use.”
That puts us under the gun of having
to know who we are hiring.

And how do we do know who
we're hiring? We are one of the
privileged organizations that have
access to the FBI. We are able to
submit fingerprint cards for arrest and
conviction records and information
that would heip us in a hiring deci-
sion. We have tried to develop a
hiring policy that allows us to try to
screen applicants at the front door.
Our applications require the applicant
to sign and verify the accuracy of
their statements upon pain of being
fired. Firing in the corporate commu-
nity is, I guess, paramount to capital
punishment in the criminal codes; that
is how we look at it.

We also now require drug tests.
This is something we started in April

1987 across the country. We were not
a leader in this, but we felt that it was
time, We have not had major internal
problems — no more than any other
company — but every new employee
of the corporation in the United States
must take a pre-employment drug test,
whether they are an executive vice
president or a teller. We also are
doing five years of reference checks
so that we have some idea of where
the applicant has been and what they
have done, My personal opinion is
that reference checks do not mean
anything, that very few corporations
or individuals will undertake the
liability of giving you accurate
information. In many cases, you are
asking the individual for references;
naturally, they are not going to refer
you to anybody who is going to give a
negative reference. So reference
checks today are really valueless.

The FBI check is valid and I think the
drug test also does something for us,
There may be a network out there, a
headhunter for example, to help us get
some idea of an individual’s back-
ground. Nevertheless, we do not hire
investigating agencies to do back-
ground checks.

I would like to point out some of
the problems and contradictions that
we run into in trying to do business in
various states across the country. New
York State has a law, the New York
Human Rights Law, that makes it
unlawful to deny employment to an
applicant on the basis of a previous
criminal conviction unless there is a



direct relationship between the
criminal offense and the job or
employment that would involve an
unreasonable risk to property or
safety. So, at the outset we have to
prove that there is a risk to the
corporation, California allows you to
inquire into arrests; however, the
arrest of employees or prospective
employees had to result in conviction.
Applicant screening can not involve
just a random look at an arrest. Our
hands are also tied in California to a
great extent,

Employment Screening

I would like to talk about how we
have tried to manage employment
screening, We ran into some problems
a few years ago. Our corporation has
expanded at a very fast rate, buying
companies across the country and
world. Usually when we buy a
company, we will not go back and do
reference checks on the employees.
As a result, we had one experience
where we had a company that builds
and services ATMs for our branch
business. This company, prior to our
acquisition, had used a major protec-
tion agency to do their background
checks. They did not use the FBI. We
had a defalcation shortage in our
branch system caused by an employee
stealing a key to several of the ATMs
and taking the reserve cash. When we
investigated, we found that the
original investigating agency had only
done a local check of arrest records
and had not done the type of FBI or
agency check that would have given
us the conviction information we

needed. The individual concemed had
previously been convicted of grand
larceny. Yet his job involved replen-
ishing ATMs. His record indicated he
had a certain proclivity that would
have prevented us from hiring him in
the first place.

Recently we went back to one of
our credit card businesses and did an
FBI check on everyone because we
had been running into problems. It
was not an FBI clearance-covered
business, but we felt that it involved a
relationship with funds and a trust
issue. We did the checks and had to
release several people who had
records that had not been identified
during the hiring process.

We are also heavy users of
technology, which is causing all sorts
of opportunities not only for business
but also for people who want to share
our assets illegally. We have run into
situations of computer fraud; there are
situations where people attempt to
beat the different safeguards in the
credit card systems, once again
highlighting our need for integrity.
We are almost at the level of the
military where top-secret clearance is
needed for various jobs.

Those are the kinds of problems
we run into. And since we are
continually buying businesses, we
need to get information that is going
to tell us about employee back-
grounds, How did we do it? We built
a corporate standards manual. We are
a decentralized corporation, letting
each company run its own business

and make its own profits or losses.
To address the security problems
inherent in this structure, we built a
policy framework for businesses to
operate under. One of the standards
was designed to address pre-employ-
ment processing and FBI clearances,
Each business had to establish this
policy and have it reviewed by our
corporgis policy unit, We did this to
ensure that we were all operating
under the right framework. It was
their responsibility to operate from
there on. We do not look over their
shoulders. The local audit teams go in
to ensure that they are operating
correctly. So that is our checks and
balances system.

Another problem we have run
into — and it is something that many
corporations are doing — is the
temporary work force hired through
agencies. The temporary work force is
not hired through regular screening,
5o you can end up with several
thousand temporary employees
working in your processing areas. We
found that some of these people may
also have a proclivity to share the
assets. Upon reference or checking,
when we do a drug test or we convert
them to full-time hiring, we some-
times find they are not eligible, that
they have arrest and conviction
records and many other problems. So
this has become another area requir-
ing regular scrutiny.
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Personnel Records

I would like to discuss Citicorp’s
personnel records. We went to
microfiche about ten years ago. It was
a major project. We included the
information we needed as an em-
ployer and th~ safeguards to protect
the employees’ privacy. We screened
every record we had — and discarded
pictures, wage assignments, incident
reports and personnel appraisals more
than five years old. Whatever was left
was then converted to fiche. The
fiche is computer-generated so that all
of this information has been put into a
computer database that we can
withdraw on a fiche record. If Ineed a
current record, I either access it
through my computer for information
or ask for a fiche card which will give
me immediate information on
performance appraisals, resumes,
applications, confidential agreements
and disciplinary documentation —
information key to any employment
or investigative decision,

At the same time we established
this, we also told every employee that
they could have access to their
records, If they wanted copies of this
personnel record, there are machine
viewers in every one of our human
resource units across the country, and
they can make a copy of their record.
We are an open environment in terms
of giving information to our staff.

Principles of Privacy

At the same time, we are trying
to protect our assets, so it is an
interesting environment. The privacy
issue has become a major factor in the
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way in which we manage our busi-
nesses and the philosophy of the
corporation. We do not want to know
any more about an employee than we
have 10. We are not interested in their
home life, their social life, who their
friends or acquaintances are. We
built a system that limits access to the
data. You need a password to access
the computer system to get informa-
tion on individuals.

1 would like to read you the prin-
ciples of privacy under which we
work. We collect information that is
pertinent only to employment. We
make every effort to maintain the ac-
curacy of the personnel data. We give
the individual the opportunity to
correct that data if there is disputed
information. We disclose the general
uses for that information and require
written consent to release information
to outside parties. We honor any legal
process requiring information and
notify the person whose records are
sought.

We had to make key decisions
about the degree of cooperation with
law enforcement agencies, other
government agencies, credit agencies,
commercial businesses, as well as
other agencies. We found we could
not work with one general policy; we
had to build a framework for each one
of those entjties. For instance, we
provide law enforcement agencies
pursuing a specific investigation with
supervised access to all information
that might have a bearing on the

investigation. If it is a litigation
situation, then we may require
subpoenas. For subpoenas and court
orders — and you would be amazed
how many people are going through
divorces, automobile accidents and
sick claims where private information
obtained by subpoena is important to
the legal process — we will honor
them, but we inform the individual
immediately of the request. If they
wish to inform their personal attorney
and fight the subpoena, they certainly
have the right io do so.

Post-empleyment Situations

1 would like to talk about
situations that happen after employ-
ment. Let’s say a new vice president
or hot-shot credit officer with an
MBA is aboard. A month later, we get
a report that the college they claimed
to have graduated from with an MBA
has no record of thern. And if you
look at the bachelor’s degree, that
college has no record of them either.
This has happened; it is not unnsual,
Our investigation shows that the
person is doing pretty well on the job,
but they do not have the academic
credentials. We allow our line
managers the option of whether they
want to keep someone with a falsified
degree. In the majority of cases, we
are going to terminate that person
even though they have done a
satisfactory job. If we get back an FBI
finding that shows the person was
convicted of a crime of dishonesty or
breach of trust, we confront the



individual and ask for mitigating
circumstances or other information.
We will give them an opportunity to
consult a lawyer and keep them on
paid leave of absence. If they cannot
disprove the information, we termi-
nate their employment, because it
would be a violation of law to keep
them employed.

We also have situations where
long-service employees are arrested.
This is a rather common cccurrence
when you have 100,000 employees
that are a cross-section of society.
Some of the situations I have seen
involve everything from child abuse
to fraud to insider trading violations
and attempted murder. Our approach
in these situations depends on
whether these employees have
customer contact or it is a situation
involving financial exposure. We
decide whether or not we want to
keep these persons working, change
their jobs, suspend them, or take some
other course of action. We had a
sitnation recently where we hired a
former IRS official who came with
good references. The IRS later
prosecuted him for violation of their
regulations and it became a major
criminal action. The individual had
done well for us and had had good
references from the IRS, so we moved
him to a position where he was not
exposed to customers, until he
admitted guilt and received a sus-
pended sentence. We terminated him
because there was a breach of trust
and we were not going to keep that
person employed.

This is a continuing issue with us.
The only way you may know an
individual has been arrested is if they
do not come to work the next day,
They do not come in and tell us they
have been arrested. Many times, the
law enforcement agency contacts us
for part of the investigation, but if
they do not, we have to get the
information ourselves. Our protection
and corporate security departments try
to get information. Nevertheless, there
is no automatic termination for these
employees, We, like any other
prudent investigator or business
person, need critical information to
make an accurate decision,

‘When we get information such as
this or we have a potential fraud
situation, we have an Investigations
Committee, whicihi I chair. Usually the
senior line officer, myself and a
senior officer from the investigation
unit are there. We will review the
situation and decide whether or not
that person’s employment should be
continued. If the person is termi-
nated, it is for loss of confidence. We
are not accusing them of being a thief;

we just do not want them working for
us. That has been our approach since
1977 and it works very well. We have
not had any major legal actions
because of it. We give the individual
every option to present his side of it,
to provide information. And we find
it is a good balance between Dodge
City justice and a witch hunt or just
forgetting about it. So I think we have
found the right balance.

In summary, looking at the
corporate or business side, we have an
obligation to protect our employees,
to protect our assets and our obliga-
tions to our stockholders, so we have
to blend these responsibilities and
make it work.,
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I think everybody will agree that
statistics demonstrate that crime rates
are decreasing in the United States.
That is good news for us, and the FBI
says so, and of course we believe that,
There are other studies, though, that
have reflected that the public’s fear of
crime is actually on the increase in the
United States. Why? Why is there
this difference between perception
and reality? One explanation, that we
think is a viable one, is that these
perceptions are based on incomplete
or inaccurate information about how
our criminal justice system works.
For reporters and for members of the
public, probably the most important
source of information to rebut that
perception of increase in crime are
public records reflecting the day-to-
day activities of the various compo-
nent parts of the criminal justice
system. These include police blotters;
court records that show indictments,
dismissals, convictions and sentences;
and other records that reflect incar-
ceration, parole and pardons. Each
action of law enforcement or judicial
officials creates a record, and an
analysis of these records can show the
effectiveness or the ineffectiveness of
these criminal justice efforts.

While these records have been
traditionally open to the press and to
the public, there has been a trend in
the United States since the 1960s to
minimize access to them. Increased
use of computers to maintain and
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rapidly retrieve information has
fostered concern over misuse of
information reflecting involvement of
the individual citizen with the
criminal justice system and even the
Orwellian image of Big Brother. The
move to protect criminal history
information runs headlong into the
constitutional guarantees of public
access to government information.

First Amendment Right of Access
The Supreme Court has repeat-
edly recognized the First Amendment
right of access to the operations of the
criminal justice system, usually in the
context of access to criminal trials.
Federal and state appellate courts
have interpreted this right to encom-
pass access to other judicial proceed-
ings and to the documents that relate
to them. At the same time, the court
has found that the personal privacy
rights of individuals who have been
involved with the criminal justice
system is minimal, The only restric-
tions on access to criminal trials that
would be traditionally sanctioned, for
instance, are the ones that are nar-
rowly tailored to protect specific
privacy interests with minimal
intrusion on the rights of access. As
we've seen here in Washington
recently, in the case involving
Michael Deaver, there was an attempt
to close the jury voir dire because of

privacy concemns. That attempt was
overturned because the court had not
used the appropriate balancing tests.
Nevertheless, it is an example of the
kind of over-zealousness that often
occurs in this area, although I believe
the courts generally apply a very stiff
standard of openness and presumption
of openness, particularly in the
criminal context. A similar approach
could be used to protect individuals
apainst the misuse of criminal history
information without interfering with
the traditional right of access, and that
is what we advocate at the Reporters
Committee.

The trail of documents about an
individual that begins with an arrest
record and ends with a judicial
disposition of the criminal case,
whether by conviction or sentencing
or nolle prosequi, is long and consists
of only one kind of material — public
records, public documents. The
public and press generally have the
right to examine arrest laws and the
court clerk’s docket book. They have
a right of access to court proceedings
and a right to examine documenis in
pending and completed criminal
cases. Neither the public nor the
media can be deprived of their rights
of access to public documents merely
because the information is being
transferred to a state criminal hi~tory
agency. The U.S. Supreme Co:  as
ruled four times in the past few years
that the First Amendment guarantees
the public and the press the right to
attend criminal trials — that’s



Richmond Newspapers, the Globe
newspaper, the Press-Enterprise cases
— all of which have dealt with the
right of the public to attend criminal
proceedings and have access to
criminal proceedings.

Judicial Proceedings

About half of the U.S. Courts of
Appeal have ruled that this constitu-
tional right of access to a trial extends
to pre-trial and preliminary judicial
proceedings in criminal cases, and
two federal Courts of Appeal have
ruled that it guarantees access to
exhibits and physical evidence in a
judicial criminal case. Recently, two
federal appeals courts have ruled that
the public and media have a First
Amendment right of access to pre-
trial proceedings and documents in
civil cases. And, the courts in many
states have ruled that the First
Amendment and provisions of their
state constitutions require that the
public be admiited to court proceed-
ings in all but the rarest of cases.

Courts have generally applied
two lines of reasoning in coming to
the conclusion that the right of access
to a particular formal judicial pro-
ceeding is based on the Constitution.
One is that the criminal trial has
historically been open, open to the
press and general public. Second, the
right of access to criminal trials plays
a particularly significant role in the
functioning of the judicial process as
a whole. Public scrutiny of the
integrity of proceedings is essential to
maintain the quality and safeguards of

the fact-finding process and benefits
the defendant and society as a whole.
I submit that these principles apply
with equal force to other aspects of
the criminal justice process, from
arrest records to parole decisions. It
is beyend dispute that reporters have
traditionally and historically had
access to arrest logs kept by police
and docket books kept by court
clerks. It seems quite clear that if
public scrutiny enhances and safe-
guards the criminal trial, that same
public scrutiny — not just at one
moment in time, but over time,
because that’s the only way the
quality of justice can really be
assessed — is even more desperately
needed to enhance and safeguard the
quality of justice administered in
police stations and in our prisons.

In the Richmond Newspapers
case, the Supreme Court recognized at
least five structural reasons why the
First Amendment must be interpreted
as guaranteeing a public right of
access: 1) Public access promotes
free discussion of governmental
affairs; 2) It gives the assurance that
the proceedings are conducted fairly
to all concerned; 3) A trial is a public
event and what transpires there is
public property; 4) Public access
checks corrupt practices by exposing
them to public scrutiny; and 5) public
access makes the participants more
conscientious in the performance of
their roles, and protects rather than
hinders the fair trial rights of the
accused.

These structural benefits of
openness apply as well when consid-
ering the public’s right of access to
arrest records and other documents
concerning criminal defendants which
are prepared before, during and after
judicial proceedings. They promote
the discussion of governmental affairs
— for example, the effectiveness of
police in investigating crimes,
arresting suspects and gathering
evidence for use at trial. The success
of penal institutions, parole and
probation systems are of great public
importance and are subject to consid-
erable public debate. Whether it is
true or not, the public appears to
perceive that the crime rate is rising,
that convicts often receive sentences
which are inadequate and that they are
released from prison to coramit more
crimes long before their sentences are
completed. A Gallup poll in 1983
stated that fear of crime continues to
pervade in American society, that 45
percant of all Americans are afraid to
go oui alone at night. Again, access
to these records can help assure the
public that proceedings are, and are
perceived to be, conducted fairly and
equitably for all concerned. The
people have a right to know what is
going on in their courts and criminal
justice agencies, and the arrest, trial

and conviction or acquittal of a

criminal is a public event and never
loses that status as a matter of public
record. Abuse of the criminal justice
system by prosecutors, judges and
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others has been demonstrated by
newspapers in Philadelphia, Chicago
and St. Louis when they examined
volumes of criminal history informa-
tion in the early 1970s for stories doc-
umenting abuses, They could not
have written those stories without the
documentary evidence to support their
findings.

Access also promotes conscien-
tious performance of duty. Scrutiny
by the press of the criminal justice
process will discourage abuse of the
system in the future. Public officials
and others will be aware that their
misdeeds will be exposed publicly. It
will be more likely that criminal
defendants will be treated fairly by
law enforcement, judicial and penal
agencies that do not operate in the
dark,

Following ex-Chief Justice
Burger’s tradition and structural
benefit analyses to arrest records and
post-conviction documents, it would
appear to me that the public interest in
non-judicial criminal history informa-
tion about an individual is as signifi-
cant as the public interest in criminal
judicial records. Therefore, the First
Amendment should gnarantee access
to the former as it does to the latter,

There is no doubt that the states
have a significant interest in protect-
ing individuals who have been
charged with crimes but not con-
victed, who are rehabilitated convicts,
and to protect them from discrimina-
tion by prospective employers,
financial institutions and others, The
criminal history information laws in
many states and the most recent
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version of the model law by the
National Conference of Commission-
ers on Uniform State Laws imposes
mandatory sealing and expungement
for such information. Yet this interest
is no more compelling than the states’
interest in protecting, for example, a
young sexual assault victim who has
been called to testify in a criminal
case, These laws ignore the Supreme
Court’s admonition in the Globe
newspaper case that the public and
media cannot be divested of their First
Amendment rights of access, absent a
compelling need which must be
demonstrated on a case-by-case basis.

Computerized Record Systems

It is well established that net-
works of computerized recordkeeping
systems can jeopardize information
that individuals would prefer to keep
private. Unchecked, a government
agency could gain considerable power
with the use of computers to amass
vast amounts of information about
every individual's life. It is also
without question that individual
citizens typically do not have the
resources to gain direct access to
information stored in these comput-
ers. They often do not know if the
information is accurate, and many of
them are not confident that officials
will use the computerized records
only for lawful purposes. Sad, but
there itis. To the extent that the
debate about criminal history com-
puter recordkeeping systems is
premised on these concerns, these

problems have been, can be, and I
hope will be addressed by existing
and future legislation.

The Law Enforcement Assistance
Administration saw to it that every
state created protections for some
privacy interests, to specify the kinds
of information that could be main-
tained in these computer files and the
purposes for which it could be used.

It required the states to apprise
individuals of all requests for disclo-
sure of criminal history information.
That same approach has been success-
fully adopted on the federal level to
deal with other recordkeeping
systems. For example, the Fair Credit
Reporting Act requires that, upon
demand, a credit rating company must
allow an individual to see his credit
report and to give him or her an
opportunity to correct any misinfor-
mation. Similar provisions, such as
the Buckley Amendment, protect
school records, and more broadly, the
Privacy Act protects all documents
retained by the federal government
which are accessible by an individ-
uval's identifier, These statutes seem
to adequately protect private or inac-
curate personal information from un-
authorized view.

Still, some people argue that
criminal history information is very
different. They say that this informa-
tion itself is private and that exposure



of it stigmatizes the individual in his
personal dealings in the community
and, among other things, undercuts
the rehabilitative purposes of our
criminal justice system. However, an
individual’s involvement with our
criminal justice system as reflected in
his criminal history information is
neither a purely personal nor private
matter. The Supreme Court has
repeatedly recognized that the com-
mission of a crime, prosecutions
resulting from it and judicial proceed-
ings arising from the prosecution are
without question events of legitimate
concern to the public and thus new-
sworthy. Moreover, this information
is public record information and
should not be removed from the pub-
lic domain. In fact, a compelling
argument could be made that sealing
or expunging criminal history infor-
mation could be as detrimental to
some individuals as it might be bene-
ficial to others, and would in any
event be detrimental to the public sup-
port on which the success of the
judicial branch of the government
depends.

Reporters regularly examine
police arrest records and court clerks’
dockets in their search for news.
They report daily on new criminal
charges filed and on convictions, and
their stories are filed in the newspaper
library computer. However, if
charges against a person are dis-
missed a month later or an appellate

court overturns a conviction years
later, a record of the event never
shows up in the police log and it may
not appear on the clerk’s docket. Itis
possible that no story will be done
about the dismissal or reversal, and no
clip enters the library files. Maybe
years later, if the individual comes
into the public eye again because of a
job promotion or an appointment to
public office or a subsequent arrest, a
reporter will look in his library for
background information and find that
a story was written about the earlier
arrest or conviction, but there will be
no record about the subsequent
dismissal on appeal. Under many
existing laws, the reporter would have
no means of determining whether the
library file is complete and accurate.

Neither the central repository nor
the local police department could dis-
close the contents of their files on the
individual, nor could they give the
reporter access to alphabetical indices
which would point the direction to-
ward the complete case file. The
openness of police and court chrono-
logical indices is meaningless unless
the reporter knows that a certain event
occurred within a certain period of
time. Further, if a state law expunges
records after a fixed time period, the
search for the documents might be
completely futile. Assuming that the
information about a prior arrest or
conviction is relevant to the reason
the individual has come into the lime-
light, the reporter would be likely to
include the background data in the
story, While it is accurate as written,
it is incomplete and it could be
harmful.

Use of Criminal History
Information

Not only is it questionable
whether secrecy benefits the individ-
ual, but it is also questionable whether
the passage of time alone can deprive
the public of its right of access.
Courts in about 15 states have
addressed the issue of tort liability for
publication of non-contemporaneous
public record information and only a
very few have allowed a cause of
action to stand. This supports the
position that the information con-
tained in criminal history records is
not entitled to much in the way of
privacy protection. Indeed, when
people speak of the stigmatizing
effect of this information, their
comments are not addressed to the
question of disclosure at all. Rather,
they are really angry about the
subsequent use to which this informa-
tion may be put. They point out that
criminal history information has often
been used to deprive a person of
employment opportunities, or
favorable credit ratings, or profes-
sional livelihood. Statutes can deal
with this problem much more
appropriately in terms of usage rather
than in terms of secrecy.

For example, statutes such as die
Equal Employment Opportunity Act
and the Equal Credit Opportunity Act
prohibit employers and creditors from
denying individuals opportunities
based on certain proscribed factors.
These statutes provide protections for
applicants and impose penalties
against violators. It would be very
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simple to include other factors in
these statutes to cover situations
where employment or credit decisions
are made based on irrelevant or out-
of-date material and where the appli-
cant otherwise shows evidence of
rehabilitation. As Mr. Jeffrey Snyder
of Citicorp mentioned earlier today,
the New York Human Rights Law in
fact reflects this approach, forbidding
any public or private employer from
denying any license or employment to
an individual because of a prior con-
viction unless there is a direct rela-
tionship between the conviction and
the employment sought. In addition,
no person or business may even ask
an applicant for employment, credit or
insurance about an arrest which did
not lead to conviction. This statute
imposes civil remedies for violation.
It is narrowly focused and directly
addresses concerns that have been
articulated about the exposure of
criminal history information. Its
approach is workable, and it does not
restrict the right of public access to
criminal history information.

Nearly two decades ago, Con-
gress and the criminal justice commu-
nity correctly determined that there
was a need to improve the collection
and retrieval of criminal history
information, Under the LEAA, all
states established regulations and
compaterized systems for accom-
plishing this. Acting with little
guidance from Congress or the
LEAA, many states melded into their
collection scheme provisions to shield
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individuals who had been charged
with crimes from the social stigma
associated with being a suspect or a
convict. Many of these state laws
equate secrecy of criminal history
information to such protection,.
However, by sealing and expunging
criminal records, the state laws and
the laws proposed by the National
Conference of Commissioners on
Uniform State Laws deprive the
public and the media of their First
Amendment right of access to
criminal justice information. Auto-
matically, documents that were once
public records are to be placed in
hiding or eradicated.

Need for Safeguards

These laws provide no procedural
safeguards. In most cases, secrecy is
mandatory and expunction comes as a
matter of course with the passage of
time. No heed is paid to the right of
the public to access to documents
created by the government in the
normal course of its affairs. No
consideration is given to the public
interest in fair and efficient operation
of the criminal justice system, No
consideration is given to the criminal
justice system’s well documented
need for public support or to the
public scrutiny and debate, without

which that support cannot exist, Nor
is there any consideration of whether
secrecy is the only or even the best
means of protecting individuals from
discrimination based on their status as
former criminal defendants or
convicts, Yet simple amendments to
existing federal and state laws could
adequately protect the interests which
these Draconian secrecy laws are
designed to protect.

These amendments would
provide procedures by which indi-
viduals can correct erroneous infor-
mation, They would prohibit the
improper use of personal information
to decide whether to hire a person,
and they would provide civil remedies
against those who discriminate based
on a person’s status, Provisions such
as these have already proven effective
in protecting individuals, and existing
laws could be amended to protect
against the misuse of criminal history
information without infringing on the
public’s and the press’ First Amend-
ment right of access to criminal
history information.



Access to Juvenile Justice Records

Quality decisions depend upon
quality information. When it comes
to sharing juvenile records and to
developing effective juvenile justice
strategies, quality information —
current, accurate and comprehensive
— is imperative to the decision-
making process. It is particularly
timely to convene this conference on
confidentiality and information
accessibility, stressing the relationship
between schools and the juvenile
justice system. The safety of our
schools and the levels of crime and
violence they experience is directly
related to our national and state
policies on confidentiality as it relates
to juvenile offender record sharing. A
recent issue of USA Today reported a
new type of executive officer that is
emerging in the corporate structure,
In addition to the chief executive
officer, the chief financial officer and
the chief operating officer, there is
now the chief information officer.
The way this officer makes informa-
tion available to organizational
decision makers, planners and
strategizers is a crucial component of
a well-managed organization.

The debate over the relationship
between confidentiality of juvenile
records, juvenile crime and the right
of students to attend safe schools is
inseparably and integrally interwoven.
The National School Safety Center
believes juvenile records should be
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more accessible to youth-serving
professionals who have a “legitimate
need to know.” Information relative
to criminal prosecutions and school-
related incidents must be shared for
agencies to be effective. Too often, a
habitual juvenile offender is treated as
a first-time violator by the courts,
resu’ting in lighter sentencing, inef-
fective sanctions and inappropriate
treatment relative to the pattern of
misbehavior.

If youth-serving professionals
only knew the full circumstances and
history of offenders, strategies could
more accurately and effectively re-
spond to the juvenile’s needs and to
the safety needs of the school and
community.

School Crime Statistics

The incidence of crime in schools
is well documented in the United
States. The last comprehensive study
of school crime and violence was
completed in 1978 by the National
Institute of Eduction. The Violent
Schools/Safe Schools smdy found that
every month in America there were
more than 280,000 incidents of on-
campus muggings, attacks or assaults
on students. The study also reported
5,000 teachers were attacked or
assaulted on campus each month
across America, 1,000 of whom were
injured seriously enough to require
medical attention.

There has been some discussion
as to whether or not the levels of
school crime and violence reported in

1978 are continuing in the 1980s.

The California Legislature recently
enacted the School Crime Reporting
Act, Assembly Bill 2483. The
statewide results, released only a few
months ago, reported 162,734 acts of
crime and violence within the
California school system alone.
About 70,000 of these were crimes
against property, but about 64,000
were crimes against individuals. The
other 29,000 were categorized as
victimless crimes such as drug abuse
and weapons possession. State au-
thorities who supervised crime report-
ing felt that school crime and violence
was substantially underreported.

Another report, released by the
Los Angeles County Schools Superin-
tendent, reported a 64 percent
increase in assaults from 1984-85 to
the 1985-86 school year. Who were
these assaults against? About 42
percent of the increase in reported
assaults was against staff members,
and a 69 percent increase in assaults
occurred against students, but most
alarmingly, over the past two years,
assaults against peace officers have
increased by 250 percent.

It is clear that Los Angeles and
the state of California are not neces-
sarily reflective models of the entire
country, but they may be indicative of
national trends. California’s crime
data, when extrapolated nationally,
indicates that we are still experiencing
significant crime and violence in and
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around our nation’s schools. Vio-
lence was so bad in Detroit public
schools this year, for instance, that
school officials actually shut down all
23 high schools for two days and
brought parents, administrators, law
enforcement and community leaders
together to discuss ways to stem the
tide of crime and campus violence,

Young people are seriously
injuring one another, and in some
cases killing each other, over inci-
dents we, as adults, would consider
trivial. Last fall at Fairfax High
School in Los Angeles two kids were
arguing over who was going to use a
telephone booth. One student pulled
out a gun and ended the argument by
killing his classmate. This incident
was allegedly gang-related and
involved a dispute over turf as to who
was allowed to use a public telephone
in a particular area of the campus.
Los Angeles has experienced more
than one gang-related death per day
since January.

During the past four years that
the National School Safety Center has
tracked student violence on campus,
we have witmessed an increase in the
seriousness of the crimes committed.
California spends about $50 million a
year on textbooks. In comparison,
about $100 million a year is spent on
school vandalism and related losses
and vandalism prevention. The
National PTA reported in 1986 that
about $600 million a year is spent
nationally on vandalism alone. Why
is this allowed to continue?
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Our nation’s confidentiality laws
contribute to the perpetuation of these
problems by allowing a juvenile
repeat offender to be treated as a first-
time offender by the court system.
The courts, judges and prosecutors
often have difficulty tracking indi-
viduals who get involved in serious
offenses. Lenient treatment afforded
to habitual offenders only encourages
them to continue their pattern of
intimidadon and crime.

Students have a right to attend
schools that are safe, secure and
peaceful, We need to make sure that
our laws — even confidentiality laws
— support safe schools. When one
stops to think about it, there are only
three categories of people required, by
law, to be somewhere against their
will. The first is criminals. They are
protected against cruel and unusual
ptmishment. The second is the
mentally insane, who enjoy the same
protection. The third is schoolchil-
dren. Students, at the very least,
deserve equal protection under the
law. If children are required to be in
school, then they need the same safe
and secure environment.:

The National School Safety
Center receives newsclips daily from
all over the country, A recent
newsclip from Detroit, Michigan,
describes an April 1986 incident
where a 14-year old student, who had
been transferred to Murray Wright

High School because of disciplinary
reasons, shot and killed a star football
player on campus. The fight broke
out in the school cafeteria. During the
fracas he shot another kid in the face
and a third student was hit by a
ricocheting bullet. An anonymous
comment by one of the teachers to
The Detroit Free Press revealed:
“We were ignorant of the fact that he
[the suspect] had problems. We
didn’t know what to look for. It’s like
putting a time bomb in the ¢lassroom
that could go off at any minute, Isn’t
it only right that somebody lets
teachers know what we're up against?
We can’t do what’s in the best interest
of the student if we don’t know where
to begin, We feel like we’re caught in
the middle of a combat zone.”
Another recent incident in
Milwaukee, Wisconsin, involved the
multiple stabbing of a 27-year-old
teacher, three months pregnant with
her first child. The 14-year-old trans-
fer student who committed the crime
had a past record of violence and
disruption at her prior school. How-
ever, school officials, including the
principal and teacher, were unaware
of her pattern of aggressive behavior.
Schools get involved with
confidentiality where crime and
violence meet. ‘When teacher training
is inadequate, student supervision is
incomplete, or where there is a
justifiable reason to provide special-
ized supervision and attention, yet no
one is warned — school officials may
be held liable for damages that result
from violence and disruption caused
by students who misbehave,



Related Confidentiality Issues

“ther areas where confidentiality
is an issue in the school setting
include health clinics, child abuse,
counseling and supervision. Pending
legislation in California would allow
students to get contraceptives or have
abortions without parental knowledge
or consent. Nationwide, there are at
least 100 health clinics located in
schools and another 300 planned
within the next 12 to 18 months. We
will continue to see this issue put
confidentiality against the p.urents’
right to know. Child abuse has been
cited as another critical confidentiality
issue. School officials are mandated
reporters. Their failure to promptly
report confidential matters of child
abuse or neglect may result in serious
liability. A California school admin-
istrator who knew about, but failed to
promptly report, an instance of child
abuse and molestation was sanctioned
and removed from his position. The
teacher/pedophile continued to
victimize students. There is now a
$110 million dollar lawsuit against
the school district for their failure to
act on a timely basis.

What about the counseling issue?
While coming out of the principal’s
office during a recent visit to an
elementary school in downtown Los
Angeles, I saw a number of sixth-~
graders lining up for graduation
practice. The principal pointed to a
young child and said, “See the kid in

the blue shirt? Itook an 11% inch
knife away from that boy just the
other day. And when the police came
to fill out the report, they asked,
‘Well, did you check him for anything
else?”” When the officer conducted
the search, a baggie of marijuana fell
out of his pants. The principal
pointed to another kid and said, “The
kid in the yellow windbreaker is the
gang leader on campus.”

What are the responsibilities of
counselors and school administrators
when they know there are gang
members on campus and when they
know there are plans to harm or hurt
someone, or when a school counselor
becomes aware of a student’s special
problem or need? I asked the
principal about another child in a blue
shirt and suggested the student looked
like a fine young boy. The principal
said, “He iries to do what’s good and
what’s right but his mother encour-
ages him to be very streetwise and use
a lot of bad language. The other day,
the counselor was visiting his home
— by the way he lives in a garage
with his parents — and a beeper went
off. That’s not because his parents
are doctors or lawyers, but most
likely, because they are involved in
drug trafficking.” Another boy,
throwing a ball into his mitt, caught
the principal’s eye. “That boy’s
parents just bought him a car,” he
said. I remarked, “You’re kidding!
He couldn’t be over 13 years old.”
The principal replied, “I know, we
suspect his parents are into drugs as
well.” Finally, he pointed to a boy in

a brown windbreaker. The principal
said, “T have a subpoena to appear in
court tomorrow with that boy’s
records. Idon’t know what for, but I
have to be there in the morning.”

These are not unusual circum-
stances for urban school administra-
tors. They are all too often routine
scenarios. As we address confidenti-
ality issues, we must address what
needs to be disclosed, and what needs
to be kept confidential, to best protect
the child. Appropriate treatment,
counseling and education to respond
to the individuals’ needs also hinge on
this information.

Serious Habitual Offender
Program

The crimes juveniles are commit-
ting have become much more serious,
and the age at which juveniles are
committing these crimes is becoming
younger. It is not uncommon to see 9,
10 and 11-year-olds being arrested for
murder, Dr, Marvin Wolfgang, a
professor at the University of Penn-
sylvania, tracked 9,945 males born'in
1945 until their 18th birthday. He
found that about 7 percent of those
juveniles committed 70 percent of the
crime. He repeated the study again in
1958 and found the same percentages.
However, his new findings reveal
crimes are becoming more serious at
earlier ages.
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With respect to juvenile justice
issues, the Office of Juvenile Justice
and Delinquency Prevention’s Serious
Habitual Offender Comprehensive
Action Program (SHOCAP) deserves
mention. There were five initial pilot
sites around the country, including
Jacksonville, Florida, and Oxnard,
California. Although the definition of
a serious habitual offender (SHO)
may vary, it generally includes a
juvenile who has committed three or
more felonies within the past 12
months, Tim Crowe, director of the
National Crime Prevention Institute in
Louisville, Kentucky, coordinates this
effort with OJIDP, a division of the
U.S. Department of Justice. His
manual discusses cases that relate to
the confidentiality issue.

The first incident involved
members of a Lexington, Kentucky,
jury who were shocked and outraged
to find that a young offender for
whom they had recently recom-
mended a somewhat lenient sentence
had a previous record of serious
conduct. State law prohibited the jury
from knowing the boy’s past record
prior to their setting the sentence.

The young man had been convicted as
an accomplice in the abduction,
sodomy and murder of two high
school boys. He is eligible for parole
in seven years.

Another Kentucky youth was
recently re-tried on the charge of
murdering a 7-year-old girl, He had
been convicted previously and
received the death sentence, His new
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trial, which came as a result of an ap-
peal, resulted in a 20-year sentence,
He is not eligible for parole immedi-
ately. The public and state lawmakers
were so enraged that a year and half
ago, the Kentucky Legislature passed
a bill that allows a jury access to juve-
nile criminal history information. The
bill further requires that violent of-
fenders serve a longer prison sentence
prior to being eligible for parole.
Florida and other states are consider-
ing the passage of similar laws.

A third incident in California in-
volved a teenager with a long record
who had been arrested for assault and
robbery with a firearm. During intake
processing, the juvenile lied about his
age and was put in the adult jail.
When it was discovered that the of-
fender was a minor, the prosecutor
ordered him released. Within 72
hours after his release, the juvenile
had killed someone, Had his past rec-
ord been made available to appropri-
ate authorities, this needless homicide
very well might not have occurred.

The Illinois General Assembly
commissioned a report from the
Criminal Justice Information Author-
ity. The report said: “Restricting the
exchange of juvenile justice data is
often counterproductive because
police, the courts, social service
agencies and others cannot always
obtain the information they need to
distinguish chronic juvenile offenders

from the less serious delinquents.
Without broad access to juvenile
records, it is difficult for these agen-
cies to refer young offenders to appro-
priate treatment programs early on.”

It is not necessary that we open
the juvenile records to everyone, but
rather we must provide youth-serving
agencies with appropriate access.
Successful managing and sharing of
relevant juvenile record data requires
responsible and thoughtful coopera-
tion. A profile of a serious habitnal
offender case developed by Chief
Gary Higgins of the Jacksonville,
Fiorida, Sheriff’s Office exemplifies
how school officials, law enforce-
ment, social services and crime
analysis officers worked collabora-
tively to respond to a child’s needs.

The offender, whose name has
been suppressed in this example, is a
white male, 15 years old, 6-foot-1,
210 pounds, described ag large and
clumsy and with a very violent nature,
His parents were divorced and he
lived with his 51-year-old alcoholic
father who had custody. His father
had a lengthy arrest record dating
back to 1951, mostly for alcohol-
related offenses. The juvenile’s last
arrest involved a physical confronta-
tion where blows were exchanged
with a subject, Official reports
revealed that the subject and his father
fought frequently.



In the Jacksonville SHOCAP
program, the schools, law enforce-
ment and juvenile justice officials
have worked together collaboratively
to share information and to develop
customized strategies for dealing with
each serious habitual offender. When
they started getting better at sharing
the records, they found that they were
able to develop a more comprehen-
sive and effective treatment program
for each individual. In the process,
they discovered that the school had
quite a record on this individual.
They found from the sheriff’s office
that not only had the juvenile been
suspended from school on two
occasions, but also that he had
attacked a teacher with a belt in
February, assaulted a stadent with a
stick in June, and later threatened a
counselor and a school bus driver.
‘When the Human and Rehabilitation
Services came into the picture, they
reported the young man had been
involved in aggravated assaulit and
assault and battery. And then finally,
one other group, the Crime Analysis
Unit, had additional data. When they
combined all their data, the picture
became complete. They were then
able to develop an effective response
strategy to the benefit of the youth.
That is positive record sharing!

Within the next few months, the
National School Safety Center will
release a publication on juvenile
records and confidentiality. The book

will review confidentiality laws in all
50 states and will suggest positive
record-sharing strategies. NSSC
promotes amending the Family Edu-
cational Rights and Privacy Act of
1974 (FERPA) and related state laws
to allow juvenile record sharing on a
“need-to-know” basis so that youth-
serving professionals can more
effectively counsel, treat and work
with disruptive offenders, their
families and the community at large.
We tend to do such a good job hiding
problems, that we often do not know
what the problems are, and we make
it impossibie or uniikely for otheis io
help.

A student’s right to privacy must
be balanced with the responsibility
schools have to protect all students
and staff from harm. In a democratic
society, the rights of all students and
staff to attend safe school campuses
and to live in safe, crime-free commu-
nities must take precedent over a
youthful offender’s desire to keep his
school and criminal records closed to
juvenile justice agencies.

State and local officials with a
legitimate interest in the student’s
education records for the purpose of
an official investigation or disposition
of a case should have access to
juvenile records. This would specifi-
cally include investigations that may
result in the student coming under the
jurisdiction of the juvenile court.

Until this type of record sharing
and cooperation occurs, our juvenile
justice system passively condones
crime and violence by shielding
critical information which could assist
youth-serving professionals to better
manage, counsel and rehabilitate
disruptive youth,
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The Implications of Change



A Social Science Perspective on Open Records

ALAN F. WESTIN

Professor of Public Law and Government

‘When I was asked to speak at this
particular SEARCH conference, I was
told the audience would be the
keepers of the state criminal justice
data systems and that my role was to
share some perspectives about one
particular facet of the open record
debate: the questions of how, why and
with what effect private employers
seek access to criminal history
information.

Let me try to put this into a
historical setting, From about the
1880s until the mid-1960s, we had
what most historians and lawyers
would call, “The era of employer
prerogative in the United States.”
Employment was at-will: the private
employer was free to hire, supervise
and fire without significant legal
intervention. With a few exceptions,
such as the National Labor Relations
Act (setting the terms for labor-
management relations and protecting
employee rights to join a union), em-
ployers were free to do what they
wanted in terms of managing the
employment relationship.

In terms of criminal history
information, this was the era of
manual recordkeeping for the most
part, with a little machine assistance
in the 1950s and the beginning of
automation in the early 1960s.
Employers had pretty much at-will
access to criminal history informa-
tion. Employers either got the
information because the record
systems were completely open to
them under state law or administrative
practice, or because the employers
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were part of the information buddy
system; they were able to call up their
friends in law enforcement or in state
administrative agencies and get
information, Criminal history
information circulated widely to em-
ployers, credit reporting agencies,
investigative services, university
police departments, landlords and to
other organizations and institutions
which felt that knowing about a
criminal history record would be
useful for their purposes.

From the 1960s to the present, we
have entered a period best described
as “The era of socially-mediated
decision making by the employer.”
That is, the public decided there are
important issues such as equality,
privacy and due process that justify a
variety of constraints being placed on
employers. Same of these are legal
and involve, for example, limiting
access to criminal history information
because of equal employment
opportunity, privacy or wrongful
discharge statutes. These were created
partly as a result of changing social
values and employee expectations. If
employers wants to get good people
to apply for a job, stay on the job, and
be good performers, management
must take into account expectations of
equal employment opportunity, fair
treatment and respect for privacy and
due process when it does pre-
employment screening or on-the-job
surveillance. Another important factor

is that employers know that their
practices in screening and monitoring
employees is now of interest to the
mass media. Employers know they
will get adverse publicity if they do
things that the media believe are
shocking and newsworthy, Ventila-
tion of that is part of the new environ-
ment of the socially-mediated
decision making.

Major Shift

This major shift from employer
prerogative to socially-mediated
decision making is 2 major one in
terms of American law and employer
practice, Nevertheless, one has to be
careful to understand its limits. Some
characteristics of employer decision
making in hiring and retaining
emplovees still rest on employer
prerogative, First, we retain the major
distinction in American law between
constitutional limitations controlling
the government employer and the ab-
sence of said constitutional law for
the private employer; only when
specific employee-protection statutes
are enacted governing private
employment is the private employer
limited by law. Second, employers
maintain a very large private police
force to manage, investigate and take
security measures on their private
property. This growing private
security apparatus services the private
employer wholly apart from public
law enforcement. Third, private
employers decide their own internal
due process or justice system for



employees who are dismissed or who
have disciplinary action taken against
them, and the great majority of such
actions still cannot appealed by
employees outside the firm.,

In practice, there is a wide
variation among companies between
those that provide no meaningful
complaint and appeal systems and
others that have elaborate, well-
administered and quite effective
systems. Federal Express, for ex-
ample, has one of the best programs
in the country, the Guaranteed Fair
Treatment Procedure; employees who
feel unfairly treated by administrative
decisions can go before a board of
review with an employee peer group
majority on it. This board then
decides questions such as whether
there has been a breach of company
rules, whether the degree of discipline
is appropriate, or whether termination
is justified. However, there is wide
variation among private employers in
whether appeal systems are provided
for their employees when disciplinary
action is taken. And appeal systems
rarely, if ever, apply to job applicants,
where most employer use of criminal
history information takes place.

Finally — and this is a very
important factor for my discussion —~-
information about workplace crime
and misconduct is very scarce,
Employers regard workplace crime as
a shameful thing. Employers often do
not prosecute crimes; they simply
push the malefactor out of the
organization. They will not tell even
other employers that they have

dismissed somebody for crime, often
very serious crime. If the employee
gives the money back, or if publicity
over the sitnation is seen as hurting
the company, then employers like to
bury the fact of crime. And, they do
not track it very well inside their own
organizations: very few employers
keep systematic data on the eight or
ten major types of crime and wrongful
conduct that occur at the workplace. It
is a rare security department that can
tell top management how much crime
there really is. Unlike some areas of
social research, this is not one in
which there is good recordkeeping,
nor are there large bodies of informa-
tion about what employers do about
it. That has to be understood as we
think about what we know and do not
know in this area.

Empirical Studies

For three years, my colleagues
and I gathered empirical information
on how private employers feel about
criminal history information, how
they are using it, and how this relates
to the open records debate, We drew
on two primary sources. First, we
conducted a three-year field study and
a national survey under a grant from
the Bureau of Justice Statistics, U.S.
Department of Justice. In the field
study, we visited 32 employer organi-
zations in states including Florida,
New York, New Jersey, Illinois,
California and South Carolina. In
those organizations, we interviewed

over 200 line managers and profes-
sionais from human resources,
security and legal departments. We
did additional interviews with about
200 officials in related government
agencies around the country — equal
employment opportunity agencies,
motor vehicle departments, law en-
forcement agencies, and so forth. We
conducted about S0 interviews with
civil liberties, public interest, media,
public defender and ex-offender or-
ganizations. I call these sources our
qualitative database. In addition, we
were involved in putting on national
conferences, at which typically 250 or
350 human resources executives from
major- and medium-sized companies
discussed individual employee rights
issues, including questions about pre-
employment screening and criminal
history records.

The second source of my
comiments is a national privaie-
employer survey that we conducted in
1985 on private employer attitudes
toward workplace crime and miscon-
duct and their crime control strategies
for dealing with it. This report, Em-
ployer Perceptions of Workplace
Crime, has just been issued by BJS. I
will use both our qualitative sources
and our quantitative sources to
present a picture of what is happen-
ing, and to interpret it for you.

Our survey produced slightly
over 200 responses: 52 percent were
from the manufacturing sector; 20
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percent from banking; 17 percent
from insurance; and 11 percent from
retail, resort, health care and other
assorted industries. Because of
employer sensitivities about
workplace crime, their lack of good
information, and perhaps the length of
our questionnaire, and because asking
employers what they could have done
better is a fairly threatening inquiry to
some employers, we achieved only a
12 percent response rate. From a
statistical standpoint, this makes one
cautious about drawing many firm
conclusions. However, since we did
extensive qualitative work, and the
survey paralleled our field interviews,
we feel more comfortable in using the
survey results, although with appro-
priate cautions,

Major Conclusions

Several major conclusions of our
studies about private employer
behavior are relevant and useful for
criminal justice state administrators.
First, there is tremendous diversity
among private employer establish-
ments. We are dealing with 80 million
to 85 million private workers and
several hundred thousand empioyer
establishments. There is enormous
diversity by industry, type of work-
force, type of crime, employee
problem and by management and
organizational culture. There is
siraply no one dominant or majority
model as to private employer beliefs
and behavior in this area.

Second, private employers have
mixed motives in seeking criminal
history records. Potentially, they

50  National Conference Proceedings

could have three objectives: first, they
want to choose good performers,
people who are going to do the job
and, hopefully, help get it done better
than the competition. Second,
employers would like to minimize
workplace crime by getting criminal
history records, predicting who the
criminals are going to be, and
excluding them from the workforce.
Third, employers want to obey the
law and limit their legal liabilities.
This means not getting into legal
trouble in the way in which they
select the employees.

The third aspect of private
employer behavior to note is that the
dominant approach to this issue
among the overwhelming majority of
private employers is basically
pragmatic, rather than doctrinaire or
ideological. This is based on a set of
management attitudes that have
emerged in the past 20 or 30 years. as
a result of sweeping social change and
resulting changes in management
human resources approaches. Most
employers recognize that crime and
misconduct in the workplace cannot
be eliminated. It is endemic because
of our socicty’s materialistic values
and pressures, because of the opporta-
nities available to tempted employees,
and because the draconian measures
that might control workplace crime
are not legally or socially acceptable
in our society. The typical employer
starts by thinking in terms of selecting
good employees and thus averting
crime. Therefore, words like “contain-
ment” and “minimization” reaily
describe most employer attitudes

toward the problem of crime and mis-
conduct in the workplace, as opposed
to final solutions or grand system
approaches. Also, there is a tug of war
inside the private employer world
between the security and auditing
professionals, who are charged with
trying to protect the assets and conirol
crime, and the human resources and
legal people, who are concerned about
employee attitudes, human resources
and legal liability. Top management
often gets conflicting signals from
different sub-units inside the organi-
zation, each one pressing its particular
responsibility and sometimes compet-
ing with each other about the direc-
tion of policy.

What does our study suggest as
some of the specific applications of
these employer views to criminal
history records? First, employers feel
themselves caught in a crossfire
today. There are pressures to control
crime and to reduce money losses in a
time of high competition. A lot of tol-
eration of crime has begun to shrink
in the mid- and late-1980s as a result
of that kind of bottom-line, fight-the-
competition type of pressure the
private employer feels. Second, em-
ployers are competing with labor
force realities. We are entering a
period of 1abor force shortage. In the
next several decades — as all of the
demographic data clearly show — it
is going to be hard to hire lower-level
employees in clerical, para-profes-
sional, and blue-collar and service



industries, the lower third of the
occupational structure. That means
the employer faces the task of
screening and making decisions
about people who come from weaker
educational backgrounds and who are
more likely to have family problems
and records of youth misbehavior,
Employers are aware that trying to
evaluate people’s background and
references in this new labor-shortage
environment will not be easy. Third,
employers feel legal cross-pressures.
On the one hand, employers are
concerned about laws and pressures
over privacy, equal employment
opportunity and similar employee
rights concerns, if they should decide
to use criminal history information,
But there is also possible legal
liability for negligent hiring if a
criminal history is available and is not
used. Courts have said that the failure
to ascertain a criminal history record
can give rise to lability if, for
example, workplace crime involves a
rape or assault, and an employee hired
to serve the public has a criminal
history record of violent assaults or
even rapes.

One of the clearest findings of
our studies, and something that may
surprise you, is that most employers
today do not see criminal history
records as very useful for most of
their hiring decisions. For a small
number of posts involving special
occupations, employers consider a
criminal history record important, and
they get records in such situations

either legally in open records states
or, very often, illegally. We went to
many corporations in which we were
told, off-the-record, that the company
retains an ex-police chief or ex-FBI
officer whose job it is to get unavail-
able criminal history information on a
small number of cases a year.

The larger issue is the volume of
searches of criminal history records
that cannot be done through the
personal information buddy system.
We found that private employers just
do not know what weight to give to a
criminal history record, compared to
other pre-employment screening
opportunities and techniques they
have, such as tests for honesty,
polygraph exams or drug tests, or the
use of background and reference
checks. Employers are just not
convinced that criminal history
records are accurate or complete
enough to rely on, or that they are
really the most important thing in pre-
employment screening. The other
assessment techniques — which
obviously raise many other legal and
policy questions — are seen in many
cases as being more useful to the
private employer than the criminal
history check.

Of course, there are certain kinds
of jobs in which a criminal history
record check is perceived by employ-
ers, society and scholars as probably

very relevant. A sex offender record
or arecord of assault and violence are
reasonably good predictors for those
kinds of behavior on the job, if the
employee is doing work that involves
contacts related to the previous
offense. Therefore, as we all know,
there has been a major trend in the
1980s to open up criminal history
records in areas like this to both
public and private employer access.
Our study also found that
employers, in terms of emphasis, are
shifting away from pre-employment
screening to on-the-job controls as the
main way to deal with crime and
drugs. That is, they are assuming that
it is opportunity and motivation that
often drives people to commit first-
offense crimes. They assume that if
someone has no criminal history
record or scored well on an honesty
test, that somehow that person may, if
given the opportunity and put under
pressure, still engage in workplace
crime. So, there has been a jump in
supervision and access controls on the
job and in undercover operations. A
survey in the mid-1980s found that
only 10 percent of the responding
companies said in 1980 that they were
using undercover agents on the job to
deal with crime, By 1984, that figure
had risen to 53 percent. Therefore, as
employers lower their expectations
for pre-employment screening to get
the right workforce, they begin to
believe that their private police force
and undercover agents may be the
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better mechanism by which to deal
with crime problems.

The bottom line of our research is
that criminal history repositories do
not have the “crown jewels” being
sought after by most employers. Most
employers honestly do not lust after
information in these state central re-
positories . If you create an open
records state, as Florida did, and if
you make it easy, reasonably cheap
and fairly rapid for the employer to
get access to crirainal history records,
then many employers — but not most
— will avail themselves of the oppor-
tunity. However, given the dominant
environment in the United States
today — where it is not easy, fast or
inexpensive to obtain criminal history
information — most employers are
not very concerned about fighting for
access to criminal history records.

Policy Implications

What kind of public policy
implications does this suggest for the
debate and exploration of the open
versus closed records issue? First, it
suggests that we are going to be
balancing the interests of those who
are served by closed records and those
who are served by open records.
Second, it suggests that employer
attitudes and experience are not
decisive, And third, based on the
limited empirical work in the private
sector world, there is no clearly
preferable strategy. That means we
should look carefully in making
federal policy to see what is going on
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in the open records states, such as
Florida, and in effectively closed
states, such as Massachusetts and
Tennessee, to see what differences
record access makes, and what kind
of experiences employers have. If
SEARCH does a study of Florida, for
example, it really has to approach
things in terms of getting behind laws
and regulations, and looking at actual
employer practices, especially
practices taking place at the margins
and out of public sight, Otherwise,
you are not touching reality. That
kind of hard-nosed, get-at-the-facts
kind of research is the only way to
reach the right kind of social judg-
ment on these issues.

One trend is going to continue:
the legislatures will continue to open

up private employer access to selected

occupational checks, as in the sex
offender and violent behavior area.
This means that due process safe-
guards and proper controls should
become part of that legislative effort

and a lot of attention should be paid to

these issues,

The open versus closed record
debate is one of those issues where
we cannot all be right, and there are
strong and competing arguments on
both sides. I wish I could say that
social science or policy research
could be a major aid in this value
conflict, However, I am very

skeptical about that: I do not think the

right kind of research is being funded
today by public or private sources, or
even being proposed; therefore,
society is going 1o have to decide
these issues based on imperfect

information, and balancing competing
values as best we can. That is why I
think that SEARCH is such a useful
organization. It has the kind of
experience, contacts, and access to
decision makers in the state legisla-
tures and Congress that gives it an
opportunity to speak strongly on these
issues and champion model codes and
regulations with a lot of authority to
recommend them. So, I heartily
endorse what you are doing here and
wish you good luck in it.



Open Records and Civil Liberties

JANLORI GOLDMAN

Staff Attorney, Privacy and Technology Project

I appreciate the opportunity to be
here today to talk about the civil
liberties implications of open versus
confidential records.

There are two recent and disturb-
ing developments which may affect
the way that criminal history records
are used in this country. First, the
FBI's Advisory Policy Board (APB)
in June 1987 recommended that the
FBI/National Crime Information
Center (NCIC) system be expanded to
include a tracking and surveillance
system for individuals under investi-
gation for suspected criminal activi-
ties, Additionally, the APB recom-
mended that the NCIC system be
linked to data bases at the Internal
Revenue Service, the Immigration
and Naturalization Service, the Social
Security Administration, the Securi-
ties and Exchange Commission, and
the Bureau of Alcohol, Tobacco and
Firearms. These proposals will be
coming before the APB again in
December 1987, at which point the
FBI will review the final recommen-
dations. The ominous nature of such
an expanded and unprecedented
system is made even more threatening
by the notion of opening up the
system to the non-law enforcement
community, While the criminal
history records system is currently
open only to law enforcement and
other legislatively-authorized users, it
is my belief that there is a definite
push at the state and federal legisla-
tive levels to open the systs. 1 to non-
law enforcement users.

American Civil Liberties Union

Second, the FBI recently pub-
lished proposed regulations to abolish
the one-year rule, which prohibits the
FBI from disseminating naked arrest
records (those without a disposition)
over one year old to noncriminal
justice users. It was only a few years
ago, though, that the FBI told the
Senate Judiciary Committee in a
hearing,

In establishing our policy, we

felt that after a year there was a

certain balance that had to be

struck, and we would just
arbitrarily not disseminate it
without disposition data. We
most certainly welcome any
legislation in this area to clarify,
at least for us, what is a legiti-
mate time to not disseminate
information.
This statement came from David
Nemecek, Chief of the FBI's NCIC
Section to now-retired Senator
Charles Mathias.

Eroding Rights

In every session of Congress,
legislation is introduced which
threatens to erode the privacy and due
process rights of record subjects.
This session, both the House and the
Senate introduced a bill which would
allow the National Association of
State Racing Commissioners
(NASRC) to have access to NCIC
files to perform criminal history
background checks on license
applicants. The bill, in effect, would
require the FBI to disseminate records
to a private, unincorporated trade
association. This legislation is

particularly disturbing in that racing
commiissions in each state already
receive this information through the
state governmental entities. Support-
ers of this bill claim that the centrali-
zation of this process will be more
convenient and less expensive. Under
the bill, the criminal history records
are sent to the NASRC, which does
the background check for a particular
applicant and disseminates it to the
state where the individual is applying
for a license. Currently, each appli-
cant has to go to each state to apply
for a license in that state. The bill
centralizes license applications,
making the process easier and
cheaper. The ACLU has fought for
years against federal legislation which
would grant private access to the
NCIC. So far we have been able ic
win those battles.” We have to battle
that issue every single session. It
would be disastrous if either of these
proposals were adopted.

The way is being paved to
produce changes. Each inroad to
broader access to more information
may seem small, but the cumulative
effect looks terrifying. As a staff
attorney on the ACLU’s Privacy and
Technology Project, I have come to
understand that the issue of whether
criminal history records should be
made available to the non-law
enforcemnent community is not a
simple one. In fact, a law professor
might find this a good issue for a law
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school exam. Students could first
argue that criminal history records
should be made public to all re-
questors because:

1) the public has a right to know the
information generated by the law
enforcement process;

2) anindividual’s criminal history
may be of interest to prospective
employers, insurance companies,
landlords, the media and even next-
door neighbors; and

3) access to criminal history records
is vital to the public’s ability to guard
against police abuse.

The students could then cite
relevant statutes and case law and
note that a public policy trend in this
direction has been charted.

On the other hand, a good student
would argue, criminal history records
should remain confidential and closed
to the non-law enforcement commu-
nity because:

1) individoals maintain a protectable
privacy interest in personal informa-
tion collected and held by the
government;

2) criminal history records are
collected with an eye toward criminal
justice use and use of these

records by those unsophisticated in
their handling runs the risk of
misapplication and misunderstanding;
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3) use of criminal history records by
prospective employers will perpetuate
discrimination against minorities and
the poor who are arrested and
convicted more frequently than
middle-class whites who engage in
the same conduct;

4) nearly 30 percent of the criminal
history records held in the FBI's
centralized repository are inaccurate,
incomplete or outdated, while at the
state level, incomplete disposition re-
porting is about 48 percent;

5) there is a question as to whether
non-law enforcement access to
records actually prevents or inhibits
crime; and

6) individuals have no effective
remedy against a private entity in the
event that disseminated information is
incorrect, incomplete or mishandled,

In assessing the effectiveness of
non-law enforcement access, we
know that there are those who have
committed numerous crimes and have
no record, while others have been
convicted of a crime and are now
rehabilitated. Dr. Schlesinger of BJS
stated yesterday that a small number
of people are responsible for commit-
ting the large number of crimes. In
terms of potential discrimination,
please note that black people are
arrested four times more frequently
than whites. Also, I was pleased
when Professor Alan Westin said it is
possible that employers may not even
want criminal history information,

and that when they do, they are not
exactly sure how to use it. That only
underscores my point as to the
unsophisticated level at which most of
these people use the information.

As for data quality, a 1985
SEARCH report on the data quality of
criminal history records found that the
quality of these records was so
deficient as to compromise the
decision making process, Dirty data
not only leads to false arrests, but
endangers police officers who may
not be warried that someone they have
stopped is dangerous. As for remedies
for people harmed by inaccurate or in-
complete information, there is no
effective legal remedy in this area.

This past summer, however,
Terry Dean Rogan won his case
against the Los Angeles Police
Department, in part because he sued a
governmental entity charged with
upholding the constitutional rights of
citizens. He brought a Section 1983
action, which in some situations is not
a powerful, potent or successful
remedy. But the court in his case held
that the LAPD was liable for violating
his constitutional rights bzcause the
Department kept inaccurate informa-
tion in their record system after they
knew it was inaccurate. Rogan was
wrongfully arrested five times after
somebody had stolen his identifica-
tion and used it after being arrested
for robberies, murders and assaults.
The LAPD was also held liable by the
court because there were identifying
characteristics that distingnished
Rogan from the suspect which should
have been put into the record when
the suspect was first arrested, I



wonder whether or not that decision
will have repercussions at the state
and local law enforcement levels.

Precedents and Legislation

A law scheol student might also
cite judicial precedent or legislation
which supports closed records envi-
ronment. However, the Supreme
Court has refused to recognize a con-
stitutional right to privacy in criminal
history records or, for that matter, any
records held by a third party. And no
piece of comprehensive legislation
exists which sets standards for and re-
stricts the dissemination of criminal
history records. The body of case law
and statutes is stacked against the
record subject. As an ACLU represen-
tative, though, I have the luxury —
some may even say the privilege — to
revisit the first principles on which
this country was founded. The con-
stitutional right to privacy involves
more than just the right to be let
alone; in certain instances, it also in-
volves the right to control areas of
one’s life, The privacy right is
intimately tied then to our right to due
process and equal protection under
the law. Ibelieve that Paul v. Davis
was wrongly decided, T also believe
that 28 U.S.C. 534 restricts the FBI
from disseminating to anyone outside
the criminal justice community.
Some protective case law does exist
in this area. In a well-known case, the
Ninth Circuit prohibited the automatic
rejection of a prospective employee
based solely on his arrest record. The
court in that case held that arrest
records are not relevant to an appli-

cant’s suitability or qualification for
employment. The D.C. Circuit Court
of Appeals, ironically, in light of the
Reporters Committee case, recognized
the undoubted social stigma involved
in an arrest record, noting that arrest
records could cause an applicant to be
denied employment.

Howeyver, this is not a law school
exam where these kind of issues can
be theoretically played out and
confined to an eight-page blue-book.
The Reporters Committee for Free-
dom of the Press v. the U. S. Depart-
ment of Justice case, if the Committee
prevails, will settle the issue of open
versus confidential records. The court
in that case — while some may argue
has fairly interpreted FOIA — took
no pains to distinguish between rap
sheet information and complete,
accurate disposition data. Further, the
court misunderstood the availability
of rap sheet information at the local
and state levels.

SEARCH’s 1981 report Privacy
and the Private Employer noted that,
“Both statutory and case law appear
to be moving in the direction of
permitting, if not requiring, broader
access to criminal history records.”
The report also stated that,

There was also some evidence,

although it is by no means

definitive, that private employers

seldom distinguish between arrest
and conviction records. Employ-

ers do not want to absorb the

expense of investigating circum-

stances surrounding an arrest and

thus they treat arrests as they
would treat convictions.

Mr. Jeffery Snyder from Citicorp,
however, said that he would prefer
not to receive naked arrest records
during pre-employment screening
because they would taint his mind.
Nevertheless, it is my guess that if he
had access to that information, he
would take it. The question is not
whether we are curious; it is whether
this is a legitimate way of fulfilling
the needs of the business community.

Nearly one-third of the total
workforce has a criminal history
record. One-half of those people have
not been arrested in the past decade,
and over half of all arrests do not end
in conviction, There is no doubt that
employers want to know a prospec-
tive employee’s criminal history and
that those records will cartainly be a
factor in whether or not t hire the job
applicant. Regardless of the nature or
condition of the data, any criminal
history operates as a stigma against
the record subject, Sometimes, itisa
stigma rightly deserved; there are
certain situations in which specific
kinds of information are very relevant
to an employer, such as child care
providers receiving conviction
records of child molesters.,
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Predicting Behavior

We cannot say that employers
make good use of criminal history
records and that the information may
be used in predicting an employee’s
on-the-job behavior. Certainly the in-
formation is interesting to us and may
satisfy our curiosity, but in the bal-
ance, these are not legitimate ways of
assessing people’s character for job
performance. In the worst-case sce-
nario, all an employer may know, for
example, is that a job applicant had a
run-in with a police officer seven
years ago for which there is no dis-
position data. How can that informa-
tion be useful to the employer without
substantially harming the individual?

Currently, the FBI reports that
requests for access to criminal history
record information from noncriminal
justice agencies exceeds requests
from the law enforcement commu-
nity. How has this happened, and
why? Is the need for the information
by employers and licensing boards
perceived or real? And what, if
anything, can be done to shape public
policy and close the door on the
indiscriminate dissemination of
criminal records? At this time, the
only non-law enforcement entities
that receive access to criminal history
records are those authorized to do so
by state and federal statute. In those
instances, the requestor has had o
demonstrate a legitimate need for
access to the records. Imagine what
would happen to the FBI system if we
moved into an open record society in
which anyone could get any record —
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the world as envisioned in the
Reporters Committee decision. The
requests to the FBI would overwhelm
its already-overworked system and
would most likely inhibit the effective
functioning of its primary purpose —
to provide law enforcement quick ac-
cess to good law enforcement records.
I came here yesterday expecting
to hear from SEARCH that the trend
is toward an open record society. I
expected to hear that any attempt to
restrict access and dissemination of
records to the non-law enforcement
community would be a futile battle,
Instead, T have heard Gary McAlvey
and Tom Wilson of SEARCH and
Paul Leuba of the State of Maryland
talk about their concerns about
providing criminal history records to
all requestors. And I listened yester-
day to Jane Kirtley from the Reporters
Committee come under heavy fire for
her view that all criminal history
records should always be made
available to the public. T am encour-
aged by what [ have heard here in the
last couple of days. I understand that
SEARCH has a tremendous responsi-
bility to guide policy in this area, to
set model policy. The issues are
complex and competing, I urge all of
you to step away for just a moment
from responding to the public’s recent
lust for information created partly by
technological advances and the
growing attitude that *“The more
information I have on you, the better.”
A concerted effort must be made
on the state and federal levels to craft
comprehensive criminal history
record legislation, Legislation is

crucial to limit the scope of NCIC, to
retain the one-year rule to prevent
dissemination of naked arrests to the
non-law enforcement community, and
to allocate money to improve the
quality and condition of criminal
history records. Such legislation is
pending now. Standards must be
developed as to who gets what
information, for how long and for
what purpose.

1 tatked to Paul Leuba about the
situation in Maryland in which the
state Legislature decided that if a non-
law enforcement or private entity
wants to receive criminal history
record information, they must demon-
strate a particular need for that
information on a case-by-case basis.
They must then petition the Secretary
of State for that information, and the
Secretary of State must then make a
determination as to whether or not the
release of these records will serve the
purpose of the private entity. Itisa
very interesting and fairly unusuat
solution, It is one which shows that
the Legislature has thought about
these issues, is going to be careful
about these issues, and is willing to
put in the time and energy to achieve
fairly thoughtful results. Many of
these questions have yet to fully play
themselves out in the states and at the
federal level, but I think that this
conference does mark a beginning in
the dialogue. We must restate, as we
have for years, that the public’s
interest in maintaining fairness, trust
and individual privacy far outweighs
any interests which may be served by
an open records society. I appreciate
the opportunity to be able to share in
that dialogue.



Open Records: a Public Policy Perspective

STEPHEN GOLDSMITH

Prosecuting Attorney, Marion County, Indiana

‘What we are here to talk about
today in terms of public policy and
open versus confidential records is the
idea that all of us in this room are
quite satisfied that we are capable of
understanding and appropriately,
rationally and constitutionally using
criminal histories — but that every-
one else is dangerous if they have
access to this information. Itis the
same kind of discussion we have
about juvenile records in the school
setting:  The welfare agencies have
their child abuse records, the prosecu-
tors and police have their delinquency
records, and the schools have their
discipline records. Everyone is sure
that if he shares his records with
someone else, the record subject will
be harmed. However, if he has all of
the information, he can make more
informed decisions. Therefore, what
we are talking about today basically
is whether the presence of informa-
tion — the widespread use of knowl-
edge — is detrimental to the way we
do our jobs. And as such, we will
define these records in terms of
whether we think more information
will help us make good decisions or if
more information will cause us to
make bad decisions, I am on the side
of knowledge, and of open records.

An Open Record System

I would submit to you that we
have an open record system now.
There is no private, closed, confiden-
tial criminal history record. It is
closed only to those people who do

not know how to work the system.
Let’s examine the issue: First, any
good investigative or police reporter
can get any criminal history he wants,
1 doubt if there’s anyone in the audi-
ence today that works in the criminal
justice system who doubts that the
police reporter can get a criminal
history of someone he is investigating
or who has been arrested. We know
that the press can get the criminal
history of anyone of public stature.
We know that any police officer and
any prosecutor can get the criminal
history. We also know that all former
police officers can get the criminal
history, and half of them work for
corporations. They simply call their
friends. We know that any good
defense lawyer can get the criminal
history by calling the police officer
that he works with because they have
developed a relationship. We know
that the civil lawyers and corporations
who know defense lawyers can get
the criminal history of a person
involved in a tort suit. Therefore, we
really have an open records system,
The only people who cannot get the
records are the lower-level clerks,
prosecutors and police officers that
have not been given security clear-
ances. They have to obey the rules
because they work for one of us.

If you go through the privacy
issues, then the situation becomes
even more confusing, First, who is
damaged by open criminal history

information? It is the public official
or person who is prominent in the
community; a public indecency arrest
of two years ago will damage his
ability to do his job: As a public
official, everyone knows about that
arrest anyway. Second, who is really
protected by privacy? Certainly not
Judge Bork and other people of
interest to the press. Every commu-
nity that has an investigative reporter,
or the public for that matter, can have
a look at the police blotter. We are
left, then, with a situation where
people who are not prominent, about
whom no one is investigating, who
have not been convicted, and who are
not applying for a job have their
records secured. Now, is this a
privacy issue worth all the trouble that
the rest of us have to go through to
use the data? I submit to you that is is
not.

A Premium on Accuracy

Let’s now look at the reasons
why criminal history records should
be public. First, let me suggest to you
that the records should to be open
because they are inaccurate, Let's
turn the accuracy issue on its head for
a moment. We all know the records
are inaccurate, but we have this idea
that only police officers, prosecutors

National Conference Proceedings 57



and FBI agents can use them intelli-
gently. Therefore, there is no
compelling reason to clean up
inaccurate records. As such, I am not
particularly disturbed by the Terry
Dean Rogan example, simply because
there can be no premium on accuracy
in those records until they have a
wider, more public use. If we have
widespread use of those records, there
is going to be a premium on making
them accurate. Let me illustrate the
point: Tomorrow in Indianapolis, I
will have to be involved in a fight
about a million dollar ordinance to
computerize our criminal histories
into an integrated data base that we
are building. Of the million dollars,
$300,000 is needed for temporary
help to enter the records into the
computer. The rest of the money is
needed because the records are
inaccurate — before we put them into
the computer we want to make them
accurate. That is an interesting issue:
it is all right if they’re inaccurate on
paper because nobody can see them
except those of us who carry them
around; but we want to make sure
they are accurate if they go into the
computer system,

The more we use these records,
the more available they are, the more
necessary it is that they be accurate.
More people will be relying on the
data. As criminal history records
become public, the responsibility of
law enforcement to make those
records accurate will increase,
Moreover, the money that local, state
and national government will invest
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in accurate information will increase
as the use of the information in-
creases. [ think making records
public places a premium on them.
Many people are worried that the
person who reads his criminal history
is unsophisticated and cannot under-
stand it. What we are really saying is
that we have valuable information,
but we do not trust you to use it cor-
rectly, so we are going to keep it
confidential. I suggest that there are
many more decisions that are harm-
fully made from lack of information
than from having information, More-
over, it should not be up to us to de-
cide what information is out there in
the workplace, or in criminal justice,
or for free press decisions. I believe it
is up to the public to decide, assuming
we come up with some rudimentary
level of clarity and have accuracy.

Law Enforcement Use of Records
The second reason for making
criminal history records public is that
the privacy of the records reduces the
ability of law enforcement to use
these records. For example, in
Phoenix last week at the National
Institute of Justice’s State-of-the-Art
for the Judiciary, I stated my position
that juvenile records should be used in
adult proceedings as part of the
sentencing process. ‘A judge in
attendance said, “Well sure that
makes sense, but by law we judges
are not allowed to see the juvenile
histories, even for adults.” One of the

prices that we pay, then, for having
closed records is that the people who
pay most attention to confidentiality
are the public officials in the system
who most need the information. If we
opened up the records, we would also
open up the use of the records. We
would be able to transfer juvenile
records for adults; we would be able
to transfer records to other people in
the systetn; and officials would make
more intelligent decisions. Again,
closed systems means that we are
going to protect other people from
knowledge, and somehow assume that
they will make better decisions if they
know less about individuals.,

Private Employers’ Use of Records
A third reason, to open records is
to put more responsibility on the part
of a private employer to look at those
records. More corporations may be
exposed to negligent employment
decisions. The gquestion of employ-
ment enters us into yet another
problematic discussion, If you work
in a day care center, child molestation
is so important that the employer must
have a right to criminal histories.
You just cannot debate that. How-
ever, if you work in a school, hiring
drunk drivers as bus drivers may not
be important enough to warrant
looking at a criminal history record.



As a consequence, we will allow
some number of bus crashes we could
have prevented if the employer had
access to the drivers’ records.

How about auto thieves in
garages? The point is, where do we
say that the amount of crime that we
are going to tolerate is a price we are
willing to pay for the incremental
benefit of privacy. When we say, it is
important to open records for child
molestation, but it is not for this or
this or this, we tolerate more rapes by
people who move furniture, more auto
crashes for bus drivers, for example.
All fleet employers and commercial
carriers should not have just the
driving record of their prospective
drivers, but their drug and alcohol
convictions as well, before placing
people on the road.

We should make the records
open, make sure that the private
employer knows he has a responsibil-
ity to check, and charge him for the
service, The need of the private
employer for criminal history
information is a way to produce
income, furnish information, and
improve data quality, information
systems, and the decision making of
many people.

Fourth, public records will
encourage sharing of the information,
The more open the records are, the
more we will share the information,
the more intelligent the decisions will
be for the public policy people as well
as the private employers. It is not
unimportant, frankly, that I am asked
to keep secret that I prosecute people
because somehow that knowledge

would taint them. It does taint them!
Yet they are guilty of the crime for
which I prosecuted them. If we open
the records, we demonstrate to the
world the importance of the criminal
justice system, and tell the world that
when somebody is convicted, that it is
an event worth considering. Opening
records gives added importance of the
criminal justice system generally,
rather than suggesting that we are
involved in this dirty little business
where we keep records secure so we
will not hurt the people we prosecute
and convict.

Juvenile Records

In addressing the issue of open
versus confidential records, discus-
sions in this country have done a
disservice in talking about juvenile
records and adult records. What we
should be talking about are records of
people who are now adults and
records of people who are now kids.
There is no substantial gain from
talking about juvenile records and
precluding the access to the juvenile
records of people arrested as adults,
We make more intelligent decisions
from better understanding criminal
histories when we focus on the juve-
niles when they begin committing
their crime, and know how many
crimes, and the interim between
crimes, Privacy puts a barrier be-
tween adults and juveniles — not for
people who are now juveniles, but for
those who are now adults. The cost is

that we cleanse out the information
that is most important to people trying
to make prediction decisions.

If you add together all of the
reasons to open records, I would
submit that you will conclude that if
you have proper funding to do these
services, then an open records system
is the best thing to do. There remain
two issues to confront. We would not
want to have an open criminal history
records system imposed upon the FBI
that would force states, such as
California or New York, out of the
Interstate Identification Index (III) or
the NCIC system. The whole issue
of open records becomes much more
important as III and other electronic
data bases begin to take hold. The
second issue is what to do with arrest
information that has not led to a con-
viction. Even I would acknowledge
that that is a more difficult situation,
one that should have a different
standard than for a conviction.

In conclusion, I think there are
very powerful reasons why we should
take advantage of the Reporters
Committee for Freedom of the Press
v. U. S. Department of Justice. We
can turn it on its head and use it as a
vehicle to improve the quality of the
criminal history records that we are in
the business of using and furnishing.
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Implication of Open Criminal History Records

GEORGE B. TRUBOW

Director, Center for Information Law

The conference sponsors have
asked me to speak about the implica-
tions of dropping the presumption of
confidentiality regarding criminal
history record information (CHRI).
The announcement for this national
meeting says that “strong pressures to
open criminal history records have
been created by . . . the expanding use
of criminal history information for
noncriminal justice purposes.” At the
outset, I take issue with that premise
of expanding use because I believe it
begs the question. Bob Belair,
SEARCH General Counsel, made it
clear in his presentation — the CHRI
system is closed, though there are
incursions. N.. loubt there is an
increased public desire to have CHRI
for noncriminal justice purposes, but
the propriety of such access is the
subject of this meeting, Just because
tliere are criminals, we don’t repeal
the criminal laws. We have not come
here for a requiem; the policy stands
and a decision to change has yet to be
made. So, let me state what I think
would be the implications of a change
to an open CHRI policy. Though I
have been asked to focus on the
significance a change would have on
record subjects, my predictions range
more broadly. I venture only three
general concerns; though they are
few, they are extremely worrisome,
and here they are:
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1. If SEARCH retreats from its
current policy, the Group will have
surrendered, or have been stampeded
from, its role as the leading expositor
of a rational, national criminal history
records management policy.

2. If the criminal justice community
were to abandon its presumption
regarding the confidentiality of CHRI,
1 believe it would signal an irrevers-
ible trend toward an open market in
all personal information held by any
recordkeeper, public or private,

3. A policy of openness in personal
information, coupled with the
technology of the 21st century, will
propel society down a slippery slope
toward the destruction of human
dignity. George Orwell’s visions of
1984 will not have been wrong — just
a bit premature,

Now, some in the andience may
regard my alarming predictions as
extreme, or at least exaggerated.
Before I am dismissed as incredible,
however, let me state my case. First,
as to the abdication by SEARCH of
its leadership position in framing
national CHRI management policy.

SEARCH’s Historical Role

Regarding SEARCH Group
history, I consider myself somewhat
of an authority, having been part of
the creation. Almost 20 years ago, as
the director of the Maryland
Governor’s Commission on Criminal
Justice, I attended a special meeting at
LEAA in Pete Velde's office. There
were four or five others there, and we
were pursuing some cockamamie idea
of developing an interstate criminal
history data base. That feisty little
band of visionaries established Project
SEARCH, and, incidentally, they also
launched an experiment in federal-
state cooperation that stands as a
magnificent model of success in
intergovernmental relations. Steve
Schlesinger, Director of BJS, paid
honest and appropriate tribute to
SEARCH in his remarks yesterday.

The purpose of the project was to
provide information for the criminal
justice system. Early program
development efforts during the LEA.A
era had demonstrated that there was
grossly insufficient information,
either in quantity or quality, upon
which to fashion strategies for the
control of the crime, ' Further, the
increasing mobility of criminals made
it advisable for the states to maintain
and share adequate offender informa-
tion.



As CHRI systems grew in sophis-
tication and availability, the security
and privacy of the information
became a key concern for LEAA and
the states. In 1975, after several years
of work, the SEARCH consortium
promulgated Technical Report No.
13: Standards for the Security and
Privacy of Criminal Justice Informa-
tion, which I consider to be the most
comprehensive and detailed guide-
lines for CHRI security and privacy
that have ever been drafted in this
country. Congress was sensitive to
the privacy problem as well, and in
the Crime Control Act of 1973,
ordered LEAA to develop privacy and
security regulations for automated
CHRI systems. From the outset,
CHRI was recognized as being
compiled by law enforcement, for law
enforcement, and not for the curiosity
of the general public. The confidenti-
ality of CHRI was presumed and
defined in Technical Report No. 13,
This was one of the earliest national
efforts regarding the general issue of
informational privacy. SEARCH’s
leadership regarding CHRI, therefore,
came at a time when informational
privacy was a developing concept,
and the consortium took a bold and
firm position.

Privacy interests grew, drivén in
large part by the Watergate scandal,
and in 1974 we witnessed the

establishment of a White House
Committee on the Right to Privacy,
passage of the Federal Privacy Act
and the Educational Right to Privacy
Act, as well as the appointment of the
Federal Privacy Protection Study
Commission. In 1976, LEAA
promulgated privacy regulations.
Though I do not agree with Bob
Belair that the regulations were
regarded with scorn, they were less
restrictive than those of SEARCH’s
Technical Report No. 13! And,asa
series of national surveys have shown,
the LEAA guidelines set a standard
for the nation,

So, in areas of criminal justice
information, SEARCH was the
unchallenged expert and respected
leader. Gary McAlvey, in his cpening
remarks, emphasized that responsible
leadership is a SEARCH imperative.
Now, therefore, it would seem espe-
cially surprising for SEARCH to re-
treat from the front and fall in behind
what it perceives others may want,
But, I am not ready to give up the
ghost of that proud, powerful and
responsible criminal justice consor-
tium of the recent past, and I do not
believe that SEARCH members are
ready to do that, either. Their un-
easiness in this matter is clear to me.

For instance, I note with pleasure
that though it probes the question of
open records, SEARCH instantly took
up the gauntlet and joined an attack
on that dreadful Reporters Committee
decision, I also observe that SEARCH
refused to endorse the Uniform

Criminal History Records Act drafted
by the Uniform State Laws Commis-
sion, in significant part because the
draft was criticized for not providing
adequate privacy protection in some
respects. Further, I have heard
SEARCH members raise serious
doubts at this meeting as 1o the
wisdom of a policy change. No, I do
not believe that SEARCH is ready to
surrender the ramparts, so, I exhort
my ambivalent colleagues, stick to
your guns!

Criminal history records were
created by the criminal justice system
for that system, and just because the
records are there does not mean they
must be publicly available. Though
Jane Kirtley of the Reporters Com-
mittee for Freedom of the Press
implied some constitutional require-
ments for openness, when questioned
she had to admit that there are no
specific mandates. Her argument that
once records are available as original
entries there is no sense in closing
them later because they are available
in newspaper morgues is irrelevant.
If so, why does she want the policy
changed? And even if the records can
be found, the SEARCH position
makes social policy clear, Don’t give
candy to the baby merely because he
cries for it. And don’t give in just
because someone demands that you
do. If SEARCH were to do so, it will
have passed the leadership wand to
the press, or to some nameless public.
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Before 1 leave the matter of
SEARCH's role, I want to comment
on data quality and its relevance to
the general question of open 1ecords.
It has been asserted that during the
last 15 years or so the quality of
CHRI has improved both as to the
accuracy of the data and its complete-
ness in terms of disposition reporting
by criminal justice agencies.
SEARCH members appreciate the
abysmal quality of CHRI that has
plagued us in the past. It is true that
one of the reasons initially for
protecting the confidentiality of that
information was because it was so bad
that immeasurable harm could befall a
data subject through the release of
inaccurate data. But, how much have
our data systems in fact improved?

A 1982 report by the Office of
Technology Assessment, U.S.
Congress, reviewed recent studies of
NCIC data quality that indicated
inaccuracies in significant quantities
of the information. Paul Leuba and
the SEARCH background paper admit
to continued frailties in data quality.
One researcher in 1986 asserted there
are serious inaccuracies in 54 percent
of NCIC data. Probably SEARCH
members themselves have the best
insights regarding the quality of data
in their systems, and I ask you all to
search your conscience before you
allow public searches of criminal
records.. To the extent that bad data
quality is a reason for confidentiality,
in spite of recent improvements in
CHRI, I suggest that poor data quality
is just as good as a reason for insisting
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on confidentiality today as it has been
in the past.

But there is another more
important point I want to make,
however, and that is this: Data
quality is irrelevant to the question of
informational privacy. If it could be
demonstrated that CHRI was abso-
lutely accurate, I would be all the
more ingistent on its confidentiality.
If wrong information about someone
is released, then data quality regula-
tions or the law of defamation may
play a part and a remedy could be
available to the data subject. Butif
truthful information is released, the
only right a data subject will have is
one of privacy arising from the
confidentiality of the data.

It is frequently said that the truth
can cause far more indignation and
embarrassment than falsity, and that
precisely is the point of privacy. This
right protects the confidentiality of
truthful, personal information in order
to respect the dignity of the individ-
ual. So, regarding privacy, data
quality is a red herring, though in
terms of dissemination, poor data
quality is a good reason to restrict
access to such information, We have
heard nothing at this conference or
during the previous 15 years to justify
SEARCH in surrendering its policy. If
it’s not broke, don’t fix it. Isuggest
that the effectiveness of past policy
speaks for itself.

Presumption of Confidentiality

Next, I predicted that if the
criminal justice system reverses its
policy that it will be the bellwether of
a march to open all personal records
held by government, and by the
private sector. Why?

In the first place, to give way on
CHRI privacy will invite attacks on
the confidentiality of other kinds of
criminal justice information, and
specifically I refer to investigative
and intelligence information. We
have learned that feeding red meat to
hungry dogs creates an appetite —
they always want more and more,
Though it is said that the “public”
wants CHRI access, I suspect that it is
the press and prospective employers
who are most insistent upon invading
privacy by rummaging around in
criminal history records. A demon-
strated “need to nose” can be satisfied
by releasing less than all CHRI
anyway. There now are recognized
ways to gain specifically justified
access to CHRI without abandoning
the entire presumption of confidenti-
ality. It was said on behalf of
Citicorp, for example, that specific
legislation allowed it limited access
for special purposes, and Citicorp
does not think that access to more is
really necessary. 'We have heard of
“NCIC 2000” wherein the criminal
justice system would store even more



kinds of personal information, and if
it is there, others will demand the
“need to nose.” The assault on law
enforcement information will not be
stemmed by sacrificing CHRI
confidentiality. That gambit could
lose the whole game.

I also think that keepers of other
kinds of records will be influenced by
amove to open CHRI. Criminal
history information has generally
been respected as especially sensitive
and complex. The Freedom of
Information Act, for instance,
designated criminal justice informa-
tion as one of the few specific exemp-
tions from mandatory disclosure
under the Act, though either the
Supreme Court or Congress will have
to correct the outrage of the Reporters
Committee case respecting FOIA
interpretation. Similarly, the Privacy
Act of 1974 has a special provision
for CHRI because, as was stated in
the House Committee report, “crimi-
nal justice records are so different in
use from other kinds of records that
their disclosure should be governed
by separate legislation.” Paul Leuba
said that criminal justice information
should be given the same respect as
financial information. But criminal
justice information has had more
protection, and earlier, than financial
information, which became partially
protected by the Federal Financial
Privacy Act of 1978.

If law enforcement forfeits the
special status and protections that
have been accorded CHRI — and
that’s certainly the easiest path to
follow — then I believe that other
agencies with less sensitive informa-
tion will take the cue and save
themselves time and trouble. Of
course, recordkeepers would like to
be free of liability or constraints re-
garding the disclosure of personal in-
formation, though certainly that is not
in the interest of society or the indi-
vidual record subject. It seems
bitterly ironic that in this year of
celebrating the bicentennial of the
Constitution anyone should consider
sabotaging the presumption of
innocence by changing the rules of
access to CHRI. Foreign data
protection laws are far more con-
cerned with perscnal privacy than we
are, though notions of privacy
originally were distinctly American,

Are we so mean-spirited as to
lack the compassion and charity
necessary to endorse the lofty notions
of forgiveness or rehabilitation? Will
we provide further evidence of
“man’s inhumanity to man” by
abandoning the constraints we now
recognize with respect even to certain
conviction information? I would be

ashamed of the criminal justice
community were it to be the model
for such disregard of human worth.

1 don’t believe there is a general
trend to open all records as yet —
though there is an increasing demand.
But I do think that the criminal justice
community could estabiish such a
trend. Therefore, I urge SEARCH
members to consider their roles not
only as responsible government
administrators, but as exemplars of
good information practices generally.
Don’t spook the pack into a charge in
the wrong direction.

The Affect of Technology

Finaily, I made the frightful
prediction that if a trend begins
toward open records, the result will be
a 21st century notion of the “incred-
ible shrinking man.” Personal
integrity and human dignity will have
been quantified, coded and removed
from the control of the individual,
who will be less than a shadow of his
former self, Is the slope that slippery
and the slide that long? Let’s
consider it.

There is no need for me to lecture
this group about the nearly unbeliev-
able advances being made in informa-
tion and communication technology.
Most of you are very conversant in
the subject, and many are “info
techies” who delight in dabbling with
digital development. As for me, I
know that contemporary computers
can process data at rates of more than
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two hundred million functions a
second and can transmit information
worldwide at the speed of light —I
am awed by that reality and can
hardly cope with those concepts. But,
what is government doing with this
capability?

We all are quite aware of
computer file-matching programs
being implemented in increasing
numbers by federal and state govern-
ments. Verifications, matches,
dossiers, profiles, person locators, are
springing up anew on virtually a daily
basis. Notwithstanding the Privacy
Act, federal bureaucrats, though not
evil, are effective “priers of fact.”
Bureaucratic counterparts in state
government, most of whom have little
constraints from privacy regulation,
learn well from their federal brethren.
They also copy and create invasive
information programs, and one is hard
pressed to keep a current catalog of
governmental affronts to personal
privacy. And please note, as more
personal information is collected, the
more access restrictions must be
imposed to protect privacy. If no
personal information were collected,
there would be no need for any access
restrictions from the standpoint of
privacy protection. If government’s
collection of information is not
restricted, then certainly the distribu-
tion of that information must be
sharply curtailed.
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And while we’re at it, let’s not
forget the private sector. ‘For more
than a decade we have heard the
growing list of misadventure by the
business community involving
disrespect for personal information
concerning consumers and other
members of the public. All these
stories will pale by comparison,
however, to the wholesale degrada-
tlon of privacy that is possible
through unleashed electronic funds
transfer systems. The specter of the
checkless and cashless society is one
wherein the individual becomes
merely a collection of electronic daia
elements residing in a computer.
Those bits and bytes will devour
human dignity by stripping control
over the private information that, by
describing us, defines our very being.
With that will die even the opportu-
nity to choose with whom to share our
personhood. And that, my friends, is
the condition that I believe awaits at
the bottom of the slippery slope.

‘Wait! You may yet rush to judge
me an extremist because I have
predicted, from the possibility of a
change in SEARCH policy, the
degradation of the entire American
population, if not the whole human
race.. But, waitl We all remember the
tale of the kingdom lost for want of a
horseshoe nail. The inexorable
progression of loss from nail, to shoe,
to horse, to rider, to battle, to king-
dom should not be lost on us. That
precisely is the way in which privacy

and personality will be diminished —
not by one massive stroke that tears
out the soul, but by a thousand tiny
cuts that drain dry the reservoir of
human dignity. A thousand little
slices, one by one, will cause even a
giant sausage to disappear.

I believe this a most important
moment in human history. As we in
the criminal justice community
withdraw, even a little, from the
responsible management of informa-
tion we vacate the stage for the next
scene. Because others clamor is no
reason for us to be silent or submis-
sive. Privacy is an interest that all of
us share — all of mankind — and as
the poet said, no man is an island. A
loss of even a little privacy for any
man diminishes me. We must
remember that the integrity of
personal information and the preser-
vation of human dignity are inextrica-
bly intertwined. As information tech-
nology advances, there must be more
information protection, not less. And
I suggest that improved technology
makes information protection easier
and cheaper. The growth of the infor-
mation society can be accompanied
by the growth of personal dignity.
The expansion of information utility
need not cause the shrinkage of
mankind. Remember the common
motto of the criminal justice system
— our job is to serve and to protect.
An in terms of informational privacy
what must we do?

‘We must make a stand right here!
And right now!



Bureau of Justice Statistics
reporis
(revised September 1988)

Call tell-free 800-732-3277 (local
301-251-5500) to order BJS reports,
to be added to one of the BJS mailing
lists, or to speak to a reference
speciallst in statistics at the Justice
Statistics Clearinghouse, National
Criminal Justice Reference Service,
Box 6000, Rockville, MD 20850Q.

BJS maintains the following
maliling lists:

@ Drugs and crime data (new)
White-collar crime (new?
National Crime Survey (annual)
Corrections (annual)

Juvenile corrections (annual)
Courts (annual) .
Privacy and security of criminal
history information and
information policy

Federal statistics (annual)

BJS bulletins and special reports
approximately twice a month)
@ Sourcebook of Criminal Justice

Statistics (annual)

Single coples of reports are free; use
NCJ number to order. Postage and
handling are charged for bulk orders
of single reports. For single copies of
multiple titles, up to 10 titles are free;
11-40 titles $10; more than 40, $20;
libraries call for special rates.

Public-use tapes of BJS data sets
and other criminal justice data are
available from the Criminal Justice
Archive and Information Network, P.O.
Box 1248, Ann Arbor, Mi 48106
(313-763-5010).

National Crime Survey

Criminal victimization in the U.S.:
1986 (final report), NCJ-111456, 9/88
1985 {final report), NCJ-104273, 5/87
1984 {final report), NCJ-100435, 5/86
1983 (final report), NCJ-96459, 10/85

BJS special raports:

Motor vehicle theft, NCJ-109978, 3/88

Elderly victirns, NCJ-107676, 11/87

Violent crime trends, NCJ-107217,
11/87

Robbery victims, NCJ-104638, 4/87

Violent crime by strangers and
nonstrangers, NCJ-103702, 1/87

Preventing domestic violence agalnst
women, NCJ-102037, 8/86

Crime prevention measures,
NCJ-100438, 3/86

The use of weapons in committing
crimes, NCJ-99643, 1/86

Reporting criines to the police, NCJ-
99432, 12/85

Locating city, suburban, and rural
crime, NCJ-99535, 12/85

Tho risk of violent crime, NCJ-97119,
5/85

The economic cost of crime to victims,
NCJ-93450, 4/84

Family violence, NCJ-03449, 4/84

GJS bulletins:

Households touched by crime, 1987,
NCJ-111240, 5/88

Criminal victimization 1986, NCJ-
106989, 10/87

Households touched by crime, 1888,
NCJ-105289, 6/87

The ¢rime of rape, NCJ-96777, 3/85

Household burglary, NCJ-98021, 1/85

Violent crime by strangers, NCJ-80829,
4/82

Crimes and tha elderly, NCJ-79614, 1/82

Measuring crime, NCJ-75710, 2/81

The soasonality of crime victimization,
NCJ-111033, 6/88

Sarjas crimes: Report of a fleld test (BJS
technical repont), NCJ-104615, 4/87

Crime and older Americans Information
package, NCJ-104569, $10, 5/87

Lifetime likellhood of victimization, (8JS
technical report), NCJ-104274, 3/87
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Teenage victims, NCJ-103138, 12/86

Response to screening questions in the
National Crime Survey (BJS technical
report), NCJ-97624, 7/85

Victimizatlon and fear of crime: World
perspectives, NCJ-93872, 1/85

The National Crime Survey; Working
papers, vol. : Current and historical
perspectives, NCJ-75374, 8/82
vol. I; Methodological studiss,
NCJ-90307, 12/84

Corrections

BJS bulletins and special reports:

Capiltal punishment 1987, NCJ-111938,
7/88

Drug use and crime: State prison Inmate
survey, 1986, NCJ-111840, 7/88

Prisoners [n 1887, NCJ-110331, 4/88

Timed served in prison and on parole
1884,NCJ-108544, 1/88

Profile of State priscn inmates, 1986,
NCJ-109926, 1/88

Imprisonment In four countries, NCJ-
103967, 2/87

Population density in State prisons,
NCJ-103204, 12/86

State and Federal prisoners, 1825-85,
102494, 11/86

Prison admlissions and releases, 1983,
NCJ-100582, 3/86

Examining recidivism, NCJ-96501, 2/85

Returning to prison, NCJ-95700, 11/84

Time served In prison, NCJ-83924, 6/84

Historical statistics on prisoners in State
and Federal institutions, yearend
1925-86, NCJ-111098, 6/88

Corractional populations in the U.S.
1985, NCJ-103957, 2/88

1884 census of State adult correctional
facilities, NCJ-105585, 7/87

Historical corrections statistics in the
U.S., 1850-1984, NCJ-102529, 4/87

1979 survey of Inmates of State correctional
facilities and 1979 census of State
correctional facilities:

BJS special reports:
The prevalence of Imprisonment,
NCJ-93657,7/85
Career patterns In crime, NCJ-
88672, 6/83

BJS bulletins:
Prisoners and drugs, NCJ-87575,
3/83
Prisoners and alcohol, NCJ-86223,
1/83
Prisons and prisoners, NCJ-80697,
/82

Veterans in prison, NCJ-79232, 11/81

Census of jalls and survey of jail inmates:
BJS bulletins and special reports:
Drunk driving, NCJ-109945, 2/88
Jall Inmates, 1886, NCJ-107123,
10/87
The 1983 jall census, NCJ-955386,
11/84

Our crowded jalis: A national plight,
NCJ-11184€, 8/88

Jall inmatas, 1985, NCJ-105586, 7/87

Census of jalls, 1978: Data for
individual jalls, vols i-IV, Northeast,
N, Central, South, West, NCJ-72279-
72282, 12/81

Profile of Jall iInmates, 1978, NCJ-
65412, 2/81

Parole and probation

8JS bulletins:
Probation and parole 1986, NCJ-
108012, 12/87
Probation and parole 1885, NCJ-
103683, 1/87
Setting prison terms, NCJ-76218, 8/83

BJS special reports:
Time served In prison and on parole,
19884, NCJ-108544, 1/88
Recldivism of young parclees, NCJ-
104916, 5/87

Parole in the U.S., 1980 and 1981,
NCJ-87387, 3/86

Characteristics of persons entering
paroje during 1978 and 1879, NCJ-
87243, 5/83

Characteristics of the parole population,
1978, NCJ-66479, 4/81

Children in custody

Public juvenlle facilitles, 1985
(bulletin), NCJ-102457, 10/86

1982-83 consus of juvenile detention
and corractional facilities, NCJ-
101686, 9/86

Expenditure and employment

BJS bulletins:
Justice expenditure and employment:
1985, NCJ-104460, 3/87
1883, NCJ-1017786,7/86
1982, NCJ-98327, 8/85

Justice expenditure and employment:
Extracts, 1982 and 1983, NCJ-106629,
8/88
Extracts, 1980 and 1881, NCJ-96007,
5

/
187179, NCJ-92596, 11/84

Courts

BJS bullstins:

Criminal defense for tha poor, 18886,
NCJ-112919, 9/88

State felony courts and felony laws,
NCJ-106273, 8/87

The growth of appseals: 1973-83 trends,
NCJ-96381, 2/85

Case filings In State courts 1983,
NCJ-95111,10/84

BJS special reports:

Felony case-processing time, NCJ-
101985, 8/886

Felony sentencing in 18 local jurisdic-
tions, NCJ-97681, 6/85

The prevalence of guilty pleas, NCJ-
96018, 12/84

Sentencing practices in 13 States,
NCJ-95389, 10/84

Criminal defense systems: A national
survey, NCJ-94630, 8/84

Habeas corpus, NCJ-92948, 3/84

State court caseload statlstics, 1977
and 1981, NCJ-87587, 2/83

Sentencing outcomes in 28 felony
courts, NCJ-106743, 8/87

Natlonal criminal defenss systems study,
NCJ-94702, 10/86

The prosecution of felony arrests:
1982, NCJ-108990, 5/88
1981, NCJ-101380, 9/86, $7.60
1980, NCJ-97684, 10/85
1979, NCJ-86482,5/84

Felony laws of the 50 States and the
District of Columbia, 1986,

NCJ-105066, 2/88,$14.70

State court model statistical dictionary,
Supplement, NCJ-98326, 9/85
18t edition, NCJ-62320, 9/80

State court organization 1980, NCJ-
76711,7/82

Privacy and security

Compendium of State privacy and security
lagislation:
1987 overview, NCJ-111087, 9/88
1987 full report (1,497 pages,
microfiche only), NCJ-113021, 9/88

Criminal justice information policy:

Automated fingerprint identification
systems: Technology and policy
Issues, NCJ-104342, 4/87

Criminal justice “hot" files,
NCJ-101850, 12/86

Data quality porcles and procedures:
Proceedings of a BJS/SEARCH
conference, NCJ-101849, 12/86

Crime control and criminal records
(BJS special report), NCJ-99176,
10/85

State criminal records repositories
(BJS technical report), NCJ-99017,
10/85

Data quality of criminat history records,
NCJ-98079, 10/85

Intelligence and investigative records,
NCJ-957'87, 4/85

Victim/witness legislation: An over
view, NCJ-94365, 12/84

Information policy and crime control
strategles (SEARCH/BJS conference),
NCJ-93926, 10/84

Research access to ¢riminal justice
data, NCJ-84154, 2/83

Privacy and juvenlle justice records,
NCJ-84152, 1/83

Computer crime

8JS special reports:
Electronic fund transfer fraud, NCJ-
96666, 3/85
Electronic fund transfer and crime,
NCJ-92650, 2/84

Electronlc fund transier systems fraud,
NCJ-100461, 4/86

Computer security techniques, NCJ-
840489, 9/82

Electronic fund transter systems and
crime, NCJ-83736, 9/82

Expert witness manual, NCJ-77927, 8/81,
$11.50

Criminal justice resource manual,
NCJ-61550, 12/79

Federal justice statistics

The Fedaral civil Justice system (BJS
bulletin), NGJ-104768, 7/87

Employer perceptions of workplace
crime, NCJ-101851,7/87, $6

Federal offenses and offenders

BJS special reports:

Drug law violators, 1880-868, NCJ-
111763, 6/88

Protrial releass and detention:
The Bail Reform Act of 1084,
NCJ-109929, 2/88

White-collar crime, NCJ-106876, 9/87

Protrial release and misconduct, NCJ-
96132, 1/85

B8JS bulletins:
Bank robbery, NCJ-94463, 8/84
Federal drug law viotators, NCJ-
92682, 2/84
Federal Justice statistics, NCJ-
80814, 3/82

General

BJS bullelins anae special reports:
International crime rates, NCJ-110776,
5/88
Tracking offenders, 1984, NCJ-109686,
1/88

BJS telephone contacts '87, NCJ-
1028089, 12/86

Tracking offenders: White-collar crime,
NCJ-102867, 11/86

Police employment and expenditure,
NCJ-100117, 2/86

Tracking offenders: The child victim,
NCJ-85785, 12/84

Sourcebook of criminal justice statistics,
1987, NCJ-111612, 9/88
Raport to the Nation on crime and
Justice:
Second edition, NCJ-105506, 6/88
Technical appendix, NCJ-112011,
8/88
Drugs & crime data:
Rolodex card, 800-566-3332, 8/88
Data center & clearinghouse brochure,
BC-000092, 2/88
A guide to BJS data, NCJ-109956, 2/88
Criminal justice microcomputer guide
and software catalog, NCJ-112178,
8/88
Proceadings of the third workshop on law
and justice statistics, NCJ-112230,
7/88
BJS data report, 1987, NCJ-110643,
5/88

BJS annual report, fiscal 1987,
NCJ-108928, 4/88

19886 directory of automated criminal
justice information sytems, NCJ-
102260, 1/87, $20

Pubilications of BJS, 1971-84: A toplcal
bibliography, TB030012, 10/86; $17.50

BJS publications: Selected library in
microfiche, 1971-84, PRO30012,

10/86, $203 domestic

National survey of crime severity, NCJ-
96017, 10/85

Criminal victimization of District of
Columbia residents and Capitol Hill
employaes, 1982-83, NCJ-97982;
Summary, NCJ-98567, 9/85

How to gain access to BJS data
{brochure), BC-000022, 9/84

See order form
on last page



To be added to any BJS
mailing list, please copy
or cut out this page, fill
in, fold, stamp, and mail
to the Justice Statistics
Clearinghouse/NCJRS.

You will receive an annual
renewal card. lf you do not
return it, we must drop you
from the mailing list.

To order copies of recent
BJS reports, check here [J
and circle items you want
to receive on other side

of this sheet.

Name:
Title:
Organization:

Street or box:
City, State, Zip:

Daytime phone number: ()
Criminal justice interest:

Put your organization
and title here if you

used home address above:

Please put me on the mailing list for—

[0 Justice expenditure and employ-
ment reports—annual spending
and staffing by Federal/State/
local governments and by func-
tion (police, courts, etc)

(1 White-collar crime—data on the
processing of Federal white-
collar crime cases

00 Privacy and security of criminal
history information and informa-
tion policy—new legislation;
maintaining and releasing
intelligence and investigative
records; data quality issues

(1 Federal statistics—data
describing Federal case proces-
sing, from investigation through
prosecution, adjudication, and
corrections

New!

[0 Juvenile corrections reporis—
juveniles in custody in public and
private detention and correction-
al facilities

[1{Drugs and crime data—sentencing
and time served by drug offend-
ers, drug use at time of crime by
jail inmates and State prisoners,
and other quality data on drugs,
crime, and law enforcement

(0 BJS bulletins and special reports
—timely reports of the most
current justice data

[J Prosecution and adjudication in
State courts — case processing
from prosecution through court dis-
position, State felony laws, felony
sentencing, criminal defense

U.S. Department of Justice
Bureau of Justice Statistics
Washington, D.C. 20531

Corrections reports—results of
sample surveys and censuses of
jails, prisons, parole, probation,
and other corrections data
National Crime Survey reports—
the only regular national survey

of crime victims

Sourcebook of Criminal Justice
Statistics (annual)~~broad-based
data from 150 + sources {400 +
tables, 100 + figures, index)

Send me a form to-sign up for NIJ
Reports (issued free 6 times a
yealr), which abstracts both

private and government criminal
justice publications and lists
conferences and training sessions
in the field.

Justice Statistics Clearinghouse/NCJRS
U.S. Department of Justice

User Services Department 2

Box 6000

Rockville, MD 20850

FOLD, SEAL WITH TAPE, AND STAMP _—

Place
1st-class
stamp
here




Crime Data

Data Center &
Clearinghouse for
Drugs & Crime

Hicit drugs—
Cultivation to
CONSeqUEences

The worldwide drug business

Cultivation & production
Foreign
Domestic

Distribution
Export
Transshipment
Import into U.S.

Finance
Money laundering
Profits

The fiynt against drugs

Enforcement
Border interdiction
Investigation
Seizure & forfeiture
Prosecution

Consumption reduction
Prevention
Education
Treatment

Consequences of drug use

Abuse
Addiction
Overdose
Death

Crime
While on drugs
For drug money
Trafficking

Impact on justice system

Social disruption

The Data Center & Clearinghouse
for Drugs & Crime is funded by
the Bureau of Justice Assistance
and directed by the Bureau of
Justice Statistics of the U.S.
Department of Justice.

Major heroin smuggling routes into the United States

.
“ris

DEA Quarlerly Inteligence Trends

One free phone call can give you access
to a growing data base on drugs & crime

The new Data Center & Clearing-
house for Drugs & Crime is managed
by the Bureau of Justice Statistics.
To serve you, the center will —

Major cocaine smuggling routes
into the United States

o Respond to your requests
for drugs and crime data.

o Let you know about new drugs and
crime data reports.

o Send you reports on drugs and crime.

o Conduct special bibliographic
searches for you on specific drugs
and crime topics.

o Refer you to data on epidemiol-
ogy, prevention, and treatment of
substance abuse at the National
Clearinghouse for Alcohol and Drug
Information of the Alcohol, Drug
Abuse, and Mental Health Adminis- DEA Quarterly L
tration. Inteligence Trends S

o Publish special reports on subjects
such as assets forfeiture and seizure,
economic costs of drug-related

crime, drugs and violence, drug laws
of the 50 States, drug abuse and
corrections, and innovative law
anforcement reactions to drugs and
crime.

Call now and speak to a specialist
in. drugs & crime statistics:

1-800-666-3332

Or write to the Data Center &
Clearinghouse for Drugs & Crime
1600 Research Boulevard
Rockville, MD 20850

o Prepare a comprehensive, concise
report that will bring together a rich
array of data to trace and quantify
the full flow of illicit drugs from
cultivation to consequences.





