If you have issues viewing or accessing this file contact us at NCJRS.gov.

Rt

£

¢ MR AN ‘
S ) Us D ‘s 114969-
i ) ) ; ! ) 8. Department of Justice

3 - . National Institute of Justice 114971

This accument nas been reproduced exactly as received from the
Freisin O Qrganization orignating it. Points of view or opmichs stated
i1 this docunient are those of the authors and do not necessanly
tepresent the othaial position ot pahcies of the National Institite of

st

Permission to reproduce this copynghted material has been
granted by
FBI Law Enforcement Bulletin

to the Mational Criminai Justice Reference Service (NCJRS)

Further reproductiont outside of the NCJRS system requires permis
sion of the copynight owner




INCEA R
Communications E?;
Training 5

t/¢ 770
Technology |10

1Ly 9 :
Legal Dﬁg@ﬁﬂj?

122
23
30

December 1988, Volume 57, Number 12

Lx

Report Writing: Do It Right the Flrv’* Tlme'
By Wayne T Seay

4
[

Hogan’s Alley: The FBI Academy s New Training
Complex
By James R. Pledger

The Acquisition of ngh Technology Systems
by Law Enforgeinent

By Matt L. ROdr]guez

Docy ments and Compulsory Self- Incrlmlnatlon Fifth
/‘mendment Considerations
By John Gales Sauls

Book Review

1988 Index
Wanted By the FBI

Bil

Law Enforcement Bulletin

United States Department of Justice
Federal Bureau of Investigation
Washington, DC 20535

William S. Sessions, Director

The Attorney General has determined that the

publication of this periodical is necessary in the

transaction of the public business required by law

of the Department of Justice. Use of funds for

printing this periodical has been approved by the

glrgctcir of the Office of Mahagementand . .
udge!

The Cover:
The protection of the law “extends to pedestrians
of all types. Photo courtesy of Terry Herbig.

Published by the Office of Congressional
and Public Affairs,
Milt Ahlerich, Assistant Director

The FBI Law Enforcement Bulletin
{ISSN-0014-5688) is published monthly by the
Federal Bureau of Investigation, 10th and Penn-

Edltor——Thomas J. Deakin
Manag/ng Editor—Kathryn E. Sulewski
Art Director——John E. Ott
Production Manager/Reprints—
David C. Maynard

sylvania Ave., N.W., Washington, DC 20535. Sec-
ond-Class postage paid at Washington, DC.

letin, Washington, DC 20535.

Postmaster: Send address changes to Federal Bu-
reau of Investigation, FBI Law Enforcement Bul-

ISSN 0014-5688

USPS 383-310



|14 § 70

Technology

“ .. police agencies throughout the world are entering an era
in which high technology is not only desirable but necessary in
order to combat crime effectively.”

By

MATT L. RODRIGUEZ
Deputy Superintendent
Police Department
Chicago, IL

EDITOR'S NOTE: This article has
been excerpted from a presentation
made by the author at the International
Police Exhibition Conference in Lon-
don, England, in September 1988.
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The world’s law enforcement ex-
ecutives and managers are today faced
with making significant and difficult de-
cisions regarding the acquisition of high
technology. Some will silently allow
central government engineers, pro-
grammers, and other specialists {o
make police technological acquisitions
for them, with little or no law enforce-
ment input.

The various departments around
the globe are at different levels of tech-
nological deployment. Yet, police agen-
cies throughout the world are entering
an era in which high technology is not
only desirable but necessary in order to
combat crime effectively.

As applied to law enforcement,
high technology can be divided into four
historical phases. The first is the pre-
high technology state of development.
The next phase is first-generation tech-
nology, primarily computerized infor-
mation storage, retrieval, and
transmission. The third phase is sec-
ond-generation technology, resulting it
computerized pattern recognition, com-
puter technology applied to problem
identification and solving, and auto-

mated fingerprint identification sys-
tems, as well as noncomputer
technological advances, such as lasers
and robotics. The fourth phase is future
technological developments, such as
DNA identification, paralle! processing,
and artificial intelligence. This genera-
tion of high technology will, by no
means, be the last to cross the law en-
forcement horizon.

A significant number of police
agencies are still in the first or pre-high
technology phase. Some have just en-
tered the second or high technology
arena. The few that embraced high
technology early have used it for some
time and are comfortable with it. A very
small number of departments are pres-
ently in transition from the second
phase of law enforcement high tech-
nology. They are once again experieng-
ing the uncertainty and indecision
common to generational transition as
they move into the third phase of high
technology. The law enforcement agen-
cies that have entered phase four
worldwide can be counted on one hand.
The reason for this has to do with the
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relative uneasiness so many police de-
cisionmakers feel about high technol-
ogy. Why is this such a common
element at all stages of technological
development?

FACTORS AFFECTING HIGH
TECHNOLOGY DECISIONMAKING

The Rapidly Evolving Technological
Environment

The rate of change in technology
today is precipitous and accelerating
rapidly. Just when most administrators
believe they have a grasp on technol-
ogy, it changes. By the time the latest
hardware is in operation, it has been
overshadowed by newer develop-
ments. The period between ‘“state-of-
the-art” and “obsolete or out-dated
technology” is shrinking.

in the early part of this century, the
Chicago Police Department installed a
police call box system. This allowed the
foot patrolman to communicate with his
station and his supervisor with him. The
call was from a fixed installation on a
telephone line dedicated to police com-
munications. This technology remained
functional for over 6 decades and was
still used in the early 1970's in a limited
capacity.

In the United States, police radios
were installed shortly after World War Il
This technology is still the primary
source of police communication almost
40 years later. Today, by contrast, some
computers installed 10 years ago have
become obsolete. This rapid rate of
change exerts pressure on the modern
administrator to make decisions re-
garding techrology within a time frame
unheard of in the recent past. Execu-
tives and managers must not only de-

cide what to buy, but just as
importantly, must decide when to buy.
At what stage of development of a cer-
tain high-tech product or system should
the modern executive opt to “buy in” to
new technology?

The Personal Experience and
Technological Knowledge of the
Decisionmaker

Most of today’s top law enforce-
ment managers have achieved and ex-
celled in a pre-high technology
environment. However, they have no
visceral feel for high technology, as do
today’s young professionals, and often
feel inadequate and unprepared to
make decisions regarding technology.
In addition, the law enforcement envi-
ronment is often not conducive to ready
acceptance of new technological ad-
vancements. Resistance to change is
often more formidable than in other
fields or professions in the same high
technology environment.

Historically, law enforcement pre-
sents an image of reliance on the
personal/subject/investigative/eval-
uative techniques of the individual in-
vestigator. Reliance on technology
tends to diminish this shared mystique
and self-image of the police. This per-
ception can result in a subliminal or
even conscious resistance to change,
especially as it relates to the adoption
of technology.

Uncertainty as to the Future

Not only must today's police ex-
ecutives and managers become famil-
iar with the technology available today,
but they must also become knowledge-
able as to what developments are un-
der way or planned within the high-tech
industry. In order to forecast with any
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accuracy what future high-tech needs
will be, police administrators must de-
velop a perception of what the relatively
long term, as well as the immediate fu-
ture, will bring in the way of technology.

It is important to be aware that the
environment in which these decisions
are to be made is not static. it has a
dynamism of its own. Qur world is ever-
changing and is doing so at a rapidly
increasing pace. Society existed for
10,000 years with a primary agriculturat
base. Little more than 100 years ago,
industry supplanted agricuiture as the
dominant means of producing wealth;
alrsady, the mass production industry
is stepping aside to the informational
society.!

Further complicating the adminis-
trator’s dilemma is the object of law en-
forcement's efforts—society. What will
society be like in 10 years? In 20 years?
In 50 years? Today’s administrator
must try to determine what legal, eco-
nomic, and other sociological develop-
ments can be logically inferred from
today’s trends. Many police executives
and managers tend to shy away from
the area of forecasting, thinking it of du-
bious value. However, the agency'’s fu-
ture technological needs can only be
estimated in terms of the agency’s con-
tinuing mission, goals, objectives, re-
sources, and the expected needs of the
community served.

The Relative Immaturity of the High
Technology Industry

What we presently conceive as
high technology has only been with us
for a few decades. Vacuum tube com-
puters, such as Univac, which occupied
whole rooms were considered a marvel
less than 40 years ago. The micro-chip
is a relatively recent innovation. The
high-tech industry is still in the infant

stage of development, and as with any
infant, this lack of maturity presents
problems of its own.

This is especially evident in the in-
credible, and often impossibie, prom-
ises of vendors. In order to sell a
system or product, some vendors inti-
mate that their product can be made to
deliver whatever is desired. This prob-
lem is partially caused by the prolifer-
ation of many companies trying to gain
a foothold in the high-tech industry. in
order to survive in high-tech’s highly
competitive atmosphere, there is an in-
clination to promise more than can be
delivered now, in the hope that future
development will enable the vendor to
make good on the promise within a time
frame acceptable to the customer. Be-
cause of this relative industry immatu-
rity and the administrator's awe, the
management principles that ordinarily
serve as a foundation for other disci-
plines are not always distinct in the gray
area of an emerging industry.

Prevalence of Multiple Correct
Options

The high-tech industry is unique in
that most decisions invoive answers
“not totally wrong,” but a choice be-
tween alternative right options. This
prevalence of multiple correct options
can serve as a source of frustration for
many administrators, No one system or
computer is “the right one.” The deci-
sionmaker is really concerned with
choosing the optimal system or deter-
mining which alternative gives the
greatest rate of return for the resources
invested.

CONCEPTUAL FRAMEWORK

The decisionmaking process ap-
propriate to the acquisition of high tech-




“, .. executives and managers must be careful not to abdicate
decisionmaking responsibility on the premise of technological
ignorance.”

nology hardware and systems is, in
fact, the same one used on a daily ba-
sis by administrators in other areas: of
police work. Basically, it consists of de-
fining the problem or need, identifying
available resources, and deciding how
best to apply those resources to obtain
the desired resuit.

Police executives and managers
are comfortable applying this process
on a day-to-day basis, while making de-
cisions that affect the lives and security
of both the citizens and police officers
within their jurisdictions. These same
administrators might decide—and con-
vince their government and citizenry—
that their force needs a new headquar-
ters building. They will move forward
confidently on a multimillion dollar proj-
ect that involves determining the loca-
tion by considering present and future
transportation and local environmental
conditions, designing a building to meet
present and future needs and possible
department configurations, and identi-
fying and evaluating the many other
elements necessary to bring the project
to a successful conclusion. The
agency, the government, and the com-
munity will be constrained by these de-
cisions for 25 to 50 years.

When compared to a decision of
this magnitude, one that is readily em-
braced by a police administrator, the
acquisition of high technology should
be reassessed by police decisionmak-
ers, so that it can be placed in its proper
perspective.

ALTERING THE MANAGEMENT
PERSPECTIVE

Coping with the Rate of Change
Since high technology is changing

at an ever-increasing rate, the deter-

mination of when to enter this contin-

ually more sophisticated and perpetual
flow of products is an important one.
But, modern executives and managers
cannot afford to be intimidated by this
rate of change. While we can learn by
awaiting the results of the experience
of others, there will never be a period
of certainty when the correct decision
becomes obvious. What is certain is
that administrators cannot wait until the
last stage of development of a product
before buying it, because the last stage
is obsolescence.

In order to diminish the risk inher-
ent in deciding when to purchase, ex-
ecutives and managers must determine
whether it is worthwhile to forego the
benefits available today in anticipation
of even greater benefits becoming
available tomorrow. Some of the ben-
efits of postponing purchase can in-
clude learning from the experience of
others, obtaining more sophisticated
equipment, and the expectation of the
availability of future resources, etc.

One cost of postponement might
be a higher monetary expenditure,
Then again, advances may realistically
diminish them; this has been the trend
for over 2 decades. Loss of potential
benefits available today, foregone
agency experience and expertise, and
frustratingly, judgmental error in trying
to acquire the “uitimate product” are
other cost factors.

Conversely, the benefits of pur-
chasing in the present include having
an operational system in place and ob-
taining the desired result immediately,
taking advantage of today's usually
lower costs, the internal and external
prestige of being a leader in the field,
developing a better understanding of
future needs, and having an “in-place
system” upon which to build.

In determining when to buy, the
administrator must bear in mind that all
systems or products eventually become
obsolete. The best scenario, if possible,
would be to purchase high technology
that answers today's needs and simul-
taneously serves as a nucleus upon
which to build the system that answers
tomorrow’s needs.

Developing Personal Experience
and Knowledge

There is no substitute for experi-
ence and knowledge. While it is not
necessary, or even very desirable, for
police executives and managers to be-
come experts in high technology, it is
incumbent for every administrator to
become familiar with the basics of high
technology as applied to police opera-
tions. This perspective can be set by
taking an historical look at law enforce-
ment technology—where it has been .
and where it is today. As stated earlier,
high technology in the field of law en-
forcement can be viewed in four
phases.

The first, or pre-high technology
phase, may actually be a misnomer. In
their day, both the integration of the au-
tomobile into police work and the ad-
aptation of radio communications were
technological innovations. Although
they seem commonplace today, yes-
terday’s administrators were making
decisions not unlike those demanded
today.

The second phase has been iden-
tified as the integration of the first gen-
eration of computer technology to
police work. This stage is primarily con-
cerned with information storage, re-
trieval, and transmission. This phase
can be exemplified by networking re-
mote computer terminals, both station-
ary and mobite (in vehicles), which can
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“What must be determined is how today’s needs will evolve
into tomorrow’s needs and what technology will be available to
meet these needs.”

access and input information stored in
a mainframe computer bank. Examples
would include Chicago's “hot desk”
system, which informs the inquirer if an
individual has an outstanding arrest
warrant, a valid driver's license, or other
pertinent enforcement information of
value to the police officer. This system
is interfaced with the FBI's National
Crime Information Center (NCIC),
which provides the same type of infor-
mation on a national scale and in parts
of Canada.

The third phase, involving second-
generation law enforcement technol-

ogy, concerns itself with computerized .

pattern recognition, such as an auto-
mated fingerprint identification system.
This includes the direct read/digitized
transmission of fingerprints, computer-
aided dispatch systems, and a myriad
of systems for developing computer-
ized crime patterns and geo-coding
crime information. This phase includes
noncomputer advances, such as laser
technology in crime scene processing,
robotics (especially in regard to bomb
removal), use of cellular phones, the
development of psychological profiles,
and numerous other scientific ad-
vances.

The last phase is concerned with
future technology or technology which
is on the horizon. An example would be
the DNA identification process being pi-
oneered in England. Others include the
advent of parallel-processing and some
forms of artificial intelligence.

It is not necessary for police ex-
ecutives and managers to become ex-
perts in technology. Expertise and
guidance are available. Some countries
have organizations dedicated to fur-
thering law enforcement automation. In
the United States, the National Institute
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of Justice does a commendable job in
setting standards and guidelines, dis-
seminating information, and assisting in
funding.

The administrator must, however,

become personally familiar with the

general area of high technology. The
important thing is that executives and
managers must be careful not to abdi-
cate decisionmaking responsibility on
the premise of technological ignorance.
The skills and experience developed as
administrators are what is needed for
successful decisionmaking. Adminis-
trative accountability is not diminished
because the executive and manager
has a limited understanding of technol-
ogy. It is necessary to understand the
potential, not the rudiments, of the tech-
nology. Administrators should use the
same business principle approach they
use in other areas of police operations.

Demystifying the Future

After familiarizing oneself with to-
day's technology, the administrator
must attempt to determine what devel-
opments are under way or planned by
industry. This can only be done effec-
tively by establishing a liaison to deter-
mine in which direction industry is
moving. This need not be a personal
liaison; an executive and manager
need only have knowledgeable person-
nel on staff. Their function would be to
make industry aware of law enforce-
ment’'s needs, as well as getting a
grasp on what industry believes is pos-
sible in the way of technology. Admin-
istrators should apply the same degree
of enthusiasim to gathering information
of technological advances as they ap-
ply to gathering or networking infor-
mation on crime, criminals, and factors
contributing to crime.

There generally is little problem
determining what is needed today.
Areas that would profit by automation
or the application of high technology
are usually highly visible or pointed out
by personnel at all levels. What must
be determined is how today's needs will
evolve into tomorrow’s needs and what
tectinology wiil be available to meet
these needs.

What is necessary is to determine
present short-term needs and future
long-range needs and to understand
how they interrelate, it is also important
to understand how the technology ac-
quired today can be used or adapted to
meet tomorrow's needs. Today's needs
are generally self-evident, but tomor-
row's needs remain an uncertainty.
However, by becoming knowledgeable
about present trends and sociological
forecasts, they can be anticipated with
a reasonable degree of accuracy.

In the area of law enforcement,
Special Agent William L. Tafoya of the
FBI's Training Academy at Quantico,
VA, recently applied a sophisticated
forecasting method, the Delphi tech-
nique, in an effort to determine the
scope and role of American law en-
forcement into the 21st century. Briefly,
the Delphi technique was developed by
Olaf Helmer and Norman Dalkey in
1953 at the Rand Corporation in Santa
Monica, CA. Devised to address a spe-
cific, highly specialized military prob-
lem, to quote SA Tafoya, ‘It is
a structured group process undertaken
in a way that maximizes the likelihood
of reaching consensus and identifying
dissensus. The principal characteris-
tics of the method are: 1) Anonymous
structured exchanges between mem-
bers of a panel of 2) experts who are
furnished with 3) controlled feedback




and 4) statistical group response be-
tween iterations of propositions posed
by a moderator using a series of ques-
tionnaires.” 2 The important thing about
the Delphi technique, however, is the
anonymity of responses. This enables
law enforcement experts to express
their views freely without fear of any of
the negative consequences of conven-
tional group dynamics, and yet, receive
timely feedback and input from other
experts on that panel.

SA Tafoya applied this technique to
the area of law enforcement by devel-
oping chronological forecasts using a
panel of law enforcement management
experts during a 15-month study. This
panel reached a consensus that in the
United Staies, the following events,
among others, would occur near the
times given:

1) By 1990, computer-related
crimes will increase in number
by more than 50 percent over
the 1984 rate.

2) By 1995, community involvement
and self-help (e.g., community
policing) in local policing will
become common practice in
more than 70 percent of the
Nation.

3) By 1995, university/
professionally conducted
research will have a direct and
positive influence on the
development of crime reduction
strategies.

4) By 1995, acts of political
terrorism in the United States will
increase in number more than
50 percent over the 1984 rate.

5) By 1997, state-of-the-art high
technology will be routinely used
in crime reduction.

8) By 1999, urban unrest and civil
disorder (of the 1960's and 1970's
variety and magnitude) will take
place throughout America.

7} By 2000, computer-based
instruction will become the
standard for training in more
than 70 percent of all police
agencies.

8) By 2000, more than 70 percent
of the “invasion of privacy” law
suits will successfully
demonstrate inadequacies of
and inaccuracies in police
computerized files.

9) By 2000, crimes committed
using high technelogy will
become so complex the police
will be unable to do more than
take initial reports.2

These consensus forecasts show
a positive correlation with concerns
voiced during the 36th annual conven-
tion of the Atlantic Association of Chiefs
of Police held in St. John's, Newfound-
land. While the discussion centered on
problems pertaining to Canada, they
are similar to expected occurrences in
the United States and other countries.
Among the developments foreseen are:

1) The development of a national
strategy to curtail the supply and
demand for illicit drugs.

2) Labor conflicts will become
violent. “Unemployment and
labor disputes in days to come
will produce more violent
reaction and will require police
intervention.”

3) Citizens will take action
themselves through frustration
and a perception of inadequate
protection.

4} The standardization of
information exchange through
automation will present greater
opportunity for information theft.
Protection of private information
will be a challenge for the police.

5) Overall crime will decrease with
the reduction of the 18-30 high
crime group. However, the
general population will be older
and the perception and fear of
crime will increase.

6) Citizens will be more critical of,
and will want to be more
involved in working with, the
police.

The similarity of these Canadian
findings with the conclusions of SA Ta-
foya's study tend to corroborate the
likelihood of these developments taking
place in the United States, Canada, and
other cultures in parallel stages of so-
cial and technological development.
Developing countries could also use
the Delphi technique to forecast events
in their countries as well. But, no matter
what stage of development a country is
in, it can be expected that high tech-
nology will play an even greater role in
police services.

Compensating for the Industry’s
Immaturity

As stated earlier, many administra-
tors have been led to expect incredible
and impossible returns on their tech-
nology investment. This is not only be-
cause many managers are adrift on an
ever-changing sea of technology but
also because many high technology
people are themselves uncertain as to
their systems’ abilities and potential.
There has been an avalanche of com-
puter products and companies. The
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“ .. it is vitally important that today’s forward-looking law
enforcement administrator mainiain a concepitual view that
continually relates to past, present, and future.”

competition between these products
and companies has led to confusing
claims and promises. The executive
and manager can clarify the situation by
dealing with only reputable companies
with an established track record.

The same cost/benefit analysis
used for other investments should be
applied to high technology. The admin-
istrator should see solid performance
measures before investing and must
demand cost justification and measur-
able benefits in understandable terms.
More importantly, executives and man-
agers should tell the industry what is
needed and desired. Once this is
known to the industry and resources
are applied to accomplish what is
needed, it would be unusual for the in-
dustry not to deliver in a reasonable
amount of time.

Rethinking Multiple Correct Options

Instead of serving as a source of
frustration, the prevalence of multiple
correct options can be looked upon as
a challenge. While a product or system,
once acquired, may prove to not meet
fully ever-changing requirements in a
dynamic environment, it would be un-
likely that the soundly acquired nucleus
of a system, purchased with tomorrow's
needs and technology in mind, could
not be modified as required. What is
important is that the first step be taken
and that a general direction be estab-
lished which can be followed and ex-
tended by the acquiting agency.

CONCLUSION

It is extremely important that ad-
ministrators become personally aware
of and involved in evaluating their per-
sonnel resources. Those who are en-
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gaged in the agency's computer and
other technological programs are of
particular concern. Wherever possible,
the administrator should strive to make
certain that the agency is employing the
best available talent in this area, and
most importantly, that they are person-
nel who can relate law enforcement
needs to “state-of-the-art” technology.
To the chief executive officer, this must
be a continuing vigilance.
Administrators must develop inno-
vative approaches to acquiring the
most advanced expertise available, so
that sophisticated knowledge in some
of the more difficult decisionmaking
areas of technological acquisition is
properly used. It has been the experi-
ence of the Chicago Police Department
that the finest and most experienced
experts in the private sector are more
than willing to participate in these proc-
esses, when approached in the proper
manner. As an example, in the depart-
ment's highly successful acquisition of
an automated fingerprint identification
system, a private sector overview com-
mittee was enpaneled. These experts
from the private sector were called
upon to offer insight, advice, and eval-
uation at all the major steps in the ac-
quisition of this costly, highly
sophisticated technological system.
The department is presently well
into the design and acquisition of a
computer-aided dispatch system. Ex-
pectations are that the communications
system will be completely revolutionized
which, only a few short years ago, was
called one of the most advanced in the
Western Hemisphere. The design is
presently being formulated with the ex-
pectation that it will be a stepping stone
to a period of policing in which com-
puterized reporting will be effective and

operational. One of the first elements in
this process was the search for and ap-
pointment of an appropriate private
sector oversight committee. Again,
these experts were extremely willing to
participate and provide their collective
expertise.

Finally, no matter what techniques
are used, it is vitally important that to-
day's forward-looking law enforcement
administrator maintain a conceptual
view that continually relates to past,
present, and fuiure. Such executives
and managers must have the- ability to
“create a vision” or “project an image.”
This conceptual perspective must be
based on acquired knowledge of law
enforcement, total experiences and
learning regarding technology, and
evaluation of the intelligence informa-
tion garnered regarding the trends of
technology for the future. All of these
factors need to be syncronized with
evaluations based upon experience, in-
telligence, and research regarding the
future needs of law enforcement.

Throughout this continuing proc-
ess, police administrators must be pre-
pared to “plug in” modifications where
necessary, based upon expected
changes in the technological trends and
the sociological directions of the agen-
cy's constituency. Looking at these
problems from an anticipatory perspec-
tive will prove to be of assistance in the
acquisition of high technology systems.
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