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ABSTRACT .

An investigation of a proposed hybrid voice coding system proved
the feasibility of such a system to provide a privacy voice channel with

an acceptable degree of intelligibility. The proposed system is basically

a voice inversion system employing a randomly generated carrier fre-

quency for inversion. The random carrier frequency generator is con-
trolled by a programrmable, digital character generator. The hybrid
system is readily adaptable to present military and civilian VHF/UHF

voice communications systems at a relatively low cost and with a very

minimum of equipment modification.
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I. INTRODUCTION TO VOICE CODING SYSTEMS

Voice security systems can be divided into two general types--

digital systems and analog systems. The digital systems are usually

characterized by analog to digital and digital to analog converters with
coding /decoding applied to the digital data stream. Analog systems

are characterized by balanced mixers, oscillators and filters.

A. DIGITAL VOICE CODING SYSTEMS

Typically a digital system is wide band. Wide band is defined as

being several times the unencoded base band signal width in contrast to

narrow band being approximately the same bandwidth. The wide band

characteristic virtually eliminates any retrofit capability without exten-

sive rework of existing communications equipments. It does lend itself
well to new system designs employing psuedo-noise transmission tech-

niques. A digital system can be made highly secure by using complex

pseudo-random encoding data streams. Figures 1 and 2 show typical

digital coders/decoders.
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Figure 2. DIGITAL DECODER

B. ANALOG VOICE CODING

Analog systems using inversion techniques have been in use for

many years dating from about 1930. Simplest of all is the straight

voice inversion.

Figure 3 shows a typical scheme for generating

ettt e v
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Figure 3. VOICE INVERSION SYSTEM

The relative security of this system is low. It is effective only
on wire lines and against only a very casual listener on radio teiephone
systems. If in fact, such an encoded signal is applied to an AM trans-
mitter, the only device necessary to effectively decode the signal is a
communications receiver with a BFO! Simple inversion is somewhat
more secure if applied to an FM system.,

A more complex encoding system employs band splitting, inver-
sion and band juxtaposition. In this type of system, the 300-3000 HZ
voice signal is applied to a network of band pass filters. Each sub-
band is then processed in a manner similar to the simple inverter,
except that each sub-band is not necessarily returned to its original

position, nor need it be inverted. A simple three band system is

shown in Figure 4.

This system provides an extra degree of security in that the total

inverted voice coding.
system variables include (1) number of sub-bands, (2) inversion or non-

inversion of each sub-band (3) the translation scheme utilized and (4)
the programming scheme used. This system can be considered to be

6 ‘ | 7
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Figure 4. MULTI BAND ENCODER

of medium security if the information being transmitted is of a highly
volatile nature. For non-volatile information, this system provides
only nuisance value. With the use of spectrum analyzers, tuneable

filters and a methodic reconstruction plan, the original signal can be

reconstruc issi
ructed. In any case transmission security is increased only

by system programming flexibility and use of a Secure method of

preprogramming the system such as Cchanging the program on an hourly

daily or weekly basis,

The primary objection to this system is the necessity for the

many bulky bandpass filters. Digital filtering techniques might be

considered as a replacement for lumped constant filters

II. PROPOSED VOICE CODING SYSTEM

The design of a new voice encoder/decoder system was under-
taken with the following criteria. ¥First the system must be compatible
with existing radio telephone equipment. Second, the system must pro-
vide a reasonable amount of privacy against not only the "snooper' on
the RF channel but also against loss of the equipment or compromise of

equipment design. Third, the system must be reasonable in cost.

A, SYSTEM DESIGN REQUIREMENTS

The requireme.nt to be compatible with present radio telephone
restricts the voice communications channel to 300 to 3000 HZ with an
additional data signalling channel in the 80 to 300 HZ region. This
constraint rules out any high data rate digital coding system. Since
the system must provide a reasonable degree of privacy, it should be
at least equivalent to a four or five band splitting/inversion system.

To keep system cost to a minimum, it is necessary to avoid using the

many filters associated with the band splitting system.

B. BASIS SYSTEM FOR HYBRID VOICE CODING SYSTEM

It was believed that perhaps a combination of hybrid systems
using concepts from both the analog and digital voice coding systems
could be used to advantage to meet the desired design criteria., The
proposed system is based upon a remotely synchronized voice coder

shown in Figure 5.
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Figufe 5. REMOTELY SYNCHRONIZED VOCODER SYSTEM

This is an in\}ersion system using a signal source which can be
received by both the transmitting and receiving sites. For correct
operation it is requi;ed that the transmission path from the coding
source transmitter 2 to receiver 2 and from transmitter 2 to receiver
3 must introduce neither additional modulation nor different distortion
and that the propagation delay from transmitter 2 via receiver 2 and
transmitter 1 to receiver 1 be equal to the delay from transmitter 1 to
receiver 3. If both of these requirements are not met, the decoded
output will not be equal to the original input signal. System privacy is
dependent upon knowing what transmitter is used as the coding infor-
mation source. A simple system such as this can provide a relatively

private means of coding with a minimum of cost. The major problem

with the system is synchronism error. In theory, there exists only

10
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one hyperbolic line of position on which the coding information source
transmitter may be located which will give the phase differential
necessary for correct decoding. The LOP is actually a hyperbolic
band of approximately + 18.5 micro-seconds or * three nautical miles.
This represents a path phase differential of 10° at the highest modula-

tion frequency (3 KHZ).

C. PROPOSED HYBRID VOICE CODING.SYSTEM

The concept employed in the above system appeared to provide a
reasonable approach to a new system. The proposed hybrid voice
coder system is shown in block diagram in Figures 6 and 7.

The operation of the pruposed system is similar to the one shown
in Figure 5 with the exceptions of the integral synch;oniz_ation and the
use of a programmable pseudorandom frequency input to the balanced
modulator.

Referring to Figure 6, the audio input signal is processed by
amplification and filtering and appears as a 300 to 3000 HZ band limited
signal at the input to the balanced modulator. The synchronization gen-
erator generatés two outputs, one of which will apply a low frequency
uncoded audio tone to the transmitter. The second output triggers the
number generator according to éome preset coding scheme. The out-
put of the number generator is then converted to an analog signal which
is then used to control the local oscillator frequency. The balanced
modulator output is then lowpass filtered and appears as a 300 to 3060

HZ signal at the input to the transmitter.

11
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‘ : ‘ II. FEASIBILITY TEST MODEL
RAIDO* SYNC . '
veo e pac Eggﬁggn“'amzmm In order to evaluate the proposed system, a simplified test
design was constructed to examine the feasibility of the system.

Figure 8 is the simplified system block diagram of the test design.

Figure 6. PROPOSED HYBRID ENCODER
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STRIPPER MIXER FILTER OUTPUT
WAVETEK
WAVETEX FUNCTION
< RATOR
veo GENE
SYNC RANDOM
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Figure 8. SIMPLIFIED TEST SYSTEM

The operation of the test circuit is quite similar to the proposed

Figure 7. PROPOSED HYBRID DECODER
system with the sync circuits eliminated and the local oscillators

Decoding, shown in Figure 7, is simpl i s tion. :
& & VRPLY an iverse operation. replaced by a single voltage controlled oscillator driven by an audio

Synchronization information is stripped from the coded audio input . .
‘ function generator.

and used to generate local oscillator signal which is identical to the P . :
j The audio function generator and the voltage controlled oscillator
] i [] .
encoder local oscillator. The coded audio and local oscillator are i ' .
are used to generate a frequency modulated local oscillator signal for
mixed in the balanced modulator and applied to a low pass filter. ‘
ppHec P 1er X ' insertion into the balanced modulator and the product detector. This

The resultant output is the original signal. : i
P g &n interconnection simulates the proper operation of the sync circuitry,

12 ,, random number generators and ADC/DAC circuits.
| ~ - : 13




The balanced modulator and the prod
product detector were constructed observation of local oscillator waveform effects upon the vocoder

utilizing Motorola MC 1496 balanced modulator integrated circuits. The intelligibility and privacy
i .

modulator and product detector are identical in design and operation

IV. TEST RESULTS

The schematic of the modulator/product detector is shown in Iigure 9

A, OPER ATION

o +12V
The voltage controlled oscillator was set for a center frequency

of 3500 HZ (sine wave) and the function generator set to 45 HZ (sine

N DsB .
e ouTRUT wave). The function generator (warble) output amplitude was then

increased to produce a decoded voice signal with a reasonable amount

of distortion. Qualitative observations of the decoded signal, the

coded signal and the signal as decoded by a conventional fixed frequency

jnversion system were made by several different observers who were

Figure 9. - '
g BALANCET') MODULATOR /PRODUCT DETECTOR all experienced in voice communications over noisy channels.
B. LOW PASS FILTERS B.  OBSERVATIONS
Lumped constant i i r
p nstant low pass filters with 3 KHZ cutoff frequencies it was observed that different nwarble' frequencies and wave-
were used in the test design. Si i i |
esign., Since the filters were low impedance, an V forms produced varying effects on both intelligibility and privacy of
IC operational amplifi i in
plifier with zero db gain was used between the modu- , the voice signal. In general, 1t was quite easy fo produce 2 docodes

C. LOCAL OSCILLATOR | , ‘ ‘ decoded using a conventional inversion system by setting the "warble

: . . ; s+hi ) : ' s jati
The local oscillator signal was simulated using a Wave;cek & ode] ' frequency within the 10 to 60 HZ range setting the carrier deviation

. 2 2 X ;. : 1A n
130 function generator driving a Wavetek model 142 voltage controlled to a sufficient level, and by varying the "'warble and VCO wave

: ; j fvidu rer! i i ice of
oscillator. The function generator and VCO both have selectable sine shapes. Individual observer's reactions to a particular choice

- variables were not always in agreement as to small amount of distortion

14
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intelligibility and privacy. It was noted that the periodic nature of the
"warble' did enable some observers to make a reasonably accurate

""ealculated' guess at some words.

V. CONCLUSION AND RECOMMENDATIONS

The qualitative testing of the test circuit proved the feasibility of
a voice inversion system utilizing periodic FM modulation of the bal-
anced modulator locél oscillator. The privacy of the system was found
to be much higher than the normal inversion technique with some reduc-
tioﬁ of intelligibility. The circuits employed for the encoder /decoder
are well adapted to inclusion in a single medium scale integration
(MST) device.

As a continuation to the investigation of this voice coding system
the following topics should be considered.

1. Use of active filters to replace lumped constant filters.

2. Use of the programmable random voltage source to replace
the ''warble' oscillator.

3. Testing of privacy and intelligibility using standard wordlists.

4. Designing and testing of a synchronization system suitable for
inclusion with the vocoder.

5. Design of a medium scale integrated circuit containing all
analog portions of the voice coder. The MSI would have the follcwing/

inputs and outputs.

16
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a. Inputs
(1) Microphone
(2) Coded audio from transceiver
(3) Control voltage to VCO
(4) Switching circuitry

b. Outputs
(1) Coded audio to transceiver
(2) Speaker

A functional block diagram for the MSI is shown in Figure 10.

ANALOG ANALOG CODED AUDIO
MIKE : ;
D"" SWITCH swzpcs [ TO TRANSHUITTER
ACTIVE
g BALANCED eIV g
Ll PASS
MODULATOR FILTER
CODPED
AUDIO ANALOG MNALOG | ppeopED AUDIO
FROM 5 T0 SPLAKER
RECEIVER | SWITCH SWITCH
(') . PROGRAIABLE (B
RANDOM

CONTROL VOLTAGE

" Figure 10, MSI BLOCK DIAGRAM

6. Design and testing of a MSI/LSI programmable voltage

source for VCO control.
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