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Section 1
EXECUTIVE SUMMARY

INTRODUCTION

This document reports the results of an analysis conducted
by the Project SEARCH Committee on State fdentification
Bureaus.

Project: SEARRCH is a cooperative effort of the criminal
justice systems of the 50 states, banded together to apply
technology to the criminal justice system of the United
States. The worl reported in this document, as well as

other efforts of Project SEARCH, were funded by grants

from the Law Enforcement Assistance Administration of the

U. S. Department of Justice. This particular task was funded
by the LEAA National Institute of Law Enforcement and
Criminal Justice (NILECJ). ‘

The purpose of the project was to survey the state-of-the-
art in automated and semi-automated methods of searching
fingerprints and to evaluate their applicability to searching
latent (crime-scene) fingerprints, This report contains the
following key information: N ’
e Descriptions of the technical approaches‘to

fingerprint searching proposed and tested by

seven governmental and private research

organizations.,.

e Experimental results concerning accuracies 2
of each approach, , ' ‘

e Comparative analysis of potential capabilities.

e Recommendations, submitted to NILECJ, for a
coordinated program to foster further develop-
ment of latent fingerprint systems' capabilities,

The members of the State Identification Bureau Project Committee
Committee are shown in Exhibit 1-l. Gary D. McAlvey served

as chairman of the Project Committee. Vincent Peterson

served as chairman of the Latent Fingerprint Subcommittee
(Exhibit 1-2) which directed the conduct of the project.
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STATEMENT OF THE PROBLEM

It is generally recognized that the major problem in searching
latent fingerprints against a file of known offenders is the
time-consuming process of manual classification and search of
the fingerprints. Several research and development programs,
in various stages of progress, are presently being conducted
to automate fingerprint classification and search. Generally,
the technologies employed in these efforts involve optical
holography, or optical scanning followed by digital transfor-
mation of the fingerprint images.

Project SEARCH has sponsored several such projects through
two major studies: a feasibility study of holographic assis-—
tance to fingerprint identification and a program to develop
a prototype technical search system for state identification
bureaus.

Because of the large number of different efforts and the lack
of coordination among them, the National Institute of Law En-
forcement and Criminal Justice has Seen the need to review and
assess the programs in order to enable NILECJ to plan future
project support.

PROJECT SCOPE

Research and development programs directed toward either
single finger or l0~finger identification Wwhich involve auto-
mated or semi~-automated encoding and searching of finger-
prints were the subjects of this evaluation project. A
parallel effort to survey, document, and evaluate latent
fingerprint systems currently in operation in law enforce-
ment agencies was also undertaken by the State Identification
Bureau Project Committee. A companion report documents the
results of that effort. s

Seven separate programs were identified by the Project Com-
mittee and NILECJ to fall within the scope of the project.
The seven participants are listed in Exhibit 1-3. The FBI
FINDER system, although within the scope of the project, was
not included because the Committee felt that it was suf-
ficiently documented in other publications.

|
H
|

ORGANIZATION
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KMS Technology Center
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First Ann Arbor'Corporation
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New York State Division
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Albany, New York

Joseph Robertson

R. G. Eisenhardt

John I.. Furstenwerth

C. B. Shelman
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Exhibit 1-3: Participants in the Review and
Analysis of Automated Fingerprint Systems




METHODOLOGY

Data on the selected research and development programs were
collected from three major sources:

® published plans, reports, and marketing materials;

e direct requests for information by telephone or
correspondence;

e wite visits to view experimental equlpment and
‘discuss programs in detail.

The primary emphasis of the data collection was the experi-
mefstally tested accuracy of prototype systems. Descriptive
data concerning the technical approach and proposed system
conflguratlonsxmece also collected along with as much cost
data as could be obtained. These data are presented in
Sections 2-1 through 2-7 of this report.

A comparative analysis of accuracies of the systems was per-
formed, based on available experlmental data. It should be
noted that these results, as reported in Section 3, are not
strictly comparable because of substantial differences in data
bases and test sets. An analysis of the advantages and dis-
advantages of the various technical approaches as applied to
latent fingerprint searching is presented in Section 4. Con-
clusions and recommendations derived from the available data
and analyses are presented in Section 5.

SUMMARY OF KEY FINDINGS

The key findings of this study are as follows:

e An effective latent print search system is a
valuable tool in further identifying possible -
criminal offenders and in clearing cases where
no other useful evidence is available.

e Useful fully-automated latent print search sys-
tems are commercially available or close to be-
coming available and are becoming financially
attractive. '

® A latent system which will retrieve one true
match in a file with close to 100% reliability
is not currently near accomplishment.

e A potential cost savings, which justifies their
development, is offered by automated systems
over those requiring manual encoding.

e Adequate testing using actual or simulated latent
prints has. not been accomplished for most systems
discussed in this report.

¢ e o e g S g

® A semi-automated minutiae encoding process appears
feasible although its effectiveness in search pro-
cedures and its compatibility with automated en-
coding have not been tested.

e Many agencies and private organizations expressed
interest in conducting and investing in further
research and development on latent fingerprint

' searching.

® Fingerprint research activities and the acquisi-
tion of fingerprint devices by state and local law
enforcement agencies should not be limited by the
existence or expected implementation of the FBI
FINDER system.

RECOMMENDATIONS

The fcllowing recommendations are presented for the considera-
tion of the National Institute of Law Enforcement and Criminal
Justice (NILECJ):;

® Because of the recognized need for effective
latent fingerprint searching systems and the
encouraging results of experimental systems
as described in this report, NILECJ should
continue its support of latent fingerprint
research.

® A coordinated program for supporting latent
fingerprint research and development should
be established and contain the following key
features;

1. NILECJ should sponsor an experiment to
compare accuracies of prototype latent
systems using a standard data base of
fingerprint cards and a standard set of
actual or simulated latent prints. The
latents should represent a cross-section
of prints found at crime scenes which are
of sufficient minimum quality to serve as
evidence in court.

The experiment would accomplish the fol-
lowing;

a. Assess on an equitable basis the present
capabilities of manual, semi-automated,
or full-automated systems.

b. Assess the operational costs of latent
systems.
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¢. Encourage the investment'of private capital
in latent fingerprint research and develaop-
i ment. ‘ R : R , .
B : . Section 2
d. Establish a data base and test set for eval- o '
uating improvemerits in latent systems foﬁx N . ~ AUTOMATED AND SEMI-AUTOMATED SYSTEMS FOR
years to come. Cep e R A THE ENCODING AND SEARCH OF FINGERPRINTS
; | : T
{ All types of latent systems including manual,
| semi-automated, and fully-automated systems

should be included in the experiment. A special : Sub-Section | ' Page
- effort should be made to include the FBI FINDER 2! _—
. 1 : i m g T e '\: . ‘ : . . )
system in the experimen: : : o 2 Automated and Semi-Automated Systems for 9
2. In conjunction with Part 1, a study should be the Encoding and Search of Fingerprints
undertaken to determine the composition of a ; S : :
representative sample of latent prints. Based L 2-1 KMS Technology Center 10
on. the results of the study, the latent print . { ~
test set should be constructed from actual crime- . 8l 9-2 First Ann Arb ,
scene latents, elimination prints, or purposely ‘ i S n or Corporation ; 15
produced ahd lifted latents as deemed appropri- :
ate by the study. A master fingerprint library 41 2-3 TRACOR : 20
representative of the patterns and varyino 8 :
quality of fingerprint cards found in state or } ;e . ;
municipal identification bureau files should also & i 2-4 - Argonne National Laboratory - 26
be selected. o , o ‘ : ‘ ' ‘
‘ E ! 2-5 Sperry Research Center B 31
3. NILECJ should financially support research and ’ i , ' ’
development projects which demonstrate promising A - ' .
results in the experiment. ‘ . Y 2-6 McDonnell Douglas Electronics Company 37
4. Baséd on the evaluation of user groups (such as o | 2-7 New York State Division of Criminal
Pro’ject SEARCH), LEAA should encourage the con- : g Justice Services ) 45

—

i ) struction of prototype equipment for installa-
EER tion and test in operational agencies.

5. NILECJ should selectively support research and
development projects which may greatly improve
latent print searching systems in the long term
even though they have not demonstrated a capa-
bility at the time of the experiment. = As .soon
‘as possible, these systems should be tested with
the standard data base and test latents developed
for the eéxperiment.: : o

e
it e T e
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Section 2-~1
KMS‘TECHNOLOGY CENTERV

The KMS Technology Center was one of the three participants in
the Project SEARCH holography study (Reference 5). In the
study, KMS tested a device based on the matched filter optical
correlation technigue similar to that used by McDonnell-Douglas
Electronics Company that will be described in Section 2-6. A
description of the KMS system and the key experimental results

are presented below. . p

Ssince the time of the SEARCH study, KMS has conceintrated on
the secure door lock application of their technique. Present
management has indicated very little interest in pursuing fur-
ther work on either latent or lO—finger"denxification,for law

enforcement applications.
SYSTEM DESCRIPTION

The KMS fingerprint searching system consisted of three steps:
the production of a matched filter (hologram) of an ingquiry
fingerprint card; the calibration of the comparator system

using an inquiry card with its corresponding matched filter;

and the comparison of library microfilm images with the matched
filter of the inquiry card to produce a list of probable matches.

The fingerprint cards were photographed by a 35 mm camera; then
the microfilm was cut and mounted onto standard photographic
slides.. Library slides were placed in a slide carrousel tray,
to be fed into the path of the light signal beam one at a time
for searching. The slides made from the inquiry cards were
used to generate holograms which were captured on specially
treated glass plates.

The three steps in the system were accomplished on a single
electro-optical device, the comparatox. The machine consisted
of a low intensity neon gas laser, beam splitter and several
lenses, holders for photographic slides and glass plates, a
sensing device to measure correlation voltage, and a closed
circuit television camera to measure a correlation spot.

The beam splitter was used to split the laser into a signal

and reference beam. The two beams were oriented so that the
signal beam would pass through a photographic slide and con-
verge with the reference beam on the glass plate. Matched
filters of inquiry cards (all ten-fingers) were produced on the
glass plates by exposing it for 1/16 cecond. - The plates were
photographically developed and then used for comparison.

10

'gg calibrate the system in p;eparation for search, the signal
gr:ghgisp€:ised ghrgugh the inquiry card slide and the holo-

: late made- from this same fingerprint t i
The reference beam was shut off for his pro St e et
‘ shu or this process. .The s
opir:For,thgn observed this ideal match reading of the cgifem
;22 :h;og voltagg (read on an oscilloscope) and the brightness
of detecgzzeb;tlog ipo? (measurement of diffraction efficiency

as ) a television camera and read :

These readings served as the st et wnich e pe
JS andard against whi i

of all the library slides would be compgred. hich readings

Once t?gdideal'match'reading,was made, each one of the lib-
§:£anelbzzmw$zsfei.i?tglthe path of the signal beam (the re-

. still blocked). Readings were made auto- '
?ig;c:;i{ ?p the os§1lﬁoscope and manually from the correla-
: oicture which was the most accurate measure

: : » of t

true correlation. Out of the library cards, the ten best ne
matches were selected. '

RESEARCH SUMMARY

Test Procedures

The_holography'test~was conducted under the fol i
iwiligziy oi 10,000 fingerprint cards, 100 “tuniggﬁngagggczggres:
o L t sets o? 100 and 400 cards were selected from the files
o e California Bureau of Identification. The cards were
ggggegugiigs ;gﬁizsiﬁtiﬁivg of pattern type distributica and
: e Bureau. All jidentification inf -
tion was removed from each card except for a nce o
number and a manually derived Henry grimaryaciizgizigzzggi
.gnnotated on the card. KMS further subdivided the 1/1 i
into 16 subcategories of their own design. ' primen

Thetfi}e and the tgnipg set were made available to the test
gir igépant§ for filming according to their own specifications
e tuning cards contained known matches in the file and o

were used by the participants to adjus
) J t.syst
obtain the best possible performancg. yStem parameters to

At the conclusion of the tuning operation, Projéct'SEARCH re-

siiiegﬁztizei visétei e;ch;corporate participant's facilities
' : st cards to be run. The tests ' { 1c !

W : : .~ were conducted
ggzble bllnd"fexperlment where neither the corporate Sariic?—
P s nor the SEARCH representative knew which, if any, of the

‘cards in the test set had matches in the library. For each

test card, a list of ‘at most 10 possible matches was generated.

‘The sequence numbers of the possible matches were recorded and

submitted to Project S i
formange. 3 doly! EARCH for analysis.and report of per-

In addition to performance statistics, costs of conducting the

~experiments were recorded and reported.




"MNo. 6 are shown in Exhipit 2=1-1.

ACCURACY RESULTS

In
containing 100 cards with 82 true file matches,
d 11 (13%) on their lists
of most probable‘matches.' In the 400 card secondary experiment
"where there were 313 true matches, KMS hit 254 (81.2%) and miss-

ed 69 (18.8%).

Statistics on the two test sets were generated separately.

the primary set,
KMS correctly chose 71 (87%) and misse

ed. in the Project SEARCH Technical Report
The results of McDonnell

Douglas Electronics and Sperry Research Center are included for
comparison in the exhibit.

The test results as stat

The definitions used in Exhibit 2=~1-1 follow:

e Correct Match (CM): the test card has a match in the
library and the matching card is among the candidates

identified by the participant.

e Mismatch (MM): the test card has a match in the library,
the participant states that there is a match, but incor-
rectly identified the matching card.

False Dismissal (FD): the test card has a match in the
library, but the participant states that there is no

match.

False Match (FM): the test card does not have a match in
the library, and the participant falsely identifies a
match. " :

e Correct Dismissal (CD): the test card does not have a
match in the library, and the participant correctly states
that there is no match in the library. ;

e Not Processed (NP): the test card quality did not permit
processing by the holographic system. :

Tt should be noted that scores were awarded for correctly identi-
fying correct dismissals, i.e., cards with no match in the file.
Therefore, 10 possible match candidates were not always chosen.
This may partially account for the relatively poor results of the

participants.
In addition to the overall results, the results were analyzed on

the basis of card quality and fingerprint class. (See Reference
5 for details.) No definitive conclusions were reached from these

tests. ¢

A

KMS | MDEC | SRRC KMS | MDEC | SRRC -

cMm | 71 | 74 69 | M | ea | 70 64
cD 8 | 13 s | | o é‘ 13 f-8
'FM 9 6 | 11 | M 9 | 6 il
FD 4 4 3 | fD 4 2 2
MM | 7 3 9 : MM 6 1 7
NP 1 0 0 NP 1 0 0
TOTAL | 100 | 100 | 100 TOTAL | 92 | 92 92

Exhibit 2-1-1A, Primary

. Exhibit 2-1-~1B. ima
Experimental Results 1B. Primary

Experiment Results
Excluding Facsimile

' Sub-experiment..
KMS MDEC SRRC . 112{3|14{5|6)7|8] 9
CM 254. - 280 KMS |92 4|21 |x|~-]|=-]|~-]~
CD 17\/ 34 MDEC|99 |1 |~-|=~|~-|=-|=-]|~-] =
FM 58 \/ 41 SRRC|84 | 82| 2 |0+]04+]0+]| 210+
D | 11 .)(__ 21 e -
. - Exhibit 2-1-1D, -Distribution
VM 58 J/ \\ o4 of Ranks for CM Responses
1op 5 / \ o NOTE: Entries show percentage
of all CM responses by
TOTAL | 400 / 400 the corporate partici-
, pants which are of the

rank order indicated
(rank 1 is the "most
likely candidate").

Exhibit 2-1-1C, Secondary
Experiment Results

NOTE: MDED did not perform
the secondary experiment.,

Exhibit 2-1-1., Experimental Results of Holography Study.
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Timing and Cost Results

The following timing and cost data were obtained from the ex-
periment. Microfilming cost KMS $2,906 oxr approximately 2§¢
per card; it took six days. The subcontracted slide mounting
cost $769 (approximately 7¢ per card) and took three days.
Dividing the library slides into Henry Primary (and then'1/1
into Henry Secondary) classes took'15 days and cost $3,463,
or approximately 35¢ per card. Converting the test card slides
into holographic plates took 17 hours and cost $964 ($1.93
per card). Finally, the file search required 24.5 mandays
(one man for the total time) and cost $4,840 ($9.68 per test
card) .

GENERAL CONCLUSIONS OF HOLOGRAPHY TEST

The general conclusion of the holography test was that none

of the systems tested was presently appropriate for 10-finger
searching in a state identification bureau. The Sperry sys-

tem was determined to be potentially within an acceptable
operating cost range, but lacked sufficient accuracy. McDonnell
' Douglas demonstrated sufficient accuracy, but had unacceptably
high costs. KMS was not acceptable on_githerlcrlterlon.

14

Section 2-2

FIRST ANN ARBOR CORPORATION

The'First Ann Arbor Corporation conducted a project for the
Praject SEARCH State Identification Bureau Committee to
determine the feasibility of FAAC's approach to an automated
technical search system. As such, this project was one of

a series of projects funded by Project SEARCH for the purpose
of examining the applications of technology to activities of
state identification bureaus.

The Identification Bureau Committee has recommended that Pro-
ject SEARCH not continue support of FAAC's development., and
that all reports and other materials be submitted to NILECT *
for their consideration.

SYSTEM DESCRIPTION
The First Ann Arbor system involved five distinct steps:

(1) Masking of the individual fingerprint impression
(the mask was a piece of cardboard with a die-cut
circular aperture of diameter 1.5cm).

(2) Scanning of the masked impression.

(3) Conversion of the scan data from positions in the
X-Y plane to patterns of wave frequencies."

(4) Computation of the print classifier from the
frequency data.

(5) File searching.

Keys to- successful system performance included accurate center-
ing of the mask on the point of maximum ridge curvature by the
technician and proper orientation of the scan direction. Sep-
arate tests were held on these features and the results are re-
ported below in the section on accuracy of results.

The fingerprint scanning and digitization were performed by
Data Dissemination Systems, Inc., of Los Angeles, using a
linear array diode scanner. Pre-search software was divided
into two parts. First, the scanned fingerprint data was read
from magnetic tape and stored. Then transformation software
was used to compute the two-dimensional spatial frequency pat-
tern from the planar fingerprint data. .

15




3 frequency distribution, software was used to compute
zigmpigit clgssif{er. Finally, the seargh was peyformgd 2y

matching print classifier data from the input car? aga:Lnss:n
classifier data from the file. Computers used fgr.pricgs i g
were a CDC 6600, an -IBM 370/155, and a PDE—lO (Digita quip

ment Corporation).
ne on the basis 6f 35 frequency descriptors

The absolute frequency values (occurrences
91) were divided inte 5 cells or ranges

Matching was do
for each print.
ranging from -254 to +
as follows:

Cell Frequency Descriptor Range
—_1— ‘ - o to =174

2 | -174 to - 75

3 - - 75 to - 12

4 - 12 to + 40

5 + 40 to + ®

A match required each of the 35 cell dgscriptors for a.gtven
print to match its corresponding descriptor for the prin .
being compared. One descriptor that did not match was iﬁe
ficient to dismiss the print as a non-match. However,

cell ranges were not ironclad. If the gbsglute fiequeni{
value fell within 3 to 40 (standard deV}atlons) (o} i.ge b e
poundary, both adjacent cells were con81d¢red as va ; c 2
jfiers. The width of the cells were close to 110, w‘ereions
was the standard deviation based on scanning ten 1lmpress

of an arch and five impressions of a loop.

3 4 "
In searching prints, First Ann Arbor used “seaxch lndlcatii:é
to compensate for potential errors caused py freguengy Yis
near cell boundaries. Every one of the thlrﬁy—flve lgttached
used to classify a given print had a search indicator a ac .
This indicator signified if the frequency descriptor W?S
the mid-range of a cell (0), near the lower boundarytq as o
cell (=), or near the upper boundary (+). The operallnihey
tem, as envisioned by First Ann Arbo?, would got.sﬁore the
search indicators for the library p:%nts. .ThlS in ﬁrma
would only be available for the 1inqulry print, andi egce,er_
gearching adjoining cells whege 1pd1cated could only be p
formed for the values on the inquiry cards.
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Before testing for file searching capability, FAAC performed
several tests to measure the sensitivity of the fingerprint
classification procedure to minor variations in print quality
and operator technique. First, the same arch fingerprint was
scanned at three different orientations about an arbitrary
longitudinal axis. - Then a left ulnar loop of ridge count 14
was scanned at five different orientations about an arbitrary
longitudinal axis. Finally, this same ulnar loop was used
for three different scans after moving the mask position each
time. As a separate test on the question of effects due to
different mask positions, First Ann Arboxr had 4 test subjects
locate mask centers on randomly selected .prints.

The accuracy tests were performed on different impressions of
the same fingérprint--five impressions of the same ulnar loop
and ten impressions of the same arch. The system's abilit

to discriminate similar but not identical fingerprints was
tested by comparison of two different left ulnar loops with

a ridge count of 14.

RESEARCH SUMMARY

Test Procedure .

Fingerprint cards were obtained from several sources. One
set of 50 impressions of the same loop pattern was selected
along with another set of 50 impressions of one arch. These
prints were to be used in the repeatability tests (described
below). These 100 prints were made by the Michigan State
Police at their ¥Ypsilanti, Michigan station.

A set of 150 left ulnar loops with a ridge count of 14 was
supplied by the Illinois State Department of Law Enforcement.
These prints were to be used in the test of the system's
ability to discriminate among similar, non-identical prints.

In addition, Illinois supplied a random selection of 40 prints,
containing whorls, tented arches, central pocket loops, double
loops .and accidentals. '

Finally, a set of 1200 randomly selected prints was used to.
test a technician's ability to properly locate a mask over a
fingerprint. These last prints were not meant to be scanned
and digitized, nor were they included as part of the file
searching test.

First Ann Arbor encountered considerable difficulty in obtain-
ing usable scans from their subcontractor. From the first 100
impressions,‘ FAAC and Project SEARCH had selected 30 for scan-
ning; 15 of the resultant scans were usable. From the set of
150 prints, 58 were selected for scanning and only two were
usable. ‘ '
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Test Results ‘ A

4

When identical prints were compared just within their own
test group (i.e., those tested for effect of scan orienta-
tion compared against each other, or those tested for re-
peatability under different impressions of the same finger)
all except one scan produced matches in all 35 digits of
the classifier. The one scan that did not fully match was
cscah . 8c,~a test where the mask center had been displaced
1.2 mm from its original position in scan 8. Even after
the search indicators had been used to determine which
adjacent cells to search, 2 of the 35 digits did not match.
In addition to this non-match, treating scan 8 as the in-
quiry card (used in the scan orientation and mask centering
tests) and scan 13 (repeatability for different impressions
test), produces a non-match even though both were taken from

the same loop.

As noted above, the comparison of different impressions of
the same print produced matches in all cases (5 of the loop
and 10 of the arch). The discrimination test (comparison
-of two similar, non-identical loops), produced 9 and 5 digits
not matching, depending on which print was considered the

library print.

It should be noted that First Ann Arbor intended to make
more extensive tests (e.g., discrimination among 58 dif-
ferent loops instead of two) but only 25 scans were of usable
quality for all the tests performed. Hence, their results
are severely handicapped by small sample sizes. .

The results on the technician mask centering test were re-
corded after several trial runs. On the test run of 100
prints, 81 (81%) were centered within 0.5 mm of each other
by the four test subjects, and 19 (19%) were centered be-
yond 0.5 mm. A summary is presented below:

Number of Prints LocZiiiiti;gn;naﬁisﬁ gzzﬁiicians
2 B ' X > 1.5 mm
10 ; | 1.0 mm < X < l,S‘mm
7 . : 0.5mm < ¥ < 1.0 mm
81 x < 0.5 mm
100

* , .
¥ = Maximum difference among 4 technicians.
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The data indicate that thé FAAC a
. t pproach may suffer from
Eiqblems in acgurgtely.locating the mask. %he extent of
is problem, if it exists, was not accurately measured.

Due to the insufficient size of the i

: ] test (which was caused

ggiFlally by the lack of acceptable scan®data) the feasif
%tity of the‘FAAC approach was.not established. Tests

wi substantially larger data bases must be undertaken.

Cost and Storage

Due ?o the lack of scans and comparisons avai

meanlngfu; cost data were establ?shed. Ho&iiiiblgétgoon

thg computer storage required were produced. Té distin-
guish five cell numbers in binary code, three bits are needed
(90,‘01, 10, 11 Qrovides only four cell types, so a third
bit is required if anywhere from five to eight cells were to
be used). Based on 35 digits (classifiers) per finger and

the proposed 4 fingers per set or card, a set requires

3 x 35 x 4 = 420 bits of storage Fi 2

: . . . irst Ann Arbor Corpor-
ation has indicated that it may be possible to reduce tﬁe
cell ranges from five to four and the fingers needed per
set from four to two in which case only 2 x 35 x 2 = 140
bits would be needed. '
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Section 2-3

‘ TRACOR |

The Texas Department of Public Safety recently sponsored the
feasibility test of TRACOR's Automated Fingerprint Searching
System. TRACOR's technique relies on average measures of
ridge slope within individual small squares of a grid network
placed over the print surface (see Reference 14). This dis-
tinguishes it from the completely mechanical or holographic
matching technique and from the minutiae technique. In addi-
tion to ridge slope, TRACOR's approach takes into account
core to delta distances where they exist and also the number
of deltas present.

The general conclusion of the Texas Department of Public
Safety, as quoted from Dr. A.J. Welch's evaluation appended

to the TRACOR report was that "...The procedure demonstrated
by TRACOR is not suitable for locating a single fingerprint
from a reasonable size library (greater than 10,000)."

After considerable thought, DPS has decided not to fund

Phase II, because they believe that the TRACOR's approach

is the same as that of the Sperry Research Center which is

one or two years further along in development.

SYSTEM DESCRIPTION

Fingerprint scanning was performed by the Argonne National
Laboratories on their computer-coupled optical scanner

system called ALICE. The main pieces of equipment that
comprised ALICE were a PDP-10 digital computer (Digital Equip-
ment Corporation), two CRT screens, a teletype and a reflected
light scanner. Computer processing and file searching were
performed on TRACOR's UNIVAC 1108 computer using magnetic tapes
generated from the scan data.

The data for each fingerprint consisted of 64 wvalues, each one
representing an average slope value for the ridges in a sgquare
cell of 1 square millimeter in area. These grid values were
taken for the cells surrounding the fingerprint core {i.e., they
do not reach the edges of the fingerprint).

20

When comparisons were made between two fingerprints, a

score was deyeloped for the comparison based on 64 possible
matches of ridge slope (slope recorded in 8 integer values

1 thrg'S, representing 22.5° each, i.e. 0° — 180°). '
2051tlonal Weighting was used to adjust the comparison scores
1.e., the weight assigned to a position was recorded for each '
successful slope comparison. (Exhibit 2-3-1 gives the

positional weighting adopted by TRACOR after 12 different
schemes were tested).

\\2\2222122/2
2 |3|3f3l3]|3}3| 2
2 31444 31 2
2 |3|4]ojo|af3] 2
2 [3lalofo|4] 3|2
2 (3({4afalalfa)l 3] 2
2 |[2{3]3l3 3| 2
/72222‘- z\z\

Exhibit 2-3-1

C=Position of Core

-Exhibit 2-3-1: Positional weighting system adopted by

TRACOB. Figure also represents the grid centered on the core
in which angle measurements were made.
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If the scan produced unreadable data for a particular position,
a zero was recorded for that position. When comparing two
prints, a zero fr a particular position on either print was
sufficient to delete that position from the comparison score.
Hence, only positions where both prints had integers between
1 and 8 contributed to the score. ’ :

In order to.account for possible errors due to distortion by
plastic deformation of the finger during inking, allowances
were made for slope numbers that did not match exactly. After
trying five possible schemes, TRACOR decided to assign a
"closeness weight" of 1 to a perfect match (i.e. identical

slopes) and a"closeness weight" of .9 to slopes that differed by -

1 unit. This factor was multiplied by the positional weight
and then the product was added to the score.

Since the number of comparisons was not the same for each pair
of prints (due to the variation in number and position of zero
slopes for each print), TRACOR normalized the score. They kept
a running total of "possible score", i.e., the score that would
have been recorded if every non-zero position had a perfect
match. The normalized score was computed as actual score
divided by possible score, so that a perfect match (identical
in all positions that were readable on both prints) would obtain
a score of 1.0. All other normalized scores would fall be-
tween 0 and 1.0.

Core-delta distances were also considered. If the core-delta
distances on two prints were within two millimeters of each
other, 10 points were added to "sctual score" (i.e., 10 would
be ‘added to "possible score" in all cases where both prints had
core-delta measurements available). If the number of deltas on
two prints matched, 15 points were similarly awarded.

When an inguiry point was searched against the library, a

normalized score was obtained for each comparison with a library

point. Then the scores were ianked in descending numerical
order, and results were reported on the number of actual print
matches appearing in the top ten candidates on the list.

RESEARCH SUMMARY

The prints provided by the Texas Department of Public Safety,
(DPS) included a library set of 894 prints broken down as
follows: : ' ~

A
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LIBRARY SET

Print Type | Number Peﬁcent
Ulnar Loop . 291 3
Radial Loop 69 33.3
Plain Whorl 148 16.6
Central Pocket Whorl 90 10.1
Double Loop Whorl | 90 10.1
Accidental Whorl 12 1.3
Tented Arch 87 9.7
Plain Arch ‘ 107 12:0

TOTAL 894 100.00%

. ,
Percent column actually totals to 100.1%, due to round-off
errors.

The inquiry set provided by DPS contained 122 prints, 83 of
which had matches in the library set. In addition, DPS pro-
wvided a set of eighty cards, called a duplicate set. These
cards (ten prints to a card) were taken from five individuals

‘over a period of several years. TRACOR used these duplicates

to develop their identification algorithm.

Accuracy Results
The test results for accuracy are given in Exhibit 2-3-2.

The first test results are those reported b '
: ) ) y the Texas Depart-
ment of Public Safety in their four-page summary of ‘the TRACOR

‘tests. TRACOR reported resultsl showing 45 of 83 matches in

first place (54%) and 78 of 83 matches in the first ten places
(93%) were achieved after a number of prints were redigitized,
slope matrix cell weights were readjusted and prints were
reclassified. (The above re-test conditions were noted by

A. J. Welch on page eight of his evaluation of TRACOR'S |
experiment.) Both Dr. Welch and TRACOR make reference at least
once egch Fo 84 prints.with matches in the library. No explan-
ation is given by either one for this apparent discrepancy.

In tbei; report, TRACOR examined identification based on a
multi-fingered system. Their key assumption was that there is

statistical independence among fingers (i.e., knowing the

pattern pre of one finger gives one no information as to the
probabilities of various pattern types occurring on the other

1 -'
(p. 43 of TRACOR report)
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Accuracy Results of TRACOR Experimental Test.

Actual percent column total is 99.9% due to round-off error.

TRACOR re-

adjusted parameters and conducted the test again,
resulting in the improved results as indicated.

After the formal test for Texas DPS,

Exhibit 2-3-2

fingers of the same person).
with manual encoding systems,

MMme SHQEHM;wbmemmﬁmbmmbﬁ. Hence, TRACOR'S comments are on
UmHonmmmmmmmmHMMMﬂm with a large data base must be undertaken
co . o
oo ncerning the milti~finger approach can be

Based on considerable experience

Timing and Cost Data

No direct cost data for the performance of the contract was

mmeWuﬁ However, ﬁﬁw data storage requirements were given as
its for each finger., Each inquiry print was searched

against the full librar % i : .
eight seconds, Y of 894 prints in an average time of

25

patterns on fingers have been shown




Section 2-4

ARGONNE NATIONAL LABORATORY

Fingerprint research at Argonne Natéona%sgigifagzgzn(?g
ili ‘ ic Energy Commi .
facility of the U.S. Atomic : B e ing
: etion of an 1mage P '
1963 soon after the comple of an image Bo e on was
‘em called CHLOE. The mgchlne s p Y :
iZSZ§21yze photographs of h1§h inziggngzrtéiiiiiégl?;bble
‘ . However, personnel at g r E /
;?amger;. Shelman,’soon becamellnteresFed in gttemptlng
tooscan and extract information from fingerprints.

The first research effort involved measurin%iigzi;gint

i i3 itions on .
i angles in a matrix of positlo : i
;lgggplegclassification ang iompa;;zzﬁeizztig)u51ggetszcond

matrix was developed (Se€ .

22?5; research effort was dlrecteq toward Fbg Eigiigﬁs)
of extracting minutiae {ridge endings and fi)u ations)
from a fingerprint pattern gsee Reference . d.re o S in
these approaches were the first of their kin P

the literature.

Because of 1imitations in the CHLOE equipment, i;ﬁger—ln
print research was discont%nuig fgiogggugnzggyyCommission
0. funds were provided by the . !
to b1 2 ner it ErZ}i?iil“%aiyiiiﬁag1§hin%i3232e3fby
the new system, calied Al ' rongly M ipment. A
erience gained using the previ : ‘
gz:ciigtion of the ALICE system and<cu¥rent flggeggigzied
research activities follow. More.details may g obtained
from the papers presented tO'the ;97§;Carnaha¥ o] en
(Reference 9) and the First Internat}onal Con grencit
Electronic Crime Countermeasures, Edlnburgh7?nlvers Y
Edinburgh, Scotland,lJuly 1973, (Reﬁerence ) -
o ic E Commission terminated
1 1973, the Atomic Energy .
igngu%éort oé fingerprint research at ANL 1p favor of

higher priority projects.
ALICE IMAGE PROCESSING SYSTEM

g and proéessing
raction. The
a digital computer

"ALICE is a general-purpose image sgann}ﬁte
system with provision for man—@acﬁ%g?-i
system consists of an operator‘'s conscie,
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with peripherals, three scanning staticns, and a general-
purpose controller which can be connected to one scanning
station at a time.

The operator's console contains two 21 inch, flat faced
display CRT's, .an operator controlled trackball, and a
teletype data terminal. One display scope is slaved to

a scanner through the controller and displays the scanner
output. The other scope displays computer output and has
character and vector generating capabilities. It is used
to show enlarged portions of a pattern along with super-
imposed cross hairs which can be translated and rotated
with the trackball. The trackball and the data terminal
provide the primary means for man-machine interaction.

The computer is a DEC model PDP-10 (36-bit word length)
with 43K of magnetic core storage. Peripherals include
two tape drives (one seven-channel and one nine-channel),
a card reader, a line printer, and the operator console
equipment. All software is written in FORTRAN, making
it easy to write and modify.

Three scanning stations, all built by ANL, are presently
available. A light scanning microscope has the capa-
bility of digitizing images directly from biological
slides. A film station can scan images from either 35
or lémm film. A reflected light station (opaque scanner)
has recently been built and is particularly useful for
fingerprint work since ikt does not require filming. The
station uses a 9 inch precision CRT (flying spot) as a
light source which is focused by lenses onto the image.
Reflected light is gathered by four photodetectors ac-
curately spaced around the reflecting surface. All of
the stations are capable of scanning in any orientation
with any point spacing and line —spacing up to 100,000
lines within the image area. Light intensity is mea-
sured to 64 grey levels.

A summary of the system's capabilities is presented in
Exhibit 2-4-1.

FEATURE EXTRACTION AND CLASSIFICATION

‘Recent work at ANL has centered on the development of a

10-finger classification system which would segment a
fingerprint file so that an exhaustive search with a de-
tailed comparison, ‘such as minutiae matchings, would not
be necessary. Effort was directed toward the 1/1 Henry
Primary -Category since loop patterns, defined by ANL- as

having 1 or fewer deltas, are the most.difficult to

subdivide. Three systems were developed to divide loops
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Some Features of ALICE Image

—-3 scanners available: microscopiﬁnig
mm £il sc
f£ilm scanner, opague ﬂ
e led for

--Al1l1 functions software cozﬁrol
eas modificatiqn and testing )
—-MéiZal interaction cagabéllty at de-
_cision points if require . 2
_pET's F?NDER.system can be simulated
—-Image‘processing softwgre4ayallable
--Scanning done in any dlregt;qn, ?Egs
eliminating problems of fingerprint
rotation ‘ . )
--Scanning point and line spaciln
software control . e
--apddressable scan points lle~qn‘100,000
by 100,000 matrix A g
——Azl précessing and searching can be’
done on PDP-10 computer

g under

Processing System

Exhibit 2-4-1:
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Suﬁﬁary of ALICE System Capabilities

into 6 categories. The third ahd most promising system
was used to classify 200 sets of 1/1 Henry cards. The
system showed good discrimination since only two pairs
of cards had the same classification. However, to de- -
termine the system's real merit, tests with a larger
data base and multiple impressions of the same person's
fingerprints should be conducted. (See Reference 7 for
details of the method and results.) s

Feature Extraction

The proposed classification systems are based on finger-
print features which can be identified both by machine
and a human operator. These include the fingerprint
core, .core orientation, delta, delta orientation, and
average ridge -spacing. Core and delta orientations are
determined by the average slope of ridges entering the
feature. e -
Software has been developed to locate these features.

If the machine is unable to locate them or if the oper-
ator is dissatisfied with the machine derived locations,
he may override the system manually.

Classification

The three proposed classification systems, which are
variations of each other, use core-to-delta distance,
CDD, and core-to-delta angle, CDA, (the angle between
- the core orientation line and the core-delta line).
Each system basically segments the area of a finger-
print pattern which contains the delta into six regions
determined by CDD and CDA. Approximately equal numbers
of prints have deltas located in each region. The
region -number in which the delta is located thus be-
comes the classification. :

A difficulty with this approach is the uncertainty in
relative core and delta location. The problem is
solved by introducing "zones of uncertainty" or over-
lapping areas in which two classifications must be
checked in a fingerprint search. This complicates the
system, but its significance cannot be determined with-

© out further study.

SYSTEM TIMING AND COST

Little meaningful cost data is available concerning the
operation of the ALICE svstem because it is a highly
flexible experimental system where speed is not an im-

portant consideration. Under fully automatic operation,
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T i i

terest in tryingsto use, the ALICE sys

classification as described above would re-

i :nt or 30-40 seconds
i 3-4 seconds per fingerprin : -40 onds
ggir2a§§OUtWith manual interaction, the time is 1increa ‘

to about 2 minutes per card. o | .

scanning and

Tt is estimated that a product@ép sySterwitgtngéEzm
graphics and interactive iaﬁabli;§zszzzbleczhe .

$ r hardware and labor Tto a: ystem.
Zgg’ggglgonot manufacture such a sys?em becguzi ;2 éin
a government facility. However, equipment g;agteChn01;
begmade available to private industry throug '

ogy transfer program

FUTURE RESEARCH

Lacking further'funding, ANﬁ hagk3g1im2§iiziirgizn§nfor
her fingerprint researcn and 11 : 4
igin imagegprgcessing applications of greater interest

has expressed an in-
to the AEC. However, Mr. Shelman tempwith ite inter-

active capability to encode latent prints and to devise

classification systems suitable for latent.fingerprlnt
searching. :

]
Other researchers may alsa be abletig EZZntgdeyzsz?lf‘
iliti it has recen
capabilities, becausg i e tly beon CoR. whose
le on a rental basis. By this m ’
32rk is described in Section 2-3, used the system to
digitize fingerprints for their analysils.
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Section 2-5

SPERRY RESEARCH CENTER

The Sperry Research Center, the research arm of the Sperry
Rand Corporation, has participated in two Project SEARCH fin-
gerprint studies, and has conducted internally funded projects
directed toward both 10-finger and single finger identifica-
tion. The results of the first contract are xeported in Pro-=
ject SEARCH Technical Report No. 6, "An Experiment to Deter-
mine the Feasibility of Holographic Assistance to Fingerprint
Identification," (Reference 5 ), while the results of the
second contract and the internal single print program are
summarized hexe. Details on the second contract can be found
in the SRC Report, "Demonstration of Prototype Fingerprint
File and Technical Search System," (Reference 16).

As a result of the second study, performed for the Project
SEARCH State Identification Bureau Committee, the committee
recommended that the Sperry 10-finger identification system
be implemented in a state identification bureau.

THE PROTOTYPE 10-FINGER SYSTEM

System Description

The equipment used in the test consisted of a fingerprint
digitizer and a Univac 418-III computer system. The print
digitizer scanned microfilm images of fingerprint cards on
35 millimeter f£ilm. No manual alignment of the prints was
required. The data obtained from the scanning were measure-
ments of ridge orientation on a scale of 0° to 179°, in in-
crements of 1°, at a 64 x 160 array of sample areas covering
all the rolled impressions of a fingerprint card. This data
was stored on magnetic tape, and then transferred to the
UNIVAC 418 III computer for processing and searching.

The fingerprint search procedure was preceded by a "¢leaning"
of the digitized data. This included erasing additional lines,
such as those caused by scratches on the microfilm. Erroneous
or inconsistent angle measurements were removed next. Then
holes left by removing data (or where no data initially existed)
were filled by computer processing to produce. a continuous,
compact data set representing one fingerprint pattern.

After this smoothing procedure was completed, the fingerprint
recognition and searching procedures were begun. The first.

-task was locating cores and deltas. Once this was accomplished,
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the computer could both classify the pattern type and make
continuous parameter measurements, e.g9., the core-delta dis-
tance of loop patterns. Eight such measurements were made
for each fingexr, so a maximum of eighty measurements per

card were made.

Matching was performed on the basis of these pattern types
and the eighty analog measurements. Th2 input card was
classified as loop (left or right), arch, whorl, or some
combination if the pattern was not completely distinguishable.
Then the analog measurements were compared one at a time be-
tween the input card and every library card with the same
pattern type. A score was developed for each library card
compared, based on these analog comparisons. Then the cards
were ranked as probable matches in decreasing order of their

scores.

Research Summdi

A library of ten ithousand fingerprint cards and two test sets

of 100 and 500 cards were supplied from the files of the
California Bureau of Tdentification. The cards had been
microfilmed onto 35 millimeter microfilm with an 8.2x re-
duction factor by the’ California Department of Water Resources
in Sacramento for use in the previously conducted holography

study.

Several tests were run; in each case, a list of the 17 most
probable match candidates for each test card were printed in
order of decreasing probability of match. First a test of
the machine classification was made, running all 600 test
cards. This was followed by a test utilizing a manually
derived Henry Primary classification on all 600 test cards.
Finally, results for the searches in the 1/1 Henry Primary
classification (2,761 cards out of the total 10,000 cards)
were isclated from the library for All
three sets of results are reported

the second test.
in Exhibit 2-5-1.

As shown in the exhibit, using the machine classification,
90.7% of the true matches appeared on the list of 10 most
probable candidates and 78.8% appeared in the first pceaxition.
Using the Henry Primary improved the results to 94.4% ‘and
86.7% respectively. Performance in the 1/1 Henry Primary
group was almost identical to that of the entire test with

tHe machine classification.

Timing‘and Cost Results

During the conduct of the demonstration, operating times and
costs were measured.
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P Yy Research reported this value as 94.7; presumably this discrepancy was due to round-
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off from hundredths of percent in the ten candidate rank values.

**Sperry Reports this as 93.8%

Results of Fingerprint Search Against a File of 10,000 Fingerprint Cards

Exhibit 2-5-1




Microfilming the 10,000 card library and the 600 card test
set (10,600 cards) cost $1,060,00, or 10¢ per card.

The card library was digitized in advance of the test. The
10,000 card library took six (6) days to digitize at a rate
of 350 cards per hour. During the monitored final test, the
600 card test set was digitized in two hours (300 cards per
hour). No costs are given for this digitizing.

The pre-search processing by the Sperry software took 20
seconds of computer time per card, at a cost of $75/hour on
the UNIVAC 418 III (or $0.42 per card). To this, Sperry add-
ed 8¢ per card of burdened labor cost, making the per carq
cost of 50¢. Hence, the software cost of preparing the dig-
itized data for use in the 10,000 card library was $5,000.

The actual test of 600 cards searched against the 10,000 card
library using machine classification took 102 minutes, or 3.5 %
106 card comparisons per hour. The test of 600 cards using
machine classification in conjunction with Henry Primary
classification took 66 minutes, or 5.4 x 106 card comparisons
per hour. At the $75/hour cost of the UNIVAC 418 III, the
search costs using machine classification and Henry Primary
classification were .00214¢ per card comparison and .00139¢

per card comparison, respectively. The actual cost of search-
ing one test card is thus proportional to library size., For
example, the costs of searching one test card against a 1,000,000
card library would be $21.40 (machine classification) and $13.90
(Henry classification).

These costs are comparable to those experienced in identifica-
tion bureaus using manual technical search. (see Reference 6)

-

SPERRY RESEARCH CENTER LATENT PRINT ACTIVITIES

As a continuation of this work of ten finger identification,
the Sperry Research Center has been conducting an internally
funded program to develop a single finger identification cap-
ability. To assess their present capability using existing
equipment, SRC conducted a small test using a fingerprint file

obtained in the Project SEARCH holography contract.

File Search Test
The fingerprint matching algorithm used in the test is based

on a direct comparison of angles of the inquiry and file fin-
gerprints. The technique is similar to the one’used by Sperry

.

T copmemnapans | .
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in the f%rst Project SEARCH contract, as opposed to the data
abstraction and classification techniques used in the second
cgntrac?. ?o obtain a measure of closeness of miatch, each
file print is mathematically rotated and translated with re-
gpect to the inquiry print until the score can no longer be
improved. A list of the ten closest matching prints is main-

tained in the computer and printed at the end of the file
search.

The fingerprint impressions used in the test weire the 100-card
test set for the first Project SEARCH contract. Each print

on the cards was digitized resulting in a file of 1,000 in-"
d}Vldgal patterns. The inquiry set consisted of a second digi-
tization of the first 65 prints of the 1,000 card file to pass
a minimum quality standard. (The standard required that at
;eas? 250 gngle measurements could be made. About 95% of tha
ép%glry gr%nts met the standard.) For each inquiry print, a
ifferent impression of the prin igitiz

e S 500 cagd sstor P t was digitized and added to

Whep thg test was run, the second digitization of each of the
65 inquiry prints always appeared on the list of 10 most pro-
bable matches and always appeared in the first position. This
was not particularly surprising since the two patterns were
identical, the differences in digitization keing only a matter
of trgnslation. A much more meaningful comparison of that
test is shown in Exhibit 2+5«2. As indicated, 59 (90.6%) out
of tbg 65 possible matches occurred in the first position on
the list of ten most probable matches, and only one correct
match was missing from the list. ‘

POSITION ON LIST OF X0 ‘NUMBER OF
MOST PROBABLE MATCHES CORRECT MATCHES
1 59 (90.6%)
2 2 ( 3.2%)
3 1 ( 1.6%)
4 1 ( 1.6%)
5 1 ( 1.5%)
Missing 1 T [ 1.5%)

Exhibit 2-5-2: Experimental Results of the Spérry Single Print

Test Against a File of 1,000 Single Impressions.

o
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Tentative Equipment Confiquration

A basi¢ latent print system configuration would consist of an
opaque fingerprint digitizer capable of reading directly from
fingerprint cards and latent lifts or photographs, a mini-
computer with a teletype input/output device, and one or more
disc files. A block diagram of-such a system is shown in
Exhibit 2-5-3.

TTY

PRINT - - , DISC
DIGITIZER | cEU | FILE

Exhibit 2-5-3: Block Diagram of a Simple Latent System Using
the Sperrz‘PrintAMatching Method

Phe cost of a minimum system with one disc pack and removable
discs is estimated to be less than $50,000. Assuming 250 8-
bit angle measurements per print and disc packs with capacity:
of 2.5 million 8-bit bites, a total 10,000 single print records
could be stored per disc. -Bach disc, which costs $150, would’
probably represent a sub-file based on segmentation by geo-
graphical, location of offender, firnger number, pattern type of
print, modus operandi, etc. File search speed is estimated to
be approximately 36,000 comparisons per hour, resulting in one
disc file being searched in approximately 15 minutes. ‘

To maintain an entire fingerprint file on disc would require

a larger and consequently more expensive computer system