. aliens, engaging_in.ﬁihancial_andvggpgiqgfﬁgggd,_and

- Dpening Statemsnt
of the Diracﬁor of Central Ink elligence R. James Woole=
Bafora the Subcpmmittee on Terrorlsm, Narcotius and
' International Operations of the
| Benate Forelgn Relations Committee

JApril 20, 1894 -

nIntelligence, National Security, and International Crime:

Mr. ¢hai£men( ;'appreciate,theiqppertunityito discuss ths
issue of inte;national‘organized crime. - The activities oI
eucﬁ groups range from the production and salé df'iiiegal
drugs éo‘eupport for éérrorist.gfcups;'sﬁuggliﬁg illegal
-etﬁemptingito broké; the purchase ofhmateriéléffor the
production of weapons of mass destruétion.

We'are‘ali éwaie of the.enormous finanéial'resoﬁrees,

international links, and. procliv1ty for violence that

. characterize these crimlnal groups. But organized crime

groups aleo rely increasingly on technology and

sophisticated international business techniques to malntal“

- their operations and thwart 1aw enforcement efforts

Indeed gome: criminal organizations use sophisticated

‘marketing aasessments to guide their operations, and study

-fztrade patterns to facilitaee smuggling.~ Many,groups -=--znd

e e T g
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the most capable drug trafficking organizations -- have
fluid and decentralized structures to allow them not only to
adapt to rapid changes in the marketplace, but to
challenges, either from competitors or governments. The
picture can often be a stark one, with criminal
organizations underxmining govérnments, disrup;ing local
economies, and driving up exponentially the rate of violent

crime,

Just as we have focused for decades on understanding the
motives and policies of adversaries, so here too we are
dévoting'our efforts to understanding the structure,
composition, methods and goals of organized criminal groups,
whgthef this entails drug traffickers in South America, the
Mafia in Italy, the Chinese Triads, or organized crime in
the former Soviet Unlon. In addition we need to understand
the coﬁplex interplay between their i1llegal activities,
their efforts to forge intermational criminal links, their
money laundering schemes, and their impact on local, and

even national and regional stability.

‘Mx, Chairman there lsg a major difference beEWéenﬁthe‘4:'
challenge posed by international crime and that poséd by
nations who have been our adversaries. As a rule, nationsg
do not exist in a constant state of conflict. Even during |
the loﬁg struggle of the cold war, when cooperation wag not

o~

feasible, communication was possiﬂ%e. From quiet diplomacy

<*
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to public demarches, from hot-lines to summitry, the means
could be found to try to settle disputes. Often, the

negotiating table was just a phone call away.

With organized c¢rime there is no such table, The tools of
diplomacy have no meaning to groups whose business revolves
around drué trafficking, extortion, and murdér. And when
international organized crime can threaten the stability of
regions and the very viability of ‘nations, the issues are
far from being exclusively in the realm of law enforcement;

they algo become a matter of national security.

To meet the challenges posad by these groups, cooperation
between the worlds of intelligence and law enforcement is
not a choice, it 1s a necespity. This is not just my view;
it is shared by Attorney General Janet Reno, by FBI Director
Louis Freeh, and by the heads of other agencies in both

communities.

I also believe that the active involvement and suppoxrt of
the members of'COngress, inciuding this committee,‘is‘vital
in helping us craft the most effec;ivebrespgnséé to.
internétibnal orgapizad crime. And I believe we must also
maintaip and expand our coope;ative efforts with oth;r.
countries -- be they old friends ox forme:_adveréaries -=- in

{

.-order'to:expose and defeat international crims.
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Thie morning I would like to review several organized crime

isgues, degeribe the efforts underway in the intelligence
community in addressing these issues, and highlight the
growing relationship between the worlds of intelligence and

law enforcement.

Narcotics

Narcoties trafficking is the international criminal activity

with the most serious impact on societies -- and it is the

most substantial money-maker for criminal groups. For these-

reasons, Mr. Chalrman, I will devote much of my opening

gtatement to thilis issue,

Drug trafficking is a c¢crisies that literally spans the globe.
Let me begin with Latin America. As you are aware Mr.
Chairman, Latin American narcotics traffickers --
particularly the Cali drug groups -- control the hugely
profitable Qorldwide cocaine trade, Latin traffickers are
the solelgﬁpp;ierswof cocaine to tHe U8 markat. They

orchestrate the production of cocaine base in Peru and |

Boliv{a, its shipment to Colombia fér final ;éfining,fand s R

ite tranéport'through Central America, Mexico, or.the.

Caribbean into the United States. Coca leaf production in

‘Youth America is sufficient to produce nearly 800 metric

: i .
tons of ¢ocaine, If only half the cocaine produced from it .

were ghipped to the United Stategé;it could have a wholesale .

b

1 L)
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value on the order of 3510 billion, and perhaps five times

that wvalue on the gtreets.

Not content witﬁvdominating the cocaine market, Colombian
drug organizations have sought to build their own capability
to produde heroin: opium popby cultivation has increased
substantially in Colombia, and heroin processing labs are
multiplying. As a result, traffickers are also stepping up

their efforts to ship heroin to the United States.

Although North America is the dominant market for these
drugs, the trafficking groups are expanding into Europe as
well. Colombian traffickers are increasingly using groups
in Braiil, Argentina, Chile and Venezuela to iraﬁsship
cocaine éo Europe, though distribution remains in the hands
of Buropean -- principally Italian ~-- organizéd ¢rime. This
year European authorities already have seized over 11 metric
tong of cocaine, compared with about 16 metric tons‘for all

of last ?ear.

In the Far East the drug menace comes from the productlon of'

.heroln, with Burma remaining the world's largest Dplum

producer, accounting for some 70 percent of world

production, and 90 percent of the estimated 2, 800 metric

tons of opium produced in the Golden Triangle ln 19983.

Although most of the opium prcduced 1s actually consumed 1n




the region, more than half of the refined heroin available

in the United States comes from Southeast Asia.

Large amounts of heroin are also produced in Southwest 2Asia,
where opium is grown in Pakistan and Afghanistan, Most of
the opium is processed into mbrphine base in Pakistan,
although opiate processing ls increasing in nfghanistan.
Most of the Southwest Aslan heroin which is consumed in the
West transits Turkey, to be delivered to organized .crime.

groups for distribution in Europé or the United States.

Ethni¢ Chinese organized crime groups ~#"snnetimes called
triads -~ are involved in a host of c¢riminal enterprises,
_including smuggling aliens into the United States. These .

-tniadn»ané;flnid assoclations of ‘criminals and qunsi-
legitimate businessmen based on contact networks'and
cultural, geographic and linguistic ties. Tnéy'snan
intefnational boundaries tn‘reach out‘whérévei there is a
~Bizable ethnlc Chlnese community For example, those
smuggled 1nto the Unlted States -= and there were 100 000 -
'lylast year -~ are indentured to crlmlnal groups who arrangad

thelr illegal entry ' These allens comprlse a potential

: recrultment pool for criminal enterprlses

'_What sustazns these triads in larga measure is drug

..:trafflcking in hero;n.; The,triads"play»an important-role -in ..

worldwide‘herOLn trafficking by facilitating transport and -

6
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providing a network of contacts for triad-affiliated
amugglers. They play a particularly important role in
moving heroin through transshipment hube such ag Hong Kong,
Taiwan and Slngapore, due to their influence over

transportation unions and shipping companies.

Italian organized crime reaps huge profits from trafflcking

 both in cocaine and heroln The Mafia has been aotlvely

marketing hero;n for over forty years, with most of ‘the-
heroln origlnating in Southwest As;a. ‘A government
crackdown in the mid-1980g led to the dismantlement of

héroin laboratories in Sicily and Calabrid. Undaunted,

-LItalian groups began to acqulre reflned ‘heroin prlmarily

prioe Itallan crlmlnal groups were 1mplicated in record ‘

f:,through Turkish brokers.

LY

In addition to drawing ‘heroin from Southwest Asla, Itallan
organized crime has turned to South America fee cocaine

The reason is simple- in Europe, where the user populatlon

is grow1ng, ‘cocaine selle for two to three tlmes the .Us .

cocaine selzures in Italy and France earller this year that

netted a total of 6.7”tone,

-Finally, I need to mention Nigerian crimlnal enterprises

. Although these crmmlnal groups have established a reputation

»»win,the-UnltedjStatee for significant credittcard~fraud, they';

play a‘major role in drug traffio%&ng. .Theiéﬁéoebbepartmengn
- L -
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garliex this month reported rhat gome 35-40 percent of all
heroin entering the United States is brought in by

Nigeriang. Nigerians gpecialize in one pert of the
trafficking chain: transpbrting druge from brokexre to
wholesale distributors in consumer countries. They carry a
signrficant portlon of the her01n produced in Southeast Asia
-from Thailand through Lagos to Europe. In the 1990s they
expanded their activities further to include carrying South -

American cocaine from. Brazil to Europe via Lagos.

Mr, Chalrman, the debllltating impact of drug trafficking
takes many forms: pOllth&l corruptzon, terrorism, ‘
.. .violence, and eerloue economlc dislocations. Let me briefly |
_describe each of these. -
Drug kingpihe'in South America have gone beYond?local
corruption to influence not only a'broad:errak'of'Qovernment
offieiale, but elections and deoieion-making et the nerionalb
level. ﬂ For example, lawyers working for the Cali krngplns_ T
*“helped to shepe last year'e leglslatlve reform of the legal '
syetum -- a reform whoee very proviexons the klngplns are
. now using in an attempt to galn easy plea bargamnlng a&“f%aﬂéréﬁééeﬁé»
‘agreements '

T The drug 1nduetry has established mutually beneficral

arrangements wrth 1neurgent or terrorist .groups in-a ‘numbexr”

of countrlee, notably the Sendero Luminoso in Peru, and the .
' ‘“ 4 * " R -..

)



Revolutionary Armed Forces, oOr FARC, in Columbia. While'the
feiationship'between these insurgents or terrorist groups
and drug traffickers hag been contentious at times,
insuréenta are so;etimes paid to provide security services
for drug traffiokars, they ofteﬁ "tax" drug operationa in
order to fund their terror campaigns, and, in some

instancer, they are directly involved in drug cultivation

and production.

Drug traffickers and other members of international
organized criminal groups are hotoriously violent In
response to the anti-Mafia campaigns launched in the early

18808, the Mafia murdered chief anti-Mafia judges Falcone

-and_Borsellino in the summer of 1992, Last*May‘the

"Archbishop of Guadalajara was gunned down by traffickere,

and 1ast month an Italian priest in Naples who had urged his
'\

pariahioners to reject the Neapolitian based Camorra
¢riminal organization was shot dead in church while

preparing for mass.

fIn South Amarica homiCide levels in the town of Cali .- home

MU Sy

of the most powerful trafficking groups in’ Colombia --'rival"

,those of. Bogota, a oity with four times the population

Colombian press reports link Colombian kingpin Ivan Urdinola

A to over 100 murders.
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The egtimated $200~300 billion in drug profits alone
generate& by drug trafficking has spawned a huge industry to
service the neede of the kingpins to disguise the illegal
source of their money. Western and Latin American organizad
crime groups, such as the Cali ecartel, depend primarily on
integnational wire transfers to launder thgir 11llicit funds.
Much of it goes through offshore banking centérs such as
Panama and the Cayman Islands. In Latin America and Europe,
traffickers are turning increasingly to independent
launderers to handle their'fpnds.' These are often
successful businessmen with connections in their own right
who can move money quickly and confidentially across
international borders. To frustrate international law
enforceﬁenp preséures, organized crime g;oups.are.gxploiting'
emerging offsghore financial centers -in Asia, including -in
guch locales as Vanuatu.
%

R 5

The impact of money laundering and infiltration of local

economies can be devastating. In countries -such as

Colombia, which .is being flooded with US currency, the

"inflow of funds has pushed ﬁp the value of the'pesd to the

point where 1qcélly producéd goods are no longer competitive .-

in the global marketplace. In fact, countries such as

. Colombia and Venezuela are wilitnessing the whplesale

displacement of legltimate businesses from sectors of the
econpmfvsuch as construction, tourism, and agriculture

because launderer~controlled companies are using their .

4
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laundering commissions as subgidies to undercut their

competitors.

LA

Mr. Chairman, while narcotics trafficking is the preeminent

illicit actiwvity of organized crime, there are other areas

of concern that we monitor carefully. I mentioned terrorism

~in the case of Peru and Colombia, Let me take a few minutes'”

to discuss the issue ‘of proliferationAOf‘weapons of mass

destfuction.

"Although they are not yet heavily involved in these

activities, organized crime groups have the financial means

‘and the glandestine’networks which could appeal to potential

customers eager to acquire expertise or material for weapons

Y

of mass destruction. I will speak to the top%c of organized

crime and nuclear safety in Russia later in my remarks

today."'Butflet me say that we can ill afford to assume that

'becaﬁse Bfokering such transactions hag not-been a-major -
activity of'crganized crime in the past, we'can tHerefors .
' relax our guard and be confident that such ‘a*céhtingency

will not develop in the future.

The CIA's Nonproliferation Center seeks to uncover and

{

PR
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interdict-attempts by countries seeking weapons of masge = -

destruction to acquire technology, designs, components and
~> et

b
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military systems. Technology often ends up being illegally
procured for a weapons program through a complex web of
procurement agents, brekers, banks, manufacturers, freighf
forwarders, shipﬁers, false end-usersg, éecondary freight
forﬁarders, and secondary shippers -- in sum: through a
transfer network designed to.circumvent existing safeguards
or restrictions. The intelligence community works with
Customs, FBIL, as well as with other foreign governménts to
monitor potenﬁially dangerousa transfers of material. Here

too, such cooperation will remain ¢ritical,
Russig and the FSU

Mx. Chéirman,}let me now turn to-an issue:-of- growing concern
to the Rusgian government and to other governments
throughout the former Soviet Union: the significant rise in

;"‘,\
organized crime. e

Organized crime is not a new phenomenon in Russman oxr Soviet
history. During the Soviet era, crim1na1 groups and the
black market functioned almost as an extension of the
COmmunlst party and the KGB who used a "second- economy" for -
thair ownl purposes. - These c¢riminal organizationsz. have

outlived the state which fostered them,

As .part of .thelr reform programs, Russia and other successor

states to the Soviet Union have moved -- in various degrees
R 1 ]

12




HE oL I Lo e ol li=~CLls F WDl L BIF F PLARD

-~ to decentralize their economies, reduce the intrusive

‘ nature of thelr internal security apparatus and open their

borders. Yet, these steps -- necessgary for the trangition

to democfacy and a market economy -- when combined with

severe economic dislocation and widespread corruption, have

led to gignificant expansion in organized crime.

Indeed, President Yeltnin stated in his Federation Addregs ~
in February that organized crime.waé the number one problem. .
fécing Rugsia,- Thelr statistics bear him out. ‘Aécordiné to
the Russian Ministry of Internal Affairs there are roughly
5,700 organized crime groups in Russia, with an additional
1, 000 in the other former Sov;et republics. Many of these
’ o 'Organlzations ‘are’ actually amall, lccal groups -of petty TR T
thzeves; and would not fit a Western definition of I
"organized crime.® chevex, of the 5,700, 200 are 1arge,
sophistidated c:iﬁinal organizations engaged ih criminal

activity throughout the former Soviet Union and in 29 other

countries. Evidence of this growth is widgspreéd; AT

:,!‘!"'..'l IRERT

-- Russian interior ministry off1c1als said earlier this o
m'yaar that 40, 000 state and Private enterpriseé'afe »
' cont¥olled by drganized crime, and that criminal groups

uSing such tactics as bribery, kidnapping and murder weré

'gaining controlling influence over ., many of - RuSSla'S 1,800

- banka,

s
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-~ A recent report prepared by President Yeltsin's staff
concluded that 70-80 percent of privatized enterprises and

commerc;al‘banks have been victims of extortion.

Russian criminal groups are actively invelved in the illegal
tfangport and sale of narcotics, antiques, icons, raw
materials, stolen vehicles, illegal immigrants, weapons, and

some nuclear materials.

We have not seen significant quantities of weapﬁns~grade
materials or any nuclear warheads smuggled out of the formexr .
Soﬁiét Union, but there have been variqus réports of thefﬁs ‘
‘of low grade'quclear materiale. In many casges the thieves.
. or smuéglgrs have been apprehended. There have .also been -
reports of offers to sell such materials on the black
market, but thése generally have been scams. However, we
remain concerned about the potential for inVQEQement of
orgﬁﬁized crime in this area bécauSe these groups have the
resources witb which to bribe nucleaxr weapons’haﬁaiefs or

. employees'at'fagiliﬁies Qitﬁ weébénsfgrade nucleéé ﬁatexial,

They also have established smuggling networks"ﬁhaﬁféoﬁld»bé ‘

used to move such material out of the former §601§&*Uﬂi8ﬁ.ﬂ1§““~“”“

R

Criminal groupe are also targeting the financial sector,
where gﬁénogic reforms have léd to explosiohé’in'théwnuﬁber
7 of banksbﬂih-ﬁﬁe“complexity'of'their‘transactions,;and in .-

the geographic scope of their activities, Baﬁkiné

! R
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"_ recrulted by organlzed crimlnal groups who seek to beneflt

regulators, long accustomed to watching over'rélatively few
banks in a closed economic sYétem, are errwhelmed. As
such, thege banks have become a particular target £or money
laﬁndefing schemes. Indeed, links haveiﬁéen-forged between
Russian and Italian organized crime groupsvéo move money
through the‘Russién banking s&étem. In addition to taking
advantage of these_ﬁankb, organized crime grou?s have set up

front companies throughout Eastern Europe and Russia.

. . Lt B . N . 0
IO IT i s S . FUUOL SE AN PEC £t Lriag

The_poweQ.of Russian organized.cfime is l;rgely dﬁé“to their

ties to corrupt government officials. The low pay and

inherent uncertainty ‘of the ﬁélltlcal system appears to have . ..
convinced many officiale at all levels to feather their LI
nests thle they,capf_“Orgagi;ed.crime_haslbeen_moré than - . . .-= -

willing to exploit the situation:-

-- Criminal groups may be spendlng as much as530 50 percent*
of their proflts trying to buy off well connected government

off1c1als, including customs, milit;a and pqllcgcofficlals.;

......

Gl e mie gerfian

- Former“ahd cﬁrreﬁt sécurity service officeré are being'

‘from thelr operatlonal Skllls and international connections.-v-ﬁAVw?hiiﬁ

1fA7-‘ The military has not baen immuna from the 1ure of __jf;;~yj&ijgfff
ygorganlzed crima. . This should not.come as surprise ‘toranyone .y T

who has monitored the Russian armsd forces since the
‘ B TN

[ - -
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collapse of the Soviet Union. The rule has been inadequate ’
‘!’ funding, poor housing, erratic pay, 1nsuff1cient food, fuel,
and clothing, manning shortfalls, and declining morale.
‘These conditions make members of the RuSSian‘military
especially susoeptlble to criminals who want to purohasé
weapons or use military vehicles to transport;contraband -
including narcotics. In addition, military personnel --
including speciél fo;oeé personnel -- are being recruited by
,organized‘crioioal groups who value their skilld,

particulgrly with various types of weapons.

" The assassination earlier this moniﬁ of a feouted"mafla '
kingpin in Moscow may’providé'a”glimpsé of'thé oapability of
. some of these groups. : The vlctim was shot once:in the.héadwﬁ~b4~¥~~4’:?
® and twice in the chest with a eniper's rifle from a distanés -
of two hundred yvards. | -:-
_ ‘Ef
The prollferation of organized.crimé in'Rﬁséia’has aléo‘béen.

followed by 1ncreased ties between these crlmlnal groups and?'

Sy B TR IR RIS AV |

Tt e a

"organized crime abroad Let me olte several examples ‘jfi T

e

Abalds fog

- In mid 1992 Itallan and Russian organlzed crime groups

.met Anm Czechoslovakla and “allegedly ‘dgreed that" ‘fre’ Itallans/”“‘
would pr0V1de the "know- -how" to acquire. and distrlbute"

drugs, while the Ru531ans would prov;de sacurlty for tran81t‘*@~~ JEVEIN

. — . . e
’ St et T s e e e TUUL D RN &
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-routes .and- dlstribution networks

. | D
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-~ Russian criminal groups have forged simllar ties with
Colombian cocaine traffickers, helping them develop new
routes into Europe. Russian criminals are also transporting

narcotice froém Iran, Afghanistan, Pakistan, and the Central

Asian states to Russia for transshipment to Europe and Nozrth'

America.

-~ In February 1993, Peruvian police broke up a drug ring-

that was allegedly shipping cocaine to Italy-by -way:of - oo

"~ Moscow in the soles of shoes.w;; e

‘ So‘gervasive'is the problem of organized crime in Russia

that a pell conducted in Russian cities in March of this
year.repq:ted_a_piurality‘oﬁ.zg;percent*who believed that -
organized ‘crime was running the courmtry -- while only. 14

percent thought that President Yeltsin was in control.
. Tual .

D
v

<3

"Mr. Chairman, the ramifications are enormous. ‘For Russia

itaelf there is a real threat that the surge in crime will

© gour the Russian people on Yeltsin s reform: prOgram and

drive them into the arms of Russia s hardline politlcal

_'forces.. Public fear of crime has been 01ted asﬂa pr:mary

"motivation for about three fourths of those “who voted for -

and 2 memorandum released by Presmdent Yelt51n s office this_ﬂ;,sﬁgﬁ;-

% w
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uj;January;explicitly»warned»that rampant -crime’ threatens to .. v T

VValdimir Zhirinovsky in the December legislative elections,'”f,”;;mwfi,i
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bring Zhirinoveky or other "national socialists" to power in

the 1996 presidential elections,

Beyond the threaﬁlﬁo Russgian iefofm, the éfé@th of oxganized
crime could seriously affect our efforts worldwidé t6 combat
international crime. Today, Russian organizqd criminal
groups do not yet congtitute a "mafia" in the pense of a
maechanism of central contrel over the various groups -- we
could say that Rugeian organized crime 1s-gﬁill in an
"organiZing" stage. But our concern is not only with the
current problem of Russian organized crime, but with its
future potential. Eventually, through a Darwinian procéss
bf.sﬁrvival of the fittest, many of these cfiminal groupé :
~could be eliminated or absorbed by stronger- rivals. The
dally occlirrence of mob shootouts and executions is a
manifestation of this procesgms. If these groups move beyond
their organizing stage and form what could be:called a
"criminal politburo, " Russgians and the interna;ional,.
'cgmmuhitYiﬁill-bé'degling with a powerful’ and resourceful = . -

AdVeXBAYY. . . . e et L
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- Mx. Chairman, let me finally addregs.the work we are doing
. dn meeting the challenge posed by intarnational organizpd RN
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There is no one body of expertige that will win the battle.
against international organized crime. ~ The intelligence
community uses historians, eocioiogists and linguigts to
track nhese groups, financial analysts and economists to
expose money lanndering sohenes,Atechnicel experts to track;
efforts by organized crime to circumvent barriers oxr
safeguards against the proliferation of weapons of mass
‘destruction and political analysts to ascess the 1mpact of
organized c¢rime on political and econOmic stability in the -

former Soviet Union or of.narco~trafficking in Latin América

or Asia.

I have aleo established in the National Intelligence Council

the position of Nat'ioﬁal'z'ﬁtelligeﬁcé‘ 'Officer‘for"GIoEal 'ana'

. Ol

' Multilateral Affairs. "In this position, Dr. Enid Schonttle -

overseas estimates on a whole range of 1ssueek including
organized crime, the env1ronment, population and other

demographic trends, the United Natzons, multilateral

peacekeeping, and AIDS.f She brings oonsiderable experience

.and.. expertiee to the office based on'her years At the |

Councll on Foreign Relations and the Ford Foundation, as -

ety " Fob :,\'.“V‘H O T T R B e Lo S

waell . asg her scholarly research

LR

In addition we are devoting more resources to organized o

crime 1ssues within the intelligence community, and I intend

to’ review our’ resource commitments in this area over the o

next several months., = - £)
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’ ' Mr. Chairman, since narcotics is the principel money-making

venture for organized crime, we devote considerable

. resources to our counternarcotics center -- established five
years ago this month -- to obtain information nééesBAiy for'l
disnﬁpting and dieﬁantling key drug trafficking
organizatlons Our work has contributed to the success of

Colombla B Pablo Escobar Task Force, arrests of drug

klngplns in Bolivia and Peru, disruption of- front~companiesfﬁ‘

in Panama and Venezuela,{and-seiznreiof large.amounts of -
"mone§ and illieit drugs worldwide.. We will'continue to
N foone'onn“attention on obtaining infoimation.neceeeary'for.
'rﬁisrupting'end‘dismentling the entire.pioceee:of-drug." -
traffioking -~ from trangportation,:to finances, to the -

. o e e T : . : R .- . ) i N

. chain of c¢ommand -~ whether in Latin America or in the. Far

East. - .
. ‘."\

%
The“seiEure.of financial assets is critical to crippling
o drug organlzatlons, and, indeed, can often prove: more

‘damaging to these organizations than confiscatlon of drugs

themselves Exposing money laundering operatiOns, and

-_,

; ’“fﬁ;t:hlghllghting the pernmcmous effecte of mon y~1aundering

= )
R N

loeal economiee may bé paying off Panama hastightened ite e«-f-r’

‘ crose~border curreney regulatlons. Laet year, Venezuela S
ff”;anaCted that c0untry’s flrSt antl money laundering statutes.”. L

et m Soon after that law took-effect; it wae used to. dismantle a

. | .</

s

20




APR 21 94 12:4bFM-CiH/PUBLLL HFFHLIRS _

large criminal group which had been laundering over a

million dollars per day for the Colombian cartels. -

Howevear, much gtill needs to be done, Govermments in some
countries -- such ds the Bahamas, Colombia, and Russia --

have not yet criminalized money laundering.

The work against organized crime is resource intensive,

requiring case officers and agents abroad, signals

- intercepts, and'eVenAsatellite imagery. The work here is no

less painstaking and demanding: - unraveling local Chmnese g

‘dialects used by some Chinese triads, traclng money

' transfers through three COntinents, or piecing together drug

fsmuggllng operations- £rom South America or “East Asla in

our world ‘of diminished rescurces we are working'to ensure

that every dollar is spent jUdiClOUSly and eﬁfectlvely
. e - ’k

We also need to ensure the closest of cooperation between
the worlds of intelligence and law enfor&éheﬁt.f

0t . e e et

Last fall, Attorney General Reno 31ngled out terrorlsm, drug

. trafflelng, and 1nternational money 1aundering ‘B8 achmev;ngf"”ﬁ

'-such a -degree of soPhistlcation as to threaten U s. national'

security interests.

The creation of -the Counterterrorism Ceénter in 1986 has’

provided us with one means of brréging the‘dperational,
N ' ! . v ’ .

LN L2
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technological, and analytical capabilities of the

. intelligence community together, with_representatives from

appropriate law enforcement agencies detailed to the centers

to contribute: their perspectiVe and expertise. The

Buccessful prosecution in the World Trade Center bomblngs is

an example o.f:' Fhe importance aad success of cJ_.ose

cooperation between intellAige.nce and law enforcement

counter-terrorism efforts. .

HoweVer,.the conclusion that we should combine our assets to

deal'with organized crime is nét so simple. While

l‘, ' trasnsnational threats can blur the dist:.nct:.ons between -
intelligence and law enforcemeat we Bt.‘.l.ll need to be

“.cognizantz of statutory law, constitutional -r:l.ghts, and the

_.' ‘different hMissions of intelligence and law enforcement. -

‘N
4

For this reason, the Attorney General and I setwup a task
force last year to examine the most effective way to enhance
‘“ﬁdOoperatlon 80 that both zntelllgence and law enforcement
'offlcials benefit to the qisadvantage of drug traffz.ckers,
smugglere, terrorists, and other criminals. That ‘report 1s

in 1ts flnal stages, and whlle it would be premature for .me

oo RO 9’0 1nt° great: detail ‘&t Ehis time, I thlnk four pon.nts

warrant partlcular mention-ﬂ S

o T . ' ., a ‘ " _ . B S U S
-~ Flrst, .the two communitles need to understand one

. another better in order to be mos%effec_tivé at what each
. ! v‘

4 ey
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does best. Rotational assignments and cross-training are

two possibilities.,

~- Second, because of the changing world and increasing
overlap in areas of interest, we need to establish better

mechanlsms for informatlon sharlng and effectlve 1nformation

retrieval As you are aware, over the last year CIA has

been strlv1ng to implement a number of recommendations made

by the Agency's Ingpector General to improve recordkeeplng

in the Operations Dlrectorate -.f . -

'JJV.Third, while we will work to ensure.that the needs of

. law enforcement agencies.for our intelligence are met, we

must:bé-sensitive to the limitations -- legal and policy -- 7. .. - .

" on.the intelligence‘communit?’s“paxticipation in law

: enforcemént activities., Law enforcement is an“impoftant

consumer of intelligence, but one that brlngs into play

dlfferent cultures, different rules, and dlfferent

~,object1ves. These at times may create.an understandable

tensmon Thus, 1t must be clear to all what’ wefaan'and~‘gfp:,?;j:;x 1i

-'! g' .

cannot do.,

T IR PY A D U B R S

‘- ”Finally; we must’be'seﬁsitive'to the~imbdr£ént'neéd to -

protect sourcas and methods of intelllgence, not only to

- 'protact our ‘own officers abroad as well as the agents they

, relatlons we have with key alliegé?nd friends worldwmde

-
) :
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This is not a new concern, but one that will bear careful
handling as intelligence and law enforcement work closex

together.

M¢. Chairman, while the recommendations of the task force
can help brlng our two worlds together, we have already
worked to deepen the cooperatlve -links between CIa and FBI.
I meet regularly with the Attorney Gaeneral, as well as with
the Director of the FBI. For example, within the past -few

weeks the Attorney General and I rev;ewed a joint CIA-FBI

preeentatlon on -Russgian organlzed crime:” One result of that

session -Has been a series of interagency meetlngs as law
" enforcement .and ‘intelligence agencies. better foous our

efforts:oollectlvely on this.crltloelulssue.‘"

.

In addition; over the past year alone, the CIA -- therffieeq 'h“p“

-
of General Counsel, as well as the Directorate"d§“~

"Inteliigehce) the Directorate of Operations, -and each of the

centers -- has hosted numerous sessmons wrth us Attorneys,

prOeeoutors, and 1aw enforcement officers, many of whom have ...

had little 1f any previous exposure to the Intelllgence

Communlty Through both general and epecralized brieflngs e

*g"and exchangee about Counterterrorlsm, c0unternarcotice,

.Anonprollferation and economlc 1ntelllgence activitles --”ﬁ

'*including activitles dlrected at forelgn bribery, corruptronﬁi‘.:.

.and other anticompetitlve practiceg--- we ‘are taklng ‘steps

R S
« ..
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to ensure effective cooperation and coordination between the

two communities.

‘Let me conclude witH one final point. Unlike wars fought in

the -past- between nations, there will not be a decisive,
final victory in the war against international crime.
Rather, our success will be measured in increments: the

arregt of a kingpin, the digruption of a money laundering

- enterprise. The struggle will be leng, painstéking and

' arduous. Often.the public will not read about our successes

[

because we are trying to protect. our sources and methods .as

we‘ﬁfovide'critibal intelligence to £he FBI, DEA, Customs -

. ‘and foreign intelligence gervicas preparing to move against
'-w_pther}ﬁargéts,v But I can promise the members of this -
‘committee,:and the other members of Congress, that we will

-do our best to ensure that together -- the world of

inteliigénée and the world of law enforcement :ggwe-will

réﬁaiﬁ"aétive and vigilant in this fight against

. international organized cr%ﬁe. Thank you. -

‘4.

25

LRSI WA ¥ ¢ S R





