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Search Warrant
Applications

By ANDREW GROSSO, J.D.

ot all search warrants are

equal. Using a warrant to

locate and seize a single
piece of evidence, such as a firearm
or crack cocaine, may be a fairly
simple matter. Using a warrant to
obtain the business records of a cor-
poration or an executive suspected
of fraud is quite another.

Although the same body of law
applies in both instances, the tech-
niques used to draft the applications
for these warrants and to carry out
the searches differ significantly.
This article addresses some of these
differences and suggests ways in-
vestigators can accelerate the proc-
ess of obtaining scarch warrants in

fraud cases, while minimizing the
possibility that errors will be found
by a court after the search has been
completed.

SEARCH WARRANTS

Search warrants are very power-
ful investigatory tools, as well as
very restricted ones. They permit
agents of the government to invade
a person’s home, personal papers,
and privacy, in order to search for
and remove particular items of
evidence. In short, warrants are in-
trusive, and for this reason, they
must be specific. In this regard, a
search warrant differs from a sub-
poena duces tecum,! which permits
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subjects to conduct their own
searches for requested items while
permitting the government to em-
bark on a fairly wide-ranging and
speculative inquiry for possible
evidence.

By contrast, in order to obtain a
search warrant, investigators must
demonstrate two things. First, they
need to show probable cause that a
specific crime was committed. Sec-
ond, they must demonstrate proba-
ble cause that some type of physical
evidence currently can be foundina
particular place. Both of these re-
quirements have their own nuances
when applied in the context of fraud,
as opposed to reactive crimes.
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Identifying the Crime

Frdud is a crime of deception.
Someone attempts, whether suc-
cessfully or not, to deceive another
party, usually for the purpose of
obtaining money or something else
of value. Obtaining the item of value
is not the crime. Likewise, in a case
where someone trades a worthless
item for cash, the exchange is not
the crime. In both scenarios, the act
of deception, the “telling of the lie,”
is the crime.

An example may clarify this
basic, but important, point.? The
U.S. Air Force contracts “Aero-
space, Inc.,” to supply parts for
military aircraft. Unknown to the
Air Force, the company intentional-
ly uses substandard metals in the
manufacture of these parts. Investi-
gators wish to obtain a search war-
rant to seize company plant docu-
ments that they believe will prove
that Aerospace, Inc., is using sub-
standard materials.

Because a search warrant will
be issued only if probable cause ex-
ists that a crime has been commiit-
ted, the investigators should first
ask themselves, “What is the
crime?” The answer may come as a
bit of a surprise, for the crime is not
the use of substandard metals, nor is
it the fact that the suspected firm
supplied parts made with the sub-
standard metals to the Air Force.
While both of these actions are
clearly “unethical,” simply acting in
an unethical manner is not a crime.
Investigators must search the crimi-
nal law in order to find a specific
statute violation,.

In fact, several Federal statutes
may be available. All of them, how-
ever, have one thing in common.
They are all fraud statutes. That is,
they all require the company to have
lied for the purpose of deceiving the
Government into paying for, and
accepting delivery of, substandard
parts. This brings investigators to
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Search warrants are

investigatory tools, as
well as very restricted

Mr. Grosso, & forrher Assistant U.8. Attorney,
is now in private practice in Washington, DC.

very powerful

ones.
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the first rule for drafting white-
collar crime search warrants: They
must identify “the lie.”

More accurately, they must
identify a lie. Typically, several
may be available from which to
choose. Although lies may be verbal
in nature. in white-collar crime cas-
es, they usually can be found in the
docurments used in the transaction.
In this example, Aerospace, Inc.,
would have supplied some type of
certification to the Air Force stating,
directly or indirectly, that the parts
had been manufactured with the
correct materials. Such agreements
are standard requirements in mili-
tary contracts.

The lie may be straightforward.
A document may state explicitly
that “Aerospace, Inc., certifies that
the metals used to manufacture
these ‘parts is 100 percent virgin
alloy, consisting of 95 percent iron,
4.9 percent nickel, and U.1 percent
carbon.” If the metals actually
used some other mixture, then the
certification is false. This certifica-
tion of a false statement constitutes
the lie.

In some cases, however, inves-
tigators may have to work a bithard-
er to find the lie. A document may
state simply that “Aerospace, Inc.,
certifies that the parts meet all con-
tract requirements.”

Identifying deception now be-
comes a two-step process. Locating
the company’s certification merely
represents the first step. The second
step requires investigators to identi-
fy the contract, pursuant to which
the parts are being provided, and
the “requirements or specifications”
contained in that contract. The spec-
ification for the metals to be used in




the manufacture of the parts usual-
ly will be found in this contract.
Taken together, a company’s con-
tract specifications and certification
will constitute the lie.

Ensuring the Lie is Material

In any case, though, this infor-
mation is not enough. To constitute
a crime, a lie must be material. In
other words, the lie must be impor-
tant to the party being deceived.
This is not a trivial requirement.
More than one criminal investiga-
tion has ended after many months of
effort because the lie relied on by
the prosecution turned out to be im-
material to the deceived party.

In the fictitious Aerospace, Inc.,
example, the contract between the
company and the Air Force further
states that the turbine blades must
be forged at a temperature of
2000° F. The certification states that
the forging took place at this temp-
erature, but in fact, the forging
took place at 2500° F, technically
making Aerospace’s certification
false. However, the Air Force may
not care about the temperature at
which the forging took place, as
long as the forging temperature did
not drop below 2000° F. In such
cases, the lie is not important.
Therefore, it is not legally material
and will not support a charge of
criminal conduct,

A different example may fur-
ther clarify this point. An investiga-
tion is initiated to determine wheth-
er “BigBank” has been defrauded by
a brokerage agency that specializes
in preparing and submitiing loan
applications to banks on behalf of
clients in need of financial assist-
ance. The lpan applications used by

BigBank require applicants to list
their credit cards.

Among other deceits, the bro-
kerage agency has stated falsely on
the applications that each client
holds two major credit cards. For
several reasons, the lie may not be
material. One reason may be that the
application forms are outdated, and
the bank no longer relies on credit

Invesiigators should
interview the party
who has been
deceived and ask
explicit questicns
about the importancaz
of each lie.

il
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card information when deciding
whether to issue personal loans. An-
other reason may be that the loan
amourits requested are small enough
that the bank does not care whether
these applicants possess credit
cards. The significant point is that
investigators must not take the im-
portance of any false statement for
granted. They must be sure that the
lie upon which they are focusing is
material.

The procedure used to ensure
this point is fairly straightforward,
Investigators should interview the
party who has been deceived and
ask explicit questions about the
importance of each lie. When the
defrauded party is @ company or
a government agency, then the
person who is responsible for

reviewing the relevant document
on behalf of that organization
should be interviewed. Alternative-
ly, investigators should interview
the person responsible for handling
a specific matter tied directly to the
lie. These two people may not be
one and the same, and investigators
will have to decide which one to
interview.

For instance, in the Aerospace,
Inc., example, a Government in-
spector may review each certifica-
tion submitted by the company to
ensure that on the face of each doc-
ument, all requirzments of the con-
tract are met. This inspector may
believe that it is important that the
certification statcs that forging oc-
curred at 2000 F. The inspector
may tell investigators that if he had
known that the certification was
false and that the forging tempera-
ture was 2500° F and not 2000° F,
he would have rejected the shipment
of blades. However, the engineer
responsible for designing the engine
in which these blades are used may
know that regardless of the contract
requirements, a false forging tem-
perature is not important as long as
the actual temperature is above
2000° F.

Although interviewing either of
these persons should be adequate for
the purpose of proving probable
cause for a search warrant, investi-
gators must remember that at trial,
the proof must be “beyond a reason-
able doubt.”” Therefore, it will do the
prosecution little good if a search
warrant is cbtained and executed
based on the inspector’s belief that -
the lie was important, only to dis-
cover later, perhaps on the eve of
trial, that an Air Force engineer is

December 1994 /3




prepared to testify for the defense
that the lie investigators consider a
crime is not material. To avoid such
a scenario, investigators may have
to interview both persons to ensure
the right answer to this crucial
question.

When drafting the application
for white-collar crime search war-
rants, investigators must describe in
detail what documents and state-
ments they are relying on to prove
that a lie exists and explain why the
lie is a material one. To avert later
complications, investigators always
should include their sources for this
information.

WRITING FOR
PROSECUTORS AND
MAGISTRATES

Investigators commonly -com-
plain that prosecutors take too long
to approve search warrant applica-
tions in white-collar crime cases.
Among prosecutors, there is a com-
mon complaint that the applications
submitted by investigators for such
warrants require too much addition-
al work before they can be ap-
proved. To a significant extent,
these divergent complaints stem
from the same root cause. Any
search warrant application must ex-
plain clearly, precisely, and com-
pletely to a third person (a judge ora
magistrate) what the crime is, what
evidence establishes the crime, and
what evidence the government
wishes to seize during the proposed
search.

A prosecutor reviewing a war-
rant application is acutely aware of
two factors. First, any application
submitted to a court must survive
close scrutiny by the reviewing

magistrate. Second, after the search
has been executed, the application
must survive the inevitable attack
that will be brought by defense
counsel. For these reasons, consci-
entious prosecutors take their
time when reviewing warrant
applications.

1

Investigators simply
cannot requast
authority to search for
all documents
pertaining to the
investigation.

))

Speeding the Process

Investigators can take steps to
help speed the process. First, they
should remember that applications
must be understandable. This is a
deceptively simple statement. It is
also the bane of most prosecutors.

A magistrate is not aware of the
history of the investigation, the na-
ture of the crime (the lie), or the
regulations that the subjects at-
tempted to evade through fraud.Ina
complex scheme, such as many
Medicare frauds, the background
necessary to convince a magistrate
that the subjects’ actions constitute
a crime must be drafted carefully.

As stated above, the description
must be clear, detailed, and com-
plete. Putting these three elements
together is not particularly easy. It
takes time and effort, as well as a

command of the written language
and the intricacies of the investiga-
tion. To accomplish this goal, inves-
tigators must know what they plan
to say in the application. They
should put together an outline of
what they need to establish and or-
ganize this in the same order that
they intend to use in the application.

Having done this, investigators
then should meet with prosecutors
and discuss the outline. Together,
they should decide the statute(s)
with which to charge the suspects.
This is a significant point, because
many white-collar criminals violate
more than one criminal statute.

For example, a scheme to de-
fraud a federally insured financial
institution may involve false state-
ments to that institution, false state-
ments to a Federal agency supervis-
ing that institution, mail fraud, bank
fraud, and conspiracy. Given the
status of the investigation, investi-
gators may find it easier to establish
probable cause for certain violations
over others. Alternatively, the
choice of a particular violation may
permit investigators to search for
and to seize valuable evidence,
when choosing a different violation
would not permit such search and
seizure.

Once the statute is chosen, in-
vestigators should request that the
prosecutor provide a list of the “es-
sential elements” of that statute. Es-
sential elements are generic facts
that must occur to establish the vio-
lation of a particular statute.

Appellate courts often list these
elements in their judicial opinions,
and trial courts must describe them
to juries in criminal cases before
permitting deliberations to begin.

4 [ FBI Law Enfarcement Bulletin




Therefore, these elements are readi-
ly available. In the warrant applica-
tion, investigators should note the
information they have to support
each element, as well as the source
of that information.

Next, investigators must decide
what documents they need to seize
during the search. As stated previ-
ously, a search warrant is not a sub-
poena. Investigators simply cannot
request authority to search for all
documents pertaining to the investi-
gation. On the contrary, they must
be very specific. Therefore, investi-
gators should ask themselves and
their cooperating witnesses the fol-
lowing questions:

« What documents does the
company use that are relevant
to this investigation?

» Why are these documents
relevant? Or, in other words,
how might these documents be
used to prove this case against
the company and its officers
and employees?

» Where does the company
maintain these records?

« For how long does the com-
pany maintain these records?

The first two points should be
discussed with the prosecutor. Be-
ing familiar with the laws governing
fraud, the prosecutor may recognize
that a particular document is not
worth the effort of conducting a
search, or the prosecutor may sug-
gest that additional documents are
necessary to prove the case at trial.

Investigators often overlook the
last two questions. They should re-
member that the warrant application
must establish probable cause not
only that a crime was committed but

also that the documents that investi-
gators wish to seize as evidence of
the crime currently exist on the
company’s premises.

Usually two methods accom-
plish this task. The first involves
the use of cooperating employees
(current and former), who could
provide investigators this informa-
tien through firsthand knowledge.
However, where former employees
are the source of such information,
their knowledge may not be current,
and the information they provide
may have to be updated through
additional sources.

The second method is based on
the required business practices of a
company or profession. For exam-
ple, Federal and State regulations
require that medical doctors main-
tain the records of their patients fora
specified number of years. If a phy-
sician bills insurance carriers on be-
half of patients, the physician also is

required to maintain the patients’
financial records for another speci-
fied period of time. These regula-
tions can be used in a search warrant
agplication to establish probable
cause that the physician under in-
vestigation maintains medical and
financial files of current patients.

Investigators reasonably can
assume that those files can be found
at the physician’s place of business.
It should be noted, however, that
doctors may maintain records of
former patients at off-site locations.
If investigators wish to seize these
records, additional information as to
where the files are maintained may
be necessary.

Similarly, defense contractors,
financial institutions, accountants,
and numerous other businesses and
professionals are required by stat-
utes, regulations, or ethical rules to
maintain records for varying peri-
ods of time. For this reason, it is
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important that investigators learn
under what requirements the
suspect(s) may be operating and
then put tlis information in their
search warrant application.

Descriptions of the documents
to be seized should be included in
the warrant application in two
places. First, they should appear in
the general body. As investigators
describe each portion of the fraudu-
lent scheme, they shouid mention
the pertinent documents that pro-
vide evidence of the scheme, along
with the information they possess
demonstrating how the company
creates, uses, and maintains these
documents. Again, investigators
should include their sources for this
information. In this way, the appli-
cation will make clear that probable
cause exists to seize the requested
documents.

The end of the application in-
cludes a list of each type of docu-
ment to be seized. Investigators
should be specific when compiling
this list. For example, if investiga-
tors only have probable cause to
seize loan applications for home
mortgages made from 1989 through
1991 for houses located in a particu-
lar community, then they should
state this in the list. It would be
counterproductive, for example, to
seize all loan applications from
1985 for several communities.

In trying to do so, one of two
things may happen. If investigators
are fortunate, the prosecutor or the
magistrate will refuse to approve the
warrant application as written. Or
worse, the warrant will be approved;
investigators will seize the addition-
al loan applications; the warrant will

6/ FBI Law Enforcement Bulletin

be attacked by defense counsel; the
additional evidence may be sup-
pressed; and the court may rule that
the evidence has “tainted” the inves-
tigation and the government’s pros-
ecution.® Put simply, stretching
probable cause in this way is not
worth the potential cost.

By following a series of
step-by-step
procedures,

investigators and
prosecutors can
reduce significantly the
time necessary to draft
warrant applications.

Telling the Story Clearly

White-collar crimes can be in-
tricate, and the investigation leading
to a warrant application may be
complex. Therefore, investigators
should not expect a magistrate to
read atangled or technical treatise of
the investigation and then spend
time trying to decide if the warrant
should be approved. Similarly, in-
vestigators should not expect a pros-
ecutor to permit such an application
to reach the magistrate.

An application must be written
simply, describing everything
clearly. Again, it is critical for in-
vestigators to assume that the
prosecutor and the magistrate
know nothing about the investiga-
tion. Hence, everything must be

explained. Because fraud schemes
often can be complex, investigators
should first break down schemes
into parts and then string the parts
together to tell a story.

After completeing the first
draft, investigators should give a
copy to a fellow investigator who
has not been involved significantly
in the matter. The reviewer should
identify portions that are unclear or
confusing and make suggestions for
improving the application. Investi-
gators should then revise those por-
tions of the application.

CONCLUSION

Search warrants are important
investigatory tools. Investigators
should not avoid securing warrants
in white-collar crime c.. s merely
because the process necessary to ob-
tain them appears difficult and time-
consuming.

By following a series of step-
by-step procedures, investigators
and prosecutors cax reduce signifi-
cantly the time necessary to
draft warrani applications. As a
result, both groups may consider
the use of warrants more often.
The ultimate result will be stronger
prosecutions. ¢

Endnotes

! Writ requiring that a party summoned to
appear ini court bring a document or other
pieces(s) of evidence for examination by the
court,

2 This example examines only Federal
criminal law. Law enforcement officers of other
than Federal jurisdiction who are interested in
this article should consult their legal advisor.

3 State v, Novembrino, 105 New Jersey, 519
A. 2d 820 (1987); but see United States v. Leon,
468 U.S. 897 (1984) (establishing good faith
exception in Federal courts).




Criminal Investigation

Assessment Unit
By Glenn A. Walp
and Malcolm L. Murphy

W hile a young woman slept, two intruders
‘ forced their way into the basement of her
home in a small Pennsylvania community. They cut
off the telephone and electricity. Then, for the next
several hours, the subjects sexually assaulted the
victim. They finally gagged and bound her in a chair
~and fled the scene with her vehicle and a small
~amount of cash. When interviewed by police, the
victim was unable to furnish descriptions of her
assailants, other than to say that one was taller than
‘the other.

Considering the limited desonptlons the likeli-
hiood of apprehending the offenders seemed remote.
However, the Pennsylvania State Police had recently
established a new unit designed to help solve such
cases, Investigators from the Criminal Investigation
Assessment (CIA) Unit assisted in the investigation

- and carefully reviewed the incident and the crime

Focus on Investigations

scene, They also reinterviewed the victim with an
emphasis on developing behavioral assessments of
the offenders.

As a result of their analysxs, CIA Unit personnel
concluded that one or both of the subjects must have
been in the victim’s home at some point in the past.

Investigators then asked the victim to provide a list of

every person known to have entered her home w1th1n
the past 3 years. .-

Meanwhile, investigators received a tip that
placed an individual in a vehicle similar to the
victim’s shortly after the assault occurred, An
investigation revealed that the driver had a friend
whose last name matched the last name of an individ-
ual on the victim’s list. The name was that of a
handyman who had worked at the victim’s residence.
The investigation focused on the man seen in the
vehicle and the handyman’s son. Investigators
determined that at some point in the past, the handy-

* man must have taken his son with him fo work at the

V1ct1m s house.

The two subjects were arrested. When confronted
with the physical and circumstantial evidence that in-
vestigators had collected, both offenders pled guilty and

- were sentenced to lengthy prison terms. . .

The investigative initiatives employed by the
Criminal Investigation Assessment Unit contributed
significantly to the apprehension and conviction of
these offenders. CIA Unit methods did not supplant
the efforts of the assigned case investigators. Rather,
they furthered the investigation by providing an
assessment of offender behav1or durmg the crime,

thelr search for the assallants

THE CIA UNIT

Background and Composntlon
In 1987, the first State criminal investigation

~ assessment program in the United States was devel-

oped throiigh the mutual efforts of the Pennsylvania
State Police and the FBI, Via a special FBI fellowship
grant, a Pennsylvania State trooper was assigned
temporarily to the FBI Academy where he received
training in criminal profiling and other innovative
investigative assessment techniques.

December 1994 /7




" the Bureau of Criminal

~ troops of the State police.

On his return to the
Pennsylvania State
Police, the trooper
becarie-the superv1sor of
the CIA Unit, which at
that time consisted of 25 data
officers. Located within

Investigation, the unit
provided specialized

service to the 15 county motivating factors

In 1992, the unit’s of the suspect.

invelvement in all facets

Components of a Criminal
investigation Assessment

« Comprehensive study of the nature of the
criminal act and the type of subject who
commits similar offenses

» Thorough review of available crime scene
» Indepth examination of the victim’s
background and activities

» Formulation of the suspect’s probable

» Behavioral and general physical description

formal interview and a
written test. In addition, a
certified'psychologist
evaluates each candi-
date’s psychological and
emotional stability,
maturity level, and
ability to cope with the
stress of dealing with
violent crimes. The
candidates’ levels of
formial education, in-
vestigative experience,

_primary objective and ability to write and
“changed from investiga- 29?70"63 ihai de;stI;e ?Jddiﬁonla‘/ infoga;iog figaftgng the Cf/A speak clearly also factor
nit may conltact the rFennsyivania state rFoiice, Bureau o L s
tive sup port of tI‘.OOp Criminal Investigation, 1800 Elmerton Avenue, Harrisburg, lnt.Q the selection
operatlons to-active Pennsylvania 17110. process.

of the investigative

Investigative Services

process This included

' participation in the major crime task forces that had

been established in each county troop. CIA Unit
officers and troop criminal investigators began
working together, thereby expanding the level of
knowledge and expertise avallable to solve each
crime.

To accomplish its expanded mission, the CIA
Unit 31gn1ﬁcant1y augmented its staff, Currently, the
unit is comprised of a supervisor, 3 regional coordina-

“tors, and 41 criminal investigative assessment officers

located throughout the State. The supervisor directs
statewide criminal assessment activities and assists in
daveloping and implementing investigative strate'gies
The regional coordinators oversee and report on unit
activities and also help to develop and 1mp1ement
case strategies.

Criminal investigative assessment ofﬁcers must
be proficient in several different areas. They plan
case strategies and assist with major case analysis,
behavior-based interviewing techniques, dnd search
warrant preparation.

Officer Selection
~ To qualify for assignment in the CIA Unit,
troopers must have served a minimum of 3 years with

the State police. The selection process includes a

and Techniques

The CIA Unit provides free assessment services
to Federal, State, and local law enforcement agencies.
The techniques used by the CIA Unit can be applied
to single, multiple, or serial offenses. However,
because fewer indicators of mood and behavmral
traits can be determined from single-event crimes, the
effectiveness of the assessment in these types of cases
generally is reduced. Additionally, in order to conduct
a useful assessment, a significant psychopathology—
a behavioral or personality imprint—mustbe evident
in the verbal statements or behavior exh1b1ted by the
offender during the crime.

Various types of investigations’may benefit from
offender assessment. These include homicides,
stranger-to-stranger rape investigations, extortion,
threats, kidnapings, child molestations, suspicious
deaths, serial arsons, rltuathC crimes, and false
allegations.

Benefits

CIA Unit administrators stress that the services
provided by the unit should not be considered a
substitute for a th‘orough well-planned investigation;

. rather, their services augment traditional investigative .
“crime-solving methods. CIA Unit officers provide a
profile that describes the behavioral characteristics of

e
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the unknown offender. These profiles characterize
offenders in a manner that distinguishes them from
other members of the population. In this way, case
investigators gain valuable information that may
allow them to narrow the scope of their investigation.

In addition to offender assessment, CIA Unit
investigation offers another important advantage.
Case investigators benefit from an independent
review, both of the crime scene and of the initial
investigatory steps, unbridled irom the stress and
fatigue often associated with the original police
response.

CIA Unit members also may conduct an addition~
al personality assessment of offenders. However, this
process requires a detailed submission of data regard-
ing the subiect and demands extensive review and
consultation by the assessor. During this process, CIA
Unit officers identify personality characteristics of
offenders based on a detailed analysis of the crime(s)
they have committed. Only those cases that yield
considerable evidence delineating an offender’s
behavioral activity are accepted for personality
assessment.

CONCLUSION

[nvestigators often find themselves confronted by
cases that offer few physical clues. And as with the case
of the young Pennsylvania woman, even assault victims
who are left alive may be unable to provide the police
with detailed information regarding their attackers.

However, just as advances in forensic science
have made once-insignificant physical evidence
valuable, advances in behavioral science have made
offender assessment a useful component of many
investigations. The Criminal Investigation Assess-
ment Unit of the Pennsylvania State Police enhances
traditional investigations by providing unique insights
into the minds of offenders. For, as any investigator
knows, a clue that distinguishes an offender from the
general population brings law enforcement one step
closer to solving the case. 4

Colonel Walp is the commissioner of the Pennsylvania
State Police. Corporal Murphy supervises the Criminal
Investigation Assessment Unit of the Pennsylvania State
Police in Harrisburg.

llietin Alert

Laser Sheds
New Light on Case

nvestigators from the Raritan

Borough, New Jersey, Police
Department believed that speed played a
major factor in a fatal accident involv-
ing a motorcycle and a passenger
vehicle. However, although witnesses in
the residential area “heard the motorcy-
cle going fast,” no one actually saw it
exceeding the posted 25mph speed
limit. The motorcycle’s speedometer
was removed and, with assistance from
the Somerset County Prosecutor’s
Office, photographed using laser light.
The photograph showed “slap marks”
made by the speedometer’s needle on
impact, indicating that the motorcycle
was traveling at 58-59 mpli at the time
of the collision. This evidence proved
invaluable during the investigation. 4

Submitted by Det, Joseph Stansley ot
the Raritan Borough, New Jersey, Police
Department.






