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Abstract

The study explores the potential impact of emerging
communications technologies on community policing in a
medium sized police agency by the year 2000. The emerging
communications technologies, including digital wireless
networks, personal communications devices, and client-
server computer applications, may be commonplace by the
turn of the century. They have the potential to impact
our social interactions on the magnitude of the mass
production of the automobile, or the invention of the
electric light bulb. As these technologies are devel-
oping, communities across the nation are choosing to
implement community oriented policing methods. Personal
communications systems and devices could be used
effectively in a community peoliecing environment to
establish effective lines of communication between police
and the community, and offer the hope of making the
concept of community and employee empowerment a reality.
Officers will have improved access in a mobile environment
to a variety of data bases necessary for an effective
community-oriented, problem solving approach. The
community will also have access and input to the police
and government institutions like never before. Trends and
events are identified and forecasted, model strategic and
implementation plans are presented, and a transition
management plan for directing the proposed change is
recommended.
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INTRODUCTION

Over the last decade, communities across the nation have
embraced the concepts of community policing to address the causes
of crime and fear. Community policing promotes proactive problem
solving and police community partnerships that rely on ecitizen and
employee empowerment, involvement, and teamwork in priority setting
and decision making. In the aftermath of the civil unrest in Los
Angeles, the Christopher Commission recommended that community
policing be implemented throughout the Los Angeles Police
Department. In a recent survey, fifty percent of police officials
serving cities with populations over 50,000 said they were
practicing community policing. Another twenty percent said that
they planned to inaugurate it within a year.l Clearly, there is a
high level of interest in expanding community policing within the
law enforcement profession and amcng the public.

Converging with this revolution in policing is a revolution in
telecommunications. In the early 1980’s only a handful of
communities throughout the United States had cable television, none
had cellular service, and the telephone service was the domain of
AT&T and the Bell System. Today, most communities have cable,
major urban areas have at least two cellular providers, and the
Bell System has'been joined by a host of other local and long
distance carriers.

Corporate and market developments make it clear that the old
separations betweén telephone companies, cellular providers, cable
companies, and even newspaper and television broadcasters are

gone. Each has invaded the other’s territory, and each is




planning business ventures on the other’s turf. In the future QID
there will be multiple providers for each of these services and
multiple technologies for providing the same service.?

To meet the challenges of this new world of communications,
the Clinton Administration is encouraging the development of an
electronic superhighway, "...a high capacity, high speed computer
network that could do for the flow of information what the
transcontinental railroad did for the flow of goods more than a
century ago." 3 The superhighway will be a high tech, fiber
optic network that will carry massive amounts of digital infor-
mation. In conjunction with proposed wireless communications
systems, it will allow for the instant transmission of information
across the country or around the corner. This technology promises
to bring a variety of services into homes, businesses and govern-
ment offices. It has the potential to radically alter the world of dl'
business, government, and even basic human relationships. The
changes will be comparable to the magnitude of the invention of the
automobile, the electric light, and the printing press. Consider
the following forecasts of the future:

-- Millions of Americans will carry pocket sized personal
communicators that will combine the capabilities of
computers and telephones in one mobile gadget. The
communicators will become fax machines, calendars, address
books and sketch pads with the insertion of function modules
the size of a credit card.

-=- A large percentage of people will have a personal
telephone number that they can be called at wherever they
travel, anywhere in the world.

-- At home, the wireless personal communicator will
automatically connect with the wired communications
system that effectively merges the telephone, television,

and computer into one instrument.

-— The majority of American households will have computers by
the year 2000. Within ten years, home computers will speak




and understand human languages, handling by voice many of
the commands that today must be typed.

. == Two way video phones may be as common as speaker phones
or cordless handsets are today.

Identification of the trend toward community policing and the
emergence of new communications technologies led this author to
conduct a futures research project to address the specific issue
question: What impact will emerging communications technology have
on community policing in a medium sized police agency by the year
20007 The study also addressed the following sub-issues:

How will law enforcement agencies'evaluate emerging
communications technology?

How will law enforcement agencies fund new
communications technology?

What will be the impact on training?

The focus of this journal article is first to examine from an
historical perspective how technological advances have impacted the
police service delivery system, and then to look at some of the
specific emerging communicaticons technologies that will enable
police officers to become more effective in community policing
efforts. The articie concludes with a review of some policy
considerations that police managers may consider when implementing

these new technologies.
HISTORICAL PERSPECTIVE

Essential to the law enforcement function is gathering,
organizing, and disseminating information. Historically, this has
been accomplished through communications with the community and

between law enforcement agencies. The ability of a law enforce-




ment agency to efficiently manage information through effective
communications systems plays an important role in determining the
ultimate success of the organization in carrying out it’s mission.

In the earliest days of the police service, a problem in the
community came to the attention of the constable on patrol when a
member of the community spoke directly to him. It may have been a
face to face conversation or a "hue and cry". What distinguished
this communication system was the one-to-one exchange of informa-
tion. Devices such as horns and whistles were used to call for
assistance over further distances, and couriers were used to share
information between communities. The organizing and disseminating
of information between law enforcement professionals was limited,
for the most part, to handwritten journals and word of mouth. The
absence of sophisticated communications systems, coupled with
limited mobility, necessitated relatively small geographical areas
of responsibility. Hence, the law enforcement official became
responsible and responsive to a particular neighborhood.

Over time, there have been many technological advances in
communications and information systems that have impacted law
enforcement. These technological changes, coupled with the wide
spread use of automobiles, were adapted into the "style" of
policing, and spread throughout the American policing culture.

The emergence of automobiles clearly had immense impact on
policing styles. The automobile gave police officers the
freedom to move about a much larger area, quicker than ever
before. At the same time, this resulted in less direct contact
with the public, and has gradually contributed to a sense of

isolation from the communities they serve.




The first modern police communications system was the
telephone call box. The officer on his beat was alerted to the
need to contact his station when a light atop the call box was
activated remotely from the station. This system, while crude,
eliminated the need for the officer to physically check-in at a
precinct house during his tour of duty.

Two-way radio communications systems became common place
during the late 1930s and 1940s. Frequency Modulation (FM) was
introduced to police communications in 1939. It paved the way
for future wireless communications advances by allowing relatively
interference free voice transmissions. Perceived as being more
efficient and effective than traditional foot beats, the use of
"radio cars" became wide-spread. With centralized communications,
officers were sfstematically dispatched to calls for service over
wide areas.

As communicatiocns systems became larger, more complex, and
centralized, it became increasingly important to be able to manage
vast amounts of information. The effectiveness of manual systems
was inversely proportional to the quantity of the data.
Computerized management information and dispatch systems were
developed to take advantage of these emerging computer
technologies. The first mobile data terminal was introduced in the
early 1970s. This device, inétalled in the police car, allowed the
officer to transmit and receive limited amounts of data.

About this same time, 911 systems were beginning to develop.
During the mid-1960s, 911 became the standard for instant access to
poclice and fire assistance. Response time to emergency calls

became the ultimate measure of police effectiveness.




The benefits of these technological advancements are evident.
Policing a modern city without automobiles, two way radios, and
computers is unimaginable. However, one of the negative results of
this technology can be seen in the relationship of the officer to
the community, and the nature of officer/citizen interactions. The
community policing movement is, in part, a measure of the public’s
frustration with the impersonal nature of the police/community
relationship. Chris Braiden, retired Superintendent of the
Edmonton Police Service in Alberta, Canada, has made this
observation:

The automobile has influenced the police psyche more

than any other thing. Because of it, low response

times to calls for service became the primary promise

of police bureaucrats. The medium became the message;

what the officer did at the call became secondary.

Therefore being "in service" becomes more 1mportant...

than being "out of service". In service means being

in the car and close to the radio and/or computer.

Conversely, out of service means being out of the car

and away from the technology but perhaps helplng someone

or just chattlng with someone. In the police psyche,

in service is good. Out of service is bad. We need

to shift priorities.
One of the dichotomies of community policing in the 1990’s is that
the shift toward more personal, individual, seemingly more labor
intensive law enforcement is coming during a time of reduced
resources. The Key to shifting policing priorities and adopting
new styles of policing in a partnership with the public may lie

with the emerging communications technologies.
COMMUNTICATIONS TECHNCOLOGY AND COMMUNITY POLICING

There are a variety of existing and emerging communications
technologies that may be in common use by the majority of the

public by the turn of the century. It is likely that the next few




years will be revolutionary times in terms of communications
systems, devices, and methods. The three major components of this
impending change are wireless communications services, networking,

and mobile computing.
Wireless Communication Services

The wireless communications industry is one of the fastest
growing industries in the United States. Increasingly, it is
becoming a utility for the common citizen. Federal Communications
Chairman, Reed Hundt, says "Buying mobile communications in the
future will be like buying bread -- there will be a handful of
competitively priced national brands, and many local bakeries,"®

Essentially, there are four basic types of existing or
emerging commercial wireless communications services. These are
satellite based, cellular, personal communications services (PCS),
and specialized mobile radio (SMR). For the end user the
distinctions between these various systems are cost, range, quality
of transmission, and the ability and extent to which the service
can practically accommodate voice and computer data.

Satellite based systems, such as Motorola’s Iridium Project
(cost: $3 billion) and the McCaw Cellular/Microsoft joint venture
called Teledesic (cost: $9 billion) promise to link mobile phones,
personal computérs, fax machines, and pagers virtually anywhere on
the planet through a system of satellites orbiting above the earth.
The Motorola project is slated to be commercially available
beginning in 1998; Teledesic has a completion date of 2001. Some
industry analysts doubt that the systems can be operational that

soon, and a host of regulatory issues need to be resolved in the




next few years, but the potential of these systems to provide
phone, video, and data services is virtually unlimited./

Cellular systems currently offer the most convenient mobile
phone services to the general public. At the end of last year,
there were over 16 million cellular subscribers in the United
States, and that figure is growing by 14,000 new customers every
day.8 Most cellular systems are analog by design, which limits the
capacity for transmitting data. However, many are being converted
to digital which will greatly improve the capacity and quality of
the transmission and make data transmission over cellular systems
practical. While cellular growth has been impressive, and user
costs have dropped cover the last few years, it is still too
expensive for universal use.

Personal Communications Services (PCS) offer the promise of 4'9

communications services to exceed cellular, at a lower cost.
Experimental uses of PCS have been conducted in several major
metropolitan areas. In early December of 1994, the federal
government began auctioning licenses to prospective providers of
PCS. Some predict that PCS will be a forty billiorn dcllar a year
industry by the turn of the century?

PCS offers the promise of go anywhere mobile communications
that will permit consumers to send and receive phone calls,
computer data and faxes through devices as small and unobtrusive as
a wristwatch. PCS will be digital from the start, and will be
designed for services not available from today’s cellular
providers. However, as cellular systems continue to upgrade, the

line between cellular and PCS will fade. It is likely that the




competition will drive down prices for both services, and universal
use will be possible in the next few years.

Specialized mobile radio (SMR) is a technology associated
primarily with Nextel Communications. SMR is based on the same
basic technology as cellular, but SMR systems are digital and cover
an area about twenty five times larger than the typical cellular
system. The systems utilize frequencies previously used by taxi
companies to provide dispatch, paging, and data services. The
digital technology provides clearer circuits and greater capacity
than previously possible with those frequencies. There are
currently about a million and a half users of SMR, and the industry
projects ten million users by the year 200010 Currently, Nextel
offers a SMR network in Los Angeles, and anticipates that a coast
to coast wireless network will be operational during 1995.

In the next five to ten years, the wireless "phone" is likely
to be a personal pocket communicator. It will be a computer, a
phone, a. fax machine, and more. This personal digital assistant
(PDA) will handle a variety of daily activities that today might be
handled by a secretary. It will make appointments, answer and
return phone calls, conduct research through an "expert" system,
and will eventually respond to voice commands. This wireless phone
will probably be designed to work in a variety of media. It may be
programmed to 1gok for a wired network first, then a cellular 1link,
and then perhaps a satellite network. The phone number would be
unique to the person, not to the location.!!

What do these innovations in wireless communications services
mean in the context of community policing? It’s evident that there

is tremendous interest, investment, and anticipation regarding




these technologies. With wireless networks commercially available ‘
apd competitively priced, it is likely that their use will be
commonplace in the near future and it will be possible to

communicate with anyone, anywhere, anytime. These networks will
accommodate voice and data, and offer the police the potential to
gather, manage and disseminate information to the public in an
efficient and timely manner. Combined with some of the powerful

new computer tcchnologies and computer-like dev.ces, the wireless
systems will enable officers to access a variety of data bases in a

mobile environment, ‘even in the near term.
Networking Technologies

By one estimate, there are over twenty million people in the
United States connected to some kind of online computer service. !2 0
The "grandfather" of the online services is the Internet, generally
viewed as the precursor to the Electronic Superhighway. Originally
designed as a wide area network (WAN) for research and technical
uses, the Internet is not very user friendly. Nonetheless, it has
developed into a complex, widespread network accessible by millions
of users around the nation. There are a variety of other on-line
computer networks currently available commercially to the public.
Prodigy, Compuserve and America On-Line are among the mocst popular.
These networks offer the ability to communicate with a seemingly
unlimited number of people about a host of issues. User groups on
every conceivable topic have been established, and services from

travel planning to sporting news are available.

These networks are evolving due to new communications

technology. The new generation of networks are referred to as O
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"smarﬁ networks". With current technology, the network is merely a
conduit that connects computers. With smart networks, the network
is a computer unto itself, and the end-user device can be either
simple or state of the art, stationary or mobile. The network can
adjust itself to the access device. This will greatly enhance the
ability of computer devices to "talk" to each other. The end users
will not necessarily need to have compatible software because the
network will do the interpreting.

These smart networks will be more user friendly, and will be
capable of sorting out information for the users, even to the
extent of organizing e-mail messages in order of priority, and
paging the user when urgent messages are received. The network
will also help the average user navigate the ever increasing
services and files of information available over the commercial
networks. 13

In a community policing environment this is important
technology because it will make networking between the various
participants in the community policing efforts easier. Agencies
with different computer protocols will be easily connected by these
networks, and security and privacy concerns will be more easily
addressed with this type of network. And by virtue of their "user
friendly" characteristics, the networks will advance the use of the
computer as a communications tool for the average citizen, creating
new opportunities for citizen/police interaction. This technology
also holds the promise of integrating the various mobile devices,
such as hand-held computers, personal communicators, and-lap tops

with computer servers.
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The first commercially available WAN is scheduled to come on ‘I’
line by 1995. The system is offered through AT&T, and is

cémmercially known as "PersonaLink".
Mobile Computing

As the telecommunications revolution unfolds, the mobile data
computer will be an important tool for community police officers.
For several years, some police agencies have employed mobile
computer applications. It is important to grasp, however, that
because of new computer and communications technologies, mobile
computing is becoming vastly more powerful. Mobile computing will
be an essential law enforcement strategy by the turn of the century
as citizens, including the criminal element, become more mobile and
sophisticated technologically. e

The Department of Justice National Crime Information Center
(NCIC) is currently planning for implementation of the NCIC 2000
project by the year 2000. NCIC 2000 will call out specifications
for lap top computers with peripheral devices such as a mobile
camera, fingerprint optical scanner, magnetic stripe card reader,
and bar code scanner to take advantage of a host of new and
enhanced services of NCIC. For example, the new system will allow
for instant trapsmission of fingerprint and photographic data and
imaged documents to an officer in the field in a mobile computing
environment.

Mobile computing will make officers more effective in their
community policing efforts. One of the propositions of community
policing is that officers can do solid analytic work if they are

given the tocls to do so. The mobile computer can provide the beat dl'
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officer with an "electronic beat book" to develop priofities on
beat issues, develop strategies, and analyze results. This
information can be shared easily with all of the officers in a
given area. The computer can also serve as a resource, an "expert
system” of sorts, on a particular beat or type of problem
resolution.

Mobilekcomputing will allow community police officers to more
efficiently and effectively process arrestees, identify and track
criminal suspects, review information in remote data bases, and
communicate with police officers and others in the criminal and
social service arena, as well as with the public either
interactively or by electronic mail.

Creative applications will most likely be developed and
employed. For example, using global positioning system (GPS)
technology, an officer could receive information over his mobile
computer based on his location. The host computer, linked to the
GPS, would recognize the officer’s location at any given time and
relay information pertinent to the particular geographical
location, beat, or reporting district the officer was occupying or
approaching. This could include crime trend information, wanted
persons information, hazard information (suspects or locations),
and information about specific problems being dealt with on the

beat.
The importance of putting computing power into the hands of

the police officer of the future is underscored by looking at some
statistics on the growth of home computing. Dataquest, a San Jose
research firm, projects that by 1998, eighty percent (80 million)
American homes will be equipped with a computer, compared to 32

million today, or an increase of about 30% annually. The annual
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sales of home and office computers are about even according to O
Computer Intelligence Infocorp, and the home computer market isn‘t

even twenty years old. !4 It is likely that the home computer will

be an integral part of the average American home in the near

future. It will be a primary communications tool for people at

home and at work. This trend should not be overlooked in planning

community policing methods and strategies.
POLICY CONSIDERATIONS

During the course of conducting the futures study on the
impacts of the emerging technology on community policing, this
writer had the opportunity to interact first with a group of
experts in a nominal group gathered to examine the issue, and then
later with a number of experts individually. Several common
themes, grouped together here loosely as "policy considerations", ‘I;
emerged from those interactions. This is not put forth as the
"]Jist to end all lists" of considerations for technology
implementation, but may serve as a basis for further discussion and

analysis.

1. Communities need to be proactive on these emerging
communications technology issues. Government leaders
must seek out telecommunications providers to find out
what plans are being made for the local community, and
specifically what new plants and services are they
planning to provide. A community-wide needs assessment
might be conducted to determine what services could be

better handled, for example, in a wireless environment, or

by teleconferencing. Communications systems that benefit 0
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law enforcement may also be of benefit to other public
services. The state of the technology today certainly
alléws for the sharing of systems, that consequently become
more cost effective. From the executive level, law enforce-
ment needs to reach out and develop working partnerships
with the private sector, specifically in the technology
arena. Community policing calls on the police to facili-
tate partnerships in a variety of areas. This is an exten-~
sion of that philosophy. Involving the community in these
efforts may also be a strategy to manage some of the
privacy issues that will invariably arise as these technol-

ogies are discussed and implemented.

The future is digital. Technology developments make it
clear that analog telecommunications are quickly being
overtaken by a digital world. That revolution will make
the transmission of voice, data, facsimile, graphics, text,
and video commonplace. 1In a digital environment, the same
equipment that carries voice can carry any other digitized
information. Law enforcement agencies need to begin
preparing for this future by developing strategic plans
that will allow for vertical integration of communications

systems.

Law enforcement managers need to take the lead in developing
integrated information systems that are essential in

the community policing environment. These systems need to
link law enforcement agencies, but more importantly for the

future of community policing, they need to link the police
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officer to the community, and offer the potential for the
citizen to interact with the police. If not already in place,
agencies should develop a protocol for interagency

networking. Competition among the major telecommunications
firms will almost certainly speed up the development of
improved communications technologies, but the application

will ultimately depend on inter agency cooperation and trust.

Training will always be an issue, but as employees use
communications devices, including computers, they become
familiar with the capabilities. The Key is getting the
tools into the hands of the user to allow them to access
information or accomplish tasks necessary to get the job
done. The experts interviewed agreed that some training
will clearly be necessary, but future advances will make
the technology more user friendly. The real training
issue may be teaching employees how to manage the vast
amounts of information that will literally be at their
fingertips. Nonetheless, police managers need to begin
working with educators to establish programs to insure
that technology related skills are developed. Police
training programs also need to reflect the need to teach
technology skills to entry level and tenured employees.
Training needs to go beyond technical skills, so that
employees begin to use the technology creatively to

identify and solve problems.

Right to privacy fears and concerns may be significant

obstacles in the implementation of many of the
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communications technologies in the government sector.
There will be concern from the public that these
technologies are invasive, and extend the powers of the
government beyond those intended by the founding fathers,
While privacy issues will be part of the public debate,
the technology is currently available to allow the
appropriate dissemination of information. It will be
incumbent upon the managers of the systems to put the
safeguards in place and insure that security measures
are followed. It will also be important to upgrade

systems as new technology comes on line.

Law enforcement professionals need to continue, and in

fact enhance, their legislative lobbying efforts. There
needs to be more emphasis on the regional and state-wide
applications of technologies and methods tc improve the
police effort and end product. Consideration should be
given to establishing a state-wide research and development
unit to identify and research technology, and develop
strategic plans for implementation. These efforts need to
be directed to meet service delivery systems of the future.
Community policing is a dynamic process. Not only is the

technology changing, but the needs are in motion, as well.
CONCLUSION

The community policing movement is part of a larger shift in

the public’s attitude toward government. The people want to be

involved, to have access, to have a "say" in how they are governed
14

and policed. The emerging communications services will alter
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forever the way that people interact with each other and with
social institutions. The communications technology that will be
commonplace in the next five years offers the potential of making
the theory of community policing a practical reality. The
challenge to police managers and the departments they lead is to
prepare for the changes that the communications revolution will
bring, and to use these powerful new tools to enhance the delivery

of police services to the community.
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CHAPTER 1

INTRODUCTION

The civil unrest in Los Angeles that followed the
acquittal of the four officers accused of beating Rodney King
brought California law enforcement to the attention of the
nation. An analysis of the circumstances surrounding that
incident has resulted in a variety of recommended actions.
None is more significant, perhaps, than the recommendation of
the Christopher Commission that community policing be
implemented throughout the Los Angeles Police Department.

While the Christopher Commission did not invent community
policing, it did focus attention on this policing philesophy,
and perhaps escalated the evolutionary process. Community
policing is a philosophy, a management style, that promotes
proactive problem solving and police community partnerships to
‘address the causes of crime and fear, as well as other
community issues.l It depends on citizen and employee
empowerment and involvement in priority setting and decision
making.

The police community has debated and experimented with
community policing for nearly ten years. Various forms of the
community policing model have been tried and tested. Even
though scientific evaluation is lacking, many communities
report successful ventures in this arena. The attention of the
Rodney King incident and subsequent recommendations of the
Christopher Commission, as well as from law enforcement

leaders, politicians, and community activists, has heightened




the significance and importance of community policing in law
enforcement circles.

In fact, a recent survey by the Federal Bureau of
Investigation (FBI) and the National Center for Community
Policing at Michigan State University showed that fifty percent
of police officials serving cities with populations over fifty
thousand said they were practicing community policing. Another
twenty percent said that they planned to inaugurate it within a
year. President Clinton has said "we’re determined to put more
police officers on the street and to expand community
policing."2 The President and the Congress followed through on
this promise with the passage of a national crime bill in‘
September 1994, which included partial funding for one
hundred thousand "community police officers". The crime bill
is clearly structured around the concepts of community
policing.

Community policing calls on police agencies to open lines
of communication with the community in an effort to involve
community members in problem solving and proactively addressing
the causes of crime and fear. As noted in the Christopher
Commission report, "officers at the patrol level are required
to spend less time in their cars communicating with other
officers and more time on the street communicating with the
public.” 3

Additionally, a successful community policing effort
requires police managers and front line officers to move from
a response time orientation to a problem solving and community

involvement orientation. This will entail new measures of




effectiveness, changes in service delivery systems and
expectations thereof, and most significantly, new methods of
communicating with the public.

Converging with this revolution in policing is a
revolution in telecommunications. In the early 1980s only a
handful of communities throughout the United States had cable
television, none had cellular service, and the telephone
service was the domain of AT&T and the Bell System. Today,
most communities have cable, major urban areas have at least
two cellular providers, and the Bell System has been joined by
MCI, Sprint, GTE, and a host of other local and long distance
phone companies.

Corporate and market developments make it clear that the
old separations between telephone companies, cellular
providers, cable companies, and even newspaper and television
broadcasters are history. Each has invaded the other’s
territory and each is planning business ventures on the other’s
turf. In the future, there will be multiple providers of each
of these services and multiple technologies for providing the
same service. %

To meet the challenges of this new world of communica-
tions, the Clinton Administration is encouraging the develop-
ment of an electronic ‘superhighway, "a high capacity, high
speed computer network that could do for the flow of informa-
tion what the transcontinental railroad did for the flow of
goods more than a century ago".® The superhighway is a high
tech, fiber-optic network that will carry massive amounts of

digital information. In conjunction with proposed wireless




communications systems, it will allow for the instant e
transmission of information across the country, or around the
corner. At the core of this concept are two major technol-
ologies. First, the ability to transform any information -~
pictures, sound, print -- into digital form; and second, the
ability to send or receive millions of digital messages over
fiber optic cables simultaneously at the speed of light. 6
This technology promises to bring a variety of services
into homes, businesses and government offices. This would
include everything from electronic mail to data base
information, video phone calls, television programming, music,
books, financial transactions, and interactive education
programs.’/ This new "telecommunications architecture" has the

potential to radically alter the world of business and

government, to include the basic delivery of police services
and the "interface" between the police and the community. 8

Some have forecast that this fiber optic network will make two
way communications by computer terminal as routine and user
friendly as the telephone. This clearly has enormous potential
impacts on policing--on communications, information management
systems, and on the nature and extent of our interaction with
the community. The ability to access information from a
variety of community sources is one of the keys to a successful
community oriented policing plan. Recognizing the potential of
the emerging communications technologies, Attorney General
Janet Reno has said that "we need to develop integrated
information systems so that we can develop comprehensive

community plans that make a ‘difference." 9 °




On a national scale, plans are underway for law enforce-
ment to take advantage of the new communications technologies.
The Department of Justice has on the drawing board the proposed
"N.C.I.C. 2000" Project. The National Crime Information Center
has been charged with developing a nationwide system for the
dissemination of criminal history information, including
fingerprints, DNA data, and photos to local agencies. The
system will be designed to allow for the instantaneous transfer
of that information to field officers over wireless
communications networks.!0

This same technology will be available commercially to the
average citizen. Personal Communications Services (P.C.S.) and
other wireless technclogies offer the potential ability to
communicate with anyone, anywhere, anytime. The Federal
Communications Commission recently auctioned off an enormous
block of radio frequencies for wireless communication services.
According to FCC Chairman James Quello, this industry will
"profoundly change the way people in America communicate."ll
By the year 2005, some 60 million Americans will be cari ing
various P.C.S. devices. By comparison, there were approx-
imately 14 million cellular phone users at the end of 1994.12
The essential "tool" of P.C.S. is a wireless communications
device "combining the advantages of cordless phones, cellular
mobility and traditional telephone services in a totally mobile
environment.®!3 The handset used by P.C.S. subscribers will
essentialky replace the home, car, and office phone. The user

will be located by number, not location. P.C.S. will also




accommodate computer modems, fax machines, and electronic

note pads, and various combinations therecof. These systems
could radically alter the way that police agencies relate with
each other and with the public.

While speaking at the Command College in April, 1993, Dr.
Paul Shay observed that the new communications technologies
will be user friendly, and will benefit the law enforcement
officer more than the criminal element. This technology will
"result in empowerment for the individual officer who will
operate in an environment demanding more accountability and
responsiveness" than ever before.l4

Police managers of medium and large sized agencies will
certainly be challenged to incorporate some of these emerging
technologies into their community policing efforts. These
technologies, however, pose opportunities and pitfalls. On the
one hand, the technology could be used to "impersonalize"
police service, and further divide the police from the
community; in another scenario, the application of the
technology may empower the individual officer and members of
the community, and enable the police and the community to
communicate and work together more effectively.

The potential application of these emerging communications
technologies on community policing is an issue worthy of
examination. The practicality and acceptance of these
technologies is unknown, but it is a question which has given
rise to this study of the future.

The foregoing discussion leads to the issue statement of

this research paper:




What impact will emerging communications technology

have on community policing in a medium sized

police agency by the year 20007?

The issue statement was developed through research and an
extensive literature scan in collaboration with law enforcement
colleagues and professionals. The literature scan included
this author’s personal futures file, which includes numerous
articles from a variety of sources related to the issue. A
review of the list of completed and in-progress Command College
Independent Study Projects revealed several projects related to
community policing, and an abundance on a variety of emerging
technologies. 0Qf particular interest and relevance was Captain
Michael Post’s (Glendale Police Department) study on "Broadband’
Interactive Multimedia Telecommunications", which examines some
of the emerging technology that is the subject of this study.

This issue statement is built around the "medium sized"
police agency simply because that is the author‘’s frame of
reference. A forecast to the year 2000, approximately six
years into the future, appears to be a reasonable time frame
given the rapid pace of the development of technology.

The research process also led to the disclosure of
several sub-issues. In order to develop and refine the
sub-issues, the futures wheel method was employed. This author
facilitated a group exercise involving four other members of
Command College Class 19 during the week of August 23, 1993.
'The participants included Eric Lillo, Ed Piceno, Dennis Holmes,
and Carlos Bolanos. The futures wheel that was developed by

that group is on the following page (Illustration #1).
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The sub-issues were further refined through review and
-

discussion with the Command College faculty, POST staff, and an
academic advisor. The following sub-issue questions were
developed, and will be explored in this futures study:
1. How will law enforcement agencies evaluate emerging
communications technology?

2. How will law enforcement agencies fund new
communications technology?

3. What will be the impact on training?

These sub-issues were selected due to their potential
impact on the primary issue question. In order to implement
the emerging communications technologies, it is important for
law enforcement agencies to establish a way to evaluate the
new technologies, and potential uses thereof in a community
policing environment. New technologies are expensive, and law
enforcement agencies will need to determine funding sources to
pay for those technologies that are determined to be
desirable. Finally, the introduction of new technologies and
equipment may require additional training and orientation for
employees. The nature and scope of that training needs to be
evaluated and planned.

The following chapter will explain the methodology and

results of the futures study of the issue and sub-issues.




CHAPTER 2
FUTUORES STUDY

Having identified the futures issue and sub-issues, the
next step was to decide upon a research design to conduct the
futures study.

The flow chart on the following page (Illustration #2)
depicts the design of this research project. This design is
accepted by the Command College and was adopted by this writer
for the purposes of the futures study.

The design calls for the use of a futures forecasting
panel, employing the nominal group technique. The theory is
that idea generation is best handled by an expert group as
opposed to the thoughts of an individual person. The panel is
selected on the basis of expertise and background related to

the issue. Anonymity is important, to insure that every parti-

‘cipant can freely share ideas.

The "ideas" generated by the panel are divided into groups
of events, trends, and policy issues. The panel then selects
the top ten trends and events. For both trends and events,
discussion follows the initial "vote", and the panel is allowed
to revote, in order to validate the selection process. The
group then forecasts the top ten events, and the top ten
trends.

A cross-impact analysis is done on the top ten events.
This is accomplished by this writer with the assistance of a
Command College graduate. The crossjimpact factors are

determined by this process.
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Two computer software programs are used in this study.
Both were developed and copyrighted by The Policy Analysis Co.,
Inc., Washington, D.C. First, the program, "X-MPACT", is used
to determine "final probabilities" for each event by inputting
the forecasted probabilities from the nominal group and the
cross~impact factor determined by the cross-impact analysis.

The top ten events and the "final probabilities" are then
input to the "SIGMA" scenario generator software program.

This program generates a series of iterations of potential
scenarios that depict a calendar of events that occur, as well
as those that do not occur.

The scenarios are divided into groups by category, bésed
on themes and development. Narrative scenarios, written from
the "historical future" perspective, are produced from those
computer generated scenarios.

Finally, based on this study, the writer considered the
policy implications and drew conclusions about the futures

issue.
FUTURES FORECASTING PANEL

To address this important study of the future, a panel
of experts from a variety of disciplines was assembled.
Invitations were sent to fifteen people with varying
backgrounds and fields of expertise. Eleven of these people
accepted the invitation, and agreed to participate in the
panel.

The panel represented a cross section of experts with

unique perspectives on the issue of this future’s study, based
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on their respective educational backgrounds, career fields, and
assignments. Two of the eleven were Command College graduates.
One of those is now retired from law enforcement and engaged in
the private sector. 1In addition to the law enforcement
perspective, there was representation from the communications
technology industry, the business sector, government, and the

local community.

This futures study employed the Nominal Group Technique
(N.G.T.) to help the group of experts develop the important
trends and events relevant to the issue and sub-issues
identified for study. The panel was comprised of the

following:

Mr. Dave Anderson: Site Development project manager
for Cellular-One, a division of McCaw Cellular
Services. Mr. Anderson has extensive experience in
the cellular communications industry.

Mr. Jim Sundberg: Engineer for Cellular-One. Mr.
Sundberg has been involved in the cellular industry for
over ten years, and has worked on a variety of projects.

Mr. Mike Glass: Marketing representative for Motorola,
Inc. He has been in the two-way communications business
for over ten years. He has been project manager on
several large projects. He 1is currently a member of the
Tri-Counties A.P.C.O. committee charge with coordinating
the public safety transition to 800 megahertz radio

systems.

Commander Ken Kipp: Commander Kipp is a Command College
graduate. He has served in a variety of assignments,
including "Chief" of a contract city. He currently
commands the Custody Division of the Ventura County
Sheriff’s Department.

Sergeant Carl Handy: Community Problem Oriented Policing
(CPOP) coordinator for the Ventura Police Department.
Sgt. Handy has over twenty years of law enforcement
experience, and is a graduate of the California
Supervisory Leadership Institute.

13




Corvural Rick Cook: Major crimes investigator, assigned
to the Special Investigations Unit of the Ventura Police
Department. He has been very involved in planning and
developing personal computer applications in his unit.

Mr. David Sumney: Information Systems manager for the
City of Oxnard. His responsibilities include all computer
operations for the city, including the Police and Fire
dispatch and records function. He has served on a
multi-jurisdiction committee charged with exploring the
feasibility of developing a regional police and fire
dispatch and 911 answering point in western Ventura
County.

Mr. Mark Monroe: General Manager and owner of a local
franchise of Voice-Tel, a nationwide voice messaging and
networking business. He has extensive experience in the
communications industry.

Ms. Sandi Bennett-McBride: Active community member,
involved in a variety of community issues, including
several law enforcement projects. She is the manager of
one of the largest real estate and property management
firms in Ventura County.

Mr. Arthur J. Farrar: President of a management
consulting firm, with a background in law enforcement
management. Mr. Farrar is a Command College graduate. o
Mr. Roman Gonzales III: Engineer and manager of the
Advanced Development Programs Systems Division at the
Santa Barbara Research Center, a division of Hughes, Inc.
Mr. Gonzales has been involved in a number of major

communications related research projects for the federal
government.

Each member of the panel received a packet of information in
advance, and a letter explaining the purpose and process.
(Appendix "A"). On the day the panel met, they received an
orientation packet containing an agenda and copies of overheads
that were used during the day to define the issues and the

processes (Appendix "B").
DEVELOPMENT OF TRENDS, EVENTS, AND POLICY CONSIDERATIONS

The N.G.T. panel was opened with brief introductions of

the participants and then a reintroduction of the futures
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issue, including the following definitions:

Community Policing: It is a philosophy, management

style, an organizational strategy that promotes

pro-active problem solving and police-community
partnerships to address the causes of crime and

fear as well as other community issues.

Emerging communications technology {(examples):

Electronic superhighway, wireless communications,

personal digital assistants, personal communication

services, digital cellular, specialized mobile radio,
satellite based global positioning systems, enhanced
computerized information systems."

The first step in the process was to ask each participant
to individually generate a written list of ideas related to the
topic. The participants were assured that their annonimity
would be protected, even though their ideas would be shared
with the group without identifying the author. Following this

‘ individual work, the facilitator used a "round robin" process
to share the ideas, by reading one idea from each list, until
all the lists were exhausted. There were two people, not
involved in the panel, who recorded these ideas on large
tablets visible to the group.

The ideas were divided into three categories: trends,
events, and policy considerations. The group participated in
the assignment of the ideas to the various categories, based on
the following definitions:

Trend: "A series of events by which change is measured

over time. In other words, a trend is a series of events

that are related, occur over time, and can be forecasted.™

Event: "A discrete, one time occurrence that can have an
impact on the issue."

‘ Policy Consideration: ‘Management decisions and
directions that may influence either anticipated or

15




observed trends and events, specifically those that

may affect the impact of emerging communications

technology on community policing in the medium~size police

agency over the next six years."

The results were recorded on the large tablets in the
front of the room. The process resulted in a list of thirty-
two events, forty trends, and some policy considerations. 1In
addition to separating the ideas by category, this part of the
process was an opportunity to clarify the ideas, and where
appropriate modify the language to assure that the trends and
events were stated in proper form. Considerations included
clarity, credibility, plausibility, representativeness, policy
relevance, urgency, comparative advantage, and technical

excellence. Specifically with regard to trends, every effort

was made to avoid value words that might prejudice the results

of the forecasting that would take place later in the morning.

The panel was then asked to evaluate the various events.
They were told that they would be evaluating each event in
terms of it’s relative importance to the issue. First, they
were asked if any of the events clearly were not in the top
ten; that is, were there events that had no chance of being
voted into the top ten. The panel could not reach consensus on
this guestion, so they were asked to individually and privately
vote on each event on the list as to the importance of the
occurrence of the event, relative to the issue. They were
asked to place a value of one to ten (ten being most important)
on each event, and were provided with a voting form.

The voting forms were collected, and the results were

tabulated. These results were shared with the group. There
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was a natural break between the top ten and the remaining group
of events, however, the top fifteen events were presented to
the group. The group was told that the purpose at that point
was to clarify the vote, not to pressure the group toward
consensus. The group opinion was that the top ten events as
defined by the voting process were the most important future
events relative to the issue. The top ten events selected by
the panel were:

E-1 LEGISLATION ENACTED TO CREATE A LAW ENFORCEMENT

TECHNOLOGY SUPERFUND
E-2 NATIONAL STANDARDS FOR PCS ADOPTED.
E-3 "INFORMATION SUPER HIGHWAY" BECOMES A REALITY

E-4 SUPREME COURT RULES THAT ELECTRONIC DATA BASES
ARE NOT PROTECTED BY THE 4TH AMENDMENT.

E-5 STATE OF CALIFORNIA ADOPTS A REGIONAL PLAN FOR
LOCAL AND COUNTY GOVERNMENT.

E-6 HACKERS GAIN ACCESS TO POLICE DATA BASE.

E-7 CONGRESS REWRITES MODIFIED FINAL JUDGMENT (MFJ) TO
TAKE DOWN BARRIERS BETWEEN TELEPHONE NETWORKS.

E-8 POLICE CHIEF IS FIRED WHEN REVIEW OF HIGH PROFILE
CASE (E.G. "POLLY KLASS") RESULTS IN A FINDING OF
"TECHNOLOGY NEGLIGENCE" BY THE POLICE.

E-9 A.C.L.U. PREVENTS LAW ENFORCEMENT FROM EXPANDING
ELECTRONIC INFORMATION SYSTEMS

E-10 LEGISLATION PROPOSED TO REQUIRE "LIVE VIDEO" FROM
THE FIELD UNITS.

This process was repeated to develop the top ten trends.
First, the list of forty trends was reviewed to eliminate
duplications. That resulted in a list of thirty-one trends.
The panel members.were told that they would be voting on each

trend on the list of thirty-one to determine the top ten trends
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relative to the potential impact on the issue. The panel was
first askég:i%'%aere were any of the thirty-one that clearly
did not have a chance of making the top ten. After discussion,
there was agreement that three trends had no chance of making
the top ten.

The panel was then asked to individually and privately
evaluate the potential effect of each trend on the issue. Once
again, the panel members were provided with a voting form for
this purpose. They were asked to put a value of one to ten on
each trend, with ten indicating the most effect.

The voting forms were collected and tabulated, and the
results shared with the panel. As in the event development
process, the panel was told that the purpose of having them
review the results was to clarify the opinion of the panel, not
to pressure the group to artificial consensus. There was a
natural break between the eighth and ninth trends, and then
again between the thirteenth and fourteenth trends. There was
a discussion among the panel prior to a revote on the five
trends between position nine and thirteen. A revote on those
five trends was taken to determine the final list of ten. That
revote conclusively determined the final two trends. The top
ten trends selected by the panel are listed below and on the
following page.

T-1 LEVEL OF FUNDING FOR RESEARCH AND DEVELOPMENT
OF POLICE TECHNOLOGY

T-2 EVOLUTION OF PERSONAL COMMUNICATIONS SERVICES

T-3 ABILITY OF LAW ENFORCEMENT TO IMPLEMENT NEW
TECHNOLOGY

T-4 PUBLIC CONCERN AND SENSITIVITY ABOUT CRIME

18




O T-5 LEVEL OF GOVERNMENT AND PRIVATE SECTOR PARTNERSHIPS
T-6 ~ LEVEL OF TECHNOLOGICAL SOPHISTICATION OF CRIMINALS

T=7 AVAILABILITY OF NEW COMMUNICATIONS TECHNOLOGY TO THE
AVERAGE CITIZEN

T-8 DEVELOPMENT OF PRIVACY LAWS RELATED TO DATA BASES
ACCESSED BY LAW ENFCORCEMENT

T-9 CHANGING SKILL REQUIREMENTS FOR THE POLICE-~-"TECHNO-
cops"

T-10 LEVEL OF MOBILITY OF CRIMINALS

The complete list of trends, events, and policy considerations

generated by the N.G.T. panel is included in Appendix "C".
EVENT FORECASTING

Next, the panel was asked to forecast the top ten events.
This writer first demonstrated a "sample" event forecast.
0 Following questions, the group was asked to proceed.
An "event forecasting form" was designed for this purpose.
Panel members estimated the following for each event:
1. The number of years until the probability of the
event occurring first exceeds zero.

2. The probability of the event occurring 6 years
from now (1994).

3. The probability of the event occurring 3 years
from now (1994).

4. The impact, positive and negative, on the issue
if the event occurred. (Scale: -10 to +10)
The panel was instructed to first determine the number of
years until the probability of the event occurring first
exceeds zero, and then forecast the probability of it’s

0 occurrence six years from 1994. That forecast would then be
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followed by the "three years from now" forecast.

The group

results of this forecasting process are summarized in Table #1,

below.

on the following pages.

The results for each event are depicted in graph form

Each graph contains five measurements:

a high, upper quartile, median, lower quartile, and a low

SCcore.

The median score for the impact, positive and negative,

is represented in a bar graph.

Comments about these scores,

and any additional comments about the event development are

included in the analysis below each graph.

TABLE #1

EVENT FORECASTING RESULTS

YEARS . IMPACT ON THE ISSUE AREA
UNTIL PROBABILITY IF THE EVENT OCCURED
PROBABIL-
EVENT STATEMENT ITY FIRST 3 Years 6 Years
EXCEEDS | From Now | From Now | POSITIVE NEGATIVE
ZERO (0-200) (0-100) (0-10) (0-10)
q ® 65 20
E-1 Legislation Fnadted to Create a Law Enforcement 2 30 60 9.6 0
“fechnology "Superfund”’ 1 20 40 '
-2 National Standards for PCS Adopted 3 100 100
2 60 95 97 ]
i 50 80
E-3  "Information Super Highway" Becomes z 3‘5) ’ﬂ";’
a Reality 5 S ‘o 95 0
: . . 3 90 100
E-4  Supreme Court Rules that Electronic Data Bases 5 65 80 0
Arc Not Protected by the 4th Amendment ! =0 75 85
6 50 00
E-5  Siate of California Adopts a Regional Plan for 4 25 75 55 16
Local and County Government 3 25 50 3
3 75 100
E-6  Ilackers Gain Access to Police Data Base 2 GO Y 49 65
1 50 7=
E-7  Congress Rewrites Modificd Final Judgment ﬁ’ 75 100
(MFJ) to Take Down Barriers Between Telephong < v 85 88 13
Networks ! 25 7
-8 Police Chief is Fired When Review of 1ligh Pro- 3 75 90
file Case (e.g. "Polly Klass") Results in a Finding 2 50 80 9 26
of "Technology Negligence" by the Police 1 40 70 '
6 30 75
E-9  A.C.L.U. Prevents Law Enforcement from Expand- 4 23 30 0 84
ing Electronic Information Systems 1 25 25
[ 50 75
E-10 Legislation Proposed to Require "Live Video" 4 30 30 4.7 57
from the Field Units. 1 25 25
* High
Median
Low
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Event 1: Legislation Enacted to Create a Law
Enforcement Technology "Superfund"
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Median .Eanm 2 30 60
Lower Quartile 3.6 0 50
Low — 4 0 40

There was consensus of the group that this event would have a
major positive effect on the impact of communications technology
on community policing. There was varied opinion as to the
probability of its occurrence, as depicted on the graph. The
median view forecasts only a 60% probability by the end of the
six year period. The group generally agreed that the expanded
funding for law enforcement technology is essential for
widespread application of the emerging communications
technologies. The point was made, however, that many medium
sized agencies may not need to depend on a state effort to
acquire the funding, particularly if. local community policing
efforts are successful and a nexus can be drawn between improved

performance and advanced technology.
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Event 2: National Standards for PCS Adopted
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Personal Communication Systems (P.C.S.) standards, according to
the group forecast, are likely to occur during the six vear time
frame. There is strong support for the position that this will
occur early in the forecast period, as evidenced by the high and
upper-quartile lines on the graph. The argument was made that
this is "essential" to the widespread commercial use of P.C.S.
particularly for multiple data base access. Currently, there
has not been agreement between the various potential makers of
P.C.S. devices as to iﬁdustry standards. The impact of the
occurrence of this event was viewed as extremely positive for
the issue. The group generally was in agreement on the
direction and impact of this event. There was a comment, not
reflected in the "voting", that indicated the importance of
standards could be negated by improved applied technologies

in these communications systems. ‘
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Event 3: "Information Super Highway"
Becomes a Reality
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The group viewed this as the key event for the future of

"communications".

would not occur during the first three years of the forecast.

There was unanimous agreement that the event

However, the median forecast suggests a 75% probability that the

event will occur before the end of the six year forecasting

period.

probability of occurrence until vear six.

The minority opinion was that the event had no

There was some

suggestion that the "hype" created by the "politics" of the

issue has created unreasonable expectations of the time frame,

and also the practical applications of the "super highway".

Overall, however, the group recognized this as a likely

and an event that will mark a new era in

occurrence,

communications.
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Event 4: Supreme Court Rules that Electronic Data ®
Bases Are Not Protected By the 4th

Amendment
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The graph demonstrates the group’s consensus on this event. The
median forecast is for this event to occur by year 2, with an
80% probability by the end of 6 years. The group felt that as
society moves forward in the information age, the need for law
enforcement to have access to the variety of information bases
will be clear. This was a surprisingly optimistic forecast.

As the society progresses into the information age, law
enforcement will need to be able to gain access to information
data bases with fewer restrictions than currently exist. The
opinion was expressed that as criminals become more sophisti-
cated, networks and data bases will make it virtually impossible
for authorities to detect criminal activity. "“Some" restric-
tions will need to be imposed on law enforcement, but the group °
did not evaluate specifically what those restrictions would be,
or how they would be monitored.
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Event §: State of California Adopts a Regional Plan
for Local and County Government
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There was extensive discussion about this event. As the graph
depicts, there was varied opinion as to the probability and
timing of occurrence. Generally, the group felt that a regional
government plan would have a positive effect on police
technology. There was some agreement that this would cause
standardization, modernization, and better coordination of the
gamut of communications services within the region. On the
other hand, there was concern as to how regionalism would impact
the community policing element of the issue. There was the
opinion that as government gets larger, it becomes less
approachable and less in touch with the community. The
collective opinion was that the negative impact can be managed,
but it would need to be an essential part of the transition

plan.




Event 6: Hackers Gain Access to Police Data Base
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Given the sophistication of the community and the criminal
element, the eventuality of this event occurring over the next
six years was viewed as a virtual certainty. The panel felt
that most law enforcement systems are more sophisticated and
secure than in the past, however with cost cutting measures of
the last few vears there are bound to be weak links in the
systems. The telecommuting movement also makes law enforcement
systems more vulnerable than in the past. The occurrence would
have positive and negative implications for the issue, but on
balance, it would be more negative. This might trigger

limitations on police information systems and access to data

bases, particularly in a mobile environment. The opinion was
expressed that information systems management and security must
be a top priority for police managers.
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Event 7: Congress Rewrites Modified Final Judgment
(MFJ) to Take Down Barriers Between
Telephone Networks
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This event was viewed as a key to opening up competition

between the telecommunications companies. The Modified Final
Judgment (MFJ) of the Department of Justice and the Federal
Communications Commission established the ground rules for
telecommunications services after the divestiture of the phone
companies in the 1980’s, and limited competition between the
various players in the competing telecommunications industries. !?
There was generally consensus that the event would occur over
the six year period, with some strong positions that it would
occur very soon. The belief in the industry is that this will
allow for increased development of the communications
technologies, and most importantly, make them price competitive.
This is seen by the panel as having a very positive impact on

the issue of this study.
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Event 8: Police Chief is Fired When Review of High
Profile Case (e.g. "Polly Klass') Results in a
“* Fitiding of "Technology Negligence" by the Police
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One of the findings in the Polly Klass kidnaping case was that
the police officers stopped the kidnaper shortly after the

crime occurred and while the victim was still alive.

However,

because of poor communication with the neighboring agency, the

officers were unaware that the crime had occurred.
opinion forecasts a strong probability that a similar event
will occur during the next 3 years, with near certainty by the 6

year point.
consensus.

The group

As the graph demonstrates, there was widespread
The view of the panel was that the occurrence would

initially cause some negative impact on the issue, in that it
would demonstrate the weaknesses in police technology systems.
The end result, however, would be positive, in that it would
focus attention within the law enforcement community to remedy
the problem, and cover time result in public support for funding

to accomplish the necessary infrastructure development to

enhance information and communications systemns.
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Event 9 A.C.L.U. Prevents Law Enforcement frem
" "Expanding Electronic Information Systems
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As one might expect, this event was viewed as having a negative

impact on the issue.
rising rather quickly after the

4

year point.

the point that law enforcement will be vulnerable during the
next several years as the major development and expansion of

data base access occurs.

There will be some public concern,

The median forecast shows the probability
The group made

particularly from special interest groups, which will seek to

stop those efforts.
median.

more adept and involved with computers, and the existing law
enforcement information systems are "overdue" for invasion.
That could cause the occurrence of the event of this discussion.
The position that this event could not occur until the end of
six years was supported by the argument that "1984 has come and
gone" and the public is more sophisticated and less fearful of

computer information systems.
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Event 10:
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There was disagreement from the panel as to the likelihood of
As the graph depicts, there was a wide
There

O

Legislation Proposed to Require
"Live Video" from the Field Units

range of opinion as to when the event could first occur.

was some opinion that this event may follow another "Rodney

King" like incident.

The impact of this event occurring was

viewed as positive to the issue of this study, in that in the

majority of cases it would validate the "official" version of

critical incidents, limit liability, and expose the public to

the "real" world of pelicing.

positive impact on police/community relations.

This would have a long term
Some argued that

the event would cause a greater negative impact, in that the

public would perceive this as "Orwellian" and be so threatened

by even the proposal of this technology that there would be a

move to limit other technology developments.
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TREND FORECASTING

Next, the panel was asked to forecast the top ten trends.
This writer demonstrated a "sample® trend forecast, and after
questions and clarifications, the group proceeded.

A "trend forecasting" form was employed for this purpose.
The trends developed by the panel are subjective trends, so an
arbitrary current (today) "level" of each trend was established
as "100". With that value in mind, each panel member was asked
to privately estimate the following information for each trend:

1. level of the trend 3 years ago.

2. level of the trend 3 years from now.

3. 1level of the trend 6 years from now.

The group.results of this process are summarized below in Table

#2, and represented in graph form on the following pages.

TABLE #2
TREND FORECASTING RESULTS
LEVEL OF TIIE TREND
(Today = 100)
TREND STATEMENT
3 Yeurs 3 Yeurs 6 Yeurs
Ago [Today | From Now |From Now
125 i
T1 Levd of Funding for Rescarch and Development of Police 1 1: 0 l] ?& : :i
Tedhnology > s 25
100 95 110
95 175 300
‘I~2  Evolution of Personal Commmunications Services 80 100 150 200
S0 125 150
-3 Ability of Law Enforcement 1o implement New 150 125 is0
Technology s 100 80 115
75 50 110
I N 100 150 200
l-r Public Concern and Sensitivity About Crime 80 100 120 L5
75 10} 125
. i 100 150 20
5 Level of (Fovcrnmunl and Private Sector 75 100 125 145
Partnerships 70 150 125
100 150 200
T-6  Level of Sophistication of Criminals 75 100 125 145
70 100 125
T-7  Availability of New Communications Technology to the 90 200 225
Average Citizen 75 100 150 200
50 125 125
-8 Development of Privacy Laws Related to Data Bases 100 125 300
Accessed by Law Enforcement 8 100 110 200
75 100 150
.. . . ] e 100 150 2000
-9 C‘han?mg Skill Requirements for the Police--"Techno- 85 100 120 150
Cops 75 105 100
00 175 250
T-10  Level of Mobility of Criminals 90 100 125 150
' 75 [§14] 125
* High
Median 31

Low.




Trend 1: Level of Funding for Research and
Development of Police Technology
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The panel generally saw the level of funding at a lower level
today than five years ago. The median measurement shows an
optimistic view that the level will gradually increase over the
next three and six year time frames. There was a minority
opinion that the funding levels will co..tinue to drop over the
next three year window, but then gradually increase by the six
year point. Discussion indicated that the panel recognizes

the need for adequate and consistent funding in order for law
enforcement agencies to position themselves to identify and
take advantage of new technologies. There was also discussion
about the impact of cost/benefit analysis on funding levels and
sources. The consensus of the group was that in order to sway
policy makers to invest money on technology, it will be-
incumbent upon managers to produce convincing analysis of the
cost effectiveness in terms of productivity and customer
satisfaction.
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Trend 2: Evolution of Personal Communications Services
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There was consensus among the panel members that Personal
Communications Services (P.C.S.) are evolving at a rapid rate.
As the graph indicates, there was a significant element in the
group that believes P.C.S. will "skyrocket" over the next six
years. The upper quartile score demonstrates that this is
more than one "optimists" view. The median line shows a
gradual slope, indicating a rather steady increase over the
next six years. It is interesting to note that the upper
quartile line forecasts rapid development during the second
three year period. The comment was made and generally
supported by the group that the rapid evolution of these types
of technologies demonstrate the need for law enforcement
managers to be proactive in identifying emerging technologies.
The law enforcement community needs to develop the expertise
and private sector partnerships to influence the commercial

development of the technologies.
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Trend 3: Ability of Law Enforcement to
Implement New Technology
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As the graph indicates, there was not a clear consensus on this
trend. The median forecast indicates a gradual decline in the
level of the ability of law enforcement to implement new
technology, beginning 3 years ago, continuing through the
present time, and bottoming out in 3 years, with a gradual
increase to the year 2000. The group generally agreed that
between 1997 and the year 2000 the ability will increase,
primarily because of the group’s general optimism that the
economy will improve over time. The group considered a variety
of factors in making the forecasts, however, including fiscal
position, technical ability and sophistication, and
availability of technology applicable to law enforcement.
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Trend 4: Public Concern and Sensitivity About Crime
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The group generally viewed this trend as very significant for the
future of community oriented policing, and the relative level of
support from the community. As one might expect, the group was
consistent in their view that the public has grown increasingly
concerned about "crime". There is some consensus that the level
will flatten or slow during the next 3 years, and then increase
over the last term of the projection. One opinion voiced was
that the actual crime "rate" is not as important as the
perception of crime and security. The group agreed that even if
the "local" crime rate is low, wide-spread coverage of national
crime issues will continue to make this a significant public
concern. The argument was made by one member of the group that
one of the things that makes community policing attractive to the
public is that people want to "feel" secure, and a closer
relationship with the police (i.e. a neighborhood officer)
satisfies that need. '
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Trend 5: Level of Government and Private
Sector Partnerships

200 I —
150 [
L
E
\%
100
E 0
L
50
1991 1994 1997 2000
TIME IN YEARS
LEGEND 1991 1994 1997 2000
High vece 100 100 150 200
Upper Quartile == e 96 100 131 156
Median nuEe 75 100 125 145 ‘
Lower Quartile —— — 73 100 118 137
Low _— 70 100 100 125

There was an optimistic view of this trend. The group felt that
it will be essential for government to work with the public sec-
tor over the remainder of the decade. This is driven partly by
the economic climate, but also by the desire of all elements of
the community to be involved in the business of government.
Overall the group was in agreement that the level of partnerships
will increase over time, although there was a minority opinion
that this would not occur until the final 3 year period of the
forecast. One view expressed and supported by several of the .
participants was that government often gets technology that is

developed for "someone else". Government tends to adapt to the

technology, rather than work with industry to design the tech-
nology that is needed to get the job done. The group stressed
that this trend was not the same as "privatization®. The

emphasis is on collaboration in the delivery of services. .
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Trend 6: Level of Technological Sophistication

of Criminals
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The median score is representative of the group on this forecast,
in that the level of criminal sophistication is seen as
increasing dramatically over the next 6 years. The driving force
behind this increase are the computer crimes and other high
technology related crimes. The view was expressed that a new
breed of criminal has found "opportunity" due to the inability of
law enforcement to identify, investigate and prosecute many of
these crimes. There was a minority opinion that the level of
sophistication of criminals will level off during the next 3
yvears, following a quick rise over the preceding 3 years.
‘The median forecast shows a 100% rise cover the next 6 years,
demonstrating that the panel clearly believes this will be a

challenge for law enforcement in the future.
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Trend 7: Availability of New Communications

Technology to the Average Citizen
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The forecasts for this trend clearly indicate the consensus of

the group that in the next 6 years communications technology

will rapidly become available to the average citizen. The

median forecast reflects a rather gradual increase in

availability, while the high end indicates a much more

dramatic increase over the next three to six years.

were made that this increase in average citizens use of and

Comments

exposure to the emerging communications technology will place

a demand on government to keep pace~-As people become

accustomed to high-tech communications in their work and

entertainment environments, they will develop an expectation

that government services will conform.

The belief of the

group was that this trend is virtually irreversible.
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Trend 8: Development of Privacy Laws
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The median forecast shows a slight (10%) increase in the
development of privacy laws during the first forecasted period,
and then a leveling off to the year 2000. A minority opinion
forecasts a return to current levels by the year 2000. The panel
members overall had some strong opinions about this trend. This
was viewed as one of the most important trends to watch as law
enforcement begins to implement some of the emerging communica-
tions technologies. The consensus was that as the technology
allows law enforcement more access to data bases previously
protected or isolated from use, concerns will be raised, probably
through the courts at first, and then through the legislatures.
The point was made that it will be incumbent upon police managers
to insure that systems are secure and that appropriate safeguards
and protections are in place to prevent employee abuse and
unauthorized use of sensitive data bases. The view was expressed
by a minority, however, that as systems become more sophisticated
and the need for information more acute, the pressure to relax
our privacy laws will win out over the move to increase the

restrictions.
39




Trend 9: Changing Skill Requirements for
the Police--""Techno-cops" .

200
150
L
E 100
A%
E
L
50
1991 1994 1997 2000
TIME IN YEARS
LEGEND 1991 1994 1997 2000
High seeoe 100 100 150 200
Upper Quartile = ma 91 100 133 169
Median LR 85 100 120 150
Lower Quartile = — — 77 100 112 129
Low — | 75 100 105 100

Clearly, the forecasting panel felt that the technical skill

requirements of the police officer will increase over the next
six years. The range of forecasted scores was great, but in
general there was agreement that the skill requirements would
gradually increase over time. The minority opinion reflected the
belief that the skill level would remain essentially static over
the next 6 years. This opinion was based on the belief that the
economic climate in California would continue to deteriorate, and
government would simply not be in the position to acquire new
technologies, and consequently the skill requirements would not
change. All of the panel members, however, forecast some
increase in 1994 levels by the year 1997. One interesting
comment was that the "official'" requirements for employees hired
today do not reflect the technical skills necessary to use
"todays" technology. This points to the need for police managers
to make some immediate adjustments if there is any reasonable '
expectation of having employees capable of dealing with the
technologies of the future.
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Trend 10: Level of Mobility of Criminals
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The median forecast suggests that criminals will continue the
trend toward being mobile in our society. There was little
disagreement from the panel with this general trend statement.
This is important to the issue, in that "communities" will be
more transient and the need for instant communications with
other jurisdictions and other government agencies will probably
increase. The need to access a multitude of data bases from a
mobile environment will also be increasingly important as the
criminal element moves from one locale to another to avoid
detection or to seek out "ripe harvests". The comment was made
that communications technology will free the criminal element,
just as it will the legitimate businessman or police officer, to

conduct business from remote locations.
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CROSS~IMPACT ANALYSIS

An important element of futures research is projecting the
impact that the events and trends generated for a particular
issue will have on each other. An assessment of this impact
will better define the future under a variety of scenarios.
This writer conducted an events-to-events cross-impact analysis
of the top ten events only.

This writer worked with Command College graduate Arthur
Farrar to accomplish this portion of the project. Each person
individually estimated the impact that each of the events would
have on every other event. The question was asked, for
example, "If event #1 occurs, what impact will that occurrence
have on event #2?" The next question was "If event #1 occurs,
what impact will that occurrence have on event #3?", and so
forth. An impact factor was determined based on a scale of one
to ten; a factor of "1" indicating a slight impact, and a "10"
a major impact. This analysis was done independently, and then
the ninety cross-impacts were compared, and the arguments
supporting the scores were discussed. In those cases where the
impact factor discrepancy was slight, an average was taken.
When more significant, a mutually acceptable compromise was
reached, based orn the supporting arguments.

The cross impact factor was later used in the "X-MPACT"
computer program to generate the final probability for the
occurrence of each event.

Table #3 on the following page depicts the completed event
to event cross-impact matrix. The reader will note that each

evant is listed on the left side of the table, and then
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TABLE #3

( EVENT-TO-EVENT CROSS-IMPACT MATRIX )

IMPACT FACTOR
Impacting prih’éﬂl Final
Event | Protabilit srobabili
vent \POESW) gy | E2 | B3 | B4 | B5 | E6 | E7 | B8 | E9 | E10 [ 0M
El 60 0 0 3 0 2 0 -3 1 2 {6302
E2 95 1 2 2 0 2 1 -4 1 1 19902
E3 75 4 3 3 | 2 4 2 4 -3 5 | 94.04
E4 80 2 0 0 0 2 0 2 -1 0 | 84.02
E5 | 75 51 0 o o ol ol o o] o {7704
E6 | 9 | s | o] o | 3]0 0o | 1] 61 o |93.0
E7 18 1 o2 31 351 210 1 1] 1 ] 3 19602
B8 | 80 | 31 o] ol 310l 210 2 | 2 |s88.02
E9 65 30 00 0 310 310 0 -4 1 21.04
E10 | 50 il ol o]l 210 3 11 | 21 1 59.04
EVENTS
E1 |Legislation enacled to creale a law enforcement technology
"superfund”
E2 | National Standfards for PCS adopted
E3 |"Information Supcrhighway" becomes a reality »
E4 | Supreme Court rules that electronic data base: are not
protected by the 4th Amendment
E5 |Slate of California adopts a regional plan for local and county
government
EG | Hackers gain access Lo police data base
E7 |Congress rewrites mopdified linal judgment (MF)) Lo take
down barrier belween telephne networks
E8 | Police Chicl is fired when review of high profile case (e¢.g.
"Polly Klass") results in a finding of "lechnology negligence”
by the police
Eg [A.CL.U. prevents law enforcement from expanding electronic
information sytems
E10 | Legislation proposcd Lo require "live video" from the ficld

units
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repeated across the top. Each event-teo-event relationship,
tien, has a specific box or "cell" that relates to that
particular relationship. The left hand column is marked
"impacting events". Therefore, to determine the impact that
the occurrence of event #6 would have on event #1, the reader
would go down the first column to E-6, and move across the
matrix to the column along the top axis designated E-1. That
cell indicates that the impact factor estimated to be "5",.

In other words, if hackers were to gain access to a police
data base, there would be a moderate impact on the probability
that legislation would be proposed to create a law enforcement
technology superfund. The argument to support this is that
there would be sufficient public concern, plus a very strong
reaction from the law enforcement community, that the need for
a statewide effort to upgrade security measures would be
launched. A highly publicized event such as this might also
cause some examination of other law enforcement technology
deficiencies, leading to a broader funding perspective. The
argument against such a strong impact is that hackers gaining
access could be an isolated case in an otherwise very secure
system, and there would be very little public reaction.
However, the consensus was that law enforcement systems are
regulated and reasonably secure, and any intrusion by hackers
would indicate a technology deficiency or obsolescence that
would likely cause a significant public reaction, and no doubt
an infusion of money to correct.

Assume that "the information superhighway becomes a

reality", (E-3). Looking across the graph, it’s apparent that
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the occurrence of that event would impact all of the other
forecasted events. Clearly, that event is very significant to
this futures issue. For example, if E-3 occurs, the impact

on E-10, "legislation proposed to require live video from field
units” is "5". The consensus was that the completion of the
"information superhighway" would be a landmark accomplishment,
raising technical capabilities and as important, public
expectations. The argument is that not only would there be the
technical capability, but expectation and demand from the
public that it be used in critical public safety services.

Cell E-9/E-1 indicates that the successful efforts by the
A.C.L.U. to limit law enforcement expansion of information
systems would impact efforts to create a technology superfund
by a factor of "-3". The argument is that if the liberal
establishment was able to make a strong enough case, there
would be less need for resources to utilize some of the new
technologies. The occurrence of E-9 would have similar
negative effects on the likelihood of a "green light" from the
Supreme Court, and also on the probability of hackers gaining
access to police data bases, on the theory that there would be
fewer opportunities. By moving from cell to cell, the reader
can determine the projected impact that each event will have
on the other events. From the standpoint of policy
implications this is very significant. If one event has
significant impact on several others, it may be more efficient
to manage that one event, thereby influencing the impact on

several others.
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FUTURE SCENARIOS

The purpose of scenario writing is to describe the future
from the historical perspective. In other words, a future
scenario should describe the future in a non-fictional
narrative, written as if looking back over forecasted events
and trends as if they had actually occurred. Scenario writing
should clarify the causes and consequences of major
developments, and hopefully lead to the identification and
evaluation of relevant policies or actions by the reader.
Scenario writings are "the history of the future."

It is important to distinguish this type of scenario from
a "slice in time" scenario, which describes the future
environment, but there is no explanation of the events or
actions that led to that point in time.

To develop the scenarios for this paper, the writer
utilized the SIGMA scenario generator. This is a computer
program, develcoped by The Policy Analysis Co., Inc., of
Washington, D.C. By design, the input to SIGMA is the ten
events and their final probability as determined by the
cross-impact software, X-MPACT, (previously described), plus
four additional events that were developed by the nominal
group, but not forecasted. An arbitrary probability of
occurrence of 30% was assigned to the unforecasted events.

Approximately forty scenarios were run. The "seed number"
was changed for each new run. SIGMA generated a calendar of
events that occurred in each scenario, plus a listing of those

that did not occur.
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After generating forty scenarios, this writer divided them
into categories, based on the themes and development suggested
by the events that do and do not happen. There appeared to be
three primary types of possible futures. These "categories"
then led to the development and writing of the following types

of scenarios:

Nominal.: An extension of the past
Hypothetical: Worse than an extension of the past

Normative: Better than an extension of the past

It is important to note that in some instances, the same
events occurred in each scenario. However, the environment and’
sequence of events determined, or influenced, the effect of the
occurrence.

The computer generated "calendars" that were used to
develop the scenarios are identified as Tables 4, 5, and 6 in
the following text. Each scenario follows the table of events
upon which it is based. For the reader’s convenience, a bocld
typed entry (E-1, for example) has been made to irdicate when a
forecasted event occurs in each scenario narrative. As noted
previously, a total of fourteen events were used to generate
the scenarios in SIGMA ~- the ten forecasted events, plus four
others from the list generated by the NGT panel. That list of
events is listed in Appendix "D". The computer test of
-probabilities to the number of occurrences for the data that

this writer input to generate the scenarios is in Appendix "E".
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TABLE #4

"SIGMA'™ NOMINAL SCENARIO

The Policy Analysis Co., Inc. SIGMA Scenario Generator

For -

in

Seed No. >

a

3394410 <

6 year SCENARIO that begins in

THIS IS WHAT HAPPENS !!

Jun.
= 100
Jul.
= 100
Oct.
100
Jul.
100
Dec.
100
Apr.
100
Dec.
100
May
= 100

i

.

Il

HoHdNHooBud s wan s e

The

E-4 .ELECTRONIC DATA BASES

1985

EVENTS

4

'

E~9.ACLU PREVENTS EXPANSION

21.04 +I'= 0 & ~-I = 0 Ccnfd=
E-8.POLICE CHIEF FIRED
88.02 +I = 0 & -I = 0 Cnfd=
E-6.HACKERS GAIN ACCESS TO
93.02 +I == 0 & -I = 0 Cnfd=
E-2.NATIONAL STANDARDS FOR
88.02 +I = 0 & -I = 0 Cnfd=
E-1.LEGISLATION ENACTED TO
21.04 +I = O & -1 = 0 Cnfd=

and the MIKEl1.SIG data =~-

1954 ,
0 Cnsn= 0
0 Cnsn= 0
POLICE DATA
0 Cnsn= 0
PCS ADOPTED
0 Cnsn= 0
CREATE TECH. SUPERFUN
0 Cnsn= 0 X

E-3.INFO SUPERHIGHWAY BECOMES REALITY

93.02 +I = 0 & ~-I = 0 Cnfd=

0 Cnsn= 0

E-5.STATE ADOPTS REGIONAL PLAN

21.04 +I = 0 & -I = 0 Cnfd= 0 Cnsn= 0
E-7.CONGRESS REWRITES MFJ

21.04 +I = 0 & -I = 0 Cnfd= 0 Cnsn= 0
which do NOT Haprien are:

E~10.LEGISLATION REQUIRES LIVE VIDEO

NOT PROTECTED BY 14TH

E-11.APCD MANDATES REDUCED BLACK AND WHITE MILEAGE

E~12.HIGH PROFILE CASE SOLVED BY DNA

E~13.COMMUNICATIONS COGLOMERATE~-MODEL COMMUNITY

E-14 .MILITARY ENCRYPTION

1993

Copyright The Pclicy Analysis Co., Inc.

Washington, DC 202 - 328 - 9480
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NOMINAIL SCENARIO

o Ul LA

Chief Pat Miller was sitting quietly in his office at the
Midstate Police Department, counting down the hours until 1700
hours, P.S.T. The final press conference -~ by video
link-up -- was complete, and he had attended ..e obligatory
farewell ceremony. It just did not seem possible that the time
had gone by so quickly, and he was actually on the brink of
retirement. Chief Miller could still vividly recall his
graduation day from the Police Academy in 1974, and the speech
given by the man he would eventually succeed as Police Chief:
"Gentlemen, as you move from the Academy to reality, let me
leave you with this thought: People who get on in this world
are people who look for circumstances that suit them...and if
they can‘t find them, they create them." How often Chief
Miller had reflected on that thought as he progressed in his
career. Those words haunted Chief Miller as he prepared for
retirement. .

For the most part, Chief Miller’s administration had been
one of maintenance. The world was changing, but the Midstate
Police Department, and truly law enforcement in general, was in
a survival mode. The national and global economic picture had
brightened over the last four or five years, but there was
still a demand to perform more services with less resources.
The world was in the information age, but law enforcement had
not kept pace in terms of the ability to implement much of this
technology. Criminals had become more mobile, and more
sophisticated; preoccupied with putting out brush fires, police

managers had not kept pace.
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Certainly, the Chief looked back on some successes. In
the early part of this decade, he implemented a community
oriented policing program. In 1992, this was hardly "on.the
cutting edge", but he was proud of becoming part of that
movement in law enforcement. However, in all honesty, the
Chief had to admit that his community policing program had not
done as much to change the way his department interacted with
the community as he had hoped. In that sense, it was like a
lot of other "programs" that he had seen "come and go" in his
thirty years of law enforcement.

The Chief had a high profile drug awareness program in the
schools. 'Of course, the Midstate community had felt the impact
of gangs, but somehow had escaped the flood of crime problems
related to gangs that overwhelmed most of California. The

Chief got a lot of credit for that, although he knew it had

_very little to do with his efforts. Midstate was blessed with

A"good genes", the chief would privately joke.

During the press conference, Chief Miller talked about how
the communications technology developments of the 1990’s had
impacted the world. The evolution of personal communications
services had made it possible to communicate with anyone,
anywhere virtually anytime (E-2). Nonetheless, law enforcement
managers had not taken full advantage of this technology,
continuing to rely primarily on traditional two way radio
systems. '"Maybe when the pricing is right", Chief Miller
responded when asked about the new communications technologies.
Video conferencing, like the system the Chief had used to

conduct his final press conference, was common-place in
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corporate offices around the country. However, this technology
was not even considered for the delivery of police services.

So, despite the advances in technology in general, it was
obvious that law enforcement technology had not made comparable
strides. Several events that occurred early in the decade
played a significant role in delaying the implementation of
some of the technology. For example, in June 1995, the
A.C.L.U. was successful gaining a court injunction to prevent
the expansion of electronic information systems (E-9). A
cooperative effort of several departments, including the
Midstate Police, had been working to link multiple "non police"
data bases--other governmental, educational, and private
sources~~to a central "community policing" computer system.

The theory was that officers working on complex problems in the
community needed access to some non-traditional data base
information, such as those available through the schools,
:welfare departments, unemployment records, and sé forth. The
A.C.L.U. action put those efforts on hold, and to date, the
Supreme Court has not overruled that decision, despite efforts
from law enforcement executives.

The following month Chief Carl Handy from Southstate
Police Department was fired for "technology negligence" (E-8).
A highly publicized kidnaping case, involving the C.E.O0. of one
of the states major corporations, was bungled by Chief Handy’s
department. One of Handy’s officers stopped the kidnapers a
few minutes after the kidnaping, but because his department was
isolated from the rest of his county by "old" communications

technology, the officers were unaware that the kidnaping had

n
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occurred. Chief Miller and most of the other police leaders

in the county remained silent on the matter, though they
privately supported Chief Handy. 1In retrospect, it was an
opportunity to gain public support for improving communications
systems in the county.

In the fall of 1995 hackers gained access to the records
management system of a small Southern California Police
Department (E-6). This was a very small department, and the
security system was grossly inadequate. However, the publicity
was devast. cing for the law enforcement community, particularly
given the previous events.

The law enforcement community did what it does best.;.it
"reacted" to these events "after the fact". There was a push
for funding to implement the new communications technology
statewide. Almost two years later the first proposal to create
the Superfund was made in the legislature, but it at has still
not become a top priority for the legislature.

About 18 months ago, in mid-~1998, President Bill Clinton
announced that the "Information Superhighway" his
administration envisioned earlier in the decade, was
"complete" (E-3). Police managers had discussed and proposed
uses for the superhighway. Chief Miller is a member of the
C.P.0.A. technology committee that had been working to develop
a position paper on potential law enforcement applications of
the Y"superhighway". That paper will be discussed at the next
training conference.

Upsetting the law enforcement community at present is the

State Regional Plan, adopted at the end of 1998, just about a
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year ago (E-5). The legislature adopted the plan, but as is
typical, there is lots of confusion as to how it will be
implemented. Essentially, the plan calls for the state to be
divided into 12 regions. The plan will be fully implemented in
2005, but the various appeals and injunctions filed by the
County’s has thrown the entire plan up in the air.

It’s all so overwhelming," Chief Miller thought aloud.

"Chief..chief...it’s 5 o’clock"”

It was his secretary, Mary Ellen, interrupting his
thoughts. 5 o’clock. Time to go home. For good.

"Good night, Chief. We’ll miss you."

"Oh, one more thing, Chief...You asked about moving fhings
around in the office? Well, I just talked with Chief Higgins.
He wants you to leave things just as they are. Why fix

something that’s not broken?"
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TABLE #5

"SIGMA" HYPOTHETICAL SCENARIO

The Policy Analysis Co., Inc. SIGMA Scenario Generator

For - Seed No. > 3394579 <

in a 6 year SCENARIO

THIS IS WHAT HAPPENS !!

l. Jun. 1994

T = 100 = 30.02 +I = 0 & =T

2. Jul. 1995 FE-6.HACKERS GAIN

T = 100 = 93.02 +I = 0 & -I

3.

T = 100 = 30.02 +I = 0 & -I

4, Jun. 1996

T = 100 = 21.04 +I = 0 & -I

5. Feb. 1997 E-8.POLICE CHIEF

T = 100 = 88.02 +I = 0 & -I
6. Jul. 1998

T

= 100 = 83.02 +I = 0 & -I

and the MIKEl.SIG data --

that begins in 1994 ,

E-13.COMMUNICATIONS COGLOMERATE-~MODEL COMMUNITY

= 0 Cnfd= 0 Cnsn= 0
ACCESS TO PCOLICE DATA
= 0 Cnfd= 0 Cnsh= 0

Aug. 1995 E-2.NATIONAL STANDARDS FOR PCS ADOPTED

= 0 Cnfd= 0 Cnsn= 0

E-9.ACLU PREVENTS EXPANSION

= 0 Cnfd= 0 Cnsn= 0
FIRED
= 0 Cnfd= 0 Cnsn= 0

E-5.5TATE ADOPTS REGIONAIL PLAN

= 0 Cnfd= 0 Cnsn= 0

The EVENTS which do NOT Happen are:

E~-1.LEGISLATION ENACTED TO CREATE TECH. SUPERFUND

E-3.INFO SUPERHIGHWAY BECOMES REALITY

E-4 .ELECTRONIC DATA BASES NOT PROTECTED BY 14TH

E-7.CONGRESS REWRITES MFJ

E-10.LEGISLATION REQUIRES LIVE VIDEO

E-11.APCD MANDATES REDUCED BLACK AND WHITE MILEAGE

E~12.HIGH PROFILE CASE SOLVED BY DNA

E-14.MILITARY ENCRYPTION

1993 Copyright The ,Policy Analysis Co., Inc.

Washington, DC 202 -
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law enforcement agencies were combined under the direction of a
Regional Public Safety Director. "Chief" Miller became a
lieutenant under the new regime.

A year and a half later, things are still in confusion.
"Basic" communications and computer systems are on line, of
course, but training management, administrative, and clerical
staff on totally new systems is a monumental task, let alone
line officers. The Regional plan has resulted in some
economies, but things are getting done on an "as needed" basis.
There isn’t time or money, at this point, to be looking at
anything innovative or creative.

Lieutenant Miller answered the phone. It was Assistant
Regional Administrator Beverly Hock. (Ms. Hock was the City
Manager of Midstate before the Regional Plan took effect)

"Bev, how are you doing?"

"Just fine, Chief...or, I mean, Lieutenant. I’m just
calling to remind you that tomorrow is our first meeting to
begin planning for the new Region Oriented Policing program.
Will you be there?"

Lieutenant Miller sighed, and thought to himself, "I truly
am in the twilight of a very mediocre career." Fortunately, it

was almost over.
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TABLE #6

"SIGMA" NORMATIVE SCENARIO

The Policy Analysis Co., Inc. SIGMA Scenario Generator

For - Seed No. > 3394416 < and the MIKE1l.SIG data --

in a 6 year SCENARIO that begins in 1994

THIS IS WHAT HAPPENS !!

7

SUPERFUND

1. Apr. 1994 E-G6.HACKERS GAIN ACCESS TO POLICE DATA
T = 100 P= 93.02 +I = 0 & ~I = 0 Cnfd= 0 Cnsn= 0

2. Jun. 1994 E-4 .ELECTRONIC DATA BASES NOT PROTECTED BY 14TH
T = 100 P= 84.02 +I = 0 & -I = 0 Cnfd= 0 Cnsn= 0

3. Mar. 1996 E-8.POLICE CHIEF FIRED

T = 100 = 88.02 +I = 0 & -I = 0 Cnfd= 0 Cnsn= 0

4. Jan. 1997 E-2.NATIONAL STANDARDS FOF. PCS ADOPTED
T = 100 = 84.02 +I = 0 & -I = 0 Cnfd= O Cnsn= 0

5. Aug. 1997 E-12.HIGH PROFILE CASE SOLVED BY DNA

T = 100 = 30.02 +I = 0 & -I = 0 Cnfd= 0 Cnsn= 0

6. Dec. 1937 E-~1.LEGISLATION ENACTED TO CREATE TECH.
T = 100 = 93.02 +I = 0 & -T = 0 Cnfd= 0 Cnsn= 0

7. Jun. 1998 [[-3.INFO SUPERHIGHWAY BECOMES REALITY
T = 100 = 88.02 +I = 0 & -I = 0 Cnfd= 0 Cnsn= 0

8. Jun. 1998 E-7.CONGRESS REWRITES MFJ

T = 160 = 88.02 +I = 0 & -I = 0 Cnfd= 0 Cnsn= 0

The EVENTS which deo NOT Happen are:

E-5.STATE ADOPTS REGIONAL PLAN

E-9.ACLU PREVENTS EXPANSION

E~10.LEGLSLATION REQUIRES LIVE VIDEO

E-~11.APCD MANDATES REDUCED BLACK AND WHITE MILEAGE
E-13.COMMUNICATIONS COGLOMERATE--MODEL COMMUNITY

E-~14 .MILITARY ENCRYPTION

1993 Copyright The Policy Analysis Co., Inc.
Washington, DC 202 - 328 - 9480
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NORMATIVE SCENARIO

It did not seem possible that 1999 was almost over. The
years come and go, and Chief Pat Miller was not one to expend
effort celebrating the passing of time. He was recognized as a
man of action. But here he was, preparing a speech for the
California Peace Officer’s Association’s first trainiig
conference of the new century. As much as he hated tradition
and ceremony, he had to admit that the beginning of the Twenty
First Century was a significant event worthy of recognition.
Besides, he better get used to this sort of pomp and ceremony.
As the new President of the C.P.0.A. he would be called upon
frequently to speak at similar events.

Chief Miller would be speaking about the evolution of
policing in California over the last decade. The Chief
reflected back to the early 90’s, when trends seemed to lead
the State of California into a dark abyss. The economic
picture for California was pretty bleak, and even into the
middle of the decade the economic recovery that the nation was
experiencing had not hit California. What did not become clear
for a while was that the economic recovery of the 1990’s was
really the first economic recovery of the information age.
People did not factor into the economic recovery the effect of
greater production caused by the impact of technology--~business
was able to produce more with less input of labor, energy,
.capital, and natural resources. So the econony eventually
recovered and thrived even though some of the traditional

indicators pointed in the opposite direction.
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To be certain, the call to do "more with less" did not

Lo

subside wiéh %He improved economy. The 1990’s saw an
increasing drain on public resources primarily due to demands
on the entire spectrum of public entitlement programs.

The community policing movement that Chief Miller
envisioned back in the late 1980‘s took hold in the 90’s, and
is now was firmly entrenched in policing, and truly in
government policy generally. The concept of the police being
the "facilitator" of government intervention in a variety of
social problems became accepted with the success of programs in
the mid-to~late 1990’s.

When Chief Miller implemented community peolicing in the
Midstate Police Department in 199G, he saw that the key was the
"empowerment" of the individual employee. The community viewed
the police as "the government"; the individual police officer
became the neighborhood "ambassador". He also envisioned that
the communications technologies would develop so that the
officer would become more accessible to the community, and the
community would have more access to the police.

Clearly, the community policing Chief Miller implemented
at the beginning of the decade lacked some of the technological
advances that are available today. The home computer
"explosion" over the last five years has given the average
citizen access to information never before imagined, and has
created an opportunity for the police to interact and deliver
services in unique ways. 1In 1994, about 32 million homes had
personal computers. Today, there are more than personal

computers in more than 80 million American homes. 16
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The personal communications systems (P.C.S.) that are in
place around the country offer the convenience of communicating
with "anyone, anywhere, anytime." The practical advantage of
P.C.S. over the earlier cellular systems is cost and ease of
transmitting computer data.l’/ Community policing as Chief
Miller knows it today would not be possible without the
technological advances brought by the P.C.S. systems. The
communications devices commonly used by citizens allow them to
direct information and inquiries from anywhere, directly to
employees in the field.

Fortunately, the Midstate Police Department embarked on a
strategic plan in the mid-90’s to address technology needs of
the future. This process identified the critical technology
needs to empower employees in the community policing
environment. A key decision was to implement a mobile computer
data system to allow officers full computer capability from the
field. This system gave officers access to a variety of data
bases that made the job of community policing more effective.
Trained in basic computer skills, Chief Miller’s officers have
become information power brokers. The officer on the street
has virtually unlimited information available to him in a
mobile environment. He has expert systems at his fingertips
to give him current, reliable advice when necessary. He has
access to other City services and employees, community services
workers and community members. These people communicate with
him through his electronic mail box, or at the officer’s

discretion, immediate access, on or off duty.
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This cqmmunications system also enables the street
officer, dispatchers, and supervisors to make inquiries and
updates of information that allow for a more efficient
utilization of resources than ever before possible. As
conditions in the city change, based on activities and calls
for service, deployment decisions become dynamic as they are
based on "real time" information, not information that is
hours, or days old. This ensures that community policing and
problem solving efforts are not neglected due to traditional
police deployment needs. It has allowed for a much more
efficient and effective use of human resources, as well.

The NCIC 2000 Project is on schedule, and Midstate P.D. is
situated technologically to begin taking advantage of the many
new services, including photographic and fingerprint analysis
from the field.

Chief Miller reflected back con some of the events of the

"decade that have led to the current environment. He still

winces when he thinks about the headlines created in his
community in late 1994 when he revealed that hackers had gained
access to one of the department’s computer data bases (E-6).
The impact of that event was minimized by the Chief’s candor
with the public and the media. Fortunately, the hackers were
able to access a limited number of files, and only then because
an employee who was telecommuting did not follow standard
procedures. The event did gain statewide and limited national
attention, and brought to bear some necessary pressure to
ensure that future incidents did not'occur. Chief Miller was,

frankly, pleased with how his Department responded to the
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crisis, and raised the issue of technological obsolescence in
his strategic planning process the following year.

Another significant event occurred in 1994 that helped to
spearhead the Chief’s efforts to utilize some of the new
communications technologies in his community policing efforts.
The Supreme Court, ruled that electronic data bases were not
protected from police use by the 4th amendment (E~-4). This
opened the door for the police to access a variety of data
bases electronically. The Chief recognized then that it would
be important to have some inter-agency agreements in place by
the time the money was available to take advantage of the
technology. The Chief directed his staff to begin the
necessary dialogue with local business and government leaders
on the issue of sharing data base information with the police.
This led to some exchange of information even before it was
available "on line" or from a mobile enviromment in the field.

In March, 1996, the California law enforcement community
was shaken by the firing of a prominent chief in Southern
California (E-~-8). Chief Carl Handy from the Southstate Police
Department was dismissed by his City Council for "technology
negligence". This action resulted from an Attorney General’s
investigation into a highly publicized murder/kidnap case.
Chief Handy’s officers stopped a man minutes after a kidnaping
occurred, but due to obsolete communications systems were not
aware that the crime had occurred in the neighboring
jurisdiction. This information came tc light after the
suspect was arrested. The suspect révealed that when he was

detained, the victim was still alive. Former Chief Handy and
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the City of Southstate are still litigating the civil action on
that incident.

The impact of the Handy firing was initially very negative
for the law enforcement community. It did bring to light,
however, the need for state-of-the-art communications systens.
One of the positive results of the case was a push to create a
law enforcement "technology superfund" at the state level to
research and purchase communications equipment. Chief Miller
was involved in that effort through the C.P.0.A. Technology
Sub-committee. In December, 1997, that legislation was
proposed, and in six months the superfund was created (E-1).

Earlier in 1997, the communications industry announcéd the
adoption of Personal Communications System (PCS) standards
(E-2). This was a very important step in the evolution of PCS,
which is now such an integral part of the communications net-
work. Prior to the adoption of the standards, the industry was
plagued by incompatibility and lack of consumer confidence.

The adoption of standards had been urged for several years, and
put the industry on the course toward universal use.

In August of 1997, Chief Miller’s department made naticnal
news when a murder suspect was arrested within hours of
committing the crime (E-12}. On scene crime scene ivestigators
with the assistance of Department of Justice technicians, were
able collect, analyze, and digitally transmit DNA evidence to a
central lab for analysis, resulting in immediate suspect
identification. This was accomplished from the field, in a
mobile environment, utilizing a personal communications device

over a commercial wireless system.
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The Telecommunications Act of 1997 pecame effective in
1998 (E~7). This long awaited legislation essentially rewrote
the modified final judgment that had previously restricted
competition between local and long distance telephone
companies, cable companies, and other providers of
communications services. This act has truly opened the door to
free competition, and already the consumer has seen the
benefits in increased services and modified rate structures.

In June, 1998, President Bill Clinton announced that the
"electronic superhighway" was officially complete (E-3). The
announcement was anticlimactic, in that the network had been in
development for so long, and the heaviest users of the network
had been using it for so many years. However, the
superhighway truly represents the "best" of government/private
sector partnership. 1It’s completion 18 months ago also
signaled the availability of state of the art communications
capability to the average citizen.

The last decade of the 20th century had been a challenging
time for Chief Miller and the Midstate Police Department.

Chief Miller was officially "retirement" age, but he had no
intentions of giving up his position. In fact, he was just

beginning to get the hang of it!
POLICY ANALYSIS AND CONCLUSIONS

A critical element to this futures research design
involves the analysis of policy issues that may impact the

futures issue and sub-issues.
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The futures forecasting panel was led through a process
that was designed to generate some discussion of policy issues.
As the reader will recall, the panel initially was solicited
for "ideas" about the issue. Those ideas not classified as
elther trends or events generally fell into the category of
"policy issues". (That list is included in Appendix "c").

The panel believed that the issue of emerging communica-
tions technology is very significant for the future of law
enforcement, government generally, and of course, for the
private sector. The panel members were of the collective
opinion that community oriented policing efforts need to be
"technology efficient" and "technology smart". As the general
community becomes increasingly dependent on advanced
communications technology, police efforts will of necessity
move in that direction. However, the panel encouraged a
proactive approach from law enforcement managers in directing
and implementing these new technologies.

Funding will be an essential element of whatever strategic
plan is developed, but several panel members stressed the
importance of cost/benefit considerations, not strictly capital
costs. 1In any event, the future will be an environment where
"do more with less" will be a business philosophy and
management style. There will be an increasing demand from the
workforce and from the "customer" to have input and design in
the service or product. The future will also bring an entry
level workforce is increasingly unprepared for the challenges

and demands of the workplace.
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With these thoughts in mind, the emerging communications
technologies may have a positive impact on the delivery of
police services in a community oriented policing model, if

appropriate public policies are in place:

1. Establish research and development units (or individuals)
to identify and research technology and develop strategic
plans for implementation. These efforts need to be
directed to meet service delivery systems of the "future".
Community policing is a dynamic process, so not only is the

technology changing, but the needs are in motion, as well.

2. From the executive level, reach out and develop working
partnerships with the private sector, specifically in the
technology arena. Community policing calls on the police
to facilitate partnerships in a variety of arenas. This is
an extension of that philosophy. Involving the community
in these efforts may also be a strategy to manage some
of the privacy issues that will invariably arise as

these technclogies are discussed and implemented.

3. Local government agencies must work towards full integra-
tion of their local networks. If not already in place,
agencies should develop a protocol for interagency
networking. Competition among the major telecommunications
firms will almost certainly speed up the development of
improved communications technologies, but the
application will ultimately depend on inter agency

cooparation and trust.
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Right to privacy fears and concerns will be significant
obstacles in the implementation of many of the
communications techneologies in the government sector.
There will be concern from the public that these
technologies are invasive, and extend the powers of
government beyond those intended by the founding fathers.
Government leaders, particularly police managers, will need
to be very diplomatic and persuasive. The benefits will
need to be clearly shown over the disadvantages and
"dangers". The public’s interest in developing the
community policing philosophy may provide a platform for

"negotiation".

Technology continues to be more "user friendly", yet it is
apparent that the skills of the law enforcement entry level
workforce is not adequate to meet future needs. Police
managers need to begin working closely with the educational
establishment to establish programs to insure that the
technology related skills are developed. Most importantly,
police training programs also need to reflect the need to
teach technology skills to entry level and tenured
employees. Training needs to go beyond "technical" skills,
so that employees begin to use the technology creatively to

identify and solve problems.

Law enforcement managers need to continue and enhance
their legislative lobbying efforts. The panel expressed
their belief that police managers are often not "visible"

or "actively engaged" in the community. Interestingly, the
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"non~police" members of the panel viewed the police

managers potential influence as being greater than did the

police members of the panel.. There was a strong belief,

however, that this is an underutilized resource for

influencing change.

This policy discussion was ultimately augmented by expert

interviews. The expert interviews were accomplished by this

writer

between August 2 and 4, 1994, in Washington D.C.

Included in these interviews were the following:

Professor, School of Urban and Public Affairs,
Carnegie-Mellon University

Assistant Commissioner, Director of Information and
Identification Services, Royal Canadian Mounted Police

Information Management Systems Analyst, City of Tempe,
Arizona

Systems Econometrics Manager, Mayor’s Office of
Information Services, Philadelphia, Pa.

Police Officer, Research and Development Unit for
Portable Field Dispatch Computers, Chicago Police
Department

Police Commander of Automated Systems, Alexandria Police
Department, Virginia

Technical Director, Criminal Justice and Public Safety
Enterprise Office, The MITRE Corporation

Professor in Public Policy, John F. Kennedy School of
Government, Harvard University

Administrative Services Manager, Information Support for
Community Policing Division, San Diego Police Department

Co-chairman, Federal Law Enforcement Wireless Users
Group, U.S. Secret Service

Executive Director, National Law Enforcement
Telecommunications System

Computer Specialist, Criminal Justice Information
Services Division, Federal Bureau of Investigation
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-- Director of Technology, National District Attorneys
Association
The interviews were loosely structured, and were informal by
design. The purpose was to gain additional expert insight into
the stated issue from the perspective of law enforcement
practitioners. Based on these interviews, this writer drew the

following inferences:

1. As the telecommunications revolution unfolds, the mobile
data computer will be an essential tool for community
police officers. The NCIC 2000 project will call out
specifications for lap top computers with peripheral
devices such as a mobile camera, fingerprint scanner,
magnetic stripe card reader, and bar code scanner. Mobile
computing will make officers more effective in their
communities by allowing them to more efficiently and
effectively process arrestees, identify and track criminal
suspects, review information in remote data bases, and
communicate with police officers and others in the criminal
and social service arena, as well as with the public,

either interactively or by electronic mail.

2. The future is digital. Technology developments make it

clear that analog telecommunication is gquickly being
overtaken by a digital world. That revolution will make
the transmission of voice, data, facsimile, graphics, text,
and video commonplace. In a digital environment, the same

equipment that carries voice can carry any other digitized

information. Law enforcement agencies need to begin
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preparing for this future now by developing strategic plans

that will allow for vertical integration of communications

systems.

Training will always be an "issue", but as employees use
communications devices, including computers, they become
familiar with the capabilities. The key is getting the
"tools" into the hands of the user to allow them to access
information or accomplish tasks necessary to get the job
done. The experts interviewed agreed that some training
will clearly be necessary, but future advances will make
the technology more user friendly. The real training‘
issue may be teaching employees how to manage the vast
amounts of information that will literally be at their

fingertips.

Communities need to be proactive on these emerging
communications technology issues. Government leaders

must seek out telecommunications providers to find out
what plans are being made for the lccal community,
specifically what new plants and services are they
planning to provide. A community wide needs assessment
might be conducted to determine what services could be
better handled, for example, in a wireless environment, or
by teleconferencing. Communications systems that benefit
law enforcement may also be of beﬁefit to other public
services, and the state of the technology today certainly
allows for sharing of systems, and they consequently become

more cost effective.
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Law enforcement managers need to take the lead to develop
integfgéea”i;formation systems. These are essential in
the community policing environment. These systems need to
link law enforcement agencies, but more importantly for the
future of community policing, they need to link the police
officer to the community, and offer the potential for the
citizen to interact with the police. A revolution within
the computing world is the advent of "client-server"
systems. These systems will enable desk top, or mobile
computer, to easily access a variety of data bases. This
technology will allow the user to access and manipulate
data in a user friendly environment, and most likely at

less expense than current systems provide.

Privacy issues will be important, and will be a part of the
public debate. However, the technology is currently avail-
able to allow the appropriate dissemination of information.
It will be incumbent upon managers of the systems to put
the safeguards in place and insure that security measures
are followed. It will also be important to upgrade

systems as new technology comes on line.

These key points from the expert interviews, along with

the policy considerations of the NGT panel and the other

findings of the future study help to provide a framework to

look at developing a strategic management plan for reaching the

"most desired" future state with regard to communications

technology and community policing. That is the subject of the

next chapter.
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CHAPTER 3
STRATEGIC MANAGEMENT

In the futures study, trends and events influencing the
impact of emerging communications technologies on community
policing were identified and forecasted. The data from these
forecasts was used to generate computer models of potential
futures. One of these models was used to create the normative,
or "most desirable" future scenario for the fictional City of
Midstate, California. In this Chapter, a strategic plan will
be developed to lead the Midstate Police Department toward that
desired future.

The City of Midstate is a fictional California coastal
city of about 100,000 residents. The city’s population is
majority White, with a growing Latino population. The economic
base is service and light industry. The Police Department has
110 sworn officers and 85 civilian personnel. The equipment
and facilities are modern and well maintained. The Police and
Fire Departments operate a joint communications center, under
the direction of the Police Chief. The Police Officer’s
Association is active and increasingly "militant”. The City
has a relatively low crime rate, although violent crime is
increasing, and gang activity is on the rise. The Chief is a
career officer with the Midstate Department, and will retire in

about eight years.
MISSTON STATEMENT

The mission statement provides purpose and direction, and

a "yardstick" by which to measure the effectiveness of the
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organization in achieving it’s goals. The organization’s
mission statement should be a broad, encompassing statement
that addresses the philosophy, goals, and ethic of the
organization. The mission statement was developed using a
panel of law enforcement colleagues and associates.
Participating in the process were Sergeant Carl Handy, Corporal
Rick Cook, and this writer, all employees of the Ventura Police
Department, and Mark Monroe from Voice-Tel of Ventura County,
and Mike Glass from Motorola, Inc. The participants were all
involved on the NGT panel (described in the previous chapter).
All were familiar with the issue and sub-issues of this study.
Prior to developing the mission statement, the work of the
futures study was reviewed with the group, and the City of
Midstate was described in detail to the group. The mission
statement for the Midstate Police Department was developed:

It is the mission of the Midstate Police Department

to deliver professional, fair, and compassionate

law enforcement services to the community.

An organization may also develop a mission statement for a
particular issue or project. This mission statement might draw
upon, or reflect the philosophy and goals of the organization’s
"overall" mission statement. However, this statement is
specific and attempts to focus on one particular issue. The
panel wrote the following mission statement for the Midstate
Police Department’s community oriented policing plan:

It is the mission of the Midstate Police Department

to form a partnership with the community to address

the issues of crime and security. We are committed
to involving our citizens in policing the community
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and will employ creative and innovative methods *o
accomplish this mission. We are proactive in identi-
fying, adapting, and implementing new technologies

that enhance our community policing methods and efforts
to involve the people in creating a safe and secure
community.

SITUATIONAL ANALYSIS

An important part of the Strategic Planning Process is a
situational analysis. In this instance, thié was done by the
panel described above using a WOTS-UP analysis, which involves
analyzing the external environment relative to threats and
opportunities to the future mission, and then assessing the
organization for strengths and weaknesses associated with
planning to carry out that mission.

The group first looked at opportunities and threats in the
external environment relative to the specific issue and
sub~issues of the study. This analysis was accomplished in
part by scanning the environment using the S.T.E.E.P. model to
identify social, technological, economic, environmental, and

political trends and events that may impact the issue,

ENVIRONMENTAL OPPORTUNITIES

The trend toward citizen involvement at all levels of
government is creating an opportunity for law enforcement
managers to develop and implement programs that change the way
police services are defined and delivered. The emphasis is on
community input to establish acceptable "tolerances" based on
individual community standards, and on individual involvement

to assist the police in accomplishing the mission. The people
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of the City of Midstate are not unlike those in many commun-
ities across the nation in their desire to have a say in
their destiny with regard to law enforcement services.

This is particularly important in 1994, given the current
economic conditions. The call to "do more with less" is not
diminishing; in fact, there is some reason to believe that even
as the economy improves, the public will continue to demand
that government operate in a fiscally conservative environment.
The people of Midstate, as reflected in their elected
representation, are committed to "reinventing government".
During the last two years, the City of Midstate has been
constantly evaluating it’s financial position. The Police
Department’s sworn strength has been cut approximately ten
percent. This economic condition can be seen as an
opportunity to operate more efficiently, to continually Q
evaluate operating methods and style, and to be creative and
innovative in the approach to delivering services. More than
ever before, managers at all levels of government and in the
private sector will be looking to technology to help employees
work "smarter, not harder" in providing a higher level of
service to the customer.

However, despite the cuts in city services, the City of
Midstate is in excellent financial health. The City enjoys
extensive reserve funds, which management has resisted "dipping
into" in the recent recessionary environment. The City has
excellent credit ratings, and is recognized around the State

for it’s fiscal management.
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In general, there is some anticipation and excitement in
the natioﬁhfegé;hing the emerging communications technologies.
The City of Midstate shares this interest. To the extent that
these technologies can be applied to the delivery of police
services, this creates opportunities for police managers. The
National plan for "construction" of an electronic superhighway
has gained international interest. The evolution of personal
communications services continues to promise the ability to
communicate with anyone, anywhere, anytime. Generally, the
public and the work force is growing more accustomed to these
technologies as consumer products are developed and the
technology becomes increasingly user friendly. There is also
promise that the technology will become available to more
people at less cost than ever before.

These technological changes have created opportunities to
enhance partnerships with the public. The individual beat
officer is potentially more available to his "constituency"
than ever before. The notion of coﬁputer networks that will
allow interactive sessions between government and the public
offers unlimited potential for citizen input and police
feedback on issues of importance and interest. The promise of
integrated data bases will give the community police officer
access to the information necessary to develop plans to deal
with complex problems. The ability to use personal computers
to access other computer data bases, including those stored in
powerful mainframes, is creating a revolution in computing.
"Client-server computing" has been called the "biggest paradigm

shift in computing in 30 years" .8 This technological advance-
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ment, combined with the enhanced capabilities of today’s
laptop computer and the emerging wireless digital networks,
offer the potential of virtually unlimited access to
information in a mobile environment.

Despite recent cuts in the Police Department budget, the
Midstate community is by most definitions supportive of law
enforcement, and specifically of the Midstate Police
Department. The City has traditionally enjoyed a low crime
rate, and few major problems associated with policing. The
City has a track record of supporting technology projects with
the promise of "more bang for the buck".

The demographics of Midstate are changing, and causing a
corresponding change in the demand for police services. The
largest minority population is Latino, and that segment of the
population has increased significantly in the last 5 years. It
has also become more politically active. This segment of the
population has been under represented in local politics, and

thé/recent introduction of the "Latino Agenda" has created some

“sensitivity and concern in the larger community. This has

created a need, an opportunity, for a different approach to law
enforcement in that community. Once again, this can be viewed
as an opportunity to be creative in accomplishing the mission.
The law enforcement community that Midstate operates
within is supportive and cooperative. There are eight cities
in the county; four have independent police departments, and
four are under contract with the Sheriff’s Department. The
chief law enforcement executives meet frequently as the "County

Chief’s Committee®, and in general are supportive of each
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other. Several county wide law enforcement projects have been
successfully implemented including a narcotics task force and
a street gang policy to insure consistency among agencies.

The business community of Midstate is growing increasingly
concerned with government at all levels, including local
government. Business leaders are calling for a return to
"basics", which translates to support for public safety. There
is disillusionment with the expansion of local government, and
the lack of response to local concerns. This has come to a
climax with the threatened recall of two council members, and a
referendum to overrule a council decision to reduce the number
of police officers. One minority, though growing, voice
within the Chamber of Commerce is calling for an evaluation of
City services in an effort to privatize services or create
public/private sector partnerships.

Finally, Midstate offers a variety of educational oppor-
tunities. There is a community college, and a private four
year liberal arts college that offer a variety of computer
technology courses designed for the working professional.

The programs cffer excellent opportunities for developing basic

computer knowledge and skills.

ENVIRONMENTAIL THREATS

Having made the case that the current state of the economy
is creating opportunities to be creative and innovative, it
must be said that it also poses some'significant threats in the
environment. The economy of the State of California continues

to falter, as it has for the last 3 years. Current forecasts
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are for continuation of the current conditions vntil at least
the end of 1994. Re&enues from sales tax continue to be
sluggish, and there is little new development of residential or
commercial property. Property values in the County continue to
decline slightly, further eroding the tax base. 1In this
environment, even the most creative manager may find it
difficult to move an agency out of "survival" mode. The threat
of layoffs and economic stagnation may also create severe
motivation problems for employees, particularly if they are
being asked to take on additional responsibilities and learn
new ways of providing services,

The same economic conditions may prevent the law enforce-
ment community from identifying, researching and evaluating
emerging communications techneclogies. The issue goes beyond
the economic health of law enforcement budgets, as the need to qi’
network with other data bases increases. Other local agencies
and organizations facing budget shortfalls are not likely to
spend money on technology enhancements. Further, the image of
"toys for cops" may influence policy makers to steer money away
from law enforcement efforts in this area. It is difficult in
a political sense to support "hardware" expenditures over human
needs, particularly when dollars are in short supply.

There seems to be consensus that the industrialized
nations are on the verge of a new world in terms of communica-
tions technology. It is less certain specifically what
technology will be commercially available to the average

person, in what order, and at what cost. There is a danger

83




that government will gear-up for a revolution that won’t
actually take place for many years.

A serious threat is the concern over the potential abuse
of information that the new technologies may invite. With
community involvement, there will need to be assurances that
the current and expanded information data bases are protected
from abuse, and secured from those without need or authority to
access. And the public must be assured law enforcers are
controlled in the access to, and collection of, information.

Of equal concern is the potential for unauthorized "hacking" of
police data bases by criminals and others who unauthorized
access to the information. |

There is also a threat that law enforcement personnel may
become "“too" dependent on technology. Midstate, like all of
California, is vulnerable to natural disasters. The public
must be convinced that critical systems are redundant and
"disaster" resistant, and that public safety personnel and
systems are flexible enough to perform when technology fails.

While the public generally seems to be calling for a voice
in local government, particularly in the way police service is
delivered, it may be too soon to tell if there will be follow
through and commitment from the people of Midstate. Community
policing, by definition, can’t be accomplished without the
true involvement of the public. The concern is that
"community policing" in all forms, regardless of technology
aids, may be a passing fad.

There is a danger that the current level of support for

law enforcement in the Midstate community could be eroded by
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increasing crime and the influence of gangs and drugs. The O
increased“ﬁbbfff%y and sophistication of the criminal element

are undoubtedly impacting the effectiveness of the police.

These factors, combined with other social problems related to

illegal immigration, health care, and education all potentially

point to disillusionment of the populace, and potential

loss of support for police efforts.

There is an additional threat in the external environment
that could have some impact on any management decision. The
Police Officer’s Association (P.0.A.) has recently taken a
very active role in a variety of issues, from scheduling to
discipline. A change of leadership has brought a dramatic
change in role and level of involvement, and several recent

"gskirmishes" have left some 111 will between the P.0.A. and

management. The general distrust between labor and management
could result in "out of hand" rejection of any proposal to
automate any facet of operations out of fear of labor

displacement.
ORGANIZATIONAIL. STRENGTHS

Following the assessment of the external environment, the
group made an assessment of the Midstate Police Department,
first doing an analysis of the organizational strengths
relative to the issue of emerging communications technology and
it’s impact on community policing.

The Department has been involved in an identified
"Community Oriented Policing" program for about one year.

Still a fledgling program, about 20 percent of the patrol force
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is actively involved in community oriented, problem solving
practices. The community has responded with positive
recognition and praise. A plan is in place to continue with
implementation of the program on a larger scale, involving more
of the patrol force and investigative personnel. Employees are
cautious, but ﬁhere is growing interest in the program. On the
horizon are community storefront operations. This is the
result of involvement by citizens groups in two of the city’s
most active police districts.

A recognized leader in the county in terms of technology,
Midstate was the first local agency to acquire an automated
records and dispatch system over ten years ago. The records
and dispatch system are shared by the Police and Fire
Departments, who jointly operate a communications center. The
computer system was last upgraded about four years ago, and at
that time was considered "state of the art". The Police
Department recently replaced the business phone system with
state of the art equipment, including an extensive voice mail
system. Every police employee is provided a digital pager that
can be linked to the new voice mail system.

The Police Department is networked by computer with every
City Department. The City’s computer system is fully
compatible with the Police/Fire system. The Police
Department’s computer staff enjoys an excellent working
relationship with the larger City computer staff. Every City
employee has an electronic mail box, and many city employees
have the ability to access the City system from home, and some

telecommute at least part-tine.
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Generally, the workforce is stable, educated, and
dedicated. The force is well trained. About 15% of the
officers are bilingual, which is becoming increasingly
important as the Latinc population grows. All of the
Department’s employees are afforded educational benefits and
incentives to encourage continuing education.

The Pcoclice Department has a comprehensive training
program. Each officer is afforded a minimum of one eight=-hour
training day each month. This training period is used to
address a variety of current in-service training issues. The
Department has a team of motivated and well informed training
officers and civilians.

The Chief is a career officer with the Department. He is
in his mid-40’s, and plans to finish his career with the
Department. He enjoys an excellent reputation with city
_management, including the elected council, and with the
>community in general. He has successfully implemented several
high profile programs, including a drug abuse education program
in the schools, a gang education program, and a commercial
"crime watch" program. He is very supportive of the new
community policing efforts, and so far has earned "high marks"
from the community for the Department’s efforts in that regard.

The Department has responded to the budget crisis of the
last two years by adopting a "lean and mean" approach.
Management positions have been reduced by twenty percent, but
through consolidations of administrative functions with the
Fire Department, and other "right sizing" of administrative and

non-essential functions, operational units have not suffered.
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The Department has also taken the lead in looking at
consolidation with other agencies, specifically in the area of

communications operations.
ORGANIZATIONAL WEAKNESSES

The point has been made that the Department enjoys a
reputation for being progressive. Unfortunately, in some
respects, the Department has rested on past successes. Despite
being the "first" in the county to implement an automated
dispatch and records system, that effort has not been pushed
down in the organization. For example, field units do not have
mobile terminals or computers. At the operations level, there
is little appreciation for the power of the technology. Police
reports are still completed manually or dictated, and field
officers are essentially computer illiterate. The limited
efforts at training have been sporadic and ineffectual.

Cellular technology has been overlooked, for the most
part, in field operations. This technology has been viewed by
Department and City management as too expensive for routine
use. Cellular phones are considered expensive "toys" and
several line level proposals to conduct feasibility studies,
this issue has been dismissed without serious consideration.

The management staff, while experienced and well trained,
is divided into two "camps" with regard to technology advances
in general--those that are motivated to be innovative and
creative, and those that resist efforts to implement new

technology.
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Dwindling resources clearly are a weakness for the
Department. One year ago, about ten percent of the sworn
strength was cut by City Council action. Management has done
an outstanding "juggling"” act to maintain balance, but it is
clear that for some time into the future, fiscal resources will
be constrained. This is beginning to be reflected in poor
morale and general Jjob dissatisfaction at all levels in the
Department. There will be continued demand to analyze
resource allocations on a "cost/benefit" basis.

While the Community Oriented Policing program has caused
some "reinvention" of police services, many of the Department’s
employees are not motivated to be creative in the deliver? of
services. Many are comfortable with the traditional
methods and practices of the police service. Many of thé line
level officers are not motivated by the opportunities posed by
management, and do not appear to welcome the "empowerment"
philosophy that community policing embodies and that the
communications technologies offer. Most are very capable of
learning new skills and techniques, but in the present climate
they are not motivated to change or seek out educational

opportunities to develop new talents.
STAKEHOLDER ANALYSIS

An important step in the strategic planning process
involves the identification of stakeholders. The stakeholders
are those individuals or groups who care about, or may be
impacted, positively or negatively, by the accomplishment of

the mission. In addition to identifying who the stakeholders
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are, the analysis includes an assessment of the assumptions
each stakéﬁ;laéfﬂhas about the mission. While doing
stakeholder analysis, it is important to be alert to
"snaildarters", or unanticipated stakeholders.

The stakeholder analysis was accomplished at a
pre~arranged meeting with a group of Command College Students
on March 3, 1994. The group consisted of Captain Ed Piceno,
Santa Barbara Sheriff’s Department; Captain Carlos Bolanos,
Salinas Police Department; and Captain Randy Sonnenberg, Foster
City Police Department; and Lt. Dennis Holmes, Milpitas Police
Department. This writer facilitated the discussion,
beginning with a discussion of the issue, sub~issues, the
mission statement, and a description of the City of Midstate
and the desired scenario. Included was discussion of the
WOTS~UP analysis done previously. The group’s input was used
to identify the stakeholders and their assumptions regarding
the issue. Following is a list of the identified stakeholders
and their assumptions. A stakeholder assumption map,
Illustration #3, is displayed on page 93. This map may
be used to identify the degree of certainty of each of the

stakeholder’s assumptions and relative importance to the issue.

1. Chief of Police

A. Is supportive of the community policing concept, and
wants the Department’s efforts to be successful.

B. Will be concerned that some of the new technologies
will be expensive, and will actually be
counter-~productive to the community policing effort, in
that they may result in less personal interaction
between the public and his officers.
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city Manager

A.

Will be concerned about the cost of new technology,
especially the on-going, long term costs

Will be supportive of overall effectiveness and
efficiency in the City work force.

Will be particularly sensitive to the impacts that
changes in one Department’s operations may have on
other city services/departments

Mayor of Midstate

A.

B.

Will be resistant to additional capital expenses for
"non-essential" equipment.

Will be sensitive to the fact that the community is
interested in being involved in public safety.

Police Officer’s Association

A.

B.

Will be concerned about what is in it for the
membership.

Will want additional training to accompany any
introduction of new technology, and may want
"protections" for those employees who can’t or won’t
adapt.

Will take a "wait and see" attitude.
May be concerned about the potential negative impact

that automation and technology may have on current and
future staffing levels.

City Finance Director

A,

The

Concerned about funding methodology more than the
actual cost.

Will be concerned that changes in police operations
based on technology may have a trickle down effect
on other departments, generating wholesale requests
for expensive new technology and equipment.
Community

Tax paying community, weary of government spending,
will be suspicious of new programs and expenditures.

Community wants better, more efficient service.
Will be concerned of how improved communication and

community policing will aid/support their need to feel
safe in their homes and public places.
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10.

11.

Operations Commander

A. The operations commander will be concerned about
potential abuse of technology--from cellular phones to
shared data bases.

B. Will be concerned about the backlash from employees
over changes in operations. Despite the fact that the
technology may make the Jjob more efficient and
productive, he knows that cops resist change.

Communications Manager

A. He will be concerned about the training issues that
new, untested technology may create for his employees.

B. He is uncertain of the effect that this may cause to
his unit’s workload. If it increases or decreases
significantly he will be concerned.

City Information Services Manager

A. The community oriented policing efforts have already
increased the demand on his systems. He is concerned
about the potential impact on his unit.

B. He will be concerned about system functionality and
usability (who has access, in what format)

C. He may have increasing concerned about data base
security issues.

County Chief’s Committee

A. Each chief will be concerned about the political
implications that a decision in one Department has on
his agency.

B. This issue may impact each member of the committee, and
there may be interest in seeking a county wide, or
regional solution.

Fire Fighter’s Association (snail-darter)

A. The Fire Department has historically been unhappy
with the consolidated police/fire communications
operation. Any plan that will potentially use
more of that resource for police operations will be
threatening to this group.

B. The Fire Fighter’s Association will support change
only to the extent that it can "win" something for
the membership and for Fire Operations, generally.

(A snail-darter is an unanticipated stakeholder that may

influence the issue. The snail-darter was identified by
this writer in analysis that followed the group analysis).
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ILLUSTRATION 3

STAKEHOLDER ASSUMPTION MAP .

Certain
(MONITOR}) (MANAGE)
2B
2C
1CA 7A
8A 2A
8B 1A
3B
9A
5B
4A 9B
5A 78
3A
4C 1B
6A
Least Most
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5B
4B 6C
ocC
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(SNAIL DARTER) (RESEARCH)
Uncertain
STAKEHOLDERS
1. Chief of Midstate Police 7. P.D. Operations Commander
2. Midstate City Manager 8. Communications Manager
3. Mayor of Midstate 9. City Info. Services Manager
4. Midstate Police Ofc. Assn. 10. County Chief’s Committee
5. Midstate Finance Director 11. Midstate Fire Fighters Assn.
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Developing Alternative Strategies

A Modified Policy Delphi process was employed to identify
and analyze alternative strategies to accomplish the mission.
A group of colleagues from the City of Ventura was assembled
for this purpose. The policy group consisted of Lieutenant Pat
Miller, Sergeant Garyv McCaskill, Officer Nancy Shindler, Mr.
Fred Magness, and Mr. Glen Council. Mr. Magness and Mr.
Council are directors of the City’s Information Systems
Department, and the Police and Fire Departments Information
Services Division, respectively.

This writer facilitated the process, beginning with a
review of the issue, sub-issues, the mission statement, a des-
cription of the City of Midstate, the desired scenario, the
WOTS-UP analysis, and the stakeholder analysis done previously.
Each participant independently generated a list of strategic
alternatives, which were shared with the group. The following
strategies were identified:

1. Create a multi-agency communications unit to assess
communications technologies and services, and plan for
implementation to enhance police-community partnerships.

2. Establish a research and development within the Department
to identify, encourage the development of, and plan for
the implementation of emerging communications technology.

3. Develop a protocol for interagency information networkirng.

4. Develop a training program to address current and future
technology/computer literacy needs of Midstate P.D.

employees.

5. Re—evaluate the basic entry level requirements for police
officers and include basic computer literacy skills.

6. On a county-wide basis, evaluate GPS systems to better

allocate resources for emergency calls, freeing resources
for community policing efforts.
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7. Evaluate and implement a mobile data computer system for
field.operations.

8. Develop an enhanced crime analysis/neighborhood watch
information system that allows for the two way
communication, on line, between citizens and officers

9. consoclidate all communications for County law enforcement,
including computer, two-way radio, and cellular phones.

10. Combine GPS and automated information system so that
beat specific information is relayed to the officer based
on his location.

11. Create a community access computer network for interactive
sharing of information, allowing citizens to access
selected data bases from their homes and designated public
buildings. As technology advances allow, this could
include interactive sessions with beat officers.

12. Develop an enhanced 911 system that allows the responding
officer to talk to reporting citizens on selected calls via
video conferencing.

13. Establish formal liaisons with the private sector to better
anticipate and evaluate emerging communications
technologies.

14. Utilize existing and emerging paging technology to improve
lines of communication within the department and between
employees and citizens.

15. Utilize existing cellular phone networks for field
operations.

These fifteen alternative strategies were evaluated using

a set of criteria specific to the issue. The criteria included

feasibility, short term desirability, long term desirability,

increased efficiency, stakeholder support, and cost/benefit.

Each participant in the process did an independent evaluation

of each alternative, rating each strategy on scale of 1 to 4

for each of the criteria. The point score of each alternative

strategy was determined by adding the scores across the set of
six criteria. This was done for each panel member and each

strategy. A total score was then obtained by adding-up the
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scores for each panel member for each strategy. Those
strategies were then ranked from the highest score to the
lowest (the higher the score, the more preferred the strategy).

Discussion followed, and some strategies were combired.
Further group evaluation resulted in the selection of the top
two, and the one with the greatest diversity of support, for
further analysis. These three were judged on the advantages
and disadvantages of each strategy, and anticipated stakeholder
perception. Comments were written on charts for the group to
review. Following this analysis, the group ranked the three
alternative strategies to select the preferred strategy. The
analysis of the three strategies, and the selection of the
preferred one, is presented in the following pages. The three
strategies are designated by the letters A, B, and C to account
for the combining of the original strategies, and to

differentiate between the original numbering of the strategies.

Strategy A --

Create a multi-agency communications unit, in conjunction
with the private sector, to assess emerging communications
technologies and services and plan for implementation to
enhance police-community partnerships.
This strategy is a combination of strategies #1 and
#13. This strategy calls for the development of a partnership
between the law enforcement community and the private sector
to evaluate emerging communications technology, and to make

recommendations for implementation. The strategy grew cut of

the recognition that the emerging technologies need to be
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integrated into existing systems, and implementation requires

a coordinated effort over the long term.

Advantages: This strategy would establish accountability for
a single unit to identify and evaluate the emerging
technologies and plan for implementation. It creates a long
term commitment to the implementation of state of the art
communications technologies. This would insure compatibility
with existing systems and methods of service delivery. The
unit could be staffed with experts in communications technology
and community policing specialists to direct the accomplishment
of the mission. Despite the problems associated with a
multi-agency effort, this law enforcement community has a
strong track record of working cooperatively on major projects.
The inclusion of private sector business interests would have

political appeal.

‘Disadvantages: This approach requires new funding sources to
create an entirely new entity. 1In times of "right sizing" this
would immediately be viewed politically with skepticism.
Certainly, a cost/benefit study would need to address the
concerns of policy makers in this regard. 1Including the
private sector may be seen as threatening the power base of
some of the participants, and there would be issues of
territorialism among the individual participants and the

respective political bodies.

Stakeholder perception: The Chief of Police would be
supportive in concept, but reserved with regard to funding; the

City manager would be attracted to the idea of a partnership
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with other agencies if it can be shown cost effective; the
Mayor would insist that this involve "local" business; the City
Finance Director would be concerned about resources, of course,
and would need assurances that all of the participants were
paying a "fair share"; to the extent that it would be "good" to
the local private sector, the community would support the idea,
but would reserve Jjudgment as to improvements in service; the
communications manager would be concerned about where this may
eventually lead, but would see it as an opportunity; the City
Information Services Manager would be protective of the non-
public safety concerns, and need assurances that resources
would not be diverted from his existing programs and
operations; The County Chief’s Committee would be supportive,
but individually the members would be concerned about
maintaining control over their individual operations; The Fire
Fighters Association would be supportive only if they can be
assured that this will not dilute their operations or

resources.
Strategy B —-

Establish a City of Midstate communications task force to
identify and plan implementation of future communications
technologies that will enhance partnerships with citizens.
This strategy charges the task force with evaluating and
implementing current technology that will avail the City to
future enhancements. This specifically includes mobile data
computers, cellular phones, and a computer network to allow
citizen access to City Staff, including field personnel.

Strategy B is a combination of the original strategies #2,
#7, #11, and #15. It creates a mechanism for the Police

Department, to identify and implement emerging technologies,
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and to involve other City services in that process in a

collaborative effort.

Advantages: The strategy recognizes the importance of setting
in motion the process of enhancing communication with the com-
munity with an immediate charge of implementing a mobile data
computer system that will improve current capabilities, and
allow for future communications services as they become
available. The strateqgy further creates an opportunity to
enhance citizen involvement in the community policing efforts,
and in City government generally. With regard to staffing,
this would invelve re-~directing current resources. Capital

outlays would need to be evaluated for funding sources.

Disadvantages: Because this strategy utilizes existing staff
resources there may be an increased workload for certain
employees. It is possible that additional staffing resources
will need to be added on a temporary basis. The emphasis will
be on "police" needs, and that may cause some Jjealousies
between departments. This will cause a revisit to the capital
improvement plan -- with political support, inclusion of
communications projects may delete other projects, causing ill

will toward the police department.

Stakeholder Perception: The Chief of Police would support this
if he is convinced that it will improve efficiency and
communication between beat officers and the public; the City
Manager will view this as an opportunity to demonstrate the

ability of the City to work collaboratively between departments qub
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and the public. He will be concerned about cost/benefit
analysis;héheaég;munity will support the plan if they are
convinced that it will improve service and/or be cost
effective; the mayor will be supportive, but could be swayed
by negative public reaction; the Finance director will be
protective of financial resources, and may view this as an
extravagant proposal; the Operations Commander will be very
enthusiastic, and will "lead the charge" to accomplish the
plan; the Communications Manager will be protective of his
operation, and will need to be convinced of the benefits; the
City Information Services Managers will see this as "one more"
responsibility to an already overworked staff; the Fire
Fighters Association will want to get a piece of the action;

the County Law Enforcement Executive’s Committee will be

supportive, but take a "watch and see" position.

Strategy C ——

Conduct a thorough analysis of future skill requirements
of Midstate P.D.‘’s employees, and then tailor in-service
training programs and entry level requirements to that
standard.

Strategy C calls for a future 7job skills assessment for
Midstate Police employees, and then focuses on training and
recruiting. This approach recognizes that the new
communications technologies will change the nature of police
interaction with citizens. This strategy is a combination of
strategies 4 and 5 from the original list of alternative

strategies. This was the strategy with the most diversity of

support.
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Advantages: This approach has the potential of improving the
readiness of employees at all levels of the organization to
accept and adapt the new communications technologies to the
police environment. The future skills assessment would of
necessity require the identification of specific technologies,
and the agency would be able tc focus on them. Recruits would

be better prepared for a technology oriented environment.

Disadvantages: There would likely be a lot of employee (Police
Association and general employees) resistance to this proposal.
It would likely be perceived as a threat to current employees,
which could be a major hurdle to overcome. This type of
function generally falls under the purview of City Personnel,
and the need to identify specific technologies would probably
exceed the scope of their expertise. Lacking that element, the
traihing would be general in nature, and perhaps not practical.
This could be viewed as '"more of the same'" in terms of

irrelevant technology training.

Stakeholder perception: The Police Officer’s Association would
be against this strategy, as it’s membership would be
threatened by the potential for changing job requirements and
hiring practices; there would be concern that management use
this as an opportunity to "weed-out" those employees viewed as
undesirable, and to hire less aggressive, more educated
officers; the Chief and the Operations Commander would
initially support the concept, but would soon become
disillusioned with the lack of tangible results; the city

manager would support it, but would not be enthusiastic about
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it; the mayor and the majority of the stakeholders would be

indifferent.

PREFERRED STRATEGY

Strategy B was the strategy preferred by the policy
group. The consensus was that emerging communications
technologies are evolving quickly and that a partnership
between City Departments would be an effective way to create a
forum to identify and implement the technology efficiently and
effectively. The fact that it calls for some specific actions
that will have the effect of improving communication services
between the public and the police, and position the Department
for future enhancements, had significant appeal to the policy
group. The strategy would allow for a significant expansion of
the current computer systems user base by providing mobile
_computing capability.

Furthermore, the strategy involves other City Departments
with the Police Department in a collaborative effort, which
will become increasingly important as the Police Department
expands it’s efforts in community policing. This strategy was
also preferred over the others because it utilizes existing
staffing resources, and appeared to have the most political
appeal with minimum political disruption. It has particular
appeal in the environment Midstate Police Department operates
within. The basis of community policing is involvement with
the community, and this strategy creates increased
opportunities for police/citizen interaction. The view was

expressed that this task force could involve representatives
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from the private sector. This would have the impact of lending
some additional technology expertise, and at the same time

involve an important segment of the community.
TMPLEMENTATION CONCERNS

Implementing the strategy will cbviously be complex.
There are a number of major issues and concerns that will need
to be addressed. It will be essential that the task force
adopt a structure that insures responsiveness to the needs of
the end users and the citizens, and insures that the mission is
accomplished. This will be complicated by the fact that the
strategy will involve multiple City Departments, each having,
to some extent, it’s own "agenda™. There will need to be
dialogue between other government and private agencies as the
need and desire to access various data bases is identified.
Decisions will need to be made about how the task force will be
staffed, by whom, and what the reporting relationships will be.
As already noted, it might be important to include "experts"
from outside the City government. That may involve funding and
other decision making processes.

As specific initial projects are accomplished, the future
long term needs of the Police Department and the community must
not be neglected. The structure adopted by the task force must

insure, in other words, that the overall mission of the

community policing effort is accomplished.

The task force is being asked to implement some major
projects that will impact the way employees do their jobs, and

the way citizens interact with them. It will be essential to
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have a structure in place that sclicits, considers, and
evaluates employee input in that process.

Despite the fact that the task force will essentially be
comprised of existing staffing resources, there are clearly
fiscal issues to be addressed. It will be important to deal
with this at the on-set to gain political and staff support.
It is clear that a complete cost-benefit analysis will need to
be done. The task force will need to address long term and
short term funding issues. It will be important for the task
force to be able to explore creative and non-traditional
sources for funding future technology enhancements.

There will be a variety of "sign-offs" required, froﬁ
Police Chief to City Manager and the City Council. Along the
way, support will be required from line level employees in
several City Departments, and from other key actors. Staff and
line level employees will need to be oriented and informed
about the proposal, it’s purposes and goals. It will be
important to communicate the progress of the task force to the
Police Department, particularly, and also to other City
Departments and the public.

The task force will need to take a comprehensive view of
the technology issues, including staff training. The task
force will be charged with evaluating staff needs and making
recommendations for in-service training and education. This
may include the use of in-house resources, the development of
training programs through the Regional Training Center or the
use of existing local educational resources. Consideration

will also need to be given to developing a mechanism to
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evaluate the task force’s overall effectiveness. Input should

o U Polwas
be solicited from throughout the organization.
SUMMARY

The Futures Study described in the previous chapter
examined the identified issue of emerging communications
technology in the community oriented policing environment. The
futures study focussed on the influence that forecasted trends
and events might have on the issue. This strategic plan began
with the development of a mission statement specific to the
issue. An analysis of the Midstate Police Department’s
strengths and weaknesses, an assessment of the environment in
which it operates, and the identification and evaluation of the
issue’s major stakeholders led up to the development of several
alternative strategies to addréess the issue. From that list,
three were evaluated in further depth, and one was selected for
implementation. Some of the major issues and concerns for
implementation were briefly considered.

The preferred strategy recognizes that community oriented
policing calls for a new look at how police agencies
communicate with each other, with .llied agencies, and with the
public. The history of law enforcement is marked by
technological advances that have caused changes in the nature
of policing. The emerging communications technologies will
change virtually every aspect of modern life, and it will be
the challenge of law enforcement managers to take beld steps to
integrate these advances into police operations in a fashion

that encourages and enhances partnerships with the community.
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CHAPTER 4
TRANSITION MANAGEMENT

In the previous chapter, three strategies were identified
as possible methods for accomplishing the mission of the
strategic plan. The preferred strategy centers on the
formation of a communications task force for the City of
Midstate to identify and implement current and future
communications technologies to enhance partnerships between the
City and the citizen’s of Midstate. The strategy calls
specifically for the implementation of mobile data computers,
cellular phones, and a computer network that will allow
citizen’s access to City staff. These improvements are seen as
a "backbone" from which to implement new technologies as they
emerge.

This strategy implies the accomplishment of several
objectives. These include the identification of appropriate
staffing for the task force, and potentially the selection of
outside "expert" resources. A structure to insure responsive-
ness to the needs of the customers and accomplishment of the
mission needs to be identified and adopted. Additionally,
funding sources need to be identified for capital outlays.
Steps will need to be taken to gain political entity approval,
staff and employee orientation to the propcsal, and development
of a process to evaluate the effectiveness of the strategy. 1In
order to accomplish these objectives, it is essential to

develop a transition management plan.
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CRITICAL MASS:

IDENTIFICATION AND COMMITMENT ASSESSMENT

The critical mass is the minimum number of key "actors"®
who have influence over the accomplishment of the strategic
plan. If these individuals support the strategy for change, it
is assured of success. Conversely, if this critical mass
resists or blocks the strategy, there is a high probability
that the change will fail. Therefore, it is important to
identify the current level of commitment of each of these key
actors and determine the best approach to use to achieve a
level of commitment beneficial to the proposed change.

To identify the critical mass, this writer used the policy
group that identified and analyzed the alternative strategies. o
As the reader will recall, this included Lieutenant Pat Miller,
_Sergeant Gary McCaskill, Officer Nancy Shindler, Mr. Fred
Magness, and Mr. Glen Council. The "stakeholders" and "snail
darter" identified in the strategic planning process were one
source for consideration as the critical mass. These are:
Chief of Police
City Manager
Mayor of Midstate
Police Officer’s Association
City Finance Director
The Community
Operations Commander
Communications Manager
City Information Services Manager

County Law Enforcement Executive’s Committee
Fire Fighters Association

POV WD

R

In addition to this list of eleven stakeholders,

consideration was given to several other possible key players. dl’

107




As a result of this overall evaluation, the following were

identified as the critical mass:

. City Manager

NoOOh LW

Police Operations Commander
Chief of Police

Communications Manager
City Information Services Manager

President, Fire Fighter’s Association
Chairperson, Citizen’s Advisory Committee

on Community Peclicing

The following Commitment Chart (Table #7) lists the

"actors" and shows the individual commitment shifts necessary

to accomplish the strategic plan.

shift that must take place for the plan to succeed.

This represents the minimum

Following

the chart is an analysis of the current commitment level and a

discussion of any needed change for each actor.

TABLE #7
COMMITMENT CHART
LET HELP MAKE
CRITICAL MASS ACTORS BLOCK HAPPEN { HAPPEN | HAPPEN
1. Operations Commander X—0
2. Police Chief h X—t— 0
3. City Manager X —0
4. Communications Manager X 10
5. City ISD Manager X » O
6. President, Fire Association X—r—O0
Q 7. Chairperson Citizen's Advisory X—0
Committee
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1. CPERATIONS DIVISION COMMANDER

The Operations Division Commander ié intimately involved
in the Department’s community policing efforts, and
enthusiastically supports creative and innovative methods of
service delivery. He is also a recognized leader in the law
enforcement community, and has close ties to allied agencies.
He is respected throughout the City, and has close political
ties to key players, elected and appointed. He has been a
leader at past efforts to bring new technology to the
Department. Prior to his current assignment in Operations,
he directed a major upgrade to the Department’s radio system
and computer systems. He is clearly at the "make it happen"
commitment level, and is the obvious choice to spearhead the
implementation of the strategy. ‘

The Operations Division Commander is the designated
project director. It is important to designate an official at
his level within the Department due to the involvement that the
strategy requires at the "City" level and with community

leaders.
2. CHIEF OF POLICE

The Chief of Police must take an active role in supporting
the strategy or it wiil fail. He is currently in a "let change
happen" position on the issue, and must be moved to a "help
change happen® level, at a minimum. He does have some
reservations about the strategy, specifically with regard to

the cost and the effectiveness. However, he is a progressive

manager, and recognizes the power of technology. He has others

109




on his staff wheo:will make it happen, but he must be brought to
a position where he will take a strong position politically in
order for the strategy to be effective particularly. The Chief
is the key to gaining the City Manager’s, and ultimately the
Council’s support. The Operation’s Commander has the
confidence and trust of the Chief, and he is the likely person
to persuade the Chief to embrace the proposal. As the actual
work proceeds, the Chief will be influenced by the success or
failure of the objectives set forth by the task force.

The Chief has been a proponent of community policing, and
the best way to earn his support will be to demonstrate the
benefits to the community, and/or to show the level of support
from the "active" segments of the community for the strategy
and the ultimate benefits to community policing efforts. He

will also be swayed by cost/benefit analysis.

3. CITY MANAGER

The City Manager'’s support is critical, particularly in
the long term. He must be convinced that new technology is
cost effective and results in better service to the customer.

A variety of methods may be used to accomplish this goal,
involving a combination of written and oral presentations.
However, ultimately, it will be the Police Chief’s enthusiasm
(or lack thereof) for the project that will influence the City
Manager’s support.

He has a reputation for being an excellent manager, but he
has resisted "cutting edge" technology and methods in the past.

To date, the City Manager has not been involved in this issue.
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He would most likely take a neutral position initially, or a
"let it happen" position. It is very important that he be
educated by the Police Chief and the Operations Commander on
the potential benefits of developing a long term strategy to
the identification and implementation of the communications
technologies in a community policing environment. Where
possible, it is important for him to be aware of potential
advantages to the overall delivery of services Y"city-wide". It
will be critical for him to know how other Departments in City
Government, or affiliated government and private agencies, can
benefit in the long term from the accomplishment of the
strategy. Any potential positive impacts on the private
sector, specifically local business interests, that may result
from the strategy implementation is also important information ‘i’
for ﬁhe City Manager to have.

The City Manager is important to the long term funding
resources. He must be moved to a "help it happen" position, or
it is not possible for the strategy to succeed in the long

term.
4. COMMUNICATIONS MANAGER

The Communications Manager is responsible for a Police and
Fire communications center. He is charged with management of
all two-way radio, telephone, cellular phone, and computer
operations for the Police and Fire Departments. Consequently,
he will be a key player in the implementation of this strategy.

The Communications Manager is a relative '"newcomer', and has

worked hard at rectifying some long standing "technical"

111




problems. He is very knowledgeable, and will be a good
resource as the strategy is implemented.

Unfortunately, the communications manager has been
somewhat non-committal on the strategy. This most likely stems
from his very heavy workload, and preoccupation with "keeping
his ship afloat". He is in a "let change happen" position,
and must be moved to a "help change happen" level of
commitment. He is a capable manager,; and is well informed on
issues, but this will require that he be given adequate
resources and personnel to maintain the daily workload so that
he can devote an appropriate amount of time and energy to the
long term planning that this strategy will require. The
Operations Commander will be able to use his influence with the
command Staff, particularly the Chief, to ensure that adequate

resources are afforded to make the strategy successful.
5. CITY INFORMATION SERVICES DIVISION MANAGER

The I.S.D. Manager has responsibility for the overall
management of all computer operations in the City, with the
exception of the Police/Fire system. He has a staff of six
employees that work for him. Recently, he has also taken on
additional responsibilities for telephone systems.

The I.S.D. Manager is in a neutral (let happen) position.
This is not specifically related to this proposal; in fact he
is interested in the potential applications of the new
technology, recognizes that the City.is "behind the times" in
the area of communications technology. However, recent "right

sizing" within general government has saddled him with
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additional responsibilities and less reward, financially and
otherwise. He is not enthusiastic about being involved.

He has had very positive experiences working with Police
Department staff on previous projects, and has not worked well
with the new Police/Fire Communications manager. This key
player must be moved to a "make it happen" position, which will
require some "behind the scenes" maneuvering by the Police

Operations Commander, who is his personal friend.

6. PRESIDENT, FIRE FIGHTERS ASSOCIATION

The Fire Fighters Association has been identified as a
snail~-darter, or an unanticipated stakeholder. The Police/Fire'
communications operation has been a "bone of contention" for
the fire fighters since it’s creation over ten years ago. The
operation has been under the direction of the Police
Department, which has created the perception that Police
Department needs have taken priority over Fire Department
needs. Since this proposal is coming from the Police
Department, and will impact the Communications Division, it is
likely that the Fire Department rank and file will be
suspicious of the motives, and be fearful of the potential
impact on services to their operations. The Fire Fighters
Association has grown increasingly "political" in recent years,
and their voice is "heard® at the Council level. The President
0of the Association is a veteran fire captain who is a recog-
nized leader, formally and informally, among the rank and file.
As the Association’s spokesperson, he is in a block change

position on this issue. He reflects the general desire of his
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constituency to maintain the status quo, and will need to be
moved to a "let change happen" position in order to sway the
opinion of the Association’s majority. This can be
accomplished by involving him and/or other Association
representatives in the change process, and demonstrating the

potential benefits and rewards of participation.
7. CHAIRPERSON, CITIZEN‘S COMMITTEE ON COMMUNITY POLICING

This committee has played an important advisory role to
the Police Department in the evolution of the community
policing plan. The Chairperson, a retired businesswoman, has
been very visible and involved with the affairs of the |
committee. Generally speaking, she is at the "help change
happen" level, and will be serve the strategy well by
maintaining that position. She will want to move to the "make
change happen" level, but it is important that she not get
involved beyond her association with the strategy, lending the
support and credibility of the advisory committee to the
efforts.

Within the critical mass, not all of the actors are ready
for the introduction of change. 1Individual adaptability to
change varies as well, with some easily accepting change while
others resist. To analyze the actors readiness for change, the
Readiness/Capability Chart (Table #8) on the following page was
completed. This chart helps the reader to visualize the level
of readiness of each of the critical mass actors and estimates
their level of capability to bring about the desired change as

part of the strategic plan.
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TABLE #8
READINESS/CAPABILITY CHART

CR{TICALu MASS READINESS I CAPABILITY
~ACTORS HIGH| MED|LOW (I HIGH |MED| LOW

1. Police Operations Commander| X X
2. Police Chief X X
3. City Manager X X
4. Communications Manager X I X
5. City ISD Manager X i X
6. President, Fire Association X X
7. Chairperson Citizen's

Advisory Committee X X

TRANSITION MANAGEMENT STRUCTURE

A structure needs to be designed that will facilitate

management of change during the transition period. The

transition state, where temporary tasks and resources are in

action, is different from the present and future environment.

The transition management structure is designed to specifically

address the responsibilities and activities of the transition

period. The most desirable structure, and the most successful,

is one that creates the least degree of tension within the

existing system and the greatest opportunity to develop the new

system.

Initially, there are critical mass players that must be

brought to a position of commitment so that the strategy can be

enacted with minimal resistance.

As previously determined, the

Police Operations Commander will be the lead player in the
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effort to implement the preferred strategy. He is enthusiastic
about the proposal, and he has the credibility and standing in
the Police Department and in City government generally that
make him a natural selection for this role. 1Initially, he must
sell the project to the Chief of Police, and then encourage the
Chief to gain the approval and support of the City Manager.

The importance of this step cannot be overstated. Once that is
accomplished, support from the Police Department staff will
fall into place.

The preferred strategy specifically calls for the
establishment of a "communications task force". This will be
the basic "structure" used to accomplish the goals of the
strategy. Once the Chief and Manager are educated and
supportive of taking steps to proceed, the next step will be to
determine the specific staffing needs of the task force. The
task force will perform the management function during the
transition period. It is essential that there be representa-
tion from the various end users of the new systems, including
police, fire, other city services, and in this instance, there
needs to be citizen representation. The staffing evaluation
should also consider "expert" participants from outside
City government.

Initially, the Police Operations Commander will be an
active member on the committee, and his influence and behind
the scenes participation will be essential. He will eventually
appoint one of his subordinates to represent his views and
interests. There would neeq to be clear lines of communication

between the chairman of the task force and the Operations
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commander. If the Operations Commander is able to persuade the
City Information Services Director to become an advocate of the
strategy, he would be an excellent choice for the chairmanship.
He has extensive experience in project management, and has a
very good working relationship with others in the critical
mass. The other members of committee would be selected to
form a team capable of representing the various interests of
the critical mass.

It will be the Police Chief’s role to involve the Fire
Chief in "informal!" negotiations with the Fire Fighter’s
Association regarding the strategy. Clearly, the prospect of
state of fhe art communications poses tremendous potential
benefit to the Fire Department. The challenge will be to

demonstrate how the technology can be creatively used to

improve the operations of the Fire Department, in a
-collaborative effort with other City departments.

Within the task force, there may be other "sub-structures"
utilized. For example, it may become evident as the work
progresses that input is desirable from a cross section of the
Fire Department, or from Code Enforcement, or building
inspections. 1In that instance, it might be decided to use a
"diagonal slice" technique to gather representatives from the
varicus levels of the organization or community to offer advice
or consultation to the task force on a particular issue. or,
as the task force progresses in it’s work, it may be important
to establish a "users group" of line level Police employees to
represent the viewpoint of the "workér". It is also likely

that technology "experts" will need to be brought in to consult ‘HD
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with the task force. This will be particularly critical to
identify emerging technologies, and plan for their inclusion in
the City’s communications services. It might be important to
form a sub-committee to address issues associated with the
sharing of data bases between agencies. This could involve
people from a variety of organizations and disciplines. The
point is that the structure selected is not exclusive of other
methods or styles.

TECHNOLOGIES AND METHODS

It is clear that the evolution of communications
technologies will alter the way people live, work and play. It
is not so obvious, however, exactly where the evolutionary
process will lead, or what twists and turns in may take in the
next few years. It is apparent that any strategy to address
these teqhnologies must employ methods to educate, train, and
communicate. Specifically as to how the technologies may
impact community policing, this must include management,
employee groups, and the greater community.

One method that would be important to employ throughout
the transition are information forums. These would be tailored
to a variety of audiences. Initially, this will be an informal
process, primarily one-on-one meetings that the Police
Operations Commander will initiate with the Critical Mass
players. Others to be educated would include employee groups,
the City Council, City management (other City departments), and
the Community Policing Advisory Board. In order to gain the
necessary support and involvement, public information forums

will be developed to educate and involve the general public.
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These information forums may include any combination of video
presentations, oral presentations, and gfoup discussions.

A media campaign should be developed. This may be one of
the best sources to inform the public. It is important that
appropriate media contacts be made early on, and that the
ground work be laid with the media so as to present the
information is as positive a light as possible. The media
campaign may involve a variety of methods, including
newsletters, special announcements, "hotlines" for questions
and feedback, radio and TV interviews, and other press
releases.

Once the task force is established, several methods can be
employed to keep the group motivated and on target. Team

building methods can enhance the working relationships between

the members of the ad hoc committee. The task force will be
made up of employees across departmental lines and it will be
important that they work effectively together as a tean.
Responsibility charting is a technique that can enhance
communication between all members of a team. This method
is simply a graphic illustration of the various important
tasks, actions, and decisions that must be made to accomplish
the mission. Table #9 (page 120) depicts a Responsibility
Chart. The responsibility chart is built on input from each
member of the group, and through a group process responsibility
is assigned to various tasks. This method helps the members of
the group reach consensus on what the important tasks are, who
is responsible for accomplishing each task, and then provides

an on-going record and reminder for task accomplishment. 0
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TABLE 9

RESPONSIBILITY CHART

CRITICAL MASS ACTORS
DECISION/ACTION -« *...® 1 2 3 4 5 | 6 7
Authorize Project s R A S S I I
Select Task Force Members R A I I A I I
Determine "Outside" Resources R A I I I I I
Identify Funding Sources R S A I I I S
Inform Police & other employees R S I S S S I
Design Public Education Program A S S R S ] S
Refine Strategic Plan R A I I I 1 I
Team Building A I I S R S I
Develop Action Plans/Implement R A S S S S I
Prepare RFP as appropriate A I I I R I I
Develop Evaluation Tools R | I I S S I I
Monitor Implemented Changes R I I S S I I
Progress Reports R I I S S5 I S
LEGEND
CRITICAI, MASS ACTORS SYMBOLS

Operations Commander
Police Chief

City Manager
Communications Manager
City ISD Manager

NO UL W

Chairperson, Citizen’s
Advisory Committee

President, Fire Association

120

R = Responsibility (not
necessarily authority)

A = Approval (right to veto)
S = Support (resources)

I = Inform (to be consulted)




Going hand in hand with responsibility charting, status
reporting is important to keep members of the group informed,
and also serves as a motivational tool for the individual
members of the group. This method not only keeps people on top
of their own responsibilities, but the reporting serves to
encourage all members to stay involved and 'on task".

An effective tool for keeping the project moving as
desired is a Time Line. The illustration that follows
(Illustration #4) is a time line that outlines the transition
management plan. It serves as a timetable, and also a
sequential list of the activities and critical evénts that must
occur for the plan to be implemented.

The last three methods -- responsibility charting, status
reporting, and time line development ~-- can all be effective
evaluation instruments for managing change. In addition, it
will be important to measure the impact of any changes on those
involved in the delivery of services, as well as any impacts on
the community that receives the services. Methods will need to
be designed to measure the impact on officer workload, quality
of product, and effectiveness. This can be & - mplished in
part by getting direct and regular feedback from employees,
allied agencies, and the public. The data can be collected by
formal and informal means, including questionnaires and routine
participation in user’s forums or "quality circle" type
opportunities. Obviously, the communications technologies
being implemented will facilitate this task. On-line computer
forums and automated telephone surveys, for example, could be

employed to assess progress ‘or impressions from the community.
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ILLUSTRATION 4
TIME LINE FOR TASK ACCOMPLISHMENT

o MAJOR TASK DESCRIPTION TIME LINE

A. Build Commitment and Understanding. . . . . . . 0-6 Months
1. One-on-one meetings with c.m. players
2. Consensus building critical mass players
3. Reach agreement on desired future state
4., Reach consensus on management structure

B. Communicate Strategy and Plans. . . . . . . . . 3rd Month
1. cConduct information forums
2. Set structure for media campaign

3. Establish mechanisms for feedback from the
organization and from the community

C. Form the Communications Task Force « « - - . . 6th Month
1. ity Manager authorizes the formation
2. Project director named

‘ 3. Chairperson identified and named

4. Committee formed with representation from appropriate
sectors of City departments

5. Begin discussion of potential "expert? resources
6. Begin exploring potential funding sources
D. Project Organization. . . . . . . . . . . . . . 13th Month
1. Team building workshops
2. Responsibility charting
3. Action plans
4. Status reporting
E. Accomplish implementation plans . . . . . . . . 36th Month
F. Evaluation. . . . . . « ¢« ¢ &« ¢ 4« 4« +« &« « = « « On-going

1. Design procedures for evaluating performance (internal
and external impacts), utilizing technology

2. Monitor progress

Produce and distribute progress reports
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CHAPTER 5
CONCLUSIONS AND RECOMMENDATIONS

The primary focus of this research paper has been to

answer the issue question:

What impact will emerging communications technology
have on community policing in a medium sized police

agency by the year 20007?

This researcher has discovered that the community policing
movement in the United States is converging with a technology
revolution that has the potential to alter the basic ways that
people communicate with each other and with their social
institutions. The ability to transform any information into
digital form, and then send it over an "information
superhighway" of fiber optic cables and wireless communications
networks will make it possible to communicate on a variety of
levels with anyone, anywhere, at anytime. In the community
pelicing environment this means that police officers will truly
be "untethered" from the confines of Police buildings and their
automobiles, to become "information brokers" in their
communities to help citizens address the issues of crime and
security. The technologies will enable police officers in the
field to access the enhanced National Crime Information Center
to exchange fingerprint and DNA information, and photographic
'imagery and facsimile.

The expanded communications capabilities will help the
police identify and track suspects who are growing increasingly

mobile and sophisticated. This is especially important in a
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service delivery system dependent on infqrmation about the
people who live in and travel through the community.

These new communications tools can have a positive impact
on community policing. Concerns about privacy, abuse, and
over dependency could prevent implementation of the
technologies. It will be the challenge of police managers to
address these issues so that the beneficial effects can be
realized.

The strategic plan of this study calls for the establish-
ment of a communications task force for the fictional City of
Midstate, California. The plan calls for a cooperative effort
between the Police Department, City government, and the
community to enhance the police/community partnership through
improved communications and information sharing. This approach
was used to move the Police Department toward an enhanced state
of automation and to strategically position the community to
take advantage of new technologies as they emerge and become
commercially available.

In examining this primary issue, this researcher also
focussed on three sub-issues:

-- How will law enforcement agencies fund new

communications technology?

-- How will law enforcement agencies evaluate
emerging communications technologies?

-~ What will be the impact on training?

It is clear that municipal government will need to be
fiscally conservative in the foreseeable future. Southern

California, in particular, is still in economic recovery, and
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even with improved economic conditions it is likely that
governmenEuEQﬁéghitures will be closely monitored. The
communications technologies can be incorporated into very
effective systems, but the price tag for capital outlay can be
significant. Consequently, police managers must become
proficient and effective at cost/benefit analysis. The
strategic plan of this study calls for an effort between the
police and other city government departments to maximize
effectiveness across the board for the local entity.

Other funding options include regional and multi-agency
partnerships. These approaches spread the cost over a broader
base, resulting in some cases in a more feasible alternative.
Non-traditional resources include technological exchange with
the private sector and public/private sector partnerships. An
excellent example is the private sector campaign of "The
Mayor’s Alliance For a Safer Los Angeles". The group has set a
goal of raising $15 million to automate field operatons of the
Los Angeles Police Department. As of the date of this report,
the campaign is only one month old, and has already raised over
half of that amount from major corporations and private
foundations. It will be essential for law enforcement managers
to use these creative and innovative methods in seeking out
funding sources for new technologies.

The strategic plan of this study calls for the evaluation
of emerging communications technology by the designated task
force. "Community policing" is not a static philosophy. It
changes with the community, and it is essential that the

"tools" used be the right fit for the specific environment.
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It is important that police agencies plan for %vertical
integration" of communications technologies, so that as new
technology emerges, it can be adapted to the existing systems.
The evaluation of new communications technologies will require
a multi-disciplinary approach, as called for in the strategic
plan of this study. The basic criteria must include cost,
maintenance, training, effectiveness, practicality, and
compatibility with existing systems. The issue of evaluation,
like the cost issue, can be addressed on a multi-department,
multi-agency, or regional level, and should include partner-
ships with the community and the private sector.

Finally, this study called for a look at the impact on
training caused by the implemen%ation of the new technologies.
To the extent that the communications technologies impact
computer applications, there will be an increasing need for
employees to be "computer literate". The experts interviewed,
however, recognize that the personal computer is becoming
increasingly user friendly, minimizing the time for formal
training and orientation. A significant training issue identi-
fied by the experts, is teaching employees how to manage time
and information in the environment created by the computer and
communications enhancements. It will be important for police
managers to have input at the regional training center level,
and with the Peace Officers Standards and Training Commission

to implement appropriate training programs.

FUTURE AREAS OF STUDY
There are a number of questions that this study has raised

in the mind of this researcher over the last eighteen months.
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As the economic conditions in California continue to be a
primary driver of government policy, it raises a question as to
the impact of regionalizing police services on community
policing. An entire study could be done on the potential for
linking law enforcement data bases throughout the State of
California, or even the nation to impact an increasingly mobile
criminal element. This study briefly touched on video
applications and more study could be done in that area. An
issue that is rapidly emerging is the impact of wireless
communications systems on the enhanced 911 systems.

The community policing movement is part of a larger shift
in the puﬁlic's attitude toward government. The people want to
be involved, to have access, to have a "say" in how they are

governed and policed. The emerging communications services

will alter forever the way that people interact with each other
‘and with institutions. The communications technology that will
be commonplace in the next five years offers the potential of

making the "theory" of community policing a practical reality.

The challenge to police managers and the departments they lead
is to prepare for the challenges the communications revolution
will bring, and to use these powerful new tools to enhance the

delivery of police services to the community.
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APPENDIX

HAI"

page 1 of 2

November 29, 1993

Dear

I want to thank you for agreeing to participate in my
command College Futures Research Project. The Command
College is a two year academic program designed to help
prepare law enforcement leaders for managing the future.
Fach student is required to examine an emerging issue
which will impact law enforcement in the next 6-10 years.

As you know, the issue I have selected is "What impact
will emerglng communications technology have on community
policing in a medium sized police agency by the year
2000?" You will be participating on a panel that will
develop trends and events that may affect this issue. You
will also be participating in exercises designed to
forecast the probability of occurrence of the top ten
trends and events, and why they are important.

"Community policing" is one of the most talked about
issues in government circles today. One of the elements
of community policing calls for involving the community
and the beat officer in mutual efforts at problem
resolution. The communlty pollclng philosophy is a
recognltlon that the crisis oriented, response~time
driven, approach may not be the most effective method of
delivering police services.

At the same time that police agencies across the country
are embracing community pollc1ng phllOSOphleS, there are a
host of emerging communications technologies that could
impact the police service delivery systemn. Examples
include digital cellular phone systems, satellite based
systems, personal communication networks, and specialized
mobile radio. Also of interest is the "electronic
super-highway", envisioned to carry virtually unlimited
amounts of dlgltlzed information--pictures, sound, and
print--across town, or across the country. Another
example of an emerging communications technology is the
personal digital assistant (PDA). This includes products
like Apple Computer’s "Newton" and the AT &T "E.Q."

You do not have to be an expert in technology, or
community policing, to be a valuable participant in this
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APPENDIX "A"
page 2 of 2

L

o Ud L
process. To the contrary, panel members have been
selected from a variety of disciplines to examine this
issue. To acguaint you with the issue, however, I'm
enclosing several related articles from a variety of

sources.

As you think of possible trends and events related to the
issue of communications technology and potential 1mpacts
on community policing, it may be helpful to think in terms

of the "STEEP" model. This is an acronym for “social",
"technological', "env1ronmental" "economic", and
"political". This model is used in the Command College to

assure the use of a broad perspectives when examlnlng
issues.

The following definitions may also be of assistance:
TREND: A trend is a series of events that are related,
occur over time, and can be forecasted.

EVENT: An event is a one time occurrence that can have
an impact on the issue.

Please take a few minutes to jot down some trends and

events that you think may affect the 1mpact of emerging
communications technology on community pollclng over the ‘
next 8 years. This will help to streamline the process

when we meet as a group.
The meeting will be held:

Wednesday, December 8, 1993
10:00 AM to 2:30 PM
Staff Conference Room
Ventura Police Department
1425 Dowell Drive

There will be a lunch served on site. If you have any
guestions concerning the futures issue described, or about
the process, please contact me at (805) 339-4429, or
655-9663.

Thanks again for agreeing to participate, and I’11l see you
on Wednesday, November 8th.

Sincerely,

Lt. Mike Tracy

Enclosures
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PARTICIPANT INTRODUCTIONS
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SILENT GENERATION OF IDEAS
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STRETCH BREAK
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APPENDIX ™B"
page 1 of 4

CLOSURE-~-THANKS, THANKS, AND MORE THANKS
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APPENDIX =B~

ISSUE

WHAT IMPACT WILL EMERGING
COMMUNICATIONS TECHNOLOGY
HAVE ON COMMUNITY POLICING IN THE
MEDIUM SIZED POLICE AGENCY BY THE YEAR 2000?

IDEA
DEVELOPMENT
QUESTION

WHAT ARE THE MOST IMPORTANT FUTURE TRENDS, EVENTS,
AND POLICY CONSIDERATIONS THAT MAY AFFECT THE IMPACT
OF EMERGING COMMUNICATIONS TECHNOLOGY ON COMMU-
NITY POLICING IN AMEDIUM SIZED POLICE AGENCY OVER THE
NEXT SIX YEARS?

137




APPENDIX

"Bﬂ

COMMUNICATIONS
TECHNOLOGY

.. ELECTRONIC SUPERHIGHWAY

. WIRELESS COMMUNICATIONS
PERSONAL DIGITAL ASSISTANTS (P.D.A.)
PERSONAL COMMUNICATIONS SERVICES
DIGITAL CELLULAR
SPECIALIZED MOBILE RADIO (S.M.R.)
SATELLITE BASED SYSTEMS

. COMPUTERIZED INFORMATION SYSTEMS

COMMUNITY
POLICING

IT IS APHILOSOPHY, MANAGEMENT STYLE, AND ORGANIZA-
TION STRATEGY THAT PROMOTES PRO-ACTIVE PROBLEM
SOLVING AND POLICE-COMMUNITY PARTNERSHIPS TO AD-
DRESS THE CAUSES OF CRIME AND FEAR AS WELL AS OTHER
COMMUNITY ISSUES.
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v ' g

EVENT ﬂ‘

“A DISCRETE, ONE-TIME OCCURRENCE”

IN OTHER WORDS, AN EVENT IS A ONE TIME
OCCURRENCE THAT CAN

HAVE AN IMPACT ON THE ISSUE.

TREND

“A SERIES OF EVENTS BY WHICH CHANGE IS
MEASURED OVER TIME”

IN OTHER WORDS, A TREND IS A SERIES OF EVENTS
THAT ARE RELATED, OCCUR OVER TIME,
AND CAN BE FORECASTED.

THE TREND SHOULD NOT INCLUDE A

PREDETERMINED MEASURENMENT.

POLICY
CONSIDERTIONS

"MANAGEMENT DECISIONSAND DIRECTIONS THAT MAY INFLU-
ENCEEITHERANTICIPATED OR OBSERVED TRENDSAND EVENTS,
SPECIFICALLY THOSE THAT MAY AFFECT THE IMPACT OF
EMERGING COMMUNICATIONS TECHNOLOGY ON COMMUNITY
POLICING IN A MEDIUM-SIZE POLICE AGENCY OVER THE NEXT
SIX YEARS."
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APPENDIX

WCN

page 1 of 5

EVENTS

LEGISLATION ENACTED TO CREATE A LAW ENFORCEMENT
TECHNOLOGY "SUPERFUND"

THE "INFORMATION SUPER HIGHWAY" BECOMES A REALITY

THE BIG QUAKE HITS AND DEVASTATES CALIFORNIA’S
INFRASTRUCTURE

CONGRESS APPROVES PACIFIC RIM TRADE AGREEMENT.
LAW ENFORCEMENT LOSES SUPPORT FOR FUNDING.

ADOPTION OF A DEFINITIVE AND ENFORCEABLE IMMIGRATION
POLICY.

NATIONAL STANDARDS FOR PCS ADOPTED.

LAW PASSED ALLOWING LAW ENFORCEMENT ACCESS TO
PREVIOUSLY PROTECTED RECORDS (SUCH AS SCHOOL
RECORDS) .

REALLOCATION OF PUBLIC SAFETY FREQUENCIES OCCURS.

F.C.C. APPROVES THE SALE OF TELEVISION FREQUENCIES
FOR TWO WAY COMMUNICATIONS.

CONGRESS REWRITES MODIFIED FINAL JUDGMENT (MFJ) TO
TAKE DOWN BARRIERS BETWEEN TELEPHONE NETWORKS.

APPROVAL OF A NATIONWIDE VALUE ADDED TAX FOR FUNDING
PUBLIC SAFETY.

STATE OF CALIFORNIA ADOPTS A REGIONAL PLAN FOR LOCAL
AND COUNTY GOVERNMENT.

POLICE DEPARTMENT INTRODUCES A NEW TELECOMMUNICATIONS
PLAN TO ELIMINATE NON-EMERGENCY RESPONSE.

THE RUSSIAN DEMOCRACY BREAKS DOWN.
STATE OF CALIFORNIA DECLARES BANKRUPTCY

APCD MANDATES REDUCED BLACK AND WHITE MILEAGE.
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STATE ESTABLISHES A FUND FOR LAW ENFORCEMENT
COMMUNICATIONS SATELLITES.

APCO-25 PROJECT DEVELOPS OPERATING STANDARDS.

STATE/FED/LOCAL GOVERNMENTS ADOPT STANDARDS FOR
PUBLIC EXPOSURE TO E.M.F. (ELECTRO MAGNETIC FIELD)
RADIATION. °

COMMERCIALIZATION OF DIGITAL CELLULLAR AND C.D.P.D.
(CELLULAR DIGITAL PACKET DATA)

A "POLLY KLASSY™, HIGH PROFILE CRIME OCCURS, IN WHICH
LAW ENFORCEMENT "TECHNOLOGY NEGLIGENCE™ IS APPARENT,
AND RESULTS IN THE FIRING OF THE CHIEF OF POLICE.

SUPREME COURT RULES THAT ELECTRONIC DATA BASES ARE
NOT PROTECTED BY THE 14TH AMENDMENT.

HIGH PROFILE CASE IS "SOLVED" BY IMMEDIATE IN-FIELD
D.N.A. IDENTIFICATION.

A.C.L.U. PREVENTS LAW ENFORCEMENT FROM EXPANDING
ELECTRONIC INFORMATION S¥I3TEMS e

F.C.C. MAKES FREQUENCY C*ECTRUM AVAILABLE FOR
WIRELESS VIDEO.

LEGISLATION PROPOSED TO REQUIRE "LIVE VIDEO" FROM THE
FIELD ON CERTAIN INCIDENTS, SUCH AS PURSUITS.

U.S. D0OJ FUNDS P.C.S. IN LOCAL AGENCIES.

GOVERNMENT DEREGULATION OF CELLULAR COMPANYS
EXPANDING ACCESS TO THE PUBLIC.

HACKERS GAIN ACCESS TO POLICE DATA BASE.

MILITARY TYPE ENCRYPTION CAPABILITIES BECOME
COMMERCIALLY AVAILABLE TO CELLULAR/WIRELESS USERS.

COMMUNICATIONS CONGLOMERATE PROPOSES A "MODEL
ELECTRCNIC COMMUNITY" LINKING EDUCATIONAL,
GOVERNMENT, SHOPPING, ENTERTATINMENT SERVICES.
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TRENDS

THE LEVEL OF FUNDING FOR RESEARCH AND DEVELOPMENT OF
POLICE TECHNOLOGY

THE LEVEL OF AWARENESS AND ACCEPTANCE OF NEW
TECHNOLOGY AMONG POLICE OFFICERS AND MANAGERS

THE ABILITY OF LAW ENFORCEMENT TO IMPLEMENT NEW
TECHNOLOGY. (#18 INCORPORATED)

MOVEMENT TOWARDS GLOBAL ECONOMY

THE LEVEL OF TECHNOLOGY OBSOLESCENCE
AVATLABILITY OF TECHNOLOGY TC THE AVERAGE PERSON
CIVILIZATION OF MILITARY TECHNOLOGY

NEED TO INTERFACE WITH OTHER AGENCIES AND DATA BASES
FROM THE FIELD

PUBLIC CONCERN AND SENSITIVITY ABCUT CRIME

EVOLUTION OF P.C.S.  (#28, #14, #15, #35, #37,
#38 INCORPORATED)

ETHNIC DIVERSITY--MULTI-LINGUAL SKILLS

REGIONALISM OF GOVERNMENT AT LOCAL, COUNTY, AND STATE
LEVEL

LEVEL OF PUBLIC EXPECTATION OF LOCAL LAW ENFORCEMENT
(DEMAND)

DEVELOPMENT OF INTERACTIVE TECHNOLOGY--TWO WAY
INFORMATION

PUBLIC DEMAND FOR P.C.S.

SKILLS OF PUBLIC--EMERGING WORKFORCE (#25 INCORP.)
THE LEVEL OF MOBILITY OF THE CRIMINAL ELEMENT
AVAILABILITY OF SPECTRUM FROM F.C.C.--REALLOCATION

COMMUNITY ZONING AND PERMITTING REGARDING
COMMUNICATIONS FACILITIES
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LEVEL OF POLICE INVOLVEMENT IN THE SCHOOLS
LEVEL OF GOVERNMENT/PRIVATE SECTOR PARTNERSHIPS

THE DEVELOPMENT OF PRIVACY LAWS RELATED TO DATA BASES
ACCESSED BY LAW ENFORCEMENT (#34 INCORPORATED)

LEVEL OF ILLEGAL DRUG ACTIVITY
LEVEL OF TECHNOLOGY USED BY CRIMINALS
CHANGING EDUCATIONAL STANDARDS

CHANGING SKILL REQUIREMENTS FOR THE POLICE--~
TECHNO-COPS (#16 INCORPOPRATED)

PRODUCT DEVELOPMENT DRIVEN BY PUBLIC SECTOR VS. LAW
ENFORCEMENT

SHIFT FROM ANALOG TO DIGITAL
THE NEED FOR MORE AND BETTER DATA BASES

THE LEVEL OF ACCEPTANCE BY THE PUBLIC OF TECHNOLOGY

THE LEVEL OF ACCEPTANCE BY THE POLICE OF TECHNOLOGY
THE LEVEL OF "USER FRIENDLY" TECHNOLOGY

THE LEVEL OF IMPACT OF ENVIRCNMENTAL AGENDA ON TECH.
DEVELOPMENT

CHANGING SOCIAL PERCEPTION OF INDIVIDUAL RIGHTS

LEVEL OF ELECTRONIC MONITORING OF INMATES (HOME
DETENTION)

ROADSIDE INTEL!.IGENCE SYSTEMS
DEVELOPMENT OF FIBER OPTIC NETWORKS
DEVELOPMENT OF SATELLITE SYSTEMS

LEVEL OF CONCERN OVER HEALTH RISKS CAUSED BY RX
EMISSIONS

THE LEVEL OF THE SOPHISTICATION OF CRIMINALS
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POLICY ISSUES

ESTABLISH RESEARCH AND DEVELOPMENT UNIT FOR STRATEGIC
PLANNING AND TECHNOLOGY

REEVALUATE BASIC SKILL QUALIFICATIONS TO INCLUDE
COMPUTER LITERACY/TECHNOLOGY LITERACY.

LOBBYING EFFORTS--MARKETING

PUBLIC SUPPORT--
DPUBLIC RELATIONS PROGRAMS THAT EMPHASIZE
THE POSITIVE THINGS THAT WE DO

FROM A MANAGEMENT PERSPECTIVE, REACH OUT AND DEVELOP
PARTNERSHIPS WITH THE PRIVATE SECTOR.

BUILD-IN REDUNDANCY TO EXISTING COMMUNICATIONS
SYSTEMS.

FORM PROTOCOL FOR INTER AGENCY INFORMATION NETWORKING
LEARN TO DO MORE WITH LESS FUNDING!!

MAKE RE-INVENTING GOVERNMENT A PHILOSOPHY AND
MANAGEMENT STYLE.

ENCOURAGE AND DEVELOP OPPORTUNITIES FOR PRIVATISATION
IN THE LAW ENFORCEMENT ENVIRONMENT.

WORK WITH EDUCATIONAL SYSTEM, PROVIDING INPUT TO
TEACH SKILLS REQUIRED OF POLICE EMPLOYEES.

ADJUST POLICE ACADEMY TRAINING TO MEET SKILL NEEDS.
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EVENTS USED IN SIGMA SCENARIO GENERATOR

E-1 LEGISLATION ENACTED TO CREATE A LAW ENFORCEMENT
TECHNOLOGY "SUPERFUND"

E~2 NATIONAL STANDARDS FOR PCS ADOPTED.

E~3 "INFORMATION SUPER HIGHWAY" BECOMES A REALITY

E-4 SUPREME COURT RULES THAT ELECTRONIC DATA BASES ARE
NOT PROTECTED BY THE 14TH AMENDMENT.

E-5 STATE OF CALIFORNIA ADOPTS A REGIONAL PLAN FOR
LOCAL AND COUNTY GOVERNMENT.

E-6 HACKERS GAIN ACCESS TO POLICE DATA BASE.

E-7 CONGRESS REWRITES MODIFIED FINAL JUDGMENT (MFJ) TO

TAKE DOWN BARRIERS BETWEEN TELEPHONE NETWORKS.

E-8 POLICE CHIEF IS FIRED WHEN REVIEW OF HIGH PROFILE
CASE (E.G. "POLLY KLASS") RESULTS IN A FINDING OF
"TECHNOLOGY NEGLIGENCE" BY THE POLICE.

E-9 A.C.L.U. PREVENTS LAW ENFORCEMENT FROM EXPANDING
ELECTRONIC INFORMATION SYSTEMS

E-10 LEGISLATION PROPOSED TO REQUIRE "LIVE VIDEO'" FROM
THE FIELD UNITS.

E-11*% APCD MANDATES REDUCED BLACK AND WHITE MILEAGE

E-12* HIGH PROFILE CASE IS "SOLVED" BY IMMEDIATE
IN-FIELD D.N.A. IDENTIFICATION.

E-13*% COMMUNICATIONS CONGLOMERATE PROPOSES & "MODEL
ELECTRONIC COMMUNITY" LINKING EDUCATIONAL,
GOVERNMENT, SHOPPING, ENTERTAINMENT SERVICES.

E-14% MILITARY TYPE ENCRYPTION CAPABILITIES BECOME
COMMERCIALLY AVAILABLE TO CELLULAR/WIRELESS USERS.

* These four events were not forecasted by the NGT
panel, as they were not voted into the top 10 events.
They were included in the SIGMA scenario generator to add
several additional events to the top ten, per the
instructions.
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The SIGMA Scenario Generator

This is a TEST of the SIGMA Senario Generator

The Data for this test is

MIKELl.SIG.

The Seed is

APPENDIX "gn
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3289480

How close is each probability to number of occurrences?
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