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Law Enforcement 
Communication Security 

O n every shift, law enforce­
ment officers don equip­
ment designed to protect 

them from harm during their tour of 
duty on the streets. Like a knight's 
armor, each piece of equipment 
forms a link of protection that, when 
complete, affords officers the best 
possible safety from the dangers 
they will face. 

Under their uniforms they may 
wear tight-fitting protective vests; 
on their equipment belts, they carry 
service weapons and handcuffs. 
Trained to use these tools, officers 
hit the streets confident in the pro­
tective value of their gear. But the 
weakest link in the department­
issued armor may turn out to be the 
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most innocuous piece of equipment 
that officers use-the two-way 
radio. 

THE LIFELINE 
In the early days of urban polic­

ing, a blow on a whistle or the rap of 
a nightstick on a manhole cover was 
sufficient to summon assistance or 
transmit information. Officers basi­
cally worked alone, with very little 
need during their shifts to communi­
cate wIth others in the department. 

Today's police officers, how­
ever, work beats in a far different 
world. Their jobs and safety depend 
in large part on information ex­
change-a dispatcher giving details 
of a call for service or coordination 

among officers during a search for a 
suspect. This constant need for in­
formation can be fulfilled primarily 
through a voice link. Thus, the radio 
serves as an officer's lifeline. 

Unfortunately, the radio wave 
that carries an officer's voice to a 
dispatcher's headset also radiates 
out into free air. Anyone with a 
scanner and a little time can tune in 
easily to the communications of lo­
cal, State, and Federal law enforce­
ment agencies. Every conversation 
can be overheard. 

WHO IS LISTENING? 
Officers using radios often fail 

to realize that not everyone who 
hears them is true blue. Though 
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otficers intend police communica­
tion for internal, department use 
only, the radio frequencies used to 
broadcast them can be tuned in 
by anyone. A quick trip to the 
local electronics store will prove 
that the general public easily can 
acquire the equipment to intercept 
police transmissions. 

Civilians who monitor police ra­
dio communication are, for the most 
part, hobbyists. They have an inter­
est in the job itself and in keeping 
track of what happens in their city. 
The scanner simply provides enter­
tainment. In fact, many hobbyists 
have become assets to police by call­
ing in tips based on their knowledge 
of current police activities. 

Hobbyists and their scanners do 
not concern law enforcement. What 
does concern the police is the in­
creasing number of criminals who 
use scanners. 

A scanner properly pro­
grammed with law enforcement ti'e­
quencies can furnish criminals with 
a steady stream of information about 
police activities, including advance 
notice of everything from routine 
patrols to drug raids and warrant 
services. This legal eavesdropping 
compromises officer safety. 

MYTHS AND ILLUSIONS 
Officers who believe that their 

radio conversations cannot be inter­
cepted by others outside of the de­
partment live with a delusion. De­
pendence on the radio link has bred 
complacency and generated several 
myths about radio security. 

Officers often believe that 
with so many frequencies in use by 
their department, the chances must 
be small that a criminal will be 

" Dependence on the 
radio link has bred 
complacency and 
generated several 
myths about radio 

security. 

" 
Ms. Quarantie/lo, a writer in San Marcos, California, has published 

several articles on law enforcement radio communication. 

listening to the right one at the 
right time. In fact, the chances 
are very good. With today's scan­
ners capable of continuously 
searching hundreds of channels in 
seconds, even departments that use 
many different frequencies are not 
immune. 

Officers believe that using 
codes and abbreviations prevents 
civilians from knowing what offi­
cers me talking about most of the 
time, right? Wrong. Commercial 
outlets routinely make police codes 
available. With a little listening and 
some common sense, most abbrevia­
tions can be deciphered. While num­
ber codes and abbreviations allow 
for clmity and brevity over the ra­
dio, they in no way ensure transmis­
sion security. 

The biggest myth among police 
departments might be that 800 MHz 
(megahertz) radio systems make it 
impossible for police communica­
tion to be overheard. Manufactur­
ers tout 800 MHz trunked systems 
as scanner-proof, and news agencies 
have reported that the advent of 

these systems destroys the ability of 
outsiders to listen. Nothing could be 
further from the truth. Trunked ra­
dio systems provide a bit of a chal­
lenge to monitor, but they also sup­
ply many pluses to listeners. With 
these systems, tactical and car-to­
car communications, as well as the 
transmissions of detectives, now are 
broadcast over repeaters (devices 
that amplify and resend radio sig­
nals), which extend broadcast range. 
Even undercover details can be 
heard clearly. 

Officers hold another common 
misbelief that most conversations 
over the radio are routine and dis­
close nothing that a criminal could 
use to put them in danger. It does not 
take a full-scale discussion to com­
promise officer safety. Just a few 
words, a seemingly minor detail, or 
a dropped name can be enough. An 
officer once innocently asked an­
other, "207 David, 356 Adam. I am 
on the south side. Where are you?" 
"Second and Grand," responded the 
officer, continuing, "I am headed to 
Madison for a special detail." 
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Two things are wrong with this 
5-second exchange. First, a criminal 
familiax with local police call signs 
would recognize that 207 David is 
the radio call of a detective unit. 
Second, the detective revealed his 
destination. The cdminals listening 
in at the drug house on Madison 
would be packing by now, or load­
ing their weapons. 

PRECA UTIONS 
Budget cuts and the high cost of 

equipping police officers often pre­
clude the purchase and use of so­
phisticated scramblers and other 
forms of voice protection. In the end, 
the least expensive and most effec­
tive means of employing communi­
cation security lies in officers' 
watching their words. For this rea­
son, officers should take the follow­
ing precautions when transmitting 
over the radio. 

Stick to the Necessities 
The radio is not a telephone and 

should not be used for casual con­
versations. Officers should not con­
vey personal or sensitive informa­
tion over the radio. 

Avoid Details That Can Be 
Communicated Later 

Unless the information is urgent 
to current operations, it can wait. 
Officers should remember that ev­
erything they say can be heard, and 
they should always question whether 
they must communicate by radio im­
mediately or if they can talk to the 
person later. 

Use Typed Messages or 
Face-to-Face Meetings 

Mobile Data Terminals (MDTs) 
provide some security by reducing 
conversations to typed messages 

relayed from computer to computer. 
Though MDT communication can 
be recorded and stored by the de­
partment, outsiders so far cannot de­
code the transmissions. If at all in 
doubt, officers should meet in per­
son to exchange information. 

" ... the least expensive 
and most effective 

means of employing 
communication 

security lies in officers' 
watching their words. 

" Avoid Officer Names 
Officers often approach conver­

sations on tactical or car-to-car fre­
quencies casually and use personal 
names instead of call signs. A wise 
criminal will learn to associate 
names with voices and then with call 
signs, which can endanger officers 
later when the criminal identifies 
special operations by the officers 
involved. 

A void Unique Call Signs 
Distinctive call signs alert 

criminals to the type of operations 
being conducted by the department. 
Departments should try to avoid 
special number or letter combina­
tions that might tip off listeners to 
officers' whereabouts or activities. 

Do Not Disclose Locations 
During Undercover Operations 

Although officers might find it 
cumbersome to refer to "the location 
north of the main drag" or to use 

£ 

other verbal disguises, such tactics 
will help keep eavesdropping crimi­
nals off guard. All movements 
should be outlined in preliminary 
bdefings and mapped out prior to 
the operation so as to reduce the 
need for radio exchanges. 

Do Not Coordinate Special 
Operations Over the Air 

The details of drug raids, war­
rant services, and other operations 
always should be coordinated dur­
ing briefings. Once on the road to the 
location, radio chatter should be 
kept to an absolute minimum. All 
too often, listeners have heard sensi­
tive details, such as the physical po­
sitioning of officers during tactical 
operations, that could place officers' 
lives in danger. 

Use Low-Power Communications 
If at all possible, officers should 

use simplex, low-power communi­
cations during undercover details 
and when transmitting from car to 
car. Sometimes called "talkaround," 
these channels do not use the 
system's repeater and, therefore, are 
harder to hear. 

Use Out-of-Band Frequencies 
Listeners know the police radio 

service bands and scan them dili­
gently, so even communication on a 
supposedly unknown channel can 
be found if the channel falls within 
the range of police wavelengths. 
Departments should try low-power 
communications on bands away 
from the norm. Federal Communi­
cations Commission rules I allow 
police agencies to operate low­
power radios on almost any public 
safety frequency, provided the 
transmissions cause no harmful 
interference. 
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A void Using Cellular Phones 
for Sensitive Conversations 

Officers often attempt to avoid 
the radio by using cellular mobile 
telephones. These phones operate 
in the 869-894 MHz band, and 
their transmissions can be picked 
up by most moderately priced 
scanners. Recent legislation2 makes 
the manufacture and importation of 
cellular-capable scanners illegal, 
but owning such a scanner remains 
legal. 

Officers should make all phone 
calls from wire-connected tele­
phones. If that is not possible, 
officers should avoid parking in 
one spot while using a cellular 
phone. Driving around takes ad­
vantage of frequent handoffs of 
the call from cell site to cell site, 
thereby causing listeners to lose the 
signal. 

Do Not Rely on 800 MHz 
or Anti-scanner Tones for 
Protection 

As mentioned previously, new 
800 MHz trunked radio systems do 
not provide secure transmissions. In 
fact, they can be overheard easily. 
Some companies market their sys­
tems with anti-scanner tones in­
tended to delay scanning radios and 
cause them to miss communications. 
However, users can defeat these 
tones by making internal modifica­
tions to the scanner. 

CONCLUSION 
The two-way radio has become 

so much a part of the daily routine 
that, unlike a weapon, officers 
largely ignore its potential for harm. 
Criminals, unfortunately, have real­
ized the benefit of listening to 
police communications and often 

use the information gained to avoid 
discovery and arrest. 

Officers' lives might be jeopar­
dized when criminals intercept 
transmissions and learn of police 
movements and activities. There­
fore, they always should guard what 
they say over unprotected radio fre­
quencies, remembering that officer 
safety begins with a good coat of 
armor .• 

Endnotes 
1 FCC Rules and Regulations 90.19(g){3) 

allows law enforcement agencies to use any Part 
B public safety frequency between 40 and 952 
MHz for surveillance and stakeouts. provided the 
power output does not exceed 2 watts. Prior 
approval is required for use of any PartB public 
safety non-police frequency, such as those 
designated for lire or highway maintenance. 

'The Telephone Disclosure and Dispute 
Resolution Act of 1992 made it illegal (as of 
April 26, 1994) to manufacture in the United 
States, and/or export to the United States, 
scanning receivers or frequ~ncy converters that 
are designed or can be readily altered to receive 
cellular telephone frequencies. 
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