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CHAPTER 

1 
INTRODUCTION 

This book has been prepared for city officials and concerned 
citizens. Its purpose is to bring to their attention a problem of in
creasing seriousness, one which affects them greatly, and to present 
a method of dealing with it: the problem is that of privacy in the 
computer age. 

The threat to privacy has reached problem proportions with 
the increased use of computers at the municipal level and the con
comitant storage of machine-readable data about the citizens and 
organizations under that jurisdiction. Though this may seem innocent, 
we are only now learning something of the possible degree of em
barrassment to a city that fails to make explicit safeguards to protect 
its data and control the activities of its data processing unit. More 
specifically, the problem is to establish and maintain a balance betweet:l 
the public's "right to know" on the one hand and the citizen's "right 
to privacy" on the other. 

SMALL VERSUS LARGE FACILITIES 

Contrary to the popular impression, the smaller the scale of 
data processing activity, within limits, the greater the vulnerability 
of the city to data processing abuse. In a small operation each employee 
tends to perform in many roles; the same person may have access 
to the use of the computer, the programs, the files, and the forms 
(for example, blank checks). Combine this with the "after-hours" 
opportunity afforded in single shift operations, and we need only wait 
for a motive of sufficient strength to challenge the character of the 
employee. O>~ the other hand, large operations have some degree of 
built-in protection because of the specialized roles played by their 
employees, their complexity, and their full-time utilization of the 
computer. 

1 



It is true that smaller operations handle data that are narrower 
in scope, although even here data and data processing typically include 
payroll, ae;counts payable, and property data. Furthermore, smaller 
operations tend to be info~mally supervised, with fewer written di·· 
rectives placing enforceable constraints upon the behavior of em
ployees. Although large operations handle data that are wider in 
scope, their tendency to be more formally structured and supervised 
offsets to some degree the vulnerability callsed by handling data of 
wider scope. 

VULNERABILITY OF FACILITIES 

Vulnerable to what? The Stanford Research Institute in its 
recently published report, Computer Abuse,1 summarized 148 cases 
including such reports as theft of prol~rams, fraud, embezzlement, 
alteration of records, vandalism, computer center destruction, ex
tortion, programmed bigotry, .theft of computers, forgery, theft of 
mailing lists, and rem.oval oX tape reel labels. 

More significantly, most of the abuses against government 
computer centers occurred in local units of govermnent. 2 The report 
points out that "collusion has a high frequency of occurrence, and 
the numbei' of perpetrators is surprisingly large per cJ.se. "3 

Examples of abuses such as these are accumulating at a rate 
that parallels the growth in the use of computers. As shown by the 
Computerworld captions that are selected from issues published for 
a twelve·-month period and listed in Table 1 one need only read this 
or other newspapers to learn of the growing concern for privacy and 
security in a computer environment; many more abuses undoubtedly 
have gone undetected. Impleme.nting the procedures outlined in this 
handbook. will do much to minimize the number and significance of 
these incidents. 

This book, then, is about the problems of privacy and of data 
processing security and the methods by which these problems may 
be resolved. While we do not represent the subject as the greatest 
single problem :acing cities today, we do seek to persuade ~ity officials 
to recognize that the problem is there and that it must be dealt with 
rationally and expeditiously. 

URBAN INFORMATION SYSTEMS, INTER-AGENCY 
COMMITTEE AND THE INTEGRATED MUNICIPAL 

INFORMATION SYSTEMS PROGRAM 

Before continuing, however, it seems appropriate to discuss 
the program that has contributed the most significantly to an 
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TABLE 1 

Prlvacy-Security-Computer-Relatp.d Material Reported in 
Computerworld, December 1972 to December 1973 

~~ 

"Critics Fear Privacy Invasion Under Bill for Drug 
Data Base" 

"Computer Can Protect Privacy More than Jeopardize It" 

"Privacy Issue Grows More Lively; Freeze Asked on LEAA 
Funds, Canada Forms Data Bank Unit, SS ~umber As DID 
in Doubt" 

"Citizens' Committee Formed to Oversee Crime Net Privacy" 

"Privacy-Common Ground Needed by All" 

"ACPA Takes Privacy Stand; Forms Committee" 

"Security, Pri~acy Major Parts of ';;)'; ~.aM Will Provide 
'Tools' II 

"Sound Policy Needed on Privacy and Data Security" 

"Insufficiencies Cited at DP Centers; Societies Blast UK 
Census Security and Confidentiality" 

"States Balk at U.S. Drug Plan, Say Privacy Rightll 
Jeopardized" . 

''Be Safe-Try to Break Your System" 

"Girl Charged in Program Theft" 

Fire 

"Security Checklist: Fire Prevention an In,''''ved Process" 

"Is Your Center's Power Supply Secure?" 

'~ 

"Who Accesses What on Remote Terminal? DP Managers 
Must Have Stricter Control" 

"T/S Vendor" Stress Security of Terminal, Net, CPU" 

"Users Awaken to Sec~rity Needs; F JCC Explores Data 
Protection, Guarding Centers Primary Concern" 

"Security Device Market Still in Infancy" 

"Mullics Goes Comma,'cial, Honeywell Pushes Security" 

"IBM, Security Test Sites Vie on Software Strength" 

"Part of an Insurance Program, Big-Time Security Analysis Needed" 

"How Securely is your DP Center Built?" 

Data 

12/6/72 

12/13/72 

12/20/72 

1/3/73 

1/12/73 

4/4/73 

6/6/73 

7/4/73 

8/1/73 

8/15/73 

6/6/73 

8/1/73 

10/17/73 

10/3/73 

12/6/72 

12/6/72 

12/6/72 

12/6/72 

1/24/73 

6/13/73 

6/29/73 

10/31/73 

~: LEAA-Law Enforcement Assistance Agency SS-Social Security UID-Universal Identifier 
TS-Time Sharing FJCC -Fall Joint CO)l1Duter Conference. 
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understanding of privacy and security at the municipal level, namely 
the Integrated Municipal Information Systems (!MIS) program of the 
federal Urban Information Systems Inter-Agency Committee (USAC). 
USAC was created in January 1969 to assist cities in the improve
ment of their information systems and hence management capabilities. 
Through this assistance the ability of cities to obtain, process, and 
use the information that is so vital to effective planning, management, 
and service would be enhanced. All of the federal agencies having 
programs that affected urban jurisdictions contributed representativtas 
and other resources to plan and implement the first program of USAC, 
the IMIS program.4 

This program was launched iu July 1969, and by early 1970 
contracts had been awarded to six cities. Two of the cities-Wichita 
Falls, Texas, and Charlotte, North Carolina-were to research and 
develop comprehensive integrated municipal information systems. 

Ii , 
i 

Four cities were selected to research and develop integrated municipal __ _ 
information subsystems according to particular groupings of municipal 
functions, as indicated below: 

Dayton, Ohio 

St. Paul, Minn. 

Reading, Pa. 

Long Beach, Calif. 

Public Finance Informatio~; System 
(PFIS) 
Human Resources Development 
Information System (HRDIS) 
Physical and Economic Develop
ment Information System (PEDIS) 
Public Safety Information System 
(PSIS) 

One of the basic objectives of the IMIS program was to research 
and develop a prototype that could be transferred with a minimum 
of modification to any city. While clifferences among cities would 
work against transfer, the similar_ities among cities with respect 
to the services they provide were much more in evidence, thus 
forming a basis for optimism about the feasibility of prototype transfer, 
~ro increase its transferability, project cities were required to de
velop the prototype with convent!onal hardware (computers and 
peripherals) and high-level, conventional software such as program 
listings together with explanatory remarks, detailed flow charts and 
systems design, data dictionaries, procedure listings, user manuals, 
and methods of development. 

In addition to these projects, USAC recognized the need for 
research and development of the selected technologies upon which 
an operational information system would necessarily depend. The 
contracts with the IMIS cities therefore required research in sach 
areas as geocoding, transferability, and data access control and 

4 

confi~en~ality. The c?ntent of this book, in fact, rests heavily upon 
the thinkmg that went mto the research design of IMIS as updated 
by experiences in the IMIS cities. ' 
. T.he concern of USAC for the protection of individual privacy 
IS readily apparent from the extracts from contract provisions set 
forth below: 

Much of the data circulating in a municipal infol'mation 
sys~em are sensitive in that they relate to the private 
affalrs of citizens, individually and collectively. While 
suc.h .d~ta may be essential to planning other legitimate 
actiVIties of a municipality, they may also serve the 
legitimate interests of other agenCies and organi
zations .... 

To achieve these ends, while at the same time 
ensuring the maintenance of privacy for the individuals 
to whom the data relate, a Data Access Control Plan 
must be formulated and implemented. . . . 

* * * * 
The Data Access Control Plan must make explicit 

the rules governing the release of data ... in terms of 
who, what, when, and how. The plan must state who the 
authorized users are, what particular information may 
be released, and how, or at what level of aggregation.5 

Further requirements provided for the flexibility and enforce-
ment of the. ~ata access control plan and for the guidance, training, 
and supernslOn of the personnel who wf.·uld participate in and imple
ment the data access control plan. 

DEVELOPMENTS IN THE USAC CITIES 

By early 1974 the IMIS cities had generated a number of research 
reports and plans, and S0me of them had functioning data access 
control board~ and had published sets of administrative regulations; 
all of these WIll of course be discussed in some detail in this hand
book. Since the IMIS program was to continue into 1975 we may 
an~cipate the availability of even more documentation i~ the area of 
prlvacy and security. Documents that are now available and that we 
feel will be most helpful in planning and implementing a system of 
~ata Recess control have been included in this book for purposes of 
lllustration. 6 . 

5 

,', ,,', 



~==~~~·--.. ~ .. ·.·.-.. ------~~".-D·""."'."" ________ """"""". ______ ~.E~,:: 
J 

ARRANGEMENT OF THIS BOOK 

Following a general discussion of the developing problem of 
privacy and security, the reader will be led through a method of 
getting organized for data access control. This begins with the 
formulation of a plan that is best prepared within the city administration, 
although the impetus for it might originate with citizens or citizen 
groups. The plan shows the sequence in which the various documents 
must be prepared, the processes they must·provide for, the people 
who will be required to participate in those processes, and the time 
al1.owances for each step of the way. 

After the plan is completed, the first document provided for 
in the plan is prepared-the draft resolution recommended to the city 
council. This resolution creates an ad hoc data access control com
mittee to become familiar with the subject and to make recommen
dations to the city council upon the completion of its study. 

There follow three chapters dealing with special problems about 
which local decisions will need to be made, describing the nature 
of and need for software auditing and giving advice with respect to 
physical security control measures. 

At this point the committee will have become familiar enough 
with the problem to draft and recommend the adoption of an ordinance 
creating a data access control board and assigning responsibilities 
and the resources necessary to discharge those responsibilities. 

The final phase of the plan, the preparation and implementation' 
of data access control administrative regulations, is then entered. 
These regulations provide in some detail for standards of data access 
control anti security and for the procedures to implement those 
standards. 

We stress the need for flexibility; the data access control board 
should have the authm.'ity to respond adequately to changing circum
stances. The circumstance that is most certain to change is the 
volume and scope of public requests for data, as well as deprurtmental 
requests for interdepartmental data. Both will increase markedly 
as the capabilities of an integrated data base come to be realized. 
Furthermore, flexibility will be needed to deal with the unanticipated 
questions that inevitably will arise. 

A FUNDAMENTAL ASSUMPTION 

We have made a fundamental assumption that affects virtually 
every chapter of this book. It is this: What constitutes an adequate 
measure of control over privacy and security is a local decision 
reflecting local attitudes, and may be expected to differ from city to 

city. It is in recognition of this that the book deals more with method 
than substance; in this spirit the models provided in the text are in
tended not as definitive last words but rather as useful points of 
departure. 

In the final analysis, effective privacy and security controls 
for a municipal information system will be ensured by a concerned 
political leadership, by astute and dedicated management, by systems 
personnel who are aware and appreciative of privacy and security 
requirements, and by an informed public that will not tolerate illegal 
or unethical uses of a municipal information system. 

American society wants and needs both better information systems 
and protection of individual privacy; these conflicting demands can 
be balanced rationally in the tradition of a free society. The opportunity 
to be creative and responsive is present; cities can meet the social 
challenges of the computer age individually as they develop their 
respective information systems. This book is intended to be helpful 
toward that end. 

NOTES 

1. Donn B. Parker et aI, Computer Abuse: Final Report 
(Stanford, Calif.: Stanford Research Institute, November 1973). 

2. Ibid., p. 41. 
3. Ibid. / 
4. For a book-length discussion of USAC and th::: !MIS program, 

see Kenneth L. Kraemer et al., Integrated Municipal Informacion 
Systems: The Use of the Computer in Local Government (New York: 
Praeger Publishers, 1974). 

5. Department of Housing and Urban Development (HUD) Re
quests for Proposal (RFP) H2=70, Attachment C, p. 32-34, as subse
quently incorporated into contract with the IMIS cities. 

6. For a listing of available documents see: A Bibliography 
of USAC Documentation, MuniCipal Systems Research Project, Clare
mont Men's College and Long Island University, Claremont, Ca., 1972. 
All documents are available through the National Technical Information 
Service (NTIS), U.S. Dept. of Commerce, Springfield, Va., 22151, or 
telephone 703-321-8888. 
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CHAPTER 

2 
THE GROWING 

RECOGNITION OF THE 

PROBLEM OF PRIVACY 

It is not new in our history for cities to assert the need, i.!'. fact 
the right, to information about its citizens. Nor is it new that beyond 
a certain point of divulgence, citizens resist providing further informa
tion about themselves, asserting the right to privacy. Furthermore, 
where personal information is provided to the city by the citizen, the 
citizen holds the city responsible for controlling access to that in
formation. In other words it is the city's responsibility to assure 
and protect the citizens' privacy. In some instances the citizen also 
asserts the right to limit the city to using the information only for 
the purpose for which it was collected. 

The basic conflict between the "right to know" and the "right 
to privacy" can be visualized as opposite poles of a continuum, a 
teeter-totter upon which right to know sits at one end and right to 
privacy sits at the other. The fulcrum of the teeter-totter will shift 
according to public mood, local conventions, and the effective.."1ess of 
the outbursts of the offended. 

Accordingly, any system that deals with the resolution of these 
conflicts must be flexible and dynamic. It should be flexible to enable 
it to serve a variety of jurisdictions, each of which will want to locate 
its own fulcrum; and it should be dynamic in the sense that the fulcrum 
can shift, keeping the system abreast of changes in public attitudes. 

The location of the fulcrum may shift or during some periods 
be fixed. This is usually accompUshed by law-federal law , state 
statutes, and local ordinances. The usual approach is to make all 
public records available for inspection by citizens except for those 
records specifically identified by law as confidential; this suggests 
that in our culture there i.s a bias toward public disclosure of the 
information the government collects. 

Local governments are creatures of the state. As such, their 
powers are defined by the state, and they must operate within the 
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framework of state legislation. Every state in the Union has a "right 
to know" statute, which asserts that most public records must be 
open for inspection by anyone who wishes to view them. 

The provisions of these statutes vary from state to state, but 
the intent of all such laws is clear: public business must be con-
ducted publicly, and the people have the right to know what their govern
ments are doing. For example, it would be impossible to guarantee 
even approximate fairness jrl the administration of property taxes if 
assessments were not matters of public record. The ability to inspect 
assessment records and to challenge assessments on the basis of 
factual knowledge of how comparable properties have been treated 
enables an individual to ensure that he is treated equitably in the taxa
tion process. 

However, other statutes provide that some records must remain 
strictly confidential. In many states, for example, adoption records, 
income tax records, and juvenile court records are defined as limited 
access records, which may not be revealed to any but authorized per
sons. In addition, in many states the courts have had occasion to 
interpret various statutes dealing with the public's right to know or 
the confidentiality of particular records. Local governments are of 
course bound. by the provisions of state statutes and the state court 
decisions that interpret those statutes. 

As will be seen, however, developments in computerized in
formation systems have been so rapid and recent that state law and 
local ordinances have not caught up to the existing situation. 

THE INFORMATION SYSTEMS REVOLUTION 

If the 1960s can be regarded as the decade of the computer in 
America, surely it can be said that the 1970s will be regarded as the 
decade of information systems. More and more, both private and 
governmental organizations have turned to the use of computers. 
Local governments have joined this trend in an effort to enjoy its 
benefits of speed, accuracy, and efficiency. 

But while earlier use of the computer was dedicated to com
putation and to sorting and listing tasks, its greater potential for 
information storage and proceSSing was coming to be appreciated. 
It is with respect to this latter-information processing-that the 
wider implications, some of which are threatening to the privacy of 
citizens, have come to be realized. 

This rapidly increasing reliance on computers has resulted 
in an information revolution. In joining this revolution, state and local 
governments should realize that many Significant social issues 
accompany computerization. 
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THE NA'TURE OF THE DATA BASE " 

We live in a society that is increasingly dependent upon informa. 
tion. For a variety of reasons, an insatiable appetite has been de
veloped for data about conditions, problems, and p,rograms. An 
attempt to satisfy this appetite has led cities to go well beyond such 
a traditional use of computers as conventional finance applications 
and into the realm of information processing, which is the aggregating 
and correlating of data from divers e sources. This is necessary in 
order to have timely noUce of municipal problems and information 
for monitoring, evaiuating, and revising programs dealing with those 
problems. The computer and the data base in an information systems 
environment are integral to dev'elopment of this capability. 

This, then, has led to substantial increases in the dimensions 
and variety of data contained in the municipal data base, all in machine 
readable form. It also has led in varying degrees to the consolida
tion of the municipal data base under the dicta of a single rationalized 
scheme; this is known as the integration of the data base. The virtue 
of integration is that the content of the data base will be known and 
accessible at a central point, that is, at the data processing section. 

The data contained in a modern integrated municipal informa-
tion system comes from a wide variety of sources, including land 
title records; tax assessment and collection records; records of judg
ments and liens against real property; building inspection records; 
civil court records; police records; criminal and juvenile court re
cords; health records, including hospital and clinical records of in
dividuals; financial records, including tax payments of various kinds; 
inventories; and accounts receivable of municipally operat~;d utilities ! 

or services. . 
The data generated in these >:ecords relates to individual citizens 

businesses, and organizations, including addresses, phone numbers, 
and other identifying information regarding each. A significant portion, 
such ?,s property tax assessments, has traditionally been regarded 
as matters of public record. However, different data have different 
levels of sensitivity. Some, such as patient medical records, relate 
to the private affairs of the individual, which other data affect the 
proprietary interests of business firms. 

Much of the data contained in a municipal information system 
must be relatable to arbitrarily defined areaS of the city in order 
to be useful. Otherwise it would not be possible to correlate data 
from jurisdictions whose borders are not conterminous. For example,' 
it may be desirable to compare data from a school district with that ' 
of a police precinct, but the boundaries of each are usually quite 
different, thus rendering a comparison difficult. Problems of this . 
kind are solved by arriving at a common denominator. This is usually~, 

; 
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a street. address, although in many instances it may be the name of 
an individual. In either instance, the problem is solved by developing 
an ability to link the files of various jurisdictions and to search each 
in terms of the common denominato!'. 

This is why an attempt is made in the development of a. municipal 
information system to integrate the files in a manner that assures 
that they may be linked. By doing so the data may be applied to a 
much wider variety of uses. However, it is this very cap-ability-file 
linkage-that exacerbates the problem of individual privacy. Data 
that individually may be matters of public record or have little sensitiv
ity may in an integrated municipal information system be linkable 
to many other files containing data about the same people. Thus, 
should it be desired, a fairly complete picture of an individual can 
be obtained, or!e that in some instances would violate his desire for 
privacy. Through integrated file structures, dossier building by com
puter becomes possible. 

THE ONGOING DEBATE 

Security, the physical protection of computer facilities and of 
the information contained therein, had until the late 1960s been pri
marily a concern of commercial and military users of the computer. 
However, the threat to, and the protection of, personal privacy has 
since become a widely discussed public issue. A Significant part of 
the literature of the computer world has been devoted to this subject. 
(See Bibliography.) These discussions can have substantial impact. 
For example, the defeat of the proposal to establish a National Data 
Center in 1966 is widely attributed to objections that the proposed 
center constituted a threat to personal privacy. 

Privacy continues to be the focus of much attention by lep;ls1a
tive bodies at all levels of government and by commentators ir. bGth 
the lay and computer press. Since 1971 discussion of privacy l1rob
lems within the specific context of local government information sys
tems has increased markedly, but the fact remains that the level of 
computerization has far exceeded the development of procedures for 
ensuring the maintenance of data access control. 

Debate on both sides of the issue to date, with few exceptions, 
has been condueted largely on a superficial and emotional level, and 
this has not produced realistic solutions. In most instances the heat 
of the debate is explained by the failure of an agency to deal with the 
problem or to deal with it adequ!!i:ely, even though its information 
system may have been computeriz,~iI for some length of time. 

Ideally, the means of ensuring data access control, and hence 
privacy, should be developed well L"l advance of the development of 

11 

1 :. 



a computer-based information system. It may be argued that the de
velopment of the information system itself may be threatened thereby, 
and this is true; however, the dimension of the thr~at will be far more 
substantial should data access control not be addressed until after 
the privacy of citizens has been abused, as has been the usual case. 

Many proponents of various types of information systems, both 
public and private, tend to pay lip service to the conceptaf personal 
privacy and to disregard the threats that are seen by critics. There 
are enough technical safeguards available, they correctly point out, 
that can be built into_ any information system for the protection of 
personal privacy and the confidentiality of the data contained in the 
system. They stress the potential and actual benefits of the system 
and the security that can be incorporated into both hardware and soft
ware. 

Some critics appreciate both technology's usefulness and its 
threat to civil liberties; they stress the risks of n'suse, abuse, negli
gence, insensitivity, bribery, and depersonalization that mayaccompan 
the development of a computerized information system, and they em-., 
phasize the need for the development of guidelines and regulations -
governing data coUJ;)ction and file confidentiality. However, many 
other critics tend to ignore or de-emphasize the potential usefulness 
of the system and stress the adverse potential of data surveillance. 
They emphasize, or perhaps overemphasize, the capacity of computers 
to build womb-to-tomb dossiers akin to the oral, visual, and written 
monitoring of human lives etched so sharply by George Orwell in his 
frightening novel 1984. At the very least there is a strong element 
of exploited fear in this perspective. 

In addition, the computer has become a target in contemporary 
society for much of the discontent and alienation that afflicts many 
of our citizens. During many of the disturbances on American cam
puses in recent years, a favorite target of the demonstrators was the 
university computer center. We also have examples in the newspapers 
of fights with the computer by individuals; for example, a student at 
the University of California was photographed in a registration line 
wearing an oversized IBM card that read, "I am a human being-do 
not fold, spindle, or mutilate." There is little doubt that as more 
and more reliance on computers takes place, the image of an im
personal society is reinforced. 

No matter how foolish these images appear to those who 
routinely work with computers, the fears are real, and they reflect 
a legitimate concern about the potential loss of personal identity and 
privacy. Those in government are well advised to anticipate, under
stand, and be responsive to these fears. Local governments in par
ticular' being closes~ to their citizens and h,-a.ving more informa.tion 
about them on record j have a particular obligation to assure adequate 
measures of data access control in their information systems. 
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Furthermore, a municipal information system constitutes a 
very real threat to personal privacy, which is the ability of an individ
ual to contrd the circulation of information relating to himself. As 
the effidency and scope of the inform~tion system increases, the 
threat to personal privacy becomes greater. This in turn results in 
increased public concern and discussion about the potential deleterious 
effects of computerization. The fact that these concerns are often 
exaggerated and carried by rumor by no means relieves the municipal
ity of the responsibility for putting them to rest. To intensify this 
public concern, there have been sufficient instances in which these 
rumors have been found to be true. 

Being responsive to the legitimate concerns of individuals does 
not mean abandonkg efforts to develop computerized information 
systems for local government. Nor does it mean abandoning plans 
to widen the scope of the data base and make it more accessible through 
its integration, 

Most people recognize that the" information activities of local 
governments are legitimate and necessary, and that the use of com
puters can contribute greatly toward improving the quality of life in 
our cities. The ability to gather, process, integrate, and analyze 
data improves the ability of municipal governments to define problems 
and to develop solutions for them. A deeper understanding of the 
problems that must be faced in the area of privacy and data confi
dentiality is needed, particularly because the existing practices, pro
cedures, and conventions are disturued by conversion from manual 
to computerized systems. 

Since conflicting claims and values are often present, the balance 
between them needs to be rationalized and understood. The purpose 
of the following chapters is to describe the procedures that will enable 
a city to cope with these conflicts within the framework of local con
siderations, that is to say, withi.il its own unique situation. 

13 
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CHAPTER 

3 
PLANNING DATA 

ACCESS CONTROL 

1:1 

The development and implementation of data access control 
involvas the m~king of a number of policy decisions, the prepal'ation 
of a number of lmportant documents, the implementation of a number 
of processes, and the assignment of roles to individuals who will 
participate in these processes. 

In the aggregate, data access control is time':'valued and complex 
~nough to re~uire planning. Development of a plan requires substan- ' 
~al effo.rt, SInce the plan anticipates and sequences the required steps 
In a logl?al order, identifies individuals who will be required for the 
accomI?lishment of each step, sets time frames for each step, and .: 
otherWIse assures the rational development and implementation of \: 
dat~ access con~rol. The data access control plan must be Bufficiently ,~ 
fl~~le to permlt adaptation to changing circumstances, such as policy 
declslOns relating to changing time frames or the consolidation or 
division of particular documents and processes provided for in the 
plan. 

Beca.u~e. of the need for professional attention and continuity 
of responslbllIty for the preparation and implementation of the plan 
it is ~d~ the plan be prepared by a member of the staff of ' 
the CIty adffilmst:rat~er his direction. A member of the staff 
of the city administrator isaIso-in-the best poSition to monitor de
velopments on a continuing basis; to advise the administrator of the 
status of the plan from time to time; to alert the administrator when 
action is required that is beyond the jurisdiction of the administrator' 
and in time, as the plan begins to be implemented, to assume the rol: 
of data access control supervisor (or monitor or coordinator ac-
cording to the particular title selected). 'i 

The products, processes, and roles that contribute to the achieve·' 
ment of data access control will be discussed in some detail in the I 
chapters to follow, but here we are concerned with the development 
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of a plan to create them. Therefore the discussion of each in the 
sections to follow will be limited to the perspective of plan develop
ment. 

PRODUCTS 

The plan should provide for developing the following documents, 
in the order listed: 

1. A draft resolution appropriate for adoption by the city coun
cil should be prepared. This resolution is the first official expression 
of interest by thfJ city in assuring: (a) adequate security for the data 
it collects; (b) limitation and control of access to that data; (c) pro
tection of the privacy of the citizens in its jurisdiction; and (d) as
surance of access by citizens to public records. The primary purpose 
of the draft resolution is to appoint.an ad hoc committee to study the 
problem and to construct an ordinance appropriate for dealing with 
it, one that can be recommended to the city council for consideration. 

2. A legal study should be prepared as the first effort of the 
ad hoc committee on data access control. The committee will require 
staff support by the administrator, together with substantial assistance 
from the city attorney, in the production of this study. The study 
should contain the results of a search of the law-federal, state, and 
local-in order to be thoroughly and accurately advised of the authority 
and responsibility of the city and of the limitations on that authority 
and responsibility to act in this subject area. Emphasis should be 
on two areas, citizens' rights to access to public records and citizens' 
rights to privacy with respect to selected records. The study should 
pro'\lide descriptions of the records in each category. It should con
clude with a preliminary assessment of the extent to which the law 
is being satisfied by current operating procedures. 

3. A ~:raft ordinancp. appropriate for adoption by the city COUll

cil should th,en be prepared. This ordinance is an outgrowth of a draft 
ordinance prepared by the staff of the ad hoc committee. Because of 
the range of provisions the draft ordinance contains, the committee 
will be required to make a number of policy decisions, some of which 
will be at variance with the ordinance the staff has prepared; thus 
the ordinance may proceed through many drafts before reaching the 
recommending or hearing stage. 

Experience indicates that there is a constant temptation for 
the committee to bog down in specifiC and sometimes tangential is
sues. Fot' this reason the committee staff should exercise initiative 
in preparing' the agenda for each meeting, highlighting those decision 
paints that are important enough for the committee's attention a:J.d 
indicating the volume of work to be accomplished. This also assures 
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that the subject matter will 1:;c~veloped systematically within the 
scheduled time frame and that tlie desired document will ultimately 
be produced. 

The ordinance differs from the resolution in that it authorizes 
and directs the city administration, or specific offices within it, to 
assume a defined range of responsibilities on a continuing basis. It 
also creates a permanent d~ta access control board to exercise mon
itoring, revision of the rrJes within limits, and appellate authority 
where the rulings of sulY)rdinates in the system are challenged by 
citizens. Finally, the O1.'dinance should stipulate penalties for non
compliance. 

4. Administrative regula1;j.ons stipulate the rules by which the 
ordinance will be implemented. The rules are specific in their pro
visions, while the ordinance is general. One of the offices created 
by the ordinance is that of data access control supervisor (or a varia- : 
tion of the same title), and this responsibility is assigned to a member: 
of the city administration. One of the first duties of the supervisor 
is to develop a set of administrative regulations designed to imple
ment the spirit and substance of the data access control ordinance. . 
After review and approval by the data access control board, the regu- ; 
lations are promulgated within the city administration and imple
mented. The regulations should stipulate penalties for noncompliance 
within the authority contained in the data access control ordinance. 

5. A statement of ethics should be developed and incorporated 
into the administrative regulations. This statement of ethics should 
be promulgated to data processing personnel and all others in the 
city administration having responsilJility for. information handling. 
The statement should reflect the spirit and intent, expressed in gen
eral terms, of the data access control ordinance and administrative 
regulations. While all members of the city administ"'ation calIDot be 
expected to be cognizant of all provisions of the lent'i:!1y and complex 
administrative regulations, except for those portions governing their 
own respective duties, all memb&i.'s can be expected to be familiar 
with, and guided and alerted by, the relatively short and simple state
ment of ethics. These, in fact, are the distinguishing characteristics 
of the two documents. 

PROCESSES 

The purpose of generating the documents discussed above is 
not only to set overall standards of data access control but also to 
set in motion the processes that will be required to make the system 
effective on a continuing basis. The most important of these processes 
are discussed below. 
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1. Policy generation is an ongoing requirement. Changes will 
be necessary to interpret existing standards and to meet new circum
stances with the generation of new standards or the modification of 
old ones. 

2. Monitoring the data access control system is requil'ed at 
aU levels, from that of the data access control board on down, on a 
continuing basis. This may take the form of periodic inspections, 
of random inspections in point of time or segment of the system, 01' 

of provisions for independent audits by experts beyond the city ad
ministration. 

3. Arbitration of conflict will be required from time to time, 
particularly as administrators at. the same level, or the city adminis
tration visJ..a-vis a citizen or organization in the community, differ 
about the accessibility of desired data. 

4. Updating the administrative regulations will be an ongoing 
task, not only to mclet new circumsmnces but to more effectively 
guide the system in existing circumstances as potential improvements 
are recognized. 

ROLES 

In the construction of his plan, the data access control planner 
will need at the outset some notion of the various people and roles 
that will be required in the development and implementation of the 
system of data access control. Having listed the roles to be performed 
and made tentative al:lsignments of persons appropriate to those roles, 
he willI need to associate the roles with the preparation of particular 
documents. The following list is suggested as a point of departure: 
l.tlata access control plan a member of the city adminis-

tration who reports directly 
to the city administrator and 
as advised by liaison with all 
those listed below 

2; Draft resolution data access control planner 
city administrator 
city attorney 
city council 

3. Ad hoc committee membership city administrator 
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data access control planner 
(nonvoting staff support) 

city attorney (nonvoting staff 
support) 

two city administration depart
ment heads 

I. 
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4. Legal study 

5. Draft ordinance 

6. Data access control supervisor 

two private citizens, each rep
resenting a competing interest 
in obtaining or protecting the 
privacy of information, such 
as the media and the American 
Civil Liberties Union 

ad hoc committee 
committee staff 
city attorney 
ad hoc committee 
committee staff 
city attorney 
city council 
as designated, but preferably 

the data access control planner 

t 

of and need for data access control is neither widely understood nor 
appreciated, and thus time must be allowed for the orientation of the 
community, inclucHng citizens and political leaders and administrators; 
(2) the pioneering nature of the subject, particularly at the local level, 
allows few precedents by which to be guided; (3) there is a constant 
tendency of boards and committees to get sidetracked on minor or 
tangential issues, thus failing to come to grips with the overall ap
pearance of the system to be devised; (4) there is a tendency to give 
the subject a lower priority for development when faced with issues 
that are perceived locally as more critical in nature; and finally (5) 
a plan has not been devised for the development of the system in 
which each element of the development has been set along a time line, 
that is, scheduled. 

7. Data access control board mem
bership 

city administrator 1 \ 

However, it should be noted that many of the conditions discussed 
above have changed. The nature of and need for data access control 
are widely discussed: this is demonstrated by the dissemination of 
books and articles on the subject and the increasing appearance in 

8. Administrative regulations 

9. Statement of ethics 

city attorney (nonvoting staff 
support) 

data access control supervisor 
(nonvoting staff support) 

three city administration de
partment heads 

three private citizens, each rep
resenting a competing inter
est in obtaining or protecting 
information 

data access control supervisor 
city administrator 
data processing chief 
city personnel officer 
data access control board 
city attorney (review and advise) 
data access control supervisor 
city administrator 
data processing chief 
data access control board 
city attorney (review and advise) 

TIME 

Experience indicates that, given the opportunity, the develop
ment and implementation of a data access control system will require 
two to three years or perhaps forever. Many reasons are advauced 
in justification of this exceedingly great length of time: (1) the nature 
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the media of instances in which data processing systems have been 
penetrated by unauthorized persons or abused by city personnel. We 
now have a few examples of data access control systems, together 
with the documentation of those systems. Finally, it is hoped that 
the contents of this book may be of assistance in guiding cities through 
the development and implementation of a data access control system. 

There is therefore no longer a need for a time allowance of 
two or three years to develop a system. In devising the data access 
control plan, reasonable periods of time should be allowed for the 

, accomplishment of each step in the development of the system, and 
i development should be closely monitored with a view to adhering to 
II' j these time allowances. Communicating these allowancp..8 to boards 
,1 and committees should make them aware of the importance of keeping II within the time allotted. 

t
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,'.' The ability to keep to the planned schedule will necessitate 
o competent and timely staff work. Where a data access control planner 

is assigned on a full-time basis, there should be every expectation 

I
f i of developing and implementing the system within a period of six 

I months. . 
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The purpose of this chapter has primarily been to stress the 
importance of looking at a generalized model of the entire system, 
then of breaking it into its parts and sequencing and schedulin'gthe 
development of those parts. In the chapters to follow we will go into 
much greater detail about the content of each part; by this we hope 
to provide a sufficient point of departure toward the development of 
a system that can be uniquely appropriate to each city. 
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CHAPTER 

4 
PRELIMINARY WORK 

THE NEED FOR A DRAFT RESOLUTION 

It may be argued that a d:.raft resolution is unnecessary, that a i 

city may proceed directly to an ordinance creating a data access con- i 
trol board and equipping it with the powers and responsibilities neededl 
to develop a functioning data access control system. We recommend : 
otherwise, however, because the typical city has had little experience! 
with data access control and the resolution stage provides an opportu-· 
nity to approach the subject from the beginning. It is important to 
collect convincing evidence that there really is a need for a formal 
data access control system and to publicize that need in the com
munity. Unless the need is fully appreciated in the political, ad
ministrative, and other sectors of the city, it is doubtful that further 
action will be taken. 

The need should not be assumed nor based entirely upon author
itative publications; it must be established and defined in terms of 
the federal, state, and local law having application in a particular 
city and by an assessment of the attitudes with respect to rights or 
privacy prevailing in a particular community. It is then necessary 
to evaluate the existing system of data access control for its adequacy 
in satisfying the requirements, which by then have been made explicit. 

All of this is best accomplished by a small group of citizens 
assisted by the city attorney and a professional public administrator, 
namely the committee created by the resolution. Some cities will 
prefer that this background work be performed more efficiently. 
However, containing the effort within the administration overlooks the 
need to include the community in understanding and solving the prob
lems of data access control. Furthermore, it is doubtful that the 
range ot' attitudes represented in diverse segments of the community 
can be anticipated adequately without private-citizen participation. 
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It should be kept in mind that the resolution stage is only a pre
liminary step; it makes no continuing commitment of any kind, but 
merely establishes a temporary committee to look into and become 
familiar with the subject and thereafter to advise whether or not a 
permanent data access control board should be formed, to establish 
and govern a data access control system. 

It should also be kept in mind that resources will be needed 
to develop and implement a data access control system; g~ven the 
competition for municipal resources, the system should not be developed 
unless the need is substantial and competes favorably with other needs 
in the city. The committee can do much in its investigations to estab
lish whether or not the system is needed and what priority should be 
attached to its development. Both questions, in our view, need to 
be answered with conviction before the ordinance stage of develop-
ment is reached. 

THE RESOLUTION 

There are many variations possible in framing an adequate 
resolution, but the one that is set forth here will serve as a point of 
departure in drafting one for your particular city. 

A Resolution 
Creating an Ad Hoc Data Access Control Committee 

WHEREAS, the City of respects the 
tradition of visibility of government; and, 

WHEREAS, this tradition is furthered by making 
public records available for inspection by citizens; and, .,. 

WHEREAS. this City respects the tradition of 
protecting the rights of citizens to privacy with respect 
to personal information which the city collects and files; 
and, 

WHEREAS, the increasing use of automated data 
processing the administration of municipal affairs has 
a potential for disturbing the continuation of the fore-
going traditions; . 

NOW, THERE FORE, BE IT RESOLVED BY THE 
CITY COUNCIL OF THE CITY OF , THAT: 

Section 1. The Mayor shall establish an Ad Hoc 
Data Access Contrel Committee to examine the require
ments for and status of Data Access Control in the City 
administration, to reach such conclusions as may be 
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warranted, and to recommend to the City Council such 
action as then seems appropriate. 

Section 2. The Committee shall be composed of 
the City Manager, as Chairman, together with the fol
lowing members: 

a. A professional public administrator from within 
the City Administration who shall serve as Data Access 
Control planner to provide non-voting staff support to 
the Committee on a full-time basis. 

b. The City Attorney (nonvoting staff support). 
c. Two senior members of the City Administration. 
d. Two private citizens, one of whom shall repre

sent that sector of the community interested in obtaining 
information, and the other representing that sector of the 
community interested in protecting the privacy of informa
tion. 

Section 3. The specific duties of the Committee 
shall be as follows: 

a. To research the federal, state, and local laws 
with respect to accessibility of information collected 
and filed by the city. 

b. To research the available literature with re
spect to data access control in an automated data pro
cessing environment. 

c. To assess the expectations of local citizens 
with respect to accessibility and privacy of informa
tion collected and filed by the municipa.lity. 

d. To examine the existing system of data access 
control in terms of all of the foregoing. 

e. To set forth such findings as the investigation 
may warrant. 

f. To make such recommenr~ations to the City 
Council as seem appropriate to the Committee, in par·· 
ticular with reference to the following questions: 

1) Is the existing system of data access control 
adequate '1 

2) Should the City develop and implement a formal 
system of data access control? 

3) Should the City establish a permanent Data 
Access Control Board to develop and supervise the im
plementation and operation of a formal system of data 
access control? 

g. To draft an ordinance appropriately reflective 
of the recommendations of the Committee for considera
tion by the City Council. 
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Section 4. The City Manager is directed to provide 
such clerical support as the Committee may require in 
the conduct of its work. 

Section 5. It is desired that the Committee complete 
its work and report its findings, conclUSions, and recom
mendations within a period of forty-five days from the 
date of this resolution. 

THE LEGAL STUDY 

The most natural division of the preliminary research effort 
is made by requiring a legal study by the city attorney, while the 
remainder of the preliminary research is dort;' by the data access 
control planner assigned to provide staff suppod to the committee. 

In view of the attention this subject has gained in the literature, 
in state legislatures, and in the Congress, the city attorney will be 
well advised to examine not only existing law but also bills that are 
currently under consideration. In April 1973 the Computer and Busi
ness Equipment Manufacturers Association tabulated and summarized 
all bills under consideration in state legislatures that affected privacy. 
As shown on Table 2, they were able to list some thirty bills, under 
consideration in 18 states. 

The National Bureau of Standards prepared a similar list with 
respect to federal legislation for its Conference on Privacy and 
Computer Security on November 19 and 20, 1973, Washinf;il:on, D.C. 
Tabie 3 shows that three bills have been enacted and nine are pre
sently under consideration in either the House or the Senate.1 

Not only is federal legislation often used as a model for state 
legislation, hence to be examined critically, but some of this legisla
tion directly affects the city. For example, H. R. 188, providing 
for the dissemination and use of criminal arrest records in a manner 
that insures their security and privacy, would affect all states and 
cities participating in the Computerized Criminal History network 
of the National Crime Information Center. This legislation would 
set forth stringent rules for the management and operation of local 
computer centers having access to the network. Compliance with 
those rules would be a condition of participation in the network. 

Finally, it is important not only to research and summarize 
existing law, but where possible to provide interpretation of that law 
to the committee. The research conducted by the Municipal Informa
tion Systems Department in Charlotte, North Carolina, as set forth 
in Table 4, provides a useful example of the variety of titles under 
which applicable state law may be found. , 

23 



..... ~ 

~----,---

TABLE 2 

state Legislation-Privacy and Security, April 27, 1973 

Alaska (HCR44)a Study Commission to recommend how the new State 
constitutional provision guaranteeing the people's right to 
privacy should be implemented. Recommended for passage. 
Adjournment 4/7. Bills carryover. 

Arizona (SB1248)a providing' that processing and keeping of public 
records may be contracted out and regulating the disclosure 
of tax information handled by a data processing organization. 
Reported from Fin./Rev. Comm. 3/12. In Rules. 

California (AB39)a Establishment of a criminal code. Chapter 3 of 
which is entitled "privacy," but relates primarily to communi
cations. Hearings: 4/25-5/2. 

California (AB800)b Regulation of Consumer Reporting Agencies. 
Finance and Insurance Committee. Hearing 5/2. 

California (SB334) Extends professional privilege to cover communi
cation for accounting purposes. Passed Senate 4/12. 

Colorado (Hl539)b regulation of consumer reporting agencies. 
Georgia (HB593) Allows communication of tax information for data 

processing purposes and subjects recipient to controls. 
Hawaii (HB1604) This is a strange bill addreSSing many facets of 

privacy protection in its purpose section, but reciting no means. 
In Committee on Human Rights and Judiciary. Legislature 
adjourned 4/26. Bills carryover. 

Hawaii (HB1936)b Temporary Legislative Commission on the Social 
Uses of Computer Technology. Judiciary and Finance Com
mittee. Legislature adjourned 4/26, Bills carryover. 

Illinois (HB468, HB4659) Establishes and funds Right of Privacy 
Commission. 

Illinois (H743 and S360)b Creates Dab Information Study Commission. 
S360 recommended for passage 4/24. H743 Hearing 4/27-
Executive Committee. 

Indiana (SB234) Use of electronic data processing systems in the 
keeping of hospital medical records. 

Iowa (S115)b regulating Disclosure of Criminal History and Intelligence 
Data. Passed Senate 3/9; Passed House 4/13. Bill much 
amended. 

Maryland (HB 150) Amend Declaration of Rights to state that the right 
of privacy shall not be abridged without due process. Adjourned 
4/9. 

Massachusetts (H141'l) Establishes the Massachusetts Privacy Board 
and guarantees the privacy of certain records. 

Massachusetts (H2937) Establishing a special commission relative to 
invasions of privacy. 
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Minnesota (S1045) Regulates the collection, security and dissemina
tion of state records. 

Minnesota (H450) Requiring Credit Bureaus to disclose records on 
demand of their subject. 

Minnesota (H569) Allows one who prepares tax returns for others to 
further disclose that information to obtain computer services. 

Minnesota (H1316)b Control of collection, security and dissemination 
of records and information by the State. 

Montana (H616)b Regulation of Consumer Reporting Agencies, 
New York (A622, A6072, S2642) Provides access to credit bureau 

reports. 
New York (A1510, S3102) Same as Congressman Koch's Government 

Records Control bill (HR854). 
New Yorll (A6668) (Copy not yet received) Requiring consumer re

port ing agencies to meet confidentiality, accuracy and relevancy 
standards. 

New York (S4581)b regulate those who collect credit data. 
New York (S4804)b Permit individuals access to information relating 

to them held by the division of criminal justice services. 
New York (A6929)b To regulate computer controlled billing procedures. 
New Jersey (SCR12) Creating a commission to study the matter of 

invasion of personal privacy. 
New Jersey (A2154) Fair Credit Billing Act, very similar to Senator 

Proxmire's bill. 
Oregon (S516) Creating a Data Processing A'dvisory Commission, 

one of the duties being to advise regarding security factors. 
Vermont (JRS 17) Establishing a Commission on Information to study 

all aspects of information gathering and utilization. Referred 
to Go .. ·ernment Operations 2/23. 

Washington (H720, S2595)a Establishing state data processing au thority 
including the duty to maintain the confidentiality of data. Legis
lature adjourned 4/16. Bills carryover to special session 
scheduled for September 8. 

aindicates changes in status 
bindicates new bill 

Source: Computer and Business Equipment Manufacturers 
Association, 1973. 
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TABLE 3 

Federal Legislation on Privacy and Security 

Freedom of Information Act (5 U.S.C. 552) provides for malting information 
held by ferle>:al agencies !lvailable to the public unless it comes within 
one of the specific categories of matters exempt from public d:'sclosure . 
Enacted. 

Federal Reports Act (44 U .S.C. 3501) establishes procedures for the collection 
of information by federal agencies and the transfer of confidential h
formation from one agency to another. Enacted. 

Fair Cl'edit Reporting Act (15 U.S.C. 1681) requires consumer reporting agen
cies to adopt procedures which are fair and equitable to the consumer 
with regard to the confidentiality, accuracy, relevancy and proper use 
of such information. Enacted. 

(S.B. 2200) govern the disclosure of certain financi;] information by financial 
institutions to governmental agencies to protect the constitutional rights 
of citizens of the U.s. and to 'prevent unwarranted invasions of privacy 
by prescribing procedUres and standards governlng disclosure of such 
information. Banking, HOUSing and Urban Affairs. 

(S.J. Res. 124) to establish a Joint Committee on Individual Rights. Judiciary 
Committee referraL 

(H.R. 188) to amend Title 28 of the U.S. Code to provide for the dissemination 
and use of criminal arrest records in a manner that insures their secu
rity and privacy. Judiciary Committee referraL 

(If.R. 665) to protect the constitutional rights of U.S. citizens and to prevent 
unwarranted invasions of privacy by prescribing procedures and stan
da rds governtng the disclosure of information tQ government agencies. 
Banking, Currency Committee referrals. 

(H.R. 667) to amend Title 5 of the U.S. Code to provide that persons be ap
prised of records concerning them that are maintained by government 
agencies. Government Operations referraL 

(H.R. 4960) to amend section 552 of Title 5 of the U.S. Code (Freedom of In
formation Act) to limit exemptions to disclosures of information, to 
establish a Freedom of Information Commission, and to further amend 
the Act. Government Operations referraL 

(H.R. 10042) to provide standards of fail' personal information practices. 
Judiciary Committee referraL 

(H.R. 9786) to assure the constitutional right of privacy by regulating auto
matically processed files identifiable to individuals by the creation of 
a Federal Privacy Board. to establish limitations on data which can be 
stored, and provIde for criminal sanctions and civil liability. Judiciary 
Committee referraL 

(H. Res. 606) to create a Select Committee on Privacy to conduct investigations 
of all aspects of privacy invasion, including data banks and related ac
tivities. Rules Committee referral. 

Note: This listing is intended to be an indication of Congressional con
cerns:-rtls not a comprehensive list of all legislation enacted or introduced 
on this subject. 
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TABLE 4 

North Carolina Statutes on Privacv and SAcuritv 

~ecords, Chapter 132 

132.1 

132.2 

132.6 

132.7 

132.9 

Public records defined - Public records comprise all written or printed books, papers, 
letters, documents and maps made and received in pursuance of law by the public offices 
of the State and its counties, municipalities and other subdivisions of government in the 
transaction of public business. 

custodian designated - The public official in charge of an office having public records 
shall be the custodian thereof. . 

Destruction of records regulated - No public official may destroy, sell, loan, or other
wise dispose of any public record, except in accordance with 121.5, without the consent 
of the State Department of Archives and History. 

Inspection and examination of records - Every person having custody of public records 
shall permit them to be inspected and examined at reasonable times and under his su
pervision by any person, and he shall furnish certified copies thereof on payment of 
fees as prescribed by law. 

Keeping records in safe places; copying or repairing; certified copies - Insofar as 
possible, custodians of public records shall keep them in fireproof safes, vaults, o~ 
rooms fitted with non-combustible materials and in such arrangement as to be easlly 
accessible for convenient use. All public records should be kept in the buildings in 
which they are ordinarily used ... Any public official who causes a record bool: to 
be copied shall attest it and shall certify on oat, that it is an accurate copy of the 
original book. The copy shall then have the force of the original. 

Violation of chapter a misdemeanor - Any public official who refuses or neglects to 
perform any duty required of him by this chapter shall be guilty of a misdemeanor. 

Adopti~, Chapter 48 

48.25 (a) Neither the original file of the proceeding in the office of the clerk nor the re
cording of the proceeding by the State Board of Public WeUare shall be open for gen-
et'al public inspection. ' 
(b) With the exceptioll of the information contained in the final order, it shall be a mis
demeanor for any person. having charge of the file or the record to disclose, except as 
provided in G.S. 48.26, and as may be required under the provisiOli1"'of G.S. 48.27, any 
information concerning the contents of any papers in the proceeding. 
(c) No director of public weUare or any employee of a public weUare department nor a 
duly licensed child placing agenc y or any of its employees shall be required to disclose 
any information, written or verbal, relating to any child or to its natural, legal or 
adoptive parent!) ... except by order of the clerk of the superior court. ... 

Employment Security Commission, Chaptclr 96 

96.4 (g) RecQl'ds and Reports- -
(1) Each employing unit shall keep true and accurate employment records containing 
such information as the Commission may prescribe. Such records shall13e open to 
inspection and be subject to being copied by the Commission ... ~he Commission may 
require from any employing unit any sworn or unsworn reports, wlth respect to per
sons employed by it .•. Information thus obtained shall not be published or be open to 
public inspection (other than to public employees in the performance 01 their public 
duties) in any manner revealing the employing unit's identity ... Any employee or . 
member of the Commission who violates any prOvision of this section shall be fined 
not less than twenty dollars ($20.00) nor more than two hundred dollars ($2(iO.00), or 
imprisoned for not longer than ninety days or both .... 

(Continued) 
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__________________________ TABLE4(Con_t_in_U_ed~) ________________________ __ 

floard of Public Welfare, Chapter lOa 

108.14.2 Til'" said lists showing the names, addresses and amounts of public assistance paid 
to ",.ch individual ... are hereby declared to be public records and shall be open to 
public inspection at all times during the regular office hours of said au dUoI'. . . 
The names of and the salaries paid to all employees of the county board of public 
welfare are hereby declared to be public records .... 

108.14.4 Except as provided in this article, it I'nall be unlawful for any person, firm, or cor
poration, board, body, associ"tion or uther agency of any kind whatsoever to solicit 
disclose, receive, make use of, any list or lists of names or any list of names de- ' 
rived from Ole reports provided for by this article for commercial or political pur-
poses of any nature. . . . . 

Department of Social Service, Chapter 108 

108.45 (~) Except as provided in (b) below, it shall be unlawful for any person to obtain, 
dIsclose or use, or to authorize, permit, or acquiesce in the use, of any list of 
names or other information concerning persons applying for or receiving public 
assistance. . . . . 
(b) The Department of Social Services shall furnish a complete list of names, ad
dresses, and amounts of monthly grants of all persons receivin'" payments under all 
programs ... to the auditor of each county at least semiannually. This list shall 
be a public .ecord open to inspection. . . . The list, or any part of it, may not be 
published in any newspaper or periodical nor used for any commercial or political 
purpose .... 

~~ourts, Chapter 110 

110.24 ... The court shall maintain a full and complete record of all cases brought before 
it. . . . All records may be withheld from indiscriminate public inspection in the 
discretion of the judge of the court, but such record shall be open to inspecti.on bv 
the parents, guardianq, or other authorized represent!!.tives oHhe child concerned. 

The Blind, Chapter 111 

111.28 It shall be unlawful, except for purposes directly connected with the administration 
of aid to the needy blind and in accordance with the rules and regulations of the State 
Commission for the Blind, for any person or persons to solicit disclose receive 
make use of, or authorize, knowingly permit, participate in, or' acquiesc~ in the u~e 
of, any list of or name of, or any informati.~n concerning, persons listed in the reg
ister of the I ;ind. 

Real Estate Assessment Books, Chapter 160 

160.100 The city clerk or person designated shall prepare ... a well bound book .•. to 
show: (1) Name of owner of such property 

(2) The number or lot ... 
(3) The frontage of said lot 

Such book shall ... be open to the inspection of any citizen of the municipality. 

Municipal MeetingE' Chapter 160 

160.269 The city governing body shall from time to time establish rules for its proceedings. 
• . . All legislative sessions shall be open to the public, and every matter shall be 
put to a vote, the result of which shall be duly recorded .... A full and accurate 
journal of the proceedings shall be kept, and shall be open to the inspection of any 
qualified registered voter of the city. 

Source: City of Charlotte, Municipal Information Systems Department, Charlotte, N.C. 
1972.--
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FURTHER RESEARCH 

Tha weight elf the remaining preliminary research should fall 
upon the data acces":l control planner. This will consist primarily of 
three tasks: (1) a dose review of the selected material contained 
in the annotated bibliLg-raphy in this book and whatever other useful 
materials he may find; (2) a survey of community eJl.-pectations with 
respect to privacy; and (3) a review and assessment of th'} existing 
system of data access control in the city. 

With respect to the first task, it should be noted that even though 
we have been highly selective of the material placed in the bibli
ography it nonetheless is more than can reasonably be expected to 

- be read by each member of the committee. On the other hand, it 
would be helpful if the planner could brief the committee on materials 

:c! he finds to be significant, perhaps supplementing the briefing with 
"; written summaries, and providing such additional details or answers 

as the committee may require. 

.~ 
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For the second task, community expectations with respect to 
privacy are most easily gleaned from a review of newspaper items 
published 'in the past few years. Have there been complaints? Court 
cases? EditoriaLs? This effort can be supplemented by interviews 
with leaders of the media and business and with a few prominent 
citizens, all of whom can be presumed to contribute to the formula
tion of public opinion. 

The leaders of civic groups and research institutes, such as 
may be found on college campuses, should alsl) be interviewed .. Are 
their requests to the city for data being satisfied? Finally, officers 
within the city administration should be interviewed in order to dis
cover the types of information typically requested by others and to 
learn whether or not such requests are granted. 

This kind of research yields no firm quantitative measure
ment, but it does result in a feel for the situation. It enables the 
researcher to decide whether, in general, community expectations 
for information are being met and to ascertaIn tlJ.e level of confidence 
in the city's efforts to protect the confidentiality of personal informa
tion. These evaluations should enable the committee to assess the 
risk of maintaining the status qu(' as opposed to taking remedial 
measures . 

The data access control planner has by now obtained the results 
of the legal study, completEd his assessment of community eA-pectations, 
and become familia.r· with the remaining material in this book, par-· 
ticularly the next three chapters. The planner is now ready for the 
third preliminary task, to evaluate the existing data access control 
system in terms of these requirements. Checkoff lists are provided 
in some of the material referenced at the end of the next three chapters; 
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these should be helpful in evaluating the existing system. However, 
an evaluation in those tarms alone would, for obvious reasons, be 
incomplete. 

The evaluation will not be easy, primarily because of the in
formality with which the systems of most cities function. It will be 
difficult, if possible at all, to find written regulations on the subject. 
The usual convention observed is that the office that originates the 
data controls its release. On the other hand, the planner may find 
that some departments, for selected categorjes of data, allow the 
discretion of the data processing chief to be controlling. Since these 
procedures result from oral arrangements that are rarely put down 
on paper, the research will necessarily proceed by personal inter
view with the city manager, each department head, and the data pro
cessing chief. 

The evaluation should also entail a physical inspection of the 
data processing facilities. It is here that the checkoff lists can be 
most helpful, but even so, judgment must be exercised in evaluating 
the significance of unsatisfactory marks on the checkoff list. The 
literature research should equip the planner to make such jUdgments. 

THE WORK OF THE COMMITTEE 

The committee should meet frequently, that is, weekly, during 
the resolution phase in the development of a data access control 
system. This is to enable the committee members to be familiar 
with the results of the research while it is in progress. By the 
fourth of these sessions the committee should be able to hear the 
results of the evaluation of the existing systePl. It is following that 
sessioll that the real wo~k of the committee will begin, namely, 
arriving at a consensus regarding the facts, conclusions, and recom
mendations it must report. 

The deck of reading material is loaded: if the city is average 
in most respects a sense of alarm will begin to be felt. The potential 
liability of the city and the dimensions of the risk that is currently 
being run become abundantly clear, and the committee will in all 
probability opt for the creation of a data access control board and 
the development and implementation of a formal system of data access 
control. The committee will then begin to draft the ordinance to be 
recommended for consideration by the city council. 

Before discussing the contents of the draft ordinance, however, 
we should pause to consider the material contained in the next three 
chapters, since the committee will need to make decisions with re
spect to this material before drafting the ordin..'l.nce. The primary 
decision is how much of the material, if any, should be frozen into 
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an ordinance, on the one hand, and how much should be reserved for 
cleci3ion by the data access control board. and subse~~~~tly.promu.l
gated in administrative regulations. ObvlOusly, fleXlblhty 1S maxl
mized by the latter course of action, which leaves the board free to 
cope with changing circumstances. We will return to the task of 
drafting the ordinance in Chapter 8. 

NOTE 

1. For a listing and summary of other bills and resolutions 
which are relevant see Linda Flato, "Behind the Privacy Bill," Com-=.. 
~ter Decisions, septemter 1974, p. 26. 
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CHAPTER 

5 
SPECIAL PROBLEM AREAS 

The purpose of this chapter is to identify a range of problem 
areas and some considerations that are relevant to these problems 
rather than to suggest substantive solutions, which seem warranted' 
for several reasons. First, there are no simple solutions, other than 
procedural, to the problems that may arise when a city converts its 
manu~ .records to an automated system. It simply is not possible 
t? antlc1pate all of the tensions that will arise between the public's 
r1ght to know and the individual's right to privacy. Furthermore 
the powers, structures, and attitudes of local governments vary from 
stat.e to state Glnd within the same state, and hence the ability and 
des1re of the ~OCal government to deal with problems Df :privacy will 
vary substanhally. . 
. On t?e other hand, while no state has a comprehensive informa-

tlon-handhng statute at this time, there is a growing body of useful 
precedents: The~e precedents take the form of numerous bills now 
under cons1derahon by various legislatures 1 and also of the studies 
re~orted resolutions, ordinances, and regulations having to do with' 
pr1v~c'y that have been published by the cities developing Integrated 
Mun1C1pal In~ormation Systems (!MIS) wlder contracts with USAC.2 
, Th~re 1S by now sufficient experience with various types of 
mformahon systems, in government at all'levels and in the private 
sect?r, to. enable us to identify Some common problems and some 
~ons1derahons that are relevant to those problems. This in itself 
1S useful because the antiCipation of these problems will help shape 
a system of procedures that can in turn be responsive to them. . 

COLLECTION OF DATA 

It should come as no surprise that most city governments do 
not know the full range of the data they collect and therefore cannot 
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know the extent of the personal or otherwise sensitive data that they 
collect about their citizens. The first step for a city in discovering 
the extent of this problem is to conduct a study throughout the munici
pal administration that answers these questions: What data are being 
collected by the city? What offices are collecting them? By what 
authority are they being collected? Are the data collected essential 
to the performance of authorized municipal functions? . 

This study is usually approached by conducting an inventory of 
all forms in use and by examining each form to discover its originating 
office, content, purpose, authority, and level of sensitivity. This in
formation is then studied in aggregate in order to learn the amount 
of duplication in data collection that exists and to get some sense of 
the levels of data sensitivity and associated safeguards that ought to 
be established. 

The question of who puts what data into the system, and under 
what circumstances, is as important as that of who is authorized to 
have access to or receive information from the system. After a 
thorough analysis of existing data-gathering procedures, regulations 
must be·devised to establish who is authorized to collect, add to, 
delete from, or make other changes in the data. They must also 
specify the conditions under or intervals at which such changes may 
be made. Controlling data acquisition is the first step toward insuring 
data base integrity. 

PUBLIC AND RESTRICTED RECORDS 

Some data are legally defined as "public records," which must 
be made available to any person who wishe's to see them. The assessed 
Valuation of real property and the ci ty' s official budgets are usually 
so defined by state law. Other data may not be defined by law as pub
lic records, but in the absence of any demonstration that the data 
are sensitive, they should be made available to anyone who wishes 
to see them, subject only to questions of cost and convenience. 

On the other hand, by state law the release of certain data may 
be restricted to specified individuals. In some states, for example, 
copies of a birth certificate may be issued only to the person to whom 
the record of birth relates, if of age, or to a parent or other lawful 
representative. Similarly, access to adoption records ana juvenile 
court records is usually severely restricted by state statute. 

However, much of the data that a municipaJ.ity may have in its 
information system will not be specifically defined by statute as either 
public records or of limited access, and judgments have to be made 
about who may receive them. Hence the analysis of the data should 
be geared toward determining whether or not particular items should 
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be restricted to a particular level of access, as a condition of integrat
ing them with other data in the data base. 

Some data, such as police intelligence information, may need 
to be restricted to a few individuals in a single city agency and kept 
entirely from all others, including the public. Indeed, it may be de
cided that it would be best if such data were not put into the integrated 
data base at all. 

CLASSES OF SENSITIVITY 

Items of data are always ava~lable to someone, but not necessarily 
to everyone. In simplistic terms, either an item is available to all 
persons, public and governmental, or access to it is restricted to 
specifically authorized recipients only. However, these two classifica
tions, "open" and "restricted," are overly broad. In order to protect 
both the public's right to know and the individual's right to privacy, 
the restricted category should be broken down jnto as many different 
types as the sensitivity of data contained in the system may warrant. 

As has been discussed earlier, an inventory and analysis of all 
the data to be maintained in the municipal information system is a 
key step in determining who shall be authorized to have access to 
.particular data. This analysis should include a determination of the 
level of sensitivity of each type of data. 

Since thE development of an integrated municipal information 
system requires that all data elements be identified and described, 
both by their source and by the uses to which they are put, the determi
nation of the le,vel of sensitivity of the data elements can be made at 
the same time. Indeed, the source of the data and the uses to which 
they are put are important factors in determining who shall have 
access to them. 

SENSITIVITY TRANSIENCE 

Some data may be sensitive at a particular time but lose the 
need for confidentiality at a later date; for example, an analysis of 
alternatives for purchases of real property or of bid limits for city 
purchases needs to be kept confidential before the announcement of 
the specific purchases or opening bidS, but once the purchase has 
been made the need for confidentiality no longer exists. 
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DATA ENVIRONMENT AND SENSITIVITY 

The environment in which the data are stored or maintained 
can have an effect on the sensitivity of the data. A small, uncoordinated 
manual file may have little sensitivity; yet when it is placed into the 
environment of an integrated information system these data, in com
bination with other, equally accessible data, may acquire a sensitivity 
and need for confidentiality that is not intrinsic to the inaividual items. 

Hence, data must be evaluated and classified not only by their 
inherent sensitivity but also conSidering those data in combination 
with the other data residing in the data base. While some of these 
decisLons can be made beforehand and reflected in regulations, it will 
often not be possible to do so until such time as a request is made 
for combinations of data; in such a case the wisdom of releasing them 
must be decided when the request is made. 

DEDICATED SYSTEMS 

One of the major debates in American government today deals 
with the way police data of various sorts should be controlled. One 
school of thought insists that all police data Should be maintained in 
"dedicated" computer systems, which are systems for the exclusive 
use of, and under the con.trol of, law enforcement agencies. It is 
argued that this is justified by their extraordinary requirements for 
security of the data base. 

Opponents of dedicated systems reject this argument, pointing 
out that there are enough hardware and software techniques available 
to assure the protection of police data. Furthermore, they argue, 
(1) most cities cannot afford to maintain two separate computer facili
ties; (2) maintenance of a separate information system by the police 
reduces management control by elected officials over a vital area of 
municipal government; (3) since much of the data in a police informa
tion system is not sensitive, the benefits of the data sharing possible 
in an integrated system would be lost to both the police and all others; 
and (4) the maintenance of a dedicated police information system 
responsible to no one represents a very real threat to civil liberties . 

ACCURACY OF DATA 

Concern for both privacy and the effectiveness of the system 
requires that the data maintained in an information system be accurate 
and complete; yet it must be recognized that any system involving 
tho us ands of records cannot be totally free from error. Therefore, 
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reasonable efforts to identify and correct the inaccuracies that are 
bound to occur must be made on a continuing and systematic basis. 
This is particularly true when the data may be of a sensitive nature. 

Each agency that generates data that enters the system must 
be required to conduct periodic audits to ensure that the operating 
files are regularly and accurately updated. Incomplete or stale in
formation can be as damaging as erroneous information. When errors 
or incompleteness are detected, there is of course an obligation to 
repair the record immediately. 

One technique that increases confidence in a data base is that 
of including the citizen in the auditing process. For some categories 
of records, for example those that include personal information, it is 
wise to send a copy to the person to whom the record relates for pur
poses of verification. Where there is no return, the record can be 
assumed to be correct. Where the respondent does challenge the 
accuracy or completeness of the record, routine procedures should 
be devised for responding to the challenge and for making the cor
rections that may result. This is done to a considerable extent even 
now, as in the case of municipal utility bills and tax bills. 

There is a less widely recognized, but equally important, obliga
tion to inform everyone who has recieved a copy of a faulty record, 
file, or listing that the previous information was in error and should 
be disregarded and the correct information substituted. This requires 
that a log or register be maintained of all :!.'e~inients of data from 
the system, so that follow-ups can be made if ~ecessary. Regulations 
should be devised that explicitly reflect these requirements. 

ELIMINATION OF DATA 

Closely allied to the problem of verification of the accuracy of 
data maintained in the system is the question of elimination of data. 
Procedures must be established for determining when, and Wlder what 
circumstances, data is to be purged from the system. 

Each data element and file should be examined to determine 
whether it has a finite life span. Provision should be made for ex
pWlging certain data or files whenever any of the following conditions 
exist: 

It They are no longer useful because the purpose for which 
they were collected has been satisfied. 

• They are obsolete because their age makes them unreliable 
for present purposes. 

• There is no longer a legitimate need for maintaining the 
information in active files. 
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It may be that some data or files may no longer be useful for 
current purposes but may have historical or analytical value. In such 

, cases, provision should be made for removing them from active files 
and retiring them to storage. 

ACCESS TO DATA 

The policies, regulations, and operating procedures governing 
access to data are at the heart of any information system concerned 
with the protection of individual privacy and data confidentiality. 
While there are threats to the system from outsiders-people not 
authorized to have access to the system-it is in some respects easier 
to insure the security of an automated information system than it is 
to secure manual files. 

The greater threat comes from people who are authorized to 
have access to the system's data and who may deliberately or inadver
tently abuse their right to access. It is essential that regulations be 
created that make explicit who the authorized users of the system 
are, what data may be released to each user, when and how often the 
data may be released to each user, and at what level of detail or ag
gregation they should be released in each case. The regulations 
should also place restrictions on the disclosure of the data by authorized 
users to Wlauthorized persons and provide penalties for infractions 
of the regulations. 

Maintaining a record of who has had access, or attempted to 
have access, to particular data, and for what purpose, is essential 
to an effective audit of the users of the system. In most instances 
the keeping of this audit trail can be automated. 

It is also a common practice, as when users are operating from 
a remote terminal, to automate the system's refusal to yield data to 
an authorized user who makes an unauthorized inquiry. In such in
stances a "flag is raised" in data proceSSing, so that the data access 
control supervisor may be notified. 

The "Need to Know" Test 

One guideline frequently used by governments in determining 
whether or not a user should have access to particular info'rmation 
is the "need to know" the information. This guideline may be useful 
in the administration of a municipal information system, since ex
perience has demonstrated that there are criteria for determining 
when someone needs to know something. Routinely applied, this guide
line c:m stop inquiries about sensitive data based on mere curiosity. 

37 



• 

-----------------.... --.~============~~ 
! i 
i t 
I \ 
tj'\ 

I ' 

Useful though the "need to know" guideline is, however, it can- I 
not automaticaUy establish the legitimacy of "need to know" claims, ~\ 
although it can, in the light of existing policies, regulations, and operat- i 1 
ing procedures, provide a common-sense guideline for administrators I 
of the system to use." I 

It should be emphasized that this test is only useful in the case I 
of requests for information generated within the administration and I 
h~~ no applica~ion to req~est~ for information that are generated by I 
cItIzens or prIvate organlzahons. In the interest of keeping the opera- I 
tions of government visible to the public, no request for information I 
from the private sector should be denied on the basis of the "need 't" 

to know" rule. 

"" Simple Aggregation r 
f 

Operators, managers, and planners in the city administration r 
and researchers, market analyzers, realtors, and others from the pri- I 
ya te sector are more often interested in aggregations of data, or statisti'l 
cal summaries, than in listings of individual records. In this instance I 
the users are more interested in the activitie§. of groupings of indi
viduals than in the activities of single individuals. 

Aggregated data of this type pose no threat of compromise to I 
individual privacy whe ... ·e the number of records aggregated is suf- I 
ficiently large, even though the particular data elements on the ag- I 
gregated records may be sensitive. The Census Bureau and the Social I, 

Security Administration have successfully protected the confidentiality 'j 

of individual records flJr many years, while making much data avail- "11 

able to the public and to other governmental agencies in the form of 
statistical summaries. ", 1 

Discretion will be necessary, however, in determining whether! 
or not the number of records aggregated is large enough to protect , j 
the anonymity of those to whom the individual records relate. To take 1 
an extreme example, it should be obvious that aggregating the data i 
on only two records and reporting a statistical summary of averages ( 
of the personal incomes of dwellers in a particular sector of the city,l 
say a r,~ock face, permits more than a guess as to who makes what. I 
Again, the application of common sense should be sufficient in arriving I 1 
at a good decision about any request for aggregated data. j 

j 

Complex Aggregations 

Requests for aggregated data will often come with the require
ment that the user be able to perform correlations between the data 
elements. For example, if I desired to know how many persons 
owning real property in the city do not live in the city, I woul.d have 
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to examine parcel data in order to establish the names of owners and 
municipal census data in order to establish the names of city residents. 
A correlation of the t.wo listings would then reveal the desired in
formation. This meal\l.8 that I would have to be able to look at individual 
nonaggregated records in order to get the final tally I desire. ' 

Nevertheless, requests for this type of data need not be refused 
as a threat to individual privaey if certain precautions are taken. 
'rhe records can be supplied with all identifying informa~ion, such as 
name, address, social seeurity number, driver's license number and 
employee number, stripped away and an arbitrarily assigned serial 
number affixed to record8 relating to the same individual in each file. 
The user may be supplied the two listings of records, but may cor
relate them by reference to the serial numbers on each list. 

A word of caution, however: Where the number of data elements 
is very large and the number of records is very small the anonymity 
of each record in the file becomes threatened. In such cases the 
request for data should be refused. To illustrate, we have all had 
the exper~.ence of trying to identify an individual whose name we can't 
recall, to .someone else. The process goes like this: (1) his nickname 
~s Doc; (2) he lives on Elm Street; (3) he drives a Chevy; (4) he works 
m a grocery store; (5) he is about 40 years old; and So on. At some 
point t~e pe,~son .we are talking to will ha.ve I'JUificient identifying in
formatlOn, :If he ill fact knows the person, to single out the individual 
from a fairlly large number of acquaintances. The chances of recogni
tion are increased with each variable for which data is supplied, as 
~ ~1). through (5) above. The same technique applies in identifying 
mdIvIduals from correlatable data; thoughtful judgment will be required 
in deciding whether requests for this kind of data can be satisfied. 

SALE OF DATA 

In many instances governmental agencies have sold data per
taining to individuals to private commercial interests. It is a common 
practice of state motor vehicle departments to sell auto registration 
and driver's license information. As cities automate their informa
tion systems and data is more readily and economically accessible, 
there may well be pressure experienced by them to sell public record 
data. 

The question of prohibiting the bulk sales of identifiable per
sonal data will have to be decided. Needless to say, this can become 
a stormy issue, since many people obj ect to becoming targets of sales 
personnel because of the fact that information that they have been 
required to give to government agencies has been used for purposes 
other than that for which it was collected. It should be determined 

39 

, . 



what data, if any, should be sold for commercial purposes. If per
sonal data is to be sold, it may be that citizens should be given an 
opportunity to have their names deleted from the list that is made 
available for commercial purposes. This process can be automated. 

SYSTEM FLEXIBILITY 

Although it must be clearly understood who may have access to 
what data, the regulations should be so restrictive as to preclude 
legitimate but unanticipated uses of data. Since all contingencies 
cannot be anticipated before the system becomes operational, it is 
essential that procedures be devisea. by which data can be released 
for new routine applications or for granting ad hoc requests for datu. 

It should be kept in mind that the creation of an integrated data 
base opens up the possibility of many new uses of data, both within 
the city administration and by private citizens or groups of citizens. 
It should be anticipated that the growth curve of data requests will 
probably climb steeply as the capabilities of the system become 
known. 

The reasons for this anticipated growth are three: (1) data is 
accessible in a much shorter time and with greater economy than 
before; (2) the user is not restricted to a single record but may draw 
data from a variety of records that are otherwise unrelated and 
may have originated in more than one department, since the data are 
sharable between all departments of the city administration; and (3) 
there now exists an explicit listing, or inventory, of all of the data 
collected by the city, making it possible, for ~ll.mple, for a depart
ment head to scan the list of available data for addii:ional data that will 
improve the performance of his department. 

This new availability of data will also generate substantial 
numbers of requests for data from other sectors, such as from real
tors and colleges, for research in a variety of fields. There will be 
requests for selective mailing lists, such as lists of real property 
owners, payers of city income taxes, renters, and many others. 

Each of these requests generates questions about propriety 
and costs, questions that are not easily resolved, although a system 
of procedures has been instituted for dealing with them. Even with 
procedures, the dividing point between the competing principles of 
right to know and right to privacy is not easily estaulished by a general 
rule, but must be resolved on an individual basis. In any event, the 
system must be flexible enough to respond to all of these situations 
in a manner that is economically feasible. 

You will note that the solution we have offered in the discussion 
of each problem area has been the same, namely the institution of a 
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system of routine procedures. These procedures will be discussed 
in Chapters 8 and 9, and mCidels provided. Before we reach that point 
there are two problem areas yet to be discussed: auditing and physi
cal security. 

FURTHER REFERENCES 

For additional information with respect to special problem areas 
of data access control, we particularly recommend Privacy and 
Computers (ottawa: Information Canada, 1972), a report prepared 
by a Canadian Task Force established jointly by the Departments of 
Communications and Justice, and Records, Computers and the Rights 
of Citizens (Washington: U.S. Government Printing Office, 1973), a 
report prepared by the Advisory Committee on Automated Personal 
Data Systems, for the Secretary of the U.S. Department of Health, 
Education and Welfare. 

NOTES 

1. See Tables 2, 3, and 4 in Chapter 4. 
2. See Note 6 in Chapter 1. 
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CHAPTER 

,,&: 
U 
AUDITING DATA 

PROCESSING OPERATIONS 

Many cities have obtained computers to replace the calculating 
equipment" used by finance department bookkeepers. However, this 
change of equipment has introduced a profound difference in the way 
finance departments have operated from that time forward. Instead 
of dealing only with bookkeepers and internal auditing controls, the 
finance departments had now also to deal with data processing per
sonnel and the mysteries of what they were doing. 

The internal auditing controls that had existed before continued 
to exist; hut now with a large gap produced between the input to data 
processing and the output received from it. rfhis data processing 
gap in auditing controls is critical in view of the potential for either 
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; mischief or undetected error. i 
The purpose of this chapter is to examine the varieties of error !'. :1; 

and mischief and to suggest some methods of control by which they 
may be reduced and perhaps avoided altogether; but first it is neces- rl. 
sary that the reader have at least a minimal understanding of how t I 
software is generated. U 

i 
1 THE DEVELOPMENT OF SOFTWARE 
i. 

One of the largest single investments a city makes to a data 1 
processing capability is in the initial generation of software and '·1 
thereafter in its maintenance and augmentation. We are able to ~ 
communicate with a computer only by the use of a few very limited, ~,! 
stylized languages such as FORTRAN, COBOL, and PL/I. Once one ! J 
language is learned, the others are learned quickly. The vocabularies ! i 
of these languages are very limited, but the variations in the use ;J 
of the vocabularies are numerous, thus giving considerable flexibility 
in the kinds of instructions we give to the computer. 
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Much as we employ interpreters when communicating with 
people who speak another la...'1guage, we employ programmers to com
municate our instructions to the computer. A finance director, for 
example, will supply a narrative of what he desires, and the pro
grammer will translate the narrative into a computer language. In 
finance, COBOL is probably the language most often used, even though 
an assembly language may be m.ore efficient. 

An intermediate person is needed to complete the linkage between 
the finance director and the computer. A programmer very ol .. en 
has only the skill to interpret program specifications into the codes 
required for the computer; that is to say, he must be provided with 
a listing of the input dat:;. elements, a flow chart of how they are to 
be processed, and a for. matted listing of the data elements thai are 
the output of that processing. By "format," we mean the sequence 
in which the output fields are to be printed and the definition of those 
fields, that is, their length. TW.s may entail either the design of a 
new form or accommodation to an existing old one. Examples'would 
include the format of a check, of a statement, or of various listings 
of data. 

The person who completes the link between the finance direc
tor and the programmer is an analyst; programmers who have both 
analytic and programming skills are called programmer-analysts. 
The analyst guides the interview with the finance director and with 
others he may have to consult and rearranges the narrative thus 
produced to define a system, still in narrative form. He then sup-. 
plements the narrative with a flow chart, which indica~es t~e d~s~rlp
tive names of the input data, its sources, the manner ill whIch It IS 
to be processed, the output that is desired, and the arrange~ent of 
that output. He also provides special instructions in narratIve form 
about frequency of processing, storage and retirement of both input 
and output files, data access control restrictions, and delivery of 
output documents. 

The interview usually proceeds from a careful definition of 
what is desired as an output document. A study is then made of the 
inpu.t data that will be necessary to produce the output document and 
of the sources of that input data. Where all of the kinds of data re
quired are not at that time routinely produced in the system, the 
analyst Il,lust make provisions for its production. In some instances 
this may prove impractical, in which cases the interview resumes 
in an effort to assess the effect on the desired output document of 
the cOlnpromises that this makes necessary. 

The process is iterative, in the sense that the analyst may . 
have to retrace his interviewing steps many times, per:haps enlargmg 
the circle of persons and offices consulted in the process. The process 
is also ittH'ative over a longer time. Circumstances may chaIlge, 
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making changes in the output document desirable. The analyst is 
therefore concerned not only with the original design of an application, 
but also with its review over a period of years to ensure its continuing 
usefulness. 

These procedures ultimately result in a program design or 
specification of the application that is desired, for example an accounts 
payable application. The programmer codes from this specification 
in the programming language and produces a source program. The 
source program is run on the computer through a manufacturer
supplied program called a compiler. This translates the source 
program into what is known as machine language, the language a 
computer recognizes. In addition, the compiler verifies the correct
ness of the use of the programming language itself; that is to say, 
it examines the program for syntactical errors. If there is a fault 
in the source program, the computer will refuse to compile the pro
gram but will instead generate what are known as the diagnostics, 
a listing of the errors the compiler has found. 

When these errors are corrected and the source program is 
successfully compiled, there still remains another kind of test, which 
relates to the ability of the program to produce a correct output from 
a given input. A test deck of input data is prepared in which the 
correct output has been independently computed; this test deck shoUld 
be designed to exercise each of the contingencies the program is 
designed to meet. This in itself can be a difficult and lengthy task. 
When the test has been met and the machine operator supplied with 
operating instructions, then presumably the application is ready to 
become operational, at least within the data processing center. 

The program and processes, however detailed, preCise, and 
systematic theil' development to this point may have been, are still 
almost assured of error, unint~lntional or deliberate. In the sections 
to follow we will consider some of the errors and what can be done 
to reduce them. 

TARGETS OF CONTROL 

Error, whether deliberate or unintentional, may result from 
two sources: (1) changes in the input data itself, such as from care
less conversion of hard copy data into machine-readable media, for 
example in keypunching an input document, and (2) unauthorized 
changes in the software, that is, in the programs that tell the com
puter how to process the data it receives. 
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Keypunching 

The first and most obvious source of error is keypunching or 
whatever other method translates the hard copy source document into 
machine-readable media. The opportunities for keypunching error 
are at least as great as those in using an ordinary typewriter. Since 
figures that ultimately will be assessed in dollars predominate, the 
impact of errors can be substantial. For this reason a verifying 
m~chine must always be used as a companion to the keypuncher. 
Furthermore, the same operator should not be employed to verify 
data that he himself has keypunched. When errors are discovered, 
the hal'd copy input document should be reintroduced at Lle beginning 
of the keypunch-v€1'ify cycle. When it has been keypunched correctly 
it should be reinserted in its position in the machine-readable file. 

The effect of this procedure is to minimize the opportunity not 
only for casual error but also for deliberate error, since deliberate 
error can only result from the collusion of the keypuncher and the 
verifier. If the shop is large enough to employ more than one key
puncher and.verifier they should not be used as teams, but rather 
associated on a random basis as directed by the supervisor, thus 
reducing the possibility of collusion. 

A further check of the correctness of the data can be built into 
the programs that will process the data; these' are known as reason
ableness checks, about which more will be said below. 

We spoke of collusion~collusion about what? The possibilities 
are as varied as imagination permits. The most obvious relate to 
the keypunching of payroll and accounts payable information. In
creases in hours worked, in r.ates of pay, in amounts of supplies 
ordered and hence amounts to be paid to a supplier-all of these 
merely scratch the surface. It will be immediately argued that these 
would be caught in a manual audit; but how often are audiits conducted, 
given the lengths of the listings? What periods of time are covered 
in the audits? How large a sample is obtained? And finally, is the 
computer itself employed in the conduct of the audits? 

Programs 

The second sourca of error, whether deliberate or unintentional, 
is the program that processes a particular set of data. '1'0 under
stand how a program can be used as a source both of daia correction 
and of data error, it is necessary to understand something of the 
nature of programming. 

A program is a listing of sequentially numbered statements. 
Each statement represents an instruction to the computer that is 
roughly equivalent to the following segment of a program (in which 
liberties have been taken for purposes of simplification): 
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Statement 
Number 

10 

20 

30 

Instruction 

Read the input data, employee number, 
name, hours worked, rate per hour 
For each, multiply hours worked by 
rate, equals pay 
For each, print the input data together 
with pay 

. One of the kinds of statements typically used at various points 
m the program is an "if, then" statement. This statement enables 
a programmer.to direct that "if" a certain circumstance exists ~I 
"then, go to" a particular numbered statement for the next ins~uction ! 
This pa~ticular numbered statement typically will be out of the regul~ i 
proceSSIng sequence, representing a special circumstance. Th!~ { 
device is useful in many ways, but here we are concerned with its 
use both as a means of testing the correctness of input data and as 
~ means of ~troducing error into input data. An example is provided 
m the followmg section. 

Tests of Reasonableness and of Logic 

. By testing the reasonableness of input data, we compare the 
mp:rt data with its logic~ limits. For example, if we prepare a listing i 
of Job codes, together WIth the lowest and highest hourly wages possi- 1 
b~e for each job code, and if we also input the job code of each em- . ! 
ployee when the application program is run, we can instruct the com
puter to alert us if the hourly wage of a particular employee does 
n~t i~llwithin the range specified for his job code. The following 
WIll Illustrate (again taking liberties with the syntax of computer 
programs' for purposes of simplification): 

statement 
Number 

100 

110 

• 
• 
Ii 

200 

210 

Instruction 

Read the input data, job code, hourly 
wage 
If hourly wage is less than or more 
than that specified in look-up table 
then go to 200 

[other statements] 

Print operator message: error in in
put data, employee number, hourly 
wage, job code 
Go to 100 
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In the above example we chose to have a message printed to 
the machine operator each time an error was discovered and then to 
return to the processing of the remaining input data. This would 
result in a listing of lerrors that would accompany the output of the 
program when it was delivered to the finance department. Corrective 
action could then be taken. Note that we could have instructed the 
computer to print the error message and then to interrupt processing 
until such time as the input error was corrected. Circum~tances 
will dictate which method is to be preferred; that is to say, whether 
or not processing is to be interrupted. 

It will not always be possible to specify a look-up table with 
reference to existing ranges of data, as in the foregoing example. 
However, such tables can be created by simple exercises in logic. 
Hours worked, for example, cannot eXCeed 168 per week, assuming 
the employee is on the job 24 hours per day for seven days; but this 
is a poor assumption. We would like to test hours worked per week 
with reference to the usual pattern and to be informed by an "error 
listing" or "exception listing" about any employee not falling within 
that pattern .. We may arbitrarily decide that we want a separate 
listing of all employees who were inputted as having worked any 
overtime at all and, additionally, an asterisk for any employee credited 
with more than, say, eigi~t hours overtime per week. 

It is through this kind of flexibility in computer-tested input 
data that we are able to reduce error. Reasonableness, or logical 
tests, can be built into applications programs to test virtually every 
inputted data element. In the aggregate these tests cause the operating 
time, and hence the expense, of data processing to increase; but the 
alternative is to accept the risk of a higher incidence of error, which 
can be much more expensive. 

The creation of these tests call for close study, imagination, 
and at times innovation. It is a time-consuming process that represents 
considerable additional effort for analysts and programmers. For 
this reason it is unlikely that the programs will contain reasonable
ness tests unless the analysts and programmers are instructed to 
incorporate them on a routine basis in the designs of their programs. 

Deliberate Program Errors 

By deliberate program errors, we mean the insertion of un
authorized statements into a program for the purpose of creating 
error in the output. The risk of discovery of unauthorized statements 
in a program is slight in the typical data processing center of a 
typical city, for three reasons. 

First, the average program contains hundreds of lines of state
ments and comments, and the unauthorized stat€lments may be ''buried'' 
in their midst. 
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Second, since the statements are in an esoteric language they 
would not be recognized by laymen, such as auditors trained in finance 
but not in EDP. 

Third, while the source deck listing, and sometimes the source 
deck itself, sets forth statements in a form that approaches plain 
language, the compiled derk does not, and it is the compiled deck 
that a machine operator uses after the first run. * This means that 
the machine operator does not see a readable program listing even 
if he knows how to program. In small shops the source deck is usually 
returned to the programmer-analyst after the first run. The pro
grammer-analyst retains custody of it for such purposes as program 
maintenance from that time forwarq. 

All of this means that unless there is a periodic audit of its 
software by someone who is knowledgeable in programming and data 
processing, the average city is vulnerable to fraud and embezzlement 
originating in the data processing department. 

To provide one example, assume that I, as a programmer, am 
in collusion with John Doe. Assume further that in the portion of 
the payroll application program having to deal with reading the input 
(machine-readable) file, specifically employee number and rate of 
pay, I insert a statement that instructs that "if" John Doe's employee 
number is read, "then" increase his indicated hourly wage by, say, 
25 percent. 

In a similar manner the quantity or cost of merchandise can 
be altered during an accounts payable application by a data processing 
employee in collusion with a firm with which the city does business. 

A somewhat different Idnd of deliberate error that is accom
plished with unauthorized program statements involves an instruction 
to produce a check to a specified, but fictitious, employee or vendor 
each time the program is run. The chances are that none of these 
crimes would be discovered except by an audit of the software. 

But it should be remembered that an audit of the software in
volves more than reading the program listings. This alone would 
not be sufficient because unauthorized statements can be suppressed 
on a listing of the program. It involves, more importantly, a run 
with actual data for a prior period, and the results compared with 
the results of independent processing of the same data. Even this 
precaution could be de feated where the offender has had access to 
the compiled program and has been able to substitute a "clean" pro
gram, as in instances where notice of the pending audit is given. 

*Note that, increasingly, object programs are stored directly 
on peripherals, for example disks, from the compilation and are 
called upon when needed. Thus the operator may never see the 
pr ogram listing. 
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The range of conventional internal and external post-audit 
techniques, as for a manual operation, continue to apply, but with 
the addition of electronic data processing they simply dn not go far 
enough. The foregoing examples merely scratch the surface of the 
potential for this kind of mischief. The possibilities are limited only 
by the imagination and criminality of the offender, together with laxity, 
or even absence of controls, in the department in which the offender 
is employed. 

FURTHER REFERENCES 

For additional information with respect to software security 
we particularly recommend two books, Jancura's Computers: Audit
ing and Control (Philadelphia: Auerbach, 1973) and Van Tassel's 
Computer Security Management (Englewood Cliffs, N.J.: Prentice
Hall, 1972). Jancura ensures a diversity of viewpoinbo with respect, 
for example, to "The Accountant's Role in the Computer Revolution," 
by a wide selection of authors for the many articles the book contains. 
Van Tassel is particularly valuable for his discussions of fraud and 
data processing insurance and for the check-off lists he provides for 
significant areas of vulnerability. 
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CHAPTER 

7 
PHYSICAL 

SECURITY OF THE DATA 

PROCESSING SYSTEM 

Questions of confidentiality and privacy are resolved i.n a legal, 
political, and social context. Questions of security, on the other hand, 
are resolved in an economic context: security costs money. There
fore, important determinations to be made are: (1) the value of the 
thing to be protected; (2) the risk we are willing to assume; and 
(3) how much we are willing to invest in the cost of protection. 

The value of the data processing center and peripheral equip
ment is really composed of two quite different parts. The obvious 
part is physical equipment; the not so obvious part is the cost of 
restoring files. In. many instances, particularly in the case of his
torical records, the importance of the data can be greater than the 
value of the physical plant. 

PROTECTION OF FILES 

The cost of restoring data will vary according to procedures 
followed by the data processing center: Three examples follow: 
(1) A well organized system will retire successive generations of 
data in either punch card or magnetic tape reels to a completely 
separate, well protected location. (2) For added protection, successive 

.:; generations of manual files from which the data was gathered will be 
returned to an entirely different, well protected location. (3) A poorly 
organized center may merely retire manual records and the latest 
machine-readable update to a storage room within the center. 

The result in the first two in..stances is that only current files, 
the files presently being processed, will be present in the computer 
center at any time. Should the files at the center be destroyed, it 
would merely be necessary to update the last generation of the files 
stored in a remote location. Should these, too, be destroyed it would 
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be necessary to restore the machine-readable files from the manual 
files (hard copy records), also remotely stored. 

It should be obviOUS that the cost of restoring files in the first 
instance would be relatively litth:; in the second instance it would be 
relatively r , ; but in the third instance, wherein local storage 
procedureb ~0r all files were employed, it would not be to restore 
the files. 

It is useful to think of successive generations of files in terms 
of "son," "father," "grandfather," "great-grandfather," and so on. 
These constitute historical records, whether in manual file storage 
or in machine-readable storage. Since these files rapidly accumulate 
in most installations, it will be necessary to address questions of 
file retirement. In formulating policies of file retirement it will be 
necessary to set policies governing the retirement of manual files 
as distinguished from those that are machine-readable. Policies 
may be expressed in terms of time, for example, "retain for one 
year," but in many instances it will be more convenient to express 
such policies in terms of the number of generations. As a "son" is 
added, in this parlance, a "great-grandfather" is retired. The policy 
may require the retirement of a particular generation of a manual 
fiJ;~ ll!to the medium of microfilm and, follOwing this, the destruction 
of th.'; manual file. 

Estimates of the cost of restoring files in the first two examples 
are not difficult to calculate. The first instance involves the cost of 
conversion of the manual records for transactions in the last period 
and of processing the most recently retired historical file through 
an update procedure. This same calculation must be made for each 
file requiring an update. The sum of all of this, together with operating 
time, constitutes the estimate. This estimate should be compared 
with the cost of restoration in the second instance; this comparison 
should be considered in determining the method to be used. 

Estimates of the cost of restoring files in the second example 
will be based upon the conversion of not only the current data, but 
also the conversion of the last generation of historical manual files 
into machine-readable form. Keep in mind that conversion cost, for 
example k~ypunching, can be the greatest single expense of data 
processing, expressed in dollars, time, and the results of errors. 

The difference in estimates, then, represents the base against 
which the added cost of separate storage facilities and procedures 
will be compared. An assumption will also have to be made about 
the frequency at which file restoration will be required. This will 
be a function, to some extent, of the measure of protection afforded 
the data processing installations. 

The custodian of retired files, whether manual or machine
readable, should not be the data processing chief or any of his 
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employees. This is true for the same reason that good accounting 
procedures advise against the consolidation of accounts payable and 
accounts receivable. The opportunities for abuse are too obvious to 
require additional elaboration. 

Historical files should be placed in a fireproof, secure lC'~ati.on. 
As the oldest generation of manual files are converted to micrOlilm, I 
these should be placed in yet another secure location: ideally, a fire
proof safe. 

Historical machine-readable files should be identified by adequate I 
documentation. If catalogue or file numbers are used, the document.1.
tion explaining the identification of the file by number should also be I 
stored, but in still a different location, to ensure that the custodian 
of historical files will not be able to describe the contents of any . 
particular file. The file can only be issued by reference to its file l 
number. 

While these procedures would seem to involve the assignment 
of too many persons to the various duties, it should be kept in mind 
that for the most part we are speaking of file custodians. This can
not be thought of as a full-time job in most cities, but rather as a 
collateral duty of persons presently employed in some other primary 
role, such as in the city clerk's office or the finance department. 

PROTECTION OF SOFTWARE 

So far we have spoken about the protection of data files. There 
is yet another, equally important category of "data" that requires 
similar protection in the interest of establishing audit trails and 
restoration capability, and that is the software, the programs that 
tell the computer how to process the data. 

An average city employing data processing is probably investing 
a Significant portion of its data processing personnel cost in program 
development and maintenance. By program development, we mean 
the design, the development of program specifications, the flow
charting, and the coding (that is, programming). By maintenance 
we mean progressive improvement in the program by revisions 
resulting in greater efficiencies, correction of mistakes, or changes 
in response to changes in the system. 

Software, that is to say the machine-readable instructions, is 
accompanied by documentation in hard copy files, including a listing 
of the statements in the program, explanatory comments where 
deSirable, flow charts, program speCifications, documents relating 
it to other programs, a listing of the data files required and the 
sources of those files, provisions for data access control require
ments, and any other information that may contribute to a full unde~
standing of the program. 
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Software and software documentation require the same measures 
of protection that are accorded the data files of which we have been 
speaking. Furthermore, Since programs may go through a number 
of reVisiOns, we again have generatiOns of programs. In program 
documentation it is essential that changes in the program be dated. 
Again, this is to assure an auditable trail of the historical use of 
those programs. 

The destruction, accidentally or deliberately, of software files 
and software documentation inevitably results in a great restoration 
expens e. It is therefore important that a duplicate of the machine
readable programs be stored in a separate secure location, since 
the duplication of programs is fast and relatively inexpensive. It is 
equally important that successive editions of the same programs be 
similarly stored. All of these might, for example, be stored in the 
machine-readable data files location. 

Paralleling the storage of software, copies of software docu
mentation and changes in software documentation should be stored 
in a different secure location. Again,. the storage facility used for 
hard copy files should do. 

What has been described up to this point are methods that ensure 
the ability to restore r=~es of data and software while at the same 
time retaining a historical record that is sufficient to permit all 
transactions during the period to be audited. You will recall that 
data processing abuses can be perpetrated as much by unauthorized 
changes in programs as by alteration of data files. 

PROTECTION OF EQUIPMENT: INSURANCE 

At the start of this chapter we spoke of the value of the things 
to be protected. So far we have discussed only the data and program 
files, and we have found the costs to be primarily those of file dupli
cation and the maintenance of two fireproof, s ecu.re storage facilities. 
These are tangible costs and may be estimated. 

As for the hardware and peripherals-such as the computer 
or central processing unit, the lister or printer" the various direct 
access memory units, the tape drives, the card readers; the com
munications equipment; and the terminals, such as CRT (cathode 
ray tube) or teletype-the more conventional means of protection, 
at least in an economic sense, are by insurance. 

DeciSions with respect to insurance will depend upon whether 
the city owns, leases, or rents the equipment. The city should not 
assume that rented equipment is adequately insured by the owner. 
The rental contract should be studied and a decision made about 
whether or not there is sufficient protection against liability. 
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Furthermore, the inventory of data storage media such as tapes 
and punch cards should be considered as a candidate for insurance 
if the value is very great. To this should be added an estimate of 
restoration cost, which is also insurable. Finally, to this total should 
be added an estimate of the cost of interim equipment rentals, so as 
to ensure continuation of data processing activities without unaccept
able interruption. 

Premiums on insurance will vary substantially according to 
the vulnerability of the installation to fire, theft, or other hazards. 
In this sense an insurance examination or inspection is useful for 
the indices of security in the checkoff list it provides and for the 
expert evaluation of risks. 

PHYSICAL HAZARDS 

Physical hazards to the data processing cel\ter are created by 
the thr.eats of fire, water, air-conditioning failure, power failure, 
disaster, penetration by unauthorized persons, and sabotage from 
within. 

The fire protection considera.tions of a data processing center 
are not greatly different from those of other offices or installations 
except in two respects: (1) the mass of electric power cables and 
electronic machinery poses particular problems when water is used 
to put out a blaze and (2) the high density capital investment of the 
center itself makes a higher level of protection desirable. 

Insurance inspectors, fire department personnel, and fire 
prevention equipment vendors are excellent sources of advice about 
the needed level of protection and, equally important, all provide 
periodic follow-up inspection services. However, there certain 
obvious and important considerations can be stated at this point. 
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The data processing center should be located in a fireproof 
building, or failing that should be. located in an area of the building I 
constructed of fireproof materials, in which heat and smoke sensors .. 
and alarms have been located on each wall, the ceiling, and the floor. 
The center should be partitioned with fireproof materials into work 
spaces, so that if a fire occurs in one space it can be contained before 
reaching another. The tons of paper rolling through the line printers, 
and overflowing waste baskets, constitute distinct fire hazards. Each 
space should utilize only fireproofed furniture. 

Each room should be equipped with fire extinguishers, pre(erably 
of the nonwater type, and with automatic sprinkler systems in the 
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ceilings. The hand extinguishers should be thought of as the first line 
of defense against a fire, Since damage to electronic equipment and 
the danger of shorting the electric power cables will be minimized. 
The master electrical switch should then be pulled in anticipation of 
the second line of defense, the overhead automatic sprinkler systems 
which use water to extinguish the fire. Since it cannot be assured ' 
that personnel will always be on hand when the blaze occurs it is 
desirable that the sprinkler system be of a type that autf)matlcally 
disengages the power source before activation of the sprinkler. The 
bibliography should be consulted for Sources of additional information 
about fire threat'S and protection. 

The threat of water has to some extent been discussed with 
fire protection. However, a greater threat of water damage is from 
flOOding. This may occur from natural causes, and hence the threat 
must be assessed in terms of the geographic location of the center. 
If the threat of a flood does exist in the area in which the center is 
located, it becomes very important to locate the center on a floor 
of a building that is high enough to minimize the risk-don't select 
the basement as the location. Further because of the wind rain , , , 
and flying debris that accompany hurricanes, should the center be 
located in a region in which hurricanes occur, it becomes particularly 
important to locate the center in a windowless room. The remaining 
source of flOOding is from the air conditiOning unit, in which air is 
blown over pipes that are cooled by water flOwing inside them. The 
best protection here is to be sure the employees know the location 
of the cut-off valve for air conditiOning each unit. 

Air Conditioning Fa~i1ur~ 

Electronic data processing equipment generates considerable 
heat. Where this heat is not sufficiently dissipated machine oper
ating temperatures will exceed design limits, and f~ilure and some
times permanent damage will occur. Furthermore, malfunction 
may result from dust and other debris in the air, material that is 
normally filtered by air conditioning. In some climates humidity 
will also be a damaging factor, shortening the life of the equipment. 
For these reasons, data processing centers have received the highest 
priority in the installation of air conditioning. 

While all of these threats are met by satisfactory air condition
ing, there are several factors to be considered in deciding upon the 
kind of air conditioning system to be installed in a data processing 
center. Reliability will be enhanced if several smaller units are 
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selected over one large one. Where possible, one unit in excess of 
need should be installed on the assumption that one or more units will 
be inoperative and under repair from time to time. A second factor 
is to ensure that air intake for the units is located away from the 
usual sources of dust, sand, or steam. Finally, the wall cavities in 
which the units are placed should be protected, to prevent their be
coming an avenue of penetration by unauthorized persons. 

Power Failure 

Computers require a constant voltage at a specified level in 
order to function correctly. A power failure may result not only in 
a loss of operating capability, but also in a memory purge in the 
central processing unit. BrownQuts, 01' voltage reductions, can cause 
not only memory purges but also errors in logic. 

Unfortunately, the solutions to these contingencies are not 
economically justified for most cities; these solutions include in
dependent power sources in the utility network or the installation of 
an emergency power supply such as a diesel generator. 

However, the city can obtain some measure of protection against 
brownout in the data processing shop by installing voltage regulator 
transformers. Such transformers maintain the output voltage constant 
in spite of va.riations in the input voltage or may compensate for an 
input voltage that is constant but at a level below that specified for 
computer operations. 

Contingency plans should anticipate an emergency in which 
power failure will continue over an extended period. Alternate facili.· 
ties should be identified in the same city and in nearby cities. The 
alternate facilities that are selected should be compatible in terms 
of computer language, compiler, and hardware, as far as possible. 

Disaster 

Cities are vulnerable to a variety of disasters, and they do 
occur; witness the number of declared disaster areas per year in 
the paet. With respect to data processing, it should be assumed that 
a disaster will occur, and planning should be directed toward that 
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contingency. \ 
Planning should include, at the minimum, two primary precautions: 1 

(1) remote storage of machine-readable historical files and software! 
and of software documentation and (2) prior arrangement for back-up 
computer facilities that are also remote from the existing data pro
cessing center. This arrangement might take the form of memoranda 
of agreement with other cities or with a private bUSiness. 
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Unauthorized Penetration 

The data processing facilities of the average city are particularly 
vulnerable to unauthorized penetration. This is because most cities 
employ a one or two shift operation, and their centers are rarely in 
operation on weekends. This leaves many hours per week in which 
the facility is unguarded, unless other protective steps are taken. 

While security technology is a field in which much expertise 
has been developed, there are a few considerations in matters of 
security that should be apparent to nonexperts. 

Routes of access to the computer center should be limited, 
hopefully to a single entrance. Doors should be of metal and equipped 
with a good lock. A method of key discipline should be observed. 
Interior doors should be utilized to isolate visitor and administrative 
areas from operations areas. An observing room for visitors if . , 
used at all, should be completely segregated from the rest of the 
facility while permitting the machine room to be viewed through a 
Lexon panel. Lexon is a transparent material that can resist the 
impact of such forces as hammers and even bullets. 

Administrative offices, particularly those to which visitors 
might necessarily be admitted in the ordinary course of business, 
should be Similarly segregated. Visitor logs should be maintained. 
Visitors to any of the operating units of the facility should be escorted 
from the visiting room by the person they desire to see, and this 
escort should be continuous until the visitor has left the premises. 

Any of a variety of burglar alarms should be installed and 
activated for after-hour periods. Hopefully the facility will be window
less, but if it is not, an alarm should be installed for each Wllldow 
and of course each door. Vents should be examined; if they are 
large enough to admit a person, alarms should be installed for each. 
Additionally, vents should be screened with a heavy gauge mesh to 
aSSure that objects cannot be thrown into the facility. 

If the facility is very large, an identification card should be 
provided for each employee or other person regularly having busi
ness in the facility, and these cards should be worn conspicuously. 
Signs should be posted indicating the areas of limited access and 
those authorized to unescorted visitors. Also, the employment of 
closed-circuit televiSion cameras is appropriate in large installations. 
These can be trained on key areas, such as the entrance and the 
visitors' room, and monitored at the receptionist's or the security 
desk. 

Hard copy printouts from computer printers and terminals 
should be locked up in fireproof file cabinets or safes when not in 
use. A paper shredder shou.ld be used for the destruction of hard' 
copy that is no longer needed. 
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Sabotage f:r.om Within 

The best guards against sabotage from within are adequate 
initial screening of employees and periodic screening thereafter. 
Employees who are disgruntled should be monitored constantly.by 
their supervisor and relieved of duties if their disgruntlement IS 

excessive. An alert superviSc-r should be sufficiently familiar with 
hiS employees and their affairs to recognize .disgruntlement or be 
aware of sabotage motives. Employees should not be permitted to 
enter the premises after hours except for supervised work. Furth~r, 
as in large facilities, employees should be limited to access to thelr 
own working spaces only. That is to say, programmer-analysts are 
not permitted in the machine room, and machine room personnel 
are not permitted in the programming room. Neither should be per
mitted in the file storage room. 

Finally, a comprehensive plan embracing many of the ideas 
contained in the foregoing material should be prepared and followed. 
It should provide for periodic and random inSpections of the facility 
to ensure that the plan is being faithfully implemented. In the absence 
of such inspections physical securIty will become lax; there will be 
the illusion of security while in fact the facility will be quite vulnerable. 

FURTHER REFERENCE 

For additional information with r(, .pect to physical security, 
we particularly recommend the Advanced Management Research 
Guide to Computer and Software Security (William F. Brown, ed. 
New York: AMR International, Inc., 1971). This book is of especially 
great value for the extensive chec!{-off lists it contains and the chapter 
on contingency planning. 
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CHAPTER 

8 
THE ORDINANCE 

At this point the committee members will have reviewed the 
studies prepared for them, read selected material listed ill the 
bibliography, consulted among themselves, and in general have 
prepared themselves for making the decisions that together will 
constitute the draft ordinance on data access control. In this chapter 
we will provide a discussion of the key features of the ordinance and 
a model. 

The inclusion of all this material would appear to make the task 
of the committee easy, but this is not so. The committee will probably 
experience considerable time-consuming disagreement among its 
members as each decision point is reached. This should not be 
discouraged, within limits, because it is through this very process 
that the wider dimensions of the subject will be discovered and the 
impact of alternatives evaluated m a local context. 

Generally, the ordinance should contain the following: (1) general 
and specific standards of data access, privacy, and security; (2) the 

. stipulation of penaltIes for violation of the ordinance and/or such 
regulations as are subsequently drawn withm its authority; (3) the 
creation of an organizational framework consisting, essentially, of 
a data access control board and a data access control supervisor, 
charging both with appropriate responsibilities and equipping both 
with needed resources; and (4) the mmimum essentiar'procedural 
provisions, such as ad hoc requests for data, appeals of administrative 
deCiSions, and maintenance of appropriate records. 

The remainder of this chapter will· deal with each of these 
provisions by presenting the model ordinance as a sequence of sections, 
each in turn interrupted by discussion of that particular section before 
moving to the next. 
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GENERAL STANDARDS 

1. Purpose 
The purpose of this ordinance is to create the means by which the 
following principles may be protected in this jurisdiction: 

A. The right of members of the public to obtain public data 
and the obligation of the municipal administration to 
make such data available are affirmed, subject to such 
exceptions as may be found in law. 

B. The right of individuals to privacy with respect to personal 
data that is collected by the municipal administration and the 
obligation of the city to provide reasonable safeguards for 
the protection of that data against unauthorized divulgence 
are affirmed, sub}ect to such exceptions as may be found in 
law. 

II. Definitions: 
A. "Public Data" is data relating to the operations, management, 

and planning of municipal affairs and does not include personal 
data. 

B. "Personal Data" is data about an individual who may be 
identified by reference to the data. . 

It will be noticed that no reference to a computer-based enVIron-
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ment has been made in the basic aim of the ordinance. This is because 
the principles to be protected relate to both the manual and the I 
computer-based modes of the data access control system. The means t 

for providing the required levels of protection w~ll ?iffer in sO.me It l 
cases in the two modes in the system, but the prmciples remam the I 

"(oJ, 

'1 same. 
.~urthermore, most cities that use computers will be found to 

----be in a ,'ontinuing state of conversion from manual to computer-based I 
applications. This conversion process provides an opportunity fo: . j 
rationalizatton of a city's data-gathering, access, and release polIcleS'l 
New applications normally impinge upon old ones, as when groupings ' 
of applications are integrated together, providing an opportunity for Ii 
the rationaliz::.:ion of the old applications as well as the new. .. i 

There will be a temptation to extend the list of definitions to .. j 
include at the minimum the levels of restricted data. To do so would i 
requir; the committee t~ arrive prematurely at its decision about. . . Ii 
how many levels there should be, since the life of the committee.wlll! 
be only about 45 days at this point. There will be t~me later, wh:l..le t 
preparing the administrative regulations, to deal with such questIons! 
as these. ! 

Finally both principles refer to "exceptions as may be found ~ 
in law." We feel that the desire to list those exceptions in each case ;'l 
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should be resisted here, unless the exceptions are sufficiently general 
in nature. 

One typical illustration is a state statute requiring that juvenile 
records be kept restricted, or limited to the view of specified users 
in the criminal justice system. We feel that this is best dealt with 
and referenced in an applicable provision of the administrative 
regulations. The legal study should disclose a number of statutory 
requirements of this nature. 

SPECIFIC STANDARDS 

m. Standards of Data Access Control 

A. Data b!:all not be collected by the city unless it contributes 
directly to the operations, management, or planning activities 
of the City in the discharge of the functions for which it is 
legally re sponsibie. 

B. Data that is collected by the City shall be shared across 
organizational boundaries, to the extent that there is a manifest 
need for such sharing. 

C. Personal data shall be protected by such safeguards as may 
be nece~sary to ensure that such data is used only for lawful 
purposes within the City AdL:~inistration and that it is not 
made available for any purpose to individuals or groups out
side the City Administration, except as provided by law and/or 
by Section D, below. 

D. Personal data may be made available to individuals or gr.oups 
outside the City Administration where the data is in an aggre
gate form and where the'number of records in the aggregate 
is sufficient to protect the anonymity of the individuals to 
whom the records relate; or where personal identifiers are 
removed from the listed data. 

E. Data shall be audited periodicaUy to ensure its continued 
need, correctness and completeness. 

F. The environments in which data a,re stored or processed 
shall be inspected periodically to ensure the maintenance of 

. adequate protection against fire and penetration by unauthorized 
persons. 

There will be a temptation to continue the listing of 'standards 
beyond those indicated here. We think this temptation should be 
resisted. To the extent possible, rule making should be left to the 
realm of the specialized body created to operate the system, the 
data access control board. There is a natural division, a hierarchical 
relationship, among principles, standards, and rules. 
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The existing convention in informal data access control systems 
is to require a department hea.d to be responsible for the control of 
the data that department collects. Thh; hqs resulted in a kind of data 
provincialism in which one department knows very little about the 
useful data that can be made available by another department. 

In an integrated system, however, control of the data base is 
centralized, and a department head can no longer exercise direct 
control over access to his data. This is because he no longer has 
custody of data other than those that are in the manual files of his 
department. The data are mainly in the custody of the data processing 
unit. 

The department head may exercise indirect control, however. 
To accomplish this the convention is adopted that data processing 
may release no data whatsoever unless it receives an authorization 
from the department from which the data has originated. 

We recommend, however, that this control be assumed by the 
data access control supervisor, an officer to be discussed at a later 
point in this chapter. This will in fact promote the explication of the 
data base, that is, the publishing of a data dictionary to all depart
ments, and this will promote a demand for greater interdepartmental 
data sharing. ThUS, centralized control of data access will be required. ,! 
Even so, a data access control supervisor must consult with the t 
department heads involved in a data sharing transaction in order to I 
be advised of all of the implications of the transaction before making I 
a decision with respect to it. 1 

I The provision with respect to the release of personal data is 
highly controversial. As written, the city would not be allowed to 
release selected mailing lists, advise insurance companies of individ
ual moving-traffic violations, or release other personal data for which 
there is demand. Yet this is not an uncommon practice among states 
as well as cities. The decision to include this provision or to qualify 
it by inserting "except with the appl'(wal of the data access control 
board," can only be made in local context. 

The provision with respect to the release of data in aggregate 
form will of course require the judgment of the data access control 
board abou~ whether the anonymity of individuals is sufficiently 
protected in the aggregate. 

The next two provisions, relating to tue conduct of periodic 
audits of data and periodic inspections of storage and processing 
points in the system, may be omitted, since both are identified as 
tasks of the data access control board and supervisor. We have 
included them only for purpo:3es of reinforcement of their importance. 
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PENALTIES 

IV. Penalties for Noncompliance 

A. Employe~s of the City Administration who willfully or through 
neglect vlOlate any of the proviSions of Section ill, standards 
of Data Access Control, of this ordinance, shall be subject 
to .one or both of the following penalties, as may be apDro-
~~: ~ 

1. Personnel action resulting in suspension or dismissal 
2. Upon conviction, being deem0d guilty of a misdemeanor' and 
~ubje.ct to a fine of not more than dollars, months 
lll1pnsonment, or both. 

B. Each instance of unauthorized collection, use, or disclosure 
of personal data shall const:itute a separate offense. 

. Th.e forego~ model assumes that cities are adequately equipped 
with ordmances W1th respect to crimes such as trespass, burglary, 
theft! ~d embez.zlement and that all that is additionally required are 
pr?VlS10nS relatmg to misconduct in office by municipal employees. 
W!th respect, to these latter, this provision of the model ordinance 
will take a different form according to whether or not there is a 
~uni~ipal civil service system. If there is, penalties for misconduct 
m ~fflce may already be speCified, at least to .the extent of personnel 
actIons. 

1t is significant that only one of the example cities Dayton 
Ohio, has an ordinance providing criminal penalties for ~nautho;ized 
disclosure of in~ormation. This ord:inallce is a part of the Dayton 
Income Tax Ordmance, and stipulates that all information received 
b~ the Division of Taxation is confidential; thus the ''unauthorized 
dlSclosure" relates only to income tax information. A useful example 
of the means by which the superintendent of the Division of Taxation 
communicates these provisions to each employee of the division is 
set forth in Appendix C. 

In contrast, neither the Wichita Falls nor the Charlotte ordi
nance.s provide criminal penalties for unauthorized disclosure. It 1S 
our.v1ew that both personnel.action and criminal penalties should be 
a~~ilable for enforcement of the ordinance. This ensures the availa
bilIty of ~ wider number of options to the city, and hence the selection 
of penalhes most appropriate for each violation. 
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THE DATA ACCESS CONTROL BOARD 

V. Creation of a Data Access Control Board 

A. There is hereby created a Data Access Control Board to be 
composed of the following members: 

Ex Officio Members: City Manager, as Board Chairman; three 
department heads of the City Administ'ration, to be appointed 
by the City Manager; Data Access Control Supervisor, as non
voting Board Secretary; City Attorney, as nonvoting advisor 

Members: three private citizens of th is city, by appointment 
by the Mayor, confirmed bY the city council. 

B. The term of appointment is for two years, and private citi
zens appointed to the Board shall serve without pay. 
Vacancies shall be filled by the appointing authority. 
The Board shall meet at such regular intervals as are 
determined by the Board and at other times at the call of 
the Chairman. 

VI. staff support for the board 

A. Technical and clerical support shall be provided to the Board 
by the Office of the Data Access Control Supervisor. (See 
Section vm, below.) 

Experience with three particular cities that have formed data 
access control boards indicates that wide choices are possible with 
respect to the composition of the board. Long Beach, California, for 
example chose to contain the responsibilities for data access control 
fully within the administration, that is, in the city manager's office. 
In Wichita Falls, Texas, all members were private citizens. In 
Charlotte, North Carolina, most of the members were private citizens, 
in contrast to the composition we have recommended. Unfortunately, 
the boards in the example cities have not functioned for enough time 
to permit comparative evaluation and the determination of the best 
composition. 

We justify our recommendation in part on the merit of diversity 
in membership and in part on "executive edge." Diversity in member-' 
ship makes it more probable that the administration will be well 
informed and advised with respect to the comparative benefits and 
costs of the alternative solutions under consideration. Executive 
edge, which means the loading of the board with an imbalance between 
public officers and private citizens and the assigning of the city 
manager to the chairmanship of the committee, is in si:i.lple recognition 
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of the fact that the administration will be responsible for carrying out 
the mandates of the board; it therefore seems important that the 
mandates be digestible to the city manager. As chairman he will 
be in a position to exert greater influence on the outcome ~f the board's 
decisions. 

The example cities vary also in the number of membal's assigned 
to the board: Charlotte appointed seven; Wichita Falls, five. While 
diversity o.f viewpoints is best assured by a large membership, larger 
membershIps also make it more difficult to get business done to . . , 
reach decIsIons. Thus there is a tradeoff to be recognized. 

Charlotte opted for three-year terms, with a two consecutive 
t?r~ limit; Wichita Falls opted for two-year terms, while placing no 
hmIt on the number of consecutive terms. We view both choices as 
completely satisfactm-J. The comparative benefits of one over the 
other seem marglnal. 

Provisions fo1' staff support for the board seem of critical 
importance. Too often this is neglected, and a board is dependtent 
upon the handouts of the administration. As will be discussed further 
below, the board will rt~ceive techill.cal and system-manager support 
from the data access control supervisor. However, the importance 
of competent clerical assistance can also be critical; this is best 
assured by requiring the office of the data access control supervisor 
to provide it. There is an added benefit in the fact that clerical 
assistants from that office will be continuously familiar with the 
subject matter and files. 

DUTIES OF THE BOARD 

Vll. The Data Access Control Board shall be responsible for performing 
the duties listed below: 

A. To implement the provisions of this ordinance. 

B. To prepare and maintain sets of rules that in the aggregate 
constitute the elaboration of a formal Data Access Control 
System, all in consonance with the provisions of this ordinance, 
and for promulgation by the City Administration. 

C. To function as an appellate body, holding hearings on adminis
trative rulings by the Office of the City Manage.,· -vith respect 
to data access control that are appealed to the Board by 
private citizens or private organizations. 
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D. To conduct inspections and audits of the Data Access Control 
system at such intervals and by such persons as may be 
required to assure its proper operation. 

E. To recommend to the City Council such changes to this 
ordinance as in its judgment are warranted by future experi-
ence. 

F. When necessary in its judgment, to conduct hearings with 
respect to the content of, or changes in the content of, Data 
Access Control Administrative Regulations and to conduct 
preliminary hearings with respect to contemplated recom
mended changes to this ordinance. 

G. To cause to be prepared and published to the City councU- 1 
a summary of all meetings and hearings conducted in executive ( 
session. Executive sessions may be used only for purposes ! 
of discussion. Meetings in which substantive c'!..3cisions are t· 1 
made with respect to data access control shall be open to the r>I.' 
public. 

The data access control board is primarily a policy-setting unit. 
Policy is established within the limits of the authority expressed in 
the ordinance for implementation by the city administration. Imple
mentation, in fact, will be the primary duty of the data access control 
sunervisor about which more will be said later in this chapter. How-. , . 
ever, responsibility to see that its policies are implemented remams 
with the board. 

The most difficult task facing the board will be the preparation 
of the data access control administrative regulations. While these 
will be submitted in draft form by the data access control supervisor 
for review, reviSion, and approval by the board, the regulations will 
contain a sufficient number of decision points to require lengthy and 
tl).oughtful discussion by the board. More will be said about this in 
the following chapter. 

While the board is responsible for the conduct of audits and 
inspections of the system, the board mayor may not decide to partici
pate in these activities. The board may feel that it is sufficientto 
provide for such activities and then verify that they are in fact being 
carried out in a satisfactory manner. On the other hand, should it 
decide to participate in audits and inspections, it is recommended 
that the board develop expert speCializations to some extent among 
its members. Examples of useful specializations include physical 
security, fire protection, system auditing (including finance), and 
data storage protection. ·1 
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Following the implementation of the system the board will be 
faced with issues that cannot always be resolved ~ithin the city 
administration to the satisfaction oJ particular citizens or groups. 
These issues will be of four types: (1) requests for data that are 
denied; (2) objections to the release of .data or to the level of protection 
they are given; (3) complaints about the accuracy or completeness of 
the data; and (4) requests for the deletion of data. 

Requests for data are commonly made by university researchers 
other gover:rcnental units, and various business and consulting firms. ' 
Very often such requests are for aggregations of personal data. Thus 
the board will have to decide whether or not the anonymity of individual 
records is adequately protected in each case and whether or not the 
data may be released. 

~or1y designed systems or systems that are not rigorously 
supe~vlsed can result in the unauthorized distribution of personal 
data ill the form of selected mailing lists by the members of the 
system. In some instances citizens have been able to trace their 
inclu.sion on mailing lists back to the city administration. Complaints 
of thIS nature are properly heard and resolved, either by the board 
or the data access control supervisor. 

Compla:ints about the accUJracy or completeness of the data are 
normally resolved by existing procedures within the city administration. 
However, where the complaint of the citizen is not satisfied by those 
procedures, the matter is appropriately brought to the board for 
determination. 

Requests for the deletion of data will be less frequent but they 
will occur. The most common example relates to records ht the 
police department and the courts. This happens when the dispositions 
are not recorded of cases in which an individual is arrested but not 
brought to trial by the district attorney; in which an individual is 

, ?rought to trial and the case results in a dismissal or acquittal; or 
11. which an individual is convicted but the conviction is reversed on 
appeal. All of these instances involve failure to report final disposition 
to all those who maintain records relating to it. Frequently the 
problems are caused by "reporting lag" or by discontinuities in the 
reporting system. In any event, the board may, in meritorious cases 
appropriately direct the deletion of data from records maintained ' 
by the city administration. 

In all of these categories of cases, the board will require 
e~idence from all parties to the issue. Sometimes this may be satis~ 
fled by a review of the statements submitted by the data access control 
superviso~ and the complaining citizen, but more often it will require 
a hearing in which all parties receive adequate notice and are invited 
to attend for the purpose of presenting their positions. Anticipation 
of this supports the wisdom 'of devising, well in advance, the formal 
procedures that will govern the conduct of such hearing.s. 
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Monitoring the operation of the formal data access control I 

system and conducting hearings for various purposes will result in J 
the accumulation of much experience. Some of this experience will ! 
verify the adequacy and appropriateness I)f selected provisions of the I 
data access control ordinance and administrative regulations; other; 
experience will indicate the need for change in some of the provisions. 1 

For example the ordinance forbids the release of personal data; .' :.: 
yet the production ~f selected mailing lists or the supplying to insurance ' 
companies of listings of persons receiving citations for moving 
violations iar l:lxample, can be a source of income to the city as well 
as a service for which there is demand. Should the board sense little 
opposition to certain of these practices, it may recommend that the 
pertinent provision of the ordinance be qualified so as to permit the 
exercise of the discretion of the board. Since this might appear to 
be delegating the legislative pr~rogative of the city cmmcil, the 
provision would have to be carefully framed, providing limits to the 
exercise of the board's discretion. 

It is because of the controversial nature of questions concerning 
the release of personal data that the board needs to be empowered 
to hold hearings with respect to recommendations it may make to the 
city council for changes in the ordinance. Public hearings provide 
an oPPOl:'iunity to estimate the number of citizens who are really 
:interesi.:ed in the question and the intensity of their :interest. The 
specialized competencies of the board members make it particularly 
appropriate to conduct such hearings and to react with appropriate 
rficommendations to the city council, where, of course, hearings will 
~gain be held with respect to these recommendations: 

It is doubtful that there will be much occasion for the board to 
ho1d hearings with respect to contemplated changes in administrative . 
}:.egulations. However, the authority is there should it be neede~. The I 
ordinance, having been expressed in general terms,. leaves cons.Iderable f.·, 
latitude and discretion to the board with respe?t to l~plementatlO~'l 
It is conceivable that some of the policy questions of lmplementatIon tl 
will :in themselves be controversial. Thus the board is equipped with . j 
the means for judging the extent of the potential fqr controversy by j 
conducting hear:ings before mak:ing a decision about such policy "-1 
questions. . . I 

One example is the question of charging for requested llstmgs . ! 
of public data. If no charge is made, a costly burden may be imposed \ 
on the city. If the charge is ex~e~~ive, the polie! m~y b~ regarded t 
as discriminatory or even prohIbItive, and thus ill VIolation of the f 
"open access to public records" provision of the ord:inance. This tic I 
provision may also b~ effectiv.ely violated by dev~sing procedures for .·1. 
the request of public :informatlon that are excessIvely burdensome ~ 
to the person making the request or, for that matter, that permit .! 
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excessive amounts of time to pass before the requests are satisfied. 
The conduct of public hearings in the resolution of these questions 
can be very helpful in bypassing, or at least attentuating, controversy 
that otherwise might occur. 

The f:inal provision with respect to the duties of the board 
requires that the board prepare minutes of its meetmgs and that these 
be sent to the city council. Primarily because of the potential for 
controversy, it is important that the city council have ~he ability to 
monitor the activities of the board. The stipulation limit:ing the manner 
in which executive sessions may be used by the board is commonly 
accepted and should work no hardship on the board. 

THE DATA ACCESS CONTROL SUPERVISOR 

VlII. Creation of the Office of the Data Access Control Supervisor 

A. An Office of the Data Access Control Supervisor is hereby" 
created to {!onsist of the following personnel: 

1. Data Access Control Supe!'¥isor 
2. Systems Analyst-Programm~r 
3. Clerk Typist \ 

B. The Data Access Control Superviso)' shall report directly 
to the City Manager. 

IX. Tasks of the Data Access Control Supervi~or 

The Data Access Control Supervisor shall be responsible for the 
tasks set forth below: 

, 
A. To provide technical and clerical support fbr the Data Access 

Control Board. 

B. To prepare drafts of Data Access Control Adrtlinistrative 
Regulations and timely changes thereto and drafts of changes 
to this ordinance as the need occurs, such draft~l be:ing prepared 
for consideration by the Board. 

C, To exercise ongoing general supervision and management of 
the Data Access Control System, ensuring continuing\com
pliance with the provisions of this ordinance and with 'the 
Data Access Control Administrative Regulations. 

D. To conduct detailed periodic and random inspections of the 
system and its parts, correcting deficiencies and report:ing 
instances of noncompliance to the City Manager, 
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E. To ma:inta:in and cause to be ma:intained, as appropriate, a 
system of records that ensures an audit trail of the activities 
of the Office of the Data Access Control Supervisor and of the 
data that is entered, stored, processed, or released by the 
Data Access Control System. 

F. To ma:intain liaison with the Fire Department and Police 
Department so as to ensure expert participation :in fire and 
physical security :inspections of the system and :in the evalua
tions and r~commendations deriving therefrom. 

G. To advise the City Manager and the Board of the condition 
of the system and of changes :in the reported condition. 

H. To ma:inta:in liaison with the City Attorney so as to be con
t:inuously :informed of the laws with which the system must 
be :in compliance. 

I. To perform such other tasks as may appropriately be assigned 
by the City Manager. 

The personnel assignments to the office of the data access 
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i control supervisor will probably raise. a question only with respect [ 
to the programmer-analyst. These skills are required for a number ri. 
of purposes: (1) to assist the supervisor :in developing the formal r i 
system; (2) to assist :in the audit of software; (3) to review prograri!:: ! ~ 
for audit-trail adequacy; (4) to develop standard program specifications r i 
with respect to audit trails, reasonableness checks, security checks,! 
validation checks, and so on; and (5) to provide technical advice to the I 
supervisor :in matters relating to software and system flows. ! 

The most difficult task of the supervisor will be to prepare II 
the :initial draft of adm:inistrative regulations. In so doing; he should 'I· 
highlight significant policy questions for the board's attention and" 
be prepared to discuss the range of alternatives and the relative , ! 
merits of each candidate solution to a policy question. L~ 

In coord:ination with the city manager, the supervisor will be 
able to :influence the pace of development of the regulations and also 
the approach to be used. For example, it is preferable that the broad 
shape of the system be developed first, and thereafter the :interstitial 
development of the details. 

In addition to the preparation of administrative regulations, the 
supervisor is responsible for the ongoing operation of the system, 
for the ma:intenance of required records, for the scheduling and 
conduct of :inspections, and for the report:ing of instances of non
compliance to the city manager. 

Through liaison with the city attorney and through his own re
search, the supervisor is responsible for keeping himself :informed 
of all laws, statutes, and ord:inances that impinge upon data access 
control, :including those that are currently under consideration by 
relevant legislative bodies. The supervisor must ensure that the 
developed system is ill contilluing compliance with the law. 
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The supervisor has lille authority with respect to his own office 
but he exercises control of personnel participating ill the data access' 
control system through the city manager. 

FURTHER EXAMPLES 

The reader is referred to Appendixes A and B xor further 
examples of data access control ordinances, namely those of Wichita 
Falls and Charlotte. 
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CHAPTER 

9 
DATA ACCESS CONTROL 

ADMINISTRATIVE REGULATIONS 

DIVERSITY AND AN UNSETTLED TAXONOMY 

Data access control regulations are contained in a lengthy, 
detailed document that structures the formal data access control 
system within the governing provisions of the data access control 
ordinance. It not only structures the system, providing for the numer
ous procedures and rules that are required, but it also provides for 
a variety oZ audits and inspections of the system. 
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1 HoweveI'~ when we delineat.e procedures for each element and 

subelement of the system, we are getting down to a level of detail ! 
that permits little Similarity in the administrative regulations of cities 1'.· ••. 1. 

across the country. This is under'ltandable, given the varieties of 1 

data processiP..g environments that, exist in the different cities. { 
To illustrate, a number of cities rely on bureau services, while . i 

others contain their operations . in-house ; some develop their own i 
software, while others rely on vendor suppli,ed software and thus may ! 
have no programming capability of their own; many cities have very . J 
small shops that perform a few finance, personnel, or utili~T billingl 
applications, while others have very large installations perr.orming! 
tasks for virtually every department of the city administration,· some J 
cities have centralized their data processing into one location) while ! 
others have widely separated computer systems; some decentralized I 
systems are centralized with respect to management, while others .jl 

are not; some systems are on-line real-time while others may be 
on-line scheduled, or perhaps not on-line at all; some are computer I 
~atch operations, while others may also be remote batch; some are , .... /,1

1
.' 

Large enough to require a high degree of job specialization and many 
formal relationships, while others are so small that each employee ! 
performs in a number of roles.·1 

! 
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Although we might extend this list of illustrations even further 
by considering the varieties of municipalities and other matters, this 
listing should be sufficient to illustrate that since administ:rative 
regulations must be tailored to the data processing environment of a 
given city, and since these environments are so different, it necessar
ily follows that a model of administrative regulations would totally 
mislead the reader. What should be helpful would be a general dis
cussion of the desired content of administrative regulations and an 
example. 

We have selected the Charlotte example as the one that is the 
most complete and detailed. It is appended to this handbook, not as 
a model for emulation but as a useful example. (See Appendix D.) 

But a word of caution: This subject area is still so new that 
the taxonomy Is unsettled, The documents" Data Access Control 
Plan," "Data Access Control Resolution," "Data Access Control Ordi
nance," and II Data Access Control Administrative Regulations" all 
have different content when those of Wichita Falls are compared with 
those of Charlotte .~nd wi:th the discussi011S contained in this text. 
For example, Charlotte's "Data Access Control Plarr' is to us a con
solidation of an ordinance and of administrative regulations, but not 
a plan as we have defined it. 

This unsettled taxono:my also extends to those who perform 
prominent roles in data access control. For example, what we have 
chosen to call a "data acces.s control board" is the" data access 
advisory board" in Wichita Falls and the "municipal information 
review board" in Charlotte. And what we call a "data access control 
supervii'.or" is the" data registrar" in Wichita Falls a.nd the" municipal 
information officer" in Charlotte. 

However, this state of affairs should.wor·k no real hardship on 
the reader. We do see merit in some degree of standardization of 
terms, and for that reason we recommend those contained in this 

. handbook for consideration. On the other hand, the diversity of 
terminology that now exists does suggest a measure of flexibility and 
choice available to a system designer to help him cope with local 
preferences, 

For all of the reasons discussed above, we will depart in this 
chapter from the format of earlier chapters, in which we presented 
models of specific documents, Therefore, in this chapter we will 
discuss only the general content of administrative regulatj.ons. 

GENERAL CONTENT 

Administrative regulations will generally constitute an expansion 
of the proviSions of the data, a.ccess control ordinance, together with 
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the delineation of procedures by which the ordinance can be imple
mented. This suggests the following list of broad headings: 

• Purpose of a Data Access Control System 
~ General Standards 
It Levels: of Data Classification 
$ Description of Operating Environment 
• Procfldures, Rules and Forms 
• Audit 'rrail Requirements 
• Monitormg and Inspections 
• Standa.rds of Ethics 
• Penalties for Noncompliance 

Purpose 

The purpose of a data access control system is to establish 
procedures, subject to such limitations as may exist in law, whereby 
the public will be assured of access to public data and also be assured 
of privacy with respect to the personal data the city collects about its 
citizens. The language for this section may be taken verbatim from 
the data access control ordinance; as a minimum the ordinance 
should be referenced in, or appended to, the administrative regula
tions. 

General Standards 

General standards, as described in the ordinance, constitute 
broadly expressed rules that, if followed, are implementive of the 
purpose as expressed in the preceeding section. The procedures 
defined in admilnistrative regulations will necessarily address these 
standards in the most direct way possible. It is advisable to extract 
the general standards from the ordinances and have them set forth 
in this section, even though the ordinance may be appended to admin
istrative regulations. 

Levels of Classification 

The levels of classification of data, with corresponding levels 
of p:rotectioll, should be defined in this section of the administrative 
regulations. The data access controi supervisor and the date access 
control board may anticipate some difficulty in producing those 
definitions. 

At first I~lance it would seem that an arbitrary range of classi
fications could be assigned, each level in the range providing for 
higher degrees of protection than the one below it. After considerable 
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study of the problem this is in fact what Charlotte chose to do. 
Charlotte provided for three access categories: public, restricted, 
and highly restricted. The rules with respect to each are summarized 
below: 

Public. This information is opeD for inspection by any person 
at any reasonable time. 

Restricted. This information is open to city employees who 
require it in the performance of their official duties; other persons 
granted access by the data access control board; and, if it is personal 
information, to the individual to whom it refers. 

Highly Restricted. This information is open only to persons 
involved in the performance of the public function for which the informa
tion was originally collected or produced. In other words, this is the 
same as Restricted, except that access to two categories of persons 
has been deleted. 

Wichita Falls, on the other hand, chose an entirely different 
approach, defining the data that could or could not be released on a 
department by department basis, after first setting forth the general 
rules that would apply. 

It is actually desirable to combine both approaches. The 
Charlotte levels of classification are not, for example, incompatible 
with the Wichita Falls department by department approach, but rather 
constitute a convenient generalization of the rules into three categories 
of access eligibility. The elaboration of those rules would have to 
be done in any case. Each data element or family of data elements, 
such as one might find on a single form coilected or produced by each 
department, must be explicated. Also there is considerabla merit 
in establishing general rules for access to data collected or produced 
by each department (or function), since thil? serves to give emphasis 
and to put one on guard. 

Examples of both approaches are contained in Appendix D of 
the Wichita Falls Material (see Appendix A) and Section 6 of the 
Charlotte material (see Appendix B). 

Description of Operating Environment 

There are four perspectives to any operating environment of 
a data access control system: organization, manual data processing, 
automated data processing; and personnel. Each of these ,should be 
described to the extent that it influences the shape and nature of the 
procedures to be followed in the data access control system. 

,Organizatic,n: The organizational perspective should address the 
hierarchy of the city government, including the role and tasks of the 
data access control board and the data access control supervisor and 
their relationship to the rest of the city organization. 
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This will vary according to such factors as whether or not the ! 
municipal form of government is councilmanic, with an appointed orl, 
elected executive; whether or not members of the data access control i 
board ~,re appointed from the city administration, the council, the! 
general public, or a mix of the three; what status is given the data! 

1 access control supervisor, such as a line or a staff relationship to If 
the city manager; and what is the organizational and hierarchical I, .,,! 

relationship of the data processing shop(s) to the city manager. There I II 
are many other considerations that ought'to be made explicit before '! 
developing the procedures that will apply in the operation of the system, 1 

1 
Manual Data Processing: The manual data processing perspective I 
of the data access control Gnvifonment continues to be important, ,j 
more so in fact where automated data processing is employed. This I 
is because one of the end products of the computer is hard copy out- 'I 
put. In most instances this has resulted in a demand for much more 1 
manual file space than was required in a fully manual system of t 
operation. Thus it needs to be recognized that the data access control .j 
system will address both manual and automated processing perspectives, d 

With respect to manual data processing, however, this means "1 
that the availability and description of the various kinds of facilities ! 

for manual storage needs to be set forth. This includes the definitionl 
of levels of security with respect to certain kinds of storage facilities, I 
from unlockable filing cabinets to fireproof, high security safes. It I 
also includes the association of these depositories with particular i 
offices in the organizational structure.' 

Automated Data Processing: The automated data processing perspec
~ive should address hardware, software, communications, and periph
erals (such as teletypes, CRTs, and remote printers) utilized by the 
city for data processing. These may be d,\stributed widely or con
solidated into one shop, and they may be decentralized with respect 
to operations and management but centraJized with respect to the 
rules and procedures of data access control. 

The location, organizational and physical, of data processing 
should be described, together with the l€!vels of physical security 
available to it. Concerning these latter. it should include a descrip
tion of both fire and burglar alarms, local and remote fire protection 
equipment, local and remote police protection, and internal security 
devices otl.er than these. 

Personnel: Finally, the personnel perspective of the data access 
control system should address the classes of personnel in the city 
administration in terms of data handling and measures taken to en
sure the proper handling of that data. Specifically, this requires the 
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identification of those groups of personnel in the organization that 
are required to signify that they have read, understood, and agreed 
to abide by the statement of ethics with respect to data handling. 

This perspective also requires the identification by groups or 
classes of those personnel who are required to submit to background 
investigations or who must be bonded before being assigned informa
t~on h2..ndling duties. 

It is the description of the total data access control environment 
that influences the level of additional security that must be defined in 
procedures, the additional provisions required for coordination, the 
required intensity and. frequency of monitoring and inspecting, and the 
level of detail and distribution of reports. The validity of the proce
dures will be testeLi continuously against, and understood with respect 
to, the environmental description. 

Procedures, Rules, and Forms • • The data access: G~l system consists essentially of the' 
aggregate of all of the procedures defined for the operation of the 
system. Each procedure embodies the rules and identifies the persons 
to whom the rules relate for the execution of the procedure. Where 
the procedure is exercised on a routine basis, basic forms need to 
be designed and used in order to assure uniformity and regularity. 

The most immediate concern in developing the system will be 
to identify and control the data base. This must be done systematically 
by designing a form that identifies the kind of data, its source, where 
and how it is filed, the purpose for which it is cOllected, the security 
classification if any, and the persons authorized to receive the data. 
This form should be completed for all the qata the city collects. The 
same form can be used on a. continuing basis when a department applies 
either for authorization to collect additional kinds of data or for data 

- from another department, as the need may arise. 
Somewhat different procedures and forms need to be devised 

for the accommodation of ad hoc requests for data. These will differ 
according to whether the request is made by a member of the admin
istration or the general public. Fee schedules will be needed in order 
to establish the amount to be charged, if any, to members of the 
general public for data that they request. 

Procedures and forms will be needed to accomplish. security 
classification changes, whether for purposes of upgrading or down
grading existing classifications of data. Similarly, procedures and 
forms will be required in order to create a security classif;lcation 
for new kinds of data that are to be collected on a continuin€: basis 
beginning at some specified time in the future. Requests fOir data 
classification may be initiated by the data access control supervisor, 
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by a department in the administration, or by a member of the general 1 
pul'lic. t 

There will be a requirement for procedures and forms to initiatej 
and process appeals to the data access control board by members of I 

the general public. Such an appeal may be with reference to eitherl 
an ad hoc or a continuing request for access to data that has been 'I 
refused by the data access control supervisor. I 

Conversely, such an appeal may result from an unsuccessful I 
request by a member of the general public to have the classification . l 
of parti~ular data upgraded or for additional measures of security to U 
be proVIded to protect personal data. Then, too, the proc!qqres them.~i .. 
selves may be appealed as exc:essively burdensoml!, ... ..;low, or expen- 1,,1 
sive. 'f 

Receipting procedures' and f(lr.~~·>v-nl be needed. These may ! 
vary according to the media in which the file is represented or stored, r! 
such as hard copy or punch cards, tape or disk pack. They may also tl 
vary according to whether or not the procedures provide for follow- ',',I 
up checks so as to ensure a capability for establishing the location " r 
of all files of data at anyone time. , j 

Procedures will be required for validating remote terminals ttl 
and operators where these are used in the system and for validating t 
the authoriz£.tion of an operator to have access to particular files or "i 
programs. It should be remembered that even where an operator is 1 
found to be authorized t~·U~~llJO.r.'?-~02...o;ticular file, it must yet be I 
established wheth.ez"r'nafauthorizatlOn is to "read only" or "read and I 
write." A r~ad and write aut~orization permits the operator to input 'l 
data to the fIle, to make deletlOns, or to make other changes in the 
data o.f the file being worked. These validation procedures can be I 
fully automated in the system. f 

There also will be a requirement for standardized marking I 
procedures 011 classified files of data, and these markings will differ ! 
according to the medium in which the data is stored. Marking of j 
hard copy files, for example, can be rubber-stamped, but tape reels t 
and disk packs will need to be tagged or marked in some other fashion, 'I' 

'l'he proce?ures should provide for the means of disposal of classified 
data cC'ntamed on hard copy and, when appropriate, for the purging • 
of data stored in tapes or disks. '''J'' 

Finally, procedures will need to be planned for coping with , . 
v~rious emergencies that might arise. These include bomb threats"!",I", 
rlOt, earthquake, fire, power loss, and air-conditioning failure. The j' 

procedures should be published, and the personnel involved in using :1 
~hem sho~ld be required to participate in training sessions at regular!;; 
ll~tervals to ensure that they understand the importance of complying :>1 
WIth the regulations and procedures. I:i 
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Audit Trail Requirements 

In order to permit a reconstruction of the activities that occur 
in the data access control system, it will be necessary to devise a 
schedule of records and reports. appropriate for each part of the sys
tem. At the level of the data access control board this requirement 
would be satisfied by a compilation of the board's minutes, together 
with a journal of its activities that includes the dates, times, and pur
poses of the meetings, hearings, inspections, or other official activ
ities it performs as a body. 

At the level of the data access control supervisor this require
ment would be met by files of the completed forms on.which data 
access or data classification has been requested and action taken and 
by files of the forms used for the conduct of inspections of the system 
or its parts. These should record the rGsults, together with the follow
up actions taken. A journal should be maintained that identifies applica
tions received, actions taken, and the dates of each; it should also 
contain the continuing history of inspections, including dates and 
places. A register cataloging all. of the data collected by the city 
should be established and mainta.ined. 

Audit trail requirements a!'e substantial within the data process
ing unit, but satisfaction of most of the requirements can be automated. 
Here, the requirement is for at least the following four types of audit 
trails: (1) an ability to reconstruct the receipt and delivery of data 
files to and from data processing over a period of time and the pro
cessing the files have received internally; (2) an ability to reconstruct 
the files themselves as they existed in some past point in time, as 
may be required; (3) a record of programs and program modifica
tions; and (4) a record of all remote entrie? or attempted entries into 
the system and the programs and files a ... ;,'ssed. 

Most of the foregoing may be satisfied by the maintenance of 
a system of receipts and a log of activity. Where log maintenance 
is automated, the file (tape, disk, or core storage) should be dumped 
(represented on hard copy) periodically for review in data processing 
and for review by the data access control supervis0r, However, any 
attempt to make unauthorized access to the system should be brought 
to the attention of the data access control supervisor immediately, 
even though it 'would again be reported at some later point in a review 
of the log. . 

Procedures should be published to the departments of the city 
administration, providing for the receipting and logging of selected 
categories of data received and released. This will normally be re
quired only with respect to files of data, but in some instances it will 
be required for individual records. A typical example would be a 
requirement for a receipt and a log-out for each file of hard copy 
records en route to data processing. 
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Monitoring and Inspecting 

The burden of monitoring and inspecting the operation of the 
data access control system will of course fall upon the data access 
control supervisor. The regulations should identify the documents 
he is to review and the procesbes he is to observe on a continuing 
basis in order to satisfy the monltoring function. 

The regulations should also identify the kinds and the periodicity 
of inspections he is expected to make or have made. These include 
routine and ad hoc inspections for fire hazards, checks on physical 
security emergency drills, audits of the system, and verifications of 
procedu~es. Each kil"1d of inspection should be w..a.de on t-he basis of 
appropriately designed but open-ended check-off lists. Inspection 
pla.nning should include identification of the members of the inspection 
Pl?rty for each type. For example, a particular inspection part~_mlght 
include the data access control board, the financ~-:1{iditl)l';'and the fire 
and/or police representative as well as the data access control super
visor. 

standards of Ethic~ 

The data access control administrative resulations should con
tain a section on the ethical standards to be met by information hand
lers. It should be general enough to be equally applicable to data 
processing personnel and the personnel who handle only hard copy 
data. Provisions should be made for the certification by each em
ployee that he has read and understands the statement of ethics. 

Following is a model statement of ethics that may be used as 
a point of departure in formulating standards for local use. 

STATEMENT OF ETHICS 

As an employee of the City of , I understand the 
importance of protecting the confidentiality of personal 
or otherwise classified data collected by the city that 
may from time to time come into my possession. To 
this end, I am bound by the provisions of the Data Access 
Control Ordinance and the Data Access Control Admin
istrative Regulations, both of which have been made 
available for my review. 
In particular, I agree to the following:' 
1. I will take all reasonable precautions to ensure the 
security of the classified files, records, and information 
that are in J;ny possession. 
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2. I will not use classified information for purposes other 
than required by my official duties. 
3. I will not permit other persons to have access to 
classified files or classified information that is in my 
possession, except as may be required in the perfor -
mance of their official duties. 
4. I will take all reasonable precautions to ensure that 
data that I enter or cause to be entered into a file is 
ac( ~rate and complete and required to be so entered in 
the performance of my official duties. 
5. It is my duty to report infractions of the foregoing 
by others when knowledge of sllch l!1-Iractions comes to 
my attention. 

I hereby acknowledge that I have read and certify all of the foregoing. 

Date , Employee's Signature 

Penalties for Noncompliance 

The concluding section of administrative regulations should con
tain provisions for penalties. These may relate to misconduct in 
office resulting in personnel action for suspension, dismissal, or other 
penalties as may be provided for in existing civil service regulations. 
The penalties section may additionally provide that violation of the 
ordinance shall constitute a misdemeanor for which a fine and im
prisonment may be imposed. The penalties section should be rigorously 
consistent with the provisions of the ordinance, civil service regula
tions, and such other regulations as may apply. (See the section on 
penalties in Chapter 8 for further discussion.) 

F"lJRTHER EXA.L'\IIPLES 

For an example of data access control administrative regula
tions, see Appendix D (Charlotte), but note that the regulations are 
identified as a "Data Access Control Plan." For an example of data 
acceS/3 control board internal procedures, see Appendix E (Wichita 
Falls) • 
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APPENDIX A 

CITY OF WICHITA FALLS 

Ordinance No. 2688 
An Ordinance Creating a Data Access Control Plan 

WHEREAS, the City of Wichita Falls is building a municipal 
information system, which includes the computerization of urban 
records, which will greatly simplify access to such records; and, 

WHEREAS, it is the intention of the City Council that the data 
which will be entered into such municipal information system will be 
only the operationally ori.ented data of the City of Wichita Falls and 
various other local government organizations, and no data will be put 
into the system which is not used operationally or analytically by the 
City and other local governments; and, 

WHEREAS, it is the desire of the City Council to protect the 
privacy of individuals by limiting access to such computerized records> 
while at the same time complying with Section 131 of the Charter of 
the City of Wichita Falls which provides that all accounts and records 
of every office and department of the City shall be open to the public 
at all reasonable times, except the records and documents from which 
might be secured information which might defeat the lawful purpose 
of the officer or department withholding them from access of the 
public. 

NOW, THEREFORE, BE IT ORDAINED BY THE BOARD OF 
ALDERMEN OF THE CITY OF WICHITA FALLS, TEXAS, THAT: 

SECTION 1. The following data access control plan is hereby 
adopted by the City of Wichita Falls, and shall be complied with by 
the officers and employees of the City of Wichita Falls. This ordinance 
applies only to records controlled and maintained on the computer 
system, and applies to all requests for information, by City officers 
and employees as well as the general public. 

SE CTION 2. The City Manager shall appoint an employee of 
substantial responsibility, who reports directly to the City Manager, 
to the position of Data Registrar. Requests for the release of in
formation, except for normal routine requests by City operational 
departments for information necessary to carry out their functions, 
and except for routine requests for information which has been tradi
tionally available to the general public) will be directed to the bata 
Registrar> who shall either approve or disapprove such requests 
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in accordance with the guidelines established in this ordinance. All 
such requests will be in writing on a form provided by the Data Regis~ 
trar which form will state the date, name and address of the party 
reqdesting the information, the ultimate use to be made of the in
formation, and any other pertinent facts. In the event the I?ata Regis
trar is unavailable, an acting Data Registrar shall be appomted by 
the City Manager to serve in his place. 

Each requeot for information shall be delivered to the Data 
Registrar during normal business hours, and shall be either approved 
or disapproved by him within 24 hours, unless the end of the 24 hours 
falls on a Saturday, Sunday or legal holiday, in which event such ap
proval or disapproval shall be given at such hour on the next day 
which is not such Saturday, Sunday or legal holiday. 

If such request is approved, the requested information will be 
delivered as soon as it can be prepared without interfering' with the 
normal cperations of the affected departments of the City. 

If such request is disapproved by the Data Registrar, he shall 
notify t.he person requesting the information of such action, together 
with his reason for such disapproval. 

Whenever such information is delivered to the person requesting 
it, such person shall pay to the City a fee for such information. A 
schedule of fees shall be established by the City Manager, which 
schedule will be available to the public. The purpose of the fee shall 
be to reimburse the City for the cost of the effort required to pro
duce information not normally available through routine operations. 

The Data Registrar shall maintain a record of each request 
for the release of information, which record will contain the name 
of th<3 party requesting the information, the date of the request, the 
purpose for which the information is requested, the final disposition 
of the request, and any other information deemed necessary. 

SECTION 3. There is hereby created a Data Access Advisory 
Board, hereafter referred to as the Board. It shall be composed of 
five (5) members, who shall serve without pay. The members shall 
be appointed by the Mayor, and the appointments must be approved 
by the Board of Aldermen. The terms of such members shall be for 1'1 
two (2) years, beginning on the first day of January; however, the ! 
initial terms shall be s);aggered so that two members' terms shall . 1 
expire December 31, 1972 and three members' termsh~hall expire '\ 
December 31, 1973. Each member shall serve until 1S successor ':l 
has been appointed and approved. The Mayor, with the approval ?fi 
the Board of Aldermen, shall appoint one of the members as Cha1rman"1 

SECTION 3.1. The Board shall have the following duties: I i 
A. To advise the Data Registrar and the Board of Aldermen r 1 

regarding controls and policies affecting the release of information. r ! 
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B. To assist the Data Registrar and the Board of Aldermen 
in establiShing criteria to determine the "need to know" test. 

C. To assist the Data Registrar in establiShing ethics regard
ing requests for specific types of information. 

D. To consider any expansion of the data base which will result 
in acquisition and storage of data not previously maintained by the 
City, and to advise the Board of Aldermen with reference thereto. 

SECTION 4. Any person on whom data is accumulated and filed 
shall have the right to review such data for accuracy upon making 
such a request to the Data Registrar, and paying the prescribed fee, 
if applicable. This shall guarantee to such person the right to correct 
any inaccurate data. If the accuracy of any data is questioned, the 
City will confirm the accuracy of the source document, as well as the 
conversion to computerized records. Any questioned data shall be 
frozen with respect to dissemination for a reasonable time until the 
accuracy or inaccuracy of that data is established. Upon receipt of 
proof that any such data is inaccurate, it shall be corrected. 

SECI'ION 5. When the purpose of any request for information 
is to obtain evidence to be used in the trial of a lawsuit, such request 
shall be directed by the Data Registrar to the City Attorney who shall 
advise the Registrar as to whether or not such request should be ap
proved. In the event such request is disapproved, it shall be necessary 
for the person requesting such information to obtain same through the 
use of a subpoena. 

SECI'ION 6. Any requested information which is not identifia111e 
to any individual, is not restricted by Sections 8 through 8.5, and which 
will not defeat the lawful purpose of the City officer or department 
responsible for the information, may be released. 

SECI'ION 7. Information which is identifiable to any particular 
person will not be released to anyone, other than that person or any 
other person who has a legitimate need to know such information. 
The criteria of the "need to know" test shall be administered by the 
Data Registrar. 

SECTION 8. The data which is collected by the Department of 
Vital StatistiCS, Department of Personnel, Police Department, Fire 
Prevention Bureau and Public Health Department shall not be released 
except as speciiied in Sections 8.1 through 8.5, 

SECrION 8.1. Department of Vital Statistics: No information 
concerning illegitimacy or adoption certificates shall be released ex
cept upon the order of a court of co:npetent jurisdiction. Information 
concerning birth and death certificates and name changes shall be 
released only to properly qualified applicants, who shall include only 
law enforcement personnel, insurance agencies (death certificates 
only), attorneys at law (when representing a client who is the subject 
of the data), and close relatives of the person whose records are being 
requested. 
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SECl'ION 8.2. Personnel Department: Generally, the files of 
this department are regarded as confidential. Information from such 
files shall be released only to law el'.iorcement agencies and agencies 
responsible for national security and others who, in the opinion of the 
Data Registrar, have a legitimate need to know such information. In 
addition, information from the file of an employee shall be released 
to his department head or prospective department head or any other 
officer or employee of the City, who, in the opinion of the Data Regis
trar, has a legitimate need to know such information. 

SECl'ION 8.3. Police Department: The sensitive data maintained 
by the Police Department has been grouped into eight categories; three 
of these are fully confidential. 'l'he data which is fully confidential 
shall be released to no one (including the person who is the subject 
of the data) outside the chain of prosecution and law enforcement 
agencies. The data which is semi-confidential shall be released to 
no one other than the person who is the subject of the data, law en
forcement agencies, the prosecuting attorneys and the defense at
torneys. The three categories of data which are fully confidential 
are the officers I reports, the juvenile reports and the supplementary 
officers I reports; the five categories of data which are semi-confiden
tial are the criminal arrest records, the complaint reports, the traf
fic accident reports, complaints concerning police officers, and in
formation concerning bomb reports. 

SECl'ION 8.4. Fire Prevention Bureau: Data concerning arson 
investigation reports shall not be released to anyone other tban per
sonnel engaged in arson investigation and prosecution and to law en
forcement agencies. 

SECl'ION 8.5. Public Health Department: Information con
cerning the medical records of individuals shall not be released to 
anyone other than the individual, except on the written approval of 
the Director of the Department. 

SECTION 8.6. Whenever any information described in Sections 
8.1 through 8.5 has been released, the Director under whose responsi
bility the data is gathered and maintained shall be notified of such 
release, and to whom the information is released. 

SECl'ION 9. Information which will defeat the lawful purpose 
of the City officer or department responsible for such information 
shall not be released. -

SEcrION 10. Any person who is dissatisfied with the administra
tion of the poliCies covered by this ordinance may appeal such actions 
to the Board of Aldermen at a regularly scheduled meeting. 

SECl'ION 11. Any employee of the City of Wichita Falls who 
violates any of the provisions of this ordinance shall be subject to 
administrative disciplinary action, up to and including termination. 
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SECTION 12. Notwithstanding the provisions of any other sec
tion herein restricting the release of information, the Data Registrar 
and other employees of the City having custody or control of data 
covered by this ordinance shall produce and release any information 
if and as directed by the lawful order of a court of competent jurisdic
tion. 

SECTION 13. The provisions of this ordinance shall be included 
and incorporated in the Code of Ordinances of the City of Wichita 
Falls as an addition thereto, and shall be appropriately renumbered 
to conform to the uniform numbering system of the Code. 

PASSED AND APPROVED THIS THE 15 day of February, 
1972. --
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APPENDIX B 

CITY OF CHARLOTTE 
ORDINANCE CREATING A MUNICIPAL 

INFORMATION REVIEW BOARD AND ESTABLISHING 
A MUNICIPAL INFORMATION POLICY 

Section 1. Municipal Information Review Board-Created; member
ship; vacancies 

There is established a Municipal Information Review Board 
whose duty it is to supervise the collection, storage, usage and dis
semination of information collected, produced, stored, used or dis
seminated by the City of Charlotte. The Board has seven members 
appointed by the Mayor to three-year terms. The Mayor shall designate 
one of the appointees to be chairman. Terms begin on ______ .-: 
Members shall serve without compensation. No member may serve 
more than two consecutive three-year terms. The Mayor shall fill 
any vacancy for the unexpired term. 

A majority of the membership of the Board constitutes a 
quorum. 
Section 2. Powers and duties 

The Municipal Information Review Board shall: 
a. Supervise collection, production, storage, usage and 

dissemination of information collected, stored, used or 
disseminated by the City of Charlotte. 

b. Approve safeguard techniques for the maintenance of 
information developed by the Municipal Information 
Department and may issue such rules and regulations 
as are necessary to implement these techniques. 

c. Adopt procedures for appeals to the Board. 
d. Review annually the nature of the information that is 

being collected, stored, used or disseminated by the 
city and the clas'sification of the information. 

e. Establish regulations governing the collection, storage, 
use and dissemination of information and recommend 
to the Council which of those ought to be enacted as 
ordinances of the city. 

Section 3. Staff 
The Director of the Municipal Information Department of the 

city is the staff assistant to the Board and shall perform the tasks 
required of him by the Board. 
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Section 4. Municipal Information System-Definitions 
a. "Municipal information" means any information col

lected, stored, used or disseminated by any depart
ment, agency, board or commission of the City of 
Charlotte, or any information stored in or trans
mitted through the city's computerized municipal 
information system. 

b. "Personal information" means information about 
specific persons where the persons about whom the 
information is maintained are identifiable. 

c. ''Non-Personal information" means information not 
about specific persons or information about persons 
where those persons are not identifiable. 

Section 5. Collection of Personal Information 
No department, agency, board or commission of the City of 

Charlotte may collect personal information unless it has obtained 
approval for collection from the Municipal Information Review Board. 
The Board may grant approval for the collection only if the depart
ment, agency, board or commission has shown that it has a proper 
governmental purpose for collecting the information and the infor
mation to be collected is rationa.lly related tothat proper ·purpose. 
Section 6. Classification; access 

a. All municipal information shall be placed in one of 
the following tl'..ree access categories: (1) public, 
(2) restricted, or (3) highly restricted. 

b. Information placed in the public access category shall 
be open for inspection by any person at reasonable 
times and copies shall be furnished upon payment of 
reasonable fees as fixed by the City Council. 

c. Information placed in the restricted access category 
shall be open to the following classes of persons at 
reasonable times: (1) persons in the department, 
agency, board or commission involved in the per
formance of the public function for which the infor
mation was originally collected or produced, (2) 
other persons who have been granted access by the 
Municipal Information Review Board because they 
have shown a proper governmental purpose for use 
of the information, and (3) if the information is 
personal information, the individual about whom 
the information is maintained. 

d. Information placed in the highly restricted category 
shall be open only to those persons involved in the 
performance of the public function for which the 
information was originally collected or produced. 
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Section 7. Category Placement 
The Municipal Information Review Board shall determine the 

category placement of information. The Board shall place personal 
information in the restricted access category except as follows: (a) 
if there is a specific statute requiring the information to be maintained 
as public record, the Board shall place the information in the public 
access category, or (b) if the department, agency, board or commis
sion collecting the information presents to the Board a compelling 
public purpose for denying access to the individual about whom the 
information is maintained, the Board shall place the information in 
the highly restricted category. 

The Board shall place non!.personal information in the public 
access category except that it may place the information in the re
stricted category in the following cases: (a) if a specific statute 
requires the information to be restricted to certain persons or (b) if 
the department, agency, board or commission collecting or producing 
the information presents to the Board a compelling public purpose 
for limiting access to the information. 
Section 8. Access to restricted information by persons other than 
the collecting agency 

a. A department, agency, board or commission of the City 
of Charlotte, other than the one originally collecting or 
producing the information, or a department, agency, 
board or commission of another governmental unit 
may have access to information placed in the restricted 
category only if access is approved by the Municipal 
Information Review Board. The Board may approve 
access if the department, agency, board or commis
sion seeking access has shown a proper govern-
mental purpose for use of the information. 

b. A person not acting in the performance of duties as 
a municipal employee, other than an individual seeking 
access to information about himself, that wants access 
to restricted information is required to have such 
access approved by the Board. The Board may ap
prove access if the person seeking access has shown 
a proper public purpose for the use of the infor
mation. 

c. A person has the right of access to information per
taining directly to him that is maintained in the re
stricted access category. A person is entitled to 
add to or correct the information pertaining to him 
upon the presentation of identification and proof of 
the correction to the department, agency, board or 
L'ommission of the City of Charlotte that collected 
Ci' produced the information. 
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Section 9. Request for access 
The head of the department, agency, board or commission that 

collects or produces information is the custodian of that information. 
A request for access to public records by any person or for access 
to restricted information by an approved person shall be made to the 
custodian or his designee. The custodian or his deSignee shall grant 
acce8S to any person entitled to access under this ordinance. 
Section 10. Appeals 

Appeals from action by officers and employees of the City of 
Charlotte in the performance of their duties of collecting, storing, 
using or disseminating municipal information shall be to the Municipal 
Information Review Board. 
Section 11. Register 

The MuniCipal Information Department shall maintain a register 
of all informatIon collected, produced or stored by the City of Charlotte. 
The register shall set forth, with respect to each department, agency, 
board or commission collecting, producing or storing information: 
(1) the name and location of the department, agency, board or com
mission; (2) the head of the department, agency, board or commission, 
and if there is one, the person designated as record keeper; (3) the 
natur.e of information collected, produced or stored; (4) the access 
categories into which each type of information is placed; and (5) the 
classes of persons for whom access is authorized. 

The register shall be open for inspection by any person at 
reasonable times. . 
Section 12. Misuse of personal information 

A person authorized to collect or have access to personal 
information shall not: 

(a) Give this information to person.s for whom access has 
not been authorized; 

(b) Use this information for any purpose other than that 
purpose for which the MuniCipal Information Review 
Board authorized collection or access. 

Section 13. Violations 
No person may willfully collect, produce, store, use, disseminate 

or gain access to munic;jJal information except in accordance with 
this ordinance. 

A person about whom information is being collected, stored, 
used or disseminated in violation of this ordinance may enjoin the 
collection, storage, usage or dissemination by an action for injunction. 
Section 14. Applicability 

Sections 5 through 13 of this ordinance apply to each department, 
agency, board and commission of the City of Charlotte when the 
Municipal Information Review Board reviews the information collected, 
produced, stored, used or disseminated by the department, agency, 
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board or commission and determines the category placement of that 
information. 
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CITY OF DAYTON 
DIVISION OF TAXATION 

APPENDIX C 

February 8, 1965 

Subject: Confidential Nature of Income Tax Information 

Your attention is directed to Section 9D of Ordinance 21420 
(commonly referred to as the Dayton Income Tax Ordilnance) which 
recites that all information received by the Division of Taxation is 
confidential and is to be disclosed to no one except in the normal 
course of business. In order that you may be fully aware of the provi
sions of the Ordinance regarding this matter, Section 9D is reproduced 
in full below. 

Any information gained as the result of any returns, 
investigations, hearings, or verifications required or 
authorized by this Ordinance shall be confidential, ex
cept for official purposes, or except when ordered by a 
Court of "'ompetent jurisdiction. Any person divulging 
such information in violation of this Ordinance, shall, 
upon conviction thereof, be deemed guilty of a misdemean
or and shall be subject to a fine or penalty of not more 
than Five Hundred Dollars ($500.0'0) or imprisoned for 
not more than six (6) months, or both. Each disclosure 
shall constitute a separate offense. 

In addition to the above penalty, any employee of 
the City of Dayton who violates the provisions of this 
Section relative to the disclosure of confidential in
formation shall be guilty of an offense punishable by im
mediate dismissal. 

To make certain that there may be no misunderstanding on 
your part regarding this matter, you are hereby a.dvised that the 
above Section of the Ordinance provides that no disclosure of 
information shown on tax returns, including withholding statements, 
be made to persons outside the Division of Taxation or these with 
whom it is necessary to show the information in order to implement 
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the work of the Division, and also no disclosure of information shall 
be made in the normal course of Division's work unless such dis
closure is required in conjunction with the work of the Division. 
Any employee of the Division of Taxation or any other employee of 
the City found guilty of disclosing information relative to returns with 
other employees of the Division or in the City, where such disclosure 
is not required in the performance of regularly assigned duties,. will 
be subject to immediate dismissal. 

Although Ordinance 21420 did not become effective until January 
1, 1965, all prior Dayton Income Tax Ordinances carry the sa~e 
provisions and information relative to tax returns for years prlOr 
to 1965 shall also be treated comidentially. 

To make certain that you have read and understand the contents 
of this memorandum, it is being issued in duplicate and you are re
quested to sign one copy and return it to me promptly. If you have 
any questions regarding this memorandum, please feel free to discuss 
them with me. 

/ s / =-----:----,--~_,____,:=-..---:---;;-
Superintendent, Division of 

Taxation 

I hereby acknowledge that I have read the foregoing and I am 
aware of the provisions of the Dayton Income 'l'ax Ordinances regarding 
the confidential nature of information received by the Division of 
Taxation and of the consequences of disclosing such information. 

Employee's Signature 

Date 
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THE CHARLOTTE MIS DEPARTMENT 
DATA ACCESS CONTROL PLAN 

USAC CNCO 0127 
MIS-8203/000/01 

January 1973 

Prepared by 
The City of Charlotte, North Carolina 

The University of North Carolina 
System Development Corporation 

For the 

APPENDIX D 

DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT 
Contract No. H-1:-l16 

CHARLOTTE INTEGRATED MUNICIPAL INFORMATION 
SYSTEM PROJECT 

INTRODUCTION 

This document establishes a methodology :for the control of 
data access within the municipal government environment of Charlotte, 
North Carolina. 

In developing the content of this Data Access Control Plan 
(DACP) supporting studies were conducted to examine significant 
legal, s~cial, and policy considerations associate.d with m,":nicipal 
data. Particular attention was given to the queshons of PrIvacy, 
confidentiality and security in relation to the computer storage and 
manipulation of data within Charlotte's Integrated Municipal Infor
mation System (IMIS). 

In addition to their being incorporated in the Data Access Con
trol Plan results of a number of studies have been published as , 
separate reports.* 

*The reports listed below were prepared for the Charlotte 
IMIS Project by consortium members at the University of North 
Carolina, Chapel Hill: 

Barr, Joel, Public Records: Privacy and Access. July 19, 1971. 
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The work in this general task area made it apparent that the 
data access control problem has many facets, which are reflected 
in the Plan itself. A few of the more important considerations which 
have influenced the organization and emphasis of this Plan are dis
cussed below. 

General Considerations 

Major objectives which the City of Charlotte has accepted for 
its municipal data access control program are: (a) protecting the 
privacy of information which sho).1ld be kept confidential and (b) pro
viding ready departmental and public access to public records. 

In examining ways to meet the major objectives for ths !}J!1S, 
it was evident at the outset that any effective control of IMIS data 
must involve, at a minimum, those user departments and others who 
might collect or handle the same data. Additionally, a program which 
considers only automated data is likely to fall far short of meeting 
the real objective;:;, since the basic problem exists equally for data 
which are maintained in manual forms. This problem will continue 
to exist during t} e foreseeable future. From the citizens I point of 
view, the differences between automated and manual information 
should bs unrelated to the end results of an access control program. 
The real problem) one which has been highlighted by the advent of 
increasing automation, has as its natural focus all municipal infor
mation. 

The City of Charlotte has adopted the premise that the Data 
Access Control Plan for the !MIS must be an integral part of a larger 
program for the city as a whole. The DACP cannot realistically be 
confined to the Municipal Information System Department and its 
automated system. This broader orientation clearly expands the 
scope of the DACP, and clearly introduces additional questions of 
economic, political, and technical feasibility. However, because it 
is essential to the success of any program for the IMIS, major initial 
phases of the task have been devoted to developing a Plan at a level 

Barr, Joel, and Hemmens, George C. Analysis of Existing Depart
mental Policies and Practices Regarding Public Records and 
Confidentiality. October 1, 1971. 

Tucker, Robert B., Jr. Legal Considerations on the Collection, 
Use and Dissemination of Computerized Personal Data: An 
overview. 

Stallings, C. Wayne. A Confidentiality and Public Access Policy 
for Local Government. August 1972. 
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of city-wide involvement. The Plan presented in this document re
flects that emphasis. 

As outlined below, r;ections of the basic Plan are concerned 
with establishing a framework of principles and procedures which 
apply to the City as a whole. That general framework, when adopted, 
provides a known municipal environment in which to continue the 
development of the DACP at a more definitive level for the automated 
system. This document is organized as follows: 

INTRODUCTION. The Introduction summarizes the 
purposes, nature, and organization of tIle DACP, and 
includes an explanation of terms. 
Section 1. ESTABLISHF~ CITY POLICY AND CRI., 
TERIA. This section describes the basic authority and 
direction for a city-wide data access control program 
which is fully supported by the Mayor, City Council, and 
City Manager. A city ordinance has been enacted which 
creates a MuniCipal Information Review Board (MIRE) 
to administer the DACP for the city, define policy for 
data classification and access, and provide significant 
related criteria to govern the DAC P. 
Section 2. ORGANIZATIONAL RESPONSIBILITIES AND 
PROCEDURES. This section details the organizational 
and management prOvisions which are essential to im
plementing the Data Access Control Plan at the city
wide level. It outlines responsibilities of the city 
departments, provides for support and coordination by 
a Municipal Information Office, and describes key mech
anisms by which the departments and city management 
will interact to initiate and maintain an effective program. 
Section 3. DATA ACCESS CONTROL FOR THE IMIS. 
This section provides a comprehensive overview of the 
security requirements and techniques which are appli
cable to the system. It identifies the kinds of factors 
which may cause loss, damage, or compromise of data 
confidentiality. A feasible means of protecting vulner
able system elements against identified hazards is also 
discussed. Techniques pertaining to software, data base, 
remote terminals, personnel, faCilities, and the com
puter are discnssed and evaluated in relation to the 
IMIS program and environment. 

Objectives for the Plan are to establish the approach being 
taken, identify elements of the Plan and document each element as 
thoroughly as possible. Actually, elements vary in phasing, from 
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those which have been implemented to those which are at a conceptual 
stage. Becaus-e of the complexity and long-term nature of fully im
plementing t1.1e plan, it is anticipated that such a variation will exist 
for an exteHded period. This document will be expanded and revised 
periodically to incorporate the firm planning and/or implementation 
of individual program elements as they occur. 

Explanation of Terms and Abbreviations 

Terms and phrases listed below vary according to general 
usage and are utilized frequently jn this plan. 'The explanations given 
for terms and phrases are designed to clarify their intended meanings 
for use in this document, not necessarily to constitute precise defini
tions. 

Classification-"Classification" is the process of placing 
data into an established category for pm'poses of con
trolling data collection, access, or dissemination. 
Confidential-This term is used as a general label for 
any level of data classification which places a limita
tion on authorized access to the data. In Charlotte, the 
"confidential" term covers the specific classifications 
of Restricted and Highly Restricted. 
Data Access Control-If no other explanation is given, 
this term covers the general topic of the DACP. It 
refers to the control of data for purposes of either pro
tecting against or making positive provisions for access 
to the data, and covers categorically the various meas
ures (or subtopics) relating to those purposes. However, 
it does imply direct concern with special controls in 
matters of public interest, as distinguished from routine 
or normal controls for general data processing effi
ciency. 
Information-The terms "information" and "data" are 
used interchangeably in this Plan. 
Non- Personal Data-As defined by city ordinance in 
Charlotte, Non-Personal data are either (1) data which 
are not concerned with people, or (2) data about persons 
who are not individually identifiable. 
Public Record-This term covers any municipal data 
classified as "Public" according to criteria established 
by a city ordinance and interpreted for specific appli
cation by the Municipal Information Review Board. 
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Security-This form, as applied to municipal data, is 
defined as the condition of being safe from loss, damage, 
or compromise of confidentiality. 
Abbreviations used frequently in the Plan are listed and ex

plained below. 

DPR-Department of Primary Responsibility. DPR is 
the designation applied to any department, board, com
mission, or other municipal agency, which has the pri
mary responsibility for identifying, classifying, and con
trOlling access to speCified municipal data. Normally, 
the DPR is the department responsible for the public 
function for which gIven data are collected and maintained. 
within the city. 
IMIS-Integratect MuniCipal Information System. The 
IMIS is a computer based information system being de
signed to provide automated data processing support to 
operati0nal departments and agencies of the City of . 
Charlotte. 
MIS-Municipal Information Office. As a staff office of 
the MIS Department, the Municipal Information Office 
supports the MIRB, city departments, and citizens in 
matters pertaining to the city Data Access Control Pro
gram. 
MIS Department-Municipal Information System Depart
ment. The MIS department is responsible for developing 
and operating the IMIS. 
MIRB-Municipal Information Review Board. A formally 
constituted body of citizens of the 9ityof Charlotte, the 
MuniCipal Information Review Board maintains surveil
lance and direction of the City's Data Access Control 
Program. 

1. CITY POLICY 

Provisions described in this section represent guidance estab
lished by city legislation for developing and implementing procedures 
for data access control in the City of Charlotte. 

The need for legislation to provide firm direction for the Data 
Access Control Program was recognized at an early point in the 
IMIS Proj(~ct by officials of the city and other members of the Char
lotte Consortium. A draft of the proposed ordinance was developed 
by the University of North Carolina Institute of Government. This 
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draft was refined through study and coordination with city officials 
and adopted by action of the City Council in November 1972. * 

The ordinance established a new and formally constituted Board 
within the city government structure having the specific authority to 
monitor and provide direction to the Data Access Control Plan. In 
addition the ordinance defines city policy for classifying municipal 
information into specific categories for control purposes, defines 
formal policy governing access procedures, and establishes other 
significant features for the program which are summarized in the 
follOwing parts of this section. 

1..1 Municipal Information Review Board (MIRB) 

The Municipal Information Review Board is the central authority 
for formulating policy and regulating the collection, storage, use, and 
dissemination of all muniCipal information. This board is composed 
of seven members, whose appointments and terms of service occur 
as follows: . 

• Members are appointed by the Mayor, who deSignates one 
of the associates to serve as chairman. 

" The term of each appointment is normally for a three-year 
period. Members serve without compensation. 

" A given appointee may not serve for more than two three
year periods in succession. 

" A staggered appointment schedule will be established and 
designed to avoid major discontinuities of experience. 

• Midterm vacancies, as they occur, will be filled by replace
ment appointees. 

" Appointees and replacements will be selected (a) to maintain 
a high level of indjv.i.dual~ competence and integrity and (b) 
~f) represent a cross section of citizens and public interests 
within the city. 

Functions of the MIRB are to regulate and supervise the data 
security and 'access practices of city departments, boards, commis
sions and all other agencies which handle municipal data under the 
aegis' of the city government. The MIRB's authority and responsibili
ties apply equally to the two major facets of the general access con
trol problem, namely: (a) protecting information privacy and (b) as
suring proper access to public records. Its powers and duties include: 

" Formulation of municipal data access control policies and 
recommendations to the City Council concerning regulations 

*A copy of the ordinance can be found in Appendix A.-Ed. 
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which should be enacted as ordinances of the city. Such 
regulations encompass: 

The collection of information by municipal departments; 
The classification of information into access categories' 
The guidelines for storage, use, and dissemination of ' 
information in each access category. 

" Review and supervision on a continuing basis of the nature 
and classification of the information that is being collected, 
stored, used, and disseminated by the city. . 

" Review and approval of techniques employed by the MIS and 
other city departments for safeguarding confidential infor
mation and for providing ready access to public infor-mation. 

" Formulation and implementation of procedures for appeals. 
" Function as the central decision-making body to resolve 

matters not clearly covered by existing statutes or other 
established guidelines pertaining to information classifica
tion, protection, Or access. 

1.2 Classification Policy 

Information contained in the muniCipal data base may be charac
terized as being either Personal or j-Ton-Personal. Personal data 
are facts about individual citizens where the individuals are identifi
able in relation to the facts. Non-Personal data are either (a) infor
mation which is not concerned with people or (b) information about 
persons where the individuals are not identifiable. These two types 
of data provide a basis for concepts and policies of data classification. 

Classification is the process of placing data into an established 
category for purposes of governing data collection, access, or dis
semination. The categories-described below apply to information 
which is in the municipal system or which may be proposed for col
lection and storage by municipal departments or agencies. 

1.2 .1 Public 

The Public classification applies to all Non-Personal data. 
Exceptions Occur in cases where (a) a specific statute requires that 
the information be kept confidential or (b) the municipal agency col
lecting Or producing the information has a compelling public purpose 
for limiting access to the information and is specifically authorized 
by t~e Municipal Information Review Board to classify the information 
in a higher category. . . 

The Public classification applies to Personal data only in cases 
Where there is a specific statute which requires the information to 
be maintained as a public record. 
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1.2 .2 Restricted 

The Restricted classification applies to all Personal data ex
cept in cases where (a) there is a specific statute requiring the in
formation to be maintained as a public record or {b) the municipal 
agency collecting the information presents tothe MIRB a compelling 
public purpose for denying access to the individual about whom the 
information is kept and the MIRB specifically authorizes a Highly 
Restricted classification of the data. 

The Restricted classification applies to Non-Personal data 
only in cases where (a) a specific statute requires that the information 
be kept confidential or (b) a responsible municipal agency presents 
a compelling public purpose for limiting access and the Restricted 
classification is specifically authorized by the MIRB. 

1.2.3 Highly Restricted 

The Highly Restricted classification applies to sets of data 
which are specifically so classified by the Municipal Information 
Review Board. These sets of data will normally consist of Personal 
data for which compelling purposes have been demonstrated by the 
responsible municipal agency for denying access to the individua: 
about whom the information is kept. They may also include certain 
Non-Personal data which is so classified because of a specific statute 
or for which highly limited access has been shown to be in the public 
interest. 

1.3 Access Policy 

A register will be maintained in the Municipal Information 
System (MIS) Department of all information collected, produced, or 
stored by the City of Charlotte. The register will set forth the follow·· 
ing information in respect to each municipal agency collecting, pro
ducing, or storing information: 

• Name and location of the agency; 
• Agency head, and if there is one, the person designated as 

record keeper; 
• The nature of the information collected, produced, or stored; 
• The classification of each type of information; 
• The classes of persons and the city agencies for whom 

access is authorized. 
No person authorized to collect or have access to Restricted 

or Highly Restricted information may give this information to other 
persons for whom access has not been specifically authorized. Nor 
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may any such authorized person use the information for any purpose 
other than that purpose for which the MIRB authorized collection or 
access. Any willful collection, storage, use, or dissemination of 
municipal information which is contrary to these policies is punish
able in accordance with city ordinance. 

Appeals from actions by officers and employees of the city in 
the performance of their duties of collecting, storing, using, or dis
seminating municipal information will be submitted to the Municipal 
Information Review Board. 

A person about whom information is being collected, stored, 
used, or disseminated in violation of the ordinance may: enjoin the 
collection, storage, usage, Or dissemination of the information by 
injunction. 

The head of the agency that collects or produces information 
is the custodian of that information. A request for access to public 
records by any person, or for access to confidential information by 
an authorized person, is made to the head of the agency that collected 
or produced the information or by his authorized designee. Access 
will be controlled by all municipal departments and agencies according 
to the criteria set forth below: 

Public: Information classified as Public will be open for 
inspection by any person at reasonable times. Any per
son may obtain certified copies of the data upon payment 
of reasonable fees as prescribed by the city agency re
sponsible for furnishing copies. 
Restricted. Access to Restricted information is nor
mally limited to authorized personnel of the agency re
sponsible for the public function f0r which the information 
is collected and maintained. Access to this information 
by other persons or agencies will be controlled as fol
lows: 
• Any city department that requires access to municipal 

information placed in the Restricted category that was 
collected or produced by another department or agency 
of the city, and any non-city governmental agency that 
wants access to municipal information placed in the 
Restricted category, is required to have such access 
approved by the Municipal Information Review Board. 
The Board may approve access if the agency seeking 
access has a proper governmental purpose in inspect
ing the iro;ormation. 

• Any person not acting in the performance of duties as 
a municipal employee, other than an individual seeking 
access to information about himself, that wants access 
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to Restricted information is required to have such 
access approved by the MIRB. The Board mayap
prove access if the person seeking access has a com
pelling public purpose for inspecting the information. 

• Every person has the right of access to any informa
tion pertaining directly to him which is maintained in 
the Restricted access category. Every person has the 
right to add to or correct any such record pertaining 
to him upon the presentation of identification and 
proof of the correction to the municipal agency col
lecting or producing the record. 

HigUy Restricted. Information in the Highly Restricted 
category is open only to those authorized personnel of 
the agency responsible for performing the public function 
for which the information is collected or produced and 
maintained. 

2. ORGANIZATIONAL RESPONSIBILITIES AND 
PROCEDURES 

To implement the concepts and policies described in the pre
ceding section, it is necessary to establish and assign responsibilities 
to city departments and to provide feasible working mechanisms by 
which the departments relate to each other and to the Municipal In
formation Review Board. This section addresses those areas, em
phasizing tile management structure and procedures which provide 
essential prerequisites for dealing with the technical aspects of data 
control and access. 

2.1 City Department Responsibilities 

According to terms of the city ordinance, the requirements for 
positive action are placed on all city departments and other agencies 
which are under management control of the Mayor, City Council, and/ 
or the City Manager. Specifically, the ordinance states that: 

"The head of the department, agency, board or commis
sion* that collects or produces information is the 

* A "department, agency, board or commission" is referred to 
herein as a "department" which handles municipal information and 
operates within the authority of the city management. 
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custodian of that information. A r'_quest for access to 
public records by any person or for access to restricted 
information by an approved person shall be made to the 
custodian or his designee. The custodian or his designee 
shall grant access to any person entitled to access under 
this ordinance." 

A list has been compiled and coordinated to identify by name 
the organizations or specific organizational units and their heads , , 
who will be recognized formally by the MIRB as responsible for com
plying with requirements of the city ordinance ~nd this Plan.* The 
list is updated to reflect organizational changes as they occur. 

The provisions which are being made within the IMIS Project 
for data sharing by departments and for the centralized storage and 
processing of data require a specific definition of the meaning of 
"custodian" as referred to in the ordinance. The term ''Department 
of Primary Responsibility (DPR)" has been adopted for this purpose. 

The DPR is the department which is responsible for the munici
pal function for which a given set of information is collected and uti
lized. The information may be stored and used or disseminated by 
that department, manually or otherwise, or it m',ty be computerized 
for storage and processing by the centralized TIJ1IS. However, this 
responsibility may become ambiguous in some areas as increasing 
amounts of data are introduced into the IMIS, an,~ as improved tech
niques evolve for common uses of municipal data by authorized de
partments and persons. It may be necessary for the MIRB to designate 
one department as the DPR for a given data, on arbitrary grounds, 
and/or to designate the MIS Department as the DPR for specified data. 

For these reasons, the DPR is defined as the department which 
is recognized by the MIRB, specifically'.rUh respect to each identified 
set of municipal rlata. Correspondence with a department's established 
public function will continue to be the primary criterion. The need 
for the DPR concept and its implications are further indicated in 
discussions of responsibilities and procedures in the follOwing parts 
of this section. 

As approved and amplified by the MIRB, individual departments 
will be charged with the following responsibilities for municipal data 
classification and access control: 

• Classification of all municipal data collected by the depart
ment in accordance with the established city ordinance, 
other applicable statutes, MIRB directives, and the Data 
Access Control Plan. 

*See Appendix B.-Ed. 
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III All necessary action to insure that (1) free access to 
public records is provided to the public at all reason
able times and (2) access to confidential information 
is provided to, and only to, authorized persons in ac
cordance with established pOli.cy. 

III Implementation of all necessary security measures 
to protect municipal data according to the type and 
classification of the data collected, stored, used, or 
disseminated by the department. Security measures 
will encompass protection against loss, damage, or 
compromise of confidentiality, whether by deliberate 
aetion or accidental means. 

., Implementation of procedures for preparing and pre
senting to the MffiB proposals, requests, or reports 
associated with data classification and access that 
are set forth in the Data Access Control Plan. 

Responsibilities for adequate protection of confidential data 
by each department apply equally to all data to which the department 
has authorized access and to data for which the department is the 
DPR. 

The department which is recognized as the DPR for identified 
data may authorize the MIS Department or in special cases, another 
city department which uses the data for related functions to act as 
its agent for purposes of providing access to the data by the public 
and by authorized persons in accordance with established policy. 
Each such authorization will be approved by the MffiB for the given 
data and the agency designated for access will be identified in the 
N1i.1I1lC:ipal Information Register. Normally, the designating depart
ment will continue to be identified as the DPR for the data. 

The responsibilities described above apply to the MIS Depart
ment as well as to others. In addition to being DPR for some data, 
it is anticipated that the MIS Department will become the designated 
access agent for other departments as larger amounts of municipal 
data are stored and handled by the !MIS. Because of this key role, 
and the scope and volumes of data to be i.nvolved in its operations, 
actions of the MIS Department to implement security and the positive 
measures necessary to comply with the a,'!cess requirements will 
need significant attention. 

In addition, the MIS Department is charged by city ordinance 
with the function of providing staff support to the MIRB. This staff 
support role is viewed as a key function in the city's entire informa
tion security and access management structure. To perform the 
function adequately, the MIS Department established a special staff 
office, known as the Municipal Information Office, whichis further 
described below. 
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2.2 MUniCipal Information Office (MIO) 

The MIO is organized as a staff office which reports directly 
to the MIS Department Manager. It performs functions in support of 
the MffiB and other city departments to assure effective management 
of matters pertaining to municipal data security and access. The 
responsibilities Of. ~he MIO include the following: 

., To provide administrative support to the MffiB by issuing 
agenda and taking minutes, proceSSing proposals for data 
classification and requests for access, maintaining files of 
MffiB administrative data, and preparing and distributing 
MffiB action documents. 

G To provide technical staff analysis support to the MIRB 
by condUcting, as required, staff studies of claSSification 
propo~als, access requests, or other action items for pre
sentation to the Board, in order to identify the relevant 
technical or municipal impact of potential decisions by the 
Board. 

., To mOnitor security and access procedures and prOvisions 
of ~ll muniCipal departments; to provide security support 
to uepartments by disseminating information relating to 
such matters as MffiB policy, security methods and training' 
to monitor status of municipal security and acc~ss provision~' 
to report status and requirements to the Board. ' 

., To .maint~n this Data Access Control Plan by periodic up
dating to mcorporate revisions and expansions based on 
evolving MffiB policy, study, and operating experience of 
the mUnicipal departments . 

., To establish and maintain a central municipal dataa(!cess 
information service by compiling and maintaining the Munic
ip al Information Register and by providing an informati"on 
servi~e to assist the public, city departments, and other 
agencles or persons in matters pertaining to municipal data 
access. 

With regard to the last-mentioned area, it is not antiCipated 
that the MIO will provide access to muniCipal information on any 
broad scale. A capability will be developed, in time, as a Une function 
of MIS Department data proceSSing operations to provide such a ser
vice. Inherent in its function, however, the MIO will serve as the 
DPR relating to the City's data security and access system as a whole. 
It is recognized that actions of the MffiB and the docum entation of 
those actions are matters of public record which will be of interest 
to many agencies and persons, both within and external to the city. 
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2.3 Municipal Information Review BoaX'd (MIRB) 

The responsibilities of the MIRB are listed in section 1.1. 
Formal functions of the Board are performed in the course of periodic 
or special meetings. Regularly scheduled meetings occur at quarterly 
intervals. These can be supplemented by special interim meetings 
as requested by the Mayor or City Council, and as the Board considers 
necessary to handle its workload, 

Board meetings and actions are governed by accepted rules of 
procedure for similar public bodies, to include the following: 

• Any meeting of the Board at whh~h a quorum is present; 
and which results in. any 0fficial board action, will be a 
public meeting. Time, place, anti .l6'Cnda for the meeting 
are announced to the public in advance, and the meeting is 
held at a place suitable for public attendance. 

o A simple majority (four) constitutes a quorum for the pur
pose of conducting an official meeting. 

• Decisions are determined by vote. Agreement by a simple 
majority of members present at an official meeting is suf
ficient to reach a decision. 

• As approved by the chairman, individuals representing 
themselves or any agency may be invited to participate in 
a Board meeting for purposes of presenting information, 
or answering questions, pertaining to an agenda item. 

Succeeding parts of this section are devoted to identifying major 
initial types of data access control actions with which the Board is 
concerned, and the manner in which the Board, the MIO, city depart
ments, and others interact to accomplish those actions. Figure 1 
illustrates the organizational setting in which the procedures apply. 

In the control actions discussed belOW, the MIRB is depicted 
principally in its role as a decision-making body. It is expected that 
important portions of the Board's time will also be devoted to reviews, 
supervision, and related functions outlined in the preceding section. 
Above all, it is evident that continuing attention will be required to 
refine the principles and criteria which apply to questions of privacy 
and access, since those are the ingredients that must be supplied by 
the lVIIRB in order for the procedures to work effectively in the public 
interest. 

2.4 Procedures 

Formal procedures for classifying sets of municipal dah,! and 
controlling data access will be implemented gradually, with thE:! long
term objective that procedures encompass all significant data handled 
by the city departments, whether in manual or automated form. 
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The following subsections outline the manner in which certain 
key proposals, notifications, or requests are to be initiated by city 
departments, or others, and how these actions are processed through 
MIO management support and MmB decisions. It is anticipated that 
actions in the areas described will account for much of the initial 
and ongoing business of municipal data classification and access 
control. Hence, they provide the basis for expanded planning to in
clude additional related areas as the program moves into active stages 
of implementation. 

2.4.1 Municipal Information Register 

The Municipal Information Register serves as the vehicle for 
documenting information. The Register is initiated by the Municipal 
Information Office at the time the MIO is sufficiently staffed. The 
initial issue includes all data which have been identified for incor
poration into the !MIS and a limited sample of other municipal data. 
SubsfJquent issues are expanded to include new !MIS data as they are 
identified, and to include additional descriptions of manual data which 
are input by the city departments. 

Listings of data contained in the Register consists of titles 
expressed in lay language, or in established terminology of the DPR, 
together with descriptions which identify the scope and nature of the 
data referred to by each entry. Additionally, the classification and 
access information is identified for each entry as required by the 
city ordinance (see 1.3) and is further described below. 'rhe MIO is 
responsible for developing an index to the Register and such other 
guidance data as may be necessary to support its effiCient use as an 
authoritative reference document. 

The level at which sets- of data are aggregated into single en
tries in the Register will vary depending on the type of data, its 
normal uses, and other factors. In general, an entry should encom
pass elements of data which are normally accessed and used as a 
set, and should be confined to data which are the responsibility of a 
single depat:i;ment. The determinations are expected to become com
plex in some cases. In the process of developing the Register, and 
in the course of its use, the MIO will develop rules and criteria to 
,guide the DPRs in formulating and inputting their entries. As indicded 
below, these entries are important to the mechanics of data access 
control, throughout, since they serve as the units of municipal infor
mation upon which the MIRB takes its various actions. 

2.4.2 Municipal Information Identification 

As indicated above, it is necessary to separate municipal in
formation as a whole into subsets of data for purposes of listing in 
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the Municipal Information Register, and there are reasons to use 
these same subsets as the recognized units for other aspects of data 
access control. To distinguish these subsets of data from various 
other ways in which data are grouped within the municipality-e.g., 
as manual ?r ~utomated files, records, segments, reports, or other
each group1ng 1S referred to as a MUnicipal Information Register 
Entry, or more simple, as a Register Entry. 

A Register Entry must be related to the organization of data 
files within the city, including the IMIS, although there are reasons 
why direct correspondence will not occur in many cases. The relation
ships must be determined during the course of identifying Register 
~ntries, and of structuring or restructuring actual municipal data 
files, and must be known by each DPR or authorized designee for 
purposes of p~rmitting inspection and providing copies of the data 
covered by an established Register when required. 

Register Entries are to be identified by each city department 
and described on a standard form issued by the Municipal Information 
Office. The form, the Register Entry Identification Form is accom
panied by detailed instructions and guidance for its prepa~ation and 
requires the following types of information relating to each ent~y. 

• Name and location of the department (DPR) 
• Name and signature of the department head 
• Name, signature, and department affiliation (if different) 

of the individual responsible for preparing the form 
• Identification of the data as Personal or Non-Personal 
o Title of the proposed Register Entry 
• A description and accurate summary of the data referred 

to by the given title, including identification of Significant 
elements or subsets of data covered by the entry 

• Justification of the propooed classification, if not obvIous' 
a justification is normally required in cases where: ' 
(1) A Public or Highly Restricted classification is proposed 

for Personal data; and 
(2) A Restricted or Highly Restricted classification is 

proposed for Non-Personal data 
• Information relating to access for purposes of inspection 

only, e.g.: form of storage; location; contact person or 
office; required arrangements or limitations for authorized 
access, if any 

• Information relating to copies of the data, e.g.: whether 
available; where; cost, time, or other limitations of a17ail
ability. 

" Recommended other departments or persons authorized 
access to the data on a periodic or demand basis (applicable 
to confidential entries only), to include applicable restrietions 
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pertaining to specific individuals$ specific u;;efl, and/or 
dissemination 

• Recommended other department authorized as designee for 
p:I.'O\~ding access to ad hoc l'equestel's~ and/or for supplying 
copies. 

In addition to the basic information outlined above, the form 
includes spaces for use by the MIO to record events during its sub
sequent processing. Some of the information on the form is for the 
purpose of pro\;iding an adequate basis for MIRB approval. Selected 
portions of the total are subsequently used by the MIO in composing 
the Register Entry . 

The total task of initiating'and processing Register Entry Iden
tifications for the full spectrum of municipal information will be one 
of considerable magnitude. For tillS reason, the task is illltiated and 
completed in increments. To take advantage of the IMIS Project re
sources and developmental orientation, it begins with those depart
ments that are identified as users of the IMIS and witii the sets of 
data that are now, or are scheduled to become, automated. Schedules 
for completing Register Entry Identifications for these automated 
data correspond with schedules for the Module DeSign Specifications 
which reference and define the affected data. 

Requirements and instructions for additional coverage are dis
seminated to all departments during the initial phase, and schedules 
for inputting the identifications are developed for the departments 
on an individual basis. 

Completed Register Entry Identifications are submitted by 
DPRs to the MIO for review, correlation, and presentation to the 
JM1RB for approval of classifications and access authorizations. Ap
proval of Register Entry Identifications by the MffiB are documented 
by means of MIRB directives. The MIO establishes and maintains 
a file of all tl.lIRB directives and distributes action copies of each 
directive to the affected departments. In addition, the IVIIO composes 
a Register Entry based on each approved identification, coordinates 
it with the DPR, and incorporates the Entry into the Register. 

Actions taken by the MIRB relating t(l proposed Register Entry 
Identifications may include approval, disapproval, or deferment for 
co:r:rections/revisions or further study. A disapproval action may 
result if the Board decides that proposed data are not required by 
a given dErpartment to perform its legitimate public function, or are 
not suitable for collection and storage by any city agency. 

Implementing actions by DPRs, authorized deSignees, and de- 1 
p-artmerd:s authorized access to other departments' data are to be l 
f:.dmn a$ necessary and appropriate to the giv<~n data ~nd department. l~ 
lHJ too program dovelops, individual departments will be requlred. i 
bylbtJ MInD to document their Internal data identlflcation/classUlcalion I 
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procedures. Departments ma;r be agv.e-d to !1r'esent 5f.m~maIie5 r;f 
irn~lementation status, accompllshmGm:s., I'fl' pToblems and l'ecomro;'::
daLwns at Bifd.rd meetings, 

Those departments that are USfJ.r3 of tb; Dins, or ~cf.i.E:d2l!lE;d 
to become UB6L'B, will normally be .as.siet6d tJ] lTu:mr.rers 01 <'in BilE 
Proj ect analy.sis and desirbil team in. pT'€rparing the frJual Registsl' 
Entry rdentificatic1ns, in conjunction with devewping ir.e :as~6r..1.atJ;:d 
Module DeEd.gn SpeCifications. Vlhen 2.pprulle-] byfue 1flRB, tt.<;; e.oalrz 
classificatfcm ani! ac:csSSprorliswllS :are als'.fJ ~'i't'l:ipri:ateI.? sps-efi'if:$ 
~or each .Process in the MOOule Design SI~e,c;1fkatir.m.5. In tgg ,f,<J;ITE

l.e., as fum requirements set [orih in the sptf:'e.fi'icano]]s-tfke m'6vis::<.>:::-.; 
serve as governing' criteria for the s:uosG<,J1l!en-r devefupru.~rcJ 6'5; s.r;n
ware, data file orf,tanization1 and otIt~r meas=n'ea; a5s€>efut~(j w:iftE;.: 
accesg and securittj of the given dam ,,:ritmn. L'l-te D:'H$# 

. Early and continuing emphasis is p1ac,eti on u.as ~;:Hia1! ~.:£i:;' -:~ 
1dentffying the municipal imorm.ation wffich e7jgts~ S]'S!eT.fim~., 
t~?ughout. the city and on defining the cl.assiiic:an<;n ar.d 2<re&S5 i::r:;,.
VlSlOns which apply to each idenf:l.iied r.tart of Urerom1i • 

2.4.3 Register Entry Changes 

Once processed .and appro'i'e.O for listi~ i.n .tEr.e :££ " 'tJ:':~:a :IT::
formation Register, the Register Entries are S~j€ct tGl Cb.::~E' r\E'

suIting from any of a variety of ca~ses-·e_g." r.S:2ii.l!rg 'lie f!t.,;;E:.i7:.es" 
nature and uses of the data. retirement. class"cliCEti'll::J ~<"~="" ~,...:;il-.-:,_ 

, ...' l' ---~:.- --......... .:... .... -' 
izatiollB, or any other of theelemem:s co!Cfuinted ]ne2cIti er.nrj.:'_ C,=,,-
rency and accuracy of its cont.ecls are rec!l.gtized :as EEs::=m.aTI f:::r" 
t~e Register to meet requiremeEis willen ~-e sp=cffiie:1l ~ ciiV cr-.-
romance. " 

. It!s the responsibility off each ilfepaiilJ£s'::£; lim! 'it.llf.JZ;, fu:-d!i:.:r;;:O:2.!te 
routine mternal procedures for oomvi.""", gr.e .hlEO """" :;":,,,,,,,,,,,,,,,~ ""'*' ---.+,.._ 
• ,_'r~ - Yl ... ""-'_ ............... w_ ... r;;;;o~ c.;..;,.u:'£,jI 

1S affected by events and to conitll.d: peri®.lillie re'li.e7<r,s mi fu"':a- ec:::itdEE; 
listed in the Re",oister for which it is fite IPR. 1<.$ ClZE§r:llli~ rEf tbE 
Register, and in the course of its llorm,aI ~.$e:am ~D"E~:::.t:"?~ ·a.i:le 
MIO provides continuing suppori ,ro me aeP".3r,'i':"'"E::''is fu f.;J;a;;'Jt,::,rn=~ 
needed changes. To facilitate p~1:1!2rati~ llT! cba,:::rge l:'.ln!1ili:E~3irr,::s 
and requests by DPRsJ the hl]O isSm:9S ~~ac~"2;;rtii! ~r:rge :iir5Bi;:;~:';:n 
forms to all departments and im~e·meJFJJ;Ei !!:!J.c,"51ill'a> RL.-t2.cerr::::::::es :ira:
processing and implemeDfjn~ f.ile eb..ru:@~es:m tit:? aEg5'i~a~ lFi:':r:c.:.~ :iJC:C:' 
procedures are go\,rernoo by the: g,m~e:TIs:es; Q!~d.D.5.t"!<i<i! ~-r:rr;7k:: 

• Register Entry CI~:u1ge 'ReqilC.lalS:i:. ..~-r:j! ~":7' ~'-:.tiafsscll ~'\Y'rg;~ ik11 
claSsification or tn a~eeE's ::?J;tl.!;I:b<:!'Jr-liZr'lll:!i!.'l:tlS ~ rb~ (.iii!.';:.Z.7;.'::~!1tSlj 
b" the DPR .as a R.".m,st"'~· B'U1;:!t'l."r e<:P'f)""""",,\ 'rz..""."~(",,.;i-j :~"'''''l ";'~'I,..~ .. 1,. "--:,.,y ~ _ -~ 'Jl ~"A_"~""'. 4I..~"I,1""'::"".,<';;·h • ..... ,J~~ t .... ,,-....., 

llutted to Ule l\rro~ 'Tite,se- :r'~:t:~t&r~ IDJ.I~ ;jli;;'![~~;V,'$.);~ l!Z~i:" t~
being hlCOl'!,1Qrnt~i iU~:<:I ff.t~ R~~~!~;7~ 
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• Register l~ntry Change Notification. All other changes which 
affect the content or intent of a Register Entry are docu
mented by the DPR as a Register Entry Change Notification 
and submitted to the MIO. These do not require MIRB ap
proval, but are subject to MIRB review and concurrence at 
the Board's discretion. 

The MIO accomplishes minor editorial and format changes as 
a normal part of preparing and maintaining the Register. These need 
not be separately documented but are subject to review and concur
rence by the DPR. 

Information required on forms for submitting Requests and 
Notifications is similar. A single form serves both purposes, with 
a space to check indicating wliether it is one or the other. Any Regis
ter Entry Change Request, for example, should also report other 
changes to the entry which may accompany a proposed change in 
classification or access. The required information will always con
sist, basically, of a precise description of the proposed change(s) 
to the entry. In addition, it should contain such items as the follow-
ing: 

• Relevant explanatory statements or references which may 
be useful for record purposes. 

• Full identification of any known impacts of the change on 
other departments or agenCies/persons external to the 
city government and, where relevant, a statement of the 
status of coordination with those other departments or agen
cies. 

• Justification of proposed changes in classification or access 
authorizations, in sufficient detail to provide a basis for 
MIRB decision. 

e Identifying and administrative data associated with the 
change, e.g., department name, date of preparation, author
izing signatures and dates . 

The Register Entry Change Notification is issued to delete an 
entry from the Register when data are retired or purged from the 
DPRs files. It is not used to completely replace an old entry with 
a new one. In the case of major changes in the nature and content 
of data covered by an entry, the MIO may advise deletion and replace
ment via Register Entry Identification rather than through change 
action. 

'1'he initial Register Entry Identifications, Register Entry Change 
Requests, and Register Entry Change Notifications must always rep
resent official actions of the recognized DPRs for individual entries. 
They may not be issued by any other department or agency, although 
the MIO MIS Department, and others may recommend the chauge 
to the DPR or assist in its documentation. Disagreements with DPR 
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decisions may be referred to the MIO for arbitration or appeal to 
the MIRB, or may result in other actions outside MIRB jurisdiction, 
e.g., injunction, as appropriate to the disagreement and circumstances. 

Within the IMIS Project, all changes to the Module DeSign Spec
ifications, following their initial completion and approvals, are con
trolled by the !MIS Design Review Board. Procedures employed in 
processing changes to the specifications incorporate routine prOvisions 
for examining each proposed change for potential impact on the estab
lished security and access requirements. When those requirements 
are affected, such changes also require notification of the DPR, prep
aration by the DPR of a Register Entry Change Request, and approval 
by the MIRB prior to being implemented in the !MIS. Conversely, 
MIO procedures incorporate routine prOvisions for notifying the 
IMIS Design Review Board of all changes originated independently 
by DPRs which affect software or other IMIS elements and proce
dures.* 

2 .4.4 Ad Hoc Access Requests 

Each DPR is responsible for providing public access to all of 
that department's information which carries a Public classification. 
By city ordinance, each department is to keep Public data open for 
inspection by any person at reasonable times, and arrange for pro
viding certified copies upon payment of a reasonable fee. Depart
ments are individually responsible for developing efficient practices 
in handling requests, providing requested access and copies, and 
keeping such records of public access as they deem necessary, except 
as specific measures may be directed by the MIRB to correct reported 
deficiencies. 

In VOlume, Public data constitute the bulk of information which 
is handled by the average department and which is made available 
for use by other agencies and persons external to the DPR, Capabil
ities of the IMIS to provide efficient response to ad hoc requests for 
Public data receive continuing emphasis as an inherent objective of 
the IMIS development program. 

The procedures discussed below are limited to ad hoc requests 
for access to COnfidential data-Le., to those which carry a Restricted 

*Implementing data access control in the IMIS will be facilitated 
in many of its aspects by the established !MIS procedures for main
taining firm control of system <;locuments, procedures, and changes 
thereto. A description of the specification practices and change con
trol system for !MIS is contained in the System Design Guide, MIS-
3201/000. 
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or Highly Restricted classification. The Municipal Information 
Register identifies specific departments or persons who have been 
recommended by the DPR and authorized by the MIRB for access to 
identified sets of confidential data on a regular hasis, or as needed. 
The term "ad hoc" is used to distinguish those requests that are 
made on occasion for access to confidential data by persons or agen
cies who are not specifieally identified in the Register as being 
authorized for access to the data in question. This category of re
quests includes both those which the DPR may authorize individually 
in compliance with est.-'1blished statutes and MIRB policy, and those 
whieh m.\lBt be referred to the ~B for specific decisions. 

It is the city's policy to require that each ad hoc request for 
access to confidential data be documented, and that adequate records 
be maintained for a reasonable period of time of all such requests 
and their disposition. The MID will provide the necessary standard 
forms for this purpose. The form(s) are to be employed by the re
quester, the DPR, MID, and lVITRB, as appropriate to the type of re
quest, to record information such as the following: 

• Name, agency affiliation, and signature of the applicant. 
• Identification of the Register Entry covering data to which 

the access is requested, or comparable identification if 
the Register Entry is not yet established; where applicable, 
identification of the specific elements or data subset. 

e Reasons and proposed uses of the data. 
• Authority for permitting access (by DRB)-e.g., citing spe

cific statute or MIRB directive. 

::f 

~ 
FIGURE 2 

MUNICIPAL INFORMATION SYSTEM 
REQUEST FOR CONFIDENTIAL DATA 

1,.('~-----------------------------~~~------------~~~~------------~ NO: IDATE: 
MUNICIPAL INFORMATION SYSTEM 

NAME OF REQUESTER: 
REQUEST FOR CONFIDE~TIAL DATA 

~ AGENCY: 
I 
!~RE~Q~UE~S~T~ED~DA~l~·A-:--------------~~----------------------~~ 
,1 

J , 
~~~~~~~~~~~---------------------------------------------~ . REASON FOR REQUEST AND PROPDSED USE OF DATA (INCLUDE NAMES DF ALL PERSONS 
f rOBE GRANTED ACCESS): 
! 

; ACCESS REQUIREMENT: 

• Data pertaining to access, when permitted; e.g., date and ! 0 INSPECTION ONLY DcoPY NO. COPIES REQ'D 

time(s); whether inspection only or copies; identification ) i':':'::=~~ ____ :----------------------------I 
of specific copies and content provided, i ACCESS DURATIDN: 

o Affirmation of the applicant, as appropriate, to prevent ' 
further disclosure. i 'DsINGLE DPERMANENT DFROM --I--I-_TO_-I--I--

• Administrative data; e.g., DPR identification; date of request f~ ______ • _______________________ --t 
and approval', authorizing signatures and dates. : The undersigned affirms that the data requested will be used only for (he purposes so stated an~ will be safeguarded 

:1 from disclosure to persons other than those indicated above. 
An example of the Reque8t for Confidential Data Form is given l 

in Figure 2. Under terms of the existing city ordinance, each request j I ~~ _____ , __ ~:SI:G:.:NA:T~U::R~E~O::F~R:E:Q:U:ES:.:T~E:R~: _-=::::::::::::::::::::::::::::::::~ 
must be addressed to the DPR, or to his authorized designee. Inquiries ,I'" 
made to other agencies will be so referred, excep~for requests ad- 'r-T_HE_SP_A_C_E •• B_E_L_QW_IS_I_NT_E_N_O_E_D_F_O ... R_U_SE_BY_M, ... U_NI_C ... IP_A_L_IN_F_O_R_M_A_Tl_O_N_O_F_F_IC_E_P_E_R_SO_N_N_E_L_O_N ... LY_'_-t 

dressed to the MID which clearly require MffiB consideration. In ~ 0 REQUEST DENIED 

these cases the MIO will initiate the request an('l obtain the DPR's 
D REQUEST APPROVED D COpy CONTROL NO(S). _____ _ 

recommendations. 
DPRs document each request and associated information as 

appropriate to the given case, and normally honor requests which 
are authorized by established statute or policy; e.g., as for individ
uals requesting access to Restricted information about themselves. 
DPRs retain records of requests and the actions taken, and in addition, 
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j AUTHORIZING SIGNATURE: 
_______________________________ DATE: _____ _ 

RELEASE AUTHORITY: 

,-----------------------------------------------------------~ 
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copies are furnished periodically; e.g., weekly, to the MI?. ::-he MIO 
uses these records for monitoring the access request act! Vliles and 
for preparing such summary reports as may be directed by the MIRB. 

Any request which the DPR is not clearly authorized to honor 
will be referred to the MIa, with the DPRs' recommendations when 
indicated for screening and subsequent submission of valid requests 
to the MrRB. Valid includes any request which the requester insists 
upon pursuing and which. is not clearly ruled out by law. The MIa 
conducts necessary staff studies of each request and presents its 
analysis and recommendations, together with those of the DPR, to 
support consideration of the req~est by the Board. 

3. DATA ACCESS CONTROL FOR THE IMIS 

This section addresses procedures in the Integrated Municipal 
Information System (IMIS) necessary to control data access in accor
dance with policies governing the protection and dissemination of 
municipal information which have been established by the City of 
Charlotte. The section also outlines the scope and nature of the 
problem, and documents the level at which the Planning has been 
developed for individual elements of data access control as they 
apply to the automated system. An organized set of basic material 
is provided which can be expanded and refined progressively in the 
course of continued analysis planning and implementation. 

The Plan emphasizes factor::. associated with maintaining the 
security of data handled in the IMIS. Data security encompasses the 
protection of data from loss, modification, or unauthorized disclosure 
through accidental or deliberate means. Accordingly, this section 
identifies the classes of hazards or threats to be recognized, and out
lines the ways in which the system can be protected against the identi
fied hazards. Feasible countermeasures are discussed as they pertain 
to personnel, facilities, hardware, software, data base design, and 
combinations of these, taking into account the !MIS capabilities and 
operating environment. 

The basic problem of data access control is to devise a means 
of assuring privacy in a multi-user, multi-programming, batch, and 
on-line remote terminal system environment in which data of different 
classification categories may be processed simultaneously. In such 
an environment the system must permit personnel possessing dif
ferent access p~ivileges to make use of or operate equipment without 
compromising any part of the total data base, either by unauthorized 
access or, just as damaging, by unauthorized entry or deletion of . 
data which wil: affect decisions made by authorized personnel. It IS 
helpful to make a distinction between these two types of violations, 
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since security measures that reduce the probability of one type of 
violation do not necessarily reduce that of the other. 

A centralized data base facilitates the creation of composite 
records of individuals. The same is true for Non .. Personal data. 
These records may be the products of independent and often unrelated 
data inputs to serve specific needs. Aggregations of data other than 
those specifically authorized must be guarded against. The digital 
data base will eventually contain quantities of these data, both sensitive 
and nonsensitive. Any disks, drums, or tapes· used in the system will 
be exposed to this data base; the core memory of the computer will 
be similarly exposed. 

Information leakage in the IMIS can occur in several areas. 
With regard to hardware, the circuits for protection, such as bounds 
registers, memory read-write protect, or privileged mode instruc
tions, might fail, thus permitting information to leak to improper 
destinations. A large variety of hardware failures might contribute 
to software failures which, in turn, lead to divulgence. Failure of 
the software may disable such protective features as access control, 
user identification, or memory bounds control, leading to improper 
routing of information. Overall, the most serious threat to data 
security lies in the misuse of information by personnel directly en
gaged in the management, design, development, implementation, 
operation, and maintenance of the system. These personnel have the 
greatest opportunity and skill in gaining access to the data base for 
purposes of unauthorized disclosure, modification, and destruction. 
At the same time, any of these personnel could, through carelessness~ 
inattentiveness, or inadequate training, cause the accidental disclosure, 
modification, or destruction of information in the data base. Conse
quently, the integrity and experience of system personnel represent 
critical elements in maintaiirlng data security. 

3.1 General Considerations and Policy 

The collection, proceSSing, and dissemination of data through 
the IMIS takes place within the framework of the city policies and 
procedures for municipal data access control. This section addresses 
some implications of that framework for the IMIS, and sets forth 
general policy guidelines to provide a basis for developing and imple
menting security techniques. 

The city requires that departments classify data into access 
categories, according to speCified criteria that apply to Personal 
and Non-Personal data. The established categories are: Public, 
Restricted, and Highly Restricted. It is the further responsibility 
of each department to define access requirements and limitations 
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as they apply to personnel and functions within the given department, 
and to implement procedures which ensure compliance with those 
requirements. 

The MIS Department has the unique purpose, within the city, 
of providing automated data processing support to the other operating 
city departments. In general, such support encompasses a wide range 
of data handling functions, including collection, conversion to machine~ 
readable form, temporary or permanent storage, data transformations, 
retrieval for display or printing, dissemination, and destruction. 
Many of these functions imply that personnel of the !MIS pi-oject and/ 
or !MIS Data Processing must have access to the data in the COurse 
of performing their duties. While this situation creates no unusual 
problem in the case of Public data, it does pose questions which must 
be faced and resolved with respect to data which are classified as 
confidential, and for which some other city department has been des
ignated as the Department of Primary Responsibility (DPR). 

In this context, it is useful to distinguish levels and types of 
access which may be authorized and monitored, and which may apply 
to system users as well as to the IMIS personnel. Access levels, 
as they pertain specifically to the system data base and to identified 
portions thereof, are as follows: 

• Non-Access. This level refers to the absence of authorized 
access to the system data base. (Note: Access to the com
puter may be authorized independently of access to actual 
data values contained in the data base.) 

• Read Access. A user of the computer or a terminal may 
be permitted access to specified portions of the system 
data base for purposes of retrieval only. 

• Read-Write Access. This level permits the authorized 
person not only to retrieve, but to add, modify, or delete 
data contained in a specified file or segment of a file. 

In addition to the above, a Special Access requirement is recog
nized and assigned to the System Administrator at the central computer 
facility. This level refers primarily to access to the special tables 
and/or files containing security control parameters, e.g., passwords. 
It does not imply authorized access to confidential data which may 
be contained in user segments or files of the system data base. 

In this Plan, and at the current stage of the IMIS development, 
the security techniques discussed in subsequent sections represent 
Ones which will require time to implement and test. Additionally, 
questions of cost-benefit must be examined at each step in the specifiC 
context of objectives and functions of the !MIS as a whole. Maintaining 
effective security of confidential data in a system which is baoically 
designed to create a free and efficient exchange of municipal informa
tion can be costly, not only in dollars but in potentially negative effects 
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on handling the other data. Hence, the IMIS does not presently have 
the capabilities ~o protect all levels of . data in full compliance with 
the city's criteria, and the process of acquiring capabilities th~,t are 
truly adequate will be a lengthy one. 

The policies outlined below are based on the above considera
tions. They will apply until revised or expanded in subsequent issues 
of this Plan. 

e Restricted data will be stored and processed in the !MIS 
only to the extent that access can be adequately eontrolled 
in compliance with access authorizations specified for the 
given data in the Municipal Information Register. Introduc
tion of given Restricted data into the !MIS will Occur only 
upo~ .req~est by the DPR and approval by the J\URB, following 
verlfICation that protective measures are fully adequate 
for the purpose. 

e The Highly Restricted category does not pro'vide for access 
to the data by any personnel other than those of the DFR. 
Data in this category will not be introduced intothe IMIS 
until it can be demonstrated that security meaRures are 
adequate to preclude either accidental diselosure or delib
erate invasion, including possible disclosure to or invasion 
by MIS Department personnel. 

(I Authorized accezs is always for speCifically designated 
data or subsets of the data contained in the system data 
base. An access level authorized for specified data is not 
automatically transferable to other data. Further, no access 
level including that to Public data, will be recognized Which 
permits read-write access to the system data base as a 
Whole by anyone individual. Security measures will be 
designed to eliminate any reasonable possibility that such 
aecess can occur. 

• Read-write access is normally limited to the DPR for given 
data, whatever its classification. While files are designed 
by IMIS personnel, actual data values will be inserted and 
maintained by each DPR or his authorized designee. The 
designee may normally be a member of the IMIS staff for 
data classified as Public which are inserted and maintained 
at the central computer facility. 

3.2 System Security Requirements 

This section outlines the capabilities that could be applied in 
the IMIS to provide adequate security. The capabilities reflect, where 
applicable, the data classification and access level guidelines 
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discussed in the preceding section. A major subsection is devoted 
to each of the topics listed below: 

• Personnel Security 
• Physical Security 
G Hardware Security 
• Software Security 
.. Data Handling & Accountability 
• Emergency Procedures 

3.2.1 Personnel Security 

All persons authorized access to the !MIS are subject to one 
or more of the following proviSions, commensurate with their re
sponsibilities. This includes persons authorized as users, system 
personnel, system managers, and personnel responsible for building 
maintenance and equipment maintenance. 

., Bonding by a national ilnsurance company 
• Signing of an affidavit or non-disclosure employment con-

tract 
o Background investigation 
., Periodic security indoctrination 
• Thorongh training in operating and administrative procedures 
• Data a~d access :I.evel restrictions on a need-to-know basis 

Administration of the foregomg proviSions is the assigned respon
sibility of a Security Officer designated by the System Administrator. 

3 .2.1.1 Training 

ManualS, films, and slides are developed to indoctrinate users 
and system personnel thoroughly in system security at the time they 
begin working in the system and at periodic intervals thereafter. 
This training accomplishes the follOWing: 

• Explains the data classification and access level classifica
tion scheme used in the city and in the system. Also ex
plains the importance of maintaining the trust and confidence 
of citizens in handling sensitive data concerning individuals. 

• Makes personnel aware of present laws or anticipated legis
lation in the municipality which provide penalties for an 
employee's actions in failing to safeguard the security of 
information which is in his custody or to which he may have 
access. 

• Alerts personnel to report the presem::e of unauthorized 
individuals at the computer and terminal facilities, ~.nd to 
report any apparent violations of system security that come 
to their attention. 
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• Explains the formal procedures governing the handling of 
confidential data and physical access to the computer facility 
Elquipment, and data base media. ) 

:3.2 ~ 'Pb.ysical Security 

3.2.2.1 Fire Protection 

The following prOvisions are required to protect the system 
against potential damage or loss by fire: 

.. Com.puter facilities are constructed of fireproof materials 
throughout, including partitions, floor built-in storage 

d . t " an pam. 
• Good housekeeping practices are enforced; e.g., no waste 

paper or carbons on the floor. 
• SmOking inside the computer room is restricted, where 

necessary, to reduce fire hazards or to prevent contam
inating media such as tapes. 

48 Fire extinguishers installed are types that minimize damage 
to equipment or data files (e. g., CO or Halon extinguishing 
agents). 2 

• Smoke, temperature deviation, and humidity detectors are 
installed which will actuate calls, automatically, to desig
nated te:lephones in the event of emergency. 

~ File media is stored in fireproof containers. 

3 .2.2 .2 Power Protection 

Protection against power blackout or brownout is achieved by 
using multiple external power sources and/or by installation of an 
independent standby power supply unit. 

3 .2.2 .3 Air Conditioning Protection 

The operation of a computer depends heavily on closely' con
trolled temperature and humidity. An air conditioning unit with suf
ficient capacity to do the job must be maintained in peak operating 
c!ondition. Additionally, arrangements are made to divert air con
ditioning equipment serving other parts of the building to the computer 
room in case of emergency. 

3.2.2.4 Facility Location 

Within the building, the computer center is located out of the 
main traffic stream, out of public view, and behind substantial walls. 
Ii is not situated to attract uninvited attention. 
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3 .2.2.5 Facility Access 

Access to and exit from the computer center is restricted by 
electrically operated doors. Access through the doors by card key 
or, from the inside, by a receptionist. Only known or properly es
corted persons are admitted. Badges bear photographs for positive 
identification and are coded to denote the areas within the facility to 
which an individual has authorized access. 

Remote terminals are provided with locks to prevent unauthorized 
operation. In addition, the terminals normally are located in rooms 
secured by locks and/or guards .. 

3.2.2.6 Insurance 

Insurance provides added protection to cover equipment damage 
or destruction, data base media loss, and expenses resulting from 
the interruption of operations. Insurance costs for EDP equipment 
are generally substantial because of the high concentration of value 
in a relatively small area. However, costs are reduced when it can 
be demonstrated that the facility is provided with effective fire pro
tection, backup air conditioning units, building access, and personnel 
safeguards. 

3.2.2.7 Contingency Operations 

Provisions are made for contingency operations in the event 
of damage or destruction of IMIS equipment. Essential operations 
(e.g., paYl'oll) are identified and formal arrangements are made with 
another compatible computer facility to conduct those operations. 
Backup copies of computer programs and data base segments required 
for those essential operations are stored in a location physically 
removed from the facility used for normal operations. To assure 
that the identified contingency operations can be performed at the 
alternate facility, test operations are performed prior to acceptance 
of the facility and at scheduled intervals thereafter. 

3 .2.3 Hardware Security 

3 .2.3 .. 1 Environmental Considerations 

The classification of the computer complex remains fixed and 
is the highest classification associated with the data to be processed. 
The complex may itself be divided into smaller units, but the logical, 
functional result can be considered as a single computer complex in 
one location. Around this centralized computer complex are various 
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perip~:ral.input/output work stations which have varying security 
classifIcations. The security classification of anyone station can 
change with time and may vary over the entire range. 

3 .2 .3 .2 Processor 

The processor has basic arithmetic and control capability and 
operates on words or characters. The processor must have more 
t~an one. mode of operation, must contain a set of privileged instruc
tions which can be operated only when in a control mode and must 
contain memory bounds registers to restrict user progr~m access. 

Processor Operating Modes. The processor must have 
two modes of operation, control and user, differing in the 
ability to process available instructions and in memory 
access restrictions. In the control mode, the full set of 
instructions is available and includes unrestricted in
structions and privileged instructions. 

User programs are executed in the user mode. In 
this mode, only the unrestricted subset of available in
structions can be executed. Any requirement for a 
function performed by a privileged instruction is fulfilled 
by a ~all on the operating system executive, which oper
ates m the control mode. Upon completion of the privi
leged instruction, and any subsequent executive tasks 
control will be restored to some user's jOb (POSSibly' 
different from the one which caused the interrupt) and 
the processor is returned to the user mode. 
Interrupts. An interrupt results from one of many pos
sible conditions arising either internally or externally 
to the processor. An interrupt sets a specific condition 
bit in an interrupt register. Interrupts may be masked 
ill order to control the priority of servicing, to select 
which processor performs the servicing, and to allow 
completion of processing one interrupt without being 
further interrupted. Interrupt. conditions which are re
quired at tUs time are: 

!II External input/output activity requests 
.. Abnormal arithmetic or logical conditions (e.g., overflow) 
~ Memory bounds violation -
.. Power failure 
• Equipment errors 
«I Occurrence of a privileged instruction while in user mode 
iii Real-time clock updating 
• Interprocessor communication (if more than one processor) 
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Flag Bits. Flag bits are contained in memory words 
which are used for control purposes rather than actual 
user processing. As such, they are not alterable in the 
user mode. 
Parity Bit. A parity bit is required. A single parity bit 
detects any single (or odd number of) bit erro1'(s) in the 
work (character or bit group) in which it is included. 
Execute-Only Bit. The execute-only flag bit is required 
to identify the operating system executive and service 
programs. For the processor to execute any word in 
such programs, this bit must be set. 
Memory-Bounds-Load Bit; A memory-bounds-load flag 
bit indicates a memory word from which a user's pro
gram can access an object and have the memory bounds 
registers loaded to bound the object. This flag bit is 
set only in words of a program reference table, and 
will be set only by the operating system executive. This 
table will contain both the memory base addresses and 
memory bounds for all objects which a user program re
quires. 
Privileged Instructions. Privileged instructions are used 
to establish or alter the overall control by the processor 
of user jobs. Security control is dependent upon control 
of privileged instruction .execution. The processor must 
be in the control mode as a condition for execution of 
privileged instructions. Privileged instructions provid e 
the following capabilities: 

\I Input/output command descriptor establishment for later 
use by the input/output control processor to control infor
mation transfer 

• Flag-bit setting on memory bounds loading information 
• Program request table bounds loading 
• Interrupt mask register control 
• Interrupt response base address loading 
e Mode control register resetting to return to user mode. 
A pri.vileged instruction occurring in a user program is treated 

as illegal and results in an interrupt without execution. This interrupt, 
like any other, results in entry to the control mode to extract its ap
propriate response (in this case analysis, logging, and recovery or 
termination of the user program). 

Memory Bounds Registers. The principal features of 
the hardware recommended for checking addresses is a 
group of memory bounds registers. A memory bounds 
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register pair defines both upper and lower bounds and 
also specifies whether the allowed use is execute-~nly 
(for a program area), read-Only, or both read and write 
(for a data area). 
CRT Terminal Considerations. If a magnetic tape buf
f~:"'ing devi.ce is used to interface cathode-ray-tube (CRT) 
dIsplays WIth teletype units to provide buffering queue for 
hard-copy capability at CRT remote terminals, it must be 
actuated at the remote terminal location and not be sus
ceptible to control by the system. However, data set by 
a ~ser to tills buffering device for relay to the teletype 
prmter must always be obliterated by a permanent
magnet erase head as soon as the data are relayed. In 
this way, sensitive data will not be retained within the 
CRT-teletype interface device and cannot be read by 
another individual at a later time. 
Communications Protection. System security is subject 
to .cOm?ron:ise thr?ugh electromagnetic radiation pickup 
usmg hstemng deVlces from terminals communication 
lines, computers, and peripheral equip~ent. Also com
munication lines can be tapped. At the other end o'f the 
scale, instances have been reported in which radiation 
from airport radars has erased information on data base 
storage media. 

It is not clear at this stage that the costs of count
ering the foregOing threats are justified for the IMIS 
p~rti?ularly since the costs of penetrating the syste~ 
Vla WIretaps and electromagnetic radiation pickup may 
be costly compared to the value of the information ob
tained. However, a number of countermeasures are 
possible. These are presented below for consideration 
and later resolution: 
• The computer room peripheral units, terminals, and 

even the communication lines can be shielded to pre
vent leakage of electromagnetic radiation. However, 
shielded communication lines can be tapped; thus 
they may be feasible only for local hard-wired lines. 

e Dedicated communication lines, either in the form of 
local hard-Wired lines or lines leased from a common 
carrier, can improve security. An intruder cannot 
gain access merely by dialing in, although wiretaps 
are still possible. 

II A periodic check can be made on communication lines 
to detect any possible wiretapping. Unusual line noise 
might also Signal the presence of a tap. 
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• A good cryptographic system substantially reduces 
the threat against the communications system. The 
cryptographic system should contain three basic ele
ments: (1) a set of codes that are difficult to inter
pret; (2) a mechanism for encoding and decoding at 
each end of the communications channel; and (3) se
curity procedures to protect the code sets and en
coding/decoding mechanisms. 

3 .2.4 Software Security 

3 .2.4.1 Operating System 

The operating system is the key security element in the soft
ware package. It provides protection against the operators and the 
users at remote terminals. The operation system has a set of nles 
by which it judges all requested actions, and obeys only those requests 
which conform to the security parameters established for that particu~ 
lar operation. Under no circumstances should the operating system 
data and code be modified by users. 

3 .2.4 .2 Input/Output Operations 

The operating system performs all input/output (I/O) operations. 
No user program is permitted to utilize any I/o device except via a 
call to the operating system. The operating system also manages 
the system clocks and the main consoles. 

3.2.4.3 Memory Bounds Protection 

The operating system keeps the user programs bounded by 
read-write memory protect while they are operating. All I/O actions, 
and any out-of-area reference by user programs, must be via calls 
to the operating system. This protects information concerning the 
security levels and authorized users, data base segments, and outputs 
from access by the using program. Authority to reference random 
access peripherals must be established by·the operating system and 
all references checked for validity and authority. 

3.2.4.4 User Program Violations 

If there is a violation of memory bounds or the use of a privileged 
instruction by a user instruction, the operating system immediately 
suspends the offending program and makes log entries. It also pro
hibits further use of the offending program by the user until specliically 
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authorized by a supervisor. The suspension of violating program 
requests must be complete: if the task has been. divided into multiple 
~oncurrent operating activities, all such activities must be terminated' 
If the task has resulted in a chain of requests, all such requests must' 
be removed from the queue. Essentially, there is a complete abort 
of all parts of the request, necessary to prevent a user program from 
making multiple tries against the security system. 

3.2.4.5 Remote Terminal Security Control 

Access to the system from a remote terminal is restricted to 
those users known to the system as authorized personnel. Each ter
minal is aSSigned a data classification and access level. The operat
ing system denies data base accesses other than those specifically 
authorized to the terminal. 

The operating system periodically checks each remote terminal 
currently in use to determine how long ago the last communication 
to or from the terminal took place. If a remote terminal has been 
idle during ~e previous cheCking cycle, the system sends a message 
to that termmal to the effect that it has been idle too long. If no fur
ther communications are sent from that terminal the terminal is 
automatically signed off and an entry made in the' system log. This 
feature limits the time the system is open to unauthorized use if a 
user should fail to sign off before physically leaving his remote 
terminal. 

3.2.4.6 Operating System Testing 

The operating system must be te~ted continuously. For example, 
th~ ~emory bounds protection can be expected to fail with some prob
abIlity. Every user program which conforms with the security safe
guards will be expected to run without violating the memory bounds 
protection and, therefore, the user program itself will not test such 
a feature. A speCial program or some part of the monitor must de
liberately and periodically violate the memory bounds protection to 
verify that the memory bounds protection checker is working. This 
inspires management confidence in the security safeguards. 

3.2.4.7 Security When Debugging 

A new program is the one most likely to violate security. Al
though security rules cannot be suspended for debugging or program 
testing, some concessions can be made. For example, a program in 
a debugging state can be flagged and, if a violation occurs, the operat
ing system can log it and send a dump of the program to the user 
rather than notifying the System Administrator terminal. 
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.2.4.8 Audit Trail Capability 

Software is provided which automatically records the following: 
6 User log-ons and log-offs, including each user's ID and 

terminal ID. 
e Maintenance log-ons and log-offs for whatever purpose, 

including names of maintenance personnel and the nature 
of the maintenance. 

• Operator-initiated functions, including the name and function. 
(From the point of vie,i' of logs, the operator will be treated 
as a user.) . 

• Each attempt by a user or his program to access files or 
programs for which he is not authorized, including his ID, 
terminal ID, and program ID. 

ED Program abort incidents, including program ID, user ID, 
terminal ID, and time of abort. 

• Any special usage of the system, e.g., generation of pass
words changing of data classification, modification of se
curity'parameters; or a record of the type of transaction, 
including the authority or person under whose cOgnizance 
the usage is conducted, and the terminal ID. 

• Output operations which the system performs at the request 
of a user, including those which hE: directs to be sent to a 
terminal other than the one from which the request was made. 
Identification of the file accessed, amount of information 
read out of or written into the file, and the requesting and 
receiving terminal IDs recorded. Similar information i~ 
logged for all input operations which create or destroy flIes 
or instructions, or which change file classifications or se
curity parameters. 

The log record contains sufficient detail to permit reconstruction 
of events which indicate an unsuccessful attempt to penetrate the sys
tem or which clearly result in a compromise of information or ·other 
security violation. For example, repeated unsuccessful attempts to 
gain access to the system software or to a file .reported by t~e op:rat
ing software to the System Administrator termInal. The audIt traIl 
should enable secul'ity personnel to identify the terminal involved, 
the user (allegedly), the target data or program, and the syste~.re
action. The log is. complete enough to permit the System AdmlIDs
trator to monitor system performance on a real-time or periodiC 
basis. The data collected by the system log is also aggregated at 
intervals to provide performance statistics which indicate the ade
quacy of existing security safeguards and to develop new or improved 
procedures and controls. 
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3.2.4.9 User Entrance to the System 

Recognized users are authorized to enter the system, gain 
access to specified data, and request certain types of information. 
Any user attempting to enter the system must first identify himself 
and his location (Le., the remote terminal he is using), and then 
authenticate his identification. The identification/authentication steps 
may be repeated any number of times during operation, e.g., when 
particularly sensitive information is requested. 

3.2.4.10 User and Terminal Identification 

Each user and each terminal is assigned a unique identifier. 
These identifiers are aSSigned and stored in system t1liales, in pro
tected memory, by the System Administrator. 

3.2.4 .11 Authentication 

Authe~tication is the means by which the operating system is 
assured the individual at a terminal is the one he represents himself 
to be. User authentication is provided by a password which is changed 
periodically. Passwords are assigned and entered in system tables 
in protected memory, by the System Administrator; they may be ' 
one-time or "throwaway" passwords but they should not be user
generated. 

3.2.4.12 User Security Profile 

All legitimate users of the system have profiles stored in a 
profile table, in a protected area of memory, by the System Adminis
trator. This table contains the legal authentication responses for 
that user, clearance of user, and need-to-know caveats relating to 
particular data, actions, outputs, and operations that can be performed 
on the data. 

3.2.4 .13 Data Base Security 

The IMIS digital data base contains the majority of the infor
mation requiring protection in the system. The access, manipulation, 
and output of information from the data base must be strictly con
trolled. This control must apply to the user data base and, in partic
ular, to the security control parameters. A feature of the computer 
Which minimizes the possibility of a user deliberately gaining access 
to data or to another userts program stored in memory is "relative 
addressing." Through use of relative addressing a system user is 
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unaware of the exact physical memory locations allocated either to 
his own program and data or to those of any other user currently on 
the system. These physical locations change frequently and randomly 
due to the programs and data being transferred in a.nd out of the .com
puter's memory or between different memory locatlons, as reqUlred, 
to respond to all users currently on the system. Additional capabilities 
that could be provided include those discussed in the subpara.graphs 
below. 

Building Data Bases. The system ~oes not a.ccept inf?r.mation, for 
either temporary or continued use, without fIrst receIvmg from the 
user a declaration of security control parameters about the data, 
i.e., data classification, access level authorization, and dissemination 
caveats. 

Access Control. The system maintains an identification of data to 
which each user is authorized access and the authorized access level 
(see 1.0). If a user attempts to gain unauthorized access or attempts 
to perform an unauthorized operation on a legitim.ately acc.essed data 
base segment, the system will not execute the action but.WIll make 
an appropriate entry in the system audit trail log and prmt a message 
at the System Administrator's terminal. 

Copying of Data Base Images. Only personnel with read-wri!e access 
authority for the specified data are allowed to create magnetlc tape, 
drum, disk, or punched-card copies of data base images. 

User Security Parameters. The creation, storage, maint.enance,. and 
access to system tables containing passwords are operatIons which 
can be performed only at the System Administrator's. terminal. In. 
addition to passwords, the tables contain other securIty d.ata pertaIn
ing to computer programs, the system data base, and actions author
ized to users. 

Data Base Classification Changes. Changes to data base classific.ai?-0ns 
and access authorizations can be entered only by the System AdmmIs
trator. 

System Response to Initial Access Requests. Immed.iatel~ after a . 
user requests access to data and the syste~ ascertams ~IS auth.orl
zation to access it, the system responds wIth a message mformmg 
the user of the classification and restrictions which are assigned to 
the handling of that data. 
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Requested Data Base Output. Restricted data stored in the IMIS data 
base is structured and keyed, along with the associated user programs, 
so that retrieval queries will result automatically in a display or 
printout which clearly labels each page of the output with (a) the clas
sification and (b) any special caveats that apply to the handling of the 
given data content. 

Classified Residue. ClaSSified residue is sensitive information 
either code or data, which is left behind in the computer memor~ 
after the ~rogram that referenced it has been dismissed, swapped 
out, or qUlt from the system. 

The operating system assures, to the extent it is technically 
feaSible, that no sensitive data can remain as accessible residue in 
either primary or seeondary storage. The classification residue 
problem pertains to all forms of secondary storage, e.g., drums, 
tapes, Or disks, as well as to the primary core store. 

The standard solution to classification residue is to purge the 
contaminated memory dynamically, for example by overwriting with 
rqndom numbers or zeros. This solution is prohibitively expensive 
in proceSSing time for bulle memory devices. For such devices, 
controlled memory allocation and access techniques offer less costly 
solutions. Possible solutions as they relate to the various memory 
types are as follows: 

(I Core Residue. All core storage can be treated as pages 
and the pages cleared to zero when allocated, thereby over
writing any potential residue. Via the program's page map, 
the operating system can label all code and data pages (which 
need not be contiguous) belonging to a given program with a 
single hardware memory protection key, thereby prohlbiting 
unauthorized reading or writing by other, potentially co
resident user programs that may be in execution. Further, 
the operating system can keep a running account of the status 
and disposition of all pages of core. Unfilled portions of 
pages at load time can be kept cleared to zero as when they 
were allocated, and the full page swapped into core, if not 
already resident, each scheduled time slice. Newly allo
cated pages can be marked as "changed" pages, as a means 
of guaranteeing subsequent swap out to drum. 

The foregOing techniques deny access by a user or pro
gram to those pages of core not identified as part of his 
program, and clear COre residue by overwriting accessible 
core at load and swap times. 

& Drum Residue. The operating system can always clear a 
drum page to zero before it is allocated, and maintain a 
drum map that notes the dispoSition of all drum pages. 
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Further, drum input/output (as for all I/O operations) will 
be controlled by privileged instructions. 

• Disk Residue. The expected large capacity of the disk file 
system makes it infeasible to consider automatic overwriting 
techniques for residue control. This means that the disk 
files will necessarily be maintained, in the !MIS, as "dirty" 
memory. The burden of controlling any unauthorized disk 
file access, whether to cataloged files or uncataloged disk 
mPffiory, should be on the IPS/70 Data Management function 
of the operating system via legality checks of all OPEN and 
I/O requests. Normal internal labeling of disk packs will 
assist the legality checking. Scratch memory allocated for 
new jobs should be written before reading is permitted, to 
prevent residue access. The act of writing will overwrite 
the residue and advance the end-of-file (EOF) to prevent 
reading beyond that point. 

• Tape Residue. Tape residue control can be satisfied by 
manual, off-line degaussing. 

Securitv Control Parameter Safeguards. Security control parameters 
are the~passwords, keys, and associated data employed to control 
access to the system data base by user programs. The sensitivity 
of these parameters is evident. They comprise a set of data for 
which the MIS Department is the Department of Primary Responsibil
ity (DPR) and which must be classified as Highly Restricted. Con
sistent with this classification, access to these data is further re
stricted within the department to a very few individuals, carefully 
selected and' trained for the purpose, at the central computer facility. 

It is necessary to recognize that the confidentiality classifica
tion of these data must be confined to the actual values which residue 
at anyone time in the files and tables. Information about the or~a
nization and nature of the control parameters and how they operate 
is design information which must be determined by, and be subse
quently available to, systems analysts/designers, computer program
mers, and others. There are sufficient reasons why such information 
normally carries a Public classification for the lMIS. 

As is true of the system data base in general, security measures 
also apply directly to the access of data values contained in the tables 
or files at anyone time, for purposes of either loading the data ini
tially or making changes. The loading and updating of the system 
tables and/or files containing the data conducted at the System Ad·· 
ministrator's terminal, and the operations are restricted to as few 
individuals as possible. 

Access to the system tables and files containing the parameters 
is made via a special user ID that is not a member of the set of user 

136 

IDs carried in the tables and files. The program or programs making 
the OPEN call to these tables and files is a member of the set of 
operating system programs; i.e., it must be executable only in control 
mode. 

Associated problems of security for the data in question relate 
to keeping backup files as protection against drastic system failures. 
Any such backup files can be protected through applicable phYSical 
and other security measures, e.g., secure storage and transport 
and/or of privacy transformations. ' 

3.2.5 Data Handling and Accountability 

Special measures taken to protect confidential data and computer 
programs include those outlined below. 

3.2.5.1 Marking of Confidential Data 

Conventional typewritten or handwritten documents containing 
confidential data are stamped with the data classification. 

A deck of data processing cards containing confidential data 
have front and back cover cards stamped with the data classification. 
Cards removed from the deck for separate proceSSing are subject 
to special handling and must carry the required markings. 

Classification markings on pages of listings produced by auto
matic data proceSSing equipment are applied by the equipment with 
the exception of any ad hoc reports, which are marked manualiy and 
packaged in double envelopes. 

Tags, stickers, or similar device's are attached to identify the 
classification of materials that are not easily marked, e.g .. , tapes 
and disks. 

All file fo.lders, binders, envelopes, metal storage containers, 
and other contarners of cOnfidential information are marklad with the 
classification of their most highly classified content. 

3.2.5.2 Accountability of Confidential Data 

A system of Signed receipts or log signatures is used to control 
the routing, loaning, disposal, or transfer of confidential data from 
location to location, from One employee to another, or for returning 
the data to an issuing a.gency. 

3.2.5.3. Waste Disposal 

Such waste material as excess pages of listings, spoilage, 
ribbons, or carbons is stored in locked containers and destroyed by 
designated authorized personnel. 
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3.2.5.4 Storage of Data and Computer Programs 

All confidential data, on whatever medium recorded, are stored 
in containers equipped with combination locks when not in use. A 
decal is affixed to each container to indicate the classification of the 
data, the names of persons authorized to have the container combina
tion, and the date the combination was last changed. 

All computer programs, regardless of classification, are stored 
in locked containers when not in use and the names of the persons 
authorized access to the containers are marked on the container. 

3 .2.5.5 Reproduction of Confidential Data 

Printed reproductions of confidential data occur only when 
specifically authorized in individual cases. Any copy made is handled 
by document security control procedures. 

3.2.5.6 Purging of Confidential Data 

Procedures are developed to ensure that all data no longer 
needed in the system are subjected to systematic review and purging. 
In the interests of conserving storage space, as well ::>.13 for security 
purposes, measures are enforced to counteract the common tendency 
to accumulate and maintain data past their useful life. 

3.2.6 Emergency Procedures 

Emergency situations addressed i.n this section include those 
which could arise as a result of occurrences such as the following: 

• Bomb Threats 
• Civil Disturbances, Disorders, or Demonstrations 
• Earthquake 
• Fire and/or Explosion 
o Serious Industrial Accidents 
• Major Power Failures 
Potential damage resulting from such occurrences includes 

losses of property, personal injuries, and interruptions of system 
operation. These can be minimized through the development of stan~ 
dard procedures, proper advance training, and indoctrination of system 
personnel. Materials outlined below indicate the approach necessary 
to deal with those emergency situations. Each of the areas discussed 
requires extensive amplification and refinement in the course of 
developing and implementing effective countermeasures. 
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3.2.6.1 Policy 

Examples of general managem'.:mt policy to be formulated and 
enforced are the following: 

• No weapons of any kind will be issued, nor will any IMIS 
personnel be permitted to bring weapons onto the premises. 

• Requests for assistance will be made to the appropriate 
civil authorities) including local and state law enforcement 
agencies. 

• Employe(~s will make every effort to secure all sensitive 
material in authorized storage containers. 

• Employ~es will shut off the power to operating machinery 
and equ.lpment when it is verified that an emergency situation 
exists. 

3.2.6.2 Bomb Threats 

. . Nationwide .surveys indicate that industrial firms and muniCipal 
bUlldmgs are subjected to bomb threats with increasing frequency 
e~ch year. It is generally impossible to establish the validity of a 
gwen threat at the time it is made. However, prompt decisive action 
is required to obtain all possible information and reduce or eliminate 
the potential damage, injury, or other loss. 

If a bomb threat is received over the telephone, the switchboard 
operator or person receiving the call should attempt to obtain the 
fOllOwing information: 

• Originator or source of call 
• Location of bomb 
• Time set to go off 
411 Description of bomb: type, shape, color, etc. 
• How the bomb was placed in the facility 
GI now to disarm the bomb 
Any person receiving such a call should immediately contact 

the System Administrator and report the information obtained. The 
System Administrator notifies appropriate outside authorities and 
provides all necessary assistance in the investigation of the threat. 

3.2.6.3 Civil Disturbances, Disorders, or 
Demonstrations 

If the IMIS facility is confronted with an organized demonstra
tion, civil disturbance, picketing, or protest, procedures must be 
employed immediately to protect personnel, property and information, 
prevent or reduce disruption of 11.11S operations, and prevent or min
imize physical penetration of the faCility. 
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It is likely that any organized disturbance or picketing would 
take place during normal working hours, with efforts directed toward 
areas calculated to draw maximum attention from both the public and 
lMIS personnel. 

If there is a demonstration, IMIS policy is to achieve, to the 
maximum extent possible, a peaceful and orderly demonstration which 
does not interfere with personnel, property 61" activities. Such action 
is appropriate under the circumstances with regard to disorderly or 
destructive conduct, trespass, or other illegal or harmful activity. 

Upon notification that a protflst activity or demonstration of 
any kind is in progress on IMIS system property, the System Adminis
trator should take the following actions: 

• Notify the Charlotte Police Department and other appropriate 
agencies. 

• Using personnel available, take up positions which deny un
authorized access to operational areas of the facility . 

til If tr.espass is imminent, assure that all confidential and 
other valuable material is placed in locked containers or 
otherwise secured. 

Not all antiCipated situations will necessarily be militant, 
violent, or destructive. For example, there is the possibility of being 
confronted by a peaceful demonstration. However, whether or not 
there is a seriOUS threat of damage, IMIS personnel should be indoc
trinated in such attitudes and procedures as those listed below: 

• In the event of a peaceful demonstration, the response should 
be flexible, considered, and tolerant of the constitutional 
rights of the demonstrators to freedom of speech, press, 
or assembly. 

• Should a demonstration occur, the protection of confidential 
and other valuable materials is of primary importance, and 
instructions are issued to secure all such material. Em
ployees will be cautioned not to approach the scene of action, 
since it is a good tactic to provide demonstrators with as 
small an audience as possible, 

• Physical or verbal confrontations with threatening demon
strators are to be carefully avoided. Employees who leave 
the premises to avoid such confrontations are not penalized 
for loss of time .. Employees are afforded appropriate police, 
legal, or other protection against violence 01' intimidation. 
Employees are subject to penalties, including arrest, for 
engaging in actions which are contrary to these pOlicies, 
e.g., encouraging confrontations Or provoking violence. 

3.3 Information Processing System, IPS/70 

IPS/70 is a communication transaction-based data management 
syst.<:lm. Processing is initiated with a transaetion from a remote 
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terminal. IPS/70 performs all of the steps required to establish 
that tra~action in the computer and then initiates operation of a 
~ser-wrltter: program to process the transaction. The user program 
mterfaces WIth the communications network and the data base via 
~PS/:O using Simple CALL statements. The following paragraphs 
Identify the current IPS/70 security capabilities. 

3.3.1 Security PrOvisions of IPS/70 

IPS/70 supports sC'cu:tity in two areas: Transaction ProceSSing 
and Data Base Management. Transaction ProceSSing provides for 
message-to-terminal association and password techniques to insure 
proper authorization for program execution. Data Management sup
ports th ree levels of security: (1) permiSSion to access the file' 
(2! p:rmission to process the file in a particular manner; and (3') per
mISSIon to access a particular segment within a file record. IPS/70 
~rovi~es for an individual locus for controlling system security, which 
IS as?}gned to the System Administrator. Operating at a privileged 
termmal, the System Administrator supplies parametric inputs used 
by IPS/70 to enforce security, and can provide similar information 
on a need-to-know basis to the terminal users and programmers. 
A!Bo, the System Administrator can receive reports on attempts to 
V:l.Olate the system security and to modify security values. 

3.3.1.1 Transaction Processing 

ThE! System Administrator furnishes a list of transactions for 
each terminal and supplies information fo the Terminal Directory 
Generator, which builds a terminal directory defining all transactions 
Transactions are accepted only from terminals that have been asso
ciated with individual transactions and are rejected from terminals 
that .have not been associated. The System Administrator may specify 
a umque password for a defined transaction and terminal users are 
then required to supply this password whenever the transaction is 
generated. The Transaction Control Program rejects a message of 
this type not containing the proper password, and returns it to the 
sender with a notation that there was an invalid or missing password. 
Passwords can be modified on-line by the System Administrator. 

The System Administrator may also supply a sender ID which 
can be included in the transaction. However, IPS/70 does not'validate 
or use the sender ID for security checking. An "own-code" routine 
(written in BAL) can be added to intercept messages prior to trans
action establishment, to validate sender ID. The user program itself 
can do this cheCking, if desired. 
An input message ,from a terminal is in the following format: 
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STX txcode staserno key [passworel] [selsid] text EXT 
Where: 

STX = transmission control character 
indicating start of transaction 

txcode = transaction identification code 
staserno terminal identification 
key = 0, no password or sender ID 

= 1, password only 
2, sender ID only 
3, password and sender ID 

password = password (optional) 
sdsid = sender ID (optional) 
text = text of transaction 
EXT = transaction control character 

indicating end of transaction 

3.3.1.2 Data Base Management 

IPS/70 provides a Directory Generator to build a temporary 
directory to support the data management functions. The System 
Administrator or a programmer supplies the input to the generator. 
For each file, the following are required: 

.. The symbolic name used to reference the file 
• The file name as it is to appear on the random access 

vOlume(s) 
• The access method 
• The level of processing: record or segment 
• The device types, and their serial numbers, that will con

tain the file 
e The file space requirements to be used when the file is 

allocated 
• The record description and structure. 
One (or more) entry in the temporary directory is established 

for each file. User programs may issue IPS/70 I/O requests for 
files with entries in the temporary directory. However, there is 
110 security validation for these requests. 

The System Administrator is supplied with a dedicated terminal 
function called "catalog" to transfer the entry from the temporary 
directory to a permanent directory. Security provisions are avail
able for files with entries in the permanent directory. 

After the file is cataloged in the permanent director, a "security" 
function is provided to the System Administrator terminal to insert 
passwords into the permanent directory entries. When user programs 
attach (open) or detach (close) these files, the passwords for them 
must be supplied with the I/o request. Failure by a user program 
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to supply the proper password will result in denial of file access and 
a me.s~age to the System Administrator. Password information is 
specifIed as follows: 

Where: 
C SECF 

Den 

file 
password 
VOID 

C SECF Den, VOID 
file password 

a literal that defines the function 
being performed 
Directory Entry Name (Similar 
to file narn.e) 

= 8-byte password 
indicator that no password is 
required (can be used to delete a 
password) 

Another security procedure available to the System Adminis
t:-ator, in addition to or instead of the file password, is to insert a 
list of programs th~t may access the file into the directory entry. 
A program requestIng access to the file will have its name checked 
agai~st the list in the directory entry. Attempted access by a program 
that IS not listed will be denied and a message will be transmitted to 
the System Administrator. 

In addition to the program name, the System Administrator· 
may specify ~he processing options permitted to the listed programs. 
Whenever a hsted program attempts to perform a data base function 
I::S/70 1?ata Co~trol checks the function against the permitted proce~
SIng options. VlOlators are denied access and the attempted violation 
is reported. 
Program Security information is supplied from the terminal as foll
ows: 

C SECP Den, 

Where: 
C SECP 

Den 
program 
name 

ALL 

[
ALL J 

program name 
r pro.cessing 1 
LoptlOns J 

=0 a literal that defines the 
function being performed 

=0 Directory Entry Name 

=0 6-byte name of program 
permitted access to the file 

'" indicates all programs may 
access the file with the pro
cessing options defined 
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processing 
options = options permitted to program 

accessing the file as follows: 
L Load 
G Get 
R Replace 
D Delete 
I Insert 
A Label Read 
~ Label Write 

IPS/70 does provide some secul'ity at the segment leveL The 
prime responsibility is placed on the System Administrator who 
should release only the names of segments required by the program 
to its programmer. In attaching {opening) the file the program must 
specify these segments. IPS/70 does not return any other segment 
from the opened file to the program; therefore, no accidental release 
of data is permitted. 

3.3.2 Evaluation of IPS/70 

Restricting terminals to specific transactions and functions 
is a significant security and control measure. The inclusion of a pass
word has only limited additional security value. It is apparent that 
if someone had access to a terminal, it would not be difficult for 
him to discover the proper password, e.g., by just looking over some
one else's shoulder. The major emphasis must be on the adminis
trati ve and physical control of the use of the terminal. 

From a data base standpoint, the most effective procedure is 
the list of programs permitted to access and process a file. When 
the functions, Le., Load, G€t, (processing options) to be performed 
are also specified, this becomes a fairly powerful tool. The password 
has only limited additional value. The IPS/70 segment sensitivity 
feature is misleading. It prevents the accidental acceSSing of sen
sitive information but it is no deterrent against someone trying to 
get information th~t should not be available. If segment sensitivity 
could be specified by the System Administrator and contained in the 
terminal (transaction) directory rather than being input by the user 
program when it opens a file, it would be most effective (See 3.3.3.) 

In summary, although IPS/70 offers some security procedures, 
the emphasiS must be on administrative procedures. This is partic
ularly true as it pertains to the System Administrator and his ter
minal. From that terminal, actions can be taken to compromise or 
destroy the entire system. Yet there are no automated security 
procedures for the System Administrator. Thus, administrative 
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se'.mrity p~ocedures for the System Administrator, his staff, his 
offIce and Its contents, and the terminal are matters which must be 
covered through facility and personnel security measures. 

3.3.3 AdditionalIPS/70 Capability 

YNIVAC has stated that IPS/70 does have segment sensitivity 
at a hIgher level of sophistication than has been documented They 
ha~e sta~ed that when the System Administrator, through terminal 
action, hsts the programs which may access a file and the options 
that may be performed, he may also specify the segments that may 
be processed by ~hat p~ogram. The list of segments supplied by the 
attach command IS valIdated against this list, and Data Control denies 
access for segments not defined as accessible. This is a most power
ful capability a~d could become a key feature of the security system. 
Because of the Importance of this capability, and the absence of 
present documentation, the city will take steps to ascertain (from 
UNIVAC) its availability for the Charlotte IPS/70. 
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APPENDIX E 

RULES OF ORGANIZATION, PRACTICE AND 
PROCEDURE OF THE 

WICHITA FALLS DATA ACCESS ADVISORY BOARD 

Object of Rules 

The purpose of these Rules is to provide for the efficient or
ganization and functioning of, and to provide for a simple and orderly 
system of procedure before, the Wichita Falls Data Access Advisory 
Board to the end that the public interest and welfare may be protected 
and that the business of the Board may be expeditiously handled. 

Scope of Rules 

These Rules are adopted pursuant to the authority granted by 
the Board of Aldermen, City of Wichita Falls, by Ordinance 2688 and 
shall govern the organization of the conduct of proceedings of the 
Data Access Advisory Board. Such Rules shall not be construed so 
as to diminish, modify, or alter the jurisdiction, power, or authority 
of the City Manager, as set forth in the Code of Ordinances of the 
City of Wichita Falls. 

Organization 

Appointment of Board and Chairman 

The Board shall be composed of five members who shall be 
appointed by the Mayor and approved by the Board of Aldermen. The 
Mayor, with approval of the Board of Aldermen, shall appoint one 
of the members as Chairman. 

The Members of the Board shall designate a Vice-Chairman, 
who will fulfill the duties of the Chairman in his absence. 

Duties of the Chairman 

The Chairman shall act as presiding officer for meetings (if in 
attendance)' shall set the time and place of regular meetings; shall 
approve th~ Agenda for regular meetings; and shall have the authority 
to appoint committees from among the membershi,l? as deemed 

146 

necessary and desirable to foster the efficient and orderly conduct 
of its business. 

Board Members 

The Data Access Advisory Board shall act in an advisory capac-
ity only and shall have the following duties: 

a. To advise the Data Registrar and the Board of Aldermen 
regarding controls and policies affecting the release of informa
tion. 
b. To assist the Data Registrar and the Board of Aldermen in 
establishing criteria to determine the "need to know ff test. 
c. To assist the Data Registrar in establishing ethics regard
L-lg requests for specific types of information. 
d. To consider any expansion of the data base which will result 
in acquisition and storage of data not previously maintained 
by the City, and to advise the Board of Aldermen with reference 
thereto. 
Members may recommend items of business for inclusion in 

the Agenda of regular meetings of the Bo?:d, Such items shall be 
submitted to the Secretary not less than fi,:~~ work days prior to each 
such meeting. 

Ex Officio Member 

The Mayor shall appoint one member of the Board of Aldermen 
to serve as Ex Officio Member, without vote, to represent the Board 
of Aldermen. 

Secretary 

The Data Registrar shall serve as Secretary Member of the 
Board without a vote thereon. He shall: 

a. attend all meetings of the Board and of its appointed com
mittees. 
b. maintain a record of all activities of the Board and submit 
the official Minutes of all regular and special meetings to the 
Board of Aldermen and to the Members of the Data Access 
Advisory Board as soon as possible. 
c. provide the Board with all information necessary for the 
performance of its duties. 
d. submit a proposed Agenda to the Chairman not less than 
five work days prior to each regular meeting and upon approval 
shall provide each member with such information as deemed 
necessary to the consideration of the Agenda. 

147 



e. notify all interested parties of the Agenda and of the time 
and place of meetings and make ~uch materials and items as 

.,' pertain to the Agenda available to all interested parties, if 
possible, prior to the meeting. 
f. invite the participation of the principals involved in the 
Agenda and solicit such evidence as t~ey desire to introduce. 
g. coordinate the attendance of staff personnel of the City 
considered necessary to the business before the Board. 
h. introduce each item on the Agenda and present such back
ground information as shall be necessary and shall introduce 
such witnesses and other.parties in interest as may wish to be 
heard, and, 
i. provide such clerical/administrative support as required 
by the Board in its proceedings. 

Procedure 

Meetings of the Board will be called by the Chairman or Data 
Registrar on an ad hoc basis such time as periodic meetings become 
necessary. Notification of meetings will be mailed. 

A quorum shall consist of the majority of the voting members 
of the Board. 

Executive Session: 

All regular meetings of the Board shall be open to the public. 
It is expressly provided, however, that the Chairman shall have the 
authority to call the meeti'1g into Executive Session for good and 
sufficient grounds. Following the exercise of such privilege, the 
Chairman shall reoven the meeting to the public and may announce 
the results of such Executive Session, which shall be recorded in the 
Minutes. 

Order of Business: 

The business to be conducted by the Board at its regular meet
ings shall be limited to the Agenda. The Chairman shall, howeve:1."', 
have the prerogative of waiving this limitation when considered ap
propriate. 

Parties in Interest: 

Any interested party may appear or be represented before the 
Board for the purpose of presenting any relevant and proper testimony 
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and evidence bearing upon the business at hand. Parties wishing to 
appear or to be so represented should inform the Secretary prior to 
the date of the meeting; however, the Board may hear anyone present 
at its discretion. 

Order of Procl1dure: 

The Chairman shall direct all parties to enter their appearances 
on the record. 

Adoption of Rules: 

These rules were adopted by the Data Access Advisory Board 
on the day of February 14,1973, and, subject to approval by the Board 
of Aldermen, City of Wichita Falls, shall be effective immediately. 
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CLASSIFIED AND 

ANNOTATED BIBLIOGRAPHY 

Although public concern over the issue of privacy and com
puterized information systems is relatively new, dating from the 
debate over the proposal for the creation of a National Data Center 
in 1966, a considerable body of literature on the subject has been 
published since the early 1960s. It would be neither feasible nor 
particularly useful to attempt to 'list here all that has been published 
on the subject. What follows is a highly selective bibliography which 
we believe includes the most interesting, significant, and usefu'r works 
that have been published. Annotation of each work has been included 
to enable the reader to judge his own interest in reading the entire 
work. For the reader who Wishes to pursue the literature even more 
deeply, references to several other bibliographies are included. 

Bibliographies 

Harrison, Annette. The Problem of Privacy in the Computer Age: 
An Annotated Bibliography. Santa Monica, Calif.: the RAND 
Corporation, 1967. 
An excellent, though now outdated, classified and annotated 
bibliography. Also contains an introductory essay on the prob
lem of privacy in the-computer age. 

Hoffman, Lance J. "Computers and Privacy: A Survey," Computing 
Surveys 1 (June 1969): 85. 
Discusses privacy briefly and surveys existing and possible 
proposals for computer security. Discusses research pOSSibili
ties. Contains an annotated bibliography. 

Miller, Arthur R. The Assault on Privacy. Ann Arbor, Mich.: 
UniverSity of Michigan Press, 1971. 
An alphabetical listing of major workS on privacy and computers, 
pp.261-69. Listing is not annotated. 

United States Department of Health Education and Welfare, Secretary's 
Advisory Committee on Automated Personal Data Systems. 
Records. Computers. and the Rights of Citizens. Washington: 
U.S. Government Printing Office, 1973. 
This Report of the Secretary's Advisory Committee on Auto
mated Personal Data Systems contains an excellent, up-to-date 
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alphabetical, annotated bibliography on the subject of privacy 
and computers, pp. 298-330. 

"an Tas~el, DenniS. Computer Security Management. Englewood 
Chffs, N.J.: Prentice-Hall, 1972. 
Contains, an,alphabetical, annotated bibliography on the subject 
of securIty III a computer environment, pp. 192-212. 

Westin, ~lan F., ed. Information Technology in a Democracy. Cam
br1dg:, Mass.: Harvard University Press, 1971. 
Conta1ns an alphabetical listing of major works on computers 
~nd social problems of the computer age, pp. 463-82. Listing 
1S not annotated. 

Criminal Justice Systems and Privacy 

Fishman, P~~lip !. "Expungement of Arrest Records: Legislation 
and .L1tIgation to Prevent Their Abuse," The Clearinghouse 
ReVlew 6 (April 1973) : 725-33. 
A survey of the problem of expunging arrest records. 

Gallati, Robert R. J. "Criminal Justice Systems and the 'Right to 
Privacy," Public Automation, July 1967. 
A brief review of the problem of security in a criminal justice 
system. 

Project ~EARCH, Committee on Security and Privacy. Setmrity and 
Privacy Considerations in Criminal History Information Systems. 
Sacramento. California Crime Technological Research Founda
tion, 1970. 
A guide to privacy and security considerations for systems 
involving interstate exchange of criminal histories. Includes 
a discussion of problems likely to be encountered in such sys
tems and proposes privacy policies, safeguards, security ar
rangements, and a code of ethics. 

____ and U.S., Department of Justice, Law Enforcement As
sistance Administration. Symposium on Criminal Justice 
Information and Statistics Systems. New Orleans, October 
3-5,1972. 
A comprehensive disCUSSion of problems in criminal justice 
information systems including police, courts, and corrections. 
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Dedication 

Dial, O. E., ed. "Computers: To Dedicate or Not to Dedicate, That 
is the Question," The Bureaucrat 1 (Winter 1972): 305-78. 
This issue of the journal of the National Capital Area Chapter 
of the American Society for Public Administration is primarily 
devoted to several articles discussing the advantages and dis
advantages of dedicated computer systems as 'opposed to shared 
or integrated information ~ystems . 

Doctors and. Computers 

Curran William J.; Stearns, Barbara; and Kaplan, Honora. "Privacy, 
Confidentiality and Other Legal ConSiderations in the Establish-

. ment of a Centralized Health- Data System, " New England 
Journal of Medicine 281 (July 31, 1969): 241-48. 
Discusses the legal issues raised in establishing health data 
systems. Discusses codes of ethics, criminal and civil penalties, 
interagency agreements, and a system of public surveillance 
to protect individual privacy and the confidentiality of data. 

Olafson, Freya; Ferguson, Allen, Jr.; and Parker, Alberta W. Con
fidentiality: A Guide for Neighborhood Health Centers. San 
Francisco, Calif.: Pisani Printing Co., 1971. 
A study of the legal and ethical aspects of confidentiality of 
patient information and records maintained by neighborhood 
health centers. Includes applicable state laws from Alabama, 
California, New York, and Ohio. 

Ryan, G. A., and Monroe, K. E. Computer Assisted Medical Practice: 
The AMA's Role. Chicago: American Medical Association, 
1971. 

DOSSiers 

"The Computerization of Government Files: What Impact on the 
IndiVidual?" UCLA Law Review 15 (September 1968): 1374-
1498. 
Discusses the experiences of the California and federal govern
ments in computerizing files and the dangers associated with 
government use of computerized information systams. Suggests 
safeguards to prevent unauthorized disclosure of personal in
formation or disclosure of false or misleading information. 
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Countryman, Vern. "The Diminishing Right of Privacy: The Personal 
DOSSier and the Computer," Texas Law Review 49 (May 1971): 
8-21. 
Lists dossier-compiling activities of private and governmental 
agencies such as the FBI, IRS, Census Bureau, House Internal 
Security Committee, the armed services, credit bureaus, 
investigative reporting agencies, and "punitive compilers." 
Argues that the legislation will not adequately restrict use of 
personal dOSSiers or protect privacy. 

Hoffman, Lance J. and Miller, W. F. "Getting a Personal Dossier 
from a Statistical Data Bank," Datamation 16 (May 1970): 
74-75. 
Demonstrates how a statistical data bank may be used as an 
information data bank resulting in the compiling of personal 
dOSSiers. 

Miller, Arthur R. ,The Assault on Privacy: Computers, Data Banks, 
and Dossiers. Ann Arbor. University of Michigan Press, 1971. 
Republished as a paperback Signet Book, New York: The 
New American Library, 1.972. 
A basic work covering many facets of the problem of privacy 
in the computer age. Surveys law, policy, and practice and 
makes many suggestions for dealing with the issues that are 
raised. 

Wheeler, Stanton, ed. On Record: Files and Dossil::lrs in American 
Life. Ne~}: York. Russell Sage Foundation, 1969. 
Describes record-keeping practices of private and govern
mental agenCies such as schools, credit bureaus, businesses, 
insurance companies, military and security agencies, welfare 
agencies, juvenile courts, mental hospitals, the Census Bureau, 
and the Social Security Administration. 

General References on Computers and Privacy 

BiscO, Ralph L., ed. Data Bases, Computers, and the Social Sciences. 
New York: Wiley-Interscience, 1970. 
A selection of papers from the conference of the Council of 
Social Science Data Archives at UCLA in June 1967. Some of 
tr,e technical articles are quite useful. 

Clark, John O. E. Computers at Work. New York: Bantam Books, 
Grosset & Dunlap, 1973. 
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Describes applications of computers that affect people and 
their work. 

Greenberger, Martin, ed. Computers, Communications, and the 
Public Interest. Baltimore: John Hopkins University Presd, 
1971. 
A collection of papers that examine the problems of preserving 
traditional human rights and values in view of increasing 
reliance on computer technplogy. 

Packard, Vance. The Naked Society. New York: David McKay Co., 
1964. 
A popularized presentation of an expose of government and pig 
bUSiness snooping into the private lives of citizens. 

Pylyshyn, Zenon W., ed. Perspectives on the Computer Revolution. 
Englewood Cliffs, N.J.: Prentice-Hall, 1970. " 
"The book is divided conceptually into three parts. The first 
is devoted to the development of computers and the intellectual 
heritage of computer science. The second part emphasizes 
the relationship between man-as a conscious thinking orga
nism--and machines. The last part bear_s primarily on the 
relationship between society as a whole and the machine." 

Sackman, Harold and Boehm, Barry W. Planning Community Informa
. tion Utilities. Montvale, N.J.: AFIPS Press, 1972. 

Discusses the development of computer-based mass information 
utilities. Part IV contains articles dealing with its control: 

Nanus, Burt. "The Municipal Framework." 
Rivkin, Steven R.: "Creating Community Information 

utilities-the Regulatory PrOblem." 
Goldberg, Edward M.: "Consumer Safeguards." 
Gilchrist, Bruce. "Public Involvement and Acceptance." 

Taviss, Irene, ed. The Computer Impact. Englewood CliffS, N.J.: 
Prentice-Hall, 1970. 
A collection of papers that consider the issues raised by the 
application of computer technology to the political decision
making process and to the economy. 

United States, Department 'of Health, Education and Welfare. Records, 
Computers and the Rights of Citizens. Washington: U.S. 
Government Printing Office, 1973. 
Report of the Secretary's Advisory Committee on Automated 
Personal Data Systems. Central concern is the relationship 
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between individuals and record-keeping organizations. Identifies 
key issues and makes specific recommendations for action. 

Westin, Alan F., ed. Information Technology in a Democracy. Cam
bridge, Mass: Harvard Unversity Press, 1971. 
A collection of apprOximately fifty papers relating to the use 
of information technology in the political decision-making 
process. 

____ . Privacy and Freedom. New York: Atheneum, 1967 
A seminal work on the implications of surveillance technologies 
for personal privacy. 

____ and Baker, Michael A. Batabanks in a Free Societv. New 
York: Quadrangle Books, 1972. 
Report of the National Academy of Sciences Project on Computer 
Databanks. A nationwide, in-depth study of what the use of 
computers is actually dOing to record-keeping processes and 
what the growth of large-sc?le data banks means for the citizen's 
rights to privacy and due process. Suggests public policy actions 
to regulate the use of data banks. 

" 
Law of Privacy 

Ernst, MorriS L., and Schwartz, Alan U. Privacy: the Right to Be 
Let Alone. New York: M3cmillan Co., 1962. 
Written for the layman, describes major cases in the develop
ment of the law on privacy. Good background, but now not up
to-date. 

Fried, Charles. "Privacy," yale Law Journal 77 (January 1968): 
475-93. 
Discussion of privacy law .. 

Loth, DaVid, and Ernst, MorriS "L., The Taming of Technology. New 
York: Simon and Schuster, 1972. 
Describes legal means of controlling potentially harmful aspects 
of technology. Includes proposals for regulation of data banks. 

Medlman, Jeffrey A. "Centralized Information Systems and the Legal 
Right to Privacy," Marquette Law Review 52 (1969): 335-M. 
Discusses the law of privacy with specific reference to com
puterized information systems. 
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Michael Donald N. "Speculations on the Relation of the Computer 
to'Individual Freedom and the Right to Privacy," George 
~ashingtoll Law Review 33 (1964): 270-~6.. .. 
An early essay discussing the law of prlvacy wlth speciflc 
reference to computerized information systems . 

Prosser, William H. "Privacy," California Law Review 48 (August 

1960): 383-423. . 
An essay on the law of privacy by the leading authonty on t?rt 
law in the United States. Although now somewhat out-oi-date, 
this is still a valuabl~ article. 

Warren, Samual D. and Brandeis} LouiS D. "The Right to Privacy," 
Harvard Law RevIew 4 (nE?cember 1890): 193-220. 
The seminal work ar"'Ji11g fo:::- the recognition of privacy as a 
legal right with legal "'i'emedies when that right if; abridged. 

A classic work. 

Lawyers and Computers 
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American Bar Association Standing Committee of Law and Technology. 1 

Computers and rhe Law. Edited by Robert P. Bigelow. 2d I 
edition. New York: Commerce ClearinghoUSe, Inc., 1969:! 
Lists the use of computers by lawyers. Also includes artlcl~s ,\ 
on the problem of data banks and privacy; on federal regulab.on :'\'1 

of computers; and on computer-based criminal justice informa-

tion systems. :1· 
Bigelow, Robert P., ed. Computer Law Service. Chicago: Callaghan! I 

& Company, 1972. 
"The purpose of the Computer Law Service is to provide t~e . 'j 
practicing lawyer with explanatory articles, re~erence I?aterlals, 
and the decisions of courts and agencies that wlll help him 
handle the legal problems that have been raised by the invention .\/ 
and use of the computer. 

Privacy 

Columbia University. Columbia Human Rights Law Review 4 (Winter 

1972): 1. 
Entire issue devoted to debate on privacy. Articles include: 

Miller, Arthur R. "Computers, Data Banks and Individual 
Privacy: an Overview." 
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Ervin, Sam J., Jr. "The First Amendment: A Living 
Thought in the Computer Age." 

Katzenbach, Nicholas de B. and Tome Richard W. 
"C . " Time Data Centers: The Use of Computers in 
Crime Detection and Prevention." 

Askin, Frank. "Surveillance: The Social Science Per
specti ve." 

Baker, Michael A. "Record Privacy as a Marginal 
Problem: The Limits of Consciousness and Concern." 

Flannery, John P. "Commercial Information Brokers." 

Duke University, School of Law. "Privacy," Law and Contemporary 
Problems 31 (Spring 1966): 2. ' 
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