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ABSTRACT 

This report addresses the problem of security of 
police facilities. Methods and materials have been 
researched, and recommendations are offered. 
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FOREWORD 

The staff of GTE Sylvania, Electronic Systems Group - Western Division, Mountain 

View, California wishes to thank all the persons who have contributed substantially to the 

research and development of this study report. Many individuals in each of the facilities 

referenced in this study were interviewed and all were extremely cooperative and helpful. 

Their generosity and cooperation in sharing their experiences and opinions materially 

assisted in the successful completion of this study. 

The continued advice, guidance and recommendations of the Advisory Committee, 

created for this study, are greatly appreciated, and we wish to specifically aclmow ledge 

the neighboring police and sheriff's office representatives from Marin County, Richmond, 

Sml Rafael, IVlenlo Park, Frement, Alameda, Berkeley, San Jose, Vallejo, San Mateo, Oaklmld 

and Walnut Creek. We sincerely hope that they benefited as much from their participation 

as did the study group. 

Details concerning past, present and future architecture and city planning as related 

to the San Francisco Police Department were unhesitatingly provided by Mr. Clement 

Mullins, San Francisco Bureau of Architecture, and Mr. Peter Groat, San Francisco 

City Planning. In addition, Mr. Marion Varner of Varner Associates, a recognized 

architectural designer of modern police facilities, contributed significantly to the discussion 

of security as it relates to newly planned facilities. 

The task of visiting each facility and the resultant collection and collation of related 

details and drawings was performed in an outstanding mrumer by San Francisco Police 

Department Officers Michael Kemmitt and William Walsh. 

Our thanks to Captain George Sully Jr., Commanding Officer of the Planning and 

Research Bureau, for his assistance as Moderator of the Advisory Committee meetings, 

and for his administrative support and personal contributions, based on his familiarity 

with many of the past situations concerning the various facilities. 

During the initial phases of'this study, questionaires were sent to the heads of law 

enforcement agencies of fourteen (14) representative cities throughout the United States. 

These questionaires were penetrating ili nature, and required answers which could be 
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FOREWORD -- Continued 

considered self-critical. The response was excellent, and we wish to commend everyone 

for being forthright, honest and cooperative. 

In conclusion, we wish to express our sincere thanks to Chief of Police Alfred J. NeIder, 

who provided us with his counsel, cooperation, and continued encouragement. To Deputy 

Chief of Police Donald M. Scott and Supervising Captain Jeremiah P. Taylor (also Deputy 

Project Director) our thanks for their constructive criticism, advice and suggestions, 

which are reflected in this final report. 
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. SECTION 1 

INTRODUCTION 

( 

This report is a result of a jointly funded (California Council on Criminal Justice/San 

Francisco Police Department) study for determining cost-effective measures to be used in 

securing police facilities against attacks aimed at destroying property and/or killing or 

maiming police personnel. 

The study results are given in two volumes. This report (Volume I) discusses common 

vulnerabilities and specific ways in which to negate them. The results herein can be 

applied in whole or in part to any police facility. Volume II is published solely for distribu­

tion within the San Francisco Police Department, as it applies the recommendations of 

Volume I to each specific police facility within San Francisco. 

An Executive Summary is given in the section following this Introduction. The Summary 

in turn is followed by Section 3 which discusses the organization of the study program and 

the manner in which the program was conducted. Various data were collected pertinent to 

threats and incidents which were perpetrated on police facilities in the past. These data 

and the results are given in Section 4. Section 5 uses these data to determine threat 

characteristics and vulnerabilities, and the requirements of a security system designed 

to negate threat effectiveness in exploiting the vulnerabilities. Section 6 discusses the 

various techniques used in security system engineering, and selects specific techniques 

consistent with the previously identified system requirements for application to police 

facility security. Section 7 summarizes the security system recommendations, and 

presents the subelement equipment costs. 

If a pOlice department is currently in the process of planning new facilities, Section 8, 

which discusses this planning process with emphasis on providing a secure facility, is of 
especial interest. 
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SECTION 2 

EXECUTIVE SUMMARY 

t 'des a detailed discussion of the various subelements of an integrated This repor provl ' . . . 
security system arLd their interrelationships. The requirements for a pohce-faCllIty 

security system were established, and cost-effective security SUbsystel~S were s.elected 

SOl11e of the more salient recommet:ldatIOns are hsted for use in negating the threats. 

below. 

a. 

b. 

c. 

d. 

e. 

Keep security monitor apprised of all activity in and around the facility. 

Provide physical security to keep the public away from the outside of the building, 

and away from police vehicles. 

Provide systems to detect intrusions across or through the perimeter fence, 

through gate areas, through all doors leading into the building, and on flat roof 

areas. 

Provide an easily implemented scheme for identification of authorized pcrsonnel 

in areas surrounding the building. 

Provide a method of easily installing detection systems and monitoring their 

outputs . 

Deny places of easy concealment of explosives by keeping shrubbery ~d trash . 
'11 and the denial of good bomb ImplantatIOn away from building for easy survel ance 

f. 

locations. 

g. Deny visual access to snipers by filling in all windows excePt,those requil~ed for 

surveillance. Surveillance windows should be of a bullet-resIstant materIal. 

Public access must be controlled at all times. The public should be allowed 
h. . t f tIle facility only if escorted by an authorized person. to enter the lillier par 0 

In al all of the systems recommended are simple, reliable and flexible, 
gener , . 1 tT d 

l ' t' For example no need was lC en 1 Ie 
Consistent with the requirements of the app lOa lOn, , . 

h ,·t f detectIon for the use of a sophisticated volumetric detection system, T e maJorl yo, 

devices in the facilities will be magnetic switches and beam-breakers - reasonable m 

t ' t 11 and to maintain It is further recommended, however, that the 
cost, easy 0 111S a' th 'eter 

, I' 'bratl'on sensoI' be used to detect intrusions through or over e perlm contmuous- me VI . 

fence and on flat roofs. 
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The system recommended for transmission of the alarm from the detection device to 

a monitoring point provides for maximum flexibility and ease of installation. The detectiun 

device interfaces with a remote alarm ,transmitter which is simply plugged into the nearest 

AC power outlet. The AC lines, themselves, a're used for the transmission of alarms. 

This means that there is no need to run 'wire from pourt,-to-point, since eXisting power 

lines are being used. All that is required to relocate either the remote alarm transmitters 
or the Display is to simply plug it in at the new location. 

Another system which is recommended assists in the discrimination of authorized from 

unauthorized intrusions. During the operation of the facility, there will be many "intrusions" 

created by entry of authorized personnel into the limited-access area surrounding the 

building. It is highly desirable from a standpoint of good area control that some method be 

used to discriminate these intrusions. The method recommended is to electronically 

monitor all intrusions into the area (over or through the fence or through gates). Any 

intrUSions over or through the fence, of course, can be automatically classified as an 

unauthorized intrusion. Intrusions through the gates, however, must be discriminated. 

This can be done through a cooperative method. Each authorized individual is given a 

small coded transmitter. The codes an the transmitter can be easily changed from day 

to clay. Since a long-Wire antenna can be looped around the building, the transmitters can 

be quite simple since they only have to transmit a distance of a few feet. An authorized 

intruder knows that he is being detected as he enters the gate. He also knows that within 

some predetermined time after the intrusion (of the order of 5 seconds), he must identify 

himself by depressing the button on his transmitter. If he does this and his transmitter 

has the proper code, no alarm will be generated. If, however, the intruder has a wrong 

code or no identification transmitter at all, then an alarm will be generated and displayed 

on the security monitoring console. The monitoring personnel then knows that an unauthorized 

person is in the limited-access area surrounding the facility and can take the appropriate 
action. 

In. addition to the above electronic equipment to assist the security monitor, there are 

a variety of physical security devices which are recommended for use in police facilities. 

These consist of fences, gates (remote controlled and manual), electric locks, bullet­

resistant glass, physical and visual barriers, mirrors, and combination locks. These 

phYSical de\'ices are very important to the operation of the overall integrated security 

system. They should be the first to be installed in any facility. This report details the 
e 

recOl11mended usc of the above physical security equipment in the following sections. 
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SECTION 3 

PROGRA;M ORGANIZATION ~ 

/ 

. " the determir..atron of cost-effective measures The prime objectlVe of thIS pIogram was . 

. "1"t· TI rogram presented m the which could be used to mitigate attacks upon pohce faCl lIes. Ie p c 

following paragraphs was designed to this end. 

In order to provide any comprehensive recommendations from a study program of this 

. ,'. roach be employed. The systems ature it is mandatory that a systems engmeellllg app . 
n , . d f' d d all of the interactIVe 1 . ly stated l'S that the problem must be fUlly e me ,an c approac 1 sllnp c , 1 t. 

b t must be identified. It is only after this preliminary work is done that so u .lons 
su sys ems be observed. 
to the problem may be formulated, and that their impact on all SUbsystems may 

. . b nsidering the hypothetical A simple example of the systems approach mIght be gIVen y co . 

. 1~1' y tem For illustration let us say tivities of the owner of an inadequate lawn sprm \, mg s s . . 
ac '. 1 'er notices that one area of hIS lawn that the sorinkler system works fme except that be O\ffi 

< • • d' t 1 'ush to the hardware has not been receiving enough water. The owner may llnme In e y I f.l 
.. . d t provide a greater ow store and buy a sprinkler head which has a larger onflCe m or er 0 . 

After the owner installs the new head, he turns on the system .to " 

l\luch 10 his dismay, he discovers that indeed he IS gettmg 

in his problem area. 

observe the results of his efforts. 

. t b . use of the loss of system pressure wonderful sprinkling action out of Ius new head, bu ec 1. , 

. • • 0' heads are receiving not enough preSSUl e throu 'h the laro'e-orifice head all of the remalllmt:> . . 

to flm~tiOn prO;erly. The only area of the Imvll which is now obtaining enough water IS hIS 

t'problem" area. 

. Each of the sprinkler The example illustrates a principle of systems engineermg. . 

heads represents a subsystem of the overall system. The owner attemp~ed to sholve I

t

l.1S 

f h' I t· on on the operatIon of teen Ire problem without consideration of the impact 0 IS so U 1 

t It can be seen in this example that he optimized a particular subsystem (one sys em. . t 
d tI formance of tile entire sysem. sprinkler head) and actually worsene Ie per 

·t . essary to place emphasis on In the formulation of an effective security system 1 IS nec , 

t· tom Security subsystems can the interaction of the subsystems constituting the en Ire sys . 

be identified as follows: 

a. Deterrence 

b. Detection 

4 
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c. Delay 

d. Communications 

e. Respon:.:;e Force 

(1) Identification 

(2) Personnel Control 

(3) Capture 

/ 

\ 
Each of these subsystems is uniquely important to the effectiveness of the overall 

security system. Emphasis is placed on each of these subsystems as a function of the 

specific requirements of the individual situation and the financial resources available for 

application to the proL'.em. The interrelationship between the security subsystems is 

shown in Figure 3-1. 

INTRUDEr. 

Figure 3-1 Security Subsystem Interrelationship and Time Sequence 

For some security system requirements it may be necessary only to employ the 

use of an effective deterrent. If the potential threat probability is extremely low, it may 

be necessary only to provide a fence around the property. As threat probability increases 

al1d threat sophistication grows, it will become necessary to use more of the subsystem 

elements. The problem then becomes more complex and one must be conscious of the 

interaction of the various SUbsystem elements in order to provide a truly cost-effective 

security system. For example, there is no advantage in optimizing the detection SUbsystem 

if the response mechanism carulOt respond fast enough to capture the attackers. 
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As can be seen in Figure 3-1, the security subsystems are related in a time sequence . 

The potential intruder will first encounter any SUbsystems which may exist to deter him 

from his mission. The deterrents employed can be of both a physical and a psychological 

nature. (Section 6 discusses each of these SUbsystems in more detail.) If the deterrents 

are not successful and the inb:uder continues his penetration, some mea11S must be provided 

whereby his presence may be detected. It should be noted at this point that all of the sub­

systems can be implemented solely through the use of persol11101j however, this is an 

extremely expensive way to operate a security system. One can achieve a cost-effective 

optimum system for a given set of requirements with some mixture of personnel and 

equipment. The detection mechanism in the vast majority of security systems is some 

type of mechanical or electrical system. This is true not only because of monetary 

considerations but also because humans have some severe restrictio~s when used as 
. 

intrusion detectors. They have a limited sensing rangej they fatigue quickly, and then 

rapidly lose their effectiveness. 

After an intruder's presence has been detected, there are various functions which 

must be accomplished. First the alarm must be securely transmitted to the Response 

Force. The Response Force must, in turn, be able to identify whether the intrusion is 

that of an authorized or unauthorized individual. Depending upon the Response Force's 

reaction time, it mayor may not be necessary to delay the intruder in order to effect a 

capture. If the intruder is identified to be an authorized person, it becomes incumbent 

• upon the response force to enforce personnel control procedures. 

• 

• 

There is a large variety of ways in which these security-system functions may be 

fulfilled. In order to evolve the proper system for a given situation one must thoroughly 

understa.nd the limitations and applications of techniques and procedures to each security 

subsystem, and the impact on and interaction between the subsystems. Of course, it is 

mandatory that the situation itself be fully lmderstood in order to determine the specific 

requirements which the system must meet. 

The CCCJ/Srul Francisco police-facility security-study program was orgrulized in 

a manner which would allow a determination of the requirements to which security system 

engineering could be applied for arriving at cost-effective recommendations. 

A task-flow diagram of the program is shown in Figure 3-2. The first major task in 

the program was to gather data required for defining the vulnerabilities and threats to 

police facilities. The data were gathered from a number of sources. These sources 

included incident report reviews from Sfn FrrulCisco (the model city for the study) and 14 

other major cities in the United Sta.tes where police facility attacks have taken place . 
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In addition to the incident report reviews, data were obtained from the National Bomb 

Center and several other literature sources The nine SF' , an i ranClSCO company stations 
wer,c revi~wed in, detail with respect to functions, procedures, staffing levels and facility 
desIgn, DISCUSSIOns were held with 1\1r. Maril)n Varner f V A ' 

,0 arner SsoClates of 
Pasadena, California, Varner Associates is a noted architectual d' f f ' , ' eSlgner 0 unchonal, 
phYSIcally secure nnd esthetically pleasing police facilities l\tr, V ' 

, , • .Ll , arner contrlbuted to a 
major portIOn of Section 8 of this report, which deals with the security of newly pIa d 
f 'IT nne 
aCl lIes. In addition to the previously listed sources an Ad' . C ' 

, , ' vlsory ommlttee composed 
of hlgh-rankmg Bay Area police department representatives was established at the outset 

of the program for the e)qJress purpose of convening on a monthly basis to revie'w and 

COl~I~1ent on the program as it progressed, The members of the committee provided 

addItIonal data from their communities which were also compiled into the data base. 

The data base was then used to determine the threats and vulnerab'l't' 
, , , , 1 lIes common to 

polIce faCIlItIes. These are identified in Section 5. Having identified the lr'eats and 

vulnerabilitie8 it was then possible to establi<'h the security t ' P , ." sys em reqUlre~ents, The 
securIty system requirements were then used as a basis for formulating various systems 

to negate the threat. These concepts were then ev.aluated, to choose the most cost­

effective approach for application to the complementary operation of each security sub­
system. 

Figure 3-2 Program Organization Task Flow 
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SECTION 4 

DATA COLLECTION AND ANALYSIS 

The first series of tasks which was undertaken consisted of providing a data base from 

which a threat and vulnerability analysis could be conducted. It is essential in formulating 

an effective security system that as much information as possible about the threat be 

obtained. It would be most desirable to learn the complete nature of the threat, including 

the threat objectives, motivations, resources, teclmical expertise and most probable 

reactions to countermeasures. Of course, it is impossible in a real-world environment 

to learn completely of the threat's character and to be able to predict reactions with 

complete infallibility. It is incumbent upon the security system engineer, however, to 

assess the threat to the best of his capabilities. To this end, then, data were gathered 

from several sources, and subsequently used in identifying threats and vulnerabilities, 

4,1 DATA COLLECTION METHODOLOGY. 

This CCCJ/San Francisco-funded program used the City of sah Francisco as the 

primary data source. The study was made generally applicable, however, through the 

use of an advisory guiding committee, the review of literature pertaining to the national 

problem, and the solicited participation of 14 major United States cities, Table 4-1 is a 

summary of the major data derived from each of them. 

It can be seen that there were four major data sources: the San Francisco Police 

Department, the National Bomb Data Center (NBDC), Advisory Committee participation, 

and reports from the 14 solicited cities, 

San Francisco - At the outset of the program, a questionaire form was prepared in 

order to serve as a checklist for obtaining' data from the Advisory Committee. The only 

difference in the forms was that the Advisory Committee was not asked to fill out 

section 6, dealing with the details of their police facilities. This information was obtained 

only for the San Francisco precinct stations where specific implementation recommendations 

are being made in a separate report volume. 

The questionaire form shown in Appendix A was used in obtaining and organizing the 

Incident Report and Facilit.3S data for each of San Francisco1s nine precinct stations, the 

1\dn Peaks Communications Towers, and the Rifle Range. Nearly 200 incident reports 

were re\'ie\\'ecl in d~ttKl. The results of the data collection and analysis from all of the 

I~----------------------------------
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TABLE 4-1. DATA SOURCE SUMMARY 

San Francisco 

NBDC 

Advisory Committee 

14 Cities 

Type of Data 

Incidept Reports 

Facilities Layout and Function Review 

Review of Security Memoranda 

Bomb Statistics 

Threat Character and Motivations, 

Bomb Scene Procedures 

Incident Reports 

Incident Reports 

Security Procedures and Directives 

Police Fatality and Injury Statistics 

various sources will be discussed in Section 4.2. In addition to review of incident reports 

and physical facilities, security suggestion files for each station were reviewed in order 

to assess the currently recor;nized security problems at each facility. 

Nati2nal Bomb Data Center (NnDC) - The National Bomb Data Center is operated by 

the l\lanagement and Researcl{ Division of the International Association of Chiefs of Police, 

under the funding of the Law Enforcement Assistance Administration of the U. S. Department 

of Justice. The purpose of the organization is to provide various services regarding 

explosive- and incendiary-device incidents. Among these services is the collection and 

evaluation of incident statistics. NBDC also publishes procedural bulletins on the 

development of bomb-incident policy, introduction to the devices themselves, handling, 

investigation, etc. The documents currently available were reviewed and assimilated 

into the data base. 

Advisory Committee - An Advisory Committee was formed in the initital phase of this 

program for the express purpose of providing guidance and sequential progressive reviews 

of the program. This was implemented by holding monthly meetings, at which times the 

previous month's activities were presented for subsequent discussion. 

The Advisory Committee itself was composed of high-ranking representatives from 12 

Bay Area Police Departments, the San Francisco City Planning Commission, and the San 

Francisco Bureau of Architecture. At the initial meeting of the Committee, the 12 

9 

i: 'J . 
;. 
! ]' , ' 

I , . 

; l' i: 

!. 
I 
i 

'l 

I 

:l 

: I-
i 
t 

i I 
Il-
I I 

participating police departments were asked to provide data consistent with the questionaire 

format pertinent to their own departments. These data were subseq uently pooled with those 

of the other two sources. 

14 Ci~Solicitation - A document titled Guerrilla Acts of Sabotage and Terrorism in 

the U. S. 1965-1970 lists some 417 attacks on police and their facilities. Fourteen cities in 

which these attacks occurred represented the majority of the incidents. These representa­

tive cities were Brooklyn, N. Y.; Chicago, Illinois; Cleveland, Ohio; Denver, Colorado; 

Detroit, Michigan; Fort Lauderdale, Florida; Los Angeles, California; New York, N. Y.; 

Philadelphia, Pennsylvania; San Diego, California; Seattle, Washington; st. Louis, 

Missouri; St. Paul, lVIimlesota; and Pittsburg, Pa. 

To the police departments of these citites letters were sent which described this SL11dy 

effort and its objectives and requested that any pertinent data be forwarded to the San 

Francisco Police Department. Eight of the fourteen police departments responded with 

either incident reports/statistics or security procedures currently in use. These incident 

reports were all reviewed and added to the existing data base. 

4..2 DAT ... t..~ RESULTS 

A total of 352 incident reports were reviewed in detail during the conduct of this program. . 
Two hundred fifteen incidents occurred in San Francisco, and 137 incidents were reported 

from either the Advisory Committee-or the cities solicited. Of these 352 incidents, 42 were 

attacks on police facilities themselves, while the remainder represented attacks on police­

men in the field. The scope of this study did not include the investigation of security for 

fie ld operations, but these were included for the sake of interest. Table 4-2 is a summary 

of the total incidents reviewed for both facility and field as functions of the data sources. 

Since San Francisco was the prime data source for the SL11cly, the incidents for that city 

are further broken down in Table 4-3. It is interesting to note that approximately 10 times 

more field incidents occurred than station incidents. Of course, the incidents occurring at 

the station are of a very serious nature because of the potential of completely disrupting a 

police agency. It can further be noted that on the basis of the total of incidents a loss of 

life occurred in 10 percent of the station incidents as opposed to 3 percent in the field 

incidents. This indicates that the attacks on etations may be better planned. Many of the 

field incidents have been the secondary results of answering calls and/or making arrests. 

It can be seen, however, that r .;rsonal injury or property damage incidents rtm approxi­

mately 27 percent for field operations, as opposed to approximately 16 percent for station 

incidents. Because of the fact that the tllreat is so variable it is felt that these statistics 

can be used only as general guides. 
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TABLE 4-2. SUMMARY OF TOTAL INCIDENTS REVIEWS 

Data Source 

San Francisco 

Advisory Committee 

City Solicitation 

TOTALS 

Facili'!'y Incidents 

19 

2 

~ 

42 

Field Incidents 

196 

8 

106 

310 

Total 

215 

15 

-~ 

352 

In addition to the derived data from above various data and d f 
N . ',proce ures rom the 

atlOnal Bomb Data Center were r' d 
. eVlewe . A summary of their incident statistics is 
~nc~uded as Appendix B to this report. Various tables are presented which portray 
Il1Cldents as a flllction of geo o' , h' . C 

and ty f' clap 10 regIOn, population group, suspected motive or intent, 

f 11 
pes 0 devIces and targets. Some of the more salient statistics are summarized as 

o ows: 

Station 

TABLE 4-3. BREAKDOWN OF INCIDENTS REVIEWED 
IN THE SAN FRANCISCO POLICE DEPARTMENT 

At Station In Field 

Total Loss Personal 
of Injury or Total Loss 

Incidents Property Incidents of Life 
Damage Life 

Personal 
. Injury or 

Property 
A Central 1 

DamaO'e 

B 
34 1 7 Southern 7 

C Southeast 
9 1 

4 1 1 26 
0 Mission 1 

5 

E Northern 
13 4 

1 
F 

29 9 Park 2 1 8 36 
G Richmond 

2 12 
1 1 

H Ingleside 
8 1 3 

1 1 4 
I Taraval 1 

1 
37 10 

TOTALS 19 2 11 196 4 52 .. - -
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a. The highest number of incidents and greatest property damage occurs in the 

East-North Central Area (Illinois, Indiana, Michigan, Ohio, and Wisconsin). 

b. :Most incidents and property damage occur in cities with a population of 100,000 

or greater. 

c. In 52 percent of the incidents the motive was un1mO\Vl1. The highest ranking motive 

in the Imown instances was classed as juvenile vandalism, followed by racial, 

political and other protests. 

d. Liquid incendiary devices proved to be most popu1ar. 

e. The most popular targets were commercial/manufacturing, followed by residences, 

educational institutions, vehicles, government facilities (nonpoIice) and police 

facilities. 

The above data are drmVl1 from 764: incidents occurring over the period of 1 July 1970 

through 31 December 1970. Additional incident statistics are given in Annendix B for 1188 

incidents occurring over the period of 1 January 1969 through 15 Anril 1970. 

The Gu~rrilla Acts of Sabotage and Terrorism in the U.S., 1865-1970 data are sum­

marized by year for attacks on policemen in Figure 4-1. The data are taken over the 

period of January 1965 through September 1970. It can be seen that the numbGl.' of incidents 
/ , 

increased rapidly from 1967 to 1969. Since the entire year of 1970 was not available, a 

linear extrapolation was done which approximated 150 incidents for the year. The reason 

for the decrease from 1969 to 1970 is only conjectural but may be attributed to greater 

emphasis on firm police tactics, better training, etc. 

The most complete data were those derived from San Francisco, the Advisory Committee 

and the 14-city solicitation. These data were placed in a summary matrix so that each facet 

of each of the 42 incidents could be readily observed. It should be noted that the individual 

perpetrating the incident is 1m own less than 50 percent of the time. This was borne out in 

our own incident data and in those of the NBDC. It is quite difficult because of this to 

determine any detailed characteristics of the attacker himself. The next section discusses 

the threat, using the previously presented data as a base. 
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SECTION 5 

'THREAT ANALYSIS AND SYSTEM REQUIREMENTS 

5.1 TIffiEAT DESCIUPTION, 

5. 1. 1 General. 

Most of the attacks on police stations, and police personnel.in these stations, can be 

put into one of the three following categories: (1) bombings (both exolosive and fire), 

(2) gun shots from outside the station (snipers), and (3) tlirect assaults on police personnel 

in the stations. Therefore, there will be three threat descrjptions, one for each attack 

mode. 

A coml)rehensive threat description will cover the following items: 

a. 

b. 

Characterj stics - This description provides such information as number of attacks, 

the attackers' political affiliations, background, what organizations they belong to, 

special training, etc. 

Method of Operation - This description relates in as much detail as possible the 

common methods used in attacking stations. 

c. Objectives - This descriptor identifies the objectives of the attack, e. g., killing 

or maiming of police pers onnel. 

d. Skill Levels - This description gives information on the skill level required for 

various types of attacks, e, g., Imowlcdge of manufacture and use of explosives. 

e, Equipment Used - This description lists any equipment used by the attackers. 

Included are any tools, weapons, etc. 

5.1.2 Bombings. 

Of the 215 incidents which have occurred betv,reen 1965 and 1970 in San Francisco, 42 

were attacks on police facilities. It was found that over 50 percent (24) were bombings, 

either explosive charge or fire. 

5.1.2.1 Personnel Characteristics, 

Actually very little is lmown about the groups that have eng-aged in such attacks. The 

primary reason for this is that they a~e very seldom apprehended. Of the incident reports 

studied, in only one instance is the name of the attacker Imown, His was an unusual attack. 
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He walked into a police station and tried to set fire to it. Of the remaining 23 incidents, 

two attacks were made by dissident Negro males and four attacks were made by dissident 

white males. Of the remaining seventeen incidents, nothing is lmown about the attackers. 

However, in two instances, the attacker(s) was probably a woman because the explosives * 
were discovered in the women's rest room. A current Treasury Department study 

concluded that only about one-third of all recent bombing incidents could be attributed to 

any specific cause or group. The breakdown for the !mown one-third was: 

Campus disorder and student unrest 5(3% 

Black extremists 19% 

White extremists 14% 

Activities in aid of criminal pursuits 8% 

Labor disputes 2% 

Religious difficulties 1% 

5 . 1. 2. 2 T\lethod of Operation. 

There are two general methods used in emplacing the bombs. Each method applies to 

U10 type of building. One type of buildin~ is multifunctional, e. g., the Hall of Justice in 

San Francisco. Such a building can house jails, courts, etc., as well as the police 

facilities. These buildings usually allow l.mescorted access to many parts of the building. 

The method of operation is for the attacker to enter the building in a normal malmer while 

carrying the explosive in a concealed manner, e. g., inconspicuous package. This package 

is left in such places as telephone booths, restrooms, trash containers, etc. The attacker 

Dlen leaves the building in the normal manner. The explosive then detonates after some 

preset interval. 
The other type of building is one which houses only the police facility. These buildings 

have very limited axeas in which the general public can move at will. Usually the lobby is 

the only area in which the general public has complete freedom of movement. Attacks on 

these facilities take place during the hours of darlmess. rfhe bomb is placed by the attacker 

near the building, on the roof, or under vehicles in the parldng lot and the attacker departs. 

The bomb then detonates some time later. 

5.1.2.3 Obje~. 

The purpose of all attacks analyzed was at least one, if not more, of the following: 

(1) ltill or maim police personnel, (2) destroy property, and (3) erobarass "the establishment' 

~ . De\'elopment of Bomb Incident Policy and Procedures., The National Bomb Data Center. 
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5. 1. 2.4 Ski 11 Levels. 

The only skill required for the bombing incident is .. 
provide a detonating mechanis (b I d' the abIlIty to construct a bomb and 

.. m 00 \:s escribing these process . 
public library). The detonating b' es can be obtamed at any 

• • e mec amsms have varied from l' 0'1 t d '. 
tImmg devices. Fort1mately 1 b It' 1 e CIgarettes to regular 

, anum er of the detonatinO' d . . 
explosion. This might result f 1 k f' t:> eVlCes have faIled to initiate the 

rom ac 0 sklll on the part of the attacker. 

5.1. 2. 5 Equipment Used. 

The analysis has disclosed that no special or unusual e . . 
these attacks. The explosi r d' c qUlpment or tools were used in 

\ e use was, m most cases dyn ·t 
of which are readily available Tl d t " . ' amI e or black powder, both 

. Ie e onating deVIces were s· 1 t' . 
cigarettes. The fire b b Imp e 1111ll1g mechanisms or 

om s were usually made of gasoline and soap. 

5.1.2. (3 Summary. 

A summary description of the threat is: f an individual or individuals with no dis-

mguishing physical characteristics, without education or training , a special skill that required elaborate 
,J 1.1smg equipment and material that is readily available t < 0 anyone. 

5.l. 3 Snipers. 

Nine of the attacks were in the form of I . 
in the police station or on the d d' s lOts fIred at police officers ·whiJe they were 

groun s a Jacent to the station. 

5. 1.3. 1 PersOlmel Characteristics. 

Very little is known about the individuals who have fired .' . 
they are very selaom appreh d d' at pollce offICers because 

en e . In one mstance, the attacker .. 
was not apprehended but was observed firin o' at the station I wt1as a,whIte male. He 
attacker wa t:>. n ano ler mstancc, the 

s a Negro female. She seized an officer's gun and f' 'd t h' whatev . 1 11 e a 1m. Nothing 
er IS mown about the perpetrators of th th ' e 0 er seven snIper attacks. 

5.l. 3. 2 Method of Operation. 

The method of operation is very simple, the attackers get close to .' . 
gun and fire throuO'h the wind 1 the sta.tlOn WIth a 

t:> ows or s lOot at police per I . 
and the station The only . t' SOlIDe l110vmg between vehicles 

, ., varIa lOn on this is that sometimes the attackers ' 
cal and other tllnes they are not. ar e in a moving 

5. 1. 3. 3 Objectives. 

The purpose in all instances is toO kill or. maim p l' e 0 Ice personnel. 

16 
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G. 1. 3.4 Rkil1lJe}'el. 

The only skill required is the ability to fire a gun. 

almost everyone within the United States. 

This "skill" is possessed by 

either pistol or rifle. These can be readily obtained 
The only equipment used is a gun, 

anyvlhere in the United States. 

5.1.3. G §ummary. 

As in the case of the bombing threat the attackers are without any distinguishin~ 

al1d tIley enlploy techniques which require no special skills and eqUlpment 
characteristics, 

that is easily obtained. 

3.1.4 ~ssault. 

There have been few assaults (only five) on police personnel while they are ins.ide 

t1 's a direct confrontation more is Imown about the mtruders. 
police buildings. Because 1ere 1 

5.1. ,1.1 Personal Characteristics. 
. h assaults it is more 

Although much more is knOW!l about individuals who engage Jl1 suc , 

difficult to generalize about the disting1.1ishing characterisitcs because there is no C0111mon- , 
. d th lice and lIthe establishment. r 

ality amona them other than a feeling of antagol1lsm towar e po . 
In th;ee ofbthe assaults, it was the act of a single individual. In one of the other two atta~ks, 

t,rpes. In the last instance it was a group of Mexican Amel'lcans 
it was three motocycle gtll1g 'J 

known as the Brown Berets. 

5.1. ,1. 2 !ll~.il.!.od of ~~ration. 
11 The attackers entered the 

The general method of operation is the same in a cases. . 
. d' th formance of their normal dutlCs. 

station and attacked police persoIDlel engage 111 e per 

5.1. 4.3 Objectives. 

th 1 '11' aiming of police persoIDlel, Here again the purposes were the same: e (1 lllg or 111 

and the destructton of property. 

5.1. 4 . .:1 Skill Level. 
.., . d f this type of attack. However ,the Absolutely no education or trallllllg IS requIre or 

leaders of the Brown Berets did have some training in paral~li1itary methods as well as 

pol itical organization. 
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5. 1. 4.5 Eguipm~nt. 

The eqUipment used in these attacks were fists, Imives, rocks, sticks, etc. 

5.1.5 Threat Description Summary..: 

A general description of all three types of attackers is that the attackers have few 

distinguishing physical characteristics. They have very little in common except an antago­

nism towards police, and use equipment, tools and materials readily available. They 

use obvious means of attack which require very little skill or training. 

5.2 Vl1 LNERABILITIES 

;:).2.1 General. 

When analyzing vulnerabilities it is important not to restrict one's thinking' to vulner­

abilities associated with past attacks. Therefore, the additional vulnerabilities that must 

be examined and negated are: (1) those which attackers have not exploited, for some 

unknown reason, and (2) vulnerabilities which will become attractive to attackers when 

prime vulnerabilities have been negated. 

Also, it is imperative to not either. underestimate or overestimate the threat. 

To underestimate the threat results in a system which ,vill not provide the required degree 

of protection; and to overestimate the threat results in a system which is more expensive 

than necessary. 

The vulnerabilities of police facilities discussed in the next section are considered 

in the light of observations of police facilities in various cities, and discussions with police 

personnel. 

5.2.2 Specific Vulnerabilities. 

Most buildings housing police facilities are extremely vulnerable to almost any type 

of attack. The major reason for this is that the buildings were designed and built bofore 

attacks on policemen and their facilities began. Buildings that have been designed and built 

within the last few years are less vulnerable to attack. However, much can be done to 

improve the security posture of all police buildings. This is discussed in detail in,. 

Section 6. 

Windows, especially those on the ground floor,cause the building to be very vulnerable 

to bombing and sniper action. Bombs can be placed on window ledges. Flying glass 

rcsu I ting from the explosion can do a great deal of damage. Further, uncovered windows 

a Ilo\\' snipers to observe the exact location of police per~onnel. 
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'ty t d t 'oy property or to kill or maim Lobbies provide attackers with all opportum 0 es I 

'fhe lobby provides the major interface between police personnel alld police personnel. 
the public. Usually, the lobby is adjacent to the business office, which renders police 

d t ., from a bomb personnel quite vulnerable to sniper fi~e from inside the lobby, an 0 IllJury 

detonated in the lobby. 

11 f th b 'ld' g or on the roof, Call cause A large enough bomb placed against the wa 0 e Ul III , 

considerable damage. 
, A IIf fl II Another area of extreme vulnerability is in the gasoline storage reserVOIr. Ire y , 

a fire bomb made of metallic sodium and calcium carbide, dropped into the filler insert 

would ignite the gasoline alld cause a large explosion. 

Bombs placed in the parking areas tmder vehicles can damage property and injure 

police personnel. . 
't t' gas introduced Another vulnerability is the air entrainment system, IncapaCl a Illg 

, l' the into the air entrainment system would have serious effect on all pollce personne III 

building, 

Police personnel moving between vehicles alld the building are vuhlerable to sniper fire . 

5.2. 3 ~~mary of Vulnerabilities and Likely Targets. 

Police personnel 

Control of Public access areas 

Garage, maintenance and parking areas 

Roof 

Air intake vents 

W capon storage 

Gasoline storage and pumps 

Record storage 

Communications 

Fire escapes 

Little-used portals 
External portions of station which allow relatively covert approach and easy, 

effective placement of bombs 
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5.3 SCENARIO OUT_LINES. 

Detailed scenarious will not be presented in this report. However, scenario outlines 

will be presented to the depth required to describe the method of attack and to generate 

system requirements which wIll negate the specfic vulnerability being exploited. It is 

possible to establish criteria by which the various scenarious can be ranked, thereby 

determining the most important scenarios. This will not be done, however, because all 

of the scenarios are considered important and measures should be taken to negate the 

possibility of any of these scenarios being executed. 

5.3.1 Bomb Placed Outside of Building. 

The attackers, probably under the cover of darlmess, would surreptitiously 

emplace a homemade bomb with a timer against the building. Window ledges are likely 

places to put bombs. At some preset time the bomb explodes. 

5.3.2 Bomb Placed '4lside Bui}.S!ing in Vulnerable Area. 

The bomb is concealed in a package, in a womall's purse, or in a brief case. The 

bomb is then covertly taken into the building and left. Bombs have been left in telephone 

booths, wRste containers, and rest rooms. The attacker leaves and the bomb explodes at 

some later time. l\lultifunctional buildings are especially vulnerable to this type of attack; 

however, a package concealing a bomb could be left in the lobby of a police station. The 

explosion would kill or maim police personnel jn the business office. 

5.3.3 Bomb Placed on Roof. 

The attaekers gain access to the roof of the building and emplace a bomb. On or near 

skylights arf~ good locations for such bomb emplacements. The attackers may gain access 

to the roof from adjacent buildings. 

5.3.4 Bomb Placed in Gasoline Storage Tank. 

The fill cap is removed from the gasoline inlet and a bomb is dropped into the storage 

tank. A firefly bomb is the most effective kind of bomb to use for this application. 

5.3.5 Poli9..~ Personnel Shot Through Windows and Doors. 

The attackers shoot at police personnel while they are inside the building, The attackers 

are outside of the building, and shoot through windows and doors. The attackers could be in 

moving vehicles, standing outside the police buildings, or in buildings in the vicinity of the 

police facility. 

o 
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5.3.6 Buildl!lfLEnterecl and Police Personnel Attacked. 

The attackers enter the building and assault police personnel inside the building. 

5.3.7 BOlDb Place_d UncleI' Police Vehicles in the Parking Lot. 

This scenario is very similar to the scenario outlined in 5.3.1 except that the attack 

is directed at police vehicles instead of the building. Under the cover of darkness the 

attackers place a bomb under a vehicle and at some later time it explodes. 

5.3.8 Incapacitating Gas Injected in Air Intake. 

The attackers surreptitiously gain access to the air intake port and inject an incapaci­

tating gas into the air entrainment system. This will render the facility completely 

vulnerable to any type of attack because the personnel are helpless. 

5.3.9 Pers<?]~_el Shot as they Move Between Vehicles and Buildings. 

This scenario is very similar to the scenario outlined in 5.3.5 except that the persomlel 

are in a more exposed position. 

After vulnerabilities have been identified and scenarios outlined, it is possible to 

generate generic security system requirements which \"ill negate the identified vulnerabili­

ties. The first step in the generation of system requirements is to determine what elements 

of security arc required in order to negate the individual scenarios. 

a. Scenario 5. 3. 1 Bomb Placed Outside Building 

Hequirements: 
(1) Intrusion detection system across entrances to grounds. 

(2) Illumination of the area around the station . 

(3) Viewing device with which police personnel can survey the area without 

exposing themsevles. 
(4) Physical barriers to deny anauthorized persons access to the area 

surrounding the building. 

(5) Controlled vehicle gate. 

(6) Perimeter system around eniire area. 

(7) Heavy mesh screen cover-lng all vents. 
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b. 

c. 

d. 

e. 

Scenario 5. 3.2 Bomb Placed Inside Buidling in Vulnerable Area 

Requirements: 

(1) Intrusion detection system across public entrance to building. 

(2) Convex mirror in lobby to provide personnel with view of entire 

lobby area. 

(3) Metal plate below counter to help contain explosion and decrease 

injury to police personnel. 

(4) Bullei-proof glass above counter. An amplifier system will be 

required to provide adequate communication between police persomwl 

and the public. Because it is necessary for various objects to be 

passed beiween the public and police persOlmel, e. g., parking tickets, 

a port musi be provided in the bullet-proof barrier. This then requires 

that a baffle be provided to deflect any objects thrown or shot through 

the port. 

(5) 

(6) 

Barrier between the counter area and the rest of the business office. 

Magnetic door switches on all outside doors . 

(7) Electric locks on doors which handle a lot of traffic, \vhether police 

or public. 

Scenario 5.3.3 Bomb Placed on Roof 

Requirements: 

(1) Device to detect the presence of an object or of people on the roof. 

Scenario 5.3.4 Bomb Placed in Gasoline Storage Tank 

Requirements: 

(1) Tamperproof lock on inlet port. 

(2) Key to be coniTolled by police persomlel only. 

Scenario 5.3.5 Police Personn~J Shot at Through Windows or Doors 

Requirements: 

(1) Bulletproof barrier at counter in business office. 

(2) Bulletproof barrier between counter area and remainder of business 

office. 

(3) No outside \vindows except surveillance windows, which shall be of 

a bulletproof transparent material. 
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f. Scenario 5.3.6 Building Entered and Police Personnel Attacked 

Requiremen ts: 

(1) Intrusion detection system across public entrance to building. 

(2) Convex mirror in lobby to provide personnel with view of entire lobby 

area. 

(3) Metal plate below counter. 

(4) Bulletproof barrier at counter in business office. 

(5) Barrier between the counter area and the rest of the business offj,ce. 

(6) Magnetic door switches on all outside doors. 

(7) ElectTic locks on doors which handle a lot of traffic, whether police 

or public. 

g. Scenario 5.3.7 Bomb Placed Under Police Vehicles in the Parking Lot 

Requirements: 

(1) Intrusion detection system across vehicle entrance. 

(2) Lights to illuminate the area around the station. 

(3) Indirect viewing device. 

(4) Fences. 

(5) Remotely controlled vehicle gate. 

(6) Perimeter system. 

h. Scenario 5.3.8 Incapacitating Gas Injected into Air Inlet 

Requirements: 

(1) Same as requirements of g above. 

i. Scenario 5. 3. 9 Pel's onnel Shot as They Move Between Vehicles and Buildings 

Requjrements: 

(1) Deny visual access to sniper. 

The reader has probably realized that some of the requirements are applicable to more 

than one scenario. The scenario-versus-requirement matriX shown in Table 5-1 is included 

to show how the scenarios and reqUirements are related. Each system reqUirement is 

evaluated as to its effect on each scenario. A scoring of 1, 2, 3 is used; 1 is used when the 

requirement has very little or no effect on the scenario; 2 is used when the requirement 

will hinder the attacker in achieving his objective; 3 is used when' the requirement will 

prevent the attacker from achieving his objective. 

It is possible to calculate a score for each requirement and to then Tank the reqUirements 

in order of their importance. This was not done as part of this stUdy because each require­

ment is considered essential for a viable security posture. 
Q? 

'. 

TABLE 5-1. SCENAHIO VERSUS REQUIDEMENTS MATRIX 

Lock 

Beam - Breaker 

Convex Mirror 

Metal Plate Below Counter 

Bulletproof Glass 

Barrier 

Beam - Breaker 

Lights 

Indirect Viewing Device 

MagnetiC Door Switches 

Electric Lock 

Fences 

Remotely Controlled Gate 

Area Sensor 

No Windows 
'. 

Perimeter Detection System 

Small l\Iesh Screen 

. 
. . CQ 

. 
CQ 

. 
CQ 

I.J.) I.J.) I.J.) I.J.) 

11131 1111 

121112111 

1 2 1 1 1 2 111 

1 2 1 1 1 2 111 

1 2 1 1 2 2 111 

1 2 1 122 111 

2 1 1 2 1 1 221 

2 112 1 1 2 2 1 

2 1 1 2 1 1 221 

121112111 

121112111 

2 1 1 2 1 1 2 2 1 

2 1 1 2 1 1 221 

113111111 

111131111 

2 1 1 2 1 1 221 

1 1 1 1 1 1 121 
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5. 5 ~TE!L~qUillEMENTS. 

Section 5.4 discussed th ' .< _. " 
, e securIty requir . 
IS now POssjble to d' - / ements for negating tl ' 

, ISCUSS oVerall securit lG nme Scenarios It 
wIll be discussed in the f 11 ' Y system requirements. Thes ' . 

o Owmg seven categories: e requIrements 

a. Physical security and d t 
e errence 

b. In truder detection. . • 
c. Alarm transmission. 

d. Intruder delay. 

'. e. Intruder identification. 

f. Personnel control. 

g. Response force. 

5. 5. 1 Ph,t§ical Security and Det 
--~ _ errence. 

PhYSical-security and de " 
which h ' teIl ence features of as t 

P YSIcally deny an atta 1 ys em are defined as th f 
I I C <:81' access to hi b' , . ose eature 
oc {S, barriers which will t' s 0 JectIve. Included in this t 

con am bomb bUrs'- 0 b ca egory are' 
access, fences, Screens etc ~ l' ullets, barriers which deny' 1 ' 

, . VISua 

• 

• a. Locks. --

• 
There nre tw ' , ( 0 major categories of _ 

by the mdividual desi ' 10c1\.s to be considred, tl ' 
rmg access and tl . . lose WhIch are 0 

opened after proper'd " ' lose which are controlled b pened 
I ' I entIflCation of the ind' 'd Y Someone else and are 

W,HCh type of lock to use should be based IVI ual desirhlg access. The decision as to 
wIth keys and with coded bad' on such considerations as' (1) p bi 

ges such th ' 1'0 ems as ' 
(2) possibility of the k .'. as . e problem of getting the k t sOClated 
to sniper fire as th ey gettmg mto the wrong hands '(3) th ey 0 proper people, 

ey are lUl10cldng a door or gate.' e exposure of Police personnel 

To Summarize there is ' 
, a reqUIrement t 

entry ways that are reqUired by Police perso~:~event unauthorized persons from Using 

b. 1?arriers . 

• 

• 

• 

There is a re ' 
bullets. quIrement to protect p l' 

One ty f bOIce personnel f I 
pe 0 arrier is that wh' h rOm be danger of bomb d 

which must provide police personnel w'~ tl
cannot ~e seen through, and another is th : an 

. the complaint counter, prOVisions mus; ~ Ie maxImUm visibility Possible. In the c:s f 
and the public, and also e made for conversation betw . e 0 
tickets can be have feed-through capability so that 1 ,een pohce personnel 

passed. G Sue 1 objects as pa 1 ' . rnng 

• 
25 

c. Fences, ----
Fences are required to deny the general public access to the area around the 

station. This fence should be strong enough to resist attempts to defeat it, and it should 

be high enough that it is not easy for a person to climb over the top. This fence should 

enclose the station area and also should channel pedestrians from the station boundary to 

the station entrance, 

d. Screens. 

It is required that all vents be covered with a mesh screen so that objects cannot 

easily be emplaced, 

5.5. 2 In tTuder Detection, 

Intruder detection equipment is required in order to detect the presence of intruders 

into certain controlled areas. The detectors of interest are point sensors, which are used 

when intruders enter portals, line sensors when an intruder crosses a perimeter, and 

area sensors when the activity within an area must be monitored. 

a. Point Sensors. 

These sensors are used to detect the opening of doors which are normally closed. 

b. Line Sensors. 

These sensors are used to detect jntruders crossing a perimeter to gain access 

to a controlled area. These controlled areas are the lobby, and the station area. The 

entrance to the lobby must be monitored to alert station personnel of persons entering tlle 

station. There should be a fence around the station, with one vehicle gate and one 

pedestrian gate. There is a requirement to monitor the fence to detect persons attempting 

to penetrate the fence or to circul'nvent it. Also, line sensors are required at each gate, 

c. Area Sensors. 

There are two types of area sensors required. One is designed to detect the 

movement of persons on the roof of the facility and to detect the placement of objects on 

the roof. The other is a device to provide surveillance of fue entire lobby area from the 

complaint counter. 

5.5.3 Alarm Transmission . 

Once a sensor has detected an iniFusion, it is necessary to alert station persomlel 

that an intrusion is in process. This requires that the alarm be transmitted to the 

business office, and that a display unit be provided which win display the alarm in such 
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a manner that station personnel are alerted to the intrusion and the location of the 

intrusion attempt. 

5.5.4 Intruder Delay. 

As defined here, intruder delay equipment comprises those elements of security which 

prevent intruders from escaping. Two of these are required. One is barbed wire on the 

fence, and the other is a lock on the lobby entrance door which when actuated locks the door 

aJId prevent!3 people in the lobby from exiting. 

5. 5. 5 Intruder Identification. 

After an intrusion has been detected, it is necessary to identify the intruder(s) without 

exposing police personnel to danger. Therefore, there is a requirement for visual observa­

tion of the station area from inside the facility. 

5. :).6 PersolUlel Control. 

It is necessary for station persoIDlel to enter the two entrance gates and to have access 

to the station area. Therefore, it is a requirement to automatically identify authorized 

porsonnel in the station area. It is necessary that this control be reasonably secure. 

5.5.6 Hesponse Force. 

Once aJl intrusion has been detected or an attack on the station initiated, it is required 

to mount a response of a sufficient number of personnel with appropriate tools and weapons 

to subdue the attack. 

5.5.8 General. 

There are a number of general requirements that should be imposed on the selection 

of any item of the physical security system. These general requirements are discussed 

below: 

a. Costs - The overall costs of physical security should not be higher than required 

to achieve a viable physical security posture. There are a number of '!}ridden" 

costs, in addition to the initial oosts. These costs can be separated into two 

categories: fixed, and recurring. 

Fixed Costs 

(1) Equipment . 

(2) Installation. 
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Recurring Costs. 

(1) Training of personnel. 

(2) Maintenance. 

(3) Facilities. 

Human Factors - There is a requirement for a physical security system which is 

easy to operate and to maintain. 

False Alarm Rate - A false alarm is defined as an alarm output from the .system 
d b alid intrusion. The problem with false alarms IS that 

that was not cause Y aVe . el Therefore, the system 
they require ulUlecessary response by pohce personn . 

false alarm rate should be as low as possible. 

Aesthetic _ It is important that police facilities do not have the appe~rance of a~ 
care must be exercised in the selectIon of physlCal 

"armed fortress". Therefore, 

security features and their installation. 
It is necessary that police facilities do 

not scare people away from them. 
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Section 6 

SYSTEMS CONCEPT AND EVALUATION 

The preceding section outlined the threat characteristics whtch are being dealt with, and 

the resulting system requirements needed to negate those threats. It should be pointed out 

at tile outset that no security system is completely invulnerable and not subject to compro­

mise. The object in formulating a security sysV:nn is to provide enough deterrence along 

WiDl effective detection, communication, alld timely personnel control to deal with identified 

vulnerabilities in the most cost-effective manner. The interrelationship between these 

various subsystems was described in Section 3. Now that we h:we identified the threat, 

police station vulnerabilities, and the requirements which tile security system must fulfill 

it is possible to formulate a system which meets the requirements. 

For the sake of clarity, each of the subsystems will be discussed individually. Techniques 

and/or devices used which are applicable to each subsystem will be described along with their 

salient advantages and disadvantages. The system requirements for a particular subsystem 

will be reiterated, and a choice of teclmiques and/or equipment will be selected as being 

most appropriate for meeting the requirements. 

6.1 PHYSICAL SECURITY AND DETERRENCE 

PhYSical security is that part of security which is related to the physical configuration 

and/or structural integrity of the buildings and premises to be protected. This pertains to 

items such as locks, fences, mirrors, bullet-resistant glass, lights, and any physical struc­

ture deSigned to enhallCe security. PhYSical security and deterrence are discussed together 

in this section, since just the presence of some physical security measures will have a deter­

rent effect. Another measure of deterrence is provided if the potential intruder is aware of 

tile face tilat some electronic security devices are being employed. Efforts, however, should 

be taken to prevent the potential intruder from lmowing just what types of devices are being 

used, and in what locations, since fuis is knowledge he can use to attempt to compromise the 

system. Overt deterrence is that commonly associated with prisons -- high walls, fences an 

and barbed wire, anned guards, etc. Although this form of deterrence is most desirable 

from a seeul'ity standpoint, there are social, political and economical reasons that a penna­

nent overt system cannot be employed. This is not to say that they may never be·employed. 

Certainly, in some cirCtUllstances, tile strategic placement of armed guards around a police 
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facility may be one of the most desirable methods of preventing or cont~'olling' attacks upon 

police facilities. Overt deterrence, however, cannot be thought of as providing any long tenn 

solution to fue problem of police security. 

Most forms of physical security, however, are quite applicable to the protection of police 

facilities and will generally provide the maximtUn socially-acceptable level of deterrence. 

These items are listed and discussed below: 

a. Fences. 

Fences 

Gates (manual and remote-controlled) 

Lights 

Locks 

Barriers 

Fences arotUld the property line should be a dominant consideration in providing 

physical security. They act as a gDod deterrent and they keep the casual public away 

from the more vulnerable areas of tile outside of the police building itself. III addition, 

they can provide a valuable delay mechanism for any authorized person with in the peri­

meter, and can also provide a base structure for the attachment of intrusion detection 

systems. Probably one of the more commonly used and cost-effective types of fencing 

is a ehain link #2 mesh, 41'9 wire which is 8 feet high topped with 3 strands of barbed wire. 

All of the upright posts are buried in concrete. 

It, at all possible, the fence should be installl~d around the property lines and in such 

a manner as to keep the public as far as possible from the sides of police buildings and 

any other critical areas. Most desirable is to have a fenced pedestrian walkway which 

leads into the reception lobby of the building. This provides maximum control of the pub­

lic, alld prevents persons from wandering aimlessly around the outside of the facility. 

The police car parki.ng area, of course, should be within the police facilities and, therefore, 

also be completely fenced. When properly configured with regard to fue particu.lar instal­

lation, a fence 'will provide a good base in tile overall security system. 

b. Gates. 

It does relatively little good if a fence is installed and the gate areas are not adequately 

controlled. The tendency to leave gates open because of the "burden" they place upon per­

sonnel is something which must be avoided if one desires a secure facility. Admittedly, 
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if one must get out of his car and unlock a gate to get to an authorized personnel parking 

area, it is time consuming, and this factor alone may prevent keeping vehicle gates 

closed. If they are not kept closed, however, the public is free to either walk or drive 

into these areas, which leaves the facility much more vulnerable. 

In oruer to maintain security with an open gate, it is necessary to use a detection 

devicc in order to alert a security monitor that someone has entered. Some other means 

must then be provided to determine \vhether the person or vehicle entering is authorized, 

Such a scheme can be devised and is discussed in Section G, 4.2. An authorized-persOlmel­

identification technique must be used in order to realize the full value of a fence system, 

if gates are to be kept open. 

Remote-controlled gates will alleviate some of the operational "burden" of keeping 

gates closed; however, one must determine the best manuer in which the gate is to be con­

trolled. Some gates are controlled by another individu~r\vho, upon recognition of the " 

person seeking access, will act'uate the gate. This is a relatively expensive method, 

since it requires time from a human operator and he must have good visual access to the 

occupants of ~:l1lY vehicle. Another method of actuation is to use a key or card-reader 

system. When the person desiring access drives up to the gate, he can insert his key 

or card into the actuating device. The problems with keys are that they get lost, and 

eventually they may fil1d their way into the hands of tmauthorized persons (they call easily 

be duplicated), The card-reader device alleviates some of this trouble by allowing one 

to change card codes periodically in order to reduce the possibility of all unauthorized 

individual gaining access. Card readers and combination buttons, however, represent 

a good target for juveniles. They can easily disable such a device with a little chewing 

gtUl1.. 

Probably one of the most effective remote gate-actuating schemes is the use of 11 

changeable-code transmitter which is issued to each pel'son that requires access to the 

area. The person seeking entry simply depresses the button on his transmitter. The 

transmitters can be made cheaply (less than $50) and if one got lost, the code for the 

entry system could easily be changed through the use of a plug-in module in the trans­

mitters and the receiver. This type of system alleviates the problems encountered with 

the previously discussed actuating systems, and still minimizes the burden of operating 

a ttclosed-gate" perimeter system. 
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trol~le-Way turnstile ,gates, ,in some situations, may be used advantageously for con­

g personnel. It IS pOSSIble to hinder the hit-and-run type of indi 'd ·1 '1 
ente' a li f 'I' VI ua \V 10 may 

r po ce aCl Ity shoot at the off·' d , lCers an make his esca A f 11 1 
turnstile would be used by the public for ga' . t' pe. u - ength one-way 
the " mmg en ry mto the police fr:.eility. Once in 

lobby ar ea, Ius only way out would be through an electrically cont 11 1 d ' " 
is actuated by tl 1 1 Tl" ro cc oor wln011 

1e c er s:. lIS IS an "instant capturell type of system It' , 
that the' be' , • IS reco 0111 zed 
. Ie may sOClologlCal/political problems in implementing snch a person:el con-

t~~l system, bu.t that is one of the prices which must be paid for a highly secure f '1't 
It IS felt that the general threat characteristics exhibited today would not . aCl 1 y. 
strinO'e t reqlUre such a 

t> n personnel control procedure. 

c. Lights. 

h 

The vast majority of the threats against police facilities predominate in the evenino' 

ours, Darkness provide a 11 to> s 11 exce ent cover under which the bomber or ' , 
operate For th' slllper may 

. IS reason, it is recommended that aU of the outdoor areas ' I' t 1 
sllrrollnc1in . t1 li Iml1leC la 'e y 

g 1e po ce building be well illlUl1inated Tlle 'II '. t' , , 'I . . l lUn111a'lOn should be installed 
In sue 1 a manner that the light shines out away from the facility. In tl' .' ' 
rent effect of 1i n<ht' , us way, the deie:t'-

&u mg IS even greater since the t t' 1 ' t The ilIt . " ,po en 1:1 111 'ruder is somewhat blinded. 
, illunabon level should be a minil11lUll of one foot candle, uniformly distributed 

~~:: 0:~10uft tthe dar~al' This will provide sufficient light for visual surveillance even through 
o s an arc CCTV cameras. 

d. Locks. 

Good locks and lock control are always essential to good facility security M t 

police stations, however, are manned on a 24-hour basis and the "fro t 1 11', os 
open Th' ,t f ' n COOl' IS always 
d . IS sor 0 operat1On would not require extremely high-qllality locks for the froni 

b:ofr ~l Th:re are areas, however, where quality locks and good control procedures must 

o owe. These areas are the "target" areas of the statl'on. t They include weapon 

s orage, communication center, record storao'e ga li t . , l ' t>' so ne s orage, fl11 ports, and nor-

ma 1y locked doors mto the fac'lit 1 1 ;Y SUC 1 as a roof door. 

, Key control is a real problem and one which in most circmnstances should be avoided 

by the use of combination or pushbutton locks. The combinations to th 1 1 
eas'ly hI· ese oc ~s can be 

1 c angec when there is a change in personnel Th f d ' . ere are a number of manufacturel's 

o goo -quality dead-bolt combination and pushbutton locks. 
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Electric locks are convenient and effective for personnel t 
be employed in areas such as tI' con 1'01. These locks can 

, Ie recepbon lobby for acces t th . 
station or on pedestri an gate f .' s 0 e Inner portions of the 

. s or authorrzed -personnel control. 

For additional control of the I)ublic ·t. 
• l ,lIS recommended tI t 

trlC lock be installed at the front d t la a reverse type of elec-
001' 0 the lobby Und 

would remain unlocked' but WhCl tI 1 . er normal conditions, the door 
, . '1 1e c erk pressed a button ·t. 1 

1111S would give the cIerI" a dd d t. ' 1 "ould lock the door. 
\, n a e 1111e advantage if he sa . 

the station; or, if some individual ( • w an ObVIOUS threat approachinO' 
or group) makes threats f. tl b 

may lock him in and take th' rom le lobby, the clerk 
e approprIate action. 

Security barriers are used in three ways: 

(1) To deny access by physical jmpediment 

(2) To physically protdct personnel. . 

(3) To dellY visual access. 

An example for the llse cited in (1) is tIll 
. . le wa s of a safe T1 • d . 

maxlll1LU11 lmpeeliment to an tt. . ley ar e eSIg11ed to provide 
fa.cilif. ... , " l' yone a emptlllg entry through them. T1 

~j sen e t lIS same function. le walls of the poli ce 

Barriers are also used to protect pm:sonnel from at. 
glass or plastic installed in the t II ' . . tack such as the bullet-resistant 

eel'S wllldows or over th 1 k 
reception lobby. It is important in thcse t f . e c er 's counter in a police 
1 ft . . ypes 0 . lnstallations tI t 
e :l'emauung such as a plyw od . 1 la no vulnerabilities be 

. 0 pane at the bottom of th , 
the bullet-resistant transparent mat . 1 e counter, an open space above 

ena , or an easily p t t 
through for papers. Incendiary or em l' ., ene Ta 'ed speaking tube or pass-

• "1) OSlve bombs can be th ' 
resIstant material or bunet I,. rown over the bullet-

, . scan ue fued through a 1 - d 
access ports. Addition'lll r ," c p ywoo panel, speaking holes or 

, J, proVISIOns must be m d . ' 
tUlrcstricted acollstic COl11nUl' t. a e In such an installation for as 

mca IOn as Possible T1. 
of a properly located two -way amplifier. • us can be provided through the use 

Physical security is also provided b . . 
his target, he has littl ,I, " ~ denYlllg VIsual access. If a gunman cannot see 

e pr ouabIhty of hitting it Tl 
visual denial are: (1) slats' t ' . . 1ree examples of the effective use of 

. 111 er woven In the outer . " 
Sluper activity against personllel 0 perImeter f~nce to help preclude 

n property (2) tl . . 
apprOximately four feet beh' 1 tl ,Ie constructIOn of a visual barrier 

111e . 1e complaint desk in the reception lobb t 
y 0 preclude 
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firing at operating personnel, and (3) the visual and physical obstruction of all ,vindows 

which are not absolutely necessary for surveillance. 

f. Mirrors. 

Convex security mirrors, such as those installed in retail establishments, can be 

used effectively in a police reception lobby. The physical configuration of many police 

lobbies denies the clerk direct visual access to all portions of the lobby. It is entirely 

possible to smuggle a time-delayed explosive device into the lobby, place it under the 

counter or in some other visually inaccessible area and walk out. Strategically placGc\ 

convex mirrors will provide the clerk with the visual surveillance he needs. These 

devices are very reasonably priced and will go a long way in negating a very real threat. 

Mirrors can also be effectively used at the sides of surveillance windows. They can 

be installed in such a manner that personnel within the building will be afforded a full 

view of the outside areas including the sides of the building itself. 

In summary, physical security can be considered the first line of defense. When re­

sources are limited, as they usually area, one should first concentrate upon establishing a 

good physical-security configuration. Other elements of the integrated security system can 

be added as additional resources become available. 

6.2 INTRUDER DETECTION 

There are a limited lltU11ber of different phenomena that can be used to sense an intruder's 

oresence, a variety of sensing techniques for detecting those phenomena, a greater lltunber 

of ways in which the detected signal is processed to make a decision, and a very large number 

of manufacturers who build everything from gadgets to high-quality sophisticated detection 

equipment for implementing a detection system. 

How can man be described in terms of his measurable properties? He possesses a certain 

mass which has dielectric, attenuation and reflectivity properties, and he emits gases, heat, 

and a limited amount of radio frequency (RF) radiation. 'When he vocalizes or bmnps into ob­

jects, he creats acollstic energy, and when he moves he displaces other objects jn his path. 

If he is carrying out a mission, he may be transporting material which in itself may be detec­

ted. These are the prime phenomena which can be used to detect man and his movement 

through his envil' Ollllent. These phenomena and the sensor techniques used to measure tIlem 

are sLUnmarized in Table 6-1. 
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Table 6-1. Man's Physical Phenomena and 
Associated Sensing Techniques 

PHENOMENON 

Mass 

Emissions: 

Gaseous 

Heat 

RF 

Dielectric properties 

Attenuation properties 

Reflectivity 

Acoustic energy 

Displacement of other objects 

Material transportation 

6.2.1 Detection Techniques 

SENSOR TECHNIQUE 

Pressure sensors 

o lfactro nic 

Passive infrared sensors 

Emission levels are so low that phenomenon 
cannot currently be exploited 

Capacitance sensors 

Electrostatic field displacement 

Active beam-breakers (visible light, infra­
red, ultrasonic and gamma radiation) 

Television (light 

Antenna loading (RF) 

RF and ultrasonic Doppler radar 

Passive acoustic 

Switches 

Switch mats 

Foil 

Taut wire 

Seismic 

Stress 

Vibration 

Magnetic (active and passive) 

As was stated earlier, there is a large variety of devices currently manufactured which 

use one or a combination of these sensor techniques, with various signal-processing circuits 

which make the decision as to whether or not a man is present. In order to familiarize the 

reader with the generic types of detection systems which are available, each will be dis­

cussed. After the generic classes are discussed, the types applicable to police-facility 

protection will be identified. 
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For the sake of ease of applying these detection systems to various requirements, it is 

convenient to group the sensors with respect to the type of detection coverage they provide. 

To this end, the sensors are divided into four classes, which are: point coverage, perimeter 

or line coverage, area coverage, and volumetric coverage. Representative sensor types for 

each of these classes, listed respectively, are: switch contacts, beam-breakers, seismic 

sensors, and active ultrasonic systems. 

Point-coverage detection can be used only when the threat can be predicted to gain physi­

cal access by entering through a limited number of portals. TIlis aSSlUnes that the intruder 

will be constrained, by his lack of sophistication, by his need for haste, or by impenetrable 

physical barriers, to enter only through these portals. Point-coverage devices are very 

effectively against an unsophisticated intruder. 

Perimeter- or line-coverage devices may be active or passive, and employ modulated 

or continuous-wave light, IR and sonic beam-breaking devices, balanced pressure systems, 

and differential seismic systems. These devices provide more coverage than the point sys­

tems, but are easily defeated if their existence and locations are known. As in the case of 

the point sensor, the line sensor cannot be considered as a sole candidate for providing 

security against a sophisticated threat. There may be specific applications, however, where 

use of the line sensor may be desirable. 

Area-coverage devices include seismiC, vibration, switch-mat, and capacitive systems. 

Seismic systems are very difficult to use indoors or in any areas of high activity because 

they are sensitive to vibrations caused by nearby traffic, rotating machinery, etc. The nor­

mal industrial structure acts as a very good propagating medilml through which these seismic 

waves may be transmitted. Vibration detection systems (piezoelectric) can be mounted in a 

wall perpendicular to the vertical a.,'ds so that attempts to break into a vault or \vall which 

require the expenditure of force in the horizontal plane will be detected. Capacitive systems 

are primarily used for protecting vaults and filing cabinets. A requisite to their use is that 

the surface be metallic, and it must be electrically isolated from ground. These types of 

devices can be circumvented by the sophisticated threat, but may be used to advantage in 

conjunction with other syst.ems. 

The volumetric-coverag'e systems detect motion, bodyefflu8nts, or sound, in the volume 

of space to be protected, Because of the fact that these systems do protect a volume, the 

ma.ximum amount of coverage is provided. It becomes very difficult for an intruder to enter 

the protected area, no matter what path h~ selects. TIlis makes volumetric systems attrac-
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tive for use in any high-security application. However, these systems are susceptible to 

more false-alarms than systems of lesser coverage. Prior to using a volumetric system, 

one must completely survey the area and eliminate the false-alarm sources for that partic­

ular sensing technique. 

Table 6-2 shows the various types of sensors available, classified as to coverage type. 

A brief description is given below for each of these t~T])es of sensing techniques. 

a. Point - Switches. 

A large variety of types of switches, contacts and foil is available. Some of the 

switches can be mounted within door or window jambs, and others are mounted within 

the locking mechanism itself. Among the most sophisticated are the balanced magnetic 

switches which are nearly invulnerable to tampering or bypassing. These switches are 

generally considered to be reliable devices, and do a good job of protecting against 

portal entry. 

b. Line - Taut Wire. 

Taut wire systems are probably among the eRrJiest security systems devised. These 

are no TIn ally configured into a fence in which the tension in a taut wire is monitored, and 

when it varies "significantly" an alarm is indicated. Strain gages, or even spring scale 

arrangements, can be used to monitor the tension. Although simple in concept, such 

systems are fairly complex to install because of the l1lU11ber of tension monitors required 

for a system of any magnitude and the critical tension adjustment which must be made 

for each line section (approximately 30 feet). The major problems are loading by snow, 

ice, animals, vegetation (loose tumble weeds and uncontrolled growth), and wide tem­

perature fluctuations. If the tension adjustments are made too sensitive, wind will cause 

false alarms. 

c. Line - Capacitance Fence. 

A capacitance fence can be installed to measure capacitance either among several 

wires or between the fence and the ground. In either case, the presence of an intruder 

alters the dielectric constant and hence the capacitance. 

In general, such systems require fairly elaborate automatic compensation for envi­

ronmental changes. Radio-frequency pickup, lightning, snow, rain, vegetation, animals, 

birds, and ice are all serious problems. 

37 

Sensor Techniques Classed by Coverage Type 
Table 6-2. 

COVERAGE 

Point 

Line 

Area 

Volumetric 

SENSOR TECHNIQUE 

Switches 

Taut wire 

Capacitance fence 
Active modulated and CW light beam-breakers 

Active modulated and CW IR beam-breakers 

Passive IR 
Gamma ray beam-breakers 

Active ultrasonic beam 

MagnetiC 

Pressure 
Differential seismic perimeter 

Balanced transmission line 

Radar system s 
Continuous-line vibration sensor 

Seismic 

Vibration 

Stress 

Switch mats 

Capacitive 
Adaptive continuous-line vibration sensor 

CW Doppler radar 

Ultrasonic 

Antenna loading 

Acoustic (passive) 

Passive IR 

Magnetic 

Balanced light systems 

Olfactronic 

Television 

9 
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These systems can usually be successf1111y used in an indoor environment, but their 

presence is easily detected and measures can be taken to circlUnvent their detection 

capability. 

d. Line - Active Modulated and CW Light Beam-Breakers. 

Visible-light continuous-wave beam-breaker systems have been in use for some 

time. Theil' use at this date is primarily limited to performing counting, actuation, 

and annunciation functions. Because of the visible light beam, their presence is fairly 

easily detected and can be avoided or compromised. standard compromising techniques 

include the use of a separate light source that can be introduced into the receiver at 

close range. The intruder is then free to enter the main light beam behind his auxiliary 

source since it will keep the receiver from alarming. In the case wherein the trans­

mitter ancl receiver are mounted together and a mirror is used to beam back the light 

source, all that is required to compromise the system is the introduction of a mirror 

closer to the receiver or, as before, the introduction of another light source into the 

receiver. 

The modulated light source represents an improvement over the continuous wave 

(CW) sources since it makes compromising the system a more difficult taks. In these 

systems, the light source is interrupted at some fixed frequency and the receiver has a 

filter input that is sensitive only to the modulated source. As soon as the modulated 

beam is broken, the system alarms. In order to compromise such a system (other than 

simply avoiding the beam), it becomes necessary to introduce another modulated-light 

beam into the receiver. Most systems are not sensitive to the exact frequency required 

and may actually accept light-beam frequencies anywhere within the same order of mag­

nitude. Compromising a synchronous system (a receiver sensitive to phase of the inci­

dent light) requires that the light source be sampled and used to drive another source in 

synchronism. This is more difficult to accomplish, but is within the capabilities of a 

sophisticated intruder. 

e. Line - Active Modulated and CW In Beam-Breaker. 

The i1lirared beam-brea1\:ers operate in the same manner as the visible-light systems. 

They are available in both the CW and the modulated form. The primary advantage of the 

In. beam is that it does not project a visible beam, and its presence is, therefore, more 

difficult to detect. A sophisticated threat, however, may employ external means of 

detecting the bearn and employ measures similar to those outlined above to defeat the 

system. 
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f. Line - Passive IR. 

The passive IR system senses body heat or any difference in heat between the object 

and the surrounding environment. The major advantage of such a system is that it pro-

, . ns \"hicll TIll' O'ht aid the intruder in detecting its presence. Such a device 
duces no en11ss10 v 0 

will generally have two adjacent fields of view which are continuously compared with each 

other. This is done in order to allow the system to adjust to a slowly changing IR envi­

ronment. Environmental changes will be seen in both fields and will, therefore, cancel 

each other. If one of the fields of view senses an IR change and the other does not, then 

an alarm condition is generated. The optica~ bandwidth of such a device is 1. 8 to 20 

microns, and employs dual active thermistor bolometers as the sensing devices. The 

two fields of view are each l O in azimuth by 4:° in elevation, with a separation between 

the two of 2°. The sensing range can be made to be greater than 1,000 feet. These 

devices in small quantities are expensive ($4,000 to $5,000 each), which limits their 

application. This sensor, of course, also possesses the categorical"line
lt 

disadvantage 

and can be avoided if its presence and field of view are lmo·wn. 

g. Line - Gamm.?--Ray Beam-Breaker. , 

There are no knovm commercially available gamma-radiation beam-breakers avail­

able, but the sensing techni.que is mentioned here as a point of interest. The device uses 

a linear ganllna ray source and a series of proportional counters to monitor the area 

between the source and th~ counters. An intruder absorbs a portion of the emitted gamma 

rays and in effect masks the proportional counter. The resulting lower average propor-

tional count triggers an alarm. 

A typical system employs a 500-foot long plastic tube filled with radioactive gas 

(krypton) which results in a 10-cmie gamma-ray source. Proportional .counters ar~ . 

located approximately 70 to 80 feet away at intervals of 10 feet along a line parallel to the 

source. The system detects presence as well as motion. 

The chief problems associated with this technique are rain, snow, or animals, which 

also absorb gamma rays. The device presents a potential health problem and is not known 

to have been approved for use. 

h. Line - Active Ultrasonic Beam. 

Practical short-range ultrasonic vehicle detectors are currently in production for 

use in traffic control. The systems are very similar, in operation, to the visible-light 
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and III systems, The major advantage for thier use in the traffic control fIllction is their 
insensitivity to changing light conditions and the fact that much ultraso . b 

ruc energy can e 
produced since a contLmous AC power supply is available. The systems do not exhibit 

any major advantages over the IR beam -breakers for use in intrusion detection. 

i. Line - l\Iagnetic. 

There are several magnetic techniques that can be employed for intrusion dete ti con, 
rn general, the techniques detect ferromagnetic metal, hence some metal, even if only 
the intruder f s shoe nails, must be present for detection. 

The geomagl1etic teclmique (passive) has been the most frequently employed. The 

earth f s mag11etic field is locally disturbed by the presence of llletal If a' f" 
. pIece 0 WIre IS 

placed on the ground and a piece of metal moved across it, a current is induced in the 

wire by the moving magnetic field disturbance that crosses l't TIle 'lld d t ' 
• 1 nce curren IS 

proportional to the metal object's velocity and size, and inversely proportional to roughly 
the cube of the distance between the wire and the metal. 

Large scale varia-:'ions in the earth's maglletic field occur regularly. To reduce the 

Signal induced by such variations, the sense wires c'-'n hI:> formed into a . f 1 
c;." • 4 serres a oops 

by periodically crOSSing tile wires. If the area of each loop is roughly equal and there 

arc an even mmlber of loops, then the induced currents oppose each other and hence can­

cel Ollt. The entire system can be btU'ied to make its detection djfficult. 

The geomaglwtic teclmiqlle has to date been employed chiefly as a backup system, 

since its detection performance is dependent upon intruder speed, the amOlmt of residual 

ma6'1letism of the metal he is carrying, and the distance of the metal from the sense wire. 

A man carrying a rine at shoulder height walking stealthily can normally be detected 

by a system buried at a depth of G inches Sector lenoihs of IIp to 400 f t b 1 ' 
by careful loop placement. 

' b ee can e ac neved 

Activo magnetic senSing will be discussed briefly in the portion of this section dealinO' 
with vohmwtric devices. b 

j. Line - Pressure. 

p~'essllre-sensing systems possess the advantages of presence detection, passive, 

operatlOn, and relatively Simple concept and operation. They are subject to degradation 

by sno\\" 01' \\'at('r accumulations, animals, low flying helicopters, and frozen ground. 
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There is a variety of pressure sensors including strain gages. ail' bellows, spring 

scales, pressure-sensitive substances (both solid and liquid) such as certain rare earths 

of the lanthanide series whose electrical resistance varies with the applied pressure, 

etc. The problem is simply to measure the weight variation over a given surface contri­

buted by the presence of an intruder, Substantial improvements have been made in the 

last several years in the development of low--cost air-mattress-like matting and pres­

sure tube devices that can be configured in a perimeter system. The basic limitations 

arc in the breadtil of coverage and the sensitivity required to detect an intruder who 

spreads his weight by using the" snow shoe" approach. Shallow burial is normally pos­

sible. 

The Westinghouse "Periguard" system employs two parallel hydraulic lines buried 

apprOximately five feet apart. The two lines are monitored by a differential pressure 

transducer, Gross environmental changes will affect both lines equally and will, there­

fore, be canceled by the differential monitoring scheme. When an intruder approaches 

the system, he introduces an imbalance in the system and causes an alarm. Disadvan­

tages of the system are its expense and difficulty of installation. 

k. Line - Differential Seismic Perimeter. 

There is no known producer of a perimeter system employing the differential seismic 

technique, but the system is mentioned here as a matter of interest. Sylvania has con­

ducted some exploratory internal research and development on such a system, and the 

results appear to be promising. The technique uses two parallel strings of seism­

sensing geophones, which are buried, or Simply placed on top of the ground. The geo­

phone outputs are cOlmectcd in such a way tilat one string has phase opposite that of the 

other. The Signal is fed into a differential amplifier and comparator, and through signal­

processing circuitry to an alarm threshold. The system works in a malmer similar to 

that of the balanced pressure system in that gross environmental effects are canceled 

since both strings of geophones are effected in the same malmer, thereby canceling each 

other, An approaching intruder will upset one string of the geophone array more than 

the other and will cause all alarm. This system has an advantage in cost (geophones are 

relatively inexpensive) and ease of deployment. 

1. Line - Balanced RF Transmission . 

The transmission-line intrusion detection system employs a terminated radio­

frequency transmission line in a fence-like configuration to detect the presence of in-
a 
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trudel's within a narrow protected corridor. Sector lengths of 400 feet and fence heights 

of 7 feet are typical. 

Radio-frequency energy is transmitted along the line toward the load, which is well 

matched; hence, little power is reflected toward the transmitter. 

An intrusion into the region of the open-wire transmission line results in a large 

increase in reilected power, which is monitored and, if the change is Significant, an 

alarm is {.;eneratccl. Rain, snow (unless extremely deep), ice, and small animals are 

riot serious prohlems. The chief problems are with medimn-sized animals, large birds, 

and uncontrolled vegetation. 

The chief disadvantages of the system are its cost and its installation requirements 

m. ~ine m~g_yolLUnetric - Radar System. 

Various radar techniques have been employed to detect the motion of objects on the 

ground. Of primary importance is the need to limit the field of view to a well defined 

region so thai the system responds to intrusions only in the prescribed area. Toward 

this encl, several techniques have been c1~veloped and used, singly and in combination. 

A lllonostatic radar system or one with a common antenna for transmission and reception 

can limit its field of view by the use of a directional antenna, range gating of a pulsed or 

Fl\l radar Signal (1. c. , energizing the receiver only during the time interval corresponding 

to the echo interval of a specific range), or by special modulation of a pulsed or continuous­

wave radio sig1lal. 

Radar systems, regardless of configuration, modulation, or antenna characteristics, 

arc Inotion detectors. The sig1lal produced by a moving target creates a Doppler shift 

(frequency shift) on the echo sigm.l.l timt can be separated from tile clutter of Signals echoed 

fro111 fixed objects by filtering ti1e echo sig1lals and processing only those with the proper 

range of Doppler frequencies. The Doppler frequency is proportional to target velocity, 

and is a function of the geometric relation between the target and the radar tr,ll1smitter 

anti recei vel' . 

The most common causes of false alanl1s for radar systems are motion of vegetation, 

fences, surfuc.e water, animals, birds, debris, rain, falling snow, hail, lightning, and 

transmitter frequency and power fluctuations. Performance can be substantially degraded 

by uncontrolled vegetation, snow build-up, and .surface water. 
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Despite the complexity and the many sources of problems, bistatie radar ST, stems 

have proven to deliver reliable all-around outdoor volmnetric performance. In fact, 

to date, the only satisfactory vohllletric outdoor systems in large scale deployment and 

operation are radar systems. A Significant base of operational data is now available 

from deployed radar systems. 

A single bistatic radar system can typically protect a region 100 feet in diameter 

and 15 feet high and average less than 1 false alarm per week on a year-rolU1d basis in 

severe climatic regions. 

The obvious disadvantage of these syste:ms is their expense. They are used pri­

marily to protect military strategic operations. 

n. Line - Continuous-Line Vibration Sensor. 

'Within the last year) a new form of sensor has been developed at Sylvania which 

appears to have major advantages when applied to intrusion-detection systmes. The sen­

sor is a solid-state, small-diameter (less than 0.25 inch), flexible line which is contin­

uously sensitive along its leng1;h to extremely small vibrations. This sonsor has been 

employed quite successfully in 111 ilitary use, and shows great promise in further devel­

opments. Major advantages of the continuous-line sensor are its high sensitivity, its 

ease of installation and its cost (the cost of the line itself is less than $. 50/ft.). Devel­

opments arc currently underway at Sylvania to apply tIns sensor technique in a variety 

of ways to produce a high performance, low cost, outdoor perimeter system. 

o. Area - Seismic. 

Motion of a body across any surface creates a complex set of acoustic waves, which 

propagate along that surface. In particular, tile vertical component of the Rayleigh wave 

has been found to be that most generally useful for detection systems. BOtil the amplitude 

and the frequency of the seismic wave resulting from motion of an object across tilC sur­

face are flU1ctions of a large nLUnber of parameters including terrain,. object size, speed, 

range, and the mlllber and spacing of the seism-producing objects. The situation is 

complicated by terrain discontinuities in or near surface rock strata, and seasonal 

changes such as water-table level. Despite the many variables and the lllany sources of 

backgrOlUld noise such as wind, rain, cultural activity, animal movement, ti1Under, air­

craft and 111icroseisms, careful signal proceSSing can and does result in highly selective 

security systems. On fixed sites with controlled terrain, many of the aforementioned 
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variables are substantially eliminated, or can be specifically identified and the signal 

discrimination task greatly reduced. Discrimination is based upon a combination of sig'­

nal frequency, signal envelope variations with time, signal amplitude, and signal direc-

tion. 

Much work has been done in designing and building seismic signal processors to be 

usod in military tactical situations. Because of the high level of seismic "noise" fOlmd 

in an urban environment, however, these systems are not attractive. The exception to 

this is the use of seismic sensors in a perimeter system described previously where it is 

possible to cancel the majority of these seismic noise sources. 

p. Area - Vibration. 

Piezoelectric vibration pickups can be employed to detect attempts to gain forcible 

entry into a given area. They are classed as an area coverage device because they are 

sensitive to vibrations induced on the surface to which they are mounted. They are 

generally mounted so that their sensitive axis is in the horizontal plane, in order that 

normal earth and building vibrations (largely in the vertical plane) do not affect the pick­

ups. COlnxnon employment is on the walls of a vaulted area where protection against 

forcible entry must be provided. If properly installed, these devices can provide a reli­

able mea.ns of detecting forcible intrusions. 

The stress 60nsor is very similar to the vibration sensor, except that it uses piezo­

electric strain gauges as the sensing element. The device actually senses minute dimen­

sional changes in the surface to which it is attached and converts these changes in stress 

to resistive changes which are electlically measured. The system is designed to respond 

to large rates of change of frequency such as those induced by a human footstep. Fre­

quencies greater than one cycle per second or slower than one cycle per minute are 

rejected. False alarms can be caused by alWthing inducing strains into the sensed sur­

faces at the proper rate. Among these would be rapid temperature changes, heavy winds, 

etc. 

r. Area - Switch Mats. 

Switch mats are primarily used to announce custolllers arriving in a retail store. 

The majority of these devices simply use the exerted pressure of the human footstep to 

close two metallic contact strips. Some recent work has been done in the development 
9 
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of low-cost pnelullatically actuated mats which could conceivably be used uncler standard 

carpeting instead of the usual carpet pad. The pnelUllatic system has an advantage in that 

it is a dynamiC device and senses only the rate of change in pressure. This means that 

furniture, cabinets, etc. , cnn be placed anywhere on the surface [mel will be automatically 

compensated. The new mats can be made very sensitive to any additional load. The 

system appears to be reliable. These pneumatic mats are not currently ~larketeel as a 

mass item, but are available on special oreler. The mats are desigl1ecl only for indoor 

use, although switch strips are available for outdoor use. 

s. Area - Capacitive. 

The capacitive device is used to detect a change in capacitallCe between any ungrounded 

meta.l surface and gTolmd. When an intruder comes near or touches the metal object, its 

e~ective capacitance is changed and the system will cause an alarm. These systems cun 

be made to be fairly reliable for use in an indoor environment. They have a further ad­

vantage in the fact that they are self-protecting. An alarm will be generated if there is 

excessive capacitance drift (as would be ~xperienced in attempts to bridge the system) or 

if the antenna wire is cut. 

t. Area - Adapted Continuous-Line Vibration Sensor. 

•• The previously discussed Continuous Line Vibration Sensor can be adapted to operate 

as an area sensor. This is done by simply allowing the sensor line to act as a supporl of 

some flat material. Anyone walking on the material or throwing objects on itwill set up 

a vibration in the cable and cause an alarm to be generated. The details of implementing 

such a system are f'urther discussed in Section 6.2.2. 

'. ii 
..'i. 

The prime advantages of an adapted continuous-line vibration sensor is that lmlike a 

switch mat, the alarm threshold is continuously variable, so it can be easily adjusted to 

any degTee of sensitivity, alld the system is relatively inexpensive. 

u. Volumetric - CW Doppler Radar. 

This type of a device is commonly referred to as a "microwave system", as opposed 

to what is referred to as a "radar system11 which is actually an antelma-loac1ing device 

which will be discussed later in this section. The "microwave systenl' is a true CW 

Doppler radar and uses all FCC-approved operating frequency of 10.525 GHz. 

The system consists of an RF source which bealllS microwave energy into a volume 

determined by the transmitting antenna config'uration and metal structures in the imme-
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diate area. If a moving object is within the area of coverage, it will reflect RF energ,y 

at the radio frequency plus the doppler shift (a frequency which is proportional to the 

object1s volocity). This energy is received by the unit, where it is mixed with the ori­

ginal transmitted frequency, resulting in the retrieval of only the Doppler shift. If there 

is no moving object within the field, there will be no signal output out of the mL'{er, 

since all of the reflected energy received will be the same as that \vhich was transmitted. 

The resulting Doppler-shift sig11al from a moving object is then amplified and processed 

to produce an alarm. These systems have come into prominence within the last few years 

as a rosult of improvements in microwave technology. There are several such systems 

that are commel'oially available for indoor applications. 

v. Xo.J~l1.!te_tl:ic.:-pltraEQni.9..!. 
~ 

Volumetrie ultrasonic systems are very similar in their operation to the microwave 

sYHtems discussed above. Instead of using electromagnetic radiation, however, they use 

acoustie radiation in the propagation medium of air. The most popularly used frequency 

is ID. 2 kHz, which is above the normal hearing range. The transmitter and receiver 

transducers are identical and use either a magnetostrictive or piezoelectric means of 

g~n~rating the acoustic energy. They are placed in metallic domes that are resonant at 

In.2 kHz. Tho transmitter transducer(s) is energized and produces a 19. 2-kHz tone, 

whioh fills the protected area by reflecting off the surfaces in the room. Reflected energy 

is picked up by the receiver transducer(s), where the acoustic energy is transformed 

back to electrical energy. If an object is moving within the area, the reflected signal will 

consist of the 19. 2-kHz transmitted signal plus the Doppler-shilt frequency caused by the 

object. The sig11al from the receiver transducer(s) is then mixed with the original 

19.2 kHz, and the Doppler signal is retlieved. This signal is then processed to discri­

minate an alarm status. A disadvantage of this system is that any movement of the 

propagation medium (air) will also produce a Doppler shift proportional to that rate of 

movement, thereby causing a false alarm. An advantage to the system is that the ultra­

sonic energy is easily coniined by walls, doors or windows so as to produce a defined 

boundary of the detection voltUlle. 

w. Y()hw.l9i!:!9 - Antenna Loading. 

Antenna loading devices are commonly I'eferred to as Ilradarll intrusion detectors. 

The system is com posed of a monopole antenna which is directly. coupled into the tank 

circuit of un oscillator. The antenna thus becomes an integral part of the tank circuit 
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reactance. When an intruder moves near the emission field of the antenna, energy is 

reflected back into the system, which changes the effective reactance of the antenna 

element. This reactance change, in turn, causes the oscillator to shift in frequency 

proportionally to the magnitude of that change. The oscillator frequency is monitored 

and when the frequency shifts beyond a predetermined threshold, an alarm is sounded. 

These systems operate around Ll00 MHz, which is not an FCC-approved use of that fre­

quency. Typical coverage patterns of these systems are toroidal (monopole pattern) and 

the diameter is adjustable to approximately 50 feet. The pattern at this range is then 

approximately 20 feet. high at its thickest point. The system is insensitive to movement 

directly above or below the antenna (in line with the antenna axis). Disadvantages of 

these systems are related to the pattern coverage and the raclio frequency. The 400 l\1Hz 

reaclily penetrates most building materials used and, because of the circular sensing pat­

tern, will sense outside the desired area if thc system is adjusted to provide full coverage 

of a rectang"ular area. These systems, in general, are prone to higher false alarm rates 

than the IImicrowave ll systems. 

x. Volmnetric - Acoustic (Passive). 

Indoor acoustic systems enjoy very limited use because of their high false-alarm 

rate and their susceptibility to compromise. There are systems commorcially available 

but they can be used only in specific applications. The most common systems reject 

frequencies below 1000 Hz in order to get away from noise being generated outside of the 

area to be protected. Low frequencies more easily penetrate structures, while the higher 

frequencies are reflected by them. Systems are available with automatic gain control 

(which makes the systems susceptible to desensitization by intentionally generating noise), 

or standard linear amplifiers. Such systems also provide a means of adjusting tho Humber 

of times a threshold must be exceeded within a certain time increment before an alarm 

is sounded. Unless the system is installed in an acoustically isolated area, it is of little 

use against an intruder. 

y. VoltUlletric - Passive IR. 

All objects above absolute zero in temperature (-475°F) emit infrared (IR) radiation 

whose frequency is proportional to their temperature. It is this radiation, around 98. GOF, 

which is sensed to detect the presence of human intruders. Optics are used in the device 

to segment a volllllle of space into several lobes. The IR level over the lobe vollUne is 

averaged and establishes a reference point ot which a threshold is automatic~lly adjusted. 
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If anything enters the pattern radiating a different level of IR (above the threshold setting), 

then an alarm is triggered. The term "passive" is applied, since the VOllUllO is not being 

irradiated by an infrared source. The sources are the room and the objects within it, 

including any human intruders. '1118se devices are not sensitive to air turbulence (unless 

there are significant short-term temperature gradients established) and, because most 

building materials block IR, the unit's detection pattern will not penetrate walls. The 

system is sensitive to direct stUllight, animals within its pattern, and any short-term 

tem perature -gradient changes. 

z. yol~ne_tric .-: Magnetic. 

Active magnetic sensors have been developed for military applications; but these 

systems have not found their way onto the commercial market. The most commonly 

used 8ensor configlu'ation is the induction coil. Thin-film fhL'-::-gate mag1letometers have 

also been developed for military applications. These devices create a magnetic field and 

monitor any perturbation of that field caused by the introduction of a ferrous metallic 

object into it. Effective ranges of these devices are limited to a few feet. Because of its 

mode of operation, the !~1.truder must, of course, be carrying ferrous metal in order to be 

detected. 

aa. yoIU}l1etri~_.:- Balanced Light Systems. 

Two types of balanced light systems have been developed, the continuous-wave and the 

modulated-light types. A representative system of the former is tile Sylvania Photocon­

ductive Intrusion Detection System (PIDS). The heart of the system is a pair of cadmitml­

sulphide photocondnctive cells. These cells, located behind the hemicylindricallight­

diffusers of the sen80r units, normally detect stable incident light from a regulated light 

source. The detectecllight is the diffuzed resultant of light coming directly from the light 

source and indirectly from an infinite munber of reflections -- from floor, walls, ceiling, 

and objects in the room. The cells are oriented so that the light intensity incident on all 

cells is approximately equal and symmetrical. The presence of an intruder causes 

unsymmetrical changes in the intensity of light reaching the two cells, and a difference 

sig1lal is generated. If the amplitude of the difference signal exceeds a predetermined 

threshold level, adjusted to detect human intruders, ·an alarm indication is triggered. 

A disadvantage of this system is its susceptibility to variations in ambient light 

conditions. All incident light must be well regulated. This p~ecludes its use in rooms 

with windows or openings which will allow extraneous variable light to enter the protected 
area. 
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The Bagno Electronics MOST system (Modulated Optical Space Transducer) operates 

very similarly to the Sylvania PIDS system, except that it uses modulated light in the near 

infrared portion of the spectrmn. The system consists of a GO-Hz tungsten-filament light 

source (a diode in series with one side of the AC line), camera(s) (the sensor head), and 

a controllll1it. The camera contains opiics which encompass a 70° field of view and six 

siHcon photovoltaic solar cells in the focal plane. Any change in the modulated light pat­

tern received by the camera will result i.11 an alarm, Because the system is sensitive 

only to the GO-Hz-modulateellight, it will not respond to changes that are caused by 

Ullllodulated lights being tUTIled on or off , headlights shining through windows, or clouds 

passing between sensor and sun. A disadvantage of the system is the relatively high level 

of power required for standby operation. 

Neither the Sylvania nor the Bagno system is in current production, and there are no 

otiler knO\VIl sources of balanced-light volumetric systems. 

bb. Volumetric - Olfactronic. 

The olfactronic systems electronically sense Inunan-body gaseous effluents. Such 

Rystems have been developed for military field use, but there are no Imo"/11 systems avail­

able on the commercial market. If available, the systems would be relatively e:h.1)ensive, 

and would be sensitive to human activity surrounding the area to be protected, or to 

effluents which might be present in the normal heating or air-conditioning system. Such 

a system would be ineffective against a sophisticated intrudeJ~ who sealed himself and an 

artificial breathing apparatus into a gas -tight suit. 

cc. Volumetric - Television. 

Television can be used in a number of ways for intrusion detection. The simplest is a 

camera continuously monitoring a prescribed region. Addition of remote control of zoom t 

pan and tilt can effectively increase target acquisition capability. A normally-off TV 

system which is activated by another kind of :intrusion detector is effective in concen­

trating attention only when required, which is necessary in a large security system to 

reduce operator fatigue and reduce overall equipment complexity. 

A nlU11ber of schemes have been developed to use TV as intrusion detectors (commonly 

referred to as MTITV) rather than as an aiel to intruder location as described above. The 

schemes have in common the measurement of a change in the b.ackground under surveil­

lance by the TV camera. Thus, the motion rather than the presence of the intruder is 

measured. 
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TV moving target indicator (MTI) systems have problems in dealing with rapid 

changes in background lighting, which would preclude their use in areas which have 

translucent openings to the outdoors. TV systems are expensive to acquire, install, 

and maintain, hut they provide a tremendous increase in hLUllan confidence by providing 

the guard with the capability of remotely observing the various protected areas. 

Low-light-Ievel television cameras would provide a further degree of protection, 

since an intruder could be observed in relative darkness. The intruder would not be 

alerted to the fact that he was being observed and immediate steps could be taken to 

approach him. Sylvania produces an LLLTV camera which uses a standard vidicon and 

will work in light levels as low as 10 -4 foot-candle (equivalent to starU ght) and as high as 

104 foot-candle (equivalent to direct sunlight). If one is considering the use of television 

in his installation, he should make the cost comparison between LLLTV and closed­

circuit TV (CCTV) with lighting. 

In general, it is felt that using television systems is not cost-effective. The systems 

would also require a relatively high level of skill in maintenance. There are specific 

instance::; which may, however, warrant a CCTV or LLLTV installation. 

111e previous paragraphs discussed the various sensing techniques 'which are currently 

being employed for intrusion-detection systems. It can be generdly stated that when a sensor 

systcm js macle to cover increasingly larger areas the probability of false alarms increases, 

as docs cost. This results simply from the fact that more 1!noise sources" are included in its 

increased detection pattern. In point of illustration, consider the two extremes of detection 

device types: point sensors versus volumetric sensors. TIle switch-type devices (point 

sensors) arc e}.tremely reliable, low in cost and virtually false-alarm free, while the volu­

metric sysLem must include signal-processing circuitry to recogllize a valid target, and can 

do this only within limited constraints, i. e. , many noise sources have the same signal charac­

teristics as a hmnan intruder. 

Volmnetric systems are best used in facilities which may attract a sophisticated intruder 

and which arc lUlattended for long periods of time. In this type of a situation the intruder, if he 

knows the doors all have switches and the windows all have fall, may choose to enter through 

the walls or roof. Switches and foil in this instance would be completely useless. 

TIle grentest degree of coveragB iden.tUied, for intruder detection for the protection of 

police facilities, is an area-type sensor for protection of roof areas, a line-type sensor for 
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intruder deLection at the outer perimeter of the facility grounds, and beam-breal.::er devices 

at gates \vhich lead into the area immediately surrounding the building. All other sensors can 

be of switch type (portal protection). The reason volmnetric sen SOl'S are not considered appli­

cable is because the probability is very small that an intruder will have the presence of mind, 

courage or time to penetrate a police facility by going through the roof or walls. Tho fact that 

the facility is a police station represents a rather formidable challenge, in the presence o[ which 

the potential intruder will be inclined to place himself in jeopardy for as short a time as pos­

sible. 'I1lrough the data aLJ threat analysis, it has been determined that what tho policemen 

within a facility require is a method by v·:hich they can be continuously apprised of the status 

of various critical areas. Because of the fact than an intruder will not take the time necossary 

to penetrate the roof or walls, it is recommended that balanced maglletic switches be usod on 

all doors into the building, and that foil be used on any critical window areas. It is anticipated 

that the use of foil will be minimal, since it has previously been recommended under Physical 

Security that all windows which are not critical for surveillance should be physically blocked 

up. All remaining windows required for visual surveillance should use a bullet-resistant 

material. Beam-breakers are more difficult to install, are expensive and require more 

maintenance and are, therefore, given third preference. 

In order to deny access to critical areas, the area between the building and the property 

lines should always be a restricted area. Any lUlauthorized person entering this area should 

be immediately detected and the security monitor should be alerted. For this reason, en­

trances to this area must be controlled, and a perimeter detection system is required around 

the property line fence. Entrance (gates) can be monitored conveniently through the usc of 

IR modulated beam-breakers. In line Witil a system discussed in Section 6.4.2, this detection 

system may actually consist of a pair of beam-breakers. 

TIle choice of a perimeter detection system is a more difficult one to make. Most outdoor 

pelimeter detection equipment, such as pressure and seismic systems, is not designed to work 

in a city environment. Beam-breaker devices are plagued by IR absorptions of fog, rain, or 

snow. Magnetic systems are expensive, and requ:ire a buried installation path about 5 feet 

wide. Capacitance fence systems are false-alarm prone in electrical storms, and a balanced 

transmission line or radar system is prohibitively e}.'Pensive. Thore remain two systems which 

are applicable. These are the continuous-line vibration sensor, and the taut-wire system. 

Both systems are designed to be applied to the fence itself. The continuous-lino sonsor is oy 

far the more desirable of the two, since it provides a signal output proportional to tho physical 

stimulus placed on the fence. This a"1lows one to easily establish an alarm threshold level to 
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preclude false alarms, yet reliably detect people either crawling over or cutting the fence. 

The taut-wire system on the other hand is a spring balance switch arrangement. Variations 

in temperature will cause the wire to expand and contract; therefore, its sensitivity varies 

with temperature. In addition, it is necessary to disturb the wire itself in order to be detected. 

The continuous-line vibration sensol,' senses any disturbance to the fence itself. Outer peri­

meter detection system recommendations would then be for a continuous-line vibration sensor, 

a taut-wire system, or a beam -breaker in that order. 

Selecting a detection scheme for the roof area is also a difficult task. Again the majority 

of area sensors either are not designed to w01,'k in a city environment or are designed for 

indoor use only. One must be able to detect any hmnan activity on the roof surface and, if 

achievable, should detect objects tln'own onto the roof. Sensor systems are not required for 

steeply pitched roofs, since: (1) it would be difficult to lodge an object on it, and (2) an intru­

der would find an easier approach lmiess he were a steeple jack. Flat roof areas are recog­

nized as problem areas. Seismic sensors cannot be used because of the high noise levels gene­

rated by traffic in their frequency band of operation. Stress sensors are designed for indoor 

use and are very expensive for covering an entire roof area. Switch mats and capacitance 

systems are designed fo],' indoor use only. There are, however, two systems which could be 

adapted as roof area sensor which show promise: a continuous-line vibration sensor, or a 

flexible tape switch. Again, the continuous-line vibration sensor could be used simply by 

mounting; the line along the top surface of two-by -fours laid parallel to each other about 4 feet 

apart. The two-by-fOUl'S and line would then be covered with some perforated material such 

as a stamped metal screening. The perforations would allow any differential pressures, which 

might otherwise build up as a result of wind action, to bleed off before exerting any phYSical 

force on the surfaces I and would allow normal roof draining. Such a system is depicted in 

Fig"ure 6-1. 

A tape switch mounted in this same way could also be used; however, the continuous-linc 

sensor is much more desirable since it will put out a voltage proportional to the loading. The 

threshold setting for any particular installation can easily be adjusted. The tape switch on the 

other hand has only one threshold and that is established by the spring constant of the switch 

itself. It would be a rather tlicky engineering; problem to so design the system that wind 

loading would not cause the switch to actuate but a package or man would. After the system 

is installed, there is no way to adjust the point at which the s\vitch actuates. This would have 
o 

to be done with adjustable spring supports which would hold the perforated metal screening off 
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Figure 6-1 Roof Sensor System Installation 
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the} surface of the roof. This, then becomes a greater design, installation and maintenance 

problems along with associated costs. 

In view of the very reasonably priced materials comprising the adapted continuous-line 

vibration sensor system, it should be a very cost-effective system. 

A SlIDlmary of the various detection-device applications is given in Table 6-3. The order 

of preferenee is given where more than one type of device 'will work. 

G. 3 ALAIY.lQ_QlVIMJ)~JPATIONS 

After an alarm is generated, some means must be provided to securely transmit that 

alarm condition to the sccurity monitor. There are tow primary methods which have been 

cmployed in alarm communications: radio frequency, and direct metallic contact lines. For 

a proprictary alarm system (one that is owned and operated by the police facility) there is 

another method of alarm transmission which is most attractive: a power-line carrier trans­

mission systcm. Each of these approaches will be discussed in the following paragraphs. 

G.3.1 Bad19=-!:"requel1cy Transmission 

Radio· ,frequency transmission is more commonly used as an alarm transmission medilUn 

in military systems where long distances must be covered by easily deployed devices. The 

major advantage of such systems, obviously, is that there is no need for running long cables 

to a central monitoring facility. Early systems employed the use of various tone frequencies 

and their combinations to identify the alarm source and to provide a fair measure of protecti.on 

in Lhc gcncration of false alar:rns because of the transmission technique. The tones were used 

simply to modulate the particular (RF) carrier frequency used. With the advent of increasing 

omphasis on producing digital circuitry, tile RF alarm transmission systems adopted the 

digital tcchniques. One could provide many unique identification codes, limited only by the 

transmission bandwidth and the time allocated for one alarm transmission. The RF digital 

sysLems are relatively immune to decyphering, but are still vulnerable to jamming. For this 

reason, emphasiS was placed on short transmission times and relatively narrow bandwidths. 

This reduces the systems' vulnerability to jamming, but does not completely eliminate tlus 

susceptibility. 

RF transmission is a relatively expensive technique, and need be applied only where no 

other technique will work, such as over long distances. There are now a few central alarm 

companics which are providing security service to groups of small towns, and are centrally 

locating their monitoring facilities. Alarms from each township report to a substation, where • 
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Table 6-3. SlUnmary of Detection-Device Applications 

Protected Area 

All entry portals into building 

Critical areas within building 
(weapon and record storage, com­
munications, etc,) 

Roof 

Outer perimeter 

Gates 

Sensor Device (in order of preference) 

(1) Balanced magnetic switches 

(2) 

(3) 

Properly concealed switch mats 

Beam-breakers (IR CW) 

(1) Balanced magnetic switch 

(2) Properly concealed switch mats 

(3 ) 

(1) 

Beam -breakers 

Adapted continuous-line vibration 
sensor 

(2) Adapted tape switches 

(1) Continuous-line vjbration sensor 

(2) Taut wire 

(3) Beam-breakers 

(1) IR modulated beam -breakers 

. they are encoded and transmitted to the central monitoring facility, This saves the cost of 

leasing long-distance telephone lines. Such installations at this time are relatively rare. 

It is safe to say that more than 99 percent of central alanll company subscribers are tied inLo 

a leased telephone line. 

G, 3. 2 Metallic Contact Transmission 

By far tiw most commonly used alarm transmission mcthod is tile metallic contact -­

two wires which physically connect the protected area and tilC monitoring facility. 

In central alarm station operations, there are two types of connec tion which can be made 

to the subscriber'S premises. One connection is a direct line (analogous to a private tele­

phone line), and the other is a McCullough loop (analogous to a party line). The McCullough 

loop is the most popular system, since the cost of the leased line is divided between 15 or 

more subscribers. In either case, when metallic lines are used some supervision of these 

lines is required. If the lines were not supervised, it would be possible to short or open 

the line and an alarm would never be received at the mOlutoring facility. 

o 
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• j Tho most commonly used method of line supervision is to pass a direct current throucrh 
t:> 

the line, a resistor, and the normally closed contact set of the alarm device. The value of 

the current is continuously and automatically monitored. If the current exeeeds certain 

toleranco limits (both high and low) an alarm is sounded. These tolerance limits are :1:10%, 

:1:20%, and :1:40% for three classes of systems. A sophisticated threat, of course, would have 

no difficulty in substituting the proper resistance value in the line, thus breaking the connection 

to the alarm device simultaneously. For the vast majority of threats, however, this type of 

line supervision has been adequate. For higher-level line supervision, where one may expect 

an extromely sophisticated threat, complex digital systems have been devised wherein the 

monitoring station digitally interrogates the protected area, and the return response code is 

different each time, even though there is no change in alarm status. \\'hen there is an alarm 

condition, the protected area responds in another different digital code which is recognized 

by the monitor. The code is essentially changed for each interi'ogation/response cycle, but 

in a manner which is recognized by both units. These types of systems can be extremely dif­
ficult, if not impossible, to compromise. 

In a proprietary system, it is still essential to provide some means of protecting the line 

rUlming from the alarm device to the monitoring panel. The lines may be exposed to compromis( 

during daytime operations. TIley could be compromised in such a manner that an alarm would 

never be sOlmcled at tile monitor, no matter what happened to the alarm device. Some electronics 

then, mllst be provided at tile device end as well as at the monitoring end. In addition to that, 

the lh~os themselves must be run through conduit from each sensing deviee to the central 

monituring area. Installation costs prove to be a major portion of the expense of an alarm 

system. Cable installation costs alone are $0. 78/foot for surface-mounted conduit with a 

two-conductor wire pnned throngh. It would be far more economical if the line supervision, » 

the monitoring station (alarm display) and installation could be accomplished through the use 

of a singlc system. A system through which this can be accomplished (l:mdmore) has been 
dovised [md is presented in the ne}.i section. 

G. 3. 3 Power-Line Transmission • 
.. -.. --------~~-------

Power lines havo been \ued to transmit information as well as power for many years. 

The power companies themseh0S use their lines to provide status information pertinent to 

the fUllctioning of the power system. IfWireless lf intercoms are sold in which all that l'S i 

I-required to install the system is to Simply plug the units into the nearest outlets in rooms 

ill which they are to be used. The voice modulates a carrier frequency which 'is placed 
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on the power line and is detected and amplified by the othor unit. One limitation of such units 

is timt the sending and receiving units must be on the secondary of the same power transformer 

since the high-frequency signals are attenuated through tile transformer. There are methods, 

however, for overcoming this problem.. A typical police station win be served by one power 

transformer; therefore, the power transformer problem will generally not exist. 

Sylvania has recognized the need for a system which can be used to economically and 

reliably transmit alarm information in small proprietary alarm systems. To that end, 

Sylvania is currently developing the 01\.T-20 carrier alanll transmission system. This ono 

device will combine all the functions of monitoring, alarm verificaUon, line supervision and 

installation in one system. This system provides a proprietary alarm system with an o}.i;relllc 

amount of flexibility, since all that is necessary to move the monitoring station or to change 

the protected area is to simply plug the system into the nearest power outleL A typical instal­

lation is shown in Figure 6-2. 

TIle system comprises two parts: a Remote Alarm Tr8.1ls111itter, and an Alarm Display 

Unit. BOtil units contain intel'1lal battery supplies which automatically supply power to operate 

the system in the event of AO power failure. TIle system is designed to provide 20 independent 

clumnels of :1larm information. 

The function of the Remote Alarm Transmitter is two-fold. Its primary function is to 

securely interface the alarm generated by the detection device to the power line. A secondary 

but important function is to further provide a method by which the alarm situation can bc veri­

fied. In the event of 8.11 alarm, the monitoring operator can selectively command the alarming 

Remote Alarm Transmitter to send acoustic data to the operator. TIle operator CillI tilen 

listen in to the remote area and detect the activity taldng place. Because the n0moto Alarm 

Transmitter employs line supervision, a failsafe feature, and tamper protection, there is no 

need to further protect the lines going into or out of the box or even the box itself. If tho line 

leading from the detection device is either cut or shorted an alarm '.vill bo transmitted to the 

monitor. An alarm condition will also be generated if the AO cord is pulled out or if attempts 

are made to open the transmitter unit. Fig'ure 6 -3 is an illustration of the Remote Alarm 

Transmitter Unit. 

The Alarm Display Unit provides the operator with an instant visual/audible display of 

alarms and gives him the capability to selectively listen in to any area in which a Remote 

Alarm Transmitter is installed. Figure 6-4 is an illustration of the modularized Alarm 

Display Unit. A separate receiver module is plugged into the main frame fox each Remote 
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In a police facility where un,mthorized persons can and must be excluded from areas both 

outside and inside the building, it is essential that some means be provided for identification 

of persons penetr.ting tilose "reas, The most difficult area to control is the area snrrounding 

\he building itself. usually, procedul'es and locks are enough to control persons within the 

facility, The problelu arises from the fact that areas surrounding the building support normal 

G. 4. 1 Intruder Identification. 
...-----

police operations and, as such, authol'i.zed personnel must have continuous access and egress 

capability in these .rBas. The control of these arcas can be accomplished in basically two 

a. Provide an absolute gate control system and a detection perimeter around the entire ways. 

facility. 
b. provide a detection perimcter around 111e facility and a means of discriminating 

al.lthoriz
ed 

from lmauthorized entries ill gate areas. 

In the first case, a gtlard stationed at each gate to control the traffiC into and out of U,e 

arcas would be interpreted as an absolute gate control system. This, however, is prohibitiVely 

expensive, i. e. , a 24-hour, 7 -day -week guard po st coste in exoes s of $5
0

, 000 a year to main­

tain' Some other more cost-effective system ;must be formulated for absolute gatc control. 

SUch a system might consist of a card- or RF-controlled gate on which the oode can be 

easilY changed in the event a card or transmitter is lost or there is a change in personnel. 

The card-reader device, as mentioned previoUsly, is not desirable in this application because 

it can easilY become the target of gunl-cl1ewillg juveniles. In this event, Ure gates must l1e left 

open and guards must be stationed at the gates until repairs can be made. An RF_controll

ed 

gate does not possesS tllis vuinerabillty and is, tIlerefore , more attractive. A detection 

mechanism must still be provided on the gate itself to prevent illtruders from climbing or cut-

ting through them, This nleans that an alarm wonld be caused each time the gate were used by 
auUlori

zec

! pers
OlUlel 

as well. In order to negate that alarm it would be necessary only to inter-

lock the gate-actuating mechanism with the alar'!U device so that no alarm would be sounded if 

the alarm and gato were actLlated simultaneously. It would be incumbent upon 111e auUlorized 

perso

lUlel 

using the gate to see that no unauthol'i.ZOd person or vehicle entered \vith them, 

This type of syst
en1 

woLlld provide positive control of the perimeter tIlrough a normally closed 

gate systern. 
A similar type 01 control system which provides more fleJ<ibility is tho type in item b, 

. above. This type of system is a "normally open" gute system. A detection perimeter, RF-

controlled gates, nnd some method of personnel identification, are the prime components of 
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the system. In this type of system, the gates can be kept open during the daytime when they 

• 

• 

• 

are most often used, and closed at night to provide a further measure of security when most 

needed. The system can also be operated without any gates at all, but this places more bur­

den on the response force, since they must respond to all unauthorized intrusions. If gates are 

kept open, even though they are thoroughly posted with !!Authorized PerSOlUlel Only!! signs, the 

public is bOlUld to wander into these areas. If the monitoring operator has visual access he 

could effect a response through the use of an external public address system to 'warn the wan­

dering intruder that he is in a limited-access area. Otherwise, he must send someone outdoors 

to investigate. For the sake of convenience, the public address response is more desirable. 

This type of response could even be automated through the use of a prerecorded tape. When­

ever a perimeter violation occurred, the message would be played over the PA system. 

I 
I 

The alarm system around the perimeter and at the gate area will notify the response force 

• to determine whether the intrusion has been made by authorized or lUlauthorized personnel. 

It can naturally be assumed that if the fence itself is intruded upon, that it is unauthorized. 

If, however, the intrusion is through the gate then it could be either. Short of using full-time 

guards for the identification process, there are basically two ways in .... vhich identification can 

• be accomplished. One method is direct or indirect (CCTV) viewing by a hrnnan operator; the 

other is an automated identification scheme. If direct visual access exists in a particular 

installation, one need not consider any other technique of identification. \\lhen the monitoring 

operator receives a gate alarm, he can simply visually identify the intruder. If, on the other 

• hand, the operator does not have direct visual access (which will be true in probably 90 percent 

of the applications), one of the other two identification techniques must be used. 

• 
Identification through the use of CCTV is more or less self-expl,anatory. A CCTV camera 

would be mounted in such a position so that its field of view would cover the gate area. 'When 

a gate alarm was generated, the monitoring operator would look at his TV display to verify 

that the intrusion is P.ll authorized one. If it is not, then he must take the appropriate response 

action. 

I. Figure G-5 illustrates the manner in which an automatic system for identification of author­

ized persolmel would work for an !!open gate" system. The drawing depicts a police station 

surrolUlded by a fence with two access ways into the rear parking lot. Double modulated IR 

beam-breakers are placed across the access way on each side of the building. The beam­

breakers are llsed in each position so that the direction of movement can be determined auto­

matically c Simple logic circuitry is used to determine whether the person or vehicle is going 
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out or in. If the movement direction is out, then no alanl1 is generated. If the movement is 

into the facility, then an "identification" Sign flashes, or it can more simply be done through 

procedures, so that the intI'ucler knows that he must identify himself within a predetermined 

time. Authorized personnel accomplishes this through use of a simple coded pocket trans­

mitter. A loop wire antenna is used around the building, so the transmission must travel only 

a few feet. The codes on the transmitters can be changed easily through the use of a plug-in 

encoder. The coele plugs are routinely changed periodically. The Logic, Receiver and Alarm' 

unit generates an alarm if this coded transmission is not received within the predetermined 

time (approximately 5 seconds after the beams are broken). If the transmission is received 

within the proper time period, no alarm is generated. This type of system is less complex 

than a CCTV installation, and provides an automatic identification of authorized personnel. 

Since the transmission identification codes can be randomly changed, there is a very low 

probability that someon,' could select the right code even if he had one of the ill transmitters 

in his possession. 

Table 6-·1 shows a comparison between the video and automated identification teclmiques. 

The prime advantages of CCTV are that it allows one to assess the threat (munber of intruders 

and weapons) and that one can periodically glance at the screen to observe any activity. The 

latter advantage is further enhanced (at a significant increase in cost) by adding remote pan, 

tile and Z00111 capability. Then too, however, one always rtUlS the risk of a burned out vidicon 

if the operator accidentally points the camera toward the Still. The use of CCTV does not 

guarantee the proper identification of authorized personnel. Someone wearing a police uniform 

may have a high probability of being incorrectly identified as being authorized. In general, 

one must carefully assess the role in ,;\'hich he wants a CCTV system to serve before he com­

missions a costly installation which may very well not meet his requirements. 

If the above system were used with electric gates (normally open during the day), the 

samo identification transmitter would be used in the evening to automatically open the gates. 

This would be accomplished Simply by throwing a switch from dayt~me to nighttime operation. 

It is estimated that an identification system such as described above would cost approxi­

mately $4000 for the equipment (including 30 identification transmitters at $50 each). This 

would be comparable to the cost of a good-quality CCTV in an environmental enclosure with 

the TV monitor and alarm devices. If pan and tilt controls and a zoom lens are added, the 

GCTV cost will be sig11ificantly increased (by apP!'')ximately $2000-$3000). 
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Table 6-3. Video Versus Automated Identification 

AUTOMATED 
IDENTIFICATION 

VIDEO 

Advantages Disadvantages 

o "PositivQtI identificaiion 

Q Low maintenance 

o Simple electronics 

® Automatic alarm for non­
authorized jntrusions 

@ Threat assessment 

Q Discretionary visual 
surveillance 

fa Cannot directly assess 
threat 

e Relatively high equipment 
and accessory costs 

(]) High maintenance (often 
and expensive) 

@ Must be augmented by 
alarm device 

Eo) Depends on visual recogni­
tion of authorized personnel 

For the majority of installations, the RF identification system is the most cost-effective. 

The electronics are Simple, positive identification is assured, and maintenance is less than 

that of a CCTV installation. 

6. 4 .• 2 Intruder Delay 

After an alarm is generated, it is necessary to determine whether it was actually caused 

by an intruder or by an authorized person. The verification mechanism for doing this at the 

outer perimeter gates was discussed in the previous section. Alarm verifications within the 

building can be augmented through use of the acoustic channel on the alarm transmission link 

(offered in Sylvania 1 s CAT-20). It is further required that the intruder be delayed or impeded 

as much as possible in order to give the respollse force enough time to effect a capture. 

The problem of implementing effective, reasonably priced intruder-delay systems is, for 

the most part, still tmsolved. If one is in a tactical' situation he may use lines of concertina, 

bamboo spikes, and caltrops, but these mechanisms are hardly applicable to a police facility. 

Any delay devjces used must be esthetically pleasing or hidden, as well as functionnl. Exotic 

devices such as hidden fences which spring upright when an alarm is, generated could be designed 

and fabricated but the cost would undoubtedly be prohibitive. The primary acceptable (from 
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))oth a cost and sOciological view point) intruder delay system elements comprise fences, 

elect.ric locks, ancl remote-controlled gates. 

The ()uu~r perimeter fence and gates are a critical element in any intruder-delay system. 

The illtl'u<lc..'r, in penetrating Ii facility, will take his time as long as he believes his activities 

arc undetected. For this reason, the alarm should not be used to automatically tUrn on flood­

lightB, sound hells, etc. , if one e:lq)ects to capture the intruder. If a perimeter fence is 

topped by three 8t1'<111(ls of barbed wire, it does not represent a formidable barrier to pene­

tration it the inil'uc1cr has time. However, those three strands of barbed wire appear much 

Jl.l()l'C formidable \\"hen attempting to make a hasty retreat. Even if gates are kept open during 

normal hours, tIl(> ~~ates themselves should exj st, and it is very desirable 1..0 have tllem 

remotely conll'olled. The gates should also be topped by barbed wire. If the gates are open 

when a p('rimeter al arm is generated, they can be immediately closed to provide additional 

delay to a retreating intruder. The primary delay element, then, is the perimeter fence. 

The purpose of the fellce is to keep the mildly curious person out, and to delay the retreating 

intruder. 

Another delay mechanism which is simple, effective and can be used within the building 

itsell' is the installation of an electric lock on the front entrance to the lobby. The lock on 

this duol' wou1<l be) normally open, and when act-uated \vouldlock. Thc door leading from the 

lobby area into the inner station would be normally locked and would release when actuated. 

If ~omeolle became ullruly and threatening in the lobby area, the officer could effectively cap­

ture him by remotely louking Lhe front door. It would also provide the officer a quick means of 

rCHponsl' if he saw an armed mob advancing on the front door. It might not prevent them from 

entering, but it would provide additional time for the officers to prepare their response. 

G. 4. :3 POl'Honnel Control 

• In order to implement un effective security system, it is essential that both authorized 

'. 
1 :. 
[1 

'1. 
j 

and unauLhol'izcd individuals be required to follow all personnel control procedures. Some 

Halient personnel control guidelines have been identified and are outlined below. 

PERSONNEL CONTROL GUIDELINES 

Unauthorized 

a. Public access to reception lobby only. 

h. CiLizen must be escorted at all times within station. 

c. Outer arcus should be fenced to keep public as far from building' as is practicable. This 
inulutles the approach walkway to the reception lobby. 
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d. All areas surrOl.U1dlng building are to be used only by authorizec..! individuals. 

e. Public parking should be physically isolated from police vehicle and police private­
vehicle parking. 

f. Entrances and exits for prisoners should not pass through reception lobby. 

Authorized 

a. Personnel vehicles are to be parked in desig11ated spaces. 

b. Areas immediately surrounding the building must not he congested and allowed 1..0 impede 
police vehicle traffic. 

c. All persOlmel and vehicles entering facility grounds must USG proper identification pro­
cedures. If an officer forgot an ID transmitter, for example, he must park his private 
vehicle in the public parldng area and gain access to the building though 1110 pttblic lobby. 

d. All officers entering the inner building through the must be personally recog11ized by the 
officer on duty before the inner door is opened. . 

e. All officers must immediately report to the station captain, the theft or disappearance of 
any identification mechanism. 

Detailed personnel control procedures must be generated, with regard to the specific 

operations ~Uld physical config11ration of each indi vic1ual facility. The above points are given 

only as guidelines in the prepagation of such procedures. 
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SECTION 7 

SYSTEM RECOMMENDATION SUMMARY 

7.1 GENERAL. 

A fair number of security subsystems have been previously discussed, and recommenda­

Hems have been made for each subsystem component of a total integrated security system. 

These eloments have been selected to complement each other alld enhance the performance 

of the entire system. 

One of the major advantages in providing security for a police facility is that a 24-hour­

resident response force is available. The prime objective, then, of a police facility security 

system is to provide the existent response force with various tools which Will augment their 

scnS~lS, give tho earliest possible warning, provide physical protection, provide intruder 

delay mechani~n1s to extend the time over which an effective response can be made, and to 

assist in intruder identification. In the selection of the SUbsystem elements, emphasis was 

placed on simplicity, reliability, fleXibility', and low cost, consistent with the requtred 

function. Ii is the purpose of this section to summarize these various recommendations 

aJ1d provide approximate costs for each of the subelements. 

7.2 TYPICAL STATION IMPLEMENTATION. -------....- --~----..,---,.-- .. 

The best way in which the various recommendations can be summarized is to illustrate 

tilCil' usc in a "typical" police-facility installation. 

Each recommendation will be shown applied to this "typical" police facility, and its 

function will be described. For the sake of discussion the overall security system recom­

nwnc1ations arc broken down into four major sUbsystems. Physical Security and Deterrence, 

Intruder Detection, COl1nnunications, alld direct assistance systems for the Response and 

Contro 1 Force. 

7.2. 1 Pllysical Securi ty and Deterrence. 

Physical security devices act as deterrents. The existence of fences, lights, barriers 

and an electronic detection system will keep all but the strongly motivated out of the facility. 

Figure 7-1 illustrates a "typical" police facility to whieh various physical-security 

items have been applied. These physical devices shou,ld be the first consideration in 

implcmentinp; n security system. The figure illustrates a building surrounded by a fenced 
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parking lot into which only authorized vehicles ShOllld be adm'tt d Tl f 1 e, Ie ence should be 
of a chain link type, #2 mesh, #9 wire, 8 feet high, topped with three strands of barbed 

wire, The fence is the "first line of defense" in the security system, In order to neo'ate 

bomh implantation, the public should be kept as far from the outside of the building a: is 

practical. This philosophy should be carried through even in the public approach to the 

bui lcIing, It can be seen in the illustration that the public has n eli t 
, 0 rec access to any 

outslClo walls of the building, Usually this is not practical for the front of a bUilding, In 

this case, as in a 11 others, shrubbery and all clutter should be kept as far from the building 

as possible, These areas make excellent concealing places for bombs . 

l\lost a Hacks take place at night to take adv~t:'lge of the cover of da 1 p 1 . . r mess. roper y 
lI1stalled hghts directed away from the facility serve a DNO-fold purpose - they act as a 

good deterl'cm t, and they provide the officer the capability to readily survey the area. 

If any gasolino is stored on the premises it must be stored underground, and the fill 

port should be sccured with a padlock. Service personnel suppJying gasoline should 

always be directed to the facility to have the lock unlatched for them. Careful key control 
is essential for all locks . 

All entrances 8ml exits into the authorized parking facility should be kept to a minimum, 

and preferably should have electricall.y acillated g'ate 111ecllall1·sms. " The details of imple-
menting good gate control are given in Section G. 4.1. 

The only windows in the facility should be strategically placed to allow the officers 

maximum visilAlity to the surroUl1dino' areas These . d ~ 1 ld b b . 
b • wm ow::; S lOU e ullet-reslstant 

(preferably to high-power rifles). All other windows should be structurally blocked. 

All venLs on the walls or roof should be covered with a fine-mesh heavy-gauge screen 

to preclude bomb placement. Unauthorized persons must be kept a'way from air intake 
vents. 

The public should have free access only to a reception lobby at the front door. The 

lobby preferably should be rectangluar in shape with the bUSiness office at one end as 

shown in F'ig1tre 7-1. No nooks or crevices should be present where bombs could ~e 
O~SilY ,sccre~ed. The clerk must have a full capability for visual surveillance of the lobby 
ax ea, mcluctmg the base of the reception cOlmter Th' b . 
'. . IS can e accomplIshed through, he 

use of convex mIrrors. The clerk's reception desk should have a bullet-proof metal plate 

uncleI' the coun tel', \vith a transparent bullet-resistant material above the counter. A 

bilateral amplifier system should be installed so the cl '1" 'I h . er \. can eaSl year the party on 
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the other side. If the bullet-resistant material is not continued to the ceiling, the gap 

between the top of the glass and the ceiling should be otherwise filled to preclude the 

throwing of bombs over it. A visual barrier should be placed approximately four feet 

behind the counter to preclude a potentially berserk person from opening fire on all 

persons within thebusiness office. Only one person is to be seen by the public and he 

can quickly take refuge as requi red. 

Electric locks should be installed on the d'oor leading from the lobby into the inner 

station alld on the front door. Both of these locks are controlled by the clerk. The lock 

on the door leading to the inner station should be a "normally locked" type which releases 

when it is actuated. The lock on the front door should be a "normally open!' type which 

locks when actuated. The function of the hmer door rock is obvious - it keeps all but 

authorized personnel out of the ilmer part of the station. The lock on the front door 

actually serves two purposes. If a person in the lobby threatens the clerk or the facility, 

the clerk has the ('apability to instantly capture him simply by actuating the front-door 

lock. The lock also provides all instant response if a threatening crowd moves toward 

the front door. The locked door may not stop the crowd but it will provide valuable delay 

time. 

7.2.2 Intruder Detection. 

A large variety of intruder detection systems are discussed in Section G. 2. The 

primary nmction of intrusion detection systems in application to poliee-dep&rtment 

facilities is to give the monitoring personnel the earliest warning of unauthorized intrusions. 

These devices are "alert'! 24-hours a day and will immediately report any activity. 

No need was identified for any exotic detecti on systems. All of the recommended 

systems are Simple and reliable and can be installed with relative ease. A sumnmry 

tabulation of the recommended intruder detection systems versus their applications is 

g'i\'en in Table 7-1. Detailed discussions of their operation are given in Section 6.2. 

7.2.3 Communications. 

In keeping with the general requirements of simplicity, flexibility, reliability, md 

ease of installation, an alarm eomlmmication system \-vas selected which combines the 

functions\!of installation, line supervision, alarm transmission, display and alarm 

verification in a singk system. The system uses existing power lines for transmission 

of alarm information. All that is required to install an alarm system is to interconnect 

the sensor device (such as a magnetic switch) to a Remote Alarm Transmission Device 

and, in turn, connect the device to the nearest wall outlet. The Monitor Display is 
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insta,llecl at the monitoring point simply by plugging it into an AC outlet. The alarm system 

installation is then complete. When an alarm occurs, the monitoring operator has the 

capability of selectively listening to the area in alarm. In this way, he can determine the 
nature of the activity k'lking place. 

A complete discussion of this alarm transmission system is given in Section 6.3.3 . 

TABLE 7.-1. SUMMARY OF DETECTION DEVICE APPLICA TrONS 

I >rot.9cj~sL6rca 

All entry pork 'lIs into building 

Critical areas within building (weapon and 
record storage, communications, etc.) 

Hoof 

Outer perimeter 

Gatos 

7.2.4 1i~)£iP_onse and Control Force. 

Sensor Device (in order of preference) 

(I) Balanced maglletic switches 

(2) Properly concealed switch mats 

(3) Beam-breakers (IR CW) 

(1) Balanced magnetic switch 

(2) Properly concealed switch mats 

(3) Beam-breakers 

(1) Adapted continuous-line vibration sensor 

(2) Adapted tape switches 

(1) Continuous-line vibration sensor 

(2) Taut wire 

(3) Beam-breah:ers 

(1) IR modulated beam-breakers 

The task of controlling peroonnel, both authorized and unauthorized, lies with the 

Response and Control Force. This activity can be assisted by physical-security eqUipment 

to deter people from ontering limited-access areas, and by intrus ion-detection equipment 

so tl1at the H&C force may be apprised of an intrusion the moment it takes place. Generally 

speaking, however, the R&C force has had to bear all of the burden of the discrimination 

of authorized from tUlauthorized intrusions -- be it a 24-hour guard post, or a strategically 

placed CCTV system, it is incumbent upon the R&C force to identify personnel. 

A cost effective l:i,Vstem has been devised to assist the R&C force in the identification 

of authorized vorsus unauthorized intrus.ions into the limited-access areas surroundincr a 
b 

police facility. Such a system is illustrRted in Figure 6-5 as an "open gate" system. 
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Double infrared-modulated beam-breakers are installed at all normal openings into the 

limited-access area. The double beam-breakers allow the automatic determination of 

an exit from or entrance into the area. If an exit is being made, nothing need be done. 

H an entrance is detected, then a sign will flash which bears the word "'Identification". 

(The sign Cilll be eliminated if police persOlmel are adequately instTucted on the use of the 

system.) The intruder then' has a predetermined period of time to identify himself (of 

the order of 5 seconds) beforo' an alarm is generated at the display console. If the intruder 

is an authorized person, he will identify himself (within the predetermined time period) 

by means of a changeable-code pocket transmitter. He simply presses the button on the 

transmitter, which sends its coded signal ,a few feet to a long-wire antenna which is placed 

arotUld the building. The receipt of a valid coded signal negates an alarm response. The 

system provides illl effective means of automatically separating authorized from unauthorizec1 
" 
in trusions. The guard is alerted only if an unauthorized intrusion has taken place. The code 

on the transmitter and receiver can be easily chilllged on a random basis to preclude 

the use of a stolen trilllsmHter by an lUlauthorized indivic1ual. 

A full c1isCl'.:3sion of this technique (including "closed gate" systems) is given in 

Section 6.4. 1. 

A simple yet very effective mechanism can provide added assistance to the R&C force 

in capturing an intruder. This is done simply by providing the desk clerk the capability to 

remotely control the gates and doors into the facility. An example of this is the installation 

of an electric door lock on the lobby door. In the event someone charges into the lobby 

brandishing a weapon, or is belligerent, the clerk can capture him simply by pressing a 

button to lock the front door. The clerk then has ample time to take him into custody. 

7.3 Cost Factors . 

Throughout the formulation of an effective, integTated police-security system emphasis 

was placed on ma.ximum performance for minimum equipment and installation costs. All 

of the recommended equipment illld techniques are considered to be of a minimum cost with 

respect to tlIe nmction required of them. In order to allow an individual department to 

estimate costs for a specific application, a table has been generated (Table 7-2) which 

gives cost estimates for each of the elements within the integrated security system. 

In generating a cost estimate, one should first review his specific facility with respect, 

to the recommendations given in this report. A list should be made of the number of each 

security element required for the specific application. The equip,ment costs can then be 

determined through the use of Table 7-2. 
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'TABLE 7-2. SECURITY SYSTEM ELEMENT COSTS 

Physical Sgcu!,'!!'y Items 

Chain link fence (#2 mesh, #9 wire, 
8 ft high with 3 strands barbed wire 
and top rail) 

Bullet-resistant glass (1-1/2 & 2 in.) 

Com'ex mirrors (13 to 36 in. diameter) 

Electric locks 

FiYc-button combination mechanical 
door locks 

Hernotely controlled gates 

Intrusion Detection Items 

Simple magnetic switches 

Balanced ma6'1wtic switches 

Switch mat 

IR modulated beam-breaker 

Continuous-line vibration sensor for 
perimeter 

Adapted continuous-line vibration 
sensor for roof 

Taut-wire fence sensor 

Photoelectric beam-breaker 

Alarm Transmission System 

Display unit 

Receiver & transmitter modules/pair 

Automated Identification System 

Heceiver and logic 

Pocket identification transmitters 

Approximate 
Cost 

$4/ft 

$ 16-$24/ft
2 

$14 to $70 

$40 

$40 

$1400 

$2 

$45 

$21 

$300-$500 

$0.50/ft 

$1. 25/ft2 

$l/ft 

$60 

$250* 

$200* 

$500* 

$40 

Remarks 

Installed 

High-power small arms: 1-1/2 in. 
High-power rifles: 2 in. 
(in approx. 200 ft2 quantities) 

Radio controlled for gates up to 
45 ft wide 

Weather resistant, tamper switch 
& anti-flash welding contacts 

18 in x 36 in mat (indoor only) 

+ $350 per s~ctor for signal 
processor* 

+ $350 for signal processor* 

+ $140 per sector for alarm display 

JI. System not developed - costs are engineering estimates for production units 
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The largest variable cost factor will be the installation cost. Because of the variet.y 

of physical configurations of police facilities and the variation of labor rates across the 

counh'y, it is impractical to quote installation costs as dollar figures. In general, installa­

tion costs can vary anywhere from 50 percent to 500 percent of the material costs. It should 

be noted, however, that all of the equipment recommended is relatively simple and, this 

being so, installation costs should be minimal. 

As a first-order approximation, installation costs could be taken as 75 percent of 

material costs. This will provide a rough order of magnitude of the total cost for a secured 

police facility. 

o 
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SECTION 8 

SECURITY PLANNING FOR NEW BUILDINGS 

The preceding sections have dealt primarily with cost-effective security measures which 

may be applied to existing police facilities. In the event that one is currently planning a new 

facility, however, a variety of considerations must be entertained in order to ensure the 

construction of a secure facility. The following sections discuss these security considera­

tions in terms of the station's function, configuration, construction and procedures. 

8.1 STATION FUNCTIONS AND rLOW. 

A police facility can be defined as comprising three major functional elements. Almost 

every facility must first serve the public, provide prisoner processing and detention 

facili ties, and provide space for all of the staff functions This is basically illustrated in~ 

Figure 8-1. 

Most police facilities are divided into three departments or elements, which are the 

services group, field operations, and investigation. This is shown diagrammatically in 

Figure 8-2. As the three basic bureaus or departments are expanded, they can be illus­

trated by the organizational chart shown in Figure 8-3. In this particular chart, the 

operations bm'eau covers not only the field patrol, but the investigative Election as well. 

The services bureau is primarily interested in the functions pertaining to records and 

identifiuabon, communications, and the jail. The administration bureau includes the 

upper administrative group, and such additional ,activities as planning and research, 

personnel and training, inspections, public information, etc. Almost every department 

follows this basic pattern, with some few exceptions. In the smaller police department 

of course, some of these functions are totally missing, and others must double or triple 

their areas of responsibility . 

One of the relatively new police departmental organizational charts is shown in 

Figure 8-4. This modified mode has departments still divided into three basic bureaus 

or sections, but with some of the functions related to the administrative assistant and 

the police chief rather than assigned to a basic bureau. The modified model seems to 

be one of the most popular at the present time and seems to be especially attractive to 

the smaller or medium size department. 
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Figure 8-1 Three Major Elements of Foci lity Functions 
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Figure 8-5 is a diagram of a "Team Policing Model If. This concept was first describeel 

by the late August Volmer of Berkeley, California, 'who wrote about the future role of the 

police officer as a "generalist". Several cities are experimenting with the team concept, 

but the effort is so new that an objective analysis and evaluation has not been possible. In 

the team concept, the entire staff is not divided into the three basic bureaus, but is divided 

into team groups, as shown on Figure 8-5. Each team would contain a specialist, with 

teams overlapping to providc continuity on any major crime. 

Because this is an unproven concept, any new facility being constructed should not be 

pImmed specifically around tile team concept, on the basis that if the team concept proves 

unsuccessful the facility should be usuable for a more standard departmental organization 

structure. The modified model as described in Figure 8-4 could be the basis for a "team" 

concept, yet still be related to the basic three-bureau department structure. 

Figure 8-6 traces the processing of a prisoner, indicated by the dotted line, from an 

entrance sally-port through holding, booking, mugging and printing, and then either to the 

drunk tank or to jail or the detention portion of the building. The public's only contact in 

this area would he to visit a prisoner, or for an attorney to visit his prisoner client, Staff 

~. would enter the jail or the security area only for limited reasons. The prisoner and the 

• 
I 

•• 

public v,loulel always remain totally separated. 

Figure 8-7 shows some of the spaces related to a detective bureau. In a larger facility, 

a captain might head this bureau and the department would include a number of lieutenants. 

Additional areas used by this group are interrogation rooms, a recording monitoring room, 

supplies, a detective locker room and to net room, and a conference room. Every function 

of a police department can be analyzed in a similar manner. 

Figure 8-8 shows the communication command center for a department of size similar 

to that of the model we are illustl.'ating in this report. In the command center itself, it 

would contain the communication console, but would have its own internal functions such 

as coffee room, dispatcher's locker room, tolIet room, communications director's office, 

and the phone and communication equipment spaces. The watch commander might not be 

directly adjacent to the comlnlmication command center, but through the various means of 

communication would remain closely related to this function. These plates have been 

included to illustrate some of the analysis that should become a part of the evaluation of 

the structure of any police department by the architect before he commences the actual 
plan 01.' design process. 
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Figures 8-9 and 8-10 illustrate the various basic parts of a model police facility and 

their proper relationship to each other. This facility is a basement-and-one-story building 

primarily designed to illustrate more clearly these relationships. When the site is limited, 

then, of course, the building might be a basement-and-two-story in place of the single story 

as shown in the model; however, the function and the circulati on would remain the same. and 

could develop the same control and efficiency as described in our model. 

One of tho basic concepts of the proper planning of a police facility is to isolate as 

much as possible the internal circulation required by the public, the staff, and the prisuner. 

In toc1ay t s facility aimed at developing mR.'Cimum security and control not only for the 

prisoner, but in relationship to the public. some new planning techniques have been developed. 

For example, tho public enters the building into the lobby area through a single public 

entrance (Figure 8-9). The lobby is separated from the balance of the building by doors 

remotely controlled by electric locks. The lobby contains the complaint counter, which is 

the first point of contact when seeking service from anyone of the departments. This area -1 also contains n suitable waiting aicoye. 

1 
.d 

• ] 

j 

t 

The public ts not permitted to penetrate further into the building unle ss by permission. 

This means that all of the public circulation within tho main body of the building itself is 

by control and with some degree of supervision. If a person is suspected of carrying 

contraband, then, of course, this person is further screened before being given permission 

to circulate further within the building. 

The area marked Duty Sergeant or Watch Commander is shown near the record room 

area only because a person occupying this position might need to cover the lobby on the 

graveyard shift. In this typical facility, the communication command center has been 

remotely located in the basement of the area and is not immediately adjacent to the lobby. 

In smaller facili ties, the communication dispatcher is required to service the lobby on the 

1nte shifts. 

The investigative bureau shown on the left-hand side of the ground floor has the main 

group of detectives located in the large room known as the bull-pen. Interrogation rooms 

and a polygraph l,'oom are immediately available from this larger space. Also located 

nearby is a separate smaller sp.ace for one or two detectives servicing narcotics and vice, 

An additional portion of the detective bureau primarily concerned with juveniles has been 

located immediately adjacent to the lobby. In smaller facilities the juvenile activity docs 
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not require a separate office grouping, but in a department of this size t\vo or three 

officers along with a policewoman are assigned to this special activity. Access is near 

the lobby for convenience, and to separate this group from the balance of the adult detective 

or investigative activity. A classroom located almost directly aCTOSS from the juvenile 

bureau can be used as a hearing room or for group conferences with juveniles and their 

parents. 

The jail portion of the project, which includes prisoner processing and visiting is 

located on the ground floor of the project to simplify and minimize prisoner ha11dling at or 

within the bUilding. The jail is located near the investigative or detective bureau as this 

g1'oup is the part of the police department that has the greatest contact with the prisoner. 

The prisoner enters the building through a sally-port, with the entrance doors and the inner 

door interlocked for maximum security. The holding cell near the entrance door is 

separated from the booking activity, which simplifies the removal of contraband and other 

personal effectl::J from the prisoner. The jailer's office is used for the booking operation 

and the storage of personal effects. In the uncuffing area is also the mugging and printing 

room all conveniently located for simple and safe prisoner processing. A matron's room 

is located in this area, as many facilities do not have sufficient staff to maintain a matron 

available on a twenty-four-hour basis. The prisoner visiting a11d attorney's visiting are 

conveniently located to allow ma..'{imum security for the prisoner, yet avoid bringing the 

visitor or the attorney into the secul'ity or processing areas. 

The jail or the detention area has been divided into four main cell-block sections, along 

with a solitary cell and a drunk tank. Each cell block can be used for a different !!type!! of 

prisoner, as required for proper and legal segregation. Any cell can be used for either 

male or female, depending upon the occupant load. The day room has been suggested for 

two of the cell blocks, primarily for the purpose of serving as a temporary.holding area 

for a large group that might be required to be detained in the jail area for a short period . 

This would be true during any kind of civil disorder, major labor unrest, high school gang 

fights, ctc. The jail is not necessarily intended for sentenced prisoners; however, the cell 

block with the day room is designed to be similar to a sentenced-prisoner accommodation 

in a larger detention facility . 

The record roo!n area located adjacent to the lobby serves as the facility work pool, 

main prisoner bookings and record keeping, and services the public at the complaint 

counter. A separate officer's counter is located as a part of the record room activity 

and is used strictly for servicing staff. The right-hand wing of the building contains the 

main administrative group consisting of the police chief and his assistant and their 
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. 1 a single secretary serving this 
. . . bureau captams, ane 

secretary, the three dlVlslon or In addition, several 
trainin o' officer and classroom. 

group, conference room, and the t> . I t' ons and unassigned office are 
. . d research publlc re a 1 

other offices used as p lannmg an , 

located as part of this activity. f -echelon administrative staff is to 
t d arrangements or upper 

One of the most accep e c , . ' area of the building. In 
. . sistant, and the captam, m one .. 

accommodate the chlef, Ius as d their particular departments 
.. '.' th aptains were locate near 

some of the earlier faCllttles, e c h " t if This particular closeness 
. , ~. nt or closer to t ell sa. ~ 

or bureaus as bemg 11101. e convel.le , d .. trators and often the departmen. 
. as upper-level a ml111S, , 

tends to dilute their effecb veness . d to lower-echelon people. 
h' 1 h ld have been ass1g11e 

head performs services w lC 1 S au . 1 ~'n at the 
. . . include a separate police-car parkmg lot, s 10\ 

The plan has been orIented to . ff". t space for police vehicles, some 
h 1 which would contam su lClen 

left-hand side of 1, e pan, t storage room, and similar 
. ae carports, the found-proper Y 

covered velllcles, stor g t1 alice motor court, and a 
')'here is a separate staff entrance fr.'0l11 18 P 

activities . 

separate prisoner entrance, as shown. . . 
b Id g with its 

. . ar the administrative wing of the Ul m , 
A staff parking lot IS located ne . . 1 basement area for convenience 

A exterior stairway leads to t 1e ... 
separate slaff enlrance. n . ' t' the basement-level actIVIties. A 

'ld' ·tll a p1'1mary mleres m ' 
of staff entering the btu mg WI . otor court also leads directly into 

. the sta.ff entrance adjacent to the pollce m 
stan'way near 

the slaff basement area. 

8 2.2 TYl2l9a1 Faci1itL.:"~~ent. _ 
. .' Fi ure 8-10) accommodates a number of depart 

The basement area of the faCIlIty (g . . ta t The only public entrance 
. . . directly related to publIc can c. 

mental activitIes, but none . . .. CT .ther the pistol range or the com-
t auld be for the purpose of VISltll1t> el 

of the basemen w 
munication command center. 

1 . 1 from the basement area. 
d' 'sion works almost exc USlve y 

The patrol, or uniform, IVI b 'efing room and report-writing area 
t 'let room squad room, 1'1 

Their locker room. 01, there is a locker room for the police 
d · the basement. In addition, 1 b are all locate m 1 a small crime a , h' c workroom and dar <rooms, 

reserves, evidence vault, photograp 1 . the communication command 
. '. . 11 sical training or exerClse room, 

a pistol trammg range, a p Y ication equipment rooms. 
d the mechanical/electrical telephone ond commun . 

center, an h nfigurahon 
desi ed with sufficient space and of suc co . 

']'he basement area ha. been g,n .' f mergency operating center 
·t d for a federal CIVIl de ense e 

that it would be ideally sm e the command center and ranges 
'rhe space in the basement listed as Me near 

complex. 
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is intended to be used strictly for civil defense needs. One is the message center and the 

other is for the amateur radio transmitters planned as a bach.'Up for the city's police radio 

systems. 

The communication command center is a self-contained unit with its own coffee room, 

locker room and toilet room, and the communication director's space. The employees 

could remain in this area eluring their shift, which affords maximum effiCiency and securibr. 

The only person entering' the communication director's office would be a visitor interested 

in viewing the command center function. 

The pistol training range is a standard 75-yard, 5-lane range which is the size generally 

recomnwnded for every police facility. 

This typical facility, as now projected by our basement and ground-level plan, could 

('asily 1';;(,1'\'e a city in the 50, 0000 population range. The average staff for a city of this 

si7.C would he about 75 to 80 sworn personnel. 

8.3. 1 General. 

Every public building should reflect a design atmosphere of restrained dig11ity, per­

manence and security. This should be espeCially important for every police facility, as 

the police facility cloes as much as any other activity in the city, to create a public image 

for the city and its governmental staff. 

A superior architectural desig11 effect can be achieved at the same time, to develop 

an aspect of security for the building and its occupants, without an obvious effort to create 

a "fortress". The architect should thoroughly understand all phases of the elements that 

improve building security and safety, and with these tools then use his ingenuity to create 

a successful design. 

In the construction of any building, whether it be for public or private use, many 

factors contribute to the programming of the building constructed for maximum security. 

One of the important elements often overlooked by architects and owners alike is the 

bn.sic shape of the building itself. In addition, not only the shape but the texture of the 

vertical surfaces becomes very important. The Federal government has found, on the 

basis of their many studies of Federal buildings, that vertical building surfaces with 

many ledges, recesses, screens, deep window reveals, etc., made it easy for the 

saboteur to place a bomb. 
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Figure 8-] 1 illustrates several basic building shapes that represent almost all building 

possibilities. It should be obvious that as the building shape inc ludes more recesses, court­

yards, and changes in wall surfaces, it becomes more vulnerable for sabotage by creating 

areas hard to observe or supervise. 

One of the most basic shapes for any building would be the square or rectangle. This 

building is onc that would have four outside corners, without any inside corners, or courts. 

or yards. This shape is the easiest from which to observe outside wall areas. It might 

also be described as potentially the safest, with the probability of being the most economical 

to construct. 

The other building shapes shown on our diagram all present some additional security 

problems. The public access to some of the spaces created by wings of the building coulc! 

affect the level of building security. For example, an L-shape building where the L or 

inner court is the police parking lot surrounded by a wall and not normally for public use 

or access could still be the quivalent of the rectangular building. The basic shape of the 

building, of course. must reflect the size and shape of the lot and the site development 

required. For example, a police faci1ity often requires a separate parking lot for police 

cars only. an off-street parking area or lot for staff, and an additional parking area for 

public usc. 1Iost buildings requiring off-street parking are concerned only with auto­

mobiles ancl not with the degree or level of segregation as described above. 

It is recommended that landscaping be kept back or away from the vertical walls of 

public buildings, and this space paved with concrete or covered with gravel, which would 

permanently separate building from landscaping. Any object placed near the building would 

then be easily seen by st'lff and would be easy for an exterior closed-circuit television 

camera to view. 

Fig;ure 8-12 shows basically that a police facility and jail arc usually related to a 

police car parking lot surrounded by a wall or a combination of a service building and wall. 

This police parking lot is for police cars only, including the delivery of prisoners. 

The servi ce building' is very often a covered-carport-type storage building that can 

house some of the bulk storage and activity not directly related to the police departmental 

function, and that could be constructed at a lower price. Some of the activities often 

placed in the service building are such items as impounded-car storage, commlmication 

repair shop and service arell, found-property storage room, large-evidence storage room, 

(md parking meter repair shop. 
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Figure 8-12 Layout of General Police Facility 
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8.3.2 Q,onstruc.tioD:' 

The basic rt'commendecl construction material or system for any police facility would 

be what is known as Code Type I or Code Type III incombustible. Code Type I is reinforcecl­

cone rete walls, with either reinforced-concrete floor slab or combination of steep structural 

system and {'Ol1lTote. The minimum fire rating for structural portions of the building would 

be two hours. Code lype III is masonry, which would be concrete block, brick, or a com­

bination of block and br ick. The interior structure and basic wall systems would be one 

hOlll'. 

In almost every state, the jail or detention portion of the building is required to be 

1Ypo 1, with all of tho construction and mc..terials used in that area to be incombustible. 

Most eodes require an occupancy separation bet,veen the jail and the administrative portion 

of tho building, varying between 2- and 4-hour wall construction In some states, the 

administrative portion of the building can be Code Type IV or combustible construction 

with a I-hour minimum fire rating. The jail or detention areas would be separated by the 

3- or ·i-hour fire wall described above. 

The exterior walls of the building should be reinforced, as for the systems used to 

resist horizontal seismic forces or wind loads. This reinforcing "vill resist blasts; the 

amount of resistance will depend upon the reinforcjng and, of course the size of the bomb. 

None of the codes allow any protection factor against blasts if the wall is not reinforced. 

Ii is further recommended that wherever possible the roof slab, except on multistory 

builciings. be constructed of reinforced concrete The concrete provides more blast 

resistance at this level thffil almost any other strucl1.1ral system. 

The exterior window openings should be minimized and placed at a level that would 

prevent an oecupant from becoming a target. These glass or window openings shoul~ be 

glazed with a material that would at least resist rocks and bottles. Some materials are 

available that offer additional protection against small-arms fire. 

The mechanical and electrical systems of the building should be designed for maximum 

security and protection, with a special effort to prevent easy vandalism. If the exterior 

walls of the buildings are solid and without any openings, then additional smoke venting 

devices should be installed at a number of strategic portions of the building that would 

allow venting in the event of a major fire. This requirement should be carefully reviewed 

with the local fire marshall to secure his recommendations. The use of extensive wood 

wall areas, millwork items and other combustible materials on the interior of the building 

should be avoided wherever possible. The building construction should be incombustible, 
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with paint and acoustical ceiling materials installed in accordance with standards of the 

fire marshal's office and state code recommendations 

The staff areas should be separated from the public lobby by nonbreakable and bullet­

proof glass at the complaint counters and by visual barriers behind the counters. The 

elimination of conflict between the public, police department staff and the prisoner by 

properly isolated and controlled corridors can do much to improve the secur ity of the 

building and staff. Some of the major accidents that have occurred within such buildings 

occurred because prisoners had to be transferred from one portion of the building to another 

through a publ ic corridor. 

A properly planned and engineered building containing recommended basic improve­

ments for security and safety can often be constructed without any increase in cost. The 

experienced architect with the cooperation of his client could and should do much to impro\'e 

security and safety of these facilities with knowledge and effort rather than just an increase 

in construction cost. 

Figure 8-13 is an illustration of a proposed new police facility for the City of Mountain 

View, California. The facnity is restrained, has dignity, would create the apperance of 

permanence and security, yet the design elements have been handled in such a way as not 

to make obvious a number of very important recommended safety features. For example, 

there are no windows on the first-floor area exposed to the public. The main entrance is 

of glass, but Ii mited in area. This limited glass area can be economically installed as 

bulletproof glass to achieve outward vision, yet maintain true security 'fhe second and 

third floors do coni...'lin windows, but the windows on either side of the building have been 

protected by bulletproof steel or fiberglass louvers. All of the surfaces within reach are 

smooth, without any projections for bomb placement. All landscaping has been eliminated 

from the vicinity of the builciing, substituting' a paved plaza and walkway area. 

8.4 VULNEHABILITIES..bli12-DETERRENCE. -----------
The vulnerabilities of new police facilities and the deterrents which can be used 

aclvffiltageously in countering them are discussed in the following paragraphs. Figures 8-9 

and 8-10 are used as references for the following text. 

8. 4:. 1 Bas_~~n..!. 

Because the basement of the building is below ground level, and because there are only 

two entrances to this area, the basement is vulnerable to attack only in terms of scenario 

;;,3.2 (Bomb Placed Inside Buidling in Vulnerable Area), scenario 5.3.6 (Area Entered 

and Police Personnel Attacked) and scenario 5.3.6 (Incapaciting Gas Injected into Air Inlet). 
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The firsllwo scenarios require that the attacker gain access to the basement. To 

preclude this possibi lily, lhe four doors, two for each stairwell, should have electric 

locks and door switches. The alarm information from the switches would be transmitted 

to the alarm status monitoring console via the power-line alarm transmission system. A 

less vulneralJle plan would be to have only one set of stairs leading into the basement. 

However, traffie and procedures may require the two sets of stairs. 

The third scenario (Incapacitating Gas Injected Into Air Inlet) does not require that 

the attackcr gain access to the basement, but only that he gain access to the air inlet. The 

best countermeasure to this type of attack is to use a closed-loop air conditioning system. 

If this is not feasible, then steps must be taken' to deny an attacker access to the air inlet 

port. This is best handled through the use of physical barriers. 

No unescorted visitors should be allowed in the basement or the weapon storage area 

and Ow evidence vault should be equipped with a magnetic door switch. 

8.4. 3 Yil:~(Xl~(~E' 

The first floor is vulnerable to attack via all scenarios. The vulnerabilities and 

applicable ('cnmtermensures will be discussed for each previously identified scenario. 

a. POl~lh_ Pl~99ELQ~lt§.ide of Building. 

To preclude this type of attack (in addition to good architectual design to eliminate 

convC'nienl hiding places), it is necessary to detect unauthorized persons in the station 

area surrounding the buildin g. To accomplish this, the following countermeasures should 

be taken: 

b. 

(1) Benm-breakers across entry gaps into the parking area. 

(2) Fences with a perimeter detection system around the station area. 

(:3) Bu llet-proof glass -- enough locations to enable surveillance of all outside 

areas. 

(4) Remotely controlled vehicle gates. 

(5) Sufficient lighting so that identification can be accomplished at night. 

(6) A system for automatically identifying authorized police personnel. 

Bym1.?I~.1~'l9ssI_Ins!..d_e_13uilding in _Vul!1_er8:bl~ Area. 

The easiest place to leave an explosive charge is in the lobby. To prevent someone 

from leaving an explosive charge in the lobby station personnel should be alerted whenever 

anyone enlers the station. Therefore, magnetic switches should be placed on the entry 

doors. Thore are two doors into the lobby. Both should be equipped with magnetic switches 
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so that station personnel know where civilians are located. The lobby should be desip,11cd 

so that no areas exist which cannot be surveyed by station personnel from the complaint 

counter. The lobby as shown in Figure 8-10 contains no alcoves where a bomb could be 

concealed. There is a convex mirror so that the area near the stairwell can be seen. 

station personnel should be suspicious of any suitcases, handbags, parcels. etc. that aro 

left in Ule station for any reason whatsoever. 

The general public should not be permitted into the remainder of the station, and those 

that have business which requires that they be in other parts of the building should be 

escorted at all times. To deny the general pu~lic access to the remainder of the station. 

each door between the lobby and the other parts of the building should be equipped with an 

clectric lock, as should the four external doors, except the door into the shop loading into 

the station. The shop door should be provided with a lock so that unauthorized persons arc 

denied access to this area. 

The vehicle doors into the sallyport and into the impounded-car area should be remotely 

con tro lled. 

In order to minimize tho effect of a bomb thrown into the lobby, a metal plate should 

reinforce the area under the complaint counter. and the area above the counter should be 

of bu !let-proof glass. A haffle and an audio amplifier are required. A visual barrier should 

be placed behind the complaint counter separating the counter from the rest of the busincsfi 

office. 

c. Bomb Placed on Roof. 
-------~---~-. -~- ---
The problem here is to detect that fUl explosive char go has been placed on the roof 

of the building. The previously recommended continuous-line vibration sensor will detect 

any activity on t1113 roof. 

This vulnerability can be negated by having a lock on the gas fiUter port. 

e. Pe1-:~onnel Sh_<?~Througl}. Wins!g~vs. 

The model building does not have any windows on the g;rOlffid floor, which directly 

negates this scenario. 

f. Bu!.1.sling Ente£~9. fUld Olfi9_c:..rs Shot. 

The security measures required to negate this vulnerability have already been 

itemized uncleI' the vulncrabilty to bombing attacks. In summary, the countermeasures 

are to prevent civilians from entering the building, except in the lobby, and to further protect 

police personnel from g1ffi shots through the use of a mE)tal plate and bullet-proof glass. 
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The first defensive measure is to prevent ready access to the vehicles by fencing 

the entire parking area. This, in conjunction with a perimeter system, will deter most 

atlnel,crs and detoct those which are not deterred. The use of positive authorized personnel 

control procedures, lights, and bullet-proof windows, will allow identification of all persons 

entering the parking areas. 

h. 

The countermeasures to this type of attack is to place the air intake so that it is 

inaccessible as possible and also use subsystenis described previously to detect unauthorized 

individuals in the station area. 

The only way to negate this vuhlerability is to not expose personnel to such an 

attack. This can be accomplished by covering the parldng area, or by providing a parking 

area in the building. 
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The outputs of all sensors will be channeled via the power-line alarm transmission 

system to a display console. This system is described in Section 6.3.3. 

The security procedures discussed in this section are those procedures which should be 

employed with the security features discussed in Section 8.4. This combination of physical 

security features, equipment and procedures will result in a viable security posture. 

a. As mentioned previously, all nonpolice personnel in areas other than the lobby 

should be escorted. 

b. When the alarm system indicates that someone has entered the lobby, the complaint 

counter should be manned if there is no police personnel already there. In the 

process of conducting normal business, the officer should be sure that nothing that 

could contain a bomb is left in the lobby. The convex mirror has been provided to 

aid in this determination. Also, the officers should ensure that no tmauthorized 

individuals in the lobby gain access to other parts of the building. 

c. When a perimeter alarm has been registered, a visual inspection of the station area 

should be made, using the bullet-proof windows provided for this purpose. 
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d. When the roof alarm system indicates that an object has been placed on the roof, 

the building should be evacuated and the bomb squad called in to investigate the 

object and to deactivate it if it is a bomb. 
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2. 

2.1 

2.2 

2.3 

2.4 

2.5 

2.5.1 

2.5.2 

2.5.3 

2.G.4 

2.5.5 

3. 

,1. 

QUESTIONNAIRE 

USED DURING STUDY PROJECT 

BY GTE SYLVANIA 

Have any police facilities in your jurisdiction been attacked with the intent to 
kill or maim police persolmel or to damage property? 

If answer to No, 1 above is yes, please indicate: 

By whom? (Specify group type, mob, dissidents, premeditated attack, others.) 

How many involved? 

Did attackers have any special skills? 

What resources were available to the attackers? 

Describe the attack. 

What was the objective of the attack? 

.,. 

At what time did the attack take place? 

What weapons or equipment did the attackers use? Effective? 

How was the attack conducted? Coordinated, series/waves, separated 
actions at separate times, etc. 

Results of attack: 

If answer to No.1 above is negative, why in your opinion have there been 
no attacks on your facilities? 

If answer to No. 1 is yes, please provide data about types of attack, i. e. , 
incidence, rate, frequency of successful a,ttacks, most probable attack 
method, etc. 
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G. 

G. 

G.1 

G.1.1 

G.1. 2 

G. 1.:3 

G.1.4 

G.1. 5 

G. 1. G 

G. 1. 7 

G.1. 8 

6.1.8.1 

G.J.8.2 

G.1.S.3 

G.1. 9 

G.1. 10 

6.1.]0.1 

6.1.10.2 

6.1.10.3 

G.1.10.-1 

G.1.JO.5 

6.1.10.G 

G.2 

6.2.1 

6.2.2 

Have any officers or vehicles assigned to your police facilities been attacked 
while away from base? Please describe, using format/details listed in 
Question No, 2 above, 

Police Facilities Information: 

Plan-;clrawings/photogTaphs depicting type of construction: 

Parking lot, 'including size, capacity, layout. 

Lighting, 

Entrances and exists, 

Physical deterrents (fences, walls, g11ards, etc.), 

Location of personnel at various times of day. 

Security devices and/or procedures, 

Areas accessible to the public, 

Desoription of neighborhood: 

Hesidential - type, 

Industrial - type. 

Dissident groups -- describe in detail, providing information on any 
confrontations/demands. 

Description of surrolmding terrain, 

Hoom locations -- basement, ground and upper floors: 

Controlled-access areas. 

Weapon storage areas. 

Sealed areas. 

Storage areas for evidence collected alld required for future judicial 
action. 

Communications -- type and location. 

Location alld distance from nearest police aid. 

What do you consider to be the vulnerabilities of your facility? 

Specific areas contributing to this vulnerability? 

Specific area subject to what types of attack? 
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SiX (tlUO(\JTHS SU/VHVlARY REPORT 

INTRODUCTION" 

Tit!';;!' stntistil'al reports present the total United States figures for bombing incidents and 
"plat,'d data for the> pl'riod ,July 1 through December 31, 1970. The data was ('ollected from 
dal:l p"hlis}wd in the publif' mpdia and/or data I'C'poI'ted to the NRDC by participating law 
pnfol'l'l'nH'nt agcn"ies. 

'I'll!' statistif'al data has been arranged in the following six tables: 

Tab!" A--inl'idents, Casualties, and Damage--By GeographiC' Region 

Tab!!., B--Incidents, Casualties, and Damage--Ry Population Group 

Table l'--Explo;;ive and Incendiary Devices--By Geographic Hegion and Population Group 

Tahll' D--l'la;;sifil'ation of Bombing Incidents by Known or Suspected Motive or Intent 

Table> E--Summary or Devices and Fi11('rs 

Table F--Summary of Tar'get Location 

REPORTING PERIOD JULY 1, 1970 THROUGH DECEMBER 31, 1970 

EXPLOSIVE INCENDIARY TOTALS I--
Detonation No Detonation Ignition No Ignition -----

INCIDENTS 302 76 352 34 764 
BOMBS ~i52 92 471 76 991 
INJURIES 52 30 82 
DEATHS "7 3 10 
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Table A 

This table displays, by nine geographic regions, data on,bomb i,ncidents for this reporting 
'd A bomb incident may involve more than one exploslve devlce. The actual number of 

perlO . , t bl C t1 h F incendiary or explosive devices is shown 111 a es 1roug' . 

Table A uses the data reported for each region and displays it according to the following 
categories: 

1. Incidents. Number of explosive or incendiary incidents reported, indicating also 
those incidents in which a device functioned. 

Casualties. Number of injuries and deaths in three categories: 2. 

a. Non-police 
b. Police (law enforcement) 
c. Bombing suspects 

Property Dama,ge. The amount of property damage and the nu.mber of incident~ for. 
3. which damage was reported. The number of incidents for whlch property damage \\as 

not reported is also indicated. 

The following is a list of the U. S. geographic regions and their population used in table A 
as reported in Statistical Abstract of the United States--19B8. 

Region 

New England 
Middle Atlantic 
East North Central 
West South Central 
West North Central 
South Atlantic 
East South Central 
Pacific 
Mountain 

Population W68 Data 

11,450,000 
36,900,000 
39,599,000 
19, ODD, 000 
16, OBI, 000 
30,001,000 
13,098,000 
25,638,000 
7,907,000 
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Table B 

Tabl!~ 13 follows the same form at as table A but arranges the statistical data by seven 
population groups and a category for incidents in which the population group was not reported. 

Below is a table whkh provides the number of places, total population, and percentage 
of population for each population group. The 1970 estimate was arrived at b'y taking the 
lf160 populatIOn percentages and multiplying by the 1970 official total populatIOn of 203,185 
(1, OOO's). Trw exact Ul70 count was 203,184,772. This data will be revised as the 
official U170 e('IlStlS figures become available. 

Po pula tion Number of 1960 Population % of Total Estimated 
Group Places (l,OOO's) 1960 ·1970 Popu-

C 1960) Population iation (l,OOO's) 

Ov~r ~50.000 51 39,361 22.0 44,701 

100.000-250,000 81 11,652 6.5 13,207 

50.000-100,000 201 13,836 7.7 15,645 

25,000-50,000 432 14,951 8.3 16,864 

) 0,000-25,000 1,134 17,568 9.8 19,912 

Under 10,000 4,193 18,050 10.1 20,522 

Unincorporated * 13,749 63,905 35.6 72,334 

TOTALS 19,790 179,323 100.0 203,185 

* Includes unincorporated urban population and total rural population. 
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Table C 

Table C follows the format of tables A & B, but lists the number of devices reported rather 
than the number of incidents. 

Table D 

Table D gives a breakdown of statistical data on motivation and/ or intent for bombing incidents 
du ring the reporting period and to date. The data is presented both for incidents and devices. 

Table E 

Table g presents data on the type of devices and the type of explosive or incendiary filler 
material used. This table lists six major categories for type of device with various subcategories. 
Table E also lists eight major categories for type of filler material with numerous subcategories. 

Table Ii' 

Table F identifies target locations for the incidents during the reporting period. This data is 
arranged in five major categories, with numerous subcategories under the major headings. 
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TABLE A 
Incidents, Casualties, and Damage - By Geographic Region 

" 
\ 
t 
! 
\ 

GEOGRAPHIC 
NUMBER OF BOMB INCIDENTS REPORTED BOMBING CASUAL TIES ESTIMATED PROPERTY OAMAGE 

REGION 
Explosives Incendiaries Total Non·Police Police 

Bombing 
Reported Suspectl Incidents 

not 

! 
I 
} 

Non Non 
c c: Reporting 
Q Q 

Estimated DctonatioM Ignitions '" c: '';:' Injured Killed Injured Killed Injured Killed Number Amount Detonations Isnitions u o u 
c: <': c: Oam~ge " " u. u. 

I 
1 

NEWENGl..AND 19 7 39 4 58 11 1 5 1 21 $160,000 ll8 
Connectic~t, Maine, 
Massachusetts, 
New Hampshire, 

! 
r 

! 
Rhode Island, Vermont 

MIDDLE ATLANTIC 45 14 85 3 130 
New Jersey, New York, 

17 9 1 1 27 1,332,900 120 

Pennsylvanta, Puerto Rico, .. Virgin hlanlls 

EAST NORTH CENTRAL 79 16 90 9 169 25 27 2 1 1 71 2,696,564 123 
1I1inois, Inchana, Michigan, 
OhiO, Wlleon!in 

WEST SOUTH CENTRAl. 11 1 6 17 1 2 1 5 36,410 13 
Arkansas, Louisiana, 
Oklahoma, Texas 

WEST NORTH CENTRAL 36 9 21 5 57 14 6 1 11 1 2 1 22 527,170 49 
Iowa, Kansas, Minnelota, 
Misloun, N~br~ska, 
North Dakota, South Dakota 

SOUTH ATLANTIC 28 8 57 6 85 14 3 4 29 151,960 70 
Delaware, !'Ionda, Georgia, 
Malyland, North Carolina, 
South Carolina, Virginia, West 
Virginia, Washington, D.C. 

EAST SOUTH CENTRAL 8 3 8 3 1 1 2 20,000 9 
Alabama, Kentucky, 
Mississippi, Tennessee 

PACIFIC 65 16 44 7 109 23 5 2 ·1 68 890 1 335 64 
Alaska, Cali fornla, Hawaii, 
Oregon, Washington 

MOUNTAIN 11 2 10 21 2 1 14 97,950 9 
Arizona, Colorado, Idaho, 
Montana, Nevada, 
New MeXICO, Utah, Wyoming 

U,S. TOTALS 302 76 352 34 654 110 54 5 13 1 15 4 259 $5,913,289 50S 

7 /70~ 12/70 

'P> .... ,.-.-•• _ ... __ .... __ ,~. ___ ..... _. ____ ~'_-... .. _., __ , ..... ~ .... .., ____ .... _ ... " ... .........--.. "."'-. ~",("""""",,,,,", .... ..,..~ _______ _ 

.----------------------~ 
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TABLE B 
Incidents, Casualties, and Damage - By Population Group 

NUMBER OF 1l0MBINCIDENTS REPORTED BOMBING CASUAL TIES ESTIMATED PROPERTY DAMAGE 
POPULATION 

GROUP E~plosives Incendiaries Total Non·Police Polico 
Bombing 

Reported Suspects Incidents 
not 

Non Non 
c: '" Reporting 
" " Eltimated Detonations Ignitions 'e c: ';: Injured Killed Injured Killed Iniur~d Killed Number Amount Detonations Ignitions '" ~ ~ Oamtl}'! 
" .... .... 

I. OVER 250,000 127 36 116 8 243 44 38 4 10 1 2 2 97 $1,971,540 190 

oil. 100,000 to 250,000 30 9 47 8 77 17 4 1 5 1 28 .1,989,219 66 

III. 50,000 to 100,000 17 6 42 3 59 9 3 25 386,910 43 

tV, 25,000 to SO,OOO 37 12 56 6 93 18 6 3 1 44 355,495 67 

V. 10.000 to 25,000 36 6 30 5 66 11 2 3 24 674,425 53 

vr. UNOER 10,000 41 2 48 4 89 6 2 29 279,140 66 

VII. UNINCORPORATED 7 2 7 14 2 1 1 8 5,810 8 
AREA 

Vllt, UNKNOWN 7 3 6 13 3 1 1 4 250,300 12 

, 

U.S, TOTALS 302 76 352 34 654 110 54 5 13 1 15 4 259 5,913,289 505 

7170~ 12/70 
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TABLE C 
Explosive and Incendiary Devices - By Geographic Region and Population Group 

NUMBER OF BOMBS REPORTED NUMBER OF BOMBS REPORTEO 
GEOGRAI'HIC POPULATION -

REGION Explosive Incendiary Total GRDUI' Explosive InceRdiary Total 

c: c: 
Non Non 

c: c: 
Non Non .!: c 0 0 

Detonations Ignitions c ';: Detonations Ignitions .;:; C: ';: 

Detonations Ignitions t> c .. Detonations Ignitions .. o ~ c: ~ g c 
Z '" '" '" u. u. u. u. 

NEW ENGLAND b 7 68 7 87 14 Conne<:ticut, Maine, 
Massachusetts, 
New Hampshire, 
Rhode Island, Vermont 

I. OVER 250,000 129 43 146 31 275 74 
MIDDLE ATLANTIC 

New Jersey, New York, 
46 16 116 21 162 37 

Pennsylvania, Puerto Rico, 
Virgin Islanus II. 100,000 to 250,000 30 9 71 17 101 26 

EAST NORTH CENTRAL 82 22 105 20 187 42 I illinOIS, Indiana, MichIgan, 
OhIO, Wisconsin III. 50,000 to 100,000 19 10 53 7 n 17 

WEST SOUTH CENTRAL 46 1 7 53 1 
Arkansas. Louisiana, 
Oklahoma, Texas 

81 13 79 9 160 22 IV. 2S,OOO to 50,000 
WEST NORTH CENTRAL' 41 12 25 8 66 20 

Iowa, KanSJS, Minnesota, 
Missouri, Nebraska, 
North DaKota, South Dakota V. 10,000 to 25,000 36 10 36 7 72 17 

SOUTH ATLANTIC 31 9 73 7 104 16 
Delaware, Florida, Georgia, 
Maryland, North Carolina, 

VI. UNDER 10,000 43 2 68 5 111 7 South Carolina, Virginia, West 
Virginia, Washington, D.C. 

EAST SOUTH CENTRAL 9 3 9 3 
Alahama, Kentucky, VII. UNINCORPORATED 7 2 7 14 2 
MiSSISSippi, Tennessee AREA 

PACifiC 67 20 66 13 133 33 
Alaska, Caillornia. Hawaii, , 
Oregon, Washington VIII. UNKNOWN 7 3 11 18 3 

MOUNTAIN 11 2 11 22 2 
Arizona, Colorado, Idaho, 
Montana. Nevada, 
New Mexico, Utah, Wyoming 

\ 
U.S. TOTALS 352 92 471 76 823 168 j U.S. TOTALS 352 92 471 76 823 168 

7/70-12/70 
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TABLE D 

Classification of Bombing Incidents 

By Known or Suspected Motive or Intent 

! 
i e 

t 
r 
i 

THIS REPORTING PERIOD SINCE 1 JULY 70 
MOTIVATION/INTENT CLASSIFICATION 

DEVICES INCIDENTS DEVICES INCIDENTS 

15 14 ox NONE, ACCIDENTAL 15 14 

497 401 OY UNKNOWN 497 401 

01 ASSASSINATION, POLITICAL 

02 ASSASSINATION, RACIAL/RELIGIOUS 

03 ASSASSINATION, LABOR/MANAGEMENT 

13 13 04 DIVERSION, CRIMINAL ACTIVITY 13 13 

1 1 05 EXTORTION 1 1 

06 HOMICIDE, OTHER 

1 1 07 INSURANCE FRAUD, PROPERTY 1. 1 

08 INSURANCE FRAUD, LIFE 

1 1 09 INTIMIDATION, WITNESS/JUROR 1 1 

91 60 10 JUVENILE VANDALISM 91 60 

4 4 11 JE,A.LOUSY 4 4 

48 45 12 PROTEST, POLITICAL 48 45 

99 48 13 PROTEST, RACIAL 99 48 

15 15 14 PROTEST, ANTI·WAR 15 15 

59 46 15 PROTEST, OTHER 59 46 

39 29 16 REVENGE 39 29 

17 SUICIDE 

11 5 18 ENTRAPMENT, PUBLIC SAFETY PERSONNEL 11 5 

51 38 19 PUBLIC SAFETY HARASSMENT 51 38 

46 43 OZ OTHER 46 43 

991 764 TOTALS 991 764 

7/70-12/70 
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TABLE E 
Summary of Devices and Fillers 

I ________________ ~----------------------------------~ I TYPE OF DEVIC!; EXPLOSIVE/INCENDIARY MATERIAL 1------------_._----------+---_._---------------_._- -1---_.--- ----------
1. EXPLOSIVE (Non·Military) 

A. Bias' Only 229 
B. Bias' and Fragmentation 111 
C. Shaped Charge 
Z. Other 23 
Y. Unknown 49 

2. INCENDIARY (Non-Military) 

A. liquid 538 
B. Jelled 
C. Solid 1 
Z. Other 
Y. Unknown 6 

3. COMBINA TlON (Non·Military) 

A. Explosive/Incendiary 14 

4. U.S. Mfl.ITARY ORDNANCe 

A. E.plo.ive 14 
B. Incendiary 1 

5. FOREIGN MILITARY ORDMAHCE 

A: Explosive 
B. Incendiary 

6. OTHER 

I 412 

I 545 I 

I 14 I 

I 15 1 

I I 

I 5 I 

1. EXPLOSIVE (Non.Military) 

A. Dyoomite 104 
B. Block Powder 38 
C. Smokeless Powder 11 
D. Ammonlcm Nitrate 1 
E. liquid 2 
F. Potossium Chlorote 1 
G. Blosting Prim.,. or Boo.'e,. 
H. Nitroglycerin 1 
Z. Other l}S 

Y. Unknown 171 

2. INCENDIARY (Non.Military) 

A. Gasoline 182 
B. Casoline Mixture 23 
c. Lp Gas 

D. Olher Flammable liqu,d 22 
E. Sugar'Chlorote Mi. 
F. Match Heads 
G. F I orc F "ework 5 2 
H. Of her Flammable Solid 
I. Other Flammable Jell 

Y. Unknown 317 

3. COMBINATION (Non.Military) 

A. Explosive/Incendiary 15 
B. Explosive Explasive 2 
C. Incendiary/Incendiary 

Y. Unknown 

Ir -37-4-'1 I 4. MILITARY EXPLOHVES u.LJ 

1 546 I 

I 17 I 

A. TNT 
B. Dynomi'. 
C. Plostic 40 
Z. Other 7 
Y. Unknown 4 

S. MILITARY INCENDIARY 

6, COMBINATION (Military and Non.Military) 

A. Explosive IncendIary 
B. Explosive 'Explosive 
e. Incendiary 'Incendiary 

7. FOREIGN 

A. Explosi Ye 2 
S. Incendiary 
Y. Unknown 

8. OTHER 

2 I 

'L---------------------------------J----------------------------------~----·----------------~7/77~O--712~/~7~O----~ 

.. 
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TABLE F 

Summary of Target location 
I---------------------,----------.----_____ ._-.,r---___ .... 

LOCA TlOH OF DEVICE 

VEHICLE 

01 Automobile 35 
02 Truck 3 
03 Bu. 37 
04 Train 
05 Subway 
06 Aircraft, private 
07 Aircraft, commercial 
08 Ship/boot, private 
09 Ship/boaf, commercial 
10 Other v"hicl. 

RESIDENCE 

11 Private home 152 
12 Apartment 33 
13 Horel 2 
14 Motel 3 
19 Other rvsidenc. 2 

EDUCATIONAL INSTITUTION 

20 College/University 22 
21 High school 63 
22 Grode school, public 12 

..23 Grode school, pri vat. 1 
29 Other educational 4 

I 75 I 

I 192 I 

[lOLl 

GOVERNMENT AL FACILITY, NON·POLICE I I 
. 68 

30 Government, local 20 
31 Government, county 15 
32 Government, state 2 
33 Government, f.derol 18 
39 Other government 13 

·See reverse sid. for further analysis of "Other commercial/mfg." 

LOCA TIOH OF DEVICE 

COMMERCIAL MANUFACTURING 

40 Office budd.ng 38 
41 Deportmenl 5lor~ 34 
42 Bank 35 
&3 Rodlo ,tol'on 2 
44 Gasoline stollon 8 
45 Gorage 6 
46 Wotehouse 10 
47 Monuloctutlng plont 29 
49 Other commercial 'o,fg. 

TRANSPORTA TlON F ACIU TY 

50 Dock 
51 Airport 
52 Bus t~rminol 1 
53 Train terminal 1 
54 Bridge 1 
55 Tunnel 
56 Highway 9 
57 Intersection 1 
59 Other transportation 5 

RECREATION FACILITY 

60 Restaurant 22 
61 Bar/tayern/dub 15 
62 Sports .todium 1 
63 Theatre 2 
69 Other recrealional Z 1 

UTILITY 

70 Power stotlon 
71 Water works 2 
72 Fu.1 tank form 2 
73 Pipeli"" Z 
79 Other utilitylO 

132* 

18 I 

[ 61 I 

LOCATION OF DEVICE 

JUDICIAL FACILITY 

80 Judicial, local 3 
81 Judicial, county 3 
82 Judicial, state 
83 JUdlClol, federal 
89 Other ludiClol facdlty 

POLICE FACILITY 

90 Headquarter< 8 
91 OlStrict station 5 
92 Veh.cle! s) 25 
93 Motor pool 1 
94 Communications facility 
95 OHice,.' home/personal vehie! .. 13 
98 Other police 15 

MILITARY FACILITY 

RELIGIOUS FACILITY 

IN STORAGE/TRA~SPORT 

UNKNOWN 

OTHER 

Mi5cellcneav5 10 
Open space! 6 
Monumant 1 
Vacant 5t,uctur" 4 

I 6 I 

I 67 I 

I 24 I 
I 21 I 
I 8 I 
I 18 i 
IT] 
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TABLE F (cont.) 

49 Other commerc ia I 

A. Food store 20 
B. Drug store/pharmacy 9 
c. Lumberyard 6 
D. liquor store S 
E. Laundry/dry cleaning shopS 

F. Barber shop 4 
G. Spec ia Ity store 26 
H. Automobi Ie- so Ie sl etc. 11 
I. Other 46 

• 

• 

• 

B-12 

PREVIOUS BOMB STATISTIC STUDIES 

In order to provide information on bombing incidents prior to the 
establishment of the National Bomb Data Center in July, 1970, the 
following sets of tables are presented. These tables were prepared 
by, or at the request of, the Permanent Subcommittee on Investi­
gations of the Committee on Government Operations of the United 
States Senate, of the Ninety-First Congress. 

Tables G and H were compiled by the staff of the Permanent 
Subcommittee and list born bing incidents recorded during the period 
January 1, 1969 to July 9, 1970. This study was developed, for the 
most part, from available public source material, news clips, and a 
limited contact with major law enforcement agencies. 

Incidents listed in tables I and J are the result of a survey 
conducted by the Alcohol, Tobacco and Firearms Division of the 
Internal Revenue Service pursuant to a request by the Permanent 
Subcommittee. These statistics were collected from state and 
local law enforcement agencies and cover the period January 1, 1969 
to April 15, 1970. 

B-13 
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TABLE G 

1 STATISTICAL SUMMARY OF BmlBINGS AND ATTEHPTED 
BOMBINGS IN THE UNITED STATES DURING THE 

PERIOD JANUARY 1, 1969-JULY 9, 1970 

~ 
.It TOTAL BONBINGS AND ATTEMPTED BOMBINGS FOR 

CY 1969 AND CY 1970 (TO JULY 9th) 

1 
BY MONTH AND TYPE OF BOMB USED 

EXPLOSIVE INCENDIARY TOTAL TOTAL TOTAL BOt-m ING 

",- CALENDAR BOHBING BOt-IBING BOMBING BOMBING INCIDENTS I 
YEAR INCIDENTS INCIDENTS INCIDENTS ATTEMPTS ATTEMPTS 

I CY 1969 

1 January 24 15 39 6 45 

:& February 34 10 44 4 48 • Narch 28 12 40 4 44 

l Apri 1 31 25 56 7 63 ~ 

May 30 42 72 7 79 

~ June 28 i. 27 55 2 57 

July 26 45 71 2 73 

I August 15 14 29 3 32 

September 20 12 32 9 41 

~ October 22 28 50 3 53 
[. 
! t-I.ovember 24 8 32, 9 41 

December 16 5 21 5 26 

CY 1969 TOTALS 298 243 541 61 602 II 

'. i CY 1970 
l, 

January 40 11 51 5 56 

February 37 15 52 8 60 

March 53 20 73 11 84 

• April 66 30 96 22 118 
! , 

~Iay 69 80 149 17 166 I 

June 24 39 63 6 69 

July 12 15 27 6 33 

• CY 1970 TOTALS 301 210 511 75 586 JJ 

CY 1969-70 l' TOTAlS 599 453 1,052 136 1,188 
FOOTNOTE: (For the bombings and attempted bombings covered in this study) 

11 Average bombings and attempted bombings per day in CY 1969--1.6 
~. J:I Average bombings and attempted bombings per day in CY 1970--3.1 

11 Average bombings and attempted bombings per day for CY 1969-70--2.1 

B-14 
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CALENDAR 
YEAR 

CY 1969 

CY 1970 

CY 1969-70 
TOTALS 

FOOTNOTES: 

'tit ~ i:.:l t~ .k'.Ja " 'h",-' , ' , ~ bl ~;;.;;. ~A 'f .", r"J& t~ ~~ 

TOTAL BmtB ING 
INCIDENTS 
ATTE~IPTS 

602 

586 

1,188 

TABLE H 

TOTAL BO~tBINGS AND ATTEMPTED BONBINGS 
FOR CY 1969 AND CY 1970 TO Jl'LY 9 

FOREIGN 
ENBASSIES & 
CONSULATES 

7 

7 

BY CATEGORIES OF PROPERTY 

FEDERAL 
GOV'T 
PROPERTY 

35 

71 

106 ]) 

STATE & 
rll'NICIPAL 
COV'T PROPERTY 

56 

70 

126 

INDVSTIUAL, 
PL'BLIC UTI LITH:S 
& RAILROADS 

92 

59 

151 

1/ Federal Government Property includes Selective Service Offices and ROTC Buildings. 

LOCAL 
SHALL 
BUSINESS 

114 

139 

253 

1/ Of the 285 explosions involving personal property, 16 were attributed to teenagers injured 
in the act of constructing homemade bombs in their homes. 

1/ Of the 228 explosions involving schools & colleges, 145 occurred at colleges, 71 at 
high schools, 7 at junior high schools, and 5 at elementary schools. 

", 

HOMES & SCHOOLS CHURCHES 
PERSONAL AND AND 
PROPERTY COLLEGES SYNAGOGUES 

162 124 19 

123 104 13 

285 Jj 228 1,/ 32 
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TABLE I 

RECAP OF BOMBING STATISTICS, PERIOD OF JAN. I, 1969, THROUGH APR. 15 1970 

__ _ ____ 'Statistic. supplied by Stateand local/aw ,"f""mento.ene;", ' 

Western region: 
Alaska._ Arizona ~~. ---- --- -~ ----------
Califor~ i'; (iess south;;rri JudfcfaT-

dlstrlct). ___ _ 
Idaho ----------------­
Monta'ria ----------------------

s~~ag~.-:~ = ~ ====== == ==== ======= 
wa~' t" --------------------sing on. ___ . ____ _ 
Southern judicial distrlc~t-of-----­

California 1 Utah '" __ .------------------
--~~----------------

Grand total - .. -----------------
Southwest region: 

Arkansas .•.. Colorado 1 •• ---- •••• --------

t~anm .. ::~=------.----------­
Louisit1na ------- .... --------­
New MexIco - .-----------------­
Oklahoma. --------------------

Jve/oar~J!iig:: : ~: ~: = === = ==== == = ==== --.----_ ... _------
Grand total. .-----------------

Southeast rt!gion: 
Alahama Florida.: .... - ....... -. 
Georgia .... -......... ------

Explo­
siYe 

bomb· 
ings 

1 
3 

109 
o 
8 
5 

18 
90 

1 (76) 
1 

235 

o 
1 (97) 

12 
42 
5 

10 
40 
4 

113 

Incen­
diary 

bomb· 
ings 

o 
2 

358 
o 
3 

28 
78 
80 

At­
Total tempted 

bomb- bomb-
ings ings 

1 
5 

467 
o 

11 
33 
96 

170 

1 
15 

303 
o 
3 
5 

16 
27 

Bomb­
ing 

th re21ts 

Property 
dama~e 

(rn 
millions 

of 
dollars) 

41 153 178 ________ _ 

2, 544 
o 

71 
176 
382 
452 

2,432 
o 

82 
25 

144 
442 

Per­
sonal 

injury 

o 
o 
1 
o 
1 
o 
2 
3 

Deaths 

o 
o 
I 
o 
I 
o 
o 
5 

1 (924? 1 (1,000) _________ 1 (2,880) 
2 1 1 (79) 

I(P 1(5) 1(1) 
( )------------------

550 

66 
1 (167) 

14 
19 
5 
9 

44 
o 

157 

785 371 
-====. 

66 
1 (264) 

26 
61 
10 
19 
84 
4 

270 

6 
1 (27) 

3 
67 
9 
3 

43 
I 

132 

3,844 

62 
1 (486) 

293 
1, 367 

24 
232 
861 

16 

2,855 

3,278 

66 
1 (707) 

40 
538 
365 

6.0 
739 

1 

2.809 

7 7 

o 0 
1 (2) ________ _ 

o 0 
o 0 
o 0 
I 0 
3 5 
o 0 

4 5 

5 83 88 3 30 194 224 5 549 38 0 0 
9 1 10 4 987 221 2 2 

13 12 25 13 235 20 1 1 
27 130 157 72 159 28 0 0 

Mls~ls~ippi:. ~:: :::: .. '" --.--­
North Carolina.. ---------.-­
South Carolina .----------.--. 
Tenncssee._ .. __ ......... ::::: .. * ............ .. .... _ .... - ... -

o 0 0 1 941 2, 155 2 0 

Grand total 
_____ 9 ___ ~1~7--~;2;6--~~1:1~--~4~~~~~~5~5~~--~~~--~~ 

......••. _ ... _ 93 437 530 109 
=:::'"-.-c.-•• -- ====3==,:=32:::::8=:::::3~,014 5 3 

Midwest region: 
illinOIS Iowa .....•.......•..... - .•...• 
Minnes(\ta ..•• --- ............. . 
MiSSOUri '" .. , ._- ........ - .. 
Nebraska···· ...•. '" -........ . 
North 'Dakola" ... -..•.•...•.. -­
South Dakota. :.: .....••. -- •• -

29 626 655 32 721 
75 105 180 174 375 14 0 0 
3 0 3 0 I I, 500 0 0 

38 103 141 8 05 7 0 0 
16 43 59 640 75 11 0 

O 
59 211 315 2 0 

o 0 0 6 
I 0 I 0 14 0 0 0 

Wisconsin ........ ---- • 
. ~~.-~-----~--------. 2 10 12 0 260 ~ ~ 0 

__ . ~44-__ -.~:--~88~7.-""-~~I~,=0~5=1~~~~~2=7:-3:::2~,~3~3=2~~~1~,~ 91~2~-:::=-'1~3~~_:,-.~.~ 
Contra I region: 

Indiana. Kentucky' .•.•...•••• -.-.-----. 10 76 86 11 
Michigan -.---...•..• -.-.- •.•.• - 57 25 82 10 625 643 0 0 
Ohio' .......... --- ••.•• -.-.- 27 356 383 95 397 948 4 0 
West Vii'ginia--·-··----····--·-· 28 105 133 62 2,492 355 165 7 __ ••••• _ • _ ., _. _. _ . • 2 10 12 5 I, ig~ I, 1 ~~ 2 1 

Grand total.. _. ____ ._. _. ___ • __ -112.241-'55::7:72;--:-' ~'6~96~-~~-;~;..._~~ __ !.1 __ - 0 
Mid.Atlantic region: =========~18~3~~5,~3~90~~3~, 1~4~4==~1~72~==~8 

Delaware . Maryland •• ---·--.- ••••••.•• ---. 1 2 3 2 20 255 
New Jersey·-·-·-··----·----·-- 4 12 16 1 . 0 
Pennsvlvan(a" .• - ••.•• - •••... - •• - 16 § 39 55 25 ~ri~ 43 0 2 
Virginia (District-cit"coitiriibla):::: 4~ 2~3 2~~ n 1,119 3J~~ 1~ ~ 

Grand totaL. ••• _ ••.• _" __ .••• --66:8B-33~699--.;4~37;---;-1~17~~~4;40~--:-~1~4~6 __ ~O __ ~O 
===========~==========2,=62=2==~4,~52~6====~18~==~7 
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TABLE I (cont .) 

Explo­
siYe 

bomb­
ings 

Incen­
diary 

bomb­
ings 

At­
Total tempted 

bomb- bomb-
ings ings 

Bomb­
ing 

th reats 

property 
damage 

(In 
millions 

of 
dollars) 

per­
sonal 
injury Deaths 

North Atlantic region: connecticuL------------ ..•• --- 11 39 50 30 1,267 1,565 23 
Maine. __ -'- . ____________ ._____ 5 7 12 0 136 16 a 

o 
1 
o 
1 
8 
o 
a 

, , 

Massachusetts-.-.-------------. 31 55 86 80 2,941 262 1 
New Hamphsire--.-.--.-----.--. 6 0 6 1 181 1 0 
New York----.-.--.---- •. --.--- 121 177 298 163 9,412 2,000 106 

10 
Rhode Island----.--.-.--------- 4 105 109 16 668 311 35 
VermonL- .. ----- •• -.-.----.-.- 0 a 0 0 153 0 0 ------------------------------------------.--------

Grand total..-.--.-----------. 178 383 561 290 14,758 4,155 165 ======~=============~=~--===-~======~======~ --~~=~ 
NationaltotaL.- .. ------.----- 975 3,355 4,330 1,47535,12921,838 

384 40 

------_ .. _ ... 
------------------------------_._.. .-._--- -.. 

1 Figures in parentheses supplied by police officials in the area maldng up the southern Federal judicial Distii~t of 
California and Colorado were for the years 1968,1969 (lnd·3 months of 1970, , hey cannot be broken down by year and are 
not included in the grand total for the Western region, Southwest region or the national total. ~ Not included in the total of 133 bombings are 67 bombings which data from respective police agencies did not identify 
as either explosive or incendiary in nature. As a result total bombings for Ohio are actually 20U. 

-.' 
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TABLE J 

ACTUAL BOMBINGS, ATTEMPTS AND THREATS-BY REGIONS 

--------------------------------.~------------- '-' .. -'- .-'-
SOl/th­

west 
SOllth- Mid-

east iVlidwest\ Central Atlantic 
National 

Totals North 
Western Atlantic .------_._-----

93 164 124 68 (173) 975 
437 887 572 369 (1,091) 3,355 

.-----~~ ------_._--Explosive. __ ...• __ ._._ 235 178 113 
Incendiary_ ••... _ ••.. _. 550 383 157 ----_ .... -_. __ . 437 (1,264) 4,330 530 1. 051 696 
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FJNAL PROGRESS REPORT 

SAN FRANCISCO POLICE DEPARTMENT SECURITY STUDY 
#0392 

The San Francisco Police Department Security Study has been completed. Drafts of 

the final report were distributed to the Advisory Committee members in early August for 

review and comment. 

TIle report provides detailed discussion of the various subelements of an integrated 

security system and their interrelationships. The requirements for a police-facility security 

system were established, and cost-effective socUlity subsystems \vero selected for use in 

negating the threats. Some of the more salient recommendations are listed below. 

a. Keep security monitor apprised of all activity in and around the facility. 

b. Provide physical security to keep the public away from the outside of the building 

and away from police vehicles. 

c. Provide systems to detect intrusions across or through the perimeter fence, through 

gate areas, through all doors leading into the building, and on flat roof aroas. 

d. Provide an easily implcmented scheme for identification of authorized personnel 

in areas surrolUlding the building. 

e. Provide a method of easily installing detection systems and monitoring their out-puts. 

f. Deny places of easy concealment of explosives by keeping shrubbery and trash away 

from building for easy surveillance and the denial of good bomb i1nplantationloca­

tions o 

g. 

h. 

Deny visual access to snipers by filling in all \vindows except those required for 

surveillance. Surveillance windows should be of a bullet-resistant material. 

Public access must be controlled at all times. The public should be allowed to 

enter the inner part of the facility only if escorted by an authorized person. 

In general, all of the systems recommended are simple I reliable and flexible, con­

sistent with the requirements of the application. For example, no need was identified for 

the use of a sophisticated vohunetric detection system. The majority of detection devices 

. in the facilities will be magnetic s\vitches and beam-breakers - reasonable in cost, easy 

to install and to maintain. It is further recommended, however, that the continuous-line 

vibration sensor be used to detect intrusions through or ·over the perimeter fence and on 

flat roofs. 
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The system recommended for transmission of the alanu from the detection device 

to a monitoring point provides for maximmu flexibility and case of installation. The 

detection device interfaces with a remote alarm transmitter which is simply plugged into 

the nearest AC power outlet. The AC lines, themselves, arc used for the transmission 

I 
'\ 
I 

of alarms. This means that there is no need to run wire from point-to-point, since existing 

power lines are being used. All that i~ required to relocate either the remote alanu trans­

mitters or the Displays is to simply plug it in at the new location . 

Anothor system which is recommended assists in the discrimination of authorized from 

unauthorized intrusions. During' the operation of the facility, there will be many "intrusionsH 

created by entry of authorized personnel into the limited-access area surrounding the building. 

•. It is highly desirable from a standpoint of good area conil.'ol that some method be used to dis-

criminate these intrusions. The method recommended is to electronically monitor all intru­

sions into the area (over or through the fence or through gates). Any intrusions over or 

through the fence, of course, can be automatically classified as an unauthorized intrusion. 

.' Intrusions through 1110 gates, however, must be discriminated. This can be done through a 

cooperative method. Each authorized individual is given a small coded transmitter. The 

codes on thc transmitter can be easily changed from day to day. Since a long-vv'ire ante~a 

can be looped arOl.md the building, the transmitters can be quite simple since they only have 

• to transmit a distance of a few feet. An authorized intruder knows that he is being detected 

as he enters the gate. He also Imows that within some predetermined time after the intrusion 

(of the order of 5 seconds), he must identify himself by depressing the button on his trans­

mittel'. If he does this and his transmitter has the proper code, no alarm will b~ generated. 

• If, however, the intruder has a wrong code or no identification transmitter at all, then an 

alarm will be generated and displayed on the security mOnitoring console. The mOnitoring , \ 

• 

• 

• 

• 

personnel then know that an unauthorized person is in the limited-access area surrounding 

the facility and can take the appropriate action. 

In addition to the above eleei1:onic equipment to assist the security monitor, there are 

a variety of physical security devices which are recommended for use in police facilities. 

These consist of fences, gates (remote controlled and manual), electric locks, bullet­

resistant glass, phYSical and visual barriers, mirrors, and combination locks. These 

physical devices are very important to the operation of the overall integrated security 

system. They should be the first to be installed in any facility. The report details the 

recommended use of the above physical security equipment. 

Copies of the final report will be ready for distribution in the second week of 

September •. 
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