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U.S. Department of Justice

Office of Community Oriented Policing Services

Office of the Director Washington, D.C. 20530

August 2002
Dear Colleague,

Technology has long been a two-edged sword for law enforcement. While the benefits of implement-
ing technology are obvious, the obstacles to getting the most from that technology often are not.In a
time when growing responsibilities greatly increase the duties of local law enforcement agencies, a
natural response is to turn to technology as a force multiplier. The COPS Office presents this guide in
an effort to make the process of fully leveraging new technologies as seamless as possible.

Technology can help law enforcement agencies better serve their communities by automating time-
consuming tasks, dispatching personnel more efficiently, and improving an agency’s ability to collect
and analyze data as well as disseminate it to both internal and external audiences.

Implementing technology can be a long and difficult process. Before new technology can be imple-
mented, the organization’s needs must be determined, its relevant business processes analyzed, and
its full range of options evaluated. Many law enforcement agencies have difficulty dedicating person-
nel, expertise, and funds for such a project. COPS grants help support agencies in their efforts to
embrace new technologies.

This guide is designed to help law enforcement agencies implement new technologies. It contains
step-by-step analyses of the technology planning, acquisition, implementation, and integration
processes that focus clearly on supporting public safety and community policing objectives.

This guide is designed to help you reduce crime and disorder through the successful utilization of
information technology. I wish you the best of luck in harnessing technology to better serve your
communities. Now more than ever, community policing keeps America safe.

Sincerely,

AR

Carl R. Peed
Director
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About the Guide

Your agency needs a new computer-aided dispatch, records management, automated
vehicle location, evidence management, fingerprint identification, crime analysis and/or
some other automated information system. So where do you start?

Sure, there’s lots of literature out there on project planning and management, informa-
tion technology (IT), strategic planning and the like (and we encourage you to read it, so
please see Appendix 3 of this Guide for references to publications we recommend). But
there are some special challenges that government agencies and law enforcement, in
particular, must contend with when they plan, buy, install and use new technologies.
Unfortunately, as many of you who have already experienced purchasing and implement-
ing new technologies know, the process is simply not as easy as buying a product,
plugging it in and flipping a switch. Whether you buy an off-the-shelf solution or build a
custom system in-house, it is essential that certain steps be taken to ensure that the
project has the proper user support, is clearly defined, stays on track and within budget,
is designed to meet specific business needs or solve a particular problem, and can operate
within the constraints of a new or existing technical environment.

This Guide presents accepted and standard project management principles and strate-
gies, but it has been adapted to and designed for the unique needs, limitations, chal-
lenges and opportunities faced by the law enforcement community. It details how an
agency can plan for, purchase, implement and use computer-aided dispatch, records
management, jail management and mobile data systems, to name a few. Regardless of the
technology your agency would like to pursue, these are standard processes that you
should follow in planning, purchasing and implementing a solution.

This Guide is particularly beneficial because much of the material and information has
been shaped by the successes, failures and lessons learned by law enforcement agencies
across the country as they navigated through these difficult projects.

HOW TO USE THIS GUIDE

The Law Enforcement Tech Guide is intended to provide strategies, best practices,
recommendations and ideas for successful IT planning and implementation. This Guide
should not be construed as specific legal advice for any specific factual situation. This
publication is meant to serve as a guideline for situations generally encountered in IT
planning and implementation environments. It does not replace or supersede any policies,
procedures, rules and ordinances applicable to your jurisdiction’s procurement and
contract negotiations. This Guide is not legal counsel and should not be interpreted as a
legal service.
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About the Guide

Assumptions...

...About You

To prepare this Guide, we had to make some assumptions about you, the reader. We
think you could be one of many different people within your agency, and perhaps a
combination of several. Perhaps you are the Chief or Sheriff who must lead this effort.
Boy are we proud of you for picking up this book — keep reading, you are critical to this
effort! Or you may be a supervisor, manager, records clerk, dispatcher or detective. In any
case, you were imprudent enough to volunteer to shepherd this effort, or you inherited
this project unwittingly (or unknowingly), but certainly not by choice. Your knowledge of
the agency’s operations, the movement of and need for information to accomplish your
daily business needs, and your talent for making critical law enforcement decisions is
integral to this project’s success.

You may be the person in your agency responsible for technical support (and that does
not exclude you from also being one of the other types of readers as well!). If so, you will
be called upon to analyze existing and new technologies and help determine the best
technical solutions to meet the business needs of your agency.

Finally, you may be a project manager who possesses useful project management skills,
yet who has little experience with law enforcement. Or, you may not have any project
management skills, but you've been assigned to manage this task nonetheless. Either way,
your role of project manager is pivotal to this effort. You're the “go-to” person for project
information and coordination. You have the unenviable responsibility of keeping the
project on track and within budget while adhering to the established timeframes.

In most law enforcement agencies, both sworn and civilian personnel must wear many
different hats; very few agencies have the resources for a fully staffed IT support depart-
ment or to hire a dedicated project manager. We assume many of our readers will fall into
one or more of the categories above. If so, this Guide is for each of you.

...About Your Project

This Guide makes the assumption that your project has already been funded, and/or a
decision has been made to move forward with the project. It does not assume, however,
that funding has been set aside for project management because all too often we find that
is not the case.
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How this Guide is Organized

This Guide is organized into six Parts that reflect key elements of the IT planning, buying
and implementation process:

Build the Foundation
\ Conduct a Needs Analysi;
Create a Project Plan ;.
ethe Tchmology
_Implement the Technolog
Maitain the Technology

If your project is already underway, you could easily skip right to the “Part” that best
reflects where you are in your current project. However, because each Part builds upon
the preceding, we encourage you to read all parts and chapters, regardless of your
project’s current status. You may, for example, be at the point of purchasing your
technology, so Part IV would be most suited to your immediate information needs. In
this case, we suggest that you also review the previous chapters, as they provide key
guidance on strategies to make the purchasing process easier and ensure that you buy the
right solution for your agency (for example, how to garner end-user involvement and
support for the solutions selected, precisely identify the operational requirements for the
system, establish risk management plans and formulate a solid budget, among other
tasks).

This Guide is also packed with a variety of tools. In the margins and throughout the
pages of the Guide, you will find tips, checklists, suggested techniques, definitions and
other helpful how-to information. Each chapter, for example, begins with a section that
answers the four “W”s about the topic: What is it, Why do it, Who is involved and When
to doit. At the end of each Part is an Assignments Table, where we provide specific action
items for key members of the project team for a “quick and easy” reference to major tasks
and responsibilities relevant to that Part. We have included appendices with references to
resources, sample documents, checklists and other tools to assist you during your project
planning, purchasing and implementation process. Icons used throughout the Guide will
direct your attention to specific issues or topics.
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Definition of Icons

Throughout this Guide, icons are used to draw your attention to important concepts,
ideas and, in some cases, warnings. We also use icons to highlight sections that certain
personnel within your agency should pay particular attention to. Below are the icons and
what they represent.

Executive Sponsor

The Executive Sponsor (defined on page 24) is the project spokesperson, decisionmaker
and leader. Executive Sponsors, primarily the Chief or Sheriff or other high-ranking
decisionmaker within an agency, will find recommendations and advice just for them
when they see this icon in the margins.

Operational Experts

Operational Experts are the end users of the technology and those intimately involved
with the business processes of the law enforcement agency, and can include patrol
officers, records clerks, dispatchers, detectives, crime analysts, community-oriented
policing experts, etc. Words of advice for Operational Experts will accompany this icon.

Technical Experts

Technical support staff will be busy not only analyzing the existing technological
environment, but also evaluating technical solutions. These Technical Experts will benefit
from recommendations indicated by this icon.

Project Manager

The Project Manager has a lot to juggle when it comes to overseeing the planning,
purchasing and implementation of IT. This icon will alert Project Managers to activities,
issues and concepts they must be careful not to overlook during each of these phases.

Stop Sign
Remember what we said: Lots of IT projects fail. When you see a stop sign icon, pay

particular attention, as it will indicate where others have encountered trouble in their
projects. The stop sign indicates pitfalls to avoid.

Grant Requirements

Be accountable to your grants. This icon will alert you when grant requirements may
come into play.
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Regional

More and more IT efforts involve more than one agency and jurisdiction. This icon
symbolizes multijurisdictional and regional efforts. When you see it, it will provide
special advice for dealing with the unique nature of regional IT projects.

Tips
If we've heard or know of shortcuts or have useful ideas on how to tackle a particular
issue, we'll use this icon to let you know.

Checklists

Checklists are always handy tools for making sure all the bases and steps are covered.
We'll use this icon when we can provide a handy list of ideas or to-dos for your project.

Where to Go from Here

So, how does your law enforcement agency navigate this minefield of IT projects and
planning? How do you set up an appropriate chain of command to provide leadership
and decisionmaking on these projects? What are the critical elements that shape a
successful plan for IT purchase and implementation? What do you need to be aware of
when you buy technology? How do you appropriately manage risk associated with these
projects? How do you manage change and ensure user support for the solution your
agency purchases? If you are asking these questions, congratulations! You have made the
first steps toward a rational and strategic approach to your IT initiative. Keep up the
questioning and follow the strategies in this Guide, and you'll be doing your best to
ensure IT success within your agency.
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Law Enforcement IT Projects:
A Roadmap to the Guide
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Seven Facts You
Should Know
BEFORE
Reading this
Guide




Fact #1
Implementing IT is difficult.

Fact #2
Planning and installing IT is different than other projects.

Fact #3
IT planning and implementation is not a one-time activity.

Fact #4
IT must support the strategic business mission, goals and
objectives of the law enforcement agency.

Fact #5
Successful projects require strong project management.

Fact #6
All projects require a plan.

Fact #7
Successful IT implementation can happen!




Seven Facts You Should Know

Information
System:

A purposefully
designed system that
brings data,
computers,
procedures and
people together in
order to manage the
information that is
important to an
organization’s
mission.

— Webster’s New
World Dictionary of
Computer Terms,

Seventh Edition

BEFORE Reading this Guide

Automated information systems are a critical component of effective policing. Immediate
access to information benefits virtually all levels of the criminal justice system. It means
arming patrol officers with real-time information about people, places and criminal
incidents. It means providing jailers with immediate access to an inmate’s criminal
record, religious preference and gang affiliation. It means providing Chiefs and Sheriffs
with access to crime statistics at a moment’s notice. Simply put, information systems arm
everyone from cadets to Chiefs with tools to make better decisions. And that can mean
only one thing: improved officer and public safety.

But getting there isn’t going to be easy. There are some things you should know before
you undertake an information technology (IT) project. After reading these seven facts,
share them with all of the individuals who will be involved in your project.

Fact #1
Implementing IT is difficult.

While the benefits to automation are numerous, planning and implementing IT is a
major undertaking that is not always met with success. In fact, consider what the
Standish Group found in a study of over 8,000 public and private IT projects:

 CANCELED

Source: The CHAOS Report (1994), www.pm2go.com.
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Seven Facts You Should Know

IT initiatives are difficult because:

They are big projects that often take more than several years and several budget
cycles to complete.

They often cross lines of authority.

They deal with technology AND with aligning technology to an agency’s specific
business processes.

They are time-sensitive.

There are many issues that challenge successful IT implementation. That’s why there is
such a detailed process for doing it right. We can’t list the multitude of things that could
go wrong on any given day in any particular project, but we will warn you of the biggies,
the sure-fire clues that indicate an IT project is endangered.

IT projects are particularly in jeopardy when:

L]

IT is considered a technology issue to be handled by technical staff only, rather
than a business issue with technical solutions.

Users and upper management fail to understand how IT can enable law enforce-
ment agencies to meet their business mission. It makes it difficult, then, to create a
strategic vision for IT in the agency.

Upper management and/or end users are not involved in the IT planning, purchas-
ing and/or implementation processes.

Users do not see the benefit of IT or how it makes their jobs easier and better.

Project management best practices are not followed in the planning and imple-
mentation of the project.

Budgets do not fund or agencies are not authorized to hire (or outsource) dedi-
cated IT staff and skilled project managers.

Funding streams exist that:
— have such tight timeframes that they don’t allow for effective planning;
— fund the purchase of technology only, and not critical planning; and
— provide one-time funding for IT, and fail to provide ongoing support.

Failure to follow systems development lifecycle principles (more information on
that later) that include long-term and continuous maintenance, planning, en-
hancement and budgeting for technology.

Allowing the mere availability of technology to drive the decision to automate,
rather than the business needs of the agency driving the decision.
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Fact #2
Planning and installing IT is different than other

projects.

Procuring technology is different than, say, purchasing office furniture. Okay, this may
seem to be an obvious statement, but you may be surprised to learn that many agencies
(and maybe yours has been one of them) do not put much more effort into IT procure-
ment than buying a new desk, for example. The catalog comes, the furniture looks great,
the vendor promises complete satisfaction and that the piece is top-of-the-line and state-
of-the-art. It’s also, they promise, made for any law enforcement agency. So you buy it.
Case closed.

But buying a desk that perhaps isn’t perfect won't affect how many criminals are
apprehended and how quickly officers respond to an emergency. Information technol-
ogy, on the other hand, often radically changes the way anr agency does business — and it
should! It can help officers better identify and deal with suspects, make dispatchers more
effective, aid analysts in identifying crime patterns and detectives in solving cases. If
chosen hastily, however, technology can jeopardize mission-critical law enforcement
activities, and/or hamper users and management, so its potential benefits may never be
realized.

Furthermore, because IT impacts mission-critical activities, its implementation causes
major changes and most folks are reluctant when it comes to accepting change. So, while
a desk may be criticized for not having enough writing space or drawers, these issues will
not readily cause the department to throw the desk away and waste a great deal of
taxpayer dollars. Dissatisfied users of an information system, on the other hand, can (and
in numerous instances have) cause an information system’s downfall and demise, despite
large investments of time and money.

Fact #3
IT planning and implementation is not a one-
time activity.

Read and repeat this sentence: “Technology planning, acquisition and implementation is
not a one-time activity.” The process is cyclical in nature (see graphic on page 14),
following what is known as the systems development lifecycle (SDLC), a process with
several stages, including planning, procurement, implementation and management.
However, the successful implementation of a system does not signal the end of the
planning process. Systems implementation really signals the beginning of a new phase of
evaluating the recently adopted system and planning for systems maintenance, upgrade,
enhancement and replacement.
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M Systems Development Lifecycle

With rapid advances in hardware and software, new system functionality is available
almost immediately after a system is implemented. That is not to suggest an agency
postpone acquisition in anticipation of the “latest” system. It only means that after a
system is installed, the planning process continues to take new technology, functionality
and capability into consideration. In addition, you'll find user expectations change
quickly when new systems are implemented, and the demands placed on the systems
escalate.

Also, new State and Federal laws will continue to require automation from law enforce-
ment agencies. Budgets must reflect this commitment to SDLC. Funding agencies must
be convinced to apply lifecycle costing methods when allocating funds to account for
downstream expenses associated with operation, maintenance, training and coordina-
tion of change. Remember that one-time grants will not fund a lifetime of technology
support and replacement.
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Fact #4
IT must support the strategic business mission,

goals and objectives of the law enforcement
agency.

Information technology can be an effective tool for any business to meet its overall
strategic objectives. But first, those business objectives must be outlined in a strategic
plan. Then, information systems can be designed that meet those strategic business

objectives.

Like any business, a law enforcement agency should first prepare a strategic business
plan that articulates the organization’s overall mission, goals and objectives. From this
strategic business plan, an agency can develop a strategic vision for information technol-
ogy and its role in the agency. The strategic IT vision directly supports the mission, goals

and objectives of the agency.

This means the Chief/Sheriff must:
1) Have a strategic business plan in place that articulates the organization’s mission, goals

and objectives;
2) Recognize the mission-critical role of IT in policing;

3) Create a systematic process for continual planning, maintenance and support of

information systems; and
4) Develop a strategic IT vision document.
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If an agencys
business
mission is
vague or not
clearly
understood, the
1T projects
developed are
much less likely
to successfully
support the
strategic goals
of the
organization.

»”

— Maj. Piper Charles

Charlotte-
Mecklenburg (NC)

Potice Department
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A strategic IT vision will articulate how technology will assist the agency in meeting its
core business mission and establish an ongoing process to evaluate, upgrade and
enhance those technologies as business goals and technology change. Agencies meet this
broad strategic IT vision through a series of individual projects that build the IT capabili-
ties of the agency, as illustrated on page 15.

This level of planning and coordination is essential for the various individual projects to
come together, integrate properly and collectively support the agency’s goals.

INFORMATION TECHNOLOGY AND ITS ROLE IN THE
- METROPOLITAN POLICE DEPARTMENT,
WASHINGTON, DG (MPDC)

“Information technology. ..makes it easier for fhe MPDC to share information with the :
community quickly and effectively. As such, new information technology is a critical part of
the MPDC's evolving strategy of community policing and crime prevention.”

“Technology does not dri\ie'itéelf; it is not created for its own pu‘rpose;‘New technology
must be reflective of, and advance, the new strategy of the Department.”

. ,‘ From Information Technology and the MPDC: Moving /hto the Next Century

Fact #5
Successful projects require strong project
management.

A successful project is one that is completed on time and within budget, and meets user
needs and expectations. That’s a tall order. That’s where project management comes in.

What is project management and why is it so important?

The Project Management Institute (www.pmi.org) gives us a definition of project
management in its publication A Guide to the Project Management Body of Knowledge
(PMBOK®): “The application of knowledge, skills, tools and techniques to project
activities in order to meet or exceed stakeholder needs and expectations from a project.
Meeting or exceeding stakeholder needs and expectations invariably involves balancing
competing demands among:

* Scope, time, cost and quality.
¢ Stakeholders with differing needs and expectations.
* Identified requirement (needs) and unidentified requirements (expectations).”

Quality project management is critical to ensuring a successful project.
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Aprojectisa
temporary endeavor
undertaken to create a
unique product or
service. ‘Temporary’
means that every
project has a definite
beginning and a
definite end. ‘Unique’
means that the
product or service is
different in some
distinguishing way
from all similar
projects or Services.

—PMBOK®

Fact #6
All projects require a plan.

Successfully automated and integrated information system projects are preceded and
accompanied by continual, comprehensive and strategic planning, which allows system
stakeholders to develop a roadmap for the future.

A good plan determines the range of user needs, identifies automation priorities and
considers technology and data standards. It focuses on the human and funding resources
required to support these systems. It embraces the systems development lifecycle. The
plan addresses operational systems specifications, hardware and software standards,
existing systems and the environment in which the automated system will work.
Planning ensures that all users have their needs addressed by the system. Planning also
includes a complete business process review to find better, more effective and more
efficient ways of doing business. It contemplates future needs of the agency and users,
scheduled upgrades and replacements.

Fact #7
Successful IT implementation can happen!

Now that we've scared you into returning to the pen and paper, let us also tell you that IT
initiatives can and have been successful. But they are successful because project leaders
and team members followed best practices for planning and managing the projects from
idea to inception, such as clearly defining the project; getting the right people involved;
setting realistic goals, objectives and timelines; developing a thorough project plan;
accurately and honestly assessing risk; properly negotiating contracts; developing
structured implementation and training plans; and establishing benchmarks and
performance metrics for assessing and evaluating the project’s success.

And that is what this Guide is intended to do — walk you through the process of properly
planning and implementing an IT initiative. It will focus specifically on how to tackle
individual technology projects within a law enforcement agency. It’s a Guide that the
Chief/Sheriff, Project Manager, end user or technologist can pick up the minute the
phrase is uttered “let’s get a new ”(enter the information technology of
your choice in the space provided).

So read on! The rest of this Guide will tell you step by step how to prepare and execute a
plan for your technology project. Good luck!
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Technological progress is like an axe in the

hands of a pathological criminal.
— Albert Einstein




Have you read the
“Seven Facts” section
yet? If not, it is important

that you read it before
you continue any further.
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Chapter 1:

Establish a Decisionmaking

What

Who

When

Structure

A decisionmaking structure for your IT project that:
* provides leadership and accountability,
* defines the business of the agency,
* analyzes technical environments, policies and solutions, and
o effectively manages projects.

To ensure that there is a well-defined decisionmaking structure with clear responsibili-
ties and authority, that the structure is officially sanctioned and that it involves users
to address business problems.

Agency leadership (Chief, Sheriff and upper management), users (patrol officers,
investigators, dispatchers, records clerks, crime analysts, community policing experts,

etc.), a dedicated Project Manager and technical staff.

Immediately — before your project gets underway.

_ Projects, like police organizations, require structure and disciplined rules if they

are to be successful. The decisionmaking structure defines the project’s “chain of
command,” documenting the roles and responmbllmes of the various people
respon51ble for project actxons -

This chapter provides strategles and best practices for gettmg the right people
involved and developing a formal structure for governing a project from planning
to unplementatmn The decxslonmakmg body will provide oversight and is 1ntegra1
to carrying out all of the work 1dent1ﬁed in thxs Gulde

Technology project success depends on user involvement, strong project management
and a sound structure for project planning and decisionmaking. Without these essential
elements, even the most well-intended and state-of-the-art technology is likely to fail, as it
would be designed without strong leadership, effective management, proper planning
and the support, input and commitment of the end users.

IT projects require significant buy-in at all levels. The Chief or Sheriff must support the
initiative from a financial, personnel and business perspective. Users must be willing to
use the technology once it is in place. Technologists must understand the technical
environment and successfully support the automated systems.
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Thus, planning for technology is not simply a technical issue to be resolved by the
agency’s technical staff. Planning, purchasing, implementing and using IT successfully is
a complicated process that can be impacted by political, organizational, legal, technical,
cultural and personality issues. Furthermore, the decision to implement IT must be
based upon a particular business need within an organization, rather than the mere
availability of technology driving the decision to automate.

Step 1
Identify an Executive Sponsor

Without agency leader
involvement, projects
can be hampered by
personality and turf
issues, lack of funding
or any multitude of
issues that require the
agency executive to
mediate and/or

neutralize.

You must first identify an Executive Sponsor, one who will accept the ultimate account-
ability for the project and who has the authority to sanction the project and make it a
priority. This individual will serve as the champion, spokesperson and leader for the
technology initiative.

Additionally, the Executive Sponsor will serve as the project’s ultimate decisionmaking
authority, committing resources (both human and financial), approving budgets and
seeking funding to support the project.

Obviously, this individual must hold a significant rank within the organization, or at least
be vested with appropriate decisionmaking authority. We have found that the most
successful projects are led by an Executive Sponsor who is a Chief or Sheriff. In larger
agencies, or if a project affects a single unit within the agency, sometimes the Deputy
Chief or Sheriff who presides over the unit is the Executive Sponsor.

Step 2
Identify Stakeholders

Itis critical at the earliest stage in your IT project to identify those people who will be
affected by it. Make sure to consider not only those folks who will be using the system,
but also those who indirectly play a role in achieving the success of the system. As an
initial step, the Project Management Institute advises that it is critical to:

* identify the stakeholders,

¢ determine their needs and expectations, and then,

* manage and influence those expectations to ensure a successful project.

Obvious key stakeholders will include the Project Manager, system users, your law
enforcement agency, and the Chief/Sheriff or Executive Sponsor. But also consider the
variety of internal and external project stakeholders:
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