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to the Larpge Urban Conurbation

The paper looks at the problems which face criminal. investigators as
conmmunities grow from small towns to urban conurbatiens. It begins by looking
at the basic method of criminal imvestigation and goes on to show that the
lz2vel of uncertainty associated with crimes only begins to decrease appreciably
if there is a ten percentage probability or more that the set of suspects does
in fact contain the criminsl. The paper then makes the point that a better
measure of C,I.D. success is the remaining uncertainty level rather than the
detection rate, Lext, using this measure, the success of the police for an
area is estimated as it grows from a village to an urban conurbation. Included
in this work are some results from a recent survey of crimes in a typical S.E,
County Force, The difficulties which face detectives are then reviewed and the
introduction of computers is suggested. Finally, the paper proposes some studies
which should be undertaken to show how men and computers should be best integrated
and ‘how such a combination could be used most effectively,
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+ 1. Introduction :

1.k. Over the ‘past years criminal statistics have shown that the number of
indictable offences have risen to a record high lsvel., In 1964 there were in
fact 1,067,963, such offences recorded for England and Wales. During this
time the population has grown and the country is, in general, enjoying a
rocord standard of living. Our towns and cities have also grown and in some
cases it is difficult to know when one steps and another begins, In this way
we have obtained large urban conurbations where people. tend to work in one
district, live in anotler and spent their money in a third. Opportunities for
crime have increased and with more cars on better roads, criminals have been able
to achieve a high degree of mobility. All these factors have made it more
difficult for detectives to carry out their task of solving crimes because the
information which they need is now harder to obtain. It is not surprising,
therefore, that over the same period detection rates have fallen. Indeed in
some parts of the country the detection rate for many classes of crime is
extremely low e.g. for breaking offences it can be as low as twenty per cent.

1.2. From a scientific point of view the solving of a crime can be regarded

as the gathering ard use of information about people, things and events in an
effort to associate a person or persons with a criminal act or acts with a high
degree of probability i.e. beyond reasonable doubt, Failure, therefore,onthepartof
the police to solve a crime occurs because the necessary information is:

{a) not getting into the police system

{b) getting into the system but being lost or distoried

(c) getting into the system but not being used to the best advantage.

: 1.3, Hany ways have been suggested in order to obtain an improvement in the
situation, It is often suggested, for instance, that vhat is needed is more
' detectives or that they should operate in a different way than at present.
R The formation of regional crime squads is an example of reorganising detectives.
: QOther suggestions are that the police should have better equipment or that
! they should be able to see the state of people's bank accounts., Essenvially,
" the suggestions have three factors in common:

(a) men and the way they are used

-
Y —— e wm yn

(b) equipment

(¢) the rules under which the police have to operate.

T e oot + %oy e

1.4, Vhat appears to be lacking is a concept of criminal investigation which
shows how these factors are intercormected and interrelaved and vkhich can Ik
used to estimate whalt improvements in manpower and equipment, methods of
operation as well as what changes in the restrictions imposed upon police
activities are necessary in corder to achieve a given increase in the levei ol
detection success, It will then be for society to decide wnether it is p. »red
to pay the price in terms of extra money or less personal freedom.
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1.5. . In this paper I propose to show that this gep can be fiiled if &re
investigation of crimes is considered as an attempt to reduce the level of
uncertainty or entropy connecting the people of a socisity c.ra the crirzs
connected within it. In ref. 1, I showed that the value of informatica acsila
be measured, in principle, in tems of the amount it changed the uncerta sty or
entropy level. In this reference, I concentrated mainly upon a single 7 cime
and it is now necessary to think in terms of the effect of informatiosn ci ths
uncertainty or entropy levels of many crimes, In this wey we can m:.z:. ol

the total level of uncertainty for a police district changing as the poal.ic e

-

system receives information. This outstanding uncertainty or entropy ::
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measure of the work still to be done. 1If, therei_?prc, we take the outstanding
entropy of the crimes when the police gave up, either because i‘ur’?her progress
was physically impossible or because of a lack of manpower or equipment ’f,o
continue the investigations, we have a mecasure of the failure of the pollce..
Bocouse such a measure takes into account the partial success of the police it
is fairer and more accurate than failure ratio or its complement, the

detection rate, .

1.6 It is also fairer to the police in another respect, In any society
where the freedom of the individual is highly treasured the actions of the
police will always be restricted. This means that in some cases valuable
information will be prevented from reaching the police system. In some such
cases, it is to be expected that the police will be unable to obtain informa- E
tion of comparable value within the restrictions placed upon them, In these '
cases there will existan enbropy residue which the police are powerless to
reduce., Hence, it follows that a truer measure of the success of the police
in their efforts to solve crime is given by the difference between the
outstanding entropy after the police have completed their investigations and
the residual entropy which cén be attributed to the restrictions on their
activities, .

L0 SR 3

1.7. I will start by examining the basic method of criminal investigation
used by the police today. After discussing, in broad terms, the type of
information which is required, I will look at the way the changing nature

of society from small town to urban conurbation could alter the value of differ-
ent pieces of information as well as the frequency and probability that they
are received by the police network. The problems and advantages of integrating
modern automatic data processing equipment into the police network are then
discussed., Finally T suggest a possible programme of study to determine:

(2) how such an integration could best be made
(b) how to use the combination most effectively
(¢) the effect of the present resbrictions on police acbivities.

2. The Basic Method of Criminal Investisation

2.1, Fig.l shows diagrammatically the way in which the problem of solving
crimes is tackled. Although the diagram shows only two crimes, it can be
extended, in principle; to any number.

2.2. VWhen a crime is reported, the police go to the scene to investigatle,
From their searches and enguiries at and in the neighbourhood of the scene,
they obtain information which comveniently falls into two basic categories.
Firstly there is active information which is information that lesads to the
establishment of a set of suspects. The strength of the suspicion against
each member of this set will be deperdent upon the nziure of the evidence
accunlated, Uecondly there is passive informatior wihich is ianformation thst
can only be of use it a set of suspects has been obtained, By ths use of This
passive information the suspicion against each member of The suspect sesie,
the probability that each member of the suspect set can be associated with the '
crime, can be either increased or decreased. These two basic types of inlorma-
tion lead by two routes, see fig.l, to the "final state of uncertainvy ¥, In .
those cases where there is sufficient evidence the appropriate person -t | irsons
are, in general, charged and sent for trial,

2.3. Information about pcople, thiﬁgs and events 2lso reach the v.i.%. from ]
the public, informants, beat patrol policemen, their own internsl locel lmc.dad e '?
etc, Such information can either produce a number of susgects for a Ziven crime :
or else help establish a pool of generzl suspects i.e. prople suspzctoe o ez
actively engaged in crime. This information can be combined with ... ™  <h>
scenes of crimes in order to influence the finel siatz of unccrtei: -
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o). From the above it would appear that the establishment of a set of suspects
plays a vital role in the solution of crimes. Let us use the concept of entropy
to examine this point further, We shall gssume that our investipgations have led
us 1o the stage where there are n persons in the suspect set all of whom are equally
suspect. It can be shown, following ref. 1, that, if the probability of the
criminal being in the suspect set is p, the entropy level associated with the

crime is given by

He=-pl - (1p2 (1-p) (a
P L0By0 ({;’) P/ 2080 (-ﬁ—_-g) pui )

where Nis the size of the total eligible population. This entropy level is plotied
apgainst the provbability of the criminal beingz in the suspect set in fig.2 for
various values of n. It can be seen that unless p is greater than 10% the number
of persons in the suspect group has little or no effect on the entropy.

2.5. The above analysis shows how essential it is for the police to be able to
forn a suspect sct with a high probability that the set contains the criminal.

In practice, the police attempt to form such a set from a combination of the
information obtained from enquiries,their local knowledge, records, informants

and othexr forces etc. In some cases this information will lead to a small suspect
group whilst in other cases, especially for the smailer and more trivial crimes,
the size of the possible suspect set will be very large. Yet even in some of these
cases the police have pieces of passive information which could on some occasions
be very useful if only the size of the suspect set were of manageable proportions.
Another way of looking at passive information is to consider it as information
which is associated with a person and which is eilher not recorded or the means

of retrieving it from the records are not available. An exzmple of the first type
is given by the present police record system which only cortains data about
criminals, Tingerprints are a good-example of the latter type in so far as the
policz have the fingerprints of criminals but only have the means to identify an
S.0.C., print by searching the reccrds if it belongs to a particuler type cof
criminal ., Tne information vwhich the police have agbout the non-crimingl section of
society, in gererzl, is either stored in the minds of individual police officers
or is of a general nature concerning a group of the non-criminsl part of the
population not particular individuals.

2.6, With the decrease in detection rates, the growth of the populatiun, the
increasing ownership of the motor car and fast roads etc. policemen do not know
so much about the people bothk crimiral and non-criminal as they did years ago
when populations were more self-contained and isolated. The eifect of thers
changes in our way of life will affect the value of pieces of information :nich
the police receive. The following analysis demonstrates this effect,

2.,7. Let us suppose that a piece of informetion is received abt the scere of &
crime which could link a person with the crime, c.g. the crimingl had red heir,
was left handed, smoked an uncommon brand of tobzcco, etc. Let us supposs
further that the society contains N people n of whom on average could bz expacited
to satisfy the conditions regquired by the piece of infoxrmation., We sheil assuns

that a proportion cf the population, N, belong to the groun of the poplaiion of
whom the police have records and the means to interrogete them, In this cooz we
can show that the'value of the item of information, assuning that, befire searcnisg

the records availalsde, all people are egually likely is .

A
<

BH = X log, ( - ) ‘ (2)

n
which is plotted in fig. 3 for variocus values of A and N. In a smaii v sz &
when the police know everyone we would expect M to be approrvimately ec.2i ©o
unity. In a large city this value couid well fall to 20 - 305 and vhawe fue voilwl
cf the same piece of information will f2il accordingly.
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. 2.8, So far we have considered only a single crime. However, in practice crimes
are often related and information which the police receive can on many occasions
influence the entropy level of a number of crimes, Because, therefore, our

4 changing pattern of living affects the final entropy level distribution of all

; the crimes in a given police district we shall consider the growth of a small

¢ village community to a town and thence to part of an urban conurbation.

g il Lrie o Tughis

3. From Village to Urban Conurbation

3.1. Let us consider a district in which, during a given time interval, the
pollce were able to esteblish a final probablllty set for the nth crime of

P (3 } where P( n) = the probability that the 1t'h person of the commumnity
' committed the n®h crime, ‘

Cn v

From this probébi]ity set we can calculate the final entropy level H(n) where

wln), -2 pjfn) log pén) pui (3)

where the pui is the measure of entropy, see ref.l.

From the entropy level obtained i‘ro'n the N crimes we can construct a
histogram from which we can estimate Lhe probability distribution associated with
the final entropy level, Thus, if pHdd is the probability that the final entropy

‘level lies between H, and H & dH, the remaining uncertainty which the police have
been unable to reduce during the course of their enguiries is given by

Hy' = N J py H aE pui (&)
The value of HH can be used as a mcasure of the success of the police efforts

: ) N ] ’ . : .
to solve the crimes. A high value of HR means lack of success and vice versa. I

is a more accurate measure of police pemomance than pure detection rate T=zcause
it includes those cases vhere the level of uncertainty has besen lower bub tr:z
criminal has not heen caught,

I 3.2. Let us now consider a small isclated village conmunity of, say, 20 peo.le.
In such a community the police willlnow 21l the inhsbitants as individusls znd
there will be little that goes on that does not reach them, For instarce, anyore
vino steals is likely to be suspected when the proceeds of their thefi ars broughc

- into use. For such a district, a typical distribution of w{}), the prcbabiiity

-+ that, at the end of police mestlgatlon.,, there are M equally likely suspeciz iz
glvon by

M 15 50 100 200
w(d) .80  9.05  0.07 0.03 0.05

In this case the value of hR che expected remeining entropy per crime is [iver. oy
hy =43 w() loglo M pui per crime o {(5)

giving hR = 0,33, pul per crime

3.3. When, however, the village grows and develops into a small vorm. it
becomes more difficult for the police to ~now everyone and to hove trs same
knowledge of what is going on in the district. In this we would exzect a ~Ce-

distribution of w(if) to be given by:

M 1 5 100 500 1000 500G
W(l'I) O.’?O 0-06 0005 OQOLP O..05 O.l

£ et e e e e 5

siving an expected remaining entr ‘opy level per crime of 2. 77 suz.

-—
: -6

mria T AL AT AR CRAIE L P m G pmes TN

Tty : s : e R S PR

HETFRERY e r
i K ¢ Eaccib g * ST 3 S g 3 2 T oy TR TR TR T TR




3.4, Let us now consider a set of towns which are close together and where move-

ment from one to anobher is both quick and convenient and where many people work

in a nearby city and commute daily. Now the size of the mon-individual set is large,

: cspecially if the area contains a large number of newcomers, such an area is
typical of the South Coast Counties today. From a recent Home Office guestionnaire
details were obtained about all the crimes of the housebreaking and burglary type
from most police forces in England which:

(a) had been detected or written off during the week commencing the
6th December 196/

and {b) undetected crimes which were reported or discovered during the week
commencing the 11th October 1964.

The results from a county force in the S.%E. of England were analysed and after
making several broad assumptions with rezard to the probsbilities involved, the
final entropy levels were calculated., These results are given in fig., L where a
histogram of the frequency with which each entropy level occurs is shown. From
this data an expected remaining entropy level was calculated giving hR = 1.88 pui
per crime.

3.5. Fig. 4 shows that, to a large extent, crimes are either solved or are
tbrickwalls' 1.e. the police have no idea who commit them. If is interesting to
note that for areas which are similar to the one under consideration, the expected
remaining entropy per crime is approximately proportional to the detection failure
ratio. This follows because of the very smell percentage of crimes in which the
police were able to reduce the uncertainty but unable to solve the crime,

3.6. In order to understand the reasons why police performance should decrease as
communities grow let us consider further the problem of how information is received,
interpreted and transmitted in the police network.

- L. The leception, Intérpretation and Transmission of Information

4.1. The elementary functions of a policeman are basically to receive information,
to interpret or process it and to respond to it. Fig, 5 shows bthe situation in
diagrammatic form giving a few examples of the possible actions which can be
selected. Now the effectiveness of the interpreter unit will, to a large extent,
be dependent upon the size of its memory and the usefulness of its contents, Thus
a policeman with a more effective interpreter unit will be better able to assess
the value of information whnich he receives than a policeman with a less effective
one, Indeed, a2 person or machine with all the information concerning a society
and its people would be able to assess the value of a given piece of information
most accurately. : ‘ )

L.2. It is possible, therefore, to imagine information flowing into the inter-

EEEC AR

s T SN

preter unit of a policeman, see fig. 5 each piece having a given value as determinsd
by the machine with all the information. BEecause of the policemant's limited memory
and lack of knowledge he will interpret the information he reczives differently azao
thus the output to the action selector unit will be different from the inpuc.
Theoretically we can define the value of each piece of information received in
terms of its pul rating using the concept of potential entropy outlined in ref.1.

It is to be noted that a machine with all the information can make tie most

accurate estimate of the probability and entropy inveived in contrast to the

ordinary policeman. Fig. 5 again shows diagremmatically a typical input and oubnur
of information, and it can be seen that the limitations of the human mind maxe the

typical information flow problems. !

h.3. .The performance of each policeman's interpreter upnit will be dependent upon
his +training, local knowledge, the type of locality in which he is workin:, & .. !

If he fails to detect a potentially valuible piece of information, he may well
neglect to perform a vital action. Also the performance of the syster, i.e. <
police force, will depend upon the judgements of its individuels. It is necz.sary,
therefore, for each policeman to be able to detect information which is of
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jmportance to one of his colleagues, and to transmit it to him as faithfully as
sousible. Fallure to do so will lecad to the system giving a non-optimum
performance.

Lok, To illustrote how the effectiveness of the interpreter unit can affect the
performance of the policeman as part of a communication network let us consider a
simple example, because the interpreter unit receives and transmits information
wpich can be measured in terms of pui, the situation is similar to that of general
comnunication theory wihere the elflect of interference in the system is measured by
means of its effect upon the rate of actual transmission, K, defined by

R = Bntropy of the Input - the entropy of the input when the output is Krown
sez rel. 2. This cauvation represents the amount of information transmitted
correched to take into account the amount of this information which is missing
in the received signal. Thus, if we assume that the input information can be
diviced into twio Zroups viz., a group with a high potential pui value and a group
with a low one where

P = probability that a piece of high pul value information is received

(, = probability that a piece of low pul value information is received

D = probability that a piece of high pui information is interpreted correctiy
g = probability that a piece of high pui information is invterpreted wrongly

pius the assumption that a piece of low pui information is always interpreted
correctly, see fig. 6 it can be shown that the rate of actual transmission for
such a policeman is given Dy

P

g
'R = ,_.( P ]_ogZP+Q lOoZQ) + quogz e + Qlogz (——“8;%? ) (6)
q 4 ’

This function is plotisd against q in fig. 7 for various values of P and Q. Frem
this figure it can be seen that the actual rate of transmission which representsthe
sugcess of a policeman as a receiver of information gathered during the course of

his work is closely dependent upon the probability that the interpreter unit will
miss a piece of high pui information.

L.5. 5o far in tuis section we have only considered the case of an individual
policeman. In practice, however, the police networik is composed of a number of
policemen backed up by library facilities such as C.R.0.s which can be interrcgeted
by policemen or their civilian associates. The flow of information in this case
tetween the outside world and the police network is shown diagrammaticaliy in

fig. Ba., where, for the sake of simplicity, the police force is assimed to con-
sist of three pcople, one of whom looks after the records. The diagram can easily
be generalized for a force of any size.

4.6, As stated earlier in this paper, the object of this flow of information is
to decrease the level of uncertainty or entropy which is associated with the
crimes comitted in the police district under consideration. The network is most
efficient when each member is able to interpret the information which reaches him,
to be in the position to collect the maximum amount of useful information and to
select the best action following the receipt of such information. For a small
copmunity like a small town, we can expect such a system to be reasonably catis-
factory because it is possible for man's interpreter unit to be able to cope
successiully with the information that reaches him. The trouble arises when the
size of the community develops and becomes a vast urban conurbation so that it is |
impossible for each policeman to receive, retain and use all the information which
he needs to interpret successfully the incoming information.

4.7. At the present time, the police service attempts to deal with this problem
by training men to make the best interpretations and decisions possible under the
circumstances. As far as the author is aware, no use is made of modern automatic
data processing equipment which can have vast memory stores, make interpretations
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and select destinations for the interpreted information in order to back up the
operational policeman., A possible nctwork incorporating such equipmnent is shown
diapgramnatically in fig. Lb In such a systan each man can communicate with the
computer directly.

4.8, If such equipment were to be introduced into the system, it would mean ‘
training men to use a mew set of decision rules as far as incoming information is ¢}
concerned. It is to be noted that the formation of intelligence sections is a g
first step in this direction using men as the computer. The introduction of
modern processing equipment has the advantage that it could cope with very much
more data than is the case at the moment. In such a system the object of the com-
puter would be to store and interpret information and then select the person or ’
persons to whom this interpreted information should be sent. In this way, it is
theoretically possible for men to receive information from the computer which they [

would recognize as having a higher pui value than that which would have been given
to it if the interpreting was only done by the men of the system themselves. 1In :
practice, however, there will be many occasions when a man must decide what action |
to take immediately after receiving it so that here a canputer will be of no value.
Further, it will be physically impossible for a computer to receive all the '
information which the police system receives so that decisions will have to be
made regarding what information should be sent to the computer. Also, it is
impossible for all police experience To be recorded in the computer so that its
power of interpretation will be limited and it may well be that, on many'occa51ons,
the policeman's interpretation willbe the better. However, the computer is a tool whic]
can handle vast quantities of data so that it has a potential.which would be usefull
to the police in their efforts to bring criminals to justice, Because of this
potential it is necessary'to determine how men and computers can best be integrated.
In other words, we must determine how computers can best be used in order to be of
greatest service to the police force,

5. Towards the Integration of Men and Computers

5.1, In order to be in a position to determine which is the best way to integrate
men and computers as well as to ensure that the combinaticn is being used most
effectively, it will be necessary to obtain data about all the various aspects of
the pronlem,

5.2. Firstly, we should study the input of information into the system, IHere it
will be necessary to ensure that each man who collects information from the out
world is used to the greatest advantage. Some examples of studies which could
valuable in this connection are:-

(&) how to allocate beat patrol-men to ensure that the chances of meeting
housebrezkers or possible house~breakers in transit are maximised ;

(b) now to reduce the time taken by the police to respond to emergency calls;

(¢) now to ensure that beat patrol-men are patrolling in the most effective
way, i.e. walking, bicycle, motor cycle or car;

(d) how to allocale resources most effectively, e.g. should opsrational
statistics be used as an aid to force deployment?

(e) the use of network techniques to increase cfficiency;
(f) the uce of infommers and whether it is profitalble to increase their niwiber;

( g) how to make policemen more crime mlnced so that they will become more
aware of events about them,

5.3. Such studies as those listed above are aimed at trying to ensure that as '
useful information as possible has a chance of getling into the police system. .-
next important problem which has to be studied is how to ensure that it is usec
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effectively once it is inside. To achieve this poal, it 15 necessary that such
jnfonmmation is interpreted correctly. This raises the question of how polic=zmen
should be trained, i.e. how should they be tauwsht to interpret information. A
possible start to this problem is to examine how the intrinsic value of the many
types of inlormmation which the police can receive have changed due to changes in
the nature of our society and environment, In other words what is being lost by
the devclopment of towns into urban conurbabtions.

5.4. ‘The next important problem which needs to be studied is that of how men
should be trained to decice upon which course of aclion they should take after
receiving each item of information. It is to be expected that with the introduc-
tion of-a ccmputer into the system a different set of 'rules! will have to be
adopted than those currently used. FPerhaps the major question that will have to
be answered is when should information be sent to the computer.

5.5 Very closely allied to this problem will be that of what specific jobs should
2 compuler be progranmed to tackle. In principle, it will be To store and
interpret informztion as well as select itrose noople to whom the information shoula
be sent. Its function is basically to ensure thal men receive information which
they can recognise as having a higher pul valve than would be the case withoul a
computer. In practice, ite usefulness will probatly be dependent upon the ability
of scientists and programmers to find suitalile tasks for it to do as well as on
the magnitucde of the probatle cost. On the type of task which the computer is
programmed to do will depend the type of information required from policemen,

Some examples of the sort of work which could be given to a2 computer are:-

{a) to analyse the contents of very large crimes where there are large numbers
of statements and a grest deal of detail in order to look for
inconsistencies; -

(b) to combine operational statistics with records, sociological and
criminological data to suggest suspects and predict future crimes:

(¢) to computerize the work of intelligence sections - not to reglace men but
to increase their power and scope;

(a) to advise policemen of the indentity of any suspicious persons which they
come into contact with during their work;

(e) to advise men on whether any car which they see is stolen;

(£) to compare S.0.C. marks with the large fingerprint refersnce coliection.

.

Only studies and experiments will show whether such ideas are worth the larre
expenditure which would be required to put them into general operationsl usz.
5+6. Lastly, it is important to remerber that desniife The introduction of zodern
equipment or increasing the size of forces, the success of criminal imvestizat
will) probably always be affected to some exbtent by the resiricilons piacer unch
the police by society. It may well be, therefore, that if society demens, a Iive”
level of success from its police force some of these restrictions woil Zsve n
relaoed.  The effect of relaxing some of the restrictions would &3lcv the ~~n”
to pain more information about & wider range of peovie Z.o. to inerezsz °
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91‘ A see para. 2.7. Fig. 3 shows that such ar increase would |
wsprovement in the value of some types. of information whice: the sc_a. o35 s
obtain. It is important that this aspect should be studied and ths proveilns

effccts of easing some of the less imrortant restricibions -ouimsted.

Yay 1966
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