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FOREWORD

The two principal investigators of the study reported herein were Sorrel Wild-
horn (study director) and James S. Kakalik. Members of the Los Angeles law firm
of Munger, Tolles, Hills, and Rickershauser conducted the analysis of the legalis-
sues, drafted Chapter X of this report, and contributed significantly to the suggested
policy and statutory guidelines.

Inquiries concerning this report should be directed to Sorrel Wildhorn at The
Rand Corporation. ' :
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PREFACE

1

This report is one of a series of five describing a 16-month study performed by

- The Rand Corporation under Grant NI-70-057 from the National Institute of Law

Enforcement and Criminal Justice (NILECJ), Law Enforcement Assistance Ad-
ministration of the United Siates Department of Justice.

The broad purposes of the study are essentially twofold. First, we seek to de-
scribe the nature and extent of the private police industry® in the United States, its
problems, its present regulation, and how the law impinges on it. And second, we
have attempted to evaluate the benefits, costs, and risks to society of current private
security and, as specifically requested by the NILECY, to develop preliminary policy
and statutory guidelines for improving its future operations and regulation. The
results of the study are intended for use by the private police industry and by the
governmental agencies that regulate it, as well as by the general public.

The five reports comprising the study are:

R-869-DOJ Private Police in the United States: Findings and Recom-
mendalions

This comprehensive summary report draws on informa-
tion contained in R-870-DOJ, R-871-1Cd, and R-872-DOJ
to develop the overall findings and recommendations of
the study.

R-870-DOJ The Private Police Industry: Its Nature and Extent

This descriptive report covers the nature, size, growth,
and operation of the industry and its personnel. It also
describes the resulis of a survey of private security em-
ployees.

R-871-DOJ Current Regulation of Private Police: Regulatory Agency

! Throtighout this study we have used the term private policeto include all privately employed guards,
investigators, patrolmen, alarm and armored-car personnel, and any other personnal performing similar
functions.




Experience and Views

Licensing and yegulation of the industry in every state
and several cities is described. This report also includes

.+ extensive data on regulatory agency experience, com-
plaints, disciplinary actions taken, and the views of 42
agencies on needed changes in regulation.

R-872-DOJ The Law and Private Police

This report discusses the law as it relates to the private
police industry. It includes a general discussion of the
sources of legal limitations upon private police activities
and personnel and sources of legal powers, and an exami-
nation of specific legal problems raised by these activities
and by the relationships between the users and providers
of private security services. The legal doctrines governing
particular security activities are evaluated and recom-
mendations for improvement are offered.

R-873-DOJ Special-Purpose Public Police

Descriptive information is presented on certain types of
public forces not having general law-enforcement respon-
sibilities. Thesz include reserve police, special-purpose
federal forces, special local law-enforcement agencies, and
campus police. These dats provide a useful context for
analyzing the role of private police.

SUMMARY

L

This report discusses and summarizes the findings and recommendations of a
broad study of private police in the United States. The study’s goals are b(?th descrip-
tive and policy-relevant. Its descriptive goals are to estimate the trends in resource

allocation to public and private security and to describe the structure, functioning,

and problems of the various types of private security forces. Its policy:relevant goals
are to evaluate, where possible, the benefits, risks, and costs to society of current

. private security arrangements, and to develop and evaluate alternative policy and

statutory guidelines for improving private security, with particular regard t‘o roles,
operation, conduct, licensing and regulatory standards, and legal authority and
constraints. .

A fundamental premise of the study is that private security services fill a per-
ceived need and provide clear social benefits to their consumers afxd, t? some exteflt,
to the general pubiic. Few would argue that, ceterus paribus, if prwate'secunty
services were drastically reduced or eliminatzd, reported crime, fear of: crime, and
prices of retail merchandise would rise. Thus, the thrust of the study be,.gms‘mth and
accepts this premise. The research then focuses on'examining alternative 'mcremer’z-
talor evolutionarypolicy and statutory guidelines that might improve the mdu.stry s
effectiveness and reduce the seriousness and prevalence of its problems, w1thou't
threatening its financial viability. That is, we have notattempted to build a theorfatl-
“cal economic and legal framework for analyzing the benefits and costs of radical
alternatives to current public and private policing arrangements.

Because of limited time and resources and the paucity of existing data and
analyses, we could not demonstrate beyond question the precise nature and degree
of effectiveness of current private security arrangements, the true prevalenc.e of the
industry’s problems and how they compare with similar problem.s attend.mg'the
public police, and the degree of effectiveness of our proposed remedies or g}ndelmes
for the operation and regulation of the industry. Our judgments regarding these
matters are based on available evidence and have been made in response to the sFudy
sponsor’s specific request that such guidelines be a product o‘f the stfxdy. Ce:rtam of
the guidelines imply added, but modest, monetary costs. If society decides to 1mpr0}ve
private security’s effectiveness and reduce the seriousness and prevalence of its
problems, the consumer of private security services probably will have to bear these

vii




modest additional costs. It must be emphasized that all the guidelines suggested in
this report should be considered tentative and in need of testing in actual operating
and regulatory contexts. Since all of the available data and analysis are included in
the five study reports, however, the reader may also formulate his own conclusions.

Over the past few years, the public police have received a great deal of attention
and serious study; the private police have not. But today, of roughly 800,000 public
and private security personnel in the United States, only half are public police
officers. And expenditures on public police {(counting the costs of security devices as
well as personnel) account for only roughly half of the $8.7 billion spent annually
on both public and private security.

Private security forces (guards, investigators, patrolmen, armored-car guards,
guards who respond to burglar alarms, etc.) perform a variety of legitimate security
roles; under current arrangements most of these roles are complementary (rather
than supplementary) to those of the public police.

With the possible exception of private investigators and security executives,

private security personnel are drawn from a different labor pool than are their

public police counterparts. Private guards and patrolmen, in particular, tend to be
older, less educated, much lower paid, and more transient than the public police.
And private security personnel receiveé almost no initial or in-service training.
On the basis of evidence from several sources, including surveys of private

security employees and of state and local regulatory agencies, interviews with
security executives, security agencies’ complaints and insurance-claim statistics,
court cases, and media accounts, it is abundantly clear that a variety of potential
and actual problems do exist with private security forces. But the evidence is insuffi-
cient to judge the precise extent of these problems. There are problems of abuse of
authority, such as assault or unnecessary use of force (with and without a gun), false
imprisonment and false arrest, improper search and interrogation, impersonation
of a public police officer, trespass, illegal bugging and wiretapping, breaking and

entering, gaining entry by deception, false reporting, and improper surveillance.!
There are problems of dishonest or poor business practices, such as inaccurate
reporting, franchising licenses, operating without a license, failure to perform ser-
vices paid for, misrepresenting price or service to be performed, and negligence in
performing security duties.

Current regulation and legal remedies need improvement. Licensing and regu-
lation of private security businesses and employees is, at best, minimal and incon-
sistent, and, at worst, completely absent. Sanctions are rarely invoked. Moreover,
current tort, criminal, and constitutional law has not been adequate-—substantively
or procedurally—to control certain problem areas involving private security activi-
ties, such as searches, arrests, use of firearms, and investigations. Finally, current

law has not always provided adequate remedy for versons injured by actions of
private security personnel.

! Many of these problems attend the public police as well, but the evidence is again insufficient to
judge their precise extent. Nevertheless, even though the actual relative prevalence of such problems

~ attending the public and private police is unknown, it is still useful to indicate policy guidelines for
improving the private police.
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I. INTRODUCTION

Over the past decade this nation has experienced a 120 percent rise in reported
Index crimes per capita.! With this sharp increase, fear of crime has become more
pervasive, and this fear has been further spurred by civil strife and disorder—riots,
bombings, political violence. One reaction has been to increase the resources devoted
to the public police; public law-enforcement personnel and expenditures per capita
increased 27 percent and 70 percent, respectively. Publicly employed guard person-
nel increaséd to the same extent. (Significantly, during the same time period, the
purchasing power of the dollar declined 21 percent.) Another reaction has been a
greatly increased investment in private security services and equipment, particu-
larly those which are purchased. In per capita terms, security equipment sales rose
approximately 120 percent; contract and security services expenditures and employ-
ment grew 170 percent and 130 percent, respectively. However, the number of
private security personnel employed in-house, i.e., outside the contract security
industry, remained relatively constant over the past decade.

Although the roles, effectiveness, and problems of public police in our society

- have received a good deal of attention of late, the private police have not been
studied in any comprehensive and systematic way. But lack of knowledge about
private police is only one of several valid reasons for studying them. There are two
spolar views of private security.

One holds that private security services (provided by high-quality personnel

. and equipment) effectively complement the public police by providing security and
other related services in areas and situations where the public police do not—either
because public police are not.given adequate resources or because they are legally
constrained from doing so. This view alsc holds that current controls and regulation
are adequate, since private police seldom abuse their powers. The other view holds
that the private security “industry” feeds on fear and provides ineffective security
services by untrained, low-quality personnel who are a potential danger to the public
and who, in fact, abuse their limited powers. This view also holds that current
contrels' on, and regulation of, private police are inadequate. Thus, another reason

! The Index crimes are murder, rape, aggravated assault, robbery, luzrglary, larcency ($50 and over
in value) and auto theft. Data in this paragraph are derived from companion report R-870-DOd,




for studying private police is to examine the extent to which each of these polar
views reflects reality. The most important reason for undertaking this research,
however, is to help provide a basis for improving the effectiveness of private police,
while reducing their potential for abusing their powers.

GOALS

This study has both policy-relevant and descriptive goals. It is intended to pro-
vide results that wiil be useful to the private police industry, the governmental
agencies that regulate it, and the general public as well. The descriptive goals are:

o To estimate the trends in allocation of resources to private security, tc ihe
local public police, and to “special-purpose” public police in the United
States, in terms of expenditures, employment, and equipment.

e To describe the current structure and functioning of the various types of
private and special-purpose security forces, with particular emphasis on
roles and functions; organizational structure; operations; personnel char-
acteristics such as background, experience, training, earnings, transiency,
and unionization; legal powers and restrictions; state and local licensing
and regulation; and the interaction between private and public security,
forces. _ :

o To describe the problems and potential abuses in private security from
several viewpoints—those of security executives, security workers, regula-
tory agencies, and the public.

The policy-relevant goals are:

» To evaluate, when possible, the benefits, costs, and risks to society of cur-
rent private security arrangements.

« To develop and evaluate alternative policy guidelines for the regulation
and operation of private security forces with regard to roles, licensing,

personnel standards and training, conduct and operating procedures, legal .

authority and constraints, and criminal, civil, and administrative sanc-
tions.

» Based on the above preliminary evaluations, to recommend policy -and

statutory guidelines capable of improving the future operations and regu-
lation of the private police.

SECURITY SERVICES

Public and private security forces are highly diverse. They may be categorized
in several ways: by who employs them—a public agency or a private business,
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institution, or individual; by the degree of police powers they possess; or by the
functions they perform. In this report we utilize all three ways of categorizing

". security forces, as appropriate to the discussion at hand. The terms private police

and private securily forces and security personnel are used generically in this report
to include all types of private organizatiens and individuals providing all types of
security-related services, including investigation, guard, patrol, lie detection, alarm,
and armored transportation.

Public police employed by local agencies of government, such as cities and
counties, have full peace-officer status and are responsible for enforcing allstate and
local laws in their jurisdiction.

There are a variety of law-enforcement personnel employed by federal, state,
and local agencies who possess varying degrees of peace-officer powers. Generally
they are responsible for enforcing a specific set of laws or are limited to very specific
jurisdictions, or both. Some security forces employed by local, state, or federal
agencies have few or no police powers. At one extreme are guards who are employed
by or hired from contract security agencies to work in various governmental agen-
cies; some have no police powers at all, some have very limited police powers. At the
other extreme are “‘special-purpose” public police, such as the New York City
Transit Police, the New York City Public Housing Authority Police, and campus
police at some state universities. These forces have full police powers, but they work
primarily in subways, in public housing projects, and on campuses. Between these
extremes are various public police forces having limited power, who work for public
agencies such as airports, harbors, parks, sanitation departments, and building ‘
departments, or who work for state or suprastate agencies, such as the Port Au-
thority of New York. In this study such police organizations are represented in the
category of “special-purpose” public police. This refers to all police with at least some
peace-officer powers, who work for public agencies but are not regular city police or
regular county sheriffs. In this category, too, are the reserve pohce in some municipal
and county sheriff police departments. ‘

Within the private sector there are a variety of security forces. They are either’
contract forces providing security services for a fee, or in-house forces, not forhire,»
providing services exclusively for the business institution or individual that employs
them. Contract security agencies provide one or more of the following personnel
services: guard; roving patrol (on foot or in cars); armored-car escort; central station
alarm; and various investigative functions, such as credit, insurance, and preem-
ployment background checks, and investigations in connection with civil and crimi-

" nal court proceedings. Guard, patrol, investigative, and alarm services are also

provided by in-house forces. Both types of security personnel are utilized by a wide
variety of consumers, including individual citizens, banks, retail establishments,
insurance compantes and other financial institutions, hospitals, industrial firms,
educational institutions, and apartment houses, and at recreational events. Most
private security personnel have no peace-officer powers.

In sonic cases the public and private sectors overlap. A small fraction of the
privately employed security personnel, which we shall call special police, are
granted either full or limited public police powers by virtue of being deputized or




commissioned by local police or state agencies. The police powers of these special
forces generally may be exercised only while on duty at a specified gecgraphic
location, such as their employer’s or client’s property. Another not uncommon
situation is fof public policemen to accept supplementary second jobs as private
security personnel. These moonlighting public police generally retain their full
police powers even while working for the private employers.

A much more detailed taxonomy and description of the various types of private
and public security forces appears in companion reports R-870-DOJ and R-873-D0OJ .2

SCOPE AND PREMISES OF THE STUDY

All types of private-sector crime-related security forces are within the scope of
this study. These include both contract and in-house guards, patrolmen, investiga-
tors, alarm personnel, armored-transport personnel, and all other privately em-
ployed persons and organizations performing similar functions. Public-sector
security forces are considered insofar as they interact with private forces and pro-
vide a context in which the private forces may be studied.

The primary focus is on matters relevant to private security personnel. Security
equipment is treated separately from personnel only to the extent of estimating
gress expenditure trends by broad equipment category.

Excluded from the scope of this study are regular military security forces, the
National Guard, community vigilante groups, and politically or ideologically ori-
ented groups such as the Black Panthers, Minutemen, and Weathermen. Also ex-
cluded are organizations and personnel whose sole responsibilities are to provide
security from fire and other noncriminal sources of injury.

The scope of alternative policy and regulation guidelines considered ranges
from statutory controls to those which would be voluntarily implemented. Alterna-
tive sources of limitations on the private police include tort law; constitutional law;
criminal laws controlling private activities; laws, regulations, and ordinances spe-
cifically regulating the private security industry; and laws specifically regulating
private security functions performed either by private police or by any private
citizen. In brief, we have sought to consider all classes of alternative guidelines.

The scope of this study does not include building a theoretical economic and
legal framework for analyzing the benefits and costs of a variety of radical alterna-
tives to current public and private policing arrangements. Limited resources, lim-
ited time, and a serious paueity of data relevant to gauging benefits or effectiveness
were the major reasons for limiting the study’s scope to evolutionaryor incremental
changes in the current private security industry. Thus, we have not analyzed each
function or role of private and public policing to determine whether, on balance, the
relative costs and benefits suggest that specific functions should be performed pri-
vately or publicly.® Rather, the alternative guidelines considered were within the

2 A list of the reports in this series is given in the Preface.

3 For example, at least one city government is currently giving consideration to providing some, or
even all, of the police services privately.

context of current arrangements, whereby certain services are provided publicly
and certain services are provided privately.

A fundamental premise of the study is that private security services fill a per-
ceived need and provide clear social benefits to their consumers and, to some extent,
to the general public. Few would disagree with the argument that, ceterus paribus,
if private security services were drastically reduced or eliminated, reported crime
and fear of crime would rise. The reader should not infer from the disproportionate
space devoted to discussions of problems as compared to effectiveness or benefits that
we eschew a balanced assessment of benefits and costs. The thrust of this study
begins with and accepts the premise that private security provides significant social
benefits. The research then focuses on examining alternative incremental policy and
statutory guidelines which might improve the industry’s effectiveness and reduce
the seriousness and' prevalence of its problems, without threatening its finan:.'al
viability. Because few data and analyses exist that are relevant to gauging effect:ve-
ness in objective quantitative terms, this study could not demonstrate beyond ques-
tion the precise nature and degree of the benefits of private security. Similarly, the
data presented and the analysis of the industry’s problems do not demonstrate
beyond question the true prevalence of the problems we know exist, nor could we
compare the public and private police in these terms. In addition, our discussion and
evaluation of the alternative policy and statutory guidelines does not demonstrate
beyond question the degree of effectiveness of the remedies proposed for the opera-
tion and regulation of the industry. These judgments were made on the basis of the
available evidence in response to the study sponsor’s specific request that such
guidelines be a product of the study. Because all of the evidence collected and the
analyses performed are presented in the five study reports, the reader has all the
information that was available to the authors and is free to draw his own conclu-
sions. In any event, all of the guidelines presented here should be considered tenta-
tive and in need of testing in actual operating and regulatory contexts.

Certain of'the guidelines imply added, but relatively modest, monetary costs. In
the end, if society decides to improve private security’s effectiveness and reduce the
seriousness and prevalence of its problems, the consumer of private security services
probably will have to bear these additional costs (just as the buyer of new cars will
bear the additional costs implied by improved safety standards or by stricter ex-
haust-emission standards).

RESEARCH APPROACH AND INFORMATION SOURCES

Since information and description must precede analysis and recommenda-
tions, we began this study by obtaining data and suggestions from many sources
including books, articles, reports, laws, court rulings, financial and insurance indus-
try data, census and labor statistics, public law-enforcement officials, private
security industry executives, “company privileged information” files, private
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security employees, and officials and files of agencies that regulate the private
security industry.

In developing guidelines our approach was “policy analytic.” We analyzed each
proposed alternative policy or statutory guideline in terms of both its potential
benefits and its potential costs to the public, the consumers of private security, and
the providers of security services. To a large degree, 1he breadth, depth, and relative
emphasis of our analysis were influenced by the kinds of information available and
the cost of obtaining new information. Where sufficient evidence was not available
to support a policy guideline, we have generally refrained from making a firm
recommendation. Rather, we have indicated the new data needed to analyze that
specific guideline.

The interdisciplinary study team was composed primarily of systems analysts
and lawyers with experience in criminal justice. The study findings and recommen-
dations were reviewed by a variety of people, including an economist, a political
scientist, several lawyers, a retired public police official, two state regulatory agency
directors, and high-level executives of four major private security organizations. Not
everyone consulted agreed fully with the recommendations, but many of their com-
ments influenced the results. Wherever possible, we have endeavored to present
opposing opinions and arguments, so that the reader may more easily interpret our
findings in the light of specific local situations.

It is fair to observe that readily available published data and information con-
cerning private police, and related matters, are incomplete, fragmentary, generally
highly aggregated, or exhortatory in nature. In amassing this information, we found
no existing comprehensive description of the nature and extent of private security
forces. We explored all relevant, major information sources and amassed and
analyzed most, if not all, of the available data.

In estimating nationwide expenditure and employment trends in private and
public security we relied on a variety of published documents, since the cost of
conducting a new survey or census is proh:bitive. Publications of the U.S. Census
of Governments provided such informatiun for public police at federal, state, and
local levels. The Census of Population provided employment trends as well as trends
in earnings, age, sex, race, and education of personnel in private and public security
occupations. The Census of Business provided employment and sales trends in the
contract private security sector. Publications of the Bureau of Labor Statistics (BLS)
provided trends in employment in the private and public security sectors by broad
industrial category; the BLS also provided estimated employment figures for 1975.

Nongovernmental publications were also useful. Reports by brokerage firms
such as Burnham and Company and Bear, Stearns and Company provided detailed
information on sales and earnings of the large, publicly held contract security firms.
A report on private security services and equipment by a private research firm,
Predicasts, Inc., provided useful estimates of empioyment and expenditure trends
into the late 1970s. ‘

Fine-grain expenditure and employment data, by small or large geographical
area, by type of security occupation, by type of premises secured, and by supplier
(i.e., in-house or contract agencies), are simply not available. For example, on the

basis of published information, it is impossible to derive reasonably precise answers

~ to the following sorts of questions: How many bank guards are employed in the

United States? What proportion are in-house or contract guards? What are the
characteristics of the personnel, and what is their total cost? How many private
guards are employed in a specified city? How many security personnel are employed
at retail establishments? What proportion are in-house or contract guards, detec-
tives, and undercover agents? The situation regarding information on special-pur-
pose public police is even more dismal. Although employment data and some ex-.
penditure data zre available regarding law enforcement in the various federal
agencies, this is not the case at state and local levels. It is presently not possible to
estimate nationwide figures for airport police, police in state or local parks, police
at public institutions of higher learning, and so on.

In describing the current structure, functioning, snd problems of private
security forces we relied on four broad sources: (1) published information; (2) face-to-
face interviews with executives and managers in a modest sample of private security
organizations, insurance organizations, guard unions, public police agencies, and
state and local agencies that regulate the private security industry; (3) responses to
a survey guestionnaire by several hundred private security workers; and (4) re-
sponses to a survey questionnaire by state and local agencies that regulate and/or
license private security businesses and personnel.

Published information utilized included two surveys of several hundred private
firms that use security services (conducted by the American Society for Industrial
Security), four survey reports on campus policing, Congressional Hearings on the
Impact of Crime on Small Business and on Fair Credit Reporting, and The Report
of the President’s Commission on Campus Unrest, as well as several books and
hundreds of articles in newspapers, rmagazines, and journals. In summarizing how
private security is currently regulated, we consulted state and local licensing laws
and administrative regulations. .

In face-to-face interviews, executives of private security organizations were
quite cooperative and candid in discussing many topics such as organization, struc-
ture, operations, personnel, and problems in the industry. Although many in-house
organizations and many contract guard or investigative agencies provided us with

“ their training material for guards, none was willing to provide training materials

for investigators and undercover agents. Also, several firms would not even meet

~ with us. Private security firms interviewed included the three largest and four

moderate-size contract security agencies (including two purely investigative agen-
cies), five in-house organizations {(one industrial, one research, one bank, one large
hotel, and one large retail store), one very large central station alarm firm, and one

\ private patrol operator,

Executives in insurance organizations, including two insurance companies, the
Insurance Rating Board, the National Insurarice Actuarial and Statistical Associa-
tion, and the Surety Association of America, were interviewed to explore the extent

~to which differential crime insurance rates reflect differences in effectiveriess of

private security programs and how they affect demand for private security ser-
vices. Interviews were also conducted with officials of the American Society for
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Industrial Security, the International Association of Chiefs of Police, and Under-
writers Laboratories, Inc.

Officials,in special-purpose public police organizations were also interviewed,
these organizations included a sample of seven federal law-enforcement agencies,
the General Services Administration (which provides government guards at many
federal buildings and installations), the New York City Transit Police, the New York
City Public Housing Authority Police, and one state university. These officials, too,
were very cocperative and candid.

In attempting to assess potential problem areas in private security, we utilized
several additional approaches. First, we surveyed by questionnaire several hundred
guards, investigators, patrolmen, and central station alarm respondents. The ques-
tionnaire was designed to test their knowledge of their legal powers, to test their
judgment in several hypothetical situations, and to elicit from them the frequency
and nature of incidents in which they or other security employees had overstepped
their authority or had been threatened with lawsuits as a result o?xtheir actions.
Cooperating organizations included five contract security agencies (two large, one
medium, one small), one government employer of guards, one guard union, one
private patrol operator, one large central station alarm firm, and four firms with
in-house security (one bank, one retail store, one research firm, and one manufactur-
ing firm). Two of the four largest contract security agencies were willing to cooperate
by asking a random group of their employees to voluntarily complete the question-
naire. ,
We also attempted to collect reliable statistics regarding complaints, insurahce

claims, lawsuits, and criminal charges brought against contract security firms and
employers of in-house security personnel. Again, enly one of the three largest con-
tract security agencies was willing and able to supply those data.

A third approach was to seek incidents reflected in criminal and tort-case law
that illustrated some of the potential problems and sbuses. A fourth approach was
to survey by questionnaire the public agencies which regulate private security. All
states and a'sample of cities were surveyed regarding the nature and frequency of

- —complaintsagainst private security firms-and individuals, the relative importance
of the various problems, and disciplinary actions taken by the agencies. Over 50
percent of those surveyed completed the 20-page questionnaire.

In all interviews and in both types of mail surveys, respondents were asked to,
and often did, offer suggestions for improving various aspects of private security.

A GUIDE TO THIS REPORT

This report discusses all of the study findings and recommendations regarding
privatesecurity. Special public police forces are discussed separately in a companion
report,* which considers municipal (reserve) public police forces, campus policing,

* R-873-DOJ.

[SaEIH]

several federallaw-enforcement agencies, and two special local public police organi-
zations.
Chapters II through VIII and Chapter X essentially summarize the in-depth

~ research reported in the other three companion reports.> Chapter II examines the
- extent of private security forces and discusses the factors spurring growth in the

private security industry. Chapters III and IV discuss how the roles and functions

- of security and policing are currently performed by the private and public sectors,

_ how they interact, and the extent to which they are complementary or competitive.
- Chapter V discusses the measurement of effectiveness of private security. Chapter

. VI examines the personnel who work in private and public security. Chapter VII

discusses training of private police—or, more accurately, the virtual nonexistence
of meaningful training programs. Chapter VIII summarizes current licensing and
regulation at the state and local levels, including the experience, views, and recom-
mendations of the regulatory agencies. Chapter X® summarizes our work 'on how the
law impinges on private security.

Chapters IX, XI, and XII essentially synthesize the study findings, present the

- underlying rationale for our policy suggestions, and outline needed work. In Chapter
. IX we compare and synthesize all of the information collected about the various

potential problems in private security. An assessment is made of which problems

- seem to be most serious or prevalent. Chapter XI presents our policy and statutory

guidelines, together with the underlying rationale and analysis. Finally, in Chapter
XII we outline the kinds of studies, experiments, and activities that should be

- conducted in the future.

Much of the supporting analysis and detailed information used in arriving at

" the findings and recommendations of this study is presented in the four companion

- reports described in the Preface.

* R-870-DOJ, R-871-DOJ, and R-872-DOJ.
) ¢ This chapter was drafted by the staff of the Los Angeles law firm of Munger, Tolles, Hills, and
Rl_ckershauser, and it summarizes their basic legal analysis contained in R-872-DOJ. They also con-
tributed significantly to the policy and statutory guidelines suggested in Chapter XI of this report.




II. THE EXTENT AND GROWTH OF SECURITY FORCES *

EXTENT

Crime-related public and private security services absorb considerable re-
sources. In 1969, over 800,000 people were security workers, and well over $8 billion
was devoted to security services and equipment, i.e., 0.85 percent of the Gross
National Product. One in every 100 persons in the civilian labor force, or one in
every 250 persons in the entire population, was employed in security work, and over
$40 per capita was spent on security.

Table 1 displays a summary of resources devoted to security in the United
States during 1969. In the public sector, 395,060 persons (49 percent of all security
personnel in the United States) were employed as policemen or detectives at all
levels of government, and about 120,000 (15 percent)'worked as government guards
or watchmen. The remaining 290,600 (36 percent) were employed in the private
sector. Most of the latter (260,000) were private guards or watchmen; the remainder
(32,000) were private detectives or investigators.

Thus, the ratio of total private-sector crime-related security personnel to total
public-sector law-enforcement and guard personnel was about 4 to 7. Or, if govern-
ment guards are included with the private security forces, because most guards and
private investigators do not have public peace-officer powers, the ratio of security
personnel with peace-officer powers to those without was about 1 to 1. That is, about
36 percent of all security personnel were ernployed in the private sector and about
64 percent were in the public sector; but counting government guards in the non-
peace-officer category, about half of all security personnel have full police powers
and half do not.

In 1969, between one-fourth and one-third of all privately employed guards and
investigators worked for contract security firms; the remainder were in-house em-
ployees. In 1967, there were over 4,000 private establishments® providing contract
guard and investigative services, but four firms (Pinkerton’s, Burns, Wackenhut,

! This chapter summarizes some of the information given in R-870-DOJ, The Private Police industry:
Its Nature and Extent.

t A Census Bureau term basically meaning a physical location from which business is conducted.
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Table 1

SUMMARY OF ESTIMATED PUBLIC AND PRIVATE SECURITY FORCES AND EXPENDITURES
IN THE UNITED STATES IN 1969 '
(N/A indicates data not available)

Numbers of People Expenditures {($ millions)
Total
Type of Security Personnel Security Total Payroll Expenditures
v or Organization Personnel Employment Expenditures| or Revenues
Publi¢ Law Enforcement
Local police (city, county, township) 324,0002 432,000b 3,040¢ 3,326b
Reserve local police N/A N/A N/A N/A
Special local law-enforcementy agencies N/A a N/A N/A N/A
State police or highway vatrol 39,000 b c b
Special state law-enforcement agencies N;Ad }SA,OOOb d 455 }621
Federal law-enforcement agencies N/A 36,000 344¢ 492b
Total Public Law Enforcement 395,000° 523,000° 3,839° 4,430° *
Public (Government) Guaxds .
(all goveraments) 120, 000% N/A N/A ~1,000
Total Public Secter
(police and guards) 515,000 K/A N/A ~5,400
Private Sector Security
In-house detectives and investigators 23,900° N/A N/A N/A
In-house guards 198, 500% N/A N/A N/A
Subtotal in-house gecurity 2224400% N/A N/A ~1,600f
Contract detectives 8,100¢ N/A N/A N/A
Contract guards 59,400 N/A N/A N/A
Subtotal contract guards and detectives 67,500° ~110,0008 43sh 620t
Patrolmen in contract agencies N/A N/A N/A
N/A (included (included
(included in contract in contract
in contrect guards) h guardg)
Armored-car services guards) 10,0008 73 1283
Central station alarm services N/A N/A 120k
(included
in contract
guards)
Total Private Sector 289,900% N/A N/A ~2,500
Security Equipment N/A N/A N/A ~800
Grand Total 804,000 N/A N/A ~8,700

a . N
Sources: FBI, 1969 Uniform Crime Reports, and telephone conversations with personnel at Interna-

tional Association of Chiefs of Police., Figures are for sworn officers.

Local police total shown

includes 287,000 sworn officers in cities and suburbs and 37,000 officers in county sheriff depart-

ments® State figures include state police and state highway patrol officers.

b . . .
Source: Expenditure and Employment Data for the Criminal Justice System 1968-69, LEAA, U.S. De~
partment of Justice, December 1970. Expenditure data are for FY 1968-69, and employment data are

for October 1969,

¢
Source: Bureau of the Census publications (Census of Govermments for various years, Public Em-

LR

ployment in 1968, and Governmmental Finances).

dThe 36,000 federal law-enforcement employees include all employees of only five agencies: FBI, '
Secret Service, Immigration and Naturalization Service, Bureau of Narcotics and Dangerous Drugs, and
Bureau of Customs. But only a fraction of these employees are actually investigators or law-enforce-
meng officers with police powers. From Hearings of the Committee on Government Operations, Unmet
Training Needs of the Federal Investigator and the Consolidated Federal Law Enforcement Training
Center, House Report No. 91-1429, U.S. Government Printing Office, 1970, it is estimated that the
federal government's investigative force exceeds 50,000 employees.

e
Source: Burean of Labor Statistics publications and unpublished data. Excludes part-time em-
ployees unless their primary occupation is security-related.

£
This estimate derives from two sources: Predicasts, Inc., and a Rand estimate, both of which
are discussed in Chapter IV of R-870-DOJ. : ’

8Sources: 1967 Cenbus of Businega: County Businesg Patterns for 1968 and 1963. Includes part-
time employees, See footnote e above.

Assuming payroll is 57 percent of revenues, as estimated in the 1967 Census of Busineas.

Source: 1867 Census of Buginegs data extrapolated to 1969,Autilizing revenue growth ratios equal
to those aqhieved by large contract detective agencies and protective service firms.

3 .
Source: 1967 Census of Business data extrapolated to 1969, using revenue growth rates equal to
those achieved by large armored-car firms.

k
Source: Predicasts, Inc., Special Study 56, Security Systems, 1970.




and Globe), with less than 6 percent of all establishments, accounted for half the
revenues. In 1967, the average guard and investigative service agency had 1.1 estab-
lishments and receipts of $104,000, employed 22 persons, had average receipts per
employee of $4,800, and paid out 70 percent in wages.

The 1968 markes breakdown for sales of private security equipment and ser-
vices is estimated at about 35 percent financial, commercial, and retail; about 50
percent industrial and transportation; about 18 percent institutional; and only 2
percent consumer (i.e., private persons, residences, and automobiles).

The 1967 in-house private security employment breakdown by industry cate-
gory was as follows: 46 percent in manufacturing; about 5 percent in agriculture,
forestry, fisheries, mining, and construction; 12 percent in transportation, communi-
cations, and public utilities; 3 percent in wholesale and retail trade; 9 percent in
finance, insurance, and real estate; and 21 percent in services (not including contract
security firms). Educational services alone (grade schools through universities) ab-
sorb about 7 percent of all in-house guards plus some unknown fraction of all
contract guards.

Expenditures on public law enforcement were over $4.4 billion, excluding ap-
proximately $1 billion spent on government guards and watchmen. In the private
sector, expenditures were $2.5 billion on security services plus an additional $800
million on security equipment, or a total of $3.3 billion. Of the $2.5 billion expended
in 1969 for security services within the private sector, about $1.6 billion was spent
for in-house guards, police, and investigators. About $620 million was spent for
private contract guard and investigative services, while about $128 million and $120
million were expended for armored-car and central station alarm services, respec-
tively. In total, expenditures on public and private security were about $8.7 billion.

NATURE OF GROWTH

Between 1960 and 1969 the number of public law-enforcement personnel em-
ployed at all levels of government grew 42 percent, while popuiation grew 12 per-
cent.® During that period, publicly employed guards increased at the same rate as
public law-enforcement personnel. But the overall increase in privately employed
guards, watchmen, and investigators was only 7 percent (guard and watchman
employment grew 6 percent, while detective and investigative employment grew 19
percent).*

Public law-enforcement expenditures during the 1960-1969 period enlarged by
90 percent, while the pufchasing power of the dollar declined 21 percent. Although
comparable figures for expenditure growth in private security are somewhat unreli-

¥ See Chapter IV of R-870-DOJ for the derivation of the data in this section.

* These increments do not include changes in the number of part-time private security guards a_nd
detectives. Part-timers account for béetween 20 and 50 percent of employment in major contract security
firms, but the corresponding fraction in smaller contract firms, as well as in the in-house private sector,
is unknown.
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able, the most credible estimate places growth over that same period at approxi-
mately 150 percent. Since private-sector employment grew only 7 percent, the large
expenditure growth appears to be due mainly to growth in security equipment
revenues and to increases in wage rates and other costs,

While the total number of private guards and investigators grew slowly during
the 1960s, the contract segment grew rapidly, almost doubling between 1960 and
1969. In contrast, employment of in-house guards and investigators may have de-
clined slightly over that period. Whether viewed in terms of revenues or expendi-
tures, growth in private contract protective services (guards, investigators, armored
car, central station alarm) averaged 11 to 12 percent per year. In terms of employ-
ment, receipts, and number of establishments, this sector grew more than twice as
fast as the service industries in general, themselves a rapidly growing sector of the
economy. .

The contract security industry that provides guard and investigative services
may be characterized accurately as a rapidly expanding industry which is domi-
nated by a very few large firms, but which includes several thousand very small
firms as well. In recent years, the large firms have been increasing their share of
the market, as Table 2 illustrates.

The growth of the contract security industry is much more rapid than that of
either total private security or in-house security, so that the contract security indus-
try continues to capture an ever-increasing fraction of the total. Why? The oft-cited
explanations are that contract security services imply to the client such advantages
as the following: lower cost (by about 20 percent); administrative unburdening (no
need to hire, equip, train, etc., the security staff); flexibility in scheduling of relief
manpower (in times of sickness, vacation, peak loads); and less involvement between
security employees and regular employees (i.e., more impartial security employees).

REASONS FOR GROWTH

. Growth in public police expenditures and employment is generally assumed to
be a “cost” of rising crime rates; while some persons point out that crime reporting
may be improving over time, few dispute the thesis that the actual crime rate has
risen, as have property losses and the fear of crime.® However, some observers have
claimed, for example, that allof the increase in local public police budgets between
1900 and 1960 could be “explained” without referring to increases in reported crime,
the explanatory factors being growth in infiation, popualation, number of registered
motor vehicles, and urbanization.® If, in addition, public police “productivity”? did

* The June 1971 Harris Poll reported that 55 percent of the 1,614 households polled during the month
were “more worried about violence and safety on the streets” in their own community, as compared to
a year ago. See Security Systems Digest, July 7, 1971, p. 7.

¢ See, for example, David J. Bordua, and Edward W. Haurek “The Police Budget's Lot,” American
Behavioral Scientist, May-August 1970, pp. 667-680.

? The nature of the relationship between crime or crime rate and police action is largely unknown
at this time.
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Table 2

REVENUE TRENDS OF LARGE PUBLICLY OWNED PRIVATE PROTECTION FIRMS?

Comp. Annual .
Revenue ($ millions) GrgggE_ESCg
Firm 1963 | 1964 | 1965 | 1966 | 1967 | 1968 | 1969 | (% per year)
‘ Guard and Investigative Services
Pinkerton's, Inc. 42,7 | 64,1} 66,7 | 71.3| 82.8 | 99.4 |120.5 15.8
Wm, J. Burns Intl. Detective Agency, Inc, 41,0 | 43.2 | 48.2 | 55.9 | 66.5 | 82.8 [ 97.1 19.0
Wackenhut Corporation 9.6 | 10.8 | 17.8 | 22.4 | 29.0 | 36.7 | 48.5 28.4
Walter Kidde and Co. (Glebe Security
Systems)b veve | wees | 2208 | 25.3 | 29.0 | 39.4 | 46.3 19.4
taker Industries, Inc. (Wells Fargo
Security Guard)® cene | eann 3.3 | 5.8 8.1 11.7 | 15.8 45,54
Total 93.3 |118.1 }158.8 }180.7 | 235.4 |270.0 |328.0 e
Industrywide total 289 [ ... 0 ... | .... 4458 |[s30f (6208 ceas
Percent of industrywide total 36 e e vees | 51 51 53 cees
Central Station Alarm Services
American District Telegraph Co. 70.9 | 74.9 | 78.7 | 81.8| 87.4 | 93.3h| g97.2h 5.5
kaker Industrles, Inc., (Wells Fargo
alarm Servizes) veee | weno | 3030 5.8 B.1 ] 11.6 | 13.6 45,54
Holmes Electric Protsctive Co. e cens veee cene e 15.0 | 17.5 e
Total 70.9 74.9 82.0 87.6 95,5 |119,9h[128,8h Ve
Industrywide total sof | .... cens N v 1105 | 120f i
Armored-Car Services
Brink's, Inc. e voes | 40.6 | 44.5 | 48.9 [ 56.7 | 64.0 12.1
Baker Industries, Inc, (Wells Fargo
Armored Service)l R 2.6 | 4.7 6.6 9.8 | 13.0 45,51
Loomis e N 6.1 7.1 8.3 10.0 12.7 20.6
Total caen ceee | 49.3 | 56.3 | 63.8 | 76.5 | 89.7 e
Industrywide total 67.3¢ .... | 87.0h| .... | 90.6¢|115.00| 128k cees
Percent of industrywide total ceens caen 57 cees veese 67 70 P

“®pata in this table have not been adjusted to compensate for the reduced purchasing power of the
dullar over time; between 1959 and 1965, that purchasing power declined about 8 percent, while it de-
clined an additional 14 percent between 1965 and 1969.

bGuard services and equipment only.

“Wells Fargo Security Guard Group only (part of Wells Fargo Protective Services Division). Data
prior to 1968 assume that the Securidty Guard Group revenues are 27 percent of total revenues of Baker
Industries, Inc.

dAnnual growth rate for entire corporation. Total income was $54.9 million in 1969 and $11.9 million
in 1965. The large growth rates were due, in part, to acquisitions.

eSource: Census of Business, op. cit,
fSource: Predicasts, Inc., op. cit,

ESource: 1967 Census of Business data extrapolated to 1969, using revenue growth ratios equal to
those achieved by large contract guard and investigative agencies.

hAL least 80 percent of the ADT total revenues are attributable to central station alarm services.

doy s
Wells Fargo Alarm Sexvices Group only (part of Wells Fargo Protective Services Division). Revenues
prior to 1968 are assumed to be 27 percent of total revenues of Baker Industries, Inc.

jWells Fargo Armored Service Group only (part of Wells Fargo Protective Services Division). Revenues -
prior to 1968 are assumed to be 22 percent of total revenues of Baker Zndustries, Inc,

kSource: 1967 Census of Business data extrapolated to 1969, using revenue growth ratios equal to -
those achieved by large armored-car firms.
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not change materially during that period, an inference that public police are in-
creasingly ovérburdened (in terms of anticrime activities) would be reasonable. As
a consequence, the demand for supplementary private security services and equip-
ment should rise,

But there may be additional underlying factors generating increased demand
for private security. Most observers would include some or all of .the following:

Increasing business losses to crime ($3 billion in 1968).

Insurers raising rates or refusing coverage, so that security measures are
used increasingly as a substitute for insurance,

Insurers requiring the use of certain private security systems or granting
premium discounts when certain private security measures are used,
The federal government’s need for security in its space and defense activi-
ties during the past decade and, more recently, the need for security
against air hijackings, violent demonstrations, and bombings of federal,
étate, and local government facilities.

The basic business trend toward purchases of specialized services, which
may contribute to the growth of the contract security forces.

The nation’s growth and advancing state of the art in electronics and other
scientific areas, which has sparked new and distinct manufacturing bran-
ches of several protection companies, providing greatly improved security
devices, especially for intrusion detection. _

The general increase in corporate and private income, which has resulted
in more property to protect and, at the same time, more income to pay for
protection.
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III. PUBLIC AND PRIVATE FORCES—COMPLEMENTARY
OR COMPETITIVE? '

THE PUBLIC/PRIVATE ISSUE

The issue of what levels and types of police services are to be provided at public
expense to different segments of the population is extremely complex and sensitive.
The answer has varied markedly over time. Presently, greatly differing amounts of
public police services are provided in different cities, and even in different areas
within single localities. These variations over time and geography might be ex-
plained by changes in the needs for public police services, the demands for police
services, the beliefs of political and police decisionmakers, the public ability to pay
for quality public police service, and/or the nature, quality, and cost of th‘e private
police forces operating in the community. Consideration of these criteria (?f‘ eﬂ.i-
ciency, need, and social welfare might reveal that unequal provision of services Is
appropriate.

Since decisions about the appropriate allocation of public and private police
(i.e., the public/private police issue) depend on local situations, we shall not attempt
to make specific recommendations here; our intent is, rather, to present some o_f Fhe
conceptually important subissues that should be incorporated into the decision
process.

Economic theory holds that services provided by the government (in contrast to
those provided privately) generally have one or both of the following characterist%cs:
(1) widespread benefits to the public, some of whom may consume without paying
for the service; (2) sufficient economies of scale that a natural monopoly situation
exists.?

The usual prescription for the first case, where some individual citizens con-
sume the service without paying, is public ownership and production of the service,

U A more detailed discussion of the material in this and the next two chapters appears in Chapter
VI of R-870-DOJ. ‘ i .

® Gince costs decline as volume incieases, competition among firms would lead to monopoly as the
firms expanded, lowered costs, and captured the market; and the mongpoly would ther‘l ‘charge bxgher
prices and provide a lower volume of service output than would prevail under competitive conditions.
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with publicly subsidized or free consumption. In the second case, where a natural
monopoly situation exists that implies lower survice output and higher prices, the
general textbook prescription is either to publicly operate the service or to regulate
it, We suspect that a careful analysis of the ecozomic theory would show that public
police should perform such services as riot control and investigation of major erimes.
The difficulties in resolving the public/private police issue arise in cases that are
borderline from the viewpoint of economic theory. Such borderline situations in-
clude preventive patrol inside high-rise residential buildings or in industrial parks;
crowd control at recreational events; investigation of minor thefts of property from
retail or other businesses; and response to burglar alarms (most of which are false),

In situations where either the public or private police are capable of providing
the particular service, at least three criteria should be used in deciding the issue:
(1) the relative cost and quality of the public and private forces, (2) the nature of the
security services that will be available to various population groups (i.e., the equity
with which the services would be distributed), and (8) the degree to which the
delegated legal police powers will be exercised in an acceptable manner (by public
orprivate police), rather than abused. Currently, most private security forces would
be preferred if monetary cost were the only criterion but probably would not be
preferred if a high-quality force were needed (although the private police industry
is capable of providing high-quality personnel on demand), Equity in distribution
can be measured in many ways, but private forces clearly are distributed more in
accordance with ability and desire to pay than are public forces, Theoretically,
public police distribute protection “equitably” to each citizen and organization, but
the distribution of services, in fact, varies markedly, depending on whether the
measurement criterion used is police man-hours per citizen, per crime, per value of
property, or per call for service. Since the coercive potential of legal police powers
can be abused easily, persons given such extraordinary powers-are generally held
directly responsible to the citizenry, by making them direct government employees
or by tightly regulating them. It is indeed possible, however, that intensive regula-
tion of private police may lead to their legal and- social assimilation to a form of
public police and to a recognition of their having special powers, immunities, and
tonstraints. This is in fact what happened with “public” police who started out only
with the citizen’s power of arrest.

HISTORICAL OVERVIEW OF ROLES

During the nineteenth century and until 1924, when the FBI came into exist-
ence, public police were local in hature, and law enforcement beyond local boundar-
ies was provided mainly by private detective agencies, such as Burns, Pinkerton’s,

and the ‘Railway Police. For example, Pinkerton’s not only protected industrial -

properties, they also offered nationwide detective services and often arrested érimi-
nals and brought them to justice. But over time, the respective roles and functions
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of public and private police have changed. As public police forces developed, the
private security forces shifted their roles increasingly from investigative to guard
services. In terms of numbers of personnel, guard services now predominate over all
other types of private security services.

Today, certain general principles have emerged which in practice define the
roles of and relations between public law enforcement and private security in the
United States. With some notable exceptions, in which responsibilities overlap,
these principles are:

« The public police have the primary responsibility for maintaining order,
enforcing the laws, preventing crime, investigating crimes, and apprehend-
ing criminals.

o Public property is policed primarily by the public police.

« DPolicing private property is the primary responsibility of the owner, the
management, or the householder, all of whoin may provide or purchase
private security services and equipment.

« The private police are primarily concerned with crime prevention and
detection, rather than crime investigation or criminal apprehension.

« When invited or called, public police will enter private property for the
purposes of restoring order and enforcing the law.

o When they have not been called, public police may enter private property,

if this is necessary to stop a crime from being committed or to make an |

arrest. Depending on crime patterns, they sometimes patrol private prop-
erty which is readily accessible to the public, such as shopping-center
parking lots.

« The public police can, and sometimes do, advise owners, managers, and
householders with regard to crime-prevention measures, i.e., they play the
role of consultants in encouraging crime prevention.

As ageneral rule, then, private police are concerned with private interests, and
their major functions are the prevention and detection of crime on private property
and the gathering of information for private purposes. Public police are primarily
concerned with the public interest and with events in public areas; they have respon-
sibility for the prevention of serious crimes against the person; they have responsi-
bility for apprehension of criminals; and they respond to urgent calls and requests
from the public. Therefore, most private security services in our society complement
public police services. But in some situations, such as in residential patrol or stake-
outs by public police on private property, their roles are supplementary. Generally
speaking, however, under current arrangements such supplementary roles involve
only a small proportion of the efforts of both public and private police. Reserve and
other special-purpose public police, on the other hand, typically supplement the
public police forces, since they generally perform some or all of the public police
functions.
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CURRENT ROLES AND FUNCTIONS

The major functions of private guards are to prevent, detect, and report crimi-
nal acts on private property, to provide security against loss from fire or equipment
failure, to control access to private property, and to enforce rules and regulations
of private employers. Generally, these are services that public police either do not
perform because of resource limitations, or cannot perform because of legal con-
straints. In a few situations, however, private guard services supplement public
police services. For example, private guards are sometimes deputized by local law
enforcement to provide limited police services, such as traflic direction and traffic
enforcement in the immediate surroundings of the private property on which they
work, because local public law enforcement cannot spare the resources. As another
example, private guards are often hired by citizen groups to patrol public streets in
residential neighborhoods in the hopes of deterring street crime, because the resi-
dents feel that the quantity and/or quality of public police protection is inadequate.

Private armored-car guards and services provide for the secure transfer of valu-
ables between locations; public police generally do not. In this case, the public and
private forces are complementary. Private patrolmen often must use public streets
in the course of regular patrols to prevent and detect crime on private premises.
Their presence on public streets is incidental rather than primary, and they are thus
complementary to the public police force. But to the extent that crime is deterred
by visibility of any security personnel on the street, private patrol services supple-
ment public police in that all citizens in an area derive some direct benefit.

In terms of relative frequency, the primary activities of today’s private inves-
tigator complement public police services. Private investigators perform preemploy-
ment background investigations of job, insurance, and credit applicants; undercover
work to detect employee dishonesty and pilferage in industrial and retail concerns;
prevention of shoplifting in retail stores; and investigation of insurance and work-
men’s compensation claims. They also perform investigations related to divorce
suits, but this role is declining as the divorce laws are liberalized. Generally, none
of these functions is performed by public police, but there is one area in which public
dnd private investigators do compete: criminal investigations. This activity com-
prises only a small part of the average private investigator’s work, however, and
often he works for an attorney hired to defend the accused. Private and public
investigators supplement each other in some areas, such as in the investigation of
certain types of crime or crime targets; for example, the Burns International Detec-
tive Agency is retained by both the American Banking Association and the Ameri-
can Hotel-Motel Association to supplement public investigative agencies.

Alarm systems generally complement the functions of public police because
they are intended to prevent crime (if the alarm system is conspicuous), to detect
crime, an'd to report crimes that occur on private premises where they are installed.
However, when actively investigating the potential intrusion, which usually turns
out to be a false alarm, the alarm respondent supplements the public police effort.
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IV. INTERACTIONS BETWEEN PUBLIC AND PRIVATE
POLICE

The relationships and interactions between public and private police are quite
variable, depending on the particular city or county, the type of security job, the
setting in which the private policeman works, the policy of his employer or client,;
and so on. The relationships range from cordial, close, and cooperative working
arrangemients to very limited, formal contacts required by law (e.g., where a police
department licenses or commissions private police personnel or businesses), or none
at all.

A recent survey probed such relationships.! Of 121 responding police depart-.

ments in cities with populations in excess of 25,000, 11 percent described the rela-
tionship as excellent, 39 percent as good, 40 percent as fair, and 5 percent as poor.
When queried as to whether the establishment of a close, well-defined working
relationship with private agencies would be considered valuable, 83 percent of the
police departments answered affirmatively, whereas only 12 percent responded
negatively.

Cooperative arrangements take many forms. Public police may provide private
police with arrest records; they may operate a nightly call-in service for security
agencies, dispatching patrol cars to check on those guards who fail to call in periodi-
cally; they provide retail merchants with bulletins describing known shoplifters;
they respond to calls for aid; they complete investigations begun by private police.
In addition, sore public police departments provide private police with radios preset
to the police frequency; some freely exchange information; and some permit the
installation of direct-dial alarms and/or central station alarms which simultane-
ously notify the police department. Reciprocally, private police often act as extended
eyes and ears for the public police; they occasionally assist in serving warrants and
citations on private property or in traffic control around private property; they
report suspicious persons and circumstances to public police; they may make
preliminary investigations; they may make, or assist in making, arrests; and they
may apprise public police of impending, unusual situations, such as strikes.

! Richard S. Post, "Relations with Private Police Services,” The Police Chief, March 1971.
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The private police view of the relationship is consistent with perceptions.of the
public police. In the main, private security executives feel that public pslice are
helpful and that their relationghip with them is good. We conducted a survey of 275
private security workers which revealed that 77 percent believed that the public
police are helpful when called. Ten percent said public police are only helpful
sometimes, and only 5 percent said they are usually absent when needed and fail
to arrive promptly when called. When queried as to what they thought the typical
public policeman’s attitude toward them was, 61 percent felt that public police view
the private security service as heing valuable and helpful, 22 percent felt that public
police were indifferent toward them, and 12 percent thought that public police felt
superior to them. The private security employees generally felt that public police
viewed them in a more favorable light than did either the general public or their
fellow nonsecurity employees. .

In terms of actual contact with public police, 7 percent of the private security
employees in our survey said they called local police for assistance once or twice a
week; 14 percent called once or twice a month; 30 percent called once or twice a year;
15 percent called when necessary; and 27 percent never called. Very few felt that
local public police wanted them to make more arrests; 25 percent thought that local
police wanted them to inake fewer arrests; and 20 percent thought that local police
felt that the status quo was satisfactory.

Many private security contractors feel that public police who moonlight in
private security jobs constitute unfair competition. The extent of such moonlighting
cannot now be ascertained because there are no published comprehensive statistics.
But even if reliable comprehensive statistics could be gathered (perhaps by a survey
of public police agencies?), the mere fact that police moonlight is not necessarily a
problem. In fact, if the aim is to have more private police who have training equiva-
lent to that of public police, moonlighting is a positive good, insofar as illegal
methods for soliciting such work are not used. One view holds that the market
mechanism should determine who provides security services. That is, if a user
desires an off-duty policeman because he feels he will be more effective (due to better
training and broader powers) than a private policeman, he should have that option.
Some police agencies feel that moonlighting creates a conflict of interest. Others
deny a conflict of interest but limit the number of hours per week that police may
moonlight on anyjob, on the theory that extensive moonlighting makes the police-
man less effective in his primary job. Still others are neutral, and some even encour-
age their personnel to moonlight in private security.

Sixteen state and 26 local regulatory agencies surveyed, many of which are
police agencies, had few suggestions to offer regarding the relationship and interac-
tion of private and public police agencies. However, many voiced a strong desire that
private police should report all crimes, and any information relevant to a crime, to
public police agencies. These views, no doubt, reflect a serious concern shared by

? It is not at all clear, however, that candid responses would be forthcoming, since some police
agencies deny *heir sworn personnel the opportunity to moonlight in private security, Those pslicemen
who disobpy such vules would certainly not admit to it. Thus, such a survey would almost certainly
underestimate the extent of moonlighting.
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many observers; namely, that private police, with their employer’s or client’s ex-
plicit or tacit approval, often mete out their own justice rather than invoking the
formal processe$ of the public system of criminal justice. This private system of
justice invokes its own sanctions, such as dismissing a dishonest employee, transfer-
ring the errant employee to a less sensitive job, inflicting physical injury on a
suspect, releasing a shoplifiing suspect with a warning on the condition that he
make restitution, and so on. However, other observers feel that society is better
served under such private arrangements than it is by invoking the formal process.

Other suggestions from regulatory agencies ranged from the very general to the
specific:

« There should be a predetermined, clear-cut policy for public/ private po-
lice interaction.

« Private police should call the public police whenever they effect an arrest

. or whenever they encounter some difficulty demanding police action.

« Private police should maintain a 24-hour communication capability with
local public police. ' ,

o Private police should be deputized in times of emergency, such as riot,
flood, tornado, and uncontrolled fire. '

But a persistent minority of responding public police agencies, both in the Post
survey and in our regulatory-agency survey, opted for either the status quo or for

reduced interaction. Grounds for such positions included the following: Closer rela-

tionships would be unnecessarily burdensome and would create a responsibility for
training; private security personnel cannot be trusted because low-quality, un-
trained personnel are attracted to such work; the private policeman’s lack of train-
ing would reflect on the public police; the private police tend to become overzealous;
the high personnel turnover in private security precludes close working relation-
ships; private agencies would use public police services to further their own interests
and profits; and it would be impossible to control private police.

One last comment regarding public police/alarm company interaction is in
order. False alarm rates® are generally very high—usually over 95 percent and
sometimes over 99 percent—for central station alarm arrangements, and particu-
larly for alarms directly dialed into police headquarters. Police departments are

divided in their opinion on this matter. Some view residential and commercial alarm

systems as quite valuable and are willing to expend resources in yesponding fre-
quently to false alarms on the grounds that these systems do prevent crime as well
as aid the police in apprehending suspects. Others refuse new direct-dial alarm
hookups an- are even considering disconnecting the ones they currently handle.*

In short, the relationships between the public police and private police parallel
those that exist between any “professional” and “paraprofessional” groups. Some

"public police will tend to look on the private police as relatively unqualified persons

8 The police generally define a false alarm as a situation in which no crime complaint is filed.

4 For example, the White Plains (New York) Police Department. See Security Systems Digest, Novem-
ber 11, 1970, p. 5.
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who might be mi§taken for public police by citizens, and who might create an
unfavorable reaction to the public police in general. The likelihood of improved

relationships between the two will depend upon, among other things, a clarification -

of roles, opportunities for cooperative ventures, and the degree to which private

police are supervised or regulated locally (i.e., at the munici
€ al or count
rather than at the state level. " P ounty level)
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V. THE EFFECTIVENESS OF PRIVATE POLICE

Chapter IV discussed various issues affecting decisions on'the appr9priate allo-
cation of particular police and security services between public and private force'&
It also described how the roles and provisions of these services are currently split
between the public and private sectors. Focusing solely on the priva‘i;ej sector now,
some basic questions are, What are the costs and benefits of the various t.ypes of
private security services? What information is needed to make Sl.lch estimates?
Which criteria are appropriate for measuring the benefits or effectiveness of each
service? ' . .

A major premise of this report is that private security services fill a percewted'
need and provide clear social benefits to their consumers and to the general public.
There seems no doubt that crime rates would be higher if there were no guards
protecting property, if there were no security men escorting the mO\.remen_ts of large
quantities of money, if there were no alarm systems, or if 'no one investigated the
background of job and credit applicants. It is also interesting to specu‘late on hfow
much higher retail merchandise prices would be if there were no anate police.
However, the questions that need to be answered here have to do with the c}egre_ae
of effectiveness of various types and mixes of private security forces and devices in
different situations. .

To providé’ meaningful answers to such questions, it is necessary to. focus sepa-
rately on each type of security service, examining alternate ways :au.ld mixes ?f ways
of privately providing each service. One natural way of cafce‘gorlzmg §ecur1ty ser-
vices is by their objective or function. Broadly speaking, private security performs
three classes of functions: (1) information gathering (e.g., preemploymegt 'checks,
insurance or credit-application checks, insurance claim investigations, antu‘nlfe.rage
undercover work in retail and industrial establishments, criminal inve.stlgatlons,
marital investigations); (2) maintaining order on, and proper access to, pr1.vate prop-
erty (e.g., guarding sporting events, recreational events); and (.f;”) protection of 'per-
sons and property by preventing and detecting crime, reducing losses to crn?le,

and/or apprehending suspected criminals (e.g., guarding homes z'ar.ld ciommexzmal,
institutional, and industrial establishments, antishoplifting activities in retail es-

tablishments, armored transport of valuables, alarm systems, surveillance systems,

locks, and mobile patrolling).

24

To be sure, some security activities have more than one function. The guard at
a football game may also be there to protect concessionaires from theft or robbery.
The undercover agent’s information may lead to the arrest of persons suspected of
pilferage, and thus to prevention of crime and reduction of losses to crime. And the
plant guard’s job may involve access control, as well as protection of property and
prevention of crime. But a systematic approach to cost and benefit analyses in
private security implies relating resource inputs to effectiveness for each function,

In what follows, we shall discuss appropriate criteria, outline the information
needed for performing cost and effectiveness analyses, discuss the availability of
such information, and describe work that has already been done. To anticipate, our
general conclusions are that (1) little systematic work has been done, and conse-
quently, the degree of effectiveness if not well known; and (2) little of the required
quantitative information is available to perform cost-benefit analysis. It should be
noted that performance of such analyses requires close cooperation of the users and
providers of private security services. The executives we contacted in the contract
security industry could not provide us with quantitative evaluations of the effective-
ness of their services.! However, those executives pay careful attention to costs,
since the low bidder often wins the contract.? Perhaps the relative lack of informa-
tion on effectiveness stems from the greatly increased demand for contract security
services over the past decade, the limited supply of such services, the fact that
purchasers of such services are, for various reasons, often interested in obtaining
low-cost, rather than high-quality, service, and the fact that such effectiveness
evaluations would require extensive and costly data collection.

It must be remembered that there are two dimensions to effectiveness, or be-

nefits. First, there are the objective, or measurable,; benefits; for example, the reduc-

tion in losses to crime effected by a specific security program, or the number of
burglars caught after, as compared to before, a particular alarm system was in-
stalled. The other dimension is the user’s or purchaser’s perceptions about benefits.
A homeowner may feel more secure when he contracts with a central alarm services
firm, even though there might be few objective benefits. On balance, it must be
concluded that users perceive the benefits of private security as being worth the cost,
since private services are increasingly in demand.

INFORMATION-GATHERING SERVICES

In both fheoretical and practical terms, cost and benefit analyses of the informa-
tion-gathering services offered by private security are conceptually straightforward,

) ! We queried executives of the five largest contract companies on this point, on the assumption that
it wquld be in their self-interest to have evaluated the effectiveness of their services; that is, if a particular
service which costs $x per year could be shown to reduce losses to crime by several times that cost, it

. seems logical that the potential client would be more likely to purchase the service.

* The fact that the low bidder often wins the contract indicates why wage rates and personnel quality
are low and perhaps suggests a low level of sophistication among the buyers of private police services.
Wage rates and personnel quality are discussed in the next chapter.
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if somewhat subjective. What is the cost of doing an accurate preemplf)ym.ent check?
An accurate insurance or credit check? An insurance-claim investigation? These
monetary costs' are readily obtainable. We have not presented them because thfa
necessary effectiveness data are not availzble to complete the cost./ berﬁ1eﬁt compari-
son. Effectiveness of information gathering can be measured by criteria sucl? as the
number or proportion of reports containing information that changes a decision to
hire, issue credit, or take other actions; measures of the consequ‘ences of. those
changed decisions; measures of the quantity and effects of incorrect information; or
the number or proportion of reports for which illegal methods are used to collect the
information. Except for some anecdotal horror stories about the consequences of
incorrect reperts, we did not locate any reliable information on any of the ak?ove-
mentioned effectiveness criteria. In theory, collecting such data should be relatively
straightforward, in practice, it would prove difficult.

Evaluating the effectiveness of undercover investigators would be s?mewhat
more difficult because of problems in double-checking the reports. Unhk‘e back-
ground investigators, two undercover investigators may not be able to verify each

others’ information easily.

MAINTAINING ORDER AND CONTROLLING ACCESS

Evaluating the costs and effectiveness of private police for maintain.ing or('lei'
and controlling access is also relatively straightforward. Over & substantial period
of time, the costs and performance of individual in-house guar.ds ('or groups of guards
provided by different contract agencies) can be evaluated. Objective perfor.mance, or
effectiveness, can be judged in terms of the number and nature of occasions when
order is maintained; the number and nature of complaints, insurance claims, or

lawsuits resulting from the guards’ actions or behavior; the frequency with which ’

guards deny unauthorized access; and so on.

PROTECTING PERSONS AND PROPERTY .

Evaluation of costs and effectiveness for the function of protection of per§ons
and property is much more complex and difficult than it is. for the two functions
discussed above. Here, there are often many relevant criteria to ch-oose among, .as
well as many alternative types of security services, devices, or mixes of security
services and devices. ‘

Relevant general criteria of effectiveness, which should be coqlpared .over a
period of time prior to, and after, implementing or purch.asing a security service, are.
the type and volume of crime occurring or deterred; direct dollar loss?s to crime;
social costs attributable to crime (e.g., fear, injuries, and indirect economic costs such
as medical costs and lost wages); the number of criminal suspects apprehended and
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convicted; and the number of improper actions takéen by security personnel. For
specific security services, there may be additional, particularly relevant criteria. For
example, in evaluating the cost-effectiveness of transporting valuables by armored
car, it might be necessary to consider the expected dollar losses per 100 trips, the
expected dollar losses per 1,000 miles, the fraction of trips that result in a robbery,
and so on. In evaluating central station alarm service, additional criteria might
include overall false-alarm rate, false-alarm rate attributable to electrical or me-
chanical failures, mean elapsed time in responding to alarms, and the percent of
time for which the elapsed response time was less than a certain value. Depending
on store policy, antishoplifting security programs might also be judged on the basis
of the fraction of losses that resulted in restitution. Frequency and seriousness of
complaints or lawsuits lodged against security personnel are also relevant criteria.

In evaluating costs and benefits of alternative mixes of security services in-
tended to, say, protect an industrial plant, careful attention should be paid to proper
cost elements and cost comparisons of diverse services. For example, alternative
security elements may be guards, closed-circuit television (CCTV), and other detec-
tion and surveillance equipment, perimeter fencing, and special locks. Since the
security alternatives that are equipment-intensive may involve high initial (com-
pared to recurrent) costs whereas the labor-intensive alternatives, such as guards,
involve little or no :nitial costs but high recurrent costs, comparisons of alternative
mixes based on 1-, 5-, or 10-year system costs may look very different. And, in
addition to the general effectiveness criteria cited above, the ability to obtain crime
insurance as well as the insurance premium discounts available (if one or more
specific security services are installed) may also be viewed as relevant criteria. For
example, for some central alarm systems, insurance premium discounts of up to 70
percent are available. This premium saving alone may pay for part, or all, of the
annual alarm system service charge. .

Few comprehensive cost and benefit assessments of security services have been
conducted. One reason for this is the paucity of relevant reliable data. Private
security users and employers generally do not collect them; and federal, state, and
local agencies do not collect them. However, the Underwriter’s Laboratory collects
some relevant data related to alarm equipment and central station alarm services,
The UL issues data annually on burglary attempts against premises with UL-cer-
tified systems; however, no statistical comparisons are made either with similar
premises without certificated systems or with those having no systems at all.

The few reasonably systematic attempts at benefit analysis of private security
services in the last few years have ali been relevant mainly to alarm systems. One
analysis was made of alternative protective systems for small business establish-
ments.® That analysis considered only “pure” protective systems, such as local
alarms, direct-dialing alarms to police stations, and céntral station alarm system,
or no protection. Ten-year system costs were compared with expected 10-year losses

? See the Small Business Administration’s Report on Crime Against Small Business (Appendix C,
"Protective Devices Systems”), transmitted to the Select Committee on Small Business, U.S. Senate
Document No. 91-14, April 3, 1969.
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with various sensor coverages. In addition, assuming that a central alarm system
was already installed, a tradeofl’ analysis of losses and costs was conducted for
various assumptions regarding possible reductions in police response time to alarms.
A second attempt was the 1968 Small Business Administration (SBA) follow-up field
survey (to one of the studies sponsored by the National Crime Commission in 1966)
of business crime and insurance problems.* This survey studied crime rate and losses
to crime in various businesses in different locations, with and without various pri-
vate protective services and equipment. However, the study did not attempt to
distinguish the degree of effectiveness by type of business, by type of merchandise
sold, by degree of vulnerability to crime, or by whether or not the central station
service conformed to UL standards.

A third attempt was an experiment sponsored by the Law Enforcement Assist-
ance Administration, which involved a relatively inexpensive simple alarm system
designed primarily to catch burglars, not to reduce losses to crime.® The system was
installed in 350 Cedar Rapids, Iowa, business establishments which were favorite
targets for burglars, but whose owners typically found alarms too expensive. For an
initial cost of about $100,000 for the first year ($185 to buy and install each alarm,
plus $150 per year in maintenance and phone line charges per installation), 40
burglars were caught in the first 18 months—more than in the previous {our years
combined. The conviction rate was 100 percent.

A fourth study consisted of an evaluation of the effectiveness of the Qakland,
California, burglary-prevention ordinance.® The study resulis attempted to show
that large decreases in the volume of burglaries occurred at those businesses which'
complied with the ordinance and that most of the burglaries that occurred at busi-
nesses which did not comply could have been protected against had they complied.
The study also attempted to demonstrate that burglaries were not displaced from
commercial to residential premises by the burglary-prevention ordinance.

All of these studies focuses sharply on alarm systems. As stated earlier, alarm
systems today have very high false-alarm rates,” usuaily over 98 percent and some-
times over 99 percent. In Los Angeles, police cite the overall rate as in excess of 95
percent. Moreover, they cite cases which illustrate the disbenefits caused by faulty
alarm systemns and false activaticus:®

A local company recently went into bankruptcy leaving 75 gubscribers in
possession of direct-dialing systems. The subscribers ave unable to obtain
service under the warranty, so faulty, error-prone equipment is in use.

During the past three months 47 false alarms were received from one
location serviced by a reputable company. All were attributable to error on
the part of the subscriber’s employees.

+ Some of the findings of this survey are summarized in Chapter III of R-870-DOJ.
> See, lor example,rSecurity Systems Digest, November 25, 1970, pp. 13-14, and “To Catch A Thief:

Antiburglar System Works in Towa Town,” Wall Street Journal, November 24, 1970.

¢ See Kearns, Sgt., John G., “Legislation in the Field of Crime Prevention,” Security World, June 1969.
T The false-alarm rate is the percent of alarms for which no crime complaint is filed with the police.

% See “View from the Badge,” Security World, October 1969

28

i piritie|

Qne direct-dialer made 22 false calls to our Communications Division in
a single day.

?n Beverly Hills, California, a survey of 1,147 alarm calls to which police responded
in the last three months of 1970 revealed that 99.4 percent were unwarrantecll) ® The
alarm industry itself admits to a 95 to 96 percent false-alarm rate.*? o
. rI.*he problem of false alarms is not confined to self-dialers alc;ne' they occur
within any type of system currently in use. The SBA study suggests tha’t equipment
problems account for 35 to 50 percent of the false alarms, subscriber error accl:)ounts
f’or 25 to 35 percent, and the remainder (20 to 40 percent) are from unknown causes
1.;3., the trouble cleared before investigation could be made or completed."! Howevz:“
alarm-company personnel believe jori « " :
o infeactions. that the majority of these “unknowns” are actu-
.What is the result of high false-alarm rates? In responding to the:se alarms
police (Iax'pend valuable resources which could be better utilized elsewhere. Or, as ir;
some c1t1'es;' police reduce the priority of alarm responses so that in busy pe;iod,s the
?af]‘ arrlzre too late to apprehend the burglar. In others, they refuse new direct}i
r;a:l ;lr;gha; :SE_EOOkupS and are even cons1de?1ng disconnecting the ones they cur-
Tbe reader should not infer from the disproportionate space devoted to the
effectiveness of alarm systems that we have slighted other security services 'ﬂlich‘ as
g‘uards, mobile patrols, etc., in our investigation. There simply has been no thanfitK-
tive evaluation of other services and, as we indicated above, relevant data 'have not
been gathered. Thus, it is not possible to perform a systematic quantitative anal yw.is:
of their relative cost and effectiveness. Currently, consumers of private— sect'u}x:t&/

services must make decisions primari - . :
rimarily on the subjective basis of “prolessi

; roless

judgment.” prolessional

® See “"Beverly Hills to Regulate Pri . !
Pty gulate Private Alarm Systems—Too Many Dry Runs,” Los Angeles Times,

See Ialse Alarllls An Industry view Secul llV ”O) 1d OCtObeI 1969) p. 31
) [} 2]
Ibld., Pp. 38 and 186.

« '% For example, White Plai i .
1970, p. 5. ple, e Plains, New York, is one such city. See Security Systems Digest. November 1,
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VI. PRIVATE SECURITY PERSONNEL

Who works in private security, and how does his lot compare with that of sworn
personnel in public police agencies? A 1957 New York State Legislative report on
private detectives observed, "*To an extent of which the public is perhaps unaware,
licensed private detectives often engage men of scant ability and little stahility.”?

The typical private guard? is an aging white male, poorly educated, usually
untrained, and very poorly paid. Depending on where in the country he works, what
type of employer he works for (contract guard agency, in-house firm, or government),
and similar factors, he averages between 40 and 55 years of age, has had little
education beyond the ninth grade, and has had a few years of experience in private
security. Contract guards earn a marginal wage—between $1.60 and $2.25 per hour,
with premium-quality contract guards earning $2.75 per hour—and often work a
48-hour or 56-hour week to make end meets. In-house guards receive $.50 to $1.00
per hour more than their contract counterparts, primarily because in-house security
personnel tend to receive wage gains in line with those obtained by their non-
security, unionized fellow employees. If employed only part-time, a conitract security
guard works 16 to 24 hours per week, usually on weekends. He often receives few
fringe benefits; at best, fringe benefits may amount to 10 percent of wages. But since
the turnover rate is high in contract agencies, many employees never work the 6
months or 1 year required to become eligible for certain of these benefits. In-house
guards tend to receive better fringe-benefit packages which are more in line with
nonsecurity personnel of their company. Guards have diverse backgrounds, but most
are unskilled. Some have retired from a low-level civil service or military career.
Younger part-timers are sometimes students, teachers, and military personnel on

active duty. Part-timers account for 20 to 50 percent of the total guards at some large
contract firms. Annual turnover rates range from less than 10 percent in some
in-house employment to over 200 percent in some contract agencies. The precise
extent to which guards are unionized is unknown, but the proportion is estimated

! Report of the New York State Joint Legislative Committee to Study Illegal Interception of Com-
munications and Licensed Private Detectives, State of New York, March 1957,

2 Here we combine all guard occupations, including the industrial guard, the armored-car guard, the
alarm respondent, etc., because the data do not permit accurate, comprehensive distinctions to be drawn
among them. For more detailed descriptic 1s of personnel, see Chapter VI of R-870-DOJ.
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to be no more than 10t0 12 percent. And the overwhelming proportion (an estimated
90 per‘cent of all unionized guards) are employed in-house, rather than by contract
agencies.

The. typical private investigator or uetective is a somewhat younger, white male
(a‘veragmg 36 to 47 years of age), has completed high school, has had séverai years
of experience in private security, and earns between $6,000 and $9,000 annually, if
employed full-time. Investigators have varied prior experience; s,ome have b:c’:k-'
grounds in local or federal law enforcement and in military secur,ity or intelligence
although many have had no previous law-enforcement experience. i ,

~Public police are generally younger (in 1960 the median police age was 15 years
lower than the median guard age), better educated (typically, high-school gradu-
ates), better paid (the median 1970 annual entrance salarv was $6c;348 for all cities
and $7,800 for cities having over 250,000 population, cc;mpared ’to the less than
$4,000.e§1rned annually by private security guards who work 40 hours pef week), and
are eligible for substantial fringe-benefit packages (up to 33 percent of wa;res)
Begatxse lateral entry is rare and maximum age restrictions are imposed li:bli(;
police enter the force young and remain on it. Public police have considerabl, I;o
turnover rates, and fewer work part-time. Yo

In ggneral, public police draw on a different labor pool than do private securit
foTce‘s:, with the possible exception of private investigators and security executives Thg’
principal différences that lead to separate labor pools are the nxuture of the v;'ork
the.levels of wages and fringe benefits, the age and education reqﬁirements of ublic:
police, and the lengthy public police personnel screening policies. Only alimall
zsgcefntage olf private security personnel have ever applied for a public polic; job

orm - 3 i ‘
iy e(:rxl*plaoiy rI(:,:rfl‘tz'rcement officers seldom switch to nénmanagement private
‘ In. our 1971 survey of 275 in-house and contract security employees (guards
}nvestlgators, central station alarm respondents), we asked t}:eir reasons for work:
Ing at their present jobs and the answers were revealing. Fully 40 percent indicated
that they k.lad been unemployed and this was the best job they could find;® about 25
percent said they enjoyed doing any type of police or security work, while ’13 ercent
preferred private security over public law-enforcement work. " °

* Since about three-quarters of all i -
| ' respondents worked in Southern California, the high 1 -
gagss)n% xe:t;tg }Ehere may have mtroduc‘ed additional bias (over and above that alré:dylireszzt :x: i:e
. apter IX of R-870-DOJ for a description of the survey questionnaire and results.
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VII. TRAINING'

It is obviously very easy to become &n armed private policeman in Dade
County. George Fader proved it. He worked only one night. On a Tuesday
morning he applied for the job with Corp. On Wednesday he was
hired, uniformed, armed, and given a patrol car. “They sent me to Gables
Estates all by my little self,” Fader says. “The man I relieved said, ‘Here's
a map of the place; go patrol it.”’

AN OVERVIEW

Although current private security training programs vary considerably in qual-
ity, most are inadequate. The total prework training, plus initial on-the-job training,
is less than 2 days for a great majority of the private security workers in the United
States today. Retraining, if any, is typically done on the job through bulletins or by
the immediate supervisor. The inadequacy of training is admitted, as well as appar-
ent. In contacting a wide variety of people in private security, we found virtually
unanimous agreement regarding the necessity for training guards. Furthermore,
the existence of significant variations in quality among guard training programs was
never questioned. However, the consensus that training is needed does not imply
agreement on the issue of how much training is needed, or on whether training
should be made mandatary.

Our survey, which contacted 275 securit’y employees, further showed that most
guard personnel do not know their legal powers and authority. In response to test
questions, over 97 percent of tiie security employees made serious errors that could
lead to civil suits or criminal charges. The survey also indicated widespread disa-
greement and uncertainty even as to what the employee’s company policy was for
handling specific but common types of incidents.

! Full details are provided in Ghapter VIII of R-870-DOJ.

2 "Security Guards Only Casually Regulated,” The Miami Herald, July 19, 1970, pp. 11-A and 11-B.
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PUBLIC POLICE TRAINING PROGRAMS

In recent years, the trend in training public police has been toward formal
classroom programs as a supplement to on-the-job experience. A 1966 survey of 269
public police agencies indicated that 97 percent had formal training programs rang-
ing from 1 to 12 weeks, with a median length of 6 weeks.? Almost all police depart-
ments in cities having over 250,000 population conduct their own training programs,
which are up to 20 weeks in length.?

While public police training programs are more lengthy than those for private
security training (weeks or months, as compared to hours or, at most, days), even
they are still considered inadequate by many observers. In 1967, the President’s
Commission on Law Enforcement and Administration of Justice recommended:®

Formal training programs for recruits of all departments, large and
small, should consist of an absolute minimum of 400 hours of classroom work
spread over a 4- to 6-month period so that it can be combined with carefully
selected and supervised field training.

Thirty of the existing state statutes specify minimum required public police train-
ing hours; these range from 72 to 400 hours, with an average minimum length of
Jjust under 200 hours. Twenty-one states specify in-service training requirements.®

The formal initial training curvently given federallaw-enforcement personnel
varies from 2 to 19 weeks, depending on the agency. Retraining programs are
routinely scheduled in most agencies, providing from 1 to 3 weeks of retraining
every 1 to 2 years. If armed, the personnel typically receive firearms retraining
every 3 to 6 months.

The U.S. General Services Administration (GSA) provides a large portion of the
guards that protect federal property. Approximately 75 percent of these 3,400 uni-
formed federal guards are appointed by the GSA Administrator as “special police-
men” with the same powers as sheriffs and constables to enforce federal law on
federal property. Until 1971, the basic initial training course has been 2 weeks in
length and has been conducted as a class rather than on the job. Plans to increase
the training period to 4 weeks are under consideration and have already been
implemented in certain regions. Weapons training is given initially, and a refresher
course is given once a year, Every 2 years each guard is sent through a 1-week
refresher course covering all top.cs of importance. Approximately 20 percent of the
refresher course is devoted to the legal aspects of the job. In addition to the class,
each guard has a pocket-sized manual summarizing the information taught and a
loose-leaf desk manual, and each receives on-the-job training by a supervisor.

? Report of the Task Force on the Police, the President’s Commission on Law Enforcement and the
Administration of Justice, U.S, Government Printing Office, 1967, p. 11.

4 Ibid., p. 138,

® Ihid., p. 139.

% John J. Thomas, “The State of the Art—1970,” The Polize Chief, August 1970.
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PRIVATE SECURITY TRAINING PROGRAMS

The training 4 private guard currently receives before beginning work is typi-
cally no more than 8 to 12 hours, and many guards, including some who are armed,
receive less than 2 hours of training. A small fraction of the guard forces attend
formal prework training programs of 1 or 2 weeks duration. These longer training
programs are sometimes required by contract, particularly for service at certain
government installations. Many of the smaller guard forces, both contract and
in-house, have essentially no training programs. Men in those smaller forces learn
to perform their assignments from their fellow employees, with an occasional bit of
instruction from the guard super visor.

Larger guard forces tend to have more structured training programs, and the
men are usually provided with a pocket-sized manual containing general instruc-
tions and information. The principal advantage of the structured programs is that
the training information they provide is more likely to be accurate and comprehen-
sive than that in an unstructured program. Although a pocket manual is not useful
when rapid action must be taken, it can be of some value when there is time to
consult it, or if the guard consults it occasionally in his spare time on the job.
However, with a few exceptions, the information contained in these manuals is toc
vague and general to be of much use. We have examined several of these manuals
in detail and find them, like the training curricula described in the next subsection,
to be fairly comprehensive but extremely shallow in their coverage.

Temporary security service employras are generally given even less training ~

than permanent employees. Typical prework training for temporary employees
varies from none to 1 day’s worth.

Initial on-the-job training periods vary markedly in the different training pro-
grams. It is not uncommon for a new guard to spend an hour or less with a supervisor
and then be assigned to work alone. But typically, he would spend a few hours with
a supervisor or fellow employee before working alone.

In summary, total initial prework training, plus initial on-the-job training, is
less than 2 days in duration for a majority of the private guards in the United States
today.” An occasional private guard force will receive up to 4 weaks total initial
training.

The guards themselves, and some executives of the United Plant Guard Work-
ers of America (UPGWA), describe the training programs as being even briefer than
was indicated by the security executives we interviewed. In many instances the
guards and the executives were employed by the same organization., We speculate
that these differences in the descriptions could be attributed to changes in training
programs over time, to incomplete implementation of the executives’ training or-
ders, or to employees not recognizing certain methods of instruction as training.

The 275 private security employees we surveyed were primarily guards, patro}-
men, or central station alarm respondents. Two-thirds reported that they received
no training before actually beginning work; less than 7 percent received more than

7 According to descriptions provided by security organization executives.
g

34

8 hours of prework training; and 19 percent were put to work by themselves the first
day. The remainder typically received small amounts of on-the-job training by a
supervisor or fellow employee. While almost half of those surveyed were armed, less
than one-fifth reported having received any firearms training! ,

A recent UPGWA survey of plants where guards are primarily in-house, i.e
they wor'k direct-ly for the company rather than for a contract firm, also prod,uc‘ec‘i,
interesting results. For example, only 8 percent of the plants furnished firearms
training(ranging from one-half hour to 8 hours, typically consisting of 2 hours), but
29 percent equipped their guards with firearms. ’

The survey we conducted contained several questions to test the guards’ knowl-
edge and their reactions to several hypothetical situations. The questionnaire con-

- tained a total of‘ 44 chances to make a “mistake.” Twenty of these 44 potential errors
were “‘major,”"{.e., they could result in improper security employee actions with
potential civil or criminal liabilities. The results were shocking: Over 99 percent of
the security workers made at ieast one mistake; the average was over 10 mistakes
More s‘igniﬁcantly, over 97 percent made at least one major error; the average was.
3.6 major errors, any one of which could potentially lead to civil or criminal charges
against the empioyee and/or his employer. It seems very reasonable to conclude that
these men were not well trained. And these results are especially significant in view
of thc.a fact that our survey was biased in favor of higher-paid, better-educated
secun.ty workers, and they were allowed to think before responding to the questions
That is, they were not forced to make the decisions in a crisis situation. |

The majority of the private guard forces in the United States do not have any
formal training program, or any specified curriculum. Thus, it is the exception

rather than the rule when a guard force has written guidelines to assist personnel

in training. Initial prework training i i
. programs in three large contract
consist of the following: ¢ reeneies

Compa‘ny X: Twelve hours of training are allocated among 17 very general
toplczjll areas, at the discretion of the local trainer. These topic areas are
descrlbfad only briefly and superficially for the trainer in a list covering
approximately 1% typed pages.

Company Y:A 2-hour presentation of approximately 50 narrated slides is shown
to each new guard.

Compc}ny Z:A }O:hour basic guard course is presented to a class by an instructor
using a training manual plus supporting reference materials.

+

. 'The topics covered by the three contract agencies’ training programs are very
sun_llflr. They are also similar to the material covered in the GSA federal guard
training program. The differences between the few-hour training programs and
those of 3 or 4 weeks duration are mainly in the depth of the instruction rather than
:J)Pllli }‘);eadgh.. The short programs outlined above cover most topics fairly accurately,
The! ry .rleﬁy; maFenal 1s presented once without much explanation or example.

e earm.ng resulting from such cursory programs can only be very minimal,
Material from one of the three training programs described above contained an
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especially relevant point: It was apologetically indicated that a few minutes time is
insufficient to cover all legal points adequately. However, the high points would be
talked about. True, the trainer can talk about the high pointsin a few minutes, but
can the guard learn in a few minutes?

The typical training given to patrolmen, alarm respondents, private investiga-
tors, and supervisory personnel is just as inadequate, in terms of length, depth, and
quality, as that given private guards. :

VARIOUS VIEWS ON TRAINING

In response to our survey, 26 state and local agencies that regulate the private
security industry advocated mandatory training for certain types of private security
personnel, while only 2 opposed it. A smailer majority, 18 regulatory agencies,
favored mandatory retraining, while only 5 opposed it. Those recommending re-
training typically favored firearms retraining 1 to 4 timies each year, and other types
of retraining 1 or 2 times each year. They recommended training programs ranging
from 12 to 150 hours; the average was 58 hours. The recominended retraining
programs ranged from 3 to 24 hours and averaged 12 hours. The Ohio.Peace Officers
Training Council, which has studied the issue of training private security personnel
in some detail, recommends an initial 120-hour program. Training topics most fre-
quently mentioned were the use of firearms, the law, and the legal authority ‘of
private security personnel. '

Executives of contract security firms feel that the issue of training is very
important and that current private security training programs are in need of im-
provement, but that because of strong price competition, high employee turnover
rates, and the abundance of very small private security firms, cost is a major factor
inhibiting the industry from providing more training. ~

The official responsible for the GSA federal guard forces also recommended a
formal training program for all private guards, for a variety of reasons: Without
training, the guard learns by trial and error, but there is little control over the
quality of the learning. In addition, without training, the guard might be hand-
icapped by not knowing how to cope with unusual situations. The GSA official also
viewed a training program as a means of screening out misfits before they become
problems. Finally, the well-trained guard is more capable in adapting to changes and
exercising proper discretion. The GSA does not view their current initial 2-week
training program as completely satisfactory. Their current recommendations are a

?‘1‘, 3
[ O
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minimum of 4 weeks training for both GSA guards and private contract guards who

work at federal installations, since both perform basically the same functions.
The UPGWA management wants industry and the government to help estab-

lish effective training programs for industrial guards and security personnel. The -

union’s depth of concern about training is reflected in a set of recommendations
which they are currently asking management of certain industrial firms to adopt.
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The union recommends that the initial training program be at least 40 hours in
len'gt‘h and that periodic 16-hour retraining programs be given twice a year, All
training programs would be entirely at company expense, with the employee receiv-
ing full wages during training.

In cornme.nting.qn a UPGWA survey of 188 industrial plants employing in-
house guards, in w}.uch 67 percent of the plants surveyed reported no training in the
last two years, union executive Charles E. Lamb expressed strong views on the
current lack of private security training:®

I think it.is important to note the balance at the bottom of each training
category w‘h1f:h reports no fraining. It is the opinion of this union that this
‘lack of training detracts very considerably from the quality of industrial
security.

... there is great need for training in the industrial security area and

from the many comments of our members, they want very badly to be
trained. '

” 'I‘he_ _um’on also surveyed contract agency guards but has not yet compiled the
data. With regard to training in contract agencies, Mr. Lamb commented:

... However, from long experience in representing the Agency guard, I
can tell you that I have yet to see the guard agency who actually trains
guards to any extent at all. ‘

Our survey of private security personnel revealed that less than 1 percent of the
en_aployees surveyed felt that they received too much training. Initial training was
said to'be “not enough” by 43 percent of the respondents, while 51 percent felt that
they did not receive enough on-the-job training. Finally, in response to the open-
ended question, How would you improve the private security force in which you
yvork?, about three-quarters of the employees madle suggestions. Half of those mak-
Ing suggestions recommended improved training; it was the improvement most
often suggested by the employees. )

. .In closing, we quote an apt comment from an ex-guard who was beaten while
trying to stop a robbery:?

This business is one big goddamned rip-off. Those folks [clients] don’t

_ want real security. If they did, they would pay for it. For $1.60 an hour, 1

wouldn’t stick my neck out again. Anybody who does is crazy. I got no stick,

1o gurn, no power. I just stand around looking cute in my uniform. Don’t let

anybody tell you a guard doesn’t need training. If I'd had it, I might have
known what the hell was going on. :

8 Private communication from Charles E. Lamb, UPGWA, August 3, 1971.

9
James Norell and John Acqualino, “Scarecrows in Blue,” The Washingtonian, August 1971,

N
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VIII. CURRENT LICENSING AND REGULATION

This chapter summarizes the licensing laws and related regula_ltio'ns‘of 'priv?te
security businesses and personnel in all 50 states and some local Jur1s§1ct10ns_.

There are two major differences between state and local regulations: First,
approximately half the cities with population over 25,000 regulate some asp?ct of the
industry, but about three-quarters of all states regulate some segments of the industry.
Second, cities tend to regulate categories of the security industry that are not regu-
lated by the states. In general, it appears that state and local regulations comple-

ment each other.

STATE LICENSING AND REGULATION

The licensing? and regulation of the private security industry?® at the sta?e level
is characterized by a lack of unifermity and comprehensiveness. Thg 1aws., in fact,
often exclude many types of security businesses and personnel operating within the

state. . - i
There is wide variation among states in the extent and quality of regulation.

The industry is virtually unregulated in 12 states—typically, those states which are

! Detailed descriptions of each of the statutes and ordinances summarized appear in R-871-DOJ.

2 [ jcensingis used in this report to mean the permission of a speciﬁeq g.overnmeﬁtal agencyuv\i':cigch'
must be granted beforea business or person can lawfully 9ngl_age 11{1‘ ta}:] atctmtyzr:cl::;f that some jur
ti the terms permit, commission, or appointment in lieu of the term - .
wnls?el;rs';tration is uIsJed hére to mean the required submlttxf?gd of certf};n ibnf'o‘rmga!tl,g)rtxot:ngasg;;eicrxlﬁ:g
‘ i ithin a specified time after beginning )
governmental agency by a business or person wi 1 time after ng 1o engage
ivi tration if minimum qualifications
activity. The governmental agency usually may deny the regis ainitiok
i i i in, i followed by several states in whic
tisfied. Registration, as defined herein, includes the pl:ocedure )
i::lliie?recordgs check i; made by a state ag'ency for each private security employee, even though the states
themselves may not call the procedure registration. ‘ . -
3 Ag stated in the Introduction, private police and privatesecurity agency, force, industry, a(;u.i eﬁzsgsne
nel are comprehensive generic terms used in this report tol include all tglges off') g;)gﬂ:sgtt sgmi‘r:l e
L N . S
ices, including investigation, guard patrol, lie deteqtor, alarm, armored tran »andt
z?‘l;;l::rity advice.gContract agen’cies are; those that provide security services for a fee, while in-house forces
provide security services, not for hire, exc
employs them.
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lusively in connection with the affairs of the one business that ‘

' neither heavily industrialized nor densely populated. Regulation in the remaining
- 38 states ranges from virtually automatic licensing of private investigative agencies
. only to some very comprehensive regulatory programs embracing most types of
"security agencies and involving high licensing standards plus mandatory state
“screening and registration of employees. Regulation of the industry has been under-

going rapid change; several states have recently enacted, or are presently consider-

. ing enacting, new laws.

While several current state laws concerning private security are relatively com-
prehensive, and while nearly every regulatory feature we suggest in this study exists

‘in some state law, we feel that no single law presently in force has adequate scope
"and quality. In short, no state today has a model law. A model statute would incorpo-
‘rate the most desirable features of several state and local statutes plus a few not now
" in any existing law. In our view, California, Connecticut, Delaware, Florida, Illinois,

Michigan, New York, Ohio, Texas, and Wisconsin have some of the better statutes,
in terms of standards and scope. In contrast, some state statutes are silent on nearly

‘all topics except licensing fees. For example, Alabama, Alaska, Louisiana, and

Tennessee appear to have no specific regulation beyond the collection of a business

“or occupational license fee; this fee ranges from $25 to a percentage (0.25 percent

or 0.5 percent) of the gross business receipts of the licensed agencies.

Usually, state-level regulation of the-private security industry is conducted by
only one agency. The Department of Public Safety or the State Police serve as the
regulatory agency in 10 states, and a special Regulatavy Board serves in 12 states.*
The tightest standards appear to have been established in these states. The weakest
standards, existing in states where the Department of Revenue has responsibility,
consist of little more than collecting a license tax for the privilege of conducting
business.

In some of the states that do not regulate private police, regulatory authority
is explicitly delegated to the cities and/or counties, but in most of those states the

- security industry is not mentioned in any state statutes. The states that do regulate
_ usually allow additional local regulation, but in a few cases it is expressly prohibited.

The business and personnel categories that are regulated vary widely among
states. Twelve states do not regulate at all; some states, such as Alaska, license only
contract investigative agencies; other states, such as Wisconsin, license contract
investigative, guard, and patrol businesses, and license or register all employees of
contract investigative, guard, and patrol agencies but do not regulate polygraph

‘examiners and in-house security forces. In contrast, Florida has a very stringent

licensing requirement for individual polygraph examiners but does not register
employees of contract investigative, guard, or patrol agencies. One of the weak

~ points in many state laws is the complete omission of major categories of security

bvusinesses and personnel from regulation. A total of 34 states regulate private
investigative businesses; 26 regulate guard or patrol businesses; 17 license or regis-
ter private contract investigative employees; and 12 license or register private con-

* These are the most frequently used regulatory agencies.




tract guards or patrol employees. No state has mandatory regulatica of in-hause

guards or investigators.
Businesses that are less numerous than guard and investigative agencies tend

to be less regulated, even though they perform significant security functions and are

susceptible to many of the same problems as are the guard and investigative seg-

ments. To our knowledge, only 4 states explicitly regulate the central station alarm
companies,® 6 states explicitly regulate armored transport companies,® 11 states
license polygraph examiners,® 4 states license repossessors, and only 1 state licenses
insurance investigators. The special police” are regulated by several states.

Many categories of private investigators and guards are explicitly excluded
from licensing requirements for reasons that are not clear to us. Even though they
perform the same types of investigative activities as contract investigators, both
insurance and credit investigators are explicitly exempted from licensing in 22
states. Most of the remaining states that license contract investigators implicitly
exclude most insurance and credit investigators (who work for a single employer)
by licensing only contract investigators and excluding in-house investigators work-
ing “for a single employer” rather than “for hire.” Similarly, in-house guards are
often not regulated at the state level, even though they perform exactly the same
jobs as contract guards in many cases. Since both contract and in-house personnel
may have to deal with the public, it appears that current state regulation is not
aimed at specific types of security activities or at personnel that make contact with
the public, but rather at some of the businesses that sell security services. _

" Licensing is the method of regulation for private security agencies in all of the
38 states that impose any controls. Certain types of employees, usually investigators
or polygraph examiners, must be licensed in 14 states. A total of 13 states register
certain categories of security employees; typically, the remainder set standards for
employees but play no direct role in the screening of personnel. The registration of
employees (submission of employee data to the state for approval) takes a variety

of forms. The weakest form of registration requires only that employee fingerprints, -

without names, be submitted to a state agency for a criminal-records check. Stronger
registration requirements® specify that detailed data on each employee be submitted
to the state regulatory agency;. explicit approval of employees is required for con-
tinued employment, although the approval may not be a stringent procedure (in one

state, for example, a letter from the local police constitutes approval). In Ohio the -

state issues an identification card if the employee is approved, and an employee not
yet possessing the card may work for a client only if the client is warned that the
employee has not yet completed registration. Registration rules generally specify
that data on the employee must be submitted to the state within a brief time after

5 These services may be included in guard or patrol categories in some additional states.

¢ For more details on polygraph legislation than we present in this series of reports, refer to C. Romig,
“The Status of Polygraph Legislation in the 50 States,” Parts I, I, and III, Police, September, October,
and November 1971,

7 Recall that this term is used to mean those private security personnel who are given some law-
enforcement powers not granted to ordinary citizens.

8 For example, those in force in Connecticut, Delaware, New Mexico, Ohio, Texas, and Wisconsin.
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date of employment; this time ranges from “immediately” to 10 days. Temporar
employees are excluded from registration requirements in 3 states ' P
The adx.ninistrative requiretaents for obtaining a license generaliy follow a simi-
lar f‘orn}at In each state. An application is completed, an investigation is made
concerning the applicant, and, if he is found to be of “good character, integrit
competency, and ability,” he is required to post a bond and is issued t,he licinsz,
Typical statutory provisions for a licensee and his employees include the following:

1. There is a license period of 1 or 2 years,

2. A'm e}veragt? licensing fee of $150 is levied, plus $3 per employee if registra-
tion is rfaqulred. The licensing and registration fees range from $1O "to $5OO

. per business and zero to $5 per employee.

3. An average bond of $6,000 must be posted. The 26 states requiring bonds
set amounts ranging from $500 to $400,000. In two states insurance ma
be purchased in lieu of the bond. ’

4. A criminal-records check is required on the licensee and each employee—
the fo.rmer in all the states that license one or more types of security
agencies, the latter in half of those states. '

5. Groz'mds for denial usually include a conviction for a felony or crime in-
volving moral turpitude, or not being of “good moral character integrity
competency, reputation, or honesty.” ’ o

6. Cr’rour'lds for revocation usually include all of the grounds for denial plus
Zlolatl’(,)n of any regulation or “demonstrated unworthiness or incompe-

ency.

7. There are no provisions concerning how the reghlatory agency is to learn
Qf‘ qr handle complaints, bond or insurance claims, or court proceedings
against a licensee or his employees. :

8. Penalties of up to an average maximum of $1,100 and/or 7 months impris-
o.nmer.lt may be imposed for violation of regulations or provisions of the
%1cen‘s1ng act. The maximum fines range from $20 to $5,000, and maximum
Imprisonment ranges from 2 months to 5 years. Licenses may be suspended
in 10 states and may be revoked in nearly all licensing states, - |

9. Thgre are no provisions granting private security officers special legal
polzc'e Powers not possessed by ordinary citizens. However, in a few states
and in many cities, a small percentage of all private security personnel are’
commissioned as “special policemen.”

10. A minimum age requirement of 21, but no maximum age limit, is set in
16 states. An additional 9 states have a minimum age requirement of 25,
11. There may be a requirement of U.S. citizenship, but not state -residency.
Only 6 states require residency of up to 2 years. ‘
12.  No minimum level of required education is specified, except in two states
that .require a licensee to be a high-school graduate, and one state that
requires licensees to be literate. Two states require high-school graduation
anfi 1 requires a college degree for polygraph examiners. ,
13.  Prior relevant experience averaging 2% to 3 years is required for licensees
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in 23 states. The range of required experience is from 1 to 10 years, and
the ampount required may depend on the nature of the experience. Typi-
cally, only one person in the security agency management need satisfy
these experience requirements. For a polygraph examiner’s license, 7
states require a 6 to 12 months internship under a licensed examiner; 5
other states require up to 5 years experience as an investigator but will
accept certain types of Bachelor’s degrees as a substitute for experience.

14. Written examinations are required for contract guard and patrol agency
licensees in 8 states and for contract investigative agency licensees in 11
states, but examinations are not required of a licensee’s employees. Seven
states conduct examinations of prospective polygraph examiners.

16. Training is generally not mentioned in the statutes. There are exceptions,
however: California will be instituting a mandatory weapons-training pro-
gram for armed personnel; Ohio requires 120 hours of training at an ap-
proved school for all private security personnel, who must be commissioned
by local jurisdictions,” and for every armed person employed at an educa-
tional institution; Vermont requires private investigative agency licensees
to pass either an approved training program ora comprehensive examina-
tion; and 10 states that license polygraph examiners require graduation
from an approved training school and/or 6 to 12 months internship.

16. Requirements usually specify that approved identification cards be car-
ried, and that guard uniforms and badges not resemble those of the public
police.

17. Special handgun or concealed-weapons permits are required by many
states and are not generally granted automatically with the agency license
or employee registration. Most licensing statutes are silent on this point,

but 12 indicated that an additional weapons permit must be secured. Two .

statutes specify that handguns could be carried by private security em-

ployees only while on duty.
18, Special regulations, in addition to those categories of regulations summa-

rized above, appear in many of the statutes. These rather specific rules .
< Fo : ;
r example, the Dallas alarm statute specifies stringent and detailed controls on

generally make certain private security practices either mandatory or
illegal. Special regulations concern, for example, advertising, use of weap-
ons, record-keeping, or polygraph-examination procedures.

19. Licensing or registration is required of some, but not all, types of contract
security employees in about half the states that license some types of con-

tract security agencies.

The principal difference between current regulation of private investigative

forces and regulation of private guard forces is not in what detailed regulations are
established, but rather in whether any regulations are established at all. If states

* Commissioning by cities and counties does not necessarily imply that special police powers aré

granted.
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differ greatly. However, 34 states lic i

. atly. H , 34 ense contract investigative fi i

license either contract guard or contract patrol agenciei orees, while only 26

y 'Z’hle principal differences between the regulation of businesses and the regulation

t ces 1; ;yees are mu.ch more;marked than are those between the regulation of different

p}llgyees ézégce:cczles[; Flrst, twice ?s many states regulate businesses as regulate em
es. nd, businessesare licensed beforebeginning i i ,

. . g in business, and at least one-

ﬁ(;rds:: Oxn tlhe ﬁrn.l r.nust meet detailed standards, but employee’s typically need

go only a criminal-records check after they begin work. Generally, security

employees do not have to meet an i .
v educational or ex
have to pass written examinations. perience standards, nor do they

LOCAL LICENSING AND REGULATION

Statgllc;ile?g an rigu'lat(iiokr: of private security at the local level, like that at the

, is characterized by its lack of uniformity and onsi i

cally, local laws exclude man ty bust ot foam

, y types of security businesses and
regulation. Furthermore, accordin e it
. , g to one survey,'® only 54 pe: t of citi i
population over 25,000 regulate an i  ivato secusity indu e thot
, y portion of the private security ind

survey, 121 of 357 city police de o he ot
partments responded.) “Special police” i

gory most often regulated. Forty-five : e ente tntioated

' . percent of the survey r d indi

that certain categories of pri i e s mers
private security personnel po d i

above those granted to every citi LS

y citizen. We suspect that regulation i
o gulation is less prevalent

ﬁeela dlog:;ltha:eslttlgan :;; the state level because localities have been preenlljpted innthéil:
‘ ates. However, several states specifically authori iti

reguvl;}il.on beyond that which is state-imposed. ¥ authorize additional local

it Sug;z i:l\;er:l currcilnt lo<l:al laws are relatively comprehensive, we found none

. scope and quality to be considered a mode! stat i
view, Dallas, Denver, Qakland, and S i oFthe better existing stat
, , , t. Louis have some of the b isti
s : e better existing stat-
allas, Beverly Hills, and Oakland have particularly strong alarm stiutes

the alarm i i
businesses, on alarm devices, and on operating procedures; but it fails to

. specify adequate control ; :
' alarms. rols on the private security personnel that respond to the

T . . .
o further illustrate the stricter types of ordinances and regulations of the

o o . s
: ;)ta;'j::ssg?igty 1nc¥u.stry established by cities and counties, we summarize below the
: localities. The localities selected were either in states with no regula-

tio : i
n at the state level or in states that reportedly had relatively strict regulatory

laws. T .
: SUI‘Vey‘}‘levfii}glucllazo?ly a%endmes in many of these localities aiso responded to Rand’s
etails of a ini 3 : . R
regulate both guard and investigative forces, the regulations for each do not usually = : ‘ ministratively established regulations which do not ap-

10 Rj ¢ . . .
" ;Zhg;i St Post, “Relations with Private Police Services,” The Police Chief, March 1971
pters IV and V of R-871-DOJ, Current Regulation of Private Police: Regulatory Agency

. Experience and Views.
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pear in the language of the local ordinances. The local police departments are
responsible forradministering the regulations in 15 of the selected localities. Con-
tract investigative agencies are licensed by 8 localities and 11 of the states in which
the 19 localities are located. In 2 of Lhe cities, both the state and the city license these
investigative businesses. Contract guard ard private patrol agencies are licensed by
10 to 13 localities, respectively, and by 9 of the states. In 5 cases, both local and state
licenses are required for the patrol agency.

These 19 localities take a significantly stronger stand than do their respective
states on the issue of employee licensing or registration. Contract investigators are
licensed in 6 of the localities but registered in only 5 of the states; contract guards
are licensed or registered by 10 of the localities but by only 3 of those states; contract
patrolmen are licensed or registered by 13 localities but by only 3 of those states.
Finally, several cities, but no states, license or register in-house security personnel.
Oakland, for example, licenses in-house uniformed or armed security personnel but
does not give them special police powers. In contrast, no state in the United States
has mandatory licensing of in-house guards or investigators.

The specific standards and reqirements that personnel must meet are generally
the same for all categories that are licensed or registered in a single locality. The
typical statutory provisions for a licensee or his employees in the 19 localities
summarized include the following:

1. There is a license period of 1 year. .

2. A licensing fee of from $5 to $250 is charged for agencies, with an averag
fee of $57. A fee of $3 to $10 is charged per employee, with an average fee
of $7.

3. A mandatory bond of from $1,000 to $25,000 must be posted; the average
bond is $5,000. One locality requires $200,000 insurance, but no bond.
Another requires a $100,000 bond or insurance.

4. A criminal-records check must be made of the security agency manager
and all registered or licensed employees.

5. Grounds for denial usually include a conviction for a felony. Other com-

mon grounds are conviction of a crime involving moral turpitude or not

being of “good character.” One or more localities deny a license on the basis

of conviction of a misdemeanor, drug addiction, a false statement on the
application, a dishonorable military discharge, certain types of arrests, or
violation of any regulation of the licensing statute.

6. Grounds for revocation usually include all of the grounds for denial plus
the violation of any regulation. Other reasons are a justified complaint,
action not in the public interest, failure to go to the scene of an alarm, or
not rendering competent service.

7. Penalties include revocation of licenses and from $100 to $1,000 maximurs
fines and/or 2 months to 2 years (maximum) imprisonment. The average
maximum fine and imprisonment are $400 and 7 months, respectively.

8. Provisions for granting certain types of private security officers special
police powers not possessed by ordinary citizens exist in 9 of the 19 locali-
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12,

13.

14.

15.

16.

17.

S t

There is a minimum age roqui

rquirement of i iti
never & ot ner ) 21 years in half the localities, but
There are citizenship requirements j
ments iz only 6.
Ther_e are educational requirements in only 3 of the 19 local
or high-school graduation are the two levels specified.

A requi vior r
: qulremex}t for px iox relevant law-enforcement or security work of' 2 or
years duration exists in only 3 localities |

A provision for a written examination exists in 1 locality.

Mandatory training : i
program requirements ranging fi 'S |
length have been established in 4 localities. s Trom B o 120 hours in

?}S:Ze loc&:llitleg require that approved identification cards be ca'rried and
guard uniforms and badges not tesemble those of the public police.

n 9 localities, but residency require-

ities. Literacy

gun to be carried only on duty. Fiv i )
must be reported.
;Ii‘in:e é)rgws;}im is so;netimes made that specific regulations may be egtab
Y tae regulatory agency. (The reader isr ‘ : "

: ' th . . eferred to the “other
;%1-2071*111138311’ section of each local statute Summarized in Appendix B of
- for examples of these special regulations. The Dallas alarm

f
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IX. PROBLEMS

i ide-
Since a major objective of this study is to suggest and evaluate general gui

i i : ing its costs and visks
lines for increasing the benefits of private security and xeducmgbntshcoz R
to society, it is necessary to examine the relevant problems, ‘c; p.v.¥ceq -
z;ctual W;e have indicated previously that users of private security ser S

ik

i i tment in private
ently perceive the benefits as outweighing the costs, because investment 111 p ‘

ly over the past decade. We have also indicated that for

sy B L s dent; for others it will be possible

certain private security services the benefits are evt

3 cefully -
to measure benefits only after appropriate data have been collected and caretu y

¢ zed. N y o g
ana]%;z other side of the coin is the recognition of potential and actual disbenefits

. . . ‘ch
of private security. VWhat are these? And what information is need to judge which

i i ert
are potential problems, which are actual problems, and which are sufficiently s.

buses? _
ous or prevalent to be called a ' ' e Thas
Accpurate comprehensive data bearing on these questions are unavailab

infor i several,
we have attempted to coliect, compare, aad evaluate information from s

i i i candidly o
sources. In face-to-face interviews, private security executives spoke y

” dred
some of the industry’s problems, as they saw them. A survey of seviailci}:;gts X
security workers provided an estimate of the frequency and nature o

ir ity or been
which those workers or their peers had overstepped their authority or had ,

ivil sui i e e als)
threatened with ¢riminal chargesora civil suit. From this same surjvcy g}v}i wv'fé :kers‘
able to make inferences about potential problem areas by testing

knowledge of their legal powers and by testing their judgment regarding action

. . . d
they would take in several hypothetical situations that are likely to be encountere

- 3 . "y " 5*. ear E
From statistics of complaints and insurance-claim dispositions over 2 year -

i ble
period, which were provided by a very large contract security agency, we were a

> . . . t. Ye’ .
to at least rank-order the justified complaints by type and indicate their relatiV

i { eact
frequency. However, this information does not provide the true frequency 0 ‘

i ity per of th °
type of incident involving the interaction of security personnel, members

public, and persons suspected of violating the law or company regulations.

ies the ¢

Using information from a survey of all state_and many locai1 ag:}i):t;esp;li ‘

regulate the private security industry, we were also able to rar;k—o_r ext"rue agsom |
complaints, at least those of which the agencies were aware. Again,
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or relative frequency of incidents and complaints could not be accurately assessed
because the informal system for capturing such information is inadequate.
Finally, an analysis of the legal problems, court cases, and accounts of incidents
in the news media and from other sources added to our understanding of the prob-
lems that arise from practices and actions of private security personnel.
By comparing and evaluating information from these diverse sources and exam-

ining them for consistency, we have been able to make strong inferences about the
nature and seriousness of these problems.

THE VIEWPOINT OF SECURITY EXECUTIVES

The problem areas recognized and articulated by top management of various
private security companies provide significant insights into the state of the indus-
try’s operations. We interviewed dozens of executives of both large and small private
security forces, including most of the major contract security agencies. Their con-
cerns are hest revealed by their own words. Although the quotations below are
attributable to individual private security executives, each typifies a viewpoint
which was expressed by several exec:tives representing different organizations.

F

We conclude that if managemen: :sself recognizes and articulates certain prob-
lems, these problems should be tali very seriously.

Licensing and Regulation of Standards

« “The private security industry needs strong licensing laws and stiffer per-
.sonnel standards in all states to weed out undesirable, fly-by-night opera-
tors and hooligans. For example, the ... State law is a laugh.”

» “There should be equal treatment of in-house and contract security per-
sonnel with regard to licensing and other regulation.”

+ “Even in states with strong licensing laws, enforcement of these laws lacks
teeth.” )

o “Anyone can get a license in some states.”

» “Licensing and regulation laws should aim for some uniformity and
. should not be used as a revenue source.”

“Businesses or personnel involved in insurance investigations, credit

investigations, collection or repossession, and investigation for attorneys
often are not regulated. They should be.”

Personnel Quality, Screening, and Training

+ “Good supervision is needed because of the poor labor market we are
forced to draw upon.”

e« “We can’t afford to give our men more training; we wouldn’t be competi-
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tive dollarwise.”

. “In screening our own potential security employees, we shy away from~ : ¢

arrestees, especially for theft or morals charges; we can’t take a chance.”
. “The difference in quality between a $1.60 per hour guard and a $2.00 per
hour guard is that the $2.00 per hour guard is a ‘person’.”
« “Some standards are a joke. While we require a physical exam for employ-

ment, if the man can take three steps he passes the physical.”

Legal Problems (Potential and Actual) Flowing from
Actions and Practices

. “It would be dangerous to give police powers to private security personnel
because these powers would be abused.”

. “We couldn’t trust most of our guards with guns.”

“Private guards think they have a lot more legal powers than they actu-

ally have.”
“Many actions thatour security people take could lead to lawsuits by those

»

people affected.”
« “A certain percent of our security people like to olay cop but can

the force.”
. “We get many letters threatening lawsuits; 90 to 95 percent of the claims

are legitimate.”
. “Our investigators operate strictly by the law, but some companies will do

't get on

anything.”

. “Common practices of private investigators include. inaccurate or false
reporting; trespassing on private property to spy on or photograph the
person being investigated; searching premises illegally when the person
being investigated is absent; and posing as someone other than a private
investigator when obtaining information from neighbors.”

Interaction with Public Police

“Many of the crimes are not reported to the public police.”

“Off-duty public police who moonlight for private clients are unfair compe-
tition, because they have broader arrest powers, can work on public streets,
can handle traffic, and they pose less potential liability to the client. In
some jurisdictions, a client will not receive on-duty services of local public

police unless he hires off-duty police to moonlight as private security offic-

ers.”
« “Oh, yes, we have access to police records.”
“Although it's illegal, from time immemorial we have paid the ... City

Police Department for police records.”

make.”
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“The police got mad when we made more arrests than they wanted us to .

Sou:::pz'§531onsl gleaned f‘rorrf these interviews suggest that the most frequent
sours ('isisoh sz;r;;z alzlts arg1 negligence in allowing clients to suffer losses and theft or
acts on the part of the contract securit i
: ‘ : y firm or its employees. L
lf; i?)l;:;té l;?itlzfverthel.iss of great importance to society at large arz cgmplai:j:
vate security personnel in cases of false arr imp:
: ' . : § est or improper detenti
;:)lscgeaiszt:r:}l anc% selzu:re, improper interrogation, assault or use olf? unnec;sl::':
foree (o ae1 ;rzlce;;ntzc;lvnfxﬁ ths ulse of a gun), invasion of privacy, extortion, blacl;-
, onfiden icr i i i
i ial public records, impersonation of public police, and
perc'gﬂi) :)r(sc'utit\{gs cin}t{erviewed indicated that many of the complaints (up to 95
justified. However, few cases are settled in th i ;
. e courts, since the i -
::Ziecc;c:nrr;par}les gener:l}lly pay out-of-court settlements. Executiveé of the me;iil:r:
2 anies seemed hard put to recall more than -
one or two court cases in t
past year, and the large firms each claimed that fewer than 10 cases (of all tr;p:s?

involving their firm had b tled I
period. een settled or were pending in the courts during the same

INSURANCE-CLAIM STATISTICS

tigag:é); e(ir;eiaczser; ;a;lrge cqx;t::lact security agency, which provides guard and inves-
) e available statistics of personal-injury i i
on security-employee actions over a peri bt
period of 5 years. The total 138
year, on the average. These incidents i ims e Loy
/ age. nvolved the claims sh i
listed by rank-order and relati e oo
ative frequency. Assault and false a i ’
detention together accounted fi ) . L e
ed for 82 percent of the total inci
ceen / . : e total. These incidents result
torggse gei’z(;r;,longi)}izpber gctwnsfcgl prg;ate guards, since guard services represent 90
: f usiness of this firm. However, claims charging f& ‘
improper detention often involve store d ives; e o ve tath
etectives; defamation claims involve t
. : e both
gué}rd‘s and 1nvest.xgators; and claims charging trespass, invasion of privacy, and
malicious prosecution usually involve investigators. ’

Percent of
Incidents
4 1 A
. Assault (use of unnecessary force) ........... 45
2. False arrest or imprisonment .......... 27
3. Defamation........... R 13
4 Tmproper detention. ... ..oowrmrso 10
B TTEOSDASS . . vvvr s 2
6. Invasion of PrVACY ...« .oreesse e 1.5
7. Malicious prosecution. ........oeressesseeseeennn. <.1
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claimant. The only closed cases for those years were those resulting in no payments.
to 1966, to find that nearly all claims filed

It was necessary o go back 5 full years,
during the year liad been gsettled. Of the claims filed in 1966, 10 resulted in no

payment, 14 vesulted in an average payment of $1,685 each,’ and 2 were still
pending in April of 1971,

PROBLEMS INFERRED FROM RESPONSES OF SECURITY WORKERS

We believe that the results of our survey of private security workers are indica-

tive and suggestive of problems, even though the sample size was small (about 300

respondents from 13 organizations) and not fully representative of the total popula-
the Southern California

tion of private security workers. About 80 percent worked in
area, while 20 percent worked in various other areas throughout the United States.

'Over 75 percent were guards, about 3 percent worked for a private patrol operator,
about 9 percent were employed by a large central station alarm firm, about b percent
worked in retail security, and 1 percent were investigators.

- We asked the management of a cross-section of different types of security forces
to allow their employees to be interviewed and fill out a 20-page questionnaire.

Participation was voluntary, &
they were guaranteed anonymi
major research organization; a re

station alarm company; a sma
um-sized, and two small contract investigative firms; and one major guard union.

Within each force we made every effort to obtain a random sample of employees.
Each employee participating was given

his own pace without consu _
anonymity and were not asked any questions that would identify them personally.

The questionnaires were mailed directly to Rand, so their supervisors never saw the
answers. The overall response rate was approximately 50 percent.

tail chain; a manufacturing firm; a major central

Abuse of Authority

When asked whether they had seen any private security employee overstepping

his authority, 21 percent of the respondents answ
two-thirds answered “a few times,” 20 percent answered “many times,” and the

remainder answered “only once.’
40 percent of the respondents described a case of use of excessive for

involved a gun, and 20 percent described improper arrest, detention, or search

procedures—i.e., situations in w

have resulted. Three observations are in order here: (1) These figures may underesti-

' An average of $2,770 for each defamation claim; $2,000 for each false-arrest claim; $425 for each

unlawful detection claim; and $1,210 for each assault claim.

50

nd several firms declined to cooperate even though
ty. Those that participated include a major bank; a

11 contract patrol organization; two major, two medi-

the questionnaire and told to complete itat -
lting anyone else. The employees were guaranteed -

ered affirmatively. Of these, fully -

hich major lawsuits and/or criminal charges might .

mate the true incidence, since an employe ] i
co;:vorkers }?ave overstepped their auth%ri{y,ear:c?ythk;es:itt?t;r;tnt:loaderﬁlt “‘?t e
xoi:dcr?:tsit;t;ﬁe;eabusel of ‘auth.ority. is quite faulty (i.e., as we indiZatvesb!:l)oinho:‘
would nos e e ha;:;rt;iz sﬁuatwns in this category that in fact should be includ’ed)'
(2)on the other & the,se ‘set gures may be overestimates because of hypersensitivit);
oo e ot ma ter§ and bef:ause the security employee’s faulty notion
e oer absenceao f1‘1se may include situations that in fact should not be included,;
B oo oF r‘some other problems associated with investigators, such as,
irespa v,e astor D '1vacy, false statements, libel, defamation, etc., is explainable
y Therer;; ewtlr}l\{rfestlgatoxjs (only 1 percent) included in the sample
oo assasu iso ;'1u ;ng consistency in the relative frequency of problems involving
T atenco tatistios are aompared with serunty mployes responasn, |
ne ith security employee responses.
Comiﬁ;gj:fg(;uib;):; 12 pe.rcent of the respondents indicated thi%; someone had
complained abo e .actlon but had not threatened to sue. About 3 percent
at they or their employers had been threatened with a lawsuit as a result

H] 1

Potential Abuse of Authority

I . [ )
n response to a series of questions testing the security.employee’s knowledge

* of his 1 is ] i
is legal powers and his judgment in several hypothetical situations, the average

res
e niassrldﬁnzuv;ri? ;vrc;ng b215 percent of the time (i.e., errors per respondent averaged
e whichpc 5511 delz 44). Moreover,. out ofa potenii_ial of 20 grosserrors (a gross
T ot e ou " ead to a lawsmt‘ or serious criminal charges;, the average
o respondzgf) Mperce.nt faf' the time (i.e., there was an average of 3.6 gross
o e . T}olre s1gn1ﬁcgnt1y, over 97 percent of all respondents made
bl }irror. ese responses alone suggest that very serious potential
ey orobe pOtent,i fegazd to abuse of guthority. These types of questions, of course,
w(;uld obe o al pro lem'areas, since there is no guarantee that respondents’
pond eras b y'sugg.est or, }ndeed, would find themselves in identical real situa-
a detailed inspection of the types of errors made by the respcndents

- showed consistency with the types of abuses actually reported.

0 . )
ur survey results indicate that private security personnel may encounter and

 have t ith inci i i
| ave ! oogiil with incidents involving criminal activity as often as once each 1.5
) e average. Of the 275 security personnel we surveyed, 120 men reporte;d

* When asked to describe one such incident, fully
ce, some of which -

specific frequenci i i
quencies with which they encountered incidents involving criminal ac-

: tivity i inci
y in the past year. Such incidents (4,546 in all) were reported to occur at an

. avera
: ge annual rate of 16 per man surveyed, or 38 per man reporting. However, the

¢ numb imi inci
‘ er of criminal incidents encountered depended strongly on the type of work

- perform i inci
ed by the security officer. The incident rate of retail-store security officers

averaged :
i, ai nuel;‘fi }Jter %ﬁicer surveyed, or 193 per officer reporting incident frequencies
ates for nonretail security personnel were considerably lower: 11 ’pexi

man surv j ing i
, eyed, and 25 per man reporting incident frequencies.
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The response made by private security employees to certain questions are par-
ticularly revealing. When asked how well they thought they knew their legal powers
to detain, arrest, search, and use force, 18 percent stated they did not know their
legal powers, and an additional 23 percent were unsure of them—41 percent in all.
In fact, less than half knew that their arrest powers were the same as any private
citizen’s, and only'22 percent knew under what conditions an arrest was legal. Few
knew the difference between a felony and a misdemeanor, and some did not even
know whether some actions were crimes or not. For example, 31 percent believe that
it is a crime if someone calls them a “pig,” and 41 percent believe that it is a crime
for someone to drink on the job if it is contrary to company rules.

Although few knew which actions constitute a felony crime, fully 17 percent
stated they would use deadly force or force likely to cause serious injury if necessary
to arrest anyfelony-crime suspect. A few would do the same regarding misdemeanor
suspects. Six percent would use deadly force or force likely to cause serious injury
to prevent any damage to property, but 20 percent would use such force to prevent
extensive damage to property. And 19 percent thought that as long as any arrest by
a private security officer is made in good faith, and nobedy is physically injured, the
security officer is not subject to criminal or civil action. Only one-third knew that
a person may legally resist an unlawful arrest made by a private security guard.

Finally, when asked how often they felt unsure of their actions when handling
actual crime-related incidents, 10 percent responded that they were usually unsure,

and 19 percent were sometimes unsure.

Nonreporting of Crime

Almost half of the respondents stated that there are some criminal activities’
that are handled by the employer and not reported to the police. Of these, employee

theft accounts for almost 60 percent, 8 percent involve shiplifting (recall that few

respondents worked in retail security), 15 percent involve minor misdemeanors, and
17 percent are cases of fighting, often involving drinking.

NATURE AND DISPOSITION OF COMPLAINTS TO
REGULATORY AGENCIES

Thirty-one states and many U.S. cities and counties have public agencies re-
sponsible for regulation of the private security industry. These agencies typically

establish administrative rules and regulations to implement the statutes, receive
and screen applications for licenses, handle complaints, and take punitive action

tion.

To tap this source of information and experience, we surveyed those agencies
in each of the 31 states, in 3 counties, and in 46 cities that regulate private security.

¢ ofthe t, inci ird i
e total incidents, about one-third involved improper uniform or equipment, and

tor ies’ i ta 1ivm?
dat}; iiezﬁzezejfiit“{ezess 8 ,hmlted because they typically do not have extensive
applications. the ¢ Y iml ustry’s problems. With the exception of reviewing license
contact with,th . y('ip cal regulatory agency has very limited and, in some cases
e1ndustry. Second, the agencies’ effectiveness is limited because thz;

attention, th i i
Channg:f;ﬁeaer{ the agencies have such limited resources and such ineffective
pranne atfentiol;lmlr;ge of proble;;msi that many specific problem situations do not come
heir at - Hience, controls are very rarely e i i
variations in the toughness with whi 8 8% enforoce e o Wide
' which regulations are enf;
ver : nforced among ¥
gencies. Finally, nearly every regulatory agency responding to our sugr\feeflilteitory
om-

mended that some aspect of th i
. e regulati i
it prosently o ooy E juriSdiction-g on of the industry be made stronger than

Complaints

Respon ~ .
securitypin ;zztf;orrrévstaltedand }ocal agen01e§ that currently regulate the private
violations of the statei ed.a wide variety 9f complaints and problems relating to
conduct. But only ranlices-;l nc.1 admlnlstrat1ve rules and to criminal and tortious
0t be acourately e ~oC1] };er_mg of problems is possible; absolute frequency could
gathering SYStenfs ar ?Sed foate o o gencies informal and formal information-
2 total of ety 360 e'ma equate. In fact, the 17 responding state agencies reported

y < incidents or complaints over a 1-year period. Five of the 17 states

y

: 11 i i

Cities selected were either in states having no regulation at the state level or were - -
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{ 18 pres nted 1

IMOSt O‘i these occurred in 2 cities. .
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The percentage of licensees against whom complaints were made ranges from
zero (in the 3 states with no complaints) to 18 percent (in Michigan). The average
s 6 percent in the reporting states. This should not be interpreted to mean
that over 94 percent of the licensees are perfect, but rather that the number of
complaints reachipg the siate regulatory agency averages 6 per 100 licensees per year
in the reporting' states. Complaints to local regulatory agencies involved an average
of 4.3 percent of the number of licensees in 1970. We suspect that there are many
more actual situations where a complaint would be justifiably registered than is
indicated by the reported complaints. Poor information channels may be only one

of several reasons for this, including the lack of public*knowledge about the limita-

tions of the authority of private security personnel and the fact that some com-

plaints are handled via the normal channels of the local police, rather than by

rate wa

regulatory personnel. ‘
Each regulatory agency was asked to list the five most prevalent types of com-

plaints received against licensees. The two types cited more often were (1) imper-
sonating a public law-enforcement officer, and (2) failure to perform services as
agreed. Other frequently cited types of complaints were improper uniform or iden-
tification, improper conduct, use of excessive force, operating an unlicensed busi-
ness, misrepresentation of fees, and “yiolation of regulations.”

Only 17 of the 42 responding agencies were able to present a detailed break-

down of the types of complaints received; such data are simply not widely collected
laints reported by the

and used by those agencies. However, the most common comp
agencies that did supply such data were the following:

« Violation of regulations (413)
« Improper uniform or identification (369)
« Shootings (55) . .

« Impersonating a police officer (34)

o Theft (29)

» Tailure to s¢rve as agreed (29)

. Misrepresenfation of service or fees (28)
. Violation of gun regulation (22)

« Tllegal access to police records (18)

. Assault or use of excessive force (13)

« Negligence (13)

» Operating an unlicensed business (13)

. Drunkenness (12)

. Conviction of a crime )]

. Offensive language (8)

« Killings (8)

A few cases eachdf false arrest, improper detention, invasion of privacy, improper -
ere also re-

search, improper interrogation, bugging, wiretapping, and extortion w

ported. However,
ging, and wiretapping, are difficult to detect, it is reasonable to assum
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since some of these actions, particulariy invasion of privacy, bug
e that a large :

roportl 1 (

;;ec :nt ]tyo}r:aa:ireta }?en;:pgit:d or und1sc9vered. One state regulatory agency,* which had

believes that aboutg&a?f c(:; }t,hzulﬁtzgte}ldts:?:ffir\:d o it’ from another state iatineg
\ : ' agenciesin t i i

bugintirir;gnv;;;ef;anpopl;gﬁ lgwsidthetse firms are cufrently undti ?flajsezas?i{gif\:il:rlxatmg
. , incidents involving deaths or shootin '

se i Y

in;u:;lz Sirjv(;?}?g ta:}i reported relatlvely frequently, compared to ingideiatlslsiiciroi)v){

e ot ae use of a gun, Thl'.? is understandable, since it is more likely

that the regu o ZS Cgency would obtain knowledge-of the more serious cases

Whoteas less seriows ases of assault are more likely to be settled or dismissed’

e e e :, agenC}f. M:emdatory requirernents to report most types of

e ot otine y agencies 51mply do not exist, and agencies typically do not

o e resources to discovering violations. Clearly the number of

reported by the regulatory agencies is far less that; the numbe? (c))f

incidents th '
at occur. However, the fypes of complaints registered are probably in-

dicative of the major types of abuses occurring.

License Denials

Statisti i i j

o Igu:ls9 r;)g 111<:5ens(3el:élen€al rate and nrajor reasons for these denials are of inter-
o o g staées a}; > 1en 1.ar_ld 6 percen.t of the license applications were denied
in reporting states fthoca 1t1§s, respectively. The primary reason for denial was
the crimine insufﬁCignt e apghcant., Ot}.ler- frequent reasons for denial were “poor
charac to,Obtain poler experience, fal_s1fy1ng the license application, inability or
oo o, & equired bonq or 1{15urance, and failure to pass examinations
e it o npt}})]zregfly,hthe hcensmg process does screen out at least some of
e unua e “ ’bmmc:, Pre: anhd, some local or state jurisdictions apparently place
i thosejurisdiéf;ié;?g ver fn who may engage in the business of private security.
ot ons, it is safe to assume that there will be some unqualified beréofls

services. Also, no states and few cities require mandatory registration-

i I'lt em 10 ee i i

Insurance Claims and Actions on Bonds

Sinc i i ire th
Db :V ;nlix;i ic;fe; flhaebhcints}llng statutes require that licensees obtain insurance or
3 otit the number of times claim ‘pai
e ’ . aims are paid. Only 3 of
Dallzg:adlllg retgulatory agencies were able to supply any such inform};tio(; tﬁsﬁ
e I::.r ed 1:xo such claims paid; California reported receiving one-of" two
e pa}; o ;ieoffgz Gtélgo%a?me of the bonding agent; and Michigan reported one
. ) or an assault. In short, th i
ol ssa ort, the regulatory agenc
o ;'1 ;;ril;:formed as to how well this method of redress works in };’)raiticeleSS:g}?
would not only be-useful, it costs very little to obtain. -

4
That agency asked that it not be identified.
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License Suspensions, Revocations, and Other Sanctions

We alSO Obtaine ata on icense ) Spe S.O ] evocations, ) p i { f i 1NI0Y
’:[“es and' rison P “lall by the regulator agencies S]l(!h la(:k ()f 'nf i i
. i d. l. | u nsions, ,[ T: . y g H ) : matlon 18 understandable. Fines
F ] 12 ) d]ng agenC]es had o were most Often lmposed fb ~ COl :i t 1 i ] . r . l . F

data available on each of these four major types of sanctions; thus the actual number a regulation such .

. ) ! [ as the : : . X
imposed may be considerably higher than the number reported here. It should also s of unapproved unif‘orms_pé(ﬁ;bglgneig?m% 1mpeI‘SOHafil'ng tht? public police, or use
be noted that when sanctions are compared to complaints, the results may be mis- licensees or their employees Thegs enctles reported any imposition of sentences on
leading, since some regulatory agencies keep records only of complaints that result  : ~ months imprisonment . eees ranged from 2 years probation to 12

in immposition of major sanctions. .
Table 3 summarizes the reported data on the imposition of sanctions. The data,

presented separately for states and localities, are shown in terms of sanctions per

100 licenses and sanctions per 100 complaints. e

In proportion to the number of licenses outstanding, major sanctions are rarely gg\?ngﬁ%’ISIzNFERRED FROM COURT CASES AND
invoked; less than 1 percent of licensees had any major sanction imposed on them
in 1970. In terms of complaints, the rate was higher; sanctions imposed ranged from Court cases and news- i .
a low of 0.7 percent to a high of almost 17 percent. But averages can be misleading. | problems as well as te;lweslren;acilz ssvc;zx;n:i Zei‘i"ri_io td.eﬁne and .1llustrate. some of the
There is considerable variation in “toughness” among regulatory agencies. For ! frequency of court cases and news-media acc ouxllta %onslof private p olice. But the *
example, Michigan has the “toughest” agency, with 4.7 major sanctions per 100 o cannot be considered as the primary or even oo \}/)mg : partl'cular problem
licenses, and 26.1 major sanctions per 100 complaints. We would not conclude from . problem’s extent. Usu ally, an incident is resolya] as C:}i‘ro orative evidence o.f‘ that
this that the private security business in Michigan is more problem-prone than it ! not be reported; or it may be reported. but n furt;ln 0 ir ways. For example, it may
is in other states, but rather that the Michigan agency is more vigilant than most - nant; or it may be settled out of cou;t_s er action 1s taken by the complai-
others. :

License suspensions were typically imposed because of the arrest of the licensee,

termination of bond or insurance, or violation of regulations, e.g., impersonating |

public law-enforcement officers. Reasons for license revocations included breaking - - AN ASSESSMENT

and entering, false reporting, extortion, felony conviction, falsification of applica--

tion, wiretapping, interfering with or impersonating the police, unethical conduct, On the basis of all the evidence and the legal analysis, it i

use of excessive force, fraud, drunkenness, improper conduct, bond revocation, as- that a variety of potential and actual problems do exist, g 5% IS abunda’?tly clear

sault, arrest for a major crime, and repeated rule violations. Seventeen of the 42 -~ others, but all have certain social costs or social disben'eﬁotrsm;ta lrse ;ls?)rzlse?al:iis tt:}::;n
. at the

or difficult to unearth. Most importantly, such an effort requires complete coopera-

Table 3 tion £
, lon from private security organizati
‘ on —_
I  be mose retunaooourif c_':; pegl.'ate lons and personnel—the very sources that would ‘
IN 1970 R i ' :
n \ . .
‘ i a;rsssmgg the problems in private security, we compared and evaluated infor-
m diverse sources, testing for consistenc
‘ | _ y. We merely summarize our
Nuz};gngzzsloo Nurg!;;;lzgti.oo Concluswn.s below. A more detailed discussion, which includes descriptions of cur
R tfentt prac.tmes. m. private security, news-media accounts, and court cases that illus-
i o Clties & fra e typmal incidents and problems, along with an analysis of the legal issues, i
Type of Sanction States | Counties | States | Counties ound in rompanion report R-872-DOJ. a
All major sanctions 0.7 0.6 12.2 16.7 * Representative ¢ £ . inci
K11 vajor sanceions 0.7 0.6 2.2 6.7 in detasr R-872—D0§.pes ot court cases as well as accounts of incidents in the news media are covered
License revocations 0.3 0.9 4.0 14.0
Fines 0.3 0.05 3.9 0.7
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Abuse of Authority

There is a constellation of problems involving abuse of authority which impact
on society at large. These range from very serious instances in which a private
security officer unjustifiably shoots someone or otherwise inflicts great bodily harm,
to minor instances of use of offensive language. These actions often occur in the
context of an attempted arrest, detention, interrogation, or search by a guard or a
retail security officer. There is such striking consistency among private security
executives’ views, personal-injury-claims statistics, responses of security personnel
to our survey questionnaires, complaints recorded by regulatory agencies, court
cases, and press accounts that one is led to the inescapable conclusion that serious
abuses occur—even if their true frequency is unknown. Abuse of authority takes the
following forms, in order of decreasing relative frequency: assault or unnecessary
use of force (with and without a gun), false arrest, false imprisonment or improper
deterition, and improper search and interrogation. In our judgment, low-cost meas-
ures aimed at alleviating such problems should be implemented immediately; and
higher-cost measures, of presumably greater effrctiveness, should be considered
seriously.

The fact that many private guards and patrolmen are armed and largely un-
trained deserves special emphasis as an indicator of potential abuse of authority.
National statistics do not «xist. But our survey of security workers (drawn largely
from Southern California) revealed that about 40 percent were armed full-time and

10 percent were armed part-time. A very recent statewide survey taken by the | l
Caiifornia State agency that regulates private security® showed striking consistency

with these figures: Overall, 49 percent of almost 16,000 guard-company employees :

in 241 companies were armed. The fraction armed in smaller companies was much |
higher than that in larger companies. The Michigan regulatory agency reported a .

percentage of armed guards similar to the above figures.” Executives of larger firms

indicated that they avoid liability for shootings by not arming their men. For exam- :
ple, only 33 percent of the guards were armed in companies with over 500 employees; = -

53 percent were armed in companies with 100 to 500 employees; and 77 percent were

armed in companies with less than 100 employees. We do not know whether these '

figures are high or low compared to the national average, but most security execu-
tives of larger firms assert that in the Southeast and Southwest, at least, armed
security guards are much more common than in other areas.

In any event, these figures are very revealing, and society should be concerned, :'
especially in view of the fact that firearms training is woefully inadequate. For |

example, responses to our security-employee survey indicated that only 19 percent
received any firearms training on their present job, and only 10 percent receive
periodic retraining, yet nearly 50 percent of those surveyed were armed.

There is another constellation of problems, more frequently associated with

8 The Bureau of Collection and Investigative Services of the Department of Consumer Affairs, State
of California.
T Letter from Col. John R. Plants, Director, Michigan State Police, October 21, 1971.
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actions‘ or practices of private investigators, which also impact on society at large

These. include impersonating a public police officer, trespass, invasion of privaf '
?)reakmg and e.ntering, gaining entry by deception, inaccurate or false reportiny’
improper S}er(?lllance,‘ and bugging and wiretapping. We have presented a good des
of data mdlcgtmg that impersonatio.. . f public officers is a very prevalent problem

The hard evidence on the other problem areas in the above list is not abundani;
becagse these problems are difficult to detect, but, in our judgment, the evidence is
sufﬁgently consistent and persuasive to warrant serious conside;ation of imple-
menting low-cost remedies. For example, we believe it is clearly significant when a
state regulatory agency reports that about half of the licensed detective agencies in

the state agencie§ are believed to be violating the bugging and wiretapping laws and
that these agencies are currently under investigation,

Dishonesty and Poor Business Practices

On the basis.of regulatory-agency reports of the number of complaints filed and
tbe reasons for licenses being suspended and revoked, and on the basi$ of impres-
sions glegned from security executives, we conclude that substantial dishonesty and
poor business practices exist. The former entails common crimes by some security
employees and employers, including burglary, robbery, theft, and extortion. The
latter include franchising licenses, operating without a license, failure to pe;f‘orm

services pa‘1d for, m1§representing price or service to be performed, and negligence
in performing security duties.

Access to Confidential Police Records and G i }
ath i
from Third Parties ering Information

' It is com.mon knowledge, and is freely admitted by security executives, that
prlvat.e securlty firms have easy access to confidential arrest records of local ;olice
aggnmes, even in jurisdictions in which such access is prohibited by law or by public
policy. Further, security agencies frequently have access to FBI records through
accommodating local police agencies. There is a legitimate need for the in-house or
contract security employer tc determine the trustworthiness, character, and crimi-
nal record of potential employees, especially those entrusted with sensiti;e positions

‘fmd th.ose who guard valuable property.® There is also a legitimate need for private
1nve§t1gators to check the criminal record and character of their clients’ insurance
applicants, credit applicants, and potential employees. But these legitimate needs
mu§t be-balanced by adequate safeguards and sanctions against the many potential
social filsberleﬁts flowing from such activities as inaccurate, incomplete, and false
reporting 9f' .inf‘ormation and invasion of citizens’ privacy. ’
ot Proscnb.mg access to public po.lice records by private security organizations has
0t worked in the past. Even occasional convictions for bribery, for giving unlawful

® For example, New Jersey”
s y's regulatory agency reports that 20 percent of private it
were found, through a fingerprint check, to have arrest records. i P security employees
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gratuities to a public servant, or for rewarding official misconduct seem to be inade-
quate deterrents. In Chapter XI we offer several suggested measures which, if imple-
mented, may help protect individual rights while still meeting the legitimate needs
of employers and firms which grant insurance or credit.

The recent Fair Credit Reporting Act is one step in the proper direction, al-
though it doesndt directly regulate the gathering of information from third persons.
It regulates the reporting of such information; it requires that notice be given to the
individual being investigated; and it is concerned with the accuracy of information.

The Act applies to agencies which furnish “investigative consumer reports” to third |
persons concerning characteristics of an individual if the report is to be considered
in granting credit, if it is to be used for employment purposes, or if it is to be used

by someone with a “legitimate” need for information in connection with a business

- transaction with the subject of the report. But, in our judgment, mere regulation of |
accuracy does not erase all of the social disbenefits involved in credit, insurance, and | !

employee background investigations. There are additional measures that could be
taken to reduce such sccial disbenefits as invasions of privacy, which would still

meet the legitimate information needs of employers, insurance companies, and |

credit granters. These are also summarized in Chapter XI.

Nonreporting of Crime and the “Private” System of Justice

SUP SO

It is clear that some criminal activities, particularly pilferage and shoplifting, '
are often handled by the employer and never reported to police. Many security
executives and half of the security employees we surveyed admitted it. If the sus- ¢

pected perpetrator is an employee, he may be fired and the crime never reported to

1

the police. If the suspected perpetrator is a customer, the store pclicy often is to seek
resititution and warn the suspect. Thus there are several private systems of justice
operating in which crimes are not reported, nor are suspects confronted with socie- . -

ty’s official system of justice. Whether these private systems create net social be-

nefits or disbenefits, they will continue to coexist with the formal public system of ,
justice. And often there are real and perceived disincentives for reporting: the high
costs of prosecution, the low probability of a conviction, and the perceived adverse '

effects of prosecution on a company’s image.

High False-Alarm Rates

The alarm industry provides valuable social benefits by preventing and detect- .
ing crime, and by assisting the public police in the apprehension of criminals.

However, as discussed earlier, high false-alarm rates (typically 95 percent or more) -
create a significant drain on public police resources. The net social benefits of the -

private alarm industry would be even greater than they are now if the false-alarm =

problem could be alleviated.
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Personnel Quality, Training, and Supervision

. In a real sense, many of the problems associated with the private security
1nd}15try are the result of using low-paid, low-quality, under-educated, and un-
trained employees. This may be particularly true of problems involviné abuse of
authority, and to some extent, poor business practices. Although no one has yet
shown conclusively that higher-quality, better-trained personnel cause fewer of
these I?roblems, it is probably a reasonable assumption from which to proceed.

Private security executives admit that good supervision is needed precisely
beqa}use of intense competition within the poor and limited labor market they oper-
ate in. And many executives in the larger firms allege that it is precisely the lack
of good supervision that distinguishes the poorer from the better firms.

In Chapter XI we offer a variety of suggestions for upgrading personnel quality
and training, and for alleviating other problems cited above.
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X. THE LAW AND PRIVATE POLICE '

INTRODUCTION

This chapter presents a discussion of the legal environment. in whic}} private
police operate. First, we shall outline the general legal problems 1r%her.‘ent in any of
the activities of private police; then we shall consider special, but significant groups

of problems.

General Sources of Legal Powers and Limitations

State Tort Law. A primary source of both the restrictions and the powers of

private police is the general tort law of the various states.? However, v.vhile tort law
is somewhat effective in remedying improper conduct by private security personnel,

litigation is expensive and slow, and it requires a lawyer. Thus, tort law is often anr

indirect means of deterring improper conduct; only the fear ofa subs.equent dfi\mlage
suit or an injunction prevents abuses. Finally, as a guide .to de{inmg .perm1ssx.ble
‘conduct by private security personnel and by citizens dealing with private police,

tort law is somewhat unclear and confusing. o .
General State and Federal Criminal Laws. Many activities of private

securily personnel are also regulated by the general criminal law sanctions for such :

conduct as murder, assault, battery, negligent homicide, manslaughter, and tresl?ass
to land. Generally, the criminal laws are an effective deterrent of truly egregious
conduct by private security forces, but not of petty crimes.

General Contract Law. Many aspects of private security activity are con-

trolled by general contract law. For example, the contract between a co.ntr_a‘ct gl%a.rd
agency and the hiring company will in lzrge part govern the resp.ectlve l.1ab111t1es
of the two businesses for actions of the guards. Moreover, the basic legality of the
actions which guards take will often turn on contract law.

! This chapter was drafted by members of the Los Angeles law firm of Munger, Tolles, Hills, and

Rickershauser. It presents a partial summary of the material in R-872-DOd. "
2 Turl law is the law that defines the general duties of citizens to each other and allows lawsuits to
recover damages for the injury caused by one citizen’s breach of such a duty.
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State and Local Statutes Regulating the Private Police Business. There
are a variety of state and local laws regulating the private police industry. Most of
these statutes are licensing regulations, with varying degrees of qualifications neces-
sary to obtain and retain a license. These laws usually provide for revocation or
suspension of a license for various activities and require a surety bond or insurance
for the licensee. As currently implemented, however, these licensing laws may not.
have a very significant effect upon private police activities, for a variety of reasons.
For example, the threat of license revocation or suspension has not operated in the
past as an effective deterrent, since the regulatory agencies have seldom been capa-
ble or willing to take such drastic action.®

Deputization. Deputization is a vague term that is generally used to refer to
some or all of the varied methods by which private citizens are vested with certain
police powers in spetific, limited instances. The constitutional restrictions applica-
ble to public police probably also apply to the deputized private security officer
(however, the application of such restrictions to the normal private security officer
is much more doubtful).

State and Federal Laws Regulating Private Security Activities: Specific
statutes circumscribing particular private security activities have been enacled at
both state and federal levels. Thus, for example, there are federal and state laws
regulating wiretapping, bugging, surveillance, gathering of information on individu-
als from third persons, impersonating public police officials, and the possession or
purchase of firearms. In general, these laws may be more effective than tort law as
deterrents to and remedies for improper conduct. The regulatory laws usually have
more specific definitions of improper conduct and more preconduct controls, such as’
licensing. Moreover, these laws often provide procedural advantages for lawsuits by
damaged parties. However, such laws often have weaknesses: Many are based upon
poorly conceived or confusing statutes; other have inadequate enforcement mech-
anisms; and still others are simply too weak or too loosely drawn to deal with the
conduct being regulated.

Federal Constitution. It is well recognized that the U.S. Constitution serves
as a major legal limitation upon the powers of the public police to perform various
functions. Generally such constitutional restrictions are not applied to private ac-
tivities, but only to state activities; however, the distinction between government
and private activity is not always clear or easy to make. Thus, certainprivate police
?ctivities could be held to be “state action” and subject to some kind of constitutional
limitation. For example, some constitutional restrictions probably apply to private
security personnel hired on a contractual basis by a public authority, who work in
conjunction with state officials or who are deputized. When private security person-
nel act on their own or for private employers and are not deputized, the application
of constitutional restrictions becomes much less likely. There are two possible theo-
ries for inferring “‘state action” in such instances. First, in those states that license
private security personnel, such regulation could be interpreted to constitute state

® This is not to say that more effactive regulatory schemes cannot be devised, implemented, and
enforced. In Chapter XI we offer several suggestions along this line.
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action. A second theory would be based on the various Supreme Court cases that
have held private activity in the nature of “publi¢” functions subject to some of the
same constitutional restrictions imposed on the tomparable state activity.

The Relative Legal Powers of Private Citizens, and Private
and Public Policemen

Private Police vis-a-vis Other Citizens. Unless deputized or commissioned, |

private security personnel generally do not possess any powers greater than those ;
of other private citizens. As a practical matter, however, they are likely to be able
. to exercise those powers more easily, especially by gaining tacit consent from the
public. On the other hand, private police are subject to more legal restrictions than L‘ ‘.

the ordinary citizen, and there is some likelihood that private security personnel |

will be subjected to some constitutional restrictions.

Private Police vis-a-vis Public Police. Unless the private officer is depu-

tized, the powers of the public police under state laws are much greater than those

of the private police. Furthermore, the uniform and status of the public policeman

allow him to obtain much greater cooperation. On the other hand, the public police = °

are also accountable in some fashion to governmefital bodies and the citizenry. And
- while there may be doubts about whether constitutional restrictions apply to private *
“security personnel, there is no doubt that such restrictions apply to the public police. : 3

Conclusion

Except for the spotty, inconsistent licensing laws regulating private police, |
there is no specific body of law governing the activities of private police. That is, -

there are almost no statutes specifically outlining the powers and limitations of -~
private police. Rather, the law governing private police is largely derivative. It s

drawn from the law which governs other citizens performing similar acts—tort Jaw,

specific legislation, criminal law, and the constitutional restrictions developed for -

public police.

INVESTIGATORY FUNCTIONS

Searching Private Property

One of the primary functions of private security personnel is investigation.
Many private detectives earn their living conducting preemployment, insurance,
and credit checks, and gathering evidence for attorneys and insurance companies,
and for use in divorce matters. The job of many in-house guards is to watch em-
ployees to spot theft and other antiproductive activities. An investigator may follow
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an individual to monitor his activities, or he might attempt to obtain documents or
files from a particular individual or business. Such investigation might serve either
the legitimate purpose of gaining information for a civil suit, or the entirely illegiti-
mate purpose of stealing secret information.

Investigation has traditionally been carried on by private individuals in this
country and has never been the sole province of the public police. Existence of such
a private profession without effective controls by society over its actidns, however,
creates a danger of abuse to which little attention has been given. The public police
have great resources for investigation, including electronic devices and a network
of information. The potential for abuse of this power is largely controlied by our
political machinery, federal and state laws limiting the powers of police, constitu-
tional restrictions on their activities, and a general ethic that distrusts police power.
Many private policemen possess the sume information-gathering resources as public
policemen. They are adept at searches and traditional surveillance, and they possess
the equipment for electronic surveillance (and they also possess a network of infor-
mation, often including access to governmental agency records). Yet, it is not clear
that 21l the above controls apply effectively to them. They are not subject, to the same
administrative controls as a public policeman, and the method of their compensation
may create different incentives. If their job is to gather information or evidence,
compensation is ultimately determined by how effective they are at that job. It may
reasonably be argqed, from the capabilities that private security personnel possess
and their attitudes toward their activities, that abuses in the course of private
investigations are a peal threat. Our data suggest the strong possibility that abuses
do exist, although it is not possible to estimate precisely their extent.

At present, there are many craditional penalties and remedies, both criminal
and civil, for illegal physical searches of property by private individuals. However,
these laws stem from a time when there was no large private security industry. 1t
may be that these tort remedies and criminal sanctions are not sufficient today. In
addition, for reasons discussed below, those aggrieved by the abuses of private
security personnel may never report them.

Wiretapping, Bugging, and Other Fbrms of Surveillance

Recently it has become apparent that investigative activities occasionally in-
volve electronic surveillance, that is, the use of electronic devices to wiretap tele-
phones or overhear private conversations. But in contrast to searches by traditional
means, which have elicited little legislative response, the dangers of electronic
surveillance have impressed both federal and state legislatures. Such surveillance
by private individuals, including private policemen, has been uniformly condemned,
a;u? strong penalties have been provided. In addition, simple and straightforward
cw1l,rer_nedies have been provided. The legislative response to the dangers of elec-
tronic surveillance seems surprisingly complete. However, the deterrent effective-
ness of such legislation is not as clear. Because it ;3 difficult to detect electronic
eavesdropping, and because those whose conversations are bugged or tapped often
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may be reluctant to report that fact, it may be safely assuined that many violations
go unpunished.

A question pervading this entire area is whether information obtained by an
illegal search, either physical or electronic, should be admissible as evidence in
either civil or criminal judicial or administrative proceedings. The Exclusionary
Rule* was originally,fashioned by the United States Supreme Court and applied only
to federal criminal trials. It was later applied to state criminal trials, but as yet it
has not been applied in civil proceedings. Moreover, it is still the law of the courts
that the Exclusionary Rule applies only to evidence obtained by public officials, not
private individuals acting independent of public officials. Contrasted with this is the
legislative response to electronic surveillance. Virtually all statutes declare that
evidence obtained by virtue of illegail electronic surveillance is inadmissible in any
judicial, administrative, or official proceeding, regardless of whether it was obtained
by a public official or a private individual. Thus, the courts and legislatures are still
looking for a stable remedy that will adequately balance the desires of our decision-
making bodies to have all the facts before them, our basic demand for fairness in
all government proceedings, and the desire to control such illegal searches by mak-
ing the information so gathered unusable.

Access of Private Security Forces to Public Police Information

The records of public law-enforcement agencies, including records of arrests
and convictions, generally are readily accessible to private security personnel, even
in jurisdictions in which policy or statutes prohibit such access. Such records most
commonly are obtained in connection with preemployment, insurance, and credit
investigations. '

State regulation of public access to such records is either nonexistent or not
adequately enforced. First, while state “freedom of information” acts have been
interpreted not to require general public access to arrest records, they do permit the
disclosure of such records to certain persons upon the discretion of the local adminis-
tering agency. Second, state expungement statutes are inadequate to prevent the
preexpungement dissemination of' criminal records outside of state and local law-
enforcement agencies. Third, internal regulations of local law-enforcement agencies
that prohibit the disclosure of criminal records are often not enforced. Finally, even
though prohibitions upon the disemination of criminal records may be enforced, an
individual’s records may nevertheless be obtained upon his written waiver in many
jurisdictions. Such waivers are procured as a routine matter by emplovers and
others.

Judicial decisions reflect a trend toward prohibiting the disseminatior of re-
cords of public law-enforcement agencies to other public agencies and to private

4 This rule prevents illegally obtained evidence from being introduced into evidence in a criminal
prosecution.

56

individuals and corporations. These decisions have generally been based on statu-
tory grounds, though the courts have been influenced in their statutory interpreta-
tion by consideration of the constitutional rights of due process and privacy. Tort
theories of recovery based on defamation or right of privacy either are not well
developed or are restricted in their application.

The Federal Fair Credit Reporting Act imposes standards of accuracy upon
private firms that regularly investigate and prepare preemployment, credit, and
insurance reports. The Act is not likely to limit access to or reporting of criminal
records, except insofar as it prohibits the reporting (except for specified purposes)
of information more than 7 years old.

Gathering Information on Private Citizens From Third Parties

Third-party questioning by private security firms is most widely used in investi-
gations for insurance companies, credit bureaus, and employers. Little hard infor-
mation is available concerning the techniques of third-party questioning, except
that the results often are inaccurate because of time pressures and quotas imposed
by the security firms. Such ‘inaccuracies have a vast potential for harm to the
reputation and pocketbook of the person under investigation.

* There is little state regulation of the information-gathering activities of private
investigators. While several states, including New York and Massachusetts, have
recently enacted statutes that regulate the reporting of credit and employment
investigations, these statutes provide only for limited recovery for the failure to
correct inaccuracies in a report after it has been prepared. Nor do the statutes
permit an individual, in advance of investigation, to forégo the benefits sought, and
hence the investigation. : .

Common-law tort doctrines of defamation and invasion of privacy place few
restrictions upon third-party questioning. Credit and similar reports are protected
to the extent that to be actionable, any inaccuracies they contain must be the
product of actual ill will or malice on the part of the investigator, and the report
must be without a legitimate business purpose. The tort of invasion of privacy
requires “publication,” i.e., dissemination of private facts beyond a limited group of
people, and hence is inapplicable to most, if not all, private investigations. The tort

- of intentional infliction of emotional distress requires a deliberate or malicious

gampaign of harassment or intimidation. The courts have not been sympathetic to
any extension of the common-law doctrines to cover third-party questioning by
public law-enforcement officers or private investigators, even when such questioning
has been conducted under false pretenses.

The Federal Fair Credit Reporting Act regulates “investigative consumer re-
ports” by requiring the correction of inaccuracies contained in such reports. The Act
provides sanctions for willful and negligent noncompliance but does not require that
prior notice of an investigation be given to the subject thereof.
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" LAW-ENFORCEMENT AND PROTECTION FUNCTIONS: ARREST,

DETENTION, SEARCH, INTERROGATION,
AND USE OF FORCE

Private security forces perform various law-enforcement and protection activi-
ties, such as arresting or detaining suspected shoplifters, ejecting persons from
private property, and breaking up disturbances. Although the exact frequency of
improper or illegal uses of force, detention, searches, and questioning is impossible
to determine, it is evident from litigated cases and reported incidents, and from our
surveys of regulatory agencies and security employees, that illegal activities in this
area are among the most important problems raised by private security functions.
One of the prime areas in which these problems seem to arise is that of retail
security. :

The basic source of restrictions for these enforcement and protection activities
is tort law, which imposes damages for such tortious activity as false imprisonment,
assault, battery, malicious prosecution, intentional infliction of emotional harn,
invasion of privacy, and negligence. However, the guard or detective may be relieved
of liability if there was consent to the conduct or if he acted reasonably under a
number of recognized legal “privileges” authorizing such interference with the
rights of others.

Arrest of Criminal Suspects

The undeputized private security guard has the same power of arrest as a
private citizen, and this power is derived mainly from tort law. Under tort law, a

citizen has the “privilege” to arrest, under various circumstances, someone who has- |
committed or is committing a crime. The details of the power of citizens’ arrest are |

complex and turn on such distinctions as the place, time, and nature of the crime
committed by the arrestee. The practical value of the arrest power is diminished
somewhat by the many complexities and restrictions surrounding the privilege.
(Readers desiring a full discussion of the various restrictions on private security
actions are referred to companion report R-872-DOJ.)

Detention of Persons Suspected of Taking Property
or Shoplifting '

The courts and legislators of many states have developed a privilege to allow -
merchants or other property owners to detain persons suspected of shoplifting or

injuring their property. However, the privilege is exercisable only if there is proba-
ble cause to believe the suspect has taken the property, and the detention must be
reasonable. Any undue detention, harassment, physical abuse, or other unreasona-
ble conduct will render the detention illegal.
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Miscellaneous Powers to Control the Activities of Others

The security guard must often resort to actions short of arrest or detention. For
example, he may want to simply scare off intruders, eject annoying patrons from a
sporting event, or prehibit entry by undesired persons. The primary legal authority
used in many instances is probably consent. Where consent is absent, there are
various privileges that may be available in the circumstances: the right of a real
property owner to control the access and conduct of other persons on his premises,
and to prohibit or eject trespassers; the right of a person to defend himself and to
defend others; and the right of a citizen to prevent a crime.

Use of Force

All of the various privileges outlined abova carry with them the right to use
whatever force is reasonably necessary to accomplish the legitimate purpose of the
privilege. Howgver, the right is lost when unreasonable and excessive force is used.

There are not many clear rules asto what force is allowable in a given situation.
Somé guidelines have been developed for the use of deadly force, but usually “rea-
sonableness” controls, and what is reasonable turns on the nature of the interest
being protected, the nature of the act being resisted, and the particular facts of a
given situation. To add to the confusion, the amount of force allowed differs depend-
ing upon which privilege is being invoked. Only a few certain generalizations can
be made.

Questioning and Interrogation of Suspects

 As long as a suspect is legally detained, there is no absolute ban on simply
asking questions, and interrogation is specifically authorized by many statutes con-
cerning temporary detention for shoplifting. However, a person is under no legal
compulsion to answer, and thus there are limits to the methods, amount, and kind
of interrogation that may be performed. For example, questioning a suspect in
public may be slanderous, and a general reasonableness standard controls whenever
the questioning is done under the auspices of a temporary-detention statute.

‘Search of Suspects

Assuming a suspect is legally under detention or arrest, a search of the suspect’s

. person may be valid under various theories. Often consent will render the search

valid. Without consent, the law on the right to search suspects is unclear. However,
it is clear that wherever a search is legally privileged, it must be effected in a
reasoriable manner and with the least possible force or embarrassment.
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Public and Private Police Compared

Generally, a public policeman has significantly more power than a nondepu-
tized private policeman. However, the public policeman is also subject to various
constitutional restrictions which, so far, have not been generally imposed upon
private detectives and guards. The arrest powers of public police are limited by the
Fourth Amendmient to instances of probable cause. The scope of police searches
incident to arrest has been severely narrowed by Supreme Court decisions under the
Fourth Amepdment. And these restrictions may well be greater than the tort law
would apply to private searches incidz..r to arrests. Finally, the Supreme Court has
placed very severe restrictions on the interrogation of suspects by public police.
These decisions culminated in Miranda v. Arizona, where the Supreme Court re-
quired police to warn a suspect of his rights before custodial interrogation. While
many courts have ruled that coerced or involuntary confessions obtained by private
security officers will not be admitted in any criminal prosecution of the suspect, few
courts have required private security personnel to give the Miranda warnings.

Critique

The primary problem with tort law governing the arrest, detention, search,
interrogation, and use-of-force powers of private police is its general vagueness and
complexity. The law is controlled by such general concepts as “reasonableness,”
“probable cause,” or “necessary under the circumstances.” Uncertainty is com-
pounded by the fact that a particular factual situation might be covered by various
different privileges, each of which might allow different conduct. Further, the law
in a given situation depends upon the nature and legality of the conduct of the
person being detained, stogped, or ejected. And the law often takes into account the
subjective state of mind of the person making the arrest or using force. Such uncer-
tainty creates special problems for the employer of private security personnel in
instructing his personnel on what they should or should not do in every instance.
And the individual guard, whose intelligence and educational level may be some-
what low, is probably incapable of setting any guidelines for himself. There is a need,
therefore, for greater certainty in the areas of arrest, search, interrogaﬁion, and use
of force.

OTHER PROBLEM AREAS

Impersonation of and Confusion with Public Police—Uniforms
and Badges '

Private citizens may easily be confused about the powers of private police,
particularly when private police are in uniform or possess badges. Moreover, a
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survey of regulatory agencies indicates that actual impersonation of public police
officers is not infrequent. . ,

There are, however, certain restrictions that have been enacted to prevent such
problems. All citizens are generally prohibited from impersonating public police
officers and from wearing badges or uniforms that might be confused with those
worn by public police. Impersonating a public police officer may also lead to the
imposition of liability, under various possible tort theories, for damages caused to
other persons. '

However, private security officers often are given explicit legislative authority
to wear certain uniforms and badges. While these are usually restricted to uniforms
and badges distinct from those of t1'2 public police, it is doubtful that this prevents
confusion.

There appears to be ample legislation proscribing impersonation of federal,
state; and local law-enforcement officers. To the extent that confusion still exists,
more effective legislation may still be needed.

In some situations the costs of confusion are sufficiently great that it would be
well to prohibit the wearing of uniforms. But when a uniform is an aid to.obtaining
voluntary compliance with legitimate requests, as it is for a plant guard, it serves
a very useful security purpose and should be permitted.

an

Firearms

Our own survey, as well as those of the regulatory agencies in California and
Michigan, indicates that roughly half of the private security personnel carry fire-
arms full-time, This widespread use of firearms has caused deep concern, not merely
because of the reported incidents of intentional use of excessive force in security
activities,-but also because of the number of incidents of accidental or mistaken
handling of firearms. At the heart of the concern over arming security guards is the
widespread lack of adequate training or certification programs.

‘Current regulation of firearms possession is a complex web of federal, s{;ate, and

local controls. Some controls require registration at time of purchase; others, after
purchase. Regulations on whether or not guns can be concealed also vary, but most
of them prohibit certain classes of persons from buying or possessing certain fire-
arms,

« While most of these regulations apply equally to private security personnel and
other citizens, private security personnel are sometimes given special privileges,
and, as a practical matter, it is easier for private security officers to obtain permits.

Regardless of the right of a security officer to possess a firearm, he is subject to
the same tort liability for its misuse. While persons directly attacked by security
officers can recover damages under assault and battery theories, any person injured
by a guard’s misuse of weapons could sue under a negligence theory. Moreover, the
standard of care applied in such a negligence suit is usually quite high.
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Directing and Controlling Traffic

Private police typically perform such traffic functions as the checking of creden-
tials at entry points to plants and the regulation of traffic in private parking lots.
Guard firms generally instruct their employees not to undertake traffic control on
public streets, since traffic-control functions, including the power to issue citations,
are typically entrusted solely to public police. In some jurisdictions, however, private
police can be deputized and granted the power to direct traffic in and around their
employer’s property. Undeputized guards are empowered to direct traffic on private
property pursuant to the landowner’s right to control entry onto his property.
Indeed, there is a positive duty to undertake some form of traffic control on private
property in order to protect the safety of others using the property.

There is no evidence that any problems exist as a result of unauthorized traffic
control on public highways, or as a result of improper control on private grounds.
In any event, such problems would seem to be adequately covered by current tort
laws and by the laws governing public traffic control.

The Legal Relationships Between the Users and Providers of
Private Security Services

The relationship between the individual guard and his employer is character-
ized by the legal doctrine of respondeat superior. ® That concept provides a legal
obligation on the part of an employer to compensate those who are injurad by the
acts of his employee. The employer’s liability is only secondary; the employee is
primarily liable to the injured party and has a iegal obligation to compensate the
employer for any amount the employer must pay o the injured third party. How-
ever, as a practical matter, employees are rarely sued, or, if sued, they are rarely
able to pay the damages. Nevertheless, the doctrine of respondeat superiorhas some
limits and requires an employer to compensate injured parties only for those acts
of his employees which occur in the “‘course of employment.” Thus, the employer
geneérally would not be responsible for the malicious or unpredictable acts of an
in-house guard, nor would he generally be responsible for the guard’s conduct off
duty, or outside the employer’s facilities.

The doctrine of respondeat superior also controls in situations involving con-
tract guards. If the guard provided by the contracting agency is controlled in any
real sense by the hiring firm, he is deemed to be an “employee” of the hiring
company, and the hiring company is responsible for his acts. However, if the in-
dividual causing injury is deemed not an employee, but is an *“independent contrac-
tor” and beyond the control of the hiring company, then the hiring company may
not be liable for injuries caused by such parsons to third parties. Nevertheless, some
duties—such as providing a safe place for people to work or shop—cannot be dele-
gated, and thus a hiring firm might be liable even if it exercised little control. Under
present law, it is likely that in most situations liability will be imposed on all three

5 Laterally translated, the doctrine of respondeat superior means “let the master respond.”
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parties: the guard, the contracting agency, and the hiring firm. However, some
courts have exonerated either the agency or the hiring firm.

The ability of the contract security agency and the hiring company to determine
between themselves the extent to which each will be liable to the other or to third
persons is more complex. Generally the agency and the company can set in advance
a maximum amount that will be paid by the agency to the company in the event
that the company suffers loss through the fault of the agency.

When the question of allocation of loss is raised in a setting in which third
persons have been injured, the answers may be significantly different. It is clear, of
course, that the agency and the company cannot, by agreement between themselves,
place any limitation upon the recovery of third persons. However, the hiring com-

‘pany and the agency may be able, in many instances, to determine the extent to

which one of them will be able to recover from the other any amounts paid to third
persons. That question is no more than the question of whether the agency can'
insure the company against loss, or vice versa. In most jurisdictions, there is no
public policy against the parties making such an agreement, though a contrary

‘result is reached by some states.

In brief, the current law of respondeat superior, although providing effectively
for compensation of victims, lessens the financial threat against the acting party—
the guard on the job. If the guard knows that in-most cases the employer is also
responsible and would have to pay, he may not act with great caution. And the rules
of respondeat superior deter active control by the firm that hires contract guards or
investigators, for the more active t}}e control the more likely the guard or investiga-
tors will be held to be the firm’s own employee.
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XI. SUGGESTED POLICY AND STATUTORY GUIDELINES

It is clear that private security performs a variety of legitimate roles in our
society, that it fills a perceived need, and that it provides clear social benefits to its
consumers and to society at large. But, as we have demonstrated, serious potential
and actual problems do exist. Also, while the degree of effectiveness of private
security is largely unknown, its users apparently perceive the benefits as being
worth the costs, since such services are increasingly in demand. In short, the real
status of private security is somewhere between the two polar propositions stated
at the outset of this report. That is, the private security industry generally does
complement the public police by providing a certain degree of security in areas and
situations where the public police do not. But, at the same time, the industry
generally uses ill-trained, low-quality personnel whose activities sometimes lead to
potential and actual problems of abuse of authcrity, individual dishonesty, and
dishonest business practices. And finally, the current legal restrictions placed on
private security activities and personnel have, to varying degrees, and for various
reasons, been limited in their effectiveness.

In view of these considzrations, on¢ may ask, Are there preferred policy and
statutory guidelines that have the potential of improving the effectiveness and
reducing the social costs of private security? We believe there are. In this chapter
we therefore suggest some guidelines aimed at (1) broadening, strengthening, and
applying uniformly restrictions such as the licensing and regulation of private
security businesses and personnel and the laws regulating private security functions
or activities; (2) improving the state of knowledge and making available the informa-
tion that legislators and regulatory agencies need to carry out their functions; and
(3) providing positive incentives, rather than negative sanctions, for improving pri-
vate security.

In developing these guidelines, we have proceeded from two major premises:

e If government regulation is necessary, it is desirable that it be applied as
untformly as possible.

» Any measures aimed at upgrading the quality of private security, or at
alleviating certain problems, should impose the minimum possible interfer-
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ence or impairment of an individual’s ability to conduet business or to work
in private security. ’ ‘

The range of alternative types of policy measures and their relevance to a
variety of problems is displayed in Table 4, which presents these relationships in
matrix form. Each entry shows a measure’s estimated degree of relevance to a
problem (“none,” “slight,” “moderate,” or “high”). This matrix is intended to permit
rapid assessment of which measures are relevant for any specific problem and which
are not, and identification of the problems to which any particular measure is
relevant. However, we must caution that such adisplay is highly oversimplified and
condensed, and somewhat ambiguous. It should be viewed merely as an illustrative
device which sets the broad context for the subsequent detailed discussion of pre-
ferred policy and statutory guidelines.

For a number of reasons, the current regulations and laws applicable to private
police have only limited value in treating the variety of problems discussed above.
No single remedy—broad or narrow—is designed to prevent or alleviate all prob-
lems; generally, each remedy is directed to the prevention or alleviation of one or
several problems. And each class of remedy has its own strengths and weaknesses.

The licensing statutes and ordinances, as they are presently administered, have
created practical and paperwork burdens, yet they have been enforced very spottily
and applied only to certain portions of the private security industry. Because of
limited access to information about the industry and because of skimpy budgets, the
regulatory agencies have had only limited success in improving the conduct of
private police. General criminal laws are likely to have an impact only on egregious
misconduct and thus are of limited value. Tort law govefning some private security
activities has often been inadequate to‘protect the public interest. In some instances,
this inadequacy arises from the courts’ unwillingness to prohibit certain conduct by
imposing tort liability. In other cases, tort law is simply too vague and indirect to
act as an effective deterrent to primary conduct. The specific statutes aimed at
deterring and correcting particular conduct have not always been adequate or effec-
tively enforced. General contract law has not always responded to the particular
needs of the private security industry. Finally, constitutional restrictions and reme-
dies have not generally been applied to private security activities, so that the private
police have sometimes been allowed to do what the public police could not. In suin,
there are no easy, sweeping solutions. Each legal control governing private police
isin need of improvement, substantively and procedurally. One productive improve-
ment would be to provide more effective training and preconduct controls (e.g.,
licensing, registration, and testing) for private police. With better training and
better control of access into the profession, many problems of improper conduct
could be avoided before they occur, and the need for stricter tort and criminal-law
controls could be partly eliminated. Such regulatory controls are outlined in detail
in the first part of this chapter. However, licensing can not eliminate all problems,
and implementation of regulatory programs may be slow in many jurisdictions. As
aresult, certain problems of improper activites will remain. Some recommendations
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Table &4

RELEVANCE OF VARIOUS MEASURES AND REMEDIES TO PROBLEMS

Messures and Remedies

o

Licensing Requirements
Minfeunm
Background Experierice Hinfeum Criminal
Licensing and (Organiza- Firearms Denial Sanctions Incresaed
Security { Reglgtering | Bonding Crizinsl tion Regulation { Suspension {Fines or Regulatory | Mon{toring and Information Systess
Organiza-} Security and Records Minioum Director | Minimum and or Izprison- Civil Agency Informazion mt—-——‘_—
Problems tions Ezployees Insurance Check Education Only) Training { Trainieg Revocation j Advertising zent) Sanctiops | Resources Systems Channels Spot Checks
ABUSE OF AUTHORITY
Shootings & killinga Hoderate Moderate High m\:den:: Hoderate Slight Hoderate High High None High High Moderate ‘High High None
Violation of gun law (CCW) Moderate Moderate High Hoderate Moderate None Slight High High None High None Hoderate High High None o
Apsault; use of excesd force (no gun) Moderate Moderate High Hoderate Moderate | Hoderate High High High None High High Moderate High Righ None
. Falge arreat, improper detention Moderate Moderate High Hoderate Moderate { Moderate High Slight High Noune High High Moderate High High None
Improper search Moderate Hoderate High Hoderate Moderare | Moderate High None High None High High Moderate High High None
Tzproper interrogation Moderate Hoderate High Moderate Hoderate | Moderate High Kone High None High High Moderate High High None
Impersonating public police/improper
unifora Moderate Hoderate Slight Moderate Hoderace None High Korne High Hoderare High Moderace High High Righ High
Bugging, wirerapping Moderate Hoderate High Moderate Moderate None High None High None High High Hoderate High High Slight
Improper surveillance & trespass HKaoderste Hoderate High Moderate Hoderate Slight High None High None High High Moderate High High None
Gaining encry by deception Modercte Moderate Slight Moderate Moderate Kone High None High Noos High Sitght Hoderate High High Mone
Breaking & entering Moderate Hoderate High Hoderate Moderate None High None High None High High Moderate High High None
Iliegal Access to public police
racords Moderate Moderate None Moderate Moderate None High None High None High Siight Moderate High High Hoderate
Inaccurate or false reporting Hoderate Hoderate High Moderate Moderate | Moderate High None High None High High Hoderate High High None
Defazation Hoderate Moderate High Koderate Moderate | Moderate High None High None High High Moderate High High None
DISHONESTY & POOR BUSINESS PRACTICES
Thefr, burglary. robbery, extortion High Eigh High High None None S1ight None High None High Moderete Slighc High High None 4
Failure to perform service High Hoderate High Moderate None Rone None None Migh High High High Moderate High High None
Misrepresenting service or price High Moderate High Moderate Moderate S1ight Hoderste None High High High Moderate High High Righ None
Operating without license None None None Hoderate None None Hope None High High High None High High High High
Franchising licease Kone Hone S)ight Hoderate None None None Nene High High High None High High High High
PERSONNEL
Low-qualizy personnel Moderate Moderate Moderate| Moderate High High High High Moderate None Siight Siight Slight Slight Slight Slight
Poor supervision Moderste Siight Moderate; Moderate Hoderata High High Righ Hoderate None S1ight Slight Slighe Siight Slight Slight
Convicted felons working in security High High Kone High KNone None None None High tNone High None Righ High High High
Repested abuses by identified
peraonnel High High High High None None Moderate| Moderate High None High High High High High None
ALARMS
High false alsrm rate Moderste Hone. None None None Modezate High Kone High None None None Moderate High High None
LACK OF INFORMATIOR - .
Frequency & nature of problems S1lighe Slight High Hoderate None None . None None None None None None High High High High
Effectiveness of private police None None None None None Nooe None None None None None None Slight Righ None Moderare
Resources devoted to privste police Hoderate Hoderate Slight None None None None None Rone Nouze None Hone High High None None
QUALITY OF SECURITY SERVICES PROVIDED High High High High Moderate High High High High Slight High High High High High High




urity activities in such problem areas are

for improving the control of private sec

pter
Many of the guidelines proposed in this chapter are generally csnsistent with

presented in the second part of this cha

endations of a majority of the 39 regulatory agencies that responded to

LICENSING AND KREGULATION

Which Level of Government Sho’uld Regulate?

pe-

, 1.e., local, state, or federal. Our basic rationale for such

Many of the guidelines we propose below recommend implementation at a s

cific level of government

8 for private security forces be established primarily
certain aspects of the state regulations should be admin-
» and localities should be permitted the option of establishing

We suggest that regulation

at the statelevel. However,

recommendations and our principal suggestions are described’below.
istered at the local level

1 regulations over and above those set by the state. The federal rele in this

area should be tertiary.

The principal rationale for this suggestion is that private security agencies
generally operate in geographic areas too small to make federal regulation practical

ions (with local control, excessive duplica-

and too large for control by local jurisdict

tion and nénuniformity of regulation would be inevitable, since a single contract

agency usually operates in many neighboring localities). Howeve
tions are more capable than are states of efficiently implementingc
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and performing initial processing of complaints.

state regulations—for example, conducting personnel background checks, monitor-

ing the industry’s activities locally,
Regulations that depend on loca

1 situations—those concerning which private

plemented locaily.

yond the basic state regula-

security uniforms are permitted, for example‘—should also be im
Since local problems may warrant additional controls be

Although we suggest that primary regulation be carried out at the state level,

tions, localities should be free to impose such additional controls.

gulatory and other roles may be performed more effectively at the federal

evel, these include statutory regulation of interstate use of mails and communica-

prosecution of crimes involving interstate commerce, and the funding
es of ways to effectively utilize and control private security forces.

In the subsequent discussion, when no level of regulation is specified, regulation

'3

d.
Not surprisingly, the 15 state regulatory agencies that responded to our survey

unanimously agreed that the private security industry should be regulated at the
state level. However, their opinion was divided on whether local or federal regula-

18 assume

¥

! A detailed presentation of the views of each such agency is given in Chapter V of R-871-DOJ.
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tions should also exist. Seven would allow additional lodal regulation, while 4 felt -

that some federal regulation would be appropriate. The 20 local regulatory agencies
surveyed were unanimously in favor of local regulation, but none favored federal
regulation. However, 11 favored state regulation, while only 2 opposed it. On the
division of regulatory responsibility, local agencies generally expressed a desire for
state-level regulation-tc avoid duplication and encourage uniformity, but they also
expressed a desire for tailoring and implementation of certain aspects of regulation
at the local level, on the grounds that local agencies have closer contact with the
industry.

In light of the foregoing, then, what guidelines can be ¢stablished for govern-
ment regulation? Our general conclusion is that current reguiation at all levels is
clearly inadequate. It should be broadened to include categories of security organiza-
tions and personnel not now included; it should be extended to include standards,
qualifications, and requirements not now included; and above all, the regulatory
agencies should be given the resour¢es—the personnel, money, information, and
administrative machinery—for adequate enforcement. We recognize that current
licensing provisions often are not vigorously enforced and that other remedies are
available under constitutional, criminal, and tort law, and under specific laws regu-
lating certain private security functions such as wiretapping. Our hope is that
adequate resources and information would nurture the will to enforce.

Who Should Be Regulated?

In general, we suggest that directors or managers of in-house private security
forces as well as owner, corporate officers, and branch managers of contract security
agencies be licensed by the state. All security employees of such organizations, both
in-house and contract, should be registered by the state. Ecch person who is licensed
or registered should meet certain minimum standards or qualifications; these stand-
ards may vary among types of licensevs and registrants. Renewals should be required
periodically, say every 2 or 3 years. ’

In this regard, let us reiterate the distinction between licensing and registra-
tion. Licensing implies that a person or business must show that certain mimimum
qualifications and standards are met before lawfully engaging in an activity. Regis-
tration implies that certain minimum standards can be met within some specified
time after engaging in an activity. Thus, in a system of employee registration,
reliance is placed upon striking the unworthy from the rolls when their unworthi-
ness becomes demonstrable. But registration does not prohibit a persen from work-
ing while extensive investigations are being made into his fitness. This feature of
permitting work while the 1 sgistration is being processed is especially relevant to
contract guard work, where a sudden demand for guards may arise and must be
filled quickly and where annual turnover rates are high. We make no distinction

+ between full-time and part-time private security employees; both should be regis-
tered, since both do the same work.

The underlying rationale for licensing any organization or business, of course,
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is that it is a means of screening out the least qualified managers, and of preventing

- particularly problem-prone organizations from continuing to operate. However, the

licensjng of organizations is a very indirect and ineffective means of regulating their

employees. Registration of employees would serve to eliminate those least qualified

and those involved in serious or repeated abuses. Thus, licensing and registration

together should improve both the quality of new security services and personnel and

the quality of those already in the industry. T
. Under present rules in most states, only one officer in a security organization

is required to be licensed. We suggest that all branch office managers as well as

owners and directors of security organizations be required to be licensed, because

some firms use a “front man” on the license application.

Now, why license and register in-house as well as contract security organiza-
tions and personnel? Since both do the same type of work, and since the actions of
either may lead to the same potential problems and result in the same actual
consequences, we see no basis for excluding in-house security directors and security
personnel. Why should a retail-store detective employed by the store not be regis-
tered if a store detective supplied by a detective agency must be registered? Cur-

- rently, very few in-house organizations or personnel are licensed or registered at

either the state or local level. Generally, the rationale offered for this exclusion has
been that the in-house employer’s self-intérests cause him to exercise care in select-
ing trustworthy and competent employees and in supervising their work. But con-
tract employers have similar self-interests, and they are presently regulated. There
is ample precedent for licensing or registering the in-house employee. In Chapter ITT
of R-871-DOJ, several jurisdictions that currently license or register in-house
security employees are noted. One purpose of a licensing or registration scheme is
to ensure that all practitioners meet ¢ertain minimum standards. '
Finally, which categories of security organizations and employees should be
licensed and regulated? In our view, all guard, investigative, patrol, central station
alarm, and armored-transport organizations should be included. Although not all
categories are now regulated by all states and local jurisdictions, the responses to
our questionnaire from regulatory agencies generally support this view. When

- asked for recommendations as to which organizations should be regulated, almost

all 23 cities and counties that responded suggested that contract firms selling any
of the services listed above be regulated; «imost all of the 16 responding states
indicated the same for guard, investigative, and patrol firms, and about 60 percent
would include alarm and armored-car firms. Over 40 percent of the cities would
include in-house guard and investigative organizations; about 30 percent of the
states would include in-house guard organizations; and 20 percent would include
in-house investigative organizations. o

We emphasize that the terms “investigative organization” and “investigator;’
include those in-house and contract organizations and personnel that specialize in
insurance and credit investigations and work for attorneys as well as those that
handle general investigative work. Current laws often specifically exempt credit or
insurance firms or employees, but in one sense, the system and incentives under
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which such investigators work are more conducive to improper practices, such as
inaccurate or false reporting, than are those of general investigative organizations.?

In our view, in-house and contract security employees who work as guards,
investigators (insurance, credit, and general), patrolmen (on foot and mobile), alarm
respondents, armored-transport guards, polygraph examiners, and “special police”
should be registered. Again, survey responses by regulatory agencies generally sup-
port this view. Over half of the states and 60 to 70 percent of the cities suggested
that contract guards, investigators, patroimen, alarm respondents, armored-tran-
sport personnel, and polygraph examiners be regulated. A somewhat smaller pro-
portion suggested regulation of in-house personnel. The exact figures varied, depend-
ing on the type of job and whether the responding agencies were at the state or local
level, but the figures ranged between 20 and 50 percent. Over 70 percent of the
regulatory agencies felt that all armed security personnel should be licensed or
registered. Some also suggested regulating process servers and respossessors. Since
the latter activitizs were not considered in any detail in this study, we have not
taken a position on their regulation.

The reasons given by the regulatory agencies for recommending licensing and
regulation had three broad themes: (1) to keep undesirables and unqualified persons
out of security services; (2) to protect innocent persons from security-personnel
abuses; and (3) to maintain some degree of public control over all types of police-
related forces.

A very rough estimate® of current resources (funds and persennel) allocated
annually to licensing and regulation of private security at the state level is $1.5
million and 115 people. Similarly, a rough estimate® of the resources currently
devoted annually at the local level (i.e., cities having over 25,000 population) is about
$6 million and 450 people. :

We suggest that licenses and registrations be renewed periodically (say, every
2 or 3 years) because it is desirable for the regulatory agency to periodically review
and evaluate the files on a licensee or registrant with particular emphasis on their
performance and any complaints, arrests, or convictions. A convenient time to do
this review on a routine basis would be at the time renewal is required.

Although it is beyond the scope of this study to provide the detailed resource
implications of nationwide implementation of the suggested regulatory guidelines,
we can present a very rough estimate of this cost. If %4 to 1 man-day is required for
a background check of every newly registered security employee during the first

? The more reputable general investigative organizations often bill by the hour. Credit and insurance
investigations are more often done on a flat-rate-per-report basis. Moreover, there are subtle and not-so-
subtle incentives to meet report quotas and to meet derogatory information quotas. These practices,
documented in several Congressional Hearings, were contributing factors to the recent enactment of the
Fair Credit Reporting Act.

" 3 Based on regulatory-agency data presented in Chapter V of R-871-DOJ. )

¢ These figures are based on the average budget per agency employee computed from data presented
in Chapter V of R-871-DOJ and modified as follows. From a recent survey (Richard S. Post, “Relations
with Private Police Services,” The Police Chief, March 1971), it appears that 54 percent of the 337 cities
having over 25,000 population regulate private security. Assuming that the average number of personnel
is only 2.5 for this group of cities, as opposed to 3 or 4 for the few agencies noted in Table 30 of R-871-DOJ,
we arrive at the figures given above.
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year of employment, the cost would be about $30 to $60 each for that year, at the
current regulatory budget levels. Licensing of new applicants should consume more
effort—perhaps % to 1 man-week per licensee during the first year, or $150 to $300
each. License or registration renewal costs should be somewhat lower because the
background check need only be updated. We assume that most of the cost of regula-
tion would be paid by the private security industry through fees which would be tied
closely to costs. , .

The fee-level recommendations of the regulatory agencies surveyed ranged
from $10 to $500 for organizations, and from $5 to $50 for privaté security em-
ployees. The average recommended state license or registration fees were $179 for
each business and $14 for each employee. Average local fees suggested were $57 and
$19 for businesses and employees, respectively. It was frequently recommended that

fees be set to cover the costs of processing and checking the backgrounds of the
applicants.

Background Screening

. As discussed in Chapter VIII, most Jjurisdictions that now license or register .
private security personnel check local police files, and sometimes FBI files, for prior
criminal history. Some require a more extensive, deeper background and character

check. Previous convictions, and often arrests for felonies, morals charges, and

certain misdemeanors, may lead to the rejection of an applicant. Moral turpitude
or “bad character” are often additional criteria for rejection. In areas where licens-
ing statutes are not explicit or do not exist at all, in-hoeuse -and contract security
employers often’ use similar criteria in accepting or rejecting security employee
applicants, since the employers commonly have access to police files. '
There is a legitimate need for private security employers to determine the
background, character, trustworthiness, and criminal record of a potential em-
ployee. The major questions in this area are, Who should determine what constitutes
reasonable grounds for refusing employment or a license in private security? Which

- sources should be checked in a background screening? Later in this chapter we shall

suggest a scheme for regulating access to criminal records that strikes a balance
between the legitimate needs of a private employer for employee evaluation and the
need to protect job applicants in general from inaccurate or misleading reports
about’their criminal record and from invasion of privacy.

Nearly all responding state and local regulatory agencies indicated that local,
state, and federal police files should be checked. Almost all of these agencies cited
conviction rather than arrest (for a particular offense) as a reasonable ground for
refusing employment or a license in private security. In spite of this, the common
practice of private security employers (as related to us in interviews) is to use an
arrest as grounds for refusal, even though no conviction was obtained. In addition,
of the 39 responding regulatory agencies, 27 suggested checking personal references,

26 suggested checking an applicant’s neighbors, and 33 suggested checking past
employers.
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As to criminal-history characteristics that should be considered reasonable
grounds for refusing employment or a license, we offer no specific guidelines. Each
state should make such requirements explicit in its licensing and registration stat-
ute. However, our suggested approach to controlling access by any employer or
private investigator to criminal records of applicants for “sensitive” jobs® does make
distinctions among records of convictions, arrests made without probable cause, and
arrests made with probable cause where the charges are later dropped or where
acquittal follows (see p.96). For each “sensitive” job there would be a list of the kinds
of arrests and convictions that would be disclosed if the job applicant waived confi-
dentiality in applying for that job. :

With regard to background checks of other than criminal records, we suggest
that following:

o The state regulatory agency should conduct a background investigation of
each applicant for license and/or registration.® In addition to a criminal-
records check, previous employers should be contacted. If the applicant has
prior experience in private security, the regulatory agency presiding over
the jurisdiction where such experience was obtained should be contacted
for information. These checks should be made in every place in which the
applicant has resided or worked over some recent time period, say, 7 years.

o Background checks should be updated prior to renewal of any license or
registration.

"Qur rationale for applicant background investigations is premised on the belief
that licensing and registration is virtually meaningless (except as a revenue-produc-
ing device) if it is not used as a means of controlling entry into the private security
industry. Without sufficient background data, the regulatory agency cannot screen
applicants adequately.

Education

Few licensing laws currently have explicit minimum educational requirements.
In a few jurisdictions, mere literacy satisfies the requirement for security jobs or,
for the private-investigator license, four years of college may substitute for prior
public or private investigative experience requirements. A requirement for prior
experience as a public policeman or investigator at local, state, or federal levels often
implies an educational requirement, since most public law-enforcement positions
require a high-school education, and some even require some college education.

As we shall discuss later, certain mandatory training requirements should be
part of the state licensing statute, and examinations which should be satisfactorily
passed upon completion of training could be administered through the state agency
or through state-accredited schools employing licensed instructors. However, for

5 “Sensitive” jobs include those in private security.
% That is, every private security employee and organization.
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those states that choose not to implement mandatory training requirements or exami-
nations testing security-related knowledge, we suggest that:

o All new applicantsfor licensing and registra_tibn be required either to have
completed high school (or its equivalent) orto satisfactorily pass a special
literacy test.

The literacy test should be a state requirement. However, it could be adminis-
tered locally through regional offices of the state regulatory agency or at public
agencies such as schools and/or police departments, The applicant would pay a fee
for the application, part of which would be used to réimburse the police department
or school that administers the test. We also feel that a “grandfather clause” proba-
bly should be included to exempt those presently employed in the industry from this
requirement, to avoid imposing undue hardship, particularly on older security work-
ers. For those states that choose to implement ‘mandatory training and testing
requirements, the registrant who successfully completes training will have ade-

quately demonstrated his literacy as well as the ability to understand the training
material. '

The rationale for these suggestions is as follows: All private security personnel .

need to be literate in order to write reports, to read post orders, and so on. Yet, the
completion of 6, 8, or even 10 years of schooling is not a reliable indicator of, or a
proxy for, literacy. Still, older applicants with only an eighth-grade education who
are literate should not be denied the right to work. So, for those with less than a
high-school education, we would recommend a test. We assume that the preponder-
ance of high-school graduates are literate. .

In response to our survey questionnaire, over two-thirds of the state and local
regulatory agencies indicated that minimum educational requirements should be
mandatory for private security employees. One-third of those state agencies thought
all securizy employees should be high-school graduates, and half thought investiga-
tf)rs should be high-school graduates. Two recommended college education for inves-
tigators. Only a few would set the requirement as low as literacy or an eighth-grade
education, but about one-third of all responding agencies would not impose any
minimum educational requirements. We have compromised on literacy, since this
is clearly ‘necessary for adequate job performance.

Although it is not possible to make precise cost estimates at this point, the
institution of a mandatory literacy test for those without a high-school education
implies low marginal costs over and above the basic costs of setting up and enforcing
tbe license and registration scheme suggested herein. If a security-related examina-
tion is instituted (as we suggest below), the literacy test should be neither necessary
nor required.

Experience

Two-thirds of the states that regulate private security ‘require that applicants
have minimum levels and types of prior experience in order to qualify for a license.
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Often, 1 to 5 years of prior experience as a federal investigaior, state or local public
policeman over the rank of patrolman, private investigator, or security guard super-
visor are required. In a few cases a security-related college education may substitute
for part or all of the experionce requirement, e.g., a college education in police
science.

Nearly all of the state agencies and about one-third of the locdl agencies that
responded to our questionnaire indicated that minimum standards of prior security
experience should be established. However, their suggestions closely paralleled cur-
rent licensing requlrements No agency recommended that any type of security
employee be required to have prior security experience.

In our view, mandatory minimum prior security experience for registrants, i.e,,
employees of in-house and contract security organizations, is clearly undesu'able,
since such requirements would inhibit the flow of new and inexperienced people into
private security work. An exception is the case of polygraph examiners, whose
experience should be gained during an “internship” (see the section on training
recommendations below). However, mandatory and minimum security-experience
standards should be established for licensees. While it is not at all clear what these
standards ought to be, it does seem reasonable to require a few years of private
investigative experience for the operator of a private detective agency or branch and
for the director of an in-house investigative force. It also seems reasonable to require
several years of experience as a medium-level supervisor in appropriate private
security work before a person can be licensed to operate a guard agency, armored-
transport agency, or central station alarm agency, or to serve as an in-house director
of private security. However, the degree of relevance of prior public law-enforce-
ment experience to private security is unclear. The problems'and techniques of
private investigators, guards, etc., are sometimes similar to those of public police but
often quite different. For instance, what does a former FBI or IRS agent know of the
problems and techniques of shortage control in retail establishments? In light of this
uncertainty, we would suggest that:

« A few years of appropriate prior experience in private security be one
condition for obtaining a license to operate a security force.

« At the discretion of the regulatory agency, prior public law-enforcement
experience should substitute for partor allof the minimum requirements.
For example, an ex-patrol sergeant with 5 or 10 years of experience in the
municipal police certainly has relevant experience for operating a guard
agency. But a public policeman with 2 years of experience directing traffic
may not have the experience to operate an investigative agency specializ-
ing in retail security.

« Appropriate higher education, such as a Bachelor’s degree in police
science and administration, should also be a substitute for part of the
minimuni experience requirements.

We suggest, further, that the precise determination of minimum experience
standards and discretionary guidelines be considered by a national study group (see
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the section on training below) which would also develop and recommend training
programs, materials, and techniques.

Imposition of such experience requirements should improve the quality of ser-
vices, reduce the potential for abuses, and enable a check to be made of the job
performance of a person applying for a license to manage a security organization.

Bonding and Insurance

Currently, 80 percent of the states regulating private security require a mini-
mum surety bond varying from $500 to $400,000 (the average is about-$6,000) to be
posted as a prior condition to licensing. The bonds are normally conditioned upon
the “faithful and proper” conduct of business by the applicant, and an action on the
bond may be brought by any person to recover damages suffered through the willful,
malicious, or wrongful act of the licensee or his employees. In some states, an action
on the bond may be brought for mere negligence. In effect, then, adequate bonding
requirements are one means of discouraging gross abuses of authority and dishonest
business practices and of compensating victims of abuse. But the amount of bonding
currently required in inadequate, especially when the bond is not supplemented by
sufficient personal-liability and property-damage insurance. Few licensing laws cur-
rently have special insurance requirements.

Every state regulatory agency responding to our questionnaire recommended
that bonding be mandatory. They recommended bond levels of $2,000 to $300,000
for all licensees. Fifteen localities favored mandatory bonding, while 7 opposed it.
The average bond levels recommended by states and localities were $28,000 and
$15,000, respectively. Only 3 regulatory agencies recommended mandatory insur-
ance, at levels ranging from $50,000 to $500,000. One agency indicated that bonds
conditions on “faithful and honest conduct” of business are unnecessarily vague and
may deter su essful legal action on the bond. Another agency indicated that if not
bonded or insured, only a few of the major private security companies would be able
to defend the rights of their employees or customers.

Surety bonds and insurance each have particular advantages and disadvan-
tages in the context of licensing private police. Bonds may provide greater protection
for injured parties, substantively and procedurally, and a surety bond may be
broadgr in coverage than a liability insurance policy. A bond may cover any wrong-
ful act, even willful acts, while public policy usually prohibits people from insuring
against their own willful acts (although they may be able to insure against inten-
tional torts of their agents or employees). Procedurally, recovery under a bond is
probably simpler. To recover insurance proceeds, the injured party must look
primarily to the wrongdoer. In contrast, a bond allows direct, independent suit
against the surety company. On the other hand, in a suit against the surety, the
injured party still has to show that the bonded private policeman, for example, acted
improperly (the wording of many bonds is unnecessarily ambiguous), and he may
have to include the private policeman in the lawsuit. Moreover, recent de velopments
in insurance law have increased the rights of injured parties against a wrongdoer’s

85




insurance company. For example, some courts have held that a person injured by
the willful misconduct of an insured party can recover directly against the insur-
ance company even though the insured could not be indemnified for his losses.

Bond premiums are often less exnensive than insurance premiums, because the
surety company, theoretically, does not expect to lose any money on surety bonds.
A surety bond (unlike a fidelity or indemnity bond) allows the surety to look to the
bonded private policeman or security agency for reimbursement of any claims. In
contrast, the insurance company does not expect the insured to repay any claims.
However, extensive claims would undoubtedly increase future insurance premiums.

The primary disadvantage to surety bonds is that a requirement for large
amounts of bonding might be a barrier to smaller, less affluent companies. Because
the surety company expects to be repaid for any claims, it will naturally look to the
financial responsibility of the bonded company. In contrast, the insurance company
is primarily interested in the risk of any recovery and thus will look to likelihood
of injury cldims rather than financial responsibility. In short, large companies may
find it easier to obtain a large bond than to obtain a large insurance policy; smaller
companies may find it difficult to obtain large bonds, although their claims record
would justify comparable insurance.

o We would recommend, therefore, that minimum levels of bond or insurance
be mandatory and that licensees be given an option between bonds and
insurance. This requirement should apply to each principal office and
branch of every contract security firm and every employer of in-house
security forces. The primary thrust should be in the directica of increasing
substantially the amounts of both bond and insurance limits, and licensees
should be given maximum flexibility in meeting suck higher limits. The
added protection to injured parties of bonds is not significant enough to
prohibit licensees from using insurance as a method of satisfying such
higher limits.

Although we do not suggest specific levels of minimum bonding and insurance
requirements, it seems reasonable that current minimums should be raised substan-
tinlly and that they should increase with the size of the business organizations.

Training

Although current private security training programs vary considerably in qual-
ity, training is, by and large, either nonexistent or clearly inadequate (see Chapter
VII). Only 3 states and a few cities and counties require any training for guards or
investigators; where required, the training course ranges from 38 to 120 hours. In
addition, 10 states that license polygraph examiners require graduation from an
approved training school and/or 6 to 12 months internship. A basic assumption
underlying our training suggestions is that adequate initial training and in-service
training will upgrade the quality of all personnel and thereby reduce the frequency
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and seriousness of problems involving abuse of authority. Highér personnel quality
should also mean greater effectiveness. .
Our suggested training guidelines are the following:

» State regulatory agencies should require minimum training programs—in
terms of quality, curriculum, and hours of instruction—for all types of
private security personnel. Part-time pérsonnel should receive the same-
training as full-time personnel.

« Separate training programs should be failored to each major private
security job category—gnard, investigator, polygraph examiner, central
station alarm respondent, supervisory personnel, etc. All trainees should
be required to pass an examination.

¢ Federal funds—pzrhaps through the Law Enforcement Assistance Ad-
ministration (LEAA) of the U.S. Department of Justice—might well be
made available to develop appropriate training programs, including cur-
ricula, materials, and methodology. It might be desirable for the LEAA to
sponsor a commission or study group to develop such training programs.
The commission could also recommend preferred ways of operating and
financing training programs. That committee should be composed of repre-
sentatives of the security industry (in-house and contract), law enforce-
ment (federal, state, and local), the International Association of Chiefs of
Police, state regulatory agencies, the academic world (law schools, police
science and administration schools, and so on), and the public.

o Our preliminary recommendation is that all types of private security
workers receive a minimum initial training program of at least 120 hours
(some types, such as polygraph examiners,” may require more). Eighty
hours of the program might be waived for private investigators with previ-
ous experience in local, state, or federal investigation.

» Initial evaluation suggests that it be mandatory for each security worker
and supervisor to receive at least 2 days of retraining per year. The state
regulatory agencies should supply bulletins on current industry problems
or information of special importance, as a supplement to the retraining
program.

e The minimum training curriculum should include at least the following
topics,® with specified times devoted to each:

For guards and patrolmen: legal powers and limitations regarding ar-
rest, search, interrogation, surveillance, and use of force; fire-fighting, first-
aid; crimes and relations with public police. v

For alarm respondents: same as for guards, plus operation of alarm
systems, procedures for notifying and assisting public police.

For investigators: legal powers and limitations; investigation tech-
niques; crimes and relations with public police.

" Because the polygraph interpretation is very subjective, the Florida requirement of 1-year intern-
ship should be considered for adoption in other states.

8 Firearms training is discussed below.
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For supervisors: review of all material taught to subordinates; proce-
dures for training, monitoring, and controlling subordinates.

« The essential points covered in the training program should be provided
to each employee in pocket-size manual form.

» Because consumersofsecurity services, i.e., in-house employers and clients
of contract security firms, generally lack knowledge concerning the legal
powers and limitations of private police, written material describing these
matters should be provided to these consiumers by state regulatory agen-
cies, These written materials might also be developed and disseminated by
a federal agency such as the LEAA.

o Instructor’s schools and training curricula should be accredited by the
state regulatory agency.

o Untrained private security personnel should not be allowed to work more
than a brief, specified period of time (our preliminary suggestion is 2
months) before certification of satisfactory completion of the training pro-
gram; during this period the employee should be under constant supervi-
sion.

o Regional training schools (one or more per state) could be operated or
financed by the state or by the private security industry. Direct financing
by the private security industry might be based on a formula that would
assess each firm in proportion to the number of personnel trained each
year. Indirect financing could take the form of a training fee for each
person trained, to be paid to the private or governmental agency that
operates the school. ) ,

o A “grandfather clause” should be included stating that all personnel cur-
rently employed in private security work should meet the training stand-
ards within, say, 1 year after training requirements are established.

Costs. The total cost of our suggested training programs is not excessive when
viewed over the employee’s term of employment. In contract security arrangements,

the cost would probably be passed on to the client as an increased fee per hour per

employee. We estimate the approximate cost of the recommended 3-week guard
training program at 23 cents per hour worked, given the following assumptions:
guard and instructor wages are $2.00 per hour and $4.00 per hour, respectively;
overhead rate is 50 percent of wages; average length of employment is 1 year;
training classes have 10 students per instructor; and the trainee’s full wages are paid
to him during his period of training. With larger class sizes, or with employee
turnover rates of less than 100 percent per year, the cost would be less. For example,
if turnover were only 50 percent or 25 percent per year, the cost would be only 11
cents or 5% cents per hour worked, respectively. Since current existing training
programs are inadequate but not free, the incremental cost over and above current
training costs would be somewhat less than the estimates given'above.

The cost of a 3-week training program for investigators is estimated to be 10%
cents per working hour, under the following assumptions: average employee and
trainer wages are $3.00 per hour and $5.00 per hour, respectively; the employee/

88

trainer ratio is‘3/1; and the average length of investigator employment is 4 years.
Our estimates of training costs for other types of personnel fall within the ranges
of costs indicated for guards and investigators.

The total cost of a 2-day-per-year retraining program would be approximately
3 cents per hour worked, assuming that employee and trainer wages are $2.00 per
hour and $4.00 per hour, respectively, the employee/trainer ratio is 10/1, and the
overhead rate is 50 percent.

Thus, our estimates of our suggested training and retraining program total
costs per hour of productive employee work range from 9 cents to 26 cents, depending
on the type of private security personnel and the turnover rate. The actual cost may
be somewhat lower, since our estimates of class size may be conservative. With these
relatively small training costs, it is not clear to what degree, if any, purchasers of
contract security or in-house users of security would choose to reduce or withdraw
investment in security rather than pay the added costs. But, in cur judgment,
mandatory training is sorely needed and worth the small price.

Regulatory Agency Views. Twenty-six regulatory agencies responding to
our survey advocated mandatory training for certain types of private security per-
sonnel, while only 2 opposed it. A smaller majority, 18 regulatory agencies, favored
mandatory retraining, while only 5 opposed it. Those recommending retraining
typically favored firearms retraining one to four times each year, and other types
of retraining once or twice each year. The length of recommended training programs
ranged from 12 to 150 hours, and averaged 58 hours. The length of retraining
recommended ranged from 3 to 24 hours, and averaged 12 hours.

Detailed recommendations on training and retraining are presented, by recom-
mending agency, in companion report R-871-DOJ. Initial training topics most fre-
quently mentioned by the regulatory agencies were the use of firearms, the law, and
the legal authority of private security personnel.

Security Employees’ Views. About 40 percent of the respondents to our

security-employee questionnaire felt that their initial and on-the-job training were . .

inadequate, and almost half would like to receive additional in-service training.
Rationale. Throughout thisstudy, we contacted a wide variety of people hav-
ing various roles in private security. These included workers, employers, and regula-
tory agency officials. There was never any doubt raised about the necessity for
trainigg security employees, Nor was the existence of significant variations in qual-
ity among guard training programs ever questioned. Thus, the issues are how much
training is needed, and whether such training should be made mandatory. We have
presented evidence of the inadequacies of current training and of the lack of knowl-
edge by security employees in Chapter VIL Since the private security industry has
not voluntarily provided the necessary training, we feel it should be made manda-
tory by the regulatory agencies. We see no viable alternatives to mandatory regula-
tion that will rectify the present situation irr which large numbers of security
employees receive little or no training. Positive benefits such as increased security
effectiveness and an alleviation of abuses should result. Because th:uy perform the
same functions, both contract and in-house personnel should be subject to the same




mandatory training regulations. Part-time personnel not under constant supervi-
sion should be trained because they perform the same functions as full-time person-
nel. .

As to the issue of how much training should be required, the United Plant
Guard Workers of America (the largest guard union) recornmends a minimum of 4
weeks of training. The state of Ohio has studied the problem in detail and now
specifies 3 weeks of training in its present law. The responsible official who directs
the federal guard forces for the General Services Administration, and who has had
extensive private guard management experience, recommends a 4-week training

program for private guards. We conclude, therefore, that a minimum of 3 weeks is ’

a tentative, but reasonable suggestion for initial private guard training. The precise
period should be set after an in-depth study of training needs for each type of
security employee. The basic premise with respect to investigators is that their job
is at least as complex as that of guards, and that the potential for improper action
by an investigator is probably greater. Therefore, they need at least as much train-
ing as a guard needs. Alarm respondents certainly need at least as much training
as regular guards, and perhaps more, because of their higher exposure to crime-
related incidents. Each supervisor should also receive at least 8 weeks of initial
training. Given the complexities of the situations that supervisors must handle, and
given their role in training other security employees, this period of training appears
minimal.

Security personnel need retraining for several reasons: Personnel become lax
in following proper procedures and need to be reminded of the reasons for those
procedures and of the potential difficulties that may arise from faulty job perform-
ance; since very serious types of incidents occur infrequently, personnel are apt to
forget or to be unsure about what actions should or should not be taken (in many
cases, there may not be time to contact the supervisor for advice, and the conse-

quences of improper action may be serious); and special security procedures or new_

legal developments may need to be conveyed to employees. Given these reasons, we
assert that if initial training is justified, then a modest amount of retaining is also
justified. We suggest that perhaps 2 days a year would be adequate. We note too that
the United Plant Guard Workers of America recommends 16 hours of retraining
twice each year. :

To facilitate the scheduling of new employees into the training programs, new
personnel could be allowed to work for a brief period of time, say 2 months, before
certification of completion of training is required for continued employment. During
the 2-month grace period, new personnei would be permitted to work as guards only
when under the direct constant personal shpervision of  fully trained supervisor.

Close supervision is suggested primarily to lessen the probability that the new
employee will take improper actions or abuse his authority during the grace period.
These procedures would also increase the chances that undesirable employees would
be detected and screened out before creating problems.

If a training program is to be required, the regulatory agency must have some
means of controlling the quality of that program; we suggest certification of instruc-
tors, schools, and specification of curriculum as the method of control.
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We recommend that the federal government develop training curricula materi-
als and methodology for private security for two reasons: First, the ayailability of
such training materials could greatly improve the quality of training, especially in
the many smaller jurisdictions and security organizations. These smaller agencies
have neither the funds nor the expertise to develop effective training materials. And
second, it would seem very inefficient for thousands of security forces or scores of
regulatory agencies to develop their own training material, when many of the
training topics will be common to most.

Regional training schools (conducted perhaps by private schools, by larger
security firms, or by the public police) would enhance the quality of instruction and
achieve economies of scale, in comparison to the current system which often finds
one instructor teaching one or a few students.

Purchasers of private security services, like most private citizens, are not sure
of the legal rights and powers private security personnel enjoy. Thus, the client may
ask the security employee to make an illegal search or to physically detain someone
when there is no legal right for such actions, On the other hand, the private sécurity
consumer may not allow the security officer to use his full legal powers, simply
because he has doubts as to the limits of those powers or he fears that an insurance
claim or lawsuit may result.

Two alternative approaches to consumer education are available: First, the
security employee can educate the consumer at the time an incident occurs, This is
satisfactory if the employee is well versed and articulate, is trusted by his client or
employer, and has time to instruct his client before taking action during the inci-
dent. Such a set of circumstances may not always exist. A second, and preferred,
approach is to partially educate the consumer of security services before incidents
occur.

Firearms—Regulation and Training

Because (1) a large fraction of private guards and patrolmen are armed (many
in situations where there is no apparent need for a deadly weapon), (2) a very small
fraction of these people receive firearms training, and (3) a relatively large fraction
of cases of serious abuse of authority involve firearms, we suggest that several policy
measures be considered: ‘ '

o All armed private security personnel should be carefully screened and be
required to complete a mandatory accredited firearms course as part of
their initial training. The course should include safety measures, situa-
tions in which the gun may or may not be used, range qualification, and
testing. Thereafter, periodic retraining and range qualification should also
be mandatory. :

e Uniformed private security personnel should not be allowed to carry a
voncealed firearm while on duty. Concealed weapons do not serve a crime-
ceterrent function, and persons interacting with the security employee
may be less apt to provoke him if they are aware he is armed.
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» Company-furnished guns should remain on company property during the
sécgrity employee’s off-duty hours. (Many shooting incidents involving
security employees occur during off-duty hours, and this provision should
reduce the number of such incidents.)

« Contract security executives should discourage their clients from request-
ing that security personnel be armed. In-house security directors should

~ similarly discourage their management.

o Investigators and most guards or patrolmen need not be armed except in
cases where arms are essential for their safety or where extremely valuable
property is at risk. ’

¢ Since the gun should be viewed as a defensive weapon only, standards for
the type of weapon, grains of gunpowder, length of barrel, etc., should be
stated explicitly.

« If a reliable psychological test, or other instrument, exists for screening
out those individuals who obviously should not be allowed to carry a gun,
it should be implemented as part of the licensing and registration process.
If there is no such reliable instrument, but if there seems to be a reasonable
possibility of developing one, federal funds might well be used to support
such an effort. But the instrument should be practical—that is, it should
not imply high administrative costs and it should be able to be applied
mechanically, rather than requiring a highly trained individual to inter-
pret the results.

o Legislators should give greater consideration to imposing explicit statu-
toryliability on private security businesses for the weapons abuses of their
employees against private citizens. This and/or other legal threats of crimi-
nal and economic sanctions could be expected to result in stricter control
by the industry, with a resulting diminution in the number of abuses.

By and large, responses from regulatory agencies agree with most of these
suggestions. Several jurisdictions already have mandatory firearms training pro-
grams for certain types of personnel. Most favor range qualification one or more
times per year; most would prohibit certain types of personnel from carrying con-
cealed weapons while on duty; and most would prohibit certain types of personnel
in certain situations from carrying firearms. The regulatory agencies were split
equally on the question of whether weapons other than firearms should be prohib-
ited. The president of the United Plant Guard Workers of America also strongly
favors mandatory firearms training programs for those guards who need to be
armed.

More radical, but less feasible, alternatives are available, too. One alternative
is to prohibit private security personnel from carrying firearms altogether, except
in extreme cases. Some argue that other weapons such as the baton and/or aerosol
agents would serve as well. Our security-employee survey data indicate that one-
third of the employees thought a gun was unnecessary. Moreover, only 35 percent
of the employees felt they would need a police baton if they were not allowed to carry
a firearm on duty; 28 percent felt they would need a chemical spray; 12 percent
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would want a sap or blackjack; and 35 percent felt they would not need any weapon.
A program aimed at disarming guards, however, would undoubtedly meet deter-
mined resistance from certain quarters of the security industry. Such a program
would forego the benefits to be derived from trained armed security personnel in
those situations in which arms are necessary.

If the problem of armed security personnel is viewed as part of the larger issue
of the proliferation of firearms among private citizens in general, another alterna-
tive would be to push for more stringent gun-control legislation at both the state and
national level. Such legislation could seek to nationalize the strict gun-control laws
found in New Jersey and New York and to control firearms at the crucial point of
purchase. If such an approach were coupled with a strong public policy against the
proliferation of firearms, as well as mandatory demonstration of competency in the
use of firearms and knowledge of firearm safety before a license could be issued to
any citizen, this might also resolve the private security firearms problem. But
-learly, such legislation applicable to allcitizens would meet strong opposition from
many quarters and would run counter to strongly entrenched American traditions.

Testing of Licensees

In the previous discussions of training and firearms qualification, we suggested
that tests be administered at the conclusion of training. If it is not possible for a
jurisdiction to implement such training programs rapidly, an alternate, stopgap
means of screening unqualified and potentially dangerous personnel would be desir-

"able. Mandatory examinations were favored for this purpose by two-thirds of the

regulatory agencies surveyed.
We suggest, therefore, that:

« All licensees and registrants should be required to pass a comprehensive
examination, administered by the regulatory agency, covering topics rele-
vant to each applicant’s particular security occupation. Questions concern-
ing legal authority and reactions in a variety of situations should be in-
cluded in the examination.

o All armed personnel should be required to pass an examination covering

firearms safety, proficiency, and usage (i.e., when and when not to use the

gun).

Regulatory Sanctions and Effectiveness

Penalties for violations of the current licensing statutes and administrative
regulations generally include license denial, suspension, and revocation; imprison-
ment; and fines.” Many states specify detailed controls on the conduct of private
security business in the licensing statute and classify violations of the statute as
misdemeanors. Some violations are classed as felonies ( for example, one state -

® See R-871-DOJ for a detailed summary.
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considers the falsification of fingerprints required in the application a felony).
Grounds for license revocation generally include commission of a felony, violation
of the licensing-act provisions, unprof‘essional‘conduct or dishonest business prac-
tices, impersonating a public police officer, addiction to alcohol or drugs, and certain
misdemeanors. Theoretically, then, in many jurisdictions sanctions are already
available to cover problems ihvolving dishonesty and poor business practices, as well
as some of the problems involving criminal abuse of authority.

But, in practice, sanctions are rarely invoked, and the penalties imposed are
minimal. When invoked, the license suspension and revocation prccedure is typi-
cally cumbersome, slow, and costly. Regulatory agencies have few personnel and
very limited financial resources, and as a result they rely largely on informal and
completely inadequate means of detecting violations and abuse of authority. The
average state regulatory agency has less than 4 people, of which half are investiga-
tors, and spends about $50,000 annually. Local regulatory agencies have even more
meager resources. .

Hualf of the state and local regulatory agencies responding to our survey indicated
that they did not have sufficient personnel to adequately perform assigned functions.
On the average, the state agencies reporting a current staff level of inadequacy felt
they needed a 126 percent increase in total employees and a 92 percent increase in
investigators. Local agencies reported similarly inadequate levels of staff.

« We suggest, therefore, that the regulatory agencies be given sufficient
resources to enable them to screen and monitor licensees and registrants
and to investigate violations of the regulations.

We suggest broadening the applicability of regulatory sanctions to include pri-
vate security employees (i.e., registrants as well as licensees) and to expand the
grounds for suspension and revocation.of a license or registration, as follows:

o The violation of any major provision of the licensing statute (such as fail-
ure to have registrants comply with the training requirements) should
result in immediate suspension of the license. For some violations, a fine
plus compliance with the statute would follow. For others, license revoca-
tion and/or criminal prosecution would follow. Temporary suspensions
should be permitted, at the discretion of the regulatory agency, while
allegations of serious violations are being investigated.

¢ Grounds for suspension and revocation of a license or registration, for
levying fines, and for applying criminal sanctions shoyld be explicated in
the statute.

« Certain actions which constitute abuse of authority (such as false arrest,

" improper interrogation, improper search and seizure, improper surveil-
lance, false or inaccurate reporting, trespass, gaining entry by deception,
etc.) should be made grounds for suspension, fine, or revocation of license
or registration, depending on whether the licensee or registrant was re-
sponsible for the abuse. Although civil sanctions are available to redress
such abuse of authority, the addition of regulatory sanctions should help
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deter and alleviate such problems.!® We suggest, too, that the national
commission referred to earlier formulate guidelines to determine which
sanctions should be applied to which actions.

o Maximum fines and prison sentences should be severe enough to have a
significant deterrent effect.

Monitoring and Information Systems

We assert that no system of regulatory sanctions can succeed unless the agen-
cies’ resources are adequate and they have sufficient information systems and ad-
ministrative machinery to detect and assess violations and improper conduct. Along
these lines, we suggest that:

o Regulatory agencies should be given the investigatory authority and re-
sources to conduct random field spot checks of private security records and
operations. '

o Complaint channels should be set up so that both aggrieved clients and
members of the public can make their complaints known directly to the
regulatory agencies. One approach might be to require that the name and
telephone number of the regulatory agency be included in all private
security advertising and publications and be posted at each fixed location
served by the licensee. Another possibility might be a public education
program via mass media, although this would probably be quite costly.

e The local public police agencies should be required to forward to the
regulatory agency information about incidents (particularly those involv-
ing shooting), arrests, convictions, and complaints involving private police
of which they become aware.

o Insurance and bonding companies should be required to forward data on
all major complaints and dispositions involving private police.

« The regulatory agency might be given the power to adjust fees and/or to

publicize those in-house and contract security organizations which have

either extremely good or extremely poor records of founded complaints.

The latter would act as an incentive to firms with good records by improv-

ing the firms’ image and, in the case of contract agencies, the ability to

attract business.

Advertising

A common complaint made by licensed contract security agencies is that many
unlicensed firms operate freely. In some jurisdictions, these firms advertise or are
listed in the telephone directory. Listings often give only the firm’s name and

19 Asindicated in Chapter X, tort, of civil, remedies are not a completely satisfactory sanction because
(1) litigation is slow, expensive, and relatively inaccessible to some people, particularly the poor, since
it requires a lawyer, and (2) tort law does not necessarily change with evolving concepts of personal rights,
and therefore one is often left without adequate remedy for his injury.
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telephone number. Often, these are marginal, one- or %x/0-man businesses operating
out of a home,

« Detection of unlicensed operators would be much improved if the statute
required that the firm name, telephone number, legal business cddress, and
license numberbe required in every advertisement and telephone directory
listing.

This requirement should reduce the incidence of poor business practices and
abuse of authority, since it would be easier to detect and apply sanctions to the
unlicensed operator—the very operator who is most likely to engage in such prac-
tices.

Several regulatory agencies currently attempt to control fraudulent and mis-
leading advertising by incorporating the following regulations into the licensing
statute:

s Any licensee, on notice from the regulatory agency, shall discontinue any
advertising, seal, or card which, in the opinion of the regulatory agency,
may tend to mislead the public,

e Only the licensed address and business name may be used in any adver-
tisement, letterhead, etc.

¢ No licensee shall publish, or cause to be published, any fraudulent or
misleading notice or advertisement.

ACCESS OF PRIVATE SECURITY FORCES TO PUBLIC POLICE
ARREST RECORDS

We indicated above that there is a legitimate need for private employers (in-
cluding private security employers) to check on the background and criminal record
of an applicant for, or an.employee in, a sensitive job. Often the job of background
screening is given to an in-house or contract private security force. But the question
that our suggestions address is, How can these needs be balanced with safeguards
and sanctions against the social costs of inaccurate, incomplete, misleading, or false
information and of invasion of privacy? In more specific terms, Which types of
records should not be disclosed, and which scheme of regulation will control access
in a desirable manner? After discussing and evaluating three alternatives,'! the
preferred approach '? regarding access to criminal records embodies the following:

e Conviction records should be used as grounds for denying registration or
licensing (i.e., employment), but only convictions for offenses specified by
statute as grounds for denying employment should be reported from public

1 See Chapter 1II of R-872-DOJ.
2 Preferred on the basis of feasibility and effectiveness.
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law-enforcement files. The offenses specified should be related to potential
areas of abuse in private security.

e Records of arrests made without probable cause, where probable cause is
not subsequently developed, should be destroyed or returned to the in-
dividual arrestee.

o For records of arrests made with probable cause where the charges are later
dropped or where acquittal follows, states, by statute, should create a state
board with authority to determine what records can be reported for what
jobs and for how long a period afier date of arrest.'® Restrictions on the
dissemination of such records should be very stringent.

o Under the scheme outlined above, when an individual applies for a job or
license classified as sensitive by the state board:

1. He would be shown a list of the kinds of arrests and convictions that
would be disclosed if he waived confidentiality in applying for that job; thus,
he would see, for example, that an arrest without probable cause or a juve-
nile arrest for a minor crime would not be reported.

2. He would be asked to sign a waiver of confidentiality.

3. Ifhesigned the waiver and had an unreportable record, the employer
would receive a notice from the state bureau to the effect that the applicant
has no reportable record. The same notice would be sent out regardless of
whether the applicant had no record or had an unreportable record.

4. All requests for reports would have to be processed through the state
bureau; local police departments would be forbidden to release any records
directly to the private security industry.

5. Private security firms or employers would be allowed access to the
system only for record checks on their own prospective employees.'*

« For such statutes to be effective, they should call for imposition of substan-
tial eriminal penalties on public employees who reveal confidential arrest
and conviction records, and they should provide civil remedies for injunc-
tive relief and damages to the aggrieved individual.

These features, in our view, would provide adequate safeguards. We do not
know the cost of such a system. However, only a fraction of the system’s cost would
be attributable to the private security sector, since the list of sensitive jobs would
surely embrace many other sectors (for example, the financial). Another unknown
is the degree to which criminal and civil sanctions will succeed in closing off access
of private security to local police files. Because the ties between the two are often
cordial and close and because many ex-public policemen work in private security,

13 This scheme applies broadly to all individuals applying for a job, license, or registration classified
as sensitive by the state board.

' This means that private security firms who do preemployment; insurance, and credit investigations
for clients would not have access to the police records of these investigation subjects. The client firms
themselves would have to request a record check through the state bureau.
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closing access may be difficult. Still other unknowns are the bureaucratic practical-
ity and political acceptability of this proposal.

The rationale supporting these suggestions for controlling access to police re-
cords is rather lengthy;'® but basically, the intent is to protect applicants from
inaccurate or misleading reports and from invasion of privacy, and, by giving prior
notice as to which criminal records are reportable, to permit the applicant to forego
the potential benefits of the job or license if he does not want his criminal record
revealed.

ARREST, SEARCH, INTERROGATION, AND
USE OF FORCE

A detailed critique of tort controls over the powers of private police for arrest,
detention, search, interrogation, and use of force is difficult because of the general
vagueness and complexity of the law. The law is controlled by such general concepts
as “reasonableness,” “probable cause,” or “necessary under the circumstances.”
Uncertainty is compounded by the fact that a particular factual situation might be
covered by various privileges, each of which might allow different conduct. Further,
the law in a given situation depends upon the nature and legality of the conduct of
the person being detained, stopped, or ejected; and it often takes into account the
subjective state of mind of the person making the arrest or using force. This uncer-
tainty creates special problems for the employer of private security personnel in
instructing his personnel intelligently on what they should or should not do in every
situation they might encounter. And the individual guard, whose intelligence and
educational level may be somewhat low, may be incapable of setting any guidelines
for himself. This uncertainty also creates problems for the private citizen confronted
by an accusing guard,

Therefore, greater certainty in the definition of permissible conduct in the areas
of arrest, search, interrogation, and use of force would be of great benefit. The entire
law of this area could not be codified, but an attempt should be made to isolate some
particularly troublesome problem areas—such as detentions for shoplifting—and to
promulgate standards to govern the conduct of security personnel as well as the
conduct of citizens.

As for the current differences in public and private police powers that result
from the imposition of constitutional restrictions upon the former and not the latter,
there would be significant advantages in applying to private security work the same

standards of conduct developed in constitutional decisions for arrest, detention, .

search, and interrogation by public police. However, two problems would arise:
First, enforcement of such standards by use of the Exclusionary Rule could have
undesirable effects on public prosecutions; thus, an attempt should be made to find
tort-remedy methods of enforcing these standards. The second problem is that of
defining to whom, when, and for what activities these standards would apply. We
suggest that:

% See R-872-DOJ for details.
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« A wholesale application of constitutional standards should await some
greater clarity or uniformity in licensing laws or definitions of the profes-
sion of private policemen. Until then, the recognized line between depu-
tized and nondeputized private security personnel could probably be used
to determine the applicability of constitutional standards.

GATHERING INFORMATION ON PRIVATE CITIZENS
FROM THIRD PARTIES

There are two broad approaches to designing regulations for the gathering of
information on private citizens from third parties. The first is simply to prohibit by
law the collecting and reporting of certain information. This approach is not pre-
ferred because it involves a great many difficult value judgments for which there is
little empirical guidance and because direct prohibitions pose a substantial enforce-
ment problem.!® The second approach adopts a more laissez-faire attitude but pro-
vides incentives for private security firms to act in the way society wants them to
and facilitates the ability of an individual to control the extent to which information
concerning him is collected. This is our preferred approach.

Toward this end, we suggest that the Fair Credit Reporting Act be amended or
that the following be enacted in a state statute:

« Before a background investigation (or, in the language of the Act, an “in-
vestigative consumer report”) is commenced on an individual who has
applied for some benefit (e.g., life insurance, credit, or employment), it
should be required that the individual be fully informed of the nature of the
report and the scope of the investigation. In this way, he will be enabled to
.make an informed choice on whether to forego the benefit and avoid the
investigation. Clearly, such requirements cannot apply to certain types of '
investigations, such as those involving crimes, marital conflicts, business
conflicts, or industrial espionage, because confidentiality is necessary to the
success of the investigation. The requirements would apply to credit, insur-
ance, and preemployment investigations—those activities which constitute

. the bulk of private investigative work. _

« Whenever an “investigative consumer report” is reported to the request-
ing firm, it should be required that the individual being reported on be sent
a copy and the name and address of the requestor. Thus, he would be
immediately informed of, and could act to refute, any information he con-
sidered to be misleading or inaccurate. The incremental monetary costs of
this suggestion should not be excessive, since all that is involved is dupli‘cgt-
ing the report and mailing one copy to the individual. :

« To facilitiate recovery for injuries resulting from inaccuracies in, or false,
reporting, investigative agencies should be held strictly liable. Currently,

18 This is discussed in R-872-DOJ.
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the Act requires that willful or negligent violations be proven before recov-
eries can be effected. Under our suggestion, intent or negligence would be
irrelevant; the reporting agency would be held liable if it made an errone-
ous report and if the mistake caused injury.!” The rationale for holding
manufacturers strictly liable for defects in their products applies as well
fo private security ‘agencies and their investigators.

« To prevent invasions of privacy which result when information about an
individual is obtained from his friends and acquaintances under false pre-
tenses, investigators making an “investigative consumer report” should be
required to identify themselves, their firm, and the purpose of their inquiry.
Or, 2s an alternative, the investigator should have to produce a letter from
the individual being investigated saying that he is aware of the investiga-
tion and authorizes it. Again, such requirements would not apply to certain
types of investigations where confidentiality is required, such as criminal,
marital, or industrial-espionage investigations.

Thé needs to alleviate injury resulting from misleading or incorrect reports are
particularly urgent in view of the trend toward computerized storage and retrieval
of the files maintained by credit bureaus and other reporting agencies. When “soft”
data that are gathered from third-person interviews are forced into the rigid format
required for computerized storage and access, the potential for inaccuracy is greatly
increased. The potential for harm is also increased as it becomes possible to gain
access to central computer files from anywhere, and as the diffusion of computer
terminals to users makes control of unauthorized access more difficult.

ELECTRONIC EAVESDROPPING

We have concluded from our analysis'® that the legislative response to the
dangers of illegal eavesdropping by a wiretap or electronic device seems rather
complete. In fact, because the law in this area is comprehensive, no extension seems
necessary to deal with electronic surveillance by private individuals. What are
required, apparently, are better methods of detection. It remains to be seen how
effective the statutory controls are in regulating and restraining bugging and wire-
tapping.

SEARCHING PRIVATE PROPERTY

A question pervading this entire area is whether information obtained by pri-
vate individuals in an illegal senrch, either physical or electronic, should be admissi-

'7 A possible effect of a strict liability provision might be that reporting agenties and the users of such
reports (insurance companies, credit granters, and employers in general) may determine that some types
of information are so inherently unreliable and of such marginal value that it is not worth the risk of
loss to coliect them.

'8 See the discussion in R-872-DOJ.
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ble as evidence in either civil or criminal judicial or administrative proceedings. In
other words, does the Exclusionary Rule apply? Our analysis!® leads us to the
general conclusion that:

¢ In civil suits, perhaps the best resolution would be an equitable remedy
allowing an individual aggrieved by an illegal search to move for exclusion
of the evidence from such search. The judge, acting as a court of equity,
would be empowered to take into account the flagrancy of the action in-
volved, the relationship of the person who seeks the use of the evidence to
the person who obtained it, and the value of the evidence to reaching a just
result in the case at hand, and then to “balance the equities.”

¢ The same remedy might be made available in criminal proceedings. That
is, rather than the application of a mechanical Exclusionary Rule, looking
for the participation of state agents or other “state action,” a motion to
suppress evidence might be decided in view of several factors. Thus, a judge
might consider the extent to which the private security guard or investiga-
tor was serving as a public law-enforcement officer at the time the search
or surveillance was made and to what extent suppression of such evidence
might affect future activities of such persons (i.e., the deterrent effect). He
might also consider the extent to which a private policeman is given addi-
tional authority by virtue of licensing, or is given more tangible power by
being allowed to wear certain uniforms and badges and carry weapons.

The deterrent effect of the Exclusionary Rule on actions of the public police,
however applied, has always been a rather dubious proposition. Nevertheless, there
may be identifiable situations in which a significant deterrent effect is predictable.
Such a situation may exist, for example, in relation to evidence gathered pursuant
to the direction of an employer for the primary purpose of use against an employee
in a civil proceeding.

o In situations where a significant deterrent effect can be predicted, courts
should not proceed by balancing the equities on an ad hoc basis. Rather
they should enunciate per serules, so that any possible deterrent effects can
be realized.

IMPERSONATION OF AND CONFUSION WITH PUBLIC POLICE—
UNIFORMS AND BADGES

Private citizens may be easily confused about the powers and prerogatives of
private police, particularly when such private police are in uniform or possess
badges. And, as we indjcated in Chapter IX, regulatory agencies report that actual
impersonation of public police officers is not infrequent.

It appears, from our analysis, that there is ample legislation proscribing direct
and indirect impersonation of federal, state, and local law-enforcement officers,
State and local laws generally prescribe the color, style, and wearing of uniforms
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and badges. To the extent that confusion still exists, more effective legislation might
ban the use of the word “police” when referring to or identifying private security
personnel and might require the use of even more distinctive uniforms or badges;
such legislation might even require the wearing of a patch stating that the wearer
is not a police officer. This woyld alleviate one of the problems created by confusion
—namely, public police would not be blamed as often as they are at present for the
illegal acts of private security personnel.

Another problem created by confusion is that many people impute special pow-
ers to private and public police who are wearing uniforms or badges. After all, the
public has little knowledge concerning the respective powers of public and private
police. The costs and benefits of confusion must be examined in attempting to
suggest improvements. The costs are that a private policeman may command obedi-
ence to demands that people are not legally obligated to obey—for example, in
questioning and obtaining information from individuals who have the right not to
talk. The benefits of confusion derive from the psychological advantage of a uniform
or badge in deterring illegal acts such as shoplifting or in obtaining obedience to
commands much more readily in those situations where the officer is entitled to
obedience, such as when expelling trespassers.

On balance, the benefits derived from wearing uniforms and badges appear to

be sufficiently substantial that it would be a mistake to forbid them in all circum-
stances. But there are situations in which they should be prohibited, and certain
sanctions should be available for any situation in which prlvate security personnel
use the uniform and badge as a basis for an assertion of authorlty that they do not
possess. .
The regulatory agencies responding to our survey unanimously recommended
that regulations be established governing allowable types of private security uni-
forms, insignia, and badges, and that such regulations require the uniforms and
badges to be distinctly different from those of the public police.

We suggest that:

+ Private security personnel engaged in investigatory activities such as
questioning should not be permitted to wear uniforms and badges. They
should be allowed to show identification cards, but these cards should not
be designed to give an appearance of official sanction or official power. For
example, uniformed store guards should not be allowed to perform ques-
tioning because they connote official power which they do not possess.

o There may be a need for legislation facilitating private damages recovery
for victims of false assertions of authority based upon the wearing of uni-
forms and badges. A provision for recovery of costs and attorney’s fees
would facilitate obtaining such private remedies.

¢ There may be a need for modification of common-law theories upon which
recovery would be based, or special statutory provisions may be needed. For
example, consent is a defense to torts such as assault and falsé imprison-
ment. Given public confusion over the power possessed by private police-
men, “requests” by them are inherently coercive because of the authority

102

e

connoted by uniforms and badges. Thus, if a store guard asks a customer
to submit to a search, the customer’s submission should not be viewed as
consent, unless the situation was free from coercion. And only if the store
guard informs the customer that he is not required to submit to a search
can the ccercion inherent in the situation be negated.

o There should be statutory prescriptions of the color, style, and wearing of
uniforms, and the use of public police titles by private security personnel
should be controlled in jurisdictions not now having such laws.

THE ALARM INDUSTRY AND FALSE-ALARM RATES

The problem of high false-alarm rates exhibited by all types of alarm systems
has generated great concern in public police departments and in local governments.
Local police are especially concerned about the public resources expended in re-
sponding to the (typically) 95 percent of the alarms that are false. The result has
been the passage of several strict city ordinances regulating many aspects of the
licensing, operations, and equipment standards of alarm systems.*®

In addition to a variety of licensing or permit provisions, these restrictive
municipal alarm ordinances include requirements such as the following:

1. No automatic.protection device shall be keyed to a primary or.secondary
telephone trunk line to the public police department, i.e., such devices
should be keyed to a speciat trunk line.

2. Intrusion-detection devices must meet minimum standards for installa-
tion and/or maintenance.

3. Special procedures shall be established for reporting alarms to the public
police department.

4. Limitations shall be imposed on the number of times a recorded message
may be delivered as a result of a single stimulus of the sensory mechanism,
its transmission time, and the time gap between deliveries of the message.

5. The sensitivity adjustment of the sensory mechanism shall be specified so
as to suppress false alarms as a result of short flashes of light, wind noises,

+ vehicular noises, or other forces unrelated to genuine alarms.

6. Notice must be posted as to persons to be notified when alarms ring.

7. Service shall be provided to repair or correct malfunctions.

8. The consumer or purchaser of the alarm system or service shall be fur-
nished with operating instructions and a maintenance manual.

9. A corporate surety bond shall be furnished prior to issuance of a permit
or license.

10. A permit or license may be revoked or suspended where such devices
activate excessive false alarms.

% See, for example, the Dallas, Los Angeles, Beverly Hills (California), and Oakland (California)
ordinances, summarized in R-871-DOJ.
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Given the dimensions of the false-alarm problem, such requirements and sanc-
tions are not unreasonable statutory responses. Each reguirement or sanction aims
at different facets of the same problem. Taken as a group and strictly enforced, such
measures should go far in reducing the false-alarm rates.

Provision 10 deserves elahoration. What are excessive false alarms and who is
to make that determination? It seems reasonable that the iocal police department,
in cooperation with the local legislative body, is best qualified to make that determi-
nation. Factors in that decision no doubt would include the desires of the purchasers
of alarm services, average and maximum workload or demands for services per
policeman on the street, the opportunity costs of police response to false alarms, and
so on. However, care must be taken not to threaten the financial viability of those
firms that make strenuous efforts to comply, since the alarm industry’s benefits to
society would be missed and should not be foregone.

Some cities have also considered the imposition of fines upon central station
alarm companies for transmitting false alarms. In Los Angeles and Qakland, the
lawyers for the city questioned the legality of the fines and the proposals remained
dormant. In Denver, a central station operator inaugurated a fee for avoidable false
alarms. Some customers pay and some do not; for the latter, some form of increased
rates is ultimately substituted. However, the ultimate effect of fines is uncertain. On
the one hand, the financial viability of central station firms may be threatened if,
because of inelasticity of demand, the fine cannot be passed on to the purchaser. One
the other hand, if the fine can be passed on to the consumer, it may in fact reduce
the false-alarm rate. But central station companies may respond to such a sanction
by refusing to call in the public police until they have determined to.their satisfac-
tion that the alarm was not an avoidable false one. In this way they would avoid the
fine, but by then, sufficient time might have elapsed so that the responding public
police would have little chance of intercepting a burglar or robber.

THE LEGAL RELATIONSHIPS BETWEEN USERS AND PROVIDERS
OF PRIVATE SECURITY SERVICE

The current law of respondeat superior, 2° although providing effectively for
compensation of victims, lessens the financial threat against the acting party—the
guard on the job. If the guard knows that in most cases the employer also is responsi-
ble and would have to pay, he may not act with great caution. And the rules of
respondeat superior deter active control by the firm that hires contract guards or
investigators, for the more active the control the more likely the guards or investiga-
tors will be held to be the firm’s own “employees.” The existing incentive to avoid

control could be eliminated by the recognition that failing to control security person-

20 Literally translated, the doctrine of respondeat superior means “let the master respond.” The
concept provides a legal obhgatmn on the part of an employer to compensate those who are injured by
the acts of his employees.
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nel is considerably more harmful than an unsuccessful attempt tq control. Accord-
ingly:

« A failure of control by the hiring firm should be considered neghgence, and
the firm should be held directly liable for such negligence.

As to limitations of liability, the present law is probably adequate in cases of
losses caused by third parties—thefts, fires, and the like. However, any limitation
of liability that restricts a contracting firm’s responsibility to compensate the hiring
firm for the intentional misconduct of the contract guard (for example, thefts of the
hiring firm’s property by the contracting guard) should not be condoned. There
should be an incentive for contract agencies to exert their control and influence in
selecting honest employees and in ensuring that the employees they make available
will not take advantage of the trust that is placed in them.

EVALUATING COSTS AND BENEFITS

In theinterests of aiding crime prevention by providing users of private security
services with information as to which systems or services would be most effective,
or most cost-effective, for the intended application, we suggest that:

o The federal government should consider funding a research center that
would evaluate the effectiveness and costs of private security personnel and
equipment.

The center’s role would be to collect, analyze, and disseminate cost and effective-
ness data from both operating and experimental security systems. (By security sys-
fems we -mean devices, personnel, and mixtures of the two.) This center should be
a continuing entity, since new systems are continually being developed. Perhaps it
could be associated with some organization such as Underwriter’s Laboratories, Inc.
However, unlike the UL, its existence should not depend on fees collected for evalua-
tion of systems that are voluntarily submitted. The center should be financially
independent of the industry it is evaluating. The Small Business Administration
Report' on Crime Against Small Business goes one step further with respect to
security equipment: It recommends that the federal government “sponsor a central
point of contact for manufacturers to evaluate and encourage research and develop-
ment, standards, and perhaps testing.”’®!

Evaluation of the various security systems that are available would provide a
reasonable basis for the widespread dissemination of protection standards. Mini-
mum physical standards for protection against burglary have already been-set for
businessés by a 1964 Oakland, Califorria, burglary ordinance and for banks and
savings and loan associations by the recent National Bank Protection Act.

2t Qp. cit., U.S. Senate Document MNo. 91-14, April 3, 1969, p. 12.
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The issue of ¢crime insurance and the private security industry must also be
considered.?? It is particularly important to note the apparent lack of a statistical
relationship between insurance premium discounts and experience or effectiveness
in reducing crime and losses to crime. The SBA Report recommended that*®

... the [insurance] industry undertake a fundamental overhaul of its
statistical reporting and attempt to obtain more centralized, more reliable,
and more comprehensive statistics. Discounts from standard premiums, be-
cause of installation by businessmen of protective device systems, should be
applied on a rational basis consistent with experience data to be obtained
from the overhauled reporting systems.

We concur with these recommendations, but, in addition, we suggest that:

» Reliable and comprehensive information on the effectiveness of private
security personnel (guards, mobile patrols) should be included in the over-
hauled statistical reporting system.

Such information would also provide a basis for more rational decisions on
insurability and deductible loss levels.

A related recommendation was made in a 1967 report on crime insurance pre-
pared for the U.S, Senate Select Committee on Small Businegs.?* This report noted
that the effectiveness of security devices is difficult to establish due to lack of data
and suggested the “building of a data bank of all pertinent information about
insurable crimes.” The report suggested that primary uses of the data would be in
(1) the conduct of the insurance operation, (2) providing technical assistance to
security-device purchasers (recommending special protective measures and issuing
alerts on new criminal and security methods), (3) providing useful information to
public police, (4) evaluation of existing protection systems, and (5) devising new
crime-prevention technigues.

22 This is discussed in R-870-DOJ.
28 Op. cit., Senate Document 91-14, April 3, 1969, p. 17.

3 Contributions of Science and Technology to Federal Crime Insurance, a report prepared for the
Select Committee on Small Business of the U.S. Senate by the Science Policy Research Division of the
Legislative Reference Service of the Library of Congress, August 10, 1967.
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XJI. NEEDED WORK

In this chapter we summarize briefly the kind of work—studies, experiments,
and evaluations—that is still needed to better define the nature, extent, and effec-
tiveness of private security, to refine or modify our suggested policy and statutory
guidelines, and to learn more about a host of related problems. It should be abun-
dantly clear at this point that in all of these areas reliable information is lacking.
The systematic collection and analysis of ihformation is a basic ingredient of almost
all the work suggested.

It is also appropriate to reiterate here two of the several policy and statutory
guidelines suggested in the previous chapter, because they have clear implications
for the LEAA.' These guidelines suggest that federal funds be made available to (1)
initially develop appropriate training programs (curricula, materials, and me-
thodology) for private security personnal, including suggestions for and evaluation
of alternative ways of operating and financing the programs, and (2) set up a re-
search center (financially independent of the private security industry) that would
continually evaluate the effectiveness and costs of private security personnel and
equipment.

ANALYSIS OF SECURITY COSTS AND EFFECTIVENESS

" As‘indicated in earlier chapters, the basic relationships between private and
special-purpose public security inputs (personnel, equipment, and so on) and their
effectiveness are largely unknown. The relative costs and effectiveness of alternative
types of private security personnel, devices, and operating policies need to be deter-
mined for specific security situations. Instead of undertaking general cost-effective-
ness studies, the studies should be focused on specific types of crime, on specific
segments of the security industry, or on specific consumers of private security. A
partial list of worthwhile cost-effectiveness studies might include:

! Most of the guidelines suggested in the preceding chapter have implications for statutory or ad-
ministrative action at the state or local government level, rather than at the level of the LEAA,
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¢« Campus security and campus police alternatives (see Chapter V of R-873-
DOJ).

« Alternative reserve police programs for municipal and county police de-
partments (see Chapter II of R-873-DOJ).

« Alternative approaches to reducing business burglaries for different types
and locations of businesses. '

o Alternative ways of reducing shoplifting and pilferage in different busi-
nesses.

« Ways of coordinating public and private security forces and enhancing
cooperation between the two for specific security problems.

o Ways of reducing false alarms in the alarm industry—technical, opera-
tional, and policy alternatives.

« Ways of establishing statistical relationships between crime insurance dis-
counts and various private security measures.

o A careful and systematic survey of various users of private security to
probe their reasons for using particular security measures, their percep-
tions and attitudes (satisfactions, complaints) toward private security, and
what they would be willing to pay for various increased benefits,

o A careful study of the credit investigation field—the relationships between
cost and quality, procedures for improving quality of credit investigations,
and perceptions of the credit grantor and the investigatee.

In addition to cost-effectiveness studies of specific areas of private security,
certain fundamental theoretical work (i.e., theoretical in.economic and legal terms)
is badly needed. Especially needed are models of the appropriate division of labor
between public and private police, the division of spending between public and
private funds, the monetary cost relations for policing activities if they are done
publicly or privately, the relative effectiveness of policing activities done publicly or
privately, and the true and relative prevalence of problems (such as the abuse of
power) in public and private police organizations.

TECHNOLOGY TRANSFER

There are several very useful activities that should be undertaken as a direct
follow-on to the present study. All, in some sense, attempt to refine and transfer the
fruits of the research to the appropriate people, business organizations, and public
agencies. These activities are the following:

« Extensive interaction by the study team with regulatory agencies, in-
house security employers, and contract security agencies should follow the
dissemination of this series of reports. Through briefings and face-to-face
discussions, the policy and statutory suggestions should be refined or
modified.
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» An apprapriate committee, composed of lawyers, security industry lead-
ers, and representatives from leading state and local regulatory agencies,
state legislatures, and city councils should draft two model licensing codes
—one at the state level and one at the municipal or county level.

« One or more of the suggested policy and statutory guidelines could be
tested, refined, and evaluated by any state or local jurisdiction that decided
to implement them.

o If astate decided to implement some or all of the suggested guidelines into
licensing and other statutes, the LEAA should consider offering financial
assistance to establish, operate, and evaluate a model regulatory agencyin
that state.

DESCRIPTIVE STUDIES

There are also a number of worthwhile descriptive studies and surveys that
might be conducted. Three examples follow:

o A study could be undertaken to determine whether public police who
moonlight as private security officers are a problem or an asset. Several
cities and counties could be compared, with the following questions in
mind: How many officers moonlight? What is the policy of the local police
department toward moonlighting? What methods are used to solicit this
work? How do potential purchasers of private security services view police
moonlighters as compared to private police? Who controls them?

s A nationwide survey of the deputization and commissioning of private
police would be of value. Questions addressed would include: How many are
deputized or commissioned? What functions and powers do they have? Do
the local public police view deputization as a way of supplementing their
scarce services? Do deputized officers abuse their authority more or less
than undeputized security officers? Do users of private police prefer to have
their private security officers deputized?

o As described in the previous chapter, training curricula, written examina-

= tions, materials, and methods should be developed for each major category
of private security employee. The committee or study team should specify
the minimum training period for each major job category. It should also
develop written materials on the legal powers and limitatjons of private
police. The fruits of this study, developed hopefully at the national level,
would be disseminated, as appropriate, to state and local regulatory agen-
cies, to contract and in-house security employers, and to clients of contract
security ageucies.
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