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PREFACE 

These instructions have been prepared to provide 
clarification and explanation of the Department of 
Justice Rules and Regulations governing criminal 
justice information systems. The instructions are 
intended to assist the ageticy in each State which 
is designated as being responsible for the State 
plan covering privacy and security, as well as 
other agencies which are affected by the regulations, 
in understanding the impact of the regulations and 
in preparing the State plan. 

The materials contained herein do not have the 
same force of law as the regulations. However, this 
report has been thoroughly reviewed by the LEM 
staff which will be responsible for approving State 
plans, and has the approval of LEAA. All discussions 
of policy issues are consistent with the regulations. 

The instructions were prepared by Public Systems 
incorporated, Sunnyvale, California. 
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Section 1 

THE PLANNING PROCESS 

On May 20, 1975, the Department of Justice issued 
Rules and Regulations governing 'data contained in 
criminal justice information systems. These regula­
tions call for the preparation of a State plan and 
submission to LEAA for approval by December 16, 1.97 S . 

The purpose of these explanatory materials is to 
assist the States in the preparation of these plans. 
The materials contained herein are not to be construed 
as formal guidelines or requirements, but it is hoped 
that the information will clarify the intent and pur­
pose of the Department in issuing these regulations. 

RESPONSIBILITY FOR PLAN PREPARATION 

The regulations require each State to prepare 
and submit to LEAA a criminal history record informa­
tion plan. The purpose of the plan is to set forth 
operational procedures to guarantee the security and 
privacy of criminal history record information in 
systems funded by LEAA. 

The Governor of each State is responsible for 
determining who shall be responsible for preparation 
of the plan. LEAA has requested each Governor to 
designate a responsible agency. 

The regulations require that the designated State 
agency will be submitting a plan on behalf of the 
State. That is, the plan will have to address means 
fgr implementation of the regulations throughout the 
State. It is not envisioned that a plan will be sub­
mitted by each local and State agency maintaining 
criminal history record information. Rather, the 
single State plan will address the intentions of 
both State and local agencies in complying with the 
regulations. 

There are obvious difficulties in this approach. 
A State agency cannot commit all State and local agen­
cies to following the proposed procedures. However~ 
many of the provisions address procedures to be 
instituted at the State level, such as at the central 
repository for criminal history record information. 
It is assumed that the agency which submits the plan 
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will be attesting to the acceptance of all t.he ele­
ments of the plan by the concerned State agencies. 
With respect to local systems that may come under the 
regulations, it is expected that the planning agency 
will base its certificate of compliance, which must 
be submitted with the plan, on certification pro­
vided by the local agencies. Further details on the 
certification process are given in Section 3. 

It is also expected that the plan will indicate 
that the appropriate State agency will take steps to 
inform all agencies of procedures which will satisfy 
the regulations. Where other State or local ~genc~ 
systems are interfaced with or use data contalned ln 
the State central repository, these informational 
instructions will be implemented by means of contrac­
tual agreements. Should there be systems at ~ local 
level which are not a user of the State reposltory, 
the State is obligated to provide ~uidance in proced­
ures for compliance as p~rt of the certification 
process. 

The formality of the intrastate review and 
approval process is a matter of discretion for each 
State. No particular process is required. States, 
however are encouraged to involve State agencies 
such as~ legislative bodies, State Planning Agencies, 
Statistical Analysis Centers, OBTS/CCH Data Centers, 
Offices of Attorney General, Judicial Conferences~ 
'Correctional Administrations, Departme~ts of PubllC 
Safety, Bureaus of Identification~ and local agencies 
including police, courts, corr~ctlons and othe: 
criminal justice-related agenc~es. The mechanls~s 
for securing such involvement lnclude: formal slgn­
offs or approvals by specif~c agenci~s, wri~ten com­
ments from interested agencles, publlC hearlngs, and 
conferences or workshops. 

AGENCIES COVERED BY THE REGULATIONS 

All State and local agencies receiving LEAA 
monies after July 1, 1973 for manual or automated 
systems which collect, store, or disseminate criminal 
history record information are subject to these regu­
lations. The regulations apply to criminal history 
record information collected at any time (either be­
fore or after July 1, 1973) unless specific provisions 
of the regulations indicate otherwise. Both criminal 
justice and non-criminal justice agencies may be sub­
ject to the regulations. 
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The regulations do not apply to agencies which 
have received LEAA funds for general purposes other 
than the collection, storage or dissemination of 
criminal history record information. For example, an 
agency receiving funds to implement and operate auto­
mated non-criminal history record information systems 
·(e.g., personnel, resource allocation, performance 
evaluation) would not by such fundings be included 
under the regulations. 

The regulations also do not apply to agencies 
receiving criminal history record information from 
LEAA funded agencies unless the receiving agencies 
themselves have been granted LEAA funds for the col­
lection, storage and dissemination of criminal his­
tory information, or the receiving agencies by 
contract expressly agree to be subject to the regula­
tions. 

In other words, the mere receipt of criminal 
history record information by Agency B from Agency A 
does not bring Agency B within the scope of these 
regulations, even if Agency A's system is federnllY 
funded. If, however, Agency B received criminal 
history record information under a contract with 
Agency A in which B agreed to be bound by the provi­
sions of the regulations, the regulations would 
thereafter apply in toto to Agency B. (See the sec­
tion on Dissemination in these instructions for fur-
·ther discussion.) 

TIMING AND THE PLANNING PROCESS 

Each State is required to submit its plan by 
December 16, 1975. The principal phases of each 
State's planning process will be drafting, review by 
appropriate agencies, and the actual submission of 
the plan. 

Within 90 days of the receipt of the plan, LEAA 
shall approve or disapprove the adequacy of the pro­
visions of the plan. Evaluation of the plan by LEAA 
will be based upon whether the procedures set forth 
will accomplish the objectives of the regulations. 
Any plan \~lich is disapproved will be returned to the 
State with written comments explaining its deficien­
cies. Should LEAA disapprove a plan, the State in 
question would have up to 90 days to prepare an ade­
quate plan. (See Section 4 of these instructions for 
further discussion.) 
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After such a 90-day extension, LEAA may apply 
fund cutoff procedures authorized by Section 509 of 
the Omnibus Crime Control and Safe Streets Act, as 
implemented by 28C.f.r. Part 18. 

KEY CONCEPTS IN THE PLANNING PROCESS 

Criminal Justice Agency 

The regulations repeatedly re~e~ to ~pec~al 
requirements applicable only to crlmlnal Justlce 
agencies. It is vital, therefore, to understand the 
meaning of "criminal justice agency" and "administra­
tion of criminal justice." 

"Criminal justice agency means:. (1) courts;. 
(2) a government agency ?r any SU?U1:1t t~ere?f whlch 
performs the administratlon of crlmlnal Justl~e pur­
suant to a statute or executive order, and whlch 
allocates a substantial part of its annual budget to 
the administration of criminal justice." 

"The administration of criminal justice means 
performance of any of the fol~owing act~vities: de­
tection, apprehension, deten~lon, p~et~lal.release, 
post-trial Yclease, prosecutlon, adJ~dlcatlon> cor­
rectional supervision, or rehabilitatio~ ?f acc~sed 
persons or criminal offenders. T~e.adml~lstr~t~on of 
criminal justice shall include crlmlnal ldentlflca­
tion activities and the collection, storage, and 
dissemination of criminal history record information." 

An affirmative answer to each of the following 
questions is required for an agency to be considered 
a criminal justice agency: 

1) Is the agency a "government agency" or a 
subunit thereof? 

To be characterized as "governmental," the 
head of the agency in question must be 
administratively responsible to elected 
public officials or to persons appointed by 
elected public officials. In addition, the 
specific agency or the specific subunit 
thereof must be authorized b statute or 
.exccutive or er to per -orm one 0 the :unc­
tions of the administration of criminal 
justice. Corporations and other pr~vate 
agencies which by contract perform lmportant 
functions related to criminal justice should 
not be considered as government agencies. 
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The requirement for authority based on a 
statute or executive order will require some 
State and local agencies covered by the regu­
lations to seek such authority. It was not 
the intent of the regulations to cause a 
disruption of services now being provided to 
criminal justice because of this restriction. 
Instead, it should be noted that most of the 
regulations do not have" to be implemented 
until December 31, 1977. Thus, agencies 
should have time to acquire the necessary 
authority. 

(2) Is the agency performing one of the specific 
functions of the administration of justice 
(e.g., detection, apprehension) pursuant to 
a Federal or State statute or executive 
order? 

Language in the statute or executive order 
must expressly indicate that the agency is 
authorized to perform a function of the 
administration of criminal justice. 

(3) Does the agency or subunit thereof (if it is 
not a court) allocate a substantial part of 
i t.s :::.nnu:::.l budget to the :::.dTIlinistyation of 
criminal justice? 

It is difficult to define an exact percentage 
for the term "substantial," and it is also obviously 
arbitrary to select a specific number. It neverthe­
less appears that "substantial" means more than 50% 
of the annual budget, However, the variety of 
accounting or budgeting procedures which may be used 
to compute such a figure make it necessary to examine 
carefully the purpose of this test before making final 
decisions. The commentary on the regulations indi­
cates that any agency or subunit which is to be con­
strued as a criminal justice agency under these regu­
lations should have as its principal function one of 
the functions of the administration of criminal jus­
tice as defined in the regulations. This should not 
be taken as requiring that such an agency be exclus­
ively performing administration of criminal justice 
functions. 

Included as cfiminal justice agencies would be 
traditional police, courts, and corrections agencies 
as well as subunits of non-criminal justice agencies 
performing a function of the administration of 
criminal justice pursuant to Federal or State 
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statute or executive order. The above "subunit of 
non-criminal justice agencies" could include, for 
example, investigative offices of the.U. S. De~art­
ment of Agriculture which has as a major functlo~ 
the collection of evidence for criminal prosecutlons 
of fraud. It is also possible for a functional sub­
unit of a data processing agency to qualify.as a 
criminal justice agency under these regulatlons. 

The level in the organization defined to be a 
criminal justice agency must be construed narrowly 
if the intent of the regulations is to be met. State 
legislators, governors, State criminal justice plan­
ning agencies, city administrators and mayo:s, .heads 
of non-criminal justice departments and thelr lmmed­
iate assistants may generally exercise oversight and 
supervision of criminal justice subunits in ~he 
course of their many duties. Under normal Clrcum­
stances, general policy-mak~rs and purely staff 
agencies such as those mentloned above are not to be 
considered as criminal justice agencies .. 

The general rule is that age~cies and indivi~uals 
which provide only funding,.overs~ght, st~ff serVlces, 
general supervision, or POllCY gUldance wlthout re~u: 
larly engaging in the day-to-day management or.admlnls­
tration of cTiminal justice activiti8s (detectlon, 
apprehension, etc.) are not criminal justice agencies 
under the regulations. 

In exceptional cases, a chief administrat~r.may 
assume decision-making powers reserved to tradltlonal 
criminal justice officials. In these specific circum­
stances an informal decision may require access to 
criminai history record informatio~. The disseminat: 
ing agency or subunit under such Clrcumstances has tne 
burden of determining whether the facts warran~ ~on­
sidering the chief executive as a part of a crlmlnal 
justice agency. These situations are expected to be 
infrequent. 

Criminal History Record Information 

The regulations apply only to criminal history 
record information. Agencies which do not col~ect, 
store or disseminate criminal history record lnfor­
matio~ are not subject to the regulations. The defi­
nition presented in the regulatio~ states t~at 
"Criminal history record informatlon means lnfo:ma: 
tion collected by criminal justice agencies on lndl­
viduals consisting of identifiable.de~criptions.and 
notations of arrests, detentions, lndlctments, lnf·or­
mations, or other formal criminal charges, and any 
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dt~sPOslition arising therefrom, sentencing, correc­
,lona supervision, and release. The term does not 
ln~lude identification information such as finger­
~rlnt re~ords or photographs to the extent that such 
~nf~r~atlon does not indicate involvement of the 
lndlv1dual in the criminal justice system." 

As a practical matter, criminal history files 
can only b~ effec~ively established when they are 
based o~ f1nger~r1nts. Therefore, criminal history 
record 1nformat1on means only information related to 
offenses in connection with which an individual's 
fingerprints were taken. Where arrests are made 
without taking fingerprints, such as in traffic 
offenses and minor infractions, information on the 
a:rests and subsequent dispositions are not criminal 
hlstory record information. 

. Th~ d~finition of criminal history record infor­
mat10n 1S 1ntended to include the basic offender­
b~sed transaction statistics/computerized criminal 
hlstory (OBTS/CCH) data elements. If notations of 
~n a:rest, disposition, or other formal criminal 
]Ustlce transactions occur in records other than the 
_tr~d~ tiona~ "rap sheet II such as arrest reports, any 
crlmlnal h1story record information contained in such 
reports COill0J under the definition oE this subsection. 

However, the definition does not extend to other 
·information cont~ined in criminal justice agency 
reports. Intelllgence or investigative information 
(e.g., ~uspe~ted.crimina~ activity, associates, hang­
outs, f~nanc1a~ 1nfor~at1on, ownership of property 
and vehlc1es) 1S not lnc1uded in the definition of 
criminal history information. 

The definition also does not extend to informa­
tion such as statistics derived from offender-based 
tr~nsaction statistics systems which do not reveal 
the identity of individuals. Criminal records of 
corporations are not included in the definition of 
criminal history record information since identifi­
able individuals are not involved. 

Variou~ cri~ina1 justice information systems 
such.as subJect-1n-process, prosecution management 
and 1nmate records systems contain data on arrests 
and other criminal justice system transactions. The 
regulations apply to these and other such systems 
containing criminal history record information sub-
ject to six specific exceptions. ' 
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The regulations do not apply to information 
contained in: 

(1) 

(2) 

(3) 

(4 ) 

(5) 

(6) 

Posters, announcemerrts, or lists for 
identifying or apprehending fugitives 
or wanted persons. 

Original records of entry.s~ch a~ po~ice 
blotters maintained by crlmlnal Justlce 
agencies, compiled chronologically and 
required by law or long-standing custom 
to be made public, if such records are 
accessed on a chronological basis. 

Court records of public judicial proceed­
ings compiled chronologic~lly. This excep­
tion covers both manual flIes and automated 
files, if such files are solely within the 
management and control of a court system. 

The exception does not apply where manage­
ment and control of court-contributed 
information is shared with other agencies 
or vested in another separate agency. 

Published court opinions or public judicial 
Pl."GcG.:::ding 5 . 

Record of traffic offenses maintained by 
State departments of transportation, motor 
vehicles or the equivalent thereof for the 
purpose of regulating the issuance! suspen­
sion revocation, or renewal of drlver's, , . 
pilot's or other operators' lIcenses. 

Announcements of executive clemency. 

In item (2) above, original records of entry 
include police and other criminal justice agenc~ 
records ~lich traditionally have been used to glve 
the public direct access to information ~e~ating to 
the identity of persons under the supervIsIon of a 
criminal justice agency. 

An example of an original record of entry is a 
police blotter, arrest book, or oth~r equivalent 
record in which the fact of arrest IS entered manually 
once a subject is in custody and which is customarily 
made available to the press for inspection. 

The major function of such records is to provide 
current information on police activity and to guard 
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against se~ret arr~sts. The difficulty of retrieval 
of arrest Informatlon from chronological original 
r~cords of ent~y s~ch as the traditional police 
~~otter tends ~o dIscourage unwarranted inquiries 
Into a person's past record. For all of the above 
reasons, the regulations do not apply to such records. 

. Where original records of entry are not main­
taIned, the regulations nonetheless recognize that 
~nno~ncements of ongoing developments in the criminal 
J~stIce process should not be precluded from public 
d~sclosure. Thus, announcements of arrest, convic­
tIO~S, new developments in the course of an investi­
gatIon may be made within a few days of their occur­
rence. 

It is also permissible for a criminal justice 
agency to confirm certain matters of public record 
i~for~atio~ upon specific inquiry. Thus, if a ques­
tlon IS ralse~: "Was.X arrested by your agency on 
o~ around ChTlstmas tIme, 1952?1f and this can be con­
flrmed or denied by looking at an original record of 
entry, ~hen.the criminal justice agency may respond 
to the ].nqulry. 

. . In many areas the blotter has been eliminated 
In favor of conrlYlltcrizcd bcokinbfT C"v ........ LOJ"C" T,., <ocm'" 

<oJ J....J _ ~,..... • .....1......... .... _ 

~oc':ll ) urisdictions, it has been poss ible for private 
IndI~l~uals and/or newsmen upon submission of a 
spe~lfIc name to obtain, through a computer search, 
a hlstory of a person's arrests. Such files create 
a par~ial cr~mi~a~ history data bank potentially 
damagIng to Indlvldual privacy, especially since 
they do not contain.final dispositions. For the pur­
poses of the exceptIon set forth in section 20.20Cb) 
(2), such systems can now only be accessed on a 
chronological basis. 

. Indeed, manual s~stems keyed to specific indi­
vlduals whic~ contain all of the agency's arrest 
reports complIed over a period of time have the same 
pote~t~al for abuse as computerized systems. By 
requlrlng.that slJ~h records be accessed solely on a 
chronol?g~cal.basls,.the regulations limit inquiries 
~o spec]f~c.tIme.perlods and discourage general fish­
Ing expe~l~lO~S Into a person's private life. It is 
the speclfl~ lntent of these regulations to prohibit 
wholesale dlsclosures of an individual's arrest 
history. 

9 

Regulations 
Reference 



" 

Section 2 

ELEMENTS OF A 
CRIMINAL HISTORY RECORD INFORMATION PLAN 

This part sets forth instru~tions for develop­
ment and implementation of the criminal history 
record information plan specified in the regulations 
which require each State to submit a plan setting 
forth "operational procedures" to implement the pro­
visions of this section of the regulations. 

It should be emphasized that the plan must pro­
vide for full compliance in every respect wi th t~ 
requirements and limitations set forth in Section 
20.21. However, pursuant to Sections 20.22 and 20.23, 
not all of the proc0dvres set out in the plan need 
be fully implemented at the time the plan is sub­
mitted. Section 20.22 requires that the procedures 
for access and review by record subjects set out in 
Section 20.21(g) must be fully operational upon plan 
submission. All other provisions in the plan should 
be implemented to the IImaximum extent feasible." 
This is stated by the regulations tu lIleCil1 'diCit all 
provisions must be implemented that do not require 
additional legislative authority, involve unreasonable 
cost or exceed existing technical ability at the time 
of plan submission. If these latter factors require 
delayed implementation of specific provisions, the 
certification required by-the regulations must identify 
these procedures, state the degree of implementation 
achieved at the time of plan submission and describe 
the steps being taken to overcome the barriers that 
have prevented full implementation. 

All procedures in the plan 'must be fully opera­
tional by December 31, 1977, except that implementa­
tion of the computer hardware dedication requirement 
may be delayed by LEAA upon good cause shm'm. Thus, 
to comply with the regulations, each State must 
(1) devise a plan providing for full compliance wi th 
Section 20.21; (2) determine the extent to which full 
implementation of the procedures set out in the plan 
will require additional legislation, additional funds 
or additional technology; (3) take steps to overcome 
these barriers; and (4) devise a schedule 6f imple­
mentation designed to achieve f~ll operation of all 
plan procedures as soon as feasible and in any event 
by December 31, 1977. 
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The State plan should contain four major 
sections: 

1. Objectives of the Plan 

2. Approach to Achieving the Objectives 

3. Schedule of Major Milestones 

4. Responsibilities of Involved Agencies. 

Bach section should present the intent of the State 
in complying wi th the regulations. 

LBAA does not anticipate receiving large docu­
ments in this planning process. As mentioned in 
the commentary, these plans should be considerably 
less than the detail contained in, for example, 
State Comprehensive Plans. As a rule of thumb, the 
criminal history information plan should be between 
50 a.nd 75 single-spaced typewritten pages, not in­
cluding the certifications of all covered agencies 
in the State, which may be supplied as a.n appendix 
to the plan. 

Most of the material contained in these instruc-
t1' 0"'''' d"" "I'" T'': tl~ Q,..,,..+; "11 ') ,...·F th", pl ryn - -ll\pnro",ch tn J,1..J \,..0 f.,.t. .. I •• .- J..L U'-' '-' \.o..J.. V J.. - v...... .J.. _ ..- ...... l .t' _ .........._ .... 

Achieving Objectives. The section on schedule should 
show specific time tables and major milestones in .. 
bringing agencies into compliance with the regula.: 
tions. The mile5ton~s should reflect implementation 
dates for all operational procedures required by the 
regulations, in each of the five areas discussed 
here. 

The last section of the plan should specify the 
agencies having responsibility for implementation 
of the required procedures, including all of the 
various different responses the State will make to 
comp] y ,6 tll the regulations. For example, if the 
plan calls for 1egislative action, an agency should 
be assigned the responsibility of drafting legislation. 

The remainder of this part of the instructions 
includes a brief discussion of objectives and a 
discussion of the operational procedures and actions 
required to comply with the regulations. States 
should feel free to use as much of this material as 
they wish in writing their own plans. 
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OBJECTIVES 

Section 524Cb) of the Omnibus Crime Control and 
Safe Streets Act provides--

ItCb) All criminal history information 
collected, stored, or disseminated 
through support under this title shall 
contain, to the maximum extent feasi­
ble, disposition as well as arrest 
data where arrest data is included 
t~erei~. ~he collection, storage, and 
dlssemInat10n of such information 
shall take place under procedures 
reasonaoly designed to insure that 
all st}ch information is kept current 
thereln; the Administration shall 
assure ~hat the.sect}rity and privacy 
o~ all lnformatlon 1S adequately pro­
v1ded for and that information shall 
only be used for law enforcement and 
criminal justice and other lawful 
purposes. In addition, an individual 
~ho beli?ves that criminal history 
~nformatlon concerning him contained 
1n an automated system is inaccurate 
incomplete, or maintained in viola- ' 
tion of this title, sh81l, upon 
satisfactory verificat10n of his 
identity, be entitled to review such 
~nformation and to obtain a copy of 
1t for the purpose of challenge or 
correction. tr 

. To implement this provision, the regulation pro­
v1des that each State plan must set forth operational 
p::o::edu::es on: Ca) completeness and accuracy, Cb) 
11mItat1o~s on.dis~ernination! ec) general pOlicies on 
use and d1sseml~atlo~ (relatIng to non-criminal justice 
J?urposes), Cd) Juvelule record~, (e) audit, ef) secur­
Ity, and ~g) access and review. The guidelines 
follow th1s format, except that Cb), C~) and (d) arc 
grouped under one heading on limits on dissemination. 

Completeness and Accuracy 

Bach plan must set forth procedures to insure 
that criminal history record information is complete 
and accur ate. "Comp lete It me ans, in general , that 
arrest records should show all subsequent dispositions 
as. tI!-e ca~e m?ves through the various segments of the 
c:-'lmln~l JUstIce system. The approach of the regula­
tIons J.s that complete records trshould" be maintained 
at a central State repository, and the minimum 
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completeness requirements include~ in. the regulations 
are made applicable to records malntalned at ~u~h 
central repositories. "Accurate" m~ans contalnlng 
no erroneous information of a materlal nature .. T~e. 
regulations require operation~l proce~ures to mlnlmlze 
the possibility of erroneous ln~ormatl?n.storage and 
a ~ystem for notif~cat~on ?f prlor reclplents ,when 
erroneous informatlon lS dlscovered. 

Limits on Dissemination 

As noted above, Section 524(b) of the Safe 
Streets Act requires that dissem~nation ~n~ use of 
criminal history record informatlon be llmlted to 
tlcriminal justice and other lawful purposes. '.' The 
regulations require eael: State l?lan ~o C?ntal_n opera­
tional procedures relatlng to dlssemlnatlon f?r. n 

criminal justice purposes and for such non-crlmlnal 
justice purposes as licensing, employment chec~s, 
security clearances and research. ~he regulatlons 
also require procedures for respondlng to cou:t. 
orders or rules relating to the relea~e.o~ crlmlnal 
history record information, and for llmltlng.t~e 
dissemination of juvenile records ,for non-crlmlnal 
justice purposes. 

Audits and Qu~lity Control 

Inherent in Section 524(b) of the Omnibus Crime 
Control and Safe Streets Act ~s the requirement that 
criminal justice agenci~s devlse.so~e method for. 
monitoring compliance wlth restr1.ctlons set ?ut In 
the legislation. The regulat~ons address thls prob­
lem by requiring that approprlate records be kept 
of record disseminations and that each State conduct 
a~ annual audit of a representat~ve sample,of State 
and local criminal justice agenc~es ~o ver~fy adher­
ence to the regulations. The gUldellnes dlSCUSS the 
kinds of records that shoul~ be kel?t and the 
~echanics of the annual audlt requlrement. 

Security 

Section 524(b) requires that the security of 
criminal history record information be ad~quately 
provided for. The regulations set ~ort~ ln some 
detail the procedures that m~st be , lnstltuted to 
implement this requirement, lncludlng pr?cedures 
relating to hardware dedication? protec~l?n of 
physical facilities, and selectlon, tralnlng and 
supervision of employees. 
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20. ~1.(e) 

20. 21 (f) 

Individual Right of Access and Revlew 

One of the most effective ways to relieve the 
concern of many people about the kinds of information 
maintained in criminal justice information systems 
and at the same time help to insure the accuracy and 
completeness of the information is to permit the 
individual to review information maintained about him 
and to challenge and correct it if he deems it 
inaccurate or incomplete. Thus, Section S24(b) 
guarantees this right. The regulations set out in 
some detail the kinds of procedures that must be 
established to implement it. Included are procedures 
for access and review, administrative review and 
appeal of criminal justice agency actions, notifying 
prior recipients whenever information is corrected 
and advising the individual of the identity of non­
criminal justice agencies that have received 
errorneous information about him. 

The remainder of this section addresses the 
operational procedures required in each of the five 
major areas of the regulations. 

COMPLETENESS AND ACCURACY 

Section S24(b) of the Safe Streets Act requires 
that criminal history record information be kept 
current and that disposi tion data be included with 
arrest data to the maximum extent feasible. Thus , 
the regulations require the establishment of pro­
cedures for the prompt reporting of dispositions and 
for queries to insure that criminal justice agencies 
use and disseminate the most current data available. 

State Central Repositories 

Clearly, the most effective', efficient and 
economical way of satisfying both of these require­
ments is through the establishment of a central 
State repository to serve all criminal justice 
agencies in the State, requiring the prompt report­
ing of all dispositions to this repository, and re­
quiring all criminal justice agencies in the State 
to query the repository before disseminating criminal 
history record information to make sure the informa­
tion is the most current available. Inquiries of a 
central State repository shall be made prior to any 
dissemination except in those cases where time is of 
the essence and the repository is technically inca­
pable of responding within the necessary time period. 
Although the regulations do not strictly mandate this 
approach, they clearly recognize it as the most 
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appropriate. It greatly simplifies the problem of 
disposition reporting and eliminates the need for 
maintaining expensive duplicate complete criminal 
histories at the local level. Thus, States should 
ado t this a roach their lans unless there are 
comEclling reasons 

Establishment of Central State Repositories. The 
commentary defines a central State reposi tory as "a 
State agency having the function pursuant to statute 
or executive order of maintaining comprehensive state­
wide criminal history record information files." The 
commentary further notes the expectation that "ulti­
mately, through automatic data processing, the State 
level will have the capability to handle all requests 
for in-State criminal history information." 

States should, therefore, seek legislative 
authority, where it does not already exist, creating 
a central repository of criminal history record in­
formation. The Tepository should have the authority 
by statute to maintain complete criminal history 
files available to criminal justice agencies through­
out the State. It should have the capaci ty, supported 
by necessary automated data processing equipment and 
telecommunications and terminal facilities, to pro­
vide criminal identification and criminal history 
record services to all criminal justice agencies' in 
the State. 

Reporting of Dispositions. As noted, Section 
S24(b) of the Safe Streets Act requires that disp_osi­
tions be included with arrests "to the maximum extent 
feasible." Thus, the plan must set forth procedures 
designed to insure reasonably prompt reporting of 
dispositions. Since it is expected that all States 
already have or will establish central State reposi­
tories for the maintenance of complete criminal 
histories, the regulations set minimum standards for 
reporting of dispositions to these central reposi­
tories. As a minimum, the plan must establish pro­
cedures to insure that all dispositions occurring 
within the State are reported to the central State 
repository within 90 days after occurrence for in­
clusion on arrest records available for dissemination. 

"Disposition" is defined to include the formal 
conclusion of each stage of a case as it moves from 
arrest through the criminal justice system. The 
term includes pol.ice dispositions such as decisions 
not to refer charges; prosecutor dispositions such as 
elections not to commence criminal proceedings or to 
indefinitely postpone them; court dispositions such 
as convictions, dismissals, acquitt~ls and sentences; 
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corrections dispositions such as paroles or releases 
from supervision; and such other dispositions as 
pardons or executive clemency or appellate court 
decisions reversing or modifying earlier dispositions. 
To be complete under the regulations, a criminal 
history record must include all dispositions that 
have occurred in the case from arrest to final release 
of the individual from the cognizance of any segment 
of the criminal justice system. Thus, an effective 
disposition reporting system must include provisions 
for reporting of dispositions by every component of 
the system: pOlice, prosecutors, courts and correc­
tions. 

To accomplish this, every State that does not 
al ready have such a law should seek legis lation pro­
viding for mandatory reporting of dispositions. The 
legislation should require that dispositions be re­
ported to the central State repository and should be 
binding on all components of the criminal justice 
system in the States at whatever level. The legisla­
tion should contain sufficient sanctions, including 
fines, pen al tie s and audits, to as sure that it is 
enforceable. 

It should be noted that reporting need not be 
directly to +he centTal repository_ The legis18tion 
in some States concei vab ly will caJ 1 [or reporting to 
a local- or State-level collection poirit which will 
forward data to the central repository. For example, 
in some States the trial courts will be reporting to 
a judicial administration unit at the State level, 
which acts as a satellite data collection center for 
the central repository. There will also be instances 
where regional data systems will act CIS collection 
centers for local 'agencies, creating a subsequent 
intorface to the central repository. These systems 
are quite useful and can assist the central repository 
in erisuring that report ing is com111ete. 

Until such legislation can be obtained in States 
that do not have mandatory reporting lru~s, procedures 
must be established in the plans to insure disposi­
tion reporting to the maximum extent possible. These 
procedures should be supported by formal agreements 
between criminal justice agencies, identifying the 
officials in particular agencies who are responsible 
for disposition reporting. The procedures should re­
quire reporting to the central State repository 
(either directly or indirectly), which should have 
the responsibility for assuring that the procedures 
are being implemented. 
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The regulations call for the development of a 
system of reporting which records all dispositions. 
The disposition reporting system outlined in the plan 
should provide for the positive identification of an 
individual through fingerprint identification as well 
as the capability to uniquely track the individual 
t'hrough final disposition of the charges incident to 
the arrest. Care should be taken to insure that 
identification procedures established under the 
arrest and disposition reporting system are consistent 
with the national single-print submission concept, 
which calls for only the initial set of prints to be 
submitted to the FBI, and all subsequent submissions 
to be handled by the central State repository. All 
disposition information related to a specific arrest 
should be tied back to the set of fingerprints taken 
relative to the arrest via a tracking number or 
equivalent means of linking information generated 
by different agencies in the criminal justice process. 

For example, an arrest and disposition reporting 
tracking number could be assigned at the time that 
the fingerprints are generated in the jail booking 
process. The tracking number would accompany forms 
or computer input formats which would follow the 
individual's case through prosecutor, courts, and 
correctional pTUCeSS.Lllg. Ini tial id.-::ntifica-tion and 
arrest segment information as defined by the NCIC 
computerized criminal history system would immediately 
be submitted to the State repository along with the 
arrest and disposition tracking number, to facilitate 
tracking of all transactions subsequent to arrest. 

As another example, a tracking number could also 
be assigned at the point that the complaint is issued. 
This tracking number could then be transferred onto 
the warrant commitment as well as the j ail booking 
documentation, prosecution, courts, and correctional 
disposition reporting formats. Each tracking number 
\'lould be unique to the individual and the charges 
related to the initial complaint. The positive iden­
tification process in this exampl~ would be accomp­
lished at jail/booking (i.e., at the point when the 
tracking number previously established is entered 
onto the fingerprint card). 

Disposition reporting forms or formats in both 
examples would be sen t to the applicable criminal 
jus tice agencies whi ch would submit appropri ate dis­
position information to the State repository or to"a 
satellite collection center. These two examples 
identify two of the many possible methods for dis­
position reporting. States are encour~ged to create 
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Prom tness of Dis osition Re ortin The regula-
tions prov1 e tlat, 1n 'tates t at lave central State 
repositories, dispositions occurring anywhere within 
the State must be reported to the repository within 
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90 days after occurrence. The regulations make this 20.2l(a)(1) 
requirement applicable to "all arrests occurring sub-
sequent to the effective date of these regulations." 
Thus, the 90-day limit is applicable only to arrests 
occurring after June 19, 1975. Dispositions relating 
to arrests made prior to that date are not subject to 
the limit even if the dispositions occur after that 
date~ Such dispositions are, however, bound to be 
reported as promptly as possible under prevailing cir-
cumstances. Moreover, even with respect to arrests 
that occur after June 19, 1975, the 90-day period 
should be considered a minimum requirement. Every 
State plan should provide for the reporting of dispo-
sitions as promptly as feasible considering the exist-
ing state of development of criminal justice systems 
in the State. 

Even though the regulations stipulate that dis­
positions should be submitted relative to arrests 
after June lQ, 1975, t.h~re is ]anell~ee jn th~ Act. Clnd 
the regulations to indicate that disposition reporting 
should be implemented "to the maximum extent feasible." 20.2l(a) (1) 
The approach to be taken in complying should be aimed 
at creating a disposition reporting system if one does 
not already exist. There was no intent to require 
that agencies go back into the records and obtain dis-
positions for all arrests occurring before a disposi-
tion reporting system is in effect. Although agencies 
must pursue the development of disposition reporting 
in good faith, these procedures can be implemented as 20.23 
late as December 31, 1977. Where no implementation is 
possible now, agencies would not be expected to 
attempt to reconstruct records, even if the arrest 
occurred after June 19; 1975. 

The plan should include some method of insuring 
implementation of the gO-day reporting requirement or 
whatever reporting requirement the plan provides. As 
a minimum, this must include a procedure for regular 20.21(e) 
and random audits to check on conformance with report-
ing periods. The plan should detail this procedure, 
including a description of the audits to be performed, 
the individuals or agencies responsible for performing 
them and sanctions to be applied in the case of dis-
covered violations. The detail provisions of audit 
procedures are discussed further in the section concern-
ing audit and quality control. 
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In addition, States may wish to consider includ­
ing in their plans a procedure for some level of 
investigation before disseminating a record if no dis­
position has been recorded for a period long enough 
that a disposition can normally be expected to have 
~ccurred. Thus, a record of an arrest for a given 
offense with no disposition recorded might call for 
a check back before dissemination after a period of 
six months if court dispositions "for that offense 
Jlormally occur in four to five months and dispositions 
normally are reported within a wee~. 

The extent to which procedure!) of this kind can 
be instltuted, anti, of course, the applicable time 
periods and the steps that can be taken to determine 
whether unreported dispositions have occurred, will 
vary greatly from State to State. However, each 
State should consider including some such procedure 
in its plans. As a minimum, even in States where report­
ing of dispositions is in an early stage of develop-
ment and where criminal history record systems are 
almost entirely manual, the State should be able to 
implement a procedure of checking by telephone before 
disseminating arrest records over a year old to be 
sure that no disposi tion has occurred and that the 
case is still actively pending. The regulations re­
quire such a procedure Lo La ~stabl.i:::.LeJ to prevent 
the dissemination of year-old arrest records for 
certain non-criminal justice purposes. Even though 
not required by the regulations, it would constitute 
sound record-keeping practice to also update records 
sent to criminal justice agencies where the disposi-
tion can be determined. 

uer of Central Re ository Before Dissemination. 
The regulations provi e that, in tlose States that 
have central State repositories, "procedures shall be 
established for criminal justice agencies to query 
the central repository prior to dissemination of any 
criminal history record information to assure that 
the most up-to-date disposition data is being used." 
The regulations exempt from this requirement "those 
cases where time is of the essence and the repository 
is technically incapable of responding within the 
necessary time period." Although the commentary on 
this provision acknowledges that the presently exist­
ing central State repositories, which are for the 
most part manual, probably are incapable of meeting 
many "rap id acces s needs 0 f po lice and pros e cutors , " 
such repositories can respond quickly enough for 
most non-criminal justice purposes and queries "can 
and should" be made before dissemination of records 
for such purposes. 
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. The r~gulations require that queries be made 
prlor to dlssemination of criminal history records. 
Thus, the requirement is applicable where a police 
agency proposes to disseminate a record to another 
police agency or to a prosecutor's office. But it 
is not applicable, for example, where the record is 
transferred from one person to another within the 
same criminal justice agency. 

The plan should set out in detail the procedures 
that will be implemented to comply with this require­
ment. The procedures should include formal agree­
ments between the central repositories and user 
agencies, binding the users to make inquiries before 
further dissemination when feasible. 

The plan should specify the instances when 
q~eries are required and when they may be dispensed 
wlth. These exceptions should be specified in terms 
o~ the pu~poses of dissemination and the response 
tlme reqlurements that might justj fy dissemination 
~ithou~ querying the central repository. For example, 
lf a glven State's central repository is incapable of 
responding in less than 8 hours to a request for a 
criminal history, then the procedures might appropri­
ately exempt from the query requirement enumerated 
dis~cmi:n.atic~~, ~uch :loS polic)T disser.~jl1ati0ns to 
prosecutors for arraignment or bail setting, for 
which 8 hours would not be an adequate response time. 
When disseminations of this kind arc for the purpose 
of processing a charge thrpugh the criminal justice 
system and it is clear under the circumstances that 
no disposition has occurred, no query will be re­
quired, so long as the information disseminated 
relates only to the charge in process. 

It should be stressed that the regulations are 
designed to implement a statutory provision that 
requires that criminal history records be kept 
current as to disposi tions 'Ito the maximum extent 
feasible." Thus, the intent is that every State 
shall endeavor to establish procedures to ensure that 
queries are made of central repositories before any 
dissemination "of a criminal history record. Although 
exceptions are permitted in recognition of the 
reality that present manual repositories cannot 
respond quickly enough in every instance, these 
exceptions should be understood to apply only until 
central State repositories can be upgraded to a 
level of technical capability that will enable them 
to respond in a reasonable time for every query. It 
is expe'c'ted that all central State reposi tories 
ultimately will employ sufficient automated data 
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processing equipment to be able to serve all of the 
information needs of criminal justice agencies through­
out the State. In the certifications required to be 
filed with their plans, the States will have to ex­
plain why this is not now technically possible and 
what steps are being taken to provide the technical 
capability by December 31, 1977. 

Other Criminal History Recotd Systems 

As noted, the minimum requirements set out in 
the regulations concerning disposition reporting and 
pre-dissemination queries to insure currency are 
applicable to records stored in central State reposi­
tories. This is because the regulations are based 
upon the premise that every State should have such a 
central repos i tory and comp lete criminal histOTY 
records should be maintained there and nowhere else. 
However, in the event that criminal history records 
are maintained at other criminal justice agencies, 
they are cleaTly subject to the requirements of 
Section S24(b) of the Safe Streets Act and thus to 
the general requirement in the regulations that 
criminal history Tecord information be kept complete 
and accurate. Thus, if criminal histories are main­
tained at criminal justice agencies other than central 
reposi Lurie::., allel an:; available faT dissemination out­
side of the agency, they must include dispositions to 
the maximum extent feasible, at least including all 
dispositions occurring in the jUTisdiction served by 
the system containing the criminal history informa­
tion. 

The State plan must include an intention to 
advise such agencies of the Tequirement to obtain 
dispositions and to make appropriate inquiries before 
disseminating records to be sure they are current. 
Model procedures should be developed by the State, 
for use by these other repositories. These procedures 
should be as complete as those required of central 
reposito~ies, and should include designations of 
officials responsible for obtaining dispositions, 
designations of officials in other agencies responsi­
ble for reporting dispositions, formal agreements 
between agencies supporting such arrangements, some 
~ethod of assuring enforcement of the procedures and 
sanctions for failure to comply. 

These requirements should not be interpreted as 
justification for the maintenance of criminal history 
records at the local level. On the contrary, the 
approach of the regulations is to encourage every 
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State.to ~aintain such records at central State 
~epo~ltorles and t? discontinue to the maxim~m extent 
easlble the practl~e.of m~intaining criminal history 

records at local crlmlnal Justice agencies. 

The regul~tio~s do not prohibit or impose controls 
on a system malntalned by an agency for internal 
purposes, such as Rolice investigative systems as 
long. as data contalned therein i~ not dissemin~ted 
outslde the agency. 

LIMITS ON DISSEMINATION 

. Disseminat~on mean~ transmission of criminal 
hlstory record ln~o~matl~n t? individuals and agencies 
other ~h~n the.crlmlnal Justlce agency which maintains 
t~e c~lmlnal hlStO~y re~ord information. Dissemina­
tl?n lncludes con~l~mat~o~ of the existence or non­
eXlstence of a crlmlnal hlstory record. 

.T~e p~an m?st ~et forth.o~erational procedures 
to llm~t dlssemlnatlon of crlmlnal history record in­
formatlon to the following individuals and agencies: 

~Criminal Justice Agencies where the 
~l!iormat.lull is to Le useJ ..LOT admin­
lstrat~o~ of criminal justice purposes 
and c~lmlnal jus~i~e.agency employ-
~ent: [See deflnl tlon of II criminal 
JUS tl ce agency" in the ins truction 
related to the commentary concerning 
20.3(c)]. 

"Other individuals and agencies which 
require criminai history record in­
formation to implement a statute or 
execu~i~e order that expressly refers 
to.crlmlnal conduct and contains re­
qUlrements and/or exclusions expressly 
based upon such conduct. II 

This exception is intended to permit public or 
piivate agencies to have access to criminal history 
record information where a statute or executive 
order: 

• D~n~es ~mployment, licensing, or other 
C1Vll rlghts and privileges to persons 
convicted of a crime; 

• Requires a criminal record check prior 
to employment, licensing, etc. 
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The above examples represent statutory patterns 
contemplated in drafting the regula.tions. The 
essential prerequisite for dissemination under this 
subsection is statutory reference to criminal con­
duct. Statutes which contain requirements and/or 
exclusions based on "good moral character" or "trust­
worthiness" would not be sufficient to authorize 
dissemination. 

In the certification statement required by 
Section 20.22 to be submitted with each plan, the 
State is required to set forth a list of all non­
criminal justice disseminations falling under this 
section of the regulations authorized by statutes or 
executive orders in effect at the time of plan sub­
mission, together with a description of the author­
ized non- criminal j ust .. ice recipients and the purposes 
for which the information may be used. The States 
may conveniently use this listing as a starting point 
for a careful review of the general subject of non­
criminal justice uses of criminal records in the 
State. It is strongly recommended that this be done 
and that careful consideration be given by each State 
to the enactment of comprehensive legislation on this 
subiect, setting forth the purposes for which such 
disseminations may be permitted, the kinds of infor­
ma~ion that ~8y be disseminated fOT rarticular pur­
poses and the uses that may be made of the information. 

It should be noted that the limitations on 
dissemination do not have to be fully implemented 
until December 31, 1977. Agencies, therefore, are 
not required to cease current dissemination practices. 
The delay in implementation was designed to give 
the States time. to consider this matter and complete 
legislative action needed to comply with the regula-
tions. 

The language of the subsection will accommodate 
Civil Service suitability investigations under 
Executive Order 10450, which is the authority for 
most investigations conducted by the Commission. 
Section 3(a) of 10450 prescribes the minimum scope 
of investigation a~d requires a check of FBI finger­
print files and of written inquiries to appropriate 
law enforcement agencies. 

" Individuals and agencies pursuant to 
a specific agreement with a criminal 
justice agency to provide services 
required for the administration of 
criminal justice pursuant to that 
agreement. The agreement shall 
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;~P~cificallY authorize access to data 
l~lt t~e use.of data to purposes for' 

Wh1C~ glv:n, 1nsure the security and 
conf1dent1ality of the data 0 t 0 h cons2st-
e~ W1t t~ese regulations, and pro­
v1de sanctlons for violation thereof." 

This subsection would pe °t 0 

such as the Vera Institute ~ rml. ~r1vat: ~gencies 
histories where the ~o rece1ve cr1m1nal 
ti?n of justice fun~tl~~f~~~haanecessa:y administra­
Pr1vate consulting firms who h s pretr1al r:lease~ 
minal justice a encies in olC com~only ass1st cri-
opment would a1:0 be inclu~~~o~::~~on systems deve1-

"Individuals .and agencies for the 
e~press purpose' of research, evalua­
t1ve, or statistical activities ur­
~uan~ to an agreement with a cri~ina1 
Just~c: agency. The agreement shall 
speclf1~a~ly authorize access to 
data, llm1t the use of data to re­
search, ev~luative, or statistical 
purposes'olnsure the confidentiality 
al!-d securl ty of the data consistent 
~lthothese regulations and with 
..... ,:. c~ 1 - - r'l A r... r h ....~ L. UH • .Jt.'+l~) OJ: t e Act. and. any 
regulatl0ns lmplementing Section 
524(a~, an~ provide sanctions for 
the v10lat10n thereof." 

Under this exception any d f 0 h in~lud~n~ priv~te individ~als W~~~d b:l~er~~~~:~c~ers 
us~ cr1m1na1 h1~tory record informatiofi for reseac~ 
pUlposes. As wlth the agencies desi nated in 
20. 21 (~) (3), res:archers would be bou~d by an -
ment w1th the d1sseminating criminal justice ~g~~~T 
~~: ~~~:d, of course, be su~ject to the sancti~ns ~f 

. The drafter~ of the regulations ex ressl re-
~ected a suggest10n which would have li~ited ~ccess 
orore~earch p~r~oses to certified research or ani-

~at10ns. Spec1f1cally "certification" 0 0 g ~aveobeen extremely difficult to draft ~~~terlladwhculd 
J.'1eV1 tably 1 d t wou ave • . e 0 unnecessary restrictjons on leg1°t' 
mate research. . 1-

Sec~ion 524(a) of the Act which forms part of 
the requ1rements of this section states: 

"Except as 'provided by Federal law 
other than this title, no officer 
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"or e,mployee of the Federal Government, 
nor any recipient of assistance under 
the provisions of this title shall use 
or reveal any research or statistical 
informati'on furnished under this title 
by any person and identifiable to any 
specific private person for any pur­
pose other than the purpose for which 
it was obtained in accordance with this 
title. Copies of such information 
shall be immune from legal process, 
and shall not, without the consent o£ 
the person furnishing such information, 
be admitted as evidence or used for 
any purpose in any action, suit, or 
other judicial or administrative pro­
ceedir:gs. II 

LEAA antic.ipates issuing regulations pursuant to 
Section 524(a) in the near future. 

"Agencies of State or fed.eral govern­
ment which are authorized by statute 
or executive order to conduct investi­
gations determining employment suit­
ability or eligibility for security 
clearances allov,ring access to clnssi:­
fied infor:"'lat ion. " 

Di~semination under this exception would be 
permi tted not only in cases of investig'ations of 
employment suitability, but also investigations re­
lating to clearance of individuals for access to 
information w'hich is classified pursuant to Executive 
Order 11652. 

Thls exception, however, does not authorize 
dissemination where a statute or executive order 
authorizes an agency to conduct investigations for 
professional licensing such as barber, optometrist, 
etc. Agencies seeking dissemination of criminal 
history record information for licensing purposes 
must rely on the exceptions discussed pursuant to 
20.21(b)(2). 

"Individuals and agencies where author­
ized by court order or court rule." 

It is a general practice in many jurisdictions 
to give criminal history record information to bail 
bondsmen for the purpose of providing bail. In some 
States, bondsmen may be able to get criminal history 
record information pursuant to a specific statute or 
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agreement as provided in Subsection 20.2l(b) (2) and 
(3). Where access pursuant to statute or agreement 
is not possible, it may be necessary for courts to 
promulgate a court rule permitting access to the in­
formation by bondsmen. 

Confirming the existence or non-existence of 
criminal history record information is prohibited 
except relative to cr~mina~ justice agency employment, 
or other employment author1zed by statute or executive 
ord~r (~ncludingsecurity clearanc~ for employment). 

.. Dissemination of juvenile court records to non­
cr1m1nal justice agencies is prohibited except where 
the dissemination takes place pursuant to (1) a 
statut~ ?r F~dera~ executive order specifically 
au;hor1z1ng Juven1le record dissemination, (2) a good 
fa~tl:- res~arc~ agreem~nt or (3) a contract to provide 
cr1m1nal Just1ce serV1ce to the disseminating agency, 
or (4) a court order. Perhaps the most controversial 
part of this subsection is that it denies access to 
recor~s of juven~les by federal non-criminal justice 
ag~n~1~s.conduct1ng ~a~kground investigations for 
el1glb1l1ty to class1f1ed information under existing 
legal authority. . 

The above discussion on dissemin.ation. sets the 
out~r'limi~s of.dis~emination. Agencies having 
str1cter d1ssem1nat1on and purging requirements are 
of course, permitted to ~nforce such requirements. ' 
Neither these instructions nor the regulations mandate 
dissemination. ... 

At c: minimum,. the following operable procedures 
must be 1ncluded 1n the plan to insure that the 
disse~ina~ion restrictions of the preceding section 
are not v1olated. 

Notice 

It is likely that criminal history record infor­
mation will be disseminated to agencies not directly 
subject to the regulations. " Such' agencies must be made 
aware of the provisions of these' regulations aimed at 
preventing unauthorized disclosure. 

. Therefo:e, written notice to receiving agencies 
1S an essent1al procedure to be detailed in the plan. 
Each disseminating agency subjett to these regulations 
has the burden of giving notice of the requirement of 
the regulations. 
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The purpose of notice is to safeguard the privacy 
of individuals to whom the information relates. The 
notice, therefore, should specify restrictions on 
dissemination and internal agency use. It should also 
specify adequate security procedures consistent with 
the regulations. 

Sanctions 

The intent of the regulations will be undermined 
if receiving agencies not subject to the regulations 
are given criminal history record information with no 
controls. The plan, therefore, must provide sanctions 
which will subject non-federally funded agencies vio­
lating the regulations to equivalent or greater 
penalties than those applicable to federally funded 
agencies. 

Sanctions against non-federally funded agencies 
may be applied by State legislation, contractual 
agreements, or other appropriate means. 

If, for example, a State passes legislation 
specifying appropriate civil or criminal penalties 
for violation of the regulations by receiving agencies 
such legis lation, if enforced in good faith, wo.uld 
meet the obje~tive of the yegulation~. 

An alternative procedure would be contractual 
agreements between disseminating and receiving agencies. 

Accompanying the notice of the regulations would 
be a contractual agreement to which the receiving 
agency must expressly concur in writing. The agree­
ment would specify that the dissemination of criminal 
history record information is subject to cancellation 
if the receiving agency knowingly violates the re­
quirement relating to redissemination, internal use, 
and physical security. 

The agreement would also stipulate that the 
receiving agency shall agree to be subject to fines 
under the regulation and the Act for knowingly vio­
lating the regulations. 

Once notice of the regulations has been given 
and a receiving agency has agreed to abide by them, 
later disseminations to the -:",~ceiving agency would be 
made under the same agreemeJlt. 

The plan may provide for the development of a 
standard form contract by the State for use by all 
State and local agencies subject to these regulations. 
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. Age~cies disseminating criminal history record 
ln~ormat1on t? non-criminal justice governmeht agencies, 
pr1vate agenc1es, and researchers would also make 
co~t::actu,:-l a~rangements similar to those required for 
cr1m1nal Just1ce agencies. Such agreements would also 
provide that disseminated information and all copies 
thereof shall be returned to the disseminating agency 
or destroyed once the information is no longer needed 
for the purposes for which it was disseminated. 

Validation 

Before any dissemination takes place, dissemin­
ating agencies must be certain that the potential 
r~cipient is an agency permitted to receive informa­
tion under the regulations. 

If a potential non-criminal justice reciplent 
claims to be authorized to receive information pursu­
ant to a statute, executive order, or court order or 
rule, the disseminating agency must review the text 
of such authority prior to dissemination. If the 
disseminating agency is not certain that the rule . , 
statute, or order 1S proper authority for dissemina-
tion, it should refuse to release the information 
pending an opinion by the LEAA Office of General 
Counsel. 

Expiration of Availability 

Th~ regula~ions state. that crimin~l history 
r~cord 1nformat1on concern1ng the arrest of an indi­
vldual may not be disseminated to a non-criminal 
justice agency or individual [except under Subsections 
20. 21(b) (3), (4), (5), (6) ] if an interval of one 
year has elapsed from the date of the arrest and no 
disposition of the charge (by a prosecutor or court) 
has been recorded and no active prosecution of the 
charge i~ pel:ding: (Whe~e a person is a fugitive, 
prosecut1on 1S st1ll actlve.) The arrest and dis­
positi?n repor~ing process.identified previously in 
these lnstructlons should lnclude the provisions for 
monitoring delinquent disposition information. If a 
delinquent disposition report monitoring system is 
not installed, provisions should be outlined in the 
pla~ to provide for restriciing dissemination of 
del1nquent disposition information at the time that 
discovery is made. 

C?mputer term~nal site~ located in agencies 
author1zed to recelve such 1nformation should be 
notified via flags on the record or equivalent means 
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of notification that certain segments of the criminal 
history record are subject to restricted di~semina­
tion. This is to insure that computer termlnal oper­
ators in remote sites will not mistakenly release 
restricted information to unauthorized sources. 

Criminal history record information maintained 
on a manual basis should be visually screened to 
determine if restricted information is contained prior 
to the dissemination of the record to non-criminal 
justice agencies. Procedures should ~e esta~lished 
to appropriately identify record entrles subJect to 
the restrictions on dissemination. 

Procedures should be presented in the plan which 
will provide specific guidance ~o.cleri~al per~onnel 
retrieving and disseminating crlmlnal hlstory lnfo!­
mation. Addi tionally, procedures should be establlshed 
for the update of the manual file to reflect data 
subject to restricted dissemination. 

AUDITS AND QUALITY CONTROL 

The regulations call for two different forms of 
auditing. The systematic audit is required for a 
repository as a means of guaranteci"'6, the complete­
ness and accuracy of the records. This audit is 
actually a quality control mechanism w~ich should be 
part of the systems an~ proced~res deslgned for a, 
criminal history repos 1 tory (el ther St ate or local). 
The annual audit is an examination, usually by an 
outside agency, of the extent to.whi~h any identif~ed 
repository or user of such reposltorles are complYlng 
with the regulations. 

Systematic Audit 

This process refers to the ~ombination of systems 
and procedures employed both to ensure c?mple~eness 
and to verify accuracy. Procedures deallng Wl th 
che cking on comp letenes s, as s uming the disp os~. tion 
reporting system described ab?ve? should.prov~d~ a 
means for monitoring the submlsslon of dlSposltlon 
data. Ideally, a State would institute a delinquent 
disposition monitoring system. SUcll a system would 
be based on estimating expected arrival dates for 
final dispositions, \.,rhich reflect anticipated process­
ing, for each type of criminal offense. If an . 
expected disposition is not rec~ived by tl:e estlmated 
due date, the field staff then lS automatlcally 
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notified and begins to make appropriate contacts and 
follow related audit trails to obtain the disposition 
information. 

. A !equirem~nt for delinquent disposition report 
monltorlng applles to both manual and computerized 
systems. Procedures should be established in auto­
m~ted sy~tems to automatically withhold the dissemina­
tlon of ~nformation covered under the one-year rule 
to.agencles ma~n~aining termin~l.access to the system 
WhlCh are prolllbl ted from re cel vlng the information 
covered. 

Ac~uracy checks require controls and inspections 
on the lnput to the system. In both manual and com­
puterized systems, the auditing function would ensure 
th~t all !ecord entries are verified and appropriately 
edlted prlor to entry, and that source documents are 
properly interpreted. Audit procedures should include 
random inspection of the records compared against 
source documents to determine if data-handling pro­
cedures are being correctly followed. 

Audit Trail 

An audi t trail should be established which will 
allow for the traclllg of specific UClL.a elements back 
to the source do cument . This audi t t rai 1 should 
e~compass all participating agencies in the criminal 
hlst?rr r~co!d~ system and additionally should reflect 
speclflc lndlvlduals who have made entries on source 
~oc~ments ?r input formats supporting the system. It 
lS lmperatlve that provisions be made to provide a 
clear and specific audit trail for field staff 
~ersonnel represe~ting the central repository to 
lnsure that a maXlmum level of system accuracy is 
maintained. 

Dissemination Lo~~ 

The audit trail covering input to the system 
must be followed by records of transactions in 
disseminating data in the system, so that account­
ability can be maintained over the full cycle of 
collection, storage, and dissemination of criminal 
history record information. Logging is required for 
the support of the audit process and also as a means 
of correcting erroneous dissemination. 

The regulations state that criminal justice 
agencies "upon finding inaccurate infornlation of a 
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material nature, shall notify all criminal justice 
agencies known to have received such infor~ati?n:" 
The plan should identify procedures for malnta:nlng 
a listing of the agencies or individuals both ln and 
outside of the State to which criminal offender record 
information is released. This listing should be pre­
served for a period of not less than one year from the 
date of release. Such listings should indicate, as a 
minimum, the agency or individual to which informa­
tion was released, the date of the release, the 
individual to whom the information relates, and the 
items of information released. The listings should 
include specific numeric or other unique identifiers 
to provide positive identification links between 
information which is disseminated and the record from 
which the information was extracted. 

Procedures should be outlined in the plan to pro­
vide for immediately notifying agencies known to have 
received criminal history record information after 
inaccurate data has been entered on the rec6rd. 
Corrections to records should be forwarded immediately 
to all appropriate agencies in hardcopy forms such as 
letter or computer terminal printout. Proc~dures 
should be identified in the plan for recordlng the 
agencies to which corrections were sent and the date 
that the notifications were released. 

Annual Audit 

The plan should set forth procedul'es that "insure 
that annual audits of a representative sample of State 
and local criminal justice agencies chosen on a . 
random basis shall be conducted by the State to verlfy 
adherence to these regulations and that appropriate 
records shall be retained to facilitate such audits." 
Since the audit of each criminal justice agency would 
be cost prohibitive in most states, a."r~present~ti,:,e 
sample" is intended to provide a statlst1cally slgnl­
ficant examination of the accuracy and completeness 
of data maintained in a repository and to insure that 
the other provisions of the regulations are being up­
held. Procedures must be identified in the plan pro­
viding for annual audits and outl~ning the specific 
sampling approach to be taken to 1nclude the number, 
type, location and size of agencies to be sa~pled (as 
expressed in population served). The ~uthor1ty to 
be held responsible to conduct the aud1t shall also 
be identified. It would be appropriate for the State 
central repository staff to conduct the audit of other 
State and local systems. Audit of the State central 
repository should be performed by another agency. 
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The annual audit should encompass all elements 
relative to the adherence of these regulations. 
Sampling procedures should be established for the 
examination of specific records at the repository 
level to be traced through internal update procedures 
back through field input processing to terminate at 
the source document. Areas to be reviewed should 
include, but not be limited to, record accuracy, 
completeness, review of the effectiveness of the 
systematic audit procedures, an examination of the 
evidence of dissemination limitation3, security pro­
visions, and the individual's right of access. The 
plan shoul d addres s audits of both manual and computer­
ized systems. 

The plan should specifically identify documents 
and data elements to be maintained by local agencies 
necessary to support the annual audits. This docu­
mentation requirement should include, but not be 
limited to, maintaining source documents (at the 
point of data entry) from which criminal history 1n­
formation stored- at the repository is derived. 

Other information necessary to support annual 
audits are complete logs of dissemination maintained 
at each point authorized to release criminal history 
reco -d dn .... n T"osc ""co""'dar" logs C'

h o"ld ;-nrl"d"" ~c: i CLt,...a.. Ii .:Jv.lL J _........... ....... ... .J._-'-_ ...... 0..-_ 

a minimum the names of all persons or agencies to 
whom information is disseminated as well as the date 
of release. The plan should identify any additional 
data elements to be contained in the dissemination 
logs \.,rhich will appropriately c:omplete the dissemin­
ation audit trail. 

SECURITY 

The regulations cover several aspects of security 
for criminal offender record information, including 
the hardware involved, personnel clearances, and 
facility security. 

Dedicated Hardware 

The regulations require that "where co~puter~zed 
data processing is employed, the hardware, lnclud~ng 
processor, communications cOI:trol, and. s~orage. deV1ce 
to be utilized for the handllng of crlm1nal hlstory 
record information is dedicated to purposes related 
to the administration of criminal justice." 

To comply with the regulations, the hardware 
used to handle criminal history record information 
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must be "set aside" totally for the purpose of deal­
ing with criminal justice dat~ bases, criminal justice 
information exchange, or other purposes related to the 
administration of criminal justice. 

The regul ations specifically focus on the "hard­
ware" employed in such a system. A computerized 
system contains many individual hardware components. 
It is possible to use a computerized system without 
using all of its hardware components. Therefore, 
the regulations do not necessarily require that the 
entire computer installation be set aside for criminal 
justice purposes. Specific hardware which would have 
to be used solely for criminal justice purposes would 
include the storage devices (such as disc, tape, or 
mass memory units of other kinds), terminals employed 
in accessing the criminal offender records, modems 
or other devices used to interface equipment with 
communications systems, the processor which has the 
function of controlling access to the records by 
receiving the inquiry and initiating any response to 
the inquiry, and any other p~ocessor used f00 updating 
files or otherwise handling the criminal history data. 

The function of controlling access can be 
accomplished by a variety of hardware configurations. 
An increasingl)Y common and acceptD-blc approach is to 
use a separate computer more precisely engineered to 
handle the telecommunications function. These so­
called IIfront-end" computers are physically distinct 
from any other processing unit which may be used, and 
they generally handle inquiry receipt and validation 
as well as response. 

The use of a separate telecommunications processor 
provides a physical isolation of the portions of the 
system which provide access to the criminal offender 
records. The intent of the regulations is to ensure 
that access is controlled and to provide strict 
accountability for system operations. These purposes 
are easier to achieve with a system that has the 
physical isolation of a separate processor. 

The plan should contain a thorough discussion of 
the approach to be taken to meet these requirements. 
The plan should present the general software and 
hardware procedures to be instituted to prohibit 
unauthorized access. 'These discussions should be 
directed toward all parts of the system identified 
by the State as the central repository for criminal 
offender record information. 
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For operational systems within the State other 
than th~ central repository, which are subject to these 
regulatlons, the State plan should include: 

1. A survey of the extent to which these 
systems.are using dedicated hardware. 

2. Descriptions of the instructions which 
will be given to all users interfaced 
to the cen.tral repository computer 
system regarding the requirements for 
dedication. 

Management Control 

To assure accountability for the operation of 
the system, a criminal justice agency is required to 
have the abili ty to set and enforce computer opera­
tions policy. To meet this requirement, the desig­
nated agency should be ab Ie to set priori ties for 
user access, determine eligibility for direct access 
apply sanctions for misuse of the system, select and' 
dismiss staff, institute physical security measures, 
and p~rform ?ther administrative functions normally 
assoclated wlth the management of operations. 

Personn81 Selection 

Th~ regulations state that the plan shall set 
forth procedures which will "insure confidentiality 
and security of criminal history record information 
by providing that wherever criminal history record 
information is collected, stored, or dissemin~ted, a 
criminal justice agency ... shall select and supervise 
all personnel authorized to have direct access to 
such information." The plan should provide for a 
personnel clearance system for use in agencies which 
have the responsibility for maintaining or disseminat­
ing criminal history information. The plan should 
establish procedures for granting clearances for 
access to criminal history information as well as 
areas ~lere criminal history data is maintained. 
These clearances should be granted in accordance with 
strict right-to-know and need-to-know principles. 
The personnel clearance system outlined in the plan 
should provide for selective clearances, allowing 
less than unconditional access to all areas. The 
clearance should be selective to the point of denying 
access because of the absence of the need to know. 
Clearances granted by one agency may be given full 
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faith and credit by another agency; however, ultimate 
responsibility for the integrity of the persons 
granted right-to-know clearances remains at all times 
with the agency granting the clearance. 

Right-to-know clearances are executory and may 
be revoked or reduced to a lower sensitivity classi­
fication at the will of the grantor. Adequate notice 
must be given of the reduction ot revocation to all 
other agencies that previously relied upon such 
clearances. 

The plan should set forth specific training 
requirements for all personnel directly associated 
with the maintenance or dissemination of criminal 
history data. The training program should include 
the creation of a statewide training manual as well 
as training sessions to brief all personnel regarding 
the rules and regulations. 

Physical Security 

The plan should not contain the details of 
security systems of individual agencies. The plan 
should indicate that procedures will be deveioped for 
the protection of information from environmental 
11Ct'l.a.rds including fiTe, flood, and pm,'sr failure. 
Appropriate elements should include: (a) adequate 
fire detection and quenching systems; (b) watertight 
facilities; (c) protection against water and smoke 
damage; (d) liaison with local fire and public safety 
officials; (e) fire resistant materials of walls and 
flOlOrs; (f) air conditioning systems; (g) emergency 
power sources; and (h) backup files. 

Agencies administering criminal justice informa~ 
tion systems should adopt security procedures which 
limit physical access to information files. These 
procedures should include the use of guards, keys, 
badges, passwords, access restrictions, sign-in logs, 
or like controls. All facilities which house criminal 
justice information files should be so designed and 
constructed as to reduce the possibility of physical 
damage to the information. Appropriate steps in this 
regard include: physical limitations on access; 
security storage for information media; heavy-duty, 
non-exposed walls; perimeter barrier; adequate 
lighting; detection and warning devices; and clos ed 
circuit television. The plan should clearly outline 
these procedures or others which will accomplish an 
equivalent level of security for the physical facili­
ties which contain criminal history. information. 
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A record of transactions related to criminal 
history update information should be maintained on a 
computer-update log in automated systems or by a pro­
cedure which establishes an equivalent level of 
accountability. Manual systems accountability for 
record update information should be maintained on a 
manual log at the point of central record maintenance, 
or 'an equivalent method of accounting for criminal 
history record updates should be established. 

INDIVIDUAL RIGHT OF ACCESS AND REVIEW 

Each plan must provide for the institution of 
procedures to "insure the individual's right to 
access and review of criminal history information 
for purposes of accuracy and completeness." This 
procedure is required by the regula~io~s to oe-rrcom­
pletely operational" upon plan submlsslon. 

Although the regulations set out in some detail 
the essential elements that must be included in these 
procedures, maximum latitude is left to the States to 
devise procedures that best fit their systems. 

The regulations provide that any individual "shall, 
Of' ° r. 1-.< °d +'+ b upon s atis .ca.L-tory VeYl lcatlon OJ: 1Ll~ l C~l ... l ... ~r, e 

entitled to review, without undue burden to elther the 
criminal justice agency or the individual, any c~im~nal 
history record information maintained about the lndl­
vidual and obtain a copy thereof when n'ecessary for 
the purpose of challenge or correction." Procedures 
to implement this provision should address the follow­
ing issue at a minimum. 

Verification Method 

The commentary on this subsection states that 
the drafters' "expressly rej ected a suggestion that 
would have called for a satisfactory verification 
of 'everyone's identity by fingerprint comparison." 
Thus States are left free to use other methods of 
identity verification. For example, fingerprinting 
need not be required where th~ individual.i~ we~l 
known to the official responslble for verlflcatlon. 
This approach also leave~ openothe use o~ verifica­
tion methods, such as VOlce prlnt comparlsons, that 
are now in the development stage but that may be 
available for routine use in the future. It should 
be stressed that States may elect to designate finger­
print comparisons as the required method of verifi­
cation identity. 
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Rules for Access 

Rules stating the procedures for access and 
review must be written and available to the public. 
The plan should state how these rules will be made 
publicly available, such as by publication in public 
j Qurnals, by distribution of pamphlets, by posters 
or by a combination of such methods. 

The rules should cover such matters as the 
places where reviews may be had, the hours when re­
views are available, any fees that are applicable, 
procedures for verification of identity, forms for 
making challenges, whether review must be in person 
or may be by counsel and rules for submi tting explana­
tory material. The regulations do not deal with any 
of these matters, except to provide that the review 
may not involve "undue burden" to either the individual 
or the criminal justice agency. Thus, restrictions 
such as fees, location and hours should be reasonable 
and should not significantly restrict the individual's 
right to review his record. 

In developing rules for access, States should 
have in mind the federal legislation on security and 
privacy .ofcriminal justice information systems now 
paneling in Congress. Both of the p:rir~cipal vcrs ions 
of the legislation now under consideration provide 
th~t an individual may review his record in p~rson or 
through counsel. One version provides that fees 
must be "reasonable" and the other provides that fees 
may be charged lito the extent authorized by statute." 
States may wish to anticipate these requirements and 
provide for them even though the regulations do not 
include them. 

Point of Review. The regulations provide that 
the individual's right to review applies to "any 
criminal history record information maintained about 
the individual." This means that some reasonably 
convenient method must bo provided for review by the 
individual of criminal history information concerning 
him maintained anywhere in the State. The plan should 
specify where information will be available for review; 
that is, whether the individual must apply to a 
criminal justice agency where information about him 
is maintained or whether he may apply to any agency 
that can conveniently obtain the information for him. 
Although normally it will be permissible to require 
that the review take place at an agency that has 
custody or control of the record, this would, of 
course, not be permissible where complete records are 
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maintaine~ only at a central repository located in 
another C1 ty. In such a case, the review should take 
place at a criminal justice agency convenient to the 
individual. 

Obt~i~ing a Copy .. The procedures should specify 
the cond1t1ons under Wh1Ch a copy of an individual's 
reco!d will be provided to him. Such copy should be 
prom1nently marked or stamped to indicate that the 
copy is for review and challenge only and that any 
other use thereof would be a violation of 42USC 
page 3771. The commentary to this subsection of the 
regulations states that "a copy of the record should 
ordinarily only be given when it is clearly established 
th~t it is necessary for the purpose of challenge." 
Th1S means that the individual bears the burden of 
~howing his n~ed for the copy. However, here again, 
1t may be adv1sable to anticipate the requirements 
of the federal legislation and make copies available 
upon request. As a minimum, the individual should 
be given a copy of his record if after review he 
actually initiates a challenge and indicates that 
he needs the copy to pursue the challenge, unless 
because of the nature of the challenge it is clear 
that.a.copy is not necessary. The fee charged for 
provld1ng the copy should not exceed actual costs 
of making the copy (including labor and materials 
cost). Typical fees now being charged for this 
service are in the $5 to $10 range. 

Content of Challenge. The commentary to the 
regulations states that a "challenge" is "an oral or 
written contention by an individual that his record 
is inaccurate or incomplete." The commentary also 
prov~de~ ~hat, as a part of a challenge procedure, 
the Ind1vIdual would be required lito give a correct 
version of his record and explain why he believes 
his version to be correct." 

The plan should include procedures for making 
and recording challenges. These procedures may pl'O­
vide, for example, that all challenges shall be re­
corded on standard forms showing the name of the 
subj ect, the date and any exceptions taken or explana­
tory material offered. The individual ~ay be 
required to fill in the form himself unless he cannot 
do so. He may be required to swear to the truth and 
accuracy of statements he makes in the challenge. 

Administrative Review 

The regulations state that the plan must provide 
for "administrative review and necessary correction 
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of any claim by the indiv~dua~ t~ whom the inf~rmation 
relates that the informatlon lS lnaccurate or lncom­
plete." This requirement should be unde~stood to . 
mean that an individual who challenges hlS record lS 
entitled to have the record appropriately ~orre~ted 
if there is no factual controversy concernlng hlS . 
challenge. If there is a factual controversy an~ lt 
is resolved against him, he is entitled to a reVlew 
of that decision by someone in the agency other than 
the person who made the decision. 

The plan should specify time limits.for.the 
initial determination and for the determl~atl0n after 
review. It should also require that publlshed agency 
rules shall state the identity or t~t~e~ of the . 
individual or official with responslblllty for admln­
istratively reviewing a decision not to correct a 
record. 

Regulations 
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The regul ations provide that "the Sta~e. shall. 
establish and implement procedures for admlnlstratlve 
appeal where a criminal justice agency re~uses ~o 
correct challenged information to the satlsfactlon of 
the individual to whom the information relates." 
ThLs should be understood to require :::: review by some 
impartial arbiter outside of the agency that ma~e ~~e 
determination not to correct the recor~ t~ ~he lndl 
vidual's satisfaction. Provision for Judlclal ~ppeal 
should not be construed as s atis fying this requlrement. 

Designation of A1?peal Body. The States are given 
great latitude td declde what group or body shall 
handle administrative appeals from challenges. They 
may utilize existing hearing procedure~ under State 
administrative procedure acts, a subunlt of the State 
Attorney General's Office,.or they may create a " 
security and privacy councll such as those that eXlst 
in several States. 

Procedure for Appeal. The plan should st~te 
explicitly what steps an individua~ must t~ke 1~ . 
order to obtain an appeal and appllcable tlme 11mlts. 
The plan should also set aut in detail the procedures 
that will govern the appeal process. 

This should include provisions as to whether the 
individual may be present, whether he maf hav~ counsel, 
whether he may present evidence and examlne wltnesses, 
whether a record of the proceedings will be kept, and 
how the decision of the appeal will be implemented. 
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Although.the r~gulations leave these matters entirely 
~o t~e dlscretl0n of the States, it shOUld be borne 
ln ~lnd ~hat both versions of the proposed federal 
legl:la~l~n now.pendi~g in the Congress provide that 
the lndlVldu~l lS entltled to a hearing at which he 
may,appear wlth counsel, present evidence and examine 
and cross-examine witnesses. 

. Sim~larly, the possible impact of the federal 
leg~s~atlon should be borne in mind by the States in 
decldln~ whether to make administrative decisions 
conCernlng challenges subject to judicial review. 
Although ~he.r~gulati?ns do not require that any 
mean: of JUdlclal reVlew be provided, both pending 
v~r~lons ~f the federal legislation do provide for 
~lVl~ actl0ns to review final decisions of criminal 
Justlc~ agencies refusing to correct challenged in­
formatl0n to the satisfaction of the individual. 
Thus, each St~te ~ay.wish to anticipate this require­
ment and.pro~lde ln lt~ plan for judicial review, if 
such.re~l~w lS n~t avallable under existing procedures 
for Judlclal reVlew of final administrative actions 
by governmental agencies. 

Correction Pro~edures 

. . ~he regulaLiul!S provide that "-ul-'on request, an 
l~dlvldual Whose record has been corrected shall be 
glven the name of all non-criminal justice agencies 
to whom the data has been given." This requirement 
enables th~ indivi~ual to take steps to' correct 
errone~u: lnf~rma~10n that may have been given to 
non-crlmlna~ Justlce agencies, since the regulations 
do not requlre that such agencies be notified of 
co~rec~io~s by the correcting cri~inal justice agency. 
ThlS req~lrement is, of course, directly related to 
th~ requlr~ment in Section 20.21(e) of the regulations, 
~h~~h.requlreS that reco~ds be kept of the names of all 
lndlvld~als or agencies to whom criminal history 
reco~d lnf~rmation is disseminated. The plan should 
~rovlde, ~lther a~ this point or in the procedures 
lmpleme~tlng Sectl0n 20.2l(e), for the maintenance of 
app~oJ?rlate logs of non-'criminal justice agency 
reclplents: The plan sh?uld a~so set out procedures 
for preparlng an app~op~l~te llSt of such recipients, 
upon.req~est 0~ the lndlVldual, and making it available 
t~ hlm, lncludlng a designation of the agencies respon­
slble for.th~s~ steps. ~The regulations do not require 
~hat.the lndlvldual be glven a list of non-criminal 
Justlce agencies or individuals to whom accurate and 
complete information has been disseminated.) 
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The regulations provide that "the correcting 
agency shall notify all criminal justice recipients 
of corrected information." This provision is related 
to the record-keeping provision of Section 20.2l(e) 
and to the requirement set out in Section 20.2l(a) (2) 
for notifying all criminal justice agencies known to 
have received information found to contain inaccura­
cies of a material nature. The plan must include 
procedures concerning the keeping of appropriate logs 
of disseminations to criminal justice agencies and 
fixing the responsibility for notifying those agencies 
that have received inaccurate information. Earlier 
in this section it was suggested that such logs 
should be maintained for one year. 

Information Subject to Review 

TLe individual's right to review under the regu­
lations extends only to criminal history record 
information concerning him,"as defined by Section 
20.3(b) of the regulations. Hence, he is entitled 
to review information that records essentially the 
fact, date and results of each formal stage of the 
criminal justice process through which he passed to 
ensure that all such steps are completely and 
accurately recorded. He is not entitled under the 
regulations to review intelligence and investigative 
information. Nor is he entitled to review substantive 
information compiled about him by criminal justice 
agencies, as distinguished from a record of his move­
ment through the agency. Thus, he would be entitled 
to review the recordation of his admission to bail, 
but not the bail report; the recordation of his 
sentencing, but not the presentence report; and the 
recordation of his admission to correctional institu­
tions, but not medical records and other records of 
treatment. 

If any of these reports are subject to dissemina­
tion, such as bail reports, parole reports or probation 
reports, and any correction is made in the individual's 
crminal history record as a result of a successful 
challenge, then appropriate corrections should of 
course be made in any of these reports that contain 
the erroneous information. 
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Reference 

20.21 (g) (5) 
Section 3 

CERTIFICATION STATEMENT 

Each State must submit with its plan a certifi­
cation stating the extent to which plan procedures 
have been implemented and detailing the steps under­
taken to achieve full compliance. The evaluation by 
LEAA of the certification will be based upon "whether 
a good faith effort has been shown to initiate and/or 
further compliance with the plan and regulations." 
This section of the regulations also includes a re­
quirement that all procedures in the approved plan 
must be fully operational and implemented by December 
31, 1977--except for the computer hardware dedication 
requirement. LEAA may grant an extension of time 
upon a showing of "good cause." The certification 
also must include a listing of all existing statutory 
and executive order authority for non-criminal justice 
uses of criminal history record information in the 
State. 

A certification consists of: 

(1) A checklist such as the sample enclosed for 
the central State repository. 

(2) A checklist such as the sampie enclosed for 
each other manual or automated system in the 
State covered by the regulations. 

(3) A narrative discussion of problems impeding 
the implementation of the completeness and 
accuracy section of the regulations and 
what has been done about them. 

(4) A listing of all relevant existing legisla­
tion authorizing dissemination to non­
criminal justice agencies. 

(5) A list (and summary description) of all 
enabling legislation or executive orders 
issued or pending that are related to 
complying with this legislation. 

(6) The signature of the administrator of the 
agency designated by the Governor to sub­
mit the plan, attesting to the fact that 
the State has implemented the regulations 
to the maximum extent feasible. 
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The several separate com:ponents of the 'certifica­
tion that are specifically required by the regulations 
are discussed below. 

ACTIONS TAKEN AND DESCRIPTION OF SYSTEM CAPABILITY 

The certification must include "an outline of 
the action which has been initituted. At a minimum, 
the certification must state that the procedures for 
access and challenge by individual record subjects 
developed pursuant to Section 20.2l(g) are completely 
operational." 

The certification must also include a "descrip­
tion of existing system capability and steps being 
taken to upgrade such capability to meet the require­
ments of these regulations." 

States may satisfy the demands of the above two 
subsections by using a simple checklist. The check­
list should briefly specify the principal operational 
procedures of the State plan, the applicable page 
references in the plan, and indicate by a simple yes 
or no whether the procedures have been implemented. 
(A sample chpcklist accompanies these instructions.) 

It will obviously take time in some cases to 
obtain the authority, funds, personnel, and equipment 
necessary to implement State plans. The requirements 
acknowledge that a certification of compliance is not 
immediately necessary where implementation of a plan's 
procedures requires additional authority, involves 
,unreasonable cost, or exceeds existing technical capa­
bility (included as technical capability are adequate 
personnel, equipment, and administrative arrangements). 
The above factors may, therefore, excuse non-implemen­
tation of the plan until December 31, 1977. After 
December 31, 1977, however, these plans must be totally 
operational throughout the State. 

The checklist discussed above as an outline of 
action instituted may also be used to identify the 
reasons why portions of a plan have not been imple­
mented. A portion of the checklist may thus be 
reserved to indicate jf lack of legislative authority, 
funds, or technical capability is responsible for 
non-implementation. (See the sample checklist.) 
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2 0 . 2 2 (b) (1) 

20.22 (b) (4) 

20.22(a) 

Instructions 
Page 

Reference 

15 

IS 
16 

16 

19 

19 
19 

19 

19 

19 

19 

19 

20 

27 

30 

31 

31 

31 

23 

24 

24 

29 

24 

29 

29 
26 

27 

27 

27 

29 

30 
31 

31 

31 

31 

32 

EXAMPLE CERTIFICATION FOR A CENTRAL STATE REPOSITORY 

OPERATIONAl. PROCEDURES 

Completeness and Accuracy 
Central State Repository: 

Statutory/Executive Authority 
Facilities and Staff 

Complete Disposition Reporting in 90 days from: 

Police 

Prosecutor 
Trial Courts 

ApeUate Courts 

Probation 
Correctional Institutions 

Parole 
Query Before Dissemination: 

Notices/Agrecments--Criminal Justice 

Systematic Audit: 
Delinquent Disposition Honitoring 
Accuracy Verification 
Notice of Errors 

Limits on Dissemination 

Contractual Agreements/Notices and 
Sanctions in Effect For: 

Criminal Justice Agencies 

Nul'1-C 1 ~".ir'Cll Jus tice Agc:"cic3 Gr:::t ted 
~ccess by Law or Executive Order 
Service Agencies Under Contract 

Research Organizations 
Validating Agency Right of Access 

Restrictions On: 
Juvenile Record Dissemination 

Confirmation of Record Existence 
Secondary Dissemination by 
Non-Criminal J~stice Agencies 

Dissemination Without Disposition 

Audits and Quality Control 
Audit Trail: 

Recreating Data Entry 
Primary Dissemination Logs 
Secondary Dissemination Logs 

Annual Audit 
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Reasons For 
f-- Non-Implementation Estimated 

Now LaCK at Implementation 
Implemented Cost Technical Authority Date 



EXAMPLE CERTIFICATION POR A CENTRAL STATE REPOSITORY (Continued) 

Instructions 
Page 

Reference 

33 
34 
34 
34 
33 
34 
33 
33 
34 
35 

35 

3S 

34 
36 
36 
36 
36 
36 

36 

36 

36 
37 
38 

38 

39 

39 
40 

41 

OPERATIONAL PROCEDURES 

Security 
Executive/Statutory Designation of 
Responsible Criminal Justice Agency 
Prevention of Unauthorized Access: 

Hardware Design 
Software Design 

Dedicated Hardware: 
Terminals 
Communications Control 
Processor 
Storage Devices 

Criminal Justir.e Agency Authority: 

Computer Operations Policy 
Access to Work Areas 
Selection and Supervision of Personnel 

Assignment of Administrative Responsibility: 
Physical Security 
Unauthorized Access 

Physical Protection Against: 
Access to Equipment 
Theft, Sabotage 
FIre, Fivuc.i, OtIIt:f i~atulal DlsHster 

Emoloyee Training Program 
Individual Right of Access 

Rules for Access 
Point of Review and Mechanism 
Challenge by ~ndividual 
Administrative Review 
Administrative Appeal 
Correction/Notification of Error 

Reasons for 
Non-Implementation Estimated 

1'<0'0( Lack of Im'plementation 
Implemented Cost Technical AuthoritY+ __ --.:D::,.:a""t:,!e:..-_--I 

I certify that to the maximum extent feasible action has been taken 
to comply with the procedures set forth in the Privacy and Security 

Plan of the State of 

Signed ____________________________ _ 
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[Head of State Agency designated 
to be responsible for these 
regulations.] 
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Reference 

15 
IS 
16 
16 
19 

19 
19 
19, 

19 

19 

19 

19 
20 
27 
30 

31 
31 

31 

23 

24 

24 

29 

24 

29 

29 
26 
27 
27 

27 
29 
30 

31 
31 
31 

31 

32 

EXAMPLE CERTIFICATION FOR AGENCY SYSTEMS 
OTHER THAN THE CENTRAL STATE REPOSITORY 

OPERATIONAL PROr.EDURES 

Completeness nnd Accuracy 
Central State Repository: 

Statutory/Executive Authority 
Facilities and Staff 

Complete Disposition Reporting in 90 days from: 
Police 
Prosecutor 
1'ri31 Courts 
Apella te Courts 
Probation 
Correctional Institutions 
Parole 

Query Before Dissemination: 
Notices/Agreements--Criminal Justice 

Systematic Audit: 
Delinquent Disposition Monitoring 
Accuracy Verification 
Notice of Errors 

Limits on Dissemination 
Contractu~l Agreements/Notices and 
Sanctions in Effect For: 

Criminal Justice Agencies 
Non-Criminal Justice Agencies Granted 
Access by Law or Executive Order 
Service Agencies Under Contract 
Research Organizations 

Validating Agency Right of Access 
Restrictions On: 

Juvenile Record Dissemination 
Confirmation of Record Existence 
Secondary Dissemination by 
Non-Criminal Justice Agencies 
Dissemination Without Disposition 

Audits and Quality Control 
Audit Trail: 

Recreating Data Entry 
Primary Dissemination Logs 
Secondary Dissemination Logs 

Annual Audit 
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Now 
Implemented 

Rensons For 
Non-Implem('nt:1tion 

Lack of 
Cost Technicnl Authority 

Estimated 
Implemchta t ion 

Dnte 

-,'-



lI.lstructions 
Page 

Reference 

33 
34 
34 
34 
33 

34 
33 
33 

34 
3S 

3S 

35 

34 

36 

36 
36 
36 
36 
36 
36 
36 
37 
38 

38 

39 
39 

40 

41 

EXAMPLE CERTIFICATION FOR AGENCY SYSTEMS.OTHER THAN 
THE CENTRAL STATE REPOSITORY (Contlnued) 

OPERATIONAL PROCEDURES 

Securi ty 
Executive/Statutory Desig~ation of 
Responsible Criminal JustIce Agency 
Prevention of Unauthorized Access: 

Hardware Design 
Software Design 

Dedicated Hardware: 
Terminals 
Communications Control 
Processor 
Storage Devices 

Criminal Justjc:e Agency Authority: 

Computer Operations POlicy 
Access to Work Areas 
Selection and Supervision of Personnel 

Assignment of Administrative Responsibility: 
Physical Security 
Unauthorized Access 

Physical Protection Against: 
Access to Equipment 
Theft, Sabotage 
Fire, Flood, Other Natural Disaster 

Employee Training Pro!(ram 
Individual Right of Access 

Rules for Access 
Point of Review and Mechanism 
Challenge by Individual 
Administrative Revi~w 
Administrative Appeal 
Correction/Notification of Error 
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Reasons For 
Non-Implementation Estimated. 

N Lack of Implement:ltlon 
Imple~:nted Co~t Technical Authority Date 

AUTHORIZING ORDERS AND LEGISLATION 

The certification requires a "description of any 
legislation or executive order, or attempts to obtain 
such authority, that has been instituted to comply 
with these regulations. 1I This should be understood 
to be partially covered in the previous section of 
the certification. If immediate compliance with cer­
tain plan procedures is impossible because of the 
lack of statutory or executive order authority, the 
certification must establish that steps have been 
taken to obtain such authority. Normally, necessar.y 
executive orders should have been issued by the 
Governor by the time of plan submiSSion, unless they 
exceed his authority. Needed legislation should be 
in process to the maximum extent feasible under the 
circumstances, and the plan should identify the 
progress that has been made--drafted and introduced, 
undergoing hearings, awaiting the convening of a 
biennial legislative session) for example. 

PROGRESS TOWARD PROBLEM RESOLUTION 

The certification requires a description of 
"steps taken to overcome any fiscal, technical, and 
administrutive barriers to the devel~pment of com­
plete and accurate criminal history information." 
The demands of this subsection will be satisfied by 
a general discussion indicating what the State 
intends to do about disposition reporting and what 
the problems are. 

Adequate disposition reporting is at the heart 
of the completeness and accuracy provision. States 
may satisfy the requirements of this subsection by a 
discussion of what the State intends to do to insure 
up-to-date disposition data and what the problems in 
implementation are. For example, if the plan contem­
plates the establishment of a central State repository 
to provide full criminal history storage and criminal 
identification services to all agencies throughout the 
State, and if the repository is not fully operational 
and able to respond to all user needs at the time of 
plan submission, certification should explain the 
extent to which implementation has been achieved and 
identify the factors--such as lack of trained person 
nel or funds for automated data processing equipment-­
that have prevented full implementation. Discussion 
under this subsection should not exceed five pages. 
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STATUTORY AUTHORITY FOR NON-CRIMINAL JUSTICE USES 

The certification requires a "listing setting 
forth all non-criminal justice dissemination author­
ized by legislation existing as of the date of the 
certification showing the specific categories of 
non-criminal justice individuals or agencies, the 
sp~cific purposes or uses for which information may 
be disseminated, and the statutdry or executive 
order citations." 

This section of the certification is directly 
related to Section 20.2l(b)(2) which limits the 
dissemination and use of criminal records for non­
criminal justice purposes to those instances where 
the information is required to implement a statute 
or executive order that contains requirements or 
exclusions expressly related to criminal conduct. 
This section is discussed earlier in these guidelines. 

The certification must set forth a compilation 
of all statutes and executive orders in effect in 
the State that meet the requirements of Section 
20.2l(b)(2), together \'lith citations. The compilation 
should set out for each such statute or executive 
order the prevailing interpretation in the State as 
to 'whu t agc:;-~c ics and individuals aTc; autho~( iz eel to 
receive criminal record information under its author­
ity and the specific purposes or uses authorized. 
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Reference 
20. 22 (b) (5) 

Section 4 

PENALTIES FOR NON-COMPLIANCE WITH THE REGULATIONS 

Agencies may be subject to the penalties of the 
Act for knowing and willful failure to comply with 
any of the following requirements: 

(1) failure to submit an adequate plan, 

(2) failure to submit adequate certification 
and, 

(3) failure to comply with the specific require­
men~s of the regulations, including failure 
to lmplement operational procedures set 
forth in the plan by December 31, 1977. 

A good faith misinierpretation or lack of knowl­
edge by an agency or individual of the regulations 
or operational procedures set forth in the State plan 
may excuse failure to comply. 

FAILURE TO SUBMIT ADTIQUATE PLAN OR CERTIFICATIONS 

Su~m~s~ion of certification and a.plan are the 
responslblllty of the agency designated by the Gover­
n<;>r of the S~ate. A maximum of 90 days' extension 
wlIl.b~ pe~mltted in the case of inadequate plans or 
certlflcatlons. The extension period could however 
be ~e~s t~an 90 days, if in the judgment of'LEAA the' 
d~flclencles can be corrected in a shorter period of 
tlme . 

. Failure t<;> provide an adequate plan or certifi­
catlon may subject the State to partial or total fund 
c~toffs by LEAA and to the imposition of a $10,000 
flne. 

FAILURE TO COMPLY WITH SPECIFIC PROVISIONS 

The Effect of Certification 

The regulations provide for subsequent annual 
ce~tifica~ions of action taken by the State, if com­
p~lance wlth.the regulations is not complete at the 
tlme of.t~e ln~tia~ certification. LEAA recognizes 
that crlmlnal ]Ustlce agencies and other agencies 
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will probably not be able to comply immediately with 
all of the requirements of the regulations. Most 
States may find it is necessary, therefore, to submit 
more than one annual certification. 

Once a State states in its certification that the 
action necessary to implement a specific portion of 
the regulations is completed., willful and knowing non­
compliance by State or local agencies with the regula­
tions could subject the agency involved to the fines 
and cutoff penalties provided in the regulations and 
Act. 

Non-Compliance After 1977 Deadline 

In addition, all procedures in a plan must be 
fully operational and implemented by December 31, 
1977. The knowing and willful failure by any State 
or local agency to comply with the plan's procedures 
after that date will subject the agency to the sanc­
tions under the regulations and Act. The only excep­
tion to the 1977 deadline is the requirement of dedi­
cation of-computer configurations in 20.2l(f)(2). 
State and local agencies may be allowed additional 
periods of time to implement the dedication require­
ment upon tile suolllission of a wTi tt6il· appl ica tion to 
LEAA stating good cause for the extension qf the dead­
line. The fact that the dedication requirement would 
cause highly excessive increases in pr~sent criminal 
justice systems expenditures consitutes good cause. 
Adequate data must be provided to justify any exten­
sion beyond the December 31, 1977 deadline for com­
pliance. Where it appears that an extension is 
warranted, States should submit plans, where possible, 
for reconfiguration of existing hardware in order that 
dedication can be achieved. Where such reconfigura­
tion is not possible States should submit a brief 
description of alternative means of compliance in 
order to provide adequate security protection of 
criminal history record information. 
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These supplemental instructions are being 
distributed in response to questions 
raised since the issuance of the LEAA 
Privacy and Security Planning Instructions 
dated June 30, 1975. The supplement deals 
with material in the initial instructions 
that appears to require more clarification 
in view of the questions directed to LEAA.' 

The supplemental instructions should only 
be read in conjunction with the regulations 
and with the basic instructions. 

APPLICABILITY 

The regulations were written with the intent of covering 
collections of records containing historical references to a 
person's involvement with criminal justice agencies. Such a 
collection of records would have (potentially) a listing of 
more than one event, such as a listing of all arrests. This 
file would also be accessible by the name of the person, so 
that an inquiry by name could produce a listing of many or 
all actions taken relating to the subject by criminal justice 
agencies. 

To ensure that all instances are covered under which such 
a collection of records was maintained, the regulations and the 
commentary create two tests to determine whether or not any 
particular collection of records is criminal history record 
information. Essentially, to qualify for inclusion in the 
definition, the individual records so assembled must contain 
both (1) identification data sufficient to identify the sub­
ject of the record and (2) notations regarding any "formal 
criminal justice transaction" involving the identified indi­
vidual. To be more precise, the types of transactions 
referred to are those defined by the OBTS/CCH data base 
designs. 

Many files or systems maintained by local agencies qualify 
for inclusion under this definition. For example, the regula­
tions would apply to criminal history information contained in 
police files indicating for each person therein notations of 
the arrests of the person, prosecutor files or systems indi­
cating the convictions or arrests relating to an individual, 
accumulations of presentence reports or probation reports 
containing information on prior criminal involvement, and so 
on. 

It was not intended that the definition apply to the docu­
ment originally prepared to record the facts about the trans­
action. Such original records of entry would include the 
report of a crime scene investigation (filled out by the in­
vestigating officer), each individual arrest report describing 
the arrest and circumstances surrounding the arrest, the 
report of court action on an individual, etc. These original 
documents are specifically exempted from the applicability of 
the regulations, except as discussed below. 

When an agency brings together all of these source docu­
ments pertaining to an individual, this collection of records 
may become criminal history record information. The collected 
documents (records) in this circumstance continue to be 
excluded from the definition and from coverage by the regula­
tions only if they are organized and accessed chronologically. 
That is, if these original documents are filed alphabetically, 
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thereby allowing a search by name for retrieval.of all such 
records related to a single person, the collectlon of records 
then falls under the definition of criminal history record 
information. Likewise, any index to these documents that per­
mits a search of the collection on the basis of name would, in 
conjunction with the documents, be criminal history record 
information. 

Even though a collection of records qualifies under the 
definition, the extent to which the regulations apply may vary 
depending on what is done with the records, and therefore the 
impact of the regulations on the agency may vary. The accom­
panying chart indicates the factors which affect the impact of 
the regulations and the consequent procedures required. For 
example, agencies which are covered by the regulations but do 
not disseminate CHRI (Column 9 or 11) need not comply with the 
restrictions on completeness. 

It is not possible to avoid the regulations by separating 
parts of a file or data system. Under the regulations, the 
physical distribution of the records is not relevant. As long 
as the name access is permitted, and the access method effec­
tively links the records together in retrieving them, the system 
falls under the definition. 

Some misunderstan(ling was apparently generated by the 
statement on page 7 of the Privacy and Security Planning Instruc­
tions which limited criminal history record information only to 
offenses where fingerprints were taken. This interpretation 
was made to support the development of complete and accurate 
records, inasmuch as the verification of identity by finger­
prints should be a fundamental rule governing the entry of data 
into a criminal history file. The language of the instructions, 
un±ortunately, gives the impression that coverage under the 
regulations could be avoided by not taking fingerprints at any 
point. Thus, such unsupported records could be freely dissemi­
nated. 

This understanding of the instructions is incorrect. 
Fingerprints do not have to be taken to cause a record to be 
criminal history record information. If such a record [as 
defined in 20.3(b)] is started, then all parts of the regula­
tions would apply to these records, including the requirement 
to obtain dispositions and to ensure the accuracy of the record. 

It should be noted that the completeness and accuracy 
requirement would apply to any criminal history record informa­
tion available for dissemination, not just the information in 
a State central repository. 

Section 20.20(c) uses the phase "reasonably contemporaneous" 
to relate to public disclosure of criminal justice transactions. 
This phrase is intended to mean a time period during which a 
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APPLICABILITY AND IMPACT OF REGULATIONS 

Find the column that characterizes your agency in 
terms of the four applicability criteria, then read 
down the column to find the impact of the regulations. 

Possible Combinations of Applicability Criteria 

APPLICABILITY 
CRITERIA: 

Received LEAA 
Funds for CHRI 

Collects/ 
Maintains CHRI 

Disseminates 
CHRI 

Receives 
CHRI 

1 2 3 

No No No 

No Yes Yes 

No No Yes 

No No No 

Totally 
Unaffected 
By Regula­
tions 

4 5 6 7 8 

No No No No Yes 

No Yes Yes No No 

No No Yes Yes No 

Yes Yes Yes Yes Yes 

Required to 
Comply Only As 
Specified in 
CHRI Use Agree­
ments 

OPERATIONAL PROCEDURES REQUIRED: 
Required to submit certification 

Completeness (Disposition Reporting) 
Query before dissemination 

Accuracy--quality control and audit 

Prepare procedures/agreements limiting 
dissemination 

Maintain dissemination logs 

Technical provisions limiting access 
Dedicated hardware 

Control of computer" operations 
Physical security/protection 

Individual right of access 

.. 
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9 10 11 12 13 

Yes Yes Yes Yefi Yes 

Yes No Yes Yes Yes 

No Yes No Yes Yes 

No Yes Yes No Yes 

X X X X X 

X X 

X X X 

X X X X 

X X X 

X X X 

X X X X X 

X X X X X 

X X X X X 

X X X X X 

X X X X 



particular transaction would be current news. This ~ould 
include, for example, disclosure during or ~efo:e trl~l of 
arrest information regarding the offense WhlCh lS or lS to 
be the subject of the trial. 

DISSEMINATION 

The regulations do not precisely define dissemination. 
However, it can be interpreted to apply to the release of 
criminal history record information by an agency to another 
agency or individual. Use of the information by an employee 
or officer of the agency maintaining the records does not 
constitute dissemination. Further, reporting the oocurrence 
of and the circumstances of a criminal justice transaction 
is not dissemination. That is, the reporting of an arrest 
or other transaction to a local or State repository is not 
dissemination. Similarly, reporting data on a particular 
transaction to another criminal justice agency so as to per­
mit the initiation of subsequent criminal justice proceedings 
is not considered to be dissemination (for example, police 
departments may deliver arrest reports to a prosecutor as 
part of the documentation required for prosecutorial action). 

INDIVIDUAL'S RIGHT OF ACCESS 

Dissemination to the subject of a record is permitted only 
for the purposes of challenge and correction. It is only nec­
cessary to deliver a hand copy of that portion of the record 
which is to be challeng3d. 

Any attempt by employers to subvent the restrictions on 
dissemination by requiring prospective employees to obtain a 
copy of their criminal history can thus be discouraged by 
making it a practice only to give the subject a copy of that 
portion of the record which is to be challenged, and then 
only after the challenge process is actually initiated (such 
as by filing a claim of inaccuracy). Furthermore, the regula­
tions do not require any written documentation to be given to 
an individual attesting to the lack of a record. Such a "good 
character" letter would be confirmation of the existence or 
non~existence of criminal history record information, is 
defined to be dissemination, and is therefore limited by the 
regulations to the purposes defined in Section 20.21(c)(3). 

Confirmation to criminal justice agencies of the non­
existence of a criminal history record does not require the 
maintenance of a dissemination log. 
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TRANSMISSION OF CRIMINAL HISTORY RECORD INFOR}~TION 

The regulations are silent on the direct questions of 
controlling transmission of these records via various kinds 
of networks. However, the regulations do require that direct 
access to the records shall be limited to employees and offi­
cers of a criminal justice agency. Therefore, the use of any 
transmission medium which does not afford reasonable assur­
ances that access is so controlled would be prohibited under 
the regulations. 

Based on the present level of experience, it would appear 
that the probability of telephone line interception for the 
purpose of gaining access to criminal history information is 
so low as to permit the use of telephone lines for this pur­
pose. Also, information transmitted in digital form, using 
standard telecommunications codes, would be sufficiently 
difficult to reconstruct so as to permit such transmission 
unless the transmitting agency has reason to doubt the security. 

On the other hand, uncoded voice transmission over radio 
links are easily intercepted, and it is unlikely that such 
transmissions could be protected to the extent required. 

The transmitting agency must also assume itself that the 
receiving site sustains a reasonable level of security. 
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These supplemental instructions are being 
distributed in response to questions 
raised since the issuance of the LEAA 
Privacy and Security Planning Instructions 
dated June 30, 1975. The supplement deals 
with material in the initial instructions 
that appears to require more clarification 
in view of the questions directed to LEAA.' 

These supplemental instructions should be 
read in conjunction with the regulations 
the basic instructions, and with Supple-' 
ment No.1 issued August 20, 1975. 

USER AGREEMENTS 

The regulations (Section 20.2l(b)) require each state 
plan to insure that dissemination of criminal history record 
information has been limited, "whether directly or through 
any intermediary," only to criminal justice agencies and 
s~ecified ~ategori~s ?f.legally-authorized non-criminal jus­
tlce agencles and lndlvlduals. Therefore, each state plan 
must ~et f?rth procedures to insure that criminal justice 
agencles wlll themselves comply with the limits on dissemi­
n~tion, a~d ~l~o that these limits will be observed by agen­
Cles and lndlvlduals to whom they disseminate records' that 
i~, that secondary disseminations will conform to the'regula­
tlons. 

In effect, this means that, whenever a criminal justice 
agency subject to the regulations receives a request for a 
record, it must, before dissemination, determine that the 
requesting agency or individual is (1) an eligible recipient 
and (2) aware of and subject to the limits on use and dis­
semination imposed by the regulations. In addition to the 
~imits set by Section 20.2l(b), non-criminal justice recip­
lents must be aware of and subject to the provisions of Sec­
tion 20.21 (c) (2) prohibiting secondary disseminations and 
restricting the.use of criminal history records to the specific 
purposes for WhlCh they were made available. All recipients 
must agree to enforce appropriate measures to insure the secu­
rity and confidentiality of criminal history records. 

Criminal justice agencies that have received LEAA funds 
for support.of criminal history record systems since July 1, 
1973, are dlrectly covered by the regulations and will be 
required to submit certifications attesting to their aware­
nes~ of the ~egulations and to the existence of procedures 
deslgned to lnsure compliance with all provisions of the regu­
lations. However, criminal justice agencies that have not 
received LEAA funds for system support since July 1 1973 

b · h ' , are not su ]ect to t e regulations and are not required to 
submit certifications. In addition, none of the numerouS non­
criminal justice organizations and individuals that may be 
eligible to receive criminal history records under categories 
(2) through (6) of Section 20.2l(b) would be directly covered 
by the regulations. Each state plan must set forth some means 
of insuring that the regulations, or equivalent limits and 
requirements, can be made applicable to these agencies and 
individuals. 

By far the preferable means of accomplishing this would 
be the enactment of a comprehensive state statute cGvering 
all such record users and imposing upon them requirements and 
limits at least as stringent as those set out in the regula­
tions, with sanctions and penalties for violations. Any 
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non-certified agency or individual not covered by such a 
statute must be required to enter into a written user agree­
ment with a certified criminal justice agency. 

In summary, in order to receive criminal history records, 
agencies and individuals must be determined to be both eligible 
under Section 20.21(b) and subject to the regulations by vir­
tue of a certification, a ~tate statute or a ~ agreement. 

User agreements should specify the basis of eligibility 
under Section 20.2l(b) and the specific purposes for which the 
released records may be used, and should contain an acknowledge­
ment by the recipient agency or individual that the records are 
subject ~o limits on use and redissemination set out in the 
regulations and that violation of these limits will result in 
the imposition of penalties and sanctions. The agreements 
should expressly state that the user agency or individual 
agrees to be bound by the terms of the regulations on a con­
tinuing basis with respect to any criminal history record in­
formation received from any agency within or outside of the 
state. In developing the form of these agreements, states may 
wish to refer to Project SEARCH Technieal Memorandum N~. 5, 
published in November, 1973, entitled "Terminal Users Agree­
ment for CCH an.d- Other Criminal Justice Information'." 

It is not required that each criminal justice agency ob­
tain a certification or execute a user agreement with every 
agency or individual to whom it disseminates information, if 
each such agency or individual has submitted a certification 
to the state or has signed a user agreement with some other 
criminal justice agency. Normally all such agreements should 
be executed with the central state repository or some other 
designated central agency. In the absence of such a central 
agency, the agreement should be signed with the criminal jus­
tice agency from which the user first obtains criminal history 
record information. Criminal justice agencies may accept oral 
representations that requesting agencies, either in or out of 
the state, have submitted certifications or have signed user 
agreements incorporating the limits and requirements of the 
regulations. 

SECURITY 

The use of non-criminal justice personnel (such as individ­
uals from other government agencies or contractor services) is 
permissible under the regulations for purposes ~f system 
development, including programming and data conversion. Access 
to c~iminal history data by these individuals is authorized by 
Sectlon 20.21(b) (3), but only to the extent "required for the 
administration of criminal justice." Access must be granted by 
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means of an agreement or contract which specifies limitations 
on use and provides sanctions for the breach of security pro­
cedures. 

When such personnel are utilized, they are under the 
direction of and performing duties for the benefit of a crimi­
nal justice agency. It would be reasonable to consider such 
individuals, for the purposes of the security section of the 
regulations, to be equivalent to employees of a criminal jus­
tice agency. Therefore, the same security procedures could 
be applied. In practice, this approach would mean that where 
a person has unlimited access to the data base, the same level 
of personnel clearance should be obtained as would be sought 
for a full-time criminal justice agency employee in similar 
situations. 

It is not mandatory that all persons having physical 
access to a data center be required to have a security clear­
ance. Procedures such as use of escorts, equipment access 
limitations~ etc., can be used where appropriate. 

RECORD SYSTEMS COVERED 

To clarify the specific kinds of;record systems which 
may be covered by the regulations, Exhibit I shows the extent 
of coverage for some typical systems. It should be noted that. 
the procedures required in the event a particular file quali­
fies for inclusion will vary, depending primarily on the ex­
tent of dissemination. 

COURT RECORDS 

Section 20.20(b) (3) provides that the regulation.s do not 
apply to criminal history record information contained in: 
"court records of public judicial proceedings compiled chrono­
logically" means that the various parts of a record are arranged 
(as a general rule) according to an ordered time sequence, and 
results from criminal charges filed in a single case. 

The purpose of this exception is to permit access to 
records which traditionally have been open to the public, de­
fendants, or members of the bar. The basic model contemplated 
by the drafters is the register of cases maintained in most 
county clerk's offices. Entries are made in the registers as 
cases arise, and the outcomes of various motions, conferences, 
leavings and other stages of the adjudication are filed as 
they occur. Also included under this exception would be 
individual case files containing the trial transcript and 
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other records accumulated in the course of the case. One 
important caveat, however, must be issued. "Rap sheets" or 
summary criminal histories are sometimes included in such 
files, as a matter of administrative practice in filing. 
These documents are not considered "court records" under 
this section and are not exempt from coverage under the 
regulations. 

Alphabetical indexes to court records are generally not 
exempt. For example, an alphabetical index to case files 
such as the following would be subject to the regulations: 

Name 

'John Jay 

John Jensen 

John Johnson 

Case Action Number 

#75051 

#59607 
#65030 
#76031 

#59603 
#58601 

The regulations apply to combinations of any non-chronologic~l 
index and file which might be used to assemble or permit re­
trieval of a summary criminal history on an individual. If as 
a result of automatic data processing, the equivalent to an 
alphabetical manual index exists, such automated files would 
likewise be subject to the regulations. 

On page 8 of the original Pr_i vacy and Security Planning 
Instructions the discussion of the "court records" exception 
may suggest a broader interpretation of the exception than 
has been indicated above. To the extent that it does so, the 
discussion should be disregarded. 

LEGISLATIVE PROGRAM TO COMPLY WITH REGULATIONS 

The following items may be done by Executive Order; but, 
in all cases, a statute would be preferable. 

1. Statutory authority for criminal justice agencies 
(or Executive Order) . 

2. Mandatory disposition reporting law . 

3. Establishment of Central State Repository. 
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4. 

5. 

6. 

7 . 

8. 

9. 

Comprehensive legislation on non-criminal justice uses. 

Statutory basis for c~rtai~ agenc~es to have acce~s to 
criminal records and Juvenlle dellnquency records. 

Public Defender Offices 
Private defense attorneys 
Bail bondsmen 
State Civil Service Commissions 
Others 

Establishment of Criminal History Control Board. 

Right of individual to review and chal~enge--exJ?anding 
on regulations, providing judicial revlew, settlng 
penalties. 

Prohibition against private employers, etc., requiri~g 
an individual to turn over a copy of his record obtalned 
for challenge. 

Penalties, particularly applicable to agencies and 
individuals not covered by Section 524(b) including: 

Administrative sanctions 
Civil remedies 
Criminal penalties 

ACCESS BY THE MILITARY 

LEAA has ruled that Section 20.2l(b)(2) of the regula­
tions permits dissemination o~ adult criminal his~ory rec?r~ 
information to military recrulters, unless otherwlse prohlblted 
by the state. 

Section 20.2l(b) (2) of the regulation~ autho~iz~s.dissemi­
nation of criminal history record informatlon to lndlvlduals or 
agencies if three criteria are met: 

1. The information must be necessary for the implementation 
of a statute or executive order. 

2. The statute must contain express references to criminal 
conduct. 

3. The statute must contain requirements and/or exclusions 
expressly based upon such conduct. 

This section is intended to allow access to criminal 
history record information by a¥e~cies in i~stances where a 
statute or executive order speclflcally denles employement, 
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licensing or other civil rights and privileges to persons con­
victed of a crime. Statutes which contain general require­
ments of "gooq moral character" or the like, are not sufficient 
to authorize dissemination. 

10 U.S.C. Section 504 states that, except with special 
permission, no person who has been convicted of a felony may 
be enlisted in the armed forces. This statute fulfills the 
requirements of Section 20.21(b) (2). The information is re­
quired by military recruiters so that they may insure that 
only qualified persons are allowed to enlist; the statute 
specifically refers to felonious conduct; and the statute ex­
pressly provides that persons convicted of felonies will be 
excluded from the armed services. This is precisely the type 
of situation for which Section 20.21 was designed. 

Section 20.21(d) prohibits dissemination of juvenile 
records except pursuant to a statute or Federal executive 
order which specifically refers to and permits dissemination 
of juvenile records. 10 U.S.C. Section 504, not containing 
any reference to juveniles, does not fulfill this requirement. 
In the absence of any other statute or Federal executive order 
conferring such authority, juvenile records may not be accessed. 

CERTIFICATION 

The original instructions (dated June 30) contained two 
suggested checklists which could be used as a basis for certi-

·fication. The list suggested as an example for systems other 
than the central repository was erroneously copied from the 
list suggested for the central repository. The correct check­
list is shown in Exhibit 2. 

COURT RULES/ORDERS 

Court rules or orders permitting class access should be 
limited to classes of recipients involved in the criminal jus­
tice process. This would include, e.g., (1) bail bondsmen 
(2) defense attorneys, and (3) private community corrections 
programs. 

Court orders concerning non-criminal justice-related recip­
ients should be strictly ad hoc--limited to instances where a 
particular individual or agency applies for access that is not 
otherwise permissible and is able to show extraordinary circum­
stances. An example in the commentary is that in "extraordinary 
circumstances" an individual might get a court order permitting 
a "no record" certification to take to an employer-;-
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This approach means that a court could not issue a blanket 
court order or rule permitting all employers, or even certain 
types of employers, to have criminal records where there is no 
statute or executive order covering them. 

In other words, a court order can grant specific "good 
cause" exceptions to the non-criminal justice dissemination 
limits, but cannot grant class or group exceptions that would 
have the effect of nullifying the limits under other categories 
of Section 20.21(b). 

DISSEMINATION 

The reporting of criminal history record information to 
the FBI is similar to reporting to a central state repository 
and does not constitute dissemination. 
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EXAMPLE CERTIFICATION FOR AGENCY SYSTEMS 
OTHER THAN THE CENTRAL STATE REPOSITORY 

OPERATIONAL PROCEDURES 

Comoleteness and Accuracy 

Complete Disposition Reporting from: 
Police 
Prosecutor 
Trial Courts 
Appellate Courts 
Probation 
Correctional Institutions 
Parole 

Query Before Dissemination 
Systematic Audit: 

Delinquent Disposition Monitoring 
Accuracy verification 

Limits on Dissemination 

Contractual Agreements/Notices and 
Sanctions in Effect For: 

Criminal Justice Agencies 
~on-Crimina1 Justice Agencies Granted 
Access by Law or Executive Order 

Service Agencies Under Contract 
Research Organizations 
Validating Agency Right of Access 

Restrictions On: 
Juvenile Record Dissemination 
Confirmation of Record Existence 
Secondary Dissemination by 
Non-Criminal Justice Agencies 
Dissemination Without Disposition 

Audits and Quality Control 
Audit Trail: 

Recreating Data Entry 
Primary Dissemination Logs 
Secondary Dissemination Logs 
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Reasons For 
Non-Implementation 

NOli Lack of 
Implemented Cost Technical Authority 

Estimatec;! 
Implementation 

Date 
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EXAMPLE CERTIFICATION FOR AGENCY SYSTEMS 
OTHER THAN THE CENTRAL STATE REPOSITORY 

(Continued) 

OPERATIONAL PROCEDURES 

Security 
Executive/Statutory Desigri.tion of 
Responsible Criminal Justice Agency 

Prevention of Unauthorized Access: 

Hardware Design 
Soft~'are Design 

Dedicated Hardware: 
Terminals 
Communications Control 

Processor 

Storage Devices 
Criminal Justjr.e Agency Authority: 

Computer Operations Policy 
Access to Work Areas 

I 
Selection and Supervision of Personnel 

Assignment of Administrative Responsibility: 

Physical Security 

Unauthorized Access 
Physical Protection Against: 

Access to Equipment 

Theft, Sabotage 
Fire, Flood, Other Natural Disaster 

Employee Training Program 
Individual Right of Access 

Rules for Access 
Point of Review and Mechanism 
Challenge by Individual 
Administrative Review 

Administrative Appeal 
Correction/Notification of Error 
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Reasons For 
Kon-Implementation Estimated 

Now Lack ot Implementation 
Implemented Cost Technical Authority Date 




