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Foreword

The well-trained and experienced police officer generally acquires attitudes and skills that permit
him to cope with most physical assaults without exposure to harm. There is, however, an extremely
dangerous type of assault that most officers find very difficult or impossible to prevent or defend
against: the unprovoked ambush attack. Previously an almost unknown occurrence in everyday law
enforcement operations, ambush attacks now have become a fact of modern police operations.

Confronted by this critical threat, the law enforcement community has urgently sought needed
information on how to deal with the ambush attack. In response to this and similar requirements,
the Law Enforcement Assistance Administration of the Department of Justice initiated a major
Jong-range research program, the Police Assaults Study, incorporating the problem oriented analysis
of ambush attacks as an important research objective. The International Association of Chiefs of
Police was given the responsibility for national casualty data collection and analysis with an
emphasis on immediate risk reduction in contemporary ambush attack situations, primarily through
improved police tactical procedures, equipment, and training. This task was accomplished by staff
assigned to the IACP Police Weapons Center who traveled throughout the United States gathering
information and discussing specific incidents with police personnel at all levels.

The following findings and recommendations for reducing the risks associated with ambush
attack are a product of this effort. This document, however, should be considered a beginning
rather than a final product. I would urge all users of this manual to provide us with their suggestions
and comments regarding the problem of ambush risk reduction, a matter of vital concern to the law
enforcement community.

Quinn Tamm

Executive Director
International Association
of Chiefs of Police
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SECTION ONE

AN OVERVIEW OF AMBUSH ATTACKS

INTRODUCTION

Thousands of police officers are assaulted under a variety of circumstances every year in the
United States. Identifying exactly which of these assaults arc actually ambush attacks is the first
basic step in any program for ambush attack risk reduction. A working definition fitted to the
realitics and practice of modern police service 1s required for this task. Unfortunately, standard
definitions of ambush are often unsatisfactory because ol their tendency to evoke outdated and
misleading images, probably us a result of the military origin of the term and its tendency to
become generalized in common usage over time. For the purpose of this manual, an ambush aftack
event is defined according to three key distinguishing characteristics:

o Suddenness — An ambush attack event is initiated and concluded within a very brief space of
time. An event rarely lasts longer than a few seconds, or if foliow-up attacks occur, from one
to two minutes.

e Surprise - The assailant surprises or attempts Lo surprisc his victim. Surprise may be achieved
cither by stealth and concealment or by posing as an ordinary citizen with a direct approach in
full view of the victim officer. Experience demonstrates that these two methods are equally
effective in preventing forewarning to targeted law enforcement personnel.

e Lack of Provocation — When measured by the standards of the reasonable man, the ambush
attack can never be said to have been proveked by the immediste behavior of the target.
officer. That is, the officer is not initially engaged in any police activity that could reasonably
be expected to provoke attack. In most events, the assailant apparentty has had no previous
coptact with the victim officer, and perceives his target simply as a symbol of governmential
authority. In those few ambushes in which a desire for personal revenge appears ta be a
contributing foree, the victim officer has done nothing immediately prior to the attack to
excite deadly malice. In either instance, the victim officer is in large part an external object
against which the assailant concentrates direct aggressive emotions generated and sustained
within an immature, antisocial, or seviously disordered personality structure.

Judged by the criteria of this definition, during the 12 month period from September 1972 to
August 1973 seven police officers were murdered in the United States under circumstances that can
best be described as ambush attacks. An additional 21 officers were reported wounded in ambush
attacks during the same period, while 28 officers escaped injury under similar circumstances.
Altogether, 56 law enforcement personnel were victims of armed assailants in 33 separate ambush
attack events,



The JIACP Police Casualty Analysis Unit conducted detailed field investigations of all but one of
these events.' The purpose of this activity was to collect and evaluate data to determine if police
techniques, procedures, and equipment could be modified or improved to reduce the incidence of
ambush assaults on police and to minimize the injuries resulting from such assaults. The 32 ambush
attack events studied are summarized in this section to provide an overview of the circumstances
surrounding this series of incidents by focusing upon the attack, the victim officers, and the
assailants.

AMBUSH ATTACK CHARACTERISTICS

Officer Casualties

Fifty-five law enforcement personnel were targeted by assailants in the 32 ambush attacks
studied. OFf these, seven were killed, 20 were non-~futal casualties, and 28 escaped injury. Gunfire
produced six out of seven fatalities. One fatal attack was carried out with a knife that was used to
cut the victim’s throat and to inflict multiple stab wounds in the torso. Torso wounds caused most
fatalities (4); arm and leg wounds produced the most non-fatal casualties (14)-~the distribution of
major wounds sustained by victim officers is tabulated in Figure 1.

Wound Location Fatal Non-F utaﬁ

Head 3
Torso 4 3
Arms 5
Legs 9
Multiple 3
QOTAL _ 7 20
Figure 1

DISTRIBUTION OF MAJOR WOUNDS
AMONG POLICE CASUALTIES

'One event involving the injury of one officer was not studied: See Appendix A, Methodology.
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Location

Though ambush attacks were executed against law enforcement personnel in various situations,
most officers (80 percent) were targeted when in or near their vehicles. Usually these vehicles were
marked patrol cars that provided attackers with a ready means of target acquisition and
identification. A breakdown of the locations at which victim officers were attacked appears in
Figure 2.

f Location Number Percent

In Vehicle 31 56.4
Proximate Vicinity of Vehicle [} 20.0
Exiting Vehicle 2 3.6
Inside Police Station 3 5.5
Entering Police Station 1 ‘ 1.8
In Police Jail Driveway 2 3.6
At University Entrance 2 3.6
Inside Residence I 1.8
Exiting Restaurant ] 1.8
In Parking Lot I 1.8
L TOTAL 55 99.9% ‘/)
*Rounding off individual figures causes fotal to be different from 100.0.

Figure 2
LOCATION OF VICTIM PERSCNNEL AT
TIME OF ATTACK

Day and Time

The largest number (eight) of the 32 ambush attack events occurred on Sunday; the smallest
number of events (one} took plice on Tuesday. With the exception of Tuesday and Friday, the
distribution of occurrence was remarkably even.



Weekday Number of Events

Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

Lnord bhouho— OO0

TOTAL 32

As indicated in Figure 3, all of the 32 ambush attack events were executed in the evening and
early morning hours, periods of limited visibility.

Ambush Sites
Twenty-six of the 32 ambush attacks occurred in buili-up urban areas; six occurred in rural areas.

Urban Areas. A small number of the events that occurred in urban areas took place in
comumercial locations; however, the majority of urban ambushes were conducted in residential
neighborhoods. Densely populated residential areas provided protection from police detection prior
to the initiation of the ambush, good fields of observations and fire, numerous covered and
concealed escape routes, and many opportunities for temporary refuge in the immediate vicinity of
the ambush site. In some residential arcas, the assailants were undoubtedly able to exploit prevailing
neighborhood hostility toward law enforcement agencies and personnel.

Rural Areas. Two ambush attack events happened on isolated roadways in sparsely populated
rural areas. One ambush took place on a state parkway adjucent to an exclusive neighborhood.
Another occurred at a rural residence. The other two events were located near police stations in
small rural communities.

Racial Tensions

Figure 4 shows the predominant racial composition of the population in areas surrcunding or
adjacent to the 32 ambush attack event sites.

The influence of racial devisiveness contributed to several ambush events. In these cases, race
hostility was directly identified as a motivating force in the psycliology of the assailant, or
indirectly evidenced in the generalty indifferent or hostile attitudes toward law enforcement
agencies and personnel that were apparent in the community. It should be noted, however, that law
enforcement personnel were apparently indiscriminantly targeted regardless of their race.

Nature of Attack

Several of the 32 ambush attack events were the result of premeditated plans conceived and

4
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Race Events
Number Percent

White 9 28.1

White-Black 5 15.6

Black 12 37.5

Black-Hispanic 4 i2.5

Hispanic 2 6.3

L TOTAL 32 100.0
Figure 4

RACIAL COMPOSITION OF AMBUSH ATTACK AREAS

implemented to inflict casualties among law enforcement personnel. These events were marked by
prior preparation and deliberate execution and were intended to kill police officers—in at least three
events, police officers personally known to the assailant—at carefully selected times and places. A
few attacks were clearly on-the-spot reactions to either the threat of police apprehension or
intrusion or the sight of an officer known to the assailant. It was not possible to determine the
exact instance or degree of prior planning and preparation in all of the ambush attack events
studied. It is probable, however, that most of these ambush events were hastily conceived and
implemented random assaults upon law enforcement personnel acquired as targets of opportunity
by persons whose direct, calculated intent was to kill or injure officers regardless of their identity,
race, or duty status.

All of the ambush events studied fell into one of three general categories:
® Sniping Attacks. Attacks by firearms at medium to long ranges from concealed positions.

® Direct Assaults. Attacks by firearms or other weapons at close range without effort at
concealment.

® Coordinated Attacks. Attacks by firearms at close range by two or more assailants from
preselected positions.

Sniping Attacks. On the basis of available evidence, 14 (43.8 percent) of the 32 events examined
in this study can be best described as sniping attacks. Sniping ambushes are characterized as brief
lying-in-wait attacks at medium to long ranges carried out by assailants firing from concealed
locations. The average number of rounds fired by snipers in these 14 events was 2.36 rounds per
event. A total of six rounds was fired in only two events. Frequently, the sniper fired only one



round before breaking off the attack; this happened in six of the 14 sniping attack events examined
in this study.

Approximate ranges are known or can be estimated for ten of the 14 events. The average range
was 93 vyards. The shortest range was approximately 13 yards; the longest range was almost 185
yards. Three sniping attacks for which figures are available occurred at ranges of 150 yards. Four
other sniping ambushes were initiated at ranges varying from slightly over 65 yards to 100 yards.
Two other sniping ambushes were carried out at ranges of from 30 yards to just under 65 yards. In
one of these sniping ambushes, the assailant chose to open fire at close contact. In this case, the
assailant was very well concealed and protected by his location within the darkened interior of an
industrial plant. He opened fire, shooting through a glass pane, at a range of approximately 13
yards, killing one of two officers standing in full view outside the building. Though the assailant
continued to fire at the surviving officer, he was so well hidden that even the muzzle flashes of his
weapon were not detected.

Sniping ambushes were executed against 25 (45.5 percent) of the 55 victim officers. Four (57.1
percent) of the seven victim officers who were killed died in sniping attack events. Four (20
percent) of the 20 victim officers suffering non-fatal injuries were wounded in sniping attacks.
Seventeen (60.7 percent) of the 28 officers who escaped injury were targeted by snipers.

Altogether, assailants conducting sniping ambushes killed I or injured eight (32 percent) of the
officers targeted; 68 percent of the victim officers escaped injury.

Only four (16 percent) of the 25 officers who were victims of sniping ambushes saw their
assailant during the attack and one of these officers was alerted by his senses prior to the attack.

Direct Assaults, Fourteen (43.8 percent) of the 32 ambush attack events in this sample can be
most accurately classified, on the basis of the information available, as direct assaulis. A direct
assault ambush attack is executed at close range by an assailant who makes little or no effort at
concealment, using the camouflage of an ordinary citizen conducting his normal daily affairs to
approach and surprise his unsuspecting victim. Several of these ambushes were conducted by simply
walking up to the victim officer. In one event, the assailant strolled from off the street into a police
station and began shooting at the desk officer. In other direct assault ambushes, the assailants were
occupants of private automobiles. As the car was driven past the victim officer, the assailants began
shooting. In one attack, the assailant exploded a fire bomb in the street and then attempted to run
down the investigating officers with an automobile.

Firearms were used by assailants in 12 of the 14 direct assault events. The average number of
rounds fired was three rounds per event. Direct assaults by assailants on foot tended to be the most
violently executed; seven (58.3 percent) of the 12 events conducted with firearms and initiated by
assailants operating on foot accounted for 28 (77.8 percent) of the 36 rounds expended by
assailants in direct assault ambush attack events. The greatest number of shots fired by an assailant
in any direct assault ambush event was nine rounds. In this case, the assailant was on foot and
shooting from his front porch at two approaching marked police vehicles.

Two direct assault ambush attacks did not involve firearms. In one event, previously noted, the



assailant employed an automobile. In the other, an assajlant armed with a knife stopped a
plainclothes special agent, cut his throat, and inflicted multiple stab wounds.

Known or estimated range figures are available for 11 of the 12 direct assault ambush attack
events conducted by firearms. The average range for these events was seven vards, or only 7.8
percent of the average range of 93 yards for sniping ambush attacks. The shortest range was under
one yard; the longest; 17 yards. Seven firearms attacks occurred at ranges of from 5 to 12 vards: an
additional two occurred at a range of three yards of less.

Direct assault ambushes were carried out against 21 (38.2 percent) of the 55 victim officers.
Three (42.9 percent) of the seven fatalities were killed in direct assault ambush attacks. Nine {45
percent) of the 20 injured officers were wounded by direct assault ambushes. And nine (32.1
percent) of the 28 officers ambushed who escaped injury were victims of direct assaults.

In sum, ambush assailants who carried out direct assaults against their victims killed three (14.3
percent) of their 21 victims, injured nine (42.9 percent), and were unsuccessful in attacks against
nine {42.9 percent) of other victim officers.

As could be expected. 20 (95.2 percent) of the 21 officers who were victims of direct assault
ambushes saw their assailants before or during the attack. None of those officers appear fo have
been suspicious of an impending deadly assault. The one officer who never saw his assailant was
lured to a parking lot, where he was shot in the back a number of times.

Coordinated Attacks. Four (12.5 percent) of the 32 ambush aftack events studied were
coordinated ambush attack events. A coordinated ambush attack is executed at close-range by two
or more assailants laying down crossfires from preselected firing positions. Coordinated ambush
attacks are the most violent of all forms of ambush. This is illustrated by brief summaries of the
four coordinated attacks. In one event a two-man patrol unit was attacked by assailants armed with
9mm automatic weapons. Sixteen rounds struck the target vehicle, waounding both officers before
the unit could clear the fire zone. In the second event, another two-man unit was attacked by
assailants armed with automatic weapons and at least one shotgun. In this case, the target vehicle
was temporarily immobilized in the fire zone and hit by 41 rounds. Here again both occupants of
the police vehicle were injured.

In the third coordinated ambush attack, two teenage assailants lured two unarmmed off-duty
officers into an alley where they fired two shotguns five times at their victims. Both officers were
struck and wounded. In the fourth coordinated ambush attack a two-man unit was struck by three
bullets as it proceeded into an intersection. The victim police officers lowered themselves in the
front seat and as the driver attempted to clear the fire zone, he lost control of the vehicle and
crashed into a tree. The assailants, armed with a rifle and handgun, continued to fire. Uninjured, the
officers left their vehicle: one officer charged towards one suspect while his partner pursued the
other. Numerous shots were fired by the officers at the ¢scaping suspects without apparent effect.
This was the only coordinated ambush attack in which the victim officers were not injured.
Although several rounds were fired by the assailants, the exact number is undetermined.

Known or estimated range figures for these ambush attacks indicate that the average range of
engagement was 8.5 yards, slightly in excess of the range for direct assault attacks and again greatly



below the average range of sniping attacks. Two attacks were initiated at ranges ol approximately
five yards, one at a range of slightly over seven yards, and one at a range of 17 yuards.

Fight (14.5 percent) of the 55 victim officers were subjected to ambush attacks. No fatalities
were inflicted by assailants in these events; however, six (30 percent) were wounded and two (7.1
pereent) escaped injury out of the 20 and 28 officers respectively. who were victims of all types of
ambush attacks.

In conclusion, assailants conducting coordinated ambush attacks killed none. injured 75 percent,
and failed te injure 25 percent of their victims. All of the victim officers saw their assailants: two
officers were wlerfed by their senses to the threat of an impending attack.

Entrapment

For the purpose of this study, entrapment ambushes are defined as those events in which the
assailant or assailants employed some ruse to hure the victim officers into a preselected fire zone.

On-Duty Officers. Twenty-seven (55.1 percent) of 49 on-duty victim officers were attacked
while they were simply performing the routine duties of their assignment. But 15 (30.6 percent) of
the on-duty victim officers were on dispatch at the time they were attacked, and seven (14.3
percent) were conducting on-view police activities when ambushed. Although two on-duty victim
officers, who were routinely performing their duties, happened by chance to drive through a fire
zone minutes after their assailunts had attempied to lure other officers into it, such entrupment
techniques were most frequently encountered by on-duty personnel wlhile on a call or handling an
on-view incident.

Six of the 15 victim officers on dispatch were responding to burghar alarms. [n one event, the
alarm was set off by an assailant who minutes before had killed a police cadet and injured a police
lieutenant at a different location. Two officers responded and one was immediately shot and killed.
It is impossible to determine if this alarm was set ofT accidentally while the assailant was seeking
temporary shelter or if the alarm was set off for the explicit purpose of drawing police officers to
the scene. In another event, four officers responded fo an alarm at a grocery store and upon
investigation discovered that no entry had been made. Minutes later these officers were fired upon
while in the immediate arca.

Four offlicers were on dispaich to serve warrants when ambushed. There was no evidence of
entrapment in these events. Three officers were dispatclied as a result of fraudulent telephone calls
that clearly indicated the use of entrapment techniques. In one event, a deputy sheriff on duty at a
county jail received a call from a man reporting a drunk on a highway. He drove to the location but
could not find anyone. As he was returning to his car, he was shot and injured by an assailant in a
passing automobile.

In the other event, an anonymous felephone call was received reporting a fictitious acci-
dent, luring two officers to an ambush site. The time was in the early morning hours, and,
according to the information given by the caller, the accident had occurred in a dead-end street
focated in a neighborhood noted for its anti-police sentiment. A two-man unit was dispatched to
that location where the officers were ambushed. No injuries were sustained in this event.



One officer was ambushed when he was dispatched to examine an area that had been the scene of
a previous sniping incident. Another officer was ambushed when he was dispatched to take a
“miscellanecus report.” In reality, however, a communications failure had occurred and the
“miscellaneous report™ concerned a sniping ambush, as this officer soon learned when he arrived at
the scene. Both officers escaped injury in these events.

Two of the seven on-duty officers ambushed while performing on-view police activities were
conducting traffic stops. Another officer was observing the occupants of a vehicle that had turned
into a deserted parking lot. Two other officers had just been assaulted by a group of youths
throwing bottles and were leaving the area when fired upon. There was no hard evidence of
entrapment in any of these events.

Two other officers ambushed while performing on-view police activities may have been the
victims of entrapment. In this event, a fire bomb was exploded in the street as the officers
approached in a two-man unit. When the officers halted their vehicle to investigate, an assailant
aftempted to run them down.

Off-Duty Officers. Four of the six off-duty officers ambushed were victims of entrapment
techniques. Though off-duty, three of these four officers were performing police functions when
shot. One officer was employed as a security guard in the parking lot of a bar and restaurant. As he
walked to confer with the manager, someone told him that he had left the lights of his personal
vehicle on. When he returned fo his vehicle, he was shot and killed from behind at close range.

Two other off-duty officers were lured to an ambush site by two teenagers. The officers had
previously interrupted their meal at a restaurant to issue a traffic citation to one of these youths.
After receiving the ticket the teenagers armed themselves, returned to the restaurant, broke into the
officers’ car, and stole the ticket book. The two youths then drove by at a high rate of speed as the
officers exifed the restaurant and discovered the theft. The officers then took up pursuit. The
teenagers turned into an alley, abandoned their vehicle, and shot the approaching officers with
shotguns, injuring both.

Another officer, an undercover agent, was driving to work when his automobile was struck lightly
in the rear by another vehicle. Apparently, the agent pulled over and stopped, and the operator of
the other vehicle approached the agent’s car from the rear, reached through the open left front
window, and stabbed his victim several times with a large knife. The assailant in this event had
previously identified the agent’s residence and on several occasions may have observed the agent as
he traveled to and from his place of employment.

Seli-Defense and Counterattack

In 11 (34.4 percent) of the 32 ambush incidents studied, victim police officers were able to use
their weapons in self-defense or counterattack. Thirty-seven shots were fired by 13 officers, with
seven (18.5 percent) known hits scored by two (15.4 percent) officers, One of the two officers
scoring hits was wounded prior to the time that he fired his weapon. One officer scored six hits
firing point blank at an assailant who continued his ambush attack even though he had just been
shot numerous times by other officers. The other officer, who was rated as an expert in firearms
proficiency, hit his assailant in the buttocks with one of two rounds fired.
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Fatalities. All of the seven law enforcement personnel killed were immediately rendered unable
to defend themselves.

Injuries. Only five of the 20 officers suffering non-fatal injuries returned fire, with the following
results:

o In two events, the victims were passengers in police vehicles that came under automatic
weapons fire. In one event, the police vehicle was driven several hundred feet before the
injured officer was able to fire two shols. 1n the second event, the police car was blocked by
other vehicles from clearing the fire zone. One shot was fired at the fleeing assaifants.

® In two other ambush attack events, the officer, wounded by a shot fired from & passing
vehicle, fired at the vehicle without apparent effect.

o In the fifth event, an officer was shot in the chest without warning. Although severely
wounded, this officer later managed to fire six shots, participating in the slaying of his
assailant.

Non-Injuries. In six events, eight officers who were ambushed, but not injured, retumed fire. In
one event, two officers fired at an assailant who had wounded z fellow officer. The assailant escaped
but was later killed by other officers. In three other events, the officer, alone and on foot, returned
the fire of his assailant without apparent effect. In a fifth event, two oflicers in a police vehicle were
fired upon by two assailants from opposite sides of a street. The vehicle struck a tree, and the
officers abandoned the automobile to pursue the suspects on foot, firing several shots without
apparent effect. In the sixth event, an off-duty officer was fired upon while driving his personal
automobile. The officer left his vehicle and fired two shots at his assailant, hitting him once. He
pursued the suspect to his home and, with the assistance of another officer, made an arrest without
resorting to further gunfire. Figure 5 contains selected data regarding the use of firearms by victim
officers.

Cover and Evasive Action

In many ambush attack events, law enforcement personnel did not use available cover and failed
o take effective evasive action when assaulted. Thesc officers needlessly exposed themselves to
death or serious injury in a variety of ways. In perhaps the most tragic instance of this kind, an
officer was shot and mortally wounded as he exited a police vehicle. His partner abandoned the
protection of the police vehicle and rushed to render aid. He was also shot and kitled. Unknown to
both officers, their assailant was shooting from a carefully selected firing position located to the
rear of the police vehicle. The officers’ actions placed them squarely in the ambusher’s line of fire.

In the ambush cases studied, police vehicles provided protection to their occupants in several
instances. In six events, the operator of the vehicle cleared the fire zone i a timely manner. In each
of these events, prompt and effective evasive action was made possible through immediate vehicle
mobility. The vehicle occupants also reduced their vulnerability by quickly lowering themselves into
their automobile’s interior.
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r Number Number Fired in Nu mbem

of Wounded of Fired Fired General of
Officers  Officer Shots at at Direction of Known
Event  Firing Firing Fired Assailant  Vehicle Assailant Hits
One 1 No 5 X
1 No f X
Two 1 No 3 X
Three I Yes 2 X
Four I Yes 1 X
Five I Nao 3 X
Six 1 No 5 X
1 No 2 X
Seven i Yes 1 X
Eight 1 Yes I X
Nine 1 No 3 X
Ten I No 2 X ]
Uleven 1 Yes 6 X ‘ 6 j
Figure 5

VICTIM PERSONNEL USE OF FIREARMS

VICTIM LAW ENFORCEMENT PERSONNEL

Geographic Distribution

The 55 victim officers were employed by law enforcement agencies located in 15 states and the
District of Columbia. Distribution by state is reflected in Figure 6. As indicated in Figure 7, over
half (54.5 percent) of the victims were from the Mid and South Atlantic regions.
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State Fatal Injury Non-Injury Total
New York G 5 14
California 2 6 8
Pennsylvania 2 1 3 6
Louisiana 2 1 I 4
Maryland i 3 4
Georgia 1 3 4
Kansas 3 3
Indiana 2 2
Tennesses 2 2
Minnesota 2 2
Massachusetts 1 1
[Hinois 1 1
Texas 1 1
West Virginia 1 ]
Mississippi 1 1
District of Columbia 1 1
L TOTAL 7 20 28 55
Figure 6

AMBUSH VICTIM DISTRIBUTION BY STATE

Agency Category

Members of municipal police departments were most often the victims ( 87.3 percent) of ambush
attack. However, the agency jurisdiction of the other victim officers suggests that no member of any

law enforcement agency is entirely immune from ambush attack.
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Geographic Ambush Victims W

Region
Percent of
National
Fatal Injury Non-Injury Total Total
New England 1 i 1.8
Connecticut, Maine, Massachusetts,
New Hampshire, Rhode Island, Vermont
Middle Atlantic 2 10 8 20 304
New Jersey, New Yorl, Pennsylvania
East North Central 1 2 3 5.5
lllinois, indiana, Michigan, Ohio,
Wisconsin
West North Central 2 3 5 9.1
lowa, Kansas, Minnesota, Missouri,
Nebraska, North Dakota, South Dakota
South Atlantic 4 6 10 18.2
Delaware, Florida, Georgia, Maryland,
Washington, D.C., North Carolina,
South Carolina, Virginia, West Virginia
East South Central ! 2 3 5.5
Alabama, Kentucky, Mississippi,
Tennessee
West South Central 3 1 1 5 9.1
Arkansas, Louisiana, Oklahoma, Texas
Mountain
Arizona, Colorado, ldaho, Montana,
Nevada, New Mexico, Utah, Wyoming
Pacific 2 6 8 14.5
Alaska, California, Hawaii, Oregon,
Waushington
TOTAL 7 20 28 55 100.1*
L*Rounding off individual figures causes totat to be different from 100.0. J

Figure 7
REPORTED AMBUSH VICTIMS BY REGION
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r Law Enforcement Ambush Victims w
Jurisdiction Population
Fatal Injury Non-Injury  Total

New York City, N.Y. 8,000,000 8 5 13
Los Angeles, Ca. 2,812,000 1 1
Philadelphia, Pa. 2,000,000 3 3
Houston, Tx. 1,233,000 | l 1
Baltimore, Md. 906,000 i 3 4
Washington, D.C. 780,000 i 1
Memphis, Tn. 665,000 2 2
New Orleans, La. 600,600 2 i 1 4
St. Paul, Minn. 310,000 2 2
Wichita, Ks. 275,000 3 3
Riverside, Ca. 146,000 6 6
Evansville, In. 141,000 2 2
Fall River, Ma. 98,000 1 1
Compton, Ca. 79,000 | 1
Attala County, Ms. 30,000 1 1
Upper Dublin, Pa. 21,000 1 |
Kennett Square, Pa. 5,000 2 2
Montgomery, W.V. 2,500 i 1
Lavonia, Ga. 2,000 1 3 4
Ilinois Bureau of

Investigation N/A 1 I
Long Island State

Parkway Police N/A 1 1

TOTAL 7 20 28 55

Figure 8
VICTIM PERSONNEL LAW ENFORCEMENT JURISDICTION POPULATIONS
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Agency Jursidiction Victim Personnel

Municipal 87.3%
County 9.1%
State 3.6%

100.0%

Jurisdiction Populations

As Figure 8 shows, the populations of law enforcement jurisdictions in which officers were
attacked from ambush ranged from the most heavily populated urban centers in the United States
to small country towns having less than 3,000 inhabitants.

Rank or Position

The 55 ambush victims reflected varying law enforcement job classifications and levels of
authority as indicated in Figure 9.

Victim Rank or Status  Killed Injured Non-Casualties Total

Police Officers 5 14 24 43
Police Cadet i 1
State Investigator I |

J
—
(¥%]

Sheriff’s Deputies

3]
]

Lieutenants

Sergeants 2 2
Reserve Deputies 2 2
Police Chief 1 I
L TOTAL 7 20 28 55
Figure 9
VICTIM RANK OR STATUS

Duty Status and Dress

The great majority of ambushed law enforcement personnel were on duty (89.1 percent) and in
uniform (83.6 percent) at the time of the attack.
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Duty Status Dress

Uniform Plainclothes

On-Duty 46 3
Off-Duty 1 5
TOTAL 47 8

On-Duty/In Uniform. Among the 46 officers on-duty and in uniform, six were killed and 17
were wounded; the remainder (50 percent) escaped injury.

Off-Duty/In Uniform. One officer, who was off-duty but in uniform, was shot and killed in the
parking lot of the restaurant where he was employed.

Off-Duty/Plainclothes. One of the five off-duty plainclothes officers was riding in a patrol car
driven by a uniformed officer when he was struck by a bullet. A second off-duty officer in
plainclothes was driving his own vehicle when fired upon; he was not injured. Two off-duty officers
in plainclothes were wounded by shotgun fire when they drove a private car into a dead end streel
while chasing two youths that they had recently cited for a traffic violation. A fifth off-duty officer
in plainclothes, an undercover agent, was ambushed and killed by a man he had previously arrested.

On-Duty/Plainclothes. One on-duty officer dressed in plainclothes was in an unmarked vehicle
providing backup protection for two uniformed officers conducting a traffic investigation when
shot and wounded by an unknown assailani. The two other on-duty officers wearing plainclothes
had completed their tour as an anti-ambush backup unit and were refuming to their station house in
an unmarked vehicle when they were fired upon by a man who recognized them as policemen. They
were not injured.

Duty Assignments

Forty-nine on-duty law enforcement personnel were attacked while performing a wide variety of
activities. The largest number of victim officers reflected routine motor patrol assignments, but
attacks were also conducted against officers detailed to duty on fixed posts or on foot patrol, as
summarized in Figure 10.

Age

The average age of law enforcement personnel kilied was 28 years, 11 months, and 16 days. The
youngest fatality was a 19 year-old police cadet, less than 3 weeks short of his 20th birthday: the
oldest, 2 38 year-old suburban police officer. The average age of personnel suffering non-fatal
injuries was 32 years, 8 months, and 16 days. The youngest, a 22 year-old municipal police officer;
the oldest, a 50 year-old sergeant of a large urban police force. The average age of personnel
escaping injury was 29 years, | month, and 23 days. The youngest was a 21 year-old reserve deputy
sheriff: the oldest a 55 year-old chief of a small rurat department.

17



involved in a large variety of other violent criminal activities: the planning and execution of
i . . ~
numerous bank holdups as well as ambush attacks against police officers.

Prior to its neutralization in 1973, the notoriety that this group rteceived created fear and
apprehension among law enforcement personnel and citizens alike. Reports by investigating agencies
and available evidence on the extensive activities of the Black Liberation Army (BLA) in one major
urban area revealed many facts dispelling some of the rumors and mystique associated with this
group:

e There were not more than 25 to 30 hard core members in the Black Liberation Army.
® Associates or sympathizers numbered approximately 75 persons.

® The criminal acts attributable to this group were largely committed by ten to 15 members of
the hard core group.

@ Although a fringe element ol associates or sympathizers could have been involved, this same
hard core nucleus formed a “flying squad”™ that traveled to other cities to commit crimes,
including ambush attacks of police officers.

e The Black Liberation Army mainly consisted of former and present members of the Black
Panther Party. These persons were members of a faction driven underground as a result of their
criminal acts. In addition to ambush attacks, these individuals carried out bank robberies,
holdups, assaults, larcenies, and murders.

e Although their garbled ideology demonstrated Marxist influence, there were no known
members of the American Communist Party in the Black Liberation Army,

e Evidence indicated that the BLA group obtained weapons by purchase in various parts of the
country, by robbing gun stores and armories, and by attacking armed law enforcement
personnel. 1t is also believed that some arms were acquired from returning Vietnam veterans.

Weapons Employed

Assailants used a wide variety of weapons in the 32 ambush attack events under examination
ranging from a knife to a 12 gauge shotgun. The most common weapons employed were .22 caliber
handguns (6) and .22 caliber rifles (4). Weapon caliber was confirmed by actual recovery of the
weapon, by analysis of the spent shell cases found at the scene of the ambush, and by analysis of
bullets removed from the victims. The following list categorizes the type and number of weapons
used:

BB or Peilet gun

.22 caliber handguns

.22 caliber rifles

.223 caliber semi-automatic rifle
.25 caliber ACP

.32 caliber handgun

.38 Special caliber handgun

L A B O B o
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9mm automatic SMG
44 Magnum carbine
.308 FN rifle

410 shotgun

20 gauge shotgun

12 gauge shotgun
Knife

Aufomobile

et et ik fo ) b e s ()

In addition, other estimated calibers or types of weapons employed by assailants were reported
by victims and witnesses to consist of:

Unknown weapon/caliber
Rifle, heavy caliber unknown
Large caliber handgun

$mall caliber handgun/rifle

o= D



Number of K Provi .

Number | Number of | Number of | Officers How A Heiaht Bui “EUW“. re"l‘fg-'_s H'SE:D’V of

Assigned Officers Officers Non- Apprehended Age ace gig uild maotianal Disturbance

Suspect Killed Injured Casualties

One 2 1 1 Killed 23 Black 57" Slender Unsuitahility discharge from mili-
tary service because of character
and behavior disorder.

Two 2 ) 0 Arrested 28 White 57 Medium None

Three 1 0 0 Arrested 25 White 5 5" Medium None

Four 1 a 0 Arrested 25 White 6" D" Medium Unconfirmed reports af alteration
in behavior patterns attributed to
narcotics.

Five 1 0 0 Arrested 25 Black 5 QK Slender Dishonorabie discharge from miti-
1ary service. Psychiatric diagnosis
chronic, severe passive aggressive
personality with manifested
hastility.

Six ¢ 1 3 Shat and 55 Black 511 Medium Committed seven times to hospitals

Kitled possifxly for mental illness.

Seven o 1 v Shot and 22 White g 2" Stender None

Arrested
Eight Arrested 17 White 5 g” Medium Nanre
- 0 2 0

Nine Arrested 15 White 75" Medium None

Ten 0 3 o Killed 25 White 5 g Stender None

Eleven 0 o 2 Arrested 38 Black 5 10" Medium None

Twelve 0 4] 2 Arrested 33 Black 5'g" Medium None

Thirteen 0 a 1 Shat and 18 Black 6 0" Medium None

Arrested
Fourteen Arrested 17 Black 56" Small None
0 Q 2
Fifteen Arrested 19 Black 5 7" Small Nane
Figure 11

CHARACTERISTICS OF AMBUSH SUSPECTS APPREHENDED OR KILLED

3




Prier Criminal Activity Weapon Circumstances of Motive for Ambush Attack
Used Ambush Attack
44 Cal. Unprovaked attacl of twe officers | Racial hatrads developed while in
Mo Arrest Record . L . o . " ..
Magnum at police jail - lying in wail for two | military service. "My death lies in
Carbine afficers respanding to burglar the bloody death of racist pigs, and
alarm. political power comes from the
barrel of a gun.”
Arrest Record including Burglary, Larceny, Receiving .308 Cal. Fired from carefully selected Had declared to magistrate that he
Stolen Goods, and Interstate Transpertation of Stalen Rifle position in rear of police siatian, would kitl one of the victim officers
Mator Vehicles. ’ because af alleged harassment.
Arrest Record including Drunk and Disorderly Conduct, .38 Cal. Approached officer in one-man Motive Unknown,
Assault and Battery, Robhery, Auto Theft, and Narcaotics. Revolver patroi car, drew weapon and
Awaiting Trial on Drug Charges. emptied cylinder.
Arrest Record including Destruction of Property, Possesion Knife Halted officer in unmarked police | Had threatened to bomb officer’s
of Liquor, Disarderly Conduct, and Sale of Marijuana. vehicle and attacked without house in retaliation for previous
Awaiting Trial on Drug Charges. warning. arrest on narcotics of fense.
Arrest Record including Shoptifting, Theft, Burglary, .38 Cal. Re- Fired from close range at officer Mative Unknown,
Interstate Transportation of Stolen Motor Vehicie, and valver standing in parking lot.
Aggravated Assault; |al'so suspected of Murder, 22 Cal. Re-
valver
MNao Arrest Record .22 Cal. Fired upon officers approaching Motive Unknewn. Paossibly in
Revalver residence in vehicles to serve state of extreme mental agitation.
warrant.
No Arrest Recard 410 Ga. Sneaked up stairs, obrained gun, | victim officer was participating
Shotgun fired without warning down in arrest of suspect’s friend.
haliway.
Arrest Record including Destruction of Property, .20 Ga.
Disarderly Conduct, Assault, Possession of Marijuana, Shotgun
Auto Theft, and Larceny. Lured officers to alley and opened | Officers had previously issued a
R . . i sraific gitation o one of the
Arrest Record including Destruction of Property, 20 Ga. fire. sUS :zcts o
Tampering with an Automobite, and Larceny. Shotgun P :
No Arrest Record 22 Cal. Entered police station and began Mative Unknawn,
Revolver shooting,
.38 Special

Cal. Revolver

Arrest Record including Larceny, Gambling, Possession

Fired at two plainclethes officers

Marive Unlcnown,

.32 Cal. . : :
and Saie of Heroin, Passession of Firearms, and Resisting Revolver in passing unmarked vehicle,
Arrest,
Arrest Record including Burglary, Larceny, Criminal Molotov Expladed f|rebumb,.artempted tfn Mative Unknown.
Cocktail and run down officers with automobile.

Trespassing, Assault, and Resisting Arrest,

Automaobiie

Arrest Recard including Burgiary, Assault, Vandalism, .32 Cal. Fired at off-duiy officer stopped Victim efficer had previously
Disorderly Conduct, and Possession of a Firearm. - Revolver at traffic light in private vehicle. arrested fellow gang member for
armed yobbery.

Arrest Record including Vandalism, Trespassing, Disar-
derly Conduct, Burglary, Larceny, Robbery, and Aggravated
Assault and Battery. On Probation,

22 Cal. Rifle Fired from high rise apartment Claimed to have fired withaut
Arrest Record including Vandalism, Disorderty Conduct, building at officers in street below. |any reason.
Larceny Of Auto, Arson, Burglary, and Assault and
Battery. On Prohation.

—
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SECTION TWO

AMBUSH COUNTERMEASURES

INTRODUCTION

Most ambush attacks against police personnel are conceived and executed by individuals,
generally acting alone without ties to criminal organizations or other groups. In some instances, a
police officer known to the assailant is selectively identified, but the majority of attacks appear to
be random occurrences—indiscriminant assaults triggered simply by the sight of a police uniform or
vehicle. Although ideology and deviant social attitudes are sometimes decisive, motives for ambush
attacks are frequently difficult to identify and often are known only to the assailants.

Times, places, configurations, and methods of ambush attacks frequently do not evidence any
readily suggested common denominators: almost anyone, even females and juveniles, can
successfully ambush a police officer. An ambush attack, whether elaborately or hastily planned and
executed, can be carried out without difficult, time consuming, or complex preparation: no special
skills are required. The means and opportunity to carry out a deadly assault against a police officer
are generally readily at hand. A suitable weapon is easily procured and concealed on or about the
person. Targets are easily recognized and potential victims can usually be approached in a
straightforward manner; or, where necessary, hidden or inconspicuous firing positions can be
located and occupied without real fear of interference, and movement to and from the ambush site
by foot or automobile can be accomplished without atfracting suspicion.

Even a well-planned and coordinated attack need involve only two armed gunman standing
casually on a busy street. Predictable recurring patterns of behavior and physical circumstances that
could be identified and isolated as reliable indicators of an assailant personality or ambush attack
probability are largely nonexistent. Thus, effective prevention or defense against ambush attacks is
extremely difficult.

The problem of ambush countermeasures is further complicated by the nature of police work.
Officers must provide service to all sectors of the commurity. They deal, for the most part, with
people and to be effective, the law enforcement officer is required to remain in close, continuous
contact with the public and move aggressively from place to place wherever police presence and
assistance are needed.

Although the police officer must be prepared, he cannot adopt an overly defensive posture of
extreme caution and still perform his mission. Nor, for that matter, are police officers inclined to do
so. Most officers realize that only a very small percentage of the population pose a threat for
executing an ambush attack, and officers generally are determined that concern about ambush
attack will not be permitted to obstruct the complete and satisfactory performance of the police
mission,

For these reasons, such simplistic solutions to the problem as providing a bullet proof

environment to the police officer—assuming for the moment that it is technologically or
procedurally possible—are quickly exposed as no solutions at all. Similarly, the design and
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implementation of highly specialized and constricting tactics, the procurement of an inventory of
threat-unique equipment, and the intensive training of law enforcement personnel in the use of such
tactics and equipment is no final solution. Such a narrow approach ignores the critical realities of
police funding, staffing, deployment and, most important of all, the real requirements of
operational conditions in the everyday policing of the modern community.

To be practical and productive, tactics, equipment, and training for ambush countermeasures
must complement the requirements of the total law enforcement mission and the effective
procedures for accomplishing that mission. Fortunately, defense against ambush can realistically be
approached through the application of conventional law enforcement capabilities and resources in
tactics, equipment, and training that are, for the most part, now at hand or readily available. In
most instances, the application and refinement of standing operational procedures and tactics, the
proper employment of items of police equipment now in inventory, and, especially, the orientation
of current training programs to include the problem of ambush attack should produce a substantial
measure of risk reduction.

Sound tactics and procedures backed by adequate equipment and good training can reduce risks
from the threat of ambush attack. A straightforward common sense approach to the problem will
produce a number of new and improved policies, procedures, and tactics that will increase the
protection of law enforcement personnel and assist them in defending against the ambush attack.

The following discussion is based upon interviews with experienced and knowledgeable police
officers, many of whom were involved in ambush attacks: a search, review, and analysis of recent
ambush attacks: and a survey and evaluation of practical law enforcement technology. It considers
the opportunities for risk reduction in such critical areas as leadership, community relations,
individual alertness, minimization of exposure, off-duty employment policies, the K-9 dog,
intelligence,. defense against entrapment, evasive action and self-defense, communications, patrol
vehicle manning, back-up vehicles, and wounded officer rescue. Its purpose is to present a general
framework for problem solving from which law enforcement agencies can develop and refine
specific procedures and tactics to fit their particular needs.

LEADERSHIP AND POLICY FORMULATION

No other expression of human violence has such immediate and drastic effect upon the morale of
law enforcement personnel as the ambush attack. The law enforcement officer expects and accepts
the threat of bodily injury as an ever present hazard of the normal, daily duties of his vocation. He
knows that from time to time he may have to use lawful force to protect his community from
criminal activitics and that others may seek to employ violence against him to thwart his efforts.
The prospect of mecurring harm in the line of duty is regarded by most officers as an inherent part
of the police role.

Such is not the case with an ambush attack. The police officer does not expect, nor can he
readily accept, the threat of being purposely killed or severely injured by unknown assailants
executing an attack by total surprise. Nor can he readily cope with the threat of being singled out
and attacked at any moment for no other reason than the wearing of a police uniform. The
suddenness, the deliberate malice, and the calculated unpredictability of the ambush attack sharply
distinguishes its psychological effect from the kind of incoherent and disorderly, but immediately
event-related, violence which most experienced law enforcement officers have come to expect.
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[nvariably, the threat of ambush attack, if permitted to freely influence the imagination, will
produce fear, tension, and suspicion. The officer may come to imagine that he is a member of an
occupying army in a hostile land, and his behavior is apt to reflect this attitude.

This kind of adverse reaction was very evident among the personnel of two large urban
departments visited by the IACP Casualty Analysis stafT. Several ambush attacks had occurred in
these jurisdictions and many officers were convinced that they were the targets ol highly organized
and tightly disciplined conspiracies of national scope. Obviously, this common belief, which in large
part remained unchecked for considerable periods of time, created a volatile operational situation.
Even a single, ineffectual ambush attack can evoke widespread apprehension. In one of the 372
events examined in this study, an assailant fired at and slightly wounded an officer driving a
one-man unit. Many of this agency’s patrolmen immediately armed themselves with their own
unauthorized rifles and shotguns. There can be little doubt that the dramatic emotional climates
produced in these departments by ambush attacks were contrary to the requirements of effective
police operations and posed severe problems to both the faw enforcement agencies and the
communities they served.

Though policies, procedures, and tactics for ambush defense will vary in part as the situation
warrants, an objective informed assessment of the realities of the problem must serve as the
common denominator of all management responses wherever they are developed and implemented.
Police leaders cannot allow themselves to become captives of the problem of ambush attack. They
must observe, evaluate, and take realistic steps to deal with problems at hand and this is not often
an easy task. Law enforcement managers and supervisory personnel must recognize the anxieties of
their subordinates on the one hand, while on the other hand, must avoid needless posturing. The
forceful presentation and supervision of practical, well thought-out measures and means for ambush
attack defense is a prime goal of productive leadership.

The Management Response

The crippling psychological environment often created by the threat of ambush attack can be
mel and countered by positive leadership. Inaction will be perceived as a lack of concern and this
can sirike a heavy blow to the morale of an entire agency or department. In the policeman’s eyes,
his superiors should react to threats to the safety of personnal and lead all endeavors toward risk
reduction, Though they do not seck paternalism, police officers generally expect and respond to
positive, confident leadership from their superiors, and leaders must respond to this expectation.
Their actions can help maintain perspective, preserve morale, and limit the risk of ambush attack.

Police officers expect that unprovoked attacks against members of their agency will be
considered exceptional events and pursued appropriately. Because of the social and organizational
implications of ambush attacks, most police executives will elect to respond to such events with a
balanced but vigorous effort to identify and apprehend assailants. Where arrests are made, the
effective police leader will take or initiate those steps necessary to sce that police ambush assailants
are promptly and fairly prosecuted. Every law enforcement agency should closely monitor the
disposition of ambush assailants in the criminal Justice system to insure that these individuals are
being appropriately processed and to detect patterns of disposition that may require or suggest
further action by the police executive. This is an especially important task, for if suspects who have
-been apprehended escape punishment through lack of vigorous prosecution or inadequate penal
sanctions, police morale is likely to be damaged.



Where departments are faced with a rash of non-injury ambush incidents, it may be necessary for
the police leadership to develop and execute a positive program to convince the public and the
remainder of the criminal justice community of the seriousness of such events.

While the foregoing reactive measures are an important part of the responsibility of the law
enforcement leader, even more vital are those steps that evidence interest and concern before the
fact. Law enforcement managers and supervisory personnel can most effectively demonstrate their
concern through the development and implementation of effective policies, procedures, and tactics
for ambush defense. Sound expertise must be applied immediately to this pressing task, for there
are likely to be many others anxious to seize the initiative and attempt to establish their own, often
hasty and ill-advised, recommendations regarding what must be done to defend against ambush
attacks. Indeed it is often true that after the dramatic execution of a serious ambush attack, there is
a rush to be heard by the media, organized private groups, professional associations, elected public
officials and others. If the urgency of the situation is not defused by the business-like dissemination
of persuasive and authoritative policies, procedures, and tactical instructions by responsible law
enforcement officials, a needless and unwarranted atmosphere of crises may result. Not only will
this contribute to the decay of police morale, but it is also likely to increase friction and tension
within the community.

The Role of the Community

Good comimunity relations, one of the major responsibilities of the police executive, are
especially important in the context of ambush countermeasures. Isolated instances of excessive
force, callousness, discourtesy, petty corruption, or similar acts of poor judgment distort rapport
with the community. Recurring conduct of this kind can, if allowed to confinue, sever the

community from its police force. When the police and their community do not work together, the
safety of all police officers is needlessly jeopardized.

If the public becomes hostile, wary, or indifferent to the police presence, the objective of the
potential assailant is facilitated. In a few instances, ambush attacks against law enforcement
personnel have undoubtedly received active encouragement or at least tacit approval by people in
the community. When this occurs, the assailant may continue to commit attacks, or stimulate
others to imitate his example. If the community does not actively support the assailant, it may
nevertheless tolerate his activities and fail to assist law enforcement personnel. This robs the police
officer of friendly eyes and ears and allows the assailant to operate without real fear of hindrance or
interference from neighbors, bystanders, and witnesses.

Good community relations, a very important and useful facet of the everyday law enforcement
fmission, can aid in deterring potential ambush assailants. A cooperative community with confidence
in, and respect for, its law enforcement personnel is a decidedly adverse setting for many kinds of
ambush attacks. The opportunities for detection and apprehension of the assailant are increased, as
are the chances of his attack being spoiled. If the community is sympathetic to the police and the
assailant is a local resident, many of the tactical advantages of operating in home territory become
disadvantages. For example, in a community hostile to the police, the assailant may carry on his
preparations with relative impunity because he is known to other residents, but in a community
that it sympathetic to the police, the many residents who know the assailant, and can therefore
readily identify him, represent a continuing danger. Faced with an environment that is hostile to
him, rather than to the police, the would-be assailant, if capable of rational calculation, may be
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dissuaded from his purpose altogether or forced to relocate to an unfamiliar area where his lack of
knowledge of the neighborhood and local conditions may reduce the opportunities for a successful
ambush attack.

Though it is sometimes difficult to establish a direct and obvious correlation between good
community relations and the frequency of ambush attacks, law enforcement managers and
supervisory personnel must continue to impress upon all officers the importance of good rapport
with the community. Hollow exhortations are not adequate. The many tangible benefits that accrue
from good cooperation between the community and its police force must be pointed out to every
officer. Not the least of these dividends is increased individual safety from ambush attacks.

FIELD OPERATIONS

Most ambush attacks are carried out against patrol and investigative personnel in the field. While
target hardening of police vehicles and facilities may be indicated in some jurisdictions, the greatest
potential for risk reduction lies in iniproved preventive and reactive field procedures and tactics.

Avoiding the Ambush

Individual Alertness. The best defense against ambush attack is often the alert use of the senses
prior to the attack. A watchful officer has a good chance of detecting possible ambush attack
situations and is thereby able to seize the initiative and take appropriate action to avoid, deter, or
neutralize his attacker. A complacent officer has a good chance of becoming a casualty.

The officer should know and observe his territory. The application of normal powers of
perception and reasoning, reinforced by accumulated professional experience and knowledge of
individuals, events, and things can produce an “early warning” that signifies a need to be wary. A
few of the officers who were victims of the ambush attacks analyzed in this study vaguely sensed
something amiss prior to the attuck, but almost all failed to respond quickly to the danger signals
they perceived.

In only one event did the officers become actively suspicious and take appropriate action.
Officers can be alerted by a vadety of stimuli. In one attempted ambush, the officer’s knowledge of
his patrol area and the usual activities of its inhabitants combined with a quick sensory reading of
his immediate surroundings enabled him to spoil the attack of an assailant lving in wait:

A foot patrolman turned a corner and entered 2 block that was normally, at that hour, filled
with people escaping the summer heat of their homes. The officer instantly became aware of
the absence of noise and a quick glance revealed the street was deserted. The officer, who
usually patrolled about a foot from the curb to better observe the interiors of doorways,
entered the recess of one of the doorways he had just inspected and radioed his dispatcher,
relaying his suspicions and requesting a patrol car inspection of the block. His request was
filled and the inspection was made with negative results.

The officer was called back to headquarters and a two-man patrol was instituted in the area
for the baiance of the evening. Several days later the officer learned from an informant that a
young man he had previously arrested had boasted that he was planning to kill the officer that
evening as the officer patrolled that particular block. This was confirmed by the suspect
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himself when he was later arrested, He admitted he had observed the officer enter the block
and was puzzled when the officer left his view. When he observed the patrol car slowly cruise
the street and pick up the officer, he abandoned his assault plan,

In an ambush attack that occurred outside of the time frame under consideration in this study,
the behavior and appearance of an individual provided the tip-off to an impending attack that
enabled an officer to take prompt evasive action:

An officer reported that he had observed a suspicious looking individual lounging near a
tree. After passing the man, his suspicions aroused, the officer glanced at his side view mirror
just as the man raised a rifle. In a reflex action, the officer stepped on his accelerator as his rear
window shattered. The rapid departure generated by his glance inte the rear view mirror may
have denied his assailant a second or third shot.

Officers must discipline themselves to be alert at all times and in any circumstances. A keen
awareness of the environment is one of the most important steps the individual officer can take to
reduce his risk of ambush attack: the use of the senses is the first and most critical link in the
protective chain. This fact must be constantly stressed to the inexperienced officer.

In addition to being constantly alert to his environment, the field officer can also recognize and
attempt to minimize his vulnerability or exposure. The times and places at which officers are likely
to be found on a regular basis greatly simplify the assailant’s target acquisition and increase the
possibility of ambush attack. Police stations and places where coffee breaks are taleen provide
excellent opportunities for target engagement. An officer standing under a street light while issuing
1 citation to a traffic violator or walking a regular night foot patrol, in which the officer is
frequently sithouetted against lighted display windows, are other instances of increased exposure.

The marked patrol car has a similar vulnerability in signalling the presence and location of police
officers. Officers assigned to patrol cars are almost always in or near their automobile. Moreover,
the increased mobility of the car brings it and its occupants under observation by large numbers of
people. If regular routes are followed, the danger increases even more.

The practice of making regular stops in patrol vehicles is extremely dangerous, and this is
especially true if well illuminated parking spots are chosen. For example, in one of the ambush
attack events examined in this study, the victim officers were following a “high visibility”
departmental policy that made them particularly vulnerable to an assailant. This ambush occurred
in a high crime area where all uniformed personnel had been instructed by their supervisors to
maintain an obvious presence. Officers assigned to patrol vehicles had been advised to park in
conspicuous locations at night when writing reports. In accordance with this policy, two officers
parked at a lighted intersection while a third officer, who was on foot patrol, entered the vehicle to
write a report. This parking location, next to a higlrrise apartment building, had been used by
police units many times before. Obviously, any potential ambush assailant could have expected that
this location would be used again, and good street lighting made this a particularly inviting spot at
which to execute a lying-in-wait sniping ambush. These officers were attacked by an assailant firing
a small caliber weapon at a range of approximately 200 feet. One officer was injured in this event.

These kinds of exposure are the inevitable outcome of nmormal police operations, and it is
unrealistic to imagine that they can all be eliminated. Obviously, police stations cannot be done
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away with; there are good reasons for stopping a traffic violator under a street light or for
encouraging a high visibility show of presence in high crime areas; police officers must patrol
commercial districts; and the marked patrol car is an integral part of modem police operations. The
informed exercise of caution can, however, reduce the risks inherent in such situations. Officers
must be aware that they are vulnerable to ambush attack and that vulnerability increases in
situations of high visibility whenever and wherever officers congregate, regularly appear, or remain
for any length of time. Although none of the ambush events during the period covered by this
report involved explosives, an earlier publication by the IACP pointed out the importance of target
patterning in such attacks.’

When investigating service calls, officers must avoid the complacency that frequently develops in
routine situations. Many potential fire zones or possible assailant locations can be identified by the
officer if he pauses briefly to make a survey of the scene. As indicated in Figures 12 and 13, the
alert officer can also quickly determine what cover and concealment is available, the best protected
approach to and from the scene, and the existence of possible escape routes and positions of refuge
that can be used to achieve sufety if fired upon. Having done this, the officer can evaluate his
situation and then plan and curry out a course of action calculated to reduce his vulnerability to
ambush attack without hindering the performance of his duties, Again, the key is the exercise of
informed caution.

Defense Against Entrapment. Ambushes initiated through the use of entrapment techniques are
frequently the most dangerous of all ambush attacks. These techniques, however, are stimple and
easily detected by experienced personnel, and usually succeed only when officers have failed to be
alert and use common sense caution. There are several things a potential victim officer can do to
avoid being lured into a fire zone:

Expect the Unexpected When responding to any call or on-view occurrence, law
enforcement personnel must be psychologically prepared for an unprovoked attack. Proper
mental preparation can be a life-saver. Fven the most ordinary and innocuous occurrence must
be approached with caution. Some degree of the officer’s powers of observation and
concentration must be always “reserved’” to detect and defend against a surprise attack.

Suspect the Unusual, Entrapment techniques are often clumsy and not well thought-out.
Anonymous complaints or calls reporting incidents at odd hours or out-of-the-way places that
require the dispatch of law enforcement personnel to the scene should instantly sound a
danger signal. Often such calls can be defeated through good complaint and communications
procedures. Officers or complaint clerks who take service calls should always ask for a
call-back number. If the caller refuses to give a call-back number, this fact should be reported
to the officer(s) assigned the call. If the caller gives a call-back number, this number should be
verified and the officers should be promptly informed. If the caller gives a call-back number
but explains that he cannot remain at the phone, this should also be reported to the officers
who are assigned the call,

2IACP—NBDC Technical Bulletin 3-70, Entrapment Bombing Technigues qnd Tactics, C. R. Newhouser. See Appendix B,
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Figure 12
POSSIBLE EMERGENCY LOCATIONS FOR CONCEALMENT OR
COVER IN RESIDENTIAL AREA

When a fradulent call is detected, personnel must be alert for similar calls reporting lictitious
events in the same area. If a pattern is detected, this should be immediately communicated to
field personnel. Procedures should be developed and implemented to insure that information
regarding fraudulent calls is not lost when watches are changed.

When individuals act suspiciously or actually carry out criminal activities in an overt manner
in full view of u police officer, the officer should be forewarned. Abusive language or harassing
activities directed at an officer by un individual who then turns and flees with little or no
attempt to escape the officer’s line of sight are also an immediate cause for alarm. Officers
must also recognize that females or juveniles may be used to entrap officers. Any incident
calling for a law enforcement response that is suspicious on its face or rings false to everyday
police experience should be viewed as a possible entrapment technique.

Stop, Look, and Listen. The officer should look and listen before he acts. Even the most
carefully planned ambush attack can ofien be detected by an alert officer before he enters the
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Figure 13
POSSIBLE EMERGENCY LOCATIONS FOR CONCEALMENT OR
COVER IN COMMERCIAL AREA

fire zone, provided that he gives himself the opportunity to do so. This is very difficult to do
for some officers who are victims of an entrapment, The attention of officers en route to a call
is too often focused exclusively in anticipation of what has been reported to them by their
dispatcher. These officers expect to find a burglary, a prowler, or an accident. Preoccupied as
they are, they seldom consider the possibility of an ambush attack. Officers who encounter an
on-view incident arc equally likely to ignore the possibility of ambush: these officers focus
their attention upon what is actually occurring before their eyes. In either instance, because the
officer thinks he knows what is happening, his first impulse is not to stop, look, and listen, but
to act, This can be a Fatal mistake.

There are danger signals peculiar to most incidents that can be perceived and acted upon to
thwart entrapment. For example, when dispatched to investigate a reported burglary at a
residence, the officer should note if the lights of the residence are on or off before he
approaches (oo closely. If the lights are off and it is late at night, it is possible that the call was
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fraudulent and that the officer may walk into an ambush. Il the officer is dispatched o a
reported street robbery or called to infervene in a disturbance. the officer should look to see if
people are gathered around. Since inecidents such as these often atfract curious on-loolkers,
iheir absence may indicate that the reporl was an attempt Lo lure the officer into prepared fire
sone. Most matters commonly requiring police action often exhibit patterns or characteristics
as to scene and activity. Law enforcement personnel must know these patterns and react with
extreme caution if their senses tell them something is missing or out of place. But even il
everything fits, officers must still remain cautious, for an assailant may have exploited the
chance discovery of a real incident, such as a drunk lying in the strect, in order to summon
police officers to the scene with the least risk of giving forewarning. It is also possibie that the
event may have been carefully staged.

When in Doubt, Call for Assistance. 1t Tor any reason an officer becomes suspicious or
alarmed, he should request help before proceeding. This is a cardinal rule in reducing risks
from all fypes of assaults, and is especially valuable in reducing risks from the threat of ambush
attack. The assailant who uses an enfrapment technigue generally attempts to operate within i
struciured scheme directed toward engaging one or two officers at a carefully plotted time and
place. It is usually not his intention to engage in a prolonged fire fight. Nothing can be more
disconcerting to his plans than to encounter several alert officers acting in accordance with
sood risk reduction procedures. 5 these circumstances, most assailants, except those who are
seeking setf-destruction, will abort their attempt and think only ol escape.

Manning of Patrol Vehicles. The constant debate as to whether to employ one or two-man
patrol vehicles increases where the incidence or threat of ambush attacks is greatest. The
“cost-effectiveness” of one-man units is generally superior since they provide for better manpower
distribution and thus more protection for the public. Maximum police service for the number of
available personnel is an important objective for police departments, but one which few
administrators feel is sufficiently realized.

Officer safety is another factor to be considered in the manning of patrol vehicles. Uniform
Crime Report statistics, reproduced in Figure 14, show that a higher percentage of officers are
injured when assigned to two-man vehicles. Although. this would appear to support a one-man
vehicle operation, it must be assumed that there are more two-men units assigned to areas where
more violence is expected, thus making the incidence of exposure greater for the two-man unit. This
is especially true in large urban jurisdictions where the most violent crimes are committed. Had
these responses to calls in high-crime areas been made in one-man vehicles, the casualty rate would
no doubt be much higher.

Despite the Uniform Crime Report statistics, many police officers feel the best possible
protection both for the public and for themselves would be accomplished by the use of two-man
units. They reason that the driver of a police car must devote at least one-half of his active visual
surveillance time to the movement of the car; thus, an officer in a one-man car cannot observe his
environment to any great extent. In a two-man car, the driver may devote almost full time attention
to traffic conditions, while the second man has the opportunity for full time surveillance of the
environment.

Viewed solely from the standpoint of defense aganst ambush attacks, the use of two-man cars
may actually be superior. While the second officer may not deter an ambush attack or other deadly
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assaull. he could provide defensive fire. cafl for help, assist the other officer to safety, and possibly
render first aid while protecting a wounded officer from further sttack. A second officer may also
force the attacker io distribute his fire and uttention between two targets at once. possibly
decreasing the assailant’s {irst round hit probability or the severity of a continuing attaclk. Perhaps
his presence could cause the assailant to abandon a follow-up attempt altogether. And it the suspect
is to be apprehended, the presence of a second officer is obviously desirable in most situations.

The dats gathered from events involving on-duty vietim officers during the period of this study
show that casualty rates, on the whole, were lower among victim officers assigned to two-men
vehicles. The percentage of officers killed or injured in ane-mun vehicles (63.3 percent) was twice as
figh as the percentage of those assigned to two-man units (31.0 percent).

ONE-MAN CARS TWO-MAN CARS
Number of Percentage Number of Perceniage
Victim of Victim of

Officers Total Number Officers Total Number

Fatal 1 9.1 3 10.3
Injury 0 - 545 6 20.7
Non-Injury 4 36.4 20 69.0
TOTAL il 100.0 29 100.0

Because of the limited size of the sumple and the influence of variables not assessed or weighed in
the figures, these comparative casualty rates cannot be viewed as conclusive. Nevertheless, they do
lend credence to the assertion that if the most effective possible defense against ambush attacks is
the primary consideration, the use of two-mun cars may be preferable where and when the threat
of ambush attack is high. Simply put, two officers defending themselves together are potentially
more effective than one officer defending himseli alone.

The same data, however, also suggests that the use of two-man cars does little or nothing to deter
ambush assailants. Indeed, in some situations, the presence of two officers—by providing a better
opportunity for target acquisition or a higher “kill’—may actually increase the likelihood of an
attack. OF 49 on-duty victim officers. only ten (20.4 percent) were alone when attacked: the
remaining 39 (79.6 percent) were actually in the company of other officers at the time ol the
ambush.

it would appear, therefore, that the exclusive use of either one or two-man units would not
remedy the problem of ambush attacks. There are 2 number of compromise ailocations or “mixes”
of units that may provide the most practical and effective distribution of manpower:

e QOne-man patrol units during certain hours, two-man units at ofher times.

e One-man patrol units in certain ureas, two-man units in other areas.

e Two-man units with cach officer alternating foot patrol but available to answer calls as a
two-man unit.

'
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Further increases in officer protection can be achieved through the introduction of risk reducing
practices such as:

¢ One-man units responding to certain service requests and awaiting assistance before taking
action. when practical,

e Officers assigned to one-man units carrying shotguns when answering certain calls.

® The vuse of specially trained units equipped to respond to sniper attacks. barricaded suspects,
and other violent encounters.

e Officers ussigned to onc-man units cquipped with portable radios to avoid being entrapped
without the capability to communicate and summon assistance.

e Flexible variations in deployment strategy to permil basic follow-up and/or supervisor
follow-up on potentially high risk calls.

To u lurge extent. however. (he one-man vs. two-man car debate obscures the most important
criterion for reducing risks in an ambush attack: the defensive actions taken by the individual victim
officer whether he is alone or with other officers. It is whut the officer who is attacked does and not
simply how many officers arc at the scene that is the best determinant of survival in an ambush.
Certuinly two or more officers working together effectively as a well-coordinated tactical team may
greatly reduce the risks normally encountered in an ambush attack. On the other hand, the greater
the number of officers, the greater the opportunities for confusion and possible injury. By the same
token. an officer who is alone in the field and who fails to follow practices for risk reduction is
likely to become a casualty. while an officer who is alone in a similar situation, but who follows
practices lor risk reduction, is not.

Use of Back-Up Cars. It is as diflicult to truty evaluate the usefulness of back-up units in
ambush defense as it & to arrive at a conclusive resolution of the ong-man vs. two-man car
controversy. Three ambush attuck events in this study occurred while a back-up unit was present:
one of these units was specifically assigned to a counterambush role. In one event, two officers were
issuing o -traffic citation to a motorist. These officers were supported by a back-up unit that had
responded to their focation in accordance with normal procedure. The back-up unit was parked to
the immediate rear of the first police unit. A single shot was fired as a private automobile was driven
past the halted officers. One officer was injured by this shot and, believing that the occupants of the
passing automobile were responsible, the injured officer called out, “I've been shot! Get that car!™
The back-up unit took up pursuit and appreliended the suspects who were luter relecased because of
lick of evidence to support a case against them.

In another event, a pair of two-man units responded to a silent burglar alarm at a grocery store.
Officers found that no entry had been made, and this fact, viewed in the light of subsequent events,
indicates that the alarm may have been a ploy to draw the officers to the area. Alter clearing {he
call, the officers in one two-man unit heard what resembled a rifle shot and upon instructions from
their dispatcher began a check of vehicles in the vicinity. They encountered a small vehicle that had
previously driven past the grocery store several times while the occupunts observed police
investigating the alarm. The suspect vehicle was stopped and two ofTicers exited their vehicle while
the other two-man unit parked to serve as back-up. After a negative check of the occupants of the
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suspect vehicle, both two-man units began to drive away though the suspect vehicle hadnot yet left
the area. Moments later, the police vehicles were fired upon from an undetermined location to the
rear. One occupant of the suspect vehicle yelled at one two-man unit to stop, and when the police
vehicle did so. the driver began yelling insults in an apparent effort to keep the officers in the fire
zone. Realizing this to be a ploy. both units left the area.

In the third event, an officer wearing plain clothes and assigned to an unmarked two-man back-up
unit was shot and injured while standing to the rear of uniformed officers conducting an accident
investigation. One of the uniformed officers moved his vehicle between the injured officer and the
point from which he thought the shot had been fired. He then assisted the injured officer into the
car and ook him to the hospital. No suspect was identified in this event.

As no attempts were made to conceal the back-up units, it can be assumed thut the assailunts in
all three events attacked with full knowledge of the presence of the supporting unit. This does not
indicate that back-up units never deter ambush attacks—for ovbious reasons of logic, it is impossible
to calculate the incidence of negative events—but it docs show thut determined assailants are not
always dissuaded from initiating an attack simply by the presence of two vehicles rather than one in
the fire zone.

This would seem to be especially true when the assailant has chosen to conduct a sniping ambush,
as in fhe last two events discussed. It is more probable, however, thut ambush assailants attempting
fo executc a coordinated aftack or direct assault upon one police vehicle may abort their attack
when confronted by a second police vehicle supporting the first. However, the first event discussed
above appears to have been a close-in direct assaull from a moving automobile, and the assailants
were not deterred in that event.

At least one of these events demonstrates a common error in vehicle positioning that frequently
hampers the effectiveness of back-up units in defending against ambush attack. In this event, the
back-up unit was parked close to the unit it was supporting. In those situations in which the
supporied officers may be immediately threatened by the suspects they are presently dealing with, a
relatively close positioning of the back-up unit may be necessary if assistance is to be prompily
rendered. But in those situations in which the risk of ambush attack is high, the back-up unit should
be positioned at least several car lengths away from the supported unit in order to obtain good
fields of observation and deterrence. Essentially, the question ol which threat to defend against will
often be determined by specific mission assignment or the officer’s evaluation ol the situation.
Whatever the circumstances, officers ussigned to a back-up unit must cooperate to maintain an
all-round visual search of the entire area. And they must always keep in mind that the sight of two
police vehicles with officers clustered in full view may present a target that invites ambush attack.

It is possible that the greatest usefulness of the back-up unit is not deterrence but providing
increased capabilities in mobility, communications, observation, and cover and concealntent during
and after the occurrence of an attack. As illustrated in the [irst event, the presence of a back-up unit
was decisive in pursuing and apprehending the suspected assailants. And although in the third event
it was the back-up unit rather than the supported unit that was attacked (quickly reversing mission
roles), the presence of an extra unit provided a mobile screen behind which the injured officer could
be sheltered while his rescue was taking place. Again, however, a qualification must be added. If the
assailant were well armed, skilled in the use of his weapon, and had chosen to continue his attack, it
is unlikely that the cover and concealment provided by the automobile driven between the injured
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officer and the suspected point of fire would have fully protected the rescuing officer who was
operating the vehicle. In these circumstances the best course of action would have been for the
injured man, who suffered only a minor wound, to have gained nearby cover on his own.

Use of Police Dogs. Police dogs dissuade some types of crime and can reduce the risk of ambush
attack in many situations of potential hazard to police officers. Dogs can be assigned to officers on
foot patrol in specified danger areas in which the threat of attack is thought to be great, or they can
be assigned to vehicle patroi units sent to handle prowler calls, burglaries, and incidents in parking
lots where the animal’s superior sight and scenting abilities would most [requently be a decisive
asset,

Unfortunately, police dogs gained an unsavory reputation through infrequent but highly
publicized and inflammatory instances of misuse in crowd control during civil rights demonstrations
in the 1960%. As a result, many agency heads have experienced difficulty in gefting approval for
their use from concerned legislative bodies and public officials. This negative outlook may be
changed by the presentation of a department policy that outlines the type of training each dog and
his trainer would receive and the conditions in which the dogs might be used. It may also be
necessary to reassure community leaders by conducting a low key, objective public information
program explaining the need for a K-9 Corps and the policies developed to prevent or eliminate
mistse,

Off-Duty Employment. Some law enforcement agencies permit off-duty police officers to
obtain outside employment as private security guards. Such an off-duty employment policy poses
many difficult problems in defending against ambush attack. Since these officers are regularly found
at the same location on a routine basis, are generally working individually and without means of
radio communication, are frequently lulled into complacency by the humdrum nature of their
work, and, in many instances, are restricted to a passive deterrent role by the policies of their
second employers, they become an easy target for the assailant.

The potential assailant need only identify the guard as a member of a law enforcement agency to
plan his attack with high prospects of success:

e The assailant may know the officer personally.
e The officer may have been pointed out to the assailant.

® The assailant may have heard from others that an off-duty police officer was to be found
waorking at a certain location.

® The potential victim may be working in his police uniform as a result of departmental policy
authorizing or overlooking such a practice.

The off-duty officer working in a high visibility parapolice role usually experiences some conflicts
of responsibility. Are his actions governed by the police agency or by the business owner who
contracted for his services? [f he is bound by departmental rules and regulations, has some method
been devised to adequately supervise him? If not, does the employer expect to direct the officer’s
police-oriented activities? Does the officer have back-up protection? What kind of authority does he
have? Who must accept final responsibility for the officer’s action or failure to take action?
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An in-depth policy providing answers to these questions must be devised rom the standpoint of
officer safety before an off-duty officer employed as a private security guard can be considered even
partially protected. At best, the department should control and supervise off-duty employment
even to the point of billing the user for the officer’s time and the administrative costs involved.
Requests from merchants or others for off-duty officers should be subjected to controlled review,
including site inspection, plan of action, operational coordination, and executive approval. Ali such
activity should be considered in the same vein as all other department operations and deployment
practices and handled accordingly.

Stake-Out. The stake-out is a law enforcement activity that offers a unique invitation to ambush
attack. If the stake-out is conducted for any appreciable length of time, the police presence at the
location frequently becomes common knowledge among local residents and their acquaintances. Or
as happens in too many instances, the stake-out is not really well conceated and can be detected by
the ambush assailant. But perhaps the greatest danger inherent in the stake-out is that the officers
involved focus their attention and {ields of view exclusively upon one small area of their
environment: a convenience store with a history of holdups, a residential gambling operation, or a
narcotics drop.

Because of the requirements of their mission, these officers often become completely oblivious to
activity and persons to their flanks or rear, and thus they can be eusily approached with little fear of
detection. Further, if the officers have been in place and observing for any length of time, they are
often not psychologically prepared to react to a sudden attuck from an unexpected quarter. This
gives the ambush assailant an unsurpassed opportunity to carry out a close range surprise attack
with high prospects of success.

When conducting stake-outs, law enforcement personnel should tike every precaution to conceal
themselves from all eyves. Moreover, they must select locations that either make it impossible to be
approached from the flanks and rear or locations that give the officers good all-round fields of
observation. The possibility of a back-up stake-cut team fo cover the primary team should not be
overlooked. As always, the ofTicer’s senses and alertness are his first lines of defense. He must
frequently observe all around his location and be prepared to react to the possibility that he may be
attacked at any moment from directions other than to his front. Lastly, an officer must never be
placed on stake-out alone. These precautions will greatly reduce ambush risks and contribute to
making the stake-out more effective.

Response {o the Ambush

The first moments of the ambush attack are the most hazardous. With rare exceptions, ambush
atfucks are trigeered onby when the victim officer is a clearly defined target in the assailant’s chosen
fire zone. If the first shot, fire bomb, or knife thrust is ineffective, an aggressive assuilant can
follow-up quickly and continue his attack. Thus it is essential that officers react quickly and
effectively even when a totally unexpected first attack is unsuccessiul.

Immediate Action. While alert personnel will employ those tactics and procedures designed to
avoid the ambush trap. the ambush attack will, by definition, almost always come as a completely
unanticipated event. The normal human reaction in times of unusual and extreme danger is one of
shoclk, surprise, and stunned inaction. The average person is likely to freeze, and police officers are
as apt to react in this manner as anyone else. Experience strongly indicates, however, that the first



rule for ambush survival is to do some thing immediately. This rule applies to almost every ambush
attack, regardless of the situation, and even extends to action taken instinctively, without conscious
thought.

But what if the officer takes immediate action without thinking, isn’t he likely to do the wrong
thing and thereby increase his risk of becoming a casualty? The answer is that in every ambush
situation initiated by an assailant having any skill and determination, there is only one instant
response that is a fatal mistake: to do nothing. If the victim officer is prepared to do something, to
adopt a course of action other than no action, he at least has given himsell an opportunity to
survive. It is true that the victim officer may throw this opportunity away through ignorance of
what to do or by poor judgment in doing it. But if he fails to act, he substantially increases the risk
of injury.

Evasive Action and Self-Defense. Most successful ambush attacks are completed within a few
seconds. To avoid injury, the surprised olficer must immediately make himself as difficult and
elusive a farget as possible. Every second of exposure increases the risk of becoming a casualty. He
must be prepared to defend himself should the attack continue and call for assistance at the lirst
opportunity,

There are several different but interrefated considerations that must be stipulated and evaluated
before any sensible, rule-of-thumb recommendations can be offered regarding evasive action and
sell-defense in ambush attack events. Among these, the kinds of weapons employed and the ranges
at which the attack is begun are very important. Briefly, these may be categorized as follows:

o Short Range/Non-Firearm Atiacks. At arm’s length by cutting, stabbing, or impact weapons
wielded by hand;

o Short Range[Firearm, Missile, or Bomb Attaek. At short distances rom a few feet to the width
of a room by firearms, from the upper floors or rools of buildings by deadly missiles, or from
across the street by explosive or incendiary devices.

o Medium-Long Range/Firearins. At more distant ranges extending to several hundred feet by
firearms. ‘

The patrol mode of the officer at the time of the attack—on foot or in a vehicle—and the
closeness and availability of concealment and cover or obstacles and escape routes are also
important. Finally, the number of assailants participating in an ambush attack is a significant
consideration. When combined and translated into the tangible realities of law enforcement
operations, these considerations evoke several types of ambush attack events. Each of these events
must be countered in different ways:

o Short Range/Non-Firearm Attucks. 1 the victim officer is on foot and is ambushed by an
assailant armed with a knife, club, or other hand-held weapon, he should attempt to avoid the
first thrust or blow without being drawn into a bare hands grappling match with his assailant. The
victim officer must secure at least the minimum of defensive space required to provide the two or
three seconds needed to bring his weapon into play. Obstacles such as parked cars in the street or
furnifure in a building should be used whenever available to block or delay the attacker. If an
escape route leading to temporary refuge is open, the officer should take it if he can do so
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without increasing the danger to himself. The important thing is to gain time and space in which
to prepare for defensive action and, if possible, to summon assistance. Toe-to-toe heroics are
often fatal.

If the victim officer is seated in a vehicle, his best course of action—as in every kind of
ambush —is to drive away from his assailant. If this is not possible, the victim efficer should either
twist away from the open window or door or throw himsell to the opposite side ol the car. The
most important thing is to instantly get the critically vulnerable head, neck and upper torso areas
out of the assailant’s reach, The victim olTicer may still sulfer serious injuries to the lower torso
or limbs. but wounds in these parts of the body are usually less likely to be fatal or to render the
officer incapable of employing self=defense and seeking help.

The possibility of being attacked at close range by multiple assailants armed with hand-held
weapons is probably remote. The evidence seems (o indicate that if two or more persons join
forces to ambush a police officer, they will almost always attempt to carry out their combined
attack with firearms. But if they should not, the officer must avoid being caught in the middle at
close quarters by assailunts wielding hand-held weapons on cither side or to his front and rear.
Again, survival is often a matter of space and time. In some circumstances, the officer attacked
while on foot can neutralize his attackers” advantage in numbers by a quick flanking or turning
movement. Obstacles and escape routes should be exploited at the first opportunity. As in aif
such attacks by more than one assailant, the victim officer must determine which attacker
presents the most immediate threat and evade and defend against that assailant [irst, An oflicer
seated in a vehicle who is attacked by ambush from botl sides should attempt to exploit his
vehicle’s mobility to leave the arca and then call for assistunce. When this is impossible, the
officer should seek fo escape or neutralize the most immediate threat, usually the assailant on the
near side of the automobile. In all cases, the officer should communicate for assistunce as soon as
possible.

e Short Range/Fircarm, Missile, or Bomb Atiacks. The olficer attacked at close range by a
firearm or by deadly missiles. such as steel balls and gurbage cans dropped or hurled from the
upper floors or roofs of buildings, must make himsell as small a targetl as possible and evade the
assailant’s direct line of fire or impact area. In many short distance ambush attacks that involve
lirearms. the victim officer who is on fool and exposed on the street, sidewalk, grounds of
adjacent commercial buildings or private residences, or in a parking lot must instuntly throw
himself to the ground or to one side, thereby forcing his assailant to either realign his weapon or
acquire a new sight picture. If concealment or cover is available within a few reet, the officer can
seek this additional protection. But concealment and cover may not be available, and time is of
the essence. 1f the attack is initiated at very close range, the assailant’s sccond round hit
probability is so high that frequently the officer will be unable to move cven a few fect before
being struck by a bullet. In such instances, after executing the first simple evasive maneuver, the
victim officer’s only course of action may be to return effective fire immediately. In this
situation an aggressive counterattack may afford the best chance for survival. In any event, in
countering @ close range ambush attuck carried out with firearms, the victim officer should be
prepared to defend himself with his own weapon immediately.

The interior equipment or furnishings of commercial buildings can greatly increase the survival

opportunities of a victim officer who is surprised by a close range attack with fircarms. When
fired upon, the officer can often completely escape the assailant’s direct line of fire by darting
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into or out of a hall, room, or doorway. If this course of action is impossible because the officer
is fixed in place by the assailant’s fire, he can often gain concealment and some degree of cover
by dropping behind a piece of machinery, packing crate, desk, cabinet, products display or
shelving, or whatever other furnishings are available. Here again, the victim officer must be
prepared to return fire. And if he has a communications capability, he should use it as soon as he
can to call for assistance.

When the officer is attacked with firearms at close range while in a vehicle, the automobile
body will provide some measurc of concealment and cover, If the assailant is to the immediate
front or rear and is exposed on the street or sidewalk or is sheltering behind hasty cover such as
garbage cans and boxes, the officer may have an opportunity to use his vehicle as an offensive
weapon while clearing the fire zone. In most events, however, the officer should accelerate
directly away from the fire zone, crouching as low in the operator’s seat as he can while refnining
a degree of driver visibility. (Figure 15 shows an example of this delensive action). Whenever he
can do so without endangering other motorists or innocent bystanders, the vehicle operator
should swerve his car from side to side rather than drive in a straight line. He should also attempt
to turn a corner and escape the assaitant’s line-of-sight as soon as possible.

If the vehicle is at a halt and blocked by traffic, the officer should throw himself to the floor
and attempt to exit the automobile on the side opposite the attacker’s line of fire. Once clear of
the vehicle, the officer should crouch behind the engine compartment area and prepare to defend
himself should the attack continue. {See Figure 16).

When using an automobile for cover and concealment, officers should realize that bullet
penetration of the vehicle is possible, especially from high velocity weapons. Placing the engine
compartment area between the officer and the assailant provides considerable bulk and
maximizes the capability of a vehicle to defeat or deflect the assailant’s fire.

Officers should also be aware that the cover provided by a vehicle may be insufficient if an
assailant is firing from a height of three stories or more. At these elevations, the line of sight
afforded an assailant will expose the officer. If more effective concealment and cover is nearby
and can be reached without affording the assailant an unobstructed shot, the officer should seek
it. Before leaving the area of the vehicle with its communications capability, the officer should
try to summon assistance with his radio. This is not necessary, of course, for officers equipped
with a portable radio on their person. But in many cases, in the absence of a portable radio, the
officer must remain near his vehicle and its radio to direct other officers arriving at the scene.
Where this is necessary, the officer should crouch behind the engine compartment area.

The officer may also increase his survival chances in ambush attacks, especially those in which
the assailant is in an elevated position, by exiting the vehicle and quickly getting well away from
it. Since the attacker expects the officer to remain near the vehicle to radio for help, leaving the
vehicle may save both the officer’s life and the lives of those other officers who respond to the
reported gunfire. If the escaping officer would enter a place of business or request entry into a
private home, he could use a telephone to summon assistance and provide tactical information.

When two or more assailants open fire at close range upon a victim officer on foot or in a

vehicle, he must employ all possible defensive measures to avoid the effects of their combined
fire. The already high probability of quickly hitting the victim officer is increased considerably,
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Figure 15
OFFICER REDUCING EXPOSURE WHEN IN A VEHICLE

Figure 16
OFFICER USING VEHICLE FOR COVER
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and this high hit probability is increased still further if the victim officer is engaged by fire from
different directions, since protection against the fire of one assailant may not be protection
against the fire of the other. In this situation, a victim officer in a vehicle has an initial advantage
over a victim officer on loot: the concealment and cover afforded by the automobile does
provide some degree of protection. If he remains in the car, he may escape injury in the initial
attuck and can then accelerate trom the fire zone when the situation warrants.

The officer on loot, however, is not without recourse in respanding to a coordinated attazck
triggered at close range. Instant evasive action remains g must. Moreover, a sudden aggressive
counterattack directed aguinst the assailant posing the greatest danger may be the officer’s best
initial defense, In the face of such unexpected determined action, one or more ussailants may
break, causing the coordinated attack to become disorganized and giving the officer an
opportunity to either secure adequate concealment and cover or to move to safety and call for
assistunce,

Close range ambush attucks conducted with thrown or dropped objects or with incendiary
devices can be most effectively countered by immediately clearing the impact area. Officers on
foot caught in an impact zone should seek some kind of concealment or cover as quickly as
possible. Often the best protection will be found in a nearby building or doorway. II the officer is
in an automobile, the wisest course of action is o remain within the vehicle and drive clear of the
impact zone. Not only does the automobile provide cxcellent protection from low velocity
missiles, but it ulso resists ignition by most commeon types of inflammable liquids and fire bombs.
For these reasons, the officer should not abandon even an immobilized vehicle. His best course of
action is to remain in the vehicle, radio for assistance, and then prepare to defend himself as the
situation dictates. As determined by the officer and the situation, he may then leave the vehicle
to seek other cover ouiside of the impact zone. As always, the officer needs to deal with the most
dangerous threat first.

An attack at close range by an explosive device such as a dynamite bomb or improvised
hand grenade is best countered by immediately dropping to a prone position on the ground,
street, sidewalk, or in the gutter. By doing this, the officer may escape the full force of the
pressure wave and a large part ol any fragmentation. If the officer can shelter behind an object,
vehicle, or structure without any loss of time, so much the better. But he should not panic and
increase his exposure to the blast by remaining on his feet and attempting to gain distant cover. If
other devices are hurted at him or if he is brought under fire while lying prone, the victim officer
should crawl or roll away. After [irst protecting himselt [rom the effects of the blast, the officer
should prepare to defend himself and summon assistance.

If an explosive device is thrown at his velicle, the officer should accelerate away [rom the
bomb. If the car is stopped, the officer should immediately crouch as low as he can in the seat of
the vehicle, If the bomb fails to explode and the automobile can be quickly driven away, the
officer should remain in the vehicle. But if it is impossible to move the car or is extremely
ditTicult and time consuming to do so, the officer can exit the automobile and craw! or roll away
from the area toward the nearest concealment and cover, using the automobile as a shicld as he
moves. If an attack by an explosive device is followed up by further attacks with firearms. the
victim oflicer should not abandon his vehicle for other protection except as a last resort.

e Mediunm-Long Range/Fircarms. Long range uattacks by firearms executed by single or
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multiple assailants against officers on foot can be countered by using many of the basic
techniques discussed in defense against short range attacks by firearms: evade, seek concealment
and cover, prepare to defend, call for assistance, and counter the most dangerous threat first.
There is, however, one significant difference. When attacked at long range, the viciim officer may
have difficulty in determining where the fire is coming from; this will be a particularly difficult
task if more than one assailant is involved. He must make this determination as soon as possible
after initial evasive action.

If the officer is unable to locate the general direction or directions from which the fire is
coming, he nevertheless should evade, take some kind of concealment and cover, prepare to
defend himself, and observe the possible threat sectors. He should, of course, call for assistance
and help plan counter action. The victim officer must remain calm and not move again until he
has at least accurately determined the general location of his assailant or assailants. Otherwise he
may abandon perfectly adequate concealment oricover and blunder info the assailant’s line of
fire.

If the officer is operating a vehicle he must, as always, attempt to drive away from the fire
zone. If the vehicle is immobilized, he should remain in the vehicle until he has determined the
direction from which the assailant is firing. After calling for assistance, he may then exit the
vehicle, gain protection behind the engine compartment area or, if necessary, seek nearby
concealment and cover, then prepare to defend himself against further attack. If the officer is
caught in a crossfire by two or more assailants, he should remain in the vehicle until at least one
side of the vehicle is free of fire.

As indicated in Figure 17, the officer can increase his chances of survival during the first few
moments of any ambush attack event by the use of simple defensive techniques. The kinds of
techniques used and how they are used must depend upon the circumstances of the atfack. The
exercise of good judgment is essential; the victim officer must arrive at an accurate estimate of his
situation and react accordingly. The critical requirements are to buy time and then to use that time
to reduce risk. The attacker’s greatest advantage is surprise, and with each passing second the force
of this advantage diminishes. Further, each second of officer survival is an additional period during
which the assailant can make a mistake and provide the victim officer an opportunity to turn the
tables to his own advantage. If the officer knows what to do, how to do it, and does not panic, he
can greatly reduce his risk of becoming a casualty. Survival in an ambush attack need not be a
sometime product of happy coincidence—it can be learned. A brief summary of survival steps is
contained in Figure 18.

General Considerations

Communications. Communications can save officers’ Hves in ambush attack events. Most police
vehicles are equipped with radios and many foot patrol officers carry portable transceivers. This
equipment should be used to reduce potential risks by notifying dispatchers of suspicious
circumstances that indicate the possibility of an ambush attack and by requesting assistance prior to
being engaged. If actually attacked, the officer, after insuring his own safety, should cali for help.
His request for assistance should include the following elements of information:

e I1is Jocation
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Figure 18
AMBUSH SURVIVAL POSTER
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e His condition

The number and location of his assailants, if known

The kind of weapons being employed against him, if known

The possibie escape routes available to his assailant(s)

e The safest routes for access to the scene

The suggested positions for the deployment of police at the attack scene

The officer must keep his dispatcher informed of any new developments that may occur
whenever he can do so without placing his own safety in jeopardy. If his communications capability
permits, he should talk directly to the incoming units. Since he is on or near the attack scene, the
officer radioing information will often be much more effective in reducing risks than the
expenditure of ammunition. He becomes, in effect, the eyes and ears of officers coming to his aid.
Their help is critical to his survival, but it is a two-way street. The victim officer has a duty to see to
it that assisting officers do not rush unprepared into an on-going ambush attack and become
casualties through lack of information as to what is actually occurring. Therefore, the victim officer
must be alert to all requests for additional information and should not hesitate to transmit
unsolicited data that will reduce risks to other personnel.

To insure that a victim officer gets help when he needs it, guidelines should be prepared in the
form of policies and procedures that will assist dispatchers in the proper deployment of vehicles
during emergencies. The safety of personnel performing foot or vehicle patrol is enhanced when a
dispatch system is developed and implemented that automatically provides back-up protection. So
that the system operates at the highest possible level of efficiency, communications should be
monitored and, when necessary, personnel should be retrained and tested in the principles of good
radio usage. Also, dispatcher performance should be continually evaluated and upgraded.

A survey of selected ambush attack events reveals the importance of prompt and effective
communications:

® In one ambush attack event, an officer was able to reach his radio after being wounded in the
thigh by a shot from a passing automobile. The first units were on the scene in two minutes.
The injured officer, however, had failed to provide his dispatcher with a description of his
assailants’ vehicle, and though police vehicles probably passed the suspects as they were driving
from the ambush site, effective action to apprehend them was impossible.

® In another ambush attack, an injured officer ignored his department’s radio code and gave a
verbal report that was misunderstood. This caused his dispatcher to issue a radio report stating
that- an officer from another agency had been shot. As a result, he had to spend time in
retransmission in order to apprise his headquarters of the correct situation.

e An extremely dangerous communications breakdown that could have directly caused an
officer fatality occurred in one ambush attack event in the Mid West. Two reserve deputies
working traffic control and gate admission at the entrance to a state university were ambushed
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by a sniper. Taking cover, the deputies used a portable radio to report the incident to their
supervisor who was located on the campus grounds. The supervisor instructed the on-campus
sheriff’s dispatcher to contact the local police department and advise them to send an officer
to take a report from a reserve sheriff’s deputy who “had a citizen there who wishes to make
the report of someone shooting at him.” The police department dispatcher notified a one-man
unit to take a “miscellaneous report” at the university. No information was given regarding the
fact that officers were currently under fire or in danger. The officer who responded casually
drove up to the ambush site and parked directly in the fire zone. As the deputies were telling
this officer what had actually happened, the sniper fired another shot which fortunately
missed all three. If this assailant had been more skilled or morte heavily armed, it is quite clear
that the police officer who answered the “miscellaneous report” call could have easily been
killed or injured as he arrived on the scene.

If the victim officer is without radio communication, he must attempt to establish alternate
channels of communication. If, as is most probable, he is unable to reach a call box or telephone, he
can call to people nearby or to a passing motorist and request that they telephone for help or go for
aid. The use of civilians, however, involves a danger that they too may be targeted by the assaitant.
For this reason, civilians should be employed only when there is little possibility that they may be
injured.

The absolute necessity for officers at the ambush site to communicate among themselves cannot
be overlooked. Timely interpersonal contact is essential to risk reduction when two or more officers
are defending against ambush attack. The effective use of speech, arm and hand signals, or portable
radios prevents confusion, keeps the officers well-informed, permits coordin ated tactical
counteraciion, and contributes to maintaining good morale in even the most dangerous and intense
situations.

If the assailant’s key advantage is surprise, the victim officer’s key advantage is communications.
An officer who establishes and maintains communication with his fellow officers as soon as possible
after the initiation of an ambush attack is no longer isolated or dependent only upon his own
resources. He becomes, once again, part of an equipped and trained force that can neutralize even
the most determined assailant. Common sense and good communications when used together are
formidable counterambush weapons.

Wounded Personnel. The wounding of an officer greatly increases the psychological stress and
objective risks in an ambush attack. This is true for the officer who is injured and for officers who
attempt to come to his aid. The most critical consideration to be kept in mind is that the assailant
may continue his atlack. Given this real possibility, there are three tactical rules that can be applied
to events in which an officer is wounded:

e If the wounded officer is capable of physical movement, he should continue to execute
defensive action to the best of his ability, call for help, and give himself first aid.

e If the wounded officer is incapable of physical movement, he should remain still, possibly
escaping observation and a follow-up attack.

e Officers who respond should first secure the area before attempting to aid the injured officer.
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Though the latter rule seems harsh, a heroic attempt to rescue may only end in further casualties
as officers plunge heedlessly into the fire zone of the assailant. Prompt aggressive tactical action
against the assailant is the best way to effect the timely rescue of an injured officer. In prolonged
confrontations, however, it may be necessary to employ armored vehicles for the recovery of injured
personnel prior to the neutralization of the area. But if this equipment is not available, field
expedience can be used. Protective vests, ballistic shields, or bomb blankets may be arranged inside
or outside of a police vehicle driven into a fire zone to accomplish an emergency retrieval. Rescue
officers can also advance on foot under the cover of a bomb blanket to effect removal of a wounded
officer, except in those cases involving rifle fire, which is not usually stopped by bomb blankets.
Smoke grenades are very effective if used to obscure or obstruct the assailants’ view of the target
area for the brief period of time required to approach and retrieve an injured officer. If the event
occurs at night, the area power can be turned off, street lights can be shot out, and other sources of
llumination masked or eliminated. In any event, rescue attempts should be carefully planned and
executed maneuvers rather than spontaneous efforts carried out under the emotional stress of the
moment.

INTELLIGENCE

The development, implementation, and servicing of an effective intelligence function is an
essential requirement of the police mission. An indispensable tool in accomplishing traditional law
enforcement objectives, the intelligence cycle is a valuable in-house resource that, if effectively
used, can play an important role in police casualty risk reduction.

Surprise is the key advantage enjoyed by the ambush assailant; it is the vital element of his
method of attack. Without this advantage the assailant may call off his attack; or if he acts, he can
be countered and neutralized by appropriate police tactical technigues.

The establishment of additional intelligence collection requirements directed specifically toward
the threat of ambush attack is the first step in applying the standard intelligence cycle to risk
reduction. Threat indicators must be determined whenever possible and then translated into
concrete specifications for primary data—essential elements of information signifying the existence
of circumstances and probabilities for an ambush attack.

Law enforcement agencies normally gather large amounts of information pursuant to routine
police operations. Data regarding arrests, wanted persons, suspect persons, outstanding warrants, the
release of convicted felons, stolen vehicles, firearms, field incidents, and criminal activities are
important to officer safety in many encounters that occur in daily law enforcement activity
between the officer and the public. For example, an officer responding to a disturbance call would
certainly exercise more caution if he knew that an occupant of the house had a history of resisting
arrest for simple assault when intoxicated. And an officer making a routine traffic stop would be far
more cautious if he were aware that the owner or driver of the vehicle had an arrest record for
firearms offenses, battery, armed robbery, or similar crimes.

In some instances, the formulation of special threat indicators and special intellipence collection
requirements will be necessary to supplement normal data acquisition categories. The presence in
the community of former mental patients previously afflicted with violent psychoses, the local
establishment of an element of a national extremist political organization, or reports of arms caches
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and contraband sales of military weapons are the most dramatic examples of extraordinary danger
signals that might be detected by the intelligence cycle. There are other possible threat indicators of
this kind, and each police agency must fix its own special intelligence collection requirements based
upon a flexible, in-depth assessment of its distinctive situation and the unique conditions prevailing
in its community.

Of course, intelligence is of little value if not acted upon. In one instance, two officers were
ambushed by an assailant who had publicly threatened to kill one of the victim officers. Moreover,
the officers knew the assailant, knew he was involved in criminal activity, and knew he had
possession of weapons, yet did nothing to implement the positive intelligence that they had
accumulated.

Priorities must be assigned to identified threat indicators for the intelligence cycle to best
accommodate the ambush attack problem and to continue functioning with maximum utility and
economy of effort. Any assignment of priorities must be guided by the realistic evaluation and
integration of numerous possible descriptions of personality and circumstance that can signal the
intent, capability, and method of operation of potential assailants. The key questions are: “Will it
happen?, Who will do it?, and How will it be attempted?” Common sense is a necessary and
fundamental tool by which to accomplish the task of delineating and ranking threat criticality. The
following is a simplified and noninclusive example of one possible listing of precedence for
intelligence collection, processing, and dissemination:

® Data regarding unprovoked attacks upon police officers, use of entrapment techniques,
appearance of propaganda advocating police killings, and similar tangible acts by unknown
persons that indicate the presence of ambush assailants.

o Data regarding individuals who have themselves threatened police officers, injured police
officers, or otherwise overtly evidenced a violent animosity directed specifically toward law
enforcement personnel.

e Data regarding felons or misdemeanants who have repeatedly engaged in general criminal
activity involving the use of force or the threat of force.

@ Data regarding citizens whose past or present behavior indicates a disordered and aggressive
antisocial personality lacking self-control in normal life situations.

Sources of information must be cultivated to support intelligence collection requirements in
priority. The base from which to begin is to employ a comprehensive intelligence collection plan
that lists all sources that may be feasibly developed and exploited, allocates responsibilities and
resources to the collection function, and outlines procedures by which collection may be achieved.
Since it is a supplement or subcomponent modification to current collection planning, the ambush
attack collection plan must be skillfully integrated into the overall plan and reflect all possible ways
and means of gathering information on potential or existent ambush attack threats.

Sources of information may exist locally or on state and national levels. These sources can be
independent of the law enforcement agency, closely allied with it, or within the department itself.
Offense and incident reports, field interrogation reports, and similar materials prepared by law
enforcement personnel are an excellent place to begin the collection process. The records and
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activities of other agencies within the criminal justice mechanism, such as probation and parole
departments, prosecutors’ offices, courts, and penal facilities, are also lucrative scurces of
information. Public welfare, health, and social service agencies are especially valuable sources for
information on human problems likely to flare into violence against the police.

The “common knowledge™ of the community. i’ skillfully assessed and collected by police
officers moving about the populace, is a highly cost-effective source for the continuous input of
useful information. Additionally, the use of clandestine informants may be absolutely necessary in
countering conspiracies to ambush police officers.

The National Crime Information Center (NCIC), a national computer information system
developed by the Federal Bureau of Investigation. provides realtime access to information of
critical importance in risk reduction. Information regarding federal fugitives, persons wanted on
local felony or misdemeanor charges, vehicles used in ihe commission of felonies, and stolen
vehicles can be obtained very quickly. Similar systems are also in operation or being planned at
many state and local levels.

The continual painstaking application of good management skills and techniques is required to
implement the collection plan—it will not run itself. Practical experience has demonstrated that
tactical intelligence collection is particularly difficult to manage. This has been true in law
enforcement agencies, in the military, and even within the specialized intelligence community. The
difficulties inherent in efficient collection are increased considerably when an on-going coilection
effort attempts to gather information on a problem whose frequency and circumstances are
out-ol-the ordinary. In some instances, the introduction of additional requirements of this nature is
veiwed as an unwanted irritant to the smooth functioning of a collection system considered fully
comprehensive and adequate. More {requently, newly introduced requirements are inadvertantly
submerged or drained of emphasis and specificity by more compelling considerations ol system
orthodoxy and uniformity. This problem is best dealt with by continual monitoring and direction
by responsible managers and supervisory personnel.

Once collected, information must first be processed into a finished intelligence product in
accordance with the overall scheme for threat evaluation and then disseminated in a thmely,
comprehensive fashion. Effective dissemination is of great importance in ambush attack defense. for
ambush attack threatens every law enforcement officer regardless of his professionul standing and
duty assignment. This distinguishes ambush attacks from m any other crimes that can be subjecis of
special concern to particular groupings of personnel within the law enforcement agency. Evervone
must know about potential ambush attacks. This cannot be overstressed; imperfections in
dissemination are a recurring difficulty in the performance of any intelligence cycle.

Equipping the intelligence cycle to provide information on ambush attack threat indicators does
not necessarily require a heavy investment of additional assets. Given its low cost and the potential
payoff that will in many instances be realized, the intelligence cycle must not be overlooked by law
enforcement managers and decision makers. As depicted in Figure 19, with a little extra effort,
intelligence can be oriented to risk reduction from ambush attack.

TRAINING

To reduce risks in ambush attack events, law enforcement agencies should train their personnel in
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THE INTELLIGENCE FUNCTION IN RISK REDUCTION

tactics, procedures, and equipment useful in ambush defense. Tactics and procedures designed to
reduce risk from ambush attacks are largely ineffective when poorly executed by untrained
personnel; indeed, the risk of death or injury may increase. Equipment in the hands of untrained
personnel that have no understanding of its capabilities and limitations is simply extra clutter and
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perhaps a danger to other officers and innocent bystanders. Training is a necessary part in the
development of any skill, including ambush attack survival.

Training to accomplish the primary police mission is a [undamental and ongoing objective of
most police agencies today. The curricula to meet this objective, however, rarely addresses the
specific area of reducing the risk to officers from ambush attack. Although a proliferation of
counterattack tactics have emerged involving the use of highly specialized well-armed teams, little
has been done to develop and employ appropriate risk reduction techniques suitable to cope with
the everyday threat of ambush attack.

The character, quality, and extent of police training in the United States varies widely, Despite
the continued thrust of mandated training legislation, the almost universal acceptance that police
training is a necessary prerequisite for acceptable performance, and the increasing availability of this
resource, police officers in some agencics still fail to receive adequate preparation for their job.
Moreover, this initial deficiency is not corrected by any later efforts. As noted in Figure 20, eight of
the 55 officers who came under ambush attack had never received training of any type; another
three had received a week or less of basic instruction.

Police training can be basically categorized as follows: recruit training, in-service training, and
specialized training. Each category provides opportunity to highlight risk reduction techniques
suitable against the threat of ambush attack.

Recruit Training

The primary purpose and value of recruit training is the development of a base of knowledge to
serve as the central foundation for the continuing development of professional expertise throughout
an officer’s career. Periodically, layers of learning can be added to this foundation to increase the
officer’s capability to perform his job. The effectiveness of this instruction helps the officer
assimilate the lessons he learns from everyday on-the-job experience. Basic training, therefore, is the
appropriate point at which to begin risk reduction efforts.

Figure 20 lists the extent of recruit fraining received by all of the 55 officers who were the
victims of the ambush attack events that form the basis for this study. Except for the observation
noted previously that eight of thesc officers had no recruit {raining and three had received a week or
less, no apparent significant refationship can be noted between the extent of recruit training
received and the risk of becoming a casualty. This is sharply highlighted in Figure 21 where the total
of fatal and injured victims are compured with non-casualty victims.

[n all of the recruit programs examined in cach of the victim officers’ agencies, no specific risk
reduction courses existed in the recruit curricula. Although the philosophy of caution becomes a
recurring theme throughout much of each agency’s recruit training program, there were no courses
that specifically pertained to ambush attack. Courses that were noted as “Defensive Tactics™ were
largely devoted to training in the art of self~defense in hand-to-hand encounters and in the use of
the baton.

54



GIAIADTY ONINIVEL LINUDTA HLIM GEUVIWOD AST ALTYNSYD 321704

1T aansLy
[~ s ol

e 1 ¢ ¢ ¢ § € 1 € ¢ ¢ 1 X £ 8 TV10L
8T ¥ 1 v T T T § T I 1 < I I € Ajpmse)-toN
LT 9 T € | [ 1 T t v 1 i r < paan(uy /feie.

SNAL TSHM CSHM USIAL CSHM CEMAL CSHAL TEAL SHAL TENAL TSMAL TENM SNM CSHM ssa] "BUL  BWUIEl} 1INLIAY JO
TV1OL £ 81 L1 91 SL ¥1 €1 T¢L 11 O 8 9 § ¢ 10 0N SYIIM JO H2GuuInN
A L
TANNOSHAd WILDIA AT AAAIFOHY ONINIVEL LINUOAY
0C 21314
e or £ 1§ ¢ ¢ ¢ ¢ 1 ¢ © € 1 ¢ € 8 kﬂ:s,_mmu-:oy
/A1ense) [R10L

8C *r 1 1t T T T § T I 1 T [ ] £ AJ[EISE)-HON

LT 9 T € [ 1 1 T bt 1 1 1 T S Ajpense) (P10l

0T 9 T T I T [ G| I g parnfu]

L I [ 1 I C je1eg

AVLOL  SHA SYAL TSHAL TSHAL "SIAL TSIAL CSHM TSAL TSYAL TSNAL TSYA CENM USHM CSHM SS9 ‘Sup  Suwarery HMnIY JO
€7 81 L1 91 SI #I €1 T1 1T Ol 8 9 & ¢ 1o ON  SY99M JO T_QUON

R \




Obviously, if recruit training is to provide a satisfactory preparatory base, then elements of a risk
reduction program for ambush attuck must be incorporated into this stuge of training. Specific
courses must be developed that directly address the threat of ambush attack and the risk reduction
measures to be taken. Morcover, the entire recruit training program of each agency should be
reviewed and ambush risk reduction doctrine included wherever appropriate.

[t must be emphasized to the recruit that at times he will find himself in situations of real
physical danger. Once a motivation for self-protection has been established, training in tactics,
procedures, and cquipment for ambush defense can begin. The instruction must stress the close
interrelationship that exists between ambush defense and officer survival in many other possible
situations ol immediate hazard. If the recruit is led to believe that an ambush attack is a highty
unique once-in-a-lifetime occurrence, it is unlikely that he will retain this instruction. But, if heis
taught that an ambush attack, though infrequently encountered, has distinctive characteristics and
is the most dangerous of several basic threat situations that may be experienced by police officers
during the normal course of their duties, the recruit will grasp and retain this instruction with far
greater alacrity. [t becomes useful, lifesaving information of everyday value.

The standard basic training programs that exist in victim officer agencies include instructions on
departmental policies and procedures, patrof und investigative techniques, equipment, firearms, and
self-defense. All of these subjects are highly relevant and useful in preparing the recruit to defend
himsel against ambush attack. But many specific topics within these broad categories deserve
special emphasis and attention from the standpoint of ambush risk reduction. Due to the large
variety of law enforcement agencies performing the police mission in many diverse circumstances,
the formulation of a single set of detailed lesson plans for training in ambush defense is
inappropriate; each agency must develop its own training materials in accordance with its actual
needs. Bearing this in mind, the following selected topics are listed for consideration and further
development by police administrators and training coordinators:

® Where and when ambush attacks frequently happen

e Who is more likely to be ambushed

e Tactics commonly employed to execute ambush attacks

o Weapons used in ambush attacks

® The kinds ol personalities most likely to ambush police officers

e The motivations for ambush attacks

® The role of extremist groups in ambush attacks

e How good community relations reduce risks

e The importance of being alert; the need for instant reaction

® How to minimize exposure and plan for use ol available cover and concealment
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e The use of an intelligence system for risk reduction

@ Specific ways and means of self-protection

e The role of communications before, during, and after an ambush attack
e What to do when another officer is wounded; when you are wounded

o The use and capabilities of police firearms in an ambush attack

e The value and use of protective equipment

This brief listing is not inclusive; additional topics can and should be developed and integrated
with the basic training curriculum as desired. The important thing to remember is that
comprehensive recruit training can help prevent casualties. On-the-job training in an ambush attack
event is a very costly way to make up for omissions in recruit training. The officer who has not been
initially trained in ambush defense may well learn his lesson too late.

In-Service Training

For many years, formal police training was limited solely to the basic training received upon
appointment due to lack of available funds, limited interest and expertise in developing suitable
instruction, and the belief that the police job could be learned through experience. Additionally,
many small agencies found it difficult to provide training while the officer was on duty and still
maintain adequate patrol coverage. Although many law enforcement agencies still do not provide
in-service training, more and more are attempting to provide various {raining measures to
supplement and update the initial tevel of recruit instruction.

In-service training is basically a means of expanding or refreshing an officer’s knowledge about his
craft or of maintaining his proficiency and skill in certain areas that require manual performance. It
includes roll call training, periodic firearms practice, seminars, and other formal training sessions
conducted for individuals, selected groups, or for the entire force.

Thirteen of the 28 agencies visited by PWC study teams did not provide any type of in-service
training. Except for some firearms training, the majority of the 55 officers who were victims of
ambush attack events reviewed in this study had not received any training within the 12 month
period preceeding their attack.

In-service training is the most current method by which officers can be exposed to information
that can help them avoid becoming casualties. Therefore, the failure to provide satisfactory
instruction ignores an irretrievable opportunity to reduce risks in an ambush attacl. With a little
extra effort, in-service training can be employed as a significant risk reduction activity.

Agencies desiring in-service training can begin with two-to-four hour training sessions held before
or after tours of duty. Instruction can be accomplished through lecture, discussion, or a
combination of lecture and discussion. Each of these methods has certain advantages and
disadvantages, but all can be effective provided that the intent is purposeful, the training time
structured, and the responsible instructor is not content with simply “going through the
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motions”—an all too frequent approach where small blocks of instructions are concerned. The
agency can either develop more lengthy comprehensive programs itself or can often participate in
training programs developed by other agencies. In any event, in-service training must also include an
annual or semi-annual review and reinforcement of instruction previously presented.

The training topics suggested for teaching ambush defense in basic training are all worthy of
extended treatment in in-service training. The timeliness of information is particularly vital in this
kind of training, and the materials presented should be supplemented with concrete illustrations of
actual events whenever possible. Instructors should avoid an “academic” presentation of ways and
means of risk reduction and always seck to stress the practical application of those points
highlighted during the session. All such instruction must be presented within the context of the
everyday realitics of police operations. If the instructor cannot do this, the lesson plan should be
revised or the instructor replaced as appropriate.

Officers who receive in-service training in ambush defense commonly express a feeling ol greater
confidence in their ability to survive an ambush. These officers believe they know what to do and
how to do it, and this feeling of confidence extends into many other areas ol the police mission as
well. In-service training is one of the best means to achieve the critical goal of officer survival.

Roll Call Training. This type of in-service training is commonly described as a short five to 15
minute formal training period, usually conducted as an adjunct to the regular briefing and/or
inspection prior to the beginning of a tour of duty. The frequency varies among agencies from once
each week to once every other month. Roll call training sessions are enhanced when a training
bulletin directed toward a particular topic is distributed to each officer. This provides an
opportunity for the instructor to amplify and highlight the main points, for officers to question and
discuss areas that they do not understand, and for the agency and its members fo amass a
documented body of doctrine uselul to all.

Only one of the victim officers interviewed reported that he regularly received formal roll call
training. Seven other victim officers reported receiving a comparable type of irregularly scheduled
training. In other cases, it must be noted that although a victim may have indicated that he received
some roll call training from time to time, these situations were identified largely as the sort of
informal advice and counsel offered by a supervisor at a briefing conducted at the beginning of a
tour of duty. None of these formal and informal roll call situations provided instruction in any of
the topics dealing with defense against ambush attack.

Firearms Training. Although officers receive firearms instruction during recruit training, they
must maintain an acceptable level of firearms proficiency throughout their careers. Moreover.
specific instruction regarding the appropriate use ol his weapons during an ambush attack must be
provided to the officer.

Seven of the 55 victim personnel involved in the 32 ambush attack events had not received any
basic instruction in the use of their service weapons. The basic fircurms training received by the
remainder of the victim personnel included, as a minimum. only the fundamentals of {ircarms safety
and wsage. Beyond this, the quality and extent ol firearms instruction varied considerably among
law enforcement agencies, ranging from instruction limited to firing ten shots at a conventional
bull's-eye with a scrvice revolver to comprelensive courses requiring cach officer to meet set
standards while discharging over 100 rounds under many different {iring conditions with both
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service and off-duty weapons. A few agencies were implementing modified practical pistol courses,
combat firing, dimlight firing, and many other instructional configurations designed to improve
proficiency and instill confidence.

Nine of the victim officers were employed in agencies that did not require periodic firearms
in-service training or periodic qualification. While the remaining agencies did require some form of
re-qualification on a monthly, semi-annual or annual basis, the lack of uniform standards makes it
impossible to analyze the effectiveness of such training.

Although the shotgun is a basic item of police equipment and is carried in many police vehicles,
its advantage in deterrence of ambush attacks cannot be easily determined. However, once the
attack is initiated and the officer is in a position to successfully defend himself, the shotgun is
clearly an advantage. Therefore, proper training in the use of the police shotgun should be a basic
adjunct of regular police handgun instruction. Aside from a few instances of basic orientation and
familiarization, none of the victim officers had received formal shotgun training. Also, none
received periodic proficiency training or qualification despite the fact that their weapons were
carried in police vehicles or available within their agencies.

All officers who are armed should receive a minimum of 30 hours of basic handgun instruction
and should be capable of completing a practical combat type course with a minimum proficiency of
75 percent accuracy. This proficiency level should be maintained by means of firearms re-training
sessions conducted at least every three months. Additionally, all officers should receive a minimum
of four hours of instruction in the use of the shotgun. Basic shotgun proficiency should be
demonstrated at each firearms re-training session by properly loading and unloading the weapon and
by firing a minimum of three rounds at a realistic target—preferably the same type used for handgun
practice.

Counter Ambush Training. Tactics to counter an ambush attack provide a subject area that is
easily compatible with all modes of in-service training.

Four of the victim officers interviewed in this study had received instruction in counter ambush
tactics. Most of them were convinced that when ambushed they had chosen a course of action in
accordance with their instruction and that the tactics learned had helped them survive the attack.

A major thrust of this manual is the identification of those tactics deemed most successful in
reducing risks inherent in ambush attacks. Training in such tactics must not be confused with
counterattack tactics, SWAT operations, or those measures undertaken to neutralize an armed
barricaded subject or the position of a known sniper. In all of these latter cases, the counteraction
activity commences after the attacl, not before.

Training Resources

A number of resources can be developed and utilized by police agencies, individually or in
combination, to assist in the iraining effort. These include:

e The creation of a risk reduction specialist in each agency to collect and analyze information
regarding ambush attack.
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® The review and analysis of the FBI reports on law enforcement officers killed as reported
through the National Law Enforcement teletype system and the annual summary.

® The use of appropriate films available from commercial sources. These can be secured and used
on a regional basis to minimize expense.

® The use of the IACP Police Weapons Center on an inquiry-response basis for assistance in
planning training programs.

® The employment of the “Alert Bulletins” issued under this program as an interim measure in
the overall risk reduction effort.

Physical Conditioning

A sound program of physical conditioning is a must for reducing risks from the threat of ambush
attack. An officer who is physically fit is far more likely to have the guick reactions and
coordination required to survive the first seconds of an ambush attack than is an officer who is in
poor physical condition. Further, the victim officer who is physically fit and in good health has the
stamina and strength required to continue evasive and defensive actions shoulid he become injured.
The physical capability to remain in action, even though wounded, is one of the victim officer’s
most important protective resources. Finally, the injured officer who is physically fit has a much
better chance of responding to emergency medical treatment than does the officer who is in poor
physical condition.

Unfortunately, many departments do not stress physical fitness. Many law enforcement officers
feel physical conditioning is something to cope with in recruit training but not thereafter. Police
agencies can emphasize the importance of training for physical fitness through motivation, adequate
facilities (if the agency does not have a large physical plant, arrangements can often be made to use
facilities elsewhere), and appropriate physical training materials. A program of periodic physical
fitness testing is an excellent reinforcement tool. Concurrently, individual officers must make an
effort to avail themselves of the opportunities offered and recognize that even a few minutes daily
spent in performing simple exercises can provide great dividends over a period of time.

The Role of the Supervisor in Training

Supervision in any organization is synonymous with training; police agencies are no exception.
Sergeants and other first line police supervisors can play a significant role in reducing the risks
inherent in ambush attacks. By virtue of his assignment, the first line supervisor has an excellent
opportunity to identify training needs, to provide the training needed (possibly even on an
individual basis), to observe officer performance, and to take corrective action. Unfortunately, the
dynamics of police operations also involve the first line supervisor in a myriad of other tasks and
responsibilities as well. This is evidenced by the fact that in none of the ambush attack events that
form the basis for this study was there clear evidence that the first line supervisor functioned as a
trainer. Of afl the victim officers who were interviewed, only one reported that his supervisor
provided his training. In this case, the officer was one who never received any formal recruit training
and was actually learning his craft from his supervisor on a day-by-bay basis as he went about his
duties.
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The constraints of available time and funds which frequently are offered as reasons for the lack
of training are only valid when formal recruit or specialized training is considered. There is no
justification for not using first line supervisors to conduct roll call training or to coach their men on
an individual basis. Opportunities exist while providing backup on certain calls, during coffee and
lunch breaks, or at meetings in the patrol area deliberately arranged for that purpose.

The first line supervisor is a vital part of the risk reduction effort of any department. Only the
first line supervisor can insure that his men are properly trained and are carrying out risk reduction
practices on a day-to-day basis. The routine of daily operations can quickly dull the sharp edge of
alertness of even the best training program if it is not continuously honed by good supervision.

EQUIPMENT

Good police equipment, if properly used, can reduce risks in ambush attacks. Sound investments
in weapons, protective equipment, and communications can prevent injury and save lives. ltems of
equipment that are valuable to the survival of an officer caught by surprise in an ambush attack
event are also of equal value to the safety of the officer in other kinds of hazardous events, and of
value to the overall police mission. Therefore, the procurement of such equipment does not require
the allocation of scarce funds to highly specialized areas of hardware, but rather an upgrading of the
general inventory of such equipment to increase law enforcement capabilities in all areas of mission
performance.

Firearms

Most officers consider the sidearm to be their most important itern of equipment and rely upon it
to provide the protection that they may require. So armed, police officers do not hesitate to
interrupt the most violent crime or to pursue and apprehend an armed suspect. This feeling of
confidence and security usually permits police officers to perform their duties without frequent
recourse to the sidearm since they feel secure in the knowledge that an adequate means of
self-defense is available if needed. Unfortunately, the threat of ambush attack frequently destroys
the credibility of the sidearm as a satisfactory weapon. The resulting loss in psychological assurance
can be quickly transiated into concrete opera tional problems, and this is especially likely to occur in
the climate of hasty sensationalism generated by the occurrence or threat of ambush attack. IACP
Casualty Analysis staff determined that a careful sifting of fact and opinion is necessary before any
valid judgments regarding the performance of the sidearm in ambush defense can be made.

It is true that in many ambush attack events the sidearm will have little or no influence upon the
probability of the victim officer becoming a casualty. But this is because of the characteristics of
the ambush attack, not because the sidearm as a weapon may be intrinsically inadequate. Most of
the ambush attacks studied caught an unsuspecting victim officer by surprise and were over in
seconds. In such attacks, the opportunity to draw and employ the sidearm defensively in an
exchange of fire with the attacker was frequently limited or altogether nonexistent. Moreover, in
many ambush events, and this is especially true of ambush attacks triggered at short range, the
probabilities are that the victim ofticer who has been surprised will be immediately killed or injured.

Even if the officer does manage to draw his weapon, it will often happen that the assailant has

already broken off the attack and fled, or il the attack has been initiated at long range, the officer
mav be unable to Iocate the assailant who will generally have opened fire from a concealed position.
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Therefore, at least during the first moments of any ambush attack event, the sidearm will seldom
guarantee the survival of a victim officer. But it is equally true that no other kind of weapon would
be of any greater utility in these circumstances. It is not the weapon, but the lack of opportunity to
use the weapon, that is decisive.

But what of those ambush attack events in which the victim officer does have an opportunity to
employ his weapon? Many argue that in such cases the facts demonstrate that victim officers armed
with sidearms have often been outgunned. Although many reports of the kinds and numbers of
weapons used by assailants remain unconfimied, and in some instances are possibly exaggerated,
ballistic evidence from recovered bullets and weapons show that ambush attacks have been carried
out by assailants armed with high-powered rifles, shotguns, autoloading pistols, and less frequently
with automatic weapons. Certainly, these weapons, if employed to maximize their advantages, do
provide the assailant with a superior ability to deliver fire to the target.

It must be recognized, however, that any valid assessment of firepower must include a
comparative evaluation of the weapon’s characteristics including lethality, accuracy, rate of fire,
reliability, ease in handling (or time needed for aiming) and the conditions of engagement, such as
elapsed time, range, and the existence of obstructions or “‘clutter” along the sightline. If both sides
of the firepower equation are taken into account, a weapon that provides a decisive advantage in
firepower in one ambush attack may put its user at a disadvantage in a different event. For example,
a high-powered bolt action rifle equipped with a scope, if used by an assailant to initiate a long
range attack, will clearly be superior to the officer’s sidearm because of the rifle’s great accuracy
and range. But if the same weapon were used in the close quarters of the interior of a residence or
commercial building, the sidearm with its greater ease in handling would give the officer an edge.
This oversimplified illustration is not intended to imply that officers are not outgunned in many
ambush attacks in which relative firepower can affect the outcome. However, simply because an
assailant is armed with a particular kind of firearm does not necessarily mean that there is a real
disparity in firepower between the assailant and the victim; or, if there is, this disparity is not
always so great as to put the officer at a disadvantage. “Firepower” is an often misused term of
considerable emotive impact. Perhaps it is significant that officers who are less skilled in the use of
their weapon are usually among the first to denigrate the worth of the sidearm as an effective means
of defense. Moreover, there is some indication that officers who are less skilled with their sidearm
may be more injury prone.

Granted that officers are outgunned in some ambush attack events and that these officers do have
an opportunity to defend themselves, what practical corrective action should be taken to put the
officer in the best possible position to exploit this critical opportunity? First it should be reiterated
that the officer’s chief requirement is for a means of self-defense. Given the many tactical
advantages the assailant enjoys—it is after all the assailant who has chosen the time, location, and
method of attack—the wisest course of action for the officer is to evade, gain some means of
protection, and then call for assistance. His first concern must be for his own immediate safety and
his tactical posture must be defensive.

In most ambush attack events, the sidearm is perfectly adequate for the mission of close-in
self-defense, because if the officer has secured a temporary place of shelter, the assailant, if he is to
continue his attack, must advance to the victim officer. Should the assailant choose to do this, he has
thrown away his position of initial tactical superiority. In these circumstances, the officer’s handgun
can most often be used effectively. Therefore, to purposely increase an officer’s armament so that
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he can aggressively seek out and counterattack his assailant is contrary to the best tactical procedure
of ambush defense and could well result in more, not fewer, police casualities.

In some instances, it is desirable that officers be equipped with weapons in addition to the
sidearm. Some officers favor automatic or self-loading small arms; that is, rifles, carbines,
submachineguns, and machine pistols. The emotionalism that sometimes accompanies such
suggestions often endows them with more force than their merit deserves. Most law enforcement
decision makers have resisted full scale procurement and issue of weapons of this type on clearly
sound grounds:

e FEven the most sympathetic community is likely to react adversely to the sight of officers
carrying such weapons.

e The increased risk of injury to the public by police use of such weapons cannot be condoned.

o The infrequency of need does not justify the purchase of such weapons or the expense of
providing the extensive training required for such weapons to be used safely and effectively.

e The development of specially trained and equipped teams available for rupid response is 4 more
effective and practical approach.

If additional standard armament is required, it would seem that the shotgun, a weapon already in
the armories of many depariments, would be the best choice. However, though several of the police
vehicles involved in ambush attack events reviewed in this study did contain shotguns, the victim
officers were without exception unable to employ these weapons. In large part this was due to the
suddenness of the attack and the fact that shotguns were most often carried in locked mounts
located in the interior of the automobile or in the trunk.

In some agencies, shotguns were carried only in sergeants’ vehicles. There are good reasons
involving public safety and theft prevention for such restrictive precautions, and these reasons must
be accorded substantial weight when assessing the desirability of providing officers with instant
access {o shotguns. If shotguns are available, perhaps the best possible solution is to provide these
weapons in patrol vehicles equipped with specially selected quick release lock mounts located in the
qutomobile interior. A mounting position on the floor with the weapon horizontal and easily
available from either side of the front seat, is the safest and most desirable. All in all, this method of
issue and storage provides both good accessibility and weapon security.

Though shotguns would sometimes be of great value, the handgun will nevertheless be the
officer’s most practical means of self-defense in an ambush attack event. This being so, what is the
best way to increase the utility of this weapon? Again, the realities of daily activity must be
considered. Most police departments equip their officers with .38 Special double-action revolvers;
some departments have adopted Magnum double-action revolvers; and a small number of
departments use semiautomatic pistols of 9mm or 45 ACP caliber. The choice as to which caliber
and design provides the superior police sidearm is largely subjective and reflects a controversy that
has existed for many years; it cannot be addressed within the limited scope of this brief study.
There are, however, a few observations regarding the design and caliber of the police sidearm that
are worthy of discussion from the standpoint of ambush defense.
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“Knockdown™ Power. It is important that an officer be equipped with a weapon and ammuni-
tion so that a single well-placed round will render an assailant unable to continue his attack. More-
over, it must be understood that there can be no substitute for accuracy. Many police officers
exhibit a great deal of interest and anxiety over the relative “stopping or shocking™ ability of
various cartridges, and this cannot be ignored. Unfortunately, many officers falsely assume that the
larger the caliber, the more effective the handgun must be in disabling an assailant. This assumption
is only partially true at best; caliber is but one of several basic considerations that determine the
lethality of any given cartridge. For present purposes, it is sufficient to point out that any of the
standard calibers currently used by police departments are within the “manstopper” category.

The issue of knockdown power is best understood as effecting a more efficient transference of
kinetic energy from the impacting bullet to the tissue of the target. It is most desirable that the
bullet give up all of its energy and come to rest within the target. This can be accomplished by
adopting any of several bullet configurations specially designed for maximum energy transference
now on the market. On the basis of studies and tests, many departments have chosen this course of
action and have discarded the caliber .38 Special round nose lead bullet in favor of improved
cartridges with jacketed hollowpoint, jacketed softpoint, wuadcutter, semi-wadcutter, and semi-
-wadcutter hollowpoint bullet configurations.

Cartridge Capacity. Many officers feel that a revolver’s six-shot capacity limits the effectiveness
of this weapon and fear the possibility of being caught with an unloaded weapon. Some officers
even carry second handguns to avoid being trapped with an empty revolver. Because of this concern,
some officers have expressed a belief that some autoloading pistols are better weapons than the
revolver because of greater cartridge capacity and quicker reload capability.

Whatever might be the merits of an increased cartridge capacity for the sidearm in other events
associated with police operations, it is highly unlikely that the capability to fire more than six
rounds before reloading would be critical to officer survival in most ambush attacks. As previously
indicated, the victim officer in many ambush attacks will have no opportunity to fire at all; but if
he does, the engagement conditions associated with the critical demands of close-in defense are such
that cartridge capacity will seldom be a decisive factor. Only 13 of the 55 victim officers assaulted
in the 32 ambush events in this study returned fire. These officers fired 37 rounds in 11 events for
an average of approximately 2.8 rounds per police weapon discharged. This compares favorably
with previous studies in New York and Los Angeles regarding all types of police combat situations.
Unfortunately, only two of the 13 victim officers who fired their weapons obtained hits. This
suggests that accuracy rather than cartridge capacity is the most difficult problem for law
enforcement personnel defending against armed attack.

Armor

The procurement and issue of various configurations of armor to be used as a standard item of
equipment on a daily or as needed basis would greatly reduce the risk of officer death or injury in
most ambush attack events. However, armor is not a single answer to ambush attack and there are
many practical difficulties that work against its use on a large scale. But armor can provide effective
protection to the officer during the first critical moment of an attack when most officers are
rendered casualties. This would reduce the advantages of the assailant’s “first strike” capability and
secure an opportunity for officer survival.
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The modern development of armor to protect the individual has been underway for over 50
yeurs; continuing advances in technology and design have now brought the question of police anmor
procurement into the realm of practical consideration. There are several types of armor that can be
reviewed in the operational context of ambush defensc.

Torso Protection. Twenty-seven of the 55 police officers wlho were victims of ambush attack in
events surveyed in this study were wounded. Qeven of these victim officers sulfered fatal injurics.
An analysis of the distribution of injuries as shown in Figure 22 indicates that many of these
casualties could have been avoided if the victim officers had been equipped with suitable baltistic
protection to the forso. Four of the seven officers killed died solely from torso wounds; at leust one
of the three officers who died because of multiple injuries to different parts of the boedy sustained
his most critical injuries in the torso; three of the 20 officers injured were wounded in the torso.
Torso armor that would have prevented the casualties in all of these instances is currently available,
but none of the 55 victim officers were wearing such armor.

The majority of all law enforcement personnel, including victims of past ambush attack evenis
who discussed their experience with IACP Casualty Analysis teams, do not believe they would
willingly don torso armor lor continuous wear. The primary adversions to body armor focus on
comfort, appearance, and convenience:

e Comments regarding comfort usually begin with an expression of dislike for the standard
police uniform. Many officers are catisfied with their current uniforms only in the summer
when ties and long sleeves can be dispensed with. Other seasonal garb is described as
uncomfortable and restrictive. Most of these officers are unwilling fo add to their discomfort
by wearing an armor vest or other protective garment.

e Appearance is of concern to many officers. These officers do not wish to wear torso armor
because they feel they might appear as an armored knight or a paramilitary invader. These
officers seek to avoid ridicule, suspicion, and hostility by not wearing torso armor.

e “Another nuisance to put up with” is the general viewpoint of officers concerned with the
convenience of their equipment. These ollicers point out that they are already burdened with
a large number of items including a sidearm. nightstick, portable radio, chemical agent, extry
ammunition, handcufTs, holsters, and other assorted items, In addition, the officer will usually
have a flashlight, a notebook, report forms and perhaps a clipboard of some type. Many
officers also carry selected articles that they personally feel are important, such as ammonia
inhalants and basic first aid items. Finally, an officer may be issued a shotgun or an inhalator
or other equipment unigue to his assignment such as a wrench for turning off hydrants or a
rope for capturing animals. Therefore, many officers resist carrying and managing another
piece of equipment, especially o major item such as torso armor.

These adverse opinions are straightforward expressions of practical concern generated by the
demaunds and conditions of everyday police experience. On the other hand, many ol these
objections are founded upon generalizations that do not always hold true for every type of torso
ATTNOT.

Armor vests and other profective garments are manulactured in many different shapes, sizes,
weights, and materials, some examples of which are illustrated in Figures 23-27. This variety

65



® Officer fatally injured

e Officer non-fatally injured

Figure 22
DISTRIBUTION OF MAJOR WOUNDS AMONG VICTIM PERSONNEL
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provides ample opportunity for the exercise of sound trade-off options. For the most part, the
higher the degree of protection required, the more cumbersome, heavier, and more costly the torso
armor. Armor that will defeat caliber .30-06 armor-piercing rounds looks and wears as if it were
capable of doing so. Designed to defeat a very high threat tevel, this kind of torso armor is
burdensome and senerally must be worn in full view over the officer’s clothing. But torso armor
that is designed to counter lower threat levels is generally much less hindering and some designs can
be worn concealed under the service blouse or shirt.

Torso armor is manufactured from a varety of materials including nylon, glass-reinforced
plastics, polycarbonate resins, ceramics, metals, or combinations of these materials. Some armaor
vests are of single piece design, while others utilize a carrying garment or harness made of cloth or
vinyl into which the armor material is inserted. There are manufacturers that are currently designing
ballistic resistant protective garments that look like ordinary clothing. Rapidly developing
technology may soon produce the ideal item of torso armor: an armor vest or protective garment
that offers excellent ballistic protection and is comfortable, good looking, and convenient. But even
now there are many good designs available that can keep officers from becoming casualties in
ambush attack evenis.

Neck Protection. Three of the victim officers in the current study suffered wounds in their
necks. One officer died when his throat was cut in a multiple stabbing attack; another was killed
when he sustained multiple hits in his face; and the third officer was shot in the neck, but
recovered.

One of the officers who was killed was an undercover agent who could not have performed his
job while wearing armor that would have defeated an attack of that type. This situation does not
hold true for most police officers; the neck area can be secured from injury from knife and small
arms attack through the use of ballistic nylon collars or extension pieces fitted to existing vests.

Head Protection. The FBI Uniform Crime Reports Summary for 1972 indicates that 48 of a
total of 112 police fatalities were caused by head wounds—accounting for almost 43 percent of all
atalities. Four of the victim officers in the events reviewed in this study suffered head and facial
injuries. Two of these officers were multiple injury fatalities. The high number of fatal injuries in
which head wounds were decisive or a contributing cause indicated a critical need for some means
by which to protect this highly vulnerable part of the body.

Bullet resistant helmets have been developed and are on the market. Serious consideration should
be given to the procurement and issue of such items of protective equipment. 1t is true that many of
the objections against torso armor are equally applicable to ballistic helmets. Further, many police
officers are quite fatalistic about head wounds, and either doubt the ability of any helmet to stop a
bullet or else fear that if the bullet does not penetrate the helmet, the impact will generate severe
shock waves that will either injure the brain or break the neck. In part, this negative attitude is the
result of training received regarding nonbullet resistant helmets in which instructors have commonly
strossed that such general duty helmets are not ballistic resistant and therefore are of no value
against a well-armed assailant.

A lack of publicized information and extensive independent testing of ballistic helmets is
undoubtedly another contributing cause. But whatever the source of this negativism, the seriousness
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Figure 23

Ballistic vest, light weight, designed for concealed
wear under clothing. Material: DuPont “Kevlar.”
Weight: 2 pounds, 15 ounces. Rated against: .38
Special, and 357 Magnum,
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Figure 24

Ballistic wvest, light weight, can be worn under
clothing. Material: ballistic nylon. Weight: under 5
pounds. Rated against: .38 Special, .45 AR (lead nose
bullet) and .22 handgun.



Figure 25

Ballistic vest, medium weight, can be worn concealed.
Material: ballistic nylon, steel, ethofoam, and vinyl
coated nylon. Weight: 6-3/4 pounds. Rated against:
357 Magnum, .45 ACP, Smm, 22 LR, and .38Special
(front and back sections), .38 Special {side sections).

Figure 26
Ballistic iacket, medium weight. Material: baliistic
nyion. Weight: 10 pounds. Rated against: .38 Special,
45 AR (lezad nose bullet} and .22 handgun.
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Figure 27

Armored vest, heavy weight. Material: ceramic armor
“KT” silican carbide in polyester and combed cotton
vest. Weight: 30.2 pounds (regular), 42.9 pounds
(large} and 549 pounds {modified). Rated against:
-30-06 armor piercing.

of head injuries is so severe that law enforcement agencies should not overlook the selected use of
bullet-resistant helmets in reducing risks in general service as well as in ambush attacks.

Vehicle Armor. In most departments, the standard method of patrol is by radio equipped patrol
vehicles. Providing quick response and excellent mobility, the patrol vehicle is an indispensable item
of equipment. Unfortunately, the patrol vehicle also provides assailants with a ready means of
acquiring targets. Forty-four of the 55 victim officers in the 32 ambush events examined in this
study were in, near, or exiting vehicles at the time of the ambush attack. Almost all of these vehicles
were marked patrol cars.

The most obvious and effective solution is to install materials that can defeat bullet penetration
on police vehicles. This method does not pose great difficulties for those portions of the automobile
that are not required to be transparent—the automobile body itself. Metallic, lightweight armor
materials are available that can be fabricated to the required configurations. These metais, which
include aluminum alloy, homogeneous steel, titanium alloy, and dual hardness steel, are very
suitable for vehicle application. Combinations of metal and nonmetallic materials bonded together
also offer substantial bullet resistance, Among such materials are ballistic nylon, glass reinforced
plastic, and ploycarbonate plastic. Nonmeitallic materials can also be used independently.

More difficulty is encountered when attempting to combine bullet resistance and transparency in
order to armor the windshield and other window areas. Materials possessing both characteristics are
available such as bullet resistant glass, polycarbonate plastic, and acrylic plastic. In each instance,
the thicker the material the greater the ballistic resistant capability. Such factors as occupant
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comfort, durability, and scratch resistance must also be considered, and mounting problems are
difficult to overcome.

The purchase and application of vehicle armor poses problems for police administrators. Many
would prefer complete protection for every vehicle, but they are cognizant that the frequency of
ambush attack cannot alone justify such an expenditure. Some are contemplating obtaining several
butlet resistant equipped vehicles and assigning them to selected arcas where the potential for
ambush attack is ereat. Automobiles so equipped would also be available to respond to certain
incidents involving firearms. Several manufacturers of ballistic resistant panels for vehicles have
designed their products in a fashion that permits interchangeable installation, allowing the armor to
be transferred from one automobile to another.

Whatever the method of deployment or installution, un officer attacked when in a protected
vehicle will enjoy an enormous advantage in survival potential. In view of the number of ambush
attacks conducted against personnel assigned to pelice vehicles, the procurement and selected usc of
vehicle armor can be a substantial step forward in implementing a satislactory means ol ambush
delense.

Communications

Modern communications equipment reduces risks in ambush attacks by helping to eliminate
officer isolation. Years ago, foot patrolmen in muny police departiments in this country were on
their own after roll call. Except for infrequent contacts with his patrol sergeant, each officer was
isolated and without any capability to quickly summon assistance. Telegraphic call boxes were the
first means developed that permitted officers to communicate simple messages (o headguarters. The
ability of police headquarters to respond satisfuctorily fo events af great urgency awaited the
perfection of the tetephone. The telephone not only provided communications with patrol officers
but with the public as well. This increased communications capability provided a great improvement
in protection for the community and for the police officer who now could much more readily
summon assistance when he detected a threat to his salety. Bul though a marked improvement over
telegraphic communication, the telephone was not portable.

The development of the police radio began in the late 1920’ und by 1950, the police radio in
conjunction with the automobile, had revolutionized police patro practices. Oftficers who were
assigned to patrol vehicles could now increase their odds of avoiding injury by requesting assistance
and in many cases receiving immediale support. The availability and high mobility of radio
equipped putrol vehicles also benefitted the oflicer on foot patrol.

Police radio usage has been broadened in some areas fto include interd epartmental
communication. This is apnother great aid in reducing officer isolation. Vehicle communicutions
capabilitics have also been improved by the development of electronic equipment such as the
mobile digital terminal. (Figure 28). This model has a double-sized red emergency key which
transmits u call for assistance until the message has been received. Such electronic equipment also
provides for rapid and accurate dispatching of mobiie units.

Hand-held radios with modern improvements in transmission capability afford police officers

with instant communication when they are on foot. As the state of electronic technology has
advanced, these “walkie-talkies™ have become smaller, more reliable, and more readily available. In
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Figure 28
MOBILE DIGITAL TERMINAL

terms of risk reduction in ambush attack, this equipment provides an officer with the ability to
communicate from concealment or cover without any need to expose himself to further assault. In
events involving snipers or barricaded criminals, portable radio equipment cannot only be used to
request immediate assistance but can also be used to insure the safest possible deployment of units
which regpond to assist.

Progress in modern communications continues. Some police agencies now are utilizing closed
circuit television with cameras located i selected high risk areas. These systems also help reduce the
number of attacks against the public and police officers.

Technical success in the manufacture of communications equipment has led to advancements in
the police services. The ability to communicate before, during, and after an ambush aftack protects
the officer and assists in suspect apprehension. The development of an adequate communications
inventory is a task of priority concern to all law enforcement personnel.



APPENDIX A
METHODOLOGY

This study was Hmited to ambush attack events that occwrred between September 1, 1972 and
August 30, 1973, Events for field visits were selected by PWC Casualty Analysis staff in several
ways. The Federal Bureau of Investigation made availuble teletype messages and  bulleting
announcing all pelice fatalities. A newsclipping service continuously screened approximately 8,750
daily and weekly news publications and supplied news accounts of incidents involving police
assuults. A brochure describing the project was prepared and distributed to all known police
agencies in the U.S. requesting them to forwurd reporis or inlormation on assaults against police
oflicers.

All reports received were carefuliy reviewed by the PWC staff who sousht to identily specific
ambush attacks against law enforcement officers. Qccasionally. the agency concerned would be
contacted for additional information. If the event appearcd qualified for examination, a letter wus
sent to the agency head describing the program and requesling to visit the azency (o secure
information about the event. to interview the principals involved, and also to examine relevant
policies, procedures, and training programs.

A total of 39 reported ambush attack events were selected for examination, ot which 33 were
subsequently determined to fall within the study definition of ambushes. Thirty-five an-site visits to
18 law enforcement agencies were performed during the lield study effort. The agencies visited
ranged in size from two olficers to more than 30.000.

Number of Number of
Regions Agencies Visited Events
Mid Atlantic 5 i3
Pacific 7 7
South O 6
West South Central 2 3
Woest North Central 4 2
North Central 2 2
East South Central 1 1
North East 1 1

fad
Lh

LTOTAL 28

Figure 1

REGIONAL DISTRIBUTION OF ON-SITL VISITS
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A positive reply from an agency led to arrangements for the visit and a field study of the reported
ambush attack event.!

Each field study was conducted by a member of the IACP Police Weapons Center staff.
Normally, each event required a two to three day visit to gather information. In each instance, the
staff member sought to obtain documents and information by the following means:

Review of the offense and follow-up reports concerning the event
Review of the personnel records of the victim officer

Review of the training record of the victim officer

Review of the firearms proficiency record of the victim officer
Interview with the victim officer, if possible

Interview with other police participants

Interview with investigative personnel

Interview with supervisory personnel

Visual examination of the event site

Securing photographs and/or sketches of the scene

Review of the arrest record of the suspect(s)

Review of the description of weapon(s) used by the suspect(s) and the officer(s)

The results of this information gathering process often led to further interviews with firearm
mstructors, training personnel, criminal justice planners, prosecutors, parole officers, and others
who might contribute to the research effort.

Upon completion of each field visit, the staff prepared several primary and interim documents.
Additionally, reports were prepared and sent to the University of Oklahoma Research Institute to
provide data for a detailed quantitative study of the variables in the assault process:

10ne department declined to participate in the study, thus eliminating from the study one event in which one officer was
wounded. The fellowing summary of this event is drawn from media reports:

While on patrol, the victim officer was flagged down by a 25- or 30-vear-old bleck man sereaming, “My baly’s hurt real bad,
you've got to help.” As the officer sarted to radio for help, another assailant jumped him from behind, and a third assailant
put a saw-off shotgun to the officer’s stemach and pulled the trigger. The gun misfired. One of the othes assaflants grabbed ihe
officer’s service revolver and shot him in the leg. As the threc assailants fled to their cur, the officer fired his second gun, a 44
Magnum, and hit one of the assailants.



e Physical Contfact Summary — a University of Okiahoma form requesting basic information
that was to be assimilated with data submitted by other agencies and computer analyzed to
determine causes and countermeasures for assaults on police officers. (Appendix D).

e Incident Summary —a factual summary report of the incident, a roster of persons contacted,
and a list of materials collected for later analysis.

Other documents prepared and tetained at JACP Headquarters for in-depth examination and
analysis included:

o Cusualiy Analysis Report —a specific analysis of euch event describing and evatluating the
development, initiation, and execution of the ambush attack with major emphasis upon the
identification of significant risk reduction factors.

o Wound Chart —a visual description and location of the wound(s) suffered by the victim
officer.

e Weapons Report - a description of the weapon(s) and ammunition used by each participant in
the event and the manner in which the weapons were employed.

These materials provided the basis for analysis and comparative review of all field data. A large
number of interactive variables regarding the scenario and siructure ol identified ambush attack
events, the behavior of event participants and victims, and outstanding environmental
considerations were isolated, extracted, and then applied to direct further examination. The
variables were clustered within three major subject categories. Primary data was processed within
these categories in Figure 2.

The findings derived from this phase of the research effort were tabulated and arranged to
generate initial recommendations for risk reduction in ambush attacks through new or improved
tactics and procedures, equipment, and training. In tum, these recommendations were studied and
tested against known operational and resource constraints of law enforcemeni. Recommendations
that could not be realized within the constraints were modified or discarded. Final

recommendations and discussions presented in this report are designed to provide a comprehensive
effort toward risk reduction in ambush attacks. '



Ambush Attack Events

Victim Personnel

Assailant/Suspects ﬁ

Prior planning and prepara-
tion

Possible  indications  of
attack
Entrapment

Role of extremist groups
Triggering mechanism
Tactics of execution
Range

Number of rounds fired
Direction of fire

Impact distribufion in tur-
getarea

Time of event

Physical characteristics,
construction, and popula-
tion density of area of
occurrence
Community attitudes to-
ward police

Response by other law
enforcement personnel

Geographic distribution
Agency classification
Professional standing
Duty assignment

Duty status and dress
Age

Length of service
Training

Initial reaction of victim

officer(s)

Evasive action taken

Ability to locate assailant(s)
Accuracy of defensive fire
Casualties

Wound distribution

Criticality of wound

Location and activities of

victim
Number of victims
Weapon(s)/type(s)

Availability and use of es
cape routes

Availubility and effective-
ness of communications

gquipment

Rescue of wounded officer

How apprehended

Age

Race

Physical characteristics
Prior arrest record

Previous history of emo-
tional disturbance

Weapon used
Circumstance of attack
Motive, il known
Casualties

Wound distribution
Criticality of wound
Number of assailants
Weapon(s)/type(s)

Availability and use of es-
cape routes

Figure 2
DATA CATEGORIES

A-4




APPENDIX B

ENTRAPMENT BOMBING
TECHNIQUES AND TACTICS"

C. R. Newhouser

BACKGROUND

The purpose of this technical bulletin is to alert public safety administrators to the emerging
threat of entrapment bombings. In the past, ambush attempts have generally been limited to the
physical assault or shooting of public safety personnel. The recent trend toward the use of
incendiary and explosive devices in ambush attempts presents special problems because:

o Clearly the purpose of the bomb is to kill, not merely to harass.

e The victim usually receives no warning and has no reaction time in which to take protective
measures.

e Public safety personnel are often unaware of the potential danger and untrained in routine
defensive tactics.

o Successful entrapment breeds fear, inspires terror, and the resulting publicity frequently leads
to additional entrapment attempts.

To operate under a continuous threat of ambush is demoralizing for any agency and can lead 1o
hoth reduced efficiency and appropriate response to routine situations. Thus, overreaction to the
fear ol entrapment can damage i department’s effectiveness even when no attacks materialize.

*Qriginally published as Technical Bulletin 3-70 of The National Bomb Data Center during the period when NBDC was opera led
by the IACP.

- ™

SPECIAL NOTE: This technical bulletin has been released as unclassified to allow the information
to be disseminated to all levels of public safety agency personnel. The information in this bulletin
should not be disseminated outside the public safety community. The appearance of this

information in a newspaper, or magazine or its transmission in any manner to militant/dissident
groups may result in additional danger to public safety personnel.

FOR USE BY
AUTHORIZED PUBLIC SAFETY
\_ PERSONNEL ONLY

FOR USE BY
AUTHORIZED PUBLIC SAFETY
PERSONNEL ONLY J
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[t is strongly recommended that each public safety administrator review this document in
relation to the risk of local bombing entrapment and only then decide what portions of this bulletin
are appropriate for internal dissemination.

This bulletin will briefly describe the following nine bomb entrapment tactics that have been
employed by militant groups in the United States or are described in their literature:

The “Dud” Pipe Bomb ...... ... page B-3
False Citizen Report........... page B-4
Habit Pattern . ............ ... page B-5
Aerial Bombing .......... .. .. page B-7
Elevator Firebomb ....... ... .. page B-8
Second Story Fire ............ page B-9
Package Entrapment ... ... .. ... page B-10

Stolen/Abandoned Automobile ... page B-10
Delayed Action ........... ... page B-11

Since, by definition, an ambush can occur at any time or place, it is clearly impossible to describe
every possibility. However, the examples provided herein and a basic understanding of ambush
vulnerability should enable public safety personnel to reduce the risk of injury or death from
explosive and incendiary device entrapments.

Given the bomb construction technology, a planned entrapment bombing requires only the
ability to place the bomb on the target. This is accomplished by predicting the behavior of public
safety personnel in one of two ways:

e By anticipating routine movements or duties

e By creating situations that call for a predictable response

While each of the tactics that follow differ in the details of execution, the success of each
depends upon the ability of the bomber to predict the behavior of public safety personnel. Target
personnel are vulnerable, then, to the extent that their conduct is predictable, This dependence
upon predictability suggests the simplest and most eflective preventive program. In areas of risk,
personnel should:

@ Avoid predictable behavior whenever possible,

® Be aware of typical entrapment bombing tactics.
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e Be trained in defensive measures.

When a bomb or suspicious object is located, public safety personnel should:
e Not touch or disturb the device in any manner.

e Fvacuate the area for at least 300 feet in all directions.

e Call for technical assistance from bomb squads or military EOD units.

e When absolutely necessary to move a device, employ only remote methods and tested
trapsport equipment.

TECHNICAL INFORMATION
“Dud” Pipe Bomb Tactic

In recent months a number of public safety bulletins from across the country have described the
construction of what externally appears to be a *Dud” pipe bomb having a section of burned safety
fuse protruding from one end. Internally, this pipe bomb actually contains an anti-disturbance
mercury tilt switch fuze which will cause detonation of the “Dud™ pipe bomb when it is picked up
or moved. The burned safety fuse serves no purpose other than to lure the unsuspecting into
believing that the bomb is inactive and can be safely moved.

The concealed internal fuze consists of a small clock or watch rigged with electrical contact
points (the hour or minute hand and a screw passing through the plastic crystal). The clock
normally serves as an arming timer, completing the electrical circuit between the battery, the
mercury tilt switch, and the electric blasting cap after the bomber leaves the area. The bomb is
normally placed in a position which insures that the mercury switch contacts remain open. When
the firing circuit becomes armed by the clock or watch, the bomb will not explode u ntil it is moved
sufficiently to cause the mercury to complete the firing circuit. Should this bomb be accidentally or
deliberately placed in a position which causes the mercury switch to assume a closed position, the
bomb will detonate when the arming timer contacts close. Thus, this fuzing system allows the bomb
to be used as an entrapment device or as a simple time bomb.

Complete instructions for assembling a bomb of this basic type (but with no arming timer) were
published in September, 1965, by the Department of the Army in a then unclassified Field Manual,
FM 5-31, Boobviraps. Instructions and drawings may be found on pages 107 and 108 paragraph
61.a.(2), of FM 5-31, which was classified earlier this year to “Confidential”. Copies of this
manual are no longer available through the Government Printing Office.

This device has also been illustrated and described in detail in at least one major city Sunday
newspaper.

Because of availability of FM 3-31 to any citizen between 1965 and July, 1970, and because of
recent newspaper reports about this type of entrapment bomb, it is reasonable to assume that it will
be encountered in the future.



To prevent serious injury or death as a result of this tactic, all levels of public safety personnel
must understand the employment of the “Dud” bomb tactic and should:

® Leave undistrubed any bomb encountered. Do not touch or move any bomb, evenif you are
sure it is a “Dud.”

e If a suspected bomb is found, clear the immediate area to a minimum distance of 300 feet in
gach direction.

e Request bomb squad assistance.

e If due to unusual circumstances the “Dud” bomb st be moved prior to the arrival of the
bomb squad, that movement should be accomplished through remote means oniv. A long line
can be used, with the operator under adequate protective cover. (500 feet of 1/8 inch diameter
nylon line is excellent for this purpose).

Faise Citizen Report Tactic

The false citizen report tactic involves a telephone call to the public safety agency reporting some
suspicious act or requesting assistance at a specilic location. The seven police officers responding to
“a woman screaming and calling for help™ in Omaha found instead an emply two story house.
During the search for the “woman,” a patrolman found & suitcase on the floor. When he moved the
suitcase it exploded, kitling the officer and injuring several others. All of the officers were following
routine investigative procedures. It was a natural act under the circumstances to investigate the
suitcase since it might have provided information about the woman’s identity. The entrapment
tuctic worked with deadly efficiency.

The false citizen report in Des Moines, lowa. which led to the discovery of a tool box bomb; was
the sume type of tactic. There is little that can be done to protect against this type of entrapment
tactic other than to be aware that the tactic is in use. If public safety personnel responding to a cail
can find no immediate subject or disturbance, they should be especially alert to the danger of
entrapment. Response to calls for service in troublesome parts ol town, areas of unrest, or
uninhabited areas should be answered with the possibility of entrapment in mind. An object out of
place in its surroundings, such as a new briefcase on the sidewalk in a ghetto area, or a normally
crowded street that is empty, and stays empty after the arrival of patrol cars, should suguest the
possibility of entrapment.

When entrapment is suspected, any entry into buildings should be cautious. Before entering a
doorway, the door should be carefully checked for wires or strings attached to the door, door
frame, lock, or doorknob. The door should be opened slowly and if any pressure is felt while
opening the door, all movement should stop at once. Whenever possible, avoid the obvious means of
emtry, Enter through a window or go up a fire escape rather than use the front or back door. IT an
object is found, it should always be moved remotely using a long lightweight rope or cord. To
prevent vulnerability to this entrapment tactic, all levels of public safety personnel must understand
the “fulse citizen’s report” entrapment tactic and should:

® Keep the possibility of entrapment in mind. Be alert.
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» When responding to a possible entrapment situation. avoid the obvious means of entry into
building.

e Avoid hand movemeni of any item found in a suspected entrapment area. All movement of
suspected items should be accomplished using a remote line with the operator under cover.

e Be provided with up to the minute intelligence information relating to possille enfrapment.
“Habit Pattern” Bombing Tactic

This tactic is quite simple when viewed [rom the bomber’s standpoint. Its purpose is to catch
public safety personnel where they gather in groups for any reason and to injure or kill as many as
possible with one bomb. Most public safety personnel develop habits that make them vulnerable to
group bombing. In wartime combut, two of the basic rules of survival are “don’t bunch up™ and
“don't do the same thing twice.” The same protective survival rules apply in those arcas where
urban warfare has become a reality.

Public safety personnel who always eat at the same diner or have a cup of coflee at the same
restaurant when changing shifts are following a habit pattern. Personnel who regularly gather by the
back door of the station house to engage in canversation before going to work are following a lrabit
pattern and are violating the basic survival rutes. The normal work day provides enotgh predictable
action patterns without voluntarily creating additional entrapment situations. For example, each
day requires at least one assembly or muster of each shift and even when these groups break up,
personnel generally follow a routine action pattern. Thus the traditional roll-call alone raises
interesting vulnerability questions:

e Are parking areas secured before and during shift changes or could a bomb be placed there and
timed for the shift change?

o Could a suitcase full of dynamite be placed inside an unguarded garage while muster is being
conducted?

e Could a time bomb be left in the men’s restroom next to the locker room?

e How sccure is the assembly area between shifts? Are there trash cans next to the muster area
and would a man leaving a cardboard box there be chalienged?

The police in Emeryville, California. were the apparent target of the *"Habit Pattern” tactic when
four bombs were planted at their favorite drive-in restaurant, and several cities have reported that
police vehicles were hombed while in their parking lots, To prevent vulnerability to this enfrapment
tactic, all fevels of public safety personnel must understand the “Habit Pattern” entrapment
bombing tactic and should:

e Avoid development of fixed daily personal or group habifs.

e Provide 24-hour security for assembly points.

e Be particulurly alert to entrapment situations when changing shifts.

B-
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o Analyze the personal and group patterns now being followed and try to vary them whenever
possible.

e Sccure parking areas and garages.

e Make a visual check of locker rooms, public restrooms and surrounding areas when changing
shifts.

e Report immediately any object that is suspicious, different, or out of place. Report it, but
don’t touch ir.

Aerial Bombing Tactic

This tactic is one which is primarily employed after dark in downtown or high rise areas where
buildings are close to the street. The bombers place themselves inside or on top of a building
somewhere afong the patrolman’s beat or the arca cruised by the patrol car. In the case of the
patrolman, the bember’s intention is to cause the patrolman to stop walking (an open doorway) or
to lure him into an alleyway (shining a {lashlight on a box), consequently making him a vulnerable
target for a fire bomb. With the patrol car, the tactic is similar. The bomber waits until the car stops
(a trash can blocking the lane of traffic or a stop sign), releases the bomb, and then fades away.

Small explosive bombs (Figure 1) which detonate upon impact with a hard surface can be equally
as effective as fire bombs in this tactic. For instance, an ordinary 12 gauge shotgun shell with a
band of nails or wire taped or wrapped around the outside makes a deadly small bomb. When the
shotgun shell hits the sidewalk it fires and blows upart, spreading nails and shot in all directions.
There is nothing to give away the position of the thrower and a handful can be thrown at one time,
creating multiple detonations and increasing the chances of suceess. Construction information and
drawings of this type of bomb were published in August of this year and available to militant
groups.

To provide protection against the aerial bombing tactic, all levels of public safety personnel must
fully understand the tactic and should:

e Avoid establishing a predictable pattern of patrol whether on foot orin a car. For example, a
patrolman could vary his pattern by changing sides of the street frequently.

e In higher risk areas, the skyline of buildings along patrol routes should be scanned. A man on a
rool may often be spotted against the city’s night sky glow.

e [f a patrol car is struck by a fire bomb or if one lands in front of the car, the vehicle should be
driven forward for at least half a block. Tests have indicated that automobiles can be driven
through burning gasoline with little risk to occupants.

e A gasoline fire bomb striking a car should burn out in less than one and a half minutes with the
intense fame diminishing in one minute. Stopping or attempting to leave the vehicle may lead
to further attacks with fire bombs or small arms and should be avoided. The mobility and
protection offered by the patrol car should not be abandoned unless absolutely necessary.
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Elevator Fire Bomb Tactic

An entrapment factic in use in some major metropolitan areas is one in which public safety
personnel are trapped in elevators while fire bombs are dropped down the elevator shalt onto the
roof of the cab.

This tactic is usually encountered in low income, high rise, public housing developments. Public
safety officers responding to a citizen report (usually false) take the elevator and start up to the
reported [loor. At some point in their travel, the clevator cab is stopped [rom the outside either by
turning off the power or by opening one of the floor doors. Fire bombs are then dropped down the
elevator shaft to impact and ignite on the top of the elevator cab.

While this tactic is certainly unpleasant, it is not normally hazardous to those inside the cab. The
roof of the elevator cab is usually made of one piece of metal having only the SMErgency escape
hatch for an opening, and this hatch is usually sufficiently tight fitting so that it is unlikely that
burning gasoline will enter the cab. Additionally, most small elevators have a slightly rounded or
sloped roof and this tends to deflect the burning gasoline. The intense Mame of the fire bomb will
normully burn out within about one minute and ntost of the heat, smoke and flame will go up the
elevator shaft.

What looks to the bomber like a rouring blaze is in lact not really effective against those inside
the elevator cab. Passengers in the cab will usually hear the flames. but become aware of only a
slight increase in temperature near the ceiling of the elevator car.

Victims temporarily trapped in the cab should stay near the floor, keep calm, and remember that
there is always a flood of cool air rushing up the shaft from below due to the draft created by the
fire. Perhaps the most disconcerting element of the tactic is that frequently personnel remain
trapped inside the elevator cab for extended periods of time because the bombers il to turn the
power back an or leave the floor elevator doors ajar, which automatically immobilizes the cab.

To reduce the risk of entrapment in an elevator, all levels of public safety personnel must
understand the elevator fire bombing entrapment tactic and should:

® Always keep one or more officers free of the elevator system so that assistance can be provided
quickly in case of entrapment.

e Consider the use of two elevators to confuse the bombers.
e Consider sending an empty elevator up and taking a second elevator.

o Consider using the stairs for the first few loors and then taking the elevator. This may confuse
the bombers, who are expecting the elevator to be entered at the ground level.

e Remember if you are fire bombed, it seems more dangerous than it uctually is. Stay near the
floor, keep calm, and wait for assistance.
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Second Story Fire Tactic

This tactic usually involves the setting of a small low infensity [ire in the second story of an
abandoned building. When public safety personnel respond and proceed to the second floor to take
action against the fire, an explosively initiated fire bomb is funciioned on the first floor, filling that
floor with burning gasoline and trapping those on the floor above.

The entrapment fire bomb on the first [loor generally consists ol a large frangible container, such
as a 20 galton plastic trash can, having a tight fitting lid and containing gasoline.

If the bomber desires to function the fire bomb clectrically, e attaches wires to a flashbulb and
inserts the flashbulb into a quart sized plastic container fifled with smokeless powder, black powder,
or a2 mixture of both. This container is sealed and partially submerged in the gasoline. The electrical
wires are passed thru a hole punched in the plastic jid of the trash can and the lid is tightly sealed to
the can to prevent the escape of gasoline fumes.

If the bomber desires to function the fire bomb nonelectrically, a length of salety fuse is inserted
into the powder filled plastic quart container and passed thru the sealed lids of both containers.

I the fire bomb is rigged clectrically, the wires can be attached to a clockwork/battery fuze or to
a switeh/battery fuze. The bomber can thus estimate the amount of response time required to allow
the public safety personnel {o asrive inside the building and use the clockwork fuze to function the
bomb, or he cun remin in the area and trigger the bomb himselt when officers enter the building. It
is unlikely. however, that he will remain in the area and risk the increased danger of capture. When
the fire bomb has been rigged nonelectrically, the bomber will probably jgnite the safety fuse when
he hears the approaching sirens, having previously measured and cut sufficient safety fuse to allow
entrapnient ol public safety personnel inside the building. Once the powder in the plastic container
is ignited by the heat of the Mashbulb or by the flame from the safety fuse, the plastic container
explodes ripping apurt the plastic trash can, spreading and igniting the gasoline.

Tactically speaking, the entrapment fire bombh must be located in such a position that the
gasoline will be spread throughout the entire first floor. Placement of the fire bomb in a corner or
comcealed in u closet reduces its effectiveness. A quick look around downslairs can often lead to
rapid detection of this entrapment bombing tactic.

To reduce vulnerability to this form of entrapment, ali levels of public safety personnel must
understand the second story fire entrapment tactic and should:

e Be alert {o entrapment on the second run to the same abandoned building area. The first
(false) run may have been used to time the response time.

e When responding to a call ol this type, make a quick visual check of the lower floor or floors.
e If a large frangible (glass, plastic, wood) container is encountered standing away [rom the walls

in good tactical position, immediately alert all public safety personnel to the danger of
entrapment and get out of the building.
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e If ignition must be prevented and a high level of personal injury risk is acceptable, rapidly
remove the lid of the large container and take the lid, fuse or wire, and the quart plastic bottle
from the building. In so doing, try to use the lid as a face shield to profect you against the heat
and llame should the powder ignite and/or explode while the components are being carried.

The “‘Package”™ Tactic

This tactic is one where the bomber enters the target area carrying a fully armed and functioning
time bomb concealed in a briefcase, box, shopping bag or similar container and asks someone on
duty to watch the package for a few minutes. The bomber then departs and the bomb subsequently
detonates. While this tactic is quite old, it still meets with success. The bomb employed is almost
atways a time bomb of some type, usually a clockwork device. Receptionists, entryway guards, desk
sergeants and personnel dealing with the public are the prime targets of this kind of attack.

To reduce vulnerability to en'trapment bombing tactics of this kind, all levels of public safety
personnel must understand the employment of the “package” tactic and should:

® Insist that persons desiring to leave packages for sufekeeping open the package and display the
contents. '

© Immediately notify the bomb squad and, when practical, evacuate the area whenever a paclkage
is found abandoned in a public area.

e Never attempt to open or inspect suspicious containers. They may be rigged to detonate upon
opening or movement.

e [f the bomb squad is not immediately available and if the package was observed being carried
into the building, two additional immediate actions may also be performed if it is absolutely
necessary to remove the package from the building and a high risk of injury is acceptable:

I. Carry the package to a secure open area outside the building, such as a parking lot.

2. Clear the area around the suspected package for a minimum distance of 300 feet and
await the arrival of the bomb squad.

e Encourage the installation of a silent bomb alert system which will bring quick response to a
public area in the event an employee observes a suspicious activity or object.

Stolen/Abandoned Automobile Tactic

This tactic has not been used recently by militant/dissident groups. It has, however, been
discussed by these groups, and it could well become 1 popular tactic because it is highly target
oriented, can be accomplished anywhere in the city or surrounding area, provides minimal risk for
the bomber, and is guaranteed to draw the attention of public safety personnel.

The tactic involves simply stealing a late model automobile, wiring it as a bomb, and abandoning

it. Sooner or later, the automobile will be discovered and the bomb is rigged to explode as public
safety personnel open the door or perform some other normal act of investigation or removal.
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The bomb could be rigged to any part of the automobile; the more common locations for the
placement ¢f the bomb would be:

e Under the hood and fuzed to detonate when the hood is opened or when the engine is started.

e Under the dashboard and fuzed to detonate when a door is opened or when the engine is
started,

e Under the seat and fuzed to detonate when a door is opened or when someone sits on the
seat.

e In the back seat or on the floor and fuzed to detonate when the bomb or the automobile is
moved.

e In the trunk and fuzed to detonate when the trunk is opened, the bomb or automobile is
moved, or when the automoebile’is started.

e Under the automobile and fuzed to detonate in any of the above ways.

To reduce vulnerability to entrapment by these tactics, all public safety personnel must
understand the employment of the stolen/abandoned automobile tactic and should:

e Copduct g carelul visual inspection of all encountered stolen/abandoned automobiles. Look for
strings or wires attached to the hood, the inside of the doors and the trunk.

e Visually inspect the underside of the automobile before attempting to enter or move it.

e Whenever possible, enter the automobile thru the right rear door rather than thru the driver’s
deor. Be particularly suspicious of a stolenfabandoned autemobile which has only one door
unlocked,

o Whenever possibie, open the hood, the doors, and the trunk remotely using a long line with the
operator under cover. (500 feet of 1/8 inch Nylon cord is excellent for this purpose.)

e [ook under the seats before sitting on them.

e Loolk under the dashboard befare opening the glove compartment.

e Visually inspect any packages or containers found inside the automaobile without maving them
in any manner. If you are in doubt as to what they may contain, make initial movement
remotely using a long line with the operator under cover.

e Do not flip switches, turn knobs, release the hand brake, blow the horn, step on the brakes or

perform other operations until you are sure that no bomb is located in or under the
automaobile.



Delayed Action Tactic

The delayed action tactic involves the employment of two or more bombs placed in the same
general area set to detonate one after the other. Detonation of the first bomb draws public safety
personnel to the scene and, after their arrival, the other bomb or bombs detonate. This tactic was
recently employed in Minnesota by a 15-year-old bomber having militant associations, and the
technique was also used several years ago during Ku Klux Klan bombings in the south.

Public safety personnel responding to a bomb detonation should always conduct a search of the
area for additional bombs. Continued scarching may well uncover more bombs placed in the
immediate area or elsewhere in the target building. Particular attention should be paid to other parts
of the detonation site. rooms next to the point of detonation, entryways, natural gathering places,
automobile parking areas, halls and stairways granting access to the area, and other possible places
of concealment where a bomb detonation would injure or kill personnel processing the scene of an
earlier explosion.

To prevent vulnerability to this entrapment factic, all levels of public safety personnel must
understand the “detaved action™ tactic and should:

o Conduct a thorough search of the bomb scene surrounding area as rapidly as possible upon
arrival.

@ Remember to completely search the entire area even when a second bomb is found. Look for a
third and lourth bomb.

e (Check those areas that lead to the bomb scene as well as vehicle parking areas.
Public safety personnel who become aware of specific bombing entrapment tactics or techniques

not covered by this bulletin are encouraged to submit such information to the National Bomb Data
Center so that supplemental bulletins can be issued.

B-12



A CASUALTY RIsk REDUCTION PROGRAM

Any law enlorcement agency seriously interested in reducing the risk of injury or death to its
personnel slould vonsider the implementation of an internal casualty risk reduction program.

Although an effective risk reduction program must receive the support and cooperation of all
members of the department, especially those in supervisory and command positions, a risk
reduction officer or team should be designated to formulate and guide the implementation of
improved tactics. training, and equipment intended to reduce casualties. The risk reduction function
shoutd have stall autherity and responsibility for finding and implementing solutions to the

problem of attacks on police officers.

In the case of ambush attacks, for example, the risk reduction officer or team might be held
responsible for:

e Familiarity with all pertinent materials on defense against ambush aftack.
e Ficld study and analysis of ambuosh attack events.
e The development ol effective counterambush policies, procedures and tactics.

e Fvaluation of current depurtment practices from the standpoint of defending against ambush
attuck.

e The recommendation of corrective actions to increase officer safety.
e The preparation and distribution of risk reduction materials.

o The provision ol advice and assistance in defending against ambush attack to all members of
the depurtment,

Naturally, the level of effort fo be assigned Lo risk reduction in a department 15 a management
decision which will be based upon such considerations as available resources, casualty experience,
and the perceived seriousness of the problem.

In a small agency the chief or sheriff may elect to devote some of his time to exccuting a risk
reduction program. In larger, low-risk agencics the risk reduction funpction may be a parl-lime
assignment, Where the risle of police assaulis is considered high, a full-time olficer may be required.
In very larze or very high-risk agencies, a risk reduction team may be appointed on a permanent or
tusik-force basis.

Selection Criteria for Risk Reduction Assignments

The selection criteria for risk reduction duty assignment must be rigorous. Any attempt to
gcontontize in qualifications will produce poor resufts and in the end prove to be the mosi expensive
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possible course of action. The officer who is chosen must be well trained and have solid expertise
built upon proven field experience. It is especially important that this officer have the ability to
approach risk reduction in a straightforward and practical manner. He must be capable of knowing
and appreciating the realities of everyday field operations. If he cannot do this, his findings and
recommendations will be unrealistic and have little or no credence with field personnel.

The officer must also have the capability to collect and evaluate data regarding assaults on pblice
personnel. This is where the problem solving process begins. Higher education may be helpful, but it
is not a mandatory requirement. Logic and common sense are the most critical skills.

The risk reduction officer should have some experience and aptitude as an instructor in formal
law enforcement training programs. A great deal of his work will require knowledge of training
materials and techniques. Since training matters often can become very time consuming, this officer
must have the background and attitudes required to provide the capability to produce or contribute
to training manuals, schedules, and classes in the most efficient manner possible.

Finally, the officer chosen must have the desire and ability to cooperate with other officers.
Extensive commumnications and liaison may be necessary with other personnel and offices in his law
enforcement agency.

The Role of the Risk Reduction Function

The risk reduction officer or team is responsible for the development and execution of a positive
risk reduction program and provides advice, assistance, and recommendations regarding ambush
defense to law enforcement decision makers, supervisors, and field personnel. His overall
responsibilities and duties can be divided into four basic steps toward risk reduction.

Investigation. The investigation of police assauilt events to determine the Who, What, When,
Where, Why, and How is the first step in the risk reduction program. Incident reports, field
interviews, tactical bulletins, and liaison and communication with other agencies are just a very few
of the basic sources of readily available information that can be exploited by the risk reduction
officer to obtain knowledge of assault situations. The search should be as thorough as possible, for a
comprehensive data collection effort can turn up a great deal of information that can be profitably
used both now and later to reduce risks without ‘“‘re-inventing the wheel’—a very wasteful and
common difficulty in any problem-solving activity. When collecting and analyzing data, the risk
reduction officer must give special attention to drawing forth “lessons learned.”

[t is especially important that the risk reduction officer conduct his own field investigations of
assauits since formal reports frequently do not include the kind of information that is useful in
assessing the nature and validity of the tactics and equipment employed. Routine incident or
criminal investigation reports almost never contain the type of data needed to support the risk
reduction program.

Evaluation. Successes and failures in defending against previous attacks or the various
recommendations to reduce risks that have been isolated and identified in the investigation phase
must carefully be reviewed and analyzed. As local conditions and the field environment vary
according to participants, locations, and times, it is not always possible to say that because an
attempt to reduce risks worked or failed before, it will do so again. But a continuing critique of
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current and past practices to reduce risks [rom attack can often suggest new and improved concepts
and recommendations.

Building upon what experience and thinking is available, realistic factical scenarios and
operationul exercises and models can be developed as tools by which to formulate and test possible
means of risk reduction. An input of field experience from knowledgeable personnel within the
depurtment is necessary to determine the suitability of recommendations developed by the risk
reduction program.

The policies, procedures, and tactics of the department must be surveyed and assessed {rom the
standpoint of effective attack defense. Do contemporary practices increase the risk attack? If so,
how and why? Are overriding operational constraints or mission considerations involved? The risk
reduction officer should prepare a threat estimate in light of the deficiencies discovered and
determine how the countermeasure policies, procedures, and tactics he has developed can be best
fitted into the organization and activities of his department or agency. The objective is maximum
risk reduction with a minimum of friction in implementation. Coordination with appropriate levels
of authority, offices, and personnel within the department must be effected, and plans, training
materials, tactical bulletins or manuals and the like prepared for review, approval, and
dissemination.

Implementation. The risk reduction officer must insure a complete dissemination of approved
measures for defense against attack. The importance of the risk reduction program must be brought
home to all personnel in positions of leadership, and their positive cooperation solicited to get a
viable, substantive effort underway. Policies, procedures, and tactics must be continuously
monitored and subjected to a comprehensive periodic assessment to make certain those measures for
risk reduction that have been promulgated have, in fact, been implemented. The risk reduction
officer must make himself readily available to answer questions and receive and review suggestions
concerning defense against ambush attack. The implementation phase must be recognized as a
continuous effort.

Support for the Risk Reduction Program

Internal. Law enforcement executives and other agency decision makers must exert every effort
to make the risk reduction program a truly effective means for increased officer safety, including
the provision of full staff assistance to the risk reduction function. Management must also prepare
to support a long term effort; a brief display of concern and enthusiasm will not be sufficient. The
threat of attack is an everyday risk and it must be combatted on a daily busis. Further, there are no
complete lasting solutions to the problem of assaults on police. New and improved countermeasures
must be developed and put into practice in accordance with new threats and changes in the tactical
environment, The interest and commitment of law enforcement leaders is essential to making any
program work.

External. Both the Federal Bureau of Investigation and the International Association of Chiefs
of Palice have long been concerned about the problem of assaults on law enforcement officers. Both
agencies will respond to specific requests for assistance in the development and execution of risk
reduction programs at the local, county, and state tevels of law enforcement. Such requests may be
addressed:
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e Clarence M. Kelley
Director
Federal Bureau of Investigation
U. S. Department of Justice
Washington, D.C. 20535
@ Intemational Association of Chiefs of Police
Police Casualty Analysis Unit
Research Division
11 Firstfield Road
Gaithersburg, Maryland 20760
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APPENDIX D
CASUALTY DATA COLLECTION FORM

The “Physical Contact Summary”™ report form illustrated here is a prototype developed in
conjunction with this study as an experimental means of gathering assault data for use in risk
reduction programs. Although by no means complele, it may serve as a useful tool for agencies Lo
record and analyze attacks made against police officers. Risk reduction programs should provide for
the routine collection and analysis of assault data and the establishment of staff responsibility for
this purpose.
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PART I

4, Name of Reporting Agency:
1.0 City Police Dept. 2. {1 sheriff's Otfice - 3. [] Highway Patrol or State Palice 4, [ Univ. Polica

5.1 Other

PHYSICAL CONTACT SUMMARY

{specify)

Do nat wse this spacge

1. Study File No.

CO0C4

2. Population Code

Onud

3. NCIC No. {0.R.1.}

LOOOonn

PART I ABOUT THE OFFICER ASSAULTED

3. Rank:

1. Sex: 2. Years of Police Service:
1. O male . -
2. [ Female 5. Height: 6. Build:
—feet ___inches 1. LT Siender
2, {1 Madium
7. Date of Birth: [/ 3. [T Heavy
mo day vyear

1. D Patrolman, Deputy, Traaper
2. [ petective

3.0 Sgt. or Field Supervisor

4. Above Sqt,

5. ] Other

{specify)

4. Race:

1. [ white
2. [ Mexican-American
3. O Negra

4, [ American Indian
5.3 Other

{specify)

8. Assignment:

1. [ Auto Patro
2. 3 Foot Patral
3. [ Traffic

4, 3 Juvenile

5. {3 vice

6. [J Detective
7. 11 Jail

8. [ Other

9, Duty Status:

1. 0on Duty
2. [ o# Duty

10. Dress At Time of Assault:

1, D Uniform
2. [ ptsin Clothes

11. Was Officer In:

1. O one-Man Unit
2. [ Two-Man Unit
3. D Other Assignment, describe

{specify)

12. Others Present at Time of Assault:

1. Number of other officers ___ 2. 'Number of other suspects . 3. Number of civilian witnesses —__

13. involvement of Witnesses:

1. (3 None Prasen
23 Present, Not

3. 1 Agitated Suspect
4. [ Assisted Suspect

t 1. [ ves

Involved

14. Other Officer(s) Assaulted?
2. 0O no

15. Was Officer Ambushed?
1. [ ves

2,00 No

16, Was the Incident a Sniping Incident?

17. Was the Incident a Bombing Incident?

5. [ Assisted Officer 1. Yes 2.0 ne . ] Yes 2.{JNo
PART I ABOUT THE SUSPECT
1. Suspect: 2. If Known and Arrested, Name: 3. Date of Birth: | 4. Sex: 5, Race:
1. [ Known / / 1.0 mate 1. [ white
2. [J Unknown fast first middle mo day year 2.[] Female 2. [ Mexican-American
i . . 3. [ Negro
6. Height: 7. Employed? 8, I Yes, Give Usual Occupation: 4. [ American Indian
__ feet ___ inches 1.3 Yes 2.0 No 5. 1] Oter {specify}
9, Build: 10, Police Ident. No. {if known) | T1. Did the Officer Know the Identity of the Suspect Prior to ;he Assault?
1. [1 stender 1. Local 1.0 ves 2. O no
2, [0 Medium | 2. State 12. Did Suspect Appear to be Under the Influence of Alcohol?
3. [ Heavy 3. FBi 1. 0] ves 2. No 3. Don't Know
13. Did Suspect Appear to be Under the Influence of Drugs? 14. Did Suspect Appear Mentally Deranged?
1. ] ves 2.1 no 3. O pon't Know 1. [ Yes 2.1 no 3. [ Don’t Know

15. Had Suspec
1.3 ves

2. O no

t Been Drinking?
3. £ Don't Know

16. If Subject was Arrested, Specify Charge(s):




PART I¥ ABOUT THE ASSAULT

1. Date of Assault: / /

mo day year

2. Day of Weel: 1.1 sun 2.0 Man 3.3 Tues 4. Owed 5. [Jthur 6.0 ki 7.00sat

3. Approximate Time: | 4.

am

Where did it Happen? (be as specific as possible)

(Street, House No., Mile Post, Intersection, Ete.}

pm

5. Location of Assault: 6.
{Type of Location)

1. £ Private Residence

-

2. [J Hotel-Motel 2.
3.[] Private Club 3.
4, [:] Other Commercial Pramises
5. [1 Recreational Facility L3
6. ] In jail, booking area 5.
7. [] Open Area B
B. [] Street-Highway 7.
9. {1 Schoot or College grounds 8.
10.]:] Other (specify) 9.
10.

. [ orunkenness Laws

Officer's Action Prior to Assault:

. O Transparting, bogking prisoner

D Transporting Suspected Mentally Hi Persan

D Routine Patrot Duties
Investigating or Enforcing:

[ Traffic Laws

[0 Drug Laws

D Liguor Laws

[ oOffense Against Property
[] offense Agairst Person
[] public Disturbance

11. D Family Disturbance

12. [ Suspicious Persan or Circumstances
13. D Civil Disorder {riot, demanstratian)
14, D Other {specify)

7. What was the Last Thing the Officer Said or Did Before He was Assaulted? {please be specific)

B. Assaulted From:
1. D front

2. El side

3.0 rear

9. Suspect’s Action Prior to Assauit:

1. [J Trafiic Viotation

2.0 Committing Crime

3. l:] Suspicious Behavior

4.7 Interfering With Officer

5. [ Being Transported

6. [] Attempting Escape

7.0 In Custady

8. [_] Appeared Mentally Deranged
9. [] Other (specify)

{please be specific)

10 What was the Last Thing the Suspect Said or Did Prior to the Assault?

11. Weapen Used by Suspect:
1. 0] Officer's Stick or Sap

2. [ Hands, Fists, Teeth, Feet, etc.
3. D Rock, Brick, or Bottle

4. [ ctubbing Instrument

5. [J Cutting or Stabbing Instrument
6. [] Motor Vehicle

7. [ spray Can Contents

8. [ Other (specify}

12. Firearms Used by Suspect:

1. £] Offieer’s Own Handgun

2. [ officer's Rifle or Shotgun
3. [} suspect's Handgun

4, [ suspect's Rifle or Shotgun
5. [] Other Handgun or Rifle

6. [J Set-Bomb or Trap

13. Caliber and Make:

15. Level of Violence by Suspect:

. O Threat and Attempt Onty
. D Wrestled Officer

—

14, Was Suspect Handcuffed?

1. O ves 2.0 No

. ] Struck Officer

. ] cut or Stabhed Officer
. [ Shot At Officer

. [ Shot Officer

fo S 6 | I N S R N

16. Weapon Used by Officer:

1. L,__l Officer’s Stick or Sap
2. [] Hands or Feet

4. [] Other (specify)

1. [ Yes

17. Was Suspect Using a Stolen Firearm?

2, [ Na 3, [ Unknown

3. [ Firearm

18. If Firearm Used, How Many Shots?
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PART X INJURIES

1. Police Officer: 2. Suspect: 3. If Officer Injured, Where Injured?
1. N 1 N
= orfe g nn.e 1. [ Head 3. [J Handsor Feet

2. [ Bruise 2. [ Bruise 2 T (body] o] A " Loas
X r . ol

3. [] Cutor Puncture 3. [} cutorPunclure . prse [hoty Fms g

4. D Fractured or Broken Bones 4. [T Fractured or Broken Bones

5. [] Gunshot Wounds 5. [ Gunshot Wounds 4. 1f Suspect fnjured, Where Injured?

6. [ Killed 6. [ Killed

7. [ Other (describe) 7. [ oOther (describe} . 0 Head 3.00 Hands or Feet
2. [ Torso (hody) 4.[] Armsor Legs

PART ¥T TRAINING COURSES

Please indicate below those Training Courses that you have completed, indicating whether that training was completed during
the past 6 months, 12 months, or longer:

COURSE TITLE LAST 6 MONTHS LAST 12 MONTHS LONGER

1. Basic Recruit Training 1. O 2.3 3 O
2, Firearms Training 1. [ 2. 3 0
3. Arrest Procedures 1. O 2. [ 3 0
4, Prisoner Handling (A 2 3. [
5. Riot Contral 1. O 2 3.0
6. Police Community Relations 1. O 2 3 [
7. Defensive Tactics 1. O 2.1 3 d
B, Dedensive Driving . [ 2. 3
8. Pursuit Driving 1. 4 2 [ 3.0
10. Never had any Police Training 1. 1

PART MII WHAT WAS UNUSUAL ?

In the following spaces, please write in any information you have ahout unusual weapons, unusual assauft techniques,notable
circumnstances {unusual events, particular people present, situational factors, etc.} , or anything you believe is important that
is not covered elsewhere or that needs further explanation. You may wish to attach a copy of the Police Incident Report.

Thank you for completing this sumrmary. This information will be used to help you and your fellow
officers. The information you have given in this summary will be assimilated with information submitted
by other officers and computer analyzed to determine causes and countermeasures for assaults on police
officers. No individual officer will be identified in this study.
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APPENDIX K
MODEL ROLL CALL LESSON PLAN

THE USE OF INDIVIDUAL ALERTNESS TO REDUCE
RISK IN AMBUSH ATTACKS

Total Time: 15 Minutes

Instructional Time: 15 Minutes

Site: Roll Call

Description: Provides field personnel with instructions on the use of the senses, the application of
field experience and knowledge, and the minimization of exposure to reduce the risk of ambush

attack.

Performance Objective: Development of the ability of each trainee to prevent, avoid, or counter
ambush attacks through the exercise of caution and an awareness of the threat of ambush attack.

Equipment: Optional

Instructor References: 1. Law Enforcement Officers Killed, Annual Summary (Federal Bureau of
Investigation). 2. Ambush Attacks: A Risk Reduction Manual for Police (IACP).

Student Handout Materials: 1. Physical Contact Summary.
Qutline of Major Points of Instruction:
I. Introduction and Objectives
11. Why Victim Officers are Killed or Injured in Ambush Attacks

A. “It Doesn’t Happen Here”
B. “You Can’t Do Anything About It Anyway”

I11. Alert Use of the Senses
A. Ambush Attacks Can Be Detected

B. The First Link in the Protective Chain

C. Be Watchful at all Times and Places

D. Complacency Kills



IV. Apply Field Experience and Knowledge
A. Self-Protection is the Best Protection
B. Know Your Terrifory
C. Listen to Experience and Trainiﬁg
D. Act Upon Early Warning Signals
V. Minimize Exposure
A. Exercise Informed Caution
B. Times and Places of Greatest Danger
1. Where Officers Can Be Regularly Found
2. Where Officers Can Be Easily Detected and Observed
C. High Risk Activities
1. Marked Vehicle Patrol
2. Investigating Service Calls
D, Survey the Scene
I. Mark Potential Fire Zones
2. Look for Possible Assailant Locations
3. Check for Cover and Concealment
4. Locate Emergency Escape Routes
E. Proceed According to a Plan of Action

1. Estimate the Situation

b2

Implement Good Tactical Procedures

3. Be Psychologically Prepared



APPENDIX F
MODEL LESSON PLAN
RISK REDUCTION IN AMBUSH ATTACKS
Total Time: 2 Hours
Instructional Time: 100 Minutes
Site:  Classroom
Description:  Provides personnel performing field operations with instructions on policies,
procedures, and tactics in community relations, individual alertness, immediate action, evasive

action and delensive use of weapons, communications, and wounded personnel rescue.

Performance Objective:  Development ol the ability of each trainee to prevent, avoid, or counter
ambush attacks through the exercise of caution and an awareness of the threat of ambush attack.

Equipment: Blackboard, charts, or overhead projector.

Instructor References: 1. Law Enforcement Officers Killed, Annual Summary (Federal Bureau of
[nvestigation). 2. Ambush Attacks: A Risk Reduction Manual jor Police (IACP).

Student Handout Materials: 1. Physical Contact Summary. 2. Ambush Attacks: A Risk Reduction
Manual for Police.

Outline of Major Points of Instruction:
1. Introduction and Objectives
1. The Threat
A. Ambush Attack Overview
1. Execution of Ambush
4. Suddenness
b. Surprise
c. Luack of Provocation
2. Day and Time of Occurrence
3. Victim Location and Activity

4. Factors Contributing to Ambush
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B. Types of Ambush

1. Sniping Ambush

oS

Direct Assault Ambush
3. Coordinated Attack Ambush
C. Entrapment

DD, Assailant Profiles

[II. Ambush Attack Countermeasures
A. Avoiding Ambush Attack
I. Community Relations
a. Encourage Friendly “Eyes and Ears™
b. Increase the Difficulty of Ambush
2. Individual Alertness
a. Usc Senses
b. Apply Field Experience and Knowledge
¢. Minimize Exposure
3. Defense Against Entrapment
a. Be Psychologically Prepared
b. Suspect Unusual Events or Behavior
c. Think Before Acting
d. Do Not Proceed Alone
B. Responding to Ambush Attack
[. Short Range Nonfircarms Attack
a. Huandheld Clubs, Knives, Etc.

® When on Foot



— Take Immediate Action

Avoid Hand-to-Hand Combat

— Secure Defensive Space

— Use Obstacles or Escape Routes
- Prepare to Defend

— Request Assistance

- Counter Most Dangerous Attacker First

o When in Vehicle

Take Immediate Action

i

Drive Away

Be Alert to Opportunity to Use Vehicle As Weapon

!

If Vehicle is Immobilized,
Protect Vulnerable Body Areas
Prepare to Defend
Request Assistance

Counter Most Dangerous Attacker First

b. Deadly Missiles and Incendiary Devices
@ When on Foot
— Take Immediate Action
—  Clear Impact Area
—  Seek Cover and Concealment
— Prepare to Defend
—  Request Assistance

— Counter Most Dangerous Attacker First
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e When in Vehicle

— Take Immediate Action

Drive Away

Be Alert to Opportunity to Use Vehicle as Weapon

— If Vehicle is Immohbilized,

Remain Temporarily within the Vehicle
Prepare to Defend

Request Assistance
Exit Vehicle and Clear Impact Area

Counter Most Dangerous Attacker First
c. Explosive Devices
e When on Foot
— Take Immediate Action
— Drop to Ground
— Shelter Behind Object or in Structure
- If Attack Continues,
Crawl or Roll Away
Seek Cover and Concealment
— Prepare to Defend
— Request Assistance
— Counter Most Dangerous Attacker First
o When in Vehicle
— Take Immediate Action
- Drive Away

—  Be Alert for Opportunity to Use Vehicle as Weapon
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— If Vehicle is Immobilized,
Crouch in or Lay Across Seat
[f Device Does Not Explode, Exit Vehicle Using Automobile as Shield
Crawl or Roll Away-

Seek Cover and Concealment

If Attack Continues,

Abandon Vehicle only as Last Resort

Prepare to Defend

!

Request Assistance
—  Counter Most Dangerous Attacker First

d. Firearms

¢ When on Foot
— Take Immediate Action
—  Drop to Ground Evade to One Side
—  Seek Cover/Immediate Counterattack
- Reqguest Assistance
— Counter Most Dangerous Attacker First
e When in Vehicle
- Attempt to Drive Away
Assume Low Profile
Do Not Drive in Straight Line
Escape Attackers Line-of-Sight
Be Alert for Opportunity to Use Vehicle as Weapon

— If Vehicle is Immobilized,



Exit Vehicle
Use Engine Block for Cover or
Seek Nearby Cover and Concealment
Prepare to Defend
Request Assistance
Counter Most Dangerous Attacker First
2. Medium/Long Range Firearms Attack
a. When on Foot

e Take Immediate Action

e Drop to ground or Evade to One Side

@ Determine Direction of Fire

@ Seeck Cover and Concealment

e Prepare to Defend

e Request Assistance

e Counter Most Dangerous Attacker First

b. When in Vehicle
e Take Immediate Action
e Drive Away
© Be Alert for Opportunity to Use Vehicle as Weapon
@ If Vehicle is Immobilized,
— Remain in Vehicle
— Determine Direction of Fire
~ Exit Vehicle

— Use Engine Block for Cover or Concealment
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— Prepare to Defend
~ Request Assistance

— Counter Most Dangerous Attacker First

Communications

-2

4.

Include Essential Data In Call for Help

Continue to Transmit Risk Reducing Data

If Without Radio, Use Alternate Means

Maintain Personal Contact

Wound éd Personnel

1.

B

Individual Action

d.

b.

slightly Wounded

Severely Wounded

Wounded Officer Rescue

d.

Secure Area First

b. Plan Rescue

C.

Field Expendience
@ Protective Vestis, Ballistic Shields, Bomb Blankets
@ Smolke

o Neutralization of Hlumination

F-7








