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ABSTRACT 

An examination is made of the operational requirements and constraints 

that will influence the de sign of a cargo security system whose major goal is 

the reduction of thefts from cargo vehicles. 

In order to avoid an increase in operating costs beyond the bounds 

established from a survey of theft losses in the trucking industry, the system 

de sign must allow integration of fleet dispatch and security data so that existing 

dispatcher personnel can manage the system. 

A system design approach is descr~ibed that considers factors such as 

the cargo vehicle environment, federal and other regulations governing 

radio spectrum usage, and vehicle and personnel safety. Minimum operational 

changes are required to integrate the proposed cargo security system into 

fleet operations. 
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SUMMARY 

A survey and technical assessment effort! has examined the problems 

of cargo los ses in the trucking industry, and has concluded that local pickup 

and delivery operations are the principal targets of the cargo thief. The con­

cept of an automatic vehicle surveillance system that inc.!.')l'porates location 

and status sensors on the vehicle and the reporting ol. these sens')r data to the 

fleet dispatcher has been developed, and its technical requirements and 

economic bounds established. In this report, the environment in which the 

system must function is described, and the operational requirements and con-

straints that the system must satisfy are defined. 

The major effort in the present study was to establish operational 

design criteria based on an analysis of requirements and constraints that the 

cargo security system must satisfy. The following conclusions regarding 

these considerations were drawn from this study: 

• 

• 

In order 170 achieve system cost goals, the cargo security system 

must be capable of operation by existing dispatcher personnel. 

To meet this requirement, the cargo security and dispatching 

systems must be integrated and ill such a manner that the dis­

patcher's workload is not increased. 

Specific information features of the cargo security system include: 

Vehicle locations should be displayed in terms of street 

intersections and zones. 
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Automatic,or manual selectj.on of a close surveillance 

n.'1ode should provide vehicle and driver identification 

to supplement vehicle status data. 

Rout'e history shv-uld be available on demand. 

Area polling, i. e., the identification of all fleet vehicl(~s in 

the vicinity of a specified location, should be possible 
, " 

• A record of .all vehicle and dispatcher transactions with the system 

• 

must be maintained to assist in investigations of theft incidel1t'i~ , ;@~ 

Access to the recorder should be Hmited to security persoml~t'i!l 

order to protect dispatcher /driver cooperation, which is es sential 

to fleet efficiency. 

The base station computer prograrn must be protected from 

access through dispatcher ~oriV~~Js)l'\the computer console, and 

" .~ I'':' ,,' 
the source progral1'l should be stored in a secure area to safeguard 

the information within the system. 

• There is llO standard set of environmental design criteria 

applicable to the trucking environment. - However, t1;l'ee basic 

environmental categories have been established anti worst-case 
:,' 

design criteria ideJ.?tified. 

• Operating characteristics of the communications and vehicle 

location subsystems of the cargo security system are subject to 

Federal Communications Cornrnis~sib~)regulatio~s. 

-xii .. 
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,Y .', 
• >Electrical and mechahical design of the system are governed 

I' 

I: ~y federal a11d local:k~gulatio:ns pertaining to the safety of 

, vehicles and personnel. 
;\' ~ 

• A new proc~~lure is required in the compilati.on of load schedules 

to ensure system compaii.bility of vehicle and route data. 

1~he vehicle-mounted and ground st~pport units of the system will be 

exposed to a wide variety of environmental conditions 1 and these conditions 

must be factored into the system design.: Mo:reover, the constraints imposed 

by the regulations of the Federal Commurd.cations Commission governing 

use of the l·adio frequency spectrum and 1;'1 other federal and local agencies 

pertaining to vehicle and personnel safety are impo'rtant d,e~lign factors. The 

design of equipment capa.ble of operating \('Iithin these constraints is well 

within the st~te of the art. No requirements for special legislation have 

" been identifi~:d. 

',' 
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CHAPTER L INTRODUCTION 

:'~~ ~::~,> , 
',', !,'~':'::::' ~,~: 

Cargo theft ha.s beconle a highly organized multibillion dollar businesl) 

with a network of intelligence agents I' drivers and freight h(~ndlers, and an 

efficient distribution system for the utolen goods. Alt.hough the direct dollar 

loss of stolen goods in the trucking ir,ldustry is substantial (more than $1.6 

billion dollars in 1972), there are grElater indirect losses that must be con-

sidercd in evaluat'lng the real loss to the national economy. Specifically, 

the motor carri0r, ';:l'hose high insurance deductible makes him virtually self-

insured, incurs an indirect cost of prc)cessing loss cladms by the shipper of 

between $2 and $5 for each $1 of direct loss. The, ev,er-increasing loss 

rate and growing evidence of highly organized theft rings have brou6h~ 

attention to the problem at the highest government levels. In FY 1974, under 

a Law Enforcement Assistance Administration (LEAA)-sponsored tasle, The 

Aerospace Corporation initiated a Cargo Security System Program. aimed at 

developing a low cost, reliable security system to alert security officers.of 

unauthorized access to cargo-carrying road vehicles. 

A survey and technical assessment report1 examined the cargo theft 

problem in the trucking industry and found that the majority of losses were 

incurred in local pi.ckup and delivery operations. In performing the system 

study, Aerospace investigated t..'lte loss characteristics and reviewed theft 

prev!:lntion concepts with officers of the national and state trucking associa-

tions as well as with the As sociation of Transportation Security Officers. 

-1-
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It was determined that more than one-balf of the total theft losses are 

vehicle related and that the most effective (but most expensive) preventive 

measure was the use of armed escorts or roving security officers to spot-. 
check vehicles and loads. The se findings together 'mth considerations of 

available hardware and development capabilities led to the conclusion that a 

low cost security system that would provide protection equivalent to direct 

surveillance by s(:)curity personnel was both desirable and feasible. A value 

analysis indicated that the system would be considered cost effective by the 

trucking industry if system operating costs did not exceed $ 1000 per vehicle 

per year. 

Performance requirements were established and the concept of a cargo 

security system was developed (Figure 1). Technical studies and analyses 

established the design requirements 2 and the technical feasibility of the 

system. 3 , 

The purpose of this operational design report is to describe the 

environment in which the cargo security system must operate and to identify 

any operational constraints that might affect the design of the system or 

limit its effectiveness. In compiling this repOl"t, The Aerospace Corporation 

has revi~wed the dispatching methods of a local pickup and delivery operation 

and the procedures employed by the dispatcher and security personnel 

following a theft incident. Environmental conditions in which the various 

system elements must operate as well as the impact of federal and local 

regulations on the system design have been examined. The findings are 

organized as follows: the operational environment of a typical pickup and 

-2-



I 
W 
I 

SENSORS 
DRIVER COMPARTMENT DOORS 
DRIVER COMPARTMENT SEATS 

. / 

SENSORS 
CARGO COMPAR"rMENT ACCESS 
VEHICLE LOCATION 
WHEEL MOVEMENT 

SENSORS 
CARGO COMPARTMENT ACCESS 
WHEEL MOVEMENT 
VEHICLE LOCATION 

_____ ... RESPONSE 
AGENCY 

"",: 
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delivery service is examined in Chapter II, and design requirements imposed 

by this environm.ent are established; in Chapter III the physical environment 

to which the system will be exp()sed is reviewed and worst-case design 

l'equirements are summarized; the constraints imposed by f~deral and other 

J:egulations are summarized in Chapter IVi and operating procedure:{:and 

training requirements for integr,Fttion of the cargo security system into 

trucking operations are discusse:d in Chapter V. 

• 4-

'. I 

• 

CHAPTER II. OPERATIONAL REQUIREMENTS 

A. Introduction 

The operational environment of pickup and delivery services is 

examined in this chapter, and requirements imposed on the cargosecudty 

system by this environment are delineated. Organization of the Inaterial 

", . corresponds to the four elements of the cargo security system, namely: 
~ 4 • • • ~ 

"\'. the vehicle unit, the location support units, communications, and the 

,I,'" 

dispa t~her station. 

B. Vehicle Unit 

The vehicle unit is comprised of the various status and location sen-

SOl'S and their interface with e~dsting communications equipment. This unit 

is subject to the shod;;, vibration, and temperatul'eenvironment of a road 

vehicle (rev·iewed in Chapter III) as well as to its interfac~\Y~91: the opera-
'. ~ <,.:;.0 t·, ~ , 

tions personnel (driver, loader, etc.). 

Except for those vehicles equipped with an optional driver-actuated 
I' ,,>\.~\\'}\ 

alarm switch, the 'lmit should be fully automatic, requirin.g;"no act~v.t? inter-
} it' 

faces with operations personnel. The principal operating:'~'equirements are 

imposed by the need to protect the unit from accidental or deliberate' 

disablement. 

1. Power. The vehicle system, which is composed of the Cal'go 

security vehicle unit and the vehicle com:munications unit, should be supplied 

with a backup power source so that disconnection of the veliicle battery can­

not disable the system. In addition, the communicaHons unit power switch 



fihould not be a~cessible to operations personnel. Ovel'voltage protection 

is also de sirable. 

2. Conununications. Misuse of the cornrn.unications unit controls 

by the driver should not jeopardize system operation. Provision should be 

l"t''lade in the systeln design for inhibiting or override of dr-iver accessible 

controls by t.he vehicle unit. 
',';" 

3. Interconnect cables. Syst~m ihterconnect wiring should be rOl .. l.ted 
~,' .:: : ! ~ ',;. c. 

in such a man,ner' as to avoid accidental di.sconnection or severance under 

norl1'l.al operations. In addition, the system should monitor the integrity of 

all interconnects and provide data on their status to the base station. 

""~. 

4. Physical protecti(j~!, System elements located in the cargo com­

partment should be protec,ted from physical damage from loading or l.lnload-

ing operations. Moreover, elenlcnts in the driver's ce.b should be sealed 

for protection against spilled. liquids. 

Where the optional driver alarm unit is installed, the actuation 

of this unit must be delibel'at~/·A~. g., a seal should be broken, to avoid ac­
I ',' t{.,<;: '~:': ,,'j 

, ..... 
cidcntal opcl'ation. In addition, the ve11icle unit logic must provide protection 

"':{. ';Q. ,,;,.; 

against dclibcl.'ate misus~, of the switch iri';"~ att,empt to disable the system. 
... (:. '::;,:,:':> 

C. Location Support Units 

Location support elements in the form of proximity units are s~bJecf' 
'" 

to natural environmental extr'emes and governn{~~~t regulatory constraints. 
, ":T,':'l",,?~)~·_ .. , '-':r~,:1,> 

(These s'llbjects al'e, reviewed in subsequent chapters .) Fully automatic in 
, ' , 

, 'I, 

opm . .'ation, these units have no active interface with the operations per:s'onnel 

1 
j 

I ele 

I 

}i:;I!n~!'~\(:\·";""i' •. '.'."". 
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of the trucking fleets. However I because()£ their exposed instal1ation,fri~ 

syste,tyl' design should provide for protection against vandalism. 
. ~.\ '}. ,~ , " 

D. :'bommunications 
"\' 

To minimize system costs, i:~he cargo security systen"1 will utilize the 
,I,' ,'.> 

land-mc?J:'>ile communications system of the host vehicle, and the use of this 
'" . , 

'," 

comm~ications system will be governed by the.J'egulations o'£:t'he Federal 
. , \ ~ . 

Communications Commission as revie\V'ed in Ch,~.pter IV, Th~ addition of 
"!"/( \ 

vehicle location and status data will impoE!e an a~ditional cOmlllunications 

.channel load, and the system design must ensureO"that the toth load does not 
. ,:., , ::: ' 

exceed channel capacity, It has been determined'\'rom a stl\:~i~ of communt-
, ',';~ ; , 

cations traffic of a typical pickup and delivery fleet operation that up to 40 

percent of the current voic:e traffic pertail~s to the l~cation of fleet vehicles. 

'ilnaddltion, an analysis of radio traffic 2 h~s:Shown that the automatic 1'e-

porting of vehicle location and status could actually result in a reduction of 

coii'linunications channel loading. To achieve this r eduction, however, the 

design of the dispatcher interface with the system must provide £01' the dis ~ 

:play of dispatch re lated data in addition to the security elata. 

E. Dispatcher Station 
", 

cEl4t:~.1 monitoring and control of the cargo secur:lty system will be 
. : ,'" ;, t;;:' ~: _ . 

, 'j"" 

provided by the :dfspatcher station. Economic. factors dictate that no ad·. 

ditional,.:PPEll'ations personnel may be employed for this control function, 

and the system design must provide for the integration of dispatching and 

security operations so that both tasks can be perfol':r.ned by existing dispatcher 

-7-



personnel. rrhe role of the dispatcher in typical pickup and delivery operations 

and his responsibilities in ensuring efficient fleet operations are discussed in 

th(~ following sections. In additi,on, the security procedures employed in the 

event of vehicle Mrelated theft and operational requirements of the integrated 

dit3patch/ cargo security systeln are described. 

i. Dispatch operations. The dispatcher has the responsibility of 

ensuring that the vehicle fleet operates at high efficiency and, in effect, ex-

e:rcises real-time command and control operations from his office. The 

typical dispatch office will contain a staml3 board and radio control and tele-

phone comrnunica.tions facilities, with each dispatcher controlling up to 50 

vehicles. The m.anual status board will generally be arranged in columns 

corresponding to routes, each colum.n containing multiple ~tots into which 
'. 

data pertaining to vehicle stops are manually inserted. Its construction and 

operation is sin'lilal' to that of a Federal Aviation Authority manual air traf-

fie control board. Vehicle stops are typically color-coded for three cate­

gories of customer as follows: 

• Established - daily stop at regular customer 

.. : ... ..lpstablished·- scheduled or call-in stop at regular 

custorner 

Casual - sch.eduled or call-in stop at new customer 

An overview of the dispatcher procedures is shown in Figure 2. 

At the start of a working day, documentation pertaining to each vehicle and 

l·o~:.te is used to compile the status board and for distribution to the assigned 
,:: 

d:t'ivers. 

e e 

ASSI~~ 
DRIVE~ 

COMPILE 
STATUS 
BOARD 

-----"-------

DETERMINE 
LOCATION 

AND 
ROUTE STATUS 

ASSIGN 
VEHICLE 

UPDATE 
STATUS 
BOARD 

DEPOT PROCEDURES 

---------

EN ROUTE PROCEDURES 

Figure 2. Dispatcher Procedures 
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The loading procedure which precedes daily operations consists 

of the routing of cargo received from long-haul, interline, and l'ail opera­

tions to the appropriate local delivery trucks. Incoming cal'go is directed to 

specific loading dock locations corresponding to specific routes, As vehicles 

become available; they are loaded with this route~argo. In general, a route 

is serviced by a single unit (Ilroute vehicle"), but where the Ca.l'go exceeds 

vehicle capacity (volume Q1' weight), the surplus ,is loaded into a relief ve­

hicle. The route for this relief vehicle that is to carry surplus cargo from 

several II route veh:icles" is treated as a special case (llshag route ll ). As 

each loading operation is completed, the load documentation is forwarded to 

the dispatcher. This documentation includes: 

• 

. ' 

It 

• 

RO'l1.te identification 

Veh'icle identification 

Bills of lading 

Consignee name and addl"es s 

Number of items 

Weight 

Description 

Invoices for any C.O.D. items 

Load summary 

Loading a:n'angement 

Bills of lading nun'lbers 

Number of delivery stops 

Weight summar y 

-10-
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A copy of this documentation is provided to the drivel' assigned to the vehicle, 

and a duplicate is filed in the dispatch office. 

Calls for pickup service received prior to departure of the ve­

hicles from the depot are :routed to the dispatche'r, who records: . "-

• 
,! 1~ t"." 

Customer name and address 

• Number of items 
.",'., 

• Weight 

• Des cription 
,,: '" 

• Latest time for pickup 

The dispatcher assign,s these pickups to the appropriate " route vehicles, 11 

redefining the pickup routes as required to keep the individual loads within 

vehicle capacity and within the capability of the driver to ha.ndle during his 

regular work shift . 

Customer requests for service received after the vehicles are 

en route are given to the dispatcher who must determine how the requests will 

be met. He then issues i'l,lstructions via the radio communications system to 

the appropriate vehicles. In determ.iningwhich vehicle is to be rerouted, the 

dispatcher must maintain an awareness of the general locatioll of the vehicles, 

their load status, and their adherence to the Bchedu~e. His knowledge, obtained 

through experience with the drivers I work patterns and the nature of the loads I 

is supplemented by voice communication with the vehicles. Should a driver, 

because of traffic delays or veJ;llcle pr'u})lems, report that he will be \.m.able 

to m~et his pickup schedule, th.e dispatche14 must balance the proximity of 

othe.i-vehicles against the added drivel' workload in determining the possible 

-11-
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options. As these new assignments are made and existi.ng schedules 

modified; the status board is updated accordingly. 

A further factor - that of dispatcher/driver relationship - must 

be considel"cd. Successful fleet operations are highly dependent on good 

working relationships between the drivers and the dispatchers as the latter 

effectively provide the only management of the daily en route operab:ons. 

To summarize, the design of the cargo security system must 

take into consideration the: 

• 

Dispatcher workload - The task of operating the 

system will impose an additional workload on the 

dispatcher. Integration of common security/ 

dispatch functions to the system computer is es­

sential to relieve this problem. 

Dispatcher/driver ~elationships - In order to 

maintain good working relationships betwe,en the 

dispatcher and the drive,rs; the cargo security 

system must be designed so that detection of theft. 
" 

activities by the system can be attributed to the 

operation of equipment that is not under the con-

trol of the dispatcher. 

2. Security procedures. The preponderance of vehicle-related thefts 

consists of one o:r more cartons. These thefts can be divided into the follow-

ing two categories. 

.. 12 -

e e 

I' 
" 

e e 
l 
! 
I 
i 
~ Ii 

a. Short deliver:l:!s. In this category of theft the customer 

reports that fewer cartons W(\lre delivered to him than were listed on the> 

invoice. Although loading record::. rnay sl,ibw that the correct number of 
, . ~ ',1> 

cartons were loade'd on the vehicle; botlr'~river and customer counts show 

a shortage at the time of unloading at the customer's facUity. There are 

no methods of dete rmining wh.ether the theft took place at the loading depot 

or from the vehicle. The only weapons against this type of theft are in­

creased surveil1ciii~e or, with the sanction of the labor union, polygraph 

te S~~:.9f' sus pect pe rs onnel. 
.1 ~:' \" 

b. Thefts from vehicles. The second category of theft is 

comprised of thefts of cartons from parked vehicles, either overnight at 

the depot or during the absence of the driver while en rotrce> In cases of 

this type, security personnel are requ.ired to identify the nature and value 

of the goods stolen when advisingcne appropriate law enforcement author­

ities of the theft. Where theft occurs from a vehicle parked in the depot 

overnight following a loading operation, cargo data aloe obtainable from 

the load documentation and a physical inventory of the load. 

When a theft takes place during a vehicle I s scheduled 

run, the information must be determined from a cCl.lculation of cargo move­

ments prior to the time of the theft. This requires a knowledge of: the 

original load (load documentation); customer stops completed (driver); the 

number, content, and value of cartons loaded or unloaded at each stop 

(driver docurnentation and phone contact with customers); and' a physical 

inventory of the goods remaining in the vehicle after the theft. Although 

~13- :' 
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the driver can notify authorities of the oc'currence of the theft, little or no 

action can be taken until this load information is available. 

When a parked vehicle is>stolen, the securit'Y'~:~,:>fficer must 
" "'f(\. 

provide vehicle identification data to supplement that provided at,i~he scene 

by the driver who may only know the vehicle make and ;radio identification 
,-" " 

code. In the case of 'LU'lit bddy vehicles ("straights I;) the vehf6~e make, type, 

year, license plate num.ber, nmd rooftop identific;;1,tion number are avail.a,:J)~e. 
',. ':. 

For semitrailer vehicles, identification data for both \tnits are compiled on 
'0-

a daily basis for U'B8 by the security officer. Following prelim:inal'y notifi-
. . 
" '1,1,"" 

cation of the police, a "theft a lert" may be broadcast to ail other cthnpany 
·'r-~~~'t·~·~r 

. '~/'~f/\ 

vehicles in the general vicinity. A computation of the stol:~m vehic1e,I~~:.load 

is made from the shipping documents and customer contacts, In the caie of 

a vehicle hijacking where the driver has,no opportunity to noti;;y authoritie~ 

of the theft, the first notification of a pCltential hijack situatiClu isusuaUy re­

ceived from a customer whose cargo has not been delivered or picked up. 

If no radio contact can be made with the vehicle, the procedure, depicted in 

r.;'igure 3, is as follows: From the current route schedule, the preceding 

stops, are determined and phone contacts ma,de to ascertain the last known 

stop and tim.e of vehicle departure from that stop. From a knowledge of the 

route, typical traffic conditions, and the driver I s propensity for meal or 

coffee breaks, the dispatcher m\lst determine whether the delay is normal 

or due to a potential hijack C'..:>ndition. If the former, he will advise the cus-

tomer of the probable time of arrival and place a followup call at that time to 

vel'if)" that the vehicle has arrived. Should the dispatcher and the security 
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Figure 3. Security Procedure for a Missing Vehicle 
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officer determine that a hijack situation exists, the police agency within 

whose jurisdiction the hijack has occurred is notified of the crime and pro­

vided with vehicle and driver identification data. In addition, a theft alert 

may be broadcast to other fleet vehicles. The cargo load and its value are 

then cOlnputed for notification of the authorities. 

The cargo security system must interface with these 

procedures in such a manner that the dispatcher's efficiency in respond­

ing to a theft situation is increased. In addition to providing the location 

and status data of each vehicle, the system should be capable of display­

ing the following information: 

• Current route list 

• Customer stops completed (identification 

and time) 

• Vehicle and driver identification data 

It Identity of other fleet vehicles in the area 

3. Operational requirements. Integration of the cargo security 

system with the capability to display the location of each vehicle can relieve 

the dispatchers' communications workload and improve dispatch efficiency 

to a level where the additional tasks imposed by the system may be accomp­

lished by existing personnel. The establishment of operational design re­

quirements, therefore, must take into account this integration of the dispatch 

and secul'ity functions. 

-16-
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a. Data display. The alarm/alert functions of the cargo 

security system may be categorized in two groups: 

• • 1 

Group I 

• Group II 

B.oute/ vehicle independent - Thiis group 

alerts the dispatcher to a changcio£ status 

in the vehicle, e. g. / '. changes in driver 

cab occupancy, intrusion into a parked 

trailer, lack of communication with a 

parked trailer, etc. 

Route/vehicle dep,endent - This group 

alerts the dispatcher to en route prob-

rems, e. g. / the car go door is open at 

an unauthorized stop, lao1, of comm'l..lni-
\': 

cation with a vehicle, loq:~ltion of a ve-

hicle outside zone limits,:i,~tc. 
I •• 

For both groups, the lQ.c.ation and status of the vehicle must 
'<.~:~:~i~/. ,;"" 

be displayed on a demand basis by the di¥J;atcher and when th~' alert/alarm 

logic determmes that suspicious activity is occurring. It is recommended 

that the ~lert/alarm logic be given priority over routine surve.i.llance requests, 
.. \' 

, '1 • ~. 

and that a blinking feature together with ~h audible alarm be i~corporated 
~~' ", 

into the display station to alert the dispatcher to the situation. 
. " 

For the display of loc4tion data, it is consid~red essential 
.' ' .... 

o \~l, 

that the location coordinates be in a format rea.dily understood by the dispatcher, 

Without recourse to maps or code books, he should be able to ascertain im-

mediately the current location of a vehicle. In smaller com,munities, two 

-17-I 
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street names may be sufficient to identify an inter section. However, in large 

metropolitan areas such as .Los Angeles, a zone or municipality identifier 

will be required, not only for unambiguouslo.cation data, but also to deter-

mi.ne which law enforcement agency has jurisdiction over a particular area. 

Abbl'evj,a,tions of street names for.the purpose of reducing data storage should 

be selected cal-efully so that no misJnterpretation is possible. A preliminary .. , 

analysis indicates that a minimurr{'of 8 characters should be allocated to each 

street name and zone, 1.. e., a minimum of 24 characters will be required to 

define an inter section. 

Similarly, the condition that initiated the alert/alarm status 

should be presented to the dispatcher in a legible format together with the 

l"l'lake, type, and license number of the vehicle and the name of the driver. 

A candidate fornl,at is shown in Figure 4. In this display, the location and 

status of each v(lhicle in the fleet is presented in the upper area of the screen. 

An alcl.·t conditi<>n for Vehicle 081 is indicated by a blinking symbol in this 

upper area, and. the sensor status and other relevant data are presented in 

the lowel.' area <Jf the screen. 

h. Data entry. The Group II functions require that the ~ystem 

cc.mtains data rel~ating each vehicle to a s€'quence of authorized pickup and de-

livery stops. AflJ described earlier, each route zone has three categories of 

stopa: 

I. 
• Established - routme stop 

• Established - demand stop 

• Casual - demand stop ':. " ','.; 
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_,----------c------------
4/28/''(5 12: 18:02 

VEHICLE 

002 

004 

012 

018 

019 
.,'. 

.. -068 

070 

072 

081 

086 

081 

LOCATION 

TWEEDY / STANFORD I WATTS 

WILCOX / SANA / CUDAHY 

MAIN / GARDENA / CARSON 

SEPUL / CENTURY / AIRPORT 

HA FWY / CEN'IlUR Y / LA 

LB FWY / IMPERIAL / LYNWOOD 

ALAMEDA / WEBER I COMPTON 

STATUS 

OK 

OK 

OK 

OK 

OK 

OK 

OK 

WILSH / 4 ST I S MONICA OK 

ATLANTA / HUBBARD / EAST LA ALERT 

JEFF / S PEDRO / LA OK 

1974 FORD STR 01357 CAL JONES 

ATLANTA / HUBBARD / EAST LA 

CARGO DOOR OPEN 

NON -SCHED STOP 

CAB UNOCC 

COMM OK 

/ 

Figure 4. Candidate Format for Security Status Display 
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When the diapatcher receives the load plalt for the day, he 

must enter data describing the stops assigned to each vehicle togetheJ:' with 

related informatl.on such as the name of the driver and vehicle identification 

code. As requests for service are received subsequent to the departure of 

the vehicles, the dispatcher assigns a vehicle to the request and enters the 

appropl'iate data into the system. A capability must also be provided that 

will allow the dispatcher to en1:er changes to the previously entered data, 

This capability will enable the dispatchel' to transfer an assigned pickup op-

oration £l'om aIle vehicle to another. 

Because of the large number of data Em.tries involved, means 
:,'; 

must be ptovided within the system to a,ssist the dispatdher in this task. Much 

of the iniol'mation is of a permanent na.ture (vehicle/type/license plate num-
, 

bert l.'Qute/ established stops/location of stops) and, consequently, lends itself 

to s ttJra.ge within the bas e station computer in the form of libloary files. 

Figure 5 is a system. How diagram of a routine for the com-

pilation of a daily operations file. Selection by route identification presents 

a display of the established stops for that route. Modifications, e. g., de­

mand stops, casual stops, etc., may be entered through the keyboard. This 

modified route data together "W~th the vehicle/driver assignment is stored in 

the opel'ations file that forms the daily operations data ba!:le for the main sys­

tern program. En route changes would be entered by a subset of this program, 

which would be established at a lower priority than the alert/alarm logic 

routines. 
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PRINT AND 
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I 
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• ROUTE fD 
• VEHICLE ID 
• DRIVER NAME 

• ADD STOPS 
• DELtTE STOP S 

VEHICLE 
...-...., FILE 

ROUTE 
FILE 

OPERA­
,-------...l TIONS 

FILE 

Figure 5. 
System Flow Diagram of Daily Operatl'ons 
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Although the route/established stop relationship is relatively 

static, provisions must be made for reassignment, addition, and deletion of 

t:.istablished stops within a route. '1'his function is essentially that of library 

file maintenance and should b,e considered as an off-line utility program. 

Implementation of the on -line file operation will lJ,;~:q\.'ire changes in pro~edure s 
' .. :t·', '1,-;· ... ·"1 

£01' generation of the load plan and the establishment of new manu,al procedures 

by the dispatcher. These procedures are reviewed in Chapter VI. Route and 

vehicle identification codes are currently employed in the dispatch system and 

may be rea.dily adapted to ,~B~erface with the cargo security system. However, 
.~:, I 

in those load planning operations which do not eI7tpl.oy automatic data process-
.'-

ing equipment, identification of customer stops may not be cOlt'ipatible with 

cOlnputer formats and word lengths. In these cases, a set of synlbols must 

be created for compatibility purposes. The location of new customel' stops 

must be defined in terms of street names and zones, and a manual operation 

will be required on the part of toe dispatcher to convert street addresses into 

system compatible terms, i. e., intersection identifiers. 

c. Operations control. Following compilation of the daily op-

el'ations file, the operation of the system should be automatic, providing for 

rO\l,~il1,e sUl'veillance of all vehicles, detection of alert/alarm conditions, and 

close sUl,'veillance of a vehicle repol'ting such conditions. In addition, pl'O­

visions should be made for operator override or modification of certain param­

etel's ac the operational situation changes. 

... 22 ... 

.. ' 

'. 

(i) 8en6.or maskin[. H In the event that a faulty senSOl' 

or actuator (e.g., a cargo door that will not latch) causes a false alert/alarm 

condition to be generated, the dispatcher should have the capability to mask 

out the alarm logic as sociated with that sensor. However, this feature will 

compromise the protection afforded by the system, and security precauti,ons 

must,be invoked if sensor masking is employed. 

(2) Route changes. As the overall situation changes, 

pl'ovisions must be made for modification of the operations file to reflect 

c-qrrent conditions. The addition or deletioll of stops as a result of service 

calls, the rerouting of vehicles, and the transfer of a load from a disabled 

vehi,~le to a relief vehicle are typical conditions that would require the use 

of this feature. 

(3) !3:.?ute status. When a vehicle is stolen, it is desirable 

that the security pel's onnel have a knowledge of the current schedule of the 

vehicle in order to assess the: magllitude of the theft. For this purpose, the 

dispatcher should ha.ve the capability to display the route status of each ve~ 

hiele, i. e., the authorized stops compieted and the current location. A can­

dtdate display for this status information is shovm in Figure 6. 

(4) ;Area polling. When a vehicle has been hijacked or 

stolen, it is desirable that other fleet vehicles in the vicinity of the incident 

be alerted to watch for the vehicle and to report its location if it is seen. 

(The cargo security system of the miSSing vehicle may have been deliberately 

disabled. ) 
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/ 
/ 

4/7..8/75 17..: 18:02. 

,~OUTE 12.A - VEH 072 - 02577 CAL - SMITH 

" . 
CUSTOMER 

STP 

SDC 

SEARSa 

PACST 

MWARD15 

TIME 

10 : 15 I 10: 35 

10 : 46 I 11 : 00 

11 : 18 I 11 : 52 

STATUS - WILSH / 4 TH / S MONICA 

CARGO DOOR SECURE 

CAB UNOCC 

COMM OK 
11 58: 00 

/ 
/ 

Figure 6~ Candidate Display Format for Route Status Information 

ee 

A :rea polling. which is the automatic identification of 

all fleet vehicles in the area of the incident. would enable the diapatchel' to 

alert the drivers of these v~hicles to the theft situation. Figure 7 is a can­

didate display for this feab.:rre. Area polling also provides a means £01' the 

dispatcher to ascertain the position of vehi~'les in the area. of a ca.ll-in ser­

vice request. thereby reducing his workload and relieving communications 

loading. 

", d. Data logging. A reco:t:ding of system sta.tus is mandatory 

to assist in the investigations of thefts of 01' from vehicles and to provide 

documentary evidence of driver activities for use by security officel's and 

the drivers' union in determining driver involvement. The recording should 

include the daily operations file, all changes entered by the dispatcher, and 

the location/sensor status data of all vehicles in an alert/alarm condition or 

under selective surveillance, together with a date/time tag for each log entry. 
,,' 

e. Security. Successful operation of the system is dependent 
~; ~< 

on the integrity of its input data, and security precautions must be employed 

to ensure that key parameters are not suppressed or false data entered. 

Such precautions incl1.ide the following features: 

• ~ The operational program must be Secu:J:e against 

unauthorized modifications. The use of read-only 

i:.storage and! or routine audits against a master PI'O" 

gram securely stored outside the confines of the dis .. 

patcher area could provide this security . 

.... 
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',*/28/75 12: 18:02 

LOCATION BEACH / 103 ST / WATTS 

l..l4ILE 

002 TWEEDY / STANFORD / S GATE 

2 MILES 

019 HA FWY / CENTURY / LA 

070 ALAMEDA / WEBER / COMPTON 

5 MILES 

012 MAIN / GARDENA / CARSON 

004 WILCOX / SANA / CUDAHY 

068 La FWY I IMPERIAL I LYNWOOD 

086 JEFF I S PEDRO I LA 

-------------~ '" 
~ 

Figure 7. Candidate Display Format for Area Polling 
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.... 

Use of the senE:or masking routine should automatically 

ir.itiate close curveillance of the vehicle whose sensor 

condition requires the use oftl1is routine. 

The data log must be protected from tampering or 

erasure. Should access to the tagging mechanism 

be required to l'eplenish the recording medium, suf-

ficient storage m.ust be provided in the system co11.1.-

puter to ensure that no data are lost. Procedures 

must be initiated for the secure storage of the data 

logs. 

It is highly desirable that the recording mechanism 

be located remotely from the dispatcher position, 

e. g., in the security officer I s area, in order that 

the drivers do not associate the dispatcher with the 

recording of events that may lead to discplinary 

action. 

'. 
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CHAPTER III. ENVIRONMENTAL REQUIREMENTS 
, :.' J~:;: ~" 

A. Introduction 

The environment in which the cargo security system must operate 

encompasses a wide range of natural and manmade conditions including 

shock , vibration, temperature, pressure, and humidity. The locations 

where the various system elements are deployed will govern the severity 

of the environmental conditions to which they are exposed. In this chapter 1 

the four principal installation location categories are identified and the 

worst-case design criteria for each type of environmental condition are 

defined. 

B. Installation Location Categorie s 

The locations at which the various elements of the cargo security 

system will be installed may be categorized as follows. 

• Group 1 - External (Fixed). This group encompasses the 

nonvehicle system elements that will be exposed to extremes 

of natural temperature , pressure , humidity 1 etc. Included 

are proximity ,mits , fixed communications antennas , and 

exposed interconnecting cables. 

• Group 2 - External (Mobile). In addition'to the environmental 

extremes to which the Group 1 system elements will be 

exposed , all elements m.ounted external to the vehicle's cab 

and cornpartnlent will also .be subjected to shock and vibration 
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• 

• 

induced by vehicle motion. Included in this group are vehicle-

rnounted antennas, externally mounted sensor's, and exposed 

cabling and disconnects. 

Group 3 - Internal (Mobile). Those system elements that 

will be mounted in the vehicle cab or cargo compartment will 

be sUbjected to the same vehicular shock and vibration as is 

encountered by Group 2 elements. However, Group 3 system 

elements will be protected from the extremes of environmental 

conditions to which Groups 1 and 2 will be exposed. 

Group 4 - Internal (Static). The base station elements (com­

puter, displays, recorder, remote alarm unit, etc.) will be 

installed in the controlled environmental conditions of a 

typical busines s office. 

Physical Environment 

The physical environment to which the cargo security system will be 

exposed is examined in the following discussion. In addition, requirements 

for each category of equipment are established. 

1. Shock. All elements of the system will be subjected to the 

physical shock induced by shipping, handling, and installation. In addition, 

all vehicle-mountedf'~quipment will be exposed to shock induced by vehicle 

motion, parking I freight handling, etc. 

a. §.!],ipping. There are no established standards relating 

to the design of equ,ipment for protection from damage by shipping shock . 
• 

-30-

In general, equipment is designed for a specific operati~{g environment, 
,}\~'h :~.·:.I, 

with any additional protection designed into the shippi11.k carton.)i'YPical 
',' 'l' 

shock test criteria employed for packaged electronic,~quipment ~~clude a 
, ':!~I 

drop test (48 inches to a cement floor) and a jarring test (3 foot-pd'ti'ilc1 
:,',1" 

impact). 

b. Vehicle induced. Vehicle-n~ounted'~qutpment :"Yillbe 

subjected to road shocks and shocks resulting from freight load~~'lg (fork 

lift operations and parking at the freight dock). It is recommended that all 

vehicle-mounted equipment in Groups 2 and 3 be designed to meet a shock 

environment of 20 g. 

2. Vibration. The vibration conditions to which the vehicle-mounted 

equipment will be subjected are governed by the shock environment and the 

damping effects of tires, springs, and shock absorbers. The vibration 

power spectral density will vary as a function of equipment location. ·To 

meet worst-case conditions, however, all Group 2 and 3 equipmant should 

be designed for the following environment: 

• Peak Acceleration 

5 to 100 Hz 

100 to 2000 Hz 

2 
0.1 g 1Hz 
, 2 
0.0006 g 1Hz 

3. Temperature. This environmental factor has the greatest 

variation as a function of equipment location and geographical area of opera-

tion. The criteria presented in Table 1 have been developed based on 

measured temperature and test criteria for commercial equipment designed 

for vehicular use. 
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Table 1. Temperature Design Criteria 
Table 2. Relative Hum.idity Design Requirements 

.::-----, 

Operating 
Nonoperating Group 

Min Max (min, OF) 

Relative Humidity 
Group 

Max Min 
... 

(OF) (OF) 
1 

1 -40 +250 -60 Z 100 20 

2 -40 +250 -60 3 . 
3 -40 +180 -60 

4 95 50 
4 +20 + 95 -40 ~ 

4. Atmospheric pressu!.e. Variations in atmospheric pressure 

may l:"esult in leaking seals, arcing, and changes in chemical properties. 

'fhe design should provide for satisfactory operation of the equipment sys- -.' : 

tem at altitudes ranging from sea level to 10,000 feet. 

5. Relative humidity. Humidity will influence the properties of 

materials used in components by the absorption and diffusion of moisture 

vapor. Vapor pressure variations result in the migration of moisture and 

its penetration of materials, causing physical strength loss and insulation 

degl'adatiQn. Requirements for the cargo security equipment have been 

determ.ined from. an evaluation of typical conditions for commercial installa-

tions. These requb:ements are pl.'esented in Table 2. 
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CHAPTER IV. REGULATORY CONSTRAINTS 

A. Introduction 

Use of the cargo security system will be confined to individual 

trucking fleets, with each fleet dispatcher or security officer providing the 

interface with law enforcement agencies., As such, the system can be con-

sidered as a private alarm system, subject only to those regulations that 

govern safety and the licensing of radio transmissions. Regulations per-

taining to safety are promulgated at all levels of government whereas the 

use of radio transmitting equipm.ent is regulated by a single agency, the 

Federal Communications Commission (FCC). In this chapter, an assess-

ment is made of the impact of both these categories of regulation on the 

operational design of the cargo security system. 

B. Safety 

The safety of vehicles on the public highways and the safety of per-

sonnel who will work in the vicinity of the equipment must be considered in 

the design of the cargo security systeln. 

1. Vehicle safety. Installation of the systen) must not compromise 

the safety of the vehicle operations. In addition to ol~viating any hazard to the 
" 

driver, any interfaces with the vehicle I s systems (p!Jwer ,lighting, steering, 

and braking) must be designed for fail-safe operat7.on, and access to the 

vehicle's controls by the driver under nor~al or emergency conditions must 

not be constrained by the system installation. 
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2.. Personnel safety._ Requirements for personnel safety are 

delineated by federal, state, and local regulations. 

a. Federal l' equi:rements • The Occupational Safety and 

Health Act (OSHA) requires that the safety of operating personnel be factored 

into the system and equipment design. 

For vehicle-mounted equipment, the design must provide 

for protecti.on of the driver or cargo loaders from physical injury. The 

equipment units should have rounded corners, and the physical mountings 

should be capable of withstanding the shock of a vehicle cQllision. The 

chassis of vehicle-mounted electrical equipment must be grounded to the 

vehicle frame, and protection must be provided against electrical shock in 

all equipment using electrical potentials exceeding 24 volts. 

For ground support equipment (base station and location 

support units), all electrical equipment connected to 60- Hz power must 

incorpor~.~e three-prong power plugs with the third prong connected to 

chassisg.l'ound. Protection from electrical shock must be provided in all 

equipmQl1lt using voltagee in exces s of 24 volts. Personnel hazards such as 
',:; 

equip~:gi'it corners, cabinet weight distribution, etc. must be considered in 

the mechanical design. Where equipment is to be mounted,on lighting or 

utility poles, the equipment must be l(';cated at least to feet away fr0ln. 
'>" .. 

.':' 

exposed wires cal'l'ying a potential greater than 300 volts_ 

b. .Q,~hel· requirements. The design of pole-m61inted prox-

imity units will be affected by state, county. and municipal codes and by the 
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regulations of utility companies. ,pl:atci and lo ca.'li laws 1 regulations, and 
" , 

building codes governing the use of utility-powered devices may require uti­

lization of armored conduiWand the installation of a watt-hour meter at each 

proximity unit location. Many utility cotnpanies require thatpole ... mounted 

units in the direct line of access to the upper part of the pole be capable of 

supporting the weight oIa lineman, and mounting brackets for such instal. 

la,tions must: be designed for this loading. 

C. Radio Transmission 

The cargo security system will employ a land-mobile communications 

" link for the purpose of transmitting dMa between the vehic::les and the base ,.,,:: - I····' , 

station. In addition, the system may employ radio transmissions for 

vehicle location purposes. System design ,)f these elements must adhere to 

FCC regulations. 

1. Land-mobile communications. Transmission of data between 

vehicle and base may be accomplished by one of the following two methods. 

a. Combined voice/data link. Location and status data are 

transmitted over channels assigned by the FCC for voice communications. 

This technique, which provides the most cost-effective approach for the 

trucking industry, is authorized by the FCC under Section 89.120 (C)(3), 

Section 91-120 (c)(3r:and Sectj,pp.<93-1'ZO(c)(3) of Chapter Iof Title 47 of 

the Code of Federal Regulations. Trucking fleets not currently equipped 

with communications links may reques~ channel assignments for this dual 

purpose. 
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b."i"'~'!12edicated data link. Where existing voice channels 
,"1,"1' 1 

cannot be used, location and status data may be transmitted over a channel 

speci.£ical1y allocated for this purpose. Parts 89, 91, and 93 of the FCC 

l'egu.1ations specify the rninimum number of vehicles to be served by each 

assigned frequency channel as well as the methods to be employed to reduce 

voice tl'af£ic interference. 

2. Vehicle location systems. The Federal Communications Com-

missions Report and Order Docket 18302 relating to automotive vehicle 

locator systems sets tentative standards for the development of such sys­

terns. "rhis Report and Order exempts vehicle location stations from the 

identification requirements of Section 89. 153, and prescribes the number 

of vehicles to be served by a dedicated frequency channel. (See Table 3.) 

The Report and Order, Section 89-120 (e)(3), Section 91. 120 

(e)(3), and Section 93.120 (e)(3), recognizes the use of proxinlity devices 

("signposts ") for the purpose of vehicle location and specifies power output 

and co channel interference parameters. 

Employment of LORAN-C signals for vehicle location purpo~es 

is recognized by the FCC in its Report and Order. However, the FCC will 

not authorize nongovernment operations in this band. Sections 91.604 (a) 

and 91. 6l>4 (b) (1a) and footnote US 104, Section 2-106 deal with ,this subject. 

Should the use of phar.'e-locked AM (amplitude modulated) broad-

cast signals be employed for vehicle location purposes, an advance ruling must 

-38-
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Table 3. Minimum Vehicle Assignment for Dedicated 
Frequency Channels 

~-----------------------~r-----~'--------r-----'---------~-----------------~ 

Required Bandwidth 8 MHz 

904-912 MHz 

Frequency Band or 

918-926 MHz 

Min. No. of Vehh~les 500 

per Assigned Fre:quency 

1 MHz 

903-904 MHz 

926-927 MHz 

Not Specified 

25 kHz 

25-50 MHz 

150-170 MHz 

450-512 MHz 

~------------.--------------~----------------~-------------_--~,,_, ----------~ 

a Note : Section ,89. 120 (c)(3)(i) specifies that a showing must be made that 

50 percent of these minimum vehicles must be in operation by the 

end of the second year of the license and 70 percent by the end of 

the initial license te',rm. Otherwise, assignments will be made 

on a secondary, noninterference basis to any authorized radio 

telephony operation. 

be ob,;ained from the FCC as to the "type approV'al" of radio transmitters that 

incorporate phase-lock units. Use of the units provides a frequency stability 

several orders of magnitude better than that required by Section 73.59 of 

the Commission's regulations. Operational experience has been gailled 

during concept feasibility testing, of the AM phase-lock system, 
3 

with the 

stations operating under a Special Temporary Authority issued by the 

Commission . 
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CHAPrtER V. PROCEDURAL AND TRAINING REQUIREMENT'S 

A. Introduction 

The impact of the cargo security system on the operating pl'ocedures of 

a typical cargo pickup and delivery operation is examined in this chapter. New 

procedures are outlined, and suggestions are made. for the lnodification of 

existing procedures. Personnel training requirements are a,lao discussed. 

B. Procedures 

1. Load documentation. The principal procedure that win be impacted 

by introduction of the cargo security systelTI into trucking operations will be 

that of preparing the load schedule and documenting pickup operations. As 

reviewed in Chapter II, the load documentation prepared prior to the depa.rture 

of the vehicle from the depot consists of bills of lading and a load sumrnary 

describing the: 

• Names of customers 

• Addresses of customers 

• Number of cartons and shipment weight of each 

pickup 

• Latest acceptable time for pickup 

These documents are used by th~ dispatcher for scheduling and drivel' assign­

ments and for the compilation of his status board. Calls, for pickup service 

received after the vehicle is en route are directed to the dispatcher I who logs 

the data listed above prior to assigning the call to a specific. vehicle. 

.. 41-
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The cargo security system requires that, for each vehicle, the 

identity and location of all stops on that vehicle's route be entered into the 

base station computer. To be compatible with the system and to minimize 

computer storage requirements, these data must be entered in the following 

formats: 

• 
• 

Identity - mnemonic or code number 

Location - street intersect:lon and zone in abbreviated 

format 

For example, consignee data currently recorded as 

The ABC Widget Corporation 

8605 West Olympic 

Los Angeles 

would be entered as follows: 

ABC WID / OL YMPIC / CARSON /WEST LA 

To accomplish this format conversion, a new procedure must be 

introduced into the load scheduling process. A mnemonic or identification 

numbel' must be assigned to each consignee and to each cUlstomer 'for pickup 

service. The location of these customers, is then converted to the intersection/ 

zone format. 

As described in Chapter II. vehicle' stops fall into two broad 

categories, established and casual. For established cUSl::~mers, the data would 

be created and stored in the" system computer library file, and a customer 

reference index would be generated as part of the system installation procedure. 

The library file and index wo\'ld be updated on a periodic basis by means of an 
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off-line file maintenance routine. For these established customers, the load 

documentation procedure would be limited to entering the customer mnemonics 

or identification numbers on th~~ load summary. The cross reference index 

would be utilized by the shipping clerks for this purpose. For casual customers, 

a temporary identification number must be assigned and location data created. 

Sequential numbers must be maintained for identification codes, and 

the base station computer can be programmed to provide this sequence. Con­

version of the street address to intersection/zone format would be performed 

with the use of a street map or by simply requesting the customer to identify the 

nearest intersection to his place of business. The actual address would be 

retained for the purpose of briE':fing the driver. This new load documentation 

procedure is illustrated in Figure 8. 

2. Dispatch procedures. Integration of the cargo security systen'l with 

the dispatch operations will result in, a modification of the dispatcher! s proce­

dures. Basically, the dispatcher will replace his manual status board cornpil-

ation with keyboard procedures, and reduce his use of the communications 

system by obs ervation of the location and status displays. 

As discussed in Chapte~ II, the dispatcher provides real-ti:me conb:ol 
~ .' : 

of the system. Prior to departure of the :v~hicles from the d~pot, the load 

documentation will be distributed to the drivers. The dispatcher' s copy will be 

used for Qompilation of the status board. During the period that the vehicles 

are en route service calls are documented and vehicles assigned, with vehicle , 

availability determined by the use of the communications sysi::61n. Following 

vehicle assignment, the manual status board is updated. 
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Figure 8. Flow Diagram of Load Documentation Procedure 
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The features offered by the ca.rgo security system base station will 

eliminate the need for a manual status board as well as the communications 

loading as s ociated with dete rmination of vehicle location and a"l}:ailability. How~ 

ever, voice communications will continue to be used for assignment of call-in 

service requests. The revised dispatcher procedure is shown in Figure 9. 

For load scheduling activities conducted prior to the vehicle's departure from 

the depot, annotated dispatch data resulting from the load documentation pro­

cedure described above together with the identification of vehicles assigned to 

call-in requests for pickup service will be entere,¢I. directly into the system via 

the keyboard. Use of the area or single vehicle status displays will enable the 

dispatcher to detern'line vehicle location and availability without the use of the 

communications system. Once this determination has been made and the details 

of the service call transmitted to the assigned vehicle, the identification of this 

vehicle and the annotated dispatch data will be entered via the system keyboard. 

3. Security prbcedures. Since the operatio.c1 of the cargo security 

system is auto:matic, no new procedures will be required on the part of the 

dispatcher in operating the equipment for security purposes. However, as 

discussed in Chapter III, the system data available to the dispatcher and 

security officer, particularly that of vehicle location, can significantly reduce 

the time required to initiate recovery of the missing cargo or ve·hicle. Be-

cause of the capability to determine the current location of a moving vehicle, 

procedures previously established with local law enforcement agencies for 

the reporting of vehicle- related theft incidents must be changed to provide for 

the reporting of this real- time location data. The majority of law enforcement 
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Figul'e 9. Flow Diagram of Data Entry Procedure 
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agenci<':ls have established SY9;V},'lrnS, such a,,'.) link operators or complaint 
, ' ':;';t~f~<;\' 

operator bypass keys, fo,rreceipt of lIopen-line" data pertaining to crim.es 
" , .... <.,;', 

in progress, and tqese systems may be dii'ectly employed for the reporting 

of vehicle location. The fleet dispatchers and security officers should fa-

miliarize themselves with the methods of access to these open-line systems I 

and the law enforcement agencies within the operating area of the tr,ucking 

company should be made aware of the type of data that will be reported by 

the fleet dispatchers. 

c. Training Requirements 

New and revised procedures will necessitate the training of clerical and 

dispatcher personnel in the operation of the cargo security system. Since it is 

the practice of the trucking industry to contract for equipment maintenance, no 

requirement for maintenance training is anticipated. 

1. Load documentation. The load scheduling clerk or the dispatch clerk 

will require training in the use of the customer index file and in the derivation of .' 
location data in terms of street intersections and zones. In addition, training 

will be needed in the use of the system keyboard for data entry and maintenance 

of the library file. 

2. Dispatch operations. The principal training requirement in this 

activity will be that of dispatcher personnel. To acquire the skills necessary to 

operate the system, the employment of classroom or programmed instruction 

in addition to hands-on training will be required. The training course should 

incl ude the follow:ing s ubj ects: 
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• System description 

• Data requirements 

• Data input formats 

., Display and control options 

• Display formats 

• Turn-on and initialization procedures 

• Alphameric and function keyboard operations 

Tn addition, dispatcher personnel should receive famil'larization training in the 

security procedures generated for their company's operations. 

3. Security operations. Depot guards shouJ1 receive familiarization 

training in the use of the remote alarm unit and in the new security procedures 

that reS\llt from introduction of the cargo security system into the company's 

security organizaHon. 
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