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ABSTRACT

An examination is madu of the. operational requlrements and constraints
that will influence the design of a. cargo security system whose major goal is
the reduction of thefts from cargo vehicles,

In';“"order to avoid an increase in operating costs beyond the bounds
established from a survey of theft losses in the trucking industry, the system
design must allow integration of fleet dispatch and security data so that existing
dispatcher personnel can manage the system.

A system design approach is described that considers factors such as
the cargo vehicle environment, federal and other regulations governing
radio spectrum usage, and vehicle and personnel safety. Minimum operational
changes are required to integrate the proposed cargo security system into

fleet operations.
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SUMMARY

A survey and technical assessment effor’c1 has examined the problems
of cargo losses in the trucking industry, and has concluded that local pickup
and delivery operations are the principal targets of the cargo thief, The con-
cept of an automatic vehicle surveillance system that incorporates location
and status sensors on the vehicle and the reporting of these sensor data to the
fleet dispatcher has been developed, and its technical requirements and
economic bounds established, In this report, the environment in which the
system must function is described, and the operational requirements and con-
straints that the system must satisfy are defined, |

The major effort in the present study was to establish operational
design criteria based on an analysis of requirements and constraints that the
cargo security system must satisfy. The following conclusions regarding
these considerations were drawn from this study:

° In order to achiewve system cost goais, the cargo security system.

must be capable of operation by existing dispatcher personnel,
To meet this requirement, the cargo security and dispatching
systems must be integrated and in such a manner that the dis-
patcher's workload is not increased,

L Specific information features of the cargo security system include:

- Vehicle locations should be displayed in terms of street

intersections and zones.

-X1i-




- Auto;{naticffer r'nanual;selection o‘f a close surveillance
modje shoul&_provide vehicle and driver identification
to S'upplemént vehicle status data.

- Route history should be available on demand

- Area polnng, i.e., the identification of all fleet veh1cl¢-s in
the vicinity of a specified location, should be posslble‘.-‘;r‘

. A record of all vehicle and dispatcher transactions with the lé?)y,‘stem

must be maintained to assist in investigations of theft incidents.

Access to the recorder should be limited to security personn'fé, in

order to protect dispatcher/driver cooperation, which is ess"é:\htial
to fleet efficiency.

* The base station computer program must be protected from

_access through d1spatuher contro;l's"ﬁbr the édfhputer console, and
the source progra"m should be stored in & secure area to safeguard
the mformatmn within the system. |

* There is no standard set of environmental de sign criteria

applicable to the trucking environment.” However, three basic

environmental categories have been established an&j{vorst-case‘
design criteria identified ~

. Operating character).stlcs of the communications and vehicle
location subsystems of the cargo security system are subject to

Federal Communications Corrmnssmn,s»regulatmns.




L Electmcal and medmmcal des;xgn of the system are governed

A

by federal and local: 'egula'uons pertammg to the safety of -

. vehicles and personnel.

® " A new proc‘é;?-ure is ;if‘equired in the compilation of load scﬂedules
| to ensure system compat1b111ty of vehicle and route data. |
The vehicle-mounted and ground sx}pport units of the system will be
exposed to é wide varietl'y of env:i"\ronment}é.l cenditions, and these conditions
must be factored into the system de31gn. Morcover, the constraints imposed
by the regulat-lons of the Federal Commumcahons Commissgion governing
use of the 1ad1o frequency spectrum and by other federal and local agencies

pertaining to vehicle and personncl safety are 1mportant de%gn factors. The

s design of equ1pment capable of operatmg w1th1n these constraints is well

within the state of the art. No requlrements for spec1a1 legislation have

been identifi&i .

-xiii-
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CHAPTER I. INTRODUCTION

Cargo theft has become a ﬁighl.&.organized multibillion dollar business
with a network of intelligence agents, ‘ari.vers and freight handlers, and an
efficient distribution system for the stolen goods. Although the direct dollar
loss of stolen goods in the trucking industry is substantial (more than $1.6
billion dollars in 1972), there are greater indirect losses that must be con-
sidered in evaluating the real loss to the national economy, Specifically,
the motor carrier, whose high insurance deductible makes him virtually self-
insured, incurs an indirect cost of processing loss claims by the shipper of -
between $2 and $5 for each $1 of direct loss. The ever-increasing loss
rate and growing evidence of highly organized theft rings have brougnt
attention to the problem at the highest government levels. In FY 1974, unii;ar
a Law Enforcement Assistance Administration (LEAA)-sponsored task, The
Aerospace Corporation initiated a Cargo Security System Program aimeci at
developing a low cost, reliable security system to alert security officera;:_fof
unauthorized acctess to cargo-carrying‘ road vehicles.

A survey and technical assessment report1 éxamined the cargo theft
problem in the trucking industry and found that the majority of losses wéfe
incurred inulocal pickup and delivery operations. ‘In performing the s&stem
study, Aeroépace investigated the loss _chara.cte:gistics and reviewed theft
prevantion concepts with officers of the national and state trucking associa-

tions as well as with the Association of Transportation Security Officers.




It was determined that more than one-half of the total theft losses are
vehicle related and that the most effective (but most expensive) preventive
measure was the use of armed escorts or roving security officers to spot-
check vehicles and loads. These findings together @with considerations of
available hardware and development capabilities led to the conclusion that a
low cost security system that would provide protection equivalent to direct
surveillance by security personnel was both desirable and feasible. A value
analysis indicated that the system would be considered cost effective by the
trucking industry if system operating costs did not exceed $ 1000 per vehicle
per year.

Performance requirements were established and the concept of a cargo
security system was developed (Figure 1). Technical studies and analyses'
established the design requirements? and the technical feasibility of the
- system. 3

The purposle of this operational design repor't is to describe the
environment in which the cargo security system must operate and to identify
any operational‘constrain‘cs that might affect the design of the system or
limit its effectiveness. In compiling this rebpo-rt, The Aerospace Corporation
has reviewed the dispatching methods of a local pickup and delivery operétion
'\ and the procedures employed by the dispatcher and sécurity personnel
folldv:)ing a theft incident. Environmental conditions in which the various
system elements must operate as well as the impact of federal and local
regulations on the system design have ‘been examined. The findings are

organized as follows: the operational environment of a typical pickup and
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Figure 1. Cargo Security Systém Concept




delivery service is examined in Chapter II, and design requirements imposed
by this environrent are established; in Chapter III the physical environment
to which the system will be expodsed is reviewed and worst-case design
requirements are summarized; the constraints imposed by federal and other
regulations are summarized in Chapter IV; and operating progedure?f;:?ijiénd
training requirements for integration of the cargo security S§St§m into

trucking operations are discussed in Chapter V,

-d.
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CHAPTER II. OPERATIONAL REQUIREMENTS

A, Introduction

The operational environment of pickup and delivery services is
examined in this chapter, and requirements imposed on the cargo"securiiy
system by this environment are delineated. Organization of the material

corresponds to the four elements of the cargo security system, namely:

“i""the vehicle unit, the location support units, communications, and the

dispaéher station.
B. Vehicle Unit

The vehicle unit is comprised of the various status and location sen-
sors and their interface with existing communications equipment. This unit
is subject to the shock, vibration, and temperature environment of a road
vehicle (reviewed in Chapter III} as well as to'vits i"‘nterfacéi"'\:f,;(}%}g}vtl‘xe opera-
tions personnel (driver, loader, etc.). o

Except for those vehicles equipped with a.nib‘ptional driver~actuated

alarm switch, the unit should be fully automatic, requn‘mf‘g‘no actm
faces with operations persomnel. The principal operating;,;'equirer;;?qnts are
imposed by the need to protect the unit from accidental of deliberateﬂ. -
disablement.

1. Power. The vehicle system, which is composec;luof the cargo
security vehicle unit and the vehicle communications uni{:, should be supplied
with a backup power source so that disconnection of the véﬁicle battery can-

not disable the system. In addition, the communications unit power switch

YRR




E';:hould not be aecessible to operations Cpersonnel. Overvoltage protection

is also desirable.

2. Communications, Misuse of the communications unit controls

by the driver should not jeopardize system operation. Provision should be
made in the system design for inhibiting or override of driver accessible
controls by the vehicle unit,

3. Intetconnect cables., System mterconnect wiring should be routed

in such a manner as to avoid acmdental d1sconnect1on or severance under
normal operations, In addition, the system should monitor the integrity of
all interconnects and provide data on their status to the base station.

4, Physical p;tfotectidﬁ',_ System elements located in the cargo com-

partment should be pr‘otec-ted from physical damage from loading or unload-
ing operations. Moreover, elements in the driver's cab should be sealed
for protection against spilled liquids.

Where the optional driver alarm unit is installed, the actuation

of this unit must be deliberate };_e. g., a seal should be broken, to avoid ac-

cidental operation. In addition, the v‘e‘l“"'cle unit logic must provide protection

against deliberate n'nsus of the switch 1n‘1an a.ttempt to disable the system.

C. Location Support Umts
Location support e}i@ments in the form of proximity units are sqb‘jeé‘t" o

to natural environmental extremes and governmeit regulatory constraints.

(These subjects are reviewed in Subsequent chapters ) Fully automatic in

L

operation, these units have no active interface with the operations perisonnel

wb=

of the t"rucking fleets. However, becauée of their exposed installationv,““:t‘t‘t{é'.;
system design should provide for protectxon against vandalism.
D. ""Commumcatmns k .‘
To minimize system costs, the cargo secur1ty system will ut1hze“the
land - mobﬂe communications system of the host veh1c1e, and the use of this
communlcatmns system will be governed by the regulatmns of the Federal
Commun1cat1ons Commission as rev1ewed in Chspter Iv. The addition of
vehicle location and status data will impose an ;;1d1t10na1 cormnumcatmns
channel load, and the system design must ensure tha‘c the totz\i load does not
exceed channel capac1ty It has been determmed from a stndy of communi-

cations traffic of a typical plckup and delivery fleet operatmn that up to 40

percent of the current vome traffic pertams to the loca.tlon of fleet vehmies.

i In addition, an analysis of radio trafflc has shown that the automatic re-

porting of vehicle location and status could actually result in a reduction of

communications channel loading. To achieve this reduction, however, the

design of the dispatcher interface with the system must provide for the dis-

_ play of dispatch related data in addition to the security data.

E. Dispatcher Station

Centra.l monitoring and control of the cargo securitty system will be

"f":.f,"i'prov-ided by the :a'i?spatcher station. Economic factors dictate that no ad-

ditional operations personnel may be employed for this control function,
and the system design must provide for the integration of dispatching and

security operations so that both tasks can be performed by existing dispatcher

‘‘‘‘
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personnel. The role of the dispatcher in typical pickup and delivery operations "

and his responsibilities in ensuring efficient fleet operations are discussed in LOAD
the following s ections. In addition, the security procedures employed in the ' SCHEDULE |
event of vehicle -related theft and operational requirements of the integrated ‘ il
dispatch/cargo security system are described.
1. Dispatch operations, The dispatcher has the responsibility of DAslsleGRNS DEPOT PROCEDURES
ensuring that the vehicle fleet operates at high efficiency and, in effect, ex- ‘
ercises real-time command and control operations from his office. The COMPILE
typical dispatch office will contain a status board and radio control and tele~ SB?/II;JDS

woan oot S v ey v [ e buin Cmewn  wrwma,  Swwma e SMmwm  Smev  mevetn Gt Gy Aeime

phone communications facilities, with each dispatcher controlling up to 50

CALL-IN

vehicles. The manual status board will generally be arranged in columns

REQUEST 4

corresponding to routes, each column containing multiple slots into which ‘ | .

DETERMINE
LOCATION

data pertaining to vehicle stops are manually inserted. Its construction and

operation is similar to that of a Federal Aviation Authority manual air traf- AND
fi trol board. Vehicle st typicall 1 ded for th t ROUTE STATUS
: utrol board. S r a -COo - .
ic coutx ar e"l1c e stops are typically color-coded for three cate } VEHICLES
gories of customer as follows:
' ) Establish?d -‘daily stop at regular custorner ' CES}-?IIC?I{\[JE
) '_;‘.'.._]Qstablishéd‘ ‘= scheduled or call-in stop at regular ' ‘
customer
UPDATE EN ROUTE PROCEDURES
" Casual - scheduled or call-in stop at new customer ! STATUS
‘ BOARD
An overview of the dispatcher procedures is shown in Figure 2.
At the start of a working day, documentation pertaining to each vehicle and
route is used to compile the status board and for distribution to the assigned
dz*'{Qera. ‘ Figure 2, Dispatcher Procedures
-9-




The loading procedure which precedes daily operations consists
of thé routing of cargo received from long-haul, interline, anc}_rail opera-
tions to the appropriate local delivery trucks. Incoming cmgo is directed to
specific loédmg dock locations cor.lgésp;:nﬁ‘ding to specific routes. As“ vehicles
become available, they are loaded with this route{*wca.rgo. In general, a route
ig serviced by a single unit ("'route vehicle''), 5ut where the eialfgo exceeds
vehicle capacity (volume or weight), the surplus )?i‘s loaded into a relief ve-
hicle. The route for this relief vehicle that is to“}‘ﬁbarry surplus cargo from
gseveral '"route vehicles' is treated as a special case (''shag route'). As
ecach loading operation is completed, the load documentation is forwarded to
the dispatcher, This documentation includes:

@"ﬁ Route identification

®. Vel;icle identification

¢ Bills of lading

- Consignee name and address

- Number of items

- Weight

- Description R
® Invoices for any C.0.D. items »»
L Load summary

- Loading arrangement -

- Bills of lading numbers

- Number of delivery stops

- Weight summary

=10-

A copy of this documentation is provided to the driver assigned to the vehicle,
and a duplicate is filed in the diépatch cffice.
Calls for pickup service received prior to departure of the ve-

hicles from the depot are routed to the dispatchex who records: -

SN

() Customer name and address
° Numbé‘r of items

° Weight

) Deﬁs“ cription

° Latest time for pickup

The dispatcher assigns these pickups to the appropriate "route vehicles, !

- redefining the pickup routes as required to keep the individual loads within

vehicle capacity and within the capab‘ility. of the driver to handle during his
regular work shift,

Customer requests for service receivéd after the vehicles are
en route are given to the dispatcher who must determine how the requests will
be met. He then issues i'nstructions via the radio communications system to
the appropriate vehicles, In. determining“whi‘ch vehicle is to be rerouted, the
dispatcher must maintain an awareﬁess o\f the general location of the vehicles,

their load status, and their adherence to the schedule. His knowledge, obtained

‘through experience with the drivers' work patterns and the nature of the loads,

is supplemented by voice communication with the vehicles. Should a driver,
because of traffic delays or vehicle pr\&blems, report that he will be unable
to meet his pickup schedule, the dispatcher must balance the proximity of

othéiﬁ,‘-vehicles against the added driver workload in determining the possible

-11-




| options., .As these new assignments are made and existing schedules
modified, the status board is updated accordingly.

A further factor — that of dispatcher/driver relationship — must
be consic"léfed. Successful fleet operations are highiiy‘ dependent on good
working relationships between the drivers and the dispatchers as the latter
effectively provide the only management of the daily en route operations.

To summarize, the design of the cargo security system must
take into consideration the:

® DisPa“t‘cher workload - The task of operating the

system will impose an additional workload on the
dispatcher. Integration of common security/
dispatch functions to the system computer is es-
sential to relieve this problem.

o Dispatcher/driver »elationships - In order to
maintain gédd' working relationships between the
dispatcher and the driv.g::,rs, the cargo security
system must be designedl: V’é"q that detection of theft .
activities by the system caz‘:i be attributed to the
operation of equipment that is not under the con-

trol of the dispatcher.

2. Security procedures. The preponderance of vehicle-related thefts

consists of one or more cartons. These thefts can be divided into the follow-

ing two categories,

wi2 -

et e e s S b

et
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a. Short deliveries. In this category of theft the custorer

reports that fewer cartons were delivered to him than were listed on the

invoice. Although loading records rmay show that the correct number of

cartons were loaded on the vehicle, bot?f:i"driver and customer counts show

a shortage at the time of unloading at the customer's facility. There are
no methods of determining whether the theft took place at the loading depot
or from the vehicle. 'fhe only weapons against this type of theft are in-
creased surveilléﬁ?ée or, with the sanction of the labor union, polygraph

tests of suspect personnel.

b. Thefts from vehicles. The second category of theft is

comprised of thefts of cartons from parked vehicles, either overnight at
the depot or during the absence of the driver while en routé:\.\{; In cases of
this type, security personnel are required to identify the nature and value
of the goods stolen when advising the appropriate law enforcement author-
ities of the theft. Where theft occurs from a vehicle parked in the depot
overnight following a loading operation, cargo data are obtainable from}‘ ‘
the load documentation and a physical inventory of the loadﬂ.

When a theft takes place during a vehicle's scheduled
run, the information must be determined from a calculation of cargo move=-
ments prior to the time of the theft, This requires a knowledge of: the
original load (load documentation); customer stops completed (driver); the
number, content, and value of cartons loaded or unloaded at each stop

(driver documentation and phone contact with customers); and a physical

invenfory of the goods remaining in the vehicle after the theft. Although

13-




the driver can notify author1t1es of the occurrence of the theft little or no

‘action can be taken until this load 1nformat1on is avallable.

When a parked vehicle ir'éi>fstole1‘1, the security:officer must
U‘,‘.

prov1de vehicle 1dent1f1cat1on data to supplement that provided at! the scene

by the drwer who may only know the veh1c1e make & nd radlo 1dent1f1c,atlon
code. In ‘che case of unit body vehicles (”stra.lghts") the vehlcle make, type,
vear, license plate number, and rooftop 1dent1f1caut1on numbex are ava11_:a_>?}',)1’\:1e.
For semitrailer vehicles, identification data for both units are':compiled on
a daily basis for wse by the security officer. Followmg prehmmary notifi-

cation of the police, a ''theft alert' may be broadcast to all other co‘:;:'_pany

vehicles in the genera.l vicinity. A computation of the stclﬁen vehicle's lcad
is made from the shipping documents and customer contac%'s In the case ofl
a vehicle hijacking where the drlver ha.s ‘no opportunity to noufy author1t1es
of the theft, the first notification of a potentral hijack sﬂ:uatmn 1s usually re-—
ceived from a customer whose cargo has not been delivered or plcked up.‘

If no radio contact can be made with the vehicle, the procedure, depicted in
Figure 3, is as follows: From the current route schedule, the preceding
stops are determined and phone contacts made to ascertain the last known
stop and time of vehicle departure from tha.t stop. From a knowledge of the
route, typical traffic condition‘s, and the driver's propensity for meal or’
coffee breaks, the dispatcher must determine whether the delay is normal

- or due to‘a. potential hijack condition. If the former, he v}ill advise the cus-
tomer of the probable time of arrival and placeia followup call at that time to

verify that the vehicle has arrived. Should the dispatcher and the security

-14:
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officer determine that a hijack situation exists, the police agency within
whose jurisdiction the hijack has occurred is notified of the crime and pro-
vided with vehicle and driver identification data. In addition, a theft alert
may be broadcast to other fleet vehicles. The cargo load and its value are
then computed for notification of the authorities.

The cargo security system must interface with these
procedures in such a manner that the dispatcher's efficiency in respond-
ing to a theft situation is increased. In addition to providing the location
and status data of each vehicle, the system should be capable of display-~

ing the following information:

® Current route list
® Customer stops completed (identification
and time)
. Vehicle and driver identification data
L] Identity of other fleet vehicles in the area
3. Operational requirements. Integration of the cargo security

system with the capability to display the location of each vehicle can relieve

the dispatchers' communications workload and improve dispatch efficiency

to a level where the additional tasks imposed by the system may be accomp-

lished by existing personnel. The establishment of operational design re-

quirements, therefore, must take into account this integration of the dispatch

and security functions,

16~

a., Data display. The alarm/alert functions o“f" the qéfgo
security system may be categorized in two groups:

® Group I Route/vehicle mdepcndent - ThlS group
alerts the dlspatcher to a change of status
in the vehicle, e.g., changes in dmver
cab occupancy, intrusidn:"'i‘yrkﬂ':o a parked
trailer, lack of communication with a
parked trailer, etc.

° Group II Route/vehicle deggndent - This group
a,}erts the disPatéher to en route pro‘E-
lems, e.g., the cargo dqor is open at
a.n unauthorized stop, 1a§}; of communi-~
c.gtion with a vehicle, loc};tion of a ve-
hicle outside zone limits,l?i,:c‘a,tc.

For both groups, the location and status of thé vehicle must

be displayed on a demand basis by the d“_,‘ patcher and when the alert/alar

logic determines that suspicious activity is occurring. It is recormnended

that the alert/alarm logic be given pr1or1’cy over routine surve:nllance requests,
and that a blinking feature together with a.n audible alarm be 1ncorporated
into the display station to alert the d1spatcher to the situation.

For the display of locatlon data, it is conmdored essential

".x

that the location coordinates be in a format readily understood by the dispatcher.
Without recourse to maps or code books, he should be able to ascertain im-

mediately the current location of a vehicle. In smaller commur;i‘ties, two

17~
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street names may be sufficient to identify an intersection. However, in large
metropolitan areas such ag Los Angeles, a zone or municipality identifier
will be required, not only for unambiguous location data, but also to deter-
'f‘f*_ mine which law enforcement agency has jurisdiction o?fer a particular area.
:;‘Abbrevi.a;\vtbsibns of street names for the purpose of reduciﬁg data storage shouid
be selected carefully so that no mi“%‘interpretation is pos;'éble. A preliminary
ana."‘lysis indiéates that a minimufffgf 8 characters should be allocated ’to each
streefiname and zone, i.e., a minimum of 24 characté’&s will be required to
define an intersection.

Similarly, the condition that initiated the alert/alarm status
should be presented to the dispatcher in a legible format together with the

make, type, and license number of the vehicle and the name of the driver,

A candidate format is shown in Figure 4. In this display, the location and

status of cach vehiéle in the fleet is presented in the upper area of the screen.
An alert condition for Vehicle 081 is indicated by a blinking symbol in this
upper area, and the sensor status and other relevant data are presented in

the lower area of the screen.

b, Data entry. The Group II functions require that the system
contains data relating e‘ach.vehicle to a sequence of authorized pickup and de-
livery stops. Ag described earlier, each route zone has three categories of
gtops: T

0 Established - routine stop
) Established - demand stop

[ Casual - demand stop

~18=~
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ﬂ;w% 12:18:02

VEHICLE LOCATION STATUS
002 TWEEDY / STANFORD / WATTS OK
004 WILCOX / S ANA / CUDAHY OK
012 MAIN / GARDENA / CARSON OK
018 SEPUL / CENTURY / AIRPORT OK

019 HA FWY / CENTURY / LA OK

068 LB FWY / IMPERIAL / LYNWOOD OK

070 ALAMEDA / WEBER / COMPTON OK

072 WILSH / 4 ST / S MONICA OK
081 ATLANTA / HUBBARD / EAST LA  ALERT

086 JEFF / 8 PEDRO / LA oK
081 1974 FORD STR 01357 CAL  JONES

ATLANTA / HUBBARD / EAST LA
CARGO DOOR OPEN COMM OK

NON-SCHED STOP
CAB UNOCC

\
AN

Figure 4. Candidate Format for Security Status Display
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When the dispatcher receives the load plan for the day, he

must enter data describing the stops assigned to each vehicle together with

related information such as the name of the driver and vehicle identification

code,

As requests for service are received subsequent to the departure of

the vehicles, the dispatcher assigns a vehicle to the request and enters the

appropriate data into the system. A capability must also be provided that

will allow the dispatcher to emter changes to the previously entered data.

This capability will enable the dispatcher to transfer an assigned pickup op-

eration from one vehicle to another.

must be prbvided within the system to assist the diSpat‘:éher in this task. Much .

Because of the large number of data e;z},tries involved, means

of the information is of a permanent nature (vehicle/type/license plate num-

ber, route/ecstablished stops/location of stops) and, consequently, lends itself

to storage within the base station computer in the form of library files,

Figure 5 is a system flow diagram of a routine for the com-

pilation of a daily operations file. Selection by route identification presents

a dia‘play of the established stops for that route. Modifications, e.g., de~

mand stops, casual stops, etc., may be entered through the keyboard. This

modified route data together with the vehicle/driver assignment is stored in

the operations file that forms the daily operations data base for the main sys-

tem program. En route changes would be entered by a subset of this program,

which would be established at a lower priority than the alert/alarm logic

routines.

w2 Q=

LOAD
SCHEDULE

v

ventee] VEHICLE |D

o VEHICLE |p » PLATE NUMBER
« DRIVER NAME N

-

ROUTE D

SELECT o
AND D'!‘SPLA;\; L ROUTE | « STOP ID
ROUTE e o FILE o STOP LOCATION
DATA { | » STOP TYPE
MODIFY -
ROUTE * ADD STOPS
DATA « DELETE STOPS
COMPILE o ROUTE
DISPLAY o VEHICLE
PRINT AND « DRIVER
STORE » STOPS
Figure 5,

S N . . .
ystem Flow Diagram of Daily Operations File Compilation
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Although the route/established stop relationship is relatively
static’yxy, provisions must be made for reassignment, addition, and deletion of
established stops within a route. This function is essentially that of library
f‘bile maintenance and should be considered as an off-line utility program.
Implementation of the on —111’;&; file operation will gﬁg’mire changes in procedures
for generation of the loa_ci plan and the establishr;;;;.;:‘ of new manual procedures
by the dispatcher, These procedures are reviewed in Chapter VI. Route and
vehicle identification codes are currently employed in the dispatch system and
may be readily adapted to interface with the cargo security system. However,
in those load planning opera;;;ons which do not er{;ploy automatic data process-
ing equipment, identificatiox;of customer stops i;ﬁay net be comipatible with
computer formats and word lengths. In these cases, a set of symbols must
be created for compatibility purposes. The location of new customexr stops
must be defined in terms of street names and zones, and a manual operation
will be required on the part of the dispatcher to convert street addresses into
system compatible terms, i.e., intersection identifiers,

C. Operations control. Following compilation of the daily op-

erations file, the operation of the system'shouldf,be automatic, providing for
routine surveillance of all vehicles, detection of alertf/alarm conditions, and

close surveillance of a vehicle reporting such conditions. In addition, pro-

visions should be made for operator override or modification of certain param-

eters ac the operational situation changes.

2 -

(1) Sensor masking. -In the event that a faulty sensor

or actuator (e.g., a cargo door that will not latch) causes a false alert/alarm
condition to be generated, the dispatcher should Lave the capability to mask
out the alarm logic associated with that sensor. However, this feature will
compromise the protection afforded by the system, and security precautions
mus‘t‘be invoked if sensor masking is employed.

(2)  Route changes. As the overall situation changes,

pi*ov-isions must be made for modification of the operations file to reflect
current conditions. The addition or deletion of stops as a result of service
calls, the rerouting of vehicles, and the transfer of a load from a disabled
vehi,gle to a relief vehicle are typical conditions that would require the use
of tI{;ls feature, |

(3) Route status. When a vehicle is stolen, it is desirable

that the s‘ecurity personnel have a knowledge of the current schedule of the
vehicle in order to assess the magnitude of the theft. For this purpose, the
dispatcher should have the ca.pé.bility to display the route status of each ve~
hicie, i.e., the authorized stops compieted and the current location. A can-
didate display for this status information is shown in Figure 6.

(4) Area polling. When a vehicle has been hijacked or

stolen, it is desirable that other fleet vehicles in the vicinity of the incident
be alerted to watch for the vehicle and to report its location if it is seen.
(The cargo security system of the missing vehicle may have been deliberately

disabled.)
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Area polling, which is the automatic identification of

N |
\ / ‘ } all fleet vehicles in the area of the incident, would enable the dispatcher to
— / ‘ ] alert the drivers of these vehicles to the theft situvation. Figure 7 is a can-
( didate display for this feature. Area polling also provides a means for the
4/28/75 12:18:02 dispatcher to ascertain the position of vehiéies in the area of a call-in ser-

ROUTE 12A - VEH 072 - 02577 GAL - SMITH |
; vice request, thereby reducing his workload and relieving communications

CUSTOMER TIME

. loading,
STP . 10: 15/ 10+ 35 : € :
SDC 10: 46/ 11: 00 i o d, Data logging. A recording of system status is mandatory
SEARSS 11:18/ 11: 52 = .
f to assist in the investigations of thefts of or from vehicles and to provide
PAGCST ‘
MWARDI15 ’ " documentary evidence of driver activities for use by security officers and

STATUS - WILSH / 4 TH / § MONICA the drivers' union in determining driver involvement. The recording should

include the daily operations file, all changes entered by the dispatcher, and

CARGO DOOR SECURE o O |
CAB UNOCC 11 : 58 00 : the location/sensor status data of all vehicles in an alert/alarm condition or
COMM OK under selective surveillance, together with a date/time tag for each log entry,
e. Security. Successful operation o’f: the system is dependent
/ \ on the integrity of its input data, and security precé&ticns must be employed
/ N\ | to ensure that key parameters are not suppressed or false data entered.

Such precautions include the following features:

igure &, Candidate Display Format for Route Status Information o . The operational program must be secure against

am
et

" unauthorized modifications. The use of read-only
. storage and/or routine audits against a master pro~
«'gram securely stored outside the confines of the dis-

patcher area could provide this security,
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P Use of the sensor masking routine should automatically
. | irnitiate close surveillance of the vehicle whose sensor
\ / | condition requires the use of this routine.
\ ¢ ‘, The data log must be protecﬁe‘d from tampering or

erasure. Should access to the tagging mechanism
4/28/75 12:18:02 | . .

- LOCATION BEACH / 103 ST /| WATTS be required to replenish the recording medium, suf-
| MILE ficient storage must be provided in the system com-
002 TWEEDY / STANFORD / S GATE puter to ensure that no data are lost. Procedures
2 MILES B must be initiated for the secure storage of the data

019 HA FWY / CENTURY / LA logs.
070 ALAMEDA /| WEBER / COMPTON ,
It is highly desirable that the recording mechanism
S5 _MILES be located remotely from the dispatcher position,
012 MAIN / GARDENA / CARSON .
004 WILCOX / S ANA / CUDAHY . > e.g., in the security officer's area, in order that
068 LB FWY / IMPERIAL / LYNWOOD the drivers do not associate the dispatcher with the
- 086 JEFF /| S PEDRO / LA .
‘ , recording of events that may lead to discplinary

/ \ | actipn.
/ N\

Figure 7. Candidate Display Format for-Area Polling

n
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CHAPTER III. ENVIRONMENTAL REQUIREMENTS

A Introduction

The environment in which the cargo security system must operate
encompasses a wide range of natural and manmade conditions including
shbck, viblration, temperature, pressure, and humidity. The locations
whére the various system elements are deployed will govern the severity
of the environmental cqnditions to which they are exposed. In this chapter,
the four principal installation location categories are identified and the
Wors‘t—cab,s‘e design criteria for each type of environmental condition are
défined. | |
B. Installation Location Categories

The locations at which the various elements of the cargo security
‘sy'stem will be installed may be categorized as follows.

] Group { - External (Fixed). This gr“‘c.)up encompasses the

honvehicle system elements that will be exposed to extremes .

- of natural temperature, pressure, humidity, etc. Included
are proximity units, fixed communications antennas, and
expdsed interconnecting cables. ._

® Group 2 - External (Mobile). In additionto the environmental

extremes to which the Group 1 system elements will be
exposed, all elements mounted external to the vehicle's cab

and compartment will also be subjected to shock and vibration

w25



induced by vehicle motion. Included in this group are vehicle-
rounted antennas, externally mounted sensor’s, and exposed
cabling and disconnects.

o Group 3 - Internal (Mobile), Those system elements that

will be mounted in the vehicle cab or cargo compartment will
be subjected to the same vehicular shock and vibration as is
encountered by Group 2 elements. However, Group 3 system
elements will be protected from the extremes of environmental
conditions to which Groups 1 and 2 will be exposed.

] Group 4 - Internal (Static). The base station elements (com-

puter, displays, recorder, remote alarm unit, etc,) will be
installed in the controlled environmental conditions of a
typical business office.

C. Physical Environment

The physical environment to which the cargo security system will be
exposed is examined in the foliowing discussion. In addition, requirements
for each category of equipment are established.

1. Shock, All elements of the system will be subjected to the
physical shock induced by shipping, handling, and installation. In addition,
all vehicle-mounted equipment will be exposed to shock induced by vehicle
motion, parking, freight handling, etc.

a,. Shipping. There are no established standards relating

to the design of equipment for protection from damage by shipping shock.

=30~

In general, equipment is designed for a specific operahl}g enviré;fﬁﬁ,lment, \
with any additional protection designed into the shippi;f‘g:‘?xcarton. l’l‘yplcal ‘
shock test criteria employed for packaged electronicigéquipment :nclude a

drop test (48 inches to a cement fleor) and a jarring yﬁjeist (3 foot-;g‘%i‘nd:

‘‘‘‘‘‘‘‘

impact).

b. Vehicle induced. Vehicle-mounted"\;}_e_yqui'pment w111be

subjected to road shocks and shocks resulting from fi'eight loadmg (fork
lift operations and parking at the freight dock). It is recofmmended that alll‘
vehicle-mounted equipment in Groups 2 and 3 be designed’?{to meet a shock
environment of 20 g. -~

2. Vibration. The vibration conditions to which the vehicle -r.hounted
equipment will be subjected are governed by the shock environment and the
damping effects of tires, springs, and shock absorbers. The vibra’cionr‘"

power spectral density will vary as a function of equipment location. 1l-:To

meet worst-case conditions, however, all Group 2 and 3 equipment shpuld

be designed for the following environment:

It

® Peak Acceleration
- 5to 100 Hz O.i'gz/Hz
- 100 to 2000 Hz ' 0.0006 g2/Hz
3. Temperature. This environmental factor has the greatest

variation as a function of equipment location and geographical area of opera-
tion. The criteria presented in Table 1 have been developed based on
measured tei'nperature and test criteria for commercial equipment designed

for vehicular use.
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i idi Design Requirements
Table 1. Temperature Design Criteria Table 2. Relative Humidity g q

] Relative Humidity
Operating Nonoperating ' “ Group
Grou Pee ; : , ; :
? Min Max (min, °F) « Max Min
(°F) (°F) :
1 -40 +250 -60 ) 100 20
2 -40 +250 -60 3 |
3 -40 +180 -60
4 gb 50
4 +20 .+ 95 -40 0
4. Atmospheric pressure, Variations in atmospheric pressure
may result in leaking seals,; arcing, and changes in chemical properties, . ’ .

The design should provide for satisfactory operation of the equipment sys-

tem at altii(‘:udes ranging from sea level to 10,000 feet.

5. Relative humidity. Humidity will influence the properties of

materials us’g‘éd in components by the absorption and diffusion of moisture

vapor. Vapc\)ﬁr pressure variations result in the migration of moisture and
its penetration of materials, causing physical strength loss and insulation
degradation. | Requirements for the cargo security equipment have been
determined ffom an evaluation of typical conditions for commercial installa-

tions. These requirements are presented in Table 2.
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. CHAPTER IV. REGULATORY CONSTRAINTS

3 A. Introduction

Use of the cargo security system will be confined to individual
trucking fleets, with each fleet dispatcher or security officer providing the
interface with law enforcement agencies.‘_f As such, the system can be con-
sidered as a private alarm system, subject only to those regulations that
govern safety and the licensing of radio transmissions. Regulations per-
taining to safety are promulgated at all levels of government whereas the
use of radio transmitting equipment is regulated by a single agency, the
A Federal Communications Commission (FCC). In this chapter, an assess-
‘ ment is made of the impact of both these categories of regulation on the
operational design of the cargo security system.
it B. Safety

The safety of vehicles on the public highways and the safety of per-
sonnel who will work in the vicinity of the equipment must be considered in
the design of the cargo security system.

| 1. Vehicle safety. Installation of the system must not compromise

the safety of the vehicle operations. In addition to obviating any hazard to the
drivér, any interfaces with the vehicle's systems (p_(‘swer, lighting, steering,
| and braking) must be designed for fail-safe operati&;n, and access to the
vehicle's controls by the driver under normal or emergency conditions must

not be constrained by the system installation.

® ‘ ' 35
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2. Personnel safety. Requirements for personnel safety are

delineated by federal, state, and local regulations.

a. FPederal requirements. The Occupational Safety and

Health Act (OSHA) requires that the safety of operating persc;nnel be factored
into the system and equipment design.

For vehicle-mounted equipment,‘ the design must provide
for protection of the driver or cargo locaders from physical injury. The
equipment units should have rounded corners, and the physical mountings
ghould be capable of withstanding the shock of a vehicle collision. The
chassis of vehicle-mounted electrical equipment must be grounded to the
vehicle frame, and protection must be provided against electrical shock in
all equipment using electrical potentials exceeding 24 volts. |

For ground support equipment (base station and location
support units), all electrical equipment connected to 60-Hz power must
inlcorpora,,'ﬁ:e three-prong power plugs with the third prong connected to
chasgsis giound Protection from electrical shock must be provided in all
equipmg_j#‘t using voltagee in excess of 24 volts., Personnel hazards such as
equipmtg?rvit corners, cabinet weight distribution, etc. must be considered in
the me Q}?anical design. Where equipment is to be mounted,‘gion lighting or
utility poles, the equipment must be lecated at least 10 feet away fvro_:jg_‘ |
exposed wires ca.lfryihg a potential greater than 300 volts.

b. Other requirements. The design of polé-mounted prox-

imity units will be affected by state, county, and municipal codes and by the
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regulations of utility companies. State and locallayvs, regulations, and
building codes governing the use of utility-polwered‘ dcvmes may require uti-
lization of armored conduiﬂﬁ?{‘and the installation of a watt-ﬁéur meter at each
proximity unit location. Many utility companies require tha,’t"pole—mounted
units in the direct line of access to the upper part of the pole bve capable of
supporting the weight 6f,:a lineman, and mounting brackets for such instal-
lations must be designed for this loading.
C. Radio Transmission

The cargo security system will employ a land-mobile communications
link for the purpose of ﬁransmitting da{a between the vehicles and the base
station. In addition, thé system may emplay radio tra'kl;;missions for
vehicle location purposes. System design of these elements must adhere t‘él'

FCC regulations.

i. Land-mobile communications. Transmission of data between

vehicle and base may be accomplished by one of the following two methods.

a, Combined voice/data link. Location and status data are

transmitted cver channels assigned by the FCC for voice communications.
This technique, which provides the most cost-effective approach for the
trucking indﬁstry, is authorized by the FCC under Section 89.120 (c)(3),
Section 91-120 (c)(3)and Sec:fi“'i,gn&:QS;-‘ 1‘ZOV‘(‘c‘:)>(3) of Chapter I of Title 47 of
the Code of Federal Regulations. Trucking fleets not currently equipped
with communications linl‘;'s“r‘na}y requestj'channel.as signments for this dual

purpose.
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Wdedicated data link. Where existing voice channels

cannot be used, location and status data may be transmitted over a channel
specifically allocated for this purpose. Parts 89, 91, and 93 of the FCC
regulations specify the rainimum number of vehicles to be served by each
asgigned frequency channel as well as the methods to be employed to reduce
voice traffic interference.

2. Vehicle location systems. The Federal Communications Com-

migsions Report and Order Docket 18302 relating to automotive vehicle
locator systems sets tentative standar‘c‘yls for the development of such sys-
tems. This Report and QOrder exempté vehicle location stations from the
identification requirements of Section 89.153, and prescribes the number
of vehicles to be served by a dedicated frequency channel. (See Table 3.) |

The Report and Order, Section 89-120 (e)(3), Section 91. 120
(e)(3), and Section 93.120 (e)(3), recognizes the use of proximity devices
(''signposts!) for the purpose of vehicle location and specifies power output
and co cha.nnel\linterference:parameters.

En:;ployment of LORAN-C signals for vehicle location purposes
is recognized by the FCC in its Report and Order. However, the FCC ‘;vill
not authorize nongovernment operations in this band. Sections 91.604 (a)
and 91.604 (b) (1a) and footnote US 104, Section 2-106 deal with thig subject.

Should the use of phase-locked AM (amplitude modulated) broad-

cast signals be employed for vehicle location purposes, an advance ruling must

-38-

Table 3. Minimum Vehicle A§signment for Dedicated
Frequency Channels

Required Bandwidth 8 MHz 1 MHz 25 kHz

904-912 MHz 903-904 MHz 25-50 MHz
Frequency Band or
918-926 MHz | 926-927 MHz 150-170 MHz
450-512 MHz

Min. No. of Vehicles 500 Not Specified | 2002

per Assigned Frequency

dNote: Section 89. 120(c)(3)(i) specifies that a showing must be made that
50 percent of these minimum vehicles must be in operation by the
end of the second year of the license and 70 percent by the end of
the initial license term. Otherwise, assignments will be made

on a secondary, noninterference basis tc any authorized radio

telephony operation.

be obi‘.ain’ed from the FCC as to the "'type approval! of radio transmitters that
incorporate phase-lock units. Use of the units provides a frequency stability
several orders of magnitude better than that réQuired by Section 73.59 of

the Commission's regulations. Operational experience has been gained
during concept feasibility testingh of thie AM phase-lock s&stem, 3 with the
stations operating under a Special"i‘ernporary Authority issued by the

Commission.
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CHAPTER V. PROCEDURAL AND TRAINING REQUIREMENTS

A, Introduction

The impact of the cargo security system on the operating procedures of
a typical cargo pickup and delivery operation is examined in this chapter. New
procedures are outlined, and suggestions are made for the iodification of
existing procedures. Personnel training requirements are also discussed.

B. Procedures

1. Load documentation. The principal procedure that will be impacted

by introduction of the cargo security system into trucking operations will be
that of preparing the load schedule and documenting pickup operations. As
reviewed in Chapter II, the load documentation prepared prior to the departure

of the vehicle from the depot consists of bills of lading and a load sumrnary

describing the:

) Names of customers

® Addresses of customers

® Number of cartons and shipment weight of each
pickup

® Latest acceptéble time for pickup

These documents are used by the dispatcher for scheduling and driver assign-
ments and for the compilation of his status board. (Calls for pickup service
received after the vehicle is en route are directed to the dispatcher, who logs

the data listed above prior to assigning the call to a specific vehicle.

]




The cargo security system requires that, for each vehicle, the

identity and location of all stops on that vehicle's route be entered into the

base station computer. To be compatible with the system and to minimize

computer storage requirements, these data must be entered in the following

formats:

° Identity - mnemonic or code number

Location - street intersection and zone in abbreviated

format
For example, consignee data currently ,reco‘rded as
. The ABC Widget Corporation
8605 West Olympic
Los Angeles

would be entered as follows:

ABCWID/OLYMPIC/CARSON/WEST LA

To accomplish this format conversion, a new procedure must be

introduced into the load scheduling process. A mnemonic or identification

number must be assigned to each consignee and to each customer for pickup

service. The location of these customers is then converted to the intersection/

zone format.

As described in Chapter II, vehicle stops fall into two broad

categories, established and casual. For established custcmers, the data would

be created and stored in the- system computer library file, and z customer

reference index would be generated as part of the system installation procedure.

The library file and index would be updated on a periodic basis by means of an

42 -
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off-line file maintenance routine. For these established customers, the load
documentafi:i-vc;ﬁ prt})‘cédtire would be limited tg”"entering the customer mnemonics
or identification numbers on the load sum&xary. The cross reference index
would be utilized by the shipping clerks for this purpose. For casual customers,
a temporary identification number must be assigned and location data created.

Sequential numbers must be maintained for identification codes, and
the base station computer can be programmed to provide this sequence. Con-
version of the street address to intersection/zone format would be performed
with the use of a street map or by simply requesting the customer to identify the
nearest intersection to his place of business. The actual address would be
retained for the purpose of briefing the driver. This new load documentation
procedure is illustrated in Figﬁre 8.

2. Dispatch procedures. Integration of the cargo security system with

the dispatch operations will result in a modification of the dispatcher's proce-
dures. Basically, the dispatcher §vill replace his manual status board compil-
ation with keyboard procedures, and reduce his use of the communications
system by observation of the 1ocati“on and status displays.

As discussed in Chapter II, the dispatcher provides real-time contyol
of the system. Prior to departure ::of the y,ehicles from the depot, the load
documentation will be distributed to the drivers. The dispatcher's copy will be
used for compilation of the status board. During the period that the vehicles
are en route, service call‘sl are documented and vehicles assigned, with vehicle
availability determined by the use of the communications system. Following

vehicle assignment, the manual status board is updated.
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Figure 8. Flow Diagram of Load Documentation Procedure
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The features off‘er‘ed by the cargo security system ba.s_e:-station will
eliminate the need for a manual s‘ta‘ﬁ:u‘s board as well as the c‘o‘fr“lvmunicati‘ons
loading associated with determination of vehicle location and availability. How-
ever, voice communications will continue to be used for assignment of call-in
service requests. The revised dispatcher procedure is shown in Figure 9,

For load scheduling activities conducted prior to the vehicle's departure from
the depot, annotated dispatch data resulting from the load documentation pro-
cedure described above together with the identification of vehicles assigned to
call-in requests for pickup service will be entered directly into the system wvia
the keyboard. Use of the area or single vehicle status displays will enable the
dispatcher to determine vehicle location and availability Without the use of thej
communications system. Once this determination has been made and the details
of the service call transmitted to the assigned vehicle, the identification of this
vehicle and the annotated dispatch data will be entered ‘via the system keyboard.

3. Security procedures. Since the operatica of the cargo security

system is autoinatic, no new procedures will be required on the part of the
dispatcher in opérating the equipment for security purposes, However, as
discussed in Chapter III, the system data available to the dispatcher and
security officer, particularly that of vehicle location, can significantly reduce
the time required to initiate recovery of the missing cargo or vehicle. Be-
cause of the capability to determine the current location of a moving vehicle,
procedures previously established with local law enforcement agencies for
the reporting of vehicle-related theft incidents must be changed to provide for

the reporting of this real-time location data. The majority of law enforcement
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. agencies have established sy

ms, such as link operators or complaint

operator bypass keys, for receipt of '"open-line'" data pertaining to crimes

in progress, and these sys;“'i:‘lfems may be dii‘ectly employed for the reporting

of vehicle location. The fleet dispatchers and security officers should fa-
miliarize themselves with the methods of access to these open-line systems,
and the law enforcemgnt agencies within the operating area of the trucking
compan? should be made aware of the type of data that will be reported by
the fleet dispatchers. |
C. Training Requirements

New and revised procedures will necessitate the training of clerical and
dispatcher personnel in the operation of the cargo security system. Since itis
the practice of the trucking industry to contract for equipment maintenance, no
requirement for maintenance training is anticipated.

1. Load documentation. The load scheduling clerk or the dispatch clerk

will require training in the use of the customer index file and in the derivation of
location data in terms of street intersections and zones. In addition, t.faining
will be needed in the use of the system keyboard for data entry and maintenance
of the library file.

2, Dispatch operations. The principal training requirement in this

activity will be that of dispatcher personnel. To acquire the skills necessary to
operate the system, the employment of classroom or programmed instruction
in addition to hands-on training will be required. The training course should

include the following subjects:
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System description

Data requirements

Data input formats

Display and control options

Display formats

Turn-on and initialization procedures

Alphameric and function keyboard operations

Tn addition, dispatcher personnel should receive familiarization training in the

gsecurity procedures generated for their company's operations.,

3. Security operations. Depot guards showd receive familiarization

training in the use of the remote alarm unit and in the new security procedures

that result from introduction of the cargo security system into the company's

security organization.

[PA.
s

-48-




S

""Survey and Technig,,a,]:‘ Assessment, " ATR-75(7908)-1, Kl Segundo, The
Aerospace Corp. (July 1‘974).

''"Design Requirements Report, Cargo Security System Program, "

Ft. Worth, Texas, Hoffman Information Identification, Inc (April 1975),
""Cargo Security System, Feasibility Analysis Report — Hybrid Deé,d
Reckoning and Hyperbolic Grid Location, " ATR—?VVS(7908)-2, El Segundo,

The Aerospace Corp. (April 1975).

-49.




w\

|
|






