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Foreword

Todoy, wa are confronted with militant
groups, student groups, ‘'‘supor” pa-
triots, eriminal elements and scores of
othors who manufacture and use eox
plosives and Incondiary davices in an
effort to robol against thd "Establish.
mant",

Wo will not attempt to analyze the
chain of ovents which triggored this
civil unrest, Wa do know that varying
degrees of harpssment are: being ams
ployed by individuals and groups which
tnke advantnge of peoples' natural faar
of explosives,

Bombing and the throat of bombing
have created a need for practical knowl-
edgo to cope with the increasingly
viclant nclivities of people who represant
sogments of unrest in our society. Re-
poated criminal acts which use or
threaten to use explosives against odu-
cational Institutions, industry, law o
forcement and tha ganeral publie, place
a most urgent and serious responsibility
on low enfarcement agancies. However,
the protection of life and property is a
responsibility that cannot be delegated
to law enforcement alone. Every oitizen
must bo prepared to accept his or her
rasponsibility If we are to anjoy a safe
place in which to live and work,

information for the proparation of
this document was oblained from Office
of tho Provost Marshal Goneral, Do
paromont of the Army, bomb squads of
State and metropolitan polica dapart.
meants, the Security Department, South-
arn Ball Telephene Company, and actual
experience of Alcohol, Tobacco and Fire-
arms Special Investigators during tho in-
vastigation of hombings and homb
threats. Tho idoas and moethods suggost.
ed refloct the most current information
available to help you in dealing with a
problem that is fast reaching epldomic
proportions throughout the country,

One suggostion in this dorumont
should be emphasized; It Is praparods
ness. When one is oquipped with an orgas
nized plan, most bomb threat problems
con be yesolved with minimal personal
injury ond property damage. -

By making this "Bomb Threats and
Search Technigues' available to select
ed persons, wa In ATF are attempling
to holp you help yourself in denling
with homb threats and the use of ox
plosives for illegal purposeas,

REX 0. DAVIS, DIRECTOR
ALCOHOL, TOBACGO AND FIREARMS DIVISION
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Purpose of Calls

Tho only two reasonable explanations for
a call reporting that a bomb Is to go off
in a parlticular Instaliation are:

1

Tha callérihas definite knowledgo or
helloves that an explosive or Incendiary
hag hoan or will be placed and he wants
to minimize porsonal injury or property
damage. The: calier may be the person
who placed tho device or someone else
who has bocomo awarc of such ina
formation.

2 3

The caller wants to create an almosphore
of anxiety and panic which will, In turn,
possibly result in a disruption of the nor-

mal activitios at the installation where-

the dovice is purportedly located,

Whon a homb threat call has heen ro-
calved, there will be a reuction to it
If the call Is directed to an installation
whare a vacuum of leadership exists or
where thore has been no organized ad-
vance planning to handle such threats,
the call will result in panic,

Panic

-

Panic is one of the mosk contagious of
all human emotions, Panle is defined
as o “sudden, excessive, unreasoning,
infectious terror.” Panic is caused hy
fear—fear of the known or the unknown.
Panic can also be defined in the con-
text =f a bomb threat call as the ultimate
achivvement of the caller.

Once a state of panic has been reach-
ed, the patential for personal injury and
property damage Is dramatically {ncreas.
ed. Emergency and essential facilities
can be shut down or abandoned and the
community denied thelr use at a critical
time,

Leaving facilitles unattended can lead
to destruction of the facility and the
surrpunding area. Large chemical manu-
facturing plants, power plants, unattend-
ed bollers, and other such facilities
require the attention of operating per-
sonhnel.

Other affects of not being prepared
ot not having an organized plan to
haritdla. bomb threat calls can result
In a lack of confldence In the loader
ship, This will he reflocted In lower
productivity or reluctance to continue
employmant al a location that Is being
subjacted to bomb threat calls,

'Preparation

Lines of organization . 'and plans must
be made In advante to handie bomb
threats, Clear-cut lavels of authority
must be established, 1t is important
that each person handle his assignment
without delay and without any signs of
foar,

Only by using an established organt-
zatlon and procedure can you handle
those problems with the least risk, This
will Instill confidence and eliminate
panle,

In planning, you should dasignate
a control centor or command post, This
control center should be located In the
switchboard room or other focal point
of telophona; or radio communications.
Tho management personnal asslgned to
oporate the control conter should have
decision-making authority on the action
to he taken during the threat. Reports -
en the progress of the search and
gvacualion should be made to the
control center, Only those with assigned
duties should be permitted in the control
centar, Make some provision for alter-
nates In the event someone is absent
when the threat is received,

Evacuation

The most serious of all decisions 1o be
made by management in the event of a
homb threat is evacuation or non.evac-
uation of the building.

The decision to evacuate or not to
evacuate may be made during the plan-
ning phase. Management may pronounce
a carte blanche policy that in the event
of a bomb threat, evacuation will be
effective immediately, This decision
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clreirmvants  the  ealeulated riske and
svog prime consideration for the safely
of personnal 1 the hullding. This can
rasult in produetion down-time, and can
ho costly, If the threat is o heax, Tha
alternative 18 for management 10 make
the dacision on tha spot at tha time of
tha threat, Thera ts no magie formuila
whiieh can produce the proper daciaon.

tn the past, the vaat majority of
bomb theata turned out to be hoaxes,
However, taday more of tha threats ae
matevializing. Thug, managomast's fivat
consideration must be for the safety of
peopla, Hois practivally impossible 1o
doatarmine immediately whather a bomb
throat s real,

lvestigations  have  rovealed  that
the targets for “terrariat bombings” are
nod selected at random. The modus
aperandi for seloeting the target(s) and
planting the explasive appears to Tollow
this pattern, The target is seloeted be
eatise of political or parsonal gain 0
the tarrardst, It is then kept under aur
veillanee to determine the entranves and
oxits most used, and when, This is done
to determing the howrs when vy few
people are in the buililing, The thesis
fs that the intent is not to injure or Kill
poople,  but to destray the building.
Reconnaissance of the buitding is made
o tocate ah area where a homb can he
concealed, do the most damayge, amd
where the “homber' is least likely to
b observed,

A test, orcdry run, of the plan is
often made Atter the “dry run™ and
at a pradotermined time, the building
& inhiltrated by the “homber{®)" o
deliver the explosives or incendiary da-
viee, The device may ha fully or partinlly
prosset prior to planting. I it is fully
sot and charged, it is a simple matter for
ong ar two of the group to plant the
dovice in o pra-selected concealed area.
This can he accomplished in a minimum
of time. ¥ the device is not fully set and
charged, one member may act as a look-
out while . othars arm and place the
device, Most dovices used for the de
struction af property are usually of the
time-delay type, These devices can be

§

set for cetonation to allaw sufficient
tima for the “bhomber(s)" to be a con
slderable  digtance  away  hefore  the
hoamb-threat eall ts made and the device
8 (etanatad,

The terroriaty have devaloped their
plan of attack and the follawing o
coduras are guggested to business and
industey for coping with bamb threats.

Procedure Before
Bomb Threat

1

Gontact the police, fire depariment or
other local governmental agencies o
dotarmine. whather any hag a homb
disposal unit. Undar what comlitiong s
the hombh disposal unit available? What
% tha telephone numbear? How can you
abtain the gervives of the bomb dispasal
unit in the avent of a bomb threai? Will
the bomb disposal unit assist n the
physical search of the building or will
they anly disarm or remove explosives?
R
Establish striet procaduras for control
and ingpaction of pagkages and ninterial
antering eritival areas.

3

Davelop a positiva means of identify-
ing and controlling personnetl who are
autharized access 0 critical areas.

4

Arronge, f possible, to have polica
ancl. or fire reprasantatives with mem-
hars of your staff Inspact the buikding
for areas whore expiosives are likely to
he concealed. This may be accomplished
by roviowing the {loor plan of the build-
ing.

)

During the inspection of the bullding,
you should giva particular attention to
elevator shafts, all ceiling areas, rost
rooms, ascess doors, and crawl space
in rest rooms and areas used a8 0CCOSS
to plumbing fixtures, elogtrical fixtures,
utility and other closet areas, space
under stairwells, boiler (furnace) rooms,
flammahble storage areas, main switches
and valves, ea.g., electric, gas, and fuel,

—

tndoor trash raceplacipg, rocard starage
areas, mall ropme, celling lights with
pasily removahle panels, amd fire hosa
racks. While this hst w not complote,
it can give you an idea where a time
delavend axplosive or an incendiaty de-
vice may be concealad.

&

Al security and mambenanea  porson-
nik shoutd ha alert 1o suspicions tooking
people, Also to foreigh O SUSpICIUS
abjects or pareels.

7

You should wnstraet securiby aml oainte-
npanee parsonnet o mahke pericdie choeks
of all reat roams. stabiwehs, under stair
wells, anc other areas of the building to
assure that unawthorized parsannst are
not hidienr or reconnoitering or surveil
ling the area,

]

You  shoukl assure adequate  pratee
ton tor classidied  documents, poonpn-
otaty information  and  othar  raconds
asnential to the operation of your bust
ness. A well planted, properly ehanged
davive could, upon detonation, dastray
thosy  records  needed 0 day today
opetations, Computers have alse bean
singled owt as Jangets by bombers,

9

Instruet all parsannel, espacially thase
at the telephone switchboard, of what to
do if a borab threat call is received.

a Keap the callar on the lne as long
a8 possible, Ask i to repeat the mes-
sage. Record every woud spaken by the
POSon.

Iy I the caller does nat indicate the
lovation of the bhomb or the time of
possible detonation, you should ask
him for this information.

¢ Inform the caller that the buildioyg is
occupied and the detonalion of a bomb
could result in death or serious injury
to many innocent peopla,

d Pay patticular attention to peculiar
background neises sueh as, motors
running, background wmusic, and any
other noise which may give a clue as
to where the call is heing made.

a Llisten closely to the voice (male,
fomaded, voive qualily  {valm,  exeited),
accents and speech impediments. i
mediately after the ealler hangs up, you
should report to the parson designated
hy management to recanve such infarmae
ton, Sines the law enforcoment parson
nel wilh want ta talk fivet-hand with the
parson whe roveived the call, ho should
remain available antil they appear,

i Roport this intonmation wnmediately
to the palice department, fite deparct-
ment, ATEH FREL and other appropriate
agenciea, The sequence of notification
should  have been established  duving
eoordination i em 1 above.

10

OQrganize anid ttain an evacuation unit
vonsisting of key matagement parson-
nel. The organization and teaining of this
it should be coandingted with othar
tonants of the building.

£ The evacuation unit shoulkl be trained
on hiew fo evacuate the building during
& homb threat. You shouwld considar
priority of avacuation, 1.0, svacuation hy
floor level. Fvacuata the Hoor lavals
abova the damger area in erdar to romova
these persons from danger as quickly A8
possibla, Training in tus type of avatu-
ation should be avatlabla {fram police,
fire ar other units within tha community,

b You may also train the evacuation unit
in search techniques, ar you 1wy prafer
a separate search unit. To ha proficient
in searching the bullding, seareh parson.
nol must be thoroughly familiar with all
hallways, restrooms, false ceillng aroas
and evary location in the building where
an axplosive ar incendiary device may ba
conceled. Whon the police or fireman
arrive at the bullding, if they have g
praviously raconnoitered the building,
the contents and the floor plan will
be strange to them. Thus, it Is extromely
irmportant that the evacuation or search
unit be thoroughly trained and familiar
with the floor plan of the huilding and
immediate outside areas.

¢ The evacuation ar search unit should
be teained only in avacuntion and search
techniques and not In the teshniques of
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neutralizing, removing or otherwise hav-
ing contact with the device,

Do not touch a strange or suspicious
object. Its location and description
should be reported to the person desig-
nated to receive this information,

The removal and disarming of a bomb
or suspicious ebject must be left to the
professionals in explosive ordnance dis-
posal. Who these professionals are and
how to contact them for assistance is
something that you should include in any
bomb threat plan.

All requests for assistance should be
directed to one or more of the Emer-
gency Numbers listed on page three of
this booklet. Be sure that the telephone
numbers for these agencies are included
in your plan.

d If the danger zone is located, the area
should be blocked off or barricaded with
a clear zone of three hundred feet untit
the object has been removed or dis-
armed.

¢ During the search of the building, a
rapid two-way communication system is
of utmost importance. Such a system
can be readily established through exist-
ing telephones. CAUTION—the use of
radios during the search can be danger-
ous. The radio transmission energy can
cause premature detonation of an elec-
tric initiator (blasting cap).

f The signal for evacuating the building
during a bomb threat should be the same
as that used for evacuation in case of
fire. The use of a different signai for
bomb threats may create unnecessary
excitement and confusion during evacu-
ation. '

g |If the building is evacuated, controls
must be established immediately to pre-
vent unauthorized access to the build-
ing., These controls may have to be pro-
vided by management. {f proper coor-
dination has been effected with the local
police and other agencies, these may as.
sist in establishing controls to prevent
re-entry into the building until the dan-
ger has passed

h Evacuate the persons to a safe dis-
tance away from the building to protect

8

them against debris and other flying ob.
jects if there is an explosion, If the
building is evacuated, all gas and fuel
lines should be cut off at the main valve.
All electrical equipment should be turned
off prior to evacuation. The decision to
cut off all electrical power at the main
switch should be made by management
with consideration given to lighting re.
quirements for search teams.

i During the search, the medical per.
sonnel of the building should be alerted
to stand by in case of an accident caused
by an explosion of the device.

i Fire brigade personnel should be
alerted to stand by to man fire extin-
guishers.

k Pre-emergency plans should include
a ternporary relocation in the event the
bomb threat materializes and the build-
ing is determined to be unsafe,

Room Search

The following technique is based on
use of a two-man searching team, There
are many minor variations possible in
searching a room. The following contains
ohly the basic techniques.

First Team Action—listening

When the two-man search team en-
ters the room to be searched, they
should first move to various parts of the
room and stand quietly, with their eyes
shut and listen for a clock-work device,
Frequently, a clock-work mechanism can
be quickly detected without use of spe-
cial equipment. Even if no clockwork
mechanism is detected, the team is now
aware of the background noise level
within the room itself.

Background noise or transferred
sound is always disturbing during a
building search. In searching a building,
if a ticking sound is heard but cannot be
located, one might become unnerved,
The ticking sound may come from an
unbalanced air conditioner fan several
floors away or from a dripping sink down
the hall. Sound will transfer through air
conditioning ducts, along water pipes

—
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and through walls, etc. One of {Ye worst
types of buildings to work in is one that
has steam or water heat. This type of
building wilt constantly thump, crack,
chatter and tick due to the movement of
the steam or hot water through the pipes
and the expansion and contraction of the
pipes. Background noise may also be
outside traffic sounds, rain, wind, etc.

Second Team Action—Division of
Room and Selection of
Search Height

The man in charge of the room
searching team should look around the
room and determine how the room is to
be divided for searching and to what
height the first searching sweep should
extend, The first searching sweap will
caver all items resting on the floor up to
the selected height,

Dividing The Room. You should divide
the room into two equal parts or as near
equal as possible, This egual division
should be based on the number and type
of objects in the room to be searched,
not the size of the room. An imaginary
line is then drawn between two objects
in the room, i.e., the edge of the window
on the north wall to the floor lamp on
the south wall,

Selection of First Searching Height. Look
at the furniture or objects in the room
and determine the average height of the
majority of items resting on the floor.
In an average rcom this height usually
includes table or desk tops, chair backs,
etc. The first searching height usually
covers the items in the room up to hip
height.

First Room Searching Sweep

After the room has been divided and
a searching height has hbeen selected,
both men go to one end of the room
division line and start from a back-to-
back position. This is the starting point,
and the same point will be used on each
successive searching sweep. Each man
now starts searching his way around the
room, working toward the other man,

checking all items resting on the floor
around the wall area of the room. When
the two men meet, they will have ¢om-
pleted a “‘wall sweep' and should then
work together and check all items in the
middle of the room up to the selected
hip height. Don't forget to check the
floor under the rugs, This first searching
sweep should also include those items
which may be mounted on or in the
walls, such as air-conditioning ducts,
baseboard heaters, built-in wall cup
boards, etc,, If these fixtures are helow
hip height. The first searching sweep,
usually consumes the most time and ef.
fort, During all searching sweeps, use
the electronic or medical stethoscope on
walls, furniture items, floors, etc.

Second Room Searching Sweep

The man in charge again looks at the
furniture or objects in the room and de-
termines the height of the second
searching sweep, This height is usually
from the hip to the chin or top of the
head. The two men return to the starting
point and repeat the searching tech-
niques at the second selected searching
height, This sweep usually covers pigc-
tures hanging on the walls, built-in bodk.
cases, tall table lamps, etc.

Third Room Searching Sweep

Wheh the second searching sweep is
completed, the man in charge again de-
termines the next searching height,
usually from the chin or the top of the
head up to the ceiling. The third sweep
is then made. This sweep usually covers
high mounted air conditioning ducts,
hanging light fixtures, etc.

Fourth Room Searching Sweep

If the room has a false or suspended
ceiling, the fourth sweep involves inves-
tigation of this area. Check flush or ceil-
ing-mounted light fixtures, air-condition-
ing or ventilation ducts, sound or
speaker systems, electrical wiring, struc-
tural frame members, efc.
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that these procedures were implemented
in his best interest and safety, tho com-
plaints would be reduced.

Other factors for consideration ins
cludes
1
installation of closed-circuit television,
2
Installation of metal detecting davices.
3
Posting of signs indicating the use of
closed circult telovision or other detec-
tion davices.

The above are suggestions—in the
final analysis of this entire complex
problem, the decision is yowws,

Buildings—Their Problem

The physical construction of buildings
and their surrounding areas vary widely,
Following are a few of the problems
search teams will encounter,

Qutside Areas

When you search outside areas, pay
particutor attention to street drainoge
systems, manholes in the street and in
the sidewalk, Thoroughly check trash
receptacles, garbage cans, dumpsters,
incinerators, ete. Check parked cars and
trucks. Check mail boxes if there is a
histoty of placement in your area,

Schools

Sahoal bambings are usually directed
against non.student areas. Find out
which teachers or staff members are
unpopular and where they work., The
prohlem areas in schools are student
lockers and the chemistry laboratory.

Student lockers are tocked; no accu-
rate record of the comkinations are avail-
able because students change lockers at
will. Every other locker seems to “tick."
Alarm  clocks, wrist watches, leaking
thermos jugs and white mice, all make
“ticking' sounds. Have the schoo! au-
thorities or police cut off the locks; then
search teams should open the lackers.
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It you ecut off the lock you may end up
paying for it

Chomistry labs should be treated with
caution. Each year some student tries to
make an explosive mixture or rocket fuel
in the classroom, gets scared, and
phenes In a bomb call, The best proce.
dure is to pot the chemistry teacher and
ask him to inspect the classroom, lab
and chemical storage area with you. He
will know 909, of the items in tha lab
which leaves only 10923 to worry about.

if repeated bomb threats are received
at schools in your area, recommend that
the school board holtl moke.up closses
on Saturday, This tends to cut down the
number of homb scares,

Office Buildings

The biggest problem in office build-
ings is many locked desks. A repair of
desk locks is an expensive item, Theve
will he many other items to keep you
busy. such as filing cabinets, storage
closats, wall lockers, etc. Watch out for
the company's socurity system if they
deal in fashions of any type, the auto.
motive or aircraft industry, defense con-
tracts, or the toy industry. Electrical
leads, electrical tapes, electric eyes,
electrical pressure mats, electrical micro-
switchas, will all ving those huge bells
that no one knows how to turn off,

Auditoriums, Amphitheaters,
and Convention Halls

Here, thousands of seats must be
checked on hands and knees, Look for
cut or unfastened seats with a nomb
inserted into the cushion or back, Check
out the stage area which has tons of
squipment in it; also the speaker's plat.
form and the microphones. The area
under the stoge penerally has crawl
ways, tunnels, trapdoors, dressing
rooms, and storage areas, The sound
system is extonsive and the air-mndic
tioning system is unpelievable. (he en.
tire roof area, in a theater, frequently
has one huge storage raom and mainte-
nance area above it. Check all hanging
decorations and lighting fixtures,

pessrn

Airport Terminals

This structure combines all problems
covered under schools, office buildings,
and auditoriums, plus outside areas and
aircraft.

Elevator Wells and Shafts

Elavator wells are usually one to three
foot deep with grease, dirt and trash
and must be probed by hand, To check
alovator shafts, get on the top of the car
with two six-volt lanterns, move the car
up a floor (or part of a floor) at a time
and look around the shaft, Be prepared
to find nooks, closels, storage rooms,
false panals, walk areas, and hundreds
of empty whiskey bottles in paper bags.
Don't forget that as you go up, the
counterweights are coming down—rheck

them too, The elevator machinery Is gen-
arally located on the roof. A Word of
Cautlon: Watch for strong winds in the
elevator shaft. Don't stand near the edge
of the car.

Handling of the
News Media

It is of pararount importance that all
inquiries by the news media be directed
to one person appointed as spokesman.
Al other persons shouit he instructed
not to discuss the situation with out-
siders, ospecially the news macia,

The purpose of this provisien is to
furnish the news medin with accurate
information and see that additional
bomb threat calls are not precipitated
by irresponsible statements from un-
infoimed sources,
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Suggested form to be completed following i ’

Bomb
Threat
Calls

Type of Complainant:

[ School 7] Hospital [ Industrial Manufacturing Company [] Business
1 Other

Business Name of Complainant

Business Address

Business Telephone

Name of Person Reporting Complaint

Telephone Number That Call Was Received On Date and Time of Call

Name of Persan Who Talked to the Caller

Exact Words said by Caller

Background Notses {i.e,, Street Sounds, Baby Crying, etc))

Informatlon about Caller:

1 | i I

Age Sex Race Accent

Speech Impediments (Drunk, Lisp, etc.)

Educational Level

Attitude (Calm, Excited, etc,)

Any Suspects

[ Yes {1 No

Have Pravious Calls Been Received? If Yas, Approximately How Many?
[} Yes [} No

Has the Telephone Company Security Department Been Notified?

[ Yes [7 No

Was any Incendiary or Explosive Device Found?

{7 Yes [7 No

Number of Threats Received Thus Far During Calendar Year

U, 8. GOVERNMENT PRINTING OFFICE : 1072 O - 458-414
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