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January 7, 1974

Honorable Robert Moretti Honorable James R. Mills

Speaker of the Assembly Fresident pxo Tempore of the Senate
Room 3164, State Capitol Room 5100, State Capitel
Sacramento, California 95814 Sacramento, California 95814

Gentlemen:

More than two years ago, the Legislature wisely concluded that
Californians could be better protected from burglary and other
crimeg if the state developed a program to study and prevent
illegal entries of buildings. In passing Assembly Bill 3030
(Moretti) in 1971, you called upon the California Department
of Justice to undertake this work and to submit a final report
to you by the fifth legislative day of 1974.

Herewith please find that report, but our research has shown
that work in this area cannot be called completely "final" for
some time to come.  We believe our work provides some real im-
provement in the area of door and lock systems. If the legis-
lative proposals contained in our report are enacted and we are
gble to move forward expeditiously to the development of the
regulations and standards recommended, we can all share the
satisfaction of making Californians safer from crime,

We hope that the report is of interest and that it informs you
in some detail about the policy and technical aspects of the
Building Security Study. We will, of course, be prepared to
answer questions about it, to testify at hearings and to do
anything else necessary to inform the legislature about our

work. .
S%ﬁferelv;
EVELLE J. /% UNGER
Attorney eral
amt

Enclosure



BUILDING SECURITY
STANDARDS

~ Final Report to the California Legislature

Prepared by

Donald R. Hughes
Director, Attorney Generals
Building Security Commission

and
Gary R. Cooper

Project Director, Building Security Program
California Crime Technological Research Foundation



R |

ATTORNEY GENERAL'S
BUILDING SECURITY COMMISSION

EVELLE J. YOUNGER
Attorney General

Donald R. Hughes (Director)
Police Agent
City of Pasadena

Eric E. Younger (Chairman) Theodore H. Johnstone
Assistant Attorney General Director, Product S¢curity Division
California Department of Justice General Motars Cotporation
John Canestro Raymond H. Liebke
Building Official Architect
City of Hayward Rochlin, Baran & Associates
~ Robert A. Houghton S. Clark Moore
Director, Division of Law Assistant Attorney General
Enforcement California Department of Justice

California Department-of Justice

William R. Pounders (Counsel)
Deputy Attorney General
California Department of Justice



TABLE OF CONTENTS

LISTOF FIGURES ... ....... .00 e P conddX
ACKNOWLEDGEMENT S ittt e it s ctaii e er e Xl
PART A—Program Overview ... . oot iiiiini ey coead
Chapter |—Introduction ............cooivea... P B N e 3
The need for ACHON v st st i v e it iiianas e 3
A Legislative RESPONSE ..\t et it et s e aaa e 3
Crime Can Be Reduced .............oocu il P S RPN 3
Approach ...... S O 3
General Recommendations ... .. ... oo iniieniienaneinannas 4
Chapter 1—Outlining the Problem .........c..coiiviiiinin. e, RPN 5
Analysis of Crime ......... E A S S 5
What is Physical SeCuUrity .. ..ot e s e 6
Development of Security Contrals ... v oo, v 8
Program ObJeCtiVES L.\ttt i i e e 10
Chapter lll—Methodology .. v.vvvvii i e e 11
INtrodUCtION . ..ot i e P 11
Analysis of Threats ...t tin i e d e 11
Analysis of Barriers ................. e, e e 14
Threat/Barrier Association ... ... v iviriiiians R P 14
Chapter IV——Implementation ... .................. P 15
General . oL e e s 15
Development of Regulations .. ... vuevrino o et 15
PART B—Technical Aspects ........cccveiievninn.. B S a7
Chapter V—Testing Methodology .......... ... ... e e 19
INtrodUCHON « ...t e v e i e e e e 19
Koo} o1 O L AP et 19
Security Systems Approach to Testing .. ... iievarrrirernren. N 19
Analysis of Threats ............ NI 21
ANalysis Of Bartlers o, v vut v iy oot ee s e s aein23
SEANAArd BYSIEIMS ottt ettt e st e e i e bt 23
Chapter VI—Technical Findings .., ....covviiiiiiaiiiianiinn.. P 27
INrodUCtion . u v e e e e B PO 27
Door Systems . ... e e e e e 27
Hardware ...........0coviivei. e A DU e: 1 |
APPENDICES o it i e i vt diee s e e e e 39
Appendix A—Penal Code Section
4050 L i i i i e e e i e e e 41
Appendix B—Selected Data Tables ................. P 42
Appendix C—Definitions for Variations in Ability To Attack Locks .......... 50
‘Appendix D—Glossary ... TR SO DR SN SN 51
Appendix E—Recommended Additional Sections To The ;
Health & Safety Code . ... .t i i e e 52
Appendix F—Title 11—LAW ", ............ e Ay i s e eeeaia .53



11,
12,
13.
14,
15,
16.
17.
18.
19,

LIST OF FIGURES

Analysis Of CrimMe .. vvrtn et e e e e 5
Physical Security ...t e e e e e .7
Chance of Apprelension ... ..ot i e s 9
Research Approach ... i e e 212
Burglary Tools ..o e 13
Projected WOrk .. ... v i e e e ....20
Security System Components .. ... T P 21
Breakdown of Threats.............. ... o vt e e 21
Resistance Parameters (dOOIs) .. ves it criiiioentieinnraeveesenoneives 24
Resistance Parameters (1oCks) . ... vr i i e e 24
FHA Door Framing .......oov iiv oo e e 25
Special FHA Framing ...........c.... R O PO SRR 28
CCTRF Door Stiffener Plates ..ot riiine iy e i29
CCTRF Striker Plate No. 1 .................. DUTRY TR 30
Typical Lock Cylinder ... S S e 33
Static Load Test Application ............... JR A S e 34
Disc Tumbler Lock ..o i e e e e e 35
Pin Tumbler Lock ... ci s i e 36
Lever Tumbler Lock ... . i e e s 37

IX



it e et e L e i

ACKNOWLEDGMENTS

This research was accomplished through the support
and active participation of many individuals from several
organizations. In addition to the enduring commitment
by members of the Attorney General’s Building Security
Commission, it is appropriate to recognize contributions
made by the American Society for Industrial Security, the
California and International Conference of Building Offi-
cials, the State Building Standards Commission, Western
atd California Fire Chiefs Association, and offices of the
State Architect and State Fire Marshal.

In particular, the security products and building indus-
tries should be commended for the enthusiastic support
they have given in the past two years, both in the form of
techrical expertise and in providing products for analysis.

Finally, the efforts of the California Crime Technologi-
cal Research Foundation’s staff, Douglas E. Roudabush,
Executive Director, Richard Steele, Laboratory Director,
Dr. Francis . Climent, Research Engineer, and Laboratory
Engineers, ‘Melvin Peterson, George Pickman, James
Stanfield and James Starr should be recognized for its
pioneer work in establishing a technical approach for
continued work in this area of the crime prevention field.

Xi




ST

PART A

PROGRAM

OVERVIEW

S g e




S

ERE—

CHAPTER I—INTRODUCTION

THE NEED FOR ACTION

Itis not necessary to detail with any specificity the need
for programs to reverse the upward trends in crime. All of
the seven major groupings* showed rate increases in
California during 1972, The crime of burglary had one of
the highestincreases and represented over one-halfof the
total major offenses reported to the police. This percen-
tage is well above that of the rest of the country, and is the
major reason for California’s distinctive position as the
number one crime state in the United States.

Local communities are alarmed by the threat of crime,
as evidenced by the variety of programs they have in-
itiated to deal with the problem. These efforts are to be
applauded and encouraged. However, a proliferation of
local standards on building security has created problems
of inconsistency, causing some legitimate concerns on
the part of security products producers and suppliers and
creating uncertainty as to the efficacy of various conflict-
ing regulations.

State intervention into local law enforcement activities
should be avoided unless such action can enhance exist-
ing efforts. Indeed, duplication of local programs is usu-
ally less efficient, and is a waste of time, money and effort.
However, technical resources must be provided in cer-
tain areas too complex for local jurisdictions to become
experienced enough in to meet their basic needs. A
statewide system for testing, evaluating, and classifying
materials covered by regulations will promote ‘the
maintenance of a sound technical rationale and enable
producers to respond without fear of widespread non-
compliance due to regional variations, thus assuring an
adequate supply of materials meeting minimunvy building
security standards in the future. :

A LEGISLATIVE RESPONSE

On November 30, 1971, Governor Reagan signed As-
sembly. Bill 3030 (Moretti) into law, adding sections
14050 and 140571 to the California Penal Code. They
require the Department of Justice to develop and recom-
mend to the Legislature, and thereafter continually re-
view, buildini security standards for the purpose of re-
ducing the li elihooJ of burglary in California. Forty
thousand dollars was appropriated for this task.

Following the passage of A.B. 3030, the Attorney
General’s Building Security Commission was formed to
assume authority over the program. It is comprised of
experts from both inside and outside the Department of
Justice, who serve voluntarily and provide direction to
staff efforts. A Project Director was then selected by the
Commissicn and appointed by the Attorney General to
manage the program. Technical resources are being pro-
vided by the California Crime Technological Research
Foundation through an agreement with the Commission,
and funded with federal grant monies from the California

*Murder, forcible rape, robbery, burglary, aggravated assault, auto theft, and

larceny over $50.

Counicil on Criminal Justice ($85,000 for the initial study
and $150,000 for fiscal year 1973-1974).

CRIME CAN BE REDUCED

A program such as this can successfully achieve a
reduction in the number of burglaries committed in
California. It will take some time, however, and a firm
commitment frorn a number of groups. Government must
take the initiative, and industry must be willing to accept
responsibility for providing strong technical support,

The impact of such initiative and responsibility will be

major, and benefits will extend much further than the -;
obvious values of a lowered crime rate. Local enforce-

ment bodies will be supported by a statewide research
and development source, obviating the need to maintain
a highly technical standard. Security products producers
will be assured of statewide consistency, and will have
access to an extensive information base to assist them in
complying with new regulations.

In California, we currently have a static situation as far
as the availability of quality security products is con-
cerned. To supply whal is required in terms of quality and
quantity, massive new production and distribution
capabilities will have to be developed within the next few
years. The effect of a rationale standards setting policy
can go far in inducing cooperation from producers; and
given proper direction, they will provide products that
will enable us to achieve our goals.

APPROACH

This program is unique among burglary studies done to
date. Essentially it involves a detailed. analyais of two
fundamental aspects of the problem: 1) burglary threats,
and 2) security systems and devices. The major areas of
this approach are as follows:

o Analysis of man’s ability to attack and forcibly enter

closed premises ‘

o Analysis of the resistance properties of common
building components (including security devices)
when subjected to attack

e Development of minimum resistance levels for
building components based upon the above
analyses '

In addition, an administrative and legal structure has
been developed to enable new standards to become part
of the law and begin working toward the goal of reducing
theklikelihood of burglary. They involve the following
tasks:: ,

e Development of a legal procedure to implement
building security standards based upon specific re-
sistance levels ‘

e Development of a testing and certification program
to enablé manufacturers to comply with standards

e Development of a scheme to review the effective-
ness of standards and update them in the future

-




GENERAL RECOMMENDATIONS

e Establish design and performance criteria for door
and window systems to obviate the most common non-
tool and tool attack techniques employed in California
burglaries. These criterion are broken down into five
basic categories:

a) Doors

b) -Hardware

c) Sliding doors and windows

d) - Windows

e) Materials

s Establish a legal system to setforth authority to create
and maintain standards, and to provide for Health and
Safety Code violations for noncompliance.

o Establish a materials and equipment listing proce-
dure to enable security products manufacturers to pro-
cure certification of compliance.

e Establish a statewide system for evaluating security
needs, and causing regular changes to be made in existing
regulations.

N

CHAPTER II—OUTLINING THE PROBLEM

AN ANALYSIS OF CRIME

&

Before any program can be established to control crime
or, as in the case of this program ‘‘to reduce the likelihood
of burglary,” itis first necessary to determine the elements
of the problem, and which elements should be impacted.
The following diagram depicts the fundamental elements
of burglary in a chronological system of events. The sys-
tem is not all inclusive, nor are all events present in every
case, but within the concept of burglary, these basic
elements remain readily identifiable and can be isolated
for analysis purposes.

DESIRE—Motivation to commit a criminal act—this is a
key element in the control of crime, but it is also the most
complex and least understood. A variety of attempts have
been instituted to remove or alter criminal motives, in-
cluding psychological and sociological impact programs
and the corrections concept of punishment as a deterrent.

OPPORTUNITY—A favorable circumstance that facili-
tates the commission of crime—many crime prevention
programs suggest methods for citizens to reduce such
opportunities through “‘crini= consciousness.”” Examples
include neighborhood alert srograms and consumer pro-
tection information dissemination.

ACT—The physical carrying out of the criminal desire
~—this element can be controlled through actual physical
restraint. Examples include building security programs.to
increase attack resistancy, human guards, and other
means of interposing a barrier between -an attacker and
his objective.

PROPERTY—Something of value which is the objective
of the criminal act—criminal activity can be restrained if

better identification techniques are employed to aid in
recovery of property.

POLICE—A force organized to maintain order, prevent
and detect crime, and enforce law—any means to cause
the police to become more effective will influence the
success of the criminal act. Training programs to increase
investigative skills and improved communications sys-
tems are examples of programs to increase police effec-
tiveness. .
ADJUDICATION-—The process “of ‘arriving at a
decision—anything that will improve the court’s ability to
ascertain the truth will strengthen our ability to control
crime. Better laws and procedures, and speedier disposi-
tion of cases are examples of such improvements,

REHABILITATION—The restoration of an offender to a
{aw abiding disposition-—any successes in the corrections
and sentencing process should directly affect the DESIRE
element in the chronalogy and help curtail criminal activ-
ity. The concept of rehabilitation may also include
punishment for retribution or isolation of an offender for
public protection, but these may be of more interestin a
broader corrections sense, rather than as an effect upon
motivation.

A more detailed analysis of burglary will obviously
reveal many additional complex sub-topics; however,
this basic network illustrates some of the mutual
dependencies—any one of which can theoretically affect
burglary by modification. Of course, some elements will
lend themselves to influence more easily than others, and
some can be considered of greater potential impact, and
thus importance, than others, It is not the intent of this
report to arrive at any conclusions on these points, but

Figure 1
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merely to point out the fact that various burglary preven-
ti?n programs fitinto the overall crime problem in distinct
places.

Fortunately, building security programs usually deal
with physical barriers and thus influence the ACT ele-
ment, one which lends itself to study by physical en-
gineering techniques—a much more exact science than
the behavioral sciences required to study some of the
other elements. There are some residual *'psychological
effects’” associated with the maintenance of physical bar-
riers which, by nature of a known ability to resist attack,

reduce criminal motivation. However, the main em-

phasis of this research is confined to physical attack
(ACT); purely psychological aspects of physical security
have not been considered in the development of these
initial standards, but nevertheless are important areas to
consider in later studies. Some of these include lighting,
landscaping, esthetics, plot layout, and other areas that
pose mental rather than physical obstacles to a potential
intruder,

WHAT IS PHYSICAL SECURITY?

Physical security is the art and science of creating and
maintaining -authorized control over physical assets.
Three furdamental elements are required: 1) living re-
sources; 2) material resources; and 3) management
and methods. Security may be achieved by employing a
scheme of living and material resources in such a manner
as to create a chain of mutual dependencies and create a
barrier. This barrier js interposed between an attacker
and his objective, usually a valuable, and must be over-
come before the objective can be attained. Management
and methods refer to an organization for directing, cor-
trolling, and administering the system, and ‘o policies,
procedures, and practices necessary for continuing effec-
tive operation of the system. Figure 2 is a graphic por-
trayal of these fundamental elements.

Barriers .

Barriers are systems of devices or characteristics con-
structed to withstand attack by specified means for a
specific period of time. Barriers may be used for perime-
ter, exterior, or interior protection, and are designed to
prevent or delay unauthorized access to property. As
illustrated by Figure 2, barriers may consist of either living
or material elements.

Living elements consist of on-premises counterforces
such as watchmen or sentry dogs, and off-premises coun-
terforces such as private patrols and local law enforce-
ment officers. Although living participants are required to
maintain optimum security, they are not of primary in-
terest to this study.

Material elements of barrier systems.are classified as
either physical or psychological, Physical barriers are
made to resist actual attack, and include all building
components, such as doors and windows, walls, roofs,
floors, and so forth. On the other hand, psychological
barriers consist of ““deterrent factors’ which arise out of
maintaining a material barrier, Examples iriclude design
features, lighting, as well as physical means which, by
nature of aknown security value, reduce criminal motiva-
tion,

Specifications for Barriers

There are two basic types of bar r specifications:
performance and design.

Performance Specifications are only:concerned with
what'a barrier can accomplish, and are not a description
of its physical geometry, dimensions, material composi-
tion, or movements. A barrier’s physical resistance can be
expressed in the amount of time it must resist attack by
specified means. Performance specifications can be writ-
ten to cover a part, parts, or total design of a component.
For example, specific construction dimensions and mat-
erials can be given for a bolt, and performance specifica-
tions can be written to cover what is expected of the bolt
or the entire lock, including installation.

Design Specifications cover the geometry, dimensions,
materials, installation and maintenance requirements.
The specification may define any kind of device or system
that meets the requirements of the performance specifica-
tion. Thus, design specifications must rely on perfor-
mance specifications to provide an accurate description
of desired security.

Whenever possible, standards derived from this re-
search are expressed in performance terms. In some cases
it has been necessary to use hoth design and performance
criteria. Design specifications have also been used to
provide supplementary information necessary for use in
compliance to-the new regulations.

Significance of Time

A material barrier can only be considered a delay factor
in the perpetration of a crime, and will eventually be
overcome. A barrier system is considered to be successful
if it can resist attack for a period of time longer than is
required for an informed interceptor (a human guard, for
example) to arrive with means to stop the attack.

The possibility of on-site capture depends primarily
upon perpetration time and response time.
Perpetration time covers the period from initiation of the
criminal act until escape is perfected. Response time is
the period between initiation of the criminal act and the
arrival of the interceptor (often noted as T.A.P. for time of
arrival of police). While it is true that notification is not
always timely, or even made at all, a comparison of
perpetration and response times provides a good method
for determining security needs because it presents a ratio
that can be used to measure success or failure of a barrier.

The means of informing the interceptor may be by
actual observation,.or through some material notifier
—mechanical, electronic, and so forth—which transmits
knowledge of the attack to the human guard. If the inter-
ceptor arrives before or at the momentof departure of the
criminal, the probability of capture is very high, and can
be increased by extending the perpetration time, reduc-
ing the response time, or both. The extension of the
perpetration time through the introduction of physi-
cal barriers is the primary approach of this program.
The curve in Figure 3 is representative of chance of ap-
prehension to time spent at the location by the perpe-
trator, and substantiates the validity of this approach.
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Program Limitations

The enormity of the scope of physical security is appar-
ent, Since time and monetary resources will not permit
sufficient research .to resolve all questions surrounding
the'subject, a large part of the responsibility of developing
standards involves narrowing the research to yield max-
imum benefits. The bold lines in Figure 2 illustrate the
voluntary limitations on this program imposed by the
Building Security Commission,

As previously indicated, the physical ACT of burglary
was determined to be of greatest interest in this study. This
element can be easily researched, and can be controlled
through the introduction or improvement of physical bar-
riers, Adequate barriers increase perpetration time,
thereby creating less favorable conditions for an attacker.
Necessary means to increase perpetration time, as well as
actual physical resistance, can be expressed in quantita-
tive terms.

Window and door systems are attacked most fre-
quently, and are considered in this initial research.
Ninety-four percent of California burglaries are ac-
complished through entry of windows or doors. Also,
these components eneralK/ tend themselves to defeat in
a short time without use of complicated means.
Thirty-seven percent of entries require no tools, and
three out of four required no force.*

Notification elements, such as alarms and closed cir-
cuit television, are a part of material resources according
to our interpretation of physical security, but have not
heen studied in this program because they do not present
a physical resistance problem which ordinarily adds to
time required to overcome a barrier. Rather, they relate to
an interceptor’s ability to become informed of a pre-
defined circumstance at a remote location. If we classify
notifiers hy effect, they should be considered when
methods are researched to improve police response time.

DEVELOPMENT OF SECURITY CONTROLS
In General

For thousands of years man has sought to protect his
person and property from inj try or theft. His dependence
on physical controls was based ‘upon this desire, and
extended beyond natural elements to other men. Gener-
ally, his objective was the same as it is today: to prevent
unauthorized entry into protected areas.

Delaying an intruder is of primary importance in physi-
cal security. At first, man took advantage of natural bar-
riers such as rocks, caves, hills, water, and trees to provide
forthis delay. Later, he devised systems comprised of both
physical and mental barriers, such as locks or labyrinths,
to create a puzzle. Possession of a special instrument,
such-as a key or knowledge, allowed the possessor to
solve the puzzle and remove the barrier, This basic pro-
tection system is unchanged today, although modern
technology has afforded the development of a high level
of protection by physical barriers and a corresponding
ability by man to defeat those barriers.

Complexities of our modern society have required
government to respond in many ways that have been

*Selected burglary data {rom eighteen: California jurisdictions during the period
~1971-197 3—see Appendis B. :

~ traditionally thought to be outside of its realm. We have

regulations-that affect our homes, business, transporta-
tion, food, medicine, clothing, as well as personal con-
duct. One relatively new regulative concept is govern-
ment development of standards for privately owned
buildings (fire and life safety, security, etc.). The basis for
such government interest is not only protection of the
individual, but also a product of the much broader con-
cept of public welfare as well.

The Oakland Approach

Probably the best known example of building security
legislation is the Oakland Burglary Security Ordinance. It
requires security devices in certain buildings used for
business purposes to increase resistance to entry, and
authorizes the police chief to require additional controls
where he deems it to be necessary. Over a two-year
period of comparing data on bujldings that met the re-
quirements against those that did not, Oakland was able
to demonstrate the worth of the program.

The major shortcoming in Qakland’s program and
other similar efforts is that they influence design and
construction of buildings without regard to man’s capa-
bility to gain entry. A better program would analyze
man’s potential threat (using common tools and 5o forth),
and require minimum building physical resistance
capabilities to withstand these threats. Flexibility in de-
sign, within the specified resistance parameters, should
be allowed.

There is no contention that the requirements set forth in

~ the current local programs are incapable of providing

security. The problem lies in the fact that it is entirely
possible to meet the technical criteria without offering the
protection intended by the particular provision. In fact,
because of the competitive conditions in the hardware
industry, this is often the rule rather than the exception. As
an example, the term “hardened steel” is of little use
unless a value is assigned to-it. This value should in turn
be the product of a technical determination of how hard a
material must be to resist attack by a man employing
common techniques. Without this qualification, a mater-
ial need only be harderthan something else to qualify as
“hardened,” although it may be easily cut, sawed, or
drilled. It is also very likely that many good products are
excluded by current criteria because they do not conform
to typical designs; many may offer better security than
more conventional products,

Very narrowly drawn standards probably could assure
adequate protection under the current system, However,
this would further limit design flexibility, and thus stifle
any hopes for improving existing burglary prevention
technology.

Lack of Technical Support

Building Security Standards development has been se-
verely limited by lack of technical input at the local level.
Police departments or sheriff's offices usually initiate such
programs. Although they are in a good position to offer
input on modus operandi matters and other crime related
topics, their ability to analyze the associated engineering
problems is limited at best. On the other hand, the lock
industry, and other manufacturing interests, have not
been of much assistance either. Through the years they

o s
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have compromised their designs in the interest of mar-
ketability and competition to the extent that many prod-
ucts now offer only a fraction of the security offered by
their predecessors. Nevertheless, security is emphasized
more than ever in advertising, and sales representatives
are quick to Po‘intout the newest security innovations. No
one should be criticized for an aggressive sales attitude.
Unfortunately, however, local development of security
regulations has been highly influenced to the extent that
there is, often, very little engineering basis for the stan-
dards ultimately adopted.

Enforcement Problems

Many security ordinances contain an ‘‘alternative
methods or materials’ clause whereby the chief of police
or other official may approve such alternatives as provid-
ing equivalent security and resistance to forced entry
where he finds the proposed design satisfactory, and at
least equivalent to that prescribed in the code in strength,
effectiveness, burglary resistance, durability and safety.
The problem, of course, lies in the subjective nature of
such determinations. While on the one hand this proce-
dure remedies some of the over-restrictive contentions, it
also opens up a whole new problem area: that of consis-
tency of application and enforcement throughout the
state.

Local Control of National Industries

Unless there is compelling need, it is probably inher-
ently unfair for a local agency to implement a standard
which is inconsistent or unreasonably stricter thar a gen-
erally accepted norm. Unfortunately, today a generally
accepted norm does not exist. Local standards in Califor-
nia presently do not require design or performance that is
widely unavailable, which reflects the fact that standards
are based upon the current “state of the art’’ rather than
what could be done. In the event local standards require
manufacturers to change their products, the likelihood of
compliance is slight because it would involve too small of
a portion of the market. On the other hand, if the state
establishes minimum standards, in effect becoming an
intervener between the local enforcement elements and
the producers, chances are greatly improved for gaining
compliance from the manufacturers.

PROGRAM OBJECTIVES
Legislative Intent

In enacting Penal Code section 14050, the Legislature
cited its desire to *promote the use of technology in crime
prevention.” But there are several more specific things
indicated: first, that it viewed building security standards
as an effective approach to crime prevention; second,
that it felt state government was in a position to generate
the technical material required to support a program of
building security standards; and third, while no doubt an
approval of the Oakland approach, the initiation of this
study by the Legislature also was an indication that there
were some douﬁts as to the ability of local government to
develop an effective program without assistance.

10

Specific Goals

The legislation sets forth three primary objectives that
are outlined below. These have been further broken
down into secondary objectives by the Building Security
Commission for the purpose of developing a program
approach.

PRIMARY OBJECTIVE

1. To "develop standards for a statewide building se-
curig code designed to prevent or reduce the likeli-
hood of burglary or robbery in any building . .."

Secondary Objectives

a. To analyze man’s ability to attack and forcibly
enter closed premises

b. To analyze the resistance properties of common
vuilding components (including security devices)
when subjected to attack

c. To develop minimum resistance parameters for
buildings, based upon a comparison of results
from a and b,

d. To develop a legal procedure to implement build-
ing secutity standards based upon these resistance
parameters

e. Todevelop aprocedure whereby the International
Conference of Building Officials will consider the
findings of this research for adoption as building
security standards into the Uniform Building Code

PRIMARY OBJECTIVE

2. To ""develop means for testing and certifying equip-
ment and materials designed to prevent or reduce the
likelihood of burglary or robbery in such buildings.”

Secondary Objectives

a.. To develop a detailed testing methodology for use
by the security products industry in complying
with security standards

b. To develop a certification scheme whereby the
security products industry may submit products
and testing results for evaluation and approval for
use by the Attorney General

PRIMARY OBJECTIVE
3. To “continually review and update standards as
necessary."

Secondary Objectives

a. To develop a scheme whereby burglary will be
periodically analyzed to determine if modus
operandi trends call for changes in security stan-
dards ‘

b. To develop a scheme whereby security products
will be analyzed for new technologies that call for
changes in security standards

c. To develop a procedure whereby the California
Crime Technological Research Foundation will
assist the Attorney General in achieving these ob-
jectives and analyze the findings for the purpose of
arriving at necessary changes in building security
standards

CHAPTER IIl—-METHODOLOGY

INTRODUCTION

I order to achieve physical security, it is necessary to
analyze and define two fundamental aspects of the prob-
lem: (1) man’s ability to attack; and (2) resistance
capabilities of physical barriers. To gain entry into a
closed facility, entry resistance must be overcome by man
through the application of his mental and physical ability,
assisted or not by tools. This ability wiﬁ be known as
man’s threat. Where resistance exceeds man’s threat, no
entry is possible. Since all barriers can be overcome
eventually, a barrier is considered successful when it can
resist a threat for a period of time long enough to allow
appropriate action by an informed interceptor. Specifica-
tions for barriers will be based upon a technical descrip-
tion of the resistance ability required to meet or exceed
this standard. Specifications may consist of design
criteria, performance criteria, or both, depending upon
the type of barrier and threat involved. The following
material presents a4 brief description of the sesearch ap-
proach. Figure 4 is a pictorial presentation of this ap-
proach,

ANALYSIS OF THREATS
in General

The basis of all threats is man’s human engineering
characteristics. His basic mevements can be studied to
determine lifting, pushing, kicking, pulling, gripping and
twisting capabilities so actual forces created during phys-
ical attack on barriers can be computed. Measurements of
these basic capabilities have been determined, both with
and without tools, during this testing program.

A “standard man’’ has been selected to represent an
above average threat in terms of physical stature, muscle
tone, and manual dexterity. He is generally representative
of the upper twentieth percentile of males in these attri-
butes. Favorable laboratory conditions allow this stan-
dard man to generatethreats equal to or greater than those
encountered - in ‘most field conditions, eliminating the
need to go to a potentially more capable standard man
and cover “100 percent’’ ‘of the population.

Specific attack methods selected for analysis represent

those used in over ninety percent of forcible entries in -

California during 1972 {see Appendix B). Each should be
covered by recommended barrier resistance specifica-
tioris. However, because they pose similar engineering
problems, many threats can be grouped together, thus
requiring fewer specifications than threats. :

o Acquire Test Equipment
This includes testing tools, and a test frame apparatus
to support placement of window and door systems in
. common configurations. This allows application of the
various. threats under simulated field conditions.
Equipment for use in analyzing and quantifying threats
are also necessary. Some examples include recording
oscillographs for recording dynamic strain, load and

deflection during attack, and deflection equipment for

use in reproducing threats. Some of the more common

burglary attack tools are itlustrated in Figure 5.

s Catalogue Threats

Threats are classified in five fundamental ways. These

may be used separately or in any combination by an

attacker.

a, TRICKERY—Acquisition of the message by an un-
authorized user through devious means.
Example—The use of deception, fraud, conversa-
tion, but does not include damage to the system.

b, CIRCUMVENTION—The bypassing of the physi-

cal security system without resorting to force or
manipulation,
Example—Methods that bypass the interceptor,
such as entry through openings in an enclosure left
unguarded. ““Jumping” the ignition circuit in an
automobile is a common circumvention method
used by car thieves. ,

¢, FORCE—The damaging or destroying all or part of
the physical security system.

Example~—Force can be used to completely de-
stroy a system, or any part, or it may be applied to
slightly deform a part, or parts, to gain passage.

d. MANIPULATION—The process of operating a

lock to an unfocked condition by means other than
specifically planned.
Example—ManiEuiation is entirely confined ta at-
tempting to get the lock to operate with something
other than the intended means. Lock picks, man-
ipulation keys, and decoders, etc., are used.

e. ROBBERY—The taking of property in the posses-
sion of another by means of force or fear.
Example—Forcing the authorized possessor to sur-

~ render his key or combination.

FORCE is of primary importance to this research, and
has been broken down into sub-categories based upon
statistics provided by the Bureau of Criminal Statistics
(BCS) from selected California agencies during 1972. For
example, within this force category, BCS defines means of
entry as i) prying or jimmying, i) breaking, smashing or
forcing, and iii) sawing, boring, cutting or burning.
Analyses of these sub-categories has afforded the de-
velopment of very definitive information on California
modus operandi trends, and contributed to the develop-
ment of threat technology for this program. MANIPULA-
TION and CIRCUMVENTION also present significant
problems and are the two other areas considered impor-
tant to this research. ;

e Quantify Threats

Threats were studied to isolate the specific physical
‘engineering factors involved during physicaFattacks
on barriers. The objectives of such tests are to dupli-
cate field conditions as nearly as possible, and to de-
termine maximum forces created by any given attack.
This force, and related environmental conditions, are
recorded for application to sample systems in later
barrier analysis.
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ANALYSIS OF BARRIERS
In General

The most common door and window system configura-
tions are being studied to determine what factors influ-
ence their strength, and what effects result when physical
attacks are applied.

e Catalogue Barriers .

Barrier systems have been studied, and classified
according to basic factors that influence their resis-
tance to physical attack. These have been further
broken down into component parts. A setof factors has
been specified for each barrier tested.

Examples of strength influencing factors for door
systems may be type of material, size, construction
type, method of fastening, type of supporting struc-
tures, and so forth. Other barriers lend themselves to a
similar breakdown, Factors contained in the most
common barrier configurations (e.g., wood door and
framing, with common hardware, and so forth) have
heen given the most research emphasis, and have also
been used as models for employment of design
changes to increase resistance,

e Acquire Materials

Available materials and equipment have been
studied, and representative samples acquired for test-
ing.

Components were selected for testing on the basis of
identification as “security devices’ by manufacturers,
frequency of use by builders, recommendations from
security consultants, and relation to the strength *’in-
fluencing factors” discussed above.

e Construct Test Samples

A number of barriers were partially constructed from
raw materials. These include supporting wood and
metal structures for use in conjunction with commonly
used components to represent lypical residential or
commercial use systems. For example, door tests are
applied on systems comprised of rough and finish
framing, all fire bracing and supporting structures, as
well as door fasteningis, and hardware. Windows are
approached in a similar manner.

14

THREAT/BARRIER ASSOCIATION
In General

Both man's ability to attack and barrier physical resis-
tance can be expressed in technical terms. A comparison
of the two will yield a value—either satisfactory or un-
satisfactory, depending upon whether resistance exceeds
man’s threat, or the threat exceeds resistance. In the study
of windows and doors, the problem reduces to determina-
tion of loads and allowables against which loads can be
compared. Depending on the type of system, the allowa-
ble may be the reaction summary of maximum shear,
maximum moment, penetration resistance, manipulation
time, and so forth.

The problem becomes complicated, however, when
the interaction between various components on a system
is considered. Selected barriers and threats were consi-
dered in the development of a number of “’standard sys-
tems” for use in testing. These are comprised of compo-
nents with known interaction characteristics, and make it
possible to write specifications for as few as five basic
areas to cover a majority of threats encountered in field
situations.

e Perform Tests
Sample barriers are subjected to threats under con-
ditions simulating actual field situations. Dynamic
loading is used, Eut static test procedures are com-
puted for use in test certification processes where

equivalent results are obtainable. See Chapter V for a

more detailed discussion of static and dynamic load-

ing.
e Adoption of Specifications )
There are five basic areas that are covered. Each is
comprised of inter-dependent elements which must be
considered together to achieve a predictable result.

a. Doors
b. Hardware
c. Windows

d. Sliding Doors and Winduws

e. Materials (Local Penetration Resistance)
Doors anid hardware were the first areas considered in
this program, and standards for these will be initiated
first. As technology develops, ea:h category will be
covered.

CHAPTER IV—IMPLEMENTATION

IN GENERAL

Penal Code Section 14050 requires the Department of
Justice to “create and thereafter continually review and
update’’ building security standards “'to be submitted to
the State Building Standards Commission for adoption as
a part of Title 24 of the California Administrative Code.”

A specific vehicle for implementation is not set forth,
but basically mustconsist of (i} an administrative structure

_for development and review of standards, and a certifica-

tion program to insure compliance in the manufacture
and installation of security products, and (ii) a legal struc-
ture consisting of a statutory scheme to provide for en-
forcement - at the local level through building code
changes and Health and Safety Code provisions.

DEVELOPMENT OF REGULATIONS

In order for building security standards to become law,
they must be adopted by the Attorney General under an
applicable authority, and then reviewed and accepted by
the State Building Standards Commission for inclusion in
the State Building Standards Code maintained i Title 24,
As now worded, Penal Code section 14050 does not
confer this authority, but such authority does exist in
Government Code section 12538.5 or 12587, which pro-
vide generally that the Attorney General may make rules
and regulations necessary for administration of his re-
sponsibilities under this type of program. Through this
enacting authority, regulations may be adopted under the
applicable title in the Administrative Code.

Title 11, California Administrative Code contains chap-
ters on the Attorney General and Commission on Peace
Officer Standards and Training. The adoption of building
security standards by the Attorney Genetral, consistent
with his responsibilities under penal Code section 14050
and under authority cited in the Government Code, may
be accomiplished under this title. It is recommended that
an additional sub-chapter be added to Chapter 1 (Attor-
ney General) on builcﬁng security standards.

State Building Standards Commission

Created by Section 18900 et seq. of the Health and
Safety Code, this body serves to eliminate duplication,
conflict and overlapping in state building regulations and
not to substitute the responsibilities now vested by law in
various state agencies.

Each concerned agency continues to prepare such

‘building regulations as it is authorized and finds neces-

sary, but such regulations are not effective until approved
by the State Building Standards Commission.

The Building Standards  Commission maintains Title
24, California Administrative Code, in cooperation with
concerned state agencies.to. provide a State Building
Standards Code containing all building standards issued
by individual agencies. This code contains references to

[41]

all state laws relating to building standards and super-

sedes all existing administrative regulations relating to

building standards issued by individual state agencies.
This code is the adopted minimum state huilding standard
in California, and must be metor exceeded at local levels,
subject to exceptions under special circumstances.

The Uniform Building Code, as maintained by the In-
ternational Conference of Building Officials, is generally
incorporated as the adopted state standard. An agreement
has been made with ICBO, whereby it will consider the
Attorney General’s adopted building security standards
for inclusion into the Uniform Building Code. For the
purpose of establishing California law, this “marriage”
would probably not be necessary because standards
adopted by the Attorney General under Title 11 will
ultimately become part of the minimum state standard if
and when they are approved by the Building Standards
Commission. However, ‘it is the view of the Attorney
Generai’s Building Security Commission and ICBO that
building security standards belong in the Uniform Build-
ing Code, and will be more readily accepted by local
enforcement elements if they appear in the Code as regu-
lar amendments and approved by the ICBO in the de-
velopment state. This wiﬁ also assure an orderly, proven
review procedure for future changes as they are de-
veloped and adopted by the Attorney General. In short,
ICBO participation can insure an efficient, workable
scheme for program review and cause this programto pay
national crime prevention dividends.

Construction Materials and
Equipment Listings

A certification structure has been formulated similar to
the State Fire Marshal requirements for fire protection
equipment, It provides for listing by the Attorney General,
construction materials, asseniblies of materials, equip-
ment, methods of construction, methods of installation of
equipment and assemblies of equipment that conform to
the conditions set forth in.the regulations. Such listing will
be construed as sufficient evidence that the particular
product meets or exceeds the burglary resistance
specified for the assigned use and category.

Application .procedures are specified, including. re-
quirements for test reports from independent testing
laboratories and provision for sample specimens taken
from-regular production, When sucﬁ steps are necessary
for evaluation of a material or system, the Attorney Gen-
eral may provide for assembly or erection of sample
specimens (e.g. door systems), Every listed material will
be required to be labeled according to requirements set
forth by the Attorney General.

Evaluation and listing fees shall be submitted with each
application for evaluation and listing; it will be retained
by the Attorney General to offset costs incurred through
evaluation of the materials and eugipment.



Testing laboratories will be qualified as either Ap-
proved Testing Organizations or Approved Inspection
Service Agencies. The latter will not qualify as a testing
facitity, but may perform periodic inspections of liste
materials and equipment to determine if production line
fabrication and workmanship is in accordance with the
conditions of listing, Testing organizations may test and
inspect, Qualification as either an Approved Testing Or-
ganization or Approved Inspection Service Agency will
depend upon conformance to rules set forth by the Attor-
ney General and filed with the Secretary of State. A draft
of these rules is included as Article 1.50 in Appendix E.

Minimum Building Code Requirements

Regulations adopted by the Attorney General under
Title 11 must provide all of the information necessary for
enforcement elements to enforce such regulations, and
for building owners to comply with the regulations. When
considered together with technical guidelines developed
hy the California Crime Technological Research Founda-
tion, they would also provide sufficient information for
producers to manufacture, canstruct or assemble pro-
ducts that meet the regulations.

The purpose, scope, design specifications, and perfor-
mance tests for each building component or system re-
quested will be specified, including drawings, references
and technical descriptions where necessary for classifica-
tion. Detailed test reporting procedures for proprietary
construction materials and equipmentlistings will also be
set forth, Proposed regulations for adoption into Title 11
are attached as Article 4 in Appendix F.

Procedural Requirements

The California Administrative Procedure Act and the
California Administrative Code, Chapter 1, enumerate
the procedural requirements to be followed during prep-
aration and adoption of regulations. These requirements
include, but are not limited to, regulation format, filing
procedures, and public hearing procedures.

At least thirty days prior to the adoption of a regulation,
notice of the proposed action must be published in. a
newspaper of general circulation, must be filed with the
Rules Committee of each house of the Legislature, and
may be given to others enumerated in section 11423 of
the Government Code. This notice must contain a state-
ment of the time and place of the proceedings for adop-
tion, a reference to the authority under which the regula-
tion is proposed and either the express terms or an infor-
mative summary of the proposed action. On the date set

for the hearing, the agency must afford any interested

persons the opportunity to presentstatements, arguments,
or contentions in writing, and it may also provide the
opportunity to. present these orally. Upon considering

such presentations, the agency may adopt the regulation
or decide to modify it prior to adoption,

It is proposed that hearings on building standards be
conducted in several phases because of the valume of
material and diversity of interests. For example, the first
hearing should deal with door systems support structures
and basic materials. Next, hardware can be dealt with .
Aluminuni sliding doors and windows are another quite
distinct area. A schedule has been set up, whereby each
important area will be dealt with at a public hearing
during 1974,

Health and Safety Code Changes

Itis suggested that a number of new sections be added
to the Health and Safety Code, outlining the Attorney
General’s authority in this area, and estabﬁs’hing uniform
rules and regulations. In addition, authority to establish a
listing program for construction and materials must be
established, and a fee structure set forth. A section should
also be added to place enforcement responsibility on
tc.hief building officials and their authorized representa-

ives,

All California jurisdictions should be required to adopt
regulations adopted by the Attorney General, without
modification, exceptwﬁere there are special needs and a
higher level within the classifications provided is
adopted. This is consistent with Penal Code Section
14050, which allows local jurisdictions to adopt stricter
staindards than those enacted by the state, Any violation of
minimum rules and regulations adopted by the Attorney
General would be a violation of the Hearth and Safety
Code. A draft of proposed new sections is attached as

" Appendix E.
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Implementation Logistics

It has been stated that the total output of all United
States hardware manufacturers for one year would be
insufficient to supply each home in the country with one
new lock. Although California’s new regulations will pre-
sent a much less dramatic problem, the fact still remains
that it just will not be possigle to implement the program
without a rather lengthy “phasing in’’ process.

As to who should be the first required to comply, the
following program is suggested:

¢  New Construction— July, 1974 (current work)

January, 1974 (1975 work)

¢ Existing Construction— Beginning July, 1975

Note: This will require additional technical infor-
mation becausenot all of the recommenda-
tions derived out of this initial work can be
applied to existing structures,
a.. Change in ownership
b. . Change in occupancy ,
¢. Major alterations (over 50% of initial costs)

PART B

TECHNICAL
ASPECTS



CHAPTER V—TESTING METHODOLOGY

INTRODUCTION

fn August 1972, the California Crime Technological
Research Foundation (CCTRF) undettook a research and
testing program at the request of the Attorney General. its
main objective was to provide technical ‘input to the
Attorney General's Building Security Commission for as-
sistance in the development of security performance
standards for private residences and certain commercial
structures. To be technically usable, information had to
be based upon performance characteristics of construc-
tion materials and equipmentwhen subjected to attack —
and it had to be velatively uncomplicated for use in pro-
duction and certification of products.

SCOPE

As previously indicated most attacks occur at windows
or doors, and these are the main areas of concentration in
this program. although some spitlover effect into other
areas is apparent. Five basic generic catagories within
these two areas are being studied.. They are as follows:

¢ Doors {exterior single and double)

e Hardware

¢ Sliding Doors and Windows

s Windows {other than sliding)

o Construction Materials

Afterinitial work on characterization of man's ability to
gain entry was accomplished, the first area to be analyzed
was single wooden door systems. This involved evalua-
tion of the most critical threat in terms of force at the
weakest point in the system, Study of structural elements
demonstrated their relative importance to the strength of
the system, Further, evaluation of door attachments and
locking devices produced dramatic findings.

Work in several areas is still in progress, and wiil be
continued through 1974. As the necessary data is derived,
standards will be proposed for each of the remaining five
areas. It is important that standards be deferred in some
areas until sufficient information is generated. At this time
much of the pertinent data has been developed, but test-
ing and certification procedures are still being developed.

Since it is of no present value to implement standards
that cannot be met, we have chosen to work with industry
and attempt to assist in the creation of high' resistance
equipment to meet our projected minimums in various

areas, In all cases, as soon’as it is technically feasible,

standards will be implemented. Figure 6 represents pro-
jected progress during the period between now and Oc-
tober 1974,

Obviously, this program transcends its legal and tech-
nical beginnings. It is a pioneer effort in the development
of technical information to support government policy
decisions for the improvement of an environment that
currently allows our property and persons to be vulnera-
ble to criminal attack.
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SECURITY SYSTEMS APPROACH
TO TESTING

Reference has been made to door and window assem-
blies as systems. An approach. designed to address this
concept, was formulated wherein the assemblies are
treated as systems comprised of interdependent efements
{component parts). Minimum performance levels may be
specified for individual parts, or for the unit as a whole.

In mostcases, when an attack by force ismade againsta
door or window system, the early reaction is a local
concentration on the system; but this energy is quickly
spread throughout the system, being absorbed in different

egrees by various parts of the system. For example, when
a door s subjected to an impact threat (kicking, shoulder
impact, etc.), the shock of the blow is not only felt by the
door, but is transferred to the framing and support struc-
ture through the fastening elements of the system (lock
parts, hinges, striker plate, and so forth). Depending on
the rigidity of the system, varying amounts of energy are
absorbed by the component parts, pushed back into the
impacter, transferred gy the fastenings, or just plain lost.
Essentially: then, evaluating window and door systems
goes far beyond a cursory study of locks or doors and
presents a problem somewhat like the proverbial chain
where total strength is dependent upon the weakest link
or element.

In our security system’s testing process, the vveakest
pointin anygiven system is isolated first. This pointis then
strengthened and the system re-tested to find the next
weakest point, and so forth, until, theoretically, the entire
systemi will fail at one time, This process has demon-
strated that system components cannot properly be
evaluated by restricting performance comparisons to like
components on a “'bench test’” basis. In other words, a
hinge cannot be evaluated in view of its performance in a
systerm, Once the system is shown to provide acceptable
performance, component performance can be isolated
and a standard established for the component based upon
the share of support it must lend to the entire system
during attack.

TESTING TECHNOLOGY

As previously stated, this testing program addresses the
task of reducing burglary through an increase in access
resistance. To achieve this goal, a system’s approach to
the task was formulated,

The block diagram depicted below illustrates the basic
system components.

Man, endowed with specific physical and mental
capabilities, enhanced or not by the mechanical advan-
tage of various devices must, in the form of “threats,”
overcome the entry barrier resistance to gain access. If
physical engineering terms are used to quantize the
human engineering characteristics of man, threats, and



Figure 6
BUILDING SECURITY STANDARDS — SECOND

- Figure 7
YEAR

1973 1974

Sept.§ Oct. ! Nov. } Dec. § Jan.} Feb. ] Mar. |} aApr.} May JJun. J Jul. Aug.

Misc.Work: Equipment,
Fixtures, Orders

Wooden Doors

36 in.
36 in.
72 in.
72 ‘in.
72 in.

Steel Framing
Masonry Framing
Wooden Framing
Steel Framing
Masonry Framing

Composite Doors

Steel & Wood -~ 36 in.
Wooden Frame

Steel & Wood - 36 in.
Steel Frame

Steel & Wood ~ 36 .in.
Masonry Frame

Steel & Weod - 72 in.
Wooden Frame

Steel & Wood - 72 in.
Steel Frame

Steel & Wood - 72 in.
Masonry Frame

Sliding Aluminum~Glass

Aluminum-Glass Doors
Wooden Frame

r

Windows

Sliding Wooden Windows
Sliding Aluminum Windows
Steel Sash Windows

Shearing of Steel Rods

Bolt Cutters on Round
Bars vs. Dia. &
Hardness

Localized Attack on Materials

Freezing & Impact on Steel
and Non-ferreous Alloys
Freezing and/or Impact on

Glass |
Burning on Wood
Burning on. Glass

Drilling on Steel

On Non-ferreous Alloys

Sawing on Steel

On Non-ferreous Alloys

Review of Doors & Window
Standards

Report Preparation

Locks
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e i e e

BURGLARY
TECHNIQUES

RESISTANCE
TO ENTRY

—

THREAT

entry resistance, the ability to gain entry reduces to the
following building security margin of safety equation:

E = (R=1)x 100

WHERE:
E = Entry Security Safety Margin (%)
= Barrier Resistance to Entry
M=. Man's Threat
IfE s positive, resistance exceeds man'’s capability and
entry is not possible with the percentage of safety margin
given. IfE is negative, entry is possible and the percentage
of lack of security safety margin is defined.

ANALYSIS OF THREATS

Figure 8 sets forth the standard man’s physical attri-
butes and also identifies commonly used techniques and
tools that may be employed by man.

Static and Dynamic Loading

In the characterization of man’s threat, both static and
dynamic loads must be considered. To distinguish be-
tween the two types, we can state that a load is static
when the time used in its application is relatively long
—thatis, the load is slowly and progressively increased to
its maximum value. An example of a static loading is that
created by a bumper jack actuated between the joints of a
door to spread them. A hammer blow, foot or shoulder
lim%act, on the other hand, are examples of dynamic
oads. ' :

Taking the “shoulder impact as a typical dynamic

threat, we find that the input energy is approximately that

acquired by the weight of the man with the velocity that
he has upon impact. The input kinetic energy of this man
at impact can be expressed by:

U= % (w/g)V? Lo ()

gravity= 386 in. X sec. 2
velocity of the man at the time of impact in. x
sec. !

w = weight of man (lbs.)

the input kinetic energy, expressed as in lbs.
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BARRIERS

Figure 8
BREAKDOWN OF THREATS

Man

e 180 pounds

e 6-feet tall

e Muscle Tone

. Lift Capability - 150 Ibs.
. Grip — 13 Ibs.

. Arm Strength — 1 arm
. Pull — 52 |bs.

."Push — 50 |bs.

. Up — 24 Ibs.

. Down: — 26 lbs.

. Outboard — 17 lbs.

. Inboard — 22 Ibs;

ScUibhlwN—0 oW

Technique/Tools

e Force
. Shoulder Impact
. Foot Impact
. Lifting
. Pry Bar
. Pipewrench
Pullers
. Hammer —1 Ib.
. Bumper Jack Spreader
Freezing
Bolt Cutter
. Drill
. Torch
m.Sawing
n. Thrown Missile
o. Battering Ram
e ‘Manipulation
¢ . Circumvention

AT N0 00 o




Immediately after the impact, the input energy of the
man Uj, is transformed into several energies:

Uy = Energy lost in the impact in form of local defor-
mations and heat

Ug = Energy received by the door assembly

Upm= Energy retained by the man causing the shoul-
der impact. such that:
U= UL+ Ug+ Upm

Considering Rayleighs’ Method ofenergi‘y analysis for a
dynamic system, the energy received by the door, Ug, is
instantaneously transformed into the kinetic energy of
accelerating the mass of the door. This kinetic energy, in
turn, is reacted by the potential energy developed from
the elastic deformation of the door and support structures.

This potential energy acquired by the door in the de-
formed shape, may be expressed v terms of an equivalent
spring constant, K (Ibs/in) which can be measured for
each door configuration al a predetermined loading
point. The potential energy of deformation under
dynamic load can be expressed as:

Ur= 2(K) (dgf") (3)
Where
Up = Polential ‘energy received by the door as-
sembly (in-Ib)
= equivalent spring constant (Ib/in)
dg = maximum dynamic deflection of door at

loading point (in.)

The equivalent spring constant of the door, K, is meas-
ured by determining the deflection, d, of the structure at
the predetermined loading point as a function of an ap-
plied static load, Fg, such that:

K= Fg/d (4)

Later in dynamic tests, the dynamic deflections, d
versus tinte are recorded by means of an oscillograph at
the loading point. Since the valuesof d  and K are krnown,
U mav be determined-from equation (3). Now we can
define an equivalent dynamic force, F, such that:

F = (K (dy)

where F  represents the equivalent dynamic force that
would deform the door to a potential energy level of U
such that:

Up= %K) dg)= % Fdg) 15

F ' is the value referred to as dynamic force in the present
report and is the load which will be used to conduct static
load tests on the door designs. ‘
Itshould be mentioned atthis point, that any static tests
made, using the values of dynamic force as a static force,
will be on the safe side due to the slightly larger values (in
our cases) of allowable stresses that could be applied to
malerials in general under dynamic loading: Hence, in
static tests of door assemblies, the acceptance tests sha!l
call for using the higher force (dynamic value) in conjunc-
tion with the lower strength of the structure.
it the maximum value of test energy applied to the door
assemb-y for a given threat, Uy, is compared to the ex-
ected inputenery »f the man for the same threat, Uy, the

puilding security mergin of salety can be determined. For

example:

L= (5~ 1100

Therefore, when

M= OF
E= Uz~ 1100
vy

= Eplry security safety margin (%)

Specific Threats

The common threats subjected to exterior doors by the
standardized man have been both studied and tested in
order to quantify them in engineering terms. The objec-
tive was to determine the forces or amounts of energy
most likely to be deployed in each of the threats. During
this phase of the program, the tests on door assemblies
were made applying forces or energies specified below.
The threats investigated and their corresponding values
are as follows:

DOOR SYSTEMS

Threat 1. = Shoulder Impact .
Maximum energy input to the door assembly is 1800
value in-lbs based on a 180 pound man impacting at 88
infsec.
Threat 2. Foot Impact ;
Maximum energy input to the door assembly by a 180
pound man was measured to be 775 in-lbs.
Threat 3. Lifting
Maximum lifting capability= 150 Ibs.
Threat 4.  Pry Bar _
Maximum moment based on 200 Ih. force and 30-inch
lever arm = .6000 in-{b.
Threat 5. Battering Ram )
Considering a.16-1b. steel bar as a ram, the maximum
energy input fo a door assembly is 1050 in-ih.
Threat 6. Hammer
A man swinging a 1-lb. hammer was measured to be
able to apply an energy input of 125 in-lb per blow.
Threat 7. .~ Bumper Jack
Standard bumper jacks are rated to 2000 Ibs, The force
of the jack can be applied between the two jambs of a
door in order to spread them and overcome, by deflec-
tion, the length of the latch throw.
Threat 8. . Sawing
Maximum linear penetration (in‘min) to be deter-
mined.
Threat 9. Drilling
Maximum linear penetration (infmin) to be deter-
mined.

GLAZING MATERIALS
Threat 10. Glass Cutter

Maximum penetration to be determined.
Threat 11. Spring Loaded Punch

Maximum axial penetration to be determined.
Threat 12. Thermal Shock

Maximum temperature gradient (A\T+sec) for a torch or
freezing to be determined.
Threat 13.. Thrown Missle

The maximum missile weight and input energy to be
determined.

LOCK SYSTEMS -
Threat 14. Lock Picking
Specific manipulation threats will not be discussed in
detail. However, we have identified approximately 20
different manipulation techniques, and have considered
each of these in the development of specifications. Many
of them present similar engineering problems, The em-
ployment of specific design practices cannot totally pro-
tect against manipulation threats; however, considerable
time may be required to defeat a lock, depending on the
level of skill possessed by the operator and the resistance
characteristics of the lock. Some of the more common
manipulation threats are shimming, picking, rapping, im-
pressioning, gunning, decoding, try-out and manipula-
tion keys.
Threat 15. Circumvention
There are a number of circumvention techniques that
must be prevented during the construction of locks, Some
of the more common methods include passage through
the keyway to the locking bolt or locking means, and
lifting the pins over the plug shear line through the use of a
comb key.
Threat 16. Puller
The “’slide hammer’’ or “‘dent puller”” commonly sold
for use in automobile bodr repair. It also serves as atool to
ull the plug or lock cylinder out of the lock body or
ousing, exposing the internal mech
ism for operation by finger or screwdriver, With this tool,
a hardened self-tapping screw is engaged fully in the lock
cylinder’'s keyway. A tensile impact load of as great as 200
in-lbs. may then be applied by operating the tool in its
intended manner.
Threat 17. Screwdriver and Wrench
With a screwdriver inserted in the keyslot, a torque of
approximately 1,200 in-lbs may be applied, using an
adjustable wrench.
Threat 18. Pipe Wrench ‘ ,
With an 18-inch long pipe wrench (the maximum size
considered easilrj concealable), a torque of approxi-
mately 3300 in-lbs may be applied to a door knob or
protruding cylinder housing.
Threat 19. Hacksaw or Hacksaw Blade
After the molding strip is removed or pried away, a
hacksaw blade is inserted between the door and door
jamb and the bolt is twisted to an open position. The
applied torque is to be determined.

Threat 20. Shoulder or Foot (Kick) Impact

(Same as 1 and 2)

The standard man can apply a maximum of 1800 in-lbs
of energy by either means to a door assembly. The max-
imum load reacted by the door latch or bolt depends on
the door assembly configuration.

Threat 21. Drift Punch and Hammer

A punch and hammer are used to force the bolt back
into the body of the lock; thereby allowing it to clear the
striker. An average man can apply 250 in-lbs of energy
with a 1-pound hammer.

Threat 22.  Bolt Cutter

Maximum load to be determined.
Threat 23. Bolt Nipper

A bolt nipper applied to a protruding lock cylinder.
Maximum force to be determined.
Threat 24. - Freezing ~

_Madximum temperature gradient (AT/sec) to be deter-
mined.

Threat 25. Drilling

(Same as 9)

The maximum axial penetration (in/min) of a drill in the
lock cylinder to be determined.

ANALYSIS OF BARRIERS

To gain a better understanding of the resistance
capabilities of a door or window assembly, these systems
have been identified by those components (resistance
parameters) which are encountered in construction and
influence the resistance to attack. In'turn, the variables of
each parameter have been defined which influence the
strength that the parameter has on the total system. The
following refers to exterior door and lock systems; a dis-
cussion on window systems will be presented when win-
dow resistance parameters are completely defined.

Exterior Doors

-

Figure 9 summarizes the resistance parameters and
related variables utilized in the door testing program. For
any particular design a number of resistance parameters
are involved. The configurations used in the testing prog-
ram have been Iimite§ to those which are commonly
found in California construction. The assemblies of these
configurations are duplicated in the laboratory and are
subjected to threats simulating, as far as possible, actual
field conditions.

Locks

The resistance capabiiity of a Jock is measured on the
basis of both strength and length of time it can resist a

- threat. The moveable type labyrinth locks considered in

this work include the pin tumbler and lever design con-
figurations for the lock cylinders, The resistance paramet-
ers of a typical lock cylinder are depicted in Figure 10,

STANDARD SYSTEMS

For any particular door or window system, a minimum
of one resistance parameter is usually required from each
group to adequately describe the system. Since there are
inumerable combinations theoretically available to pro-
ducers of systems, it is readily apparent that some “stan-
dard systems” should be described and evaluated to help
guide industry research and developmentand assist field
inspection processes. Many elements of door and win-
dow systems, particularly supporting structure designs
and materials, are industry-wide in use, and will notlend
themselves to proprietary listing anyway, thus requiring
some kind of generic listing by the Attorney General as

“meeting or exceeding minimum requirements. (See Ap-
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pendix F, Article 1.5)

The most commonly used and typical reacting exterior
single door (wood) assembly which lends itself to a “’stan-
dard system’’ approach is described below. This system,
when modified according to specifications set forth by the
Attorney General, meets the basic requirements for resis-
tance against impact and spreading attacks.

Material:—Wood
Aspect Ratio: Width, 36, Height, 80", Thickress 134"
Door Frame: Wood



Door Construction: Solid Core

Fasteners: Three steel hinges using four No. 9 screws,
¥%'" long on each leaf of each hinge. A lock system
and corresponding striker plate or plates mounted
on the frame jamb facing.

Support Structure:—Standard wooden frame (See Fig-
ure 11) specified by FHA “Minimum Property Stan-
dards For One And Two Living Units.”

Specifications: The materials for the frame, doors and
siding, to comply with FHA ““Minimum Property
Standards For One And Two Living Units” and
revisions,

Figure 9
EXTERIOR DOOR RESISTANCE PARAMETERS
AND RELATED VARIABLES

A. Material {Any Component)
1. Wood
2. Metal (Composite)
3. Metal
B. Aspect Ratio (Door)
1. Width
a. 36" single
b. 72" double
c. 96" sliding
2. Length
a. 80"
C, Thickness (Door)
1. 1-%" — 2"
D. Door Frame
E. Type of Construction { Door )
1. Hollow Core
2. Solid Core
3. Metal Clad
4. Glass
F. Boundary Fasteners
1. Butt Hinges
2. T-Hinges
3. Dead Bolt
4. Spring Latch
5. Dead Latch
6. Bars
G.Method of Attachment of Fasteners
1. Screws
2. Mortise Joint
a. Reinforced
b. Non-Reinforced
. Striker Plate Assemblies
. Welding
. Adhesive
upport Structure
1. Wooden framing (FHA)
2. Steel framing
3. Masonry construction
4. Precast/Pre-stressed concrete
I. Secondary ‘Structures or Devices to Negate Threats
1, Method of trim '

'3
4
5

H.S

2. Materials of trim ' :
~ 3. Protective coverings for fasteners and openings
J.- . Local Reinforcement

*Note: For any particular door system, a minimum of one resistance variable is
required from each parametric group,

onw >

T Iromm

Figure 10
LOCK RESISTANCE PARAMETERS

Material

1. Brinell/Rockwell Hardness
Labyrinth Carrier

Labyrinth Passage

Labyrinth Base {tumbler)

1. numbertumblers

2. number springs _
3. number combinations or permutations
4, operational life

Fixed Base

Barrier

Locking Bolt

Bitting Interval

Striker Plate

Number of Pins
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Figure 11
TYPICAL FHA SINGLE DOOR FRAMING

_— End-nail each member
with 2 - 16d (total
4 nails each end)

|_— Nail double studs
J|Header i with 16d - 24" o.c.

CCTRF
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CHAPTER VI — TECHNICAL FINDINGS

INTRODUCTION

General program findings are presented by generic
categories as listed in the proceeding chapter.
Recommendations based on these findings are broken
down in the same manner — as are the proposed regula-
tions for inclusion into Title 11 (see Appendix G). De-
tailed technical data on test procedures and results is not
included in this report, but will be made available by
CCTRF as a separate documententitled ““A Technological
Approach to Building Security”. Whenever possible, per-
formance criteria is used to define securily recommenda-
tions. Where the area of concern lends itself to an
industry-wide generic description, this is included as an
alternative to the suggested performance test when com-
parable security can ke obtained by following a design
specification. In some instances {e.g.. lock cylinders),
both design and performance specifications are required
to insure compliance. Drawings and photographs are
included where necessary for c%ariﬁcation.

DOOR SYSTEMS
Summary and Conclusions

Of the nine system resistance categories identified,
three groups (FHA wood framing, stee! framing, concrete
framing), consisting of thirteen separate con?igurations,
were set up for testing, The resistance capabilities of these
systems were determined in increasing order of stiff-
ness, and minimum normal and lateral load specifica-
tions were set up for the weakest.

Early static failure tests on the systems indicated a need
for reinforcement of both door and door frame at the lock
bolt and strike. Further experiments with dynamic load-
ing generated simple design improvements which greatly
improved resistance. A number of basic conclusions were
reached:

e - Conventional wood door and framing sistems will
not successfully resist man’s capability to apply
normal loading unless local reinforcement is made
of the door and frame at the lock and strike areas.

o Hollow core doors require additional reinforce-
ment to insure adequate strength at the lock area,
and to protect against penetration threats.

e Conventional wood framing systems will not suc-
cessfully resist lateral loading threats, applied with
commaon tools, unless reinforcement (o supporting
structures is made,

o Hardware, in general, can successfully resist nor-
mal loading created by man’s threats, but weakness
exists ‘in the attachment to wooden components
and the ability of wood components to resist trans-
ferred loads.
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Recommendations
(wood frame, single door systems)

PERFORMANCE

1. The assembly shall be capable of resisting the
energy imparted by an impacter weighting 180
Ibs., with a velocity of 88 in, x sec, - ' at impact,
Response of the door to the dynamic force shall
indicate a rise time of not less than .04 +.01 sec.
from zero to full load. Point of impact on the door
shall be 12 inches from the lock fastening point
with the strike on a line to the center hinge.

2, Alternatively, the assembly shall be capable of
resisting a static force of 1500 Ibs. applied 12 in-
ches from the lock fastening point with the strike on
a line to the center of the middle hinge.

3. The system shall resist a static load of 2000 Ibs.
applied between the joints in a spreading action at
mid-heighth from top to bottom, Maximum deflec-
tion shaﬁ be less than the effective engagement of
the bolt in the strike to prevent disengagement.

ALTERNATIVE DESIGN SPECIFICATION

In lieu of the above tests, compliance will be recog-
nized where the system substantially complies with the
following design specifications:

Framing—Standard wooden framin
Figure 12, including special nailing schedule, with the
studs and joint facinghfastened together by nailing ex-
teriod plywood over the basic structure. Fire struts shall
be placed adjacent to the lock area, and well fitted.
(Framing of this design has resisted a 2000 |b. lateral load,
with a 0.3 in. deflection).

~Door—Solid core doors are acceptable. Core assem-
blies of hollow core flush doors shall, in addition to
compliance with PS-51 (Commercial Standards and Pro-
duct Standard, National Bureau of Standards, U,S. Gov-
ernment Printing Office, Washington, D.C.) include adj-
acent to the outside face, a singtlz’e layer of carbon steel
expanded metal. Minimum requirement for this material
is %' opening, 20 gauge metal, 0.83 Ibs. per square foot.
This material is equivalent to a 1010 steel and meets the
specifications tor MIL-M-17194C steel.

Hardware—Must meet or exceed all specifications set
forth in the following section, including the addition of
door edge stiffener plates as depicted in Figure 13, and
strike design as depicted in Figure 14,

as depicted in



Figure 13

CCTRF DOOR EDGE STIFFENER PLATE DESIGN

Door Edge
Stiffener
Plates

(2 Required)

Material:

1/16" thick
ASTM- 1020 or
1025 steel

CCTRF Design

Door Frame

CCTRF

Figure 12
NAILING SCHEDQULE TO REDUCE SPREADING
OF DOCR JAMBS UNDER LATERAL LOADING

EACH
.3 -IN.

UNDER A FORCE OF 2000 LBS.

JAMB DEFLECTED

uwCT

all

nCT

2-10d

uLC

ulT

wCT

wCT

2000 {Lbs.

~1/2 door. height

"'H"
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Figure 14

CCTRF STRIKER PLATE DESIGN

3/16' Dia (Typ.)

Material:

3/32" thick ASTM
1020 steel
- (Chrome or brass
plated)

CCTRF
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HARDWARE
Summary and Conclusions

The hardware components of door and window sys-
tems perform a number of important functions. They ob-
viously fasten two or more other components of the Sys-
tem together, and allow access by means cf a locking and
unlocking function. They also operate to help transfer
energy from one element in the system to another during
violent attack (e.g., to transfer foading forces from the
door to the strike and to the framing). When properly
designed they also may assist other elements of the system
perform their respective functions by strengthening them
against localized attacks (e.g., reinforcement rows
around a lock to protect wood doors, and guards to
prevent cylinder extraction).

Locks provide the main interest of hardware analysis,
although there is a subordinate interest in hinges. The
latter generally play a lesser role in actual burglary resis-
tance because they are subject to fewer attack techniques
and, unless installed on the outside, are less accessible to
localized attack than locking devices.

Analyses of various devices are directed toward, what
we consider to be, relative weaknesses, and do not reflect
overall evaluations as to the efficacy of products. How-
ever, descriptions of specific threats and performance
data from this research is available to responsible industry
and government representatives upon request. Addition-
ally, informal liaison between producers, builders, desig-
ners, architects and the Attorney General’s office will
continue on both a technical and policy level.

LOCKS

The key or combination operated element in a lockin
system is vulnerable to attack in the five fundamenta
ways discussed in preceding material (trickery, circum-
vention, force, manipulation, and robbery). Extensive
testing and analysis on approximately 50 locks of various
designs and quality yielded over 100 ways to defeat them.
They varied greatry in their resistance.

Many were defeated easily with simple tools; others
required much time and knowledgeable attack techni-
ques. The mostcommon examples f%r force, circumven-
tion, and manipulation threats were considered when
recommendations were developed. A number of threats
proved to pose similar engineering problems, and thus
are covered by a few basic requirements. Generally, this
is accomplished by minimum performance levels, but
some design specificaiions are suggested in areas where
performance tests proved less than objective.

Of the various lock cylinder designs, the pin tumbler
cylinder, employing tumblers arranged to follow each
other in a line, is the most commonly used on beildings
today (see Figure 15). Such locks usually have five or six
pins, and may have from 15 to 300 thousand permuta-
tions. Different keyways can increase the number of pos-
sible combinations accordingly. This cylinder ap-
proaches the optimum for human use and convenience.
Its overall size makes it easy to install and service. Each
lock can be operated by several different keys if required
(master keying). Unfortunately, many ways for defeating

in tumbler locks have been discovered, and many things
Eave been done to obviate the intent of its original design
during the past 100 years. ,

Lock cylinders are subject to many force threats; but

they are also highly vulnerable to manipulation and cir-
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cumvention 'threats. Depending on the skill of the
operator and resistance characteristics of a particular cy-
linder, considerable time may be required to defeat a
good lock. However, as other components, given time
and proper circumstances, any locking system can be
defeated in one or more ways.

The following basic conclusions about the resistance
capabilities of locks against attack have been reached:
e Locks, in generaﬁ will not successfully resist com-
mon too] attacks.
a. Latchbolts are subject to prying or “fimmying.”
(Deadbolttypes are much better in this respect.)
b. Lock cylinders and plugs can generally be ex-
tracted with pulling tools.
c. Lock cylinders can usually be removed with
twisting tools.
d. Key-in-knob locks are usually easily overcome
by twisting forces applied to the outside knob.
e. Lock bolts, when accessible, are’vulnerable to
cutting. .
e Lock bolts will, in general, successfully resist shear
forces created by normai loading due to impact
threats.

: Recommendations
PERFORMANCE:
1. When installed in a test door, the lock assembly must
resist a static load of 1500 pounds applied as shown.
(See Figure 16.)
2. Lock cylinders shall resist impact loads of 200 inch-
pounds applied to an outward direction. A compara-
ble static test is as follows:

3. When the lock bolt is extended (locked), the
mechanism holding it in place shall resist a compres-
sive load of 200 pounds applied to the end of the bolt,
paralle! to its center line.

4. If the locking mechanism can be defeated by a tor-
sional load on the outside door knob, then the
mechanism must resist a torsional load of 3,300
inch-pounds in either direction while in the locked
position.

5. If atorsional load can be applied to the lock cylinder
by any tool, it must resist a torsional load of 3,300
inch-Eounds in.either direction. '

6. Each key cylinder must resist a torsional load of 1,200
inch-pounds in either direction, applied to the key-
way with a tool simulating a key.

7. The bolt must resist sawing by a hacksaw for a period
of five minutes minimum.

8. Locks shall be attached to their supporting materials
so that under violent attack, directed at the lock or
surrounding area, the supporting material will fail
before the %ock assembly and attachments.

9. Locks shall have a mirimum of 10,000 interchare
free combinations (a key for any one of the 10,000
combinations used, will not operate any other lock
keyed to any of the other 10,000 combinations).

10. It should not be possible to make a key section that
will operate in key sections different from each other,
when said key sections are used to increase the
number of non-interchangeable combinations. (This
specification is not meant to cover masterkeyed
focks.)

11. Where a building or complex containing separate
dwellings, proprietorships or similar distinct oc-
cupancies, and access is limited to specific au-
thorized persons, locks on passage doors providing



12,

13.

14.

15.

16,

access to a dwelling or proprietorship should have
combinations different from locks accessing the
other dwellings or proprietorships. This requirement
shall also apply to separate dwellings on individual
properties, -constructed and developed under the
same general plan at the same time.

Locks shall resist all forms of manipulation (shim-
ming, picking, picking gun) for a period of five min-
utes when attacked by a person with Class B (see
Appendix B) skills, using commercially avaitable
equipment brought to the state of Class B art.
Locks shall be designed and constructed to prevent
passage through the lock keyway to the locking bolt
or locking means, -

Locks shall be constructed of materials that will per-
mit normal operation and maintain all security re-
quirements after fifty thousand (50,000) insertions
and complete operations in the locking and unlack-
ing direction of the operating key or keys.

Locks. shall be instailed to meet or exceed lock
manufacturer’s installation specifications. Said in-
structions must meet performance and design
specifications required by the Attorney General.
Construction locks must meet all specifications at the
time of occupancy by the dweller,

DESIGN REQUIREMENTS

17.

For wooden doors, door edge stiffener plates must be
supplied either with the lock (Figure 13) or incorpo-

32

18.

19.

20.

21.

22,

rated into the design of the lock to prevent the failure
of the door under impact loading described in the
door system section.

Striker plates must be of the design depicted in Figure
14, or otherwise be designed to successfully transfer
loading underimpact threats to the framing structure,
thus precluding t};ilure of the jamb structures,

The lock shall utilize at least one 1-inch minimum
throw bolt or be of a design to otherwise satisfy the
intent of the standard to prevent a spreading threat,
i.e., interlocking bolt.

Masterkeyed locks shall use no more than two master
discs for any one tumbler and no more than three
tumblers should have master key splits in any five
tumbler lock, nor more than four tumblers shall have
master splits in any six tumbler lock.

The barrier passageway in any mechanical locks
shall be no more than one-third of the bitting interval
(BP ( ¥» BI). Refer to Figures 17, 18, 19.

Locks shall have a minimum of five tumblers and five
springs urging the drivers and pins into locking posi-
tions for pin-and tumbler types.

It should be noted that although the above lock rec-

ommendations are generally directed toward pin tumbler
designs, itis notthe intent of this research to exclude other
designs. Where other configurations are shown to have

€q

val or superior security characteristics in all of the areas

specified, they should be considered acceptable as meet-
ing the intent of the requirements.

Figure 15
BASIC PIN TUMBLER LOCK STRUCTURE

NOMENCLATURE—BASIC PIN TUMBLER LOCK
STRUCTURE

®
assembly
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Figure 16
DYNAMIC LOAD DOOR TESTS

LOCATION OF EXTENSIOMETERS AND LOAD
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2 Latch
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5 Lower Hinge
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APPENDIX A
Penal Code Section 14050 et seq.

§ 14050. Development of building security
standards.
(a) The Department of Justice shall encourage the use of
technology in the prevention of crime. To this end it shall
develop for recommendation to the Legislature, and
thereafter continually review, building security stan-
dards. In carrping out these duties, the department shall
consult with the Office of Architecture and Construction
of the Departmentof General Services and shall, but is not
limited to:

(1) Develop standards for a statewide building security
code designed to prevent or reduce the likelihood of
burglary or robbery in any building, including new
single-family residences, apartments, public-owned
buildings, commercial, and industrial buildings.

(2) Develop means of testing and certifying equipment
and materials designed to prevent or reduce the likeli-
hood of burglary or robbery in such buildings.

(b). In carrying out its duties pursuant to subdivision {a)
the department shall seek the advice of the State Fire
Marshal, to insure that fire and life safety standards are not
impaired, and shall consult with the Office of Architec-
ture and Construction reﬁarding state building standards.

{c} The department shall submit a progress report to
the Legislature, including preliminary recommendations
for buigl;ding security standards to be submitted to the State
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Building Standards Commission for adoption as part of
Title 24 of the California Administrative Code, relating to
building standards, not later than January 5, 1973, and a
final report not later than the fifth legislative day of the
1974 session. Thereafter, the department shall continu-
ally review and update these standards as necessary.

§ 140571. Consultation among city and
county officials. The chief law enforcement and fire offi-
cials of every city shall consult with the chief officer of
their city who is charged with the enforcement of laws or
ordinances regulating the erection, construction, or alter-
ation of buildings within their jurisdiction for the purpose
of developing local security standards and regulations
supplemental to those adopted as part of Title 24 of the
California Administrative Code, relating to building stan-
dards. The chief law enforcement and fire officials of
every county shall consult with the chief officer of their
county who is charged with the enforcement of laws or
ordinances regulating the erection, construction, or alter-
ation of buildings within theirjurisdiction for the purpose
of developing focal security standards and: regulations
supplemental to those adopted as part of Title 24 of the
California Administrative Code, relating to building stan-
dards. No provision of this or any other code shall prevent
a city or county from enacting building security standards
stricter than those enacted by the state,
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"PREMISES" '
e . TOTALS
FAMILY HOME 3356
APTS~DUPLXS 2032
HOTEL ROOM 75
OTHER RESID 297
SERVICE ebs‘, 623
SALES BUS 519
VEH SALES 40
PVT OFFICES 167
HOTEL~MOTEL 18
MED OFFICES 89
ENTERT-REC 83
WAREHOUSE 136
INDUSTRIAL 294
FiNANCXAL 8
GOVIMT 23
SCHOOLS 245
CHURCHES. 71
OTHER/UNSPF 59
TOTALS 8135
PREMISES
. TOTALS
FAMILY HOME 100,00
“APTS=HUPLXS
HOTEL ROOM 100,00
OTHER RESID 100,00
SERVICE™BUS ™~~~ ~77100,00°
SALES BUS  100.00
VEH SALES 100,00
PVTOFFICES ~ ~100.00
HOTEL-MOTEL 100,00
MED OFF ICES 100,00
"ENTERT-REC ~ "~ - 100,00
_WAREHOUSE 100,00
INDUSTRIAL 100,00
FINANCIAL 100.00
GOV'MT 100,00
SCHOOLS 100,00
CHURCHES 106,00
OTHER/UNSPF 100,00
TOTALS 100,00
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APPENDIX C
DEFINITIONS FOR VARIATIONS IN ABILITY
TO ATTACK LOCKS

Class A Ability :

A person with the ability to devise special methods and
techniques. and build and use special equipment and
tools to defeat high security locks of all kinds. Such a
person can manipulate combination locks, can defeat
safety deposit lever locks, can sight read lever locks, and
skillfully employs methods and technigues known only to
a few experts; has advanced masterkeying ability, man-
ufacturing, service and installation knewledge,

Class B Ability

A person with the ability to manipulate medium security
locks. Can pick a standard five pin tumbler lock in five
minutes or more. Can use picking gun, can drill locks, can
change lock combinations. Has servicing knowledge ad-
vanced enough to correctly service most commercial pin
tumbler locks and combination locks. Uses key duplicat-
ing and originating equipment.

Class C Ability

A person with the ability to pick low security locks, use
tryout keys and manipulation keys, duplicate and make

keys from code numbers, use key making equipment,

shim locks, drill locks; has elementary service and instal-

léation ability. Resorts to circumvention whenever possi-
le.

Class D Ability

A person with the ability to duplicate keys and to make
keys from code numbers. Uses key duplicating equip-
ment. Can use simple tools to force open simple locks.
More often, will try to circumvent IocEs

. Class E Ability
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A person with the ability to operate locks with the key or

combination. Can force open locks where it is obvious

that simple tools can be used. More often, will try to

circumvent locks by entering through a window or other

entrances left unguarded.

NOTE: Only Class A abilities are consistently excellent.
Other classes may be exceptional in some ways
and poor in others.

‘ APPENDIX D
Glossary

BARRIER ~ A material or living element which is inter-
posed between an attacker and his objective,
and which ‘must be overcome to achieve that
objective.

BURGLARY RESISTANCE The characteristic of a build-
ing or building component to withstand forcible
attack applied for the purpose of accomplishing
successful entry. Burglary resistance may be de-
scribed in terms of time, energy, or a combina-
tion of both.

BURGLARY THREAT Man’s specific mental and physi-
cal abilities enhanced or not by the mechanical
advantage of various devices, to overcome entry
barrier resistance and gain access.

CHANGE KEY A material or device planned and con-
structed to operate a specific lock having its own
individual combination. ;

CIRCUMVENTION The process of circumventing or
by-passing a lock.which permits relative move-
ment or separation of the members or objects
which were fastened together by said lock. Cir-
cumvention is confined to methods that by-pass
the interpreter, such as entry or exit through
openings in the enclosure left unguarded.

A material or device providing means for operat-

ing a mechanical lock.

LOCK/ICHANGE KEY OPERATED A device for fasten-
ing two or more members or objects together,
and in a lock or fastened condition limits their
relative movement of separation; said device
being planned or constructed to be operated by a
single change key combination: and includes
means, operated by a change key having said
individual combination, for operating the device
into an unlocked condition permitting relative
movement or separation of the members or ob-
jects,

LOCK/ICOMBINATION In this type lock, tumblers or
barriers are generally made in the form of discs.
These discs are rotated by a dial located on the
face of the enclosure and having a series of num-
bers or symbols on its face. Rotation of the dial
causes rotation of control means, which is gen-
erally a pin (fly) or some other device on one of
the tum{;lers, which in turn, cooperates with
another tumbler, and so forth. Turning the dial
will locate the tumblers and line up the passage-
ways and permit the traveler to pass through all
the tumbler barriers,

LOCK/KEY OPERATED - A mechanical device for fasten-
ing two or more members or objects together,
and in a locked or fastened condition limits their
relative movement or separation; and includes
means, operable by a key, for operating the de-

_vice into an unlocked condition permitting rela-
tive movement or separation of the members or
objects,

LOCK/MASTERKEYED - A mechanical device for fasten-
ing two or more ‘members or objects together,
and in a locked or fastened position limits their
relative movement or separation; - said device

KEY

51

being planned and constructed as one of a series
or group of mechanical key locks, all of which
are operable by a key having the same masterkey
combination and each of which is operated by a
key having a planned individuai key combina-
tion and a master key having a planned master
key combination, for operating the device into
an unlocked condition permitting relative
movement or separation of the members or ob-
jects.

LOCK/MECHANICAL A device for fastening two or
more members or objects together, and in a
locked or fastened condition limits their relative
movement or separation; and includes means
uperable into an unlocked condition permitting
relative movement or separation of the members
or objects. ;

LOCK/PERMUTATION . These locks are key operated.
The function of the key is to arrange the barrier
passageways into a straight line. The traveler
then, instead of following through a tortuous
labyrinth, travels in a straight line through the
barrier openings. Locks of this type include pin
tumbler locks, lever locks, and disc tumbler
locks.

LOCK/TUMBLER (movable labyrinth)  Locks of this type
may be divided into two classes: Permutation
Locks and Combination Locks,

LOCK/WARDED (fixed [abyrinth) Locks of this type are
made of a housing with an opening (keyhole) to
receive a key. The labyrinth may be created in
two planes—by wards obstructing the
keyway—and by internal wards arranged normat
to the centerline of the key barrel,

MANIPULATION  The process of operating a lock to a
locked or unlocked condition by means other
than that planned for operating said lock. Man-
ipulation is confined to attempts to fool the in-
terpreter into accepting a false message.

MANIPULATION KEY A material or device which may
be variably positioned or manipulated in a lock’s
keyway until such action develops a condition
within the lock which enables the lock to be
operated,

MASTER KEY A material or device planned and con-
structed to operate all locks in a series or group of
locks, each having its own individual combina-
tion and change key otherthan the master key for
operating that combination only, and each lock
construction being a planned part of the series or
group for operation with the master key.

PHYSICAL SECURITY The art and science of creating
and maintaining control over physical assets,

ROBBERY The taking of property in possession of
another by means of force or fear. :

TRYOUT KEY A material or device which may or may
not be ane of a set of similar devices, each key -
made to operate a series or group of locks of the
total lock series or group, the key or keys being
constructed to take advantage of unplanned con-
struction similarities in the series or group oper-
ated thereby.




APPENDIX E
RECOMMENDED ADDITIONAL
SECTIONS
TO THE HEALTH & SAFETY CODE

Section 1. Adoption of minimum building security
standards; violation. The Attorney General shall prepare
and adopt rules and regulations establishing minimum
standards for building security for the protection of life
and property against forcible entry upon any building.
Rules and regulations  adopted pursuant to this section
shall establish minimum standards to the manufacture,
production, installation and maintenance of buildinﬁ
components and equipment that are subjected to attac
during burglary. Violation of any rule or regulation shall
be deemed to be in violation of this chapter.

Section 1.1. Uniform application of rules and regula-
tions. The tules and reguiations adopted by the Attorney
General pursuant to Section 1 regarding any building or
structure shail apply uniformly throughout the State of
California and no state agency, city, city and county,
county, or other political subdivision of this State, includ-
ing, but not limited to, a chartered city, city and county, or
county, shall adopt any ordinance or regulation which is
Jess restrictive than the rules and regulations adopted by
the Atterney General pursuant to Section 1.

Section 2. Book of building security rules and regula-
tions, The Attorney General shall prepare in book or
bulletin form excerpts of the laws, rules, and regulations
dealing with security and may make single copies of such
laws, rules, and regulations available, without cost, to
California building officials and to owners and managers
?festablishments governed by such laws, rules, and regu-
ations.

Section 2,1. Looseleaf bulletin of construction materi-
als, etc., meeting building security standards; revisions;
distribution; unlisted items. The Attorney General shall
prepare and publish in looselead form lists of construc-
tion materials and equipment and methods of construc-
tion and of installation of equipment, together with the

lation of equipment has not been listed, as permitted by
this section, that such a material, assemblies of materials,
method of construction and installation of equipment
does not conform to the building security standards pro-
vided by Title 171 of the California Administrative Code.

Section 2.2. Application for listing; fees; industrywide
materials and assemblies. Any person, firm, corporation,
association, or other organization desiring listing pur-
suant to Section 2.1 shall first make application to the
Attorney General on forms provided by him. Such appli-
cations shall be accompanied by the listing fee as follows:

{a) Except as provided in subdivisions (b) and (c), the
original and annual renewal fee for the listing of a mater-
ial, equipment, method of construction, or method of
installation of equipment for any person, firm, corpora-
tion, association, or similar organization shall be fifty
dollars ($50). The original and annual renewal fee for the
next four additional materials, equipment, methods of
construction or of installation of equipment shall be
twenty-five dollars ($25) for each listing. The original and
annual renewal fee for additional materials, equipment,
methods of construction, or method of installation of

equipment shall be ten dollars ($10) for each listing in

excess of five listings.

The Attorney General may list in generic terms without
a listing fee materials or assemblies of materials classed
by him as industrywide and conforming to standards
established by the regulations adopted. putsuant to Sec-
tion 1. He may list without a listing fee methods of con-

. struction and of installation ofequg)mentclassed by him

name of any person, firm, corporation, association, or

similar organization listed as the manufacturer, represen-
tative, or supplier, which are in conformity with building
security standards provided by Title 11 of the California
Administrative Code. The Attorney General shall periodi-
clalhi prepare and publish in looseleaf form revisions to
this list.

Copies of such lists or revisions shall be distributed at
the cost of printing by the Attorney General to persons
who have filed written requests for such approved lists or
revisions. ,

it shall not be construed that because a material, as-
semblies of materials, method of construction and instal-
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as industrywide in application and use.

Section 2.3. Duration of listing; disposition of fees. The
annual and renewal listing established by Section 2.2
shall be for the fiscal year period from July 1stto June 30th
or for the remaining portion thereof. All moneys collected
from original and annual renewal fees pursuant to Section
2.2 shal% be deposited in the GeneraFFund.

Section 2.4. Regulations. The Attorney General may
adopt regulations to implement, interpret, make specific
or otherwise carry out the provisions of Sections 2, 2.1,
2.2, and 2.3.

Section 2.5. Enforcement of regulations. The Attorney
General, the chief building official and their authorized
representatives may enforce in their respective areas,
rules and regulations that have been formally adopted by
the Attorney General for the prevention of burglary and

for the protection of life and property against burglary

attack.

APPENDIX F
TITLE 11—LAW

CHAPTER I—Attorney General
SUBCHAPTER 1. Burglary Resistance Standards

Article 1. Administration

1.00. Title. These regulations shall be known as the
"’Regulations of the State Attorney General” and shall
constitute the Basic Building Design and Construction
Standards of the State Attorney General. They may. be
cited as such, and will be referred to herein as "“these
regulations.”

1.02. Purpose. These regulations have been prepared
and adopted for the purpose of establishing minimum
standards for building security for the protection of life
and property against forcible entry upon any building.

. 1.03. Scope. (a) These regulations shall govern the
construction and maintenarice of any structure which
falls within the definition of “buildings” as set forth in
Article 3 of this Code.

{b) These regulations shall apply to new occupancies
angmediately, and existing occupancies beginning July 1,

7 .

(c) Exception. Buildings controlled by the Federal Gov-
ernment,

1.04. Basis. These regulations are intended to establish
reasonable building security standards and - are predi-
cated on the basis that man'’s ability to attack and forcibly
enter closed buildings can be described in terms of time
and energy, and the introduction of physical barriers of
varying resistance to these attacks can increase the time
needed to accomplish entry success.

1.05. Validity. If any article, section, subsection, sen-

tence, clause or phrase of these regulations if for any -

reason held to be unconstitutional, contrary to statute,
exceeding the authority of the State Attorney General, or
otherwise inoperative, such decision shall not affect the
validity of the remaining portion of these regulations,

1.06 lLocal Ordinances. Nothing contained in these
regulations shall be considered as abrogating the provi-
sions of any ordinance, rule or regulation of any city, city
and county, or county governmental agency, providing
such local ordinance, rule or regulation is not less strin-
gent than these minimum standards.

1.07. Report-of Arrest, Any inspection authority who, in
the exercise of his authority under Section of the
Health and Safety Code, causes any legal complaints to
be filed or any arrest to be made shall notify the State
Attorney General immediately following such action.

1.08. Violations. Any person who violates any regula-
tion contained in Subchapter 1 of Chapter 3, Title 17 of
the California Administrative Code shall be considered in
vinlation of Section of the Health and Safety Code.

53

(ADMINISTRATIVE REGULATIONS TO BE)
(FILED WITH THE SECRETARY OF STATE)

ARTICLE 1,50

CONSTRUCTION. MATERIALS AND
EQUIPMENT LISTINGS

1.50. General. (a) Construction materials, assemblies
of materials, equipment, methods of construction,
methods for installation of equipment, and assemblies of
equipment listed by the Attorney General in accordance
with the provisions of this article shall be construed as
conforming to the applicable provisions of these regula-
tions without submission of further evidence thereof, and
shall be assumed to possess the burglary resistance
specified when constructed and installed in accordance
with the conditions of their listing.

(by Regulation Identification. Except when otherwise
specified, construction materials, equipment, methods of
construction, methods for installation of equipment, and
assemblies of equipment are herein identified as “‘materi~
als and equipment”’,. may be cited as such, and will
hereafter be referred to in this article as “materials-and
equipment”’,

(c) Limitation. Acceptance under the provisions of Sec-
tion. 1 (a) shall be limited to the material and equipment
listed and shall not extend to any other product.

(d) Expired Listing. It shall not be construed that an
expired listing of any matertal or equipment previously
listed by the Attorney General, automatically conforms
with the current provisions of these regulations.

1.51. Method and Scope of Listings. (a) Method, List-
ings of materials and equipment shall be in either of two
forms, i.e., proprietary or generic. Proprietary listing shall
be separately published by the Attorney Ceneral in ac-
cordance with the provisions of Section , Health
and Safety Code. Materials and equipment classed by the
Attorney General as industry-wide may be designated in
generic terms in regulations in accordance with the provi-
sions of Section , Health and Safety Code,

(b) Scope. The pravisions of this article shall be limited
to proprietary listings.

1.52. Application for Evaluation.and Listing, {a) Origi-
nal. Any person, firm, corporation, association or similar
organization desiring the listing of any material or equip-
ment shall submit a completed application for evaluation
and listing to the Attorney General on forms provided by
him. Such form shall be accompanied by the appropriate
evaluation and listing fees as prescribed in Section 1.61.
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Application for reinstatement of a listing which has been
expired for one year or more shall be considered as an
original application for evaluation and listing.

Applications for evaluation and listing received after
December 31 shall be accompanied by the evaluation
and listing fees plus the renewal fee for the next-ensuing
fiscal year.

(b} Renewal. Any person, firm, corporation, associa-
tion, or similar organization desiring a revision to be
made to the listing of any material or equipment shall
submit a completed application for revision to the Attor-
ney General on forms provided by him, Such form shall
be accompanied by one-half the fee for evaluation as
prescribed in Section 1.61. If such revision requires re-
evaluation of the test report or technical data submitted,
the full evaluation and the revision fee shall be submitted.

1.53. Effective date of Listing. Materials and equipment
shall be considered as listed upon approval thereof by tie
Attorney General as shown in the files at the Office of the
Attorney General. ,

Listings shall be valid from the date of approval through
the next ensuing June 30,

1.54. Required Submissions for Listing. (a) Sample
Specimens. In addition to the application and fee re-
c1uired by Section 1.2, the Attorney General may require
that sample specimens, taken from regular production, be
submitted to him for evaluation. The Attorney General
may require the assembly or erection of a sample speci-
men for evaluation purposes.

The applicant shaﬁ assume all responsibility relating to
the assembly or erection of such a specimen, includin
but not limited to the cost, liability and removal thereof.
The applicant shall arrange for the removal of any speci-
men submitted to the attorney General or which has been
assembled or erected pursuant to this section, within 60
days of notification by the Attorney General: The Attorney
General may, at his discretion, dispose of any specimen
submitted to him following the 60 day notification.

(b) Test Reports and Technical Data. Every application
for evaluation ‘and listing of a material as equipment
which is required by these regulations to be tested, shall
be accompanied by a test report issued by an approved
testing organization. Technical data shall be submitted
with any application when required by the Attorney Gen-
eral. Each application for an evaluation and listing of a
burglary-resistant design, and when required by the At-
torney General, shall ‘be accompan‘ieg by two sets of
black-line drawings and one set of mylar drawings for
reproduction.

1.55. Test Specimens. Specimens submitted to
laboratories for testing shall be from regular production.
Acceptance for listin§ will notbe considered on the basis
of any examination of hand made equipmentor products.

1.56. Publication of Submitted Data. The Attorney
General reserves the rightto publish all or any part of any

- lest report or technical data submiitted to him and relating

1o a listed material or equipment.

1.57. Labels. Every material or equipment which is
listed by the Attorney General shall bear a label conforni-
ing to the provisions of this section. Labels shall be placed
in a conspicuous location and shall be attached by the
manufacturer during production or fabrication,

Exceptions:
(1) Materials or equipment which bear the
tabel of an approved testing organization,
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provided such organization conducts fac-
tory inspections of the material and
workmanship during fabrication and as-
sembly.

(2) Upon written request, the Attorney Gen-
eral may exempt specified materials or
equipment from the labeling requirement
provided he finds such labeling impracti-
cal orimpossible. In such cases, however,
sufficient evidence shall be furnished in-
dicating the means by which said materi-
a}fs OJequipmcntmay be reasonably iden-
tified.

(a) Format. Labels shall be produced or obtained by the
listee from the Attorney General, and shall consist of the
format and color applicable to the particular class of
product to be labeled.

{b) Identification. Labels shall be marked with the fol-
lowing information:

(1) Insert in or above the top scroll the item
listed. Examples: "“Entry Door Lock';
“Glazing Material.”

(2) Insert into top scroll the name and ad-
dress of the listee.

(3) Insert in ‘the bottom scroll the listing
number issued by the Attorney General
and all other data as may be specified by
the Attorney General, dependent upon
the product and its intended use.

{c) Illegal Use. No person shall attach any label con-
forming to the provisions of this section to any product
which is not listed by the Attorney General.

(d) Inspection Service. Every listee using the label de-
scribed in this section shall provide for the inspection
service specified in Section

When there is no readily available inspection service
agency, a listee-may contract with the Attorney General
for the conduct of inspections of its production line fabri-
cation and workmanship in accordance with the provi-
sions of this section.

Reimbursements under such contract shall be payable
to the Attorney General and shall be as follows:

(1) $100.00 for each 24-hour period or frac-
tion thereof on a portal to portal basis, and

{2) All travel expenses, including but not
necessarily limited to air, train and bus
fare, automobile rental and automobile

: mileage at $.10 per mile.

1.58. Approved Testing Organization. {a) Qualifica-

tions. For the purposes of this article, an approved testing

organization shall mean any person, firm, corporation or
association which conforms to all the following:

(1) Equipped or has access to facilities which
are equipped to perform tests in accor-
dance with the required test procedures.

(2) Organizations which émploy personnel
who are qualified for testing.

(3) Approved by the Attorney General.

It shall be incumbent upon persons, firms, corporations,
or associations desiring approval as a testing organization
to initiate a request and present to the Attorney General
evidence of their qualifications which in the judgment of
the Attorney General is sufficient to grant approval.

(b) Discontinued Approvals. Approvals granted to any
testing organization either prior to or after the effective
date of this section may continue in effect unless re-
scinded by the Attorney General for cause.

(c) Limitations, Approval as a testing organization shall
not be granted to any person, firm, corporation, or associ-
ation for the purpose of conducting tests of materials or
equipment manufactured, sold, or similarly processed or
handled by such persons, firm, corporation or associa-
tion.

1.59. Testing Equipment. (a) General. Testing equip-
ment used or intended to be used to determine the fire-
resistive rating or classification of any material or equip-
ment to be listed by the Attorney General, shall be in-
spected and evaluated by the Attorney General to deter-
mine conformance with the required conditions for such
test(iing equipment as'set forth in the appropriate test stan-

ards.

{b) Maintenance. All testing equipment shall be main-
tained in good repair devoid of any defect which would
affect the burglary resistant rating or classification of any
material or equipment to be tested,

(c) Cost of Service, Any testing organization which
desires approval pursuant to Section 1.58, shall be liable
for the necessary advance arrangements for all costs in-
curred by one representative of the Attorney General in
cgnducting any service rendered under Section 1.59 (a)
above.

1.60. Approved Inspection Service Agency. (a) Gen-
eral. An approved inspection service agency is any per-
son, firm, corporation, or association which periodically
and-on a continuous basis, conducts inspections of listed
materials and equipment to determine if the production
line fabrication and workmanship is in accordance with
the conditions of listing.

(b) Qualifications. Qualifications for acceptance as an
approved inspection service agency shall include any
person, firm, corporation, or association which conforms
to all of the following:

(1) Employs personnel who are qualified for

testing.

(2) Approved by the Attorney General.
It shall be incumbent upon persons, firms, corporations,
or associations desiring approval as an.inspection service
agency to initiate a request and present to the Attorney
General evidence of their qualifications which in the
judgment of the Attorney General is sufficient to grant
approval. ‘

(c) Discontinued Approvals. Approvals granted to any
inspection service agency either prior to or after the effec-
tive date of this section may continue in effect unless
rescinded by the Attorney General for cause.

(d) Limitations. Approval as an inspection -service
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agency shall not be granted to any person, firm, corpora-
tion, or association for the purpose of conducting inspec-
tions of materials or equipment manufactured, sold or
similarly processed or handled by such person, firm, cor-
poration or association.

{e) Frequency of Service. Inspections by an approved
inspection agency shall be made of the production of
every material or equipment as stipulated in Section 1.60
(a), not less than 4 times each calendar year. Such inspec-
tions shall be on an unannounced basis.

(f) Reports. Reports shall be made by the approved
inspection service agency of every inspection made, the
original of which shall be submitted to tie listee and a
copy thereof submitted to the Attorney General within 30
days of inspection.

1.61. Fees. Each application for listing shall be accom-
panied by a fee or fees in accordance with the provisions
of this section.

(a) Evaluation Fees. The fee for evaluating any material
and equipment shall be as follows: -

(1) Material and Equipment .......... .$50.00

(b) Listing Fees. The fee for listing any material and
equipment shall be as follows:

(1) Material and Equipment ........... $35.00

(c) Disposition of Fees. Evaluation and listing fees shall
be submitted simultaneously with each application for
evatuation and listing. If the material and equipment is
not found to be i conformance with the provisions of
these regulations, the listing fee shall be returned to the
applicant. The appropriate evaluation fee shall be re-
tained by the Attorney General to offset the costs incurred
through evaluation of the material and equipment.

(d) Listing Period. Listing fees shall be applicable to a
fiscal year between July 1 and June 30, or for any portion
thereof.

1.62. Violations. No person, firm, corporation or as-
sociation shall knowingly or intentionally represent any
material or equipment as being approved and listed by
the Attorney General when such material or equipment s
not so approved and listed. Such misrepresentation shall
constitute a.violation within the meaning of Section

Health and Safety Code.

Atticle 2. Alternate Means of Protection.and Appeals

2.01 Request for Alternate Means of Protection. The
provisions of these regulations are notintended to prevent
the use of any equipment, material or assembly of materi-
als, method of construction, method of installation of
equipment, or means of protection not specifically pre-
scribed by these regulations. The enforcing agency may
approve any such alternate providing the proposed de-
sign is satisfactory and complies with the content of these
regulations and that the material, assembly of materials,
equipment, method of construction or method of installa-
tion of equipment, or means of protection afforded is, for
the purpose intended, at least equivalent to that pre-
scribed in these regulations in quality, strength, effective-
ness, burglary resistance, durability and safety.

Request for approval to use an alternate material, as-
sembly of materials, equipment, method of construction,
method of installation of equipment, or means of protec-
tion shall be made in writing to the enforcing agency by
the owner or his authorized representative, and shall be
accompanied by a full statement of the conditions. Suffi-
cient evidence or proof shall bie submitted to substantiate
any claim that may be made regarding its conformance.
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Approval of a request for use of an alternate material,
assembly of materials, equipment, method of construc-
tion, method of installation of equipment, or means of
protection made pursuant to these provisions shall be
limited to the particular case covered gy request and shall
not be construed as establishing any precedent for future
requests.

2.02 Appeals. When a request for alternate means of
protection has been denied by the enforcing agency, the
applicant may file a written appeal to the Attorney Gen-
eral for consideration of his proposal. The Attorney Gen-
eral shall, after considering all of the facts presented,
determine if the proposal is, for the purpose intended, at
least equivalent to that specified in these regulations in
quality, strength, effectiveness, burglary resistance, dura-
bility and safety, and he shall transmit such findings and
his recommendation to the applicant and to the enforcing
agency.

Atticle 3, Definitions and Abbreviations

3.02 /B Definitions.

a) The term “building’ means any structure as to which
state agencies have regulating power, built for support,
shelter, housing or enclosure of persons, animals, chat-
tels, equipmentor property of any kind, and also includes
structures wherein things may be grown, made, pro-
duced, kept, handled, stored or disposed of. All appen-
dages, accessories, apparatus, appliances, and equip-
ment installed as a part thereof, but “’building’” shall not
include machinery, equipmentofappliances installed for
manufacture or process urposes only, norshail itinclude
any construction installations which are not a part of a
building, any tunnel, mine shaft, highway or bridge, or
include any house trailer or vehicle which conforms to
the Vehicle Code.

b) The term "“building official’’ shall mean the enforc-
ing authority as stipulated by statute.

¢) The term “burglary resistance’” shall mean the
characteristic of a building or building component to
withstand forcible attack applied for the purpose of ac-
complishing successful entry, Burglary resistance may be
8es§ribed in terms of time, energy o: a combination of
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3,05 “E Definitions.

a) The term ““enforcing agency” shall mean the desig-
nated department or agency as specified in statutes.

3.21 "U” Definitions.

UBC shall mean the Uniform Buiiding Code as pub-
Ii'shled by the International Conference of Building Offi-
cials,

Article 4. Requirements

4.00 General. These standards represent the judgment
of the Attorney General as to the basic requirements for
the construction and performance of the products listed
under each category. These requirements are based upon
sound engineering principles, research, records of tesis
and field experience, and on appreciation of the prob-
lems of manufacture, installation, and use derived from

- consultation with and information obtained from man-

ufacturers, users, inspection authorities, and others hav-
ing specialized experience, They are subject to revision

as further experience and investigation may show is

necessary or desirable. ) ,
The observance of the requirements of these standards
by a manufacturer is one of the conditions of continued
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listing by the Attorney General of the manufacturer’'s
product. The Attorney General assumes n» responsibility
for the effect of such observance or non-observance by
the manufacturer upon the relations between the man-
ufacturer and any other party or parties arising out of the
sale or use of the product or otherwise.

A product which complies with these requirements will
not necessarily be eligible for listing if, when examined
and tested, it is found to have other features which impair
the result contemplated by these requirements.

A product employing materials or having forms of con-
struction differing from those detailed in these require-
ments may be examined and tested according to the
intent of the requirements and, if found to be substantially
equivalent, may be listed.

Many tests required by these standards are inherently
hazardous. The Attorney General neither assumes nor
accepts any responsibility for any injury or damage that
may occur during or as a result of tests, wherever per-
formed, whether performed in whole or in part by the
manufacturer orthe Attorney General, and whether or not
any equipment, facility, or personnel foror in connection
with the test is furnished by the manufacturer or the
Attorney General.

4.01 Door Systems.

a) Purpose. Door system requirements are intended to
rotect -against normal (both dynamic and static) and
ateral loading applied during common burglary prac-

tices.

b) Scope. These requirements are intended to cover
wood, metal, and masonry supporting structures utilizing
wood and metal doors, both single and double configura-
tions.

¢) Performance

1) Wood frame and door, single configuration.

A)Normal loading. The assembly must be capable
of resisting the energy imparted by an impacter weighing
180 pounds, travelﬁng at 90 inches x sec™! at impact.
Response of the door to the dynamic force should indi-
cate a rise time of not less than % .01 seconds from zero to
full load. Point of impact on the door must be twelve
inches from the lock fastening point with the strike on a
line to the center hinge.

Alternately, the assembly must be capable of resisting a
static force of 1500 pounds applied twelve inches from
the lock fastening point with the strike on a line to the
center of the midgd e hinge.

B) Lateral loading. The system must resist a static
force of 2000 pounds applied between the jambs in a
spreading action at mid-height from top to bottom. Max-
imum detlection must be less than the effective throw of
the bolt into the strike to prevent disengagement {this
standard is based upon the recommended-basic design
described in subsection C with the use of a one-inch
throw bolt). '

d) Design. In lieu of the tests, compliance will be rec-
ognized where the system substantially complies with the
following design specifications:

1) Wood frame and door, single configurations.

a) Framing, Standard wooden framing as depicted
in Figure 12, including special nailing schedule, with the
studs and jamb facings fastened together by nailing ex=
terior plywood over the basic structure. Fire struts shall be
placed adjacent to the lock area, and well fitted. ,

b) Door. Solid core doors are acceptable. Core
assemblies of hollow core flush doorsshall, in addition to
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compliance with PS-51 (Commercial Standards and Pro-
duct Standards, National Bureau of Standards, U.S. Gov-
ernment Printing Office, Washington, D.C.) include ad-
jacent to the outside face, a single layer of carbon steel
expanded metal. Minimum requirement for this material
is ¥4" opening, 20 gauge metal, 0.83 Ibs persquare foot.
This is equivalentto'1010 steel and meets MIL-M-17194C
steel specifications.

4,02 Hardware.

a) Purpose. Hardware requirements are intended to
obviate the most common tool and ron-tool attacks ap-
plied locally.

b) Scope. The requirements are intended to cover out-
side door locking devices, and fasteners.

c) Performance. *

1) Wood frame and door, single configuration.

a) When installed in a test door, the lock assembly
must resist a static load of 1500 pounds applied as shown
(See Figure 16.)

b) Lock cylinders shall resist impact loads of 200
inch-pounds applied to an outward direction.

¢) When the lock bolt is extended (locked), the
mechanism holding it in place shall resist a. compressive
load of 200 pounds applied to the end of the bolt, parallel
to its center line.

d) If the locking mechanism can be defeated by a
torsional load on the outside door knob, then the
mechanism must resist a torsional load of 3,300 inch-
pounds in either direction while in the locked position.

e) If a torsional load can be applied to the lo~k
cylinder by any tool, it must resist a torsional load of
3,300 inch-pounds in either direction.

f) Each key cylinder must resist a torsional load of
1,200 inch-pounds in either direction, applied to the
keyway with a tool simulating a key.

g) The bolt must resist sawing by a hacksaw for a
period of five minutes minimum.

h) Locks shall be attached to their supporting ma-
terials so that under violent attack, directed at the lock or
surrounding area, the supporting material will fail before
the lock assembly and attachments.

i) Locks shall have a minimum of 10,000 inter-
change free combinations (a key for any one of the 10,000
combinations used, will notoperate any other lock keyed
to any of the other 10,000 combinations.)

j) It should not be possible to make a key section
that will operate in key sections different from each other,
when said key sections are used to increase the number of
noninterchangeable combinations. (This specification is
not meant to cover masterkeyed locks.)

k) Where a building or complex containing sepa-
rate dwellings, proprietorships or similar disiinct oc-
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cupancies, and access is limited to specific authorized
persons, locks on passage doors providing access to a
dwelling or proprietorship should have combinations dif-
ferent from locks accessing the other dwellings or pro-
prietorships. This requirementshall also apply to separate
dwellings on individual properties, constructed and de-
veloped under the same general plan at the same time.

l) Locks shall resist all forms of manipulation
(shimming, picking, picking gun) for a period of five
minutes when attacked by a person with Class B (see
Appendix C) skills, using commercially available equip-
ment brought to the state of Class B art.

m) Locks shall be designed and constructed to
Erevent passage through the lock keyway to the locking

olt or Jocking meaps.

n) Locks shall be constructed of materials that will
permit normal operation and maintain all security re-
quirements after fifty thousand (50,000) insertions and
complete operations in the lockirg and unlocking direc-
tion of the operating key or keys. '

o) Locks shall be installed to meet or exceed lock
manufacturer’s installation specifications. Said instruc-
tions must meet performance and design specifications
required by the Attorney General.

p) Construction locks must meet all specifications
at the time of occupancy by the dweller.

d) Design.
1} Wood frame and door, single configuration.

a) For wooden doors, door edge stiffener plates
must be supplied either with the lock (Figure 13) or incor-
porated into the design of the lock to prevent the failure of
the door under impact loading described in the door
system section,

b) Striker plates must be of the design depicted in
Figure , orotherwise be designed to successfully trans-
fer loading under impact threats to the framing structure,
thus precluding failure of the jamb structures.

c) The lock shall utilize at least one 1-inch
minimum throw bolt or be of a design to otherwise satisfy
the intent of the standard to prevent a spreading threat,
i.e., interlocking bolt.

d) Masterkeyed locks shall use no more than two

‘master discs for any one tumbler and no more thar: three

tumblers should have master key splits in any five tumbler
locks, nor more than four tumblers shall have mastersplits
in any six tumbler locks.

e) The barrier passageway in any mechanical
locks shall be no more than one-third of the bitting inter-
val (BP ( ¥ BI). Refer to Figures 17, 18, and 19.

f) Locks shall have.a minimum of five tumblers and
five'springs urging the drivers and pins into locking posi-
tions for pin and tumbler types.
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