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1. The purpose of the attached handbook ie to provide USATECOM Physical
Security Officers with a ready source of guidance-type reference material
that will:

a, Aid in application of technlcal standards, specmflcatlons and
procedures. ’

b. Facilitate more cost effective selection and application of
physical security equipment.

2. This handbook represents an assemblage of data on physical security
equipment from various sources. It is hoped that improvement of this
guide will hecome a group effort within USATECOM and that it will be
enlarged or continually improved through recommended changes by all
elements of this command.

3. .Appendix B was included, in spite of some redundancy, to provide
current state-of-the-art 1nformat10n on several existing or potentially
available systems, and more importantly, is intended to ser.e as a
format guide for the collection and formal or informal submission of
data on other systems by USATECOM Physical Security Officers. In this
way the handbook can be enlarged to an even more useful document which
has no known precedent within Department of the Army.

Li. Portions of this guide contain For Official Use Only or Proprietary
Information. As this document is expanded to include more sensitive
systems and their vulnerabilities, portions of the document will undoubtedly
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become classified; Tt is therefore incumbent upon each holder to insure
appropriate designation and protection of information submitted for
jnclusion or which is already contained in the handbook.

FOR THE COMMANDER:

* 1 Incl COB BROWN
as

Chief, Security Office

DISTRIBUTLON:
Bl, ATTN: Physical Security Officers

NCJRS
AUG * 1078

ACGUISTT w143

W o

a

§

I 42



s 3 Eatd

Rt e L Lt

- PHYSICAI. SECURITY OFFICERS HANDBOOK

CONTENTS

CHAPTER I, PHYSICAL SECURITY

General Discussion
Barriers
Protective System Neutralization

GHARTER II, INTRUSION DETECTION ALARM SYSTEMS

General

Detection Devices

The Responding Device

The Transmission System

The Supervisory Program
“Outdoor Perimeter Protection

CHAPTER TTII, SELECTING AND INSTALLING INTRUSION
DETECTION SYSTEMS

Basic Considerations
Cost Estimates and Procurement Factors

CHAPTER IV, OPERATING AND MAINTATNING INTRUSION

DETECTION ALARM SYSTEMS

Control Points

Regponse Factors and Backup Protection
Pay-Night Control

False Alarms

Maintenance of Systems

Operational Records

ILLUSTRATIONS: TABLE 1, DEVICES, APPLICATIONS AND
EVALUATIONS

APPENDICES:
APPENDIX A, TIIST OF MANUFACTURERS

APPENDIX B. INTRUSION DETECTION ALARM SYSTEM
IDENTIFICATION AND EVALUATION

HIEF (oSSRl FE TR

Paragraph

O W O w o

[N g

N W MO

Page

oo

21
22
23
2l

25

7

29
30
31
31
31
32

FEORIROG
TEA

g

4



o et ae ki B g g § e 2 s

kg

s,

& .
s i i SR s

LB e

T g TN

IR S RTINS - ¢ 73 A

skbleatir PR

APPENDIX ©, INTERIM FEDERAL SPECIFICATION -

APPENDIX D.

N T S e e o

ALARM SYSTEMS, PROTECTIVE, IN-
TERIOR. (SECURITY)

DRAFT GUIDELINE SPECIFICATIONS

(USATECOM INTERNAL USE ONLY)

J
A

i

SRR

2
i



R Ay A A T Tt T N S A
: "':.:""‘“f”l“"imwtwﬂnw13&;-.«%9,@1" A B S B N S L TR s S Y et o reh R TR
.

R

L oedia B,

- CRAPTERI- : -
PRVSTCAL - SECURITY.

1.- Géneral- discussion.

2t Phy51ca1—secur1ty {’s* defivetl- a5t thiat’ pa¥t’ of security comcerned
with the phy51ca1 measures desigied to safeguard personnel, to prevent
unauthorized: access to equipment, facilities, material and: documents,. and
to guard them against esplonage sebotage damage and theft. In actual
practice physical security becomes a system of concentric protective
barriers between a potential intruder, unauthorized person, or security
hazard and the matter to be protected. These barriers may be natural,
structural, animal, human or energy. They must be utilized, however, in
a manner that will: ph131celly delay or pschologically deter the in-
truder from approaching or enteririg the area being safeguarded; deny him
the opportunlty to exercise any of his senses or artificial devices to
acquire information being safeguarded advertise his entry or attempted
entry into a protected area; or preclude accomplichment of any combination
of the above objectives, It should be emphasized that physical barriers
only impede and deter, but cannot be expected to do anything more than
discourage the undetermined and delay the determined.

b. A problem with the discussion of physical security is one of de-
fining the security interest and then developing an analysis of the threat
to this security interest. Within USATECOM and DOD, for that matter,
overall hazards considered as a basis for physical securlty measures rall

within the following four classes:
(1) Espionage.
"(2) Sabotage.

(3) Various possible problems drédted by individuals intent on dis-’
rupticn or Harassment act1v1t1eq

(4) Theft or pilferage.

In order to éécémpllsh his mission Successfully, an espionage or sabo-
tage agent or thief, must have access. either direét or indirect, to the
1nformat1on or material.he desires. The nature of the access required
will depend on a number of variable factors, and may be accomplished in

a number of ways.

c. In most cases of espionage the acquisition of information is the
ultimate end. The mecans by which it is acquired are merely operational
details. Normally, information recorded on magnetic tape or photographic
film is as usable to the power employing the agenl as the original docu-
ment, . Therefore, in considering access, one must consider nol only
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physical aceess o the area in‘which,classified matter is located, bub
also the possibility of gaining access to such information through
elandestine introduetion and employment of audio or visual surveillance
monitoring systems., These considerations are essential elements of
physical seeurity, N - -

d., Within the USATECOM environment we must also be concerned with
enother form of espionage--Industrial Expionage. This may be defined
as the illegal or unethical collection of valuable company information
and data which may be used by unscrupulous competitors to the detriment
of the company. Within this command it is nccasionally possible for
one company to illegally acquire propriectary information belonging to

* . another company. Such thefts could easily involve defense information.

e. The real goal of both of the above forms of espionage is not
only to gain information, but to obtain it surrepititiously. Some of
the traditional methods used to gain this information are:

(1) Bribery of janitors apd charwomen to save contents of office
wastebaskets or to do other seemingly innocent tasks.

(2) Interception of mail.
(3) Clandestine listening devices (bugs, tapes, recorders etc).

(4) Fraudulent entry (misrepresentation and impersonation).

(5) Surreptitious entry (over a fence, through a door etc frequently
after temporarily by passing intrusion detection alarm systems or other
physical security devices), .

(6) Undercover operations (getting a job as technician, enginesr,
maintenance personnel, etc., as a means of gaining access and frzedom of
movement in the target area.

E f. Bach of the above methods can be negated by one of two ways.

(1) By protecting the security interest with enough obstacles to
penetration which will make trespass unprofitable in terms of gain or
risk. )

) (2) By controlling people to restrict thelr freedom of movenent
and accoss to the security interest.

2. Barriers.

¢ a. There is no impenatrahle barrier. If a government or organization
i willing to devole enough time, money, personn:l, material and imagin-
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ation to by-passing a barriecr it can do so. Therefore, rather than at-
tempting to achieve exclusion threugh use of a single barrier, security
must be built upon a system of '"defense in depth," or accumulated de-
lay times. Co i

b. Although no single barrier will deny access to unauthorized per-
sons, it will provide a measurable minimum delay time. This delay time
usually will be indirectly proportional to the skill and ahility of the
deliberate intruder. The measurability of this delay time may be hindered,
in some instances, by unauthorized persons being able to breech the
barrier inadvertently. However, certain minimum delay times have been
or can be established through test and evaluation.

c. To achieve optimum results from a physical security system, it
is necessary to add one barrier to another until delay times, when added
together will deny or greatly impede unauthorized access. In many appli-
cations, the total delay time may be greater than an arithmetical sum of
individual delays. This can be accomplished by interrelating the barriers
employed. For example, an unguarded fence will provide a relatively short
delay time., If that fence is patrolled by reliable guards who bring
every portion of the fence under observation within the delay time the
fence provides, the total delay time-is greatly increased. The same
guards patrolling at the same rate and frequency in areas where they
can't see the fence would prov1de very little delay time.

d. In some cases it is necessary to differentiate between the necessity
for denial of access or the necessity of being made aware that access has
been gained. A further distinction is sometimes necessary as to whether
it is desirable to alert the intruder to the fact that his entry has
caused an alarm. When access to the security interest is gained by entry
into an exclusion area it is essential that access be prohibited. It is
also essential that any individuals gaining unauthorized access be appre-
hended and the extent of compromise established. This would preclude any
system which would alert the intruder. In less sensitive areas it is fre-
guent’ y desirable to protect against entry by persons intent on larceny,
sabotage or malicious mischief. In such situations, an audible alarm used
in conjunction with other systems will often discourage such attempts.

The reliance which can be placed on such "local alarm systems" is dependent
upon timely response to alarms by on-site personnel or by persons normally
close enough to hear and report them, Sabotage is by no means limited to
the activities of foreign agents. Damage can be done by a disgruntled
employee, members of dissident or anti-war groups and sympathizers, and
mentally disturbed individuals, unable to differentiate between right and
wrong or to consider the consequences of their actions. It is significant,
however, that personnel in all of these categories are very often readily
exploitable by the agents of foreign powsers,
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3. Protective system neutralization.

» a. The possibility of intrusion detection alarm system neutrali-
zation is a basic threat and must be considered in all applications of
such systems. Although these systems are designed to improve security
against intrusion, the potential intruder must be regarded as an intel-
ligent, technically competent individual who has determined or will
seatch for means o negate the effectiveness of the system. While se-
curity personnel must insure security on all sides of the defined secur-
ity interest, the potential intruder need find only one weak point or
"chink in the armor." This is much easier than the security engineers
job of creating a new system or eliminating inadequacies in an existing
system, In devising a system for neutralization of a barrier, the in-
truder has not only his own initiative and inventiveness to rely upon
but also the errors of security personnel who designed the system and
of those who maintain it. The most vulnerable element of an intrusion
detection system to neutralization is the transmission line between the

alarmed area and the annaniciator panel or alarm device. It is axiomatic .

that the sensitivity or value of material being protected will determine
the sophistication and type of system employed and the degree of trans-
mission line supervision (physical or electronic) required.
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_ CHAPTER II
INTRUSION DETECTION ALARM SYSTEMS:

1, General,. . .

a. Intrusion detection or protective alarm systems provide an
electrical and/or mechanical means of detecting and annsuncing proximity
or intrusion which endangers or may sendanser *he security interest being
protected., These systems, when properly uiilized in a security system,
constitute a valuable adjunct to the basic cecurity elemsnt, the guard
force, Alarms posses no inherent capability to provids security other
than the deterrent influence they might create. Howsver, when integrated
into a preplanned or existing security system thsy serve one or more of

the following purposes:

(1) Permits more economical and efficient use of manpower by sub-
stitution of mobile responding guard units for larger numhers of fixed

guards -and ‘or patrols.

(2) Takes the place of other necessary elements of physical security
which cannot be ured because of ruilding layout, safety regulations, op-
erating requirements, appearance, cost, or other reasoins

(3) Provides additional controls at v1ta1 areas as insurance agalnst
human or mechanical failure.

b. The outstanding advaniage of an intrusion detection alarm is
measurahlie reliahility. Although there i1s a wide range of complexity
between the various alarm systems, test and evaluation information is
usually available or can be obtained to determine what degree of se-
curity can be expected from the device, This determined degree, high
or low, can he expected for most situations that the alarm would he
expected to encounter. While a particular alarm system does not have
the thinking and reasoning capahility possessed »y a human guarcd and,
consequently, cannot he used in a comparable varieiy of situations or,
in some cases, not at all; neither does it have the variation of re-
sponse to given stimuli. The protective alarm, good or bad, is reason-

ably consistent.

c. The application of a particular system (or combination of systems)
in a specific situation is a highly specialized matter requiring car=ful
consideration of all factors ithat will affect the system operation and
usefulness. These factors are dlscussmd in greater detail in a Pubvequent

portion of this handbock. .

d. A protective alarm system is usually made up of four parts:

-
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(1) The detection er triggéring Zsvice. This is the component which
detects the situation for which it w2z designed. It initiates the sig-
nal that will ultimately provide the zlarm. !

(2) The responding or alarm devize. This component is a device that
receives the alarm signal and conver=z it into a usable response designed
to correct or allow correction of tr + undesirable situation which has

been detected.

(3) The transmission system. 7-.1s component transmits or transfers
the initial signal to the location z- which the alarm is sounded.

(L4) A supervisory provision., T-.1s component, although not required
for routine operation of the system, Zs necessary to provide an immediate
means of determining that the syste~ 2nas become inoperative and’or 1o
provide a self-contained power sour:z= to meke available the necessary
operating voltages in the event of = zower failure. This provision is
often integrated into the respondinz <device to allow an alarm in the event
of failure. In somc systems, this provision will be coupled to the
transmission system to alarm if thew= 1r tampering with the wire lines
evidenced by a certain increase or <<crease in the amount of current flow,
in addition to announcing a complets cessation of functioning.

2.  Delection devices,

a. Detection devices are usually designed to detect a single. pheno-
menon, The choice of what type of ~-~%ection device is to be employed
is based upon what will be most react. 1y detectable in the given situation.
It may be desirable, in some cases, -7 employ more than cne type of de-
tection device to protect against a. possible methods of entry. Usually,
similar equipment is manufactured by several companies. Such equipment
will operate on the same basic prinniples, but may very well differ in
refinements. These differences may, under certain circumstances, alter

the dejree of security provided.

b. Electro-mechanical or curren!t continuity devices are designed
to effectively place a current-carrying conductor in a position which
stands between the intruder and the ~nclosed area to be protected. 1In
each case, the conductor carries current that retains a holding relay
in the open position. A cessation nf the current flow in the device
releases the relay and allows its contacts to close, which closes the
alarm circuit and provides ihe alarm. Current continuity devices may be
of the following types:

(1) Motal tape or foil. This type of device is a thin strip of
mebal foil which is applied Lo the j/lass surface of windous or glass

doors in' a continuous pattern beginning and ending at contact points
providing voltages of opposite polnrities to cause a continuous flow of
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current through the foil. The object is. to arrange the pattern of the.
foil in such a way that breaking the window will break the foil and
will, as a result, cause a cessation of current flow,

(2) Screen. This device is simply a lacing of a conductor back
and forth across an arca of structural weakness in such a way thot cut-
ting or breaking through the barrier would also break the conductor and
cause a cessation of current flow, The screen is often applied %o door
panels, since they are usually weaker than the walls of the room or the
remainder of the door, It may also be constructed within walls, ceilings,
etc. to detect entrance made through thece_tuilding surfaces.

(3) Contact switches. Contact switches are elecirical contacts em-
placed in such a position on doors, windows, or other openings capable
of being closed, that when the opening is closed the switch is c.osed and
there is a continuity of current flow in the circuit to the holding relay.
However, when the door or window is opened, the contacts separate and
the resuliant cessation of current flow activates the alarm. These de-
vices are sometimes manufactured with two separate circuits operated by
two switches., The first circuit is a current continuity circuit as de-
scribed above. The second circuit is a portion of the alarm circuit
which provides a normally open switch connected parallel to the open
holding relay and physically located at the door or window in such a
way that opening the door or window will cause the switch to close.  Thus,
opening the door or window will open the current continuity circuit and
close the alarm circuit in two ways: first, by means of the holding re-
lay and secorndly, by physical closure of the switch parallel to the re-
lay contacts. Contact switches are of two general types:

(a) Simple contact. The simple contact switch is designed so that
the movement of the door or window either physically releases a bind
tension on one of the contacts and allows a constant spring tension to
move this contact from its electrically closed position, or the movement
of the door or window physically removes the contact affixed to it from
its counterpart on the window or deor frame,

(b) Magnetic contact. This device is composed of two self-con-
tained units--a switch unit and a magnetic unit. One unit is emplaced
on the door or window frame and the other on the door or window in
very close proximity to the first. The switch unit contains the con-
tact switch which, when unaffected Ly the magnetic unit, is held in an
open position under spring tension. When tha switch unit is moved to
a position adjacent to the magnotic unit, the pull of the magnet over-
comes the spring tension and closes the switch, This is the normal
guarding position. Opening the door or window removes the switch from
the magnetic influence of the magnetic unit and allows the switch to
open, which, provides a break in the circuit of which the switch is &
part, with a consequent cessation of current flow.to operate the alarm,

7

GO a8



(4) Vibration detector. The vibration detector is a self-con-
tained switch in a small housimg unit, Mne contact of the switch is a
small pendulum-like weipght which is held undsr slight spring tenslon
in contact with the other &witch contact and maintaing a cleosed elect-
rical circuit. An attack on the surface to which the device is attached
causes vibrations which swing the pendulum away from its normal position,

opening the circuit and causing an alarm., This device ie used as a
measure of protection against attack through walle, ceilings, and ex-
Lemsive glass surfaces,

Since current continudtly devicss serve morely to clese a circuit,
they are vilnerable to he'ng passed by attaching a jumper wire around
the device. parallel to i+, Although in theory the installation pro-
cedure is such that access to the electrical components is denied an
intruder, this is sometimes difficult to accomplish. In addition, the
establishing of a parallel jumper can be accomplished some time prior
to the expeacted intrusion by a pesrson who can gain access to the windows,
doors, or electrical cireuits during the normal operating hours of the
office or building, for us> during periods of greater privacy.

ot
-

c. Photoelectric deteciion devices are designed to transmit a beam
of light from a light source to a light-sensitive receiver, which will,
1 in turn, react to a cesration or subgtantial decrease of received light
(:D This reaction results in th2 initiation of the alarm sigral. The com-

: ponents are arranged in such a way that the bteam of light crossas the
approach to the area to be protected.

il

(1) The ba51c requirement of this system is that the wave langths

; of the transmitted light be compatible with the receivahle frequencies
y of the photoelectric cell in thD receiving unit. This precents no
k particular preblen, bowuvnr gince most 11ght sources cover essentially

all of the visible sp?cbrum and are also richer in rays of lower fre-
quency than visible light, i.e. infrared. Mast photocelectric cells re-

4 act to both infrared and visivle light. The receiver operates by re-

3 ceiving the light and, by means o? *hm photoelectric cell. converts ihe
y light energy into electrical energy which is used to establish an

i glectrical situation that may be con51dered as normal and from which

variations may be measured. Large variations in the amount of light
received by the photoelectric cell produce variations in the output
the unit and are transmitlied as the initial alarm signal.

4
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(2) This basic arrangemont of light source and recaiver is suf-
ficient to provide a signal when the light beam is broken and is often
used in this simple and unmodifiisd form for door opening and similar
purposes, but to be at all alffective as a protective alarm, certain
modifications are neceasary.

12 in-

(3) If the light bean iz visidtld, it way bo avoideod by t
Prared 11 2ol aver the

Ly Lruder,  For ihis reacon, indrarod ilicors are ugually pl
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light source so only light invisible to the human eye is transmitted.
Since photoelectric cells are sensitive to infrared, no mbdlflcatlon
to the recoiver is nccessary. The attenuation of the VLs@ble light,

however, resulis in less lighl energy reaching the receiver., There-
fore, either the lighl source must be increased, the received signal
must be more greatly amplified, or the system must operate at a re-~

duced range. .

(4) Since the receiver oprrates normally on received light energy,
any light source, visible or intrared, with sufficient strength could
satisfy the requirements., Thuu, the intruder, after locating the re-
celver, could tapz a ilashlipht!. across the receiving aperture and break
the beam from the system lighl source at will, the flashlight now ful-
filling the light requirements of the photoelectric cell, To counter-
act such possible action, it is necessary to alter the transmitted
light and to make the receiving unit selective so it will accept the
light from the system light source but will not operate normally if the
received light differs from the transmitted light. This requirement is
fulfilled currently by modulating the 11ght source to a frequency for
which the receiver has been tuned.

(5) The simplest means of modulatlng the transmitted light is to
beam it through a propeller-like baffle which is spun by an electric
motor. The receiver must be tuned to a frequency span which will match
the revolutions per minute of the motor and will also include fore-
secable variations in motor speed caused by temperature change, lub-
rication status, and wear.

(6) A more recent method of accomplishing the modulation is to
modulate both the transmitter and receiver with a signal from an os-
cillator connected to both. This provides a more accurately modulated
signal and allows the receiver to be selective not only from the stand-
point of frequency, but of phase.

(7) Another system which is currently employed to counteract the
utilization of a flashlight to bypass a photoelectric detection device
is the insertion of an opaque shield containing a small aperture im-
mediately in front of the phcotocell. The aperture is located at the
focal point of the lens of the receiving element when the light source
is located, for all intents and purposes; at infinity. Unless the
light source is located on the center axis of the lens, the focused
light will not strike the apsrture. However, this arrangement docs
not satisfy a situation in wiich the flashlight is held in front of
and within two or three inchss of the lens. Since the lens is focused
at infinity, bringing the fi;~hllght into such proximity to the lens
allows a wide spread of unferised light to fall on the baffle (since
the focal point has now movel a considerable distance to the rear) and

- allows sufricient light to piss through the aperture to satiefly the re-
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quirements of the pholocell. If a photoelectric detection device using
non-modulated light muct be nmployod it is necessary to emplace thn
receiving unit o that it is nol possible to reach it without croeving
the beam, This is best accomplished with mirrors.

(8) Photoelectric detection devices may be used indoors and out-
doors. Exterior units are designed to provide the units with protection
against the clements. Some are equipped with selfi-contained heaters Lo
maintain o roeaconably constant operating temperature. 'To allow other
than a single straight beam of light, mirrors are provided to reflect
the beam throusrh the degired angular displacement. By using the mirrors,
the beam may alego be ziguagged back and forth across a room to make it
more difficult to aveoid. The effective range of the system is decreased
by use of the mirrors, however, due to the light loss during reflection.

(9) As a protective alarm detection device, the photoelectric system
can be congsidered as little more than supplemental. In spite of its
using invisible light the infrared beam can be detected by a metascope
and will cause an indication on a sensitive phovographic exposure meter.
To operate, it must have its telltale apertures and, in many cases, mir-
rors to provide a path for the light, even when the equipment is concealed.
The effective width of the beam is usually less than six inches and, once
located, can te avoided. Although it would involve some equipment and
trouble, the modulated light can be duplicated by . using a sampllng of the
transmitted beam to trigger an electronically modulated light source carried
by the intrud.r, to satisfy the requircments of the tuned receiver. Except
for this latier poscibility, the photeelectric system is highly effective
against vehicular movement through it, since it 1s impractical to attempt
to move the vehicle over or under the beam. Although the system may be
effective for vehicles the effectiveness may be limited to a given sit-
waticn by the possibility of stray animals or flying matter passing
through ihe beam, thereby causing false alarms.

d. Proximity detection devicec operate by surrounding an object with
an electrical field in such balance that absorbtion of some of the pro-
duced energy by the entry of an electrically conductive body into the
Tield creates an imbalance in the system that results in the initiation
of an alarm signal., Although the results of the systems are essentially
the same, there are two operationally different types of proximity alarms

(1) The electromagnetic detection device is basically a low power,
low frequency radio tra emitter with two receivers tuned 1o net with the
transmitter., The detection field is established by three parallel wires,
the center wire veing an antenna to the transmitier and the two outer
wires antennae to the two receivers. In operation, the transmitter trans-
mits a radio signal causing electromagnetic waves to radiate concentri-
cally from its antenna., These waves are inductively received by the

10
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outer wires and create voltages.which are received 1nd detezs -3 by the
™R

reccivars., In tuning the system the output voltares from th: rocelvers
are made rgual and eopposite and fed into a corpnricon cirent-  “hare they
cancel, causing an abgence of output from the comparicon cir it. IT

a conducting bhody moves into the radiating £i-ld of the tran - ltter so
that ¢ome of the wnerpgy destined for one of the rorcivins an- -<nnae is
absorbed, the output from that receiver is less than the ouxs -t from the
other receiver. Thies reflects itself at the comparicon circ..3 as a
difference in voltage and an outpul from the cormparisom civ: . .3 rasulis,
This output ig the initial alarm gignal. Since the center w;:c is a
transmitting antenna, it must be preperly tunsd to effcetive . - radiate
its gencrated energy. Ideally, this is accomplished by acht _ng a pre-

cise length of wire which will cause resonance for the freq. -2y at
which the transmitter is being operated. Since this is not :lLways pra-
ctical, a loading coil is used to create a theoretical leng:- to provide
the resonance. Loading the antenna in this manner greatly =--2nuates
the transmitted signal at shorter wire lengths to a point a- +«hich the
device is no longer effective, The minimum length of antenrz will de-
pend of ccurse, upon the transiitting freguency and the tur.-g arrange-
ment, but it can be safely said that an antenna shorter tharn 20 feet
would render the device ineffective. : )

(2) The capacitive (electrostatic) detection device opwrztes super-
ficially in the same manner as the electromagretic including .n some
applications, the use of the three parallo] wires, The capz.ltive alarm
is generally more versatile than ithe electromagnetic since - does not
require the lengths for tuning that thes electromagnetic devi~z does.

The capacitive detec 1on device is, in effect, a large elec*ric conden-
ser which radiates as does its smaller counterpart, electrs-iatic lines
of force created by a bulld -up of electrons on one plate whizh 1s separ-
ated from its second plate by air as a dielectric. There ars several
possible applications, but each involves a conducting body r.7ing into
the electrostatic field. after a balance has been achieved ar~ absorbing
some of the energy to disrupt this balance. The situation resulting

here is similar to that brought about when one moves close %% an old
radio and hears a squeal. The energy absorbed by ithe body ~azuses an in-
ternal circuit to break into oscillation creating an initial alarm signal.
Some systems of this type provide a second plate in the forn of a wire

or grid separated from the first, which can also be a wire or can be a
metal cabinet. Other systems dispense with the second plat: and let
ground fulfill this function, '

(3) Both the electromagnetic and the capacitive system. lend them-

“selves well as fence alarms.  Simce the alarm signal is crenbod by

mere proximity to the wires, it is essentially impossible Lo Lamper
with the deteclion device. Attempting to tamper with the wirec by stand-
ing outeide the field and cutling the wires with a long-handloed non-
conducling instrument is equally unproductive. since the changing of the
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wire len-th would create the alarm signal. As fence a]ar%s, the wires

are vithur strung on incular:d ?ra:&ots on an eYlStlnb porlmﬁtﬂr fence

or established on their cwn poles as a ourely alarm-type fence When
inctalling this device, care must be exercised to devige a means Lo pre-
clude the alarm's being set off by curious or mischievous persons juct

to see guards come out, It is desirable to have a definite barrier Hﬁ~
tween the fence and arcas of uncontrolled traffic. .

(L) The capacitive detection device is also effective for interior
uce. The wirez can e sirung across hanks of windowz or around dror
frames. It is frequently used as a cabinet alarm for one or more metal
cabinets or safes wthh are wired as the charged plate so thes alarm :
signal will be initiated when a person apprraches them.

e. Acoustic detection devices are those devices that are actuated
by the sound or vibrations made by the intruder during his approach or
as a result of his atliempt to gain entry. The principles of operation
of this type ot device are comparatively simple, Regardless of appli-
cation, sound waves or vibrations are picked up by a microphone which
converts them to electrical energy. ' This electrical energy is amplified
and transmitted to a recsiving apparatus which reconverts the electrical
signal to sound waves similar to the original. The receiver also may
use the electrical energy to actuate an alarm device.

(1) When applied so that-a reproduction of the original sound is
required to be transmitted to a remote location, the detection device
will congsist of onc or mere roasonably sensitive microphionegs, capable
of accepting sound waves in the audio range, and an audio amplifier to
increase the elzctrical cignal to a level which would allow transmission
to the remote location. This detection component then feeds into a
transmission link (radio or wire). The signal ultimately arrives at
the remote receiver where it is transformed into audible sound waves.
Those sounds, capable of being heard by a person in the vicinity of the
sound source should also be .detectizd by the system, Lower level vib-
rations in the walls, ceilings, or floors, resulting from an attack on
these surfaces, may not bte transmitted if there is insufficient sen-
sitivity in the system.

(?) When applied in such a way that a reproduction of the original
sound or, in this case, vibration of a building surface is used to actuate
an alarm device, contkct microphones should be strategically located on
those portions of the building surfaces capable of measurable vibration.
Since these contact microphones would not caus: an alarm from reception
of low or normal level sounds within the room, ordinary audiv microphones
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may also be employed. This application is designed to dotect the at-
tenpt al entry by a means which would create a registerahle sound or
vibration, osuch an cutling, ripping, jimmying, or other forceful entry,

(3) The above two methods are often combined to allow an alarm to
be actualud by sound or surface vibration in order to attract ihc attention
of the puard, and to allow him Lo monitor an audio reproduction of original
sound to provide a remote check of the cause of the alarm,

(L) In exterior applications the acoustical alarm may be uzed under-
ground to detect the surface approach of anm intruder or to detect digging
or tunneling op<rations in the vicinify. In this application, the use
of more than on¢ microphone or transducer is required io allow a signal
comparison and neutralization in the event sound is received from aircraft,
traffic, or other distant source of loud sound. An alarm caused by such
sound sources would be undesirable, and yet the desired sensitivity would
allow such false alarms if a means were not employed to prohibit them.

By comparing the signals received from more than one microphone it is
possible to cancel a signal caused by a sound which reaches two or more
microphones with approximately equal intensity, thereby limiting the sounds
causing. the alarm to those occuring close to the microphone.

(5) Acoustic detection devices, for the most part, can be applied
to quiet areas only. With the exception of those employing cancellation
circuits, all -are susceptible to causing false alarms when innocent
sounds or vibrations occur. The sensitivity of these devices must, for
this reason, be set at a level to allow normal sounds withoul setiing
of f the alarm. Consequently, if the intruder were aware of the existence
of the acoustic device, he could possibly govern his actions to maintain
a required level of quiet. )
f. Movement detection devices are designed to create an alarm when
there is movement of any sort within the established limits of the de-
vice. There are several types of movement detection devices--sonic,
ultrasonic, radar and optlical.

(1) Operation of the ultrasonic and radar devices is based upon a
principle called the Doppler effect. The principle of the Doppler effect
is that when a source of transmitiszd waves, either electrical wavee or
sound waves, and the receiver of the waves are moving toward or away
from ecach ou‘or, the received sigral will be of higher or lower frequency,
respectively, than the transmitted signal.

(a) In the case of the transmitter and receiver moving loward
each other, the distance moved during the period of time heilwcen wave
emissions 1s subtracted from the adtual length of the transmitted wave,
giving the tranemitted signal, in =ffect, a shorter wave length and con-
sequently, a higher frequency or, in the case of sound waves, a higher
pitch.
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(b) Just the opposite is true when the transmitter and receiver
are moving away f{rom cach other. In this cagse, each successive wave
has to travel farther Lhan Lhe proceding one boefore it is received.
This results in a longer wave length than the designed wave length
and a rcoultant lower frequency. - '

(c) The same principle ic applied in a situation in which hoth
the receiver and tranemitter remain stalionary, but 'in which there is
a moving object, capable of reflecting the waves from the transmitter
to the receiver. In this case, the receiver sees the reclecting ob-
ject as the tranesmitter; since it is from the reflecting object the
siynal is received, Thug, in theory, if the reflecting object is moving
toward the receiver, the received signal is of higher frequency than
the transmitted signal, and if the reflecting object is moving away
from the receiver, the received signal is of lower frequency than the
transmitted signal. In actuality, there will be two frequency changes
in this case. The reflected signal will differ from the transmitted
signal because of the movement of the reflecting body in relation to
the transmitter, and the rece:v‘d signal will differ from the reflected
signal because of the movement ‘cf the reflecting body in relation to
the receiver. The direction of movement in relation to both the trans-
mitter and receiver will determine whether these differences are added
topether or subtracted from one another. The only situation in which
one would cancel the other would be when the reflecting body is moving
along a straight line between the transmitter and the receiver,

(2) The ultrasonic movement detection device is so named because
it employs sound waves above the audio range; i.e. of a frequency higher
than the human ear is capable of receiving, In operation, the ultra-
sonic device transmits a sound tone which permeates the room in which it
is contained with sound waves. These sound vaves are received directly
and reflectively by a receiver, Samples of both the transmitted signal
and received signal are fed to a comparison circuit. As loag as there
is no movement in the room, the received signal, including both the weaves
received directly from walls, ceilings, floor, and objects in the roomnm,
is of the same frequency as the transmitted signal and the two compared
signals at the comparison circuit cancel out. When there is movement in
the room, the signals received directly from the transmitter and those
reflected from stationary surfaces and objecls remain unchanged: how-ever,
those signals reflected from the moving object will differ and the re-
sultant signal sent ITrom the receiver te the comparison circuit will
differ from the vignal sent from the transmitter to the comparison circut,
This results in an incomplete cancellation and the initiation of the
alarm signal, .

(a) Since a single ultrasonic transmitter has its ran: ze limit, it
is necessary, in larger rooms or arcas, to use more than onc.tranuw1tter
and receiver, The construction and contents of the room will alse have
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an effect upon the volume a single unit is capable of filling with sound
waves., [upty rooms, without struclural obstructions, attinuate the
sound waves tfar less than roomg with heavy drapes, cof{ furniture, rugs,
ete., since Lhese abjects abisort or muffle some of the sound. Determining
the unit requirements for such installations requires a survey by perconnel
qualified in this field, usually contractor personnel,

(b) This device is unaffected by extorior neise in the audio range.
It reacts only to movement within its area, It can be adjusted to such
a degree oI sensitivity that the movement of air causcd Ly fire, or by
air conditioning, will activate its alarm, It is a very effective.de-
tection device for the sscurity of a closed area since it will not cnly
alarm when a door is opened or when a wall is broken through, but will
also cover the eventuality of the stay-behind intruder, the intruder who
entered the room when it was open for operation and hid himself there,
It will not, however, alarm if cabinets or containers placed flush against
a wall are attacked through the wall, since no movement is executed in
the path of the sound waves., The protection provided by this device is
contained by the walls of the area in which it is operating. Consequently,
it will not cause false alarms because »f movement beyond the walls,

(3) The radar movement detection device operates on essentially
the same principle as the ultrasonic. The difference is the type of
vave employed. While the ultrasonic uses a sound wave, the radar device
uses an electronic wave of extremely high frequency, usually in the fre-
quency spectrum of around 350 megacycles per second. Tha radar detection
device tranemits its signal, which is reflected back to its antenna and
is received by a recciving unit. A comparison circuit compares the
transmitted and reflected signals, from the standpoint of phase shift
of the electronic waveform. If there is no movement in the area the
vaveform remains constant in its phase relationship: however, when the
beam is reflected from a moving object, the phase of the reflected wave
w1l shift; i.e., the positive and negative peaks will occur at a slightly
different point in time from the point at which they would have occurred
had the object not been moving at the time the wave was reflected. As
with the ultrasonic, this difference in the received reflected wave
causes a difference in voltage, which becomes the initial alarm signal.
The employment of a radar wave, as opposed to a sound wave, creates
reveral operational dlffarenc° between ultrasonic .detection and radar
detection.

(a) While the sound waves are contained within an inclosure of
any solid material, the radar waves will penclrate many sttstances,

Plaster walls, for example, will be penetrated to a high dzgree. A per-
son or object moving on the ouiside of the plaster wall woulid reflect
the signal through the wall once again, and:would cause tiz device to

alarm. 1If this characterisiic is undesirable in a given situation,
il is possible to decreace its effecets by decroasing the cower of thv
transmitter or by covering the walls with a metal foll thr_ough which
the cignal will nol penetrate.
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(b) T radar Leam is completely lins of sight because of the high
freauweencies saployed,  IF movement occurred behind an object made of a
material whioh the beam would not pensirate, .. a metal desk or cab-
inet, the movemenl could not be expected to be detocted,

(c) Although the radar beams can be expocted to he reflected to some
measurahle degroo from any conventional solid material, radar absorbing
matorial has been developod which can he moved within the operating field
of ‘a devicn of this type without registering by reflection and, consequently,
without causing an alarm, A shield of this mablerial, however, ic large.
and bulky and, if obzerved, is likely to eoxeite curiosity. In most sit-
uations th2 intruder would probably find such a shield awkward to trans-
port to the area in a surreptitious manner.

(d) Since sound waves attenuate rapidly in air, a radar detection
unit producing an output cowparable to that of an ultrasonic unit could
be expected to provide greater range for coverage of a larger area,

(4) The sonic motion detection device is so named because it uses
audible sound waves, continuously transmitted within a. protected area,
to detect the movemont of an intruder into or through the field of sound
waves,

(a) The sonic dets=ction cystem emits a low frequency sound which is
compared with an internally generated signagl. Differences detected in
the phase relationship of the reflected enerpgy are converted to voltage
changes., These voltages, when sufricient, causz an alarm condition to te
registered at the monitoring station.

~

(b) Sonic systems are best suited for areas where walls, floors and
ceilings are easily penetrable or windows and doors are loose fitting.
This type. system can normally be expected to provide a more economical
area protection system than 1s possible with a combination of less
sophisticated devices. The area heing secured should be free of any ex-
posed moving masses such as fan blades, drapes or other objects being
blown about,air currents at variable tempesratures, or high-velocity air
streams. :

(5) Optical enclosed-space or volumeiric intrusion detectors are of
several types. The -most frequently encountered types are:

(a) A system incorporating a balanced pair of photocells and asssciated
gensing circults which can detect differential changes in lighi intenczity
caused by a moving object or intruder in a controlled light environment.
Uncontrolled light such as daylight will affect the operation of such
systems,

16
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(b) Another syctem in this category consists of a numher of photo-
cells mountod in a camera and a 1ipht source modulated at €0 hertz. The
modulation ig obtainad by connecting a rectifier in series wmith a mod-
ulated Ligzht zourcoe, The use of a modulated light cource and a timed
amplifier in this gystem reduce the system sensitivity to outside light.

(6) Although a closnd circuit television system is not, strictly
spcaking, an alarm device, in that it is normally not used to create an
alarm signdl, it is a delection and is frequently used in a physical
security system to extend the function of guard personncl.

(a) A basic closed circuit television system is composed of a camera
unit, a control unit, and a monitor unit. The camera converts a visual
image received through its lens system to an electric current modulated
in proportion to the light received. This is accomplished as the camera
effectively scans parallel horizontal lines of the scene it faces in such
a way that the light at the point being scanned at any one instant pro-
duces an amplitude-of electrical current comparable to it. This modulated
current is ultimately. transferred through cables to the monitor. The
monitor is a television receiver tuned to the carrier frequency of the
camera, A synchronization signal is employed in the camera and the monitor
to cause the sweep of the beam lighting the face of the monitor's picture
tube to agree with the sweep of the camera's image converter tube. This
synchronization or agreement must be such that the sweep beams begin at
the same point, cross the tubes at the same rate, fly back at the same
rate to the same relatlive position on the next lower level, and proceed
in this manner until the field of the camecra and the picture tube have
been covered, at which time the process is repeated. Since the light
from the scene is modulating the beam of electrons sweeping the face of
the picture tube, this beam is able to paint its picture in lights and
darks as it sweeps back and forth across the tube. The control unit is
used to make adjustments to the variables of the camera's operation. Var-
iou~ lenses and accessory equipment may be employed to allow the system to
fulfill the installation's requirements.

1., The camera unit can be equipped with several types of lenses in
much the same way as a motion picture camera. There are available, in
addition to the normal lenses, wide-angle lenses to increase the field of
view and telephoto lenses to effectively bring the viewer closer to the
scene., Lenses are available in several focal lengths to allow for the
desired wide-angle or teldphoto effect.  Some camerag are equipped with
lens turrets to allow wide-angle, normal, and telephoto lenses to be inter-
chanyed rapidly. Zoom lenses are also available to allow changing the
received picture effect from wide-angle through normal to telephoto with
the single lens. Any effective focal length betwsen the designed ox-
tremes may be chossn to provide a picture of the desired field or magni-
fication, )
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2. Remole controel cguipwent which may be desirable includes a re-
motely controlled pan amd tilt pedestal, which allows positioning the
camera in the degired horiwontal and vertical direction from a romote
Tocation. The lens turrets and the zoom lensecs may be remotely controlled
so routine obsurvation covers a wide field of view but the telephoto
effeclt may be used to provide closer ohservation of a sugpect arca or
person. A scanning mechanism causes the camera to turn at the rate of
aboul 2 RPM to provide all-around observation. Accessories to protect
the camora cquipment from the weather are necessary for outdoor instal-
lation.

(b) The closed =ircuit television has four guarding advantages
capable of exploitation in a security systen.

1. The use of cameras in several areas with corresponding monitors
in one central location allows one guard to make frequent checks of these
areas.

2. The cameras can be located in areas that would be hazardous to
guard personnel.

3. Under extremes of temperature and climate, the use of the tele-
vision system will allow the guard to be in a more comfortable location
and, ideally, to be able to better apply himself to his duties.

g. By using romotely conirolled lens turrets or zeom lenses, the
guard is able to almost instaneously move up visually to examine a sus-
picious circumstance. This, of course, can be accomplished as well bty
the guara in the area, if he has heen equipped with comparable optical
cquipment, +

(c) Therc are also several nossible disadvantages to the use of a
television system to replace the guard in the area,

1. The televislon screen will not provide as faithful a reproduction
of ihe scene as will direct vision. For this reason small detalls may
not be discernible.

2. Dividing a guard's attention between several monitor screens may
not provide the continuity of coverage desired.

3. The resultant eyestrain and boredom of watching an area through
the medium of {elevision may cause a lack of attention.

Q. The areca to be viewed may contain sufficicnt obstructions that
even several cameras could not give the coverage provided by a roving
guard or guard patrol. o ‘
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5. The camera is incapable of taking corrective action in the event
of an undecirable gituation. The time required to move & guard or guards
to the areca covored by thoe camera may be excorcive,

g. Since fire ic one of the simplest and mdest destructive methods
the saboleur has at his dicposal, fire detection devices muct be consid-
ered agc protective alarm detection devices. Devices of this type are
urually designed to fulfill one function only.  Fire hae three detectable
properties: Iight (vieible and infrared), hea' (convoctod and radiant),
and smoke., Which of these is to be detected is dependent upon the sit-
uation at the installation being surveyed.

(1) ILight detection devices operate on a photoelectric principle. The
light generated by the fire is received by a photoelectric cell and con-
verted to electrical energy to provide an alarm signal. Light detection
fire alarm devices must be so selective that steady continuous light
does not. actuate the alarm, but that the flickering light of a flame will
do so. The advantage of this type of device lies in its uce in open areas
or large areas which would dissipate heat rapidly. It is effective in
any application in which the flames could transmit light to the device.

(2) Smoke destection devices, also photoelectric in nature, operate
on: the same principle as the photeelectric anti-intrusion device. This
unit includes the photoeleciric reteiver containing the light sensitive
cell and its own light source., When smoke passes between the light source
and the recelver, the intoneity of the received light is deacroaved by the
filtering action of the smoke. This causes a change in the electrical
output of the photeeleciric cell and a consequent alarm signal. This
type of device is most applicable to poorly ventilated areas, which would
tend to produce smoldering fires.

(3) Heat detecting devices are of two general types: fixed temper-
ature detectors and rate-of-temperature-rise detectors,

(a) A fixed temperature detector is a device which is capable of
being. set to provide an alarm when the temperaturc in the vicinity of tho
device has reached a previously selected level. These devices are
usually of simple thermostatic design using metals of high coefficient
of thermal expansion to cause electrical contacts to move together and
close to complete the electrical alarm circuit. This type of detector
can oporate at various cut-off temperatures, usually in the range betweon
approximately 1L40° and 350° ¥, The devices are employed in prefercnce Lo
the rate-of-temperaturc-rise dotectors in situations where the routine
operations thomselves cause rapid lLomperature fluctualions, 'such as boller
rooms, anncealing rooms, ctc.

(b) Rate-of-temperature-rice detectors funciion by mezasuring rapid
riges in the lLemperature in the vicinily of the device. Some dovices of
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this lype are actuazted by radiant heat, making them adaptable to large
areas or to arcas where the movement of air might make conviction heat
detection devices less effective. f

(¢) Any detection system composed of two detection devices, one ex-
posad and one shiclded from direct heat, can be used as a rate-of temp-
erature-rise detector by comparing the temperature differences. This can
be accompliched by using thermocouples (joined wires of dissimilar metals)
to convert the heat enerpgy to electrical cnergy. In operation, when ihe
room temporature rieges slowly, the shielded device and the exposed device
warm at about the game rate, but when there is-'a rapid rise in ilemperature,
as would «xict in the event of a fire, the exposed elements warm faster,
creating a moasurable difference in received heat, consequently, a marked
difference in electrical output. This, in turn, provides the alarm signal.

(d) Another rate-of-temperature-rise device is the pneumatic fire
detector, This system employs thin copper tubing which terminates in
air chambers which are equipped with a movable diaphram capable of closing
an electric circuit when bulged. When a fire starts, the temperature in
the immediate area increases rapidly. This causes the air inside the
tubing to expand rapidly and to press against the walls of the air chambers.
The metal diaphram provides the line of least resistance, because of its
flexibility and bulges, which close the electrical contacts and transmit
the alarm signal. Slow temperature changes expand the air in the tubing
slowly, but emall breather vents allow sufficient air to pass in and out
of the syctem to equalize incide and outside pressures. '

(e) Sprinkler systems, although not alarm devices, both detect and
combal fire. In this system, each sprinkler head located on overhead
water pipes is plugged with a low melting point metal. When the temperature-
reaches a certain level, the metal plug melts and the water is released
in a spray to extinguish the fire. In this respect, it could be classed
as « fixed temperature detector, in spite of the fact that no alarm is
transmit*ed. However, a waterfiow alarm system can be used in conjunction
with the automatic sprinkler system to sound an alarm when the water in
the pipes begins to flow. Combining these two systems offers the follow-
ing advantages in a situation in which a fixed temperature detector ac-
complishes the desired result: first, the automatic sprinkler system
provides immediate sprinkler action as soon as the heat reaches the pre-
determined point and water continues to flow until manually shut off,
Sccondly, the waterflow alarm alerts guards or fire-fighting personnel
to the flow of water, which causes them to proce=d to the area so pro-
tected to hasten the extinguishing of the fire and stop the flow of water
when it is no longer needed.  This action reduces the damage caused by
fire and by waler. Finally, the waterflow alarm alco detects rupturcd
pipes or olher leaks in the system. ) .

20

F T N S e A RS LR e 5 ;
R N L e S LA F ARV S O e g Y R e AT S Lk e TR e K o e e iy

e wcn e



»

CEAS b e

Axd

3. The Responding Davier,

a. The basic function of a responding device or control panel is
Lo receive the intrusion signal from the deteclion device and alert
monitoring personnel that the protected area has been compromised by an
intrusion. The manner in which this is accomplished varies with onch
manufacturcr., In general, a buzzer or bell and a light are activated
when an intrusion occurs. In addition, all operationally acceptred con-
trol panels are cquipped with both audible and visual signalling devices
which, when activated, announce that a change of conditions or trouble
has occurred in the system, such as the following:

(1) Tampering by a would-be intruder with the detection devices or
reporting line, with the purpose of attempting to breach the systemn,.

(2) Failure of component parts of the equipment to function properly
(fail-safe).

(3) Failure of the power supply.

b. Another function of a control panel is to provide the electrical
energy, from a central power source at police headquariers, necessary to
operate the electrical components of the system. Il must he pointed
out that some manufacturers provide the electrical ecnergy to operate the
detection devices only, from a power source in the protected area and
not from the contral panel. For added protection to the entire system,
all electrical power should, when feasible, be provided from the police
headquarters where the control panel is located.

c. When discussing control panels, it must be pointed out that the
number of control panels reguired in an intrusion detection system is
necessarily dependent upon the number of areas to be protected and ihe
capability of one contrel panel to identify alarm signals received from
more than one protected areas. Some control panels can only identify
alarm signals from one area, while others have the capability of identifying
alarm signals from many areas. Since the capabilities of a control panel
varies with manufacturers, the number of control panels required for the
number of areas or zones to be identified must be determined from the
Mmanufacturer of the equipment under consideration. Thus, several conirol
panels may be required for consolidation into one master control panel.
The master control panel is usually located at police headquarters,

d. Although the recponding dovice is desisned primarily to attract
the atteniion of guard personnel by visual and/or aural alarms, this de-
vice can also cauvse Lhe performance of any single action which dopends
upon electrical cnoryy for its initiation. As examples of the possible
applications to which this device may be put in addition to alarm-tiype
response, the regponding dovice can: ' '
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(1) Turn on lights in an othorwice unlit arca when intrusion has been
deteetrd in Lhat araon, -

- (2) Drop barricrs betwsen double fences to contain an intruder who
has boun detected between fences. - g

] (3) Deadlock exits from an area in which inirusion has been detected
to conlain the intruder.

; (L}) Release guard dogs into an area in which intrusion has been detected
‘ to apprehend the intruder,

1 : (5) Close fire deoors and release extinguishing agents when flame, heat,
or smoke is detected by the detection device.

e. Although the detection device is normally operated by means of
commercial power, the responding device should have a self-contained battery
power source, either as a primary or alternate source, to allow the employ-
ment of fail-safe circuits.

q . i, The Transmissior Systen. -

] a, The transmisesion system is a means of transferring the initial
(:; alarm signal from the detection device to the responding device. Either
' wire or radio can be uscd. A radio transmiscion gystem, of course, re-

quires .a radio transmitior connacted to the detection device and a radio
] receiver to feed the received signal-into the responding device. A wire
transmission system may requ '@ ono or more preamplitfiers 4o raissz the
initial alarm signal 1o a level which would overcome circuit losges in
long transmission lamas, -

s

.

b, Although transmission systems may be typed in the manner in which
the initial alarm signal is transmitted, i.e. wire or radio, Jor evaluation
purposes it is mere worthwhile to classify them in accordance witlk their
length, or the location of the responding device in relation to the de-
tection device. From this siandpoint, the trancmission systems are usually
divided into two types, local alarms and central station alarms. This
] division, however, does not necessarily describe all types of transmission
system installation. Therefore, for purposes of this text and for se-
curity survey and inspection reporting purposes, iransmission system in-
stallation will be divided into three typeos: local, ceniral station, and
proprietary.

i Skl

%5

5]

(1) A local alarm gyciem is on2 in wvhich the protective circuits and
devices are connuceted Lo a responding devicee locatod al or in the immed-
iate vicinily of the protsciod area or inctallation, and which is respondad
to by guards in the immediate vicinity. This {ype of installation usually .
alerts the intruder as woll as guard personncl,
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(2) The central station alarm system is limited, for purpouc of
this manual, %o a system in which the transmission sySucm gonnects a
detection dpv1cx‘10catvd in the protected area to a responding device
at a location frmote to the installation. - This eystem is usually sCr-
viced by guard ‘perconnel employed by a contractlng agency, which ser-
vices other similar alarm installations in the same city or arca.
Leased commercial telephone lines are normally used as the transmission
medium,

(3) A proprietary alarm system is similar to the central station
alarm system in that the responding device is at a remote location under
the supcrvision of guard personnel. However, the proprietary alarm °
system differs from the central alarm system in that the remote location
is on the installation being protected and the guard personnel are em-
ployed by the installation. The transmission wmedium may be either in-
ternal telephone circuits or separate circuits established specifically
for the purpose of carrying the alarm signal,

5. The Supervisory Program,

a. The combination of the detecting device, the responding device,
and the connecting transmission system creates a complete, functional
protective alarm system. However, these components alone do not make
provisions for the possitiliiy of a power failure which would rendsr the
entire system inoperative. Neither do they provide warning that tampering
with the components is being agcomplished in such a way that the entire
system may be neculralized. If {he alarm system is to provide effective
security, these two possibilities must be taken into consideration (when
faith is being placed in an alarm sysiem, an inoperative system is worse
than none at all) and a means provided to overcome them.

b. Supervisory provisions designed to combat the possibility of power
failure are relatively simple, since the difference between full normal
pover and a complete cessation of power is a marked one, A holding relay
with cottacts in series with the alarm may be used by having the power
source connected to the coil of the relay. In the event of a power fail-
ure the coil would no longer hold the contacts open. Therefore, the con-
tacts, under spring tension, would close and complete an alarm circuilt
operating on its self-contained battery power, This would, in turn, alert
guard personnel to the power failure. A standby battery power system to
replace the commercial power is advisable for operating the entire alarm
system in such emergencies.

¢, Although proicctive alarm systems m.Lll remain operative al les
than f'ull power, when power decreasss ihe efficiency of most dctcctlun
devices decreases, and with surficient decrease the device either bocomus
completely inoperative or produces csuch a weak alarm signal that the re-
sponding device is not activated. If not included in the system it is
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dc,lrdblu Lo tmpluy a ho]dlnb relay adjusted to close its alarm circuit
at a point selecte:l Lo e above a minimum power reguivement.  In choosing
this point, bowever, 1L must be remembered that L the allowntie de-
viation tfrom rated volins: i Lo small, there will be numerous false
alarms cauvecd by winoortint 11uctuatlong. Choosing that cutoff point
becomecs somewhuat critical,

6. Outdoor Perimstor Protection.

a. At present, there is no ideal. intrusion detection device. How-
evar, thers are a number of devices which can be effeclive when grsporly'
applied. Prims consideration in the application of these devices are

the environment in which the devices are to be used and whether one de-
vice complements another, For example, seismic detection devices which
are to be usged for the detection of footsieps will, unless extremely

good discrimination circuits are provided, be completely useless if
positioned where they are influenced by the vibrations of passing vehicles,
However application of these devices on the roadway and on a remote foot-
path could give meaningful information on »oth vehicle and personnel in-
trusions.

b. Devices available for the protection of outdoor perimeters in-
clude seigmic devices, radars, magnetic loops, capacitive and transmission
line fonees, taut wire ianﬂea, infrared be: u_, marnatic loop detectors,
television yvtews, break-wires and noise makers. These items and their
application will be furthér described in a classified addition to this
handbook at a later date.
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CHAPTER III
SELECTING AUD LUOTALAIIG INTRUST N DT ECTIDN SYOTEMS

1. Bagic Congiderations, The selection ol any intrucion detection
syslem basically involves a careful analysis and study of what i. to be
protectod and the equipment most suited to provide the desired pro-
tection., Many of the systems available today are desivn-d to be flex-
ible and vereitile in their application to USATECOM cecurity problems
so that they may be adapted to mosl situations requiring this kind of
protection,

a. Degree of protection required.

(1) Before any system can be selected, it must first be established
just what is to be protected. For example, if the security problem in-
volves protecting highly classified documents stored within an approved-
type container, it would obviously be extravagant to protect the entire
room. If additional protection is required for the container, 1t normally
could be adequately protected with a simple near field detection system,
Another example might be one whore a number of containers are used to
secure highly classified documents or material within a walk-in type vault
area in an administrative- or headquarters-type building. In this case,
it would be unwise, economically, to install an intrusion detection systom
to protlect the Lntvrﬂ building.

(2) Conversely, a building con+aln1ny a large amount of hi ghly
clasgiried documents in many containers or safes and/or classilied materials
or materiel which cannct be secured in a vault or container, would require
total area or tuilding protection if the items could not "o consolidaved
within a secure area., Similarly, this same method cf protection may be
applied to a warehouse containing sensitive materials or pilferahle items
easily removed from the installation by virtue of their size and weight.
The examples cited above are intended only to emphasize the importance of
first defining what is to be protected. The determination of the amount
of protection to be provided will be discussed in the paragraphs immed-
iately following:

b. Depth of protection.

(1) In those cases where visual or audible access would compromiceo
activities being carried on within a building, it may be necessary to
detect the approach of a would-be intruder at some2 distance from the
critical information or malerial requiring protection. This could be ac-
complished through use of a perimeter type alarm system installed at any
appropriate distance from the area to be protected. Another reason for

nslalling a barrier iype alarm system some distance from the area under
protection is to provide sccurity police force personnel with, sufficient
time 1o intercept the intruder botween the fence or-bharrier and the
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protected ar a and preclude compromise, However desirable this type
of protection might appear to be, from a security point of view, 1t is
expuencive and difficeult, to maintain, ’

: (?) Exterior or perimcter alarms do not provide security in depth.
" They must be used in conjunction with other more common deterrents such
as fencrs, walls, ete, To achicve sccurity in depth with any degree of
reliability it is necessary to employ point, area or volumetric systems
in conjunciion with perimeter or linear systems, This provides a more
cogt-effective 1ype of sccurity following what is commonly referred to
as "igland sccurity." Generally, a perimeter is more easily and econo-
mically protccted by a linear type system such as: taut wire; capacitance
fence; active modulated and CW light beam breakers; active modulated and
CW infrared light beam breakers; passive infrared; active ultrasonic
beam; differential seismic perimeter; magnetic; pressure sensing; dif-
Terentlial seismic; balanced transmission line and radar systems. These
systems are all rather easily defeated if their existence and component
locations are known,

i o sl s aidems G e e kS

R

p (3) Area coverage devices include seismic, vibration, switchmats,

1 stress or strain systems, and capacitive systems. Seismic systems are

: very difficult to use indoors because of their sensitivity to vibrations
caused by nearby traffic, roiaiing machinery etc. The normal building

P consiruction serves as an undesirable propagating medium for seismic

623 waves. With the exception of seismic devices, area coverage devices are

; more cifectively cmpiloyad luternaily. Vibration detection systems can

be mounted in a wall perpindicular to the vertical axis so that attempts

to break into a vault or wall which require the expenditure of force in

the horizontal plane will be detected, Capacitive gystems are used

primarily for protecting vaults, eguipment or filing cabinets. A re-

quisite to their use is that the surface be metallic, These types of

devicces, as with perimeter systems, can be circumunted by a sophisticated

threat requiring careful consideration of how they may be used in com-

binatica or with other devices. Particular care should be exercised to

§ insure compatability of all devices used.

; (L) Volumetric or internal coverage systems are available to detect

4 motion, body offluents, (olfactronic) or sound within a volume of space

. Lo be protected, A maximum amount of coverage can be obtained wilh

1 ‘ these systems making it very difficult for an intruder to gain access,

g no matter which path he selecis. This makes volumstric systoms at-
tractive f'or use in any hich security applicatlion. However, those systoems
are more susceplable to flase alarms than systems providing less coverag:,
L this probiem can bo d-alt with logically the volumstric alarms offer
the most effective and efficisnt detection dovices. .Volumelric devices
include: CW doppler radar, ultrasonic systems, antenna loading systoms,

; acourtic (pacsive) systems, magnetic, balanced light and television
syutoms,

O | . | ' 26
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¢, To insure conuideration of better.known cquipment for potential
applicalion within this command, a list of sccurity equipment manufachurers
is attached at Appendix A, Each manufacturer is coded for purposez of
idenbificalion with the doscription in Appendix B of twenty diftferent
types of intrusion detectors. Table 1 gives a general overvicw of a
very limited evaluation of various devices, Each device is 1isbted witl
an objecl it can logically protect and an evaluation of ity effcetivinocs
in detecting intruders (using five criteria), the effect of environment
on the detector (using six criteria), and the approxirats cozt, Only
gentral ratings of low, medium and high are uscd to inalcat:y tho rolalive
ability of the soncor, .

d. The next problem in installing alarm systems is where. Consid-
eration must be given to where each detection device will be best lo-
cated for both efficiency and economy. Since structural members of the
area being protected (roof, walls, and floor) form a definable perimeter
it is normally only necessary to protect apertures and the cubic -space
within the perimeter. Where use of a metion detection unit is employed
(such as sonic or radio frequency), it may not be necessary to protect
apertures since intrusion of a foreign body into the area will actuste
an intrusion signal. On the other hand, where audio or capacitance
systems are employed it will probably be desirable to protect apertures
to detect entry at the earliest momant rather than waiting until the
object under actual protection is approached. Regardless of which cysiens
are employed, it is normally necessary to back up an interior alarm with
a perimeter alarm.  The problems involved in breaching two complementary

T .

alarm syslems are wmuch more complex than breaching a singic sysbom,
2. Cost Estimates and Procursment Factors.

a. In planning an intrusion detection system, a technical plan

‘must be prepared so that an estimate of equipment and installation

costs may be determined and program approval obtained from this head-
quarters and OPMG, DA. Altihough acquisition and installation costs of
reporting lines pressnt no particu.ar problem, such is not the case with
detection devices and control pansls. By the very nature of their design
and wide divergence of their capabilities in terms of range, coverage,
limitations as to zones, etc., it is virtually impossible to estimate

the cost of such equipment without porconal contact with the manufacturers.
While it is true that all manufacturers provide literature concerning
their preducts, such information is generally inadequate in providing
sufficient information upon which to determine the amount and type of
equipment reguired and its cost. ‘

b. Experience has shown that it is virtually imposcible to pro-
vide even very general guldelines to be dsad in doveloping a cosu
estimate. This is brought about by the fact that when a manufacturer

claims his product will protect a given numbeor of square feet, the
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ability of that product is substantially altered by the construction of
the buildin, or arva to be protected. Another equipmeni varinil- which
makes it ditlicult to cstimate costs, both from an acguicition and in-
stallation viewpoint, is that concerning control panels, Since moct con-
trol panels vary in design, each has a different capability as to the

§ number of detvetion doviees which may be connected to and supervised

by a singls contro? panel., In view of obvious difficulties in

computing azquicition and installation costs it is felt that general
guideliv. o contained in paragraph c below will be of assistance,

c, The most practical and accurate way to obtain a cost estimate
is to request two or more manufacturers to conduct an on-sitbe gurvay

ot 3

f and provide a cost estimate to the Government. This estimate Iz not

*
TR N

) 1o be considered by either party, the manufacturer or USATECCHM as con-
] stituting a competitive bid which will take place later upon an In-
3 vitation for Bid. If a manufacturer will not conduct an on-site survey

] to provide the necessary information on which to base a cost estimate,
: "pall park" estimates may be obtained by providing the manufacturer

i with a written description of the arca or areas to be protected. Such
descriptions should include the following:

i- (1) A detailed scale drawing showing the intrusion detection system
; plan, to include the location of the area or areas to be protected, how
4 they are to he zoned, and their relationships to master and local points

; in terms of distance.

(2) A scaled diagram of the area concerned, with a full descrip*ion

] of the construction of the structures involved, to include the location
: of windows and doors; wall, floor, and ceiling construction; height cof
k walls; partititions within the structure; operational equipment contained

therein, such as motors, fans, blowers, air-conditioning, etc.; and the
ambient noise level, if known.

(3) The type of system desired.

(L) Standards for equipment should be based upon the current
Interim Federal Specification for Alarm Systems (Security) attached at
4 Appendix ©. Also attached at Appendix D are draft guideline specifications
; ‘which are expected to become a part of the new OPMG. Technical Bulletin
on Intrusion Detection Alarm Systems.

(5) Other technical considerations which would effect the installatiion,
operation and milntenance of the system(s) desired.

d. Drafi guideline gpeeifications are for USATECOM internal use only
and will not be released to manufacturers or saleg personnel for intrucion
dotection alarm systems.
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CHAPTER IV
OPERATING AND MATUTAINING INTRUSIOHW DETECTION ALARM SYSTEMS

1. Control Point.:,

a. Under normal conditions, at relatively gmall installations and

t

Lthe desk or radio attendant may also menitor the control pannls. This
ig called a master control point. At larpe installationz c¢r in ox-
tremely sensitive areas it will in most inslances to d.osirable to es-
tablish contrel points in clese proximiiy +o the area under survelllance.

These are trormed local control points.

Their primary purposes are to

negate the distance between the police headquarters and the area under

the detection system and reduce the cost and maintenance of the system,
When feasible, local control point panels should have

ing line to the master control point.

necessary to show which specific detection device has been alarmed,

only which area has soundsd th2 alarm.

preclude the neutralization of the local control point and to place the

The purpose of this line is to

conlrol panels will be locatswl at the police headguariers where

a parallel report-
When this line is used it is not

headquarte-s on immediate alert that an intrusion attempt is being made.
Where a reporting line from local control points to a master control
point is not feasible, some other similar system of alarm should be

provided.,

b. As a minimum, control poinﬁs should:

(1) Be located within securiiy guard force headquarters.

(2) Contain the control panels for all protected areas.

(3) Be designated and posted as "sensitive areas," with access
1% 3

limited to authorized personnel only.

(L) Be attended and operated hy a member of the security police
force during all hours the intrusion detection system is in operation.

(5) Be adequately secured when not attended.

(6) Be atiend2d by a member of the guard force who has bean spacially

trained in the operation of &ll electronic equipment locatzd tlherein.

the interests of economy, the attendant could be a member of the polies
force who is responsible for tho operation of the police force communicalions

system, )

(7) Re inspocted and operatisnally tested at least twice during
each shift during the protected period,

(8) Where feasible, conlain a contrel panel from each local point,
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?. Response Factors and Backup Protection. ,

+
- a. In order Lo investipate the couse of an intrusion' alarm it ic
noecosary for police to regpend to the arca, Dofechion divices are
apable only of indicating something is wrong in the protected area;
therefore, security police must respond to the site ol the alarm to in- -
vestipate and neutraliss the situation, The guard attending the con-
trol point normally cannot answer an alarm, as he should not Jeave hig
post. H» musi relay the information to other policeren for investigation.
Areas of surficient importance to be protected with intrusion alarm
systems will normaily be under police patrol as well., The guard on pat-
rol should respond to the site of an alarm and investigale the cause,

»
I 3 e i o, R

b. It is an established security policy that one man should not

answer the alarm alone, Simultaneous with the alarm, a backup force

; should be dispatched to the area under attack, The size of the back-

i up force depends upon factors at each installation or activity. This

' manual will not atiempt to prescribe the size or composition of a back-
up force, but will only recommend that one be in existence. Post assign-
ments and moving patrol routes should be reviewed and modified if nec-
essary, to provide backup forces which can respond within a maximum
period of 15 minutes., This manual will not be used as a basis to creats
a regerve force for backup purposes in civilian guard forces. Where

ft) military police are used, this is normal practice, and no prohibition

L to this practice is intended by the preceding sentence.

. ¢. Second in importance only to immediate response are the communi-
cabtions facilities connected with the intrusion detection system. Certain .
types of detection units either have, or may be modified to use, talk-
back and listening features,. These units allow instant communication

. with any or all areas under that particular control panel (unless they
i are wired directly in zones). They further allow the policeman on the
y cuontrol panel to monitor the response. Radio and telephones are alter-
e nate methods of communication which are usually available. When pos-
sible, radio contact and telephone lines to civil police agencies are
desirable over and above intra-installation communications. Any plans
Tor sealing off an area will involve communications. For the reasons
outlined above, the following are suggested minimum communications re-
quirements for control points, .

5 (1) Two-way radio cdommunications with motor patrols, police head-
quarters, and Tixed poste.

4 (2) Telephone connoctions to all fixed posts and guard force head-
; quartiors.

3 (3) If no talk-back and listening features are built into the de-
: tection eystom, two-way radio communications with fool patrols in that
€f> area throush wes of porlable radio equipmeni are eceontial,

(A )

30

4



i

.

RN
PR S

WD IR TN

ctizifoy xtg,

Bk

i

3. Day-Night Control The "day-night! control permits turning the pro-
tection system off o thatv authorized personnel -may enter the protected
area without causing an alarm. The guard must bte previously alerled

that authoriced porconnol are to enter the area, or som: form of pre-
arranged code cisnal must be transmitted to the guard station prior to
entry, so that he may turn the alarm detectors off, and whan the pro-
tected area is clecar, restors protection. Scomez communication, either

by code or woice, should be effected with the guard so as to positively
establish do waw“hrv by aw*horl ad personn2l and imsure that. the pro-
tection system is operating, and that the guard has assum~d responsibility
for the protscted arca. Additionally this-control should provide 2L hour
reporting lins supervision to detect tampsring while in thg "day" or "off!
position,

Ly, False Marms. An occasional false alarm is almosi necessary to
insure that the detsction system 1s working. When no false alarms are
sounded, the system should be checked to determine whether the settings
are too insensitive or if it is actually in operation. Too frequent
alarms, however, tend to develop laxity in response. No attempt will

be made to establish a frequency ratio for false alarms; however, ac a
rule a system which creates more than one per week chould te checked for
oversensitivivy or malfunciion. When dissimilar systems for perimeter
and interior protection are used, any simultansous or clozely connected
alarms from boith gyctomes 1s an almost positive indication of an intrusion
attempt. A clever azent or felon can easily time intrusion attempts to
correlate with natirel pheneoronon such as thunder, snow, etc., which
will tend to create a fazls2 alarm and thereby pass through the system
under the guise of a false alarm.

5. Maintenance of Systems. Although the essentiality of continued
operation of intrusion detection systems is a foregons conclusien, the
maintenance of such systems is not a serious or difficult problem, particu-
larly since the devices employ2d in these systems operate on electrical
and radio principles. Since most installations have the personnel to
maintain radio communications equipment, such personnel can also main-
tain intrusion detection equipment. . In those cases where installation
personnel are not available to maintain such equipment, service contracts
can be entered into with the manufacturer, or with local service organ-
izations if the manufacturer does not provide maintenance service. Most
manufacturers are willing to train or advise installation personnel in
the funclioning and corvicing of their cgquipment. The following minimum
standards pertaining to installation and maintenace should be adhered to:

a. Drawings, plang, and/or diazrams of intrusion detection systems
as pertains to n‘ﬁcdr1ﬂ11 circuitry and location of drtoction devices,
reporting lines, control pan<ls, and any other technical details re-
lating to the installation and opcration of the £ys tem will be approp-
rlatclj classified.
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An adoquate cupply of reserve component parts  such ag tubes,
slore, condenrore, rilaye, ete.) chould bo main- £ined on hand to
facilitate cmergency repair of equipmont. - Al thoce irn:zallations and
activities whore sevéral detection systems are cmploy«:: or where many
control pan '1s and detection devices are used, il is > commended that
spar: dotection devices and control panels be obtaine: -0 provide for
unit replacem=nt, of these devices and panels when roq:mred Thus, a
spare pnnel or detection device may to ouwrstituted for z defective one,
thereby reducing the inoperavive perlod of thy systorm =2 a minimum,

c. An emormoncy kit containing component parts (z-ch as tubes,
transistors, relays, condensors, magnetic switches, z-<) will be pre-
pared and maintained at the master control point or rm=l=atenance shop
in readiness for the immediate use of maintenance per:z:-nnel when the
system fails.

d. At 90-day intervals, in-place checks should t= made on all
equipment, with particular emph sis on tubes. Tubes Zziermined to be
functioning at less than 70-percent efficiency should <2 replaced.

6. Operational Records, After an intrusion detecticr. system has been
installed and is in operating condition, it is necesczry to know somo-
thing about its operating characteristics, for most gy :%ems will develop
certain 0peraL1nP pecularities, just as WlL] occur in ~otor vehicles or
other man-made appliances. Consequently, daily opera-ing records

should be meintained ito analyze opurating costs, rop.z:wnent parts fore-
casting, alarm causes, effccis of weather conditions, repeated mal-
functioning of system's components parts, etc. This ~perational record
should contain the following information:

a., Date and time an alarm is received.
b. TIdentity of the area from which the alarm sigral was received.
c. The identity of the person recording the alarm signal,

d. The identity of the personnel and the time they were dispatched
to the site of the alaru signal.

e. The toial elap*ed time required for roupondln“ personnal to
arrive at the site of the alarm signal,

f. Cause of the alarm signal. Indicate whether it was caused Ly an
intruder or by a defective comporont, loss of power, weather conditions,
ete, Vhen it has veen delermined that an intruder caussd an alarnm,
the full details should be recordsd on ihe security police operations
Journal, police bletter, or whatever asystenm the puard feoree bmploys to
record ovenls.,  In the event the canse of the dlarm cannot b determinsd,

32



A

N

it ok s Yo s e

.

2iid

R e e

T

.

e

the cause should be listed as "unknown." If the cause of; the alarm

was due to a defceb in the system, record the lempgth of t;ime the system
was inoperative and the date, time, and identity of the person repairing
same,

.
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) LIST OF MANUFACTURIRS

Manuflacturer

Advanced Devices Laboratory, Incorporated
701 Kings Row
San Jose, California

Air Space Devices, Incorporated
Dept, P-11, PO Box 338
Parapount, Califorunia 20723

Alarmatronics Engincering, Incorporated
154 California Strect
Newton, Massachusetts 02195

American District Telegraph Company
155 Sixth Avenuce -
New York, New York 10013

American Sentry Sales Corporation
s A Yan Nuys Boulevard '
S8 Wuys, California 91403

Arrowhead Enterpriscs, Inc.
Route 6
Bethel, Connecticut 06801

Auricord Division, Scovill
35-41 29th Street
Long Island City, New York 11106

Autocom Division

General Research Corporation
75 Rowe Street

Newton, Massachusvels 02166

Automatic Protection Systems Division

of "Automatic Sprinker' Corp. of America
7809 Market Strcet

PO Box 24207

Houston, Texas 77029

Automatic Telemetry Devices, Tuc.

A Subsidiary of Schick Electric, Inc.
11704 Wilshire Boulevard ‘
(j}“ Angeles, California 90025

A-1
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(Rel Appendix 7)
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gf% . List of Manufacturcrs (Continued)
o

Manufacturer €ode TLet:ter

(Ref Appendix B)

Bagno Alertronics, Inc, . K
5 A Subsidiary of Systron Doanner '
Y 135 Main Street

Belleville, New Jerscy

" Barnces Lngincering Company L
30 Cowmerce Road :
Stanford, Connecticut

e

Continental Telephone Supply . M
17 West 46th Street '
New York, New York 10036

Control and Communications, Inc. N
4 301 Main Street . '
4 Festus, Missouri 63028

Defensive Imstruments, Inc. : « 0

¢ ° Penn Avenue
._tsburgh , Pennsylvania 15222

Detection Systems, Inc, : ' P
211 Eyer Building '
Fast Rochester, New York 14445

i Devenco Incorporated ) Q
Research and Development Division

150 RBroaduay

New York, New York 10038

[ R TR

Digital Identification Systems R
9200 Glendaks Boulevard
k. Sun Valley, California 91352

; Elecctroprotective Devices, Inc. ) S
4 7 1767-A Wilson Avenue : " :
Chicago, Tllinois 60640

Electrdsystems Corporation T
3954 N. . 5th Avenue
Fort Lauderdale, Florida

Engarde Corporation : ! ' U
131 N, Main Strect
Ci} Gatos, California

- Yuphonics Corporation S L ' \Y
2072 Yavlk Stredt * A=D
Miami Springs, Florida 3310606




List of Manufacturers (Continucd)

Manufacturer ' i Code Letter
(Ref Appendix B)

) A. W. Fruh and Company ' ) W
P 1817 Ochard Street : ‘
Chicago, Illinois 60614

GBC Closed Circuit TV Corporation X
74 Fifth Avenue ' _
"1 New York, New York 10111 !
4 .
3 Cencral Electric Company - Y

1 River Road
k Schenectady, New York 12305

General Systems Industries, Incorporated Z
Del Amo Financial Center ' -
Torrance, California 90503

G-R Industries, Tnc. . AA
2 76 Rowe Strect
3 Nevston, Massachusetts 02116 . '

$%71 Wilsoun Avenue
> Chicago, Illinois 60640

"y Guardian Electronic Systems, Inc. AC
# 3342 Sew Mill Run Blvd.

q Pittsburgh, Pennsylvania 15227

§

3 Honeywell . AD
v% Commercial Division

r 2701~4th Avenue, So. :

: Minneapolis, Minncsota 55408

| Imperial Products Co, : ~ AE
: 37-08 Greenpoint Avenue ' '

Longz Island City, New York 10001

3 I. Tronics Division ) AF
\ International Asscmbly C.rporation

2101 Auburn Avenue

Toledo, Ohio 43605

Jackson and Church Electronics _ , AG
Ean ¢allic, Florida k ‘

~ ' ,

{u;uuson Scrvice Company » : All
507 L. Micgphigan Street ‘ A3

Milwauvkee, Wisconsin 53201 . i
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List of Manufacturers (Continucdi'

Code Letter
' B Ref Apperndix B
, ( PR )

Manu facturer

Kelpak Systems Inc.

[P S

PEETPAR: 8. o

PO Box 64764
Los Angcles, California 90064

Laser Systems GCorporation

313 N, First Strect

Ann Arbor, Michigan 48103

Lectro Systems Inc.
1245 Pierce Butler Route
St.* Paul, Minnesota 55104

Linear Corporation
347 S. Glasgow
Inglewood, California 90301

Meipar, Incorporated ' o
3000 Arlington Boulevard
Falls Church, Virginia 22041

Microwave and Electronics Systems, Ltd.
bf}curity Elcctronics ‘

11 E. 43rd Street
New York, New York 10017

Minitrox Systems Corporation
BEmpire State Building
New York, New York 10001

Mithras Division

Sanders Associates, Inc.

701 Concord Avenue

Cambridge, Massachusetts 02138

Mosler Rescarch Products, Inc.
9 South Strect
Danbury, Connecticut 06810

Normde Industries, Inc.
PO Box 20024
San Dicgo, California 92120

Notificr Company
3700 North -56th Street
T 'ucolu, Nebraska 68504

O
WAinerton's Inc.

20 M, Wacker Drive
Chicago, Illionis 60606

A-L

AJ

AK

AL

AM

AN

AO

AP

AQ

AR
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@ s ‘ List of Manufacturcrs

(Continued)

Manufacturer

Radar Detection Systens, Inc.
6300 Northern Boulevard
East Norwich, MNew York 11732

Radar Devices Manufacturing Company’
22003 larper Avcnue
St. Clair Shores, Michigan 48080

Radion‘Corporation
6900 S. State Road 84
Fort Lauderdale, Florida 33314

Santa Barbara Rescarch Center
75 Coromar 'Drive
Goleta, California = 93017

Schulmerich Electronics, Inc.
Carillon Hill
Sellersville, Penmnsylvania 18960

" Jourity Devices Associates
156 Fifth Avenue
New York, New York 10010

- Security Electronics, Inc,
Box 14224
Omaha, Nebraska 68114

Security Systems of America

A Divisicon of the Converto Company
51st and A. V. R. R.

Pittsburgh, Pennsylvania 15201

Singef~Bridgoporf
915 Pembroke Strect
Bridgebort, Connecticut 06608

Solid -State Resecarch Corporation
640 Coors Road, S. W.
Albuquerque, ¥New Mexico 87105

Sonaguard, A Division of Scntron, Inc.
119 Dhover Street .
Somerville, Massachusetts 02144

-

Code Tcotter
(Ref Appundix R)
AU

AV

- AW

AX

AY

BA

EB

EC

ED

BE
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List of Manufacturers (Continued)

Manufacturers

Space Age Mfg. Co,, Inc.
7118 Canby Sttect :
Reseda, California 91355 )

Sylvania Electronic Preducts
Security Systems Divison
Mountain View, California 94040

Squ{res Sanders Incorporated
Martinsville Road
Liberty Corner, New Jersey 07938

Texas Instruments

Science Services Division
6000 Lemmon Avenue
Dallas, Texas 75209

Walter Ridde and Company
(:3 .eville, New Jersey 07109

Westinghouse Elecctric Corporation

Security and Solid States Systems Department
PO Box 8606

Pittsburgh, Pennsylvania 15221
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Code lotter
(Ref Appendix B)

BF

BG

BH

BI

BJ

BK



ERY -2

e

G

e

PRRTREY

et

I ]

i

PR
LRI 5 Finls e

APPENDIX B

E

INTRUSION DETECTION ALARM SYSTEM

IDENTIFICATION AND EVALUATION

’ P
4 6 WY
Vg Tt
A {[]

Sk Y Y R R s W o LAy NPT e e awee IRV b A



i g

PN SRR DI WP P W T

2 S ekt mnicin o

APPENDIX C

INTERIM FEDERAL SPECIFICATION

- ALARM SYSTEMS, PROTECTIVE, INTERIOR

(SECURITY)

- e



T R R o

i 22y 5

S

A RTIE

ey

i

acdlt

{

s

¥,
i?

C

W-A-004S0A(GSA-FSS )
) © December 29, 1409

SUPERSEDLIG
Int. Fed. Spee. W-A-QOUSO(CSA-FSS)
November 3, 1905 :

INTERIM FEDERAL SFECIFICATION

ALARM SYSTEMS, It I'I"‘RIOR SECURITY,
COHIONENTS FOR

This Interim Federal Specification was developed by Standardization Division,
:ﬁdaval Supply Service, General Services Administration, Was lebuon, D. C.
20406, based uvan currently available technical infermation. It is réccmmended
) that Federal agzoncies use this docwnent in procurement and forward any
recomnendation for changes to the preparing activity at the address shown above.

1. SCOPE AND CLASSIFICATION

1.1 Scope. This specification covers a group of units which, when selectively aszambled, provide
interior alamm sysbems specifically designed for security spplications (see 6.1). These properly assembled
systems are highly resistant to neutralization or compromise by covert or surreptitious attack.

1.2 Classifization.

1.2.1 Units. Products furnished under this speclflcatlon shall consist of the following units, as

specified (see 6.2)

. Unit L - Detector {sece 3.3).
Unit 2 - Annuncistor (see 3.4).
Unit 3 - Supervisory circut (see 3.5).

1.2.2 Dekectors. Detectors furnished under this specificatien shall be of the following types, as
specified (see 6. 5.
Type I - Appreach detentor (doors, windews, ducts, and wall devices).

Type 11 - Linear debector (nhOuoelen“ ic, infra-red, and similar light devices).
Type III - Surface detector (scund and vitraiicn d""ﬂ‘ﬂ
Type IV - Volumetric detector (electromagnetic and other motion sensing devices).

1.2.3 Alam transmission means. The alarm transmission means (supervisory circuts) furnished under
this specification shall be of Lhe following classes, as specified (see 6.2).

Class A - Wire transmitted (see 3.5.1).
Cless B - Radio transmitted (see 3.5.1).

2. APPLICABLE DOCUMENTS

~

2.1 The following documentsof the issues in effect on the date of invitation for bids or request for
proposal, form a part of this specification to the extent specified herein:

Federal Standard: ‘ . -

Fed. Std. No. 123 - Marking for Domestic Shipment (Civilian agencies)

(Activities outside the Federal Govermment may obtain copies of Federsl Specifizetions, Standards, and
Handbooks as outlined under General Information in the Index of Federal Specifications ond Standards and
at the prices indicated in the Index.  The Index, which includes cumulative monthly supplements as issued,
is for sale on a subsceription basis by the Superintendent of Documents, U. S. Government Printing Ofi;ce,~
Washington, D. €. =0hoz.

(Single copies of this specification and other Federal Specifiriations required by activities oubside
the Federal Goverrment for bidding purposss are available without charize from Business Sarvice Centers at
the General Services Administration Regional Offices in Beston, lew York, Washington, D.C., Atlanka,
Chicago, Konsas City, to., Fort Worth, Denver, San Francisco, Los Angeles, and Sealtle, Washington.

FSC 6350
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(Federal Goverrment metivities may obiain copies of Fedeoral Specifientions, Standards, and Handbooks and

Military Gyeeifienticne ’ :
MIL-T-b807 - fTasts, Vibration and Shock, Ground Ele~tronis Equ1{mﬂnt Goneral Requiremaont for

MIL-E-17%95 -~ Rlectronic and Electrieal Equipment and Associnted Repa1v Parts, Freparat.on lor
Delivery Of

(Copiecs of Military Specifipations and Standards requiraily contractors in connection with specification
procuremant funstions should be oblained from the procuring sotiviiy or as directed by the contracting
of ficer.)

2.2 Other rublieoatisns.  The following documents form a  part of this specification to khe axtent
specified Lersin. Unleds a speciflic dssue is identified, the issue in effect on date «f invitavion for
bids or request {or proposal chall apply. )

Arerican Bational Standards Institube (ANST) Inc. Standards

€39.1 - Electrical Indigating Instruments, (Fanel, Switchboard, and Portable Instruments),
Requirement for

(Applications for copies should be addressed to the American National Standards Institute,
1430 Broadway, New York, N.Y. -10018,)

3. REQUIREMENTS

3.1 Qualification. The alarm system unifs furnished under this specification shall be products which
have been testsd, and passed the qualification tests specified in section L, and have been listed op or
arproved Tor listing on the applicable Federal Gualified Products List (QPL).

3.1.1 Iistins of Alsrm system components. To have alarm system units listed on the applicable QPL
shall roquire tire tuosting and aprroving ¢ a group of components of the Lype the manufacturer preposes to
furnish, Lo inslwie a dutwetor specitied in 3. 3, an anmunciator spacified in 3. L, a trancmission sans or
supervisery circut specizied in 3.9, which may or may not be integral with the annunclator, 8 pover supply
specified in 3.6, and other parts and circuts reguired for a complete working system. The components,
when apprroved, will be listed en the sprlicatle 4PL as 1nd1~1 aal itaoms.

3.2 Parts ard matsrialz,  Parts and materials for components shull bve as specified nerein., Thosws not
definitely spacifisd shall be equivalent to and interchangeable with the correspording pars, material, or
process in the manufacturer's normal commercial product. Normal commercisl product shall be interpreted
to mean an end item =overed by this spscification.

3.2.1 ‘Panel and mounting rdacks. Panels and racks shall be in accordance with ANSI Standard c39
All soldered connectiuns chall be mechanically secured before soldering.

3.2.2 Hoxes and cases. All terminal, junction, and utility boxes, switch cases, and similar
receptacles s Aall be protected ahalnst *ampcr1q~ and in gach instance, the enclosures shail be equippsd
with inter-lock switches or trigrering mechanisms electrically ccmpatible with the alarm system; or shall
be fully filled with an epoxy ccmpourd to preclude tampering. In both day (access) and night (seeura)
modes of operation, all compcnents of the system shall be continuously circuit supervised to preciuie the
unauthorized removal of a cermponent without activation of an alarmn.

3.3 Dete=ctors. The detectors shall provide an alarm response under any of the following conditions:
(1) A rer=fration of tha protected ‘area; (2) A4 feilure in the detector's power source; (3) Auy malfune-
tion which affects the detector's ability to functicn prooerly The sensitivity and stability of ‘he
detectors ghall bo such as to proclude nuisance alarms.  Terminals shall b accassible to permit wiring
for roguired combinaticns of detesticn units.  All controls neeassary for ooerstor uase ghall be loonbad
for masdmar aecessiblity and minkmum aceidental chanpe, and marked for easy recopnition. All controls
ard termdnals which ure not reguired for the operation of the alam sysnem shall not be readily accersidle
Yo tha cporator. K

3.3.1 Approach detoctor (ty1e I). Tha type I detector chall crgate an alarm response when an
electricdal curgent iz intorregted or glterad.  Such interruption or slteratien may w ereated by breuking
s circult wire or foil strip, iy shortirz a circuit, by cpenim a switch, or by chunping an electrical
resiatanees Foil wire, and switches shull be as specificd hercunder.
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3.3.1.1 Protective foil. Protective foll used shall not exceed 1.2 pounds tensile strength and shall
be capable of corrying a minimum current of 60 milliamperes nt 60 volts with o temperature rise of not
more than one degree centiprade. Foil shall be provided in l/z-inch and 1 inch widths.

3.3.1.2 Protective wire. Prdtective wire used in fabricating security screéens shall not exceed 4.0
pounds tensile streugsth, and shall be capable of carrying a maximum current of G0 milliamperes at 60 volts
with a temperaturs rige of nobt more than one degree centiprade. Wire shall bo mob larger than ) ARG, and
shall be fimly fadtencd in prooves at intervals of not more than 18 inches and in such a manner that
removal from the grooves shall not be possible withcut breaking the wire or damaging the jgroove material.
Wiring shall be continuous without splices fran one cornecting point to angther.

3.3.1.3. Moveable orwnins swibtches. Movable opening switehes shall be capable of withstanding %0,000
activations without arfecting serviceability and shall be electrically connected so that mechanical
activation of switehes results in an open circult followed by a short or clesed eircut which creates an
alamm response. These switches shall be designed so that they can be securely mounted to peimanent
structure such as doors and door and window frames.

3.3.1.4 Marnetic switerhes. These switches shall be completely enclosed and shall not be’ suscepbibls
to defeat by the application of an external magnetic source.

3.3.1.5 Mechanical switches. Mechanical switches shall be single-pole, double~throw, and completely
enclosed.

3.3.1.6 Mercury switches. Mercury switches shall be completely enclosed and the mercury and contacts
shall be contained in a hermetically sealed tube.

3.3.2 ldnear detector {typs II). The type IT detector shall create an alarm response by a change of
10 percent or more in the modulated character of the light beam, or by the passing of a person through
the field, beam, or antenna array along the protected perimeter.

3.3.2.1 Modulated light beam., The modulated light beam for the type II detector shall not bte visible
to the unaided eye. Shielding shall be provided so that the light source is not visible when viewed at an
angle of fifteen degress from the axis of the beam.

3.3.3 Surface detactor (typn IIT). The type IIT detector shall create an alarm response as a result of
the sound level in the protected area rising four decibels above the ambient level in 10 seconds or less,
or by the approach of a person to within six inches of a protected object.

3.3.4 Volumetric detector (type IV). The type IV detcotor shall create an alarm response as the result
of a disturbance to an energy rield in a defined spece, such as the motion of a perscn walking not more
than four steps at & rate of one step per sscond followed by a three-second pause anywhere in the space
protected.

3.3.4.1 Neutralization of type IV detectors. The type IV detectors shall not be susceptible to defeat
by the introduction of micro-wave or other radiated energy absorbtive or reflective materials, or by
saturation or neutralization from external osclllator sgurces.

3.4 Arnunciators.

3.4.1 Annunciator capability. The annunciator shall physically and electrically match and connect with
other components in the alann system and shall be capable of indicating by colored signal lights the
following system conditions: (1) That normal system conditions exist (green light); (2) That a detector
in a protected area is in alarm condition, or that power failure or malfunction of a component has caused
the alarm system to be inoperative (red light); (3) That the annunciator is operating on standby power
(yellow light). )

3.4.2 Arnuncintor response davices. The annunciator shall contain both visible and audible signalling
devices in rodundacy which will respond to changes in line signal (see 3.5.1).

3.4.3 Anmunciator alaw and resat conditinns.  An alsrm shall create a lock-in enndition which shall
require manual restoration, and controls shall be provided to reset the system. The annunciator shall
have a medans to silence tho audible signal frum a particulor zone during prolonged alamms.  However, the
vizible sigeal shall remain indicated on the annunciator panel until the system is restored te normal
operation. The silencipg control shall be so connacted. that the audible alana cignal will be activated
upon reseipt .of each alawm. " During the poriods when the alamm system is not in detive operation and the
detectors in the protected aveas are officially desensitized, the annunciator shall continue to detect
the same ohangees in normal line current or tampering with the sysiem as required during the pericds of
aetive ¢poraticn,
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3.0 Installation nnd wountime.  Whers the installption consists of one Lo four annunciators, the

cquipment, shall bLe desipgned to allow stucking, rock mounting, or the use of modular construction, Whor: %

the installatinn eonsisls of five or more annunciators, Lhe equipment shall employ rock mounting or o

medular conat mrction. To the extenl practicable, equipment related Lo the opcration of the annuneinters

ghull be containad in cnee howolne,  Individuad ansuneiaters of o plven monufacturer shall be inter shaseoo-

ahle In fa~ilitable maintenanecs,  Plugd and sockebs shall be used where ponasidble.  AlL parts of the

arrmnrsdator shall be warily identitied and readily accessible to cuthorized maintenance personnel to

failitnte oftisial repalr ant iespecticn.  AIL controls required for notmal opuerstion shall be conspic- .

uwlously markad and Iovabod Lo provide seddmen gecess and mindmum aceddental change. ALl controls nst

required for operation shall Le inwcckssible to the operator. i

3.5h.5 Connec S oampuncistors to power sources and transmission linas.. Inter-connections between
the supplisd §owor ol The anpunclator stall e made within the sonunelator housing. A multiple teminal
crasz-acnnestion Liock shall be provided within the annunciator housing when 4. or more annunciators require
Juint usa.

A L2
3406 Muxdnoan i ourront and voltase. Alternating or direct current frem bransmission lines into ‘:>
annunciators sholl o aet 30 amditiamperes.  Alternating or direct voltages, or alternating voltages
superimposed on ilract voltayes inte annunciators shall not”exceed 100 volts,

3.5 Trangmiasicn moaans (fupsyvizory eirsuit), The supervisory circuit shall be resistive to neutral-
ization or compritulse ani chall proviie seourity to the conmunication link between the detector and the
annunciator, The cirsuit shall consist of a distal unit which connects to the detector, and reseives
thererrom the inivial alamm signal, and th2 proximal unit which connects to the annunciator ard provides i:)

it with the signxl to initiate the final alarm response. The supervisory circuit shall use the same type
of power as the detector znd annunciator. ALl centrols and switches which are for operator uss shall b2
located for maximum accessibility and minimum accidental change, and marked for easy recognition. All
controls which are not required for opsration of the system shall not be accessible to the system operator.

3.9.1 Classes.

Class A - The clacs A uu.-rn*':"y

virsuit srall provide an alarm response in the annunciator as a
result of ths follewing changes i

in the normal transmission line current.

(1) Five percent or m:
N

are in normal line signal when 1t consists of direct current
from 0.5-milliampore th

F-3
wough 30 milliamperes.

(2) Ten percent or more in normal line signal when it consists of direct current
from 10 microampreras Lo Q.5-milliampaeres.

(3) Five percent or more in any ccmponent of the normal line signal when it consist
of an alternating current of a frequency fxcm ene through one hundred cycles per
second and 0.5-milliampere through 30 milliamgperes, and

(4) Pifteen percent or more in any compenent of the normal lifne signal when it

consist of an alternating current of a frequency hiéher then 100 cycles per second )
superimposed on a dirsct current having any value from O.5-milliampere through ;:}
30 milliamperes. ’

Class B - The class B supervisory circuit shal. provide an alarm response to the anmunciator as a
result of an increase or decrease of at least 10 perceni in the amplitude, frequency, or
phase of the carrier signal used for the transmission of signal from the detection component.

3.5.2 Radiation interference. Operation of devices and annunciators shall pot adversely affect radioc
transmission or reception in the vieinity in which operated. . ‘}

3.6 - Power supplies and sources.

3.6.1 Primary vpower, Primary Power for alarm system components shall be public utility, battery, or
olther self penerated sources.

3.6.2 Auxiltiary power. An anxiliary power source for use in the event the primary source r2ils shall
be provided by the Tmuriacturer of the cvmyonvnt submitted ror qualifieation. The auxiliary powsr source
shall be capable of meintiiuing tull oporetion o the alam system for nebt less than 7% hours.  The
auxiliary source shall be provilead with a means to read or measure its pelentiszl at any time. A cwltch-
over Lo suxiliary power shall be avtomatie upon failure of the primary power source. A signal shalil be
activaled ab the annunciator papel to indicate this conditien.

h “En
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- 3.6.3 Patlrpeien,  Batteries chall be recharpenble and chall have provisions to keep batterdes flly
B chavpred or sab)oact Lo automatbice recharge whenever battery veitapge drops ten percent below their nommal
vatlng.  Becharen time shall not excecd 12 hours. .

3 .

: 3.6.4 - Voltase toleranes, A sipnal shall be repistered at the anounciator panel 1f the voltape of the
{ powar source, primary or auddliasry, alls bolow 20 percent or exceeds 120 pereent of noimal when supplying
k power to tha alam syatem eiveuit, I the dystem 45 capatle of normal opemation at SO percant of full

. voltays, the sipnal ohadl te vepgistered at plus 0) peraent or minas 59 pereent of normal. Stable
cperation of the gystums shell be maintained on Vuth the primary and auxilliary power source within these
variutions.

3.6.9 Vrntilation. Power supplies shall be vented or otherwise protected to preclude deterioration
of any culifonent part..

X

3.7 Identifieati-u markinegs, A metallie plate or plates shnll be affixed to detestor and annunciator
componants apecitied in 1.2.1, wideh shall show tha monufscturer’s name, yesr manufacturad, type and
serial number, anl the symbol "Int, Fed. Spec. W-A-CONSMA."

arih bl ok e

3.8 Ta~brisgl manaals emd evevators inctruections, Teshrioal manuals and epsrabers instrustions
containdeys o0 lets and romprebunolve inscructions chuall be L,rnlshcd by the murafacturer.  The manufac-
i turer's literatars shnll be delivered with the alamm equirment. The manuale shall include schematics and

' owiring diagriems for all oomponents snd a complete electrical parts list fully identifying the parts and

reflecting electriceal values ord ratings.

f 3.9 Workmanchip. All components shall be manufactured and finished in such 2 manner as to meet
! specificaticn reguirsments,  Circuit wirdng shall be neat with good electrical connections which are
: ) mechanically secure. Coumponents and parts shall be freée frem charscteristics and defects which might a

affect appearance or serviceability.

& 3.10 Spare parts. Spare parts gs requiged by the procuring activity shall be furnished as specified
(see 6.2). )

ard g

L, QUALITY ASSURANCE PROVISIONS

4.1 Inspection resy-~nsibility. Except as otherwise specified herein,  the supplier is responsible

for the pertimmance of all dunspecticon requirements as specified herein. Except as otherwise specitfied,
the suppllﬂr may utilize hils own or any other inspection facility or services acceptable to the Government.

Inspection records of %the examinations and tests shall be "kept cemplete and available to the Government
s aperified in the contrast or order. Tha Governmopt regorves the risht to perfyrm any of the incpections

set forth in this cpecification "hnre such inspecticns are deemed necessary to assure that supplies and
services confurm to prevcribed requiramants.

o

S

4,2  Component and matarial inmspectiop.,  In accordance with b.)l, the supplier is responsible for
insuring thzt components and matorials used are manufactured, tested, and inspected in accordance with
the requirements of referenced subsidiary specifications: and standards to the extent specified, or, if

none, in-accordance with this specification.

LELS T Tt it SR e

4.3 Inspection for ancephance. Units to be offered for acceptarce may be incpected by a Govermment
inspector at any time during manufacturing processes to assure that the units function as intended, that
parts and materials are complete and as specified, that perts and comperents are proper.ys matehed, that
panels and racks are neatly wired, that junction and tenrinal poinis are preperly located, that mechanicel
and electricelly conneetions are secure, that soldered connections provide good electrical conductivity,
that terminal boxes and switch eases are protected against tampering, and that all workmanship detuils
are of good quality. When specified (see 6.2), acceptance inspection shall be performed. at destinaticn

i after equirment is installed ready for use,

'
N

e
£

: 4.3.1 Testin-~ for anpnptance, To assure continued compliance with specification rcquiremnnty rolating
Y to operatinnal pevfommunce, the Government reserves the right %o celect f rom the manufacturer's regular
production, semples of "lann system compenents for testing in accordance with b, 6.1 through W,6.7. The
components zeolected shall eonstituie a1l units and parts necessay for a complete, working alaim aystem.
The testing shall be performed by's facility desipnated by the Government and shall be ot no cest to the
e nanufacturer: Mailwre Lo meet testing veguirewents shall provide reascn to suspend acceptance of the

panglavtrer ‘s rreaudtion until the Joveriment inspector is satisried ihat the manufacturer has correcied
all defexts in hiz products,

b Tunsrectisn of preyaration for delivery. An inspection of preparaztion for delivery shall be made
e in accordance with scetion & of MIL-E-175%%. . ’

<
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for workmunship as speeificd in 4.3 and uubjegted to the tests in U.5.6.1 through 5.9.6.7. Fallure
to meet dncpection or teslinme yegquirements sholl be considered as failurs to méet requirements for QPL
approval.

b.,5 Qualitication. 1In accordance with 3.1, products submitted for qunlilinglon shall be inspected : :3

L.5,1 Teesrtns ey, Dunlification testing shall be performed by a Govelmnent agency desipgnated by

the Gurery: . ~riato6 Amenistration.

4.5.2  Testing costs. All costs entailed in tesiing the qualification samples shall be borne by the
wanufacturer and shuoll ve payable to the General Services Administration as directed by the Standardization
Division, Federal Supply Service.

4,5.3 Test snmple. The sumples sutmitted for qualificetion in accordance with 3.1 and 3.1.1 shall
consist of all yu“pabanus neepasary for a complete working alarm systam of the typve the supplier praoposes
to furnish. The —qmplL transpartation fee prepraid, shall be forward at a time and to a place designated
by Standardization Division, Federal Supply Services., In the event the product is approved for QPL, the :)
test sample shall be retained by the Govermment during the term of qualification. Any sample not approved
shall be returned to the manufacturar as is. Samples shall be identified by Togs, legibly marked as follows:
Sample for qualification under Int. Fed. Spec. W-A-CCLSOA.
Type of component .
Date of manufacturer
Manufaclurer's name and address .
Location of manufacturer's plant .

4.5.% Techniesl manuals, discrams and schematics.  The manufacture shall furnish with the test sample :}
& complete set of technical manuals, wiring diagrams, and schematics specified in 3.8 for use during the
testing of the products for qualification.

4.6 Tests.

4.6.1 Ferformunce tests. Samples sutmitted for qualification <hall be assembled so as to provide a
complete alarm cystem. The system shall then be tested to determine whather the component garts perform
gs intended under the veriocus conditions specified in section 3. Debectors shall be tected for ability
to provide an alam response under the three conditions specified in 3.3. Annunciz®crs shall be tested
for ability %o indicate the three alarmm system conditions specified in 3.4:1, reflest changes in line
signals as specified in 3.5.1, and comply with alamm and reset bondltlons specified in 3.4.3. SBupervisory
eircuits shall be tested for ability to provide an alarm resronse as a result of Lhangﬂs in trapsmission
line current (class A) or changsas in earrier sigral (class B) as gpeeified in 3.5.1.

4,6.2 Neutralization or compromise tests. ' Tests shall be conducted to determine the ability of the
superviscry circuit to protect the transmission line against neutralization or compremise. The tools and
devices used in testing shall not exceed that equipment capable of being carried in two cases or containers,
each case or container not to be more than 10 by 20 by 27 inches in size. Various methods of attack shall
be made duriag the testing and any successful attack within the tool limitation specified shall be
considered failure of the supervisory circuit to meet testing requirements.

L,5.3 Stability test. Alsm system sensitivity shall be tested to determine stability. This will be :;
accomplished in a laboratory environment. The system components shall have their sensitivity controls
set to meet che criteria set forth in section 3. Except during the testing of detection components; there
shall be no alarm registered during a seven-day period of continuous operation. During the seven-day
reriod, variations of the preset sensitivity of the system shall not exceed + 5 percent.

4.6.% High temperature test. Components for the system shall be placed in a high tempersture chamber
and the internal temperature ol the chamber raised to 71 degrees centigrade (16COF.) for a period of 48

hours. The temparature shall then be reduced to prevalling rocm conditions and the components tested as :?
specified in 4.6.1

L.6.5 low temperature. The components of the alarm system shall bte placed in a low temperature chamber
and the chmrhot cwolwd to and maintiined At a temperature of minus 60 degrees centigrade (-87°F.) for a
reriod »f 72 hours.  The temperature .shall then te raised to prevailing room conditions and the items
tested ag specified in 6.1,
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h.6.6 Humidity., The components of the alnm system shall be placed in a test chamber set up to
simulate adverse umidity esnditions.  The test chamber shall be vented to the atmosphere to prevent the
build-up of pressure and conponents will be protected from the dripping of moisture. Prior te the start

of the test perlod, tie elambor temperature shall be between 20 deprees centiprade and 38 degrees  ntiwes
centigrade (GUUF. ol 10 980 ) with wneontrolled humidity. . During the tirst 2-hour period, the Lemperature
shall e pradunlly roised Lo 99 degrees cenbigrade (1229F.). This Lemperature shall be maintained during

the next 6-hour perdod. The velocity of the air throughout the test area shall not exceed 190 fest por
minute. Durins the following lb-haur perind, the temperature in the chamber shall be rradually redused

to beLwean 20 dogrecs gentiprade and 38 deprees centigrade (G89F. and 100°F.) which shall conntitute one
eyele. The relative hamidity throughout the eyele 'shall be at least 95 pereoont., Steam or distilled water
having a pH value between 6.5 and 7.5 at 25 degrees centigrade (77°F.) shall be used to obtain the degired
hunidity. The cycle shall be repeated a sufficient number of times to extend ‘the total time of the test
to 210 hours (10 continuous cycles). At the coneclusion of the 2kO-hour period, the equipment shall be
returned to prevailing romw conditions, and moisture removed frem the components by turning or wiping

them without disassembly or the spplication of heat or air blast. As soon as possible after completion of
the 2k0-hour period the items shall be tested as specified in 4.6.1.

4.6.7 Vitration test. Alarm components shall be subjected to the applicable vibration test in
MIL-T-4807. o

-

5. PREPARATION FOR DELIVERY : :

5.1 Preservation, packaging, packing snd marking shall be in accordance with MIL-E-17955. The level

of prgsegvation and pacraging shall be A or C, and the level of packing shall be A, B, or C as specified
(see 6.2). .

5.1.1 Civil azency markins.  In addition to any special marking (see 6.2) required by the contract or
order, the interior packages and shipping containers shall be marked in accordance with Fed. Std. No. 123.

6. NOTES

6.1 Intended use. Alarm systems constructed with componenits qustiified and approved under the require-
ments of this speciricaiion are intended to supplement or support guard systems for areas hcusing
classified matsrials or activities as determined by the responsible authority.

6.2 Ordering data. Purchaser should exercise any desired options offered herein, and procurcment
documents should specify the following:

(a) Title, symbol, and date of this specification. .

(b) Type of datesor =ni mumber required (cee 1.2.2).

(¢} DYumber of jannunciators reguired {see 1.2.1).

(¢) Cisss of tranumission means required (see 1.2.3).

(e) Spsre parits required (see 3.10).

{f) Destinaticn inspection required (see 4.3),

(g) Selection of applicable levels of packeging, packing, and marking (see 5.1).
(h) Any special markinhg required (see 5.1.1).

b.3 Qualification, With respect to products requiring qualificaticn, awards will be made only for
such products as have, prior to the time sev for opening of bids, been tested and approved for inclusion
on the applicable Federal Qualified Products List. whether or not such products have actually been so
listed by that date. The attention of suppliers i1s cdlled to this reguirement, and manufacturers are
urged to arrange to have the producis they rrcpose to offer tc the Federal Government tested for
qualification so that they may be eligible to be awarded contracts or crders for the proeducts covered by
this specification., The activity restonsible for the Gualified Prcducts List is Standardization Divislon,
Federal Supply Service, General Services Administration, Washington, D.C, 20406, and information
pertaining to qualification may it obtained from that activity. :

€IA DT 70.30718
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GENERAL SERVICES ADMINISTRATION - FEDERAL SUPPLY SERVICE BUDGET BUREAU NO.
SPECIFICATION COMMENT SHEET - 29-R0175
INSTRUCTIONS ‘

This form provides a way for users of this specification to inform the originator of problems encountered

in its use. It is not to be used to request changes to accommodate proprietary features. All comments

will be considere?! and.appreciated, but please do not expect a teply. To.comment: detach, complete,

fold, staple, and mail. : ‘

NOTE: Comments on this form do not constitute or imply authorization to waive any part of the document
ot serve to amend contractual requirements.

1. SPECIFICATION

W-A-0Q0450A(GSA-FSS) Alarm Systems, Interior, Security, Components For

2. CONTRACT NO. (Iif any) 3. QUANTITY ON CONTRACT (Optional) 4. DOLLAR VALUE  (Optional)

5. GENERAL NATURE OF PROBLEM (e.g.,, fnspeetion difficulties, monufacturers unable to meet tolerances, containers
collapse under normal warehousing conditions, éte.)

6. SPECIFIC REQUIREMENTS AFFECTED (Include paragraph number and lines of wording)

7. SPECIFIC PROBLEMS (e.g. tests in 4.2.2 will not assure that the battery will Iast required time; temperature ranges in table 2
do not conform to commercially available items. )

8. RECOMMENDAT I ONS

9. NAME OF MANUFACTURER, ASSOCIATION, GOVT..|] 10. ADODRESS f{Number, Street, City, State and Zip Code)
AGENCY, ETC,

11, NAME AND TITLE OF SUBMITTER 12, DATE

FORM
GSA Fce 692200
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DEPARTMENT OF THE ARMY

OFFICL OF THE PROVOST MAKRSHAL. GENERAL
WASHINGTON, D.C. 20314

. PREFACE
\

It is impractical to prescribe definitive Department of Army
phxsical security standards to cover all anticipated conditions .which
pose a threet to the security of government property, since the estimated
degree and nature of the threat are Eontingent upon many variables thch
often are not constant, It is imperative, therefore, that local physical
security personnel, through a continuous local threat assessment, and
periodic physical security surveys and inspecfions, insure the appli~
cation of requixed measures to protect-government property, to include
application of interior intrusion detection systems,

The use of intrusion detection equipment has proven, in many Iinstances,
to p%ovide a valuable adjunct to the local secufity program, Such equip~
ment, however, is not a panacea for security problems and if not understood
or misused, may actually aggravéte an alreédy tenuous security sitaation.
It 1s, therefore, necessary ior potential users of such equipment to
understand the basic theory of operation, equipment cepabilities and
limftations, equipment selection process, Department of Army standards
for interior-intrusion detection equipment, the procurement process in
obtaining such items, and considerations regarding installation and main-

tenance, This document is intended to provide that information.

/0YD B. RAMSEY / :
Major General, USA
The Provost Marshal Genersl -

.
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SECTION I \
TITEUSLON DUTECTION SYSTRY | ~
General

e

O

A, Intreduction

1. Iotrusion Detection Equipment (ID) is employed for the purpose of
detecting and anncuncing proxinity or intrusion which endanger ot hay epdangcr
tﬁe security of protecced property or areas.,

2. Intrusion Detection systems are utilized to accoaplish one or more of
the follo&ing objectivaes:

a, To permit more economical and efficient use of manpower by sub=-

stitution of mobile responding guard units for larger numbers of fixed guards

and/or patrolc,

b. To substitvte for other structural medsures normally used in the

hycical securit osture winen the bullding lsyout, safety regulations, opdra»
pay Y P : g &y ) y reg

ting requests, appearance, cost or for other reasons, make the use of YD systems

more practical,

¢: To provide additional controls at vital areas as insurance against

human or mechenical failure,

3. One of the primiry éonsideratidns 4n thé application of ID equipment
is the ability of & designgted security force té rapidly respend to an alarm
received at a central location. To be effeétive, a sécurity force muct be

capable of rcsponding to an alarm within e maximum of ten minutes. Exception

to this principle is when the system is being.used primarily as a psycholopicel

barricr to deter would-be criminal elements wvith the chance response to the
alarm by personael in the area at the tine,

- k ) : 1
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4. An intrusion detection systew is usually made up of three componcat parcs.w;¥
a, First, the sensing or dctcctLOn.dpvicet This ié the component o
which detects the situation for which it was designed. It initiates the signal
that will ultimately provide the alamm,

b. The monitoring device, The device that receives the alarm signal

and converts Lt into a useble recponmse designed to ultimately correct or

4

allow correctioﬂ of the undesirable situation which has been detected.
c. The transulssion Syatem., This component transmits or transfers
‘the initial signal from the detection to the location at which the alarm is
sounded.,
B, Definitions: The following definitions are provided es an aid in understanding
both the construction and operation of ID equipment:

1. Alayxm -~ A nignal generated when detection equipment within the pro-

é:@ tected area responds to the presence of a condition that it is designed to detect.

p

2., Alarm, False - Signal caused by a factor other than an actual alarm,

3., Annunciator - Same as monitor panel,

4, Cabinet, !nitcr - The enclosure which houses the monitor panels and

assoclated equipment.'

5, Connect Police - Lines connected to a monitor in the local police

station in addition to the connection in the proprietary monitor or
central station monitor.

6, Contact - Same as door switch.

7. Control, Access/Sccure - Control usced with constantly supexvised

security systems to allow normal traffic through a protected arca
during'the hours of occupancy. This control renders the system inopera-
tive but allows tamper and line supervision .to be maintained to prevent

the gystem frow being compromised during the hours of normal occupancy.

.

4w AR . . p— .
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10.

11,

12,

13.

14,

15.

16,

Coninal, Pi/ictest = Sume s secess/uecure contzol,

Detector - Any device which senses the presence of an intruder and

couaes an aluru to be generated,

Detector, Gawnreltence - A device vhich detects the approach to or

touching of a protected object such as a safe, filing cebinet, or
capacltance grids protecting windows, eir conditiocaing, ducts, or other
openings 1o the periueter of a protected area. Tils detection senses a
change in the capacitarzce cauged by on cpproaching L350 and causes en

alarm to ba generated,

Detector, Indurzed - Photo~electric intiusion detection device which
B .

uses infrarcd light vather than visible light.

Detcctor, Beat - Thermostatic type gwitch designed for installation on
wetal doors., The heat frem a cutting torch will open the swicch ama
cavser an alaxm to be genecrated.

Datector, 1'otion - A device which detects the moverent of an object

within an area and cavses eon alarm to be generated, , »

Detector, Photo-clectric - atection device ukich utilizes a beam of

light projected into a photocell to detecet an intruder. A person walking
through a light beam blocks the light fram the photocell vhich causes
an alarm to be generated.,

Detector, Wibration - A device which detects vibration czused by

attempt at ferceful entry through valls and/or cellings end cauces an
alaxm to be generated,
Padl Sufe - Feature which auton atically ectivateo an alawm in the event !

componcnt port of tho svsten Ls raroved or vhon a component part or

portion of the circult, including thie power supply, feails to functior.

3 et o
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17.

18.

19,

20,

21.

22,

23.

2.,

Foil - Very thin netal strips which are cemerited to a glass window
or door, The foil is connected to a clased clcctri?al circuit, If
the glass is broken and breaks the foil, the circuit will be opened
causing an alaxrm,

Line, Alarm - An electrically supervised pair of wires connected

between the detection cquipment in the protected area and the monitor

equipment for the purpose of transmitting alarm indications.

Panel, Monitor - An indicating device which provides audible and
visual indications of alarm conditions.

Protection, Area - Protection of the inner space or volume of a securs

area rather than the perimeter of .the area.

Protection, Interior Perimeter - A system which protects the walls,

docors, windows, vents and sometimes the floors and ceilings of the area.

Protection, Point - A system for protecting a specific object such as
a safe or filing cabinet by the use of a capacitance detector.

Supervision, Line - Electrical protection of an alarm line, This is

accomplished by having a continuous signél through the circuit, A
change in signal will be detected by a monitor. The monitor gives an
alarm if the change in signal exceeds the allowable tolerance for the
designated type of line supervision being used.

Switch, Balanced Magnetic - A balanced magnetic switch operates

on a balanced magnetic field in such a manner as to prevent compromise
by the application of an external magnet. The system is usually
mountcd on & door with the switch 6n the door frame, the magnet on

the door proper. Opening the door causes an alarm to be given.
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27.

28.

Switch, Day/Nizht - Same as access/secure control.

Switeh, Dour - A switch usually magnetically operated, which opens

its contacts when the door which is being protected opens. The switch

is usually mounted on the door frame and the magnet which operates it
is usually mounted on the door. The switch is connected in series with

a closed alarm circuit. Opening the circuit causes an alarm to be

generated,

Switch, Gate - This switch operates in the same manner as a door
switch, It is enclosed in a weatherproof housing to permit outdoor use.

Switch, Tampexr - A switch in the security ecquipment cnclosure which

if the enclosure is opened causing an alarm,

v

opens the alarm line circuit

R e w v e e
. S SIS
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- handle emergency situations of this Lype.

SECTIC'E- II
TYPES OF ZYSTEMS , ; .
A. GCeneral :
:
Intrusion detection systems are divided into three general categorics,
The classification of an intrusion dezzction system into one of the three

categories is determined by the methc~ in which the alarm signal is annun-

ciated and the location of this alarm signal. 'The three categories are as

follows:

1, ZLocal Alarm System - A local zlarm system is one in which the alarm

device such as a bell, horn, claxton, ctc., is located in the immediate
vicinity of the protected area or objzct. A typical application of this
type of alarm would be in a storage fzcility with a bell mounted on the out-

1

y mounted to the outside of the

side of the protected arca.or externz !
building proper, to sound an alérm (S<e Figure 1).

The effectiveness of this system relies on the psychological effect of
the noise of the alarm and the chance or programmed response of nearby
military police or military petsonnel. This system may be used in conjunction
with a proprietary alarm oystem as degcribed belew,

2. Proprietary Alarm System = A proprietary alarm system is one in which

the alarm signal is relayed to a location which is manned and operated at & guard
office., An example of this type of fiystem would be one consisting of many
buildings containing alarm systems, which are monitoied at the base Provost
Marshal's office or at another desipnated location, This type of system
provides fast response to alamms by trained personnel who ‘are equipped to

With the alarm sounding at a point

O
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remote to the protected arca, the intruder has no indication that he has

initiated an alarm until the guards arvive on the scene to investigate,

(Sec Figures 2 and 3).

k 14
; 3. Central Stntion Alamn System - A central station alarm system is one

4 in which the alaim pignal is transmitted to a monitor facility located at a
remote point and operated by & cozmercial concern., Waen an slarm is received,
the concern monitoring the gsystom, eithcr calls tbke military police, locel

ji ‘police, or may dispatch prcdesignated guards to respond to the alarm (See Figure &)

Y B. Punctional Descrinticn of Intrusica Detection Lquipment

1., General - The effectiveness of any intrus.on detection system used

” ”? depends upon the quality and relisbility of the detection equipment, its

: ability to resist ccapromise, and the relisbility and scphisticaticn of the

(t} line supervision and monltoring facllity., Minimws for construction pexr-
vy

TR R U

formance of detectors, monitors and assoclated havduvare are established in

St G

Section VI (Specifications). The following paragraphs define those detectors

ot

N
a3

and moniltors and outline thuilr gener ral application and reliability.

2. Electro-lfochanical Devices - 7The detection devices in this category

are simple and balanced magnetic switches, window and wall foil, protective

wire, hold-up buttons and foot rails and heat detection devices. All of these

- . - N
S e e N LT B e Tk

detection devices function througzh an access/secure control unit, The descrip-

2 tion of acd general application of these devices is as follows:

a, Access/Sscure Control Unit ~ This unit serves as the termination device

S RN AT

for electro-mechanical detectors., (See Pigure 5) It furnishes power to the detector

when required, transmits the “Alarm Condition" to the monitor panel, furnishes
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termination cilrcuitry for "Line Supervision' of ﬁhc alarm:trun&n;zsion 1ine,
furnishes circuiltry for tamper davices within the detcctién devi;és and indi-
cates vhether the pretected area 16 in the access or secure mode. Each zonme
of electro-mechanlcal protection should have an ecccess/secure cozzrol switch,

This device should be lecated within the sccured area proper.

b. lMagnetice Sviiches

(L) Simple Suiteh - A siwmple magnetic switch cozsisting of

a switch housing and a magnet housing. A switch housing contaic: the wiring
and a magnet acﬁuated reed gwitch, The use of the simple magnetiz switch

is nomally associated with intrusior detection systoms protectizz movable
openings in facilities conteining low dollar value items since tiis type
swlitch can be casily defeated.

(2) BPRalanced Svitch - 4 balanced magnetic switch consists of

a switch housing and 2 magnet housing., The switch {s cnclosed iz a cast
nonferrous housing which provides a hub type of threaded cutlet go that the
system may be rum in conduit 1f desired. The housing contains a tamper

guitch to detect unauthorized opening of the switéh héusing., The switch

ltself 15 designed so that it csnnot be defeated by the increase or decrease

in the magnetic ficld caused by the introduction or temoval of a4 magnet from

the proximity of the switch,

Balanced magnetic switches are used to protect movable

openings in facilitles containing high dollar value itcms, sensitive items

or classificd information, ire., classified information storage vaults,
bank vaults, sensitive operations areas, conference rocms and arms storage

arcas . (See Figure 6.)
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¢, Foil - Foil systems function as ;'part of a completed clrecult
that, when broken, causes an alarm, (See Figure 7) Foll systems normally con-
sist of metalllic tape applied to glass surfaces or mounted on masonlte or ply-
wood panels used {n walls, floors and cellings,

]

Foil is used in facilities conteining low dollar value itcms,

since the systcm can be readily defeated,

d. Protective Wire - Protective wire functions as a part of a cou~

pleted circuit that, when broker, causes an alarm. {(See Figure 8) Protective
vire systems come in many forms; wire traps, single wires insulated and strung
over irregularly shaped openings; screens or single wires cemented intce wooden
dowels and frames adapted to cover warious sized openings, and lacing or wire
attached to masonite or plywood panels used o supplement wall construction.
This system, like foil, is normelly used to protect openings in the perimeter
or low priority arca since the system can be readily defeated.

é, Hold-up Dzvices < Holdup alarms are mechanical switches which are

Used to open an alarm circuit when actuated by a person. (See Figure 9) This

device comes in many forms most populur of which are holdup buttons and foot

rails.

(1) Foldup Buttons - Holdup buttons are mechanical switches
spcciaily constructed to avold aécidental actuation. Some of thesé switches
require actuating two levers or buttons atvthe game time gnd mome have metal
ridges which protect a single buttonAand require that the button be pressed
at least 3/8" below the protective ridgé. This device 18 used in all priority
areas where thiere is public contact, i,e,, bank officcra desks, isolated or

verty sensitive puard posts, VIP scuites, etc.
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(2) Hold-up foot Rails -. Foot rails are mechanical switches

specially conastructed to be actuaécd by the foot and at the same time avoild
accidental actuation, Most floor rails require a subtle but purposeful move-
ment of the foot reguiring the usef to reach under the rail and press upward
with the toe.

Most buttons and foot rails dre also cquipped with "Key Reset! devices
which require that a key be used to reset the switch after it has been actuated.
Normally, the key is in the custody of the response force.

Foot rails are used at ceshier's station in banks, finance offices
and exchanges, isolated or sensig}ve guard post, etc,

f, Heat detrctors - Heat detectors are mechanical switches actuated

by the preseace of heat., (See Figure 10) The switches or thermostats are
housed in a protective metal shcllfo; dome.- The heat detectors consist of
a rate of rise séction (which actuates when the temperature rise exceeds
5 degrees in 20 scconds) and a fixed temperature section (which actuates when
temperature exceceds a present level such as 135° or 1859).

Heat’detectors are used at places in the perimeter or on object
protectiqg where burning may be anticipated as part of #n attémpted entry or
theft., ‘

3. Photo-Elcrtric Devices - Photo-Electric devices consist of a two

part system, a light source or transmitter and a receiver. (See Figure 11).
This system functions when the light beam between the transmitter and recelver 1is

totally or partially broken. The light tronsmitter uses a modulated infravred

10
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light beam which 1z used fcs~-céd of visible light to prevent false alavws

in the aystem. Lizhe may ©° cransmitted divectly from trensmitter to

receiver or it wiy be bent *- airrors to achleve better coverage.

This system {2 used ac -+ part of the perimeter protection for low priority

areas such as warchouses ans ©HOT2ge 8reas.

4ot Vibzotlon Litoctin: Cystenc - Vibration detection systems consist

of a control urnit contaipic - =0 &=plifier, am accumulator and & power supply.

(See Figure 12) The amplif *F accepts a signal frcam a group of vibration
pickup devices which may bx wounted on walls, doors or ceilings of & pro-

tected perimeter, and drive- the sccumulator circuits to a point where it

triggers an alam, The pro -cStion system amplifier has an adjustable gain

go that the number of immu. 3 required to cause an alarw is adjustable.

.. TR S AR O S vl ha !
The accuwulator ciicuicry 7% A% ability tec bleed back teo zero 1f the reauired

number of impulses is pow ~ ~eived over approximately a 20-minute peried. The

vibration detectioy gystem -2 uscd to detect attempted forceful eatry through

walls, and cellings of thz srotected area, and are normally installed in high

priority perimeter protect s /¢ SYStews, i.e., arms storage rooms, bank veults,

§énoitive pecurity and oprrétions areas.
5. Audio Detoction f/vtems - Audio detestion systems consist of a con-

tfol unit containing an am)1fier, an accumulator and a power supply. (See Figure

The amplifier accepts a nipnal from a group of audlo pickup devices which are

mounted on the walls of n protected area. The protection system amplificr

has an adjustable gain fio ihat the number of sounds required to cause an

ta
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alarm 1o adjustable. ~he accunulator civcuitry hes the ability to bleed

p . _ired nus £ im Gt
: back to zerc 1f the u -7 :-+FE nuaber of impulses is not recelved over apprexi

k mately & 20-uivure pe~ Ld The audio detection system is used to detect

- zgapted forceful entry through walls, and ceilings of

| gourds gencrated by -

< are normally imstalled in high priority perimeter

the protected crea, ~ 7*

€., 2rms storage vaults and brnk vaults. The audio

..

brotective vystcas,

‘o detection systea is v P used only in areas which ere completely oound

proofed.
< ztection Systeas - Capacitance alarm systems con-

W v 6 . C(LQ&(:ita-;',c"
4 B e
3 slst of a coatrol us’ % videh will detect the approach or contact of an objecct
4 .
; . e . Ana a o » X Fopa A o ’ -, eyt : e
coming in prominmity ‘-7 the capacitence grid or 2 countaimer which is thalng a

part of the tuned ¢t ceult of the eguipaent., (Sec flgure 14) 7This equipmcat

snecreace or the decrcase in capacitance when an object is

«
€
e T B i s e

“is sensitive to the

introduccd'into £l f£ield or rcmoved from the field of protection., Wten this

6GCUrs, on alaim i ++ result, Capacitance grid systems are used to protect

v ;

B ceilinegs, window oo aLlngs, substandard doors, alr cenditioning and heating ducts
[S g | B r

Ih )

» in the perimeter of the protected arex, for object protection on containers or

safes used for scortie of valuable merchandise or classified information,

Thoce application" are for bgth high and low priority areas, L.e., gensitive

sccuxity operati o areas and vaults, arms storage areas, bank vaults, post

exchange money el 8, etc.

tection Systems « Hotlon detection systoms operate on the

1. Yotien M

baois of detostfnr "doppler effect” by using a device which transmits a given

<~§ frequency whthin ® ¢glosed 2rea to a recelver also located in the cloch ared.

12
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A control unit detects eny frequency shift "doppler cffect“icauscd by a

: i
moving body within the {icld of surveillence., (See Tigure 15). There are
three basic types of motion detection; the major differences between the three

are the frequency used for surveillance. The following systews ere those most

comnonly used.

a. Sonic - “he trensmitter used in this system emits a continucus

*audible signal to form the necessary wave patterns to £ill the ares protected,

The sonic moticn detevtion system is used in both high andlow priority area
protections, i;e., wacehouses, security vaults, etc. Limiting fectors which
must be considercd bedfore using this qrstém'are whethef the audible sigral will
be an annoyance E;‘personncy who may be required to work in close proximity
to the system, ov wviecher the systea will conflict with perimeter prctection
devices such as vibration and audio detection Systems.

b, Ultra-sonic - The transmitter used in this.system emits a signal
above the.audible range of the human eazr. The ultra-sonlc motion detection
system is used in both high and low priority area protection, i.e., post
exchange store rocus, weapons storage aress, sensitive operétions areas, etc.,
The presence of extreme ailr motion turbulence and/or tcmperature inversions
should be avoided for stable system operation. Areas contalning water pilpes,
alr conditioning or heat ducts which inject vibration or cause a sudden flow

of air mass should also be avoided.

13
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c. AHic;ﬂggizg - The transmiécar used in thiy systea operates in
the micro«wayc frequency region, The micro-wave motion detection system is
used in both high and low priority arca protccc{on, i.e., érﬁd storage buildings,
warehouses, sensitlve coperations arcas and conference rocais, efc.
In this systoem definitive micro-wave patteras are created, Thercefors,
several unlts may be required o gilve total protecticn,
c. ‘APPLICATIOI

3

Figures 16 through 24 provides general guidance in understanding the

rx

application of equipzent to meet speclific needs, These illustratioas should
not be considared as standards for all £

cquipment needs are dependent upon the indcor wnd cudoor emviromueat, structuzal

design of the protected arcs, ond Lypzs of 1tems being protrected,

.

14
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Section III

FACILITY SURVEY

.

1. GENERAL: Intrusion detection alarm devices, systems and
equipment are similar to fire alarms, éprinkler éystems, safety

and other intangible integrals of a facility in their

Py

relation to engineering economics and justification. Such alarm

systems serve to protect life and property and contribute to the
preservation of ‘productive capabilities; essential resources,

ana defense posture in a manner not necessarily proportional to
the tangible cost of the facilities to which they are attached.
The cost of alarm systems should bé evaluated‘in relation to

the expendagiiity of the materiel resources they are employed

to prorect, cather than the. replacement cost ol the building
structure or objectr in which they ére installed. Due to either
the intangibility of the protected resources, or the value of
materiels to be stored, the cost of the building or structure .
may have an ianverse relationship to the cost of the alarm system
best suited to the situastion. Usqally,:iﬂ temporary buildings,
economical physicel barriers or substandara containers will

nd reliable alarm systems than would

require more sophisticated a
be necegsary for wmore durable facilities with some inherent

protective fcatures. The practice of some planners to promote

a fixed percentage of budgeted cost of proposed-facility for alarm

[

£

({0

-
cr
-

systems and. . other secur atures, wittout due regard to intan-

.

gibles and prodable inverse cost relatioanskss, is inimical to

¥

ccoaomical sccurity operations. The sinilarity bhetween intrusion
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detection alarms and all other types of alarm systems is somewhat limited
to econcmic justification, technical praétices and fundamcntal co;cepts.
Tnere 1s one predominant fact;f which differentiates an inﬁrusiog detection
system from any other type of alamm Systém, @.8., the incentive that exists
for surreptitious-compromise or covert disablement of the system and the
beneiits that could be derived from such a‘criminal activiﬁy.

1.1, UTILIZATZION: .The decision of whether or not to employ {ntrusion
detection.systemé for any given security interest can be made by analysis of
. basic considerations., such as:

i.l.l. Availlability of guards Qr cther designated personnel to
respond to alanmz and to take appropriate protective actiows,

1.1.2. Availability of aléfm systems or equipmeat to meet the
needs of the local situation.

1.1.3. Advantages, in cost, zvailability and operating conveaieﬁce,
cf an alara system over other physical security measures which could be
emploved fox the securiiy interests. .

1.1.,65° "he necessity for proviaing supplemental aids or adjuncts
for geard fofces wherxe pnysical verriers are not zdeguate or cannot be
utilized,

1.1.5. Security overations and efficiceuncy would be enhanced to a degree

‘

coumensurcte with the cost of providing, operating, and maintaining a suitable ale

system,
1.1.6. The locel enviroazeant and cccupaucy Of the prexises ar
compaitible with alaow systom performence chavacteristics,

»
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1.1.7. DYuration of e requirezent,

&
.

-

st _La
M
'—l

g 1

o

he expenditure of furds reguired.
3

-
2

life cipectancy of the systea

exibility of the equipaent cto be procured will be such as to warrant

1.1.8. Preczutions chat excessive and uanesessary securilty meesures

are eliminzted or reduced to reslistic and practicable levels of security

-

risis.

’

1.2, SCOTZE:  The determinaticn. of the ccmplexity, sophistication,

and multi-gurpese viilization of supplemantal

catures and comsonents a

the most difvicult decisions faszed by the plaaners and designers o

. ,

alawm systems. Uhetusr te imclvde cammunicsd

]

[

55 controls,
attusion detect
magcer of enzipeeriuy
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ficaticn Zor suca footutas shcuid b cecaczine
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officer. Gemeruily, it wiil be more economical to dosiga & complete

plemnsucary soo Y i
or new storage faciliity, Yowever, 1 1

CTLCY SystTas o & naw facility complex, aew wiapens syst
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particularly those intrusion ﬁeteétion alarm systems for sensitive inséal-
lations should be of comprehensive design to include‘all essential featurcs;
parts and cémponents required fo; the specific service, Acquisition should
be completed in a single procurement action to insure éompatibility of
characteristiés and standardization of componeunt parts.

2. PERFORMANCE FACTORS:

2.1, CHARACTERISTICS: The performance characteristics-to be required of

an intrusion detectlon system must be designed in relation to the enviromments
under which it will be operated. There is no one system that will satisfy ail
requirements. Each type of detector, annunciator and signal circuit has been

designed for certain intended applications and has proven satisfacrory witiiin

_known limits., Tt is essential thar epvincruental conditicns be stated,

concilse objectives and intended utilization be expressed, ard performance
characteristics be specified if meximum design efficiency is to be wealized.

2.1,1. ENVIROMMINT: The environmental data required for desizn ol .
infrusion alarm systems or sclectionkcf detection media will include che
following:

2.1.1.1., Temperature {(average and high-low extrcges),

2,1.1.2, Noise level (ambient and extreme),

2.1,1.,3. Wind loading (air velocities and continuity for indoor systems -

_% maximun velocity for outdoor systems),
»:%{ .
,g 2.1.Y.4, Vibration level (ambient, extreme, and citraneous influences to
k]
3
% be tolerated),
f‘L .
4
4 2.1.1.5. Rainfall (maximum intensity for outdoor systems),
i ;
; 18
B
1
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2.1.1.6., Snow cover (with applicable outdoor systems),

2.1.1.7; ElGCCromagnctiq Fleld (opeFating frcquen;ics, amplitude and
magnetic field'strength of other equipment),

2.1.1.8., Frecquency Allocation (for RF doppler systems),

2,1.1.9, Unusual conditions (any extreme cordition mot usually associated
with.thc type of fecility) and,
. © 2,1,1.10. Light intensity (day and night - minizum and maximum for optical

or image systems),

2.1.2, SUPPORT'FACILIZIES: The type of comnstruction to be supported or
supplemented and the availability of utilities to support the alarm system
should be recorded, - Iuformation needed will include:

o 2.1.2.1. Poucr cupply (voltagg, freguency, phase,; and distribution),
@@& 2.1.2.2, Cable facilities (cxisting or. future telephone or.other
signal circuits to be used or furnished for alarm troncmission),
2.1.2.3. Construction (type of fence, barriers, walls, roof, floor, etc.),‘
2.1.2.4. Openings (nuﬁbc? and type of gates, doors, windows, vents, ctc.),
2.1,2.5., Space (area of voluwe to be covered, and
2,1.2.6. Description {plans, drawings, or pictures showing details of
features), |
2.1.3, EXPOSURE: .Systcm exposure to unauthorized personnel will influence
design of tamper resistance, test features, component coﬁécruction and locations,
Other important data includes:
2,1.3.1., Classification (clearances required for designers, installers,
servicing, ete.),
. 2,1.3.2, Cable circuits (description of type, gate, ~aeriul, underground,

encasauent, routing, comuercial or proprictary),

.19
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2,1.3.3, viring (reguireaents for iateranal wiring-cénduit, concealed,

Erjoxposed, tampered, cte,), | :

2.1.3.4., Location (describe or show iocation of principle components), and
) :
2.1.3.5. Perscnnel (technical coampetence and reliabihity of personnel
who will operate and Supéort the alarm system.
2.2, RELIABILITY: The reliability of the intrusion detection alarm system
is its true measure of worth. The required characteristics should be expressed
In terms of performancr., since the specificationé are provided in Section IV.
Some features and provisions that will influence the system reliability, and
consequently of inters.t to the security officer, are:
2.2.1, Fall-scfe « degree to which system performance need be self-
§upervising. .
2,2.,2, Tamper Recsistance - degree of inherent supervision against
tampering ve Surarpritious co.npro.n.ise.
0 2.2.,3. Test Features - requirement for yemote or local test, manual or
automacic, <
2,2.4, Service Cycle - meszn time before failure fﬁTEF) operating hours
between coupeonent reéplacenent or major zepeirs -.calculaced.

2.2.5. Nuisanc

1Y

Alarms - Maxivam rumber of nuisance alarms, fzlse alarms

or failures of any cause that can be accepted during a speciric period of time,

f
©

.

O.&., &lorms per civeuit per year.
2,2.6., Maintainability + ease of access for mainténances, componentization,
modularity, level of coapetence, ctc.

2.2.7. Orientation - training to bz ziven oscrators and wainteanance nersonnd

2.2.8., Instructions =~ Manucuals znd drawinzs, varts lists to be furnished.

(<)

2,2.9. Sparc Pares - parts and speclal tools to be furnished with system

ayo suppiyj.

05

A e e e

.,
%
5
%
¢
%
i
i
i
1
.
E
.,
.
3
P
.

Whyrsad



il

N

2
P
X

+
Ly % ety b od yoxo F iR

F, E

2,2.10. Guaranty - peried & conditions.

2.2,11., Supecrvision - instellation supervision to be furaished by

v
.

manuiacturer or other ccompetent authority.
2,2,12, Yeuformunce Tests - list tests to be performed prior to
acceptance, including the detection factor.

2.3, UTILITY: The utility of an intrusicn detecction aiarm system will be

measured by the sum of Lts atuributes (toward guard force efficlency) &6 weignea

o
Cou
(¢4
™

against the liebilities of cost and re. . In 2 large measwore, alarm systems

rh

can be evaluated froa tne degree of accepitonce and confidence in the svstem

L]

exhibited by its cttendants.  For £ull utilizagion &

J
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folloving attributes:
2,3.1. Simplicity ~ easy to operate, undcrstend and live with,

2.3.2. Motivation - alaws signals should be clear and concisz,

2.3.4, Conveatesnce ~ all operating contrzols should ba cemvenicutly

located and icdercificd.

3.1, Pricy to the preperetion OFf a2 wrocurehent requlirvwent for (D equipaent,

" s . . m exm e DR, Sy . e’ . . s e " o~ g
MLl G5 the SUYYSOGLLnS caviToanent inounlieh wr is located.
ca A Ve . PR Frep oty TN ‘v, s 2 e -
AP ¢ .L.\.-.\ 1L K-"..),:l'n.s.lli:‘l\) IJ»U\'A.L-GJ S DALY JOS .L.VJ..& ’ b)' S u..\."kl acsianalte
.

technienl pewson.el Lo insure Lha “the ID Systean belag
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solicited /- ‘i« mos. appropriate for the environment since each system

hes © @b czpavis e aad 1imitaiion. A primary factor im selecting the

~

approprlate coamponents to comprise the system to protect a given area is
the enviroument of the protected area. Environment is cousidered to be
both the structural characteristics of the protected area as well as its

physical loration in preximity to other activities in the adjacent areas.

"Since the detection signals eminating from motion detectoxs can penetrate

soft construction wateriecls, the degree of hardness of walls, floors, ecte,,
are of primary concern. Requirements for motion detectors will vary, e.g..
in some instances, the protection of vaults, like other secure areas, may
require oaly the application of vibration detector on the walls and
ceiling, plus magnetic switches as well as a heat detector on the doors.
3.2. The check sheet is provided for guidance, Snould = using
activity require advice omn determining'the adequacy of thazir proposed
selection Of equipment, the local engingering sugport office should be
consulted. If this is not possitle, aicopy of the cheék list plus other
pértinent data should be forwarded vo one of the two DA laborétory facilites
mentioned in paragraph 1lb, Scetiom VIZ, with a copy to the FMG, DA.
4, System Cost Estimates: An iwmporxtant item in planning for proturensnt
and installation of intrusiocn detectlon ecuipmernt is the estimated costs
for budget purpose and for cozparison with proposed commercial solicitation
during actual countract regotiations.  The following estimates are based upon

averaze 1965-70 procucument cost. Precise cost should te obtained locally!
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Motion Detector - (Per zone, includes standby
power for 20xAO ft coverage) .

Ultrasonic (Single unit with control)
4 Pickup
Microwave (One detector)
Control Unit
Audio
Photo Electric (Single Pair to include transmitters/

Recelver/Access Securs Unit

" .Vibration -~ Control Unit

Vibration Detec;or
Capacitance - (Approximately 3 ducts)
Foil/Protective wiring
Control Unit
Holdﬁp Devices
Push Button

Fool Rail

Panels =~
?er Zone (Included Labor and Handwork hookup)
Class A =-.
B ~

C -

23

. COST

§$900.00

800.00
100.00
750.00
250,00
1,000.00
1,000, 00
800.00
300.00

' 30.00
700.00
2.00

75.00

150.00

175.00
75.00

500.00
175,00

125.00

- 1,500.00

sq ft

$50 ea addt'l .

1lst unit
ea addt'l unit
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Console Monitor
Single Zone
2-10 Zone
10-20 Zone

20~50 Zone .

‘Wire

Rigid Conduit

EMT
Single Open Run Plain Wire
(Wire requests/cost must be considered on one pair
basis per %nstrumcnt between zone and panel)
Emergency Pover Indicator (Per Zome)
. Event Recorder
50 Zone
100 Zone
200 éone
Telephone System
Basic Unit - 10 Zcone -
10-50 Zone .
Heat Detector (may be connected iﬁ conjunction w/
ancther control unit located in

protection zone)

(Above prices include 12 hours standby power)

24

COST

$500.00
2,000,00
3,500.00

7,000.00 - 10,000.00

3.00 per foot (cos
vary by size

2.00 per foot

.1G per foot
150.00
6,000.00
7,500.00
10, 500,00
1,500.00

4,500,00 :

35,00 ea

©esrep
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SLCTTON 1V ‘ . PR
STANDARDS FOR TNHTERIOR INTRUSTON DETECTION EOUIPMENT B

1. GCENERAL REQUINEHINTS:

1.1 SCOPL: fThis specification covers the requirements for
Interior Intrusion Detection Equipment and is intended for use in

procurenents involving Interior Intrusion Detection Systems.

1.2 IYPE OF SY¥YSTELM: The Interior Intrusion Detection LEquip-
ment described in this speccification is of the proprietary or ceutr.a;

type designed to traasmit signals automatically over electrically

supervised lines from detectors installed in protected areas to &

monitor f

[}

Py

cil?t* located in the monitoring arca.

1.3 QE§£§§_QQ§Q§Q§; Design of the Interior Intrusion Detection
System and its components shall be basically éonservative to
insurce that the system 1s inherently stable, defeat-resistanc,
fail-safe, durable, reliable, and suitable’jn every respect for
satisfactory, lonyg lasting, and continuous operation. The design -
Shali be such that it will require a minimum of maintenance  and
adjustments.  The system shall not have more than one nuisance
alarm per weck {rom the entire system during continuous 24 hour
a day operation under all normal variations of use conditions.
In addition, the system shall be so designed‘that an aiarm will
be initiated when any circuit, power. supply, or componcent failx

or agus to such an extent as-to nullify the effectiveness of

the system. Restoration to normal operation shall not be possible

until the fault is corrected.
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1.4 ELECTRONIC COUNTERMRQﬁyNE (ECM) VULNERAB%LETY: Interior
Intrusion Detection Equ;pment shall be so dcsign?d and constructed
as to provide maxiwum practicable invulncrabilig9 to electronic
countermeasurc action. chhniqueé and circuits utilized shall be
those which will more effectively reduce the vulnerability to

countermeasures.

1.5 STANDARD PRODUCTS: .3ll materials and equipment in the

Interior Intrusion Detection System shall be new and of standard
design or model, the products of manufacturers regularly engaged
in the production of suﬁh equipment. In addition, they shall be
the manufécturers' latest standard designs current at the time of
delivery, except for such modifications from manufacturers'
standards as may bec reguired to confo;m to specification require-
ments. Where two or more units of the same class of equipment
are required, such units shall be the standard products of a
single manufacturer, but all of the component‘parts of the systen
need not be the products of the ggpe manufacturer. HManufacturers

shall be so established in the industry that prompt and coutinu-

ing service and -delivery of spare parts may be assured.

2. TECHNICAL REQUIREMENTS: Interior Intrusion Detection Systems
furnished under this specification shall co@ply with the following
technical requirements:

2.1 GENERAL: All componcnﬁs of the system shall, as a wminimum,

conform to the following general requirements:
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2.1.1 MAINTATMABILITY: Devices and cquipments shall be
desipgned and constructed to facilitate modular, unitized, com-
ponent. replacement to the maximum extent feasible. Components
shall be so arranged and assembled that they are readily acces-
sible. . to maintenance pursonnel.without compromising the defeat-
resistance of the system. . Controls and adjustments inside
enclosures, requiring manipulation by maintenance persomnnel,
shall be readily visible and.acéessiblﬂ with minimum disassembly

of the equipment.

2.1.2 INTLRCHANCEABILITY: Like units, assemblies, sub-

assemblies, and replacesble parts shall be physically and

functionally “interchangeable as tcomplete itewms, without modifi-

cation thereof, or of other articlces with which the items are
used. Individuel items shall not be hand-pickdd for fit or petr-

Reliance shall not be placed on any unspecified

<

formance.

v

dimension, rating, charteristic, etc. Subassemblies and. parts
shall be readily replaceable in the ficld.

2.L.3 SOLDLERING: Soldering shall be consistent with the

best. commercial practice.

2.1.4 WORKMANSIIP: Workmanship shall be consistent with

the best commercial practice:

2.1.5 CLEANTNG: After fabrication, parts shall be cleancd

.

iu'accordance with best comuercial practice. Clceaning processcs
shall not have any detrimental effect upon operation ol the

sysgtonm. .

2.1.6  FINISH:  ALL exposed surlaces of devices, couponcitto
enclosures, cabinets, and other dtems o equipment shull be
27 ’ '
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thoroughly cleaned, and shall be dry:and Cr;c”frum all scale,
0il, grecase, dirt, and rust; also, those surfaces shall be
painted as soon as practicablc after cluaning.; Ferrous sur-
faces shall have a rust-inhibiting primer, after.which all sur-
faces shall be provided with not less than two coats of synthetic
enamel or baké&—on enamel. Primer and finish coats shall be
applied in accordance with approved commercial practices to
assure complete :overage and durability of the finish. The
finish coat, whea dry, shall be an even surface, free from
runs, sags, or cther blemishes. . Unless otherwise specified,
exposed surfaces shall be of the mahufacture;sF standard  color.

2.1.7 MISCELLANEOUS MATERIALS: All materials and com-

ponents not definitely specified herein shall . be of the best
quality used in the manufacturers' normal commercial products.
Materials and components shall be free from defects and imper-
fections that effect the safety, sefviceabiliﬁy, and defeat-

resistance of the finished product.

2,1.8 ENVIRONMENTAL REQUIREMENTS: All compounents shall

be capable of full operation under the following conditions:

. 2.,1,8.,1 HUMIDITY: Up to 85 percent relative humidity.

2.1.8.2 TENMPERATURE: Any ambient temperature in the

range from +32 degrces F. to +120 degreces TF.

2.1.9 MANUFACTURERS NAME PLATES: Each major component of

the system shall have the manufacturer's name, address, name and
5 )

28
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cntnloh aumber of the componeat, Indeated or embossed vun a
nawe plate securcely affixed to the unit. This label shall be
affixed in such a manner as to prevent identification of the

ynit without removing the cover or opening the door.

2.1.10 LOCKS AND KEY LOCK SWITCHES: All lock and key-lock
switches required to be installed in the éystcm shall.be of the
round key "ACE'" type. All ch_loci switches shall be keyed
aifferently and two keys furnished for each switch. All locks
on equipnmnent and poﬁcr suppiy enclosures for maintenance access
shall be keyed alike and two keys furnished for the entire
system. The contractor shall exercise every prccautioun to
protect tho sccurity of these keys. Upon completion of the
WorLk, Lhe keys, properly tagyeed, ;hall be delivered Lo rhe
contracting officer.

2.1.11 RELAYS: Light-duty relays and similar devices shall
have dust covers which protect against fouling by dust or other

materiacl which way adversely sffect their normal operation.

2.1.12 EQUIPHENT HOUSINGS AND CABINETS: Tquipment housings

and cabinets shall conform to the following requirements:

2.1.12.1 CONSTRUCTTON: Enclosures for monitor panels,
power supplies, tervrminal-cabinets, detection cquipment and
other system components shall be so formed and assembled as to
have ample strength and rigidity necessary to resist the abuses
to which they are likely to be subjected. They shall be cou-

structed of shecet stecel and shall be not less than No. 16 U.S.

Staundard CGage.  FEnclosures shall not have prepunched knochoutia.

29
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Where doors are mounted on hinges with éxposed pins, the hinges shall

be tack welded to prevent ready removal, The latch edge of movable

covers or doors shall be cquipped with a lock which meets the require-
ments of paragraph 2,1.10, of this specification, Where the latch edge

of a movable cover o; door is 24" or more in length, the door shall be
provided with two locks, which meet the requirements of paragraph 2.1.10
of this specification, one located near each end. Any ventilator openings

in enclosures and cabinets shall be protected by internal baffling. All

doors shall be flanged to prevent ready access to the interior of the

enclosure until the tamper device has actuated,

2.1,12,1.1, EXPOSED TO WEATHER LOCATICNS: Enclosures for use

in exposed-to-weather locations, shall be ‘of weatherproof construction
which 1s sultably proteccted against corrosion, Any unused threaded holes
or hubs shall be closed with threaded plugs which cannot be surreptitiously
removed from outside the enclésure or fitting. |

2,1.12.1.2, ©PROTECTED LCCATIONS: Unless otherwise specified,

enclosures for use in areas which are protected from the weather shall
be mounted in general purpose enclosures as described above,

2.1.12.1.3. HAZARDOUS LCCATIONS: Enclosures for use in

hazardous locations shall comply with applicable articles, clauses, groups,

and division of the National Electrical Code.

30
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2.7..2.2 TAMPHR SWITCUES: Enclosures shall be provided

with cover = erated, corrosion-resistant tamper switches arranged
|

¥
n alarm signal when the door or cover'is moved as

a

to actuato

much as 1/7 " from its normally closed position. The tamper

remain inaccessible until it has activated. Tamper

-

switch sha

-

-

switch mow - ting hardware shall be concealed so that location of
the switch <annot be visually detected from the exterior of the

enclosure Tamper switches shall remain under supervision at

all times yhether the circuit in which they are installed is
s, e+
"Access", or "Secure'" mode, Tamper switches

in the auL{Aorized F3s

P4 4 - j v ¥ el S o e
on doors which must be opened to make norxmal maintemance adjust

ments to fie€ system and service the power supplies, shall be of

the push sull-set, automatic reset iype.
: b4

9.1.3 7 POWER SUPPLIES: Power supplies shall operate normally
on AC pow’r supplied at the protected area, gnd shali be capable
of staplier operation if the supply vdltage varies between 102 and 132
VAC and/ar the frequency varies between 58 and 62 Hz. A battery
shz11l be provided to operate the system for a period of 12, 24,

36, or 4l hours whichever is specified in the system requirements.

ry shall bo of the scaled nickel-cadmium, lead acid, or

+

The pattlt

”Col cell' type. Tlie power supply shall be so arranged thact:

7,1.133.1 The battery is maintained fully charged at all
timos v AC power is available.

@ 1013.2 0 The ba£LQYy Es fnliy vecharged within 48 hours
aftor JJ; period of bactery operacion.
. D BV OO TN Dctuctofs automatically transfoer from AC powoer
power whéncvcr the former fails, and returns to‘AC

to battary
’ 3L S e e

e G T
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power upon restoration of that power.

2.1.13.4. Alarms are not initiated upon transfer from one power
source to another,

2.1.13.5. Provisions shall be made to provide a signal which
may be used in the monitor cabinet to indicate loss of AC power.

2.1.14. RiMOYE TEST: Detection equipment shall have the capa-

bility of being remotely tested from the monitor cabinet.

2.2, DETECTION DEVICES: Detection devices shall comply with the

following requirements:

2.2,1, ELECTRO-¥ECI'ANICAL DEVICES: Electro-mechanical devices

shall provide an alarm signal when the electrical continuity of the devices

are interrupted.

2.,2,1,1, ACCESS/STCURE CONTROL UWIT: Electro-mechanical

devices shall be equipped with an Access/Secure Control unit to provide
the proper line termination for the monitor systenm, and‘any power required
by the device. |

2.2,1.1.1. ENCLOSURES: The emnclosure shall comply with the

requirements of paragraph 2.1.12 of this specification.

2.2.1.2. MAGNETIC SWITCH. The magnetic switch shall operate
when a magnetic field is brought.in close proximity. In addition, switches
shall be of the Hermetically Sealed, Reed type which shall withstand a

mininmum of 50,000 activations without failure.

32
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2.2.1.2.1 STHUPLE MAGNETIC SWITCiH: The simple moagnetic

.

switech shall ba of the type whiéh opens and‘*crosses Or opens
and grounds the circuit when activated.

2,2.1.2.1.1 ENCLOSURE: The switch and magnect shall
be enclosed in an unsupervised housing of plastic, cast nonferrcus
metal, or any material providing’reasénable protection against
water, dust, etc.

2.2.1.2.1.2 PERFORMANCE: Simple magnetic switches

shall be mounted so an alarm is initiated whenever the latch or

lead edge of the enclosure on which it is mounted is moved as
° .

much as two inches form its closed position.

.

2.2.1.2.2 BALAXNCLD MAGNETIC SWITCHES: The balanced

.

magentic switch shall be bf'the type which opens and crosses,

or opens and grounds the circuit when actuated. The switch
mechanism shall be of the balanced magnetic type. It shall
initiate and alarm upon increase,‘decreasc, or attenpted substi-
tution of a magnetic field applied to the switcl when in the nor-
mally secured position. The mechanism shall be internally adjust-
able so that the operating gap between faces of the switch ﬁousing
and the magnet Dousing may be adjusted from 1/4" to 1" to accom-
modate instaliation variances. The switch shall be protccted to
prevent damage of its contacts from voltage or current surges.

2.2.1.2.2.)1 ENCLOSURLS: Switeh and magnets shall

be housed in weather proof boxes cast of noanfecrrous metal.
Sviteh boxes hall be of the hub type, or shall have threaded
vodies. The cover of the waanet bousing shall rot be readily

33
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rcmovéble. Covers of cast aluminium switch bo%es shall be securéd‘
by stainless stecl screws. The switch boxes spall have flanges |
cast into the housing which prevent access to khe interior of the
housing until the tamper switch has activated. Témper switches

shall comply with the requirements of paragraph 2.1.12.2 of this

specification.

2.2.1.2.2.2 PERFORMANCE: Balanced magnetic switches

shall be mounted so an alarm is intiated whenever the latch or
lead édges of the enclosure is moved as much as one inch from its
closed position;

2.2.1.3 FOIL: Foil‘shali not exceed 1.2 pounds in
tensile strength and shall.-be capable of carrying a minimum
current of 60 milliampe?esuat 60 volts with a temperannre viré
of not more than one degree centigrade. Foil shall not exXceed
1/2" in width for the protection of glass panes, or one inch in
width for protection of opaque baériers suéh as walls, partitions,
and door surfaces other than glass panels. Adhesives and coating
materials shall be resistant to aging, moistufe, and temperature
change. The performance of the foil shall require that is
initiate an alarm signal whenever circuit continuity is interrupte

2.2.1.4 DPROTECTIVE WiRING: Protective wiring shall

not exceed 4.0 pounds in tensile strength, and shall be capable
of carrying a maximum of 60 milliamperes at 60 volts with a tenm-
>pcraturé rise of not more than onec degree centigrade. Wiring
shall be no longer than 30 AWG. The wiring shall be continuous

with no splices from orne connecting point to another.

34
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The performance of the protective wiring shall require that it
initiate an alarm condition whenever the protective wiring cir-

cuit continuity is dinterrupted.

2.2.1.5 HOLD-UP DEVICES: Hold up devices shall actuate
an alarm signal when operated, and shall lock in the signal until
manually rest with a key or similar device.

2.2.1.5.1 PUSH BUTTON: Push button devices shall

consist of a housing which protecté the device from accidental
activation, and push button which may be easily operated in an

unobtrusive manner.

2.251.5.2  FOOT RAILS: Foot rails must be reliable,
easVv to operatz, and ;chreiy mounted in A rugged corrosion
resistant housing. The foot rail must be designed to minimize
nuisance alarms, yet permit unobtrusiQe operation. In addition,
once the foot rail has been activated, it can only bg resct by the
use of a key.

2.2.1.6 HEAT DETECTORS: Heat detectors shall be of the

automatic reset type and shall actuate an alarm when the temper-
ature rises above a present level or as the tempe?ature increases
at a rate which {g faster thén a preset raté. kThe detector unit
shall cause an alarm when the ambient temperature exceeds 135
degrees F. and/or the rate of rise of temperature exceed 5
degrees F., in 20 scconds.

2.2.2 PROTO-ELECTRIC SYSTEM: Photo-Electric systems shall

consist of a transmitter, recceiver, and anw Access/Sccure unit

.

‘with power supply. The system shall be of the type employing a

e e
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@ modulated infra-red beam. The system shall operate sazigfactorily with
separation of up to 300 fuct between the transmitter and rcceiver units.

2.2:2.1 TRANSMITTER UNIT: The transmilter unit shall

utilize a pulsed or modulated solid state infra-red emitting diode, a lens
to shape the light-beam, and a device to prevent lens fogging. The enclosure

shall comply with the requirements of paragraph 2.1.12 or paragraph 2.2.2

* of this specification,

2.2.2.2 RECEIVER UNIT: The veceiver unit shall include a
lens to match that of the transmitter unit, a photodiode, alarm logic
circuitry, and a device to prevent lens fogging. The enclosure shall comply

with the requirements of paragraph 2.1.12 or paragraphs 2.2.2 and 2.2.2.1

of this specitication..

2.2.2.3 ACCESS/SECURE CONTROL UNIT: The Access/Secure

Control Unit shall provide the proper termination for the monitor system.

2.2.2.3.1 ENCICOSURE: The enclosure shall comply with the

requirements of paragraph 2.1.12 of this specification.

' 2.2.2.3.2 POWER SUPPLY:  The power supply shall comply with

the requirements of paragraph 2.1.13 of this specification.

v os e FaVira Wy

2.2.2.4 PEZRFTORMANCE: An alarm signal shall be initiated

whenever the beam is completely intercepted. To prevent nuisance

alarms due 1o smoke, fog, snow, or similar attenuating conditions,

O
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the system shall be designed so that up to 95 percent of the

beawm may be intercepred withouc teusing an alarm.

2.2.3 VIBRATION DETECTION SYSTEMS: The vibration detection

.

system shall consist of one or more sensitive selectronic pick-

up devices mounted on the surface{s) of walls, ceilings, and/
or floors designatcd to be protected and connected through an
ampllflar/accumulator derizned to initiate an alarm signal in

response to stimuli of the types herein described.

2.2.3.1 VIBRATION DETECT N The vibration detection

N .

control unit shall contain an zmplifier which shall be of the

11 nave included therein an impulse

ﬂl
jo
3
jal
:3‘
ay

low band pass tyw

accumulatoxw emch 7z & resistance-capacitence time constant
accumulotory a stepping vceiay, or other means to inmtegrate the

.

amplitude of intut cigasis with respect to amplitude and tima.
The intergration circuit ghall be so‘designad‘that an alarm
iated in response to an explosion or a

sirgle heavy blow, ©r a series of lighter blows. In addition,
the accumulator shell be so designc& that stimuli of insufficient
maznitude to initizte an alarm are bled off to the normal

zerc lovel at a race of decay from the level immediately bclow

alarm to zer or moroe than 30 ninutes.

o
[ R
o
)
o)
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“
1473
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The amplifier accumulator shall heve an adjustable gain control

and an adjustable accumulator countrol. The controls shall be

ree

housued dnuvide the vibratils detderor concral tnit @2n1closure,

viloeooenly to maluteneoce personnel.

.
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2.2.3.1.1. ENCLOSURES: The enclosure shall cowmply with the

requirements of paragraph 2, 1., 12,  of this specification,

2.2.3.1.2, POWER SUPPLY: The power supply shall coumply with
the requirements of paragraph 2, 1. 13. of this specification.

-

2.2,3.1.3. " REMOTE TEST: The remote test function shall comply

with the requirements of'paragraph 2, 1. 14, of this specification;v

2,2.3.2, VIBRATION SENSOR: Vibration sensors shall be of the

Piezoelectric or reluctance type designed to glve peak response to
structurally-conveyed vibration frequencies which would be associated
with a forcible attack upon the solid body'to which they are attached,
The vibration sensor shall contain a pre-amplifier with adjustable gain
control,

2.2.3.3,  PERFORMANCE: The performance of this system shall be
adjustable and is specified on the basis that the amplifier/accumulator
with vibration sensors mounted on menolithic reinforced conmcrete block
walls at least 6" thick, or holiow masonry concrete unit walls at least
8" thick, shall be capable of detecting and integrating so as to initiate
an alarm signal whenever the protected slab or wall is struck on the exterior
surface, within a minimum radius of 15 feet from a pickup device by five
blows at two second intervals, from a one and one half pound hammer falling free
through a 90 degree are at a radius of 12", With the amplifier/accumulator
adjustment controls set at minimum sensitivity, the system shall not respond

, to the foregding hammer test beyond a radius of 10 feet from the pickup

device,
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2.2.4,  AUDIO DETFCTICH SYSTII{: The audio detection system shall

consist of one or more sensitive microphones mounted within an area to be
protected and connected to an amplifier/accumulator designed to initiate
an alarm signal in response to the stimull of the types herein described.

2.2.4.1, AUDIO DETECTION CONTROL UNiT: The eudio detection

control unit shall contain an amplifier which shall be of the low band
pass type, and shall have included therein an impulse a;cumulator caploying
a éesistance-capacitance time comstant accumulaﬁor, a stepping relay, or
othef means to integrate the amplitude of input signals with respect to
cmplitude and tine. The integration circuit shall be so designed that an
alarm signal shell be initiated ;n response to a singie'loud sound, or
a series of norﬁ;i sounds., In eddition, the accumulator shall be so
designed that svimulil of insufficlent magnitude to iniéiate an alarm are
Lled off to the normal zero level at a rate of decay freca the level
immediately below alarm to zexo in not less than 10, or more than, 30
minutes. The amplificer/accumulator shall have an adjustable gain control,
and an adjustable accumulator control. The controls shall he housed inside
the audio detector control unit enclosure, accessible only to maintenance
personnel.

2.2.4.1,1, ENCLOSURE: The enclosure shall comply with the
requirements of paragraph 2, 1, 12, of this specificgtion.

2.2.4,1,2, POVWER SUPPLY: The power supply shall comply with the

requirements of paragraph 2, 1. 13, of this specification.

2.2.4.1.3, RI2OTE TEST: The remote test function shall coaply-

with the requirements of paragraph 2, 1, 14, of this specification.

2.2.4,2, AUDIO SENSOR: Audio scusors shall be of the Plezo-
electric or reluctance type designed to give peek response to sound which

39
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S would be associated with authorized actlivity in a closed area in which they

are installed., The audio scnsor shall contain a preamplifier with an

adjustable gain control. The enclosurg shall comply witﬁ the requirements
' i

éf paragraph 2,1.12 of this specification,

2.2,4,3. PERFORMAXCE: Audio detection alarms shall activate in

the protected &rea when:
2.2.4.3.f. There is 4 sirgle sound of 65 decibels or mere.
; 2.,2.4.,3.2. There is a serics of flve sounds of 45 decibels or more.

2,2.5. CAPACITAXCE DETECTZO SYSTEM: The capacitance detection

Adocbdrlidad s at i

system shall coneist of a control unit which shall contain circultry for

o3 Lo detecting a change of éhe capacitance value to ground of an entenna or

set of antennas, The antennas shall Ba.energized t§ create an electrostatic
or electromagnetic field, or that if they are approached or tcuched by a

conductive mass of the density of a human body, whether grounded or ungrounded,

the system will be umbalonced, &and an alawm initiated.

2.2,5.1, CAPACITANCE CONTAQ: UNIT: The capacitance control unit

ki
%
: shall be provided with authorized eatty controls azd shall be so designed

that if the antemnas have been tampercd with during the period of ACCESS,

the system will not reset upon rescoration of the SECURE condition. The
¢ontrol unit shall supervise the continuity of the sensor loop as well as

the capacitance load during the SECURE mole of opération. The control unit
oA shall be conszruc:ed 96 the enclosure is not sensitive to touch. The cepaci~

tance control unit shall be capsble ol accepting &n antenna load of at least

6,000 mf, and etill be adjustable over its sensitivity ranse.
) J it Yy 8

3 .
] 2.2.5.1.1, IENCLOSURXZ: The enclosure shall comply with che require-
Cf} nents of pavagraph 2,1.12 of this sptoification,

N
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CWER SUPPLY:  The power supply shall cemply with the

<?3 2.,2.2.2.2, oot

- ) requirements of zaragraph 2.1,13 of this

e
o

gpecification.
2.2.5.2.3. VFUOTE TEST: The remote test function shall cexply
with the requzrements of pavegraph 2.1.14 of this specification.

5 2.2.5.2. OGAPACITANSE SEHSORS: Capacitaence sensors shall be in

the form of an wngrounded antenna array. VWhere grids or radiators are employed

as antennas, tizy shill be insulated from grousd, ond shall be cowposed of

' nonferrous metsl rocs, tubes, or wires as best suited to the particular

T application., WwLres used for grids shall not be smaller than NJO 18 AWG. stranded,

4 Elements of grlids £lall be spaced not wore than 6" o.c. Grids shall be

oS

Substantiolly protected and reflect neat,, professional workmanship. When the

-

Shiect protQCtﬁd”iS a mectal cabineﬁ, chest, or safe, it shall be isoiated from

‘E ground by inculating blocks and serve as the antennz element.

;é 2.2.5.3. PETTOMMARCE: Anteqﬁés shall be insensitive to movements_
VE of a human body at distonces in excess of 36 inches frem the radiator.

M

: Detectors shall respond to a human body in close proximity to the radiator.

The distence shall bLe adjustable from contact to several inches.

3.

2,2.06. lOTIQN DETECLICH SVSTEIS: lMotion detection systems shall

detect the siovement of a person within an area at a specified rate.

1 2,2.6.1, EHCLOSURE: The enclocure shall comply with the requirements

of paragraph 2.1.12 of this specification

2.2.6.2, POJER SUPPLY:  The power supply shall comply with the

" requircment s of paragraph 2.1.13 m., of this specification.

2.2.6.3. RCHMOTE 7oST: The remote test function shall comply with

the requilr aents of paragraph 2.1.14 of this specification.

PORTORLAILEN: Deslgn of the detection unit shall contain

{'}‘

2.2.600%,
a seneitfvlty adjustuent so that the system can be tuned to increase or decrease

AL o
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overall detection sensitivity, Sensitivity shall bé capable of being adjusted

to respond to the movement of a person walking not more than four consecutive
steps at a rate of one half (1/2) step per second, Suéh a four step moveneac
shall constitute a trial, and a sufficlent number of deteetion units shall

be installed so thatvupon test, an alarm will be initiated in cvery trial
made, moving proé;essivcly throughout the protected area,

2.2.6.5. ULTRASONIC MCTION DETECTICX SYSTF2: The ultrasonic wmotion

detection system shall be the detection of a Doppler shift of ultrasonic sound

waves, activate an alarm signal when a person moves at a specified rate.

. Transmigssion and reception of all sound waves shall be by transmitters and

receivers located within the prptected area, The sound waves shall be of

. such nature that they will not penetrate walls, floors; or ceilings of the

protected areds.

2.2.6.5.1. ULTRASOWIC CCUTRCL UNIT: = The detection circuits shall

contain an oscillator which shall ereate a continuous tene signal. This tone
signal shall be fed to the speaker transdu;ers. The pickup transducers shell
receive the tone signal and réturn it to the control unit. Movements within
the protected area shall cause a change in the frequency of the received
signal by the Doppler effect. Movements at the rate of, or greater than,
those specified shall cause an alarm on the corresponding menitor panel.
Controls shall be provided in the control unit to adjust the system
sensitivity, The system shall have a fall-safe feature coupled with the
Bystem oscillator circuft which will activate an alarm signal in the event

of internittent or complete oscillator. fallure.

42
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2.2.6.5.2 . ULTRASONIC SENSORS: Pick-up and speaker

i

transducers shall be of the Piezoelectric type. $uffibient

.

P

transducers shall be installed in each system to meet the proper
senéitivity requirements. The enclosure shall be of rugged cbn—
struction with a corrosive resistant finish. The enclosure shall
be equipped with a cover operated tamper switch which shall comply
with paragraph 2.1.12 of this specification

2.2.6.6 MICROWAVE MOTTION DETECTION SYSTEM: The micro-

wave motion detection system shall have a transmitter designed
to radiate radio frequency energy, and a receiver designed to
sence Dopplerzéhift in the frequeﬁcy of the transmitted signal.
The combinaition of traﬁsmitting unit and receiving unit shall
provide a scnsitive detection field, so that the movement of a
human being within the protected space will generate an alara
signal. The sensitive field shall fiil the protected space
from wall to wall, and ghall be 0f such nature that they will
not penetrate walls, floors, or ceilings of the area protected.

2.2.6.6.1 MICROWAVE CONTROL UNIT: The microwave

control unit shall provide the access/secure functions for the
system. The control unit may also house thé¢ power "supply.

2.2.6.6.2 MICROWAVE SENSORS: The type of emission,

and maximum power output, shall be in conformance with any

-

applicable rules and regulations of the Federal Communications

Commission, . Sensors shall not emit any radiation which inter-
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cases, the radiation shall be the minimum level that will pro-
vide stable operation, and adequate sensitivit§.

2,3 MONITORING FACILITIES: The monitoring facilities shall

contain all equipment necessary for reliable and efficient
operation. It'éhall consist of some or all of the following
equipnent:

2.3.1 MONIYOR PANELS: Monitor panels shall be of the modular,

unitized; plug i:. type. Each monitor panel shall provide:

2.3.1.1 VISUAL INDICATORS: Three separate and inde-

pendent visual indicators shall.be provided.
2.3.1 1.1 LABELING: Each visual signal lamp sh¢ll be
clearly and pérmanently marked to dindicate its function.
2.3.1.1.2 COLORS;'
2.3.1.1.2.1 RED shall indicate intrusion alarms

registered on monitor panel. Red signals shall be labeled

YALARM."
2.3.1.1.2.2 YELLOW shall indicate that the circuit
is conditioned for authorized entry. Yellow signals shall be

labeled "ACCESS."
2.3.1.1.2.3 GREEN shall -indicate that the circuit
is conditioned for "“SECURE'" operation. Green signals shall be

labeled "SECURE."

2.3.1.1.3 ARRANGEMENT: Where visual signal devices
are augmented by manually operated keys, buttons, switches, jacks,
or plugs, these devices shall be installed in or adjacent to the

visual signalling device and shall be clearly marked to indicate

their respective functions. .
44 i
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2.3.1.1.4 . STLUAL LAMPS:  Signal lamps used for visual

signals shall be so connccted in the circuit that,a burned-ou:
lamp, will not result in an impropef or indetcrmigate alarm
signal. Signal lamps shall be in duplicate. Lamps shall be
energized from the emergency battery power supply, shall be pro-
perly rated for the operating voltage, -and shall be protected
with current limiting devices. To the extent practicable, all
lamps shall be standardized for multiple applications in order
to reduce the nuwber of types, sizes and sockets in the system.
Lamps of varying types, voltage and wattage shall have bases

and sockets that will preclude incorrect replacément. Lamps
shall bc of long=-life types having an average life expectancy

of not less than 50,000 gohrs, and shall be operated at not
more than 100 percent of manufacturers rated voltage. Signais
shall be visibhle in daylight at distance of 10 feet.

2.3.1.2 AUDIBLE SIGNALLING DEVICES: An audible sig-

nalling device shall be provided for each monitor panel.. In

lieu of individual audible signalling devices, a universal
audible device may be provided for the entire monitor cabinet ex-
clusive of the power shp?ly monitor panel. - The signal devices
shall be audible at ieast 25 feet and shall be cnergized from a
dependable power source. If one universal audible signal device
is provided fotr all alarm circyits, it shall be operated by a
common relay, operated b; signals from eacg monitor panel. Each
mouitor panel shall be provided with a silencing switch so

connected that the signal can be silenced by the operator with-

¥
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out interfercnce with audible annunctation for any subsequcnt
alarm condition on other circuits. If separate audible alarms
are provided on each individual monitor panel, they shall be
similar in tone. Silencing switches shall be of the positive-

reset- type, 1.e., -when the monitor panel is reset, the audible

signal shall automatically sound until silencing switch is returned

to its original position.

2.3.1.3 ACCESS/SECURE FUNCTION: An access/secure func-

tion providing an indication sha;l be provided. The positioning
of the switch at the area control wunit to authorized entry
(ACCESS) shall energize a RED light and audible alarm at the
anuunclator panel. VWhen the.switch‘at the monitor panel is
placed in.a corresponding poéition to the area control switch,

a YELLOW light shall be energized and'the RED light shall be
extinguished when the circuit is resét. This will dindicate that
the particular c¢ircuit is in balance and operational. Transfer
of the circuit from the authorized-entry mode to the fully pro-
tected mode (SECURE) shall also initiate a RED alarm signal, the
YELLOW light shall be extinguished and a GREEN light shall be

energized when the circuit. is reset.

2.3.1.4 RESET FUNCTION: A reset function which returns

the monitor panel to its normal state shall be provided.  Resct

switches or buttons on monitor panels shall be so designed that
receipt of an alarm cannot be prevented by holding or taping

down the button or switch. There shall be no mechanical linkage

between the resct button and the relay or other device which

6
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Monitor panels with Class A Line Supervision shall resist com-
promise by simple or complex impedance substitution, signal
substitution, recording and playback techniques or random
substitution of terminations. ©Oaly systems which have been

tested and apprévéd by the Department of the Army shall be

allowed in this category.) .

2.3.1.7.2 CLAss "B" éUPERVISICN: Class B or standard

line supervisory systems shall provide gocd resistance to com- '
promise of the alarm transmission lines. This class of line
supervison shall indicate an alarm if electrical signals on the

transmission line vary:

2.3.1.7.2.1 More than five percent in normal line
signal if it consists of direct éurrent from 0.5 milliampere
through 30 milliampere or, ' i

2.3.1.7.2.2 More than ten percent in normal line
signal if it consists of difect current from 10 microamperes to
0.5 milliampere: or,

2.3.1.7.2.3 More than five perceﬁt of any component.
of the normal line signal 1f it consists of an alternating current
of a frequency from one through 100 cycles per second and 0.5
millampereythrough 30 milliamperes: or,

2.3.1.7.2.4 More than fifteen percent of any com-
ponent of the nd;ﬁal line signal if 1t consists of an alterna-
ting currént of a frequency of higher than 100 cycles per second
superimposed on a direct currcent having any value from~0.5 milli~

ampere through 30 milllamperes.
48
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72.3.1.7.3 "CLASS C SUPERVISION: Class C or low line
supervisory systems shall provide low resistance to compromise |
of the alarm transmission lines, This .class of line supervision
shall indicate an alarm 1f the line current is interrupted.

2.3.1.8 ALARM TRANSHISSION LINES: The monitor panels

shall operate on closed mezallic loop circuits. Systems which
utilize a2 single conductor between the monitor panel and the
protected area, or a single conductor for wiring within the
protected areé; or which depends upon local ground connections,
neutral conductors of the glectrical distribution system, non-
metallic semi:conductors, metallic raceways continuity or other
discontinuous conductore such as water pipes,,fance material, and
similar items will not. be a;cepted:

2.3.1.9 INTERCHANGABILITY: Monitor panels shall be

physically and electrically compatible so different classes of
panels may be intermixed in a monitor cabinet as required.,

2.3,1.10 FRONT PANEL COMPONENTS: All components on the

front panel shall be mounted in such a manner that they may not

be removed without first removing the front panel.

2.3.2 EMERGENCY POWER INDICATORS: ©Emergency power indica-
tor paunels shall be of the modular, unitized, plug in type. Each

panel shall provide:

2.3.2.1 VISUAL INDICATORS: Two separate and independent

visual indicators shall be provided.
2,3.2.1.1 LABELING: Each visual signal lamp shall be

clearly and perwancntly marked to indicate its function.

49 ———
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2.3.2.1.2 COLORS:

1
}

2;3.2.1.2,1 AMBER shall indicate when a detector .s
' !

operating on standby battery powgt and shall beilabelea
"EﬂERGENCY."

i:3.2=l.2.2 GREEN shall indicate when a detector
is operating normally on AC power and shall be labeled ﬁNORMAL;"

2.3.2.1.3 ARRANGEMENT: Where visual signal indicators

are augmented by manually operated keys, buttons, switches, jacks,
or plugs, these devices shall be installed in or adjacent to the
visual signalling device and shall-be clearly marked to indicate

their respective functions.

2.3.2.1.& SIGNAL LAMPS: Signal lamps used for visual
signals shall be so connected in the circuitvthat a burned-out
lamp, will not result in an improper or indeterminate alarﬁ
signal. Signal lamps shall be in duplicate;' Lamps shall be
energized from the emergency bagtery power supply; shall be pro-
perly rated for the-operating voltage, and shall be protected with
current limiting devices. To the extent practicable, all lamps
shall be standardized for multiple applications in order to
reduce the number of types; sizes and socketé in the system.
Lamps of va;ying tybes, voltage and wattage shall have bases and
sockets that will preclude incorrect replacement., Lamps shall be
Qf long~life types having an average life expectancy of not less
than 50,000 hours, and ;hall be operated ét not more than 100
pcrcént of manufacturers rated voltage. Signals shall be visible

in daylight at a distance of 10 fect. S
' ' 50
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2.3.2.2 AUDIRLY SICNALLING DEVICES: An audible signall-

ing device shall be provided for each emergency power indicater
panel. In lieu of individual audible signalling devices, a
universal audible device may be provided for the entire monitor
cab4inet exclusive of the power supply monitor panel. The signal
devices shall be audible at }cgst 25 feet and shall be energized
from a dependable power source. If one universal audible signal
device is provi‘ed for-all alarm éircuits, it shall be operated.
by a common relay, operated by signals from each monitor panel.
Each monitor panel shall be provided with a silencing switch so
connected that the signal can be silenced by the operator with-
out dnterteorince wi:ﬁ audible annuunciation for any subscguent
alarm condition on other circuits. . If separate audible alarms
are provided on each individual panel, they shall be similar in
tone. Silencing switches shall be of the poéitive—reset type,
i.e.> when the ﬁonito; panel is reset, the audible signal shall

automatically sound until the silencing switch is returned to its

normal position.

2.3.2.3  ALARM FUNCTION: An alarm circﬁit which activates
the audible and visual indicators shall be nrovided. A response
to the failure of AC power at a detector control unit shall
result in an audible signal and a visual AMBER Qignal light.
The alarﬁ shall remain until AC power is restored at the detec~—
tor control unit, then the emergency power indicator pancl shall’

automatically reset, the AMBER signal lamp shall be extinguished

and the GREEN signal lamp shall light.
) 51

o e



W

AR

P

£

2.3.2.4 TEST FUNCTION: The emergency power indicater

panel shall contain a switch for the purpose of testing panel
operation. When the switch is operated, it shall simulate a
power failure signal and the panel shall indicate an alarm.

2.3.2.5 LINE SUPERVISION: Line supervision shall be

provided which shall indicate an alarm'if transmission line con-

tinuity is interrupted.

2.3.2.6 ALARM TRANSMISSION LINES: The emergency power

indicator panel shall cperate on closed metallic loop circuits.
Systems which utilize a single conductor between the monitor panel
and the protected area, or a single conductor for wiring within
the protectcd arez, cr which depend upon local ground connectioneg,
neutral conductors of Lhe.elcctrical distribution system, non-
metallic scmi~conductors, metallic raceways continuity or other
discontinuous conducto¥s such as wat;r pipes,’fence méterial,

and similar items will not be accepted. ’

2.3.2.7 INTERCHANGABILITY: Emergency power indicator

panels shall be physically and electrically compatible with moni-
tor panels so they may be intermixed in a monitor cabinet as
required.

2.3.2.8 FRONT PANEL COMPONENTS: All components on the

front panel shall be mounted in such a manner that they may not

be removed without first removing the front panel.

2.3.3 EVENT RECORDER: The event recorder shall record
alarm signals from all active zones of the monitor cabincﬁ.

Fach zone shall be recorded by: day of the year, time of the

52
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day, and zone number. Each event shall be printed on paper

tape from a self-contained replaceable roll which adv;nccs after
eaéh registratién. The tape shall be fed past a window and into
a closed recepﬁicle or take-up reel. The last six registrations
shall be visible through the window. Access to the printer shall
be through a locked door. Op@rayion'shall be automatic with no
controls required for the Console Operator during normal opera-
tion., Time control shall be by meaﬁs of a counter which provides
clock signals. This unit shall have a Digital 24 hour readout for
local time., The event recorder shall be capable of storing and
printing all.aaarms as they occur even though all zonecs alarm

at the same time. The recorde:r shail also have the capabiliry

of storing alarm signals which are rgceived during a paper change
and printing after the paper change has been completed. The

recorder shall contain a light which indicates when the paper

.

supply is low.

2.3.3.,1 CONTROLS: Controls avaiiable to the console
operator shall be a pushbutton switch for paper advance, and a
silence switch for the power indicator. Controlé which shall be
accessible only through a 'locked door shall be:
2.3.3.1.1 Pushbutton switches for correcting date
and time circuits. |
2.3.3.1.2 A pushﬁutton switéh for clearing'and

rescetting the memory.

2.3.3.2 POWER SUPPLY: The powver supply shall comply

with the requirements of paragraph 2.1.13., n., of this speclfication.

D o SRS 4
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2.3.3.3 EMERGENCY POWER INDICATOR: An emergency power

indicator shall be provided which shall complyzwith the require-
ments of paragraph 2.1.13 of this specification.

2.3.3.4 MOUNTING: The event recorder shall fit into
the monitor caﬁinet without requiring modification of either.

2.3.3.5 SYSTEM CAPACITY: The event recorder shall

have the capability of being expanded to record a maximum of 999

-
¢

zones. .
-.P ‘}l -

2.3.3.6 OPTION: An‘option shall be available which

extends tﬁe capabilities of the- event recordgr so that in addi-
tion to the standard requirements, it shall indicate the follow-
ing modes of the system:

2.3;3.6.] Aiarm in ACCESS mode,

2.3.3.6.2 Alarm in SECURE mode.

2.3.3.6.3 Reset in ACCESS mode.

2.3.3.6.4 Re;et in SECURE mode.

2.3.3.6.5 Paper advance.

2.3.3.6.6 Memory reset;

2.3.4 SECURITY COMMUNICATIONS SYSTEMS:  The Security

Communication system shall provideAa link between thé ﬁonitor
cabinet and selected remote locations. ‘The‘communication control
unit to be located in the monitor cabineﬁ shall_contain all

necesgary relays, coils, ringing circuits and power supplies to
operate the system. The communication control unit shall consist

of a panel which shall be mounted adjacent to the zone to which

it applies. The panel shall contain a lizht and a’ switch for each

54
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telephone position. The sy§tem'shall have the ability to place
incoming calls on "HOLD." A telephone handset shall be'providcd,
mounted on the monitor cabinet. -

2.3.4.1 QPFRATION: An example of the system operation
is as follows: 1f telepi.ane No. 3 1is picked up at its remote
position to call into the guard office, the light and audible
sfgnal for position No. 3 on the monitor console shall actuate,
When the switch is théown to "ON" at position No. 3, connecting
the telephone instrument on the monitor console to circuit 3,
the buzzer will go off. When the position 3 remote telephone
is hung up, ég audible signal will actuate until the switch is
throwu to the "OFF: position, disconnecting Lhé circuit and turn-
ing the light and audible indicator off. 1If the console operatorxr
desires to call a remote position, the switch for that position

is thrown to '"ON" and the bell on the telephone at the remote

position shall ring until the handset is picked up.

2.3.4.2 POWER SUPPLY: The power supply shall comply

with the requirements of paragrapn 2.1.13 of this specification,

2.3.5 MONITOR CABINET: The monitor cabinet shall be

capab1e of housing monitor panels, emergency power dndilcators,
event recorders, security telephone systems, power gupplies, and
any other equipment necessary for the proper operation of the
system.  The monitor cabinet shall conform to the following: -

2.3.5.1 LAYOUT AXND ARRAEJEMRNT: The monitor cabinct

shall be of the open front type which shall beé an attractive,

55 .
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durable, logically arranged unit. All visual signals and components requiring

manual manipulation by the console operator shall be accessible from the
front, All othér ccaponents shall be mounted inside of the enclosure, and
shall be readily accessible for maintenance th;ough d;ors'with hinges and
locks. Maintenance adjustments of equipment shall be secured againét
change of their sénsicivity by the operatér or other unauthorized personnel, .
All.equipment mount. :d in the monitor cabinet shall be mounted in such a
manner that the mounting hardware for the equipment is concealed behind
locked doors or, im lieu of such mounting, shall be provided with individual
tamper switches connected s0 as to souﬁd the tamper alarm if any piece of
equipment is removed. '

2.3.5.2, ENCLOSURE: The enclosure shall comply with the require-
ments of paragraph 2.1.12. of this specification. '

2.3.5.3. POVER SUPPLY: The power supply shall ccamply with the

requirements of paragraph 2,.,1.13 of this specification,

2.3.5.4, EMERGENCY POWER INDICATOR: The emergency power indicator

shall comply with paragraph 2.1.13 of this specification.

2.3.5.5, REMOTE SIGHALLING: The monitor cabinet shall have the

capability of providing signals which may be used for remoteiy supervising
the console operation., The system shall be.capable of any of the following
modes of operation{

2,3.5.5.1, A single remote signal if any of the zones in the

cabinet alarm,

2.3.5.5.2.‘ A single remote signél if one of the zones in the. cabinet

alarm,

2.3.5.5.5., A single remote signal if a preselected group of zones

in the cabinet alarm.

il



SECTION V

STAIDARDS FOR  INSTALLATION OF
"INTERIOR INTRUSION DETECTION SYSTEMS

A, " INSTALLATION REQUIREMENTS: Installation of Interior

Intrusion Detection Systems shall be -neat, efficiently planned,
;nd shall provide tﬂe levei of performanc2 required by the tech-
nicai section of thig specification. 1In addition, the installé—
tion shall be aé listed below:

1. CABLING: All cables installed as paxrt of the Interior

Intrusiﬁn‘Detection System shall comply with the following:

a. POWER CONDUCTORS: Power conductors for supplying -

)

120 volt AC power to the system shall be of solid cbpper not
smaller than No. 12 AVG, with moisture-resistant rubber insula-
tion type RW or RH-RW conforming to Federal Specification No .
J-C-~103, or moisture-resistant thermoplastic-insulation type

THW conforming to Federal Specification No. J-C-129 as applicable,.

b. 'LOW VOLTAGE CONDUCTORS: Low voltage conductors shall

be of solid soft drawn copper, with moisturé—resistant rubber
insulation type RF-2, or thermoplastic insulgtion, type .TF having
a nominal thickness of -not less thAn 1/32 4inch and conforming'to
NBFU No. 70. Wire éonnectors of insulating material, or solder-
less pressure conncctbrs in conformance with Federal Specification
No. W~5-610 shall be used for all connections and properly taped.
Conductors shall be not;malier than No., Zé AVG.

2. CONDUIT: Conduit shall be installed in accordance with
Article 346 of the Nationél Electrical Code. Minimum size of

condult shall be 1/2 inch. WNo threadless fittings or couplings
57
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shall be used in the system. .Conduits shall be supported and

secured at intervals of not more than 8 feet.® Exposed con-
duits shall have runs inétalled pafallgl or perpendicular to
walls, structufal members, or inter-sections of vertical planes
and ceilings.J:Field—made bends and offsets shall be made with
an approved Hickesy or conduit-benaing machine. Changes in

direction of runs shall be made with symmetrical bends or cast-

" metal fittings. Where conduits connect to sheet steel enclosures

of monitor cabiiret, power supplies, and other similar enclosures,
they shgll be fastened wiﬁ? two locknuts where insulating bush-
ing ar; acceptable. Bushings shall be ipstailéd on ends of all
conduits and shall be of the insulating type. Crushed or deformed
conduits shall not be insfailed. .Trapped conduits in damp and -
wet locations shall be ‘avoided where possible. If trapped con-
duits are unavoidable, the ends shall be plugged with an approved
R. T. V. sealing compound after wires are pulled therzin. Care
shall be taken to prevent the lodgement of plaster, dirt, or
trash in con@uits, boxes, fittings, and equipment during the
course of construction. Conduits shall be entirely free of
obstructions, or shall be replaced.. Conduits crossing expansion
fittings shéll be of suitable matérial to compensate for building
expansion and contraction. Conduits installed underground, or
under slabs on grades shal}.be factory coated with c;al—tar
enamel or~plaéfic. Field aéplied coatings shall be with pressure
sensitive p]urtic‘tape. Wooden plugs inserted in concrete or

masonry are no’ acceptable as a base for conduit fastenings,

S
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nor shall conduits or pipe straps be waldéq.to steel structures,

Conduits shall be sccﬁrcd b; nlpe straps or supported by wall brackets,
strap hangers, or ceilings trabczc, fasteaed by wood screws on wood, toggle
Lolts on hiollou nmasonry units, expansion bolts on concrete or bricl, machine
s¢rews on sﬁccl woxrlk, nailtype nylon anchors or threaded studs driven in by
a pover charge and provided with lock washers and nuts, are acceptable in

licu of expansion boits, or machinie or wood screws. Yower-driven studs

or exnansion anchors and bolts will not be permitted closer than 12 inches

“to prestressed steel in prestresscd concrete work, ‘Nails shall not be

used ‘as a means of fastening conduits. Conduit outlet Uostes, pull boies,
junction boies, .cenduit fittings and similar . enclosurcs shall be cast

metal ov malleable metals conforming to Federal Snecification Bo, W-C-5806,

with threaded hube or bodies., Vhere specifically authorized by the Contract-
ing Officer, electric metalling tebing, arwored cable, nomactallic sheathed

cable, or flexible conduit is permitted. Pull and junction boxes shall

.
,

ot

tl the requircmenis

be provided with tamper switches which shall confoma w
of Scction VI, paragraph 2.2.12.2, In lieu thercof, the covers shall be
tack welded « lheld in place with tuist-off, or one-way machine scrcws
vhich cannot lLe readily romoved without cutting or drilling. Cables shall

not be spliced or terminated in pull or juncticn boxcs,

3. CARLL TRRINLL DOLES: Cable terninal bomes shall Le used

HARCUEN

for the splicing or tenaination of cables., The enclosure shall

.
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4. GROUNDING: Neutral conductors, conduits, junction boxes,
cabinets, cable massengers, and all non-current carrying metallic
parts of equipment shall be ground in accordance with NBFU No. 70,

5. REPAIR OF EXISTING WORK: The work shall be carefully

laid out in advance. Where cutting, channeling, c¢hasing, or.
drilling of floors, walls, paftitions, ceilings, or paving, of
other surfaces is necessary for the proper installat%on, change

of location, support, or anchorage of equipment, etc., this work
shall be done, and any damage to the building, paving, piping,

or equipment shall be repaired aﬁd refinished by skilled mechanics
of the Frades involved at novadditional cost to the Government. .
Conduit and fittings run éxpgsed on finished walls and ceilings

shall be painted with two coats of paint to match the surface

on which they are mounted.

6. ACCEPTANCE TESTS: Upon completion of installation of
the system, tests shall be conducted by the contractor during a
continuous period of 48 hours to determine system conformance
to requirements of this specification. Tests sﬁall be conducted
in the presence of the coptracting officer or his authorized
representative who'ma§ suspend or discontinﬁe the tesﬁs at any
time performance is considered unsatisfactory. Resumption of
testing will cover the previously untested elements, and any
completed elements at the discretion of the contracting officer

who will make written notations of the time, cause and other

conditions prevailing at the time ecach alarm signal is received.
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The contractor shall furnish all test personncl except for those

'

required to maintdain alarm records for the contracting officer.
!‘

cd
1

Test instruments and equipment of the accuracy necessary to
pérform the test shall be furnished by the contractor.

B. DOCUMENTATIQON AND TRAINING: The installation of the Interior

Intrusion Detectilon System shall include the furnishing of docu-

+

mentation providing information on the system as installed and
a training program for operating personnel.

1. TRAINING OTF OPERATING PERSONNEL:  The contractor shall

conduct a training program of designated operating personnel.
The training prégram shall include instruction on the operation
of the monitor facilities, equipment in the securea afeas, and
procedurcs to be followed in requesting emergency service.
Training shall be presented by a qualified instructor using such

drawings, charts, diagrams, training aids, and demonstrations

-with such components as are deemed necessary by the contracting

officer to a comprehensive training program.

2. OPERATION AND MAINTENANCE MANUAL: The contactor shall

furnish three copies of a manual containing conplete operating
and waintenance instructions for the Interior Intrusion Detection

System, This manual shall be prepared in a manner and form to

" provide technical data required by traincd personnel to operate, tos

and maintain the system. Drawings, schematics, tables, charts,
and photographs shall be included. A draft of the manual shall be
submitted for the contracting officer's approval as to adequacy,

prior to preparing -in final form. The manual shall incorporate

the following in the order indicated e . -
- 61
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a. COVERS: Front and back covers shall be of durable
stock with the following printed on the front cover:

(1) Title with correct nomenclat;re;

(2) Contract number;

(3) Date of publication;

(4) Proprietary notice to read "Prepared under
contract No. by (Name of Contractor, For (Name of Department
or Agency);

(4) Classification of manual! (if any) plainly and
conspicuously marked at the top and bottom of the page in accor-
dance with the  Industrial %ecurity Manual.

b. TITLE PAGE: The title page shall be the same informa-

tion which appcars on the front.cover. ;

c.  TABLE OF CONTENTS: The table of contents shall list

all important subdivisions of the manual.
d. GENERAL: The general section shall contain an overall.
description of the system including types of equipment installed,

arrangement of the system, etc.

e, TECHNICAL SECTION: The technical section.shall con-
tain detailed infofmatipn on the equipment included in the
Interior Intrusion Detection System; It shall include:

(1) General,

(2) Theory of operation,

(3) Inatallation;

(4) Maintenance and adjﬁstment,

(5) Troubleshooting,

62
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f£. OPLRATILCH SECTION: The operaticn section shall contain

recomended procedures for operating the system,

3. AS-IVSTALLED DRAUNI3S5: Upon ccmpletion of the work, the coanticctor

ghall neatly modlfy the approved shop drawings to show detellc of the system as

actually installed. Three priate of such drawlogs shall be furnished to

-

the facility security officz:. cnrd.one eget of printa gkall be furnished

for the comtracting officer.

C. GUANATTTOE: The Interior Tutrusien Detection Systen installed under this

e

8]

specificatic
acceptance thereof, either fo
- ot

is earlier, azbiost dofective moteriels, design, and werlwmon

LSRN PPPASSAR A

-
pry

shall be guaranteed for a peried ci one year frem t

r bengficial use or final sccoptonce «©

hip.

*

inichaver

pon

£ noticc fren tho CQovernxzent of fedilure of any part of the

guarantcesd oystem during the guarantee pericd, new replacenent parts shall

be furnichcod znd iwvstelled prezptly by the contractor ot no additional cost

—
=

to the Goverrment,.

63
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SECTION VI
STANDARDS FOR

PREVENTION MAINTENARCE AND EMERGENCY SERVICE

A, GENERAL:
in some instaﬁces it may be necessary for using activities to contract
with commercial alarm companies for maintenance and emergency serbicevin
order to insure continuoﬁs operation of the system,
The following paragraphs establish étandards for all maintenance and
o )

emergency service:

1., Preventive Maintenance:

a, Not less than once éach4month the alarm sysﬁem shall Se inspected
and tested by trained techniciams. Each operating unlt shall be tried to
assure an élarm will scund upon violation of‘tﬂe alarm system, - All batteries
will be tested.under load to determine the expected useful life remaining
in celis. Any necessary recharging or replacing of batteries shall be
accomplished immediately.

b, 1If adjustments are necessary to the equipment, they shall be
performed‘at.this time, If such adjustments affect the sensitivity of’the
alarm system, this shall be reported to the security officer in charge‘
of the area.

c. Should any test reveal a weakness in the degree of seﬁurity
provided by the systcm; or should any evidence be found of tampering with

the cquipment or connccting lines, switches, antennas, microphones, trans-

ducers, grids foil or other sensitive elements; also, that any adjustment

¢
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has been changed, or that-any equipment or scnsitive element has been moved
or removed, this shall be immediately called to the attentién of the security
officer in charge of the arca.

d,. Upon completion of euch monthly inspection, the security officer,
or his designated represéntative, shall be asked to sign the contractor}s
inspection form., This form shall carry notations of the voltage readings
‘of all batteries, replaced parts, adjustments and evidence of an& tampering.

e. The contfactor shall replace any component parts of the alarm
system that have failed due to normal usage Quring the term of'this contract
and any extension thereof.

f. The hours of work of monthly inspections, or testing in any

Government premisés shall be performed between the hours of 8 o'clock AM,

and 5 o'clock P.M, exclusive of Saturdays and Sunday. ~°

2, EMERGENCY SERVICE:
&, The contractor shall agree to provide epergéncy‘service 24 hours

a day, seven days a week, Saturdays, Sundays, and Govermment holidays inclusive
upon receipt of oral or written notification of equipmentlfailure, or impropex
functioning of any alarm system component. The contractor shall cause necessary
qualified service technician to feSpond to this emergency request within ninety
minutes after receipt of such notificationm. Notifica?ion to the contractor
shall be by authorized person(s) designated. by the contracﬁing officer.

) 5. Every effort -shall be made to restore the system to normal opera-

tion in the shortest possible time. The duty ‘officer or other respomsible

person shall be notificd by the contractor of the estimated time required to

{:} service, adjust, and restore normal operation of the alarm system after an

initial inspection has been.made by the service technician.

65
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c. -An awergency service report shall be preporved by the contractor

for the propoaenc arency, Tihis repert shall indicate the nacure of the

scrvice cull, recpouse time, corrcciion applicd, and amount of time requived
Lo restore systom,

3. SERVICY LINIIT 'ITCIS.

a, The contractor shall be obligated under the contract to service

-

~
nly Covermmient cquipnent included as part of, the system or systaas,

: b. The contractor shall not be responsible to repair damage to

the alaim ceused by the following:

v

(1) Damarne to any cguipment conneciécd to the electric pover

sunply caused by a change in the value or charvacteristics of the clectric

pouer cunplied,

2y DNazuanc o any eguipnent coppeatad to leased or Govermsent

‘o ~u.u4 3~ o

<N
s

oumed telephone lines, or connzeting cables, caused by the application of

any elcetyric cousce Go tueue linos or cavles tuat affccts the alarr systun,

(2) 1ip htnlA

~

(b) Telephone itine or cable failure.

t
«
2]
5
' —
Q
2
0
0
©
“

(c) Testing by persomel other than the contracto

- i T

unlecss under the contractors obscivanca

@) COQHCCL“P" ochr seuvice on the saae telephone pair or

cable,

66
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(e) Other service on the same cable of sucli a natuie as

[%

to cause damaging induced current to the alarm equipmert .
(3) . bamage from misuse: The contractor shall furnish operating
instruction and give additional infommation during nomaal working hours,

.

as furnished by the manufacturer.
(4) Damige from missiles, falling objects, fire, theft, ecxplosion,
eacthquake, windstorm, hail, water, flood, vandalism, riot, civil disturbance,

\

or acts of vat.
c. The Zollowing conditions that may require service or liability
against the contractor are hereby cicluded from this contract.

(1) Any modification, cxtensions, deletions, or other changes in

[ .
the alarn systea reguive due to changes of space, design or operation in

the sqgecured areca. are not covercd by this contract.

) ‘Any irterruption tg'thc alam protection by vworlmen in the
arca, other then the coniractor's employces are not coverced by this contract,
(3) The contractor does not assume any proverty damage liability

or personal injury liabiiity duc to the épcrétion of a2 Governmment-owned and
operated alarm systen, . ;
&4, Evaluating countractor pronosal for maintenance and energency scrvicc;

a, In evaluating the alility of a contractor to perfom preventive
wainterauce and ewmergene;y service, several fagtors should Le considered, Chey

~ * .

are:;

(1) Responsc:  The procedures established by the contractor forx
respouding to emergency service calls,  For an example: Vhether they use a

telephone answering service to receive the calls or a part of theivr 24 hour .
Sevvice orpanization and whother the responding technicians ave full time

67
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qualitfied persoanel, or are vorlkiug on a part tiue hazis in the evenilngs.

!

(2) ‘rradning:  The tealaiug, propram Lov cervice tecuulelans

‘ :
is very ilwapostant,  Consideration should be given to tho tgpc ol prograu in
ceffcet and vhether thic program is ol a geneiral uature ov specifically orvicated
to the cquipment whicih will be installed in the inscallation, .

(3) Spaze Parts: The contractor should wanincain an adequate
supply of spare parts so that a systcm failuwe may be repaired by direct
veplaceaent of parts, rather than taking the defective components back to
the shop and repairing than. Quantities should be such that at least ten
slonltancous failures to g paviicular
Irandled.,

(4) Provious rocowd od performance. IE uoce lecally availavle

an inculzy should be uade to the OPC, DA, AT PHCS-S,
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SECTION VII. .

PROCURELENT OF INTRUSION DETECTION SYSTEMS:
1. GENEZRAL:

Based upon the guidance set forth in the preceding sections a decision
should bave now been made regarding the precise intfusion detection equipment
needed to acconplish the‘degree of physical ;ecurity required. Having
accomplished this, the next step is to asgemble the necessary data into whét
we shall term the "Intrusion Detection System Requirements'. This package
must describe in exact terms'to all interested comuerclal bidders, what is
required to satisfy the contract for the tﬁtal sygtem>procurement as concerus
equipment components, equipment standards, installation and service require-
ments piu§ warrantees and guarantees expected. (Any inadvertent ommissions frcm
this package will ultimately réise the systea 'contract price' through require-
ments for subsequent contract “Add Ons.")

The completed package along with "fund citations" to cover costs is then
forwarded to the local DA pﬁrchasing office, (Definitive requirements for‘
accomplishing this step can be locally obtained.)

P

2. REQUIREMENT PACKAGE: DPrior to the preparation of the procurement backage,

necessary consideration should have been given to the environmental and constructio
characteristics of the areca requiring protection, the operational requirements

of thc area, the classification or value of material being protected in the area,
and any regulatory standards which tﬁé area must meet, After careful evaluation
you have now decided upon the system required. After determining the intrusion A
detection equipment rcquifcmcnts, for an area, a prscurement packagé is prepared

and will include as a minjmm the following:
69 4
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a, A system description which outlines in detail the following: (Sée
‘Appcndix B) | |
(1) The functional description of the Intrusion Detection Systecm
requircsents. '
(2) The typé of cabliing to be used in the system,
(3) 1Installed performance requirements for each component of thé
system., (Standards will be as stated in Section IV).
(4) 1Items which will be govermment fufnished or contractor furnished,
(5) Description of the arrangement and layout of the monitoring
facilities. -
(6) Operating time req&irement for emergencﬁ power.
(7). Remote test requirements.
(8) Specific conduit reduirements.
) ‘Dcscription of existing alarm systems (only applicable when solici-
tation is for Eie—in with existing equipment).
(10) Description of utilities provided at the job site by the Government.
b. A zoning chart (See Appendix B) should be included in the procurement
package outlining the number of zones reqﬁired in numerical order; type of
protection required in each zone, ci;ss of monitor panel line supervision
required, location of zones by building anﬁ room number.,
¢. Drawings shéwing the location of the individual zopnes within the
bullding and desired location of control units within each zone. (See Appendix B).
Where more than one building 1s included in the systcm; a éite léyout defining
distances and signal line routing will be included. Thc'dr;wings shall include
a description of the physical construction of the area, i.e., poured concrete,

cinder block, dry wall, etec.

70
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d, A stetorent vadch roguizes that each Lacerested ceopaercigl bid proposas
will contuln the following: !

(1) FATSREALS ATD DOULTIITTT 1IST:  Yhe piospective contractor shall

ubmit to the coatracting efficer, a complete schedule of mztericis, dovices

and equipacnt
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lict shzll include catalog numbers, diagrams, drawings, roperts, and -cther
descriptive data. Ary materials, ccapeacnts, and cguipnents which are not
in cccordance with tha 5pecifica ten reguirengnts will be rejected,

(2) DRAUTIS3: The prospective contractor ehall sutmit copies of all

".l

drowvinges whilch pertain to the installition of the systca to the contiy

.
wiing

(a) POSITSN CADIIET:  Detalls of the meaditor crohinet{z) iuzelud

§

N

leyout of coebinci(s), arrcosoacac of wonltor paacls, cmerrcncey pouwer panzls

amporz-hour capacity of standby batteries vo veet vpecificution reguirenants for
operation of thae system on cucrgency power.

() HOTIMLS AUALIEYS: Dotails of mounting braocket for magneric

switches and othicr detectors.

FINTY

(@) CARAUIANCE u‘TU Dotails of standard copacitance crids and/

or grills,

(e) VIRING DIACRAM: Couplete systam wiring dicgram identifying
all ULLC facititics assccicted with the systen, each systen cowponent in fcs
relacive location; also the number, cize, idcncification; and types of conducters

required ’)r intevconnection betveen cystea ceaponenis.
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(£) CUADLD OF7ICE LAYCUT: A drawing shall be furaished. which
shows the laycut of the wonltor cabinet and other equipment in the guard offi.c.

(g) LAYQJIT OF SLOURED &REAS: A drawing shall be furnished for each

area to be protected showing in detail the location end types of detectors and
control units as they are to be installed.

3. EVALUATION OF PROPOSALS:

a, Uhen the proposéls are reccéived from the various bidders, the technical
portion of such proposal should be evaluated by the contracting éfficer and the
using agency. Propcials should be first divided into two categories: (1) Pro-
posals which meet the minimum standards'set.forth in the procurement packayge,
and therefore, are responsive to the solicitation, (2) proposals which do not
meet the minimum reguircments fo thé procurcment package, and therefore, are
not respunsive Lo the solicitation.‘

b, Detailed evaluation shduld then be given to each proposal which is
considcféd to be responsive to the solicitation, and the proposals should be
graded technically from the most desirable preposal dowa to the least desirable.
Whe this 1s done, a comparlson can be rmade between the price offered by the

various bidders, the gquality of the systcm beilng nroposed and then the selectioca

of the contractor that offers the best value to the govermment at the lowest cost.
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@4, EVALUATION OF DROTOSALS: . : !

are received froa the various bidders, the techuical ,
. !
porxtion of such praposal cheould be evialuated by the contracting officer and the

using agenty. Proposals should be fivet divided into tvo categories: (L)  proposals

a. Uhen the proposals

vhich mzet the wininun stendards cet forth in the prosurement package, and therefore,

are responsive to the solicitation, (2) proposals vhich do not meet the minimum

requircaents of tho procurcnent package, and therefore, are rot responsive Lo

the solicitation.

e ]

be Detalled ecvaluation siwuld then be pgiven to each propostl vhich is congidwed
to be respensive to the solicitation, and the propesals should be graded tochinieally

from the most desivable propozal down to the least dosirvable, Then this ie¢ done,

a cempdpdsion con bo wode belveew the'piice oifered Ly the vericus biddeows, the

.

c,uality of the systca belnny proposed and then the selection off the contractor that

offcrs the best value to the governsent, can be nauan,
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A, QUALIFIED ILTRUSICI DUTICLICH LQ"’PKEH“
1. General
a. The purpose of this supplexment is to provlde Arrnyy field elooents
with an interim listing of tliose cecmzercial manufactured intrusion detection

(ID) eguipment for indeor zpplicaticn which have been previously used by
'DA/DéD ficld claments end vhich are comsidered accepteble until such time

as a DA qualificd preducts listing is published. Inclusion of cgulpment cn
the DA QPL will be as the result of D4 laboratory tests, Data contained in
this supplement will not be releaced in eny coatext that méy indicate tpat
cquiwmant/coua“ nies not listed would not be acceptu#le or appreved if tested.

N

b. Tois supplescat is not a couxplete catalogz or curreat acceptable

F]
=k "

K]

sccurity dotection cgulpment. sher flovs or monufacturers wiy have egually
acceptable devices; howevér, uvatil guch preducts are subject to test, and

a favorable évalu:tion iz concluded by a DOD/DA testing facility, 1ts uce
cannot be reccmended at this time. Companies eucmitting bids on open DA
negotiated contracts for ID systens, and whose proposed eguipment is not

listed herein, must be subjected to test and evaluvation, Assistance in
determining whether a product weets the standards of the DA Intrugion Detcction
Equipument Specification way be obtéinud from the following two facilitiles.

(1) Intrusion and Barrier Laboratory, MERDC, Fort Belvoir, Virginiea

(2) 1Intelligence Hateriel Developument OfLfice, Fort Holabird, Marylnﬁd.

(Quallfying tests will require delay in the procurement, thercfore,

additional time factors of up to four wonths can be expected. An inforumition
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copy of requests for testing cf specific devices will be forwarded by the

@)

requesting activity to the Office of The Pr;vosc Marshal ngcrul, DA, ATIHN:
PMGS~S.)
2. Alarm conponents and system data.
a. This 1list will be expanded as other products are determined to be
acceptable. The cemponents and data listed below have been ccoapiled on the
basis of actual field use, Where no specific items are listed, products being

considered in these groupings must be cleared thrcough Office of The Provost

Marshal General, Department of the Army.
(1) Detectors

, .
(a) Electrcoaechanical Devices

(L) Access/Secure Control Unit

(a) Wells ‘Fargo - Model cU-3
(b) YMosler - Model DNS.4

Simple Murnetic Switch

o~
158
o

(a) Vells Fargo Sti-2, SH-5

(3) Balanced Magnetic Switch

' (2) ADT 4035, 4036
(b) Johnson Serxrvice MDS -~ 100 with housing
(c) ¥Xiddie DR~-845 with housing
(d) tosler HS-5 WT |

Y (e) Wells Fargo SM-1, 3, 4

(4) Foil

vop s . AN
XS OOV T e o
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i 0.5

0

o
%
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)

)

~ (8)

(9
10y

(11)

—“"\ R )

e

Protective VHroing

(¢)  Underweiters

.

Lzboratory

Faldan Taviacs

Pushburton - UF HU~1l
Footrall « WI 1U-2

Datectons

ADT C-209
(b) Honeywell T-4874, T-4S7B
{c)
()
(e)

Vibration Retaction

Mosler VT3
Wells Fargo 1i0-1

Phioto Electwic Systom (Hone

(a) ADT 7122, 7122, 7128
(b)
(c)

(4

Honeywell 1C 104 w/w/ - 676 C Penel
Moslex Stentinel V ' .
Wells Fargo CU-2 w/ DV-1

Audle~Betactiocn Svotes - None tested

Capacitance Svsteoa

(a) ADT 7304
®)
(c)

(@)

Honeywell UWB37A
Moslcr AL-26PSLT
Wells Fargo CU-1

Motion Detection Syatom

(a) Souilc and Ultrasoaic
(1) ADT 7127-003

(2) (iddie'ﬁc_lqo
7

L2 . - - . N N e
2y . - voew
(8 1A ‘ { N LI [} gy T et s o . .
! S’y Ner? an ) .ot - v » . v‘
L * . t - LS
] ' .
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listed -~ no model numbers
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(3) Mosler MC-140
(4) Wells Fargo CU-4. .
(5) Honeywell W711A w/TC-7000 C and Disconnect device
(6) Sonaguard -~ Portable Alarmm - Model #628E
(?} Mlcrowave

(1) Johnson Scrvice G-7, Gl-1 .

(2) Advanced Devices 210

3

(c) Monitor Facilities

L)

fandtor Panels

Wells Fargo GU-3

(a) High Securiéy (Cless A)

1)
(2)
(3)

(b) Medium (Standard) Security (Class

ay

(2)
3
4)
()

ADT 7111, 7124

Mosler AL-31

Wells Fargo MP-1

ADT 5930

Honeywell W657

Jolhinson Service BG 1006

Mosler AL-38

Wells Fargo MP-2

" {e¢) Low Sccurity (Class C) - WF MP-3

(d) Emcrgency Power Indicators

(1) Mosler EPP

(2)

Hells Fargo MP-4

(e) Event Recorders WF ER-1

B)

T L ey e o R e P e S A

(f) Sccurity Cmmnunicntion Systems - none tcstcd

(ﬁ) Monitor Cabinets (Furxuntly undor test)

I“f\v [e S 4
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fomavelan Dlutrict Telegraph (AUT)
1675 Corpocticut Avenuve, H.W,

Washington, D.C. 20009

Honeywell Corporatien
Coumzuwrcial Division

49206 W.sconsin Avenue, 1i.W,.
Washington, D.G. 20016

Johrson Service Cowm

*Sacuyity Scloa Divi
900 Liorth Stafford Streat
Arlington, Vivginia 2

a0 "2
[
0
=

Halter IGddie Comdany, Inc,
Alayna Products Division

675 linin Stros
Belleville, Iiew Jersey 07109

(s

9
{&

rch Preoducce, JYnc.

Wells Farzo Alorm Services
Government Division

1004 6tk Street, M.V,
Vashington, D.G. 20001

Sonaguard Electronic Auto Alarm
119 Dover Street
Somerville, Hascoachucotis

79
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FACILITY SURVEY CUECKLIST

{23 INTRUSION DETEC;?SN ALARM SYSTELNS
1. Facility ) e g
2, Location
3. Unit Conducting Survey
4. Tudividual's Name (Person Preparing Inquiry)
a. Title b. Address ' c. Phone '

5. Date of Survey Conducted

6. Purpose (State what you want to protect, claisification of data, weapdns

storage, monitary or other intrinsic value,

7, MNawma ond penerel description of outdonr areas, buildings, indoor areas
& S .
. and objects to be protected: )
a. Size of outdoor area
(1) Fencing type and height '
(2) Patrol roads or footpaths (type)
(3) Sccurity lighting (type and intensity)
{4) Describe terrain
(5) Envirommental extremes (Temperatures and climate? adjacent acti-
“vities) - ‘

b. Types of Buildings (description)

-
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Cj? Lo the walls, £'ocrs and ceilings in which they are located)

B SUSAERR N L EVIIFEVRE PN TN

(1) Numbers of doors (list cach type and use, i.e., personncl,
&:} vehicle, overhead, emergency exit, etc; also any special construction such

as dutch, glass, vault, roll-up, etc.)

(2) Number, type and size of windows (list quantities of each size

-

and type separately ‘as well as structural barriers over windows)

-

(3) MNumber, *ype and size of accessible openings other than
windows and doors (list .all openings greater than 96 square inches in zreas
that have a minimum dimension in excess of six inches, include all ducts,

grills, panels, vents; etc., that do not provide physical barriers equivalent

‘c, Indoor areas: Dimensions. shapes and utilizations of indoor areas
to be provided with space or motion detection (Explain type of furnishings,

height and configuration of shelving or other storage)

(1) Type of construction (wood, metal, masonry)
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(2) Temperaturc cxtremes and extreme air velocitics

d. Objects: furnish size, shape, location and composition of objeects

to be protected

P

8. Total number of areas or zones to be protected (number of separate

circuits to be individually annunciatcd)

9. Type of syétcm preferred: Local alarms Central Station

Rémote Annunciator

Alarms

10. Typce of guard system to be supported: TFixed post sentries

Toot Sentry-Tixed Patrol _

Foot Sentry-roving

Sentry-Dog tcan ‘Motorized patrol One man

Buddy Sysfcm,. Size of Sabotage

patrols

gize of Backup alert force

Alert Team

11. Surveillance interval (in minutes): One man surveillance interval

Durecss responsc interval (response. time of second guard)

Sabotage alert team response Backup alert team response

12, Travel Distances (Miles): Perimeter of patrolled area

,Distance

Motorized patrol tour Maximum foot tour

from sabotage alert station to fartherest protected ‘item (travel route)

, Distance from backup alert force station to the fartherest

protected item . ‘Distance between communication points

(phones, radios or [ixed sentry stations)

A3
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13. Communications available for guard use: Vehicle radio

1

Personnel radio Guard Telephone th-tclcpﬁoges' or
Phione jacks Automatic Ringdown ,Dial Station
. Watchman call stations " * Tour clock stations

Telephone circuits aerial or underground

14, Electrical Power: Commercial Standby Generator

Emergency Generator..

a,

b.

't Emergency Battery Power ; .
Security Lighting Perimeter
Area | Buildirg
Ejectrical service to buildings (list all areés,

buildings and objects to be protected where normil electrical service is not

available) _

———

[

15, Access Controls: Will alarm system be required to provide: Intrusion

Detection only ? Authorized access indications ?

Positive authorized ingress .and egress control?

Protection against system compromise by personnel authorized access to area

?

16, Protection Reliability: Will alarm system be required to provide auto-

matic alarm signals for the following conditions:

Forced entry only?

Unintentional improper operation or accidental damage?

Disablement by operations personncl. during authorized access?
Complete fail-safe reliability against ahy/aLl'above exposures?

Other (explain)?

AL
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17. Performance tegsts: WLIL system perfovmance be suliject to tests ond wveri-

{ication by:

The systems' internal fail-scfe features only?

a.
b. CGuard persomncel on sentry duty?

r
¢. Guard supervisory personnel monitoring the alarm system annunciation?
d. ‘Operational personnel authorized access to protected items?

e. Maintenance personnel responsible for the alarm system?

18, Alarm annunciation and supplementary signaling desired,

a,

19. Remote annunciation requirements:

Local audible ‘ Distance in feet
Local visual Visual distance

Central station audivle and visual alarms (alarm signal only;

Secuve condition indicators _ , Local R
Central Statdon Remote staticn _
Authorized zsceess (open) signals . , local

Central Station Remote Station

Deactivated (unmannced) condition signals (Not

available for local alarm systems) Central Station Pancl

Remote Station Pancl

Hold-up Signals .

(1) Manual from protected. arcas to central .station

(2) Manual from central station to responsc forces

Will alarm system require one or more

of the following:

a.

Local alarms automatically transmitted to guand office.

A5
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] b. Central station alarms automatically transmitted to remote annuncia-
3
- tor for other alert fexrce
¢. Will remote alnwrm signals bes ' t

PRSI

(1) Common alar= (single annunciator for all alarm systems at the

protected area)

(2) Avea alarm {onc annunciator for each group of buildings or

several circuits in onz building)

(3) Zone alarm (individual remote annunciators for each zone or

P N e

. circuit at each protec:tzd premises)

{ ;

20. Furnish any special considerations not covered by the foregoing questions:

Sl ntazids
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Funstional degerlpiion of Intrusion Deotection Systen rccuixc&;ucs:
(Ezplain gencral vegquirceaents of the system desired to include preparation
of a zoune chort cetlablishing the preciss number of zones rtequired with types

of equipmont desived per zone and e diegram chowlng cctual location of cach

zone (Sce Incl 1 & 2).
Requircrents of monitering facilities:

a. Type of monlto: panels {Checlt appliceble iteas)

(L) Class A " aty

(2) .Class B qLy. .

(3) Class C , aty

.

(4) luerpency powar lndicator , Q5
b. Security telephone system .

Requircd ' gty of instruments

ot required

¢. Evert rocorder

(1) Standard . .
(2) uith Options , .

d. Monitor cabinct

(1) IKumber of actlve zones -
(2) YNumber of sparc zones , .

by

(Combinatieon of activc and cpare zones sheould be an even multiple of 10)

e, Dezc ripLLon of any special requirements such as: remote panels, status

.

cte.

APPENDIX It
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3. Standby Power Requirements (Check one)

12 hours (Standard)

24 hours o

36 hours

48 hours

4. Remote test

Required

Not required .

.« 5, Conduit requiremznts (Check apprbpriate items)

a. None .

b, E.M.T.
¢c. Rigid

d, Location of Conduit (Check one)

(1) Fntire system

(2) Between control unit and monitor cabinet .

6. Description of existing intrusion detection systems (if mew system is

to tie-in with existing system):

7. Description of government furnished items:

a, AC power: Furnished ) . Not furnished

(1) to nearest disconnect switch

(2) to locations as specified by contractor .

B2
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L. ‘Signal lincs: Turniahicd
(s}

.- Not furnished

s b

(1) Leased telephone Tines

(2) Proprivtery telephont lines

(3) Dbirect wire runy

Government rurnished cquipacent (de

a. RBlectro-Mechanical devices

Access/secure Control Unit

(1)

scribe).

g. Types of detectors required (check applicable itews.

R ]
Magnetic Switch

'(2)

(a) Simple .

(b) Balanccd
Foil .
Protective Wiring __ .

lold-lp Devicces

(a) Push button __ | .

(b) Foot rail .

: (6) Heat Detector .

Photo=-Electric system

e

Vibration Detection System

Audio Detection Sysltem

33

Capacitance Detection System
Motion Detaction System

(1) Ultra-sonic .

(2) Microtsive .

(3) othex -
" B3
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