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1. The purpose of the attached handbook is to provide USATECOM Physical 
Security Officers with a ready source of guidance-type reference material 
that will: 

a. Aid in application of technical standards) specifications and 
procedures. 

b. Facilitate more cost effe.ctive selection and application of 
physical security equipment. 

2. This handbook represents an assemblage of data on physical security 
equipment from various sources. It is hoped that improvement of this 
guide 1-!ill hecome a group effort wi thin USATECOM and that it 1-lill be 
enlarged or continually improved through recommended changes by all 
elements of this command. 

3. .Appendix B was included,' in spllie of SOme redundancy, to pro'Jide 
current state-of-the-art information on several existing or potentially 
available systems, and more importantly, is intended to ser':e as a 
format guide for the collection and formal or informal submission of 
data on other systems by USATECOH Physical Security Officers. In this 
way the handbook can be enlarged to an even more useful document which 
has no knm·m precedent l-li thin Department of the Army. 

4. Portions of this guide contain For Official Use Only or Proprietary 
Information. As this document is expanded· to include more sensitive 
systems and their vulnerabilities, portions of the document >'iill undoubtedly 
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become classified. It is therefore incumbent upon each holder to insure 
appropriate designation and protection of information submitted for 
inclusion or which is already contained in the handbook. 
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a~" Physical:' se·cuiitY.·fs: def.rneEl::'a:S~ tn:a~t~ pa:r:t~ of: se'curity cOh'cerned' 
wi th the physical' measures' designeel to sfLf"eguard personnel, to p.revent 
tinauthorl.£ed'· acces's to equipment', faciYitle's, material and do cUn1en'ts , and 
to guard them against espion'age, sabotage, damage and the.ft. In actual 
pr'actice physical security' becomes a system or concentric protective 
barriers between a potential intruder, unauthorized person, or secu-rity 
haz-ard and the matter to be protected. These barriers rlay be natural, 
~t'ructural, animal, ,human or energy. T-hey must be utilized, how.ever, in 

.", . 

a manner that will: physically delay or pschologically deter the in
i-iuder from approaching or ent'eririg the area bei'ng sa.feguarded; deny him 
the opporturiity to exercise any of his senses cir artificial devices to 
acquire information being safeguardeu; advertise his entry or attempted 
e'ntry into a protected area; or preclude accompli'1hment of any comhination 
of ,the above objectives. I-t shotH:d be emphasi.zed that physical barriers 
only impede and deter, but cannot be expected to do anything more than 
discourage the undetermined and delay the deter'11,ined. :(:, t 

b. A problem 1.-1i th the discussion of physical security is one of de
fining the security interest and then developing an analysis of the threat 
to this securi -ty. interest. Wi thin USATEC011 and DOD, for tha.t matter, 
overall haz.:trdD consid'-::red as a hasis for physical security measures fall 
within the folloV1ing four classes: 

(1) Espionage. 

'( 2) Sabotage. 

(3) Various possible problems created by indiViduals ititent on dis
ruptiLD or harassment actiVities. 

(~) Theft or pilfer'age. 

In order to accomplish his mission suc'cessfully, an espiona.ge or sabo
tage agent or thief, must have access. either direct or indirect, to the 
information or material. he desires. The nature of the access required 
Hill depend on a number of variable factors, and may be accomplished in 
a number of vJays. 

c. In most cases of espionage the acquisition of information is the 
ultimate end. The menns by Vlhich it is acquired are wJrt>ly opf'!rattonal 
actnils. Normally, inform3.t~on recorded on' rnagneLic tapo or photOGraphic 
fj 1m is as usahlo to the pOvJer employing the agent as the original docu
mont. 'l'hor{!fol'P, in considering access, one must considf::r not, only 
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pnysj.cn'J. .access to the ~rea in ,which classified matter is located, but 
~1130 the possibili'ty oJ gAining f.).ccess to such information through 
Q~El.ndGstinG introcJ.\J.~ti9n and employment of audio or visual surveillance 
monitoring systoms. TheBe conDidorations are essential elements of 
physj.clll security, 

d. Wi thin the USA'l'ECOM environment HC must also be concerned with 
another form of e~pionage~~Industrial Expionage. This may be defined 
as the illegal or unethical collection of valuable company information 
and data Hhich may be uGed by unscrupulous competitors to the detriment 
of the company. Hithin this command it is occasionally possible for 
one company to illegally acquire proprietary information belonging to 
another company. Such thefts could easily involve defense information. 

e. The real goal of both of the above forms of espionage is not 
only to gain information, but to obtain it surrepititiously. Some of 
the traditional methods used to gain this information are: 

(1) Bribery of janitors a~d charwomen to save contents of office 
wastebaske~s or to do other se~mingly innocent tasks: 

(2) Interception of mail. 

(3) Clandestine listening devices (bugs, tapes, recorders etc). 

(4) Fraudulent entry (misrcpres£'ntation and impersonation). 

(5) Surreptitious entry (over a fence, through a door etc frequently 
after temporarily by passing intrusion detection alarm systems or other 
ppysical security deVices), . 

(6) Undercover operations (getting a job as technician, engineer, 
maintenance personnel, etc., as a means of gaining access al1d fr::edom of 
movement in the target area. 

f. Each of tho above methods can be negated by one of two Hays. 

(1) By protecting the security interest with enough obstacles to 
penetration '-Ihich Hill make trespass unprofitable in terms of gain or 
risk. 

(2) By contro 11i ng people to restrict their freedom of movOt'lent 
and acc('ss to thc SL'C\.U'jty interest. 

2. Barrlers. 

a. There is no impenetrahle barrier. If a government err organizati.or:l 
i~; will i nl~ to cl,_!votl' ('n\)uGh ti [IF!, nl\.)nt:y, p',>rsonn·)l, mat.'.'rial and imagin-

2. 
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ation to by-passing a barrier it can do so, Therefore, rather than at
tempting to achieve exClusion through use of a single bairier, "security 
must be built upon a system of "defense in depth!" or acc:umulated de
lay times. 

b. Although no single barrier viili deny access to unauthorized per
sons, it will provide a measurable mlnlmum delay time. This delay time 
usually will be indirectly proportional to the skill and a~ility of the 
deliberate intruder, The measurability of this delay time may be hindered, 
in some instances, by unauthorized persons being able to breech the 
barrier inadvertently. HOi"ever, certain min:i,.mum delay times have been 
or can be eptablished through test and evaluation. 

c, To achieve optimum results from a physical security system, it 
is necessary to add one barrier to another until delay times, when added 
together will deny or greatly impede unauthorized access. In many appli
cations, the total delay time may be greater than an arithmetical sum of 
individual delays. This can be accomplished by interrelating the barriers 
employed. For example, an unguarded fence will provide a relatively short 
delay time. If that fence is patrolled by reliable guards who bring 
every portion of the fence under observation within the delay time the 
fence provides, the total delay time is greatly increased. The same 
guards patrolling at the same rate and frequency in areas where they 
can I t see the fence vlOuld provide very little delay time. 

d, In some cases it is necessary to differentiate between the necessity 
for denial of access or the necessity of being made avlare that access has 
been gained. A further distinction is sometimes necessary as to whether 
it is desirable to alert the intruder to the fact that his entry has 
caused an alarm. When access to the security interest is gained by entry 
into an exclusion area it is essential that access be prohibited. It is 
also essential that any individuals gaining unauthorized access be appre
hended and the extent of compromise established. This vJOuld preclude any 
system which would alert the intruder. In less sensitive areas it is fre
quent~J desirable to protect against entry by persop-s intent on larceny, 
sabotage or malicious mischief. In such situations, an audible alarm used 
in conjunction with other systems will often discourage such attempts. 
The reliance which can be placed on such "local alarm systems" is dependent 
upon timely response to alarms by on-site personnel or by persons normally 
close enough to hear and report them. Sabotage is 'by no means limited to 
the activities of foreign agents. Damage can be do.ne by a disgruntled 
employee, members of dissident or anti-Hal' groups and sympathizers, and 
mentally disturbed individuals, unable to differentiate between right and 
wrong or to consider the consequences of their actions. It is significant, 
hOi-Jevfr, that personnel in all of these categories are very often readily 
exploitable by the agents of foreign poi-lcrs: 
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3. Protective system neutralization. 

a. The possibility of intrusion detection alarm system neutrali
zation is a basic threat and must be considered in all applications of 
such systems. Although these systems are designed,to improve security 
against intrusion, the potential intruder must be regarded as aq intel
ligent, technically competent individual who has determined or will 
sea1'ch for ,means 'LO negate the effectiveness of the system. Hhile se
curity personnel must insure security on all sides of the defined secur
ity interest, the potential intruqer peed find only one weak point or 
"chink in the armor." This is much easier than the security engineers 
job of creating a new system or eliminating inadequacies in an eXisting 
system. In devising a system for neutralization of a barrier, the in
truder has not only his ovm initiative and inventiveness to rely upon 
but also the errors of security personnel who designed the system and 
of those vlho maintain it. The most vulnerahle element of an intrusion 
detection system to neutralization is the tr ansmission line between the 
alarmed area and the annJniciator panel or alarm device. It is axio~atic 
that the sensi ti vi ty or value of material being protected i-ri 11 determine 
the sophistication and type of system employed and the degree of trans
mission line supervision (physical or electronic) required. 



CHAPTER II 
INTRUSION ~DETECTIJN ALARM SYSTEMS~ 

1. General. 

a. Intrusion detection or protective alarm syste~s provide an 
electrical and/or mechanical means of detectin€; and 'inrnuncing proximity 
or intrusion which endangers or may endan~cr +h~ security interest hein~ 
protected. These systems, i'lhen properly u:,ilized ir. a security system, 
constitute a valuable adjunct to the basic securityeleman:', thQ guard 
force. Alarms posses no inherent capability to provide security other 
than the deterrent influence they might create. HOH9v8r ~ .. ·:hen integrated 
into a preplanned or existing security system they serve one or more of 
the following purposes: 

(1 ) Permits more economical and efficient use of manpm·!er by su~
stitution of mobile responding guard units for larger numhers of fixed 
guards.and/or patrols. 

~ 

(2) Takes the place of other necessary elements of physical security 
which cannot he uf'3d l1ecause of 1-..uilding layout, safety regulatiuns, up
erating requirements, appearance, cost, or other reaSJns 

0) Provides additional controls at vital areas as insurance against 
human or mechanical failure. 

b. The outstanding advan'Lage of an intrusion detection alarm is 
measurahle reliahilj ty. Although there is a "Iide range of complexity 
between the various alarm systems, test and evaluation information is 
usually available or can be obtained to determine 1t1hat degree of se
curi.ty can be expected from the device. This determined degree, high 
or low, can be expected for mas t situations that the alarm ,·muld "he 
expected to encounter. vl~ile a particular alarm system doecl not have 
the thinking and reasoning capahility possessed "hy a human guarc< and, 
consequently, cannot he used in a comparable variety of situations or, 
in some cases, not at all; neither does it have the variation of r(3-
sponse to given stimuli. The protective alarm, good or bad, is reason
ably consistent. 

c. The applic'ation of a particular system (or combination of systems) 
in a specific situation is a highly specialized matter requiring cartJ1.'ul 
consideration of all factors that 'dill affect the system operation and 
usefulness. These factors are discussed in greater detail in a subsequent 
portion of this handbook. 

d. A protective alarm system is usually made up of f':lUr parts: 
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(1) The detection €>r triggering -:'evice. This is the component which 
detects tho 5i tUlltion for "'lhich it ',i;"::; designed. It ini t~ates the sig
nal that wi 11 ultimately pr?vide th8 ~larm. 

(2) The responding or alarm de~ .. ':- ::e.. This component is a device that 
receives thz alarm signal and conve:,-~:: it into a usable response designed 
to COl'I't:;ct or alIa",; correction of tr:: undesirable 5i tuation 1:1hich has 
been detected. 

(3) The transmission 2Y;:tem. : -':'s component transmits or transfers 
the ini t·i al si gnal to the location 2.' ',;hich the alarm is sounded. 

(4) A supervisory provision. :'.~s component, although not required 
for routine oparation of the 5ysterr:: :'s necessary to provide an immediate 
means of determining that the S,Yste-- ~as become inoperative and lor to 
providp. a self -contained pot-leI' sour:.'; to make available the necessary 
operating voltagt!s in tho event of ::, power failure. This provision is 
often integrated into the respondir,;.; device to alloH an alarm in the event 
of failure. In some systems," this r,::~vision ",lill be coupled to the 
transmission system to alarm if the~~ i, tampering with the wire lines 
evidenced by a certain increase or ";~;-:::rease in the amount of current i'low. 
in addition to announcing a complet r : cessation of functioning. 

2. Detection devices. 

a. Detection d'-~vices are usual~ J designed to detect a single. pheno-· 
menon. 'l'he choice of vlhat type of ';-;-Jection device is to be employed . 
is based upon what i-1ill be most rear).: ly detectable in the given situation. 
It may be dosirable, in some cases, ~0 employ more than cne type of de
tection device to protect against a: possible methods of entry. Usually, 
similar equipment is manufactured hy several companies. Such equipment 
will operate on the same basic prin-: ~ ples, but may very well differ in 
refinements. These differences may, under certain circumstances, alter 
the dc~ree of security provided. 

b. Electro-mec'hanical or currofl!' continuity devices are designed 
to effectively place a current-carr.ting conductor in a position Vlhich 
stands bet",7een the intruder and th8 r;nclosed area to be protected. In 
each case, the conductor carries ell (·rent that retains a holdi ng relay 
in the open position. A cE:ssation (1[' the. current f10H in the device 
roleanes the relay and allo'.'13 its c'Jtltacts to close, vlhich closes the 
a1arm circuit and provides the alarlll. Current continuity devices may be 
of the fo llmd nc type s: 

(1) }h;tnl tape or foil. This 1.:!pe of device is a thin strip of 
rn\~Lal foil "Hbich is applip;l i.o thr .;~j ass surface o.f "'lindo'.ls or glass 
doors in a continuous pattern heglll1dng and ending at contact. points 
providing vDll.n[;l.'s of opposIte pO]:ll'itics to cause a continuous floH of 
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current throuGh the foi 1. The object is. to arrango 'tho pattern of th' .. 
,foil in such a way that hreaking the window will break the foil and 
will, as a rosult, cause a cessation of current flow. 

(2) ScreAn. This device is simply a lacing of a conductor back 
and forth across an artJa of structural weakness in such a v.JaY thr.TJ cut
ting or breaking through the barrier would a1so break the conduct.)r and 
cause a cessation of current flow. The screen is often applied ':'0 door 
panels, since they are usually weaker than the walls of the rooll'. nr thFl 
remainder of thu door. It may also be constructed ylithin H1.11::;, c r ·ilings, 
etc. to detect. entrance made through the~e_ buUding surfo.cl'::s. 

(3) Conto.ct switches. Contact switches are electrical contacts em
placed in such a position on doors, viindoi'ls, or other openings c·lpo.hle 
of being closed, that when the opening is closed the switch is c~oscd and 
there is a continuity of current flo,,, in the cireui t to the holdIng relay. 
However, i"hen the door or vlindoVI is opened, the contae;ts separatE: and 
the resultant cessation of current flm'l activates tho alarm. These de
vices are sometime's manufactured Hith two separate circuits operated by 
tHo sHitchos. The first circuit is a current continuity circuit as de
scribed above. The sE;;::;ond circuit is a portion of tho o.larm circuit 
which provides a normally open switch connected parallel to the open 
holding relay and flhysically located at the door or HindOl" in such a 
way that opening the d;)or or \·;indm·] will cause the sHitch to closo. Thus, 
opening the door or i·lindm.,r will open the current continuity circui t and 
close the alarm circuit in bolO ways: first, by means of the holding re
lay and secondly, by physical closuro of the ::;;-;i tch paro.llel to th8 re
lay contacts. Conto.ct SHi tches are of tvJO general types: 

(a) Simple contact. The simple contact sHitch is designed so that 
the movement of the door or windoH either physically releases a bind 
tension on one of the contacts and al101-1s a constant spring tension to 
move this contact from its electrically closed position, or the movement 
of the door or window physically removes the contact affixed to it from 
its counterpart on the window or dvor frame. 

(b) Hagnetic contact. This device is composed of tHQ self-con
tained units-~a switch unit and a magnetic unit. One unit is emplaced 
on the door or \-lindo~'l frame and the other on the door or Hi ndow in 
very close proximity to the first. The switch unit contaj.ns the con
tact swi tch Hhi ch, vJhen unaffected by the magneti c unit, is held in an 
open posi tj on under spring tension. Hhen thq s\-li tch unit is moved to 
a position o.cljacont to the maGnotic unit, the pull of tho maGnet over
comes the spring tension and closes the s;"i tch. This is Lho normal 
guarding position. Opening the door or HindoH removes the sHitch from 
the magnetic inflmmce of tho magnotic unit and allol-ls tho switch to 
open, which. provides 0. break in tho circuit of I-1hich tho s!tli tch is 2. 

part, with a consequent cessation of current floH.to operate the alarm. 
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(4) Vibration detector. The vibration detector i~ a self-con
tained switch in 11 small housing Ullit. nne contact of, tho switch is a 
small pcndulum-l ikt! Vldt,.;ht vlhich i!: Iwid undr;r slight ;prinG tension 
in contact with thu oth~r twitch contact and m3intains a closed elect
rIcal circuit. An attack on the ~;urface to Vlbich the dev:ice is attached 
causes vibration~ \'Jhich sH~"nB the pendulunl at,.lay from its n'1r:!l:~l, position, 
op(·ninc th~ circuit and ca'lsi n~ an a1 '1rrl. Tbi5 d';'vic" i~, u,;pd as a 
measure of protection against attack throuGh wa112, cHilings, and ex
t&nSiV8 ~lnns curfac0s. 

Sinc8 curr~nt continu~ty devic0s scrv~ ~. l'01y to clos~ a circuit, 
th('y art, vnln,·r,1.r,lc to hfL nf: p.:1~E' • ..'d by attach~ n,~ a jurnp'='r wire around 
tbe device. parallel to i·~,. Al~hough in theol'Y thE: in~iLallation pro
cedure is such that acces~ to the electrical components is d8nied an 
intruder, this is 8om0times difficult to accomplish. In addition, the 
establishing of a parallel jumper can be accomplished some time prior 
to the expoct~d intrll~ion by a pers0n who can gain access to the windows, 
doors, or electri (::.11 circuits during the normal. operating hours of the 
office or buildin~, for US,) d~~ing periods of greater privacy. 

'" 
c. Photoelectric det'..:ct:on devices arc desit;ned to transl'li t a bpnm 

of light from a li.ght source to a light-sensitive receiver, Hhich ;.]i11, 
in turn, rnaet to a ct",ssation or ;:;ub~,tantial decrease of recoived lit~!lt. 
Ttli S reacti on r·~suJ t 5.; i n th,,~ in1..ti a ti.on of the alarm sienal. The com
ponents ar!" arranged in such a v:ay that. the beam of light cro sses the 
approach to tho area to be protect8d. 

(1) The basi c r.;:quirement of this systsm is that the wa,,'o l~mg+hs 
of the tramirni ttcd livht be co~patible with the receivahlc fr:.:qu·'n'2if'f 
of the photoolectric c-::-ll in the receiving uni:, This presents no 
particular problePl, however, since most light sources cover esse:1ttalJy 
alI of the visible sp('ctrum and are also richer in rays of lower fre
quency than visible light, i.e. infrared. HQst photoelE:ctr: c cells r~'
act to both infrared and visible light. The receiver operates by re
ceiving the light and, by means of' the photodectric cell. converts the 
light energy into electrical energy 'tlhich is used to establish an 
electrical c.i tuation that may be considered as normal and from vJhich 
variations may be measured. Large variations in the amount of light 
received by the photo(:lcctric cell pr'Jju~c variations in th(; output ,f 
tho unit and aro tranmni t t.ed a3 the ini tiai alarm signal. 

(2) Thi~ basic :1rranf,cm-:~nt of lif;ht source and rec·~dv'}r is sur
f) cit'nt to providn a si gnal ',;h"m tbJ lif~ht. o.,;am is brulwl1 and is oftt:n 
uf,pd in this r.imple and unmcldifi,::d form for door opening p.nd similar 
purposes, 'but t.o b';~ at all t,ff'JeU \'0 a~ a pr·)tecti ve alarr'l, certain 
rnodj fi cati.ons are nCC(!~;8ary. 

(3) Ii' th,\ 11 ght 1,oGm i!:' vi.~:i'r·l';, it THay lin avoided ty th~ in
tl'ud'~l'. For thi,:. r • .'':.t~'lln, inf!':.tl'·:J l'ili·'rf; aI": \.181.1,3.11y pl.'.l.:'·'l 0'1"1' th": 
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light sourcr) so only light invinible to the human eye is ~ransmittcd. 
Since photonlt,ctri c ce] Is arc nrmsiti ve to infrared, no mpdifi cation 
to the rncoiV0r is nacosBary. The attenuation of the vis~ble light, 
hovlevor, results in lOGS light, enorgy roaching the receiver. Th(~rc

fore, either tho li ght 80UrC(: must be fncreased, the recci vod signo.l 
must be moro ~jroatly umplific.'c\, or the system must operate at a re
dewed range, 

(4) Sinca the l't'C'('h-nr 0l'prates norma'ily on received l'5.ght energy, 
any light source., visiblo or j nt'rarod, with l?ufficient strength could 
satisfy ·\.,h.:: 1't:quil'(:m<:;nt..8. Thll~;, the intruder, aftBr locating the re
coi vel'. could tape a i lashl i t~i1!. acro S8 the receiving aperture and break 
the beam from the system light. source at will, the flaBhlight nOH ful
filling tho light roquirementn of the photoelectric coIl. To counter
act such possible action) it i.s necessary to alter the transmitted 
light find to make tho recci vi llG unit selective so it i'lill accept the 
light from the system light ~l)UrCe but "Jill not operate normally if the 
received light differs from the transmitted light. This requirement is 
fulfilled currently by modulating the light source to a frequency for 
which the receiver has been tuned. 

(5) The simplest means of modulating the transmitted light ts to 
beam it through a propeller-like baffle Hhich is spun by an electric 
motor. The receiv8r must be tuned to a frequency span \-Jhich 'filll match 
the revolutions per minute of the motor and Hill also include fore
seeable variations in ':0:.11' ~T0ed caused by temperature change, lub
rico.tion status, a:;d 'tIear. 

(6) A more recent method of accomplishing the modulation is to 
modulate both the transmitter and receiver Hith a signal from an os
cillator connected to both. This provides a more accurately modulated 
f'ignal and allot'ls the receiver to be selective not only from the stand
point of frequency, but. of phase. 

(7) Another system whicCl is currently employed to counteract the 
utilization of a flashlight t~ bypass a photoelectric detection device 
is the insertion of an opaque shield containing a small aperture im
mediately in front of the phC':ocell. The aperture is located at the 
focal point of the lens of U:t."> receiving element ,,:hen the light source 
is located, for all intents'a:;d purposes; at infinity, Unless the 
light ;jource is locat.ed on U:c center axis of the lens, the focused 
light ~'lnl not strike th . .:! ap·:::.'ture, Ho\·;evor, this arrangement docs 
not satisfy a situation in 'v;:~:'ch the flashlight is held in front of 
and vii thi.n tvlO or throe inch:.'s of the lens. Since tho lens is focu::ed 
at infinity, bri ngj.ng tho 1'J:::.::hlight into ~uch proximity to tho lens 
al101:13 a Hide spread of unfe- :·.lsed iight to fall oli tho bo.fi'le (since 
tho focal point has nOH move':: a considorable distance to thu rear) and 
allO\oJD surf] cient li elIt to r :c.?s through the apertUI'l' to sati n['y the 1'8-
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quircmentG of UH' phu'Locell. If a photoelectric dotection device usi ng 
non-rnodulaLC'd liUht H:ll:~j b,. 0Hlplay0d , it is necessary to ''''!1!placl.~ tho 
X'c;ceiv1nl,j llnit ~'O t.hat it. i::: ne)!' pl)3sihle to roach it HithlJu~ cn~'~'::ni~ 
the beam. This is bost accomplished Hith mirrors. 

(8) Photoelectric detection devices may he'used indoors and out
doors. Kxterior units are designed to provide the units Hith protection 
aga1nst th~: 01~mcnts. So~c arc equipped with self-contained hGatcrs tc 
maintain [:. r·.:<iconal:ly constant operating terr.pc'ratur.;; .. T'I .:lll·YtJ oLh'Jr 
than a f;inC18 81,rQicht. boam of light, mirrgrs are provided to reilect 
the bc'un throtl,:h the rksin::d angular displacement. By using the mirrors, 
the beam rw.y al~'o Lv zi e:;~agged back and forth across a room to make it 
more difficult to m'oid. The effective range of the system is decreased 
by use of the mirrors, however, due to the light loss during reflection. 

(9) As a protccti ve alarm detection dev'ice, the photoelectric system 
can be considered as little more than supplenental. In spite of its 
using invisible light the infrared beam can be detected by a metascope 
and will cause an indication on a sensitive phOTographic exposure meter. 
To operate, it must hm'c its telltale apertures and, in many cases, mir
rors to provide a path for the light, even when the equipment is concealed. 
ThE' effective Hidth of the 1->eam is usually less than six inches and, once 
located, can be avoided. Although it would involve some equipment and 
trouble, the modulated light can be duplicated by using a sampling of the 
transmi ttod b~~arn to trigger an electronically mJdulat.ed light source carried 
by the: int.rud_!', t,~ sat.isfy the requirCl:1Dnts of the tuned receiver. Ex,;ept 
for this latter possibility, ~he photoelectric system is highly effec~ive 
against v~hicular mOVGment through it, since it is impractical to attempt 
to move th-:: vehicle over or l.mder the beam. Although the system may be 
effective for vehicles the effectiveness may be limited to a given sit
uation by the possibility of stray animals or flying matter passing 
through the beam, thereby causi.ng false alarms, 

d, Proximit.y detection device~ operate by surrounding an object with 
an electrical field in such balance that absorbtion of some of the pro
duced 8nl'rt;y by th(' entry of an electricaJ.1y condactive body into the 
field creates an imbalance in the system that results in the initiation 
of an al.:trm signal. Al though the results of the systems are esspnt,ialJ y 
the same, there are h:o operationally different types of proximity alarms: 

(1) The elE:ctro!1:agnetic detection device is basically 3. 10vl pOvIer, 
10\'1 l'rt'qu0ncy r:ld 1-0 tram'!':'.i ttt:T Vii th t;.;o rec8i vers tum:~d to n.:;t ';'li th the 
transmitt~~r. The det.ect.ion field is esLabliehed by threu pal'al181 Hires, 
the ('('treer ;.:irt."> beint: an ant.enna to the trf.t!1Gmit:".:r and th8 t\'JO outer 
wirt'~ antt.'tmae to tb,: blo r0c,:'ivers. In operation, tho transmit.tr.:r tran.::;
mi ts a rndiQ Gif,nnl c;.:lUsinG l'lcctromagnetic ,·;avcs to radiate concr'ntri
cally from its an-Lcnn:::t. Th~sr:' Havos ar"" inducti vcly rcc;;i vcd by tho 
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outcruiruG and crC:·:lto voltagon.;.:hich are J'l'cclv"'d and d.'t n ,:- :i hy the 
rcccivnrn. In tuninG the SYSt01n the output volt:1G':::s fn""l U .... :'<.:ceivors 
are mack r.q11.1.l and oppnsit.c anJ fed j ntv a c():"'.fiar':'~"r. ~:rt;\~:' 'h,:re they 
cancol, cauGing an ah~}Qnce of out-rut from th\:~ eOl"iparlL'·.H] ch- _::..t. If 
a conducti.nc h"dy rr.0V';~S int.o the- radiatinG fi'~'i<..l ')f Up' ti'a;.· <.tter so 
that f:OPlC of the t:Ot'rf"ry d,')stinc,d for ono of tl": .• : ~v'r'i'::c;:- G;,- ':-:n3.'? is 
abnorhr::d. tho o.utput from thB.t r'2cc:iver is less than th.:: au::,.: _:. frum th~ 
other recei v (or . 'I'hi..r reflects :i tse1 f at tll': c011lpari ~'=,n cir.:: .. _:. as a 
diffeI'lmco in vol taGc and an outpu7~ fro!"1 th·~ '.~'''~.r·''l.r:~·)n ci 1': .. -:. r".:!sults. 
Th1 s outnut is the initial alarm sit'nal. 5j nCt: the c'c:nt.,,!, ~ .. _.:.J i3 a 

, J 

transmittinf: antenna, it must be prcp8rly ~vlm,:-:d to efL.:.:::.i\'.· ... ,· radiate 
its genoratcd. energy. Ideally, this is accomplif'ht:!d ty a:::l'. '- '':'n:.r a pre
cise length 0,[ ;"lire \ .. ;hich "'Jill cause resonance 'for th,:; freq _ -.:y at 
vlhich tho transmitter is being operated. Sj nee this is not :;,::. ~'1ays pra
ctical, a loading coil is used to create a theoretical leng:' to prov~da 
the resonance. Loading the antenna in this manner greatly 'l--:.~nuates 
the transmitted signal at shorter "lire lengths to a point a-:. yhich the 
device is no longer effective. The minimum ltmgth of anteO:-.~ 'dill de
pend, of cc·urse, upon the tranS! li tting' frequency and the tur, ~ :-'5 arrange
ment, but it can be safely said that an antenna shorter thar. ;') feet 
would render the device ineffective. 

(2) The capacitive (electrost~tic) detection devtce op~~ates super
ficially in the samu manner as the electromagr,etic includin;,:: _11 some 
applications, the usr: of the three parallel "lires. The cap.s:.:tive alarm 
is generally murt.: vd';;;atil~ than the electrJD'lagnetic s:nc,~ -: -. dJE's not 
require the lengths for tuning that th::-, 01 ectromaenetic dev: ',:'",; does. 
The capacitive detection d>:::vice is, in effect, a large elec·.::c conden
ser Hhich radiates as does its smaller counterpart, electr:. '. "~atic lines 
of force created by a build~up of electrons on one plate whi~~ is separ
ated' from its second plate by air as a dielectric. There aY0 several 
possible applications, but each involves a conducting body ~~7ing intu 
the electrostatic field after a balance has been achieved a~~ absorbing 
some of the energy to disrupt this balance. The situation Y'f';;;'U; ting 
here is similar to that brought about vlhen one moves close ~J'J an old 
radio and hears a squeal. l'he energy absorbed hy the body '::.:.'jses an i n
ternal circuit to break into oscillation creating an initial alarm signal. 
Some systems of this type provide a second plate in the for;'. of a vlire 
or grid separatod ,from the first, ,\-lhich can also be a Hire 0I' can be a 
metal cabinet. Other systems dispense \-lith the second plat r; and let 
ground fulfill this function, 

(3) Both the electromaenetic and the capacitive syst8m., lrmd 1.,110[rl
sclves Hell a~3 fence alarm~3. 51 nee the alarm sl btlal is c'1";;' I,.;d by 
mere proximity to the Hj res, it is essentia11y impot;sib1u I.IJ twnpor 
i-Jith the> dc"tecLion clov:ic(). Attempting to t.amper vliLh till.) vlil'us by stand
ing outdde tho fi.eld and cutt.inr, t.ite Hires , .. Ji th a lonr,-hanri'IIJci non
conrluct.illlJ in~;LI'u;w'nt 'is ('qu:'tlJy unpI'l')du<.:l.j VI'. dnCl! tbr: Ch:llll~inr; of the 
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wir.) l"r1,-th ',:·)uld creat.e the alarm 8i<3n.1.1. As fence alarms, the Hires 
arc ~ith~r strun~ 0n i~~u:a':J !ra=k~ts on.an existing pc~im0te~ fence 
or est.ahlish,}d on their (",m p\.~les as a purely alarm-type ;fence. Hhen 
in,'La11ing thiJ d~~','icc, c.::trc' must be exercised to d'3vis'~ a m~an~ to pr·> 
clude the alarm's beinG set off by cur'i:0us or mischievous persons JUGL 
to floe Guards C07ilO out. It is d:::sirable to have a defini to barr 1'-11' b8-
t'rlecn the ft'nce and areas of uncontrolled traffic. 

(L) The c3p3citivc d:Jtection device is also effective for interior 
usc. Tho Wil~S can ~e strun~ across banks of window: or around dlor 
frames. It is fn,quently used as a cabinet ~larm for one or more metal 
cabinets or safes ;.;r!ich are ,..;ired as the charged plate GO the alarm 
signal Hill be initiated Hhen a person apprnaches them. 

e. Acoustic detection devices are those devices that are actuated 
by the sound or vibrations made by the intruder during his approach or 
as a result of his attempt to gain entry. The principles of operation 
of this type of device are comparatively simple. Regardless of appli
cation, sound Haves or vibrations are picked up by a microphone whi'Jh 
converts them to electrical energy. 'This electrical energy is amplified 
and transmitted to a receiving apparatus Hhich reconverts the electrical 
signal to sound waves similar to the original. The receiver also may 
use the electrical energy to actuate an alarm device. 

(1) When applied so that-a reproduction of the original sound is 
required to be transf'litted to a remote location, the detection device 
will con.Ji st of on..:: 0::' :::0:::'0 P]3.s0D:lbly .:;')nsi ti ve microphones, capable 
of accepting sound ',]3.V9S in t.~e audio range, and an audio amplifier to 
increase the electrical e::isnal to a level .",Ihieh H'Juld, alloH transf'li ssion 
to the remote location. This detection component then feeds into p 
transmission link (radio or wire). The si.gnal ultimately arrives at 
the remote receiver Hhere it is transformed into audible sound waves. 
Those sounds, capable of being heard by a person in the vicinity of the 
sound source should also be detectod by the system. LOHer level vib
ratio~J in the walls,.ceilings, or floors, resulting from an attack on 
these surfaces, may not be transmitted if there is insufficient sen
sitivity in the system. 

(?) 'ltJh"?n applied in such a ';lay that a reproduction of the original 
sound or, in this case, vibration of a building surface is used to actuate 
an alnrm device, contnct microphones should be strategically located on 
those portions of the building surfaces capable of measurable vibration. 
Since these contacL microphones would not caUS0 an alarm from recaption 
of low or normal lovol sounds Hithin the room, ordinary audio microphones 
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may alr.o be employed. This application ;is designed to dr'tect till'" at
tempt at entry. by Ct' meano which .. IOU] cl create a registert'lrlc sound or 
vihratiorl, :;uch ClG cut.tinG, rippinr" jimmying, or other f0rct..'ful 0ntry. 

(J) The above t\<Jo tnC'thods arp often combined to allo\-1 an alarm to 
be actua!.ud 1,.)'" sound or ourface vibration in order to attract thc attontion 
of th:~ i~'\ard, and La allO\v him to monitor an audio reproJuct.lun of or:L5'inal 
sound to provide a remote check of the cause of the alarm . 

• (4) In oxLuriol' applicat ione ,Lho acoustical alarm may to u.:::cd under
ground to d0tt'ct th'~ curface appl'l~:1.ch of ap. intruder or to det·;ct diCging 
or tunneling op~:rat.ions in the vi(~inity. In this appJication, the use " 
of more than on0 microphone or transducer is required to allow a signal 
comparison and neutralization in the event sound is received from aircraft, 
traffic, or othor distant source of loud sound, An alarm caused by such 
sound sources '\-1Ould be undesirable, and yet the desired sensi ti vi ty 1rJOuld 
allow such false alarms if a means were not employed to prohibit them. 
By comparing the signals received from more than one microphone it is 
possible to cancel a signal caused by a sound \'lhich reaches ti-1O or more 
microphoneG ;,:i th approximately equal intensity, there'by limiting the sounds 
causing, the alarm to those occuring close to the microphone. 

(5) Acoustic detection devices, for the most part, can be applied 
to quiet areas only. ,,\'i th the exception of those err.ploying canc811ation 
circuits, all are susceptible to causing false alarms Hhen innocent 
sounds or vtbrations occur. The sensitivity of these devices must, for 
this reason, be s'.:t at a levt..'l to allo\-l normal sounds Hi thaut settinij 
off the alarm. Consequently, if the intruder Here a:-;arc of the existence 
of the acoustic device, he could possibly govern his' actions to maintain 
a required level of quiet: 

f. Novement detection devil:es are designed to create an alarm when 
there is movement of any sort '.vi thin the establi shed limits of the de
vice. There are several types of movement detection devices--sonic, 
~ltrasonic, radar and optical. 

(1) Operation of the ultrasonic and radar devices is based upon a 
principle called the Doppler effect. The principle of the Doppler effect 
is that \·;hen a source of transmit":ej Haves, either electrical v:av~s or 
sound I-laves, and the recei vcr ef 'the Haves are moving tOi-/ard or m:ay 
from each Oth(T, tht"' received si p:al Hill be of hiBh!?r or Im-lcr frequency, 
respecti vt"lly, than the transmitted signal. 

(a) In the case of the trans:-:itter and receiver moving to\'Jard 
each other, the di. st.ance moved d",,:::'ing the period of timn. hetv:ecn Have 
omi.ssions is subtracted from the a::tual length of t.he transmitted i-/ave, 
giving the tran:~rni ttc'cl sign.:ll, in effect, a shorter Havo long th and con
scqul'ntly, a hiehcr frcquuncy or, in the case of sound i-/aves, a hi eher 
pitch. 
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(b) Juot thn opposite is true ~hnn the transmitter and receiver 
are movi nf~ <limy from r:ach oi.l1cr. In this carle, 8ach Sl}cCCfJsi ve vlave 
hn.;; 'Lo tl''l'/''] farLh'.'r Lh:m U;,' pl',:(: •. ·din£~ on!! hnforn it is rec~:ived. 
Thi G rer;u] "\,;; ina longr>r wav() 1.,ngLh than tho d,~f,;j Gl1ed Have lcn;;l.h 
and a resultant lowrr frequency. 

(c) The uamc principle is applied in a si,t.uaLion in '.-Ihich h\'~h 
thr' r.-.c·d v(;r .nnd trnn'tmi t tel' remain stationary, but' in Hhich there is 
[l :Ilovi nt~ obY)ct, capabl·,: of reflectinr; the Haves from the transmitter 
to th,) receiver. In this case, the receiver sees the reclect,inc ob
joct as th~ tran~mittcr, since it is from tho reflecting ohject the 
siGnal is reed vI·'d. Thuc, in theory, if the rof} ccti Di3 object is moving 
tOl-lard the receiver, the received signal is of, higher :frequency than 
tho transmitted signal, and if the reflecting object i~ moving aHay 
from the receiver, the received signal is of 10Her frequency than the 
transmi tted signal. In actuality, there Hill be tHO frequency changes 
in this caso. The reflected signal I-lill differ from the transmitted 
signal because of the movement of the reflecting body in relation to 
the transmitter, and the rece:"y,:d signal Hill differ from the reflected 
signal becduse of the movementCof the reflecting body in relation to 
the receiver. The dire-::tion of movement in relation to both the trans
mi ttor and receiver \·;ill determine \·;hether these differences are added 
to[:ethC'r or subtracted from one another. The only situation in Hhich 
one Hould cancol the athol' ,,'ould be .... :hen the reflecting body is moving 
a10ng a strai ght line beh18en the transmi·tter and the receiver. 

(2) ThE.: ul trasoni c movement detection device is so named because 
it employs sound Haves above the audio range; i.e. of a frequency hiGher 
than the human ear is capable of recelvlng. In operation, the ultra
sonic device transmits a sound tone ,·;hich permeates the room in ,·Ihich it 
is c.ontainod ,-lith sound Haves. These sound 'Haves are received directly 
anel reflectively by a receiver. Samples of both the transmitted signal 
and received signal are fed to a comparison circuit. As lO'lg as therc; 
is no movemf'nt in the room, the received signal, including both the \'lE,VeS 
received directly from "':alls, ceilings, floor, and objects in the room, 
is of the same frequency as the transmitted signal and the tHO compared 
signals at the comparison circuit cancel out. Hhen there is movement in 
the room, the signals roceived directly from the transmitter and those 
reflected from stationary surfaces and obj~cts remain unchanged: hOi,';'!(l', 

those signals roflected from the moving object ,-jill differ and the 1'0-

mll tant signal B('nt from tho receiver to tho comparison circuit ','lil1 
differ from the dL:nal sent from the LranS!:littor to tho comparison circl..l.. 
ThiB r('~>u1ts in an incompleto cancellation and the initiation of the 
alarm sir,n.::t1. 

Ca) Since a sinch~ ultrasonic transmitt~r has its range Itmit, it 
is necessary, in lart~..;r rooms or a1'0a8, to use rr.ore than ono. transmittr::r 
.:1nd l'C'Cl'i V{!l'. Tht' c:..)!1~:tru<.:tion and conVmts of the room v;ill also havt;; 
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an effoct. upon the volllme: a dng1e unit is capilbln of fiJ,1.ing w). th sound 
Haves. Elllpty rOOlTl[';, \-Ji Ulout :;t.ructural ob~;trucU on:;, attll.nuate the 
sound vJaVt;U far 10ss t hr;l1 rl)nm~~ ... Ii th hnavy dl'ap':~;, f,()ft l'lurn5. t.ure, rugs, 
et.c., "ji nce tLO~f; nbjec1::3 atlSOrt· or muffle sonv' of till; I1dund. Detcrrrtini ng 
the unit rcqujrcmonts for such installations requires a survey by pt:rsonncl 
qualified in this field, usually contractor pt:rsonnul. 

(b) Thi s devi ce j tl nnafff'ctcd by exterior noise in tbr~ audio range. 
It rea,cts only to mOVt;!w~nt Hithin its area. It can Ix, aujust.ed to such 
a dclgree of st:;l1::iitiviLy that, tht: movom8nt of air cau;:;t..:u by flre, or by 
air conditioning, l'Iill activate its alarm. It is a v0ry effective.de
tection device for the s"curi ty of a closed area since it will not Gnly 
alarm when a door is opened or Ivhen a \'Ja11 is broken throuGh, but will 
also cover the eventuality of the stay-behind intruder, tho intruder who 
entered the room when it Has open for operation and hid hi~self there. 
It "Jill not, hOHever, alarm if cabinets or containers placed flush against 
a "Jall are attacked through the \\Tall, since no movement is executed in 
the path of the sot.:nd l~aves. The protection provided by this device is 
contained by the ~,al1s of the area in \\Thich it is operating. Consequently, 
it Hill not cause false alarms because ':If movement beyond the walls. 

(3) The radar movem~nt detection device operates on essentially 
the same principle as the ultrasonic. The difference is the type of 
\-:ave employed. h'hile the ultrasonic uses a sound "'1 ave , tho radar device 
uses an electronic "'Jaye of extremely high frequency, usually :in the fre
quency spectrum of around JSO megacycles per second. The radar detection 
device tranfmits i~s signal, which is reflected back to its antenna and 
is receiv0ci by a I'(;co.::iving unit. A comparison circuit corr:pares the 
transmitted and r~flected signals, from the standpoint of phase shift 
of the electronic vlaveform. If there is no movement in the area the 
i:laveform remains constant' in its phase relationship: however, 1I1hen the 
beam is reflected from a moving object, the phase of the reflected Have 
r.'~_11 shift; i.,e. the positive and negative peaks will occur at a slightly 
different point in time from the point at Hhich they would have occurred 
had tbe object Dot been moving at the time the wave was reflected. As 
.. lith the ultrasonic, this difference in the received reflected ''lave 
causes a difference in voltage, ,·:hich becomes the initial alarm signal. 
The employment of a radar Have, as opposed to a sound Have, creates 
ceveral operational differences bet;'leen ultrasonic .detect:'.:ll1 and radar 
detection. 

(a) While the sound 1tIaVeS are contained Hithin an ir.::::'osure of 
any solid material, the radar ilaVeS \-lill penotrate many ~:.::stances. 
Plaster "Jalls, for example, 1-li11 be penetrated to a hif,h c.sgree. A per
son or object moving on the outside of tho plaster l·mll i-J:-'..:ld ref1ect 
the sip;nal' throur.;h the Hall once again, and·\-]ould c:au!':e tLs devico to 
alarm. If this characteristic is undesirable in a given ~~tuation, 
it 1.8 poc:,i.b1e to d(!creat:o it:, effects by docrr:asine thr: ::: ',·l(..:r of thc! 
tranmnLt 1;",1' or by cov"Y'i ng tho Halls Hi th a tnr'tal i'oD, tC:::- ~ ut;h Hhi ch 
tho ::i!~nal \\111 noL p('nr~Ll'atl'. 
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(h) '1'h·· r:t.j:1.r t,'!::lrn i!3 comp1otoly- lin'"> of ;:1 t:ll t, becnu:-;(.: of the hir;h 
fr"T:·,n,·j ";' i··!~ployl'd. If m,1vl'[lvnt, ,)ccurrc,d hr!hind an l)t'j'_'('1. made of a 
Ifl,'1t,'rlal \oIlli·~h' th,' h-·[tlTl \':L)uld !lut p'''rF'irri!.f, c:. t :. a rncLni ci'-'f'k ()I' cah
inet, th,~ mllv .. tr!l.·nl, c()uld not be Dxpr'ctod t() hp d(~tl~ct(>d. 

(c) A 1. t.hough tho radar beams C.:ln be eXp'J,c Led to be reflected to some 
m(:nr;\.\l'tt1,:!.,' J"i:r::,~' fron1 lny C0nVt'nti onal p,()1.i. d maL~l'ial) radar absorbi ng 
m~lt,·,;ri:-ll h~1!; k"~n ch:;'l,"'Ilop,'d \·]hich can he moved \vi thin the operating field 
ofa c.V·d co of thi D tYP'J \·]i thout rl?gj Gt.('rin[~ hy refle ctiun and , consequently, 
without clJ.uDin~ an al:trrn. A shield of this m~L(;l'jal, h0,·:e~.-cr, is l.:lrge 
and bulky ~rul, if ob:0rvod, is likely to 0xrit" curiosity. In most sit-
uati ons i h·:' i ntruti.·r i·!onlct prl1'bably find :ouch a :;hield a',,'k\-:ard to trans-
port to tho area in a surreptitious manner. 

(d) Since sound I,aves 3.t tonuate rapidly in air, a radar detection 
uni t producing an output cOlnparable to that of an ultrasonic unit could 
be expected to provide greater range for coverage of a larger area. 

(Ll) The soni emotion detecti on device is so named because it uses 
audiblo sour.'j \oJaves, continuousl:!! trarismi tted Hithj n a protected area, 
to detect the mover:ont of 0.:1 intruder into or through the field of sound 
waves. 

(a) The sonic det'~,,~ion ::-yd~m .emits a loi'l frequen'cy sound ~':hich is 
compared \'iith an internally s·.'l1crated signCJ.l, Differences detected in 
th~~ ph:::tf.e r,,'1 aU onshi p of the reflc,·.::tcd ·-::nerfY are converted to vol tag'3 
changes. The~e voltaf~(':::' ',;hcm sui'r'icient, caUS8 an alarm coriJiti')l1 to to 
registered at the monitoring station. 

(b) Sonic systems are best sui ted fDr area~ 1-lhere ',-!alls, floors and 
ceilings are easily penetrable or windows and doors are loose fitt.ing. 
This type system can normally be expected to provide a more economical 
area protection system than i oS possihle 1,o]i th a combination of less 
sophisticated devices. The area t)eing secured should be free of any ex
posed moving masses such as fan blades, drapes or other oojects buing 
blo1tm about, air currants at variable temperatures, or high-velocity air 
~treatns. 

(5) Opti.cal enclo~jed-spaee or volumetric intrusion detectors arc rf 
several types, The·most frequently encoun~cred types are: 

(a) A systf'm incnporatinG a balanced pair of photocells and associated 
sensi ng circu'L ts \·;h:i erl ('an d,~tect difi'erEmtial changes in ligh L in ten::i ty 
C'au~;"'d by a Plovi.n£,: ohj('ct or intruder in a OJntrollcd light environment. 
IJncL)n'!'~)11('dUl:hl ~lUch a~, d1.Ylit;ht ;'11.11 aff('ct the L)pC'l'atjon of such 
~:y~i(>nl!; . 
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(b) Another sy:.:tnm in this catc[';ory consists of a numh,.:'r of photo
cells mount.,!d in a C:lrn'_~r(l and a light source modulated at Cb hertz. The 
ml)dul 't·,i l'll j [; ohtc,inr;d by connccti nl:': a rectifiar in [;eri('1] :"i th a mod
ul:lV:cl 15 ,;ht c.)uro!. 1'ht~ usc of a modulated liGht .source and <'l timc'd 
amplifior in this ;;ystcm reduce the systom sensitivity to outside light. 

(6) Alt.hough a clos,-;d circuit television system 'is not, strictly 
spf,nki nG, an nlnrrn d0vj co, in that it is normally not used to create an 
alarm sien'll, it is a d0tcct.ion and is frequently used in a physical 
secUl'i ty sy~;tern to 8xtE:'nd the function of guard p8rsonrwl. 

(a) A basic c10sed drcu1.t television system is composed of a camera 
unit, a control unit, and a monitor unit. The camera converts a visual 
image received throut;h its lens system to an electric current modulated 
in propor.tion to the light received. This is accomplished as the camera 
effectively scans parallel horizontal lines of the scene it faces in such 
a Hay that the light at thG point being scanned at anyone instant pro
duces an amplitude·of electrical current comparable to it. This modulated 
current is ultimately transferred through cables to the monitor. The 
monitor is a television receiver tuned to the carrier frequency of the 
camera. A synchronization signal is employed in the camara and the monitor 
to cause the sweep of the beam lighting the face of the monitor's picture 
tube to agreo '-lith the sHeep of the camera I s image converter tube. This 
s:ynchroni.zation or aereement must be such that the sweep beams begin at 
the same point, cross the tubes'at the same rate, fly back at the same 
rate to tho same relative position on the next 10Her level, and proceed 
in this manner until t,he field of the camera and the picture tube have 
bet3n covered, at \o,'hich time the process is repeated. Since the light 
from the scene is modulating the beam of electrons sHeeping the face of 
the picture tube) this beam is able to paint its picture in lights and 
darks as it mveeps back and 'forth across the tube. The control unit is 
used to make adjustments to the variables of the camera's operation. Var
iou~ lenses and accessory equipment may be employed to alloH the system to 
fulfill the installation's requirements. 

1. The camera unit can be equipped vIi th several types of lenses in 
much ·the same way as a motion picture camera. There are available, in 
addition to the normal lenses, wide-angle lenses to increase the field of 
view and telephoto lenses to effectively bring the vi·c',:er closer to the 
scene. Lenses are available in several focal lengths to allo\-] for the 
dcsirod Hicle-anele or tC'l.::iphoto effect. Soma cameras are eqd ppc::rl. Hi th 
10ns turrc'Ls to alloN Hide-angle, normal, and telephoto lenses to be intor
chan~:ed rapidly. ZOOm len~,es are also available to al10H chaneing the 
recoived picture effect from Hide-angle through normal to telephoto Hith 
tho ~inGle lens. Any effective focal length betwoen tho de2icned ex
tremes mJ.Y bo chosen to provide a picture of the desired field or magni-
fication. . 
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2. Rl'rrlllLu c,)nLl'o] I'ql::!·':-·r~;. ·\·:ltich may he desirable includ'Js d.. rC'
Im~LcTy cont,l'olh'd p:m :l!d t:l: p~Jd('!f>t,al, Hhich alJm!!, podtionin,; Lho 
cam.:rC\ in t,h,· d";;il'··d 1Il1rl :',,~nLal and vertical direction i'r,)tn a remot.e 
10ci'rLion. 'l'hr:> 10n8 turrl't.s and the zoom lenses mo.y be remotely cuntrolled 
so routine ol)~l~rvat.,i()n cnvC'rs a \vide field of vim·1 but the telephoto 
cffE:ct rn:ty 1)<, Ut;uJ to pl'l-.vilh~ closer ohservation of a sUS:PGct ar83. or 
person. A scanninr; mC'chani~m causes 'the camera to turn at the rate of 
about, 2 TIPJ'," to provide all-o.round ob'servation. Accessories to protect 
tho c~m,:ra (:quip:n-:nt fron the 1.·100.ther are necessary for outdo0r i.nstal
lation. 

(b) The closed -::ircui t tele\"ision has four guarding advanta:;es 
capable of exploitation in a security system. 

1. The use of cameras in several areas with corresponding monitors 
in one central l;:"cation allm.,rs one guard to make frequent checks of these 
areas. 

2. The cameras can be located in areas that I·lould be hazardous to 
BU,qrd personnel. 

3. Under extremes of temperature and climate, the use of the tele
vision :-::y::1tem '"i 11 allNl the guard to be in a more corni'ortable location 
and, ideally, to be able to better apply himself to his duties. 

~. By u3ill~ l'(;liLotcly controlled lens turrets or zoom lenses, the 
guard is able to o.lmost instaneously move up visually to examine a sus
picious c:i rcurnstanct:. This, of course, can be accomplished as ".-1ell by 
the guara ~:1 the area, if he has hesn equipped v]i th comparable optical 
equipment. 

(c) There ~re also several ~ossible disadvantages to the use of a 
television system to replace the guard in the area. 

1. The television screen vlill not provide as faithful a reproduction 
of the scene as will direct vision. For this reason small details may 
not be discernible. 

2. Di viding a guard I s attention behleen several monitor screens may 
not ~rovide the continuity of coverage desired. 

3. The re~~ul tant, eye:Jt rain and bl,)rcdom of ,>mtching an area thrOUGh 
the medium of 'Le1evision may cause a laL:k of attention. 

1.,. The area to be vicvICd rn::w contain suffi ci,::nt obstruction:::; that 
even -~;t'Ver(tl caml,'ro.s could not g 1 ve the co verago provided by a roving 
guard or gU.:l.rd po.l;l'ol. 
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5. Th('l camc'ra i [; i ncapablo oj takins corrncti v(> action in the ovent 
of an undu~~il':lh1f' r;ltu.:tLion. 'l'ho t.ime required to move a guard or guards 
to tho aroa cov~;red by thc~ camera mny be excord V0. 

g. Sincr. fir':) i c ono of the simplest and :n6st destrucU.ve mnthod~{ 
the E;nboL,;\ll' h':'l;; [l:t, his eli spo::;::tl, fire detection devices must be con sid
er(~d m: protective alarm detection devices. Devices of this type are 
Ui·iW.1Jy el("~;lgned to fulfill one function only_ Fire has three det.;ctable 
propel'tiet': liGht (vidblc and infrared), ]."[('. (conv·-'ct·...,d and radi:mt)J 
and smoke. \vhich of these is to be detected is dependent upon the sit
uation at the installation being surveyed. 

(1) Light detection devices operate on a photoelectric principle. The 
light generated by the fire is received by a photoelectric cell and con
verted to electrical energy to provide an alarm signal. Light detection 
fire alarm devices must be so selective that steady continuous light 
does not actuate the alarm, but that the flickering light of a flame will 
do so. The advantage of this type of device lies in its US8 in open areas 
or large areas 1-1hich 1-lOuld dissip.'lte heat rapidly. It is effective in 
any application in Hhich the flames could transmit light to the device. 

(2) Smoke detection devices, also photoelectric in nature, operate 
on the same princi pIe as th·::; photoelectric anti-intrusion device. This 
unit includes the photoelectric receiver containing the light sensitive 
cell and i t~ ovm light so\.:!'ce. Hhen smoke passes bet.1-Jeen the light source 
and tbe rcc ... .l. v8r, trw i~~,m:::'l +..y of tho recei vcd light is d'!cr'~·a~>:.·d by lh·:! 
filtering action of th'? S:'lok", , This causes a change in th8 electrical 
output of the photoelectric cell and a consequent alarm signal. This 
type of device is most applicable to poorly ventilated arcas, Hhich Hould 
tend tQ produce smoldering fire.s. 

--
(3) Heat detecting devices are of hlO general types: fixed temper

ature detectors and rate-of-temperature-rise detectors. 

(a) A fixed temperature detector is a device Hhich is capable of 
being set to provide an alarm \-Ihen the temperature in the vicinity of UK 
device has reached a previously selected level. These devices are 
usually of simple thermo~tatic design using metals of high copfficient, 
of thermal expansion to cause electrical OJ nt-acts to move together and 
close to complete the eleci-rical alarm circuit. This type of detector 
can operate at various cut-off temperatures, usually in the ranee betHcen 
approxima toly 1400 and 3500 ? The dcvi ces are employed in pre.fer(-ncc Lo 
the rate-oJ -tE.'mpcraturu-l'is0 detectors in si tuatiollS 1-1here t.bo l"'..)utine 
OpL'1'atiot'!::; th>:!lI1selves caUSL~ rapiu l,ornpcrature fluctuations, -~;uch as ooi10r 
rOOllltl, anm~aling roorns, etc. 

(b) RaLe-of-tcmpPr'atur0-ricc detectors function by m0D.Surl'nG rapid 
the tumpc'l'atul'l' in Lhi.' vicj ni ty of the dovicG. S0tnt:~ d':!'lic(:s of 
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this 'Lypo nrc actuat.ed hy radiant hnat, makin[i them adaptabfLe to lar[ie 
nrV.:1G ~)r to ,l!'t~a~; t1hf're the) movtlrnr::nt of air mir;ht make convuction hl'at 
dutl!CU on dr;vict'U 1 (]f.f, ci'fl'cti Vt). I 

(c) Any dot0ction syotnm composed of two detection devices, one ex
posod Rnd one shielded from direct heat, can be used as a rate-of temp
oratur •. ':-l'ioe dd.8ctor by comparing the temperatura differences. This can 
b8 accompli~'hccl by usin[i i,hermocuuplcs (joined Vlires of dissimilar metals) 
to conv01'L th~ h"at 0ncrgy to electrical energy. In operation, when the 
room t0Mporaturc ri80~ sloVlly, the shielded device and the exposed device 
warm at ul..:lUt the' fam~: rate, hut \,!hen there iea rapid rise in tf.;mp81~ature, 
as would txlct in the event of a fire, the exposed elements warm faster, 
creating Lt moa3U1'Lthle difference in rece.Lved heat, consequently, a marked 
difference in electrical output. This, in turn, provides the alarm signal. 

(ct) Another rate-of-temperature-rise device is the pneumatic fire 
detector. This system employs thin copper tubing Hhich terminates in 
air chambors \.Jh1 ch are equipped with a movable diaphram capable of closing 
an electric circuit when bulged. 'men a fire starts,. the temperature in' 
the immediate area increases rapidly. This causes the air inside the 
tubing to expLtnd rapidly and to press against the Halls of the air chambers. 
The metal diaphram provides the line of least reststance, because of its 
flexi bili ty and bulge s, "Ihi ch close the ele ctrical pontacts and transmit 
th<.: [~J arm 81 r;nal. Slow temperai;.ure changes expand the air in the tubing 
slO\,;}y, but c:mall breather vE'nts al 1 0\,1 sufficient air to pass in and out 
of tha system to equalize inride and outside pressures. 

(e) Sprinkler systems, although not alarm devices J both detect and 
comhat fire. In this system, each sprinkler head located on overhead 
water pipes is plugged Hith a low melting point metal. vlhen the temperature
reaches a certain level, the metal plug melts and the \'later is released 
in a spray to extinguish the fire. In this respect, it could be classed 
as ~ fixed temporature detector, in spite of the fact that no alarm is 
transmit+e.d. Ho\-:ever, a waterfloH alarm system can be used in conjunction 
wi th the automatic sprinkler system to sound an alarm .... lhen the vlater in 
tho pipes begins to flow. Combining these two systems offers the follO\'l-
ing ndv~mtages in a situation in vlhich a fixed temperature detector ac
complishes the desired result: first, the automatic sprinkler system 
provides immediate sprinkler action as soon as the he-at reaches the pre
determined point and water continues to flow until manually shut off. 
Sc'condly, the; \-:0. t';rflo;·; alarm alerts guards or firo-fighting personnel 
to the flow of water, which causes them to proce.;;d to the area so pro-
tectC'd to hLt~:tcn the extingui shine of the fire and stop the floH of ltJater 
wh0n it is no long"'J' m~0r.h'd. This action reduces the damage caus8d hy 
fil'V and l,y I-J.::rt.,.'l'. Fi m.lly) 1.11.:' '·lO.terflo,,} alarm alfo dl}tects ruptured 
pjPE.'~1 or oU11~r h'ak~l in the sy::;tem. 
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3. The Respond1 ng D wir f ' • 

a. The bad c funct;i on of a rODpondinG device or cantn"') 1 panel is 
to rnccivo tl!c~ i ntrut~ion signal from the detection device and alert 
moni torin~ p,)r:,onnc!l that tll(; protected area h:tG b.'I.'n compromi sed t'y R.ll 

i nt.ru~;j on. Thc' mann,'r in i·:hich this is accoMplished varies wi th (';iI.~h 
manufacturer. In goneral, a buzzer or bell and a light arc acti '::It.(-::l 
whon an intru;~ion occurs. In addition, all operationally accppt·."d con
trol panc'ls <i1'O oqui pped "'il th both audible and visual sip;no.lli ng dpvi ~f;~S 
which, when activatLd, announce that a chan be of conditions or troul"le 
has occurred in tht..' system, such as tho follc:li·:ing: 

(1) rrampering by a ,'iOuld-bc intruder Hi th the detection devices or 
reporting lino, with the purpose of attempting to breach the cystem. 

(2) Failure of component parts of the equipment to function properly 
(fail-safe) . 

(3) Failure of the pOi-18r supply. 

b. Another function of a control panel is to provide the electrical 
energy, from a central pOHer source at police headquarters, necessary to 
operate the electrical cor:pon>.:nts of the systeM. It must be pointed 
out that s.ome manufacturers provide the electrical energy to operate the 
detection dt?vices only, from a pOi'ler source in the pr,:;tected area and 
not from thH c0ntr~1 panel. For added protecti0n to the 0ntire system, 
all electric.:11 pOI'ler should, "o]hen feasie-le, be providnd from the police 
headquarters whore the control panel is located. 

c. When discussing control panels, it must be pointed out that the 
number of control panels required in an intr':lsion detection system is 
necessarily dependent upon the number of areas to be protected and the 
capability of one control panel GO identify alarm signals received from 
more than one protected areas. Some control panels can only identify 
alarm signals from one area, Hhile others have the capal)ili ty of identifying 
alarm signals from man:,r areas. Since the capabilities of a control panel 
varies '-lith manufacturers, the number of control panels required for the 
number of art)as or zones to be identified must be determined from the 
manufacturer of the equipment under consid~ration. Thus, several control 
panels may be required for consoiidation into one master control panel. 
The master control pam:l is usually located at police hE;adquarters. 

d. Althoush the r0fp0ndin~ d0vice is d~Ji?ncd primarily to attract 
the at ten tion l)l' GU.1r.:i pc'!' ~<1l1t:81 l'Y vi sual and/or .:1ural alarms, t hi s de
vice cnn <ll~;l) cau:.:t. tb-::: p •. 'I'l.\'rHl.:1l1c,:' of any sir~~:l(' action \·)llich cl'p"nds 
upon ol(·clrico.l <:rV'1't~.Y for its init.intion. As eX.:1mplc'!3 of th(' p():j::~ible 

applications to \oJhich this dovice may be put in addition to alarm-Lype 
rCSpOnG0, the r~GPondin~ d~vic0 can: 
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(1) 'I'UT'n on lir:ht:: in n:l (It.l;·1'·di~·'3 unJit area i-Jhcm intrusion has been 
do tllC l/'cl in Lh:l t, :ll"'L 

(2) Drop h::tl'ricr:: br~t''':~lm double fencl)s to c()l1l.nin an jntruck~r i-Jho 
hnn hUlm dctoctf!d lwt\·l\)c·n flmccs. 

(3) Duo.ulock oxi ttl from an aroa in \-lbich intrusion has boen d8tcctcd 
to contain thu intrudvr. 

(Ll) Rt;lca~lO Guard dogs into an area in Hhich intrusion has been detected 
to nppr,-'ht:nrl tlw i ntruckr. 

(5) Close fire doors a'r1d release extingui shing agents "'1hon flame, heat, 
or smoke is det8ct~d by the detection device. 

e. Althoueh the detection device is normally operated by means of 
commercial power, the responding device should have a solf-contained battery 
power source, either as a primary or alternate source, to alloH the employ
ment of fail-safe circuits. 

L. The Transmissior System. 

a. The trannnission system is a means of transferrtng the initial 
alnrm signal from the detection devi'C(~ to the responding device. Either 
wire or radio can bo u~cd. A radio transrntssion system, of course, re
qUil'('0 a radio tro.n~[li:+::;r c('nn<:-ct,-,d V"' th'7 detec+jon devi;::" ard n radi,) 
receiver to fL8d the r~ceiv8d signa~·into the responding device. A wiro 
transmission aye-torn may req~ 1'e on-} or ('lore preamplifi81's to rai:'::9 the 
ini tial alarm signal to a 18vel v1hic11 i'lOuld ovt2rcomc ci.rcuit lo:.:~es in 
lone transmission 1...;b.~~,: "" 

b. Although transmission systems may be typed in the manner in v1htch 
the initial alarm dgnal is transmitted, i. e. \-1ire or radio, ;or evaluaUon 
purposes it is more worth1-.'hile to classify them in accordance Hi tr their 
length, or the location of the responding device in relation to the de
tection devicn. From this s~3.ndpoint, the tran~mission syste~s are usually 
di vided into tHO types, local alarms and central station alarms. This 
division, hm·:over, does not neccs2arily describe all types of transmi 851 on 
system installation. Therefore, for purposes of this text and for se
curity survey and inspoction reporting purposes, transmission system in-· 
stnl1ntion will be divided into th):'oo typos: local, contral station, a:,.J 
p1'opripto.ry. 

(1) A locnl nla1':-:: t::r::::'_':'l is on::' in ..,hi ch thr:> prot':>cti va circui ts and 
dt!vi":t.:t: ar~; l.!onn,.:.;t('J t,.) 0. r.~~p~~nJln,: d·~·vit:l: lr<:at.·;u at 01' in -the imnl":d
i.:1.i.I..' vicinity of tll£.' pro:·~'ct;.'d 3.1",'3. or in:;tcJ.l1ation, and vlhich i:; l'(~!:pC,1n(kd 

to by ~;tlo.l'lls in Uw itTlrn-.'diatf.) vicinity. This 'type of in~;Lal]a·tion usually. 
01 '.'l'k~ tlw intruu,·:t' [t,:; 't;,}ll O~j Gu:rru pt.'!'fl)nnf!l. 
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(2) 'rhe cfmtral sk{~ion alarm system is limited, for purposes of 
this manual, to a sYGtc~in which the transmission system Qonnects a 
detocUon dovictti" locatt~d in tho prot0cted area to a rcsponqincl device 
at a location l~' ... mot.:) to th0 im:;tallation. This system is 4sually ser
viced by guard personnol employed by a contracting agency, which ser
vices other simi:~r alarm installations in the same city or area. 
Leased commercial telephone lines are normally used as the transmission 
medium. 

(3) A propri.etary alarm systel:l is similar to the central station 
alarm system in that the responding device is at a remote location under 
the supervision of guard personnel. HOi'lever, the proprietary alarm' 
system diffors from the central alarm system in that the remote locat:i.on 
is on the insta11ation being protected and the guard personnel are em
ployed by the installation. The transmission medium may be either in
ternal telephone circuits or separate circuits established specifically 
for the purpose of carrying the alarm signal. 

5. The Supervisory ProE?;ram. 

a. The combination of t~e detecting device, the responding device, 
and the connecting transmission system creates a complete, functional 
protective alarm system. However, these components alone do not make 
prOVisions for the possitility of a povler failure \·:htch ,Iould rend'.:r the 
entire system inoperative. Neither do they provide vlarning that tampering 
vIi th the components is boing a(;!complished in such a way that the entire 
system m.::.y be nsui..rall~':·d. If :L· ... alarm systp;m is t.o pruvide effect,iv·') 
security, these tv.'O poseihi1 i ties !1mst be taken into consideration (when 
fai th is being placed in an alarm systerl, an inoperative system is ,Iorse 
than none at all) and a means provided to overcome them. 

b. Supervisory provisions designed to combat the possibility of pm-Jer 
failure arc relatively simple, since the difference betHoen full normal 
power and a complete cessation of power is a marked one. A holding relay 
wi th co': tacts in series ,-Ji th the alarm may be used by having the pOi-Jer 
source connected to the coil of the relay. In the event of a power fail
ure the coil vlOuld no longer hold the contacts open. Therefore, the con
tacts, under spring tension, would close and complete an alarm circuit 
operatine on its self-contained battery po,mr, This would, in turn, alert 
gu.ard personnel to the pOHer failure. A standby battery pOi-Jer system to 
replace the commercial pOi-IeI' is advisable for operating the entire alarm 
system in such emergencies. 

c. Although protective; alarm systems ~dll remain operative at 1ess 
than full po,Ier, "'hen pOHer decreases the officiency of most dotcctiun 
devices decreases, and '-li th sufficient docl'"::ape the d r_·vie8 (:i the;r h(:co;n,;s 
completoly inoperaLi ve or produces such a ;':Hak a1arm' Ci(illal that the 1'0-

sponding device is not activated. If not included in t.he system it is 

23 



• 
\ 

1 
i 

j 

. 
\ 

1 

o 

dO~lirablB t.o (·tnpldY .'l holdinG rulay adjusted to close its alarm circuit 
nt a poi.IIL :;,!l,'-.:I".1 !.,) h· abovv a minimum POI'!(Jl' l'l'qllin;m,mt. In ch00sing 
lid:; [Jllillt., \1I1"I'V',~r', it Iflu!;l, b" l'L'mVlIIbl'redLhaL if lIw allo~·:~t:,j., cj(!-

vinti on frOtH raLt ".1 vuI \ ;1:" i ;-; tl'\\.) mn.::tll, thoro \.;i11 b0 numorou:J f<llse 
alarms caUt~',rl lW 1IrJ:~ .. ;"~!'!:ll1t fluctuations. Choosing that cutoff point 
becomes SO[ll('1·:h:J.L cri t,i l!.:tl. 

6. Outcl()or l'ol'im,:i.t'r Protection. 

a . . A'L preStm t" lIlt:1},8 is no ideal intrusion det8ct.ion device. Hov!
ev~~r, th0rO [12", 3. m:~:--,:r of dt:vi ces '·:hich can be effoci. 1':0 ,.:1-.' n p!'~~r··.-'rly. 

appJ ied. PrinF' con~,idr"ratt0n in the application of thef'e d8Vic(:~~ are 
the environmE.'tIt in ... :hich the devices are to be used and Hhcther one de
vice complpt!lents anoth",r. For example) seismic detection devices ,.;hich 
are to bt; u~Y,d for th:::: detection of footsteps ..... i 11, unless extremely 
good discrimination circuits are provided, be completely useless if 
pOSitioned where th~y are influenced by the vibrations of passing v~hicles. 
However application of these devices on the rvadHay and on a remote foot
path could give meaningful inf0r:'lation on r'0th vehicle and personnel in-
trusions. . 

b. Devices available for the protection of outdoor p3rimetcrs in
clude seismic devicos, radars, magnetic loops, capacitive and transmission 
l~n~ f~rlc0r, taut wire fonces) infrared bcam2, Ma~n~tic loop detectors, 
television sYf.tems) ~reak-wires and noise milkers. Thp.se items and thei.r 
appJication will he further describod in a classified addition to this 
handbook at a latcr date . 
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CHAPTER. III 
SELEC~.'n:G A:lD liJ;:Ti: :,[J: ::.i 1 L; j{1 L ~1 'N DE'1'ECTI2N SY:~TENJ 

1. Ikw1 c cnn:::ic.l'lrati om~. The sf:)l~cLion or any j ntrud'Jn d"tl!ci il)t1 

system badco,] ly j I1volw's a caroful analysiD Ql1d study of, Hhat L to be 
prot..:ctt!U and the E:quiprnont most suited to provide the dcsin:,J pro
tection. N:my of tlw ~jyst.t'tnf) availnhlC' today are d~;!:j ,'n"d t".) ho flex
ible and Vp.rGiti1E~ in their application to USATEC'JH ,:':·curi.ty pl'oblemD 
so that they m:J.Y be adapted to most situations requirini: this kind of 
protc.:ction. 

a. Degroe of protection requirod. 

(1) Before any system can be selected, it must first be established 
just what is to be protected. For example, if the security prohlem in
volves protecting highly classified documents stored within an approved
typo container, it Hould obviously be extravaGant to protect the entire 
room. If additional protection is required for the container, it normally 
could be adequately protected .-:1 th a simple near field detection system. 
Another ex~mple might be one I-,'h'}re a number of containers are used to 
secure highly clat'sified documents or material \vi thin a walk-in type vault 
area in an adminis Grati ve- or headquarters-t;ype building. In this cas(!, 
it 1-lOuld be um:ise, economically, to install an intrusion detection systr..:m 
to protect the entire building. 

(2) Converso}y, R bui1ding containing a lareo amount of highly 
classii'ieJ d()Curlic'tlt~ in mallY c~)f1tain':rs or safes and/'.)r classified materials 
or materi 131 'dhi ch cannot be secured in a vault or container, \'Jullld rt.:quire 
total ar'eo. or building protection if the items could mt r..~ c0:1so1idat.cd 
I-,'i thin a secure area. Similarly, this same method of protection ma.y be 
applied to a warehouse containing sensitive materials or pi.lferahle it~rns 
easily removed from the installation by virtue of tbeir size and ,·might. 
The examples cited above aro intended only to e~phasize the impo~tance of 
first defining ."hat is to be protected. The determination of the amount 
of protection to be prov:.ded will be discussed in the paragraphs immed
iately following: 

b. Depth of protection. 

(1) In those cases where visual or audIble access 1-,ould compromi::.:o 
acti vi tics boine carried on \'lithin a building, it may be n'3csssary to 
d8tect the approach of a WOUld-be intrudor at som3 distance from the 
critical information or :n:tl,eri.al rcquirin t; protection. Thi S CQuld b,~ ac
compli shed through use of a perimeter type alarm system in,stalled at any 
apPl'opr'l ate di st.ance from the' area' to be protoctlJd. Anoth":'r rl",a8,)n for 
imrLall i llt; a barrior typ,~ alarm sy~,t(.'m fiOW-' dis Lance from th'J area undor 
protect.ion is t.o provide security poljce force pursonnel vlith. sufficient 
time to intercept. the intl'lllt..::r bchltJ'Jrl the fence or barrier anJ the 
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prot/·cf .• :,l ar· :l anc! [JI'".::lLltk· t:omprOmi[it). lIoilcver desirahl~Lhis type 
of Pl'{)f..,t·c:tiOrt mi.:llL :lpp;~ar tl) hn, from a security point or vicw, it is 
(~xrHm~'iv.' ,tr.d d~ffjclllt, to rnaintain. 

(~.) ExL(,rior or pc:rlrnetcr alarms do not provide security in depth . 
Ttl",Y [lIU~;t, 1,,: u~;t'·d ill conjutlction wi i.h other mOl'1J common deLern:mts such 
as fenc~8, walls, etc. To achiove s0curity in depth with any degree of 
rolinbllity it is nt'cessary to ~mploy point, area or volumetric systems 
in conjunctLIJrJ i·:i 1.11 IJcl'irnoLer or linear systems. This pro'fides a more 
cout-offf~cti vc: iype of coeuri ty fol1cH.,ring what i~ commonly referred- to 
as Jlif:land s:·curity." GenC'rally, a perimet.er is more easily and econo
mically protected hy a linear t.ype system such as: taut wire; capacitanc8 
fence; acti Vi..' modulated and Cltl lisht beam breakers; active modulated and 
CW infrared light heam breakers; passive infrared: active ultrasonic 
beam; differential seismic perimeter; magnetic; pressure sensing; dif
foruntial seismic; balanced transmission line and radar systems. These 
systems are all rather easily defeated if their existence and component 
locations are known. 

(3) Area coverage devic"s include seismic, vibration, sWitchmats, 
stress or strain systeMs, and capacitive systems. Seismic systems are 
very difficult 10 use indoors because of their sensitivity to vibrations 
cau2':cd by n>'arby tl·aC.fic, l'i.":·'{~_,i nL machinery etc. The normal building 
construction serVt~S as an und.:~sirable propagating medium for seismic 
waves. With the cxc0pti0n of seismic devices, area coverage dnvices arc' 
mon: (;i.'l't:cti v-; ly t:p,p:;. .. 'y,'J 2 tl L<"l'nally. Vil'ration detection systems can 
be mounted in a \·;a12 pcrpinciicular to the vertical axis so that attempts 
to break int.o a vault or i-Jall \.;hich require :,he expenditure of force in 
tho Iwriz0ntal plane will be detected. Capacitive systems are used 
primarily for protecting vaults, equipment or filing cabinets. A re
quisite to their use is that the surface be metallic. These types of 
devices, as \-lith perimeter systems, can be circumunted by a ~ophisticated 
threat requiring careful consideration of how they may be used in com
binaticd or with other devices. Particular care should be exercised to 
insure compatability of all devices used. 

(Lj) Volumetric or internal coverage systems are available to detect 
motion, 'bCl;i:r cfnucnt~, (olfactronic) or s:)und Hithin a volume of space 
to til,! protrctcJ. A rna.y.imum ar~~ount of coverage can be obtained i-lith 
thl')s(~ :;YGt",ms maldnt~ tt v"2ry difficult for an intrudor to gain access, 
no nw,ttn1' ,-,hich path h'1 8('lo::t5. This makes VOlU:ll.::;trtC systems at-
'tract 1 V(' J\)1' Ui](' in any bi(~h tlt~curi ty appllcation. HJHev~l', thf.::t:.1e syskms 
art! lltO,t'O t;Usc . .:ptahl l'; to fl';Lsr! alarms than sYf.tems pro':idinC l(:~;G C'ov0rn~·~. 
11' thi~; pl'oh}<.·nl ccm br~ <1':':11 t \-Ji t.h lo~;i cally th·') v01um,::tric nl {n'm;:; off.:!' 
tlw trlO~lt. d'J\'c Li Ve' and cf!':i cl ~ nt. de Lec t.ion d·;vices. ,Volumetric devic,JfJ 
includ,': (}:i d~)ppJ.cr radar, ul~t1'as(lnic syst(~lnS, antc.mna loading GyclomG, 
.:tC'lHWti(: (pn:'~8i.vr') syd,cms) rr..lL:netic, ha1.:lI1t;t'd lif,ht and VJ1c1vir;ion 
t;y!d'~_'IU:; .. 
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c. '1'0 insure conuiuvration of bctteT.known equipment for potential 
applicaLion \dUdn Lhir. CO ll1i'lanci, a list of securit.y f'quipm;>nt. m~nufac1>urcrs 
j 0 atLaclt\'d (It App"n:i.i.x A. Each mat1ufactUl'8r is codt">d f')r r)11rp(l~:0s of 
idenLjfj l;aLi on \d t.h llt·~ cl!'scription in Appendix B of hF'mLy diffcrf'nt 
types of i ntru~:j on dot.ectors. Table 1 gives a general ovoT"/iew of a 
very limiL~d uvalu(lLion of various devices. Each device is listed with 
an ohject it CHn 1 ote;1 cally protect and an evaluation of 1 t.s (;f':\;:t.i '; .. 1.'.:;';;:; 

in detect1nR intruders (using five criteria), the effect of ~nvir0nment 
on the cletect.or (u;3int'; six criteria), and the appr('x:i,:'~:i~t; ':".)::~~. 'Inly 
gent:ral ratint;t:> of 10' . .;, medium and hieh arc tW,~J -t,.) iL.l';",:;a:.: th·. r·.l:t:.iv·~' 

ability of tb"! s'.'nror. 

d. Tho next problem in installinb alarm systems is "here. Consid
eration must bo given to where each detection device will be best lo
cated for both ef.(iciency and econoPlY. Since structural mombers of the 
area being protected (roof, wallS, and floor) form a definable perimeter 
it is normally only neces">ary to protect apertures and tht:.: cubic space 
Hi thin the perimet~r. I'There use of a motion detection unit is employed 
(such as sonic or radio frequency), it may not be necessary t.o protect 
apertures since intrusion of a foreign body into the area will actuete 
an intrusion 8ignal. In the other hand, 1-lhere audio or capacitance 
systems are employed it Hill proba~ly be desirable to prot;;ct apertures 
to detect entry at the earliest mo:n·:mt rather than ',-rai ti.nt; until the 
object under actual prote:::tion is approached. Regardl.:;ss of \'lhich cy:d •. <':'rlS 

are employed, it is normally necessary to hack up an interior alarm "Iith 
a perimetE,r alarn. The pY'ohl'Jrr1s in'folY9d in breaching 1,vJO complementary 
alarm sytrLem::o an- lfluch more c,:%plex than brEachintE: a sinell:: ~ysts:n. 

2. Cost EstimQt08 and Procurement ~actors. 

a. In planning an intrusion'dptection system) a technical plan 
must be prepared 80 that an estimate of equipment and installation 
costs may be determined and pr~gram approval obtained from this head
quarters and JPNG, DA. Although acquisition and installation costs of 
reporting lines present no particu~ar problem, such is not the case vrith 
detection devices and control panels. ~y the very nature of their design 
and Hide divergenc~ of their capabilities in terms of ran~e) coverage, 
limitations as to zones, etc.: it is virtually impossible to estimate 
the cost of ouch cquip:r:.':nt l,;J.thout pc,r:onal contact Hi th the manufacturers. 
While it is true that all rnanufactul'f-;rs provide literature concerni ns 
their prodnct::, ':;'lch inforrrlation is generalJy inaderl'l:1t"l in providin t; 

sufficient i nf'ormJ.tion upon ,·:hich to dei-ermine tho amount and t;:,rpe of 
equiptrl·.mt rcquir(;j and its cost. 

b. K'{pE'rienc8 has sho'.-:n t.hat it is virt.ually impos2ible to pro
vide even very e,t:'neral euid.·.~lin0s to be uSt1d in dUv810pin,~ a cost 
c~j"titnat.('. 'l'his is brout~bt about by the fact that Hhun a manlli'aGturer 
claims his product \-Inl protect a t~jv(ln nurn:)'.'r ofsquarc f('ct, thr-1 
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abilii.,y of thaI, pn)duc.t. 1.5 Gubst,nntial1y altcn'd by the com;trllction of 
the buildin,: or arl'(l to be' prot.ect.od. ArlO-ther equipmn.nt, v;rrl.,l~·' \·:ldch 
nlRknr: it difficu1t to C'st.i.matC' costs) bot.h from an acquj~'iti0n i1nu in
st.all ai i tm V1.CI':Plli nt) i D t.twi. roncornin[; control panels, Siner! mort con
trol parwl~; V<l)'Y in d"~'i ;'11 J t·ach has a different capability as to the 
nurn'tH't' (,\J' tl,·tt'ci.iOtl d '\'j ,,··.·s \·!llich may he connected to and foupervisod 
by a sini;1·" c"::'r';'~ p,"lt1d. In Vi01-1 of obvious difficultio:: in 
compuU n;: .:'t.2qn.: d tion and installation costs it is felt that general 
r.u~ d·'1 i :,"~ c0nt.:'ti ned in parai;raph c belol-1 \'lill be of assistanc~:. 

c. The most practical and accurat.e \-Jay to obtain a cost e~ltimnto 
is to request 1,'1-:0 or mOl'€) ~nnufacturc::::rs to ·conduct an on- si t.:;; f;:urv·::y 
and provide a cost estimate to th6 Go~ernmont. This estimate ~5 not 
to be comlidered by either party) the manufacturer or USATECOH as con
stituting a competitive bid I-1hich 'dill take place later upon an In
vitation for Bid. If a manufacturer will not conduct an on-site survey 
to provide the nf'ceE'sary information on Hhich to base a cost estimate) 
IIball parkll estimates may be obtained by providing the manufacturer 
with a written description of the area or nreas to be protected. Such 
descriptions should include the follmving: 

(1 ) 
plan, to 
th'C'y are 
in terms 

A detailed scale drawing shm'ling the intrusion detection system 
include the location of the area .01' areas to be prutected, hOVI 

to bc zoned, and their relationships to master and local points 
of distance. 

(2) A 8c;).1~d di:\::;ram of th'2 area conc(;Tned, vIi th a full de~cr:ipt:on 
of the construc.tion of the structures involved, to include the locatic,n 
of windol-Js and doors; Hall) floor, and ceiline construction; height of 
walls; partititions within the structure; operational equipment contained 
therein, such as motors, fans, b1:0\-lerS, air-conditioning) etc.; and the 
ambient noise level) if' known. 

(3) The type of system desired. 

(4) Standards for equipm'3nt should he based upon the current 
Interim FodGrnl Sped fication for Alarm Systems (Security) attached at 
Appendix C. Also attached at Appendix D are draft guideline specifications 
which are expected to become a part of the new ;)PNG Technical Bulletin 
on Intrusion Dotection Alarm Systems. 

(5) Othor technical considerations which \vould effect the installation, 
operation [mil r;nint.mancc of the sYEt,~}m( s) desired. 

d. Dr~Lft €~uidolinF.l ;"'lY:.:cifications are for USATEC')N internZll usc only 
and will rwt bt.' l't:lt:>a~:'f.:'d to manufac.turors or sale,J pc'rs.1tll1·_·l for inLru.::Lm 
du tection a1 arm tlyst(:ms. 
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CHAPTEIl IV 
OPf1l.ATItln ArID i1AIlI'J'AJJUtrn Hl'l'flU;JIOH DETECTI'Jl! ALARH SYSTEHS 

1. Control Poi n',,:. 

a. Undur nornw.l conditions, at relati 'h·ly stn!11l installations and 
acti vi i,h'::, cont.rol panels Hill be lOC,'1t,',1 at, thf; p'Jlice ht,)~H.lq\l:tl·".:rs Hlwre 
Lho dr;[)k or r.::tdio attendant may also monitor the control pCln'11s. This 
is ca11Nl a master control pOint. At large instal1n.t::'ofi':" or in cx-
'Lrernoly scmsi i:,i VtJ aroCiS it \'Iill in most in~ LcJ.~IC·,:S L,.; d • .3irablc to es
tablish control points in cIon·:! pro;:dmi'ty +') trl':; arF~a und,,;!' ~:urveillance. 
These arc tr;rrnr:d local control points. 'l'heir primary purposes are to 
negate thF) dis t.anc,; hohreen the police headquarters anJ the: area under 
the detection system and reduce the cost and maintenance of the' system. 
When feasible, local control point panels should have a parallel report
ing line to the master control point. When this lino is used it is not 
necessary to sho~J which specific detection device has been alarmed, 
only which area has sounded th'3 alarm. The purpose of this line is to 
preclude the neutralization of the 19cal control point and to place the 
headquarte:··s on immediate alert' that an intrusion attempt is being made. 
,.,rhere a reporting 1 j ne fr0m lCI ... ~~l control points to a master control 
point is not feasible, SaIne athol' similar system of alarm should be 
provided. 

. . 
b. As a minimum, control points shOUld: 

(1) Be located ~'Ji thin socuri ty (;ua.rd force headquarter!:;. 

(2) Contain the control panels for all protected areas. 

(3) Be de signated and po sted as 11 sensi ti VB areas, II wi th acc~ss 
limited to authorized personnel only. 

(Ll) Be attended and operated by a member of the security police 
force during all hours the intrusion detection system is in operation. 

(5) Be adequately secured ,;,hen not attended. 

(6) Be attended by a tne>rlbDl' of tho guard force Hho has been spc:cj'l.l1y 
trained in tho op~ration of all olectronic 'equipm0nt located therein. (In 
the inteTostr. of ec~no~y, thE:' attendant could 1:-e a m"'r'lh·'>l' of the pol j C·C) 

force 1-Iho is responsihle for tho operation of the police force communicatlons 
syst.Gm. ) 

(7) ne inspC'ctc'd and operational] y tested at ] east hli co duri ng 
each shift durj ni~ th'.' pro k:ctod period. 

(D) VJhlln~ Ivasi.blo, contain a cOntrol paoul from e<3.8b loc.::tl point. 
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? Responsa Factors a~d n3ckup Protection. 

a. In ordr:r to inv~.):;Li.l,~aLl~ tL·, t·/.tU~'" of an intrusion~ alarm it ir 
n(;('(!~;~;ary for pol j c'.: t.o r.cpond to trw ar~;;.i. IJ. '·,1 "':;1,; 0:; di;vi cc::: are 
c:npah10 only of in!iicaUne snm\>thine i& 1,'lrong in U",." protactcd area; 
then!i'ore, security po li Cf~ ml1~,t respond to the site of the alarm to in
V(;[;t.i cate and n··'utra] i 7.': the d tu~ti on. '1'ho Guard att('nrline th·:, con-
trol point, normally cEmnot, an~;HC'r an alarm, as he should not Jr;ave his 
post. II·> ml1;1L r<:lay thp information to other polico[F,en for inver;tigation. 
Areas of suffici~nt importanc8 to bA protected with intrusion alarffi 
systems will nnrc~Jly h~ und~r polic0 patrol as well. The euord on pat-, 
1'01 should respond to the site of an alarm and investieate the cause. 

b. It is an established security policy that one man should not 
anSHer the aJ arm alone . Simultaneous vIi th the alarm, a backup force 
should be dispatched to the area under attack. The size of the back-
up force dep(,ncis upon factors at each installation or activity. This 
manual will not attempt to prescribe the size or composition of a back
up force, but will only recommend that one be in existence. Post assign
ments and moving patrol routes should be: revim'18d and modified if nec
e:::;sary, to provide; backup forcos I'hi.ch can respond \':i thin a maximum 
period of 15 minuteD. 'I'hi[J manual Hill not be used as a basis to create 
a reserve forot.' for backup purposes in civilian guard forcof. I'mere 
mili tary polic<~ ar"~ u3<:'d, thi ~ is normal practice, and no probibi tion 
to this practice is int0nd8d by the preceding sentence. 

c. Second in ir:Jp.Jrtance only to immediate response are the communi
cations i'acili "(.ies connected with the intrus:l.on detection system. Certai'n· 
typos of detection units eithor have, or may be modified to use, talk-
back and listening .features. These units allm'I instant communication 
v11 th any or all areas under that particular control panel (unless they 
are Hired directly in zones). They further allaH the policeman on the 
cI:.ntrol pane~l to Plon] tor the response. Radio and telephones are al ter
nate m~thods of communication which are usually available. \-Then pos-
sible, radio contact and telephone lines to civil police agencies are 
desirable over and abov~ intra-installation communications. Any plans 
for sealing off an area vIi11 involve communications. For the reasons 
outlined above, the follm·!ing are suggested minimum communications 1'e
quirumonts for control points. 

(1) THo-viay radio complUnications viith motor patrols, police head
quartr:rn, and fixed ~osk;. 

(2) Tclc:phonc connections to all fixed posts and f,uard force head
cpl.'n't"i':; . 

(3) Ii' no talk-back and 'li~;tcrdng fcatur8~; are buD t into the de
i.C!CULlll !~y::t/.'m, t.l-ll1-\·i:lY l'adi 0 COtntrl1Il1ic.::t-:'i.otW vii. th foot paLrolG in thai
<H'l·,~t Ull'\lu::h U:··.~ oj' pl1rL:lbl.,: radj~) r'quip:wmt ;n'r' ('~':·(·ntial. 
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3. Dny-Night control. The fldny-nighV' control penni ts turninG tho pro
tcc:tion [;yst.l::n ofr S,) th.1.t authoriz'Jd personn·.)l ·m:ty ent0r tlw proV!ct.ed 
area without cau .. )in:~ :m nlJ.rm. The guard must, t-:! pr"":iou::ly nlt'X'\'('d 
t.hat auUlc'l'i ~"'.'u t,·~·r;::l"\nn·~l arc t.o '.m tel' the area, or SI.1~·~ .!.'orm ~lr prc
arraneed code Ei~n~l must he transmitted to the Eu~rd st~tion prior to 
entry, so that he m~y turn the alarm detectors off, and ... :L~n the pro
tected area is clear, rcctorc protection. Some ~o~~~niC:J.~ion, cither 
by code or voice, should be effected with the guard so as to positively 
est?blish d~partur8 by authorized personnel and inJUr8 that the pro
tection system is opera~ing, and that the £u!3.rd h"l.s assu,r:.:...j re,'ponsibili ty 
for the pro~Ected ar~a. Additionally this-control ~houlJ pr0vid~ 2~ hour 
reporting line supeY'\'ision to detect tar'.pering 1,-:1;.i18 in the Itdaytl or flofffl 
position. 

4. False fl~arms. An occasional false alarm is almost nec8ssary to 
insure that the detection system is Horking. When no false alarms are 
sounded, the system should be checked to determine ~,;heth'Jr the settings 
are too insensitive or if it. is actually in operation. Too frequent 
alarms, hO'tiever, tend to develop laxity in response. No attempt Hill 
be made to establish a frequ(;:nc.:r ratio for false alarms: ho,;"eveI' , as a 
rule a system i-:'hich creates more than one per I-Jeek ctC''-lld !:.:; checked for 
oversensitivity or malfunction. woen dissimilar s.:rst0ms for perimeter 
and interior Frotection are used, any simultaneous or clo2cly connected 
alarms from ro4~h ;:.:r"::.~ ·':':s is an almost pod tive indication of an intrusion 
attempt. A clever aGent. or felon can easily time intrusion attempts to 
correlate with nntOr,l phenomnnon such as thunder, snow, etc., which 
will tend to create a fa138 alarm and thereby pass throuGh the system 
under the' guise of a false alarm. 

5. Maintenance of Systems. Although the essentiality of continued 
operation of intrusion detection systems is a foregone conclusion, the 
maintenance of such systems is not a serious or difficult problem, particu
larly since the devices emploJ~d in these systems operate on electrical 
and radio principles. Since most jnstallations have the personnel to 
maintain radio communications equipment, such personnel can also main-
tain intrusion detection equipment. In those cases VIhere installation 
personnel are not available to maintain such equipment, service contracts 
can be entered into VIith the manufacturer, or Hith local service organ
izations if the manufacturer does not provide maintenanc8 service. Host 
manufacturers are 'tlilling to train or advise installation personnel in 
the functionint: and s'::r':icint; of their cquipmr::nt. The follm'1ing minimum 
standards pertaining to installation and maintenace should be adhered to: 

a. DrawinEs, pVms., tmd/or dia?,rams of intrusion det0ction systems 
as pf'rt.:li nc- t) .,.,l('ctri '::8.1 circuitry and locc:rtion of d·"t·::ction di;vi cos) 
reporting lin':s, contrL11 p::m-::1.~" and any other t8chnic.:ll details re
lating to thc installation and operation of thtJ SysttJOl 'tlill be approp
riately classified. 
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b. An a"l·!qt!3.t.~.~ ~'\lpply of rl"'::"1'V(,: CDITlp(\n('nt purts :uch as tuh8S, 
t1'~\tL~;jr!'·.1'':, ccnd("'n;-i"~r:·., !"·1,'1.Ys, etc.) ~h()111ct 110-. nlain'f"::'rlOd on hand to 
facilit.-d/:: 'n!'"'rc;"ncy 1'! pnir of 8quipt'lent. Ai. tho~~c i:-.: :.:1.11ation5 and 
activities where sev6ral detection systems are. omploy~: of where ffiany 
control pnnols and det.'Jc Lion devices arc used, it io :"' c ::ommenued that. 
spar-) d c_ t'~('+,;0n de'!ic~"s and control panEll;:; be' obtain'=:: -.0 provide for 
uni t r('pJ :1C~"'ln-'nt, of these devices and pnnels \'1hf'n req'.:._=-ed. Thus, a 
sp-::.rc p~trJC'l or detection device may 1:: .:'.:' ;:·V:. tuted fo:' ~ dofocti ve one, 
thC'1'ohy rlJducln,c the inoperative period o.:.~ t. :~~ ::~/ut'2:'" -:::., a mi nimu!11. 

c. An cr::"r--;cncy kit containing cOl"lpon.mt parts (: _::h as tubes, 
transistors, r~~lays, condensors, magnetic o;'litches, 8-,.:) Hill be pre
pared and maintained at the master control point or ~~~~tenanc~ shop 
in rendines.::: for the immediate use of maintenance per.::.:~nel \·:hen the 
system fails. 

d. At 90-day intervals, in-place checks should C~ ~ade on all 
equipment, vIi th particular emphilsis on tubes. Tubes -:: -::.ermined to be 
functioninL at less than 70-pep~el1t efficiency shoulq :13 replaced. 

6. Operational Records. After an intrusion detectic;_ system has been 
installed and is in operating condi tion) it is neces:=.:~:y to know somo
thing about its operating characteristics, for most :=.:;/ ~ terns \'lill develop 
certaj n operating pecularities, Ju~t as t-i~ll 0 ccur in -.'Jtor vehicles or 
other m:m-m.:1.do appli.::mGos. Consequently, da:i.Jy operc,,-.::ne records 
shotlld be maj ntained t.o amllyz8 OP';;l'aUflb (;()::;i:.;.,;, r(,;p~".:. :';:"";;nt p3.rt.s fore
casting, alarm causes, effects of vwat,her condit.ions, ",'?peat8d mal
functioning of system I s comprments parts.) etc. This -,p'3rational record 
should contain the follo'ding information: 

a. Date and time an alarm is received. 

b. Identity of the area from Hhich the alarm sie:-.a1 HaS received. 

c. The identity of the person recording the alar~~ signal. 

d. The identity of the personnel and the time thr;y ldere dispatched 
to the site of the alarm signal. 

e. The t.otal elapsed time required for rcspondinf~ personnel to 
arri va at th(~ site of the alarm signal. 

f. Cause of the alarm signal. Indi caie Hile ther j t ,':3.8 caused !:Y .:1n 
lnt,rud':l' or 'by a dr.-f ... ,;t;)vG comporr''nt" loss of pLl'rier, ',:-~at.lu::r cQnditiun!:', 
etc. Hhc'n it, has r-r';:!D dc··V.:rminr.~(l -that. an int.rud'lr C(1I1,:··c,rl an aL1.rrn, 
'l,he Iul1 d(:>t.nD~, sh'Ju] d 1);~ rccorci(·d on th~ GE.'curi t.y p)J i c.: op,.'rat.hm~'l 
journal, po]lce hlt1ttc'r, or \·:hal 0 vr:r';::yr;i,r;r'1 th·-' g\\{ll"d f'C'T0(, ;·:r.ploys to 
)'1'cOJ'd f!v"'nt!i. In Uw c'v'.IJ'L L110 ettll~i(' of tl1l' alarln c':lllrl,)t b·; ck t,':'rmin,,:d, 
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the CrJUSf' sllot11ri be 1ist..t')cl as "unknovln." If the cauao ofi tho alarm 
WAR duo to n dufocL in t..hu Dystom, record the l~n~th of time the systom 
vms inopf'J'aLi vo and thu (b.lo, tirn,~, and idcnti Ly of th('; p,cl'Gon repairing 
sarno, 
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(INTRUSION DETECTION 

Q ALARH SYSrrE~MS) 

o 



.,} 
.. ~ 

'. 

1.1$1' OF H,\t:llFI\C'l'U.l'U·~~S 

Aclva nced Devices J...:l bOt'a tory) Incorpora ted 
701 Kings rtOH 

San Joso 1 California 

Air Spacc Devices, Incorpor~tecl 
Dept. p-ll, 1'0 Box 338 
Parcqnount, California 90723 

A1arm3tronics Engineering, Incorporated 
154 California Street 
Nc,.!ton, Hns~achusetts 02195 

American DLs trict Telegraph Company 
155 Sixth Avenue .., 
New York, NOH York 10013 

American Sentry Sales Corporation 
~-:,. I Vnn i\uys. l)oulc:vard 
Vl Nuys, Cal~fQrm.a 911.03 

Arrowhead Enterprises, Inc, 
Route 6 
Betl1Cl , Connecticut 06801 

Auricord Division, Scovill 
35-41 29th Street 
Lpng Island City, New York 11106 

. , 

.. 

Code J.(>t:t~r 

(Ref Appendix. 11) 

A 

B 

c 

D 

E 

G 

Autocom Division H 
General Research Corporation 
75 Rm\'e Street 
Nm'll:On, HassClchust.: l.:':S 02166 

Automatic Protection Syst~ms Division 
of "1\1..\ to;'n.:1. tic Spl'inl~er" Corp, of America 
7809 H,lrl<el: Street 
PO Box 2/.207 
I~u~ton, Texas 77029 

Autom~tic Telemetry Devices, Tnc. 
A Slthsirlj:1ry of Schick Electric, Inc. 
] 1701, \.;:i hill ir(' Dou] ('von1 

0'''' 1\11[:c'](>:=;, C:tJ.jfMnin 900::5 
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HnnLl [<'Ie turer 

BaBno Alertronics, Inc. 
A Subsidiary or Systron Donner 
135 Hain Street 
Belleville, New Jersey 

Barnes Eng11\o::ering Company 
30 Co:rmerce RO:1u 
Stanford, Connecticut 

Continental Telephone Supply 
17 West ~6th S~reet 
Ney7 York, Nmv York 10036 

Control and Com:nuniea tions, Inc. 
301 I·lain Street 
Festus, Missouri 63028 

Defensive Instrumcnto, Inc~ 
~ - Penn Avenue o .. Csburgh, Pennsylvania 15222 

Detoction SySt0M~l Inc. 
211 Eyer Building 
East Rochester, NeH York l4lf{f5 

Devcnco Incorporated 
Research and Development Division 
150 Bronduny 
~ew York, New York 10038 

Digital Identification Systems 
9200 Glendaks Boulevard 

• Sun Valley, CalHor-lia 91352 

ElcctroprOlective Devices, Inc. 
1767-A Wilson Avenue 
Chicaco, Illinois 60GhO 

EIC'ctrosysLcms Corporation 
395tf N. E. 5th Avenue 
Fort Lauderda]e, Florida 

Encnrc1c Corporation 
) '.q N • 1-1:1 :i 11 S lr c C' t 

() Gillos, cnlHornjn 

. J:uphol1 i Cf. Corj1orn U on 
20? Pd l"k 8t1't'(' t 
Hjwl\j f;pringf.) Flodda 33](,6 
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€odc Letter 
(Rof Appondix -8) 
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M 
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p 

Q 

R 

s 

T 

u 

v 
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I,int of: l-lnnu["ctllrers (Continued) 
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!innufncturer 

A. H. Fruh nnc1 Company 
1817 Ochnrd Stt"cet 
Chicngo, Illinois 60614 

GBe Cloned Circuit TV Corporation 
74 Fifth Av.cnlle 
New York, New York 10111 

Gencrnl Electric Compnny 
1 RXVC1" Road 
Schenectady, New York 12305 

Generril Systems Industries, Incorporated 
Del Amo Financial Center 
Torranee~ California 90503 

G-R Industries, Tne. 
76 Rm'le Street 
Nr .. ton, H.:1ssachusetts 02116 

Qlrd Alnrm1:J 
1~1 Hi1$on Avenue 
ChicClgo, Illinois 60640 

Guardian Electronic Systems, Inc. 
3342 Saw Mill RUn Blvd. 
Pittsburgh, Pennsylvnnia 15227 

lIoney\';c 11 
Commercial Division 
270l-lrth Avenue, So. 
Minncnpolis, Minnesota 55408 

< Imper ia 1 Procluc ts Co. 
37-08 Grccnpoint Avenue 

j 
1 

1 • I 

'. Lonr:. Island City, NeH York 10001 

I. Tronies Division 
Intcrnntionnl Assembly C.rporation 
2101 Auburn Avenue 
Toledo, Ohio 43606 

Jnckson .:lnd Church 'Elc-etl"Onics 
EClu (;:111:1(:, Florida 
~I 

U "1"1C-O'1 S-'1:\I; ~ -, CO"I")"'l)' .l,1 ~ ,--l.." ..LL:t...: ,H,lc.l.l 

507 E: Niq;bi t;~ln S tr('(' t· 
Ni1"lnul:c(') Hi:;comd n 53201 A-J 

Code Letter 
(Rei' Appondix B) 

w 

x 

y 

z 

AA 

AB 

AC 

AD 

AE 

AF 

AG 

'All 
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List of Hnnufacturers (Conti.nued)' 

}!n t1U fa c tll r. er 

Kclpnk SystcmR Inc. 
PO Box 6l.76 tf 

Los Angeles, California 90064 

Laser Sys tc:ms Corpora tion 
313 N. First Street 
Ann Arbor, Hichigan 48103 

Lectro Systems Inc. 
1245 Pierce Butler Route 
St.' Paul, Hinnesota 5510!f 

Linear Corporation 
3l.7 S. GlasgO\·~ 
Inglewood, California 90301 

Mclpar, Incorporated 
3000 Arlington Boulevard 
Falls Church, Virginia ~2041 

),[liCrm,!ave and Electronics 
Vcurity Electronics 

11 E. 43rd Stroet 
New York, Nuw York 10017 

Sys terns ~ J~td. 

Minitrox Systems Corporation 
Empire Stnte Building 
New York, New York 10001 

Hithras Division 
Sanders Associates, Inc. 
701 Concord Avenue 
Cambridge, Hassachusetts 02138 

MoslC'r Rescnrch Products, Inc. 
9 South Street 
Danbury, Connecticut 06810 

Normc1n Industries, Inc. 
ro Box 2002 tl 
San DiC'go, California 92120 

Notifier Co:npany 
3700 l~orLh 56th Street 
T 'nco) l1

J 
r:c.br,lf,ka 6850!f 

.('~'\ 

\." • .i'illC'rLOn's Inc. 
20 tl. \'!,lcb~l' Drive 
Chic<1t,o, IlIl onis 60606 

A-LJ 

Coel e I,e t tel: 

(Ref ApP'''ndix Bl 
AI 

AJ 

AK 

AL 

AN 

AN 

AD 

AP 

AQ 

AR 

AS 

AT 
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Li!':t of HanttE<1cturers (Continued) 

Nnnu Eac tUl·er. 

Radar Detection Systems, Inc. 
6300 Northern Boulevard 
East Non7ich, Ne~'" York 11732 

Rnc1nr Devices Nnnufacturing Company' 
22003 I~rpcr Avenue 
St. Clair Shore~, Michig~n 48080 

Radion Corporation 
6900 S. State Road 84 
Fort Lauderdale, Floridn 33314 

Santa Barbara Research Center 
75 Coromnr'Drive 
Goleta l California 93017 

Scbulmerich Electronics, Inc. 
Carillon Hill 
Sellersville, Pennsyl vnnia 18960 

<:1~urity Devices Associates 
J..)6 Fifth Avenue 
Nc,,, York, Ne\·] York 10010 

Security Electronics, Inc. 
Box 14224 
{)maha I Nebras!<a 68114 

Security Systems of America 
A Divisiun of the Converto Company 
51st and A. v. R. R. 
Pittsburgh, Pennsylvania 15201 

Singer-nrid8cpor~ 

915 Pcmbroke Street 
Bridgebort, Connecticut 06608 

Solid ,State Resenrch Corpor<1tion 
640 Coors Road, S. W. 
Albuquerque, Now Mexico 87105 

SOllaGuard, A Division of Scntron, Inc. 
119 Dover Street 
Somcrvi.11c, N;lssachusctts 02lM. 

o 
A-5 

Code Lettor 
(Ref App,,:nJix B) 

AU 

AV 

AX. 

AY 

BA 

BB 

Be 

BD 

BE 



,.; ., 

Sp~cc Age Mfg. Co., Inc. 
7118 canby Sttcet 

List of HnnufacturcTs (Continucd) 

Reseda, California 91355 

Sy1vc{nin Eh.!ctronic Products 
S~curity Systems Divison 
HOLltltain VieH, California 94040 

Code Lotter 
(Ref App • .:-ndi x B) 

. BF 

BG 

. 
Squires Sanders Incorporated Bll 
Hartinsville Road 
Liberty Corner, New Jersey 07938 

Texas Instruments BI 
Science Services Division 
6000 Lemmon Avenue 
Dallas, Texas 75209 

Walter Kidde and Company o .('ville', Nc,·] JC!l'scy 07109 

Wcstin£house Electric Corror~tion 
Security and Solid States Systems Department 
110 Box 8606 
PittsDureh, Pennsylvania 15221 

o 
\ . 

BJ 

BK 
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APPENDIX B 

INTRUSION DETEQTION ALARlt1 SYSTEM 
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mfERIl-! FEDERAL SPECIFICATION 

A1ARH SYS'l'E.\,;::), Il'lTERIOR, SECURITY, 
COt-rFOUENTS FOR 

W-A-001~50J\ (GSA-FSG) 
Decemhcr ?q, 1(;(,9. ________ _ 
SUl'SRSEDIriG 
lnt. Fed. Sprc. W-A-0011~,")\1(GSJ\-rns) 
November 3, 1965 

This Interim Federal Specification was developed by Standardization Division, 
Feder:ll Supply SeI'vL:e, Gener:tl Services Ad.':linistro tion, WashinGton, D. c. 
201106, o:t:.ld uy.:m ~·urr ..... ntly available technical inforr.;ation. It is reccmmended 
th:lt }'eJ·~r'\'. '1~·": . .'':'e;> use this doc1Zlent in procurer.:ent and for":lid :loy 
recOI:'lllendation rur -::bmg;es to the preparins activity at the aJdress ShO .... I\ above. 

1. SCOPE AiID CLASSIFICATION 

1.1 Scope. This specific~tion covers a group of units which, when selectively asserr~1ed, provide 
interior alarm systems specifically designed for security applications (see 6.1). These properly assembled 
systems are highly resistant to neutralization or compromise by covert or surreptitious attack. 

1.2 Classification. 

1.2.1 Units. Products furnished under this specification shall consist of the following units, as 
specified ~.2). 

Unit ~ ~ Detector {see 3.3}. 
'Unit 2 - Anm.mciator (see 3.4). 
Unit 3 - Super';isory circut (see 3.5). 

1.2.2 Dct'O'r.tClrs, Detec tors furnished under this specification s[;::Il1 be of the following types, as 
specified (see 6.2). 

Type I - Apprcach d~teo::t?r (doors, 'IIind0\{s, dUcts, and wall devices), 
T,ype II - Linear detector (photoelectric, infra-red, and similar li~ht devices). 
Type III - Surface detector (.:;cud u;:d Yibrs.:i:n de"'i<~c:;), 
Type TV - Volumetric detector (electrcn:abnetic and other motion sensing devices). 

1. 2.3 Ala nn transmission means. The alarm transmission means (superviso!"'J circuts) furnished under 
t~s specification shall be of the following classes; as specified (see 6.2). 

Class A - Wire transmitted (see 3.5.1). 
Class B - Radio transmitted (see 3.5.1). 

2. APPLICABLE DOCUI·1EllTS 

2.1 The following documenmof the issues in effect on the date of invitation for bids or request for 
proposal, form a part of this specification to the extent specified herein: 

Federal Standard: 

Fed. Std. No. 123 - Harking for Domestic Shipment (Civilian agencies) 

(Activities outside th'3 Federul Government may obtain copies of Federal SJ1ecificatiol1s j Standards, and 
HandbOOks tiS ou!:'lint!u under General Infol~l1ation in the Ind'3x of Fp.dero.l Specific~tion:; ond Standards and 
ae the prices inJicated in the Ind.::x. The. Index, which incLudes curr.ulotive monthly zllpplc.ments as is;;ued, 
is for sale. on a subscripLioll bosis by tht.! Superintendent of Documents, U. S. Government Printing Office, 
vlul3ninGtqn, D. C. 20402. 

(Single copies of this specifica tion and other Federal Specifi :1a tion:; required by activities outsirie 
the Federal Govcrr~nent for biddine purposes are ovuilablc without dwr,:e frcm Buninezs S,~r'lice Centcl':; at 
the General Services Adminis trution Reeional Offices in Bos ton, 110.'" York, Hoshinl~ton, D.C., Atlanta, 
Chicago, K:llls8S City, ['\0., 1"01'1; Wortl\, Denver, Snn Francisco, Lo:; An'~Hlp.s > and Seultle., Wa!lhington. 
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(Feueral Covernment Elctivitico mny outoin "('r~"~ (If 1-'od,,'rll1 fJprcif:\olltions, Stnnd'II'tlr:, ond ll:lOdbook:; and 
the Index of Fcderal Spccit'it'oLiol1!J olld S~~lr,.\nt·'1.1 l'r"m '~:;tnb1.i::;hcd di::;tl'iLution point:; in theit· (1,~\!ncitH;.) .• ) 

o 

~!1] i tory [:1 ·~"i fiN, Lic·n!': 

1o[£L-T-/,1107 
HIL-E-17~:,5 

T'~!Jt::;, Vibt':lLioli unJ Sllorl<, Gt'outd E11','tl'l'lli'~ E'1llirr.l.m't, G·~n.!r:1l R~quit'cm.~nt for 
£1"ct.1\'ni.: oml Blactrico 1 Equirmcnt un.-J Ar.:::ocin teJ Rr'![air Po rt.::;, Prcpora t ... on for 

Deliv'!l'yor 

(Copie::; of H:i.litot-y Sr'~"ifi(':Jtion::; and Stand:Jrd;:; requirtx.ii.y ",or.~l'n('tors in connection with specification 
procurcm·~nt f\m~tions should be obtoined from the procurill l : 'J:-:,i·;11.y or as dil'ecV:-J by the contractinG 
officer. ) 

2.2 Othl'r fUt-l i."\ tL-:;!'. Thc follo\,-ing dOC1.11tcnts form a part of this specification to t,hc '~:'.tent. 
spccif1 • .:.J 1.'·!'.!lIl. Un:".'.;:1 sl'.'di'ie il'su(> is io£'ntifiml, the it5uc in efff'ct on dat·~ ():' i:wi el1 r.Lm for 
bids or req'.l"s t f::lr .rroroc"ll ::;hall apply. 

C39·1 Electri.:'::\l Inii':::lting Instruments, (Panel, Switchboard, and Portable Instruments), 
Requirement for 

(Ar.rlications for copies should be addressed to the American National Standards Institute, 
1430 Broadway, ~:ew YorK, N.Y. 10018.) 

3 . REQUIREI-~NTS 

3.1 Qualification. The alalm system un~ts furnished under this specification chnll be products which 
have been test..:)d, .lr.:1 passed the qualification tests'specified in section 4, and pave been listed or. or 
appro'md 1'-:>1' iistine; ~?n the opplicable Fed era :. Q,Tllified Productc Lis t (Q,PL). 

3.1.1 Listin,; of Al"n:t syztem componer.ts. To hl'lve alann systE'.rn units listed on the applicable QPL 
shall r'Jquir" '.::' t.:.:.:,t.i: •• ~ and approvinG 0;' a gr:mp of components of the t.ype the r.lanufnct'lrer prcroses to 
furni:ch, '.0 i,.,'lu'ic.: a ':-"~"<!:;'Jr sp8cil'ied in 3.~, an annunciator sr.~('ified in 3. h, a transr..ission ll:'~nns or 
su):'e1'vizery cir_~~t. c;".:i:'i",J in 3.5, which mayor may not b,e intp.l!,l'ai with the annunciator, a pawer supply 
$pedfied in 3.6, anu ,:,th'~r parts and circuts req;Jircd for a complete Iwrkine sy;lLem. The componer.t:;, 
~'iV''''I~ qrrroy .. -:d, '~ill b-; li~ted cn th~. ~rrli::!lcle {~.rL as indi::ijGnl itj~~lS. 

3.2 P:lrt!3 ~rr-! r.:'1~~-;~"!':!!:. P3rt.5 '1:,.j ::.:-tteriuls for component~ ~b3.11 1e a,::; specified nt!rein~ Thl)~~ not 
definitely sp')cifi.~'i :::l:'.l.ll be eq'Jivolent to and interchar.geabLt! wi:'h the ::;orre::;por.jjnir, part, matt!l'ial, or 
process in the mnrlu!'!lI.:t'.1rer's n::ll'Inal c=~rcial product. Normal commercial product sholl be interpreted 
to mean an end iteI1l .::o·:~red b~' this specification. 

3.2.1 ,Panel and m::ountinf!. racks. Panels and racks shall be in accordance with ANSI Standard C39.1. 
All soldered connectiwr;s :::h:311 b·} r.lechanically secured pefore soldeJ:ing,. 

3.2.2 Boxes and cases. All tenninal, ,junction, and utility boxes, sl-litch cases, and similar 
receptacles shall te 1·r'.)~"cted a[;oinst tampering and in each instance, the enclosures sha.i.l be equipped 
with inter-lock s·.n.t,'hes or tri.=rerinG mech:misms electricallY ccmpat.ible ;Iith the alalm system; or shAll 
be fully filled with an "poxy ccmpound to preclude talllperinr;. In both day (a('cf'ss) £Ind nif,ht (;;')1':';1';') 

DlOdes of operation, all c;)t~rcncnts of the system shall be continuously cil'cuitsupervised to preelude the 
unauthorized removal of a cor.ronent witholJt activation of an alann. 

3.3 DeV·;.:t.crs. The det"l:tors shall ~rovide an alann re:rp!Jnse under any or t.hc following ('rn:,liti,m:;: 
(1) A rer.':' ~"lti~'n of th" rrotccted oraa; (2) A failure in the detector's pO',:cr SOUl'.:cj (3) AI.y r::llI\u • .,:
tion ·..:hich affects the detector's nbility to fur.cticn properly. The ::;",nsit.ivi:y and stability (·r 'rh~ 
dct.c-.:tQt',' <;[.:111 be su:h as t.o p'.)<.!lud.;! nui::;ance alarms. Telminols stall be acc~ssible t.o permit wirirw. 
fDt' l'vluir·,',.l ~'::ltin'1ticr::, of d,"t"ztiGn units, All cOI,tl'cls m:t'')sS:lI'Y 1".)1' 0p':r:.t.ol' \l!:C dwll be l,··,::,~,:rl 
f~'t· r. .. .l1 .. i.!;;.:.r.. <!':,li.:..l$iblity an.] 1~.ir.iJr.tun :J.:.:it.kntal cl:'U'I:C J and m",r~:cd for easy rcC"r:nit.ion. All (")n t .1'01::; 

{Jr.J (.'":1::.ir.;.,1.::; v.hich urI:) r..Jt req-..in:d for the operation of the al,nm syst.em shaLl. not be l:endily accc~$ible 
to th~ {r~rJt~r. 

3.3.1 Arr>roa<"h n,·tl'·'tnr (t:n'.' I). The type I detector chall crent.e nn alon1 rns[,onfe whrm an 
cl""Ld,,:,,l <.;ut'rd\t. 1:; 1.1.~··l't'\'I-"l ~·t· ol.ter·~,\. Such int...,rrupt.ion or !Jitl'ration n.ll.Y 1.,,~ ert'uLnd by br"'Jkin,! 
n cin.:uit \lire or fOil stl'i1', 1.y shortie • .:; a circuit, b:r 0Iler.irt( a s'"it:-II, or l'y ck'nt;lnr; an elcctl'5.cul . 
l',·ci,;t'lfi'·". F,lil I-lin', aed S',;itcill'S ..;1.:111 t,t! no sp.~cificJ h,~t't'\\I~dCt'. 
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3.3.1.·1 ProtC'ct.ive foil. ProLecLive foil uned :.1hall not excecd 1.2 pounds tcnsile ntrcngth and sholl 
be copuble of carryinl~ (l mininmlll current of 60 milliumpcrcn ut 60 volts with a tcmpcraturc rhe of not 
more than one dep'cc ccn ticrt)de. Foil :.:holl be provitkld in 1/2-inch alld 1 incli wid ths. 

3.3.1.2 Prott"div", wire. Prot.cctive wire used in f,obricntinG security scrcicns shall not exc~ed 4.0 
poundz tensil,! ::;Ln:Il,~t.h, I.Jlld :lhall be capable of carrying a maximlUlI curl'ent. of {;O millirunpcroG at 60 voltz 
wi th 0 tcmPCl'utl.ll·e 1'i:.:c 01' not rr,ore thon onc deGrcc ccntit~l'ndI1. ~'Iirc chnll b,~ 'noli lart;c!' than ,.) A',';e, :lnu 
shall be fil1"!lly L'I.l.:;\'cncJ in 1:1'oo'lcc at; intervals of not lllore thon 18 inch!.!z mal in such a lllnrllkl' tJ.:lt 
removal from the iJl'OOVCS shull not be possible) withcut brcokinti thc wire or damaGing Lhe groove Ir.:ltcri:ll. 
Wirine sholl be continuouz without splices 1'1"1:1 one cor.nccting noint to another. 

3.3.1. 3 !·loVC:lbl c op~nin;,: s\d Lchcr.. '·bvable opcning s .... '1 tches sholl be capuble of \/i thstandin~~ 50,000 
activations Ioiit,hout al'1't.::\!tinG sCr'liceubility and shall be electrically connected so that mechanical 
activation of switC'her. rr::sultc in an op'::!n circuit follo'Ned by a short or closed c,ircut which cre!ltes an 
alann respollse. The;;e swi tchcs shall be desiGned so that; they can be securely mounted to pCl'lnanent 
structure such as doorc Ur1::l door and window frrunes. 

3,3.1.1+ ',\:l;-r.e tic' ~',;i t,l"h-:s. These switches shall be completely enclosed and shall not bo' cusceptibl·:: 
to defeat by the application of an external magnetic source. 

3.3.1.5 Mechanical switches. Mechanical switches shall be single-pole, double-throw, and completely 
enclosed. 

3.3.1.6 Mercury switches. Mercury switches shall be completely enclosed and the mercury and contacts 
shall be contained in a he~etically sealed tube. 

3.3.2 Linear_detector (tYre II). The type II detector shall create an alarm response by a change of 
10 percent or more in the modulated character of the light beam, or by the passing of a person through 
the field, beam, or antenna array along the protected perimeter. 

3.3.2.1 Modulated lir.ht be·IIn., The modulated light beam for the type II detector shall not pc visible 
to the unaided eye. Shielding shall be provided so that the light source is not visible When viewed at an 
angle of fifteen degrees from the axis of the beam. 

3.3.3 Surface d'"teot.O!: (J:.y-p'! III). The type III detector ::;h3.ll create an alarm reSponse as a result of 
the sound level in the protecr.ed area risirig four decibels above the !.'JIIbient level in 10 seconds or less, 
or by the approach of a perc on to '..:ithin six incrles of a protected object. 

3.3)1 Volumetric detector (ty:pe IV). The type IV detc~tor shall create an alarm response as the result 
of a disturt8.nct:! to an t.!llel'w i'ield iIi a defined space, such as the motion of a perscn walking not more 
than four steps at a rate of one step per second follo\ved by a three-second pauze ar.:r.,;here in the space 
protected . 

3.3.4.1 Neutralization of type IV detectors. The type IV detectors shall not be susceptible to defeat 
by the introduction of micro-wave or other radiated energy absorbtive or reflective materials, or by 
saturat~on or neutralization from external oscillator sources. 

3.4 Annunciators. 

3.4.1 AnnunciaLor capability. The annunciator shall physically and electrically match and connect with 
other components in tlJe alann sy::;tP.1ll and shall be capable of indicating by colored sienal liehts the 
following system conditions: (1) That normul system conditions exist (green lieht); (2) That a detector 
in a protected area is in alarm condition, or that power fai~ure or malfunction of a component has caused 
the alarm system to be inoperative (red light); (3) That the annunciator is operating on standby power 
(yellow liGht). 

3. lL2 Ar:nllnci::ttor rennonse dC'lie"s. The annunciator shall contain both visible and audible siCnalline 
devices in rcdundul!y I,'hieh Idll re:::;pond to changes in line si~nal (see 3.5.1). 

3.4.3 Annunciatot' 'l1!'ll1'1 and re,,,t con(lli:i'1ns. An alarm shall cr~l)tp. a lock-in ccr.dition which !lhall 
require lll'lnual restoration, and cont.rols shall be provirled to reset the system. The annunciator sho.ll 
have a me~lns to silen..:e t.ih~ !J\ldible sien~l frcm a pa.rt.icular zone Juring prolonged alann:::. Ho'<,ever, the 
vi"i1>l.) :::iCn:11 ::;h~lll r;:main inJic·lt·~d OIl llle anl1uJlci~tor panel until t.hi~ ~y.:;t,':n io Nst.?red to n011r.al 
operation. Th~ silenci!l13 control chall be so conn·;:-::ted th:lt tl1e audibla alann ::;lgnul will be nctivnted 
upon l'e.~eipt. of eaeh alann~ Durin£.', the per-iods when the alarm ::;yzlern b (lot in 1lc:t.ivc operation (lnd the 
dete,'tors in the proteC'tt'Ci arcas are offL::ially dl>s~n:;itizcd, tl1f} annunciator shall. continue to detect 
the :3'J.11': c:h:aTiI'<:'s ill nonn~l line C\ll'l'ent or twul1erine \/ith the system as requirnd CUl'inr: the period::; of 
activ~ Gr~l·uticn. 
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J.h.ll Tn:;!.1]1·lt i"ll rtll,1 1',,,Hllt il'.'. WliPI'I1 Lh(: in:;tallClLioll cOlwi:.:Lt) of one \.0 fOlll' £lnnunciotrJrr., tIll' 
cqlll[~nlmt. i;lii.lll 1,,' ci .. ,;"l,~ri'0"lTOi;-iTuW :;t,uddni:, !'!wk mounl.inB, or che u::;c of mouulor conGtruction. Wh·)!'! ~} 
tllr. iUGLullotinn ,'r,nili::!.:: of 1'1 VI' or morc !lll!1\lnl'intorn, Lh~ I'quirnncnt. :::h(111 I.'Jnp]oy rock mountin~; or ..... 
rn{Jtllllurc"n~~t l1lo'l i.dl. '1"', ttlt' ,.: .. 1,';111. f'1'!\cLi"nlJlr!, (''Itlipn''tlL rl,]at.wl La Llll; 0r"I'ut-ifill of thc omlCln,·i1'<'I'" 
dElll ,,,, (';,I.Utili" J 111 1 •• 1." t. ,i.:ir,,'. I,l'll',ltl:;.} ·Jt(lIttrll:i'lLpr .. CJr (l rivl~n r.Wl\uf';j~Lurt!r ::;!~'l.ll Le inLGl' :h:Jr.,:·~-
n1)10 hI fw·ilitrlL .. l'l'ljn~"ll'In'·I'. 1'11J1:~ on·) Gor:1~I't.n Gha11 bp. ur.P(l Hh"t·c pnr,:;iblp.. All part.::: of chI' 
ar,fIltrl.'inLor :.;r'll1 h .. "~ldly i.j.,nt.it'il'd ::tr.l rea,lily a"ccGdblu Lo uuthoriz.f:.j tt,aintl)n:Jncc 1'1'rsOllllt~1 to 
I'd :·i Ii !.ElL" vtTi :i;,l P'!',\ it' ill, I iL;l"'': Lic II. All C()lItl'(Jl,; l'f'qllll'l',j for nCJl1ln 1 ur'.!l'!lli\~rl ::;Lu 11 L·J CUII:;Pi.:
uJ{)\I:;l:r n.:..rl~i',1 ,.n,l ['''';;\''''\ L) l,l',".i,i • .! 1l.fI:~:U\l\un (l(;\~l'l\n und mil.:Umull accidental dl'HI!;e. All cunt..rQls noL 
1"''1,"1 r<'!J for 0F.H'E. Lioll :;111111 1.." illlt"cl!c:,~iblc 1,0 Lhe o~crn tOl'. 

3,11.5 Connect:h'lI ',f ,,!tllla .. i:t~.ll'::: to f'L'HCl' sources and tl':mcmitGion lin~G .. Inter-conncctions between 
thl] SUI'IJli~,1-;'''-;; ~;-';::J it,) "Jtflurtd" Le'l' '~"'lll tt! ni:."lc wit.hill Lite UtJlluliCiaLul' l:c.u:'in,:.. A Inultip]e t,m~ir:'lt 
crCl:;.:-'~~I.m'.:Li..,r. ll'kk shall Dc provided within the annunciator housing when II or more annunci:lI;ors require 
j{Jir.t. tL.:-:!. 

3.lj.t, !!:1:d: ... ~~ li:;·· ;·~.l'r·r.r :H:,l \','1]t:L-,', Altnrnntint; or direct current frct:l tr:ll:::rnis3ion lines ::'I~to 
annunciators ~,t.;t; j f ..• ;, t·';·.'" J ;:,.J IIJ.ll.i."q.eres. Altern!l Lini: or direct volt~b~:::' or alterna tine; voltar:;eJ 
sU,PF!rimpo.5ed or~ 1i~·t--.~~L \.',':tlt:J~:.:~.:; int.u nnn'Jt~ci:ltors ~hall n~t"cx~ced lCO volts, 

;3.5 TrancI:.L~:;i~·,'1 l!'.;::':-.:; (ruT'<;!rvi;:('r,v oir::ui t). The supervisory circuit shall be resis ti vo to nt::ut1'al
iZlltitm ox' C0J:'.pr, I:.i,;.~ aE.i ;-!;:,~ 1 J'l'~··';U;: s<!;,)u1'ity to the communication link between the detcctor 31iO the 
annurlciator. The cir·'uit shull ,;!ondst of a distal unit '.;i'll.ch connects to the detcctor, and receiveG 

') 

therefrom the inicbl alann Si'::ll:;l, and th-:! p1'o:<1.1:::ll unit • .... hich connects to the annunciator and provides ) 
i t ~Iith the sign,,1 to initi'tte the final alann response. The supervisory circui t shall use the same type 
of power as the detector ,,:;j anm:nciatQr. A:l controls and s .. 'itches which are for r:>perator use 51:8.11 b,; , 
located for maximum accessiLility and ~~nim~~ accidental change, and marked for easy recognition. All 
controls which are not required ~'or opera tion of the system shall not be accessible to the sys te.~ opera tor. 

3.5.1 Classes. 

Class A - The C'l.:l;:;~ A ;'Ul".::~ .. ;::.,j:!'.Y ;:ir:'.lit shall pl'o,'ide an alarm response itl the annunciator as a 
result of thl~ :'ollC",;ins chaq;es in the normal transmission line current. 

(1) Five pl'n'cnt ::-1' I!Dr"! in n?TInal lin;) signal when it con:::ists of direct current 
from 0.5-milliur.PJl'c tr,~·o'.te;h 3') milli::ll::peres. 

(2) Ten percent or r~or~ in normal line sirnal when it consists of direct current 
frc\)!l 10 mij"'r'~'I~!11t:rt~3 tQ O.'5-TI',i~li3r.".!:~rc,::;. 

(3) Five percent or more in any cOI~poner.t of the llc!!:ll1l line sig:wl • .. hen it consist 
of an altel'lIatine; current of a frequ>::ncy from one tl:r01.i.~h one hundred cycles per 
second Qnd 0.5-millialnpere through 30 millia'f.p~!·e:::, and 

(4) Fifteen percent or more in any component of the normal line signal when it 
consist of an alternating current of a frequency higher then 100 cycles per second 
superimposed on a direct current having any value from O.5-milliampere through 
30 milliamperes, 

Class B - The class B supervi:3ol'¥ circuit shaL. provide an alarm response to the arurunciator as a 
result of an increase or decreaGe of at least 10 percent in the amplitude, frequency, or 
phase of the carri"r siena.l used for the transmission of signal from the detection cor::ponent. 

3.5.2 R1diation interfE'rence. Operation of devices and annunciators shall not adversely affect radio 
trr~nmnissioll or t't~Ct,!)lh'n in th,~ vicinity in which operated. 

3.6 Pcwer SUl'l'l ies and sources. 

3.6.1 Primary wY,.;>;r, Prinl'.ll'¥ power for alarm system components shall be public utility, battery, or 
oLheI' self l'·,!!l'~l"lt.;J :;i.'\':l'.'<)!3. 

3.6.2 Am;i l:i '1l'Y powel', An f.\lI~:ilial'Y t'O't:el' source for u:;c in the p.VF!nt thp. primr1ry Gourcc fails shall 
bt.! lJroYldl,,!~rby·-Lit;.!>ni:tllUl;;Cturer ':,.1* the t;(>mr;otu:nts 5ubnli teed fCl:;" q!lullfir.!u tiOll. Tht" nu;-:.ilio.ry r.-o~ .. t.::r nource 
;,:.ib~ill bt~ ~:::~lJaLJt~ uf Ilwiht'tilliut,:'. 1"111: ... f!·· ... ruti ... n ol'.tln.! illann !):r~~~t::J;l i'vr not li,.!.;~ LL'J.n ;'!t h(A,rc. 'i';~.:; 
~\\XlJi~l'Y :;(J\lrCI~ shrill b ... Jlr~'vi'l,:.l wiLh a !i\':"IlS t.o }'l'I'l,l Ol' jJ •• .:a:lUl''' its pcLcn!.J.'.t.l flt (lllY tilnu. A :;'"itch
OV"I' t.o 1:t'.l:dliUl'y I''''''~(:l' foh'lll b.~ au t.0I1lr~Lic upon i'~lilur'~ of th'~ pdJilill'Y pow.!!' ::ourC.1. A !lir~nol 3r.nll be 
u(.'tival.f)U Ilt Lhe urlIlullci~tol' parK!l to indicate this condition. 
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3,6.3 !!::!.:..:.~:!~ IInt.tel'ir!11 ~hnll be rcchnr(~C'ntll(! ant] ~h"lll hove provir.ion::; to keep botterie::; 1\111y 
Ch~I1'I'<:d Ill,' ",.1'.1""(. Lu uutomnLic !'t,C'!Iul'eC whencvct' botLl!J'Y v,' 1 !.:lll'~ drop::; ten percent below their nonnnl 
n tJ f'l" Il'" hal'r;!) t.imn nhull nnt. exctwd 12 hourn. 

3.6. 11 V..,1h,·.·. t!l1'·l'r'll.·", A d,:nol r.ha11 l; •. ! t'l'l~ir.t~r"'\ ut t11<> nnnuncintor l''l.nel if the volt:lf~e of th~ 
powP.t' nn\ll",e, J;I'U'''t':! {'to Hu;;;iliul'~r, ['nUn twlnw 80 pel'I'fOnt or ('xcecriG 120 p~rr.ent 01' normnl wh!'!n supplying 
110we1' I:.el til', IIbn!l r.;r,:t.1(t ('it'.:uit. Ii' Lhe d:r::telll I::; car'l11r' of' nrmf.!11 opcr.,"ltion (It 50 IH'rcent of 1\\11 
\iOlt.:lt~t~, Lh,: ;.jj'::':11 ;;!,~d] t,u t·l',~i;jtt.rt.:~l nt" pll.l.:~ [,) relt·~(r,~ ,:1r mina.~ ~~ r~"'.Ir :(.nt of not":r.31. Ctablc 
c;.p .. r·ntiun or Lh" :;y:.Lur..; slnll be mnint.tlincu on b,)t.h Lll'.' prir. ... ll'Y and ou;.:i11(11'Y pO'f1er r.ourcc within thene 
variutions. 

3.6.5 Vr'ntiJation. Power !luppliec r.hnl1 be vented or othcl'l.'ino protectod to preclude deterioration 
of any C'.I,ll"oI",H.~ .1><.11'0.;. 

3.7 Irl,'nti 1'1 ('Ilti·,tI mwl:ir'i~'~ , A r.lc:tallic pla tc or plnt"n nh"lll be at'fix;~d to det"ctor and annuncia \.01' 

component.;; :ll','""it'i·"t it. 1.2..1, "(lid1 3hu1l show thi~ mnnufa<:-turer's nar:Hl, year manu1'actured! type and 
serirtl mWlh;t', 'ir.J Ltc ,;y::,bo1 "Int. Fed, Spec. W-A-oOiJj:1A;" 

3#8 rl.'~""h"i·,'-~l r1~!·~.1"'tl~ r':Ir~.l r:">T,~·!\"'!h)r~ 1nf'trl.1,.ti()t~~. T·~·~t!.l,;·:,: ~.a.~f;1~~ onJ ~~."~r;itr·r.:; inztrtlctil"n$ 
cont~ilif::;-- . ..::"·_~ n: . ..1 :· ... r:~11·{·tl';.;r .... ~ .. lvt.! illqtru..:t.icn:: ~tl:ll! ce r';orni.;l~·~.:i Ly t~~~ ~~Jr.~l~~a~t.ur~rw The n!:lnufac
turt'r"" ljl.'!".":r,> :::;-:11 bcl de1iver.cJ wit.h the alal1n eqllirr..·'nL. 'i'he r.;nnll:ll!: c1:::.11 indl1de schem:ltics and 
wirin~ diallr:':'.:J for a: ~;::>lq;)r:;:nts ona a comple te electrical parts lis t fully identifying the pa.rts and 
reflectinc ele~trical values nr.j ratings. 

3.9 Workmanr.hip. All components shall be manufacl:.ured and finished in such a manner as to meet 
specificaticn r('quir<:!r:'.ents. Circuit \dring shall be neot ..... ith €:c,od electrical connections which are 
mechanically S~cure. C0mponents anj parts shall be 1't'ee from ctar:lcteris:'ics ('In:! defects whieh might a 
affect appearance or serviceability. 

3.10 Snare psrts. Spare parts as requ4ed by the prOCUring activity shall be furnished as specified 
(see 6.2). 

11, QUALITY ASSURA~;CE PHOVISIONS 

11.1 Imrpe('ti0n r .. ,~! "'nsi1)i li ty. Excf'pt as otherl'dse s,:edfied herein" the supplier is resronsible 
for the per t':'n:::J.n'~" of all. ilisr,~d.ion requireJilents us ::pecified herein. Except as otherwise spe,~i Cien, 
the slIl'piier may utili?e his o'.·n or any other inspection. facility or services acceptable to the Goverr.ment. 
Inspection recC'rd~ of ~he eX!l:nir:a tions and tes ts shall be kept ccr.:plete and nvai lable to the Government 
as ':;J.':lo'~ifi~.·.i. if; th::! ":)ntr~~t 0r ,:r,jrrr. Tt"-J GI')\"~:"r!~~C'nt rr~~nrvt'$ -+;h~ ri::;ht t~ pr.:rf',;r.:l 1!1Y r:f th~ in~r,::{"tin!1S 
set forth in this ,·t'("'il'ication • .. here such in~pecticns are deer.ed necezsary to ozsure that supplies and 
servi :~!; ciJnf ';l'!!'~ to pre~::cribed l·t!quir'2l~"~nts. 

4.2 C0:::pc,r. ... nt 3t:'! m'lterial inl1})Bct.irn. In accol'd<lnce '~'ith lL 1, the supplier is responsible for 
:insuring tb~t.- ccrr,p"):1£r.~3 :tnd m:.Jt~rials used ar8 ~:tnuf:lcturt!d, testeo., and inspected in accordtlnce with 
the requirements of referenced subsidiary specifications and stanclards to the extent spE"cified, or, if 
none, in' accordance ~Ii th this specification. 

4.3 Insp~ction f~r g~c~pt9nc0. Units to be offered for acceptance may be in:pected by a Government 
inspector a to any tir.::; durin.; m:lOufacturing processes to assure that the units function as intend~d, tho.t 
parts and m:l tel'ialc a1'~ cOl!!plete and as specified, tho~ ports and cor.;por.ents are proper • .! mn tched, t}Ja t 
panels and l'9cks are n.:'ntly 'llirect, that. junction and tenr.ir.al points are properly located, that mecbanical 
!lnd electl·i.:!ally conne~tions arC secure, I:.hat soldered connections provide good electrical conductivit~h 
that te~minal bo~:es and switch cases are protected ag:linst ta.":lrering, and that all 'lIorbnanship df,t'-1ils 
are of good qua li ty, vlhen specified (see 6.2) acceptance inspection shall be performed at destir.aticn 
after equiIC'.ent is illGtalle:l ready for use, 

1~.3,l TC'!:;tir.~ f;:or "l':!:"'pt::lncp.. To ar-sure continued cCl!!piiance ',/'ith .::;pecification rcquirem"ntf' r"lrltinG 
to orero \;i:;O.'11 p'~l'r~,l1;I:I::~r' > the Govel'r.r.:c:nt reserves the ribht to celect fret:; thl') r:;anu far. turer 's rer:u1nr 
Pl'oJucLi:)!1, stlmpl(:s of :l19nn syst<;'ln c(mponents 1'or t!l$tine in accord::ll;.ce with 4.6.1 throllF;h 4.0./. 'I'he 
CCr1ron~)nt.!I z<~l~,~t.,~d ~~!wll <:-:-r.ntit.ule all units and part:.;: ne~eSS3:.r for a cc:o:plcte, 't:orking al(Jl1~ ::yct.,:;m. 
'I'he Le~;tine shall bt! pt!!'i'Ot'J;lcd loy a fucUity :lesit:nnte,J by tte GoveniI;:en't and shall be a't no cC'st to the 
m:wufa..:tul'<!l·, y., lltUe 1..0 /!leet testing ~'equirelr;ents shall ploYiue 1 easen to suspend ncc,eptance 01' tJ.e 
o.i1 11<1 !,,,,'t,Ul (:1 's 11 ,-",u~'L1L'n uutil tLe 0Q,·erl.Jl.unt in51'e<:i.("'1' is satisl'ie.i 'ttat 'the illunut'octul'cr has corl'ected 
nll uei'e,:ts in r.is p·,-,~~,;:t::l. 

11. 11 Ill::l' .. ·.:ti'n (>1' vr"l al'ation feOl' u·'li'lpry. An ins{:l~ction of prq:ur:ltion for delivery shall b~ mode 
in accord:1W~'" with Sl!cti::m 11 01' I·UL-E-l:l:>~J. 
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4.5 Qtltllit'i:,ntion. In accordance with 3.1, product::; submitted fOI: quolii'i';'ll1on :;hnU be lnr-peeted ) 
for WOrKntrlrlship no c[ll!d!'if.!d in 11,3 nnd cubjected to the !.ests in II.J.G.l tI11'(,1U,:11 ~.'J.6.!, hl1LlI'C', " . 
to me'c t, in\~I'·~\'Lion or te •• till>: \·~'1·lil·"mct\\'s shull be considered as failure to m~et requircmL111'~; 1'01' Q,l'r. 
approva1. 

, 
4.5.1 T"~'lr"" 'r'~' ..... Q'J'llific:Jtion testing sholl be perfcmnrd by a Govet'fjlnent 11I:;ency desir.:no\;ed hy 

I;he Ct:n':r' ,-;-," ·;,;:'":7:0-;\'";:;;n1:; trn tion. 

h.5.2 'I'us t1 n,~ cos es. All cos!.s entailed in tes ~inf t.he qualifica tion samples sholl be borne by the 
Z::.l!lufnctur<!r :mJ skll.l be pnynble to the Generul Sl!rvi,-es Admini::; tra tion as direc ted by the S tandordiza tion 
Division, Federal Supply Service. 

4,5.3 'I'est snmple. The "",~ple:;; sul.'nlitted for q\\alification in accordance With 3.1 and 3.1.1 shall 
conoist of all .:vr;p;ml!nts !If.)c·:.'.1.1;Jry for a cXlplete \.·orkin;;: alarm systt:ml of the typE' the cupplier pl'uposec 
to furnich. '1'):'1 c:l.'::ples' transp;rtation fee prepaid, sh:'l11 be for',,'nr:! at a tke and to a pinco dE'si,;:t13ted ) 
b.Y St(H.JurJi;:::J~i';Hl Livi:.:1.on. h-Jeral Supply Services. In the event the product is approved for Q,PL, the 
test sample shall be retained by the Gov~rr~ent during the term of qualification. JL~ s~~p~e not approved 
spall be re~urned to t.h~ lr.:>.oufa.::tul'''!r 0:; is. 8umples shall be identified by TabS, logibly lJ'.3.rked us fellows: 

So.rnple for q~lolifi'::(ltion under Int. Fed. Spec. \{~A-OC1'5:)A. 
Type or' i:.)mponent 
Date of n:anufoct.ur-:'L'-r------------------

NanufacLurer's name and a'idrtl'ss 
Location of manufacturer':;; plan7t--------------

1 •• ,.4 Technical mnnu~lc, diu~rams and ~chematics. The msnufacture shall furnish with the test sample 
a complete set of technical manuals, wiring diagrams, and schematics specified in 3.8 for use during the 
testing of the products for qualification. 

4.6 Tests. 

4.6.1 FerfOlm:mce tests. Sampl~s sutmi tted for qualification ~ha11 be assembled so as to provide a 
complete alarm :;ystem. Tl~e sys':f-."r! shall then be tested t.o determine wh~ther the cc:r:lJonent parts perfonn 
as intp.nded under the various conditions specified in section 3. Detectors shall be te~ted for ability 
to provide> an al·~rm re::lfonsp. 'lnder the thre'~ conditions specified in 3.3. Anmm:i::':c,l;'3 ::;h3.:1 be te;;teu . 
fur /lbiU ty to inJicate the thr\!~ til!m:! sys.tem conditions specified in 3.4.1, refle:::t chun~::-es in line 
signals as specified in ).5,1, a:Jd ccmply with !llann and reset conditions sp'~cified in 3.4.3. Supervisory 
circuits shall be teJ tod for ability to Frovide an alann response as a result of changes in transmission 
line curr.'tlt (dH.SS A) '~t'~h<H'C"S in ~~rt'i'.;:r 5igr~al (cla:::s B) as specified in 3.5.1. 

4.6.2 Neut.ralizat.ion or compromise tests .. Tests shall be 'conducted to detennine the ability of the 
5upervisc.'ry circuit to protect. the transmission line against neutralization or corr.prcr.i.oe. The tools and 
devices used in testing shall not exceed that equipment capable of being carried in two cases or containers, 
each case or container not to be more than 10 by 20 by 27 inches in size. Various methods of attack shall 
be made duri~f, the testin£ and any successful attack within the tool litnitati~n specified shall be 
considered failure of the supervisory circuit to meet testing requirements. 

4.6.3 Stability test. Alsnn system sensitivity shell be tested to determine stability. This will be ~ 
accomplished in a laboratory environment. The system components shall have their sensitivity controls 
set to meet ~he criteria set forth in section 3. Except during the testing of detection components, there 
shall be no alarm registered during a seven-day period of continuous operation. During the seven-day 
pp.riod, vari3tbns of th.., pres-:t sensitivity of the system shall not exceed .:t 5 percent. 

4.6.4 Hi?h temperature test. C01(lpOnents for the system shall be placed in a high temperature chamber 
and the in! "1'0111 tp.mpere tnt'£' ot' the ~hnmber raised to 71 debreec centigr;lde (16coF.) for a period of 48 
hours. The temperature shall then be redUced to prevailing room conditions and the components tested as 
specified in 4.6.1. 

4.6.5 1.0101 t,".!t1p'~rntut·e. The COrlponents of the alann system shall be placed in a 1?'<I t<;mper3.ture ch'l.'l'.ber 
an,l the ch',r:l':r .;uol!."J to '.inti l!l:lint1i!l"J '\ t a temper:lture of minus 60 d"".::;ree::; centie;rade (-e<PF.) for "l 

period of '/2 b?ur::;. Th~ t",:;.pf.'r'l t1.ll'C oh,ll then be r·:lised to prevailing ror:m condi tion,~ and the items 
tested as specified in ~.6.1. 
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11.6.6 Hllmirli \ 'r. Thc cC'lT1p('1n"nt~ or tlw n111nn r,ystCln shnll be placed in a test chamber set up to 
oirnulnt.c /HjV~·t';1'· 1Iltlllidlty ','·'rI,IU,h'n:l. 'rhe tUGt. chNnber ::;hol1 be vented to the otmo!lphcre to prevent thl') 
build-up of pl'csr;urc (mJ ,', ;r.r:m.,nts will be prot.ected from the dripping of moisture. Prior to U1I' r.blrt 
of t.he tent ppriod, t i," "L',mlo"l' t"mpPl'a Lurc 1)11011 be between 20 dcr;rccr. centi,;rode nod 38 dCF',rpt':. 'nt i ," 
cI"ntlf:t'fj,}n (OlIlF. :0,<1 1'.o/o'.} 'dth Hn'~ont.l'nl1,'J humidit.y. Dul'inf~ tho' !'irst 2-hO\11" p.'dod, tl',,~ t.l'll1pl~rnlun~ 
shnl.l be ,',r(Joulilly I'ui:;·:d to ),) o"I.:ree:; cl.mti(,:l':lde (1220F.~. '1'his tcmperat.tu·e shall be moinLnined dudlltl 
th!:! n():~t 6-1lClUl' f"2r1~)d. Thu ·,.,!lo.·Hy of the uir throuehout. the test area sh3l1 not e:":t!(~d 1)0 l'<'et pel' 
mlmlt.f~. Durin.: 'he 1'0 11 " .... ·in,c 16-h"\\1' pntioll, the temp<'l"ature in th'~ ch:unbo!' sh'lll be vradulll1y r",l\L~f).j 
to bf'V.I>()l1 20 d"('1"1','tl <:":, Lin'o']" 4111<1 3U degree:; centigrade (G80F. amI 100°F,) which ahnll comHi tutc on" 
cyclo. The !'cbtivl' r.',"~iiii'.'y '.hn.lurhout the cycle shall be at lea::;t 9) pcr,'lmt. lJte'lm c'r l11nti11l'u \;','It .• 'r 
hovint;" pH vulul! between G,~ and '/.5 ot 25 deGrees centigrade (7'fF.) 5h311 be \lsed to obtain the dC'Gir.)·-\ 
h\UnidHy. 'l'he cycle :;\".ull btl l·':pea ted a sufficif.mt number of tines to ext~nd the total time of the tout 
to 2110 hour:; (10 ('ontinuous ('ycle:;). At the conclusion of the 240-hour period, the equipment nhnll DO 
returl1l'd 1.0 pr"v[\ilinr~ ro~:\ ('C'tlditiorlG, and moisture removed frcm the CCI:',p~r.ent::; by turning 01' \dpinC 
them wHhout disnssembly or the application of hent or oil' blast. As soon as pos1.'ible aft.er C"ompletion uf 
the 240-houl" period the il!.'T.)s sholl be test.ed as specified in 4.6.1. 

4.6.7 Vitro lion tes t.. Alann components shall be subjected to the applicable vibration tes t in 
MIL-'1'-4807. 

5. PREPARATION FOn DSLIVERY 

5.1 Preservation, p!l':,:nt;ing, packing and ruarking shall be in accordance with l-lIL-E-17555. The level 
of preservation and pnc;'::J:3ing shall be A or C, and the le.vel of packing shall be A, B, or C as specified 
(see 6.2). 

5.1.1 Civn ar::en:y r.l:lrkin.,.. In addition to any special marking (see 6.2) required by the contract or 
order, the interior packages and shipping containers shal~ be marked in accordance with Fed. Std. No. 123. 

6. NOTES 

6.1 Intended use. Alarm syst.ems constructed with components qualified and approved under the require
ments of Lhis spt!.::lficn:'ion are intended to supplement or support guard systemS for areas hcusine 
classified materials Qr activities as deterw~ned by the responsible authority. 

6.2 Orderinl1' d~tn. Ptlrcha~er shQultl exercise any desired options offcri:d herein, and procur<.!ment 
documents should specify the following: 

(n) Til;.le, s,YJ:1bOl, and date of this specification .. 
(b) Typl" of rj'~',p,,"'t' ~'!1i r::~.l''.)r rqui!'ed (!:ee 1.2.2). 
(c) llumber of , annunciators required (see 1.2.1). 
(d) C1Hss of tl'!'ill:.:r::ission !:leans required (see 1. 2.3). 
(e) Spare 'Parts required (see 3.10). 
{f) Destination inq:ection requil'ed (see 4.3). 
(g) Selection of a:pplicable levels of packaging, packing, .and marking (see 5.l.). 
(h) Any sp~<.!ial ~arking required (see 5.1.1). 

b.3 qualification. With respect to products requiring qualification, awards will be made only for 
such products as !lave, prior to the tir:.e set. for openine of bidS, been tested and approved for ine:lus ion 
on the applicable Federal Q,ua1ifie'd Products List. whether or not such products r.ave actually been so 
listed by that date. The attention of suppliers ~s called to this require:::ent, and manufacturers are 
urged to arrange to have the products they l'rcpose to offer to the Federal Covernment tested for 
qualification so that they ony be el.igible to be awarded contracts or orders for tbe products covered by 
this spec~ficat~on. The a~tivity responsible for the Qualified Prcducts List is Standardization Division, 
Federal Supply Service, GGneral Services Administration, Hashington, D.C. 20406, and information 
pertaining to qualifica tion may 't·' obt.ained from t}la t activity. 
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, - ~----------------~~~~~~~---GEHERAL SERVICES ADM1NISTRATION: FEDERAL SUPPLY SERVICE DUllG!:.T UURE/,U NO. 

SPECIFICATION COMMENT SHEET 29.R017S 

INSTRUCTIONS 
This form provides a way for users of this spccificntion to inform the originntor of problems enc(l'.Inter('d 
in its usc. It is not to be used to request changes to accommodate proprietnry features. All COf1\ments 
will be considcrc~l, and appreciated, but. please do not expect a reply. To comment: detach, complete, 
fold, staple, and mail. ' 
NOTE: Comments on this form do not constitute or imply authorization to waive any part of the document 

or Serve to <lmend contractual requ)fC'mcnts. 

I. SPECIFICATION 

W-A-00450A(GSA-FSS) Alarm Systems,. Interior, Security, Components For 
2. CONTRACT NO. (tf any) 3. QUANT I TY ON CONTRACT (Optiona/) 4. DOLLAR VALUE (Oplional) 

5. GE NERA L NATURE Of PROBLEM (e.g .. insp"clion d.f{icullies, manufacturers una ble to me~t tolerances, containas 
collapse under normal warehousing conditions, de.) 

6. SPECIFIC REOUIREMENTS AFFECTED (Include paragraph number and lines of wording) 

.. 

7. SPEC I F IC PROBLEMS (e.g. tests in 4.2.2 will not assure that the battery will last r.equireri lime; temperature ranges in lable 2 
do nol confQ/7TI 10 commercially a'Gi/ab/e items.) • 

8. RECOMMENDATIONS 

9. NAME OF f>.IANUFACTURER. ASSOCIATION. GOVT .. 10. ADDRESS a,umber,Strcet;City,StateandZipCodc) 
AGENCY. ETC. 

II. NAME AND TITLE OF SUOMITTER 12. DATE 

FOIlM 
GSA FEB 69 nOD 
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DEPARTMENT OF' THE ARMY 
OFFice OF THE PROVOST Ml\r~SHAI_ GENi!HAL. 

WASHINGTON. D.C, ZOJ14 

PREFACE 

\ 

It is impractical to prescribe definitive Department of Army 

physical security standards to cover all anticip~ted conditions which 

pose a threat to the security of government property, since the estimated 

degree and nature of the threat are contingent upon many variables which 

often are not constant. It is imperative, therefore, that local physical 

security personnel, through a continuous local threat assessment, and 

periodic physical security surveys and inspections, insure the appli-

cation of required measures to protect. goVernment pro?erty, to include 

application of interior intrusion detection sYDtems. 

The use of intrusion detection equipment h.~s proven, in many instances) 

to provide a valuable adjunct to the local security program. Such ~quip-

ment, however, is not a panacea for security problems and if not understood 

or misused, may actually aggravate an already tenuous security situation. 

It is, therefore, necessary Lor potential users of Buch equipment to 

understand the basic theory of op.~ration, equi.pment capabilities and 

limitations) equipment selection process, Department of Army standards 

for interior~intru5ion detection equipment, the procurement process in 

obtaining such items, and conSiderations regarding installation and ~in-

tc.nancc.. This document is intended to provide th.:lt information • 

~J28.t2~v-
,):;GOYD B. R.\HSEY ;:; 

Uia.jor Gene.ral, USA 
The Provos t Harshal General· 
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SECTIO!'l" I 

General 

A. Introduction 

1. :r:r;,tll!.~ion Detection Equipmsrlt (ID) is Ci'lploycd for the purpose of 

dotcctin:; and announcing proxir.lity or :l.ntrusion ~hich endanze;c or may endanger 

the security of protec,:ed property or areas. 

2. Intrusion Detcl:tion systc.mD arc utilized to accc;npliD h one or more of 

the [011ot .. 1ng oojccti v.!s: 

n. To p'iiin:f.t more econo~ic&l an,d efficient use of nanpo';:.ter by :::uo-

Gtitution of lUobi~c" rcspoi)::lin:; guard units for larger nuwDcrs of fi:~(?d guards 

and/or pat,role. 
w' .. 

b. To (l\,).bstitutc for other structural measures normally used in the 

phYGical security posture uhen the building l~ycut, safety regulations, opcrn-

ting reques ts, nppcare.nce, COB t or for other reasons, tlul.ke the use of ID sys tG!lr..s 

more pract:i.cnl. 

c: To p:Eovide additional controls at vi tal areas as insurance azainst 

humo.n or mech.!!nical failure. 

3. One of the pdciiry considerations in,the"application of In e<luip~ent 

is the ability of a Gcsignated ~ecurity force to rapidly re~poud to an alnnn 

rec-cived at 0. centrnl loc<ltion. To be effective, a Gecul:ity force mtH:t be 

capable of rc[;pondin~ to an al.:lrm \vithin e maximum of ten minutes. Exception 

to this principle is \~hen the D}stCfI) is being .used primarily as 0. pnychologicill 

barrie:r to deter \oJould-bc criminCll elements \lith the chance response to the 

Hln rm by pcrconncl in the Gt"(!.:{ at the tit:lc. 

1 
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() 4. An intrusion dctt!c.:tion t:y~tclU is usually IJlj.de up of'three cOiIlponcnt pnt·t~i.'~~' .. 

I '. ~;) .. 
\. .. 

a. First, the sensing or detection device. This is the component 

which detect!) the aituaticm for which it was GCDigned. It initiates the signnl 

that \,lill ultim.ately provide the alaDll. 

b. The monitoring device. The device that receives the alarm signal 

and converts it into n uG~ble recponse designed to ultimately correct or 

allow correction of the undesirable situation ;which has been detected. 

c. The trann~ssion System. This cc~ponent trau~mits or transfers 

'the initial Signal fro:n the detection to the location a.t which the alarm is 

Bounded. 

The follc~ng definitions are provided as au aid in understanding 

both the construction and operation of ID equip~ent: 

1. Alm:m- A Rienn1 generated 'lhen detection equip:nent .lithin the pro-. 
tected area responds to the presence of a condition that it is designed to detect. 

2. ~larm) False - Signal caused by a factor other thun un actual alarm. 

3. Annunc1ator - SW.le as monitor panc:.l. 

4. ~abinet? l~nitcr - The enclosure ~hich houoes the monitor panels and 

associated equipment. 

5~ Connect Police - Lines connected to a oor~tor in the local police 

station in addition to the connection in the proprietary monitor or 

central station monitor. 

6. Cont~ct - Same as door switch. 

7. ~ontrol, Access/Secure - Control used with constantly supervised 

security sys tems to allo, ... nonnal traffic through a protected area 

during the hours of occupancy. This control,renders the system inopern-

tivc but allo"G tnmpcr and line supervision .to be'maintained to prevent 

the uyste.".l [rom being co:npromised during the hours of nor.nal occupancy. 

2 
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cnUIlCIl an I1ll.ll:\,;1 to be ~c.nc.1.·ctcd. 

10. E.o:.E..£2E2EJ~'1.:'dtorlCC!.. A device uh:Lch detects the appro:lch to or 

touching of 11 protected object such a:J t1 sl1fe, .filing cnb:lnct, or 

cnpaci tnncc gri.ds protce ting ~1indown, eir coni.i tic::\in~, duct6, or other 

opcmingo in. the pcriwetcr of u protc.cted .. rC:1. 't'ilis detection senses a 

change in thc capacitar.;: e cauDed by ,un cppro["chil'!(; U!.:lSG and c'ausen Un 

alllrm to bo ccnerutcd. 

11. pct€;.c,t(,ll:~ I!"L~::~:':;:9.d .. Photo-electric int:.'"Usion clctection device uhich 

metal doors. 'L'Ge hc<.'tt frc:!l '£1 cutt~ns, torch ,· .. ill open the Elwicch .:..:'1 

cauce.:: an a1.,::1:11\ to be gcncrat~u. 

13. A device \·]uich detects the mOVi::rr.ent of au object 

,",'Lehin an area unci C!1.UDC3 un a1&ro to be (;t:!ucr.::>.tcd. 

14. Pb0~o~olcctric M - Detection dc-vice uaich utilizes £l beum of ,EE!£ctor 1 

light projected into n photocell to detect "ao -intn\der. A pc:r~on "?dlking 

through n light beam blocks the light frcr!l1 the phc>toce11 \.lhich taun cs 

~u alar~ to b~ gGneratcd. 

15. De:tcctor. VHn:.?ti.on - A device \'lhich detects vib1:udon c.suscd by ['lU 

--------~---------

attc~pt at tvrccful entry thrm.!.sh \.lalls cnd/or ceilingD !'.nd caUGes un 

alarm to be generated. 

16. Feature which m~tc~n.ticu11y p..ctivo.tc..a c.p. nlcri...'l in. the c\'(;nl:. 

cc;.npoucut P'::1;t of th!:! Gy!,; tc;u in rc: ~o\'l:!d or \lh(!u 11 c,,:npO:1cnt: part or 

pOt:'tion of th~~ Cil:cui t, it':.cludir,~~ tb~ pO';Ie.r !;upply, f.:::ilo to fU::I~ t:i.(lr . 

3 --- ---- -
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17. Foi 1 - Very thin nletal stri.ps which are cemC'lited to a glass window 

or door. The foil is connected to a cloned electri~al circuit. If 

the gloss is broken and breaks the foil, the circu~t will be opened 

causing nn alarm. 

18. Line, J\1 a r.m - An electrically supervised pair of \\lires connected 

between the detection equipment in the protecte.d area and the monitor 

equipment for the purpose of transmitting alarm indications.' 

19. Panel, }fonitor - An indicating device which provides audible and 

visual indications of alarm conditions. 

20. Protection, Area - Protection of the inner space or volume of a secur~ 

area rather than the perimeter of ~he area. 

21. Protection, Interior Perimeter - A systE::m ,,,hich protects the walls I 

doors, windows) vents ~nd sometimes the floors and ceilings of the area. 

22. Protection. Point - A system for protecting a specific object such as 

a s~fe or filing cabinet by the use of a capacitance detector. 
. . 

23. SUEervision, Line - Electrical proiection of an alarm line. This is 

accomplished by having a continuous signal through the circuit. A 

change in signal will be detected by a monitor. The monitor gives an 

alarm if the change in signal exceeds the allowable tolerance for the 

designated type of line supervision being used. 

24. Switch, Balanced Magnetic - A ba~anccd magnetic switch operates 

on a balanced magnetic field in such a manner as to prevent compromise 

by the application of an external magnet. The system is usually 

lllountcd on n door \<li-th the' EJ~-ritch on the door frrunc, the magnet on 

the door proper. Opening the door causes an nlann to be given. 
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25. S, ... it·clY...l-,!1"!..Y'/Nj:.\ht - Snnw os ncc(!ss/sccurc control. 

26. Switch..l_'p(H,r - A ~;\,'itch lI!iunlly m(lgncti.ct'!lly opcr~tt'!d, \'lhich open!; 

its contacts \·,hen the door which is bei.ng proLccteu OpC'I1;'. The s\·,itcli 

is uHunlly mounted on the door frame nnd the magnet vJhich operates it 

is usually mounted on the door. The switch is connected in series with 

~ n closed [Ilnn11 circuit. Opening the circuit causes an alarm to be 

Bcncrntcd. 

27. SWitch, Gate - This switch operates in the same manner as a door 

switch. It is enclosed in a 'oJcathe'Cproof hous ing to permit outdoor use. 

28. Mtsh. T<1I11<'(,1" - A s\ .... itch in the security equipr:',ent enclosure "Ihich 

opens the a] arm line circuit if the enclosure is opened causing an alan.l. 

" 

() 
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o SEC'l'IC:';· II 

TYPES OF :YSTEHS 

'i Intrusi0n dct0ction sy~tcms arc d!vidcd into three general categories. 
1 

J , 'J.'he CL:lssification 01 an intrusion (h;::~ction system into one of thL! three 

categoriC's is determined by the methc.-:: in vJhich the D.ID~ signal is annun-

ciClted and the location of. th:i.s alarr:: signal. ·The three categories are as 

[ollO\vG: 

1. Loca.l Alarm System - A local ~larm system is one in which the alarm 

device ouch as a· bell, horn, claxton, etc., is located in the immediate 

vicinity of the protected area or obj~ct. A typical application of this 

type of alarm vwuld be in a storage f~cility witr. a bell mounted on the out-

side or UUC! protected urea or extern'": 11)' mOllntec1 to the outside of the 

building proper, to sound an alarm (S<::e Figure 1). 

The effectiveness of this system relies on the psychological effect of 

the noise of the alarm and the chance or programmed response of nearby 

military police or tllilitary personnel. This system may be used in conjunction 

with a proprietary al~rm oyntcm.. as d(;t;'cribcd belcM. 

2. Proprietary Alarm System A proprietary alarm system is one in ,.;hich 

the alarm signal is relayed to a loention which is manned and operated at a guard 

office. An example of this type of flystem would be 'one consisting of many 

buildings containing <11 nm systems, "'lhich are monitored at the base Provost 

HDrslwl's office or at another desii'.lw.ted location. This type of system 

provides fost response to alA~ns by trained personnel who arc equipped to 

handJ C ('n10rgcncy silunt;i.ons of thin typo. Hith tho alarm soundinr, <It a point 
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,.". l' 0 remote to tho protected area, t.he intrud~r has no indication tUttI;: he lw.B 
~ 
,~ 

, initiated an alurm until the guards arrivc on the scene to invcstinate. 
4 

(Sec Figures 2 and 3). 

3. Centrlll Stn.tion Al"nu Syntcm - A centrel st.::.tion nlnr"Cl sygtC!ll is one 

in which the alarn oignnl is tr.:ltlDnlitted to n I:l.onitf)r facility located at a 

remote.point and oper~ted by a co~mercial concern. Wnen an ularm is received
1 

the concenl monitorins the GYGtrun, either calls the military police, locel 

. I • police, or may dispatch predesignated guards to rct?oud to the alarm (Sec Figure 4) • 

B. li\mctional Description of Xntn:sio'~ Detectio:'l l.3.uip~ncnt 

1. General - The effectiveness of any intrus:..on detection system uDcd 

dependo u?on the quality nnd reliubility of'the detection equipment, ito 

abi.lity to rcsi.~t CC:::l:?::."o:;:ise, and the reliability and sophistication of the 

line SUpel."V:i..sion .:.'Ud ;u,:mitoring facilit:l. l'iinmtt."'Jll for construction per-

formsnce of dctectc.::s, mOl~itQj:s und c:.ssociatcd h.:l1:o.t1.1.re .1.re c,stablichcd in 

Section VI (S?ccific.1.tiou3). The follo,~ng paragraphs define those det~ctors 

and t:lonitortl and outline th(dr general applicatIon and reliability. 

2. ~lcctro-l~~cr.~nical P.2vices - Tae detection cievices in thin catc30ry 

are simple and ba.lanced mngnetic switches, ~nndow and wall foil, protective 

wire t hold-up buttons and root rails and heat detection devices. All of the~c 

detection devices function through an acces~/secure control unit. The descrip-

tion of and general applic.1.tion of these devices is as follo~J3: 

a. II.ccess/Sccurc Control Unit - This unit serves as the termination device 

for electro-mechanical detectors. (See Figure 5) It furnishes power to the detector 

when required, tran~oits the IIAl.:lnn C'onditio;:lll to the monitor panel~ f-urninhes 

o 7 
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termination circuitry for "Line Supervision" of the alarm :tran5U!:'~iiion line, 

furniHhcD circuitry for tamper dtwicc!l Hithin the detcctiqn devi":"~5 and indi-

catce I,ihcthcr the prcLcctcd :!rea i6 in the l1CCCGS or Gecurc mode. Each ZOne 

of clC!ctro-l:wchnnicnl protection should have an £..ccess/t;ecul."c co=:..:::.=ol switch. 

l'11i8 device. nhould be lee ~t-;::d Hi thin the s ccured ilrea proper. 

b. H.:l.goetic St·.:~~chcs 

(1) Sil:mlc S\d.tch - A simple t:l.."l.gnetic s\Jitch co~:'sting of 

i s\'ritch housing anr.l a magnet housing. A switch hOUSing contait:..;. !:he wiring 

and a magnet actuated reed (Mitch. The usc of the si.r.1ple I:l.3gnct:::"~ 9,,,itch 

is nOl."tlwlly assoc:l..:lted \lith intrusion detection BystC'.mB protccti.::-_~ movable 

opening!> in fc:c{litien contcinine;.lo,-.7 doilnr value iteMS 8:!.llce c::"is type 

n~litch elln be c.:::.ai1y defected. 

(2) l1G.lnnced ~','i tch - A bal~nccd magnotic s\.litch ccnsis tD- of 

it DHitch housing and a Ilt!lr;net! housing. The sv.·itch is enclosed i=- a cast: 

nonferrous houGins \lhich pr.ovides a hub type or threLicled outlet eo that the 

oystcm may be run in conduit if cesi.rcd. The housing contains a tamper 

iniitch to detect ltruluthorized opening of the s\o7i teh hOusing. The awi tch 

itself io designed co that it c&nnot be defeated by the incre8.f>e or decrease 

in the magn~tic field c3uscd by the introuuction or removal of a magnet fr~~ 

the prOXimity of the (3\dtch. 

B.:llllncc::d t'!lllgnetic si:titchcs are u!Jec1 to protect movable 

opcningG :I.n fncilitios contnining hieh dollar vallie items, Gena i ti ve items 

or cln(;sifiecl in£orm.:ltion, ire., clnnDificd'inform.:!tion utorage v:.;.u1ts, 

bunIc veuIt!;, snn~:d.l·ive optJral:iol1s urc<:!s, conference rO(,lilS and Hl.-m~ storace 

nrrnu. (Sec FiGure 6.) .... , 
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c. Foil - Foil systems function as a port of a completed circuit 

that, ,~hen broken, c,,-uses an alsnn. (See Figure 7.) Foil .!::ystcms nonllally con. 

stst of metallic tape applied to g185s surfaces or mounted on masonite or ply-

,,,ood panels used i;n \miLs v floot'6 and ceilings. 

Foil is used in facilities conteining 10", dollur value itCUlS, 

since the system can be rc~dily dcfcfrted. 

d. Protective Hir~ - Protective wire functions as a part of a COOl-

pioted circuit that, \-,hen brokerl J c(tuses an alarm. (See f'igure 8) Protective 

wil"e systems cooe in many forms; ,'lire traps, single wires insulated and strung 

over irregularly ahuped openinss I screens or single wires cemented int'"' "looden 

oo~els and f'Crunes adapted to covex 'VD.rious sized openings, and lacing or 'wire 

o attached 1:0 masonicc or plywooli pant:ol.tl u:;e<i \..0 supplement wall con!3tl."uction. 

11'1is system, like foil, is nOrt:V.llly used to protect openings in the perimeter 

or low priority areCl since the system can be reCldily defeated. 

e. H61d-u:pD::.vic.C5:: Holdup alarms are mechanical switches which a.re 

t:ised to open an alarm circuit vlhf'n actuated by a person. (See Figure 9) This 

dcv"ice COOles in many forms most popuL..r of \·]hich are holdup buttons and foot 

rails. 

(1) ,Holdup Buttons - H.oldup buttons are mechanical !:witches 

spcclally constructed to avoid accidental actuat5"on. So:ne of these switches 

require actuating two levers or buttons at the sa:ne time and !lOin£! have metal 

ridees ~hich protect B single button and require that the button be pressed 

at least 3/8"belo~'1 the protective ridge. This device in used in all priority 

arenn where there is public contGct, i.e. t bank officers dcnko, isolated or 

"crty sen~iti.ve [',uurd ponts) VIP suites, etc. 

.9 
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(2) Hold-up foot n:lil~ ". Foot rails are mechanic.:l.l switches 

specially constructed to be actuated by the foot and at the S.:\!I'le time avoid 

accidental actuation. Most floor rails require ~ subtle bu~ purposeful move-

ment of the foot requiring the user to rench under the rail nnd press I.:.pward 

'With the toe. 

Host butt:ons and foot rails arc also equipped with "Key Reset" device'S 

. ~hich require that a key be used to reset the switch after it has been actuated. 

Normally, the key is in the custody of the response force. 

Foot rails are used at ccsluer's station in banks, finance offices 

and e.xchanzes, isolated or sensitive guard ,post, etc. 
'<l 

f. Reat detr~to~s - Heat detectors are mechanical switches actuated 

by the prcse~1ce of beat. (See Figurc 10) The switches or thcrnlostats arc 

housed in a protecth1c metal shell or dome.' The heat detectors consist of 

a rate of ri~e section (which actu~ceD when the t~pcrature rise exceeds 

5 degrees in 20 seconds) and a fixed temperature section (which actuates when 

temperature exceeds a present level such as 1350 or 1850
). 

Heat detectors are used at places in the perimeter or on object 

protection 1 ... hcre burning may be anticipated as part of ElU cttempted entry or 

theft. 

3. Photo-Electric n2vi.c~$ - Photo-Electric devices consist of a t\]O 

part syst~J n light source or trar~mitter and a receiver. (See Figure 11). 

This system functions when the light beam betwecn the transr:littc:: and receiver i8 

totally or partially broken. The light trcnsmitter uses a modulated infrared 

10 
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r') lir.ht bema ,~bi.ch l.r: u$cc1 ir::. -· ... cad of visible light to prcv~nt :enloe alal:'LUs 
\. . .l 

0·' .. 

in the oyctClIl. 1.1.(~ht GUy ...... ~rnn5mtttr.d directly fro-111 trcnsmitter to 

receiver or 1t r..:;, Le bent .. o1rrors to achieve better coverage. 

'Ihi~ s)'f::tt..'";1 te UEicd u.:; ~~ part of the perimeter protection for low priority 

areas such as v<tT.chouaes a.::.~ z.tor<lge areas. 

4.~ V:!..b: ... .:.;:!fJ,1 D~tccti-.· :ystC::1.C - VIbration detection systE::!l12 consist . .. _. .~ 

of II control unit ccmtnit1.!.:-' .en r--..plifier, an' accun·.ulator and ll. power supply. 

(See Figure 12) Ih~ ~pli: ~r accepts a signal fr~ a group of vibration 

pidrup' c1C'\.~ice:a \lhich tn.ay b~: ,.:.ount~c1 on walls, doors or ceilings of a pro

tected pcriructc;r) and dri ~r'" the eccu:u-ulator circuits to a point i"here it 

triggers an al.:in:1. ~he p'i;; /;ccion sys te.:n cin~1ifier has an <ldjustable gain 

uo tlw.t the D1.1!:1ber' of im?',,; f:.;3 required to eause an elul.i:;\ is ndjuatable. 

The accull!ul.;!to~ c;U:cui.;:17 :./ ,:..: tr..c abi.lity to bleed be.ck to zero if th~ rp.(}t'irNl 

l1U:11ber of llipul:-;(:s is not: r _-:'c.iv(.!o ever appro:d.uately n 20-i:linute pe1:'iod. The 

vibrntion detc.cti0n !')'st(..1t. ;'.5 used to detect ottE::..llptc.d forceful entry through 

\.lalls, nnd ceilings o"f tUfJ ;,r.otect~d orea, and are normally installed in high 

p:i:iority perimeter protect ~ "1l':. Syste..LlS, i.e., arms storuge rooma, banl<. VD..ults, 

sensitive security ahCl oPtrt.:.tions areas. 

5. Audio Detection ~. /r,tc:mS .. Audio dete~tion sys terns consist of a (;on-

tiol unit containing <::on mn,' Jifier t an accum".llator and a power supply. (See Figure 

'i"he ruuplifier accc=pts a n If Illll from a group of audio pickup devices which are 

motmted on the vIulls of. It ,dotected area. The protection system ~plificr 

hn.s an adjusta.ble gain HII I hat the nUlnber of sounds required to cause nn 

" .. 
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alarm io ndjIJ::t:c.l;lc. ~ue ~ccuculntor circuitry hna the ubility to bleed 

buck to zero If the T. ~f : .. it·cd number of impulses in not received ovcr npprc:-:i-

rnntely a 20~:"il~utc pr ... ~''l.i •. The lludio detection system is used to detect 

tloundo epncrr:.tr:d by i, ~;:$!lpted forceful entry thrOtlgh walls, and ceilings of 

the protcctd [:.1:"'-'.:1.: "'~ are noroully l.nstnlled i11 11it,h priority perimeter 

(.:., er-'-s storag'e vaults and brnk v~ults. The .:luciio 

detection G:t8t c:a in v?" be used only in areas vhich G.re cc:'UplctclY,aQuIld 

proofed. 

6. c.'1.o,;{~it<l!!c'; '" }tcctiCnl SystC't.iS - CaP:lCit.:'..lL~e alarm systcmD CO>1-
------, 

sigt: of a c0:1trol t,;: / -; t-Jhicb. t;ill detect the appron.-::h or contact or un Dbjcct 

comine in rrcoxir..'.i t:t ,.0 the c~pacitartce grid or a cOLtaincr which is fm=i:d.t1g a 

o part of the t1Jnc.:i c.; .. cuit of the equ~?~u~nt. ~S~C fiburc l/.;.) 'this equ;'p.lt,:,.-lt 

is Def'..sitive to tr,( ; nCl'eacc qr the accrG:lcc in c~pc.ci.tc.ncc ,<han an object in 

introduced into tl,rr f.ield or removed fro:n the field of protection. \·/i:cn thiG 

occurs, en al.:n.'lJl ":7i ~ 1 result. Capscitcnce grid systems .c.re used to protect 

ceilings a Hindo\J v;,t,jlings, subst;nnda.rd doors, air ccnc1ition'i,.g and heatil".2 due ts 

in the perimeter /if the protected ar~) for object protection on containers or 

cafes uied for !lepf /ize of valuable mct'ch..1.ndise or clnscified informn.t:i.on. 

Thece Cl.pplicnt:Lon't lIre for both high and low pr5.ority areas, Le., sensitive 

sccm:ity OPCl.'ut1.(l1I1> .:lreas and vaults, arm,!) stot'.::!.ge ar~s, bu,nk vaulta, post 

exchange f.1on~y el11 ;,tll) etc. 

7. 
• <:: ~t:t()n II t ~ C t.lon ~)'s tC-:l13 - Motion detection sys tc!"'1lS ol?eratc on the 

blwia of dctccU III "doppler c£fcct ll by using D. device \:Jhich tr[!rl£n:ritlJ 11 given 

(~) 
frequency withl \1 II (:loneJ areo. to a receiver also located in the clo~;cd ;:,\r(~n. 
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A control unit detect::; C!.ny frequency shift "doppler effect" 'c.:luscd by n 
1 
1 

moving body mthin th£.! Held of 5urvci ll~nce. (Sec l'iljtlre 15). There are 

three basic types of rr.otion detection, the C1ajor differences bet\olCen the three 

arc the fl,:cquency uDed for surveillance. Thc follo'.,ing SystciUS ere those mO!Jt 

cOO1<nonly us ed. 

a. Sonic ~~e tr~ns~ittcr used in this systco emits a continuous 

, audible signal to foro the necessary wave patterns to fill the area protected. 

The sonic morio!! dctc,~tion sy::;'ceu is used. in both hi8h andlCl\l priority arcB. 

protections, i.e., wa:ehouses, security vaults, etc. Limiting factors which 

must be considere:d bciorc usi.r:S this ~ystCill are y]he.thar the audible Signal \,'ill 
'. 

be nn annoy~ncc to perso:lncl "bo m.a)' be required to \wrk in close pr.:>:-:imity 

o to the SYSt:e::-l, vi: .... ;~1c"Chcr the system will conflict \·;iti1 PGdm.~t:.;r Pj,,-Ctccti-on 

d<..'Viccs such as vibra::ion and .:ludio dct£.!cLioa syste:.:!.S. 

b. U1trt1-50~ic The tr~nsQitter used in t.his,syst~~ emits a si~n~l 

above the. audible runge of thr.! h\..!:.:.an e[J.A::'. The ultra-sonic motion detection 

systc..rn i~ used in both high and low priority area protection, i.e.) post 

exchange store 1:"00"'..15, ;'lcapom; stor~ge arc~s, sensitive operations areas, etc. 

The presence of extreme air motion turbulence and/or temperature inversionS . 

should be avoided for stable systcrJ operation. Areas' containine water pipes, 

air conditioning or h(1;:tt ducts \lhich inj'-!ct vibratiol1 or cause a tiudden flo\J 

of air mnss should ~lso be avoided. 
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C. Hic"'()_"!lV~ - The. trnnsGiittcr \.lsc,d in this nystc..:u operntes in 

the micro-Helve frequency rc~io~. The micro-~Jc.ve r.lOtion detection Dy!>tcm is 

. . 
used in both high and lO\J priority arell protection, i.c., auns storage buildinGs, 

",«rehouses ~ oef'.sitive operations ~rc.a!> and conferencc roo.M, etc. 

III this sys tcm d.:!fini tivc micro-v,'c..vc pattr::tus nl."C created. Thcrcfor·~, 

several units may be required to give. totnl protection. 

c. APPLICATION 

Figures 16 through 24 prov:!..c1zs gcnerc:.l guidance in understc.nc1ing the 

application of cquip~~nt to ~cet sp~cific needs. 7~ese illustrations should 

not be consiG~recl ae sc~ndard3 fCr ~ll field applic~tions since particular 

'. 
cquip:.lent needs are d(;;::>c;.~c:.cnt upo::. ti.1C ir.do-or ~ .. nd ol..~Goor euv:i.ro~~nt, strt.\ctu~;lll 

O· dcsis;n of tr.c protected ~r(!..:..) tone ty?:=.::; of it.r'""'1 CI bC~l.g pro'Cccteci • 
. j; 
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Section III 

FACILITY SURVEY 

1. GENERAL: Intrusion' detection alarm devices, systems and 
. . 

equipment are similar to fire alarms, sprinkler systems~ safety 

'alarms and other intangible integrals of a facility in their 

relation to engineering economics and justification. Such alarm 

systems serve to protect life and property and contribute to the 

preservation of productive capabilities, essential resources, 

and defense posture in a manner not necessarily proportional to 

the tangible cost of the facilities to whicQ they are attached. 

o The cost of alarm systems should be evaluateci "in relation to 
" 

the expendability of the materiel resources they are employed 

~ to pror:ect, .. -ather than the. r·eplacement cost '0': the building 

structure or obj~ct in which they are installed. Due to either 

the intangibility of the protected resourcea, or ~he value of 

~ateriels ~o be store~, the cost of the ~~ilding or structure 

may have an inverse relationship to the cost of the alarm system 

best suited to th2 situ~tion. Us u .')11 y, : in C€2porary be5 ldings I 

economical physic&l barriers or substandard containers will 

raSuire more sophisticated and reliable alarm systems than woulfl 

be ncc~ss2ry foi ~oie durable facilities wi~h so~e inherent 

protec~ive features. The practice of some planners to promote 

a fixed percentdga of budgeted cost of pr0?oseci'facility for alarm 

~- 3yste~y and other ~ecurity' features) wittout due regard to intan-

01.'C':lom:icEl f.:C·C·ll'ity ()PGt'a!":i.on~. Tr.c s:i.~ .. :;'l:i:'i.ty heth'cen intrutJio;'l 
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detection alarms and all other types of alarm systems is somewhat limited 

to economic justification, technical practices and fund~cntal concepts. 

~nere is one predominant factor which differentiates an intrusion detection . . . 
system from any other type of alarm system, ,e.g., the incentive that exists 

for surreptitious· compromise or covert disablement of the system and the 

benefits that could be derived from such a criminal activity. 

1.1. UTILIZATIO~: The decision of whethe4 or not to employ intrusion 

detection.systems for any given security interest can be made by·analysis of 

basic considerations. such as: 

1.1.1. Availability of guards or other designated personnel to 

respond to alanns and to ta~e appropriate protective actiol~. 

1.1.2. Av~;ilability of alarm systems or equip41eut to meet the 

fi~eo.s of tile local situ.atiou. 

1.1.3. Advantages, in cost, ~vailability a •• d op~rating conveni(::11ce, 

of an alarw sys~~ over other physical secu~ity meesures which could be 

L1.4~ Tee ''4eCessity for provic:i.ing supple=.ental aids or adjuncts 

for g~3r~ forces where ~nysical oarriers are not ~cquste or cannot be 

utilizecl. 

l.LS ~ Secu.:ity o~)e:.:~tio41S and efficiCl-.CY t;dould be (::uh.::;.nced to a degree 

COlllJner.$t1r.::.te \vith the cost oE i?roviG.ing~ operu'::ing, ·and mainto.ining a sui taole nli! 

s:ysteli1. 

1. L6. Tc,e loctil cnv:i.ron!nen~ end oc~up.:.·.1cy of t:·!f:! pre.-.;iscs arc 

16 

.~~~~"'''''r.·r",; ........ ?'''),~, ~.l!'i"'" '''''''''''~.'i.S;,~:.it!lr,.'·l..!,.'!~'?I!''·~~~'~~'.4·····eq>~1,.!, .... 1!fit" ... i( .. ~ ... "'t't,~'lPI?iB't,.w •.• i$"""""""'''''~l 

~ 



. '.~ 
r. 

,', 
" 

0:" . ' 

' .. ~~ 
.. ~i ... ~, 

1.1.7. life c.=-:?cctancy of the systc<I 

0-.:' flezi.bility of the ~qu:Lpi~cnt ;:0 be p::,o=ured will be Bt.\ch aD to vurrnnt 
; :.0 

thQ c~penditurc of fur~s ~cqui~ed. 
;'u 

1.1.8. Prti!c.sutiv'nS cr-..at e4Cessivc Olnd utl.."'le=cssc.ry security IDQ.?.sur.:"::, 

are eliminated or reci.uc~d to reslistic <lnd practic",b1e levels of security 

rislrs. 

1.2. seo;:-;,::: The dcterwinatiou.of the cc~~lcxity, sophisticatiun. 

the ~c~t. difficult decisio~ faccj by the pl~l.r.ers ~"d dGsigncrs of int~~Gion 

alarm systr-cs. l·:rr:.Ct.:'H:ii.: to inclt:de cc-,.,-, ... ::.:i.c3::ion.:,-;, acC~5G controls, e~it con:::·~:.s. 

and 'li.su.::!.l surveill.:iuce of p:co;:cctcd r':!s.:;'.n:ccs in t.:::8 iutr:usion detecticn {i.i.~::.::l 
'. 

o£fice~. Ge:...:::.::~l:y) it \. ... ;;;':;'1 'D~ core ecoG.0::U.c.:ll to dcsiSOl a c0:!1plete CC,:!-

lo'::~l s(:::ux-ity in.tere:rts O:l ·.:he Dazis of 

17 
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particularly those intl.'usion .detection alarm systems for sensitive lnstal-

lations should be of comprehensive desinn to include all essential features, 

parts and components required for the specific service; Acquisition sbould 

be completed in ~ single procur~cnt ~ction to insure compatibility of 

characteris tics and standardization of co:nponerlt parts. 

2. PERFORNANCE FACTORS: 

2.1. CPARACTERISTICS: The performance" ehara.ctc;:istics ·to be required of 

an intrusion detection system must be designed in relation to the enviro~ments 

under ,\'hieh it will be operated. There is no 0ne system that will satisfy all 

requira-ncnts. Each type or detect"ot', annu:lciator a.nd signal circuit has been 

designed for certain intended ap?licatio~s and" has peoven satisfaccory ~Yi.t:·~in 

concise objectives and intc~ded utilization be ~~prcss~d, and per£o~ancc 

characteristics be specified if ru~<i8~~ design efficiency is to be realized. 

2.1.1. E1"'VIRO;~Sr-jT: The cl'wirol1l:lcntal data required for design 0: 

intrusion alarm systems or selection oi d~~ection media will include the 

fo11o'toling: 

2.1.1.1. T~npcrature (average and high-low extremes), 

2.1.1.2. Noise level (aobient and extreme), 

2.1.1.3. Hihd loading (air velocitie~ and continuity for indoor Sy6 tCClS -

maximu:n velocity for outdoor systems), 

2 .1.1.1.. Vibr.?tion level (ambient, extreme, and c.)';trnneOuB influencC'.!:: to 

be tolerated L 

2.1.1.5. Rain[.:\ll (maximum intensity for outdoor sy5t~mn), 

0'·1 
. -
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- 2.1.1.6. Snow cover (\"ith applicable outdoor systems), 
.,. 

2.1.1. 7. Elec troiilllnnctic Field (operatinn £requencies, ampli tude and 

magnetic field streneth of other equipment), 

2.1.1.8. Frequency Allocation (for RF doppler systems), 

2~1.1.9. Unusual conditions (any extr~~e co~dition not usually associated 

with the type of f~cility) and, 

2.1.1.10. Light intensity (day and night - lliinicum and ffiUxirnum for optical 

or image systems). 

2.1.2. SUrpORT' F J.CILITIES: The type of constrcction to be supported or 

supplc~cntcd and the avcilability at utilities to suppor~ the alarm system 

should be recorded .• " Il,fo-.:"!'J:1tion needed \dll include:, 

2.1.2.1. Po~:c:- :::u?ply (voltune. frequency, pltat>t::i and distribution), 

2.1.2.2. Cable facilities (existing br. future telephone or. other 

signal circuits to be u.scd or furnished fo:: alarm trc.n!:::::lission). 

2.1.2.3. Construction (type of fence~ barriers, walls. roof, floor, etc.), 

2.1.2.4. O(!enings (nunbar and type of gates, doors, windo'-1s, vents, etc.), 

2.1.2.5. Space (area or volwne to be covered, and 

2.1.2.6. Description (plans, drm-Jinns, or pic tures showing details of 

£ea.tm:es) • 

2.1.3. EXPOSllitE: .System e::posure to unauthorized personnel \>7ill influence 

design of tamper resistance, test features, co:nponent construction nnd locations. 

Other importnnt data includes: 
" 

2.1.3.1. Clas.sification (clearances required for deSigners, inotallers, 

servid,nn, etc.), 

o 2.1.3.2. C.:lble circuits (description of type, g~te, Herinl, undernround, 

cncnn (:mcnt, rou ting, con:,nercial. or propric tary) J 

.19 



2.1.3.3. v:irin2, (rc.qui.r(::;';)(!nts fo.: intcrna.-l ~lirinr.-c~",duit, concealed. 

c!xpo~ed, tampered, etc.), 

0.; 2.1.3.4. Locution '(describe or show location of prin~iple co . .'nponents), and 
.~ .,., 
"' \;~. 2.1.3.5. Personnel (technical competence and reliabi~ity of personnel 
~, , 

:; .. ~ who \-..li11 operate and support the alarm system. 

2.2. REt:L"illILITY: The relinbility of the intrusion detect.ion alarm system 

is its true measure of worth. The required characteristics should be expressed 

in te.rr.lS of perfot'U1..:lnc(" since the specifications arc provided in Section IV', 

S~me features and previsions that will influence the system reliability, and 

consequently' of interc"t to the'secu;:ity officer, are: 

2.2.1. Fail~s..:..fe - degree to y]hich system pcrfo"J:iil5.l1cc need be self-

supervising. 

2.2.2~ T~pcr Resistance - dcg::ee of inherent su?e~~ision against 

'i 

~ t.;uupcring V.I. 6UL/..~~):.:it:io\.ls cC.:lpro:nise. 

2.2.3. Test Features - re~uir~ent for remote or local t~st, manua,l or 

autOll1acic. 

2.2.4. Service Cycle - ce:::n ti:Jle before failure (HT.EF) operating hotl::'s 

bct'l>7eCn CO:.l?C~1ent repl;;;.cc:.:;ent: or I!!.:ijor .:e?~irs - calculated. 

2.2.5. l\\.1isccL",cE: Alc~rms - Y..a:,::"r:($.1 ml:ii.bcr of r;.t.isance alat'l4s, fa.lse alarms 

or failu.:cs of ~ny cause that can be accepted during a speciiic period of time, 

o.e., ~l~rrns per circuit ?C~ yE:~r. 

2.2.6. P....'1.int.:lir • .:;.bil.ity.;.. ease of accc.::s fcl.~ I1l.l.i~tE:nanc.::) componentizo.tiof:, 

modulari.ty> l(~vcl of cOClpcten'c~) etc. 

2,,2.3. to ;:,e fU,[Cl.1-si-Led. 

SP,:l1:C Part:s - p.:ll:-t3 and ~lpecilll tool::. to be l.:llrni.::.hed w-l'Cn SystClTI 

. 20 '. 
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2.2.11. Supervision - installation supervision to be f\\r~-:.ishc.d by 

" 
111unufacturcr or other CCii1p03tent [.uthOl:ity. 

2.2.12. r~~fo~~ncc Tests - list te~tD to be perfo~~d prior to 

acceptance, including the detection fector. 

2.3. li"T:tLIT.x: The utility of an intrusJ.c,n detection alat'"' .. 1 system H1.11 be 

measure.d by the ou.;n of its att:i:ibutes (to,.lal·d guard force efficiency) e.G weigt1ca 
., 

against the li~bi1i::ies of cost and care. In <l large me<.lsm:c, alaru. ay!:ltCi:lS 

., 
exhibited by its ~~tend~nts. For full utiliza~iun a 8yst~~ should have th~ 

follouing atc·.ctbiJcc.,<::: 
" 

2.3.2. 1·:0t:iv:.l:ion - ala;::4 signals should be clear an4 concir.2 s 

2.3.3" Co .. ::inuity - cou'C::'i.:"..:OU':; lI:':ull time" pc:::-:':o"c:r.<ince is essem:ial -

to COV8r th2 

of recoxd or antici~ste6. 

2.3.4. Conv2.i":'8:.c2 - 3.11 o?.:;;~~-.:in2 controls ShOll:!.·-j bJ:: ccnve~iicntly 

located ar.d iGeL~i£icd. 

o \J~ll : .. :i :i.r. .. " \.': .. :....c~ ::..r ;i.s J..oci.J.t;(;d. 
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solicited 4. :( mo~~ ~pproprinte for the environment since each system 

!ws' ~:t i_~t,:tui;.. t r ~md U;uitetion. A priDJ..ll.ry factor in selecting the 
-, 

appropriate co~ponents to c~nprise the system to protect a given area is 

the environment of the protected area. Environoent is considered to be 

both the structural c~~racteristics of the protected area as well as its 

physical location in prc~imity to other activities in the adjacent ?rcas. 

'Since the detection signals eminating fro::n motion detectors can penetrate 

soft construction ~terials, the degree of [hlrdness of walls. floors, etc., 

are of primary concern. Requirenents for motion detectors will vary, e.g' r 

in so::ne instances, the protection of vaults, like other secure areas, may 

require ::>:11y the application of vibration detector on the walls and 

ceiling, plus reaenetic s~itches as well as a heat detector on the doors. 

3.2. The check sheet is p;:O'.'ided for zuidz.ncc', Should ~ qs;i n~ 

activity requi:re. advice on detcrc.ir..ing the ade:clua,cy of their proposed 

selection of equipment? the local enginec:ring support office should be 

consulted. If this is not possible) a eopy of the check list plus other 

pertinent data st0uld be fon-larded \:0 One of the t1i1O DA laboratory f.c.cilites 

mentioned in paragraph lb, S.::ctiou VII, with a copy to the fltG, DA. 

4. Systc:;n CoDt Estir:lates: 

and installation of i .. tnlsic~ ~.::tection equil'::nent is the es timated coots 

durins actual contr~ct hcgot~ations. ?he follo~~ns estimates are based upon 

22 

~-,.. ..,~.". 'II , 
> 



'. 

, ! 

\ ! 
, I , . . 
. , , 

, j , 
! 
I . 

! I 

1 
I' 
I' 

il 

11 
" I , 1 

I 

o 

ITEH 

~wtion Detector - (Per zone, includes standby 
power for 2Ox20 it coverage) 

Ultrasonic (Single unit with control) 

4 Pickup 

~licrowave (OrLe detector) 

Control Unit 

j\1.1clio 

Photo Electric (Single Pair to include transmitters/ 

Receiver/Access Secure Unit 

Vibration - Control Unit 

Vibration Detector 

Capacitance - (Approximately 3 ducts) 

Foil/Protective wiring 

Control Unit 

Holdup Devices 

Push Button 

Foo::: Rail 

Pan\:.ls -

Per Zone (Included Labor and &.~dwork hookup) 

Class A -" 

C -
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COST 

[$900.00 - l J 500.00 
I 

600.00 

100.00 

750.00 

250.00 

1,000.00 

1,000.00 

800.00 

300.00 

\ 30.00 

700.00 

2.00 sq ft 

7~j. 00 " 

150.00 $50 ea addt'l ~ 

175.00 1st unit 
75.00 ea addt'l unit 

500.00 

175.00 

125.00 

" 
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A. 
~ ITEH 

Connole Honitor 

Sit:lgle Zone 

2-10 Zone 

10-20 Zone . 
2Q-.50 Zone 

-Wire 

Rigid Conduit 

EMT 

Single Open Run Plain Hire 
(Wire requests/cos~ must be considered on one pair 
basis per instruuent bet:\'leen zone and panel) 

Emergency PO\'ler Indicator (Per Zone) 

Event Recorder 

50 Zone 

100 Zone 

200 Zone 

Telephone System 

Basic Unit - 10 Zone 

10-50 Zone 

Heat Detector (may be connected in conjunction wi 
another control unit locatp.d in 
protection zone) 

(Above prices include 12 hours standby power) 
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COSt 

$500.00 

;~, 000.00 

3,500.00 

7,000.00 - 10,000.00 

3.00 per root (C05 

vary by size 

2.00 per foot 

.1(i per foot 

150.00 

6,000.00 

7,500.00 

10,500.00 

1,500.00. 

4,500.00 

35.00 ea 
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1.1 scoP!:: This specifIcation covers the requirements for 

Interior Intrusion Deteclion Equipment and is intended for 

procurements involving Interior Intrusion Detection Systems. 

1.2 TYPE OF SYST[~: The Interior Intrusion Detection Equip-

ment describ(,d in this specific.ation is of the proprictnry or telltr,,; 

type designed. to trans~it signals automatically over electrical.Iy 

sup e r. vis cd 1 i n e s f rum d 0. tee tor S .L n s t a 11 e c.I i 11 pro t e c ted are a s t 0 ,\ 

TIl 0 nit 0 r f 0 c i 1 i t Y 1 0 cat e d i ~ the If. 0 nit 0 r i n g Cl tea . . 
Dusign of the Interior Intrusion Delectio~ 

o System and its components s~1al1 be basically conservnlivc to 

insure that the system is inherenLly stable, dcfcat-rcsistonc, 

fail-safe, durable, relinble, and suitable in every respect for 

satisfactory, long las~ing, and continuous operation. The dcsi.gn 

shall be such that it will require a minimum of maintenanc~ and 

adjustments. The system shall not have more than one nuisance 

a 1. arm per \oJ e e k i r Or.1 the en l ire s y s t e m d uri n g con t. in LI 0 U S 2 II h 0 u r 

a day 0 p C' r n t jon II n d c r (l. ~ 1 a II fl:1 tl ] V n r i (l. t :i 0 n S 0 f II sec 0 n c1 i l i () 11 s . 

I nod d it: ion > • t h C!' S Y s l: ems J I :l 1 1 b e sod c s i g ned t b [l t rt n a 1 a r 1iI \.!i J 1 

11 e in i tin t: t2 cl \\'1\ C n (\ nyc ire 11 it, po \H! r r. u p ply) 0 r COl!) P 0 n (~n t· f <1 j 1 :; 

or agt::; tl) !::uch an extent as·to nulljfy t'he I.?f[ectj\,,~'n(css ot 

t h L' S Y ~; t e 111 • R L' !:: tor n t ion L 0 11 0 r m a 1. 0 P (. r (l. l ion s 11 a 11 11 0 t.. b e p l) ~1 S i h .i. I; 

until the fnull is corrected. o 
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1.4 ELECTRONIC COUNTER~II:t\SUl~:E (EC~O VUL"NERABILI:-Y: Interior 

Intrusion Detection ~quipment shall be so design~d anti construct~J 

I 
as to provide maximum practicable invulnerability to electronic 

countermeasure action. Techniques and circuits utilized shall be 

those which will more effectively reduce the vulnerabiljty to 

countermeasures. 

1.5 STANDARD PRnnUCTS:~ll materials and equip~ent in the 

Interior Intrusion Detection System shall be new and of standard 

ijesign or model, the products of manufacturers regularly engaged 

in the production of such equipment. In addition, they shall be 

the manufacturers' latest standard ~esigns current at the time of 

delivery, except for such modifications from manufacturers' 

stand.::!.rds .:lS may be required to c.on£or'11 to spacificdt.i.UI1 c~quirc'-

ments. Where two or more units of the same cl~ss of equipment 

are required, such units shall be the standard products of a 

single manufacturer, but all of the component parts of the 5yste~ 

need not be the products of the Same manufacturer. :'1 a n u f act u r e r 5 

shall he so established in the industry that prompt and continu-

ing service and delivery of spare parts may be assured. 

2. TECHNICAL REQUIREMENTS: Interior Intrusion Detection Systems 

furnished under this ~p~oification shall comply with the followin~ 

Xechnical requirements: 

2.1 GENERAL: All components of the system shall, as n minimur", 

conform to the following general requIrements: 

O· 
.. 
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i ~ ; 2 • .1 • 1 H 1\ I N T t\ 1 11 J\ B 1 LIT Y : _ .. _._---_ .. ,.-.- .. _,,---- » e v 1. C t! B :t n d l! q II j P 11\ l' n l' ~ s h ,,) J.I b (' 

des i g n c cl l\ TH.I con 8 n' 11 C t e tl t 0 [a c i ). j t;l L l' nl 0 d u Jar, II 11 l t i zed, c 0 11l -

i 

'; p 0 n c n t rep). a c (' til l' n t t (1 t h (' m .1;-: i Ii) U 101 ext e n t f e <1 sib 1 e . Components 
, . . 

shnll be so ar.ranC8d and assembled that they nrc readily acccs-

',j 
sible to maintcn~nce pursonnel without compromising tile dcfent-

j 
res~stance of the system. Controls nnd adjustments inside 

-I 

1 
1 cnclosurcA, rc~uiring manipulation hy maintennnce personnel, 
i 

shall be readily visible and accessiblr- \oJitlt minimum discl.ssvmbly 

of the equipment. 

2.1. 2 INTtRCnA~GEABJLI1Y: Like units, assemblies, sub-

assemblies, and replacecble parts shall be physicnlly a~d 

f II n c t:i 0 [W 11 Y '1 n t ere h a I! g e n l> 1 e as com p 10. t e it el,l c, \! it h 0 u t mod iii-

o cAr; () nth E' " (. (1 r, u t: CJ [ 0 t h L: r ,. r tic 1 c's t,.J i t h ,; rd, c h the i t e r:: .s are 

used. Individut1 itens .shall not be haed-picked for fit or pe~-

formancc. Reliance shall not l>e placed on any unspecified 

dimension, rating. charteristic, etc. Subassemblies and parts 

shall be readily replaceable in the field. 

2. L. 3 SOLDERlil:G: Soldering shall be consistent with the 

best commercial practice. 

2.l.,ll HORK:'I;\XSlIIP: Workmanship shojI be consistent witb 

the befit commercial pract.!.ce. 

2.1.5 CLEANING: After fabrication, parts shall be cleanc·d 

i 11 it ceo r cl a 1'1 c e \>/ i t 11 be::; teo m l1i C r c i ;11 11 r [l c t j c e . Cleaning rrDccs~0~ 

slwl] not have any dl~trjmcnLn,l effect upon opcr':Jl ion or \.ll~ 

system. 

o 2.1.6 FTrHSH: 

en c lOB u res, C.:l ~d 11 n lS, n n dot 11 e r j l U 1:1 S 0 r e CJ u i P 111 V n L ~; 11 ~I 1 1 lll~ 
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thoroup,hly cleaned, and shall L>l.! e!cy ane! free [rum all scale, 

oil, grease, dirt, and rust; nlso, those surfaces shall be 

painted as soon as practicable after cleaning. Ferrous sur-

faces shall have a rust-inhibiting primer, after.which all sur-

faces shall be p;-ovided with not less thnn tHO coats of syntheLic 

enamel or baked-on enamel. Primer and finish coats shall be 

applied in accordance wiLh approved commercinl practices to 

assure complete :overage and durability of the finish. The 

finish coat, whe~ dry, shall be an even surface, free from 

runs, sags, or ether blemishes. Unless otherwise specified, 

exposed surfaces shall be qf the manufacturers' standard color. 

2. L.7 MISC~LLANEOUS ~ATERIALS: All materials and com-

ponents not definjrety specified herein shall.be of the best 

quality used in the manufacturers' hormal commercial produc:ts. 

Materials and components shall be free from defects and impcr-

fections that effect the safety, serviceability, and defeat-

resiStance of the finished product. 

2.1.8 ENVIRONMENTAL REQUIREME~TS: All components shall 

be capable of full operation under the following conditions: 

2.1.8.1 HUMIDITY: Up to 85 percent relative humidity. 

2.1.8.2 TEMPERATURE: Any ambient temperature in the 

range from +32 degrees F. to +120 degrees F. 

2.1.9 MANUFACTUREUS NAME PLATES: Each major co~ponDnt of 

the system shall have the lULlnufacturer's name, address, name and 

28 



41 ( fix c din 5 u c h a nl .'l n 11 t.' r a s top r. e v (! n tid e n t i f 1 C .:1 t ion oft h 0 

unit without removinc the cover or opening the door. 

2 • 1 • 10 L 0 C K S A N D KEY L (I C K S \H T C 11 E S : All lock and key-lock 

switches required to be installed in the system shull be of the 

round key t'ACE" type. All kc·y lock switches 511.:111 be keyed 

differently and two keys furnished for each switch. All locks 

on equi,pment and power supply enclosures for mainLenance access 

shall be keyed a1ikc and t\-.'o keys furnished fur the entire 

system. The contractor slt.,ll l~xcrcisc every prccnutioll to 

protect tho ~ecurity uf these kl!Ys. Upon completion of the 

WOI.i<., Lbe kl!Ys, Ill- U tJ e L" 1 Y LCig~! t·cl " sltall be c1el.ivctl,"rl 1.0 r jl (' 

contracting officC!r. 

2. 1. 11 RELAYS: Ligbt-duty relnys and sin: i 1 <I r deviCeS shn11 

have dust covers which pro~cct ngainst fouling by dust or other 

matarial which may adversely affect their normal operation. 

EquipmenL hOllsing:: 

and cabinets shall conform to the following requirements: 

2.1.12.1 CONSTRUCTTO~: Enclosures for monitor panels, 

power suppli0ti, tcrrnin31"cnbinets, detection 0qulp~cnt and 

o t 11 0 r s y ~j t l'1ll COin po n en t!l S 11 3 11 be S 0 f () r 111 e d all d ass c: m b 1 c: tI ;'1 ::-; t Cl 

to \"hJ.('h they arc likely to he subjected. They ghall be con·' 

::;t rueted of ::hcet steel anJ ~;h,111 ue not -less t hnn ~u. 16 U. s. 

o 
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~nlcre doors are mounted on hinges with exposed pins, the hinges shall 

be tack welded to prevent rendy rc-.noval. 111C latch edge of movable 

covers or doors shall be <;quipped mth a lock which meets the require-

ments of paragraph 2.1.10. of this specification. Where the latch edge 

of a movable cover or door is 24" or Clore in length, the door ahnll be 

provided Hith ty,O locks D which mcet the requirements of paragraph 2.1.10 

of this specification, one located near each end. Any ventilator openings 

in enclosures and cabinets shall be protected by internal baffling. All 

doors shall be flan~ed to preveqt ready ac~ess to the interior of the 

enclosure until the tnrnper device has actuated. 

2.1.12.1.1. EXPOSED TO 1 .. :EATHER L<)CATr.O~iS: Enclosures for use 

in exposed-to-\Jeather locations, shall be 'of weatherproof construction 

which is suitably protected against corrosion. Any unused ~hreaded holes 

or hubs shall be closed with threaded plugs' \·]hich cannot be surreptitious ly 

removed from outside the enclosure or fitting. 

2.1.12.1.2. PROTECTED LOCATIO}~: Unless otherwise specified, 

enclosures for use in areas which are protected from the 'oleather shall 

be mounted in general purpose enclosures as described above. 

2.1.12.1 .. 3. HAZARDOUS LGCATIO};S:' Enclosures for use in 

hazardous locations shall comply \lith applicable articles, clauses, groups, 

and division of the National Electrical Code. 
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2. ] . - '/ ? 
-' - '1' , '.' " I.' T' .S \-., 'j' '1' r. 11 J~ S : 

~~~-'-----'-----
Enclosures ~hali1 be provided 

:,t:!ro.tcd, corrosion-resistant 

~n alnr= signal when the door 

tamper s~itch~s arran~cd 
I 

or cover l is moved as 

much as 1/: . from its normally closed position. The tamper. 

s • ..,ritch 5h.:::.. remain inaccessible until it has activated. Tamper 

switch no., - -+:.ing hard\.,rare shall be concealed so that location of 

. the .~ \.] i t cr. r: ann 0 t b e vis u a 11 y de t e c ted £ r Dm the ext e I' i a I' 0 f t 11 e 

enclosure. Tamper switches shall remain under supervision at 

all times) \lhether th<2. circuit in \·.,hich they are installed is 

. d fl. " in the aut:.or~ze .~ccess, or IIS ec l.lre" mode. Tamper s\<'i tches 

on doors ~ijich must be opened to make normal maintenance adjust-
'. 

m(!nts to f : j C s y s t C!:n and s e r vic e the ? 0,,7 e r sup p 1 i e S , shall be of 

h h ,', u :c 1-set, a 1 .. t Ow at i c I e set L. i P e . t c pus , 

2. I . j 'i ? 0 \.: I: R S :: i' P LIE S : Power supplies shall o?crate normally 

on he pow"( supplied at the protect~d area, and shall be capable 

stublt. o?0r1:ttion if the s1.:;i?ly v~ltage varies between 102. and 0;: 

VAC and/r/r the fresuency varies between 58 and 62 Hz. A battery 

1 11 b l/rovidc(! to operate the systcw for a period of 12, s ,::. (' 24 , 

36, or 4/1 hours whichever is specified in the system requircnents. 

Tr.L! i)i.itt 1 ('J shall bC! of th", scaled nickel-~adl~liu:n, lend (lcid, or 

T Ii epa \,J \:. r s II P ply' s h n 11 be s a a r ran g c cl t hat: : 

i' • J .13.1 The battery is maintained fully chnrg~d at all 

tim c'~; 1,1: 11 l\ A Cpo VI L'l: is n v [l i Jab 1 e . 

:l, .13.2 

J • 1:J • J fl (,' t L' eta r s <! l: t 0 r:\;1 tic 4l j 3.) t r i Ins f C' r fro 111 A Cpo ,.! (! 1: 

t 0 b :.1 l I ,'r y p 0 \"'-' r w h (~ n c vcr t 11 e (' 0 r mer f ~j i 1 s, a n cl ret u r 11 ~, t 0 A C 
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pO\ver upon res tora tion of that power. 

2.1.13.4. Alarms are not initiated upon transfer from one power 

source to another. 

2.1.13.5. Provisions shall be made to provide a Gignal which 

tna.y be used in tue monitor cabinet to indicate loss of AC pOlver. 

2.1.14. Rt.:L~OTE TEST: Detection equipu1cnt shall have the capa-

bility of beinn r~otely tested from the monitor cabinet. 

2.2. DETICTION DEVICES: Detection devices shall comply Hieh the 

follo\'ling requireme,(ts: 

2.2.1. ELECT RO-;·SCl! .. \NI CAL DEVICES: Electro-mechanical devic es 

shall provide an ala~~ signel when the electrical continuity of the devices 

are interrupted. 

2.2.1.1. ACCESS/SI:CUI'\..E CO~~OL T.J~nT: Electro-mechanical 

devices shall be equippL~ with tin Access/Secure Control unit to provide 

the proper line termination for the monitor'system, and any po\~er required 

by the device. 

2.2.1.1.1. ENCLOSURES: The enclosure shall comply with the 

requirements of paragraph 2.1.12 of this specification. 

2.2.1.2. l1...Il.GNETIC SHITCH:. The magnetic svlitch shall operate 

when a macnetic field is brought.in close proximity_ In addition, switches 

shall be of the Hennetically Sc..qled, Reed type which shall Ylithstand a 

minil:llrll of,SO,OOO activations without failure. 
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2 . 2 . 1 . 2 • 1 S I ~! P L 1': ~I A G ~: E T T C S iv IT Cit: Th e s im p 1 C! :;.11~ net. it: 

switch shall be of the type which opens and'crosses or opens 

and grounds the circuit when activated. 

2.2.1.2.1.1 The switch and magnet shall 

be enclosed in an unsupervised housing of plastic, cast nonferrous 

metal, or any natarial providing reasonable protection against 

water, dust, etc. 

2.2.1.2.1.2 PERFOR:1A~C E : Simple magnetic switches 

shall be mounted so an alarm is initiated whenever the latch or 

lead edge of tbe enclosure on which it is mounted is moved as 
~ 

much as two inches form its closed position. 
'. 

2.2.1.2.2 HALA~C~D XAG~ETIC SWITCHES: The balanced 

o magentic s\li~ch shall be of the type ~lhich opens and crosses, 

or opens and grounds the circuit "Then actuated. The svitch 

mechanis!:l shall be of the balanced' magne.tic type. It shall 

in~tiate and alarm upon increase, decrease, or atte~pted substi-

tution of a magnetic field applied to the switc~ when in the nor-

mally secured position. The mechanism shall be internally adju~t-

able so that the operating gap between faces of the switch housing 

and the mav.nL:t housing may be adjus;ted from 1/4" to 1" to accor.l-

modate installation variances. the switch shall be protected to 

prevent damage of its contacts from voltage or current surges. 

2.2.1.2.2.1 E~CLOS~UES: Switch and ffiognets shnll 

be housed in weather proof bQXCS cast o[ nonferrous metal. 

of thv hub r y p {!, a ;:- s h ;j 1 1 Ii (l vet h r C' n d e d :. h :ll1 b C' o 
hod:i.,;;. The· I~ il : 1 ~; .: r. ,: !; : I :l 1] r. (1 t b crc.1;i i 1 Y c .~ v t; r \.1 I t h L' ,.;.1 ;:'., n .:: t 
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removable. Covers of cast aluminium swiich boxes shall be secured 
i 

by stainless steei screws. The' switch boxes shall have flanges , 
I 

cast into the housing which prevent access to ~he interior of the 

housing until the tamper switch has activated. Tamper switches 

shall comply '\vith the requirements of paragraph 2.1.12.2 of this 

spccificlttion • 

2.2.1.2.2.2 PERFOR~ANCE: Balanced magnetic s~itchns 

shall be mounted so an alarm is intiated whenever the latch or 

lead edges of the enclosure is moved as much as one inch from its 

closed position. 

2.2.1.3 FOIL: Foil 'sh~ll not exceed 1.2 pounds in 

tensile strength and shall·be capable of carrying a minimum 

c U !" r e n t 0 f 60 mill j. amp ere s " at 60 vol t s wit hat em FE' rat; 11 r'" -.: i:, J 

of not more than one degree centigrade. Foil shall not exceed 

1/2" in width for the protection of glass panes, or one inch in 

width for protection of opaque barriers such as walls, partitions, 

and door surfaces other than glass panels. Adhesives and coating 

materials shall be resistant to aging, moisture, and temperature 

change. The performance of the foil shall require that is 

initiate an alarm signal whenever circuit continuity is interrupte 

2.2.1.4 PROTECTIVE WIRIXG: Pro~ective wiring shall 

not exceed 4.0 pounds in tensile strength, and shall be capable 

of carrying a maximum of 60 milliamperes at 60 volts with a tem-

'perature rise of not more th~n onc'degree centigrade. Hir ing 

sha]l be no longer than 30 AWG. The wiring shall be continuous 

~ith no splices from one connecting point to another. 
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The pcrform.1l1ce of the protective wi-ring shall require that it 

in i t i at£! a n a 1 a r rn c 0 11 d i t jon 'vi hen eve r the pro tee t i v e tv i r i n g c i r -

cuit continuity is interrupted. 

2.2.1.5 HOLD-UP DEVICES: Hole! up dcvicns shall actuate 

an alarm signal when operated, and shall lock i.n the si~na1 until 

manually rest with a key or similar device. 

2.2.1.5.1 PUSH BUTTON: Push button devices shall 

consist of a housing \vhich protec·ts the device from accidental 

activation, and push button which may be easily operated in an 

unobtrusive manner. 

2. 2 :-1 . 5 • 2 FOOT RAILS: Foot rails must be reliable, 

eaA;' to o~(''''i''r::, and r,:ocuTeiy l"0':.lr1t.:~~d in.q rugg'lcl corrosion 

resistant housing. The foot rail mu&t be designed to minimize 

nuisance alarms, yet permit unobtrusive operation. In addition, 

once the foot rail has been activated, it can only b~ reset by the 

use of a key. 

2.2.1.6 HEAT DETECTORS: Heat detectors shall be of the 

automatic reset type and shall actuate an alarm when the temper-

ature rises above a present level or as the temperature increases 

at a rate t.;rhich is faster than a preset rate. The detector unit 

shall cause an alarm when the ambient temperature exceeds 135 

degrees F. and/or the rate of rise of temperature exceed 5 

degrees F. in 20 seconds. 

2. 2 . ? pnOTO-ELECTltIC SYSTE>l: Photo-Electric systems shall 

con~; i s t 0 f a l r ...... 1 \ S ttl itt e r, r e c l! i v e r , and arr Acccss/SocJrc pnlt 

·wJ.th pO\1C!r FillPP) Y. The systcm shall be 017 the type employinG <I 
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modulated infra-red beam. The sy::;tcm sh<ll1 operate ().:It:U;£ucto~ily \lith 

separation of up to 300 fc:et betw,ccn the transmi.tter and r9ceivcr units. 

2.2.2.1 TRANSMITTER UNIT: The transmiller unit shall 

utilize a pulsed or modulated solid state infra -'red emitti~g diode, a lens 

to shape the light.beam, and a device to prevent lens fogging. The enclosure 

shall comply with the requirements of paragraph 2.1.12 or paragraph 2.2.2 

of this specificatio,"l. 

2.2.2.2 RECEIVER UNIT: The .1.'(!ceiver unit shall include a 

lens to match that of the transmitter unit, a photodiode, alarm logic 

circuitry, o.nd a device to prev~nt lehs fogging. The enclosure shall comply 

with the requirements of paragTaph 2.1.12 or paragraphs 2.2.2 and 2.2.2.1 

0,' , , of this specillc.ation .. . . 

2.2.2.3 ACCESS/SECuRE COKTROL lJ?\:!T: The Access/Secure 

Control Unit shall provide the proper termination for the monitor system. 

2.2.2.3.1 E~CLOSURE: The enclosure shall comIJly with the 

requirements of par agraph 2.1.12 of this specification. 

2.2.2.3.2 POWERSUP?LY: The power supply shall corn.ply with 

the resnircments of paragraph 2.1.13 of this specification. 

2.2.2. '1 PZR!<~ORYtANCE: An alarm signal shall be initiated 

whenever the beam is completely intercepted. To prevent nuisance 

alarms dul.! to slnokc, fog, snow, 0::: similar attenuating conditions, 

() 
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o the syster.1 shall be .:i.::!signcd so t'hnt up to 95 percent of the 
, 

, i 
beam may be intercepted with'out c~~~inG an alarm.· 

, ... 

2.2.3 VIBRh1IOX DETECTI0~ SYSTEMS: 
i 

The vibration detection 

system shall consist of one or more sensitive selectronic pick-

up devices mounted on the surface(s) of walls, ceilings, and! 

or floors designatod [0 be protected and connected through an 

~mplifier/accumulator dE~i~~ed to initiate an alarm sisnal in 

response to stiwuli of the types herein described. 

2.2.3.1 VIBRATION DE~ECTI08: The v~bration detection 

control unit shall con~nin an amplifier which shall be of the 

low band pcss ty?e, ana shall have included therein an impulse 

accumu]ato~ em~lcyi~g a resistance-capacitscce time constant 

o accur.::ulc.!:::)r; [! S::0p~i.::t1 ::-0;),.:":"') O~ o::!;,2r ffi-:ans t.o integr3.te the 

amplitude o[ i::?~~ ~~gn~:s wit~ respect to amplitude and timci. 

The intcrg-.:-.:tio:1 .::i-.:-cui-.: shall be so designed ,that an alarm 

signal shall bo initiat-:d in response to an explosion or a 

single h~avy blew) or a series of lighter blows. In addition, 

the ac~~mul&toT ~hgll be so dC5iS~cd that s~imuli of insufficient 

magnitude to initi~t2 ~n aJa=~ are bled off to the normal 

zero l~vcl at 2 ra~e of dec~y from the leve~ immediately below 

cleTm to ze~o in not less tt~~ 10, or =oro than 30 minutes. 

Th'·· u'·:\11'11.·[1.'<'"\.1" !'c~"m"lato" ~~'Il] h~v· an ad' ct bl n -' tro~ '" ., '- - ~ - u '-' ....~} l>< •• ''''' c J Uci a <.;. g a 1. nco n .1. 

The controls shall be 

hOGs~d Jncidc rh~ vlhr~tjtn dutucror con~rol unit e~closure, 

C) 
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2.2.3.1.1. ENCLOSURES: The enclosure shall comply ,rith the 

requir~lents of parngraph 2. 1. 12. of thiD specification. 

2.2.3.1.2. POHER SUPPLY: The power supply shall COJlply with 

the requirements of paragraph 2. 1.'13. of this specification. 

2.2.3.1.3 •. ~!OTE TEST: The remote test function shall comply 

with the requirements of paragraph 2. 1. 14. of this specification. 

2.2.3.2. VIBRA.TION SENSOR; Vibration sensors shall be of the 

Piezoelectric or reluctance type designed to give peak response to 

stnJcturally-conveyed vibration frequencies which would be associated 

witn a forcible attack upon the solid body to ~hich they are attached. 

The vibration sensor shall contain a pre-'amplifier with adjustable gain 

control. 

2.2.3.3. PERFORHANCE: The performance of this system SM.II be 

adjustable and is specified on the basis that the amplifier/accumulator 

~th vibration sensors mounted on mcnolithic reinforced concrete block 

walls at least 6" thick, or hollow masonry concrete unit walls at least 

8" thick, shall be capable of detecting and integrating so as to initiate 

an alarm signal whenever the protected slab or wall is struck on the exterior 

Bu~face, within a minimum radius of 15 feet from a pickup device by five 

blown at two second intervals, from a one and one half pound hammer falling free 

through a 90 degree arc at a radius of 12". ,With the amplifier/accumulator 

adjustment controls set at minimum sensitivity, the system shall not respond 

. to the foregoing hammer test beyond a radius of 10, feet from the pickup 

device. 

'-','<> .~- "'.. .~" • ~ ,. ,.", " •• ' •• 



o '2.2.l~. AUorO DETfCTlO;: SYSTr.?1: Tl:e audio detection GyctC!u shall 

consint of one or x;:orc censitivc microphone:; n:ounted uithin an area to be 

protected und con.nected to an [L'";lplifier / accumulator desi£ned to initiate 

flO. nlarm signal in responne to the stimuli of the types herein dc[;cribed. 

2.2.4.1. !\UDIO DETECTIO:T CmIT80L maT: The eudio detection 

control unit shall c,')ntain an amplifier \l.'hich shall be of the lo\¥ band· 

pass type, and shall have included therein an impulse accumulator c::nploying 

a ~esistance-capacit3nce time constant accu~ulator, II stepping ~elay, or 

othe~ means to integ~nte the amplitude of input signnls with respect to 

lUIlplitude and tiu,.e. The integra.tion circuit shall be so designed that an 

alarm nignel shall be initiated in response to a siueleloud sound, or 
" . 

a series of normal sounds. In addition, ·the acc~~ulator shall be so 

o . ' 

designed that st.imuli of insufficient mngn~tude to initiate an alarm are 

tled off to the normal zero level at a rate ot decay [roUl. the level 

immediately belo',' alarm to zero in not less thnn 10, or more than, 30 

minut6S. The amplifier/ncc.u::m.llator shall hnve an adjustable gain control, . '-

and an adjustable acc~ulator control. The controls shall he housed inside 

the audio detector control unit enclosure, accessible only to ma~ntennnce 

personnel. 

2.2.4.1.1. ENCLOSURE: The encl.ozure shall comply vlith tht.! 

requirementG of paragraph 2. 1. 12. of this specification, 

2.2.4.1.2. POilER SUPPLY: The pm'ler supply shall comply with the 

requirements of paraeraph 2. 1. 13, of this specific.:ltion. 

2.2.1 •• 1.3. RE~·~OTE TEST: The remote tes t function'shull CCY.J1p ly· 

o witb the rcquir~ncnts of para;rapb 2. 1. 14. of this specification. 

2.2 .t •• 2. AUDIO Slm[;OR: Audio sensors oh:).:l1 be of the Piczo-

electric or reluctance type designed to give peak reaponse to sound which 

39 
" ,.. 'T _" _ .~ ..... , r o. 



o 

~ 
<) 

would be associated with Duthorized nCLl.vity i11. a closcd area in which they 

are insta.lled. The audio sensor sholl. contoin a preamplifier \orith an 

adjuut£lhle gain control. Thc enclosun) shall comply wit~ the requircmcntG 

of paragraph Z.1.12 of this 8pecificot~on. 

2.2.4.3. PERFOr:.HAl~CE: Audi() detection alarms shall activate in 

the protected ti.r.ea when: 

2.2.4.3.1. There is a 8i~~lu sound of 65 decibels or more. 

2.2.4.3.2. There is a seriol) of five sounds of 45 decibels or more. 

2.2.5. CAPACJ:TAl\'GE DE~CTI();1 SYS72·1: The capacitance detection 

system shall con~jst of a control unit which shall contain circuitry for 

Q~~eGting a change of the capacitance value to ground of an antenna or 

set of ante~~as. The anten~as shall be energized to create an electrostatic 

or electrom."lgnetic field, or tru.t if they are approached or touched by a 

conductive mObS of the density of a huma.n body, w1wt:her grounded or ungrounded, 

the system 'Will be uubulLficeci, and an nluUll init.iated. 

2.2.5.1. FAPACIT1,;.1~:::E CC:,,"Y£':'(J:, mn:T: The capacitance control unit 

shall be provided ~~th suthorized cut~y controls anc shall be so designed 

~hat if the antennas have been tamperC'.l wIth du.:-ing the period of ACCESS, 

the system ~ll not reset upon res~o~~cion of the SECURE condition. The 

con~ro~ ~nit shall supervise the conti~uity of the sensor loop as well as 

the capacitance losd during the SECD~ woce of o?eracion. The control unit 

shall be conscructed BO the enclosure is no~ sensitive to touch. The cupnci-

tauce control unit shall be cap£'.ble 0: cccepting an antcn.n!l 10a.d of at least 

6,000 lJ"Jl1f·. and ~1till be UdjU9 table. 0\.:::;: .i 1:5 ser"si C:l.vity r;lnge. 

2.2 .. 5.1.1. E"NCLOSlr .. ~~: 'f~!.:: enclo~ure: shall cO:.ilt~1.y \oIitb. che l:cquirc-

mQnCR of pn~aBraph 2.1.12 of this ~pt~i[ication. 

-'.0 
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2 .• 2..5.:.2. PC\-iER SUPPLY: The pO\.Jcr supply shall cOlilply with the' 

rcquircm~ntr; c: ?.:1r;l[;rapb. 2 .1.13 of this Llp(~cificution. 

2.2.~.:.3. }~F};r)TE TEST: The remote teat fUnction shall c()~ply 

with the rcqu~ ::::c=ents of paragrnph 2. .1.14 of this specification. 

2.2,,5.2. !~AP.t..Cr.T.\ECE SS!~SORS: Capacitance sensors shall be in 

the form of ar. !.!:1gro·Jnded antenna array. Hhcre erida or radiators arc emp 10yed 

8.S antennas, t.::':::)' Shl11 be insulated from Cr?uud, ~I'.d shull be co:.aposed of 

• nonfel:rous nl!;~r..:!. roes, tubes, or wires 'an best suited to the particular 

application. ";;£re$ used for 8rici~ sh:lll not be smallc1: than NO 1.8 AHG. s trnnded. 

El(,.;!Ients of gr Lds cLa11 be spaced not more than 6'1 o.c. Grid$ shall be 

~fub$tantic.lly protected and reHcct neat, .. prd~CsGional t~orkmunship. ~ncn the 

object prote:c.tr,d·. is a c:et~l cabinet, chest, or snfe, it shull be isol-aced frO'.Il. 

ground by :!.:-.r..':.!;"a:'nz hlocks and serve as the antenna e1C'..;ncnt. 

2.?.5.3. PE:-:..rO;:'<;A?~CS: Anten~as shal~ be insensitive to movements_ 

of a. hum£.u bc4y at di::;t~nces in excess of 36 inches fre':" the radintor'. 

Detectors 8h.:111 respond to a l::u..-...:;.n body in close pro:dmity to the. rudiator. 

The dist~nc(.! t.;11/111 be .:ldjtlst,::blc fro:n CO':.l.tact to several inches. 

2.2.6. l:OJ.'ION m::~:EC',:'IO>~ S'!ST2lS: l·fotion detection £yst~ sho.11 

detect the movement of a person ,;:ichin an area llt a specified rate. 

2.2.6.1. ENCLOSURE: The el'lclo::ure aba.ll co:uply ~ith the requirC:.!::!cnts 

of par1l[;rnph 2.1.12. of thin sp,eci£ication 

?.2.6.2. PO~·JER ~UrpLY: The pOilcr GLtpp1y shall c<X11ply with the 

requirC:i10nIlJ of pcragraph 2.1.13 m •• of this opec:f.fic:::tion. 

:I..L6.3. REi·jOTE T:::ST: .The rC1!10te test function shall comply ...:ith 

the requill ~~nts of para3raph 2.1.14 of this specification. 

Deslen of the d6tcction unit ~hnl1 cont~in 

n !Jcul'.d.tJvlIY m1jl'stt.lcnt no th3.t the system C~Zl be tuned to increase or clccre~s(: 

\ 
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overall detection sensitivity. Sensitivity shall be capable of being adjusted 

to respond to the movement of a ,pcrs'on",wll1kinS not more than four consccutiv<;' 

step::; at a rate of one half (1/2) step per second. Such a four step movc.neuc 

shall conntitute a tri~l, and a sufficient nwnbcr of detection units Bha11 

be installed BO that upon test, an alarm will be initiated in evexy trial 

mnde, moving progressively throughout the protected area. 

2 .. 2.6.5. ULTRASOl\'IC EOTION DETECTlO!~ SYSTEH; The ultrasonic motion 

detection system shall be the detection of a Doppler shift of ultrasonic sound 

waves, activate an alarm signal ~hen a person moves at a specified rate • 

. Transmission and reception of all sound waves shall be by transmitters and 

receivers located within the pr\?tected area. The sound \<laves shall be of 

such nature that th.;y \Ilill not penetrate walls, floors, or ceilings of the 

protected areas. 

2.2.6.5.1. ULTR.fI.SOXIC CO:1TROL UtIIT: The detection circuits shall 

contain an oscillator "Jhich shall create a continuous tone Signal. 111is tone 

signal shall be fed to the speaker transducers. The pickup transducers shell 

receive the tone signal and return it to the control unit. 110vements within 

the protected area shall cause a change in the frequency of the received 

signal by the Doppler effect. ~fuvement8 at the rate of, or greater than, 

those specified shall cause an alarm on the corresponding monitor panel. 

Controls shall be provided in the control unit to adjust thesystern 

sensitivity. The sys tern shall have a fail-safe feature coupled \~ith the 

system oscillator circuit ~hich ~ill activate an alarm Signal. in the event 

of intermittent or complete oscillator failure. 

42 
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2.2.6.5.2 ULTKASOKIC SENSORS: Pick-up and speaker 

1 transducers shall be of the Piezoelectric type. Sufficient 

J 
trnnsduccrR shRll be installed in each system to meet the proper 

sensitivity requirements. The enclosure shall be of rugged con-

struction ~ith a corrosive resistant finish. The enclosure shall 
,I 
1 I be equipped with D cover operated tamper switch which shall comply 

f · wi ih paragraph 2.1.12 of this specification 

1.2.6.6 MICROWAVE MOTION DETECTIO~ SYSTEM: The micro-

wave motion detection system shall have a transmitter designed 

to radiate radio frequency energy, and a receiver designed to 

sence Doppler. shift in the frequency of the transmitted signal. 

The c:oIllU.lI1c.iL.i.oll of t.r"TIsrait.tin;; u:::.it and receiviue unit sh el1] o 
provide a sensitive detection field, so that the movement of a 

human being ~ithin the protected space will generate an alarm 

signal. The sensitive field shall fill the protected space 

from wall to wall, and shall be of such nat~re that they will 

not penetrate walls, floors, or ceilings of the area protected. 

2.2.6.6.1 MICROWAVE CONTROL UNIT: The microw'ave 

control unit shall provide the access/secure functions for the 

system. The control unit may also house th~ power ·supply. 

2.2.6.6.2 MICROWAVE SENSORS: The type of emission, 

and maximum power output, shall be in conformance with any 

applicable rules and regulations of the Federal Communicutions 

C n \'\ rJ j ~~ f; 1. 0 n • Scnf:orn shall not emit :.1ny radiCltion which intcr-

'1 ~ 
... '., 't l. I) C')VL·rt..:.~(tnr: 
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cases, the radiation shall be the minimum level that will pro-

vide stable operation, ~nd adequate sensitivit~. 

2.3 MONITORING FACILITIES: The monitoring facilities shall 

contain' all equipment necessary for reliable and efficient 

operation. It ~h~ll consist of some or all of the following 

equipment: 

2.3.1 MONI'/OR PANELS: Monitor panels shall be of the modular, 

unitized, plug i1. type. Each monitor panel shall provide: 

2.3.1.1 VISUAL INDICATORS: Three separate and inde~ 

pendent visual indicators shall.be provided . ... 

2.3.1 1.1 LABELING: Each visual signal lamp sht'll be 

clearly and permanently marked to indicate it~ function. 

2.3.1.1.2 COLORS: 

2.3.1.1.2.1 RED shall indicate intrusion alarms 

registered on monitor panel. Red signals shall be labeled 

"ALARH. " 

2.3.1.1.2.2 YELLOW shall indicate that the circuit 

is conditioned for authorized entry. Yellow signals shall be 

labeled "ACCESS." 

2.3.1.1.2.3 GREEN shall 'indicate that the circuit 

is' conditioned for "SECURE " operation. Green signals shall be 

labeled "SECURE." 

2.3.1.1.3 ARRANGEMENT: Where visual signal devices 

arc augmented by manually operated keys, buttons, s~itches, ja6ks, 

or pI u g s, the sed e vic c s s h .:lll ,b e ins tall e din 0 r n d j ace n t tot h e 

visunl signalling device and shall be clearly marked to indicate 

their respective functions. 
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Si.f,111.11 Inmps used for visUHl , . : 

s j 8 n 1.1 1 s s hall b e soc 0 nne. c t (: din the c i r cui t t h n t : n bur n e tl - 0 It i 

I 
lamp, will not result in an improper or indeterminate alarm 

signal. Signal InmpB shall be in duplicate. Lamps shall be 

energized from the emergency battery power supply, shall be pro-

perly l":.ltcd for the operating voltage, ·and shall be prote,cted 

. with current 1imi ti11g devices. To the extent practicable, all 

lamps shall be st3ndardized for mUltiple applications in order 

to reduce the number of types, sizes and sockets in the system. 

Lamps of varying types, voltage and wattage shall have bases 

and sockets that will preclude incorrect replacement. Lamps 

shall be of lon;-life types havjng 3n average life expectnncy 

of not less than 50,000 hours, and shall be operated at not 

more than 100 porcent of manufacturers rated voltage. Signals 

shall be vis~ble in daylight at distance of 10 feet. 

2.3.1.2 AUDIBLE SIG~ALLI~G DEVICES: An audible sig-

naIling device shall be provided for each monitor panel. In 

lieu of individual audible signalling devices, a universal 

audible device may be provided for the entire monitor cabinet e v -

clusive of the po\o)(:r s'upply monitor panel. 'The signal devices 

shall be audible at least 25 feet and shall be energized [rom a 

dependable powor source. If one universal audible signal device 

is providud for all alarm circuits, ~t shall be operated by a 

common relay, oper~ted by siennis from each monitor panel. Each 

monitor panel 8h311 be provided with a silencing switch so 

con nee t e. d t h ,1 t t h C! !-;1 g n a 1 can b e s i 1 e 11 c e d by. t b e 0 p (' rat 0 r \-' i t h -
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out interference with audible annunciation for any subsequent 

alarm condition on other circuits. If separate audible alarms 

ore provided on each individual monitor panel, they shall be 

similar in tone. Silencing switches shall be of the positive-

reset- type, i.e-., -when the monitor panel is reset, the audible 

signal shall automatically sound unti~ silencing switch is returneJ 

to its original position. 

2.3.1.3 ACCESS/SECURE FUNCTION: An access/secure func-

~ion providing an indication shall be provided. The positioning 

of the switch at the area control unit to authorized entry 

(ACCESS) shall energize a RED light and audible alarm at the 

anuuneiator panel. Hh en the 8 Hit c hat the m 0 n j tor p G!. n 81 is 

placed in a corresponding position to the area control switch, 

a YELLOW light shall be energized and the RED light shall be 

extinguished when the circuit is reset. This will indicate that 

the particular circuit is in balance and operational. Transfer 

of the circuit from the authorized-entry mode to the fully pro-

tected mode (SECURE) shall also initiate a RED alarm signal, the 

YELLOW light shall be extinguished and a GREEN light shall be 

energized when the circuit· is reset. 

2.3.1.4 RESET FUNCTION: A reset function which returns 

the monitor panel to its normal state shall be provided. Reset 

Switches or buttons on monitot panels shall be so designed that 

receipt of an alarm cannot be prevented by. holding or taping 

down the button or switch. There shall be no mechanical linkace 

between the resut button Dnd the relay or other device which 
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Monitor panels with Class A Line Supe~vision shall resist com-

promise by simple or complex impedance substitution, signal 

substitution, recordinp, and playback techniques or random 
. 

substitution of terminations. ~nly system8 which have been 

tested and apprbvid by the Department of the Army shall.be 

allowed in this ca~egory.) 

2.3.1.7.2 CLASS "B" SUPERVISrc.N: Class B or standard 

line supervisory systems shall provide gOld resistance to com-

promise of the alarm transmission lines. This class of line 

supervison shall indicate an alarm if electrical Signals on the 

transmission line vary: 

2.3.1.7.2.J More than fi~e percent in normal line 

Signal if it consists of direct current from 0.5 milliampere 

through 30 milliampere or, 

2.3.1.7.2.2 More than ten percent in normal line 

signal if it consists of direct current from 10 microamperes to 

0.5 milliampere: or, 

2.3.1.7.2.3 More than five percent of any component 

of the normal line Signal if it consists of an alternating current 

of a frequency from one tQrough 100 cycles per second and 0.5 

millampere through 30 milliamperes: or, 

2.3. 1 . 7 •. 2.4 More than fifteen percent of any com-
" 

ponent of the normal line signal if it consists of an alterna-

ting current of a frequency of higher tha? 100 cycles per second 

superimposed on a direct current having any value from 0.5 milli-

ampere through 30 milliamperes. 
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2 • 3 . 1 . 7 . 3 . C L 1~2_~ C SUP E R V I S ION: Class C or low line 

supervisory systems shall provide low resistan~c to comVromi~e 

of the alarm transmission lines. T his .c 1 ass a f lin e sup C "LV i s ion 

shall indicate an alarm if the line current is interrupted. 

2 • 3 • 1 . 8 A LA RX T RAt: S:-:1 S S I O;~ L T N E S ; The monitor panels 

shall operate on closed me=s21ic loop circuits. Systems which 

utilize a single conductor between the monitor panel and the 

protected area, or a single conductor for wiring within the 

protected area, or which depends upon locnl ground connections, 

neutral conductors of th~ ~lectxical distribution system, non-

metallic semi~conductors, metallic raceways continuity or other 

discontir,;Jous cond'J::!:(Jrc $u~h Df: '~at,.,t' pipes,. fence materiH1, unu 

similar items will not be accepted: 

2.3.1.9 INTERCHANGABILITY: Monitor panels shall be 

physically and electrically compatible so different classes of 

panels may be intermixed in a monitor cabinet as required. 

2.3.1.10 FRONT PANEL COMPONE~TS: All components on the 

front panel shall be mounted in such a manner that they may not 

be removed without first removing the front panel. 

2.3.2 EMERGENCY POWER INDICATORS: Emergency power indica-

tor panels shall be of the modular, unitized, plug in type. Each 

panel shall provide: 

2.3.2.1 VISUAL INDICATORS: Two separate and independent 

visual indicators shull be prOVided. 

o 2.3.2.1.1 LAnELJ~G: Each vIsual signnl lamp shall be 

clea~ly and permanently marked to indic3t~ its [unction. 
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2 . 3 . 2 . 1 .. 2 CO LO RS : , 
I 

~.3.2.l.2.l AMBER shall indicate w~cn a detector .s 
i 

operating on standby battery pow~r and shall be iabele~ 

"EMERGENCY." 

2.3.1.1.2.2 GREEN shall indicate when a detector 

is operating normally on AC power and, shall be labeled ""NOR~IAL. 11 

2.3.2.1.3 ARRANGEMENT: Wh~re visual signal indicators 

are augmented by manua~ly operated keys, buttons, switches, jacks, 

or plugs, these devices shall be installed in or adjacent to the 

visual signalling device and shall"be clearly marked to indicate 

their respective functions. 

2.~.2.1.4 SIGNAL LAMPS: Signal lamps used for visual 

signals shall be so conn~cted in the circuit that a burned-out 

lamp, will not result in an improper or indeterminate alarm 

signal. Signal lamps shall be in duplicate~ Lamps shall be 

energized from the em~rgency battery power supply, shall be pro-

perly rated for the'operating voltage, and shall be protected with 

current limiting devices. To the extent practicable, all larr.ps 

shall be standardized for mu~tiple applications in order to 

reduce the number of types, sizes and sockets in the system. 

Lamps of varying types, voltage and wattage shall have bases and 

sockets that will preclude incorrect replacement. Lamps shall be 

of long-life types having an averag~ life expectancy of not less 

than 50,000 hours, and shall be operated at not more than 100 

percent of manufacturers rated voltagc. 

in daylight at n ~istancc of 10 feet. 
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ing device shall be provided for ~ach emergency power indicut~( 

panel. In lieu of individual audible signalling devices, a 

universal audible device may be provided for the entire monito~ 

cab~net exclusive of the power supply monitor pan~l. The signnl 

devices shall b,~ audible at least 2'5 feet and shall be energized 

from a dependable power source. If one universal audible signal 

device is provi·led for all alarm circuits, it shall be operated, 

by a common relay, operated by signals from each monitor panel. 

Each monitor panel shall be provided with a Silencing switch so 

connected th~t the signal can be silenced by the operator with-

out i~~er+~=~nca with audible annunclati0D for any subsequent 

alarm condition on other circuits. If separate audible alarms 

are provided on each individual panel, they shall be similar in 

tone. Silencing switches ~hall be of the positive-reset type, 

i. e . , when the ~onitor panel is reset, the audible signal shall 

automatically sound until the silencing Imitch is returned to its 

normal position. 

2.3.2.3 ALARM FUNCTION: An alarm circuit which activates 

the audible and visual indicators shall be provided. A response 

to the failure of AC power at a detector control unit shall 

result in an audibl~ signal and a visual AMBER signal light. 

The aleHm shall remain until' AC po\ver is restored at the detec-

tor control uni~, then the emergency pow~r indicator panel shall 

autol1l:ltically X8s0t, the A~!BER sienal 1:J.'mp sh~tll be e'Xt,ingl1i~;hcd 

and the GREEN signal lamp shall light. 
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2.3.2.4 TEST FUNCTION: The emergency pqwer indicato~ 
t , 

panel shall contain a switch for the purpose of testing panel 
! 

operation. When the switch is operated, it shall simulate a 

power failure signal and the panel shall indicate an alarm. 

2.3.2.5 LINE SUPERVISION: Line supervision shall be 

provided which shall indicate an alarm' if transmission line con-

tinuity is interrupted. 

2.3.2.6 ALARM TRANSMISSION LINES: The emergency power 

indicator panel shall operate on closed metallic loop circuits. 

Systems which utilize a single conductor between the monitor panel 

and the protected area, or a ~ing1e conductor for wiring within 

the protected are~, or which depend upon local ground connection~t 

neutral conductors of the electrical distribution system, non-

metallic semi-conductors, metallic raceways continuity or other 

discontinuous conductors such as water pipes,. fence material, 

and similar items will not be accepted. 

2.3.2.7 INTERCHANGABILITY: Emergency power indicator 

panels shall be physically and electrically compatible with moni-

tor panels so they may be intermixed in a monitor cabinet as 

required. 

2.3.2.8 FRONT PANEL COMPONENTS: All components on the 

front panel shall be mounted in such a manner that they may not 

be removed without first remov~ng the. front. panel. 

2.3.3 EVENT RECOltDER: The event recorder shall record 

o n 1 n r m H i G n n 1 5 fro III all n c t i v e Z 0 n e s 0 f the m on ito rca b i 11 e t . 

EDCh zone shall be recorded by: 

52 
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day, and ZOne number. Each event ~hcill be printed On paper 

tape from a self-contained replaceable roll which advances after 

ea~h registration. The tape shall be fed past a window and into 

a closed recep~icle or take-up reel. The last six registrations 

sha1i be visible through the window. Acces~ to the printer shall 

be thrQugh a locked door. Op~ra~ion 'shall be automatic with no 

controls required for the Console Operator during normal opera-

tion. Time control shall be by means of a counter which provides 

clock signals. This unit shall have a Digital 24 hour readout for 

local time. The event recorder shall be capable of storing and 
" 

printing all'alarms as they occur even though all zones alarm 

at the same time. The recordeL shall also h~ve the cap~biliry 

of storing alarm signals which arc received during a paper change 

and printing after the paper change ~as been completed. The 

recorder shall contain a light which indicates when the paper 
J 

supply is low. 

2.3.3.1 CONTROLS: Controls available to the consolc 

operator shall be a pushbutton switch for paper advance, and a 

silence switch for the power indicator. Controls which shall be 

accessible only through a 'locked door shall be: 

2.3.3.1.1 Pushbutton switches for correcting date 

and time circuits. 

2.3.3.1.2 A pushb~tton switch for clearing and 

resetting the memory. 

() 2.3.3.2 POWER SUPPLY: Tho powei supply shall qowply 

with thQ requirements of p~rl1f;l:aph 2.1.1~., nel',of this [;pccificntion. 
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2.3.3.3 EMERGENCY POWER INDICATOR: An emergency power 

indicator shall be provided which shall comply with the requirc-

ments oC paragraph 2.1.13 of this specification. 

2.3.3~4 MOUNTING: The event recorder shall fit into 

the monitor caoinet without requiring modification of either. 

2.3.3.5 SYSTEM CAPACITY: The event recorder shall 

have the capabil{~y of being expanded to record a maximum of 999 

zones. " 
•• ~ .. ~J. ... ' 

':,1,1 .. 

2.3.3.6 OPTION: An option shall be available which 

extends the capabilities of the· event recorder so that in addi-

tion to the stahdard requirements, it shall indicate the follow-

ing mQrleR of the system: 

2.3.3.6.1 Alarm in ACCESS mode. 

2.3.3.6.2 Alarm in SECURE mod E:.. 

2.3.3.6.3 Reset in ACCESS mode. 

2.3.3.6.t. Reset in SECURE mode. 

2.3.3.6.5 Paper advance. 

2.3.3.6.f, Hemory res e t . 

2.3.4 SECURITY CONHUNICATIONS SYSTEHS: The Security 

Communication system shall provide a link between the monitor 

cabinet and selected remote locations. The communication control 

unit to be located in the monitor cabinet shall contain all 

necessary relays, coils, ringing circuits and power supplies to 

operate the system. The commurtication control uni~ shall conaist 

of a panel which shall be mounted adjacent to the zone to \,'hich 

it applies. The panel shall contain a li;;ht and a' switch for each 
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telephone position. The sy~tem' shall have the ability to place 

inc 0 min g calI son "H 0 LD • " Ate 1 e p h 0 n e han d set . s hall b e pro v i d cd , 

mounted on the monitor cabinet. 

2.3.4.'1 OPERATION: An example of the system operation 

is as fol10\-,s: If te1ep:-Jne No.3 is picked up at its remote 

position to call into the guard office~ the light and audible 

signal for position No.3 on the monitor console shall actuat:e. 

When the switch is thrown to "ON" at position No.3, connecting 

the telephone in~trument on the monitor console to circuit 3, 

the buzzer will go off. W~en the position 3 remote telephone 

is hung up, ~~ audible signal will actuate until the switch is 

th.LUvlt. to l~le. "Oi?F: position, disconner.tin~ L,lle circuit and turn-

ing the light and audible indicator off. If the console operator 

desires to call a remote position, the switch for that position 

is thrown to "ON" and the bell on the telephone at the remote 

position shall ring until the handset is picked up. 

2.3.4.2 POWER SUPPLY: The power supply shall comply 

with the requirements of paragraph 2.1.13'0£ this apec?_fication. 

2.3.5 HO~nTOR CABINET: The mbnitor cabinet shall be 

capable of housing monitor pancls, emergency power indicators" 

cvent rccorders, security telephone systems, power supplies, and 

any other equipment necessary for the proper operation of the 

system. The monitor cabinet sball conform to thc"following:" 

2.3.5.1 LAYOUT A:\D ARRA~~G E:l r:~a: The monitor cabinet 

shall be of the open front type which ~h~li b~ an attr~ctivc, 
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o -durable, logically arranged unit. All visual siennis and components requiring 

manual manipulation by the console operator sha.ll be aC,cessible from the 

front. All other components shall be mounted inside of the enclosure, and 

shall be readily accessible for maintenance through doors with hinges and 

locks. Maintenance adjustmentB of equipment shall be secured against 

change of their sensitiv~ty by the operator or other unauthorized personnel. , 

All equipment mount~d in the monitor cabinet shall be mounted in such a 

maoner that the mounting hardware for the equipment is concealed behind 

locked doors ora i'l lieu of such mcnmting, shall be provided with individual 

tamper switches connected so as to sound the tamp~r alarm if any piece of 

equipment is rcmov~. 

2.3.5~2. m~CLOSL~: The enclosure shall co~ply with the require-

~ menta ot paragraph 2.1.12. of thts' specif~cation. 

2.3.5.3. PO~lliR SUPPLY: The power supply shall canply with the 

requirements of paragraph 2.1.13 of this specification, 

2.3.5.4. E:1ERGENCY POHER IEDICATOR: The emergency power indicator 

shall comply with paragraph 2.1.13 of this specification. 

2.3.5.5. Rm{O'I'E SIGNALLn~::;: The monitor cabinet shall have the 

cnpability of providing signals which may be used for remotely supervising 

the console operation. The system shall be capable of any of the following 

modes of operation: 

2.3.5.5.l. A single remote signal if nny of the zones in the 

cabinet alarm. 

2.3.5.5.2. A single remote Signal if one of the zones in the cabinet 

0 
alarm. 

, . 
2.3.5.5.:='. A single remote Signal if a preselected group of zones 

in the cabinet nLlun. 
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STAlmAm)SFO~"t INSTALLATION OF 
'INTERIOR INTRUSION DETECTION SYSTEMS 

A. INSTALLATION REQUIREMENTS: Installation of Interior 

Intrusion Detection Systems shall be -neat) efficiently planned, 

and shall provide the level of performanc~ required by the tech-
-. 

nical section of this specification. In addition, the installa-

tion shall be as listed bclm-l: 

1. CABLING: All cables installed as part of the Interior 

Intrusion Detection System shall comply with the following: 

a. POWER CONDUCTORS: Power conductors for supplying 

120 volt AC power to ihe system shall be of solid copper not 

$maller than No. 12 AWG, with ~oisture-resistant rubber insula-

tion type RW or Rll-RW conforming to Federal Specification No. 

J-C-l03, or moisture-resistant thermoplastic- insulation type 

TRW conforming to Federal Specification No. J-C-l29 as applicable. 

b.LOW VOLTAGE CONDUCTORS: Low voltage conductors shall 

be of solid ~oft drawn copper, with moisture-resistant rubber 

insulation type RF-2, or thermoplastic insulation, type .TF having 

a nominal thickness of-not less than 1/32 ~nch and conforming to 

NBFU No. 70. Wire connectors of insulatin~ material, or solder-

less pressure connectors in conformance with Federal Specification 

No. W-S-6l0 shall be used for all connections and properly taped . 

Conductors shall be notsmaller than No. 22 AHG. 

2 • CONDUIT: Conduit shall be installed in accordance with 

Article 346 of the ~ation~l Electrical Code. Minimum size of 
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shall be used in the system. .Conduits shall be supported and -. 
secured at intervals of not more than 8 feet. ~ Exposed con-

duits shall have runs installed parall~l or per~endicular to 

walls, structural members, or inter-sections of vertical planes 

and ceilings. 'Fi~ld-made bends and offsets shall be made with 

an approved Hick~y or conduit-bending machine. Changes in 

direction of runs shall be made with symmetrical bends or cast-

metal fittings .. Where conduits connect to sheet steel enclosures 

of monitor cabit.et, pOHer supplies, and other similar enclosures, 

they shall be fastened with two lo~knuts where insulating bush-

ing are acceptable. Bushings shall be installed on ends of all 

conduits and Rhall be of the insulating type. Crushed or deformed 

6 conduits shall not be installed .. Trapped conduits in damp and 

Q 

wet locations shall be avoided where possible. If trapped con-

duits are unavoidable, the ends shall be plugged with an approved 

R. ~. V. sealing compuun~ after wires are pulled ther2in. Care 

shall be taken to prevent the lodgement of plaste~, dirt, or 

trash in conduits, boxes, fittings, and equipment during the 

course of construction. Conduits shall be entirely free of 

obstructions, or shall be replaced .. Conduits crossing expansion 

fittings shall be of suitable material ~o compensate for building 

expansion and contraction. Conduits installed underground, or 

under slabs on grades shall be factory coa~ed Hith coal-tar 
' .. 

enamel or plastic. Field applied coatings shall b'e with pressure 

sen sit i v e p J ,\ ~. t i. (~ tap c . Wooden plugs inserted in concrete or 

masonry are "0~ ncccptable as a base fo= cdnduit fastenings, 
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nor shall con~uit~ O~ pipe ntrap::; ~c walJad to ~t~cl structure::;. 

ConduitD shall ~c secured Ly Dire uL~arU o~ uu~po~tcJ ~y wall Lrackcts, 

9CL"ap l\anr,crn, or ccilin;:;~ trapC!:~e, fncte,led Ly \;ood :;;Cl"e\O/s on \,'ooti, t0t,glc 

Lolts on hollo\} r:t.:lsonry unit!,;, C!xpansion iJolts on concrete or l)riel~, machine 

GCreylS on steel worl~~ nailtypc: nylon anchor:> or threaded ctuds ddvcn in by 

a p0>7er cl1ar[;c and pl:ovidcd \lith locl( ,']asher~ ana nuts, nre acccpta~le in 

~ lieu of e:;:pansion boi ts, or mnchine' or \'/ood SCl:ctJS. POi/et'-driven studs 

or e:,:>.:msion anchor::: and bolts \Jill not be pert:litted closer than '12 incheD 

" to prestressed steel in prestressed concrete \1orJ~. Nails ehall no\; be 

used as a f.lcans of fasteninG conduits. Conduit outlet LO;:0;5, pull bo~;:e::;, 

junction bm:cs, .ci3nduit fittinGs and siclilar enclosures shall Le cast 

metal or ,.10. llc.nJ 1e tn:.tnls confor::1inG to f:cd-crCll S~cci fication 1':0. \':-C-536, 

'. , \Jith threaded huus or bodies. \;nere specifically authorized by the Contract-

103 Officer, electric ~ctallin~ tubin~) nr~oted caLlc, noxlctallic ahcnthcd 

cable, or flexible conduit is pCrl.1ittccl. Pull and junction DOi:es shall 

be provided \lith tamper s'.litcncs ~.;il:i.ch shull coni:01::a i.'ith the rcquirc.'neni:S 

of Section VI, paraBrai)il 2.2.1.2.2. In lieu tlicrco,:, the cover::; mall be 

tack \,'eldod a: held in place uith tui::;1:-o££, 0;: one-\~ny Ilachine SCrC\lS 

uhich cannot Le readily removed without cuttin~ or drillinc. Cables shall 

not be spliced or terr.linat:ed in pull or juncCi..cu bo:-:cs. 

3. CllULi: 'r::;:~,rr.!~t~.I.I DO:j~S: Cable ter:'lin.:11 boxes shnll uc used --------------------

I 
fo~ the splicinu or teD.1inntion of cables. The enclosure shall 

J 0·, .. 
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conform to Section r,.v 2.1.12. 

4 . GROUNDING: Neutral conductors, condui~~, junction box~6) 

cabinets, cable Messengers, and all non-current carrying metallic 

parts of equipment shall be ground in accordance with NBFU No. 70. 

5. REPAIR O~ EXISTING WORK: The work shall be carefully 

laid out in advance. Hbere cutting, channeling, chasing, or, 

drilling of floors, walls, partitions, ceilings, or paving, of 

other surfaces is nec~ssary for the proper installation, change 

of location, support, or anchorage of equipment, etc., this work 

shall be done, and any damage ~o the building, paving, piping, 

or equipment shall be repaired and refinished by skilled mechanics 

of the trades involved at no additional cost to the Government. 

Conduit and fittings run exposed on finished walls and ceilings 

shall be painted with two coats of paint to match the surface 

on which they are mounted. 

6. ACCEPTANCE TESTS: Upon completion of installation of 

the system, tests shall be conducted by the contractor during a 

continuous period of 48 hours to determine system conformance 

to requirements of this specification. Tests shall be conducted 

in the presence of the contracting officer or his authorized 

representative who may suspend or discontinue the tests at any 

time performance is considered unsatisfactory. Resumption of 

testing will cover the previously untested elements, and any 
, . 

completed elements at the discretion of the contracting officer 

o who will make \oJritten notations of the time, cause and other 

conditions prevailing at the time each alarm signal is received. 
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The contr.1ctor shall furnish all te!it personnel :e);:cept for thosl! 

, 
r e qui red tom a in t a j n a 1 arm r c cor d s for the con t r act i.n g 0 f f icc r . 

I 
. , 

Test instruments and equipment of the accuracy ~eceGsary to 

pdrform the test sh.11l be furnished by the contractor. 

B. DOCUHENTATTOX 1\;-';D TRAINING: The installation of the Interior 

Intrusion Detection System shall incl~de the furnishing of docu-

mentation providing information on the system as installed and 

a training program for operating personnel. 

1. TRAINING OF OPERATING PERSO~NEL: The contractor shall 

conduct a training program of designated operating personnel . 

The trainin~ program shall include instruction on the operatio~ 

of the monitor facilities, equipment in the secured areas, and 

procedures to be followed in requesting emergency service. 

Training sh.1ll be presented by a qualified instructor using'such 

drawings, charts, diagrams, trainini aids, apd demonstrations 

,with such components as are deemed necessary by the contracting 

officer to a comprehensive training program. 

2 • OPERATION AND MAINTENANCE MANUAL: The contactor shall 

furnish three copies of a manual containing complete operating 

and maintenance instructions for the Interior Intrusion Detection 

System. This manual' shall be prepared in a manner and form to 

provide technic.1l data required by trained personnel to operate, tas 

and maintain the system. Drawings, schematics, tables, chnrts, 

and photographs shall be' included. A draft of the manual sh.111 be 

~ubmitlcd [or tl1C! contracting officer I s approval a5 to adequacy, 

priol' to preparing ·in fin~ll form. The manual shall incorporate 

the folloHinc in the order indicatcd~.- .. -
. 61 
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a. COVERS: Front and back covers ahall be of ~ura~lc 

stock with the following printed on the front ,cover: 

(1) ritle with correct nomenclature; 

(2) Contract number; 

(J) Date of publication; 

(4) Proprietary notice to read "Prepared under 

contract No. by (Name of 'Contractor, For (Name of Department 

or Agency); 

(?f) Classification of manua: Cif any) plainly and 

conspicuously marked at the top an~ bottom of the page in accor-

6 

dance with the Industrial Security Manual. 

b. TITLE PAGE: The title page shall be the same informa-

t io n lihich appears on tho front -cover. 

c. TABLE OF CONTE~TS: The table of contents shall list 

all important subdivisions of the manual. 

d. GENERAL: The general section shall contain an overall. 

description of the system including types of equipment installed, 

arrangement of the system, etc. 

e. TECHNICAL SECTION: The technical section shall con-

tain detailed information on the equipment included in the 

Interior Intrusion Detection System. It shall include: 

(1) Goneral, 

(2) Theory of operation, 

(3) Inotallation, 

(4~ Maintenance and adjustment, 

(5) Troubleohooting, 
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f. OP);:RA'r:r.o::~ S)~CTIm:: Th~ operation t;ection flh.'111 contr-in 

rccC.Jl:llenrl~d pro~ecl\.\):C!r:; rot' o?crc.ting the system. 

3. !>s-n:STALL!:'.!) D:~A:Cg~!:;S: Upon cc:npletion of the "lork, the contl.~~:ctor 

6hn11 ncctly r~c.dify th·.:! approved ~hop dr4'.;.linzs to OhO>1 ci.ctcilc of the s)':Jt<:...'il Po8 

actually in~t.:llled. 'I"hrce prh1tL of ouch dr..::.,,rlngr; 51.1:.11 be furnished to 

the facility sccurity oHic;::l: .. _ c-'=-~ ·one. set of p;:int8 s1:-.:.11 be fUi:niehed 

for the contracting o=ficcr. 

c. §f£/}:1'E:E: 'l1'le !l1t.crior Jlltrusion Detection GystC'fl in5ta11c..~ under tMs 

specifiection Dh:lll be guaruntcecl for a pCl:iod 0": or!e year fre:';). the elate of 

acccptnnee thereof, either for bC':leficiul UOB vI' fiTh.,;l 8.ccc:ptc.ncC! Hh':"ci::cver 

gU~l·.:ln~(;::.1 Dj'S tC:a durJ.l"tZ the f, ...... ;..:r.;:ntec pC1:ic-cl, nc';·; rcplcce::K:nt partD shall 

be fm:nichc.d r.:~d i~t[:.llec1 prc:::.?tly by the cc~tt'cctor ct no c.dditionnl cost 

to the Govercnent. 

o 
1 

f 
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SECTION VI 

STANDARDS FOR 

PREVENTION MAINTEN1\NCE AND ENERGENCY SE~VICE 

A. GENj~RAL: 

In sowe instances it may be necessary for using activities to contract 

with co~ercial alarm companies for maintenance and eaergency service in 

order to insure continuous operation of the system. 

The following paragraphs establish standards for all maintenance and 

emergency service: 

1. Preventive Hnintcnnnce: 

O···~ :..-, 
a. Not less than once each month. the alarm system shall be inspected 

and tected by trained technicians. Each operating unit shall be tried to 

assure an alarm will sound upon violation of. the alarm system. All batteries 

will be tested . under load to de.termine the expected useful life remaining 

in cells. Any necessary recharging or replacing of batteries shall be 

accomplished immediately. 

b. If adjustments are necessary to the equipment, they shall be 

performed at this time. If such adjustments affect the sensitivity of the 

alarm system, this shall be reported to the security officer in charge 

of the aren. 

C. Should nny test reveal a weakness in the degree' of security 

provided by the system, or should any evidence be found of tnmpering with 

o the equipment or cOIULecting lines, switcheD, antennas, microphones, trans-

ducers, ~rids foil or other sensitive elements; also, that nny ndjustment 
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has been changed, or that'any equipment or sen~itive element has been moved 

or removed, this shall be i~cdiately called to the attention of the security 

officer in charge of the area. 

d.· Upon completion of e::...ch monthly inspection, the security officer, 

or his designated representative, shall be asked to sign the contractor's 

inspection form. This fonn shall carry notations of the voltage readIngs 

'of all batteries, replaced parts, adjustments and evidence of nny t~upering. 

e. The contractor shall replace any component parts of the a1ann 

system that have failed due to norcal usage during the term of this contract 

and any extension thereof. 

f. The hours of work of monthly inspections, or testing in any 

Government premises shall be performed between the hours of 8 o'clock A.H. 

and 5 o'clock P,.H. exclusive of Saturdays and Sunday_ 

2. EHERGENCY SERVICE: 

a. The. contractor shall agree to provide emergency service 24 hours 

a day, seven days a week, Saturdays, Sundays, and Government holidays inclusive 

upon receipt of 'oral or ~n:itten notification of equipment fai1m:'e, or improper 

functioning qf any alarm system component. The contractor shall cause neces!3ary 

qualified service technician to respond to this emergency request within ninety 

minutes after receipt of s~ch notification. Notification to the contractor 

shall be by authorized person(s) designated. by the contracting officer. 

b. Every effort ·shall be made to restore the system to normal opcra-

tion in the shortes t possible tj.!:le. The dut'y 'officer· or other re=::ponsible 

person shall be notified by the contractor of the estimated tine required to 

service, adjust, und restore no~l operation of the alarm system after an 

initial inspection han been. m:lde by the service technic'ian. 
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~C:'r:vicc c:.1l1, rC~[)OI!Se tinH', corre:cLi (!~1 .:lpplicd, .:1nu ~HHount of ti.1ne rccluit'cd 

to r(;~ ton! r.)'c \.:C!!':l • 

• .1.. 'I'he contrnctor chall be obli~~tcd ul~d.::r t,he contract to ,service 

" only CO'lernT.;cnt e:qui.r:,cnt included us p:u-t of. the .system or SyctOlilS. 

b. The contr~c tOl:' 511.111 not: be rcspomiio 1c to rcpnir da.::lagc to 

the al.:mil cc-uscc: by t:tc follo~·;ir.::;: 

(1) conn.::ctc~ to the elactric power 

o 
.:my elcctd.c COl:::;::C t:o tll.:l t .2i:(ccts the: ClID.:'-.~ 1""'"'\, -,~ ,. , 

,.J J ...... l,. __ ... , 

~uch 

(0.) Lif:i1tnil1[;. 

(b) Telephone iine or cn~lc failure. 
;: 

(c) T0.!Jt:in~; by personnel vthu:' tl!,::m tl:c contrnctor'c e:.l~loyecc) 

unlc.s!3 undc~: the con:':rncto:::·; obG~·;rvi1'::cc. 

(d) Connc:::tin:, .oti!cr !Jcl:v1.ce on th::! S~-,·.le tel(!phonc pair or 

cnble. 
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(e) Other service on ~the !;.:ll:lC cable of ~uclt a nnture an 

(J t·o cau!:e clwnaeinc induced current to the aln1.1:1 equipracit: • 

(3) . D.:llll.:l[;C froi:l misu'sc: The contractor nl1.:l.:U furnish operntint; 

ilLGtruetion nnu give auuition.:ll in£oD:l.:ltion cllll-in~ no1':\al working hou::s, 

aD furnished by the Manufacturer. 

(4) D.::lJ:1.l~~e from missiles, fallinG objcctc, fire; theft, explosion, 

ca-cti1q!Jt:tlw, <;Jind!}torr.J., hail, \i.:lter, flood, vanc1alisr.1., riot, civil distul.-u,:mce, 

or pcto of uat. 

c. The foll )"\'7in3 conditions th.:lt may require ::;crvice or liability 

aeainst the contr::\ctor are hereby e~~cludeu from thin contr.:lct. 

(1) Any modification, extennions, deletions, or other chan3cs in . . 
the alar.ll eye tC;;1 reql~irc due to chanecs of sp.:lce, deeign or opcrution in 

the sqcured .:lrcn arc not covered by this contract. 

o (2) Any irtc:T'..1[)tion t.'? 'the nl[;l.-r.l protcction by \iOrlCllCn in the 

(lrc.:l, othe:!:" [:Lan the conL:::.:lcto:- 1 s c-:"_?lo)'ccs .:lre not cO'Jereel by this contruct. 

(3) The contractor doce not aSGwnc any prorcrty damage li&~ility 

or pert;onnl injuX"y li..-,.bility due to the operation of a GovcrTh'i1ent-mvned cnd 

operated alarm syntCI-.l. 

t~. Evaluating CO:ltractor pro~osal for l:lninten.:>..nce anu clncrgent;y $entice • 

0, In cvnlu':ltinr, the n!.,ility of .:l contractor to per£Orli.l prc.ventive 

nrc: 

(1) l{esponsc: The proccdures cGtnblisheo by the contractor for 

re6pOllllillG to cl:lcr!Jency Gel"vicc callf;. FOt- un exalnplc: Ilhcl:llcr they u~C' .:l 

telephone an::;\·]crin:; service to receive ~hc call:; cle .:t p:lrt of their 2/;. houi.-

o :;Cl"vicc orC.Jni,;atiorl and ',v-iwtlici: the rcepondin~; technician::; at"e! lull t:it'I'~ 
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The.: t .. -aLli:'lt, lH'\)t,;.-u.l\ [0-': ;J\~l.·vi.c,c tCCt\!ILcl<tu.:; . 
i 
• 

to the cquiplIlcnt t",hic.:tl \oJill ~)(! ins l:.:>.llc(} in the inn ta,11atioa. 

(3) Spate 1'::l.1:ts: The contr.:lctOi: ohouLd 1~:1i:1t:llin an .:ldequ.::.tc 

rcrlacc..;H~nt oJ: P':U"tG, rather tlwn to.kin£; the defective C07;~pOnt;;nts back to 

the sho? and repairinG thCl::1. QU<.lntitics GilOUld be su;;.:h that at lC.:lst tell 

handled • 
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SECTION VII, 

PROCUREi:~rr OF INTilUSIO~ DETECTION SYSTEHS: 

1. GEHZRAL: 

BaEcd upon the guidance set forth in the preceding sections a decision 

should' have nO~-J been made regarding the precise intrusion detection equipment 

needed to accO".:1plish the degree of physical security required. Having 

acco.nplished thiS, the next step is to assemble the necessary data into what 

we shall term the IIIntrusion Detection System Requirements ll
• This package 

must describe in exact terms to all interested c~ercia.l bidders, what is 

required to satisfy the contract for the total system procurement as ~oncerns 

equip~ent co~ponents, equipment standards, installation and service require-

ments plus warrantees and guarantees expected. (Any inadvertent ommissions from 

this packnse will ulti~tely raise the systc::;l "contract price" through require-

ments for subsequent contract IIAdd Ons.") 

The COOlplctc.d pacl~age along with "fund citations ll to cover costs is then 

forwarded to the local DA purchasing office. (Definitive requirements for 

acCO!!lplishing this step can be 10caEy obtained.) 
,. 

2. ~QUI~ffilIT PACKAGE: Prior to the preparation of the procurement package, 

nccess~ry consideration should hav~ been given to the environmental and constructio 

characteristics of the area requiring protection, the operational requirements 

of the area, the classification or value of material being protected in the aren~ 

and any regulatory standards which the area must meet. After careful evaluation 

you have now decided upon the system required. After determining the intrusion 

() detection equipment requirements, for an area, a procurement package is prepared 
\..;.;"'.-

,nnd will include as a minimum the following: 
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n. A system description which outlines in detail the £0110"11n8: (See 

Appendix B) 

(1) The £uncti.onal description of the Intrusion Detection System 

requir~lents • 

(2) The type of cabling to be used in the SystC!rll. 

(3) Installed perforcance requirements for each conponent of the 

system. (Standards will be as stated in Section IV). 

(4) Items ~hich 'will be government furnished or contractor furnished. 

(5) Description of the arrangement and layout of the mo~itoring 

facilities. 

(6) Operating time requirement for emergency power. 

(7) Remote test requirements. 

(8) Specific conduit rcqufrement~. 

(9) Description of existing alarm systc::.'oS (only applicable when solici-

tation is for tie-in with existing equip~ent). 
. 

(10) Description of utilities provided at the job site hy the Government. 

b. A zoning chart (See Appendix. B) should be included in the procur~ent 

packnge outlining the number of zones required in ntZlerical order, type of 
, . 

protection required i~ each zone, class of monitor panel line supervision 

required, location of zones by building and roo~ number. 

c. Drm.;rings sho~]ing the location of the individual zones within the 

building and deSired location of control unit:) "'ithin each zone. (See Appendix B). 

Where more than one building is included in the system, a site layout defining 

distances and signal line routing will.be included. The drawings shall include 

1 
j 

o a description of the physical constru~tion of the area, i. e., poured concrete, 

cinder block, dry wall, etc. 

I 
f 
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d. bid propo::: .... ,i 

will contain the folloui~~: 

(1 ) r:CITJ·~r~ ~~'~.:,:, J,IS7: 
~-----

pj:o::p~ctivc CO':ltl.'.:letot' sh:.:tll 

sub::!it to the co.H::::.:c~in3 c[fi.cct', ~ co~pletc nc~ ... c(:ulc of nw~e!'iui.6, dnvicc:s 

and C:'1uir.:lt:;nt \,:1ich the contracto·J: proposes to ii1CO~"p6:::ltC in the vork. 'i"'ui~ 

" , 
I 

. dcsc::iptive d~tJ.. Ar. Y C'..:lteri.als, CCCl[.lOtlcnts, ~rud cquip""'lcm::; uhicb c::.rc rLot 

in c.ccorcin;.1cG: \.Iith tt -= specification rcquireL.~(mts nill be .rejected. 

(2) tt!:t!- ~ 11~ '; S: --- 'i'"!.1e p:;:cGPe.ctive contr.:ctor eh::ll r,lltr.:it copies of all 

, 

" 

switches and other detectors. 

(d) C!t~l/~CT.'.t!,~:~::E Gr.:r.ns: Dct.:lils of Gtanddrd c:.:po.cit:l.'2.ce r;rics and/ 

or grills. 

all \lire f.:l.ciliLies asscci~ted with th~ sy:;tc.u,. ('!~ch nyste:n CO~ilpOnc.l'.t :f.n i1:8 

rcquil"(:cl ::or int;'!l:conncctioa bct;:ccn cys tC'IU cC'.:Jpom~nt!J. 
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0 1 (f) GU),r',n O;J:?ICE LAYG1.n:: A dravlng sh.:lll be furnished which 

~ 
J . shows the l~ycut of the ~onitor c.:lbinet and other equipment in the guard offi~~. 
" ~ 

1 (g) L/W07JT OF Sr.Cu:t2D A'i~'2.~\3: A drm1ing shall be furnished for each 

J 

1 
area to be protected showing in detail the location and types of d~tcctors nnd 

con trol uni tD £lS they nrc to be ins ta 11 ed. , . 
'. 3. EVALUATIO~~ OF PROPOSALS: 

n. ~lhen the pruposals arc receivea frCM!. the various bidders, the technical 

portion of such proposal should be evaluated by the contracting officer and the 

using agency. Propo;als should be first divided into two categories: (1) Pro-

posnls whieh meet the oinirrrtzl. standards set, forth in the procurement package, 

and therefore, are res?onDive to the solicitation, (2) proposals which do not 

meet the minicUin requirements fo the procurc::nent package, nnd thereiore, nre 

o not rc::>pvu,Zive l.V the solicit3.tion. 

b. Detc..iled CVDlu.:1~io:l should then be given to each proposal 'i.vhich io 

considered to be responsive to the solicitation, and the proposals should be 

grnded tcchnicGlly fr~~ the moJt desirable prc?o$~l dOl~n to the le~Dt desirable. 

Whe tlus is done, a co:nparison C[;;'1 be msde between the price offered by the 

various bidders, the quality of the c;ystc::n being ~roposed and then the selectic:t 

of the contractor that offers the beBt value to the goven;:nent at the lowest cost. 

() 
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, 
a. nhe.n the: Pl:opoGtll1: ar.(! received fro::1 the vnr5,ClllG uidtlcrs) the. tcclmicnl 

I 
port:1.o!\ of [;neh prtJpo!:Cl.l dlO:.ll.d be cVlll~!(lu:cl. by the contl:nctinr; officel.' nnd the 

~ usin[~ ngcnty. 1:l~opool.\ln f;hould be i:il:fJt: divided into t\10 cater-ories: (1) Pt'Oj1os.:'.J.~ 

,~ nrc J'csp0w-jive 1.:0 tIl; .solicitr~ti(Jrl1 (2) p:opo::w.lt; \ihich dD nut r:1GC't the I'd.n.iltlU',l 

I 
1 

.~ 

1 
1 

~ 

1 
I 

1 

I 
J 
1 
.1 

1 
I 
) 

~ 

the solicitation. 

to berer.pCliw:i.vc to the: f.(Jl:i.d.t07.tion, and the propos(ll::: sho:llrl b~ r,rc1dccl tc:cl:n:i.cnUy 

Hilcn thi.s :i.s 
, (lone, 
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-- --- ------------ ---------------------------

o SECTXO;'; VIII 

1. General 

a. The purp0se of this supplc.-::ent is tn provide I~rr.ly field el0lLlencs 

Hith an· interi.m listing of tho3e cc;n:.!ercial IT'..nnuiuctured intrt!cion detcction 

(ID) equip:n.znt for indoor [;pplicntion· ,;b:t.ch Mve bocn pi'cvioUGly U!lCa by 

DA/DOD field elc..-:1ents a.nd \7hich are considered ccccpte.ble until such time 

as a DA qualified pr~6ucts liGting is pubUGbed. Inclusion of equipmcnt: en 

tho Dt\ QPL ~Jill b~ as the l o esult of D.1:. 1aborat01:y tests. DJ.ta contained in. 

thi:; cuP?lC:::lent ,.;ill nut be rclc.:~£"~"!.d iu eny context th.:l.t: may indic.:!tc th.:lt 

equii!r.~cnt/cor;,t)~t1ics rLot lisU ... J "ii'v..t1d not be acceptuole or approvcd if tected. 

b. Ta.is &1.\ppl~0ut ::los not. a c~?lete cutaio:;; OI current acc~pt(}.blc 

security aotcctiO;1 cquip:ncr.::. CdlC:r.' fin's or m:'.nuiacturer3 ,:,: y lwve e~l!~lly 

acceptable device5; ho:wvcr, t!nti1 8uch produc.ts are t:1.\bjcct to test, and 

a favorable c.vaJ.u.:-.eton is conr;:lt:dcd by a CODiDA testinil fe.cility, its 1..1CC 

cannot be recc...··711cnd.cd .:::.t this time. Cc:npanies euo:nitting bids on open DA 

nenotiatcd conty.~c:tD for ID ::;yctens, &i'.o "lhonc pro?o:;cd cquip:..cnt is not 

listed herein, ffiUct be subjected to tcst and evaluation. Ascintanee in 

determining whether a prodi..lct LJeets the stc:.ndards of the D.t\ Intnwion Detection 

Equipment Specification mny be obtaio~d from the fo11o~ing ~10 £ac111ti05. 

(1) Intl"u!lion and Barrier l.!!.bor;::ttory) H2PJ)C) }'orl: Belvoir, Vire,i.ni.a. 

(2) Intcllit;cncc 1-:atericl Develop:uc:nt Office, Fort Holabird) Haryland • 

(Qu~lify1ng tcuts will require delay in the procur~lentt thcr~forc) 

llddl tional time fae tors of IIp to [our Qonths cnn La cxpcc ted. An infot"l:;l"t:l.on o 
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OCOpy of rcqucats for tCDting of specific devices will be fotvmrded by the 

requeating D.ctivity to the Office of The Provost;: H.£l1."shal General, DA, ATTN: 
'. 

2. Alal~ c~nponents and system data. 

a. This lis'!:: will be e...'Xpanded as other prodt!cts al'e determined to be 

pccc.ptal>le. The components and d .. ca He ted belo\.J h:lVe been ccmpiled on the 

basis of actual field use. ~fuere no specific it~ln ~rc listed, products being 

considered in these groupings wJDt be cleared through Office of The' Provost 

Marshal General, Department of the Army. 

(1) Detec tors 

(a) • 
Elcctro~~echanic.8.l D("vices 

(1) Access/Secure Control Unit 

0,'·" , - (n) 'vells 'Fargo - Hodel CU-3 

(b) Hosler - Hodel m:'S.4 

(2) S:J.J:lOle [':'If;netic S\.;ritch 

(a) \'iells Fargo 811··2, S1-1-5 

(3) Balanced Haf;netic S~·;itch 

(a) ADT 4035, 4036 

(b) Johnson Service MUS - 100 with hOUSing 

(c) Kiddie D:{-845 "lith hOll.ging 

(d) Hosler HS-5 \IT 

(e) Wells Fargo SH-I, >, 4 

C) 
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() 

(5 ) 

(6) 

(7 ) 

(8) 

'r' -, .... ,",._-_ . 
.; ~ , 

(ll.) Pu~hb~::ton - \IE' iftJ-l 

(b) FootL:'ai.l ... HF EU-2 

IIc.:1 t D,:"!to(:t01;n 

(n) ADT C-S'09 

(b) !!olieywcll ',i: w 487A, T_l;.S 7B 

(c) Eosler V'rw3 

(d) Hells FC?1;goIID··l 

.... -......... I' 
• .. I 'I r 

! '.1 .. 

I 

no model mUllD01:0 
I 
I 

(0) Photo Elcctd.c Syst~ (None tc.ste:d) - HI" PZ-l 

Vibr~tio~ D2tecti~1 -----
(a) AD! 7122, 7122, 7120 

(b') Hon~)'\;cll 'I'G 10/:,. 'Vlh·;/ - 676 C 1'.::.nc1 

(c) gnslcr StcL,tincl V 

Cd) \\'clls fal.:'go CiJ-2 1;,J/ DV-l 

(9) A,,(':j.lo-::\"~<'C'·';o., S"""''''-' - U .... 11 C te"'t-d • I ••• .L. .;1_ ~ ~ ~_ " .:.j L<.._l ,\....' • ., .to: 

(10) 

(n) AD'!' 73()!~ 

(c) Moslcir AL-26PSLT 

(d) Wells Fargo CU-l 

01) r·lol:l.on D~'tc~tion 8y:::1:('.:n 

(0) So!~C ~nd Ult~c~onic 

(1) ADT 7127-003 
'. 

.,.. '.~: . , ... ; ~. 

•• ' "',' .... !'" 
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(3) Mosler MC-140 

(4) Wells FarDo CU-4. 

(5) HoncYVlcll \~711A w/TC-7000 C and Disconnect device 

(6) Sonaguard - Portable Alann - }wdel U628E 

(b) Hicro~m.vc 

"(1) Johnson Service G-7 t Gl-l 

(l) Advanced Devices 210 

(3) Wells Fargo GU~5 

(c) l~nitor Facilities 

(1) Hord.tor Panels 

(a) High Sc!::urity (Class 1\.) 

(1) ADT 7111, 7124 

(3) ~!e11s Fargo 1:fP-1 

(b) Hedium (Standard) Securi ty (Class B) 

(1) ADT 5930 

(2) Honeywell \~65 7 

(3) Johnson Service BG 1006 

(4) Mosler AL-38 

(5) Hells Fargo 1-11'-2 

(c) LO'.V' Security (Class C) - 1,..11' MP-3 

(d) pmcrgency Power Indicators 

(1) Nosler EPP 

(2) r,']ellsFargo HP-4 

(0) Event Recol,"cicrn \'.'1 .... ·ER-l 

(f) S(lcuri ty Co::rr.l1nicn.ti.oll SyD te::Ylfl - none tcs t('d 
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1~;75 C;")iCl:'.-l;t1.Cllt !.'JCj'lt:C, l,;.H. 
U.:wh.i.nstvi1, D.C. 200(,9 

l~ncyucll Corporation 
Ce.'jl::tJt.!·ccl.al D;.v1.s10n 
4926 HLsco:-.::;in Avcmue, Ii .i'l. 
Washin3ton, D.C. 20016 

John.s on Service C:. ::ip.:.ny 
• S;,:cu:.:i ty S(·.1.::.:::; Divis iCin 
900 l~::n:th St~~-:;forc! Si.:rc.::t: 
Ad:i.n~ton, Vi'l:ginia 22203 

!1.:1 1 t cr Ki.cidi,~ C',):J:)D.ny, Inc. 
Alarn PrcdUt::t~ Div:i.siC'n 
675 1L".in Str~et 
Bcllcville r, !':~'.J Jersey 07109 

M~slc~ Rcse~rch ?rcduccc 9 Inc. 
Elcct=0ni~ ~?~~~ity Divi~icn 

It,Ol \!il£;'Jn Eoulc.v.1rc.i 
Arlington, Vi;~inin 22209 

\!,Tells !:',:l'r~o Alr.!T.l Ser.vices 
GO'ilcrr.;nc:n t Di vi.::; i(;n 
1004 6th Street, N.W. 
HashingtD n, D.C. 20001 

Sonagu:::.rd Elc.:tronic Auto Alarm 
119 Dovor Stl.:cet 
Some.rville, H:J.~8.:\chucetts 
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FACIL T.T\, Slii\VEY CllEC;('LIST 
FOR 

Il'iTRUSION DETI:cqm; AL:\RH SYSTEI,;S 

1. Fncility _________________________ '_t ____________________ +-________________ ___ 

2. Loc,,! t inn ___________________________________________________ , 

3. Un it Concluc t ing Survey _____________________________________ _ 

4. lndividu:tl'::> Hone (Person Preparing Inquiry) 

a. Title h. Address c. Phone 

5. Date of Survey Conducted 

6. Purpose (State what y6u want to protect, cla;sification of data, weapons 

storage, r.lOnitnry or other intrinsic value. 

., , . i.ndoor ClrC"JS hllildjn~s, 

and objects to be protected: 

a. Size of outdoor area 

~ (1) Fencine type and height --------------------------------------

, ,," 

(2) Patrol ronds or footpaths (type) 

(3) Security lighting (type and intensity) __ --,-______________ _ 

(4) DQscribe terrain ___________________________________________ __ 

(5) Ellvironment.:!}, e;:trcmcs (Te:r.:per.:tturcs and clim~te, adjc.ccnt .:lcti-

, vities) 

b. Typc[j o[ Buildings (dcscripti.on) 

'''''''1\ l} l'I""'n) ,-iI. L.~.l L\ A 
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(1) Numbers of doors (list each type and usc, i.e., personnel, 

o vehicle, ove~hcnd, emergency eXit,' etc; also any special construction such 

as dutch, glass, vault, roll-up, etc.) ------------------------------------------

(2) Number, type and size of windows (list quantities of each size 

and type separately ~s ~ell as structural barriers over windows) 

(3) Number, ~ype and size of accessible openings other than 

windO\vs and doors (li.~t all openings greater than 96 square inches in areas 

that have a minimum dimension in excess of six inches, include all duct.:., 

grills, panels, vents, etc., that do not provide physical barriers equivalent 

o Lv tIl':: wc::.~:.j, ;:'n..;.:s "nd ceilings in ",hich they are locCiLt!d) 

c. Indoor areas: Dimensions. shapes and utilizations of indoor areas 

to be provided with space or motion detection (Explain type of furnishings, 

height and configuration of shelving or other storage) 

(1) Type of construction (wood, metal, masonry) 

A2 
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(2,) Tel11pcrnturc C'xtremes :ll1d extrellle nlr velocities 

d. Objects: rurni~ih sU:(\, sIHlpt', loc.:1tion ilnd cOlllposition or objt:tts 

to be protected ______________________________________________________________ _ 

8. Total number of areas or zones to be pr01-=ectcd (number of scp.:!rate 

circuits to be individually 8nnunci;tcd) 

9. Type of system preferred: Local alarms Centr.:!l StGtion 

Alarms Romote Annunciator --------------------
10. Type of gU.:lr~ system to be supported: Fixed post sentries 

Foot Sentry-roving ---------------- Foot Sentry-fixed Patrol 

Scntry- Dog temn 1:1otorizcd patrol ------------ One man -----------------------
patrols ---------- Buddy Sy stem .;.... _________ . ______ _ Size of Sabot3ge 

Alert Team Size of Backup ~lcrt force ------------------
11. Surveillance interval (in minutes): On~ man surveillilnce interval ---
Duress response interv:-tl (response time of second guard) 

Sabotage alert team response~ ____ _ Backup alert team response 
~--------

12. Travel Distances (Miles): Perimeter of patrolled area 

Motorized patrol tour Maximum foot tour LDistance ------------ --------------- -

from sabotage alert station to fartherest protected 'item (travel route) __ 

DL;tanco from backup alert" fOl-ce station to trIG fnrthcrest 

protected itl'111 ----._------ Distnnce betw~en communication points 

(phonus, radios or fixL!d sentry st<l(:ionfi) 

1,3 
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13. Communications .:lv.1ilablc [or guard us(~: Vehicle radio ----------------
Personnel radio _____ Guard Telephone Net-telcplloryes ___________ or 

Phone j.lcks ______ _ Automatic Ringclown. __________ , Dial St.:ltion 

HDtchmnn call stations " Tour clock stations '-----------------
________________ Telephone circuits acrinl ___ ~, ____ _ or .underground ____ _ 

Ill. Electrical P<mer; Cormnercilll _______ Standby Gcncro.tor _____ _ 

Emergency Generator-.::.~ ______ Emergency B.lttcry Po .... 'er ___________ _ 

a. Security Lighting __________ _ Perirr.e t e r. ___________ _ 

Area~ _____________________ Buildirg~ ________________ __ 

b. Electrical service to buildings ------ (list all areas, 

buildings and objects to be protected ,yhere norm 11 electrical service is not 

available) 

15. Access Controls: Will alarm system be required to provide: Intrusion 

Detectio~ only __________ 7 AuthC'rized access :i.ndic.fltions _______ ! 

Positive authorized ingrcss _________ , and egrcss _________ _ contro17 

Protection agoinst system compromise by personnel authorized access to area 

? 
---------------------
16. Protection Reliability: 'Hill alarm system be required to provide auto-

tnatic alarm signals for the £o11m"ing conditions: 

a. Forced entry on1y7 ___________________________________________________ __ 

b. Unintentional improper operation or accidental damage? _____________ __ 

c. Disablement by operations personnel, during authorized access? _____ _ 

d. Complete fnil-safe reliability ng<Jinst any/uU above cxposurcs7 ___ _ 

e. Other (cxplnin)? ___________________________________________________________ __ 

A4 
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D, 'the !.)y::.:tcr.,s' inli'rnnl f:d.l-scf.c [cntures only? 

t1. Cutlrc1 P~~l:sOl,nul on sentry dUl'11 

c. Guard supervisory perRonnel ~ollitoring the alarm system annunciation? 

d, Op-.!rational p0rsonnel nuthori.zed access tv protected items? _____ _ 

e. }l£linten;;nce personnel responsible for the nl.arm system? _______ _ 

18. Alal~ annunciation and supplementary signaling desired, 

a. Local audible Distance in feet -------------------
b. Local viDual Visual distance ----------------- --------------
c. Ccntrnl stCltion .:ludivlc and visual alarms (alarm signal only) 

d. SL~CUi:e condi.tion indicetors , Local 

Central Statio on Remote st~iti\}-:'1 ---_. 
e. Authc)1:iz(;.u L~CC(!!:)S (o~;l·n) si.gllnls , I"ocnl 

Central Station Remote Station 

f. Dc.<lcLivatl.'d (un;::nnned) cO'ndition signals ___________________ (Not 

3Vuilablc for local alnrm syster.1S) Central Station Panel ------
Remote St.ltion panel -------------------------.------.-------------

g. Hold-up Si)jnuls 

(1) }1nnual frof!l protected. Areas to centrnl .station _________ _ 

(2) 1-1(1)un1 [r0m centr"l stntion to response forces 

19. Remote ilnnullciaLion requirements: HUI nlarm system req\lire 0\1(' or more 

of tht> fol1O\~ing: 

a. Loc~l :!l,n.'l\S <lutom(lt:ically trnl1rmittccl to gum:d offi.ce. 



.1. . 'l 

1 

-----------------._----

b, Ccntl"~l st<1tio:-. alnrms automatically trnnsmittecl to remote nnoul1cl,l-

tor for otlier alert fo:-::o __________________________ _ 

c. Will remote al:-,::1n signnls be~ 

(1) Common n1.::::-:-:; (sin13lc nnnuncintor for all alarm systems at the 

protected area) 

(2) Area alan:: (one annunciator [or cnch group of buildings or 

several circuits'jn ?r.~ building) ______________________________ __ 

(3) Zone alan:-. (individual remote anllullciato'rs for each zone or 

circuit at each protec~~d premises) ______________________________ __ 

20, Furnish any special considerations not covered by the foregoing questions: 



.' 

I 1. F\lIv: t i(',E'.l c1..::~~ c r lpi.ion of 11.1 tl."1.!.~ ion Dct(.'c t1.oi1 Sy:; tU.l rcqu'i rc:acn!;~ : 
I 

of a zone ch~rt ~ulabliahillC the precise nu~ilicr of zones rcqutr0d ,dth types 

of Cfluip;:1c~t det.;irnd per ~onc unci II <.liugr.::m. sho:-1inG c.etual J..oc.:!.tion of e.::ch 

zone (800 Incl 1 & 2). 

2. Rcquirc:';'.~nts of !:lollitcri.ng f:o.cili tics: 

ll. Type of mO:1ito: p:.ln(;l~ (Checl~ applie.>:hle itC'~) 

(1 ) ClnslJ A _____ qty 

(2 ) . Cl£l5fl B qty' 

(3) Cl,w s C qty -----

I\cq~ircd --..... ------------------ qty of inGtrurnents 

c. Event rcco~der 

(1) Stano<:ll:d ----------------------
(2) Hith Optiout:: 

d. Eoni tor c[~binct 

(1) r.,\l1ltbcr of no tl Vt! zones 

(2) Hl!r:lbcl' ot Dpnrc zonen 

(Co~j1binr,t1.on of activr; and IJp3rC ~ones ohould be an cvcn ren.ltiplc of 10) 

c. Dc:;criptiml o[ nny SpeCi{ll ri..'!quircmcnt~;' :;uch GIS: rcr:wte pcmcl:3, status 

o nwpa, etc. 

APPlmDIX n 
n1 



3. Standby Power Rcqu.iremcnts (Check one) 

12 hours (Stnndilrd) 

24 hours 

36 hours 

48 hours 

{I. Remote test 

Required . 
Not requirr:d 

, . 
• 5. Conduit requirem2nts (Check appropriate items) 

, , a. None ______ _ 

b. E.M.T. 

c. Rigid ______ _ 

d. Location of Conduit (Check one) 

(2) Between control'unit and monitor cabinet ----------------
6. Description of existing intrusion detection systems (if new system is 

to tie-in with existing system)~ 

7. Description of government furnished items: 

a. AC power: Furnished ---.,------ Not furnished ._------
(1) to nearest disconnect switch ________________ _ 

(2) to locations as specified by contractor ________ __ 

() 

1 

B2 

.... ,'.,..."""~~ ''''", '.," ~, ....... <'< 



b, SiUTl':': l 1 inc.;s: l"urninlivd ___ _ Not iurni:lhcd ----
o 

(2) Propr h: t:' ry tc lctpitone 1 incs -. 

(3) Dil.-C'ct "j.1:('t 1"1111:, ___ ---------

c. Go ,'L!rn:.!.:nt furnjr.1\cd e<lu ip,:1cnL (Jcflcrihc), 

8. Types of detectors required (check applic~blc items. 

a, Electro-Mcchanical devices 

(1) Access/secuI'e Control Unit 
., 

'(2) l:iannetic S"litch 

ea) S'i.n.ple _________ ' 

o (b) Balunccd 

(3) Foil 

(4) Protoctive Hiring 

(5) Hold-Up Devices 

(:.1) Push button 

(b) Foot rail 

(6) Heat DC'tcctor 

b. Photo-Electric system 

c. \'ibratiol1 Dl'tCtcL ion SySLl!111 ----
d. Au(ljo DeLectjon System _______ _ 

o 
(J) Ultrn-.;onic ----

(3) Other _.__ .. ___ _ 

n3 
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