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ABSTRACT 

Burglary is a growing national problem resulting in. staggoring financial 

losses, a substantial portion. affecting residences in low income areas and 

small businesses. Burglary alarm systems would provide an effective deter­

rent to crime in such areas if they could gain wider acceptance by being made 

less expensive and more reliable. 

A characterization of the crime of burglary, based on data obtained 

from various government and industry sources, is used to develop a repre­

sentative analytical burglary model in which typical police responses to a 

burglary call are examined. Additional analysis compares the eff~ctiveness 

of several different burglary alarm systems against potential monetary losses 

and apprehension rates. The results of these analyses are used to identify 

technical requirements and guide the developmel1t of improved burglary alarm 

systems to provide the following: 1) simple sensors which can discriminate 

and respond to human intrusion and yet be immune to other signals such as 

those common to the residential environment; 2) a means for inexpensively 

communicating the alarm data from the installation to the police or an alarm 

company (currently, the transmission of intrusion data from an alarm instal­

lation depends primarily on leased telephone lines, which~ becoming more 

scarce and more expensive each year) ; and 3) new concepts for logic control 

of alarm systems to decrease the number of false alarms experienced with 

current alarm system installations. 
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Specific technical requirements for simple but effective alarm system 

components that are analyzed and de scribed were incorporated into sub­

contracted studies and development efforts. Results of these efforts will 

be made available by the Law Enforcement Assistance Administration to 

assist the burglary alarm industry in meeting the national need for reducing 

the crime of burglary. 
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SUMMARY 

This report doc;:uments the results of a survey and assessment of 

existing and proposed residential intrusion alarm systems and provides a 

detailed analysis of the various aspects of the crime of burglary based on 

statistical data derived from crime reports. Sections of this document con-

tain detailed discussions of the cost and false alarm problems currently 

existing with available equipment and other sections provide the technical 

concepts and requirements definition for further development to help combat 

thes e problems. Subcontracted efforts for an electric field detector, a 

residential control system, and an alarm transmis sion tradeoff study are 

specifically proposed for immediate implementation. 

Burglary is a recognized national problem resulting in direct losses 

of over two billion dollars per year. Reported residential burglary is 

increasing at the alarming rate of 12.5% per year and the problem is virtuaUy 

unchecked as evidenced by the average conviction rate of only 8.2%. The 

typical convicted burglary offender is under 25 years old, unsophisticated in 

his attack, and can be easily dis suaded from attacking a residence or can be 

apprehended if a simple but effective alarm system is installed.. 

A. General Survey and Analysis Results 

It has previously been estimated and recently confirmed that only one­

third of all burglaries are 't'eported. This may be due to many reasons as 

varied as low individual dollar loss, fear of reprisal, or the belief that the 
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police are helpless to cope with the problem. Intrusion alarm equipment 

that is generally available is too expensive for the low income resident who 

suffers the highest percentage of burgla:des and too prone to false alarms 

for a direct tie-in to metropolitan police switchboards. 

The following general conclusions support the development and feasi­

bility demonstration of a low cost security alarm system. 

• A need exists for a low cost reliable security alarm 

system for the low income resident and smeJ.ll businesses. 

• A need exists for new and/ or modified alarm response 

tactics. 

• The need exists to integrate burglar alarm systems and 

their components with other crime fightitlg strategies. 

The need exists for a reliable human discriminating intru­

sion sensor to reduce the magnitude of sensor-induced false 

alarms. 

• The need exists for the definition and development of new 

or modified alarm com.m.unication methods. 

• False alarms are a key problem with existing alarm systems 

because of the nondiscriminating features of sensors and 

poor human engineering of control systems. 

Many of the sources referenced in the back of this document describe 

the crime of burglary in terms which enable statistical modeling to be per­

formed. The results of this modeling are given in Chapter IV of this document 
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and support the requirements described in Chapter V, establishing specific 

requirements for alarm systems in terms of cost, user versatility, false 

alarm rates, response requirements and expected apprehension rates of the 

criminal. Additional materials used for establishing the requirements and 

concepts were specifically obtained from authoritative sources such as The 

Alarm Industry Committee for Combating Crime, Commerce Business Daily 

responses, Military Counter-Intrusion Development Program data and policy 

sources, police crime files, Law Enforcement Assistance Administration 

(LEAA) funded study programs, FBI reports and various commercial 

marketing analysis reports. 

B. Justification for Alarm Systems 

A study of the crime of burglary was undertaken and described in 

Chapter III to decide whether or not any alarm system, low cost or other­

wise, offered sufficient protection against burglary to justify development. 

The conclusions to be drawn from the reSUlting evidence is that alarm sys­

tems are not only highly effective in reducing the financial loss due to burglary, 

but that burglar alarms offer the only proven solution if a reduction in the 

amount of unreported crime and an increase in the offender arrest rate are 

desired. Also since burglary is now considered' to be a career, a multiplying 

effect on the decrease in the burglary rate should be noticed with the increased 

arrest probability associated with a proliferation of alarm systems. 

Of all the victims of burglary, it is the urban and suburban residents 

and small businesses who are most in need of some form of protection. 

Rural crime rates are increasing but not on the same scale. Residential 

offenses have been .climbing fast, reaching 630/0 of the total with dollar losses 
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multiplying at an alarming 17. 7% each year for the past 12 years. Based 

simply on averaging the national statistics, the large city resident can ex­

pect a 10.8% probability of being burglarized within the year. Once again 

using the national averages, he cC).n expect a loss of $ 315 from each attack. 

Unfortunately, only one-third of these crimes will ever be reported to the 

police and when they are, they are reported so late that only 8.2% of the 

crimes produce a guilty-as-charged verdict. Rural application of burglar 

alarm systems are not as effective because of the long response times of 

response agencies, lower probability of burglary, etc. 

The lower income resident and small businessman have not been en­

tirely negelected in the past by commercial alarm companies. However, be­

cause alarm systems have cost upwards of $1000 or more to install, because 

their designs have been so prone to error, and because the alarm users have 

been so careless in the use of the equipment, police in most instances must 

answer too many false alarms before catching a criminal. What is needed 

to satisfy police requirements is a simple system that will produce false 

alarms only about once a year. Given significant improvements in intrusion 

sensor design, human interface engineering, automatic error detection and 

communications technology, an improved burglar alarm syste:rn can be pro­

duced, and should result in correspondingly impressive improvements in 

deterrence and apprehension. However, any value for an acceptable cost 

and false alarm rate must be determined by the particular application. 

An inspection of burglary statistics revealed several appealing possibil­

ities as a result of using improved alarm systems; reporting rates should 

rise from 33% to about 76%, arrests should be at least double their 
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current 17.80/0 figure, losses should drop from $315 to $35 on the national 

average and, if the results of the often discussed LEAA program i~ Cedar 

Rapids are any indication, court costs should drop considerably because 

almost all offenders will plead guilty as a result of the on-the-scene arr~i1ts. 
"-. "" ..... 

'\ .... ~ .,-. 
'~~, 

'-"" C. Analysis of System Types 
\\ 
\' .1 

., .. ;;" .... 
"";" ~ 

"" .... ~:;.~~;;. ....... 
Baseline requirements for a Mean Time Between False Alarms (MTBFA) .'" 

and alarm system costs are generated in Chapter IV and performance of thl.'ee_. 

alarm system concepts are analyzed using mathematically .sophisticatedmodels 

newly developed at The Aerospace Corporation (though modified to retain un­

complicated structure). Conclusions were drawn from an application of the 

models to a typical urba,n scenario (New York Police Department Precinct iOS) 

using widely recognized statistical da-e.a for that precinct's response charac-

teristics and for national burglary profiles. 

D. Requirements Definition 

1. System requirements. Preliminary design requirements have 

been prescribed in Chapter VI o.f this document to deal with problems such as 

those associated with the user and police interiaGe to the alarm control system. 

Methods for increasing the effectiveness of an alarm system and increasing 
, 

the total number of installed alarms without overburdening the police or alarm 

service response companies yield analytical requirement defining Mean Time 

Between False Alarms (MTBFA). This study shows that a coverage ratio as 

high as 20% requires an MTBFA of six months for each installed system. This 

study further enables definition of the acceptable failure rates for specific 

alarm applications. As the MTBFA applooaches a goal of 1. 2 years, coverage 

5 



-...: ....... , .... 

approaching 500/0 C9~ be allowed while not substantially impacting levels of 
!i 

police manpower. 

Using the 1972 national loss average of $ 315 per household about 

once every ten years, it is seen that an effective burglary deterre~t such as an 

alarm system which lasts about five years should cost the average resident 

about $162 in order to just break even. Using this figure as a criteria enables 

a breakdown such as $25 for sensors, a $100 alarm control system and $37 

"" '~Ag~tal1ation components and alarm indicator costs as a practical goal to strive 
....... lo,. .......... ,'-' .... 

.. "'" 
for. Sub'Urba~.residents with higher probable losses might expect to pay some-

............. ........... , 
, what higher amounts fdr·'l:Hl'.~e sophisticated systems. These same system 

"', 

requirements ca11 be expected to alsO·tle valid for small business application. 

The component parts of a total burglar alarm system addre s sed 
I 

in this document are shown conceptually in Figure A. 

I 

IMPROVED 
INTERFACE 

UNIT 

: IMPROVED ALARM DATA 
TRANSMISSION 

~---------------
HUMAN-DlseR IMINATING 

SENSOR 

Figure A. Burglary Alarm System Concept 
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The sensor is a volumetric or restricted area type device which 

guards the inside of a room. It is coupled to the processor or alarm control 

system via an internal transmission medium such as power lines or special 

wiring, as is the case with the entrance controller and the local warning and 

alarm. The processor monitors the transmission medium and performs the 

functions of timing, control logic, as well as transmitting and receiving data. 

It receives information from the entrance controller and turns on a local alarm. 

At an added cost, the controller can transmit a signal to a central station to 

summon help. The external interface adapts the processor signals to the partic­

ular external transmission medium selected, whether it be phone line, power 

line, interactive TV or RF sy~+.-em. The central station displays the processoJ;; 

data at some remote location such as an alarm company or police station, 

and provides limited control of the security alarm system by means of polling, 

timing and verification of the transmitted data. However, the requirements 

for a low cost and reliable transmission media for alarm data necessitates 

a broad review of the total conununication technology with possible develop­

ment or utilization of a new method directed towards the civil sector. A study 

concluded by GTE-Sylvania [5-3) revealed the type of characterization data 

necessary to fully utilize internal residential power wiring as an alarm data 

medium. Transmission requirements beyond the residence support a con­

tinued assessment of the power line approach, along with other approaches 

such as two-way TV, special telephone line systems, and RF systems. Suf­

ficient data must be accumulated to accomplish tradeoff studies involving 

cost and technical reqpirements for near and far term alarm transmission" 

solutions. 

7 



E. Recommended Developments 

System concepts are defined in Chapter VI which include hardware 

components, functional interfaces, and recommendations for neces sary 

transmission studies. These c~ncepts are based upon the system analysis, 

the user, alarm company objectives and police objectives in terms of cost, 

false alarm rates and response. The recomInended concepts for develop­

ment are: 

• A human discriminating volumetric sensor 

• A residential control system utilizing large scale 

integration chips providing arming logic, control and 

identification features at a low manufacturing cost, 

including provisions for ap. acceptable human interface 

with the system 

• A transmission media review and tradeoff analysis point­

ing to the future development of new low cost and reliable 

methods of communicating alarm data 

• Provisions for response control 

F. System Concepts 

Two primary measures of system performances (i. e., arrest probability 

and percent dollar savings) were used to evaluate three system reporting con­

cepts (i. e., overt local audible, covert silent reporting, or combination). Only 

two systems were shown to provide police benefits via greatly improved arrest 

rates: the covert concept and a version of the combined system with a five­

minute delay on the local alarm bell. The covert system should yield the 
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highest police benefits; an 89 percent prob,ability of arrest when considered 

from. the viewpoint of those residents with an alarm. system., and 53 percent 

aggregate probability from. the viewpoint of the police serving all burglarized 

residents. All the system.s ~nvestigated result in benefits to the residents in 

te1"m.s of percent dollar savings; over 88 percent savings of a resident's ex-

pected los s ($315 national average) is probable for any of the three concepts. 

These res'llts all assum.e the m.inim.um. 0.5 year MTBFA and 20 percent 

coverage conditions apply and all burglaries that occur in residences 

covered by one of the alarm. system.s are reported. 
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CHAPTER I. INTRODUCTION 

This document reports on a s':urvey and concept definition of a cost 

effective burglar al~rm system for low-income residential and small busi­

ness applications. This system concept was conceived and studied by The 

Aerospace Corporation under a Law Enforcement Assistance Administration 

(LEAA) sponsored task administered by the Equipment Systems Improvement 

Program during fiscal year 1974. The alarm system concept is directed 

toward reducing the opportunities for successful burglary completion by 

developing low-cost but highly reliable alarm system components which sub-

stantially reduce the occurrence of false alarms and by developing transmission 

methods that undercut present high system costs. 

The conceptual system, which is called the cost effective burglar' 

alarm, is shown in Fig. 1-1. It relies on at least one simpie sensor with 

the capability to discriminate between human motion and other potential 

alarm sources, a large scale integration (LSI) control system or processor 

with logic and timing to improve system reliability and operability, and:an 

integrated door lock and alarm control to substantially reduce inadvertent 

user-caused false alarms. This system is capable of signaling the burglar's 

presence overtly via an audible local alarm, covertly via silent automatic 

reporting to a response agent, or by a combination of the two. The type of 

Signaling capability is to be a user option, dep.ending on cost considerations 

and an evaluation of the available transmis sion medium. 
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The purpose of this report .is to show the results of aurveying the 

requirements for the cost effective burglar alarm system and to identify 

and discuss the conceptual development of particular BYBti~m elements. 

These results are an outgrowth of a survey of present app~toaches and sta­

tistics, coordination with the alarm industry and with ongoing LEAA 

activities, analytical findings, and the reaction of many public officials. to 

the alarm system concepts. The scope of the system application covers 

the crime of burglary in (primarily) low-income residential areas, with 

some application to small businesses. 

A. Report Format 

The survey of. the burglary problem and the identification 01 specific 
I 

development concepts are addressed 'in the technical chapters of this report, 

which follow the major technical conclusions (Chapter II). These chapters 

and their purposes are: 

Chapter III To review available data on burglary and detennine 

what potential exists for making an impact on the 

burglary problem in the near future 

Chapter IV To analyze three types of burglar alarm systems to 

determine their impact on police workload, arrest 

probabilities J and savings 

Chapter V ~. To report on state-of-the-art hardware surveys, 

identify deficiencies, and select promising techno-

logical solution.;;\ 

Chapter VI To present development concepts in terms of specific 

hardware and studies 
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The material in these chapters is supported by appendixes containing 

detailed information in the areas of internal and external power line character­

izations, response/queuing model derivation, and body influence effects for 

detector development. 

B. Concept Definition Background 

Great concern has been expressed at the highest government levels 

about the ever-increasing burglary rate. The basis of such concerns and 

The Aerospace Corporation's approach to LEAA to alleviate them are dis­

cussed below. 

1. General considerations. Burglary remains the fastest growing 

crim.e nationally, and it is a costly crim.e, averaging nationally about $:?15 per 

burglary in 1972. No panacea presently exists, and the outlook is doubly handi­

capped by current high alarm. system costs coupled with high false alarm. rates. 

These high costs and high false alarm rates constitute a major problem 

area. Systems of reasonable quality reportedly cost $400 to $1000 for resi­

dential installations and $500 to $30.00 for small businesses. Monthly service 

or rental charges reportedly range from $'15 to $50. The percentage of false 

alarms currently runs between 90 and 970/0. 

The review of past and ongoing prograrns haH uncovered pertinent 

findings. For example, burglary is a crime of opportunity that generally 

strikes unprotected targets, and the majority of burglars are minors, 
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according to arrest data. In the Cedar Rapids, Iowa [3-11J alarm system 

study, it was found that: 

.. Displayed bu::;iness alarm systems served as a deterrent 

• Rapid respof!.se caused increased clearance rates 

• Lower dollar losses occurred 

Al S 1 . [3-17] . 't l' f 11 b . so, y vanIa , 1n 1 s eva uatlon 0 sma US1ness and residential 

. alarm systems, recommended development of three equipment items: 

.. A secure deadbolt lock with an integrated shunt switch for 

reliably arming and disarming the alarm system 

• An alarm control that provides maximum system flexibility 

with minimum user interface requirements 

• A low-cost power line. transmission system for sending com-

munications from individual sensors to the control system 

Coordination with the alarm industry has increased Aerospace under­

standing of the industry's current emphasis and has resulted in recommenda-

tiona pertaining to equipment development and studies. The Alarm In.dustry 

Committee for Combating Crime (AICCC), in response to a formal Aero-

space request, recommended development in several technological areas, in ... 

eluding the study of transmission systems and the development of a human-

discriminating sensor Primarily the alarm industry supplies equipment, 

installation and monitoring services for commercial property protection; a 

small fraction of the effort is on protection of individual residences. However, 

up until perhaps very recently, the supply of alarm goods and services has not 

been directed toward protection of ghetto residences, where the highest bur-

glary incidence is taking place. (It should be understood that the market for 

these goods and services has not been substantiated), 
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The industrial mobilization role has also borne fruits of technological e 
advance. Sylvania, under subcontract to Aerospace, performed two note­

worthy steps. One was to develop a preliminary version of a passively 

tuned alarm communication link via existing house wiring; the second was 

to per£,?rm an initial characteriz~tion of residential wiring in terms of a 

transmission line. Aerospace also surveyed the industry's current alarm 

system capability via a Commerce Business Daily announcement seeking 

R&D sources for alarm system development and feasibility demonstration 

(Chapter V), as well as by first-hand discussions with many alarm companies 

and equipment distribute rs. 

2. Anti-burglary weapons tradeoffs. Aerospace emphasis on 

developing burglar alarm system technology derives from a consideration 

of available anti- burglary weapons. 'these weapons can be grouped into four 

main categories I according to the method of protection provided. These 

categories. described by actor Henry Fonda as "The Four Ds" in the industrial 

film "Rip-Off" [1-1] employ the following techniques against the would be bur­

glar: Deter, Defend, Detect and Delay. Anyone (or more) of these methods 

can be used, but maximum protection results when all four are employed. 

The first D (Deter) involves presenting the offender with an obviously 

well protected structure that appears difficult to burglarize. The use of 

floodlights on potential entrances, bars and screens on doors and windows, 

and notices warning of an alarm system can all deter the burglar from at-

tenlpting an attack. It is also recognized that sociological factors must be 

considered in any overall strategy of deterrence. However, the factors are 

difficult to define and even mbre difficult to evaluate in terms of resultant 

criminal behavior. The development of effective means of controlling or 
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modifying sociological factors for the reduction of burglary is considered a 

long range solution. The present trends in burglary rates require that the 

methods be initiated which have a potential for more itnmediate impact. 
. " 

/1~ 
The second D (De£en<;l) involves ins{lalling solid doors. burglar-proof 

locks and armored glass, making it more difficult for the burglar to effect entry. 

Burglar alarm systems are used in the third D to Detect the criminal 

and then signal for police protection or frighten him off with a loud alarm bell. 

The fourth D (Delay) involves an attempt to slow the burglar once he 

is inside by using safes to store valuables or by bolting costly items down 

so they are difficult and time consuming to remove. This also would give 

the police more time to respond to an alarm call. 

The system concept envisioned for residences dictates against relying 

on Deterrence, Defense, and Delay in reducing burglary. The use of steel 

doors and barred windows in the home is both expensive and psychologically 

oppressive and it is difficult ta evaluate the true effectiveness of these mea-

sures. Hardening the many low-strength wood and glass doors and windows 

in the average residenc e would be difficult, although feasible if done dUl'ing 

construction or with some of the hardware appearing on the market. The 

idea of bolting down valuables is generally incompatible with prr )tecting the 

TV sets, stereos, and miscellaneous items so often taken in residential 

burglaries. In summary then, the us e of moderate deterrent and defense 

measures along with the use of ru."l inexpensive and reliable alarm system for 

Detection offers the best hope for residential security. Therefore, the main 

thrust of the recommended anti-burglary developments is toward Detectiqn. 
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CHAPTER II. MAJOR TECHNICAL CONCLUSIONS 

Three specific areas have been identified and are recommended 

for further development: 

• A low-cost volumetric sensor system to indicate human 

intrusion into a residence 

• An inexpensive means of transmitting alarm data within 

a residence and to a response agency 

An integrated control sy/3tem, adaptable to overt or covert 

application, with a low incidence of false alar-ms due to 

user int.erface, system failure, or inadvertent activation 

These developments are prirrtarily intended for low-i~c:ortie 

residential applications, with some ovel"lap to small business applications. 
',I 

Primary considerations in each development area are low cost and 

low false alarm rates. All three, if successful, will represent a 

major technological breakthrough in the war against burglary. 

In this chapter, key conclusions that were drawn throughout the 

report and that support the above recommendations are presented. 

Some general survey results are first presented; these are followed by 

highlights of each chapter of the report. 

A. General Survey Results 

FroIn a review of existing, prototype, and conceptual burglar 

alarm s~rBtem deSigns, it is concluded that the alarm industry has not 

taken advantage of advancements in the overall technical community 
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and that few systems are being offered for the benefit of the low-income 

resident in the high-crime area. It is unlikely that many alarm businesses 

consider this market to oiie 1" an adequate opportunity for profit although 

several are cognizant of a market potential and have recently expended some 

R&D money toward meeting this need. However, the industry has not solved 

the human interface and false alarm problem at any level, a.s evidenced by 

an over 90% false alarm rate (the majority of these caused by the user). This 

summary highlights the problem areas that have been found to exist as a re­

sult of a limited survey. To overcome these proble:m.s, a coordinated hard­

ware development effort is recommended and described herein. This effort 

should result in state-of-the-art hardware designs that could alleviate most of 

the difficulties described within a resonable period of time. 

The technology does exist within the state-of-the-art for the design 

of low-cost alarm components and co;ntrol systems, and this technOlogy 

can be applied to help resolve the false alarm and high cost problems. 

Alarm com.panies depend almost exclUSively on telephone lines 

for communicating alarm data to their remote .stations. This limitation 

has dictated design restrictions that have not changed basically in 40 

years. Almost all communications systems in operation depend on the 

phone company to provide and maintain the cOnimunications medium. 

Advancements in communications technology since World War II have not 

generally been applied to the alarm industry. Even the recent knowledge of 

an impending shortage of phone lines has resulted in only isolated attempts 

to perform long-range planning. One such attempt is the establishment of 

an Alarm Facilities Committee by Bell Telephone. 

2-2 



" 

Major growth of multiunit apartment complex communities is 

now taking place throughout the nation, and interest in protective security 

systems has been stimulated due to the national burglary problem. 

However, little planning and development for this growth in terms of 

equipment and communications techniques has taken place. Fractionated 

efforts are resulting in a proliferation of alarm systems witsh little 

commonality, different principles of operation and as yet uiitested 

effectiveness. 

Single volumetric sensors afford the greatest potential for inexpen-

sively accomplishing intrusion detection by aleviating the need for individual 

door, window, vibration, or breakage ... indicating sensors. The alarm industry 

has developed a few new types of sensors which in general meet commercial 

needs, but these are expensive and most are highly susceptible to false alarms. 

Few, past developments offer the potential for discriminating between human 

intrusion and other man-made or natural causes. In general, the alarm in-

duS',try has not until recently directed SUbstantial resources to this problem 

since most of the commercial customer's needs have been identified with 

presently available techniques and components. The application of new, inno-

vative conceptual techniques to volumetric sensor design should aid in simplify-

ing alarm systems and in reducing false alarms. 

The LEAA design objective, which is directed toward providing good 

alarm equipment for the low-income resident, necessitates government 

funding of the high technical risk and costly development items, which the 
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alarm industry is naturally hesitant to undertake. The application of new 

technology should provide end-item equipment that can be used by residents 

and alarm compa~~ies for assembling systems that meet the needs described 

above. 

B. Highlight s 

The analysis and system concepts for a low cost burglar alarm sys-

tem is addressed in this report in four basic areas: 

• Need for a burglar alarm system 

• Analysis of system types 

• Requirements development 

• Development concepts 

The major technical conc1usi~ns for each area follow. 

1. Need for a burglar alarm system: conclusions. The 

study results of Chapter III show that burglary is indeed a very serious 

problem and that residential burglary is the particular category most in 

need of immediate attention. A 12.5% average annual increase in residential 

offenses and a 17. 70/0 increase in dollar loss as illustrated in Chapter III, 

Figures 3.,.4 and 3-6, motivates this recorrunendation. However, while the 

data shows a marked trend toward a larger percentage of residential offenses, 

it can also be shown from the Uniform Crime Reports that the nonresidential 

burglary rate remains seriously high. Therefore any development work 

must consider both the residential and the business class of targets. 
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The Ul'le of burglar alarms is the only ~ethod known to provid~ tJle 

l'apld and thol'ough 9"urglary reporting required to improve police effective-, 
nes~. This wa.s illustrated in the Cedar Rapid~, Iowa, study: In cases where 

intrusions Wel'e detected, 88,0/0 Buffered zero loss, anq the average loss £01' 

the remaindef was $35, compared to a national avel'age of $3 i 5. Further­

more, every pffender captured in Cedar Rapids during the past year pleaded 

guilty to the charge, resulting in a marked redu~tion ~n court costs for the 

city. 

Police currently respond to upwards of 4~ false alarm caUs for each 

true call received. False alarms are the most serious obstacle to the wide-

spread use of burglar ala,rrns. The Mean Time :aetween False Alarm/3 . 
(MTBFA) of many systems is two to three months in many cases, a value 

whi~h must b~ raised to about once every 0.5 year to pe acceptable to police. 

2~ Analysis of alarm system tyPes: conclusions. In Chapter IV, 
i 

three alarm system types (overt, cov~rt, and P9Plpined) are analyzed by ... : . ' 

mea.ns of newly derived queuing models to detel'tnille their impact on police 

wOl'),doad, arl"est probability, savings to the r~sic;lent, 'fnd potential 

alarm syster.q cost. The analysis defines specific response, savings, 

cost, and utilization models for theBe paramete:r$ ~ncl applies them 
,. ? "' .. 

to a typical urban scenario, New York Police Del,>t. Frecinct 103 • 
• 1. , • 

rhe models' developed are simple in form. but al'e based on 

mt4tiserver queuing theory (several responders avail,?~le) and on national 

statistics on burglars and burglary rates. Mqclel input!3 are MTBFA, 
. I ' 

reSidential coverage, and the burglary statiBt~c~. ~tputs are probability 
, ' 
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of early police arrival, aggregate probability of arrest, percent dollar 

savings, probable alarms system costs, and police utilization. 

There are several significant numerical results. An MTBFA 

of more than 0.5 year is needed if the residential coverage does not 

exceed 20%. This set of values should be used as an initial imple-

mentation requirement until the MTBF A of the system is improved 

to one year, which would allow 50% coverage while maintaining 

equivalent police effort. 

Two primary measures of system performance were used: 

arrest probability and percent dollar savings. The covert, or silent, re-

porting system yields the highest probability of arrest benefits (89%) from 

the viewpoints of a resident covered by an alarm system and aggregate , 
benefits for 50% coverage of 53%. Percent dollar savings to the resident are 

similar for all three systertli5 investigated (all are over 88%). 

Two additional parameters of importance were determined from the 

analySis. A baseline system cost requirement is established to be $162, in-

eluding installation, based on the national average dollar losses from burglary. 

However, this must be considered only as an average, and a measure of 

adjustment must be developed to account for distributions above the average. 

An upper limit for police utilization of 0.40 (40%), regardless of coverage, 

has been as sumed in the calculations. 

3. Requirements and development concepts: conclusions. 

Chapters V and VI of this document address specific technical require-

ments and present concepts for equipment development and studies in 
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several areas. The first is for the development of a new low"'cost 

volumetric sensor with human discrimination capability_ The second 

is for the design and test of one or more lunique alarm control system 
'I )J 

large scale integration (LSI) chips that can ultimately be purchased by 

~n equipment manufacturer at a low cost yet provide false alarm 

reduction features found only in expensive systems. A third, yet 

equally important, effort is for the study of current and evolving 

communications techniques applicable to transmitting alarm data from. 

the resident to a response agency. 
. /I 

This study is needed to highlight new 

low-cost concepts to meet the needs of the alarm industry now and thr6ug~ 

the 1980s. 

(J 

(( 
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CHAPl'ER III. SURVEY ON BURGLARY AND THE 

NEED FOR A BURGLAR ALARM SYSTEM 

The purpose of this chapter is to review the available data on burglary 

and determine what, if any, .potential exia.ts for making a significant cost ... 

effective impact on this problem in the near future. The resu.lts of the study 

will show that burglary is indeed a very serious problem and that residential 

and small business burglaries are the particular categories most in need of 

immediate attention. It will be demonstrated that the widespread use of 

improved and cost-effective burglar alarms will better enable current police 

manpower to deal effectively with the problem. 

This chapter contains four major parts. The first deals with offense 

statistics and the associated financial loss. It is here that the recommenda­

tion for stressing the residential problem is developed. The second :reviews 

burglary as it affects the police; it is concluded that alarm systems offer a 

demonstrated capability of dealing with the problem. The third stresses the 

.main consideration that must be dealt with in designing an alarm system 

(false alarm frequency). The fourth reviews the charactedstics of the 

offender, which are needed to analyze the effectivity of various alarm system 

concepts. A brief review of the significant 'points developed in these four 

parts is included at the end of the chapter. 

A. The Crime of Burglary 

The statistics on the crime of burglary provide the principal induce­

ment for the development of a reliable, low-cost burglar alarm. The 

following discussion reviews the extent of the burglary problem within the 

, <;-
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United States and, in so doing, concludes that the primary emphasis of the 

alarm development should preferentially be directed toward protecting the 

urban residence. An estimate of the probability of a burglary attack against 

this urban residential target is also developed, both for use in the analysis 

(Chapter IV) and also to substantiate the opinion that residential burglary is 

a problem of serious and growing magnitude. 

1. National burglary trends. The number of burglaries occurring 

each year in the United States is growing at a rate far in excess of the 

population. Figure 3-1 illustrates this trend, with the number of r..)ported 

burglaries relative to the 1960 level. A plot of the increase in the national 

population has been included for comparison. The data demonstrates that 

burglary has steadily increased in each of the, 12 years considered, until in 

1972 the number of reported offenses had risen to over 260% of that experi­

enced in 1960. The preliminary data for the first nine months of 1973 indi­

cates that this trend is still continuing. When averaged over the i2-year 

period, total burglary has increased 8,3% annually, as compared with the 

1. 25% annual increase in population. This suggests that the average Ameri­

can is 2-1/4 times more likely to be victimized by burglary in 1972 than he 

was in 1960. 

The concern about burglary cannot be justified solely on the basis of 

percentage increases. A crime directed against property, as is the case 

with burglary,. seldom results in a threat to the life of the victim. Thus, 

even large percentage increases in a low-volume property crime may not 
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necessarily cause serious concern. Unfortunately, burglary is far from 

being a low-volume crime. In fa,-;t, since 1960, burglary has consistently 

accounted for from 39 to 450/0 of ~ the crime reported in the Uniform Crime 

Report compiled each year by the 'Federal Bureau of Investigation. By 1972, 

a total of 2,345, 000 burglaries were beip.g reported annually J or a rate of 

one rep6rt every 13 seconds. Burglary now represents the largest single 

source of crime in the United states. 'rhus, concern about burglary is 
Ii 

founded upon two factors: the rapidly increasing rate of the crime of burglary 

and the impact of the sheer number of offenses involved. 

2. Residential arid nonresidential burglary. The offense of bur-

glary is categorized as either residential or nonresidential in the Uniform. 

Crime Reports, and that distinction will be used here. In reviewing the 

recent 'history of these two types of burglary, a tendency toward residential 

offenses becomes apparent. The percentage of residential and nonresiden-

tial burglary over the last 12 years has been plotted in Figure 3-2. The 

consistent increase in residential attacks has resulted in a gain of from 40% 

of all burglary in 1960 to 63% in 1972, which is the late st year for which 

complete data is available. Thus, the character of burglary has been under-

going a fundamental change, a change which is perhaps made m.ore obvious 

when the relative proportions of dayt-im.e and nighttime burglary is considered 

(Figure 3-3). The marked trend is away from nighttime business burglary 

with an increasing rate in residential attacks during the day. In summary, 
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then, the burglar is becoming increasingly aware of the "soft". nature of the 

residential target, pa:rticularly d1.'I,ring the day when the residents are away 

at work. The relatively low coverage by police patrols in residential neigh-

borhoods and the almost coz.nplete nonexistence of residential burglar alarms 

contributes to the impunity with which the average residence is attacked. In 

fact, impunity may not be a sufficiently forceful description. Harry Scarr, 

in Patterns of Burglary, 2nd edition, states that many burglars don'tJust 

burglarize and get out, they "stop and fix themselves a sandwich. " 

The effect of the changing complexion of burglary can be demonstrated 

rather vividly if the comparison is made for residential and nonresidential 

offenses separately. Figure 3-4 illustrates the trends for these two cate-

gories of offenses (the overall burglary trend from Figure 3-1 has been 

added for comparison). Figure 3-4 represents the combined effect of the 

" 

data from Figures 3-1 and 3-2. Thus, nonresidential offenses have risen 

far less than the average, to 160% of the 1960 level for an average annual 

increase of 4% as compared with 260% or 8.3% annually for the aggregate 

burglary figures • Total residential attacks are up markedly from the average, 

however, rising 12.5% annually to 410% of the 1960 level. Based solely on 

the quantitative increases, there is considerable strength to the argument 

that residential burglary is the area of most inttnediate concern. 

3. Financia110ss due to burglary. The criterion used above for 

evaluating that segment which would benefit most from new alarm system 

development was based strictly on the relative volume of offenses, but perhaps 

an even more appropriate consideration vJ!ou1d be the dollar loss associated 
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with residential and nonresidential attacks, since the cost of any alarm 

system must ultimately be weighed against the anticipated dnnar savings 

resulting from use of that alarm. As Figure 3 .. 5 illustrates{Jburglary losses 

for both residential and noru:esidential categories have consistently risen 

over the 12-year period (dollar loss was not given for each category 

separately until 1964). However, residential burglaries have historically 
! j . 

. ') 

resulted in a greater dollar loss per offense than has l;-/.1rglary directed 

against businesses. The latest data for 1972 indicates an average loss of 

$315 and $298, respectively, for residential and nonresidential attacks. 

This represents an average annual increase of over 4. 6% for residential loss, 

as comparied with only a 2. 9% rise in the consumer price index over the 

sarri~ period. [3-1] Thus, not only wi'll the average citizen in 1972 be 2-1/4 

time~ more likely to be burglarized than in 1960, his average loss will be 
t::I 

72% higher. 

The total effect of the rising burglary rates (Figure 3-1), together 

with the increase in residential attacks (Figure 3 -2) J and the higher residen­

tial10sses (Figure 3-5), have been combined in Figure 3-6 to show the 

relative financial impact of residential and nonresidential burglaries. Again, 

the increase in the aggregate number of burglary offenses has been carried 

over from Figure 3-1 for comparison. The nonresidential dollar loss has 

increased in a manner remarkably similar to the trend for total offenses 

(Figure 3-4). However, the rate at which the residential dollar losses have 

climbed over the past 12 years has to be considered awesome. The 1972 

dollar loss of $465,000,000 was 706% of that in 1960, or an average annual 
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increase amounting to a staggering 17.70/0. Thus, this dollar loss criteria 

provides the most powerful motivation for recom:mending 'that immediate 

attention be directed toward alleviating the residential burglary problem. 

The direct results of this attention. should also benefit the small businessman 

who suffers the brunt of the nonresidential offenses. 

4. Burglary versus city size. Particularly hard ... hit by burglary 

are those residents living in the larger cities of the United States, according 

to the Uniform Crime Report figures (Figure 3-7). There are areas 

within each city where the rate is much higher than average. The 

conclusion drawn hexe is that the initial alarm development effort should 

be directed toward application in a large city environment. This decision 

should also benefit from two other considerations: The population density 

is higher in the large cities~ which shortens average police travel distances 

and thus the time needed to respond to the alarm and apprehend the burglar, 

and the number of police per capita is also higher in the larger cities 

(3.3/1000 population for cities over 250,000 versus 1. 8-2. 2/1000 for smaller 

cities, [3""2J which again illustrates the police resources that can be brought 

to bear on the burglary problem. 

5. Estimated probability of urban residential bur~lary. The dis-

cuss ion above has dealt primarily with residential burglary on an aggregate 

basis, but another interesting approach (perhaps more easily related to) is 

to co:rnpute what the probability was that the average residence in a large 

American city was burglarized in 1972. However, before that estimate can 

be rnade, two important prerequisite assumptions must first be discussed: 
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household population, and the rate of unreported burglaries. First, burglary 

is an assault on a residence, and not on the individual citizen. Therefore, it 

is not appropriate to continue discussing this crime on a per capita basis 

since it is the per household rate that is important in an alarm application 

(because the alarm protects the household). Statistics from the Bureau of 

the Census (Figure 3-8) show a declining average population per household, 

which is defined as all persons, related or unrelated, reSiding in common 

living quarters (house, apartment, or single room). For the year 1972, the 

figure was 3.06, and that value will be used here. Note that the United 

States is undergoing something of a "residence explosion. II This phenomenon 

offers more potential targets to the criIninal with each target having fewer 

occupants to watch over the residence. However, using the 1862.8/100. 000 

value from Figure 3-7 as typical of the large city and realizing that 63% 

of all burglaries are residential (from Figure 3 - 2), the probability of the 

urban residence reporting a burglary is: 

Average burglary reporting probability 1862.8 x 63% x 3.06 
= 100,000 

= 3.59% per household 

The preceding calculation shows that 3. 59% represents the average 

rate of reported burglary per residence. This differs considerably from the 

actual rate experienced since a large percentage of these crimes are never 

reported to the police. Estimates of the actual extent of unreported burglary 

vary widely. Specific examples show that actual burglaries occur at 1. 7 

. [3-3] . [3-4] . [3-6] . 
tllnes, 3.2 tlmes, 3.8 hmes the number of reports, and m 

OOf:: Boston area indicating a 54.2% burglary rate, 46 times[3 .. 6] the number 

of reports. Unfortunately, the Uniform Crime Reports data could not be used 
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since estimates of unreported crimes are not included. Given this high varia­

bility. it is difficult to accura:tely select the large city average desired. but 

a rate of 3 times the actual number of reports seems' to be a conservative 

figure and will be used here. The estimated rate of actual burglary experi-

enced by the urban household is then: 

Average urban burglary probability = 3. 59% x 3 = 10.8% 
(experienced) , 

6. Estimated frequency of urban residential alarms. The 10.8% 

figure represents the probability that a typical urban horne will be sub-

jected to burglary during anyone year. However, this value is not equal 

to the probability that an alarm-equipped residence will sound the alarm. 

This is because the crime of burglary, as defined in the Uniform Crime 

Report and elsewhere, consists of three more specific offenses: Forcible 

Entry, in which deliberate force is used to gain access to the structure; 

Unlawful Entry, where the burglar simply enters (e. g., through an unlocked 

door); and A1~tempted Forcible Entry, in which (as the name implies) an 

unsuccessful effort is made to burglarize the structure. Since any alarm 

system. must be deliberately armed before functioning. it will not be actuated 

where the residence is' purposely or accidently left open. Also, since most 

alarm Systems require actual intrusion into the structure before they are 

triggered they are not capable of detecting unsucces sful attempts. Figure 3-9 

displays the relative percentage breakdown of these offenses over the past 

12 yea.rs. The specific crime against which an alarm can defend is Forcible 

Entry and using the figure of 76%, the probability of a residence equipped with 

a perfect alarm system sounding that alarm sometime during the year is: 
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Probability of urban alarm sounding = 10.8% x 76% = 8.2% 

7. Summary. In summary, burglary is the highest-volume crime 

in the United States, with 2, 345, 000 reported offenses in 1972. The volume 

of this crime is rising at a rate fa·r in excess of the population increase, 

with a large percentage of that increase going toward residential attacks. 

More specifically, the dollar loss associated with nonresidential targets has 

increased at a rate of 8.3% annually over the past 12 years to $258, 000, 000, 

but residential burglaries have grown at a startling 17. 7% per year over the 

same period, for a total loss of $465, 000, 000 in 1972. The conclusion to be 

drawn, based on national FBI statistics, is that the residential area is the 

segment toward which any burglar alarm development effort should be directed. 

The urban residential problem should be stressed in particular, since medium 

and large cities have roughly twice the small-city burglary rate. Considering 

that 63% of all burglary is now directed against residences with an average 

of 3. 06 persons /household, and as suming there are roughly three offenses 

committed for each one reported, the probability of the large-city residence 

being burglarized in one year is 10.8%. Since only 76% of all burglary is 

clas sHied as Forcible Entry (which is the category against which an alarm 

system will operate), the probability of receiving an alarm signal from this 

urban residence is now 8.2%. Cunsidering that there are specific areas 

within each city where burglary rates are much higher than the averages used 

here, there would definitely appear to be a large and enthusiastic market for 

a cost-effective residential alarm. 
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B. Bur gla:r'Y and the Police 

The crime of burglary presents the police with a very real problem, 

both because of the large number of offenses involved and also because its 

secretive nature makes it very difficult to combat. The purpose of this dis­

cussion is to review burglary as it relates to the police and to substantiate, 

insofar as is pos sible, the following contention: That the volulTle of burglary 

offenses, even though larger than any other crime, is of manageable pro­

portions. However, significant improvement in police effe,~tiveness against 

burglary can be made only if the IIvisibilityll of the crime is increased. Wide-

spread proliferation of alarm systems , provided that they are highly reliable 

. systems. will dram.atically improve this visibility. 
\ 

1. Probability of arrest and conviction. The primary objective of 

the burgla.:r is assumed to be to commit a crime of zero visibility, and with 

such being the case, the police are left with very little opportunity to make an 

arrest at the scene and even less likelihood of apprehension based on residual 

evidence or witness identification. The degree to which police efforts are 

defeated can be seen by considering the ciata on burglary disposition given 

(Figure 3-1 O). From the referenced reports used, it is seen that for every 
r? 

100 burglaries committed in the United States in 1972. only 17. S·were cleared 

by arrest. In a number of these cases, victims refuse to prosecute. or the 

police rnay drop charges. ThuB, only 16.20/0 of the offenses result in formal 

charges. Adjudication produces acquittal or dismissal in over 200/0 of the 

ca.ses (5.0 out of every 100 burglaries reported), with only S. 2 out of 

every lOO burglars found guilty as charged. An additional three 
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in every 100 produce guilty verdicts for more minor charges. The statistics 
, , 

are, then, very much in favor of the burglar. He hFts less than one chance in 

'" six of ever being charged with burglary and less than one chance j::::l iZ;)of 
(.(--~ .. -:-.:.-::.:;:::f/ 

being convicted of that charge. There seems every reason to believe that 

this situation will continue unless some radical change is made in the environ-

rnent in which the burglar operates. 

The statistics on disposition (Figure 3-10) define the situation as it 

existed in 1972. However, data from the preceding 12 years is even more 

disturbing. A plot of arrest and disposition data since 1960 (Figure 3-11) 

indicates that the 1972 data reflects only the latest phase of a steadily 

deteriorating situation; 1. e., both law enforcement agencies and the judicial 

system are increasingly ineffective in dealing with the crime of burglary. 

Clearances have steadily dropped from 29. 5% in 1960 to the low of 17.8%. 

The rate of guilty-as-charged verdicts, starting with the data in 1962, has 

fallen from 14.6% to the current 8.2% figure. The lesser-offense conviction 

rate has also fallen off. while the percent acquitted or dismissed has re-

mained relat; '{ely constant. It may be possible to take some comfort in the 

fact that the deterioration appears to be slowing in recent years. but even 

that assumption. if true, should provide little consolation for two reasons. 

First, this data shows percentage, not absolute performance. (Even a 

constant percentage. coupled with the rapidly rising offense rate, produces a 

correspondingly rapid increase in the total number of succi;~sful bUl'glaries.) 

Second, these percentages relate only to the one out of three crimes l"eported 

to the police. By including the estimated unreported offenses, the figures 
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for arrest and disposition would be further reduced by 670/0. Thus, the 

burglary problem cannot be attacked effectively until the arrest and convic­

tion probabilities are increased significantly. 

2. Police related problems. There then appear to be not one, but 

at least three, problems related to burglary with which the police must 

contend: 1) How can burglary offense rates be reduced? Z) How can the 

reporting rate of those burglaries conunitted be increased? 3) How can the 

police deal more effectively with reported offenses? Each of these points 

will be discussed in turn. 

• Reducing burglary rates. The burglary rate will be 

reduced when the criminal becomes convinced that burglary is not profitable. 

From the sociological standpoint, one might argue that the root causes that 

motivate the burglar should be removed. This report tacitly assumes that 

the sociological aspects which encourage burglary will not change in the near 

future and that burglars will continue to practi.ce. Some experts contend 

that residences should be sufficiently hardened so as to prevent the succesS­

ful execution of burglaries. This approach is as sumed to be basically 

unrealistic becaus~. residences would have to b~( turned into fortresses, which 

is not only expensive but also unpalatable to most residents ... Therefore, 

this report assumes that burglars will continue to operate in large numbers 

against relatively "soft" targets and that the burglary rate will only be reduced 

when the problems of reporting and arrestlng burglars are solved .. 

• hnproving reporting. J:~urglary offenses are generally 

reported to the police by the victim personally, but there are inherent 
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weaknesses in cont:tnuing to rely 01lL this method. If the burglar performs 

his job well, neither the victim nOl;' his neighbors ever see the offender, and 

the crime is not discovered until hours or even days after it occurs. The 

most significant improvement in th'e reporting system must come by sub­

stantially reducing the amount of unreported crime, and this would require 

the addition of autornatic reporting systems. Improvements in the report­

ing of offenses should accomplish not just one but two things: increase the 

reporting of burglaries in progressl (not after the fact), and report a 

larger percentage of the total crimes committed. As indicated in 

Chapter IIIA, Forcible Entry occurs in 76% of the cases now reported. This 

suggests that, for alarm-equipped residences, the reporting rate could rise 

from the current 33% to some level close to 76%, depending on how well the 

alarm systems work. However, the most important benefit of the alarm 

concept to the police is to increase the visibility of the burglar during the 

offer.Lse. It will be shown below thaLt police effectiveness increases markedly 

when alarm systems are employed.. Thus, widespread use of effective and 

reliable alarms is felt to satisfy both of the requirements for improved 

reporting, that of reducing unreported crime and that of reporting the 

crime quickly enough to permit the police to respond. 

• Improving polic;e effectivity. The inability of law enforce-

ment and judicial agencies to deal effectively with burglary contributes, in 

large measure, to the growing seri.ousness of the problem. However, given 

the clandestine nature of the crime: and the delayed method by which most 

incidences are reported, it seems surprising that the police are able to do as 

3-24 



well as the 17.8% the clearance figure indicates. The contention in the 

following discussion i~ that police effectiveness will improve when the 

surreptitious nature of burglary is overcome. 

3. Police coverage. The visibility of burglary can be im-

proved in either one of two ways. Either enough police can be on hand to 

discover the burglar in the act, or an alarm or observer can su.nunon the 

officer when n.eeded. Taking the first approach, and as suming no alarms 

at all, the effectiveness of the police initiative against burglary will be a 

function of the coverage of the neighborhood by patrolling officers. Since 

the trend of burglary has been from the business to the residential areas, the 

total number of police must increase to provide the residential districts 

with daytime coverages comparable toO those provided for the more sharply 

defined and concentrated business community. However, per capita police 

coverage underwent almost no change between 1960 and 1967 (Figure 3-12). 

A significant increase did take place between 1967 and 1970, but the recent 

trend suggests that per capita manpower levels are again remaining almost 

constant. Thus, the over 100% per person increase in burglary over the last 

12 years (Figure 3-12) has bee111 countered with only a 20% increase in 

uniformed officer protection. It fQllows that law enforcement efforts should 

be less effective against burglary than they once were. 

One possibility for improvement in combating burglary, then, is to 

increase the police ma,npower proportionately with the burgla'ry rate. However J 

consider the magnitude of such an undertaking. In 1960" there was an 

average of 1. 70 uniformed officers for every 1,000 inhabitants in the United 
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States (an estimated total of 305,000 men). In 1972, the t.lum,ber had risen 

to 2.04 per l~ 000 nationally (or 425,000 officers). However, had the per 

capita police coverage risen with the burglary rate over this period, 3.81 

police per thousand (or a total of 790,000) would be needed. If one assumes 

that each oUicer costs $15, OOO/man-year to support, to m.ake up this deficit 

would cost $5,475,000,000. Since reported burglary, on Which these calctt­

lations were made, resulted in a reported loss of $722,000,000 in 1972, it 

does not seem very cost effective to match the rising burglary rate with a, 

corresponding increase in police cover.age. 

• Offenses versus police manpower. Two basic conclusions 

have been developed about the burglary problem thus far: 1) Some automated 

method, such as the use of alarm systems, should help provide rapid and 
.'--' 

timely visibility of a greater percentage of offenses to the police; and 2) 

Police manpower levels cannot reasonably be expected to he raised to match 

the burglary rate. The possibility exists that a relatively constant polic~ 

force, when subjected to a significantly' enlarged volum,e oj: burglary reports, 

simply may not be able to handle the situation. This aspelt:t of the burglal'y 

problem is dealt with in detail in Chapter IV, bu19a qualitClitive assessment of 

the situation is given here. :pata on the nurrf!g~~r of\urglal;'y offenses per 
" ..;:;;"'. 

uniformed officer pel' year for the two largei/city categori~s of interest are 
Ij 

presented in Figure 3-13. While the number of offenses per officer has 

more than doubled in the past 12 years, there are still less than ten reported 

burglaries per officer each year. Even when this munber is tripled to 
'\, 

\ 

account for all unreported offenses axt<;l aSBuming that only one ... fo:urth of the 
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officers are available to answer burglary calis, this stili amounts to less than 

one burglary call every three days for each officer. Thus. given a perfect 

reporting system, it would appear that police resources exist to respond 

quite comfortably to every actual burglary offense. 

4. Police effectiveness and alarm systems 

• Police effectiveness without alarm systems. The viability 

of alarm systems in combating burglary has been discussed several places 

in the preceding discussion. It now l'emains to substantiate that supposition. 

Consider first the current burglary situation in. some typical urban areas. 

Recent studies relating to burglary reviewed 1,860 offenses in the Boston 

area[3-6] and another 67,028 burglaries in New York City. [3-7] In both 

instances, the probability of apprehension was about 40/0, and in those cases 

in which the offender was not apprehended at or near the scene the sub-

sequent detective effort met with success in only 1% to 2% of the cases. In 

these studies, it was concluded that clearance by investigation was simply a 

chance event and that none of the characteristics of the crime uncovered dur-

ing the investigation had much effect on apprehension. 

Studies in Manhattan, [3-8] Washington, Chicago, and Boston[3-9] have 

concluded that increased patrol efforts have little, if any, impact on burglary. 

As far as the origin of burglary reports [3-6] is concerned, 60/0 of the offenses 

were detected by residents or neighbors during their execution; less than 

1 % were discovered by patrolling police; and the remaining 930/0 of the cases 

were not discovered until some time after completion of the crime. These 

statistics suggest that the effectiveness of the police in areas without 

appreciable alarm coverage is much lower than the national averages would 
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indicate. Unfortunately, the FBI data used to construct Figure 3-10 did not 

differentiate between alarmed and nc)nalarmed clearances, but, based on the 

Boston and New York data above, it seems that the differential between the 

6% detected and the 17.8% arrested must come from the fact that some areas 

of the community are better equipped to combat burglary for some unspecified 

reasons. 

.. Police ef{ectivene~s with alarm systems. Underwriters I 

Laboratories, Inc. has actively participated in setting standards for alarm 

systems and each year has compiled data on burglary attem.pts, alarm 

failures, and the capture of offenders. In 1971, for example, the results of 

their survey on both central-station and local-mercantile systems was 

reported. [3-10] The central-station connected systems, either with or with-

ou.t a local alarm had 3900 burglary attempts into alarmed areas in the 

47,559 locations reporting. These attempts r,esulted in a total: of 1,087 

captures (27.9%), with only 26 system failures (0.7%). Of the 18,779 local-

mercantile stations which have a local alarm and in some instances automatic 

reporting service, 273 burglary attempts resulted in 50 captures (18.30/0) with 18 

system failures (6.5%). There were, in addition, 336 successful burglaries 

through unprotected accesses within protected areas which amounts to 13.4% 

of all attempts. Another survey of the Underwriters I Laboratory central 

stations conducted at about the same time by the Alarm Industry Committee 

for Combating Crime produced similar results. Based on these figures, 

it can be stated that alarm systems do produce an appreciable increase in 

visibility and subsequent improvement in the arr est rates. 
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The above data on Underwriters I Laboratory central stations l"efiects 

the experience of using equipment and installations of proven quality. How-

ever, these stations are, on the average, more expensive than those 

suggested in later sections of this report for residences and small businesses. 

A LEAA-sponsored program was carried out in Cedar Rapids, Iowa, for the 

specific purpose of investigating the potential for a low-cost (less than $200) 

systemJ3-1l] The results of the 350 installations showed much the same rate 

of success as was found in the Underwriters I Laboratory central stations. 

In 1970 as a part of this experiment, the experience of 142 ala:rmed and 

nonalarmed busines ses was compared. The alarm equipment :resulted in 

12 arrests at the scene out of 46 burglaries (26%), while the unequipped busi­

nesses experienced 36 burglaries with only one arrest (3%). In 1971, with 

115 businesses, alarms produced eight arrests in 22 attacks (36%), while 

there were only three arrests in 33 burglaries (9%) at the unequipped 

establishments. Thus, alarm installations unquestionably lead to a significant 

improvement in the probability of arrest of the offender. In fact, The Aero .. 

space Corporation .E)tudy conducted in preparation of this report failed to 

uncover a single reference to any method, other than the use of alarm 

systems, which leads to such a demonstrable increase in the burglary arrest 

rate. 

5. Criteria for combating burglary. A strong point relative to 

alarm systems shoulu be made; this point pertains to the criteria by which 

success should be judged. The discussion thus far has concentrated on 

increased arrest probability as the objective in combating burglary. There 
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is much to conunend this approach, since if arrest ra.tes are held high 

enough for long enough, it would seem possible to exhaust the available 

supply of bUl,'glars and thus drive the overall offense rate down. However, 

some prefer to stress the reduction in dolla.r loss as heing more appropriate. 

(Obviously, from the police viewpoint, this is less important than the arrest 

and subsequent correction of the offender.) In the Cedar Rapids study, the 

alarm systems produced more startling improvements in the dollar loss 

rates than in arrest rates. In those cases where alarms were received, 

between 88% and 90.% of the attempted burglaries resulted in zero loss, and, 

in the remaining cases, losses averaged only $35. In addition, the head of 

the Crime Prevention Bureau responsible for the Cedar Rapids burglar alarm 

system, stat9d in a recent telephone conversation that every offender cap­

hued through use of the alarm system has pleaded guilty, which has resulted 

in a significant reduction in court costs for the city. So. judging by either 

the increased dollar savings or arrest probability criteria, the use of alarm 

systems appears to offer great promise. 

6. Summary. In summary, then, ar1€st and conviction rates 

h~ve consistently declined over the past 12 years because of the changing 

character of the burglar and the shift to residential targets and, to a lesser 

extent, because police i:nanpower and the judicial system has failed to keep 

pace with the rising crime rate. Improvements in the underlying social 

causes of burglary, in the hardening of targets, or in the classical method 

of people becoming more involved are all felt to offer little potential for 

constraining the rapidly rising increaee in burglary. The use of alarms 
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should permit current police manpower to significantly increase the arre st 

rate from the 1972 national average of 17.80/0 to at least 30% or more (see 

Chapter IV for a detailed analysis), to boost the reporting rate from the 

present 33% to over 700/~, and to substantially cut the dollar loss due to 

burglary (again, see Chapter IV for a detailed evaluation), 

C. Burglar Alarm Systems Concepts 

The purpose of this discussion is to review some of the considerations 

related to burglar alarm system design. In particular, the discussion will 

stress the ideas that are important at the system concept level rath,~r than 

any detailed asse:ssment of specific hardware concerns. This disc\ission will 

deal al.rn.ost exclusively with the problem of reducing both false ala~~ms and 

system cost and how these two considerations should i~fluence the I!)ystem 

design. 

1. Alarm systems types. Before beginning the discussion of 

alarms, it is desirable to define the two types of systems in use today. 

The first is kl~own as a local alarm or overt system, in which a local bell 

is used. The primary purpose of the bell is to frighten the burgla'r away 

and thus minimize the resulting dollar loss. Another intent is to attract the 

attention of the resident, the neighbors, or police. The second type of alarm 

system is known as the silent or covert alarm. Here, the objective is to se­

cretly announce the presence of the offender to a private alarm company or to 

the police. When the signal goes to a: private "central station, " the company 

itself may respond with a patrol guard or they may, in turn, notify the 
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· police. Sometimes both respondents are sent. When the system is a tJdirect 

connect," tl,%·tltlarm goes directly to a panel in the police station. The pri­

ma'ry purpose of the silent alarm is, ob\riously, to facilitate apprehension 

of th~~ burglar at the scene of the crime. 

There are numerous reasons for choosing either the local or the 

silent alarm. The local alarm is selected in most instances because the 

alarm user i.s far less concerned with catching the criminal than he is with 

scaring him off and reducing his personal contact and the financial impact 

of burglary. Another reason is that they are generally cheaper and, in 

some communities. preferred by the police department. The local sys­

tem is also less expensive on a monthly basis because no rental of telephone 

lines into the alarm agency is involved"and there is no charge for the 

response agency since any calls made go directly to the police. 

The chief advantage of the silent alarm, on the other hand, is that 

the burglar is (hopefully) un/aware of the signal that has been sent. This 

allows the police to respond and .arrest and, in the long term, correct the 

offender and remove him from the burglar populationc This system is 

generally preferred by alarm response companies and those police depart­

ments where sufficient manpower and concern exist to deal forcefully with 

the burglary problem. Use o£.the silent alarm may also be desired in some 

areas due to the local distu:rbanc~ caused by the loud alarm bell. 

A detailed analysis of the reduction in dollar loss and the increase in 

arrest probability was carried out in Chapter IV, comparing both the local 
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and silent systems and a combination system that adds the local bell to the 

automatic reporting of the system. How.,,)ver. the results of any analysis 

must be combined with some other very real considerations when selecting 

the type of syst~::m to design: Both police preference and local ordinances 

znay dictate against the chosen system. Other factors completely beyond the 

control of the designer may also 'be at work here. In Los Angeles, for 

example, alarm bells are being added to the silent systems because the 

courts are releasing so many burglars that arrests become an exercise in 

futility. Thus, provisions should probably be made for the systems to 

operate in either the silt:mt or the local alarm mode, or both, and the choice 

of usage should be made to £Jt the particular application. 
", 

z. False alarms. Many ob~tacles confront the designer of any 

burglar alarm, but concern about the occurrence of false alarms is the 

largest of all. False alarms are not just "a II problem in the design of an 

alarm system, they are "THE" problem. Any sensing device will under-

standably give erroneous signals from time to time, and burglar alarms., are 

no exception. However, when erroneous signals occur much more frequently 

than true Signals, the response agency is naturally going to question whether 

the use of the system is worth the aggravation. Even the best. burglar alarm 

systems, both now and for the foreseeable future, wi;U continue to transmit 

significantly more false alarms than true alarms. Police departments will 

usually accept a high nUmber of false alarms since it is in the nature of law 

enforcement work to require pursuing many false "leads" for each successful 

apprehension. However, some agencies have had some very bad experiences 
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with this problem; the worst situations have naturally received the mt.)st 

publicity. Thus, the notoriety of false alarms is all-pervasive within the 

law enforcement community and has engendered a very negative outlook on 

the part of many police departments' toward any alarm system. good or bad. 

The discussion below deals with some details associated with false alarms, 
'. 

such as the various definitions used r typical frequency of false alarms ~ etc., 

but it must be stressed at the outset that the single most important criterion 

in developing any new alarm system must be to very sharply reduce the 

false alarms from the levels currently being experienced, particularly in 

light of the intention of increasing the total number of alarm systems in use. 

Just what constitutes a "false alarm" is a subject of great debate 
I 

right now, particularly among mernbe:rs of the alarm industry, represented 

by the Alarm Industry Conunittee for Combating Crime (AICCC), and heads 

of the law enforcement conununity, who comprise the, International Associa­

tion of Chiefs of Police, Inc. (IACP). In fact, the AICGC W~B fO:ml.ed in 

1969 chiefly in response to rising criticism about false alarms. 

The false alarm debate has lead the AICCC to break both true and 

false alarms into several generic categories. For example, "Actual Alarms" 

are those that result from the actual or attempted entry of anyone not author-

ized by the alarm user, as well as alarms detected as a result of property damage. 

This definition includes alarrns due to doors or windows being left open, blown 

open accidentally, or as a result of storm damage, The argument here is that the 

syste~s are designed to detect not only burglars but any reduction in the integrity 

of the protected premise, regardless of the cause. The AICCC maintains that a 
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response that results in closing an open door has accomplished one.·o£ the pur..,;C,j 

poses of the system. 

The AICCC groups some of the false alarms into "External 

Alarms, " which are those initiated in any place other than the prt.:»tected 

premises. Most of these a;re due to difficulties with the phone lines used to 

communicate the alarms to the response agency. The AICCC feels that false 

alarms of this sort bring unjustifitid criticism of the industry and its equip-

ment, whereas in fact they have no control over the telephone company or 

its equipment. 

There are two other categories used by the AICCC: "Equi-pment Alarms" 

and "Internal Alarms. II Equipment alarms are those false alarms· resulting 

from actual equipment malfunctions and are the admitted responsibility of the 

alarm company or the alarm user who fails to properly maintain his equipment. 

Internal alarms are false alarms initiated on the protected premises by any 

cause other. than equipment failure 1 the chief contributor being user error. 

Either the windows were not shut properlY1 the tiaer misused the equipment or 

he failed to notify the response agency of some change in operating hours 1 or 

authorized personnel e;'1.tered the secured area inadvertently. Internal alal:'ms 

will be shown to constitute the largest percentage of calls of all four categories, 
;"--' 

and these are felt to be the mutual responsibility of both the user and the alarm 

\ 
operator. SpecificallY1 the alarm company should more thoroughly train the 

user, and the user, in turn, must exercise greater care in the use of the 

system. 
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3. Measures of false alarims. The classical method used to dis­
~~~~~~~~------.---

cuss the effect of false alarms on police workloads has been in terms of the-

"false alarm ratio, " which is co:mpu.1Ced by dividing the number of false calls 

received by the total number of callst. Thus, a false alarm ratio of 500/.:> 

implies one false call for every true call and 90% implies nine out of ten are 

false calls. This measure of effectiveness has been used for years, and 

much of the data on alarm system p1erformance is available only in this form. 

Unfortunately, the use of the false al.arm ratio can be very misleading since 

it depends for its value not only on alarm system reliability but also on the 

local burglary rate. For exam.ple, consider two communities, one with a 

200/0 burglary rate and another with a 5% rate. If every alarm system in both 

cities transmits four false calls each year, the false alarm ratio in the first 

city would be 4/4.20 = 95%. The r?<.tio in the second city would be 4/4.05 = 99% 

because H suffered fewer bu:rrglaries. Also misleading is the fact that the second 

city has the higher figure with the same alarm system reliability. Therefore, 

while the false alarm ratio is probably a good indicator of the police frustration 

level. it can be a very erroneous measure of the quality of the system design from 

a false alarm standpoint. 

In recent years, many researchers have alluded to the deceptive nature 

of the false alarm ratIo in discussing alarm reliability. This has led to the 

generation of two other terms: False Alarm Rate and Mean Time Between 

False Alarms (MTBFA). The false alarm rate is the average rate at which 
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false alarms are received from each installation. Thus, a system that errs 

twice a year has a false alarm rate of two alarms per year. The MTBFA 

parameter is the reciprocal of the fCi'l.lse alarm rate and designates the aver-

age time betwee''l receipt of false alarnls from each installation. For the 

system with two false calls per year, the MTBFA is one-half year. Both 

of these measures are better suited for use in describing false alarm reli-

ability than the false alarm ratio. The MTBFA parameter is used throughout 

this report. 

Numerous studies over the years have dealt with the frequency of 

false alarms. As mentioned earlier, much of this data has been in the forin 

of the false alarm ratio, where some typical values have been over 0.90,[3-12] 

3 [3-l3J 5 [3-14] d [3-15] A· . 0.9 , . 0.9 , an O. 98, gam, wlthout the burglary rate for 

these communities, this ratio is misleading. As can be seen, however, the 

unhappiness of some law enforcement agencies is understandable since these 

numbers imply that police responded to anywhere from 9 to 49 false calls 

for every true call. Care must also be taken to ensure that these numbers 

reflect the false alarm ratio using the strict definition of false alarms desired 

in this report. The O. 93 number, for instance, includes in IItrue calls" the 

open door and window alarms discussed previously. Redefining these as 

!ffalse" would raise the 0.93 figure still higher. In any event, the experience 

of most communities has been that the false alarm ratio equals or exceeds 

0.9, and thus, only 10% or fewer of the alarms received are due to an actual 

burglary. 
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Considerably less research has been done in developing representative 

values for the MTBFA. One report[3-H] completed recently generated 

estimates of this parameter for six cities ranging in size from 111,000 

(Cedar Rapids, Iowa) to 2,816,000 '(Los Angeles, California). The values 

varied from a low of O. 29 years for Los Angeles to 0.48 years for Washington, 

D. C., with Cedar Rapids showing exceptionally good performance with 

1. 15 years. (This last figure is not thought to be correct based on brief 

telephone contacts with the Cedar Rapids police department.) Thus, aver­

age MTBFA values range between 1/4 and 1/2 year, with the higher figure 

representing very good performance for the average system in use today. 

This implies that between two and four false calls are sent each year from 

each installation, a figure which is solely a function of the reliability of the 

system in terms of false alarms and is independent of the local burglary 

rate. 

4. Acceptable false alarm rate. No recommendation has thus far 

been made for what an acceptable level of false alarms might be for any 

given community. This problem is fairly complex, since the permissible 

level depends on the per capita num.ber of police available, the amount of time 

spent on each call, and the number of alarm systems in use in the community. 

All these factors are considered in detail in Chapter IV, but a qualitative 

argument is appropriate here. Consider the 10.8% probability of being 

burglarized developed in Chapter III. A. This implies that one tru.e burglary 

will be experienced every 9.26 years. Since the current alarm systems 

detect burglars in only 76% of the attacks, an average of 12. 18 years will 
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elapse before a perfect burglar detector transmits an alarm. If an MTBFA 

of O. 25 yearj~ is appropriate, du:r'ing that 12. 18 years, 49 false calls will 

be sent for the one true call for which the system was installed. Although," 
, , 

this is a highly simplified a\:J:ialysis of the problem, it does appear that 49:1 

might prove somewhat unpalatable to the police, whereas they may be inclined 

to tolerate something on th~~ order of 10:1 or less. This requires an MTBFA 

of 1.2 years or more, which is significantly higher than the levels curtenUy 

being achiev1ed. An analysis of the l' esidential alarm requirements [3-16J 

performed by The MITRE Corporation in 1973 concluded that a twoMyear 

MTBFA was ':required in thel near future, with that figure increasing as more 

systems are ~n~,'.;;al1ed and tE~chnology develops. Again, the apparent severity 

of this requirement results from the sheer volume of alarm installations 

contemplated and from the danger that false alarms emanating from such a 

large percentage of residences may either overwhelm the police resources or 

inure the law enforcement community to the constant stl:'eam of alarms, which, 

in turn, would lead to the ignoring of those alarms. 

It is relatively easy to suggest estimates for alarm requirements, 

~\"g., the 1. 2.:year MTBFA figure just discussed. However~ it might well 

b\11;hat this figure, however desirable, is simply unattainable. Complicating 

this problem is the fact that no real in-depth study of the causes of false 

alarms is available. Underwriters I Laboratories is presently conducting an ,,; 

extensive study of this problem, to be completed at the end of 1974. However, 

until this data is available, another less detailed study can be used. 
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The AICCC conducted a survey of 1972 data[3-13] in which alarms were 

classified according to the four categories discussed previously (Table 3-1). 

The first column, entitled Alarms Received, tabulates the survey results. 

Rows have been added at the bottom of the table for MTBFA and False Alarm 

Ratio. One of the categories was "Unknown ll so, to compensate for this, 

these alarms were distributed to the other causes in proportion to their share 

of the total and entered in the column IIAlarms Distributed. If Thus, the 

current systems have an MTBFA of about 0.36 years, with a false alarm ratio 

of o. 908. 

In reducing the number of false alarms, several assumptions must 

be made since no detailed hardware is available at this conceptual level. The 

first will be that the number of "actual" alarms remains unchanged. The 

second is that "external'l alarms can be reduced 50% by using a more r~liable 

path than the phone lines, by digital coding, or by some other method yet to be 

developed. The third a~surnption is that Ilinternal" false alarms can be reduced 

75% by both altering the current system to prevent user personnel from entering 

the alarmed area inadvertently, and by eliminatin~ the requb"ement for door 

and window sensors. One method of accomplishing this might be to include 

the C '.J.rm switch within the normal door lock, so that any authorized person 

ente:r.ing the area must disarm the system in the natural process of unlocking 

the door. Door and window sensors may also have to be removed. The last 

assumption is that equipnlent-caused alarms can also be reduced 75% by 

using new human-discriminating sensors and automatic sensor subsystern 

monitoring to distinguish false equipnlent alarms from true alarms. 
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Table 3-1. Effect of System ImproveInents on the Mean TiIne Between 
False AlarIns (MTBF A) 

AlarIns 
Received* 

..); ... 1.-

Total 38,789"'''-

"Actual" 2,906 

"False" 35,883 

External 3,552 

Internal 15,944 

EquipInent 9, 175 

Unknown 7,212 

MTBFA, yr 

False Alarm 
Ratio 

Unknown 
AlarIns 

Distributed 

38,789 

3,570 

35,220 

4,363 

19,586 

11,271 

0 

0.36 

0.908 

AlarIns 
Reduced 

By 

0% 

50% 

75% 

75% 

:..::::: 

*Basedon one TIlonth' S experience with 152,425 systeIns 

. "IInproved "IInpl'oved 
Silent AlarIn Lo cal AlarIn 

Rate" Rate" 

14,103 11,285 

3,570 3,570 

10,533 7,715 

2,182 0 

4,897 4,897 

2,818 2,818 

0 0 

1. 21 1. 65 

0.747 0.684 

**This nUInber was changed froIn 38, 8:98 because the total did not equal the SUIn 
of the parts 

Reference: AICCC False MarIn StudY$ AlarIn Industry COInInittee for Com."bating 
Crim.e (circa 1971) 
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Given the preceding assumptions. the effect on false alarm frequency 

can be computed. The IIIJ:nproved Silent Alarm ll column shows an increase 

in MTBFA from the initial 0.36 figure to 1. 21, which, coincidentally. is 

almost exactly the suggested 1. 2-year figure. By removing the external 

alarm category completely. the local syst.em MTBF A of 1. 65 years was 

derived. Thus, it at least appears posl.'lible, given sufficient improvements 

in equipment design and human engineering. to achieve an MTBFA value of 

1.2 years. However, to reach the two to six year figure. as foreseen in the 

MITRE[3-16] analysis. false alarms would have to be almost completely elimi-

nated in at least one or two categories. This would seem to be an ext.remely 

difficult task, at lea-:;i; with the current and projected levels of alarm 

technology. 

5, Summary. In summary, then false alarms are the major con-

cern which must be dealt with in developing an alarm system. The false 

alarm problem is paramount to almost any other consideration since police 

are currently responding to anywhere from nine to 49 false calls for every 

actual burglary detected. If one assumes that ten false calls for each true can 

is a ratio acceptable to the police, the MTBFA will have to be jncreased to 

about 1. 2 years; 'up from the current O. 25-year level. This rate appears 

achievable, provided that Significant improvements are tnade in the perfor-

mance of s:mso.r characteristics, techniques for arming and disarming the 

system, and reliable transmission of alarm data. 
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The following is a summary of current burglar alarm system 

problems: 

e Police currently respond to between 9 and 49 false alarm 

calls for each true call :received. 

.. Excessive false alarms are the most serious obstacle to the 

widespread use of burglar alarms. 

The MTBFA of current systems is now between 0.29 and 0.48 

years, a value which must be raised to somewhere around L 0 year 

for the proliferation of a large number of systems to be accept .. 

able to police. 

It is possible to achieve the 1. 2-year MTB~A value, given 

sufficient hnprovement in data link error rate, humanengin­

eering to reduce user error, hmnan-discriminating sensors, 

and automatic detection of equipxnent malfunction. 

No satisfactory criteria for defining a specific system cost 

requirement are currently available. 

.. Past studies have suggested costs of $381 to $1, 987 for alarm 

systems, but when one study required a $12 monthly fee, 17. 70/0 

of the participants dropped out. 

e The 'typical cost of a leased re sidential alarm system with 'only a 

local bell is about $250 installed, with a $12 monthly rental feei 

any new system. should be considerably below this cost level. 

The final system should be as simple as possible, using only 

one strategically placed human-discriminating volumetric 

sensor. 
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.. Some method of drastically reducing the cost of interconnecting 

system elements is needed. 

PrcW'J ~ions should be included for automatic component self­

testing and status interrogation capability from a ~entral station • 

. The cost of communicating to the central station must be 

sharply reduced. 

D. Bu.rglary and the Offender 

The design and evaluation of any burglar alarm system must consider 

the characteristics of the crim.inal against which the system will operate. 

The purpose of this discussion is to present these characteristics. The attri­

butes discussed below include such factors as the number of burglaries 

. committed each week, the time requil!'ed to complete burglaries I an} the age 

distribution. of offenders. 

The characteristics of burglars that are of interest in alarm design 

are ahnost universally a function of the age of the offender. For example, 

younger offenders spend less time inside the target, stage fewer burglaries 

per week, and achieve a lower financial return from each successful attack. 

Thus, it would be desirable to accurately determine the relative number of 

burglars in each age bracket. Unfortunately, data is av;ailable only on the 

arrestee population and not on the burglar population per se, since there is 

no way to identify a '!:>urglar until after he h,as been apprehended. The first 

impulse might be to assume that the arrestee population contains a higher 

percentage of the yOWlger, less experienced talent than exists in the burglar 

population as a whole. Offsetting this, however, may be the fact that older 
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offenders, even though perhaps more skillful, commit more offenses in the 

long run and therefore expose themselves tQ the possibility of more arrests, 

In any event, some estimate of the burglar age distribution is needed, and 

thus the assumption will be made here that the arrestee age distribution 

approximates the offender age distribution closely enough for the purposes of 

this analysis. 

1. Burglar age d~ 1tdbution. The burglar populati.on. as is the 

case with most property crimes~ includes a disproportionate share of young 

. offenders. The age distribution of 1972 ar;res~ees is displayedip.!?igure 3-14. 

The mode, or peak, of the distribution is sharply defined at 10.1% for the 

15- and l6-year-olds. This curve is specifically for city al"restees ~ecause of 

the emphasis here on a large-city alarm application, but it actually differs 

very little from the national averages. Over 51% of the offenders are under 

18, with 3% age 10 or younger. The eight-year bracket from age 18 through 

25 accounts for another 33.1%, while only 15.50/0 are found from age 26 up. 

Thus, numerically, burglary is obviously a young manls crime (94.8% of all 

arrestees were male), but, as will be~shown, both the quality and quantHy of 

their work improves with age and experience. 

2. Burglar offense rate. The number of burglaries perpetrated 

each week varies considerably with age of the offender. One study just com­

pleted on residential crirne[3-6] includes i~terviews with 9~ known burglars 

and data from these interviews will be used for the remainder of the informa-

tion in this discus sion. (It must be recognized that for various reasons, these 

interviews may not be fully representative of the views and chariacteristics ' 

3-47 



~ 

v) 
w 
w 
l-
II) 

LU 
0:: 
0:: « 

OFFENDER ARRESTEES, % AVERAGE 
AGE GROUP AGE 

10 UNDER 18 51.2 14.92 

18 - 25 33.1 21.06 

OVER 25 15.5 34.46 

Il AGE UNKNOWN 0.2 

6 

BASED ON 247.491 t 972 ARRESTS 
(4,601 cities over 2, 500 population) 

AGE OF ARRESTEE 

Reference: 1972 Uniform Crime Report (Table 38) 

Figure 3 -14. Distribution of City Burglary Arrestees 
by Age (1972) 
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of the average burglar, and the actual number of crimes perpretrated may be 

exaggerated. However, they are considered sufficientrlfor the offender analysis 

developed in this report.) Figure 3-15 displays the number of burglaries com-

mitted each week by the three age groupings used in the survey: less than 18, 

18 through 25, and over 25. For example. 750/0 of the o££ende';,~ between the 

ages of 18 and 25 committed two crimes a week, while 500/0 of them executed _ 

at lea..st five burglaries every week. The burglars both older and younger 

than this group committed significantly fewer offenses. Note that the effe,ct ;y 

has been to increase the share of offenses committed by the'IS to 25 year olds 
. , 

to 56.40/0 of the total, whereas they constitute only 33.10/0 of the offenders 

(Figure 3-15). Thus, based on the actual number of burglaries commUted, 

it is the yOWig adult, and not the teenager. who presents the biggest threat. 

3. Burglary dollar return. The interviewees in the Urban Systems 

report also estimated the dollar loss to the victim resulting from their suc­

cessful burglaries, and this information is presented in Figure 3-16 (the 

plotting technique uses linear fits between data points, a'practice which is 

common to all interview data in this section). There is obviously a remark-

able change in the financial impact of burglary as the offender 'sage increases. 

Only 5% of the attacks by the under-IS group produced more than $300, while 

52% of the over..,25 burglars did this well. The average doUar loss per offense 

(Figure 3.-16), multiplied by the offense percentages from Figure 3-15, resulta 

in a combined average loss of $280. SO/burglary. This number is somewhat 

below the national average of $315, probably because the burglar estimates 

lower costs than the victim since he will receive less when fencing the stolen 
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100 ............ • AVERAGE 

90 I--\. \ OFFENSES/ ARRESTEES, OFFENSES/ 
WEEK % WEEK, % 

80 J- \\ \ I AGE UNDER 18 2.15 51. 2 30. 1 

AGE 18-25 0.22 ;, " 33.1 56.4 

70t- ~ "', I AGE OVER 25 3. 17 15.5 13.5 

~ 60 
v;-
a: 
< 50 w ...J 

I ~ 
U1 a: 
0 :::> 40 to 

30 

20 

lOr ~GE UNDER 18 ----
I 

0 
0 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

BURGLARIES/WEEK 

Reference: Crime and Housing in a Metropolitan Area (Table B-47) . 
Urban Systems Research and Engineel-ing, Inc. (1973 draft) 

Figure 3-15. Percent of Burglars Versus Weekly Offenses Committed 
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prope:rty. ' In o:rde:r to '~~chieve values that correspond to the $315 national 

figure, the average dollar loss numbers were scaled up by $315/$280. 50 and 

listec;l aR I'adjusted l ' average dollar loss. The final column of the table lists 

the pel'centage sh~r,~ of the weekly dollar losses resulting from the different 

age groups. Here again. there is a surprising decline in the influence of the 

teenage oi:fcnders. The under-18 group .... onstitutes 51. 2% of the offenders, 

commib just 30. 1 % of the offense s, a'ld re alizes only 15. 1 % of the total 

weekly dollar loss. On the other hand, the more skillful and more aggressive 

H3 to 25 group, stariing with 33.1% of the work force, cOni,mits 36. 4% of the 

crimes, and rel..eives 61.4% of the dollar value obtained. This seems to 

provide a st:rong argument for correcting the pffender While he is still a 

teenas.,el' , since it is obviously going to be more difficult after h,b proficiencL 

increases with age. 

4. Time spent enterins;. The ability of the police to respr..md to an 

alarm and then to make a successful arrest dependo in lar.ge part on the 

amowlt of time the bu):glar spends at the scene. Figure 3-17 1I1'esents esti-

mates of the time spent in actually breaking into the re£nde,nce. For alarm 

systems equipped with door or window sensors $ tl1e alarm signal will be 

initiated sometime during the break-in period, which gives the police just 

that much more time to respond. The time scale has been l'nade negative to 

i.1'Uply that this is the II countdown " phase of the burglary, with the time of 

burj51ary actually starting at the :time the offender enters the structure. The 

youngest offenders spend more tittle e'htexing through either doors or windows, 

while the young adult works less time than the rest. Thus, inclusion of 
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OFFENDER 
AGE GROUP 

UNDER 18 

18 - 25 t OVER 25 

AGE QVER 25 

-10 -9,:,:,8 

AVERAGE TIME. min. 
DOOR WINDOW OVERALL 

8 3 i 6.33 

4 2 3,33 

5 3 4.33 

-7 -6 -5 -4 -3 -2 -1 
TIME SPENT TO ENTER, min. 

90 

so 

70 

30 

20 

10 

o o 
STRUCTURE 
ENTERED 

Reference: Crime and Housing In a Metropolitan Ared, 
1973 draft (Tables 6-31 and 6-35) 
Urban Systems Research and Engineering, IhC. 

Figure 3-17. Time Required to Enter a Structure 
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perimeter sensors in the alarm system would proV"e to be the most effec~V"e 

against the least effective burglars and, conve:r:~ly, least effective against 

the most effective 18-25 year -olds. 

5. Time spent burglarizing - silent alarm. The offender spends much 

more time within the residence than he does entering. Figure 3-18 presents 

the time distributions for. burglarizing the structure, and here the youngest 

offenders actually spend the least amount of time. This is in direct contrast 

to the entering ph~se of the burglary, where the juveniles took the longest time. 

Two phenomena are probably at work here. The teenager is less facile at 

breaking and entering, but once inside he is much more afraid of capture and 

leaves early. The young adult enters the fastest but, once there, spends more 

time in completing the burglary. However, the oldest offenders seem almost 

casual by comparison. Note that over 20% of this group think nothing of stay­

ing 30 minute s or more. From the tabular summary t then, all offender 

categories spend an average of over 15 minutes completing their work. This 

amount of time is usually more than ElUfficient to permit police to respond, even 

under adverse conditions. 

6. Effect of a local bell. The time spent by a burglar inside the 

residence is strongly influenced by the introduction of a local bell that loudly 

announces his presence. The question that was asked of the burglars was: 

"What would you do if a burglar alarm sounds? Leave Immediately, Quickly 

Finish, or Ignore the Alarm?" As can be seen from Figure 3 -19, the impact 

of the bell was very strong within each age group but became less so with 

increasing age. Over three-fourths said they would leave immediately, while 

only 4% in the over-25 categc.ry stated that they would ignore the alarm. Some 
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Each of the preceding comm.unicati0J?- systems and other systems 

need to be investigated in detail and a tradeoff study performed to assess 

the feasibility of new resident~al security alarm systems that tie in to the 

police and/or alarm response compan~es. 

2. Study requirements. This section defines the minimum informa.-

tion to be derived from this investigation. Other information that is con-

sidered significant should also be included in the study. This information and 

additional material developed during the study shall be expanded and included 

with the Study Final Report. 

a. Transmission system parameter definition. The study should 

identify and include a comprehensive list of those parameters, both qualitative 

and quantitative, that provide adequate information to formulate a valid COtn-

parison of the various transmission media. The set of paratneters should 

include, but shall not be limited to, the following. 

( 1) Co st. As a minimum, the study should cons ide r the 

following co sts as sodated with the alarm transmis sion media: 

• Initial development 

CD Impletnentation (areCJ, and user) 

• Recurring 

• Maintenance 

'" Updating and expansion 

• Impact on total alarm system 
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(2) Reliability. The study should consider, as a minim.um., 

the following reliability factors: 

" Media failure (e. g., cut transmis sion line) 

., Reduced effectivity in alarm transmission, as 

evidenced by false alarms or undetected true 

alarms, due to inherent m.edia lim.itations 

(3) Technical characteristics. The study should consider 

the following technical alarm. transmis sion medi • .,;. characteristics: 

.. Traffic requirements and sources 

1ft Bandwidth, or the information transfer rate 

• Range, including range versus power 

requirements 

1ft Interference considerations l including those 

indigeneous to the media and those induced 

from external sources 

• Media capability as an interactive system, and 

its ability to handle multiple alarm. transmis sions 

Equipment interfacing at transmitting and re­

ceiving ends 

• Possible transmission methods, including 

carrier and modulation techniques 

Technical developm.ent tim.e and effort necessary 

to obtain an acceptable transm.is sion system. 
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(4) Tampering susceptibility. The study should consider 

the media's susceptibility to inadvertent or deliberate tampering. 

(5) Updating and expansion potential. The study should 

consider the media's potential for: expanding to serve new users and updating 

as new generations of alarm systems are developed. 

(6) Other considerations. The study should consider the 

influence and/or constraints imposed upon the operating system due to, at a 

minimum, the following: 

e Federal, state, and major urban governments 

(e. g., Chicago, Los Angelc$, New York) 

• Alarm system manufacturers and installers 

• Existing communications link owners (e. g. I 

telephone or utility companies) 

• Ultimate r'esidential and commercial alarm 

system users 

• Potential sharing or constraints from other 

alarm system needs (e. g., citizen alarms, 

emergency medical services, "911 ") 

• Alarm re sponse elements to include public and 

private policing, individual citizens (Buddy re­

sponse systems), and citizen groups (tenant 

patrol) 
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b. Transmis sion media. The study should identify all trans-

mis sion media that can be considered feasible for utilization as an alarm data 

communications link. As a minimum, the following should be included: inter­

active CATV, all types of telephone and power lines, RF (transmitter-receiver 

pairs), and combinations of media. Feasibility of utilization should be deter­

mined based upon a definition formulated by the study. 

c. State-of-the-art determination. To prevent duplication and 

to ensure the use of existing information, this study should determine current 

capabilities and levels of effort in the private and government sector. 

(1) Media in use. The study should identify and investi-

gate alarm transmission media presently being used in private and government 

alarm communication systems. 

(2) Relevant technology. The study should identify and 

investigate applicable concepts and hardware in the research and development 

stage in both the commercial and military sectors that are available. 

(3) Regulations and constraints. The study should identify 

existing laws, regulations, codes, and other restrictions that govern the use 

of the alarm transmission media identified. These may originate from 

government agencies (e. g., FCC), independent companies (e. g., Bell System 

companies), or standard groups (e. g., Underwriters' Laboratorie s). Recom­

mendations should be made for developing necessary model codes, regulations, 

or laws commensurate with media recommendations. 

(4) ,Future developments. The study should identify the 

technologies, equipments, or systems requiring further development for each 

identified media. 
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d. Comparative evaluation,. The results of this investigation 

should be a quantitative summary frorn which the relative advantages and disw 

advantages of each rnedia with respect to each pararneter rnay be deterrnined, 

based on the best available information. Keeping in rnind that this sununary 
~ 

will be used in rnaking decisions as to which rnedia is best suited for various 

types of alarrn and response systerns, the relative significance of the pararn-

eters should be indicated. Areas should be identified for which inforrnation 

is unavailable, and an assessrnent shall be rnade of the irnpact of this lack of 

illforrnation upon the cornprehensiveness of the surnrnary. 

e. Conclusions and reconunendations. At cornpletion, th.e 

study should have considered and answered, as a rninirnurn, the followiing 

questions: 

At present, which is the best choice for alarrn trans-

rnission rnedia through 1980? 

Which of the alarrn transrnission rnedia require new 

or expanded developrnent efforts? 

If only systern rnodifications are introduced, what 

will be the rnost beneficial alarrn transrnis sion rnedia 

through the 1980 ' s? 

What factors, not thus far considered, are of signifi-

cance in the investigation and selection of alarrn 

transrnis sion m:edia? 
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APPENDIX A. AN INTERNAL RESIDENTIAL POWER NETWORK 

AS A COMMUNICATIONS MEDIUM 

Introduction 

The purpose of the tasks outlined below is to devise a set of design 

tools that will provide the communications system designer with a basis for 

implementing an alarm system interconnected by the internal wiring existing 

in the typical residential or small business location. An integral part of 

this effort will be the laboratory verification of adequate numbers of analyti-

cal predictions to ensure the accuracy of all results. It should be noted that 

this discussion is intended to be introductory and that no at'!tempt has been 

luade to estimate the magnitude of the tasks defined. 

1. N-Port Chara~terization 

Given information governing the topology and electri/cal properties 
J 

of a power interconnection network (A.4), it is possible to calculattT~~.set 

of parameters that, when exercised in a communications sense, allows 

the prediction of system behavior. This task involves th!e implementation 
>'c 

of a (or use of an existing ') distributed element, accircuit analysis com-

puter program to characterize numerous interconnectiQn topologies as 

N-Port equivalent circuits. The program will accept filS inputs the network 

topology and the values for the required electrical properties (e. g., wire 

type, length, and characteristic impedance; transformer type and location; 

)'C T 
'Existing programs include OPTINET, National CSS, Inc., and COMPAC 
or MICAP, TYMSHARE Corp. 
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and loads and locations). Using these data f the program will calculate and 

tabulate the set of N-Port parameters representing the network. In this 

fashion, networks of varying complexity will be analyzed and their param­

eters compared. Such comparisons will provide a basis l:rom which to 

devise a classification sche:me for establishing categories of equivalent cir­

cuits based on a qualitative :measure of complexity. This system should 

prove of significant value to the com:munications system designer in that it 

brackets the characteristics of any particular alarm installation. 

2. Performance Prediction 

Given the set of N-Port para:met.:')rs that represent the electrical 

transport properties of an interconnection network, it is pos sible to deter­

mine the signal levels appearing at any port (e. g., wall outlet) based on 

knowledge of the excitation sources and loads connected to the other ports. 

For exa:mple, if the trans:mitting end impedance and receiver sensitivity 

were to be specified for a parametrically characterized N-Port, it would be 

pcs sible to predict the required trans:mitter output power vel'SUS receiver 

input impedance. This acti":ity will consist of the i:mple:mentation of a 

second (or, once again, the use of an existing) co:mputer progra:m to deter­

mine the communications system transmis sion properties for each wiring 

category network. The quantities calculated will be organized in a manner 

similar to the classification scheme outlined above and will include trans­

mis sion attenuation, driving point impedance, required transmitter power, 

re(:ei V~r sensitivity, etc. These data will form the basis for a conununi­

cations system design aid, making it possible to easily determine the 
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bounded requirements impo sed on a transmitter / receiver pair ba s ed on 

an estimate of the interconnection neiwork' s complexity. 

3. Transmis sion Medium Perturbations 

The electrical properties of the appliances found in the typical 

residence or small business can be divided into two categories, power 

consuming and spurious generating. Unt'd recently, only those s.;purious 

phenomena that interfered with proper appliance operation had bf:len inves­

tigated (e. g., diathermy machine/television receiver interference). To 

fully exploit the internal power distribution network as a communications 

medium, it is important to have a detailed understanding of the character­

istic modes of spurious signal generation exhibited by commonly encountered 

appliances. 

To satisfy this requirement, the dl".t.ta presented will be used as 

a basis for the analytical characterizati'on of such appliances. These data, 

supplemented by additional measuremf'mts when needed, will be mathe­

matically modeled as Thevenin equivalent noise sources. The models will 

then be used to exercise the previously derived N-Ports to establish their 

loading effects and background noise influence on the transmission medium. 

Attention will also be given to the identification of the most probable sources 

of communications disruption due to noise suscepfdbility. The information 

made available by this examination will aid in th~: election of the optimum 

frequency/frequency range for the FSK (frequenlcy shift keying) 

communications system. 
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4. Technical Considerations 

Consider an arbitrary ne1;w-ork made up entirely o£ the interconnection 

wiring and loads (refrigerators, TV sets, etc.) found in.' the typical residence 

or small business. To indicate the general nature of tbe network, let it be 

represented by a box sym.boL If a conductor is fastened to any node (inter-

connection point) in the network and brought out of the box for access, the 

end of this conductor is designated as a terminal. Two associated terminals 

are called a Port, suggesting a port of entry into the network (e. g., wall 

oui:let) . 

The symbolic representation of a one-Port network is shown in 

Fig. A.·1a. The pair of terminals is usually connected to the energy source 

that drives the network. Figure A-1b shows a two-Port network; Port 1-1' 

is assumed to be connected to the driving force (or the input), and Port 2-2' 

is connected to a load (an output). The general representation for a network 

containing an arbitrary number of electrical sources and loads is shown in 

Fig. A-1c and is referred to as an N-Port (where N = the total nu.mber of 

ports) . 
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Figure A-1. Black Box Symbology 
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APPENDIX B. EXTERNAL POWER LINES FOIl ALARM 

CARRlER TRANSMISSION 

Introduction 

During the past few years, several companies have been developing 

concepts and equipment aimed. at the automation of utility meter reading. 

The conclusion reached by two of the companies, General Electric Corp. 

and Automatic ~echnology Corp., is that the most promising solution to 

t.he problem of transmission medium selection rests with utilization of the 

existing power interconnection network. Toward this end, each company 

has developed test equipment that allows rapid and accurate measurement 

of various electrical phenomena associated with operating existing power 

lines as a comlTIunications network. The quantities measured include 

transmission attenuation and noise power density, which, when combined 

as a ratio, yield a figure-of-merit characteristic of the particular network 

being examined. By performing similar measurements on numerous power 

insta11ations, it is possible to produce figure-of~merit profiles that indicate 

the general operating communications environment for the interconnection 

network. 

Such tests are not an end in themselves since they are valid for only 

one combination of power line conditions. In effect, these same tests must 

be performed under a11 possible utility distribution system conditions 

expected. 
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1. Analytical Versus Experimental Approach 

The main thrust of the development activities thus far attempted has 

been centered around the application of experimental techniques for the 

characterization of utility lines as a communications medium. On the sur-

face, this would appear to be the only approach possible because of the 

multiplicity and complexity of power distribution networks. However, no 

matter how complex such a system may appear, it can be considered to be· 

comprised of a multitude of interconnected, relatively simple electrical 

subnetworks (e. g., distribution transformer or length of transmission line). 

Individually, it is a relatively simple matter to mathematically model, by 

applying computer-aided electronic design techniques, these subnetworks 

as N -Ports, [B -1] using data measured on the device in question (isolated 

from the distribution system). Once modeled in this fashion, the subnetworks 

can be interconnected mathematically and exercised as a simulation of the 

actual power distribution system .. 

The advantage of this method of characterization is the economy with 

which performance data can be realized. It is not intended to minimize the 

value and importance of performing extensive measurements on operating 

utility networks; without the benefit of such data, little confidence could be 

held in the predicted performance. 

2. Measurement Activities 

Using equipment similar to that employed by General Electric for its 

Automatic Meter Reading Communications Project, a two faceted measure-

ment program will be conducted. The first phase will be concerned with 
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the experimental characterization of the unique subnetworks associated with 

a power distribution network. Once completed, the measurement activities 

will be addl'essed toward the second phase~ the perioI'mance of the entire 

system when viewed as a corrununications medium. 

The data gathered during the subnetwol'k phase of this investigation 

will form the basis for the mathematical simulation of the individual building 

blocks, while the overall measured data will be used to verify the validity 

of the predicted system performance. Several such vehicle power distri­

bution networks will be considered, to the extent that time and funding 

permit. 

3. Analytical Activities 

Using techniques identical to those described in Appendix A, the vehicle 

power distribution network will be simulated and exercised to yield a pre-

diction of the system pel'formance. By comparing predicted and measured 

performance, it will be possible to refine the computer model until close 

agreement is achieved. The facsimile power network will then be examined 

in detail to produce comprehensive performance predictions between every 

possible location that might be considered as a communications interface. 

Similar calculations will be conducted on each interconnection network 

expe rimentally ,examined. 
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APPENDIX C. RESPONSE MODELING DERlVA nON 

1. Introduction 

It is desired to find the distribution describing the tiIne it takes the 

police to arrive at the scene of a burglary once they have been notified. 

The known paraIneters are: 

p = police utilization = average fraction of the tiIne a patrol 

car is busy answering a radio dispatched call 

2 
A = precinct area (assuIned to be square, d = A) 

N = total nUInber of patrol cars 

t = Inean tiIne spent servicing a call s 
- -= tT + tr = mean travel time + m.ean investigation time 

v = average speed of patrol car while traveling to a call 

A set of probabilities (Pk' k = 0, 1, 2, •.. ) are used to describe the 

nUInber of calls currently being serviced or waiting for service. This set 

of probabilities depends on the distribution for the service time. The 

Inultiserver queuing probleIn has been solved for only two service time dis-

tributions. One is the exponential distribution 

Pr (serviCe time> t) = exp (-tit ) s 

The other distribution is the constant service tiIne 

Pr (service tiIne:S t) = U(t -: ts) 

where U(·) is the unit step function. 
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The exponential and constant service time distributions provide best-

and worst-case bounds on system performance. Any realistic service time 

distribution will result in a system performance bounded by the system 

perforrnances for these two cases. Furthermore, for low utilization the 

syste.rn performance is about the same for both cases; i. e. I the real system 

should perform within these relatively narrow bounds. As N becomes 

larger, the bounds remain tight for higher utilizations. Specifically, the 

(Pk' k::: 0,1,· .. , N - 1) are about the same. 

2. Exponentially Distributed Service Time 

Using the method of statistical equilibrium, it can be shown that for 

the case of Poisson arrivals 

o = Pk-1 A + Pk+1 (1 + k) p. - 1\ (A. + kp.) (k < N) 

o ::: ~-1 A + ~+1 NfJ. - Pk (A + NfJ.) (k :! N) 

where t ::: 1/fJ. and A ::: Np/t . 
s s 

The solution for this set of equations is 

(Ne)k 
k~ PO (1 s k s N) 

Pk = 
(Ne}k 

Po 
Ntif-N 

(k > N) 

[

N-1 k N]-1 
P = ~ {NP

t
) + _1_ (Net) 

o L.J k. 1 - P N. 
k=O 
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The probability that there are no patrol cars. free is 

N-1 

P N( p) = 1 - L Pk 

k=O 

3. Constant Service Time Distribution 

Erlang[C- 13 introduces the equation 

and shows that 

where 

Now 

II~ 
(k = 0, 1 , . . . , N - 1, i = V -·1) 

P(fJ., N) = Pr (at least fJ. servers are free) 

G(y) = y 

= N( 1 - p) g (N - fJ. + 1) 
G(1) 

N-1 
n 

v=1 

N 
~ a v (r3v - y) = L....J yV g(v) and!3v = p 

v=1 

N-fJ. 

P(fJ., N) = L Pk 

k=O 
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thus 

p = peN, N) o 

Pi = peN - 1, N) - peN, N) 

Pk = P{N - k, N) - P(N - k + 1, N) 

k = 1, 2, . . • , N - 1 

To solve for the complete set of probabilities (Pk)' it is obsel"ved (by the 

method of statistical equilibl'ium) that 

and 

s-1 

2: 
fJ.=O 

-Np P e 
fJ. 

This set of equations may be solved to yield 
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and 

k N 
_ Np (Np)" 

PN+k - e I\:" k~ .L..J 
1-'-=0 

for k = 2, 3· .. , which can be used in the previously presented equation 

for the probability that there are no patrol cars free, 1. e. 

This probability of patrol car unavailability PN(p) (for N = i 2) has 

been plotted as a function of p in Fig. C-1. Note that for p < 0.4, PN(p) E$ O. 

This is one of the reasons that police utilization should be kept less than 400/0. 

Above this value it is increasingly probable that all cars will be busy when a 

new call is received. Note that the utilization ceiling of 0.4 has a mathe .. 

matical justification as well as the practical justification of being a maximum 

increase in police workload. 

4. Tra vel Time 

The travel time model is based on the assumptions that the precinct is 

a square region, d miles on a side, of area A = d2 and that burglaries are 

equally likely to occur at any location throughout the precinct, 1. e., that 

burglaries are uniformly distributed. In the case of only one patrol car, 

the question arises: What would the distribution for travel time to the scene 

be, assuming that the car position at the time of the crime is also uniformly 

distributed over the entire precinct? This question is answered by letting 

C-5 



1.0 

r;;: 0.8 
N .-

a. 
'--' 

~ 
<C 0.6 
..J 
w 
C 

Lt.. o 

t 0.4 
..J 

m 
<C 
m o 
g: 0.2 

Figure C-l. 

EXPONENTIAL 

CONSTANT 

Probability of Queuing Delay 
(Number of Servers N = 12) 

C-6 

e 



jl 

(X1' Y1) be the location of the crime and (x2 ' Y2) the position o£ the car, 

so that the travel time can be expressed as 

The travel time is found to have probability density function 

: H~V) -4 (t:r + ~ (~Vn (0" ~V "1) 

n~6 -8 (:i) +4 ('It- ~ (~vn (1 < ~V sz) 
The probability distribution function is defined as 

t 
F 1 (t) :::; Pr (travel time :s t) :::; £ £1 (s) ds 

o 

The single patrol car question can be extended to the case where there 

are k cars available. In this case 

[1 - F 1 (t)]k = Pr (all the cars would take longer than t) 

Thus 

and 

are the distribution and density functions, respectively, for travel time 

when the nearest of k available cars is chosen. Thus 
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if 

T I, 

N 

fT(t) = 2: 
k=1 

[ Jk-1 
PN _ k k f1 (t) i - F 1 (t) + 

is the density function for travel time and 

en 

2: 
k=N 

N 

F T (t) = 2: 
k=1 

PN-k (1 - [1 - F1 (t)]k) + t Fi (t)Pk 

k=N 

is the distribution function. 

5. Overall Response Time 

The response time (tR ) comprises three elements: processing delay 

(t
d

), dispatch waiting (t
W

)' and travel time (t
T

) 

An overall distribution function for the response time may be obtained by 

.. mathematically convolving the individual distributions as follows 

(* indicates convolution) 

The equation for F R can be greatly simplified by considering that for 

low utilizations « 40%, as shown previously) tw = 0 more than 99% of the 

time. For this analysis, the conservative approximation is made that the 

probability of capture is zero if tw ¢ O. The delay time td is assumed to 

be equal to 30 seconds (0.5 min.), 30, FR may be formulated as 
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N 

F R (t R) = L PN _ k F 0 (t R - O. 5 ) 
k::::1 

This formula was then evaluated to determine apprehension and residential 

benefits. 

Figure c- 2 shows the distribution function for both the exponential 

and constant service time cases. The difference in the two functions is 

found always to be less than 0.0002 for all values of t (a very tight bound), 

so only one curve need be plotted. It is emphasized that the closeness of 

the two functions results from low utilization; at higher utilizations a looser 

bound results. 

Figure C- 3 shows this curve overlaid on the burglary duration distri­

butions for three age groups in the case of the burglars who finish quicklyc~\ 

because a combination alarm (local audible and remote/ automatic reporting) 

is tripped. 
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APPENDIX D. BODY INFLUENCE DETECTORS 

The concept of operation, which will be discussed as ~n explanation 

of the performance of one type of human proximity detector, is based on 

the perturbation produced in the surface ambient electrostatic field of the 

earth E by the presence of a body possessing a high electrostatic ex 

dielectric constant. Below 30,000 feet, the earth exhibits a vertically 

directed electrostatic field, which is produced by a downward flow of current 

into the negatively charged earth and which arises from within the clouds 

and strata of the troposphere. 

The vertical ambient field varies between 67 ar .. d 3 i 7 volts per 

meter[D- iJ for overland sites I yielding a repres entaHve value of 150 volts 

[D-2] 
per meter at the surface. 

Any body possessing a dielectric constant E different from that of 

the standard atmosphere (1.00 in cgs electrostatic units) will distort the 

ambient electric field. The greater the: dielectric constant of the perturbing 

body, the greater the ambient field distortion in the vicinity of that body. 

The degree of field distortion decreases rapidly and nonlinearly with dis­

tance from the body, becoming negligible within a range of several meters. 

The dielectric constant of muscle and organ tissue displays a COn'l.-

monly encountered relaxation dependence upon frequency. The dielectric 

relaxation for a postmortem sample of muscle tissue is shown in Fig. D-1 

for frequencies below 1 MHz. (D-3] Schwan extended his lower frequency 
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limit to 10 Hz in separate tests[D-3] on live animals and observed a decrease 

in £ to 10
6

1 which may have resulted from a variation in either the method 

of measurement or the specimen condition. As the observation frequency 

approaches zero, £ would be expected to remain very large ( ..... 106 ). 

A reasonable geometric representation that may be used to analytically 

describe the shape of a human or household pet is an ellipsoid of revolution. 

In the case of a man walking, the major axis of the ellipsoid is vertical; for 

a pet, the long axis is horizontal. This distinction in major axis orientation 

is significant in computing the electrostatic distortion produced by the 

presence of an animal because an electrostatic influence detector will usually 

be located either at or above an individual's head level or near the floor. 

In both cases, ellipsoidal end effects field distortion dominates the field 

perturbation pattern. In Fig. D-2, the vertically oriented dielectric ellip-

soid representing a man of height 2a and chest width 2b is shown standing in 

the y~z plane. The electrostatic field of the earth E is vertical. The 
ox: 

electrostatic dielectric constant of the body is labeled £1 and that of the 

1. Analysis 

Two means are available for electrically detecting the presence of a 

dielectric body that has caused a displacement in the earthl s electrostatic 

field. One means l a capacitive detector, directly measures the current 

produced in a load resistor by the change in electric charge on the terminals 

of the capacitive pickup. 'The second method is magnetic induction; it 
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employs an inductive loop detector to sense a change in the Inagnetic field 

generated by a perturbation of the earth's ambient electrostatic field in the 

vicinity of a Inoving dielectric body. A third possible detector category 

might combine the above methods, e. g., the use of a capacitive input coupled 

to a twisted pair antenna. Only the first two detector options ha~e been 

exaInined at the present time. 

Z. Capacitive Detector 

The diagram in Fig. D-3 shows the essential elements of a capacitive 

detector. It consists of an input capacitor of capacitance C and average 

terminal separation d across which a changing electric field E is applied. 
ex 

The current I flowing in load resistor R as a function of the charge 
o 

on C, E,and the circuit parameters is 
ox 

dQ' • dEex . 
I = dt = Q = CV = C - d - CE d dt - ex 

. 
The tiIne variable vertical cOInponent of the electric field E is Telated to ex 

body Inotion in the r direction as 

dE . ex 
Eex = --err-

Finally I the detected output voltage V is 
o 

v = R Cdv 
o 0 r 

aE 
ex 

or 

The direction of body motion that can produce a finite value of Vo is 

unrestricted for a generally shaped dielectric body. In the geoInetry of 
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Fig. D-2, body motion is most conveniently represented as lying in the 

horizontal plane v. The most significant quantity appearing in Eq. (D- 2) 
r 

is the horizontal deriyative of the vertical component of the earth IS electl'ic 

field BE I a r. The ~letermination of this horizontal gradient of E 
ex ex 

represents the principal effort in the analysis. 

For the ellipsoid of Fig. D- 2, the vertical electric field exterior to 

th b d · . b [D-4] e 0 y IS gIven y 

ab2 
'1 - '21~' ds 

1 + R (8 + a 2
) --. 2 E2 0 

E =E 
s (D-3) 

ex ox 2 
E1 - E2iaJ ds 

1 + ab • 
R (8 + a Z

) Z EZ 0 S 

where 

(D-4) 

and S is the ellipsoidal coordinate variable defined by the parametric 

equation 

(D-5) 

where rZ has been set equal to yZ + zZ ib.e coordinates x and r repre­

sent the vertical location of the detector and its lateral displacement, 

respectively, each measured from the body center. Solving Eq. (D-5) for 

s yields 

... J ... 2 ... s = -F ± F - ,§. 
Z 

(D-6) 
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where 

~ 2 222 
f=a +b -x -r 

G'"' 2bZ + 2 2 2b 2 =a a r -a 

From Eq. (D-6) 

which is required to obtain 8E /8r from 
ex ' 

8E 
ex ---ar- = 

8E /8~ is obtained from Eq. (D-3) as ex 

8E 
ex 

2 
E !E.... ~E ox 2 = 

in which the representations 

and 

have been used. 

I=l~ 
o 

ds 
2 

R (s + a ) s 
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The quantity aE lar is obtained hy substituting Eqs. (D-7) and (D-9) into ex 

Eq. (D-B) and taking the principal roots of the radicals. as 

(D- i1) 

Both the definite integral I of Eq. (D-10) and the horizontal gradient of E 
ex' 

Eq. (D-it), must be evaluated numerically. Real solutions for Eq .. (D-10 

are found to exist from an examination of the discriminant, subject to the 

constraints 

(D-12) 

The definite integral I of Eq. (D-lO) was evaluated using sixth-order 

Gaussian quadratures with nonuniform integration intervals adjusted to 

produce approximation accu:-a_<;;y p{ 1 part in 106• 
--'C-c. _ J;' 

The field gradient Eq. (D- i 1) is a nonlinear function of detector sepa. 

ration, which decreases rapidly with r. The evaluation of Eg. (D-11) as a 

function of r was allowed to proceed in steps equal to b until the value of 

aE lar changed less than 0.01%. For all computed results presented, 
ex 

the following parameters were used: 

E = 150 Vim ox 

€1 = 106 

2a = 6 ft (body height) 

2b = 20 in. (body chest width) 
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The results for the detec.ted voltage V 0 applicable to the capacitive 

detector are presented in the table following the summary discussion. 

3. Calculated Results for Typical Detector Characteristics 

Table D-1 presents the lilarameter values assumed in the associated 

calculations for the capacitive detector. 

Table D-2 summarizes the values of computed Vo as a function of 

detector separation distances r. 

A rapid decrease in detected voltage is observed to occur (Table D-2) 

with increasing detector separation distance. As the separation distance 

changes from 10 in. to 13 ft. the detected signal drops by 65 dB. 

4. Summary 

The electric influence detector has been analyzed to determine the 

respective range-dependent sensitivities to the movement of a hmnan or 

ammal body in their vicinities. A capacitive detector is shown to be 

capable of producing a substantial detected voltage at separation distances 

at least as great as 13 ft from a slowly moving human. The physical effect 

by which thes e signals are produced is the perturbation of the earth I s surface 

electric field caused by the presence of a sizable body with a very large 

low-frequency dielectric constant. 

The calculation reveals that the detectable signals decrease very 

rapidly with the detector separation distance. For a detector located 4 in. 

from the floor. the detectable signal level decreases 65 dB as the separation 

distance enlarges from 10 in. to 13 ft. 
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Table D-1. Detector Height 10 Centimeters 
Above the Floor 

Capacitive Detector: 

C = 
R = 
d = 

v = r 

Table D-2. 

Separation 
Distance r,m 

0.25 

0.5 

1.0 

1.5 

2.0 

2.5 

3.0 

3.5 

4.0 

10 pi 

10 MO 

1 rom 

1 mi/hr = 1. 5 ft/ sec 

Detected Signal from a 
Moving Mana 

Capacitive Detector 
V ,mV o 

270 

61 

13 

1.7 

0.85 

0.45 

0.26 

0.16 

aDeteetor height =- 10 em above the 
floor. 

D-11 



NOTES 

1-1. "Rip-Off, " Aptos Film Productions, Inc., Box 225, Aptos, Ca. 95003. 

3 -1. U. S. Bureau of the Census, IIStatistical Abstract of the United States: 

1973, II Washington, D. C., U. S. Govt. Print. Off., 1973. 

3 -2. Federal Bureau of Investigation, "Uniform Crime Reports for the 

United States: 1972," Washingtonf D. C., U. S. Govt. Print. Off., 

1972, p. 41. 

3-3. Law Enforcement Assistance Administration, News release, 

Jan. i 974. 

3-4. P. H. Ennis, lICriminal Victimization in the United States," Chicago, 

National Opinion Research Center, May 1967. 

3-5. Presidentls Commission on Law Enforcement and Administration of 

Justice, Task Force on Assessment, IlCrime and Its Impact - An 

Assesoment,!! Washington, D. C., U. S. Govt. Print. Off., 1967. 

3-6. !1Crhne and Housing in a Metropolitan A.rea, II draft, Cambridge, 

Mass., Urban Systems Research and Engineering, Inc., 1973. 

3-7. P. W. Greenwood, "An Analysis of the Apprehension Activities of 

the New York Ci.ty Police Department, Apr. - Dec. 1968, II Report 

No. R-.529-NYC, New York, The New York City Rand Institute, 1970. 

3-8. S. J. Press, If Some Effects of an Increase in Police Manpower in 

the 20th Precinct of New York City, II Report No. R-704-NYC, 

New York, The New York City Rand Institute 6 1971. 
II 

3-9. A. J. Reiss, Jr., "The Police and the Public," New York, Yale 

Univ. Press, 1971. 

N-1 



3-10. 

3-11. 

3-12. 

3-13. 

3-14. 

3 -15. 

3-16. 

4-1. 

"1971 Field Service Record - Certificated Burglar Alarrrii;l, " No. 32, 

Northhrook l lll., Underwriters' Laboratori~s, Inc., 1971. 

Cedar Rapids, Iowa Police Department, "Report of the Second Year 

of Operation-Installation, Test, and Evaluation of a Large Scale 

Burglar Alarm Systeln for a Municipal Police Department," 1972. 

Small Business Administration, "Crime Against Small Business, II 

Senate Doc;:'>lment 91-14, Washington, D. C., U.S. Govt. Print. Off., 

1969. 

"AICCC False Alal'm Study, " Alarm Industry Committee for 

Combating Crime," 1971. 

J. S. Kakalik and S. Wildhorn, "The Private Police Industry: Its 

Nature and Extent," Report No. R-870/DOJ Vol. 2, Santa Monica, Ca., 

Rand Corporation, Dec. 1971. 

Security Systems Digest, Vol. 3, No. 24, 22 Nov. 1972. 

N. H. Mines, "Burglar Alarm Requirements Analysis, " Report No. 

MTR-6396, Bedford, Mass., The MITRE Corporation, 28 Sep. 1973. 

R. C. Larson, "Measuring the Response Patterns of the New York 

City Police Patrol Cars," R-673-NYC/HUD, New York, N. Y., The 

New York City Rand Institute, July 197 L 

5-1. "Modern Techniques for the Transmission and Processing of Central 

Station Alarm Signals," presented by A. J. Grosso of American 

District Telegraph Co. to IEEE Electronic Security Systems 'seminar, 

New York. 25 Sep. 1973. 

N-2 



5-2. "Notes on the Application of TDB-FDB to Buxglal' Alarm Control 

Office Installations, If Technical Note 1002, Yorklite Electxonics, 

Inc" Surcom. Div., 7 Sep. 197 L 

5-3. ttPower Line Transmisaion Syatem Phase I Repcnt - Power Systeln 
t-~ 

Characterization," Mountain View, Ca., GTE Sylvania, Inc., Aug. 1973: 

5-4. "Power Line Alarm Transmission System - Final Report, " Mountain 

View, Ca., GTE Sylvania, Inc., Sep. 1973. 

5-5. IIState-of-the-Art Report on Application of Power Line Technology 

5-6. 

to Automatic Meter Reading, II presented by p, B. Robinson of 

General Electric Co., Meter Business Dept., Som.ersworth, N.,H" 

to Pacific Coast Electric Association, 7 Mar. 1974. 

IIA New Alarm System Utilizing the Telephone, II presented by 

C. A. Lovell and D. B. Smith of Consulting Com.munications 

Engineers, Inc., Villanova, Pa., to .the IEEE National Telecommu­

nications Conference, Houston, Tex., 6 Dec. 1972. 

5-7. IlWorkshop for CATV as a Force in Security, " presented by the 

International Security Conference, Los Angeles, Ca., j 2 Feb. i 974. 

5-8. IIProgress in Automatic Meter Reading," presented by p. B. Robinson 

and J. H. Spencer of General Electric Col, Somersworth, N. H., 

to AEIC/EEI Meter Sexvic.e Committees, Salt Lake City, Utah, 

25 Sep. i 97 3. 

5-9. "Telemetry Data Error Rate Measurements," Compu-Guard 

Security Systems, Pittsburgh, Pa., 1974. 

N-3 



---- -- ---------------~-------------------------

5-10. 

5-11. 

B-1. 

C-1. 

D-1. 

D-2. 

D-3. 

D-4. 

"An Evaluation of Small Business and Residential Alarm Systerns, II 

Report No. M-1442, Stamford, Conn., GTE Sylvania, Inc., Jun~ 1972. 

IIPower Line Alarm Transmission Systems, II Mountain View, Ca., 

GTE Sylvania, Inc., 27 Jun~ 1973. 

M. I. Glick, IIInternal Powerline Characterization Description, II 

ATM-74(7904)-3, El Segundo, Ca., The Aerospace Corporation, 

18 Dec. 1973. (Internal correspondence only; not available outside 

The Aerospace Corporation. ) 

E. Brockmeyer, H. L. Halstrom, and A. Jensen, lIThe Life and 

Works of A. K. Erlang, II Copenhagen Telephone Co., 1948. 

IIHandbook of Chemistry and Physics, II 52nd ed., Cleveland, The 

Chemical Rubber Co., 1971-1972. 

H. A. Wilson, I!Modern Physics, " London, Blackie & Son, Ltd., 

1946. 

H. P. Schwan, "Electrical Properties of Body Tissues and Impedance 

Plethsomography, " IRE Trans. Med. Electron., Nov. 1955, 

pp. 32-46. 

J. A. Stratton, !IElectromagnetic Theory, II New York, McGraw­

Hill Book Co., Inc., 1941. 

N-4 



", 

II 

I 
'J 

I 

I 
I .... _~J 




