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DEVELOPMENT OF tEDPORT ANND GUIDFTINES FOR

LAW EXFORCEMENT COMMUNICATIONS EQUIIMENT

Marshall J. Treado, Comm..nications Systems
Law £nforcement Standards Luboralory
National Bureau of Siandards
Wiashington, D, C. 20224

Summary. The study c{fort on mobile digital communications equip-
ment is a typical report by LESL except that it was done outside of
NBS. DBecaus. it discusses a timely subject in i comprenhensive
manner, the report will undoubtedly be published by NILECS for use by
all interested parties, In addition, data in the report will be used as

a basis for the development of performance standards for mobile
digital communications cquipment, as is the case with many of our

reports.

The Law Enforcement Standards Laboratory (LESL)
was established at the Natfonal Bureau of Standards in
Jonuary 1971 for the National Institute of Law Enforce~
ment and Criminal Justice (NILECJ) of the Law Enforce~
ment Assistance Administration. LESL!'s primary
function is to develop performance standards for use by
law enforcement and criminal justice agencicvs in the
scleetion and procurement of quality equipment, In re-
sponsc to priorities estublished by NILECJ, LESLis
conducting research leading to the development of several .
types of documents,  In addition to the previously men-
tioned performance stundards, user guidelines, state-of-
the-art surveys, glossarics, and reports are heing de-
veloped., As purt of this rescarch effort, existing
equipment is being subjected to laboratory testing and
cvaluation, and documents are heing prepared and issued
in the arcas of security systems, weapons, proiective
ecquipmont, investigative nids, vehicles, clothing,
emergency equipment, and commuiications,

A previous speaker has described the ) "rformance
standards process, and presentations have been given
which show the development of various performance
standavds for use by the law enforcement and eriminal
justice community, It is my intention to desceribe the
process by which the otier documents produced by LESL
are developed,  Of the 105 docwments presently in
various stages of development, 51 are standards and the
otlier 54 are cither gidelines, reports, or glossuries,
Perhaps the best way to illustrate this developmoent
process vwill be to discuss the prepavation of one of the
repords prepared as part of the LESTL communications
progrium, | will use a vecent study effort o mohile
digita) communications cquipment for this purpose,

he stady veport generited as pact of the LES),
mobile digital communications projecl was done by Urbun
Sciences, Ine, of Wellesley, Masstchusetls, 2 communi-
cations consultation firm,  This company was selected
from a group of 32 organizations which responded to the
request for proposals  The stated purpose of the study
effort was (1} {o prepave a report on the suttabitity of
available mobile digitad communientions equipment for
law enfurcement use, and {2) to recommoend those mebile
digital equipment performiance chavacteristics which
should Le standardized. The study etfort was divided into

102

seven sections us shown in Figure 1, Five of these

MUBILE BIGITAL EQUIPMENT STUDY

© Intcoduction and Background

Review of Present Voice Message Traffic
Operating Requirements for Mole
Digital Equipment

Applications of Mobile Digitai Equipment
Recommendations {or Standards
Technical Discussion

Conclusions

¢ o

- -

Figure L.

scetions will be discussed hercin, starting with the sect
on the review of present voice message tralfic,

This review consisted of 2 comprehensive analysis
voice message fraftic in Boston and ¥Fall River, Massi-
chuselts State Police, Los Angeles Police Department,
Miami Police Department, and the Michigan State Police,
Voice messages were separated into two categories,
status and text, Soveral conclustions were developed
from the analysis, One is that it is difficult to justily
the use of digilal status equijament selely on the basis of
a reduction in elumne) atilization, exeept in the case of
heavily leaded channels with at least 150 mohile wnits
per chamnel, However, usc of digital status equipment
with an associated display al the dispatehor's location
could he o sipgnificant fuctor in the reduction of dispateh
worklomd,  Use of full teat mobile cquipment can provie.

a substantial Improvemeat in “tme-on=the=aie" compiar

to the same amount of voice message tealfic. However,
it showld be noted that the use of mobile digiwil termina,
may lend to a substantial inerease in the number of in-
quiries naele using the system. Thus, although the tine
per message nay be significanty reduced, #ir time min
not neeessarily Ye reduced by the use of dipital equip-
meal,  In g majority of cases, about 56 pereent of wie L.
15 now used for status type Messipes.

Typical law enforcement operiting requirements |,
mobile digital equipment  were determined next, “Thi
\
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95% - two way B5V = all robiles waith fullectust ;
1, Mode of digttal corrunicaticn and states H
{one or iwo way}. 5% - corbination: one way prin- 5V - gtatus only, 904 of the :
ter and WO way status 8. Hybrid systen requirerents of vehicles; doth, 10y of the i
motiles cquipped with digital vehicles H
terminais, 5% - gtatys only, 30V of the %
yuhiiclesy bath, 70% of the R
500 - yes vehicles 1
2, 7The pecd for mobile to mokile 45% - no 5%V = not detrrmincd H
digital curmunication, 5%v - yes, lirited ¥ of cars 1
i
9, 1ype ol Jaspatshor ctatus 5% - visual display ‘
display, 453 - both vigual end hard copy -
3. The neced for hase statien to base 750 - o 1
station digital cerrunicaticn. 25% - yes 3
i
3
35% - cordination of CRT-type., R
printer, and stat s lighes 1
85% - both full-text and status 25% - cerrinaction of CRT-tygpe
4. The type of inforration exchange 5% - full-text ard printers !
required of a dij.tal cormuntca~ 5% - status 10. Method of inforration display 208 - CRT-type 4
tien system, 5% - status, with full-text in & in the robilo, 1ey - obtle printer ;
3
linited # of vehicles 5% -~ CRT-type with limited 4 of L
both CRT-tyze &nd printex .
*o- 5% - states indi<aters wath a ]
faet lirited nurdbez of printers 3
500 - no . P . ¢
5. <The use of "APCO-10" as a sta%us 258 - yrs 1
code basis 25% ~ indifferent :
49% - all zobiles should . equip- ;
ped with both CRU-type &nd H
hard-copy displays i
o X . 5% - yes 25% - 903 CRT-tyzc and, 108 Soth .
f6. The desize to rodify status 208 - o 11. The nced for a mix of eguiprent CRT-type snd La.d-cozy :
coa.~ as desired, 5% - indifferent with different display 25V - mot determined .
capaktalities. 5% - 80V IRT-rype and, 20% both §
CRT-tyre and hard-copy K
§% = 70\ CRT-type and, 3C8 both 3
50% ~ ypes, 100% of tho patrol CRT~tyre and hard cogy 3
cars sheuld ho equipped i
25\ - o, 75\ to 9N should i
7. the need for difital comrunica- Le equigzed by
£irt thri tout the entire 108 ~ po, 5C% to 74 should 12. The preferred rethod of control 50% - CRT-type ] ‘l
- mestle patrof>.i:;.;cc. be equipped center display for general 453 - both CRT-type and hard copy 5 4
.. 108 ~ no, 25% to 49¢ should digital {nformation. SV ~ hazd copy F O
be equipped I
5% - not deternined i 3
13, The need for selective address~ 90% - yes S
. ing capability, 100 - no P
z !
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" 114, Interface of digital units with 8y - vyes 22. Concern about physical size of
existing radio eguipnent. 200 - no the robile terminal and its 1C0v ~ yes
locatien in the vehicle.
15. voice and da%a contenticn on 80y - no
the sare channel. 20V - yes 23. Peguircment for eguiprent with 95%y -~ yes
a warranty. 5% - o
16. Corputer aided dispatch a pre-
requistte for digital .,g‘ - no 24. The need for maintenance sup- 750 - ye-
cormunicaticns. 20V~ yes ported by the ranufacturer. 25% - no
17. Astematic polling for status 558 - vyes
vgdate. 45% - no 25. The need for » raintenance
trainirg pregram supported by 80% - yes
the ranufacturers. 268 - no
50% - th, rantal and autoratic
acknovledgerent of digital
18. Autcratic vs. Manual acknow- ressages .
ledgerent procedure. 40y - rmanuval acknowledgerment 26. Riq;irc‘;‘en“{f:; f:sic..i::d in gg: = yes
procedures stallation o gital wnits, - ro
o 108 -~ automatic at
P ranual at robile
958 - gperial effects for critfcal
. mescages
19. Dispatcher to menitor auteratic 95%v - message held until ranual
functions of system. 100t - yes 27. Pequired display characteristics claar
of robile CRT-type units. 858 - indication of rews incoming
cessage
{selected more than onel 85V ~ capakbility to storo mere
3. Disgpatcher to ronitor data kase than one received rossage
ngsirtes rade by wobile 9C: ~ yes
tervirals, 16t - no
100% - opuratienal ~echanical shazk
1C0% - operational mechanical
viktration
80V - wecurity 160V ~  huridity
80V - irproved response tire 28, Types of cnvirorrmental tests €% -~ nen-cperaticnal rechanical
) 75% - Lecter atllization of that should ke perforred cn stock
21, gerefits of a digital ceo- Fatrol force resources digital equiprent. 95\ -~ nen-operational mechanical
runication syster. 55% - reduction in channel vitra*{on
wtilizatiss {selected more than one) 95% -~ opeiational thersal shock
508 - better excrution of ad- §5%¢ - pon-creratiznal thormal
- ore th N on-Cy or oo
{selected rore than ore) sdnistrative functions sheck
5C% - s5alt spray
Figure 2 (Continucd)
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29, Publication of life tes: data. 55% yes
454 no

30. AMllecation of the # of digital
units per radio channel,

50
20%
104
5%
S%
5%

50 to 74 urits/channel
not dutemined

25 to 49 units/channel
100 to 124 units/channel
125 to 150 unitg/channel
750/channcl
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wis accomplished through discussions with 16 law en-
forcemoent agencies, These agencies were loecated in
the East (6), Midwest (6), and West (1), and included
city (9), county (5), and state (2) organizations, These

jurisdictions had either purchised mobile digital terminals

for test and/or operations,or {ntended (o do so.  Thirty
topics were discussed, and the discussion points arc
summariced in Figure 2, using percentages to tabulate
responses.

A determination of the possible applications for this
type of equipment was accomplished next.  As the mobile
terminals are used on FCC authorized voice chaumels
with present day FM transceivers, compatibility with
{ypical channels and existing transceivers is baramount,
A review of possitle problem areas was conducted, Pro~
pagation conditions, such as skip, ueting, and multipath,
affect digital equipment performnance as they do other
operational communicativas cquipment, In fact, skip
can be more of a problem in digital transmission thun it
is in voice sysiems, which employ tone-coded squeleh
techniques to protect against this type of interference,
Ambient nolse, such as produced by automobile ignition
systems, usually has a more adverse offect on digital
transmission than on voice communications, Digital
systems must combat these problems in order to operate
in a reliable manner,

Digital transmission via telephone lines ciun also be
a problem, as muany leased lines are of the unconditioned
type, perfeetly adeguate for voice but indequate for
dipital sigmaling at rates above 1000 (o 1210 bits per
sceond, This is due to many factors such as ambient
noise, crosstalk, amplitude and phase versus frequeney
distortion, The transmission ef dipital data via a
voting receiver compounds this problem beeause of the
switching transients that ocour when the system switehes
from one receiver to another and the noteh Glter
characteristics wnich cut out part of the audio response
in order to control the voting receiver. The switching
transient problem can be overcome by locking onto one
receiver during the data bhurst and {1iibiting voling
during this period, or by the des’a of burst error
correeting codes to ride throuy! the votes, llowever,
the sigmal attenuation and the phase versus frequency
distortion caused by the noteh Lilter response of the
voting receiver are not affeeted by this action and witl
continue to be a problem, :

Misaligned or improperly tuncd FM transceivers can

also introduce attenuation ind distortion into the chamnels. |

used for digital communications as can the wide tolerance
uscd on the high end of the (ransceiver Uimiter filter,
While the technifue of attenuating the high frequency
components improves voice communications by achicving
better quicting, it degrades the quality and transmission
rate of digital data signaling,

In order to avoid as much distortion as possible,
most digital equipment Interfiee with the transceiver
at the diseriminator, This technique allows the de~
emphasis filter and the audio amplifices to be bypasscd.
Fixed or adjustable equalizers can be used to compensate
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for distortion due to poor nudio band {requency responsc.
If the transceiver involved hias o tone~coded squelch
capability, the digital data tones can he eliminated from
the transeciver speaker by inhibiting the tone control
during data transmission, This will reduce or eliminate
the noise heard by other units who are not recelfving the
digital message.

Data on mobile digital terminals belng offered for
law enforcement use are shown in Figure 3. Detalls of
15 models from 10 manufacturers are listed, showing
characteristics such as size and weight, modulation
techndque employed, data transmission rate, printing
speed, and cost. For example, the data transmission
raie for status terminals varies from 75 to 400 bits
per secowrd, while terminals with a one~way capability
receive at 800 to 2000 bits per sccond,  Two=-way
terminals transmit and receive at rates from 300 to
3125 bits por second, The printirg specds for termiiuis
using printers varies from 12 to 120 characters per
sccond, and terminal costs voary {rom $691 to $3750
cach,

Those characteristies recommended for consideration
as performuance standards are Usted in Figure 4. This

RECOMMENDATIONS FOR STANDARDS

Environmental Characteristics
Operating Lite

Ratho lnterface

Primary Power

Message Transmission Time
Source Code

Data Rate

Modulation Technigue
Keybozrd Configuration
Display Sizes

Display Charactesistics
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Figure 1,

listing will be the basis for additional work s these
standards are developed by NIBS for the NILECJ,

During the study effort, it beecame apparent that
digital communicutions are being acecepied by the luw
onforeement community as a valuable addition to their
communications capubility, The advantages offered in-
clude increasced transmission speed, the ability to handle
a greater volume of communieations, and an inherent
sccurity apguinst message intereeption,  Digital techniques
can he used to transmit status only for one=way trans-
misstons or for a two-way, full text capubility similar
to a computer terminal,  The Iaw enforeement applications
deseribed in the report can be satisfied by the equipment
presently available,  Those characleristies recommended
for stundardization emphasize user requirements and
should provide performance levels which will enhance
the law enforcement application,

R R IR s §

g N o S R e e

S









