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ABSTRACT

The criminal use of false identification is a national problem
with a multi-billion dollar impact on government, business, and
the general public. In November 1974 the U.S. Attorney General
established the Federal Advisory Committee on False Identification
(FACFI) to assess the problem and recommend solutions. With
MITRE support, the FACFI conducted surveys and examined the
extent of false ID use in six major problem areas: drug smuggling,
illegal immigration, fugitives from justice, fraud against business,
fraud against government, and other criminal activity. The Com-
mittee ranked potential solutions in these areas by criteria that in-
cluded not only an assessment of effectiveness but also an evaluation
of possible impact on public convenience and privacy. This report
contains the findings, background material, recommendations, and
plans for implementation of the proposed solutions of the FACFI,
and the appendices offer a comprehensive archive of current in-
formation available on the problem.
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EXECUTIVE SUMMARY

The criminal use of false identification is a multibillion dollar
national problem. A growing army of criminals and fugitives is
using a screen of false credentials in welfare fraud, illegal immigra-
tion, drug trafficking, passing bad checks and phony credit cards,
and in hundreds of other crimes. These crimes have one thing in
common: the taxpayer picks up the tab. Every American man,
woman and child pays the price in taxes, the cost of goods, and in
the human suffering and tragedy caused by the success of false
identification crimes. _

False identification is a criminal’s best friend. With it, criminals
can appear and disappear at will by creating ficticious “‘paper peo-
ple.” Often victims are not even aware they have been victimized.
The exploding use of false identification must be stopped.

The purpose of this report is to unmask false identification crimes
and to provide a comprehensive, commonsense plan which Federal,
state and local agencies, the commercial sector and the public can
use to prevent such crimes. This plan is designed to increase per-
sonal privacy while giving law enforcement agencies the necessary
tools to fight false ID use. But action must begin now.

I. THE FEDERAL ADVISORY COMMITTEE
ON FALSE IDENTIFICATION

The Federal Advisory Committee on False Identification
(FACFI) was established by the Attorney General in November,
1974 to: (1) study the nature and scope of the criminal use of false
identification; and (2) recommend steps to combat it consistent
with every citizen’s right to privacy. The Committee consists of
some 75 volunteers representing 50 Federal, state and local agencies,
the commercial sector and the public. The Committee’s 18-month

xi



effort was supported by a $200,000 grant from the Department of
Justice to the MITRE Corporation for staff support to the
Committee.

Il. HOW FALSE IDs ARE OBTAINED

False identification documents can be obtained readily and in-
expensively anywhere in the United States or neighboring countries
from a variety of commercial sources or by “do-it-yourself” tech-
niques. In any large city one can find photo studios that provide
customers with photo ID cards replete with official-looking signa-
tures and seals in any name, address or birthdate of the customer’s
choice—no questions asked. Thriving mail-order businesses, which
advertise their services nationally through ‘“‘underground” news-
papers and magazines, supply blank birth certificates and baptismal
certificate forms and mount customer-supplied photographs on
counterfeit “state ID” cards. Dozens of document vendors south of
the U.S. border sell counterfeit U.S. immigration documents and
border crossing cards for whatever the traffic will bear. Most of
these activities are beyond the reach of current Federal or state laws.

But the enterprising imposter need not risk counterfeit or stolen
documents; he can obtain genuine IDs of living or dead persons
from the legal issuing offices themselves. This process begins when
a criminal obtains a certified copy of another person’s birth certifi-
cate by filing a false application at one of 7,000 vital records offices.
In the “Infant Death Identity,” or IDI process, the names of de-
ceased infants gleaned from obituary columns or tombstones are
frequently used. This “breeder document,” the certified copy, is
then used to obtain a driver’s license, Social Security card and other
documents until one or more identities are created. With them the
criminal can destroy the personal privacy of those living persons
whose names he uses and commit virtually any type of crime.

lll. THE SCOPE OF THE FALSE ID PROBLEM

Because false identification is a modus operandi and not a sepa-
rate category of crime, firm statistics on it are virtually impossible
to obtain. This report reveals only the tip of a vast criminal iceberg
of unknown dimensions. False identification impacts nationally in
the six major problem areas summarized below.
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Problem Area

Scope of Problem

Extent of False ID Use

Sources of Data

Drug Smuggling

Illegal Immigration

Fugitives From Justice

Fraud Against
Business

Fraud Against
Government

Other Criminal Activity

> $1 billion/yr.

> $12 billion/yr. *

> 300,000 fugitives/yr.

> $3 billicm/yr.t
Unknown

Unknown

80% of hard drugs smuggled

Unknown; used in entry,
employment, welfare
application

~ 1009 of Federal cases

> $1 billion/yr.

Unknown

Very common

Customs Service, Drug Enforcement
Administration, Passport Office

Immigration & Naturalization
Service, independent studies

FBI, sheriffs and police survey

-American Bankers Assoc.,

independent studies

Surveys of Welfare officials,
published studies

FBI, sheriffs and police survey

> More than

* Estimated U.S. tax burden

1 Includes out-of-pocket losses and cost of collection attempts
— Approximately

1. Drug Smuggling—Approximately 809, of the hard drugs enter-
ing the United States, with an estimated street value of $1 billion,
is smuggled by organized rings that make extensive use of false
identification. Passports obtained through false IDs facilitate the
flow of drugs and illegal aliens across U.S. borders.

2. Illegal Immigration—The tax burden caused by illegal aliens
has been estimated by the Immigration and Naturalization Service
to be in excess of $12 billion per year. Many illegal aliens use false
identification and obtain welfare and other benefits at taxpayer’s
expense. Some alien smugglers are so confident of their false IDs
that they offer a money back guarantee: if you get caught within
five days of entry, you get your money back.

3. Fugitives From Justice—Escaped prisoners and other dangerous
fugitives almost always obtain false IDs to avoid detection and cap-
ture. In a recent FBI survey of 500 names of wanted persons chosen
at random, all had active aliases and some had more than 30 identi-
ties. James Earl Ray, Patty Hearst and countless other fugitives
used false identification.

4. Fraud Against Business—The use of false IDs is costing Ameri-
can businesses well over $1 billion each year through check and
credit card fraud, securities fraud, and embezzlement. The average
food store is estimated to suffer losses of over $7,000 per year
through false ID fraud. One New Jersey engineer got 1,000 credit
cards and $660,000 in loans by creating 300 phony IDs.

Banks suffer losses primarily through forgery of stolen checks—
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estimated by the American Bankers Association at $50 million for
1974. False IDs play a substantial role in losses on bank credit cards
that total approximately $500 million each year.

5. Fraud Against Government—Surveys conducted among state
and Federal welfare officials by the FACFI revealed that there are
no uniform standards for the identification of welfare recipients.
Thus, we have no way to estimate the scope of multiple collection of
benefits by individuals using several identities. Losses from false
identification are uncontrolled and could well number in the bil-
lions of dollars. A New York District Attorney who found several
cases of such fraud in a single welfare center concluded that illegal
multiple entitlement is “‘the most serious problem faced in the ad-
ministration of Public Assistance and one for which there are no
present adequate safeguards.”* Significant evidence of the use of
false IDs in obtaining illegal benefits was also uncovered in an in-
vestigation of the food stamp program in Arkansas. In Chicago,
authorities nabbed a “welfare queen” who used 250 aliases in 16
stores to steal more than $150,000 from social welfare programs. She
used 31 different addresses, three Social Security numbers, and
records of eight “‘deceased husbands;” at a preliminary hearing her
true name remained a mystery. Further investigation of false iden-
tification welfare fraud in many more locations is necessary, how-
ever, before the national impact of this problem can be accurately
estimated.

In Philadelphia, before a serious effort was made in 1974 to re-
duce the mailing of welfare checks, an average of 10,000 replace-
ments for checks reported “lost or stolen” were issued each month.
About 419, of the lost or stolen checks were subsequently forged,
resulting in an annual loss of $4.8 million. A similar audit of lost or
stolen checks conducted in New York City found forgery losses to
be in excess of $8 million during the year ending October 1973. In
Federal Social Security programs forgery of stolen benefit checks—
amounting to approximately $10 million during 1975—also appears
to be a major source of loss.

6. Other Criminal Activity—The usefulness of false IDs has not
been lost on the common criminal engaging in crimes from con-

*N. Ferraro, “Report on Investigation of Welfare Fraud for 1974,” Quecns County,
N, 1975.
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fidence games to burglary. In his response to the FACFI survey a
Dayton, Ohio sheriff sums it up:

The growing and thriving business in underworld sale of false
identification and related items has become so standard that
not only does the common thief have ready access to any type
of false ID he wishes, but also he finds the going street price
within easy reach of his budget.*

IV. RESPONSE TO THE PROBLEM

The FACFI has been charged not only with documenting the
problem of criminal use of false identification, but also with devel-
oping written proposals for dealing with it at all levels of govern-
ment as well as informing the public of ways to reduce such crimes.
To accomplish these goals, the FACFI has been holding regular
sessions in Washington, D.C. since November 1974. All meetings
have been announced in advance in the Federal Register and have
been open to the public. The FACFI and its staff have examined a
large number of potential solutions to false ID problems received
from FACFI members, survey respondents, and members of the
general public. Other ideas for solutions were gleaned from news-
paper and magazine articles, testimony before Congress, and the
experience of other democratic societies in dealing with problems
of identification. Information was also requested from vendors of
fraud-resistant identity verification devices and techniques through
a solicitation published in the Commerce Business Daily.

Members of the FACFI evaluated potential solutions through a
formal procedure and then ranked them with respect to criteria
that included an assessment of effectiveness and potential impact on
public convenience and privacy. We recognize the legal and implied
rights to privacy and the threat to those rights by excessive govern-
ment interference. Thus, FACFI has attempted to maintain a care-
ful balance in formulating recommendations for dealing with the
national false identification problem; we have considered both pro-
tection against crime and protection of privacy to be guarantees
provided to all in a free society.

*“Survey of Police Departments and Sheriff's Offices,” Report to Fugitives Task Force
of the FACFI, May 1975.
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V. PROPOSED FINDINGS AND RECOMMENDATIONS

1. REJECTION OF A NATIONAL
IDENTIFICATION DOCUMENT

The concept of a uniform personal identification document, to
be issued and secured by Federal or state government, has occa-
sionally been proposed as a sweeping solution to the problems of
false identification. National IDs are in fact used by a number of
nations with democratic traditions as well as those under other
forms of government. The FACFI considered it necessary and ad-
visable to study the national ID concept as carefully and rationally
as possible in order to illuminate the advantages and problems
inherent in such an approach.

Three different approaches to a system of uniform personal iden-
tification were evaluated by FACFI members. One approach pro-
posed a federally-issued document designed specifically for personal
identification within the U.S. This document would be available to
citizens on a voluntary basis and would incorporate application
procedures and security features similar to those used in the U.S.
passport. The second suggestion envisioned a complete national
identification system in which citizens would be registered at birth.
This proposal included an automated verification system—a data
base containing only identity information—that could be accessed
only by the registered individual to verify his identity to govern-
ment agencies. The third proposal suggested the use of present state
driver’s licenses (and non-driver state IDs) as recognized and re-
quired personal identification. Application for such a document
would be required of all citizens at age 16. Safeguards against
counterfeiting, alteration, and use by imposters would have to be
included in all such state documents.

Similar arguments can be brought to bear in favor of and against
all these proposals. Arguments in favor of a single standardized ID
include the beliefs that:

a. Such a document could be more easily recognized, controlled
and protected against abuse.

b. Document systems that include everybody would thereby be
“foolproof.”

c. Government has an obligation to provide a reliable means of
personal identification for public and private transactions
among its citizens.
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Arguments against a standardized national ID include the beliefs
that such documentation is in opposition to American tradition and
would represent an invasion of personal privacy, and that data re-
quired for citizen identification could be abused by government or
private interests.

It is certain that any new system designed to verify and store iden-
tity information on over 200 million people would be extremely ex-
pensive and require a major national effort. It is highly probable that
proposals for such a system would be opposed politically. If such a
system were implemented despite these difficulties, it would be sub-
ject to defeat by imposters or counterfeiters taking advantage of
careless inspection of documents or through corruption of officials.
Occasional errors would also occur in such a system that could ad-
versely affect innocent people. Organized crime would take advan-
tage of any national ID system because of the presumption of
validity surrounding such a large system. Criminals could reap
benefits far greater than they obtain under the current multifaceted
system of identification.

The FACFI therefore strongly opposes any new type of state, or
local government-issued ID intended to supersede existing docu-
ments. In short, FACFI opposes any so called “National ID card.”

The FACFI instead recommends that the security of existing state
document systems be increased, particularly for breeder documents
such as the birth certificate and the driver’s license. Security must
be increased both in the application phase (during which docu-
ments are issued) and in the use phase (when the documents are
used) .

Thus, the goals of FACFI's recommended actions are to insure
the increased security and privacy of existing state identification
documents in state, interstate, and Federal transactions, and to
insure swift prosecution of criminals who obtain and use false 1Ds.
The following recommendations are designed to accomplish these
goals. Specific steps to implement them are found in Sections g-11 of
this report.

2. RIGHT TO PRIVACY

The FACFI finds that the criminal use of false identification often
invades personal privacy; that innocent citizens are victimized when
their good names and credit are used in criminal transactions; and
that the protection of personal privacy is an essential right, fully

xvii
.



consistent with sound law enforcement efforts to reduce false iden-
tification crimes.

The FACFI therefore recommends that individual privacy rights
be given the fullest consideration in the formulation and imple-
mentation of the following legislative and administrative proposals
to counter the criminal use of false identification.

3. BIRTH CERTIFICATES

The FACFI finds that certified copies of birth certificates have
frequently been abused by imposters and counterfeiters because:

a.

Unsigned requests by mail for such documents are usually
honored.

The birth certificates of deceased persons are not usually so
designated and there is almost no correlation of birth and
death records.

Records of deaths and births in many states are open for
“browsing”” by persons seeking false identification.

Minimum standards are not available for issuance security
and document security of birth certifications.

Many of the 7,000 local vital records offices are autonomous,
which results in a wide variety of formats, seals, and safeguards
provided for certifications, making it difficult to confirm or
control the validity of local certifications.

Information on the abuse of birth certificates is often not
given to the proper state authorities.

Abuse of birth certificates is not sutficiently covered by legisla-
tion at either the state or Federal level.

The FACFI therefore recommends that:

a.

b.

Fraudulent application be discouraged by use of state-issued
standard application forms requiring the applicant’s signa-
ture, justification of request, and items of personal history not
generally available to imposters that can be used to detect false
applications.

A system be implemented for intrastate and interstate match-

ing of birth and death records to note the fact of death on the
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birth certificates of all persons aged 55 years or less at the time
of death.

State laws to protect individual privacy by limiting public
access to birth and death records be enacted in all states lack-
ing such legislation.

Minimum standards be established for security of certified
copies against theft, alteration and counterfeiting for adoption
by states. (See Appendix D1.)

Federal agencies that require personal identification in appli-
cation for privileges or benefits accept as primary evidence of
age and place of birth only those U.S. birth certifications
issued by a state or state-controlled records office.

Formal notification of the abuse of a birth certification be
given by state and Federal law enforcement agencies to the
appropriate state registry officials. The information exchange
might be facilitated through the establishment of a clearing-
house for false ID information.

Wherever practical, requests for birth certificates be retained
by the issuing office to assist in the detection and tracing of
fraudulent requests.

Appropriate state and Federal legislation be enacted to pro-
hibit the fraudulent application for, possession, sale, and
transfer of birth certifications for the purpose of establishing
a false identification.

4. DRIVER’S LICENSES

The FACFI finds that state driver’s licenses (and nondriver state
ID or age-of-majority cards) are frequently abused by counterfeit-
ing, imposture, or fraudulent application because:

a.

They are used as personal ID for commercial transactions and
dealings with government agencies although this use was not
intended by issuing authorities.

b. The security of issuance procedures and of the document itself

varies widely among the states.

Driver’s licenses and other state identification documents are
not sufficiently protected by Federal legislation against inter-
state abuse.
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The FACFI therefore recommends that:

a.

The state-issued driver’s license (or state-issued ID) be recog-
nized as the primary form of personal ID for use in commerce
and in general transactions between individuals and govern-
ment.

Guidelines be drafted by the Federal government providing
minimum standards for the identification of applicants for
original, replacement, or interstate exchange of driver’s li-
censes and state IDs, and for security of those documents
against counterfeiting, alteration, and use by imposters.

Voluntary compliance by all states with these guidelines be
encouraged by appropriate Federal funding or other incen-
tives and /or sanctions.

An analysis and implementation plan for improvement in the
security of state ID systems be developed by the Law Enforce-
ment Assistance Administration (LEAA) for consideration by
the states.

Federal legislation be enacted to prohibit counterfeiting in
any state of personal IDs issued by any other state, and to
prohibit use of the channels of interstate commerce to assist
fraudulent application for state IDs.

5. DRUG SMUGGLING

The FACFI finds that smuggling of narcotics and other danger-
ous drugs by criminal organizations is aided materially by extensive
use of false U.S. and foreign passports and other documents.

The FACFI therefore recommends that:

a.

Birth certificates and state-issued IDs, as the primary docu-
ments used in U.S. passport application procedures, be secured
in accordance with FACFI recommendations.

Federal agencies concerned with the activities of drug smug-
gling (including the Immigration and Naturalization Service,
Drug Enforcement Administration, Customs Service, Pass-
port Office, and Visa Office) provide coordinated training pro-
grams for the detection of false IDs used by smugglers and
communicate frequently with each other and state and local
authorities on the observed patterns of such false ID use.
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c. Interpol be encouraged to coordinate international law en-
forcement efforts in the detection of passport and other docu-
ment fraud.

6. ILLEGAL IMMIGRATION

The FACFI finds that illegal aliens routinely use false IDs such
as stolen or counterfeit immigration documents and border crossing
cards, and U.S. birth certificates and voter registration cards ob-
tained under false pretenses, to enter and remain in the United
States. By obtaining Social Security accounts, they are able to secure
employment to which they are not entitled, made easier because
knowing employment of illegal aliens is not - prohibited under
Federal law.

The FACFI therefore recommends that:

a. The Immigration and Naturalization Service (INS) be pro-
vided with sufficient funds to develop and implement an im-
proved system for registration of legal aliens that will resist
attempts at forgery, counterfeiting, and use of INS documents
by imposters.

b. Birth certificates and secondary evidence of U.S. citizenship
be secured in accordance with FACFI recommendations.

c. Identification and citizenship of applicants for new Social
Security accounts be verified by stricter evidentiary require-
ments or other appropriate means.

d. Federal legislation be enacted to counteract knowing employ-
ment of illegal aliens.

7. FUGITIVES FROM JUSTICE

The FACFI finds that dangerous fugitives are able to avoid ap-
prehension through the use of false identification and that, when
arrested, they may be released before their identity and criminal
history are confirmed.

The FACFI therefore recommends that:

a. State and Federal document systems be protected from abuse
by fugitives through enactment of FACFI recommendations
for birth certificates and driver’s licenses.
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b.

Laws be enacted requiring verification of the identity of all
persons arrested, prior to their release on bond.

To meet such identification requirements without endanger-
ing arrestees’ rights, appropriate equipment be used for high-
speed transmission of fingerprints and other identifying data
between local or Federal law enforcement offices and iden-
tification bureaus.

8. FRAUD AGAINST BUSINESS

The FACFI finds that American business is subjected to billion-
dollar losses each year from false identification fraud through forg-
ery and counterfeiting of personal and corporate checks, impersona-
tion based on stolen credit cards, negotiation of lost or stolen
securities, and unauthorized intrusion into data banks and computer
facilities.

The FACFI therefore recommends that:

a.

The business community incorporate into its operations meas-
ures to prevent false identification crimes; preserve evidence
of such crimes; prosecute those who commit them; train em-
ployees in preventative measures; and assist the public in
understanding the need for these measures.

The business community make use of improved technological
safeguards against false ID fraud.

The business community participate in the increasing devel-
opment and use of electronic funds transfer systems, which
have the potential of reducing false ID fraud by reducing the
amount of negotiable paper in circulation. The potential for
privacy abuses and significant false ID fraud via electronic
manipulation must be addressed in the design of such systems.

The security of driver’s licenses and other state IDs, which are
widely used in commercial transactions, be improved through
implementation of FACFI recommendations.

The business community consider unauthorized intrusion
into data banks as ‘“white collar crime of the future,” and
take steps to analyze, detect, and prevent such intrusions.
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9. FRAUD AGAINST GOVERNMENT

The FACFI finds that government public assistance programs
such as food stamps and Social Security are subjected to outra-
geous annual losses through false identification fraud and that such
fraud results principally from the use of false IDs in applying for
welfare IDs, welfare benefits and in the cashing of stolen benefit and
payroll checks.

The FACFI therefore recommends that:

a.

The Federal government upgrade existing standards for the
identification of applicants for federally-supported or cost-
shared public assistance programs.

Mailing of welfare and payroll checks to individual addresses
be superseded by mailing or direct deposit to banks and thrift
institutions to the extent that such depositing is beneficial to
recipients and is practical.

The identity of applicants for new Social Security accounts
be verified by stricter evidentiary requirements or other ap-
propriate means and that the Social Security card be made
resistent to alteration, counterfeiting and forgery.

Cooperative programs be instituted for the training of welfare
and Social Security employees in techniques for detection and
reporting of the use of false identification.

The security of birth certificates and driver’s licenses, which
are frequently used in application for government payments,
be improved through implementation of FACFI recommen-
dations.

10. FALSE IDENTIFICATION DATA

The FACFI finds:

a.

That many government agencies and companies who regularly
are being defrauded by false identification schemes are not
aware that they are being victimized because false identifica-
tion crimes are often not detected until long after the crime
has been committed.

That there is an almost total lack of meaningful statistics con-
cerning false identification crimes both in government agen-
cies and the commercial sector; there is great reluctance by
organizations to reveal these crimes even when they are dis-
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covered because such losses are embarrassing to the organiza-
tions concerned; and that such failure to expose the criminal
use of false identification has contributed to the proliferation
and success of this criminal technique.

The FACFI therefore recommends that:

a.

Federal, state and local agencies and the commercial sector
develop increased awareness of the nature of false identifica-
tion crimes, compile statistics on those crimes that are com-
mitted within their organizations, and affirmatively seek meth-
ods of preventing the commission of such crimes both in the
application stage and in the use stage.

Federal, state and local law enforcement agencies and firms in
the commercial sector establish a statistical base line by which
to measure the increase or decrease in false identification
crimes; and that other data on false identification be compiled
including the type of crime, modus operandi, and a profile of
the user and victim of false identification. Finally, FACFI
recommends that the FBI gather statistics relating to false
identification crimes to be published in Uniform Crime Re-
ports. Such statistical base lines can then be used to measure
the effectiveness of the countermeasures recommended by the
FACFTI as they are being implemented.

11. LEGISLATIVE LOOPHOLES
A. Federal Legislation

The FACFI finds that maintaining and upgrading the integrity
of state identification documents, particularly the birth certificate
and driver’s license, is the key to reducing false identification crimes
at both the Federal and state level.

There are approximately 350 Federal statutes relating to false
identification, false applications and related subjects, but many Fed-
eral laws are ineffective in deterring false identification crimes

because:

a.

Most identification documents are issued and regulated solely
by the states. Federal statutes only come into play when the
criminal applies for a federally-issued document such as a
passport. By this time the criminal has built up such a variety
of state-issued documents that false application is difficult to
detect and likely to succeed. Indeed, a criminal’s false iden-
tification may be more persuasive and complete than an hon-
est person’s valid identification.
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The Federal government does not collect and maintain in-
formation to verify a person’s identity; only the states have
that information. Therefore, the Federal government is totally
dependent on state information and documents such as the
birth certificate and driver’s license, and those are often weak
links in the identification chain.

Federal statutes regulate only those documents issued by the
Federal government and states regulate only documents which
they issue; thus, there remains a substantial enforcement gap
between these jurisdictions. This gap permits nationwide
counterfeiting and selling of false identification documents.

There are loopholes in some of the Federal statutes regulating
specific documents such as the Social Security card and others.

Even where Federal statutes are specific and well drafted, en-
forcement and prosecution is often given a low priority. The
crime usually appears more innocuous than it actually is.

In some cases, penalties for false statements on applications
are sufficient. Other statutes require only revocation of li-
censes. Civil fines are imposed in other instances. There is
little uniformity of treatment for false ID crimes.

The FACFI therefore recommends that:

a. S.2131, legislation introduced in the 94th Congress, be

enacted. S.2131 would close most existing loopholes in Federal

legislation dealing with false identification. This bill:

1. Prohibits false applications for Federal documents by
prohibiting the knowing use or supplying of false informa-
tion or falsified documentation when obtaining Federal
identification documents;

2. Prohibits the knowing use of the mails or other channels
of interstate commerce for transporting any false informa-
tion or documents for the purpose of obtaining state iden-
tification documents;

3. Prohibits the unauthorized making or altering of any Fed-
eral identification documents;

4. Prohibits the unauthorized making or altering of any state
identification document when there is knowledge that such
document will be used to obtain any document issued by
the Federal government; and prohibits the sale or delivery
of any such state identification document; and ’
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5. Prohibits using the channels of interstate commerce or the
mails to transmit any false Federal or state identification
document or one intended to be used improperly.

b. Federal false identification statutes be enforced with renewed
vigor by prosecutors; and that judges be made aware of the
importance of false identification crimes so that sentences may
more accurately reflect the seriousness of these crimes.

B. State Legislation

The FACFI finds that the primary thrust of state statutes dealing
with false identification is prohibitive not preventive. Criminal
penalties are invoked upon fraudulent use of a false identity rather
than the mere possession of fraudulent identification documents.
Laws are totally inoperative until the criminal, in his new identity,
commits a crime. By this time it is often too late. The criminal may
have assumed another identity and disappeared.

In most states there is no comprehensive law against establishing
a fraudulent identity. Statutes that purport to deal with the prob-
lem only deal with parts of it.

State laws governing the issuance of certified copies of birth and
death certificates and access to such records do not adequately pro-
tect the public’s right to privacy because certified copies of birth
certificates are freely (though unknowingly) handed to criminals
by all states. In some states it is not even illegal to lie on an applica-
tion for a certified copy of a birth certificate.

The problem is national in scope, but states are powerless to pro-
tect any but their own identification documents. States cannot con-
trol the manufacture, counterfeiting and criminal use of their own
IDs outside their borders.

The wide variety in document format and authenticating seals
encourages the passing of counterfeit state documents.

Laws regulating specific documents, such as the birth certificate,
are not comprehensive enough to allow effective enforcement. These
laws never make reference to all of the following acts involving false

identification:
a. Illegal manufacture
b. Sale
c. Possession
d. Alteration
e. Transferring
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Use after expiration, suspension, or revocation
False or misleading statements or use of false documents in an
application for such documents.

f. Transporting

g. Advertising for sale
h. Obtaining

i. Receiving

j- Use or display

k.

L

Without this degree of comprehensiveness, criminals can use and
supply others with false identification documents without fear of
prosecution.

Many documents which can be used for identification purposes
or to obtain other documents are not regulated at all. None of the
states investigated by the Committee had laws regulating private ID
cards and documents not issued by state agencies. These private 1D
cards can be used to purchase firearms or dangerous drugs that are
not traceable to the real purchaser.

Prosecutors place low priorities on prosecution of false ID crimes
because of a lack of awareness of the potential seriousness of the
crime. Altering a document does not look nearly as serious as a
murder or rape case until one realizes that the use of false IDs pre-
vents many murder, rape and other cases from being solved.

In most states citizens have the common law right to change their
name without any formal legal proceedings. In these states it is more
difficult for prosecutors to prove fraudulent intent to violate false
ID laws.

The FACFI therefore recommends that:

a. States enact Model State Legislation proposed by the Com-
mittee entitled the “Identity Protection Act.” This Act:

1. Protects the public health and welfare and the right of
privacy and security in one’s own identity by penalizing
the manufacture, alteration, transfer, sale, possession or
use of any false identification document or any document
obtained by use of false statements or false identification
in the application process.

2. Wil specifically protect the integrity of the use and pos-
session of birth certificates and driver’s licenses.

3. Establishes stricter criminal penalties for false identifica-
tion crimes and requires them to be served consecutively
with any other sentence arising out of the same crime.
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4. Prevents fraud by private ID vendors and prohibits spuri-
ous documents issued by criminals in other states.

b. States enact the most recent amendments to the Model State
Vital Statistics Act prepared under the auspices of the Na-
tional Center for Health Statistics of the Department of Health
Education and Welfare (HEW). These are designed to pro-
tect the integrity of the birth certificate issuing system. These
amendments also upgrade criminal penalties for false iden-
tification crimes.

c. State educational programs be established to facilitate imple-
mentation of the Model Identity Protection Act and the
Model State Vital Statistics Act and to assist officials in im-
proved methods of document fraud detection.

12. USE OF IDENTIFICATION DOCUMENTS
FOR UNDERCOVER PURPOSES

The FACFI finds that a study of the means by which Federal,
state and local agencies obtain and use undercover documents for
law enforcement and intelligence purposes is outside the charter of
the Committee and thus has not been explored; the Committee
notes, however, that some people have questioned the adequacy of
controls on obtaining and using such documents.

The FACFI therefore recommends that:

a. Government agencies not obtain or provide “alias identifica-
tion” in violation of any local, state, or Federal laws.

b. Agencies review their laws, regulations and procedures for
obtaining such credentials to insure that they are lawfully
obtained and that their use is adequately controlled.

13. PUBLIC SUPPORT

The FACFI finds it essential to obtain public recognition of the
scope and impact of crimes committed with the aid of false IDs and
to solicit informed support of measures designed to reduce the use
of false IDs in the United States.

The FACFI therefore recommends that the Department of Justice
and all other concerned organizations encourage public support for
the measures recommended by the FACFL.
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BACKGROUND AND MEMBERSHIP
OF THE FACFI

The Federal Advisory Committee on False Identification
(FACFI) was formed in 1974. Its creation was a product of several
converging trends:

® Federal, state and local law enforcement agencies were being
deluged with a host of new false identification techniques.
Criminals and fugitives were using these techniques to perpe-
trate crimes and avoid arrest. Underground pamphlets such
as the Paper Trip detailed steps for defrauding the public,
while printing presses cranked out counterfeit “official” docu-
ments such as birth certificates and driver’s licenses and ad-
vertised them for sale in interstate commerce.

® There was a growing concern on the part of citizens and pub-
lic interest groups that false identification could be used for
unauthorized access to confidential information, and that pri-
vacy was being invaded when criminals used innocent persons’
names to commit crimes.

® The growing mobility of Americans required a more secure
system of identifying strangers in commercial transactions
such as cashing checks and using credit cards.

® The public was becoming more concerned over disclosures
that millions of illegal aliens were entering the country, ram-
pant fraud in government social welfare programs was coming
to light, and innumerable other crimes involving false iden-
tification were increasing in number.

On September 15, 1973 and October 3, 1973, Miss Frances
Knight, Director, and Mr. William Duggan, Deputy Director of the
Passport Office, U.S. Department of State, testified on false identifi-
cation before the Internal Security Subcommittee of the Senate
Judiciary Committee.* Their testimony called attention to passport

*Hearing Before the Subcommittee to Investigate the Administration of the Internal

Security Act of the Committee on the Judiciary, United States Senate, September 15,
1972, 92nd Congress 2d Session.
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frauds and forgeries related to illegal narcotics trafficking and other
crimes.

In the Fall of 1973, the Passport Office and the Federal Bureau
of Investigation exchanged information concerning the increasing
problem of false identification. These discussions led to an informal
meeting among interested Federal agencies and others concerning
the use of false identification. On May 10, 1974, a one-day confer-
ence of forty-four representatives from more than fifteen govern-
ment agencies and other organizations was held at the FBI Acad-
emy, Quantico, Virginia. This meeting concluded with the unan-
imous recommendation that an interagency task force on false
identification be formed to combat the problem.

In the Fall of 1974, the Criminal Division of the Department of
Justice prepared the necessary charter documents to establish a
Federal Advisory Committee on False Identification. On October
14, 1974, Attorney General William B. Saxbe officially announced
its creation. In his address, the Attorney General made the follow-
ing statement:

False identification is a common denominator in a wide range
of serious crimes. Let me cite a few examples.

The Weatherman organization has taken credit for a number
of terrorist bombings. False identification has been found on
some of its members taken into custody. It appears that false
identification may be a factor in the success of 23 others who
have successfully eluded capture thus far.

But false credentials can touch virtually every aspect of crime.
They are frequently used by narcotics peddlers and by persons
passing counterfeit checks and securities, by those who take
part in bank swindles, and in Social Security and welfare frauds.
Car thieves often use false identification, not only to thwart
police, but to rent or lease cars which are then driven off and
sold.

The list of offenses could go on and on. They include wide-
spread and costly frauds through the use of credit cards. And
another growing problem is the use of false identification by
illegal aliens who insulate themselves from authorities as they
settle into new jobs and new lives .. .*

The announcement of the formation of the Federal Advisory
Committee on False Identification and its charter were published in

*Address by William B. Saxbe, Columbus, Ohio, October 14, 1974.
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the Federal Register of October 22, 1974.* The charter states the
nature and purpose of this Committee are:

1. To identify, with the assistance of Federal, state, and local
agencies, as well as representatives from the private sector and
the public:

(a) the various criminal techniques used to obtain false
identification;

(b) the types of persons committing such crimes; and

(c) the nature and extent of such crimes including their im-
pact upon the criminal justice system and commercial
transactions such as check passing, credit card fraud, and
the obtaining of fraudulent loans, securities, and other
commercial paper.

2. To develop a coordinated Federal plan for meeting the threat
which Executive Branch Agencies face from false identifica-
tion. Such plan will include a discussion of closing any loop-
holes in existing Federal laws, regulations or procedures, and
strengthening the enforcement of such laws, regulations and
procedures.

3. To assist state and local law enforcement agencies and bureaus
of vital statistics in developing effective measures to prevent
the obtaining of false identification and its criminal use.

4. To provide Federal, state and local agencies a forum and mech-
anism for the exchange of information on false identification.

In its deliberations, the Committee sought not only to aid law
enforcement agencies but also to protect personal privacy. As Dep-
uty Attorney General Harold R. Tyler, Jr. stated to the Committee:

. .. this is the very purpose of your Committee: to recommend
law enforcement methods which are compatible with every
citizen’s vital right to reasonable privacy and fair treatment.**

The first meeting of the FACFI was held on November 14, 1974
in the Department of Justice, and monthly meetings were held
thereafter. All of its meetings were open to the general public and
all voting in the Committee was done by a consensus of those pre-
sent, including members of the public.

*The Committee was chartered pursuant to the Federal Advisory Committee Act of
1972 (P.L. 92-463, Oct. 6, 1972) .
**Address by Harold R. Tyler, Jr., to the Federal Advisory Committee on False
Identification, May 8, 1975.
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Because of the extensive scope of the problem, the FACFI was
divided into five Task Forces, each dealing with a different phase
of the false identification problem:

Task Force [I—Government Payments

Task Force II—Commercial Transactions

Task Force I1I—Fugitives

Task Force IV—Federal Identification Documents

Task Force V—State and Local Identification Documents.

FACFI membership consisted of representatives of government
agencies at Federal, state and local levels, law enforcement officials,
business groups such as the American Bankers Association, and
members of the general public. All were volunteers and received no
travel funds or remuneration for their assistance. Many inde-
pendent business firms provided voluntary support to the Commit-
tee by sending observers to meetings and by contributing valuable
technical background information.

In October 1975, The MITRE Corporation was retained under
contract with the Department of Justice to act as technical and
editorial staff to the FACFI. MITRE support included: assisting us
in gathering additional data covering gaps in the initial FACFI
surveys to determine the nature and scope of the false identification
problem; surveying the state of the art in technology areas that dealt
with potential solutions to the false identification problem; compil-
ing a set of potential solutions to be voted upon and revised by the
FACFI; conducting other technical research; and drafting the
FACFI final report.

MEMBERSHIP—FEDERAL ADVISORY COMMITTEE
ON FALSE IDENTIFICATION

Chairman: David J. Muchow
Criminal Division
Department of Justice

Co-Chairman: Douglas H. Westbrook
Criminal Division
Department of Justice

Secretary: Emil L. Schroeder
Federal Bureau of Investigation
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TASK FORCES

Task Force I—Government
Payments

Chairman:

Co-Chairman:

Task Force II—Commercial
Transactions

Chairman:

Co-Chairman

Task Force III—Fugitives

Chairman:

Task Force IV—Federal
Identification Documents

Chairman:
Task Force V—State and Local

Identification Documents

Chairman:

Co-Chairmen:

Carl B. Williams
Robert B. Carleson & Associates,
Inc.

Laurence J. Love
Department of Health,
Education and Welfare

Nathaniel E. Kossack
National District Attorneys
Association

Hollis Bowers
American Bankers Association

Emil L. Schroeder
Federal Bureau of Investigation

William E. Duggan
Passport Office

Loren Chancellor
Department of Health,
Education and Welfare

Irvin G. Franzen
Am. Assn. for Vital Records and
Public Health Statistics

George A. Gay
Department of Health,
Education and Welfare
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STAFF

The MITRE Corporation
Bedford, Massachusetts 01730

Project Leader:

Project Staff:

Writer /Editor:

Voting Individual
or Organization

American Association
for Vital Records

and Public Health
Statistics

American Association
of Motor Vehicle
Administrators

American Bankers
Association

Dr. Thomas P. Kabaservice
Group Leader: Special Studies

(617) 271-3179

Maya M. Devi
Technical Assistant

(currently on leave of absence)

Robert J. Ellis

Member of the Technical Staff

(617) 271-2329

Manuel Selvin

Member of the Technical Staff

(617) 271-3217

Marjorie A. Lynn
(617) 271-2250

Member

Mr. Irvin G. Franzen
President

Forbes Air Force Base
Building 740

Topeka, Kansas 66620
(913) 296-3523

Mr. Arthur A. Tritsch
Director
Driver’s Services Div.

1201 Connecticut Avenue, N.W.

Washington, D.C.
(202) 296-1955

Mr. Hollis Bowers
Director

Insurance and Protection Division
1120 Connecticut Avenue, N.-W.
Washington, D.C. 20036

(202) 467-4046
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Voting Individual
or Organization

American Express
Company

Mr. George Berlinger

Bureau of Engraving
and Printing

California Department
of Health

Coast Guard

Council of State
Governments

Member

Mr. Andrew F. Phelan

Vice President

Corporate Security Inspector’s Office
67 Broad Street

New York, New York 10004

(212) 797-5080

(Former Welfare Inspector General,
State of N.Y.)

595 Madison Avenue

New York, New York 10022

(212) TE 8-1345

Mr. Charles R. Holmgren

Assistant to Chief

Office of Research & Technical Services
14th and C Street, SW.

Washington, D.C. 20228

(202) WO 4-7211

Mr. Roger Smith

Assistant Chief

Vital Statistics Section

410 N Street

Sacramento, California 95814
(916) 455-2684

William J. Ward

Chief, Technical Security Division
(GOIS/74)

U.S. Coast Guard Headquarters

400 7th Street, S.W.

Washington, D.C. 20590

(202) 427-6361

Lcdr. T. A. Welch

Chief, Enlisted Recruiting Branch
Washington, D.C. 20590

(202) 426-9542

Mr. Charles Whitemire
Special Assistant

1150 17th Street, N.-W.
Washington, D.C. 20036
(202) 785-5610

XXXV

Task
Force
Number

2



Voting Individual
or Organization

Customs Service

Department of
Agriculture

Department of
Commerce

Member

Mr. Edward H. Lisle

Chief, Special Investigations
Office of Investigations

2100 K Street, N.W.
Washington, D.C. 20229
(202) 964-2623

Mr. Albert Seeley

Special Agent In Charge
JFK International Airport
160-19 Rockaway Blvd.
Jamaica, N.Y. 11430

Mr. Paul D. Lamberth

Supervisory Criminal Investigator
Office of Investigations

Room 27E, Administration Building
14th & Independence Ave., S.W.
Washington, D.C. 20250

(202) 447-3923

Mr. Robert E. Magee

Assistant Director

Performance & Controls

Office of Investigations

Room 24E, Administration Building
14th & Independence Ave., S.W.
Washington, D.C. 20250

(202) 447-3923

Ms. Rebecca Barillari

Food Stamp Division

14th and Independence Ave., S.W.
Washington, D.C. 20250

Mr. Norris A. Lynch

Director

Consumer Goods & Services Division
Washington, D.C.

(202) 967-4697

Mr. James C. Kingsbury
Trade Specialist

Bureau of Domestic Commerce
Washington, D.C. 20230

(202) 967-3818
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Task

Voting Individual Force
or Organization Member Number
Department of Mr. Edgar J. Bethart 4
Defense Defense Investigation Program Office

Office of Secretary of Defense
Room 5/a/ 670, Pentagon
Washington, D.C. 20301
(202) OX 7-9586

Department of Justice Mr. David J. Muchow
Criminal Division (Non Voting)
Staff Assistant
Criminal Division
2112 Main Justice
Washington, D.C.
(202) 739-5328

Mr. Roy Tesler 4
Government Integrity Unit

General Crimes Section

Criminal Division, Room 507

315 9th Street, N.-W.

Washington, D.C. 20535

(202) 739-2346

Mr. Stephen M. Weglian 2
Trial Attorney

Securities Unit

General Crimes Section

Criminal Division

Washington, D.C. 20530

(202) 739-2670

Mr. Douglas H. Westbrook
(Non Voting)

Trial Attorney

General Crimes Section
Washington, D.C.

(202) 739-2745

Department of State Mr. James Dandridge 4
Office of Security SY/1/PVB — Room 2418

Dept. of State

Washington, D.C. 20520

(202) 632-3184

Mr. James K. Moore 4
SY/1/PVB — Room 2418

Dept. of State

Washington, D.C. 20520

(202) 632-3184
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Voting Individual
or Organization

Department of State
Passport Office

Department of State
Visa Office

Department of
Transportation

Member

Mr. William E. Duggan

Deputy Director for Legal
and Security Affairs

Room 600

1425 K Street, N.-W.

Washington, D.C. 20524

(202) 382-8174

Mr. John O’Dowd

U.S. Passport Office
1425 K Street, N.-W.
Washington, D.C. 20524
(202) 382-1814

Mr. William B. Wharton
Chief, Legal Division
Passport Office, Room 320
1425 K Street, N.-W.
Washington, D.C. 20524
(202) 382-1761

Mrs. Dena Cunningham
Management Analyst Officer
Visa Office, Room 800

515 22nd Street, N.-W.
Washington, D.C. 20520
(202) 632-2940

Mr. Ernest B. Dane
Management Analyst Officer
Visa Office, Room 800

515 22nd Street, N.-W.
Washington, D.C. 20520
(202) 632-1991

Ms. Murrow B. Morris
Consular Officer

Visa Office, Room 815
515 22nd Street, N.W.
Washington, D.C. 20520
(202) 632-1939

Mr. Frank Altobelli, Chief

Licensing & Adjudication Division

National Highway Traffic
Safety Administration

400 7th St., S.W.

Washington, D.C. 20590
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Voting Individual
or Organization

Department of

Treasury

Member

Mr. Thomas Campbell
U.S. Coast Guard
Chief, Security Branch
400 7th St., SW.
Washington, D.C. 20590

Mr. William T. Deeter, Jr.

Deputy Director of Investigations
and Security

Office of the Secretary

400 7th St., S.W.

Washington, D.C. 20590

Mr. A. James Latchaw
Licensing & Adjudication Division
National Highway Traffic
Safety Administration
400 7th St., S.W.
Washington, D.C. 20590
(202) 426-9692 Ext. 4800

Mr. Wayne J. Tannahill

Highway Safety Management Specialist

National Highway Traffic Safety
Administration

400 7th St., SW.

Washington, D.C. 20590

Mr. Donald Wiseman

Special Agent

Federal Aviation Administration
Office of Investigation and Security
800 Independence Ave., S.W.
Washington, D.C. 20590

Mr. James B. Clawson
Deputy Assistant Secretary
Operations

Room 3448

Washington, D.C. 20220
(202) 964-5115

Mr. James J. Featherstone
Deputy Assistant Secretary
Enforcement .
Washington, D.C. 20220
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Mr. Charles A. Guerin 4

Assistant Chief Counsel
Fiscal Service

Bureau of the Public Debt
Washington, D.C. 20226

District of Mr. John H. Crandall 5
Columbia, Chief
Department of D.C. Dept. of Human Resources
Human Resources 300 Indiana Avenue, N.W.
Room 1025

Washington, D.C. 20001
(202) 629-4376

Drug Enforcement Mr. John W. Starke 4
Administration Special Agent

Domestic Investigations Division

DEA Headquarters

Drug Enforcement Administration

1405 “I”” Street, N.W.

Washington, D.C.

(202) 382-2101

Federal Bureau of Mr. Emil L. Schroeder 3
Investigation Federal Bureau of Investigation
Room 4440, J. Edgar Hoover Building
Washington, D.C. 20535
(202) 324-4575

Florida Highway Lt. J. S. McKinnon )
Patrol Assistant Supervisor
Investigations

Neil Kirkland Bldg.
Appalachee Parkway
Tallahassee, Florida 32301
(904) 488-6583

Gartlan, Joseph V. Attorney At Law
1801 K Street, N.-W.
Washington, D.C. 20006

Giant Food, Inc. Mr. Thomas Knighten 2
General Credit Manager
P.O. Box 1804
Washington, D.C. 20013
(801) 341-4143
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or Organization

Health Education
and Welfare
Division of

Vital Statistics

Health Education

and Welfare

Office of Policy Control

Social & Rehabilitation
Service

Immigration and
Naturalization
Service

Member

Mr. Loren Chancellor
Registration Methods

Branch Chief
Room 9A-45 Parklawn Building
5600 Fisher Lane
Rockville, Maryland 20852
(301) 443-1820

Mr. George Gay

Room 9A-45 Parklawn Building
5600 Fisher Lane

Rockville, Maryland 20852
(301) 443-1820

Mr. Laurence J. Love
Senior Legal Advisor
Office of Policy Control
Room 5222 South HEW
330 C Street, SW.
Washington, D.C. 20201
(202) 472-3765

Mr. Donald M. Thayer

Director, Office of
Policy Control

Room 5225

330 C Street, S.W.

Washington, D.C. 20201

(202) 245-0531

Mr. Ronald J. Grill

Chief, Systems Planning Staff
Office of Planning & Evaluation
425 I Street, N.-W.

Washington, D.C. 20536

(202) 376-8430

Tim Horkan

425 1 Street, N.W.
Washington, D.C. 20536
(202) 376-8561

Matson, John E.

4012 Wexford Drive
Kensington, Maryland 20795
(301) 946-5714
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Mr. E. G. Webster

Program Manager, ADIT System
Office of the Deputy Commissioner
425 I Street, N.-W.

Room 7003

Washington, D.C. 20536

(202) 376-8434

Mr. Kellogg Wittick
Staff Investigator

Fraud Investigation Unit
425 1 Street, N.W.

Room 7003

Washington, D.C. 20536
(202) 376-8367

Insurance Information Mr. Frederick D. Watkins
Institute Chairman

110 William Street

New York, New York 10038
Internal Revenue Mr. Larry W. Boehm
Service Intelligence Division

Room 2530

IRS Building

Washington, D.C. 20224
International Mr. Robert L. Monroe
Association of Technical Consultant
Chiefs of Police Equipment & Technology Center (ETC)

Research Division

Eleven Firstfield Road
Gaithersburg, Maryland 20760
(301) 948-0922

Interpol Louis B. Sims
Chief
Interpol
Room 1116
Main Treasury Building
15th and Pennsylvania Ave., N'W.
Washington, D.C. 20220

Law Enforcement Joseph T. Kochanski
Assistant Administration Department of Justice
Room 811

Indiana Building

633 Indiana Avenue, N'W.
Washington, D.C.

(202) 386-4425
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Lea, Douglas

McDonald’s Corporation

Metropolitan Board
of Trade

Metropolitan Police
Department
Washington, D.C.

National Association
of Securities Dealers
Incorporated

Warner Jay Merrill
Department of Justice
Room 809

Indiana Building

633 Indiana Avenue, N.W.
Washington, D.C.

(202) 386-4425

Suite 510

4720 Montgomery Lane
Bethesda, Maryland 20014
(301) 395-3122

Mr. Harry T. Mahoney
Attorney

McDonald’s Corporation
One McDonald’s Plaza
Oak Brook, Illinois 60521
(312) 887-6478

Mr. Leonard Kolodny
Manager

Retail Bureau

1129 20th Street, N.W.
Washington, D.C. 20036
(202) 659-6400

Lt. Kenneth V. Moreland
Criminal Investigation Division
300 Indiana Avenue, N.W.
Room 4071

Washington, D.C. 20001

(202) 626-2211

Mr. David P. Parina

Research Analyst

Department of Regulatory Policy
and Procedure
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PARTIL

A LOOK AT THE PROBLEM






SECTION 1

AN INTRODUCTION

Around 5,000 years ago, when primitive man began to domesticate
animals, he introduced the concept of using possessions such as
rings and axes for "exchange" goods. Previously, he bartered what
goods he had for those he wanted. Four thousand years later, the
Chinese issued the first paper money, and five hundred years ago

banking and paper currency were developed further in Europe.

Today, the exchange of goods and money is a sophisticated process
of symbol manipulation in computerized transactions on an international
scale, American society -- 215 million strong in 1975 -- participates
in this increasingly complex socio-economic system in ways that are

markedly different than even twenty-five years ago.

In the past when a person gave 'goods for goods" or accepted
currency in exchange for his goods or services, he depended to a
large extent on two safeguards against criminal incursion in these

transactions:

o Personal knowledge of the person with whom he trans-—

acted, and

® Reliance on the legitimacy of the medium of exchange.

In today's society, both of these safeguards have been dis-

rupted because of the:



e Transient nature of the population, and

e Necessity of relying on paper substitutes (e.g.,
checks, credit cards, signature on application)

whose legitimacy is not guaranteed.

The modern businessman or government employee does not usually know
with whom he deals. Unlike his counterpart in earlier days
(who personally checked the teeth of his animal purchase, bit the
gold coin, or carefully examined the legal tender) he accepts a sub-
stitute, the authenticity of which along with its bearer he has

limited ability to verify.

Alvin Toffler in Future Shock states that "Between March 1967
and March 1968 —- in a single year —-- 36,600,000 Americans (not count-—
ing children less than one year) changed their place of residence."ll]
Members of this mobile population do not know each other in the same
way that was once common. When we move, we must carry our identity

in the papers we have accumulated that "prove" who we are.

This significant shift in our manner of transacting has not
eluded the notice of the criminal element, present in all societies,
who find ways to use the prevailing system to their own ends. An
"underground" press has published a do-it-yourself manual entitled
The Paper Trip whose advice confirms how much the paper identities
we carry from city to city have become the currency of fraud, pro-
liferating at an alarming rate. If our dollar currency were being
counterfeited at an equal rate, the impact would be obvious and
startling, both to the economy and to the general public confidence.
However, the increase in the use of false ID to "buy" goods, services,
entry into the country, and shelter from prosecution is much harder

to detect.



From The Paper TriE:[2]

Everywhere one goes, to prove he's 'somebody', he
has to present the appropriate document or card
which says he actually is that person. His 'iden-
tification', or ID makes him that person. Amazing,
right? Well not really. ....American society is
no longer a people society, but a PAPER society....

The paper says who you are, not you. Actually, of
course, you do know who you are, but you don't

want the paper telling you who you are. The solu-
tion? The Paper Trip!
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Figure 1. Cover of Underground Publication The Paper Trip



The manual continues with such rhetoric and then outlines,
step by step, how one may obtain many false identities and use them
for fraudulent purposes. For example, the authors inform their
readers that with a false ID:

You can rent a car, never pay more than the initial
fee, and drive it all the way across the country
and back without paying for more than gas and oil.
Use good ID and simply leave the car somewhere after

the trip. You disappear. This is not car theft,
either.

Such techniques were presented in another underground paper
called "Gemini Gallery" in which an article proposed "How to Dis-
appear Completely and Start a New Life with a Brand New Identity."
Advertisements such as this also appear:[3]

Figure 2. Advertisement on Securing a New Identity



Such disappearing acts are, indeed, not so fantastic. Journalist

David Black tried out many of the methods proposed by The Paper Trip
and documented the ease with which he established himself in a com-
munity under a false identity.[4] Interviews on the CBS television
show "60 Minutes,'" broadcast on February 1, 1976, provided further
documentation of how false ID fraud is perpetrated. A CBS researcher
posed on camera as an imposter who successfully obtained and used a

complete set of false IDs.

The means do exist to create a false identity in order to commit
a crime. Finding out just how big the problem of false identifica-
tion has become nationwide has been the task of the FACFI. The FACFI
has sampled the accumulated experience of officials in Federal and
state government, law enforcement, and the business community in

order to define the full scope of the problem.

We have found clear evidence of widespread abuses in identifi-
cation documents commonly used in our society. These abuses not
only subject the public to a grievous and illegal "tax" through the

fraud committed, they also undermine the trust among individuals

upon which our commercial and governmental institutions depend.

CONTENTS OF THIS REPORT

Part I of this report provides a comprehensive picture of the
extent to which crimes of violence as well as white collar crimes such
as fraud are aided by the use of false identification. We define
the scope of the problem as it has emerged from the data collected,
define how we have used the data, and categorize the common documents
and how they are most frequently used in six major problem areas.
False identification and the law is also addressed, both at the state

and Federal level.



In Part II, the FACFI proposes some recommended solutions to the
problem. We arrived at these solutions after carefully sorting out
a myriad of possibilities. Part III contains implementation plans
for these solutions, including model state and Federal legislation

and guidelines for new regulations.

The Appendices to this report, Part IV, contain a complete col-
lection of all background material, source material, reports, and
pertinent data from which the Committee compiled its summary of the
problem and its recommendations. The Appendices can serve as a
permanent archive of available information on false ID use, which may
assist anyone pursuing further the broad problem of false identifica-

tion in our society.



SECTION 2

THE SCOPE OF THE PROBLEM

The work of the FACFI represents the first serious study of the
illegal use of both bona fide and counterfeit documents. We have,
therefore, extended our investigation in as much breadth and depth
as possible in order to reveal the full impact of the problem in the
U.S. Questions of the economic, social and legal effects on the
populace were addressed with a view to protecting society from
criminal abuse and to making recommendations for safeguards against
further abuse. The Committee in this undertaking was dealing with
the delicate relationship of Federal and state jurisdictions as well
as Privacy Acts (5] and the underlying principle of maintaining
the freedoms of an open society. We wished to find answers to such

‘ questions as:
® Who is affected by false ID use?
e How big is the problem?

@ Where are financial losses incurred as a result of

false identification?
® Which are the most significant problem areas?
® Are crimes of violence as well as those of an

economic nature aided by false identification?

To what extent?



o What state and Federal laws now exist regarding ID use?

e What state, Federal, or technical safeguards against

false ID use already exist? How effective are they?

e What are possible solutions to the problem?

® Which solutions do we recommend?

In finding answers to these questions, the FACFI has begun to uncover

a serious problem of considerable import.
EFFECT ON SOCIETY

The criminal use of false identification documents represents a
multibillion dollar problem in the United States. False identifica-
tion is costing American business well over $1 billion per year. Most
of this loss is related to check fraud and counterfeiting, but signifi-
cant additional losses occur in the areas of credit card fraud and
theft of securities and other negotiable instruments. Our estimates
of the extent of the effects on business are based on the best available
data but should not be considered as complete. The individual citizen
pays for the cost of false ID crime against business, primarily in in-
creased cost of goods and services. When small businesses fail because
of the particularly severe fraud losses they encounter the consumer

also suffers in terms of loss of choice.

The use of a false ID to obtain welfare or other social benefits,
to import illegal drugs, or to maintain one's status as an illegal

alien or fugitive has a devastating dollar impact on government at



all levels. The success of such activities not only results in
direct and indirect costs to taxpayers but also undermines public

confidence in government.

Our findings indicate that an individual in our society, in
addition to his legal tax burden, pays an additional illegal tax
in the form of fraudulent payments and services to users of false
IDs committing fraud against government. In New York City, for
example, the cost of providing welfare benefits and municipal services
has exceeded the resources available from taxpayers. The Immigration
and Naturalization Service has estimated that over 107 of New York's
population —- about one million persons -- are illegal aliens.[6]
Through the use of false identification, it is probable that these
aliens are enjoying either employment or welfare benefits to which
they are not entitled. While we cannot yet make accurate estimates
of the national impact of these crimes on the individual taxpayer,
we would emphasize that the burden of this type of crime is felt by

citizens nationwide.

Congress has already been apprised of the false identification
problem. The Congressional Record of June 28, 1973, March 5, 1974, and

most recently of December 5, 1975 carried warnings of false ID fraud,
especially as it is perpetrated in the receipt of welfare benefits
and illegal entry into the U.S. Frances Knight, Director of the
Passport Office sees investigation of and action on the problem as
long overdue. She states that "The Passport Office has been ringing

the alarm on passport and identification fraud for 43 years."[7]



Although false identification has been an area of concern for a

long time, current incidents point to growing abuse. Not only have

the statistics proven to be extensive in scope, but individual cases

have demonstrated blatant and expensive abuse. For example, Miss

Knight continues:

Investigators probing Chicago welfare frauds
uncovered one case which must be near the top
in sheer gall and ingenuity: a thirty-one
count fraud indictment charged a welfare
recipient with the receipt of illegal welfare
benefits, medical assistance, food stamps, in
addition to Social Security and Veterans bene-
fits from four non-existent spouses.... The
recipient of all these benefits used 80 dif-
ferent names; 30 different addresses and 15
different telephone numbers. The total
annual benefits received by this one person
was estimated at a minimum of $150,000
annually in cash assistance alone.t

Added to such losses are those connected with false ID use in

other areas. False IDs can be used to:

e Illegally enter institutions of higher learning.

® Collect re-enlistment bonuses from the military services.
e Take entrance exams and tests for unqualified students.
e Escape prosecution or apprehension.

® Gain entry into homes for robbery or crimes of violence.
@ Practice a profession under false credentials.

The public is the true victim of the growing menace of false

ID use.
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METHODS OF INVESTIGATION

The FACFI assembled as much data as possible on the false
identification problem in all areas through seventeen surveys
developed by its five Task Forces: Government Payments, Commercial
Transactions, Fugitives, Federal Identification Documents, and
State and Local Identification Documents. The response to these
surveys reflects the experience and records of several hundred
responsible individuals in business, law enforcement, and govern-
ment., Additionally, data was obtained from published reports,
court records, testimony before Congress, and internal agency
records. (See References.) Each Task Force assembled its findings
into a report on the scope of the false identification problem in
its area of interest. These Task Force reports have served as
working documents for discussions of the problem and as primary

sources for this report. (See Appendix A.)

As data was reported from the five Task Forces, it was grouped
into six general "problem areas" in which there was significant
use of false IDs in committing crimes or defrauding business and

government. These areas are:

e Drug Smuggling

e Illegal Tmmigration

@ Fugitives from Justice
e Fraud Against Business

e Fraud Against Government
e Other Criminal Activity

11



Although these areas at times overlap, as in the case of a drug
smuggling ring using false IDs as fugitives from justice, the sources
of data and an evaluation of their impact were more readily deter-
mined by identifying these areas as key parts of the total problem.
Section 4 gives a detailed account of each area. The Committee also
defined and grouped together the most common identification documents.

These documents, their use and abuse, are discussed in Section 3.

DEFINITIONS

Certain definitions were agreed upon for this report. We de-
fine false identification fraud as the intentional use by an individual
of a document containing a name or personal attributes other than
his own for the purpose of assisting in the commission of a crime
or in avoiding the legal consequences of a previous crime. This
definition is broad enough to encompass the use of a forged check
to obtain cash or other benefits, even if no supporting documenta-
tion is demanded by the victim of this transaction. However, it
does not include simple not-sufficient-funds (NSF) fraud in which
an individual presents a check against an existing account in his
true name with the knowledge that the check will not clear. Our
definition also includes the use of false identification documents for

non-criminal transactions by fugitives.

The Committee did consider the non-criminal use of false docu-~
ments by citizens under certain circumstances, such as the necessity
of an individual to establish a "cover" to avoid reprisals from
organized crime or a hostile foreign power. Within its charter,
however, this was not a primary area of the Committee's investigation.
There are adequate legal channels in such cases for obtaining ident-

tification documents in a new name.
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Included as an identification document (ID) were many types of
documents whose intended or major purpose is not identification of
the bearer. These include government checks and credit cards, as
well as commonly used IDs such as birth certificates, driver's
licenses, passports, employee identification badges, and military
identification cards. Any of these documents can be
used to support a fraudulent claim to an identity. For purposes
of classification we have defined three fundamental methods of

using an identification document for false purposes.

o Alteration refers to the abuse of a legitimate
document by changing significant identification
elements, such as the name, photograph, age, or

physical description of the legitimate bearer.

o Counterfeiting refers to the unauthorized
creation of a complete document by an unauthorized
source to support a false identification. For
our purposes, counterfeiting includes the un-
authorized use of a genuine blank official form

to create a false ID.

e Imposture refers to the use of another person's
(l1iving or deceased) legal documents as one's own,
such as presenting a deceased person's birth certifi-~

cate to apply for a driver's license.
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A COMMENT ON COLLECTED DATA

Sparseness of Data

A common characteristic of responses to the surveys on false
identification was the comparative sparseness of quantitative data.
In general, the use of false identification is a modus operandi
and thus is not recorded as a separate crime. For example, when a
suspect is charged with fraud that was assisted by a phony ID, the
use of the ID usually does not appear as a separate offense. Thus,
when asked about the prevalence of false identification crime, the
response of law enforcement officials has been highly qualitative

such as, "It happens all the time."

We encountered the same problem while investigating public
assistance programs. Although Federal and state statutes require
the collection of an immense amount of data on the financial con-
dition of assistance clients, standards for identification of
clients or claimed depeadents are generally ineffective or non-

existent. Thus there are few statistics available nationally on the

prevalence and cost of false identification fraud.

Table 1 shows the responses of 24 states to a questionnaire on
the use of false identification to obtain food stamps. The majority
of respondents were unable to supply us with usable data either
because they were not equipped to keep track of such data, or where
fraud losses were tabulated, they were not, except in one case,
segregated on the basis of false identification. This breakdown
is typical of the responses to several other questionnaires; avail-

able data on the problem is very sparse:
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Table 1

Summary of Responses to Food Stamp Questionnaire

Response Number
Useful Data Reported 1
Limited Data Reported 6
No System to Collect Data 6
Scope of Problem Unknown 3
Not Aware of False Identifica- 8

tion as a Problem

Value of Local Data

Although overall figures on the false identification problem
were extremely hard to obtain, we observed that excellent data was
available covering specific jurisdictions in which careful studies
had been performed. These studies were usually performed because
of intense local interest (or outrage) over a particular aspect of the
false identification problem. In both New York and Pennsylvania, for
example, grand jury studies were made covering the fraudulent cashing

of welfare checks that had been reported lost or stolen.

In evaluating the financial impact of false identification
fraud uncovered in such local studies, it is appropriate to spread
costs over the specific locality affected. The cost of forged
welfare checks to the City of New York could be expressed as either
a fraction of the city's welfare budget or as the cost to the in-
dividual New York taxpayer. Where consistent data is obtained from

distinct but similar jurisdictions (e.g., different cities of over
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50,000 population) reasonable inferences could be made as to the costs
in other similar jurisdictions not reporting. We have, however, re-

frained from large-scale extrapolation of costs based on local data.

Minimization of Fraud Losses

We have observed a tendency on the part of some survey
respondents to minimize fraud losses. This minimization may take
the form of burying such losses in "the cost of doing business" or
in pointing out the relatively small fraction of all transactions

that are found to be fraudulent.

Many people also wish to minimize publicity about fraud and
its effects and have ostensibly good reasons to do so. These reasons
range from the feeling by the average citizen that he is already
"hassled" when he attempts to cash a check or obtain benefits from
a government agency, to the feeling that publicizing the success of
fraud will convince more people to try it. However, these rationales
deny the fact that no problem can be dealt with until it is honestly
and accurately defined. Such a problem definition at least reveals
what might accurately be called "the cost of doing nothing" about the
problem. Costs (intangible as well as monetary) of proposed solutions

can then be compared with the present situation.

The argument by some that "publicity of fraud increases fraud,"”
is specious since, as we have shown, methods of falsifying and abus-
ing IDs are readily available through underground sources to those
willing to locate and pay for the information. Educating the potential
innocent victims of ID fraud -- a significant portion of our U.S.
populace -- and prosecuting offenders may provide a far greater
benefit than any hypothetical danger from exposure of victims to the

facts of false ID use.
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SECTION 3

COMMON IDENTIFICATION DOCUMENTS

The United States does not have a unique document that can be
used to verify the identity of the bearer. Because of the frequent
need for such verification in employment and commercial transactioms,
several types of documents not designed for such use have become
de facto identification documents. The birth certificate, which is
legal proof of only age, place of birth, parentage and citizenship
of the named individual, is extensively used in employment and in
applications for benefits or for obtaining other documents. The
state-issued driver's license has become indispensable as an
identification document for many commercial transactions; for this
reason, many states now issue special "licenses" to non-drivers
and blind persons. Several other documents issued by government
agencies and private sources also serve as de facto identification

documents.

This section summarizes the various types of common identifica-
tion documents that are used either as primary IDs to defraud or
gain access or benefits, or as breeder documents for obtaining further

identification to use or falsify.

BIRTH CERTIFICATE

(8l in the United States are generally kept

Birth certificates
in local vital records offices, over 7,000 of which are authorized
to issue certified copies of birth certificates. (Only in a few
states are birth certificates issued exclusively at the state level.)

Approximately 10 million certified copies of birth certificates
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are issued each year, and over 80 percent of those requested are
received and processed by mail. The name and return address of
the requestor are usually the only indications of the requestor's

identity.

There are no uniform standards for either the form of the docu-
ment or for processing requests for certified copies. A request
may legally be made for a copy of another person's birth certifi-
cate if the requester is related to the individual or has legiti-
mate need for the document. Some states and Washington, D.C.
regard all vital records as public documents, a copy of which must
be supplied to any interested person. We have found no state law that
authorizes a registry official to refuse to honor an unsigned request

for a birth certificate.

Under these conditions, an imposter can quite easily acquire
a certified copy of the birth certificate of a person, and this
certificate can then be used to obtain additional IDs in the name
of the person whose identity the imposter assumes. Frequently an
imposter will choose to assume the identity of a person born about
the same time as himself but who died in early childhood. This
way of obtaining false identification —- called the Infant Death
Identity (IDI) method --is difficult to detect because state birth
and death records are largely uncorrelated and an imposter's identity
is unlikely to be challenged. To apply for a copy of a birth certifi-
cate an imposter needs only the date, place of birth and names of
the parents of a deceased person. This information can be obtained
either from a death certificate (found by browsing in a local vital
records office) or from newspaper accounts of a person's death. The
process of obtaining and using false identification by the IDI

method is illustrated in Figure 3.
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Figure 3. The IDI Method

Immigration and Naturalization officials have documented many
false claims to citizenship, many of which used the IDI method of
obtaining false documents. They relate, for example, the case of an
illegal alien wanted for homicide in the Phillipines who created
several new identities for himself in California using the records of
deceased U.S. citizens. He also used the IDI method to obtain fraudu-
lent birth certificates and U.S. passports for at least 12 other
illegal aliens, charging fees of up to $2000 for this service before

being apprehended.

Although application for certified copies by imposters appears
to be the most significant abuse of the birth certificate, counter-
feit and altered certificates have also been used in false identi-~

fication frauds. Counterfeiting is aided by the fact that forms

19



of birth certificates and authenticating seals vary widely in the U.S.;
over 1,000 different forms may be found of presently issued certified
copies. Counterfeit documents can be obtained from underground
printers and are difficult to detect if the corresponding legitimate
document is not secure against photocopying. Documents altered to
change date of birth or to invent an additional '"dependent" for tax or
welfare purposes are less common. Erasure and inexpensive photocopying
are the methods usually attempted. Genuine blank forms and even
official seals are sometimes used to create counterfeit certificates.
Theft of blank forms or misuse by dishonest employees is made easy

in some states by the lack of strict security and accounting pro-

cedures for blank forms.

DRIVER'S LICENSE

[91

Driver's licenses are issued by all 50 states and the District
of Columbia. The popularity of the license as a credential for
business transactions is due in part to the fact that a driver's
license always carries the bearer's signature, address, birth date,
and some type of physical description. A photograph of the legal
bearer is used on 36 of the 51 types of U.S. license; 46 carry the
bearer's height, 40 weight, 36 color of eyes, and 18 color of hair.
The bearer's Social Security number (SSN) is collected and maintained
in the Motor Vehicle Administration's record system in 31 states. In
eleven jurisdictions the SSN serves as the license number; however,
under the provisions of the Privacy Act this use of the Social Securi-
ty number cannot be extended to record systems not using the SSN

prior to January 1, 1975.
Forty-four jurisdictions claim to seek positive proof of full
name, date, and birthplace of an applicant prior to issuance of an

initial driver's license; however, such proof may be waived if the
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applicant presents a valid license from another state. A birth
certificate is always accepted as proof; some states, however,
accept school records, military ID, or a baptismal certificate as
well. Thirty-three states presently issue an identification card
(usually in the same form as a driver's license) to non-drivers;
in four of these states, a birth certificate or similar proof of

age and birthplace is not required to obtain such a card.

Since the birth certificate is accepted as '"'proof" of identity
in applying for a driver's license, a false birth certificate can
be used to obtain a license in the same false name. Counterfeit
documents that are often good enough to pass close visual inspec—

tion are also legally available from "underground' sources. Because
the form and content of a driver's license varies, detection of a
counterfeit out-of-state license by merchants or local police

is extremely difficult. False application and counterfeiting
appear to be the most common forms of abuse of driver's licenses.
Twenty-nine types of driver's licenses incorporate measures that
resist attempts at alteration; however, none are foolproof and some

are still too easily altered.

U.S. PASSPORT

10]

Passports[ , which are essential for international travel, can
be used for either legitimate purposes or such illegal purposes

as drug smuggling. By definition, a passport attests to the identity
and citizenship of its bearer; therefore, specific evidence of
identity and citizenship is required from a passport applicant. A
birth certificate is usually the accepted proof of citizenship;
identity can be established either by a government-issued photo ID
(such as a driver's license) or by affidavit of a witness who knows

the applicant personally. Applications must be submitted in person

.
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before a passport agent or other authorized official. After a
waiting period of several days, the completed passport is delivered
by mail or may be picked up in person by the applicant.

Because in almost all cases of passport fraud there is
false ID use, the Passport Office has been concentrating on
alleviating this problem. When in 1972 the number of passport
frauds detected in the United States rose sharply, from 174 in 1971
to 288 in 1972, the Passport Office initiated a fraud detection pro-
gram. As a result of this program, the Passport Office increased
its ability to detect fraud in the application stage (as opposed
to detection upon arrest) from 287% of reported cases in 1973 to 53%
in 1975. The number of domestic passport frauds detected by all
methods for fiscal year 1971 through 1975 increased: from 174 in 1971;
288 in 19723 449 in 1973; 553 in 1974; to 617 in 1975. Detecting
these frauds upon application has helped keep down those criminal
activities, especially drug trafficking and illegal alien entry, that
are perpetrated through passport fraud.

U.S. VISA AND ALIEN ID CARD

(11] is a document issued by a host nation granting per-

A visa
mission to an alien to enter the host nation. A U.S. immigrant
visa permits the bearer to settle and work in the U.S. and eventually
to apply for citizenship. An immigrant visa is generally issued to
an alien who has either a close family relationship with a U.S.
citizen or resident alien, or a profession or job skill that is
in short supply in the U.S. The number of these visas granted each
year is limited by law. Aliens who have neither family ties nor job

skills sometimes participate in sham marriages or obtain fraudulent

documents to get immigrant visas.
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A U.S. nonimmigrant visa permits a temporary or limited stay (1)
by a visitor on business or pleasure; (2) by a student; or (3) by any
alien who has a residence abroad (that he does not intend to abandon)
and who has sufficient funds to pay for the trip. Some nonimmigrant
visa categories permit specific employment to aliens who are, for
example, journalists, foreign government officials, trainees or
artists; however, the validity of this type of visa depends on the
alien's continuing the same work. An alien who is unable to obtain
an immigrant visa often attempts to get a nonimmigrant visa by using
fraudulent documents to misrepresent his reasons for visiting the
U.S., his financial status or his employment. He also can buy a
counterfeit visa or an altered passport that already contains a
valid visa. Once in the U,S. he overstays his visa and becomes an
illegal alien.

Both immigrant and nonimmigrant visas are issued by consular
officers abroad; an immigration officer examines each entering
alien's visa at the port of entry. Each immigrant is then given a
Form 1-151 [12]

gal resident alien. When traveling outside the U.S. he uses this as

a photo ID card which serves to identify him as a le-

evidence of his right to re-enter the U.S. An alien set on illegally
entering the U.S. might use a stolen or counterfeited I-151, while

an illegal alien already in the U.S. might use an I-151 to establish
his identity as a legal resident alien.

Immigration officers also issue border crossing cards[lzl to
permit Mexicans to visit the U.S. border area without a visa. Like
the I-151, these photo ID cards are subject to counterfeiting and
alteration to gain illegal entry into the U.S.
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SOCTIAL SECURITY CARD

Although never intended by the Social Security Administration
to be used for personal identification, the Social Security card[13]
has become an important document in maintaining employment records

and in obtaining other identification documents. Although the

Social Security number is widely used for tax racords and as a driver's
license number, it is neither unique nor protected against imposter
use. The Social Security Administration estimates that over 4.2

million people have more than one SSN.[IA]

Prior to 1974, SSNs were issued in the name of any individual
upon submission of an application form, in person or by mail, with-
out any other evidence of identity. Evidence of identity, age, and
citizenship of the applicant is now required. In recent testimony
before Congress,[lsl an official of the Social Security Administra-
tion listed the kinds of documents that are acceptable in applying
for an SSN. The list included several documents that are easily
forged or obtained under false pretenses, i.e., baptismal certificate,

library card, and voter registration card.

The Social Security card in its present form has no safeguards
against counterfeiting. Unofficial "cards" are also available by
mail from commercial suppliers. Ostensibly the reproductions are
intended only to remind the cardholder of his SSN; however, the
suppliers do not check the authenticity of SSNs provided by their
customers, so the unofficial cards can be used to support a false

identity.
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SELECTIVE SERVICE DRAFT CARD

It is estimated that as many as thirty million draft cards were
issued before the last one was sent out in 1975. Although they were
issued only as a means of informing the individual of his classifica-
tion or Selective Service number, they have been used as identification
cards to prove age as well as for other uses for which they were not
designed. The draft card is notoriously unsecure: it is merely a \
typed postcard; is unserialized; the background information at the
application stage is largely unverified; it is easily forged; it con-
tains no photograph; and its uses rarely, if ever, cause it to be

scrutinized by the issuer.

VOTER REGISTRATION CARD

[16]

Election and are used by their holders as evidence of age and citizen-

Voter registration cards are issued by local Boards of

ship for limited purposes. For example, these cards are frequently
presented by persons to support their claim of U.S. residence for re-
entry from Canada and Mexico. However, they are not accepted as evi-
dence of age and citizenship when applying for a U.S. passport, and
are not usually accepted as part of a driver's license application.
Limited investigation into voter registration procedures by FACFI staff
suggests that these cards are very easy to obtain under false pre-
tenses. Registration by mail is permitted in many jurisdictioms,

and even where a personal appearance is required, the only evidence
of age, citizenship, residence, and identity of the registrant

that can be demanded by local officials is a verbal declaration given
under penalty of perjury. The ability of the local Board of Election
to check any of the entitling data is typically very limited.
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Since the voter registration card contains no physical descrip-
tion of the legitimate bearer, it can be used with relative ease by
imposters. Voter registration cards are commonly used by aliens
attempting illegal entry into the U.S. and have been sold to illegal

aliens for this purpose at prices ranging up to $350.

CREDIT CARDS

Although a credit card[17] contains certain printed and
embossed information which, when checked by a merchant, may con-
firm the validity of the card, the primary means of cardholder
authentication is the signature on the card. Normally no other ID
is required to charge goods or services at a wide variety of retail
outlets unless a question arises as to the validity of the card or
the authenticity of the cardholder. Bank cards such as Master

Charge and Bank Americard can even be used to obtain cash.

Credit cards are obtained by mailing an application form that
requests credit information, but not information about identity; a
credit and reference check is then made before issuing the card.
Cards in a false name can be obtained by false application or by
theft of legitimate cards from the mail or from cardholders. One

article reported:

Credit card thieves sometimes use the cards they
steal but more often they peddle them in under-
world circles. When the black market was at its
height in New York, a thief would sell a card to a
dealer for $25; the dealer in turn would dispose

of it for as much as $150 if the card were 'clean' -~
i.e., without a signature.

Although use by an imposter of a stolen credit card appears to

be the most common form of abuse, obtaining credit cards in many
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identities is an equally serious abuse. One recent newspaper
account told of a credit card fraud committed by one person who had
obtained 1,000 credit cards using 300 different false identities.[19]

NON-GOVERNMENT IDs

When a person applies for benefits or is establishing identity
for other purposes, he sometimes uses privately-issued identifica-
tion to reinforce other documentation. Privately-issued documents
include baptismal certificates, student ID cards, employee badges,
business cards and membership cards of all types. Baptismal certifi-
cates are sometimes accepted in lieu of birth certificates to estab-
1lish age, e.g., of a dependent child. Such documents, however, are
easily obtained or constructed fraudulently. Blank baptismal
certificates are sometimes available at religious-goods or stationery
stores, or can be obtained by mail. Commercial photo IDs can be

made to order by photographic studios in every large city.

This non-government, unofficial ID was found to be the type most
frequently used in the cashing of checks stolen from the mails.[zo]
Business and membership cards can usually be obtained from job
printers, and many employee badges, courtesy cards, and other types

of unofficial ID can be easily counterfeited.
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SECTION 4

FRAUDULENT ID USE

Crimes assisted by the use of one or several false IDs represent
a significant national problem. Directly or indirectly, this pro-
blem affects every American household in terms of the cost of govern-
ment benefits paid to imposters, the cost of fraud against business
that is passed on to consumers, and the threat to public health and

safety from drug smugglers and fugitives.

Possession of false identification documents gives a criminal, or
someone intent on committing a crime, the means to appear and dis-
appear almost at will and without a trace. Attempts in FACFI surveys
to profile the typical user of false IDs were largely unsuccessful.
As in the case of many types of fraud, successful perpetrators of
false identification fraud are quite indistinguishable from the
groups they pretend to represent. Thus, a request for a profile
of the typical suspect of welfare fraud using false identification
yielded the description of a young, unmarried, unemployed woman
resident of a metropolitan area, which is in fact a description of
a typical 1e%§t§mate welfare mother as well. Similarly, the typical

1

check forger can be described as a middle-aged male, which

also describes a large percentage of legitimate check users.

The only exception we have found to the "invisibility" of false

(10] Here the typical

identification suspects occurs in passport fraud.
offender is usually an international traveler, 18 to 40 years of age,

who does not travel with a family group or on government-related
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business. Since this description fits only 407 of the passport
holders, the possibility exists of decreasing passport fraud to some

degree by screening for user type in review of passport applicationms.

One further distinguishing characteristic has emerged of those
involved in false identification fraud; suspects are more likely
to be repeat offenders than is the average for criminals apprehended.
For example, 76% of those arrested for forgery and counterfeiting in
1971 had previously been arrested for the same crime at least once;[21]

this compares with a recidivism rate of only 68%Z for overall crime.

The universality of the use of false IDs by criminals is un-

[22] of 500 cases in which a

questionable. A random sampling
fugitive was being sought by the FBI showed that in every case the
fugitive was known to have used at least one alias. In 75 of these
cases, the fugitives had previously been identified under five or
more aliases, and in one case the subject is known to have used more

than 30 different false identities.

Besides aiding drug smuggling, illegal immigration and fugitives
from justice, the use of false IDs materially assists fraud involving
stolen checks, credit cards, securities, and welfare and Social
Security benefit checks. Although we cannot provide firm figures
on the scope of government benefit checks stolen from the mails and
subsequently cashed by forgery, the experience of state and local
welfare departments suggests that such losses are in the order of

hundreds of millions of dollars annually.

The U.S. Postal Inspection Service during FY 1974 received
reports of 140,864 checks with a total face value of over $22
million stolen from the mails and subsequently cashed. A sampling

of almost 6,000 of these checks was undertaken by postal inspectors
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to determine the type of false ID used to cash the checks.

[20]

About 25% of the sampled cases were definitely determined to involve

the use of a false ID other than the forged check itself (which be-

comes a false ID upon forgery).

When cashing of a stolen check was

supported by another ID, the one most commonly used was the com-

mercial photo ID, followed in frequency by a stolen welfare ID and

state driver's license.

This section presents data on the significant fraudulent uses

nationally of false IDs.
because our studies are based only on those cases of false identifica=-

tion that have been detected.

These findings are probably conservative

The crimes we illustrate would be

much more difficult to commit if criminals did not have such easy

access to false identification documents.

Table 2 summarizes the extent

of the problem in the six problem areas, discussed in more detail

below, and lists the sources of information for this estimate.

Table 2

Summary of Scope and Impact of
National False Identification Problem

Problem Arca

Scope of Problem

Extent of False ID Use

Sources of Data

Drug Smuggling

Illegal Immigration

Fugitives From Justice

Fraud Against
Business

Fraud Against
Government

Other Criminal Activity

> $1 billion/yr.

> $12 billion/yr. *

> 300,000 fugitives/yr.

> $3 billion/yr."
Unknown

Unknown

80" of hard drugs smuggled

Unknown; usced in entry,
cemployment, welfare
application

~ 100% of Federal cases

> $1 billion/yr.

Unknown

Very common

Customs Service, Drug Enforcement
Administration, Passport Office

Immigration & Naturalization
Service, independent studics

FBI, sheriffs and police survey

American Bankers Assoc.,
independent studics

Surveys of Welfare officials,
published studies

FBI, sheriffs and police survey

> DMore than

* Estimated U.S. tax burden
! Includes out-of-pocket losses and cost of collection attempts
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DRUG SMUGGLING

False identification is indispensable to the well-organized
smuggling rings that carry in the bulk of the hard drugs supplied
to U.S. addicts. Statistics compiled by the U.S. Customs Service
and the Drug Enforcement Administration[23] show that 807 of all
hard drugs are imported by rings making extensive use of false IDs.
One such group whose smuggling activities have been carefully

(24] Between 1968 and

studied is the Brotherhood of Eternal love.
1973, this group alone is estimated to have smuggled 24 tons of
hashish into the U.S. The principal means by which this group avoided
detection was by securing documents, such as U.S. passports, under

false names.

The activities of the Brotherhood of Eternal Love indicate the
extensiveness of false ID use for a solitary smuggling group. As
of October 1973, 130 separate passport frauds had been attributed
to members of this group; fifty-one of these frauds were accomplished
with counterfeit birth certificates. Indictments were obtained
against 25 individuals. The individual who was considered to be
the leader of the LSD operation was arrested on four separate
occasions under four different false identities; on each occasion
he escaped by posting and forfeiting relatively small bonds before his

true identity was discovered.

Accurate records of seizures of dangerous drugs by the U.S.
Customs Service were obtained for fiscal years 1967 through 1973.[23]
In FY 1973, seizures involving well-organized rings using false IDs
totalled $100 million (''street value" at time of seizure). From
statements obtained by captured members of these rings, the value of

drugs successfully smuggled by these groups was estimated as $1 billion
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in FY 1973, which does not include estimates of drugs smuggled by
unknown individuals or by individuals not using false IDs. Assuming
the level of smuggling as constant (though, in fact, its increase

is more likely), we conclude that a minimum of $1 billion each year

is being lost in illegal purchases of narcotics made available through
false identification. Such an estimate does not include the indirect
costs to society, such as the value of goods stolen by addicts to
purchase the drugs, the cost of programs to treat the addicts, or

their movement through the criminal justice system.

ILLEGAL IMMIGRATION

[25] of the number of illegal aliens

The most recent estimate
presently living in the U.S. is about 8 million, 6 million of whom
are adults. The U.S. Immigration and Naturalization Service believes
that the number of such illegal aliens is increasing at the rate of
more than 250,000 per year. The net tax burden on the U.S. for each
adult illegal alien is estimated in a recent study[26]
$2,000 per year. This estimate considers direct costs such as public
services and welfare benefits to the extent they are not supported
by taxes paid by the aliens and indirect costs related to the job
displacement of U.S. citizens by illegal aliens. The tax burden does
not include losses from tax evasion by aliens or balance of payments
losses from funds sent out of the U.S. by illegal aliens. The total
estimated tax burden from the presence of illegal aliens is thus esti-
mated at over $12 billion for 1976. (A dissenting opinion on these

tax burden figures is expressed in Appendix F2.)
The extent to which this staggering burden can be attributed to

the use of false documents by illegal aliens is unknown but believed

to be substantial and increasing.[27] Over 15,000 illicit INS
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documents (border-crossing and alien registration cards) were en-
countered by INS personnel during fiscal 1975; these documents had
been purchased in Mexico from document vendors and smuggling rings
at a total cost of $1.7 million. The number of illicit documents
seized is believed to be only a small fraction of those in use by
illegal aliens. This belief has been supported by occasional large
seizures of counterfeit forms and the fact that the black market

price of such documents is declining steadily.

A study on the subject, the Fraudulent Entrants Study, which is
part of the Major Illegal Alien Study being undertaken by INS during
1976, was recently completed by INS. This study indicated that in
FY 1975 at least 14 times the routinely detected number of aliens
with fraudulent alien documents successfully entered through South-
west border ports. Additionally, at least 10 times the routinely
detected number of aliens falsely claiming U.S. citizenship along
the Southwest border were successful in gaining admission., Together,
these groups account for at least a quarter of a million illegal
entries by the use of fraudulent documents or false verbal claims

to U.S. citizenship[ZS]

It is reasonable to assume that false claims to legal status or
citizenship are used by illegal aliens in obtaining employment and
welfare benefits to which they are not entitled, which contributes
heavily to the estimated tax burden previously cited. The use of
false documentation by illegal aliens is probably increasing because
of the recent requirements for evidence of age, identity, and citizen-
ship in applying for a Social Security number, and new state legisla-

tion restricting payment of welfare benefits to illegal aliens.
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FUGITIVES FROM JUSTICE

Escaped prisoners and other dangerous fugitives almost always
obtain false identification documents to avoid detection and capture. [29]

Members of militant groups such as the Black Liberation Army, Weather

Underground, and Symbionese Liberation Army,[30] who have gone

underground to carry on their activities, make extensive use of

false IDs. They have been able to escape arrest for violent crimes

for considerable periods of time because of effective false identi=-

fication. Figure 4 shows that false ID use, including the specific

use of the IDI method previously mentioned, is common enough knowledge
to be included in the public's comic strip lexicon.

STEVE ROPER & MIKE NOMAD Saunders & Overgard
WELL,NOW/~1 [ 70 ME 2 - - NONE, LANK/---BUT,
ANGEL HAS |1 JUST APPLIED FOR') RECKON WE - TO A CERTAIN GIRL WHO WANTS

SHOCKED LANK | A JOB--AND THE  |CAN SATISFY
BY REQUESTING| EMPLOYER WANTS /HIS CURIOSITY,

A BIRTH PROOF THAT IM AN \MISS MADISON/| P
CERTIFICATE ERICAN CITIZEN./

TO CHANGE HER IDENTITY, IT'S
<| WORTH $200/ g

ROR A LONG- o
DECEASED L
ACCIDENT I LI | -
vicTim / &aE DV
y o ANGELZ WHAT GOOD IS
A STRANGER'S
[a-it 3 BIRTH CERTIFICATE @
gicee
Sawnersf

s

STEVE ROPER by Allen Saunders and William Overgard, Courtesy of Field Newspaper Syndicate.

Figure 4, Dangerous Fugitives: Customers for False IDs
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The number of fugitives from justice is considerable. Between
1973 and 1975 an average of approximately 160,000 "criminal wanted"
records each year were entered into the National Crime Information
Center (NCIC), but not all persons sought under fugitive warrants
are entered into the NCIC. The Federal Bureau of Investigation in
fiscal 1974 located 37,891 fugitives indicted on Federal offenses

or for crimes involving interstate travel.[3l]

The major impact of the use of false identification by criminal
fugitives cannot, however, be measured in the number of offenders or
dollar losses. Its impact is felt more in the loss of public con-
fidence in law enforcement caused by the success of notorious
fugitives in maintaining their covert status and in the danger such
fugitives pose to society. We have found that their success is
critically dependent on the availability of false IDs. While we
cannot estimate the cost of the use of false IDs by fugitives, we
emphasize that the ability of dangerous criminals to move freely
and undetected in society is a serious threat to public safety and

police morale.
FRAUD AGAINST BUSINESS

Check Forgery and Fraud

In a nationwide survey of police and sheriff's departments
fraudulent cashing of checks, either stolen from the mails or drawn
on accounts bearing false names, was cited as the most common criminal
use of false IDs. Bad checks have become a major cause of financial
loss to banks, far exceeding the loss from robbery and burglary com-—
bined.[32] This loss is due in great measure to the successful

use of one or more complete sets of false IDs that are part of the

36



usual working equipment of the experienced forger or check fraud
artist. See Figure 5. A recently arrested check forger had in his
possession 30 different birth certificates with which he had already
obtained 15 driver's licenses, 17 Social Security cards, 11 checking

accounts, 4 credit cards, and 10 miscellaneous IDs.[30]

In 1973, about 25 billion checks were written in the United
States; of these, approximately 0.65% (one out of 150) failed to
clear and were returned to the depositor. These "return items"
3,331 25 ni1110n of

which proved to be counterfeit or forged, representing false identi-

amounted to 169 million checks returned in 197

fication fraud. Since the average dollar amount of all bad checks
is estimated to be around $30, total out-of-pocket losses from

[21] The

counterfeit or forged checks amounts to over $750 million.
cost of attempting to collect on these checks, which averages about
$10 per check, must be added to this total. Thus, we estimate that
the losses due to counterfeit and forged checks totalled approximately
$1 billion in 1973. Since the number of checks written is increas-
ing rapidly from year to year, these losses may be expected to in-

crease, even if the rate of forgery and counterfeiting does not.

Check fraud hits particularly hard at retail food stores and
small businesses. The U.S. Department of Commerce estimates that
bad check losses for food transactions exceeded $450 million in 1974.[34]
The typical food store receives checks for 85% to 90% of its total
sales and in addition often acts as a "bank" to cash payroll and
government checks for customers. Bad check losses have been reported
by members of the National Association of Food Chains and the Super

[35]

Market Institute at about 0.04% of total sales; therefore, a
single average food store, with an estimated sales volume of

$60,000 per week, puts $240 per week or $12,500 per year in the hands
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of check thieves. About 60% of these losses appear to involve false
identification fraud (forgery and counterfeiting), while 40% are
uncollectible "not-sufficient-funds'" cases. We do not count as
losses the much larger number of returned checks on which collection

is ultimately made.

According to a study conducted by the Small Business Administra-
bad checks accounted for about 13% of all crime-related
losses to business in 1967-1968. The small business suffers a loss
rate (in percentage of profits) over 3 times the average of business

in general and 35 times that reported for large businesses.

Banks take the loss on only about 5% to 7% of all bad checks;
however, the dollar losses tend to average considerably higher than
in other businesses. The principal form of fraud affecting banks is
forgery of stolen checks, with counterfeit checks contributing

[37] The American Bankers Association estimates

significantly also.
bank losses due to forgeries in 1974 at $50 million. Even though

the direct loss is suffered by the first acceptor of the check rather
than the bank, banks and their depositors suffer indirect losses as

the result of bad checks, such as the cost of investigating incidents.

A survey conducted of 1974 losses to banks resulting from in-
dividuals presenting false identification for various bank activities
revealed significant losses per crime. The average loss to the banks
from checks cashed through the use of false IDs was $216, while the
average for cashing savings bonds was $643, However, banks were much
harder hit by the use of false IDs in opening new checking and/or
savings accounts; total funds lost in this activity were $3,734,521
with an average per crime of $6,586., Most of these crimes were com-

mitted with falsified driver's licenses, the form of identification
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most often used in bank transactions. The Insurance and Protection
Division of the American Bankers Association believes this survey
"has verified the long-held belief of bankers and law enforcement
officials that phony driver's licenses are the most prevalent means

of false identification used to defraud banks."[38]

Credit Card Fraud

Credit card transactions have continued to grow in volume; the
gross billings of the two largest bank credit card associations
(Bank Americard and Master Charge) reached $17.6 billion in 1974.[37]
Losses to business can occur as a result of three types of false
identification fraud using such cards: misuse of a lost or stolen
card by an imposter, use of a counterfeit card, or application for
a card by a person with criminal intent. These losses may affect
either the issuer of the card or the merchant accepting it, depending

on circumstances.

A 1974 U.S. Department of Commerce publication placed losses on
bank credit cards from all sources at approximately $500 million per
year.[36] Sources of specific estimates on credit card fraud losses
have been limited, but the Committee has receive helpful information
in the application area from the Fraud Application Section of the
Western States Bankcard Association. (Their letter to the FACFI is
included as Appendix E2 of this report.) Formed in January 1975,
the Association's unit may be the only investigative one of its kind
devoted exclusively to identifying and combatting fraudulent applica-

tions in the credit card industry.
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G. Pat Bland, Agent in Charge of the Section, describes the
numerous well-organized groups they found operating in California

with ties to other states (Appendix E2):

These organizations are involved in the establish-
ment of phoney credit files, loan fraud of all types
and phoney businesses, some of which go so far as to
file articles of incorporation to further their
devious ends. Most of the better organized groups
utilize fraudulent identification to insure success
in their ventures. One such business averaged in
excess of $5,000 per month in deposits on Master
Charge Cards that were all obtained in fraud applica-
tions.

Individual cases investigated by the Fraud Application Section
included one suspect, wanted for murder, who had used 37 identities,
and another who victimized a California bank for $26,000 in four
months with only two cards. The examples uncovered by the Associa-
tion seem to be only a part of a much larger incidence level. Bland

continues:

Our statistics show an increase in caseload during
this first year of 673% over 1974. 1Initially, our
average loss per case was approximately $2,800.
After our first year of operation, we had reduced
this average loss to $405 per identified fraud
application.

He notes that the most measureable results are obtained when they have

total participation by the credit industry.
The experience and information being accumulated by this group

verifies the FACFI's estimation of the vast amounts of fraud that have

yet to be uncovered, especially in areas such as credit card fraud,
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where virtually no reliable data has been forthcoming until now. The
Association feels that "there are literally thousands of fraud appli-

cants in California alone, and in their opinion, the same situation

exists in every major metropolitan area in the nation."

Securities Fraud

False identification fraud makes up only a portion of the actual
or potential fraud losses in the securities industry; many reports on
securities fraud do not distinguish between potential and actual
losses, much less between false identification fraud and other types
of crime. It is therefore necessary to define carefully terms
used to describe securities losses in order to eliminate confusion
introduced by widely differing loss estimates contained in various

reports.

The FACFI is specifically concerned with the value of lost,
stolen or counterfeited securities that are negotiated through the
use of false IDs, Because they represent ownership of value,
securities certificates are of interest to criminal elements as
much as cash or checks. If the securities are "bearer documents,"
that is certificates which are not registered and imprinted with
the name of a specific owner, they are negotiable by anyone and
the bearer is assumed to be the legal owner. Bearer certificates
do not require the use of an ID for negotiation; therefore, false
identification would not be necessary for their negotiation by a
criminal. Registered certificates bear upon their face the name of
the owner of record, are legally negotiable only by the owner of
record, and are therefore similar to checks, in that some measure
of fraud is necessary to transfer ownership without consent of the

rightful owner. This fraud may take the form of alteration of the
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certificate or use of false ID in an attempt to impersonate the

owner of record.

A "risk of loss" to the financial industry arises when securities
are lost or stolen; the risk equals the value of those securities.
An "actual loss" occurs only when lost or stolen securities are con-
verted to cash. Although an owner of securities incurs a loss when
bearer certificates are lost or stolen, he can replace registered
certificates. Loss may still be suffered by the financial industry
if registered certificates are fraudulently negotiated. Negotiation
may be accomplished by direct conversion to cash through sale or
use of the certificates as collateral to secure a loan. We are
concerned only with the cases of actual loss resulting from
securities which are lost, stolen, or counterfeited and subsequently
negotiated through the use of fales ID; data collected from the

sources mentioned below were evaluated in the light of this concern.

In 1973, testimony before the Permanent Subcommittee on Investi-
gations, the Committee on Government Operations, of the U.S. Senate
included the statement by Mr. W. Henry duPont that "...it is our
considered judgment that the dollar value of lost, missing and
stolen Government, state, municipal and corporate securities could
be as high as $50 billion".[39]

tion from an estimated 1% of the total number of handlers of securities.

This figure was based on informa-

No basis was established to validate the extrapolation, to define the
risk of loss, actual loss, or applicability of false ID to this
figure.

The U.S. Marshals' Service, on the basis of a 1974-1975 survey

of 287 banking institutions, stated that during the three-year

period 1971-1973, 11 incidents of stolen or fraudulent securities
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[40]

representing a dollar loss of $5,136,554 were reported. Loss
in that report was equated only to risk of loss as defined above.
Neither actual loss nor false ID involvement were addressed specif-

ically.

In a report of a survey conducted by The New York Stock Exchange
entitled the "Magnitude of Lost and Stolen Securities in N.Y.S.E.
Member Firms 1969-1972," the market value of lost or stolen securities
reported to the N.Y.S.E. Stock Clearing Corporation ranged from a
low of $4.6 million in 1973 to a high of $14.7 million in 1970. Data
from all reporting organizations to the N.Y.S.E. Stock Clearing
Corporation ranged from a low of $24.1 million in 1972 to $104
million in 1973.[41]

actual loss or the extent to which false identification may have been

Since these figures do not specifically address
involved, they are of little direct value to FACFI,

The National Association of Securities Dealers (NASD), Inc., con-
ducted a survey of its membership convering the period 1972-1974 that
attempted to cover the specific area of false identification. Replies
from 2,734 respondents, representing an almost 907 response, reported
44 distinct cases of loss "...incurred vis-a-vis counterfeit securities
and/or a return to the marketplace of securities previously obtained
through some forms of misappropriation'. The value of this loss was
reported as $563,412.[42]

Since the NASD survey specifically addressed the area of concern
to the FACFI, the information reported therein appears to be the
best indication of the scope of the false ID problem in securities

fraud.

44



Embezzlement

Embezzlement is another area in which fraud against business
may be perpetrated. While the majority of embezzlers operate under
their true name, the potential of infiltration of business firms by
employees hired under false identities should not be overlooked. In
1974, the Washington, D.C. Metropolitan Police Department investigated
twenty-two cases of embezzlement in which the suspect was found to

[43] These cases represented 157 of all

be using a false ID.
complaints for embezzlement handled by the Department in 1974, The

average loss to business from each reported incident was about $3,000.

Banks and other credit grantors are also subjected to large
losses through embezzlement by persons making loans with false identi-
fication. Typically, this type of fraud involves a dishonest bank
officer who processes loans for a confederate posing as a legitimate
borrower. However, the "borrower" cannot be located when the loan

falls due.

Another type of loan fraud is accomplished by a criminal's
creating excellent credit ratings in the names of fictitious persons
through the internal manipulation of the data banks of credit-reporting
services., Participants in these loan fraud schemes acquire complete
sets of false IDs to match their bogus credit ratings. A single bank
victimized by one such scheme lost $200,000 in loans on nonexistent

cars made to borrowers with false identification.[éé]

These 'monexistent borrower" schemes have been blamed for a
major part of the $188 million fraud and embezzlement losses reported

[45]

by financial institutions in fiscal year 1975. Total losses to all

credit grantors from false ID credit swindles may never be known
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because such losses can be unwittingly written off as simple bad
debts, The effectiveness of false identification in removing all
traces of the perpetrator often makes it difficult for victimized

businesses or prosecutors to sustain a fraud complaint.

FRAUD AGAINST GOVERNMENT

We have found that most state and national social welfare pro-
grams are very vulnerable to false identification fraud. Such fraud
may take various forms -- applying for benefits under several iden-
tities, claiming nonexistent dependents, or in the case of Social
Security programs, claiming to be a dependent of a covered wage
earner. No uniform standards exist for verifying the identity of
claimants for benefits; in fact, some states do not require any

identification.

In a recent case of welfare fraud in Denver, a woman was accused
of using four different names to collect almost $50,000 in welfare
money and food stamps over a four-year period. According to Orlando
Romero, Director of the Denver Department of Social Services, it is
difficult to know if fraud on this large a scale is happening more
often than the Department is able to detect with present procedures
and limited personnel. Romero admits, "I'm scared to death this is

happening in other cases."[46]

Misappropriation of benefits by imposters, usually with stolen
welfare or Social Security checks or stolen food stamps, is another
way in which fraud is committed with the aid of a false ID. The
studies in New York City and Philadelphia, mentioned previously,
revealed that 30% to 40% of all welfare checks reported "lost or
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stolen" were subsequently cashed by forgers. The annual loss in
both cities from this kind of fraud reaches multimillion dollar

proportions.
Welfare Fraud

Our surveys have shown that, due to the lack of identification
standards for welfare recipients, neither Federal nor state agencies
have a very good idea who is receiving almost $37 billion per year
in public assistance and Social Security payments. (See Appendix Al.)
We have, therefore, no way to accurately estimate the scope of multiple
collection of benefits by individuals using several identities. In
fact, several welfare officials have admitted that there is no organized
procedure for detecting such fraud; however, we have noted that in-
stitution of a photo ID program for welfare recipients in New York
City in 1973 resulted in the closing of about 3,000 cases of in-
eligibility.[47]

per year, which represented about 0.6% of all New York City assistance

These closings produced a saving of $7.2 million

payments for FY 1974, It seems likely that a large portion of these
cases represented multiple payments, since the only major change in

procedure was the issuance of a photo ID to recipients.

Although many attempts at false identification fraud may have
been discouraged by the photo ID program, the problem has not been
eliminated. For example, after the Queens County (New York City)
District Attorney found several cases of multiple applications for
benefits under false names in a single welfare center, he declared
in early 1975 that this type of fraud is "...the most serious problem
faced in the administration of Public Assistance and one for which

there are no present adequate safeguards...".[48]
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Cashing stolen or forged welfare checks is a major problem for
which the FACFI has also received data from the Philadelphia and
New York City studies. Before a determined effort was made in 1974
to reduce mailing of welfare checks, an average of 10,000 replace-
ments for checks reported lost or stolen were issued each month in
Philadelphia alone.[49]

stolen were subsequently forged, resulting in an annual loss of approxi-

About 41% of the checks reported lost or

mately $4.8 million. This figure represents about 167 of the total
public welfare budget in Philadelphia for the year 1972.[50]

In New York City, over 30% of checks for which replacements

[51] The total

were issued were subsequently cashed fraudulently.
value of checks replaced in the year ending October 1973 was $28 million;
therefore, losses through fraud amounted to at least $8.4 million for
the year, which represents approximately 0.7% of total welfare pay-
ments in New York City for FY 1974. The acceptor of a forged check,
rather than the issuer, is legally responsible for the loss; in
practice, however, the process of recovery for welfare check losses

is so slow and uncertain that the taxpayers, in fact, absorb most of

the losses.

The food stamp program has expanded from modest beginnings to
the point now where it encompasses 19.1 million recipients and a
payment level of $5.2 billion per year. This program as presently

structured provides a disincentive to investigation and prosecu-

tion of fraud in that such costs must be covered by the participat-
ing state, while all funds recovered must be returned to the Federal
government. Not surprisingly, then, our data on false identification
fraud in the food stamp program has been sparse. However, where
local investigations have been pursued, significant evidence of

false identification fraud has been uncovered. In North Pulaski
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County, Arkansas, which includes only 2.5% of all Arkansas food
stamp cases, 57 cases of false identification fraud were recorded in
one year.[szl These cases carried a loss of nearly $19,000 in
Federal funds, or about 2% of all food stamp funds expended in the

county.

The sparseness of the data that has been received on false iden-
tification fraud in the area of welfare does not permit an accurate
assessment of the national impact of this crime; however, the paucity
of data does not mean that the problem is insignificant. False
identification fraud has been discovered in significant proportions
(1% to 2% of the total payments) in every jurisdiction where it has
been seriously investigated. Even these percentage estimates may be
quite low, since only the least sophisticated methods of false ID
fraud were uncovered in the investigations. The only characteristic
unique to those localities that have reported a significant incidence
of false identification fraud in welfare programs is the existence of
an investigation of such fraud. We conclude, therefore, that the
primary reason for the lack of data on false identification fraud in
welfare programs nationwide is that this fraud has been generally

unrecognized or ignored.

Periodic audits of federally-sponsored welfare programs by state
agencies and the Federal government are required by law. These
audits are based on actual cases selected at random and in sufficient
numbers to be a statistically valid sample of the total caseload. The
audits involve a careful review and investigation of the selected
cases. One would suppose, therefore, that these audits would be a
fertile and valid source of data on the prevalence of all types of
welfare fraud, including false ID fraud. Unfortunately, this is not

the case; the audit data is virtually useless in determing the
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extent of fraud against government. Suspected fraud is not even
mentioned in these audits. The objective of the audits according to
instructions of the U.S. Department of Health, Education and Welfare
(and Department of Agriculture for the food stamp program) is merely
to determine "error rates" in the broad categories of ineligibility,
overpayment and underpayment, Ineligibility, which means that the
audited case should not have received any benefits, could be caused
by outright fraud on the part of the recipient or of agency personnel,
or simply a procedural error or an innocent mistake. Federal
auditors are required to report cases of suspected fraud to state
authorities for investigation and possible action; however, the audit
reports contain no data on the number of such referrals or any

assurance that they are made.

Action to recover public funds from welfare recipients who have
committed fraud is the sole responsibility of the state; however,
reports of such actions must be made to the Federal government. Those
reports show that states which have the highest numbers of ineligible
recipients are not necessarily trying to recover the lost funds; in
fact, the contrary is true. For example, a recent Federal audit of
the food stamp progtam[53] showed that 50% of the. cases audited in
Massachusetts were ineligible; this was the highest ineligibility
rate in the nation. Yet Massachusetts made no claims against food
stamp recipients in fiscal years 1973~1975! 1In contrast, Utah which
had one of the nation's lowest food stamp ineligibility rates at
3.1%, took action in 378 cases over the 1973-1975 period to recover

over $103,000 in overpayments from food stamp recipients.
We can only conclude that false identification fraud in welfare

programs, like other types of program abuse, is most prevalent where

there is the least effort to discover and punish it., We also find
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that such laxness is encouraged by the failure of Federal agencies to
provide effective ID standards for welfare recipients, and failure to
enumerate instances of suspected fraud uncovered in audits of state
welfare programs and to take action against states which make no effort
to deter such abuse.

Social Security Fraud

Social Security programs are responsible for the issuance of
over 100 million benefit checks each year, with a total value of
$13,7 billion in fiscal 1975. These programs include Retirement and
Survivors Insurance (RSI), Disability Income (DI), and Supplemental
Security Income (SSI), which provide monthly payments to beneficiaries.
An additional $9.2 billion in annual benefits, in the form of reim-
bursement of medical expenses, is provided under the Health Insurance
(HI) program, which includes Medicare. The reported instances of
fraud in all these programs has been remarkably low compared to the
immense level of payments and number of potential beneficiaries. In
1973, the latest year for which Social Security Administration

[54] are available, a total of 3,762 potential fraud cases

figures
of all types were detected in both RSI and DI programs. Of these
cases, 743 or 207 involved falsification of identity, age, or
relationship to a covered wage earner, or illegal multiple entitle-
ment. Since documentary evidence must be presented to establish
entitlement to benefits, we would classify these as false identifica-
tion fraud cases. A majority of the suspected fraud cases were
cleared following investigation or by agreement to repay the govern-—

ment for any overpayment.
The very low incidence of fraud detected in RSI and DI programs

may be explained by several factors. First, coverage under these

programs is established by prior payment into the system; in the
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case of RSI, coverage requires at least 10 years of prior payments.
Second, firm documentary evidence and an adjudication period are
required to establish entitlement. Third, the Social Security
Administration's Bureau of Data Processing has advanced capabilities
for record search and retrieval that make successful false ID fraud

more difficult.

The SSI program was instituted in 1973 to replace state welfare
programs for the elderly, blind and disabled. This program does not
require prior payment to establish entitlement, and thus might be
somewhat more attractive than the RSI or DI programs to persons
intent on fraud. However, no data on the incidence of suspected

fraud in the SSI program is yet available.

The largest source of fraud loss in Social Security benefit
programs appears to result from the forgery of stolen benefit checks.
Social Security checks are stolen more frequently than any other type
of check issued by the U.S. Treasury.[55] The probable reason for
this fact is that they are regularly mailed to recipients each month.
Approximately 47,000 or 65% of the 72,500 forged Treasury checks
investigated by the Secret Service during 1975 were Social Security
checks. These forgeries of Social Security checks involved a loss

to the government of approximately $10 million.
OTHER CRIMINAL ACTIVITY

The foregoing examples illustrate major categories of crimes
where the criminal's success is dependent in large measure on the
ease with which he can obtain false identification documents; how-
ever, the usefulness of false IDs has not been lost on the common

criminal engaging in crimes of a lesser scope.
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A citizen is most often victimized by the use of false creden-
tials when a criminal tries to gain access to his home, business, or
confidence. In large cities, legitimate servicemen and utility
company employees often find it difficult to do their job because
of the widespread fear of imposters gaining access to homes and
apartments using a false ID. Police departments are particularly
concerned about the growing use of false police IDs by criminals.
Incidents involving police impersonators in New York City totalled
1,358 in 1974, an increase of 88% over 1973,[29] while arrests (268)
for this crime increased by only 23% over the same period.

Individuals may also be victimized directly by "confidence men,"
Investigations conducted in 1974 by the Washington, D.C. Metropolitan
Police showed that a false ID was a factor in 50% of the 876 fraud
complaints handled. The average fraud complaint involved a loss of
about $380.[43]
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SECTION 5

FALSE IDENTIFICATION AND THE LAW

Most identification documents are issued and regulated solely
by the states. Federal statutes come into effect only when the
criminal applies for a passport or draft card. By this time, the
criminal often has built up such a variety of state-issued documents
that false identification is hard to detect. Because Federal
statutes regulate only those documents issued by the Federal
government, and states regulate only documents that they issue,
there remains a substantial gap between these jurisdictions, a gap

that permits interstate commerce in these documents.

Although the problems inherent in regulating false identification
are different at the state and Federal levels, and are discussed
separately below, there are some general problem areas that are common
to both. At either level, even where statutes are specific and well-
written, prosecutors usually place a low priority on prosecution of
false ID cases. This is due to a great extent to a lack of awareness
of the potential seriousness of the crime; altering a document does
not look nearly as serious as a murder or rape case —— until one
realizes that the use of false IDs is what keeps many major crimes

unsolved and their perpetrators free and "hidden."

In those cases where prosecution does take place, penalties for
false statement often only requires revocation of the license, and
simple civil fines are imposed in others. Yet in some cases,
penalties are sufficient or even excessive. This lack of uniform-
ity in sentencing decreases any deterrent effect that could be

possible if more consistent penalties were provided.
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On the other hand, many documents that are used for identifica-
tion purposes and to obtain other documents are not regulated at all.
Neither the Federal government nor any of the states investigated in
the FACFI survey have laws regulating privately-issued documents.
Such private ID cards can be used to purchase firearms or dangerous

drugs that are not traceable to the real purchaser.

The FACFI has investigated Federal and state legislation on
false identification and evaluated the strengths and weaknesses of
both. Using a computer, the legal staff of the Committee, conducted
a survey of all applicable Federal statutes and annotations (in-
cluded as Appendix E3). This survey uncovered about 400 relevant
citations and annotations. A manual review of the citations
eliminated about half because they dealt with subjects outside the
scope of the Committee. Additional manual research using indexes
and cross references revealed several other citations that had not
been found in the computer run but which were related to the work
of the FACFI. Even with both the computer and manual search for
relevant statutes, there is no assurance that all the statutes were
uncovered; however, it is safe to assume that the research uncovered
all major statutes and at least a representative sampling of the
rest. We did not attempt to review the Code of Federal Regulations
(C.F.R.) or any internal agency regulations.

At the state level, the staff took a sampling of five states
selected from different geographical regions with different densities
of population. New York, California, Illinois, Mississippi, and
Nebraska were chosen to assist us in determining the range and
effectiveness of state laws on false identification. In additionm,
we examined legislation recently passed in Nevada and North Carolina

that deals comprehensively with the possession and use of false IDs.
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At the local level, some counties and cities have ordinances
dealing with various facets of the problem; however, these ordin-
ances vary to such a degree that a general survey would not be prac-
tical at this time. In areas where both local ordinances and state
statutes exist, the state statutes generally take precedence. 1In
other areas, it is doubtful that local statutes could fill the gaps
in state legislation.

FEDERAL LEGISLATION

The Federal government does not collect and maintain the kind
of information that is necessary to verify a person's identity from
birth., Only the states have that information. The government is,
therefore, totally dependent on state documents and information over
which it has no control in any verification process for federally-
issued documents. When Federal statutes do regulate specific docu-
ments such as the Social Security card, loopholes render the statutes
ineffective. The difficulty of establishing effective legislation

at the Federal level can be categorized into four general areas:

e Federal dependence on state identification documents

and information.
e Problems with the statutes themselves.
e Jurisdictional gaps between Federal and state statutes.
e Enforcement and prosecution problems,

These problems are interrelated; a solution in one area will not

be totally effective without corresponding improvements in all areas.
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Federal Dependence on State Identification Documents and Information

Most documents that are commonly used for identification are
issued by the state (except for such documents as the passport, draft
card, Social Security card, and alien registration card). If a criminal
wants to establish a false identity he starts with state-issued documents
(birth certificate, driver's license, etc.) and moves on to obtain
federally-issued documents only if they are necessary. (Usually
the Social Security card is the only federally-issued document
needed to establish an identity, unless it is necessary to leave
the country.) These state documents are relatively easy to obtain
in a false name and are beyond the reach of Federal regulationms,
which makes enforcement of Federal laws difficult. Many times when
a criminal first applies for a Federal document other than the
Social Security number, he has more proof of his false identity
than the average citizen has of his true identity. Even if the
Federal government were to put stringent identity verification
standards into effect for all Federal documents, this verification
must eventually be based on a state document or state information

over which the Federal government has no control.

Weaknesses in the Federal Statutes

Generally, Federal statutes that regulate the fraudulent
obtaining, producing, transferring, or using of specific federally-
issued documents are comprehensive and potentially effective.
However, if the possession of these documents were also included
as a crime, the statutes would, by impacting on the criminal at
an earlier stage of his establishing a false identity, be strength-

ened.
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There are no laws at all in the one area where the Federal
government has jurisdiction and control over a document of funda-
mental importance in establishing a false identity. There are no
penalties for the false application for or use or counterfeiting of the
Social Security card or number, except in an application for Social Security
benefits. The Social Security card is the only Federal document
that is issued early in an individual's life that is required in
the application phase for many state identification documents.
Currently, though application procedures have been tightened

somewhat, there are no effective safeguards or penalties in this

area.

Coordination Between State and Federal Statutes

Current Federal legislation deals with the subject of false
IDs only as it applies directly to Federal documents. The law
forbids the counterfeit reproduction of government documents,
seals, official signatures; impersonation of Federal employees,
officers, or other officials or agents of the government; and
making false statements on any application form or making other
false use of any federally~issued document. State legislation
covers about the same areas except their laws only cover documents

issued at the state level.

There are no Federal laws dealing with interstate commerce
in false identification documents, the use of the mails to transfer
these documents, the counterfeit reproduction of the official
documents of one state in another state, or out-of-state appli-
cation by mail for another person's birth certificate for fraud-
ulent purposes. Such lack of regulation allows the criminal use
of false IDs to prosper and the suppliers of such IDs to go

unpunished.
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Problems of Enforcement and Prosecution

Federal laws on false identification as written are diffi-
cult to enforce, and unenforced laws are virtually useless.
Because in most cases the possession of a fraudulent identification
document is not a crime, there must be evidence of a false appli-
cation or fraudulent use before a successful prosecution is
possible. Often a false identification charge is dropped in
favor of prosecution of the substantive crime involving the fraud-
ulent use, such as bank robbery. As we stated previously, the main
problem with enforcement is not only with the laws themselves, but
also with the priorities prosecutors assign. There is a lack of
awareness by investigators and prosecutors of the seriousness of

the false ID problem.

STATE LEGISLATION

The primary thrust of state legislation is prohibitive not
preventive. Criminal penalties are invoked upon fraudulent use
of a false ID not the mere possession of fraudulent identification
documents. Laws are totally inoperative until the criminal, in his
new identity, commits a crime. By this time it is often too late.

The criminal has assumed another identity and disappeared.

In most states there is no comprehensive law against estab-

lishing a fraudulent identity,
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Laws that regulate specific documents, such as the birth certifi-
cate, are not comprehensive enough to allow effective enforcement.

They do not, for example, make reference to all of the following:

e Illegal manufacture
e Sale

e Possession

e Alteration

e Transferring

e Transporting

e Advertising for sale

e Obtaining

e Receiving

e Use or display

e Use after expiration, suspension, or revocation

e False or misleading statements or use of false documents

in an application for such documents.

Without this degree of comprehensiveness, criminals can use and

supply others with false IDs without fear of prosecution.

State legislation on false ID use falls into three general

areas, legislation dealing with:
e Specific documents,
e False personation, or

) Commercial fraud.

Each of these areas has different loopholes and different strengths.
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Specific Documents

The most fundamental ID is the birth certificate. Possession of
this document is the starting point for building a new identity.
Most states have some laws regulating access to and fraudulent use of
birth certificates and certified copies of them; however, these laws
are full of loopholes. Though it is illegal in many states to fraud-
ulently alter or use a birth certificate in another person's name, it
is not illegal in any of the five states surveyed to possess an altered,

forged or counterfeit birth certificate or to apply for a genuine birth

certificate in another person's name.

Although the laws regulating the application for and use of the
driver's license as an identification document are generally adequate
in all five survey states, verification of the applicant's identity
at the time of application is either inadequate or nonexistent.

Other state-~issued identification documents include: fishing and
gaming licenses, professional licenses, identification cards for
state employees and charitable fund raisers, and in some states
welfare recipient or food stamp identification cards. Statutes
relating to their use vary considerably in form and content, but
none are totally effective., 1In fact, the regulations for these
documents are generally limited to preventing fraudulent use for
the purpose for which they were issued. Furthermore, many of
these statutes only require revocation of the license for false
statements on the application form. Other penalties are usually

misdemeanors.
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False Personation

In some states there are no laws making it illegal to imper-
sonate a private citizen, even for fraudulent purposes. In other
states it is illegal to impersonate private citizens with the in-
tent to defraud that person or a third party. This still does
not eliminate the use of false personation for other purposes
such as to elude law enforcement officers, to enter the country

illegally, or to apply for another ID.

All of the states surveyed have statutes that make it ille-
gal to impersonate certain public officials and professional
people in their public or professional capacity. This protection
does not carry over into their private lives. Policemen, fire-
men, and other public officials, attorneys, doctors, and archi-
tects are all protected from impersonation in their public or

professional capacity only.

Commercial Fraud

There are two types of statutes in this category that are or
could be related to the use or possession of false identification.

These are:

. The counterfeiting-forgery statutes, which are primarily
designed to prevent a person from making or altering
instruments which transfer money, property or some
other right or obligation. They have not been specifi-
cally directed at the fraudulent making or altering of

identification documents.
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e Deceptive practices or fraud statutes, which are con-
cerned with the fraudulent use of credit cards and
checks, Although these statutes may be effective in
these limited areas, there is a definite need for
credit card and check 1ssuers and receivers to make
more extensive identity verification prior to issuing or
accepting a card or check. These statutes also neglect to
penalize the use of false identification or financial

documents in applicationms.

Preventive Legislation in Nevada and North Carolina

On March 26, 1975, Nevada enacted legislation* that outlawed
the possession, sale, or transfer of any document "for the purpose
of establishing a false status, occupation, membership, license
or identity for himself or any other person." The penalties for
the sale or transfer of such documents are felonies, while posses-

sion is a misdemeanor.

On the same date Nevada passed strict laws preventing the
obtaining, possession or fraudulent use of another person's birth
certificate. Possession without lawful authority is a misdemeanor.
Use of a birth certificate in the commission of a felony is a
separate felony. Unlawful possession 1s a separate offense from

unlawful use of a birth certificate.

North Carolina has recently enacted legislation that deals
only with fraudulent use or application for birth certificates.
It does contain a provision that Nevada's law does not -- forbid-
ding the use of birth certificates obtained in other states from
being used fraudulently in the State of North Carolina.

* Appendix A, p. 159.
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LEGAL CHANGE OF IDENTITY

Many states recognize the common law right of any person to
change his name without formal legal proceedings. The tradition
is an old and venerable one. As early as 1811 a Massachusetts

Court said:

As to the fact of this parish having used several names
in its public proceedings, we know not why corporations [56]
may not be known by several names, as well as individuals,

A joint decision of the Attorney General and the Secretary of State
of Massachusetts dated December 5, 1975, is even more explicit:

It has always been the law of this Commonwealth that any
individual, male or female, has the right to choose and
from time to time change his or her name. This right is
not contained in any statute or other codified form.
Rather it is a common law right which the courts have
consistently recognized so long as he or she has no
intent to defraud anyone by the use of such name.
Although it is common practice for a person wishing

to change his or her name to present a Petition for
Change of Name to a court and obtain a court order
changing his or her name, such a court order is not
required by law. A person may change his or her [57]
name simply by using another name. (emphasis added)

Some jurisdictions, however, while permitting the use of a new
name, do not give that name legal effect until the proper forms are
filed in a court of law. This implies that in some jurisdictioms
other than Massachusetts which recognize the right of a person to
change his name, there still may be grounds for refusing him or her

state-~issued documents in the new name without a court order. Other
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states, including California, provide a form by which a person can
inform the state of intent to change his name. By filling out
this form (under penalty of perjury for a false statement), the

individual can obtain a new name on any official state document.
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SECTION 6

APPROACH TO FINDING SOLUTIONS

In adopting a formal procedure for evaluating and publicly review-
ing proposed solutions to false identification problems, we considered

three major criteria:

1) The national problem of false identification demands
a set of imaginative solutions that can be applied
cooperatively and comprehensively at local, state
and Federal levels and in the commercial and private
sectors.

2) Personal identification is a sensitive area in
which restrictions and regulations should be pro-
posed with great care, and should increase, not

decrease, personal privacy.

3) Any set of proposals having an impact on the general
public should be subjected to public examination and
comment at all stages of their formulation.

Ideas for potential solutions were obtained principally

from suggestions contained in Task Force reports prepared by

the Committee's five Task Forces. These suggestions were

supplemented with proposals described in testimony before
Congress, and with suggestions made by individual FACFI members,

staff representatives, and public observers. The FACFI staff then
identified and considered approximately 150 such suggestions. After
consolidation of related suggestions and the elimination of those
ideas that were clearly ineffective, technically infeasible, or
only marginally related to problems of false identification, more

than 50 preliminary proposals still remained for consideration by
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the FACFI membership and public observers. (Preliminary proposals
considered by the FACFI, together with evaluations and comments,

are further discussed in Appendix B of this report.

In order to provide a uniform basis for discussion of these
proposals, we devised standard formats for presentation and evalua-
tion of preliminary solutions. Illustrations of these formats are
given in Figure 6 and Figure 7, respectively. The presentation of
each proposal included a title, the major problem areas affected
by the proposed solution, necessary background information, a
description of how the solution would work and a rough indication
of cost and impact on the public. Also included in the solution
presentation were sample arguments that could be raised in favor of
the proposal and against it, the measures that would be required to
implement the proposal, and possible legal questions raised by the
proposal. The standard evaluation format listed a set of evalua-

tion criteria and called for comments and suggested revisions.

Respondents were asked to rate each proposed solution on its
effectiveness in reducing the use of false identification and also
in combating the illegal activity in which false IDs are used.

For example, a respondent could decide that a certain proposal might
be quite effective in reducing the use of false ID by illegal

aliens but would have little effect on the general problem of

illegal immigation. This evaluation might ultimately result in

the respondent's decision that the proposal should not be recommended.
Other criteria against which all proposals were rated included the
potential impact on the structure and procedures of public and
private organizations affected by the proposal, and the effect on
public and private convenience and privacy. They also evaluated the

cost effectiveness of each proposal.
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Proposed Solution No. 1
Major Problem Area: Misuse of Birth Certificate
Minor Problem Areas: None

Title: Limit access to vital statistics files

Description: Certain states maintain "open files" of birth certificates,
in which unauthorized individuals are able to obtain birth certificates
of any person they choose. This is not only an invasion of privacy,

but also gives rise to an offense known as "IDI" (infant death identity),
in which the birth certificate of a dead infant is obtained and later
used to apply for driver's licenses and other documents in the assumed
false identity, with or without alteration of certain vital information.
The IDI method has been a problem in Florida where over a hundred cases
of this offense have been documented. Florida recently closed all its
files to persons other than those having a specific need to obtain

their birth certificate (or someone else's, for a legitimate purpose).
This appears to have cut down the problem of IDI.

At this time, over 40 states restrict access to their vital sta-
tistics files, prohibiting browsing through files except by authorized
officials who are seeking a specific birth certificate for a requestor,
The suggestion is that the few remaining states be requested to adopt
similar restrictions in the interest of citizen privacy and crime
prevention.

Arguments For:
1. Limits the possibility of IDI.
2. Conforms to the Model Vital Statistics Act. Section 26A of the
Model State Vital Statistics Act states, "It shall be unlawful
for any person to permit inspection of, or to disclose information
contained in vital statistics records, or to copy or issue a copy
of all or part of any such record except as authorized by regulation."
3. Cost is low.
4, Impact on public and current procedures is low.
Arguments Against:

1. Mail applications are not addressed specifically by this solution.

2. Information required for perpetration of IDI can still be obtained
from old newspaper records.

Action Required: State pass regulations conforming to the Model
Vital Statistics Act, such as Florida has done.

Legal Questions: None, since Model Vital Statistics Act is accepted
as the guideline for such state legislation.

Figure 6. Example of Presentation of a Preliminary Proposal
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EVALUATION FORM

SOLUTION # PRIMARY AREA:
SECONDARY AREAS:
TITLE: N
INEFFECTIVE FAIR
1. Reduction in incidences of 01 2 3 4 5 6

use of false identification

INEFFECTIVE FAIR

2, Reduction in (specific to 01 2 3 4 5 6
problem area)
POOR MODERATE
3. Increased ability to detect 01 2 3 4 5 6
use of false identification
POOR MODERATE
4, Increased ability to 01 2 3 4 5 6

(specific to problem area)

UNDERSIRABLE NEUTRAL

5. Impact on structure of 01 2 3 4 5 6
agencies and organizations

HINDRANCE NEUTRAL

6. Effect on normal procedures 01 2 3 4 5 6
of these organizations

ANNOYING NEUTRAL

7. Effect on Public Convenience 01 2 3 4 5 6

INVASION NEUTRAL
8. Effect on Public Privacy/ 01 2 3 4 5 6
Rights
LOW MODERATE
9. Cost Effectiveness 01 2 3 4 5 6
POOR FAIR
0. Overall Evaluation of 01 2 3 4 5 6
Solution

Comments:

7

7

7

7

7

7

7

7

7

EFFECTIVE

8 9 10

EFFECTIVE

8 9 10

EXCELLENT

8 9 10

EXCELLENT

8 9 10

DESIRABLE

8 9 10

HELP

8 9 10

DESIRABLE
8 9 10
ENHANCEMENT

8 9 10

HIGH
8 9 10
EXCELLENT

8 9 10

Figure 7. Format For Evaluation of Preliminary Proposal
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Respondents rated the attributes of each solution with respect
to each criterion on a zero-to-ten scale. For example, the zero end
of the scale for the "public privacy" rating represented a serious
invasion of privacy, while a "10" indicated a significant improve-
ment of privacy protection over the present situation; a "5" rating
in this case indicated no impact on privacy in either direction. In
addition to these numerical ratings, the Committee asked respondents
to give an overall evaluation of each proposal, indicating their
individual decision on whether the proposal should be 'recommended",

"revised" in accordance with comments, or "rejected" as an unaccept-

able

Proposed solutions included a broad range of suggestions involv-
ing legislative, technical, and procedural changes. Also included in
every problem area was the option not to recommend any official
action, on the grounds that.the problem does not justify additional
action or that actions being taken independent of FACFI will deal

adequately with the problem.

The FACFI distributed all proposals for solutions at their monthly
public meetings, which were announced in advanced in the Federal
Register and by mail to FACFI members, representatives of the press,
and privacy advocates. We solicited additional suggestions for solu-
tions at all public meetings; a number of proposals were received as
a result of these solicitations and were drawn up and evaluated in

the same manner as the original set of proposals.

The recommendations of the FACFI grew from these individual
evaluations of the proposed solutions. The evaluations were given
no official status, but we used them to compile comments, suggestions

for modification, and to identify strong and weak points of each
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proposal. The formal evaluation procedure also permitted the iden-
tification of proposals that were generally favored, universally dis-

liked, highly controversial, or seriously in need of modificationmn.

Actions on proposed solutions were taken only at the public meet-
ings of the FACFI. Proposals that appeared to have a special impact
on government payments, commercial transactions, fugitives, Federal
government documents, or state and local government documents were
referred to the appropriate Task Force for a recommendation to the
Plenary Session. Action on each proposal was then taken in the
Plenary Session by consensus of everyone present (including visitors).
The FACFI leadership preferred consensus actions to voting by organiza-
tions represented on the Committee. We considered that the public
and governmental consensus required to implement FACFI recommendations
would be difficult to obtain if consensus could not be reached within

the FACFI itself.

The Committee ultimately approved or rejected all proposals for
solution of false identification problems (some solutions were
retained for a time to permit further study by Task Forces or staff).
The approved solutions were included in draft recommendations that

[58]

we released through the Federal Register for public distribu-

tion and comment prior to final approval by the Committee. The deci-
sion to reject a given proposal did not necessarily imply FACFI dis-
approval of the suggested solution. In many cases, the decision to
reject a proposal simply reflected a belief that a FACFI recommendation
was inappropriate because the relation of the proposal to false ID
problems was too tenuous. In other cases, it was determined that a
potential solution was already being implemented on a sufficient

enough scale that a FACFI recommendation would be superfluous.
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SECTION 7

RECOMMENDATIONS APPLIED TO MAJOR PROBLEM AREAS

In our summary of the scope of the national problem of false
identification, we identified several areas in which the use of false
IDs has significant impact. These major problem areas include
drug smuggling, illegal immigration, fugitives from justice, fraud
against business, and fraud against government. In many cases, false
ID use in such crimes begins with the abuse of a birth certificate,
then a state driver's license, which are then used as "breeder" docu-
ments to obtain other IDs. In this section we present the recommenda-
tions of the FACFI with respect to Federal and state legislation,
the issuance of birth certificates and driver's licenses, as well
as recommendations with respect to each of the major problem areas.
At the end of each recommendation, when applicable, we have given
the designated number of the committee's preliminary proposal in that

area (see Figure 6 and Appendix B).

Before these recommendations are considered, however, we wish to
capsule our thinking on a broader, more all-encompassing solution --
adoption of a national identification document. We discuss the con-
cept of a national ID in order to present the reasons why such a
document (or system) is not recommended by the FACFI as a solution

to false identification problems.
REJECTION OF A NATIONAL IDENTIFICATION DOCUMENT

The concept of a uniform personal identification document, to

be issued and secured by Federal or state government, has occasionally
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been proposed as a sweeping solution to the problems of false iden-
fication. National IDs are in fact used by a number of nations with
democratic traditions as well as those under other forms of govern-
ment. (See "A Survey of Foreign National Systems for Personal Iden-
tification," Appendix C4.) The FACFI considered it necessary and
advisable to study the national ID concept as carefully and rationally
as possible in order to illuminate the advantages and problems in-

herent in such an approach.

Three different approaches to a system of uniform personal iden-
tification were described in preliminary proposals submitted for
evaluation by FACFI members. (Listed in Appendix B as Preliminary
Proposals 54, 3, and 11.) One such approach proposed a federally-
issued document designed specifically for personal identification
within the U.S. This document would be available to citizens on a
voluntary basis and would incorporate application procedures and
security features similar to those used in the U.S. passport. The
second suggestion envisioned a complete national identification
system in which citizens would be registered at birth. This
proposal included an automated verification system -- a data base
containing only identity information -- that could be accessed only
by the registered individual to verify his identity to government
agencies. The third proposal suggested the use of present state
driver's licenses (and "non-driver' state IDs) as recognized and
required personal identification. Application for such a document
would be required of all citizens at age 16. Safeguards against
counterfeiting, alteration, and use by imposters would have to be

included in all such state documents.

Arguments can be brought to bear in favor of and against
all these proposals. Arguments in favor of a single standardized

type of ID include beliefs that:
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e Such a document could be more easily recognized,

controlled and protected against abuse.

e Document systems that include everybody would

thereby be "foolproof".

® Government has an obligation to provide a reliable
means of personal identification for public and

private transactions among its citizens.

Arguments against a standardized national ID included beliefs that

such documentation is in opposition to American tradition and would
represent an invasion of personal privacy, and that data required for
citizen identification could be abused by government or private

interests.

It is certain that any new system designed to verify and store
identity information on over 200 million people would be extremely
expensive and require a major national effort. It is highly prob-
able that proposals for such a system would be opposed politically.
If such a system were implemented despite these difficulties, it
would be subject to defeat by imposters or counterfeiters taking
advantage of careless inspection of documents or through corruption
of officials. Occasional errors would also occur in such a system
that could adversely affect innocent people. Organized crime would
take advantage of any national ID system because of the presumption

of validity surrounding such a large system. Criminals could reap

benefits far greater than they obtain under the current multi-faceted

system of identification.
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The FACFI therefore strongly opposes any new type of state,

or local government-issued ID intended to supersede existing docu-

ments. In short, FACFI opposes any so called "National ID card."

The FACFI instead recommends that the security of existing

state document systems be increased, particularly for breeder docu-
ments such as the birth certificate and the driver's license. Secu-
rity must be increased both in the application phase (during which
documents are issued) and in the use phase (when the documents are

used).

Thus, the goals of FACFI's recommended Federal actions are to in-
sure the increased security and privacy of existing state identifica-
tion documents in state, interstate, and Federal transactions, and to
insure swift prosecution of criminals who obtain and use false IDs.

The following recommendations are designed to accomplish these goals.
RIGHT TO PRIVACY

The FACFI finds that the criminal use of false identification
often invades personal privacy; that innocent citizens are victimized
when their good names and credit are used in criminal transactions;
and that the protection of personal privacy is an essential right,
fully consistent with sound law enforcement efforts to reduce false

identification crimes.

The FACFI therefore recommends that individual privacy rights

be given the fullest consideration in the formulation and implemen-
tation of the following legislative and administrative proposals

to counter the criminal use of false identification.
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FEDERAL LEGISLATION

The FACFI finds that although there are approximately 350
Federal statutes relating to false identification, false application
and related subjects (see Appendix E3), Federal laws are ineffective

in deterring false identification crimes because:

e Most identification documents are issued and regulated solely
by the states; Federal statutes only come into play when the

criminal applies for a federally-issued document such as a

passport.

e The Federal government does not collect and maintain informa-
tion to verify a person's identity; only the states have that

information.

e There are loopholes in some of the Federal statutes regulating

specific documents such as the Social Security card.

. Even where Federal statutes are specific and well drafted,

enforcement and prosecution are often given low priority.
° In some cases, penalties for false statements on
applications are sufficient. Other statutes require

only revocation of licenses.

The FACFI therefore recommends that:

a. S. 2131 (see Section 10) Introduced in the
94th Congress be enacted. S.2131 would close most existing
loopholes in Federal legislation dealing with false identi-

fication.
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b. Federal false identification statutes be enforced with re-
newed vigor by prosecutors, and that judges be made aware
of the importance of false identification crimes so that
sentences may more accurately reflect the seriousness of

these crimes.

STATE LEGISLATION

The FACFI finds that the primary thrust of state statutes
dealing with false identification is prohibitive, not preventive, and

are ineffective because:

[ In most states there is no comprehensive law against

establishing a fraudulent identity.

o State laws governing the issuance of certified copies
of birth certificates and access to such records do not
adequately protect the public's right to privacy because
certified copies are freely (though unknowingly) handed

to criminals.

° The problem is national in scope, yet states are powerless

to protect any but their own identification documents.

o The wide variety in document format and authenticating

seals encourages the passing of counterfeit documents.
e Laws regulating specific documents, such as the birth

certificate, are not comprehensive enough to allow effective

enforcement.
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e Many documents that can be used for identification
purposes or to obtain other documents are not regu-

lated at all.

. In most states, a citizen has the common law right to
change his or her name without any formal legal pro-
ceedings; in these states it is more difficult for
prosecutors to prove fraudulent intent to violate

false ID laws.

The FACFI therefore recommends that:

a. States enact Model State Legislation proposed by the Committee
entitled The Identity Protection Act. (See Section 9)

b. States enact the most recent amendments to the Model State
Vital Statistics Act that are designed to protect the in-
tegrity of the birth certificate issuing systems. These
amendments also upgrade criminal penalties for false iden-

tification crimes. (See Section 9 and Appendix Cl)
c. State educational programs be established to facilitate
implementation of the Model Identity Protection Act and

the Model State Vital Statistics Act and to assist officials

in improving methods of document fraud detection.

BIRTH CERTIFICATE

The FACFI finds that certified copies of birth certificates

have frequently been abused by imposters and counterfeiters because:

e Unsigned requests by mail for such documents are

usually honored.
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The birth certificates of deceased persons are not

for "browsing" by persons seeking false identification.

Many vital records offices are autonomous, which results

in a wide variety of the formats, seals, and safeguards

Fraudulent application be discouraged by use of state-
issued standard application forms requiring the appli-
cant's signature, justification for request, and items

of personal history not generally available to imposters.

.
usually so designated.
® Records of deaths and births in many states are open
® Minimum standards are not available for issuance
security and document security of birth certifica-
tions.
o
provided for certificatioms.
e Information on the abuse of birth certificates is
often not given to the proper state authorities.
® Abuse of birth certificates is not sufficiently
covered by legislation at either the state or
Federal level.
The FACFI therefore recommends that:
a.
(Solution #58)
b.

A system be implemented for intrastate and interstate
matching of birth and death records, such that the
fact of death is noted on the birth certificates of
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e,

all persons aged 55 years or less at the time of

death. (Solution #5)

State laws to protect individual privacy by limiting
public access to birth and death records be enacted

in all states lacking such legislation. (Solution #1)

Minimum standards for identification of applicants
for birth certification, and for security of certified

copies against theft, alteration and counterfeiting be

drafted for adoption by state legislatures. (Solution #2)

Federal agencies that require personal identification
in application for privileges or benefits accept as
primary evidence of age and place of birth only those
U.S. birth certifications issued by a state or

state-controlled records office. (Solution #47)

Formal notification of the abuse of a birth certi-
fication be given by state and Federal law enforce-
ment agencies to the appropriate state registry
officials. The information exchange might be facili-
tated through the establishment of a national clear-

inghouse for false ID information. (Solution #10)

Wherever practical, requests for birth certificates
be retained by the issuing office to assist in the
detection and tracing of fraudulent requests.
(Solution #7)

Appropriate state and Federal legislation be enacted

to prohibit the possession, sale, and transfer of
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DRIVER'S
The

state ID
"feiting,

The

birth certifications for the purpose of establishing
a false identification. (Solution #4)

LICENSE

FACFI finds that state driver's licenses (and '"non-driver"
or "age-of-majority" cards) are frequently abused by counter-

imposture, or fraudulent application because:

They are used as personal ID for commercial trans-
actions and dealings with government agencies
although this use was not intended by issuing
authorities.

The security of issuance procedures and of the

document itself varies widely among the states.

State documents are not sufficiently protected by

Federal legislation against interstate abuse.

FACFI therefore recommends that:

The state-issued driver's license (or state-issued ID)
be recognized under law as the primary form of personal
ID for use in commerce and in general transactions be-

tween individuals and government. (Solution #11 Revised)

Guidelines be drafted by the Federal government pro-
viding minimum standards for identification of appli-
cants for original, replacement, or interstate ex-—

change of state IDs, and for security of state IDs
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against counterfeiting, alteration, and use by

imposters. (Solution #11 Revised)

c. Voluntary compliance by all states with these guide-
lines be encouraged by appropriate awards and/or

sanctions. (Solution #11 Revised)

d. An analysis and implementation plan for improvement
in the security of state ID systems (see Appendices
D1 through D3) be developed by the Law Enforcement Assis-
tance Administration (LEAA) for consideration by the
states. (Solution #12)

e. Federal legislation be enacted to prohibit counter-
feiting in any state of personal IDs issued by any
other state, and to prohibit use of the mails to
assist fraudulent application for state IDs.
(Solution #4)

f. Federal legislation be enacted to allow all states

to use the Social Security number on their driver's
licenses in other records.

DRUG SMUGGLING

The FACFI finds that smuggling of narcotics and other dangerous

drugs by criminal organizations is aided materially be extensive use

of false U.S. and foreign passports and other false documents.

The FACFI therefore recommends that:

a. Birth certificates and state-issued IDs, as the primary
documents used in U.S. passport application procedures,

be secured in accordance with FACFI recommendations.
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b. Federal agencies concerned with the activities of drug
smugglers (including the Immigration and Naturalization
Service, Drug Enforcement Administration, Customs
Service, Passport Office, and Visa Office) provide
coordinated training programs for the detection of
false IDs used by smugglers and communicate frequently
with each other and state and local authorities on
the observed patterns of such false ID use.

(Solution #49)

c. Interpol be encouraged to coordinate international
law enforcement efforts in the detection of passport
and other document fraud.

ILLEGAL IMMIGRATION

The FACFI finds that illegal aliens frequently use false IDs

such as stolen or counterfeit immigration documents and border crossing

cards, and U.S. birth certificates and voter registration cards
obtained under false pretenses to enter and remain in the United

States. By obtaining Social Security accounts, they are able to

secure employment to which they are not entitled, made easier because

knowing employment of illegal aliens is not prohibited under Federal

law.

The FACFI therefore recommends that:

a. The Immigration and Naturalization Service (INS) be
provided with sufficient funds to develop and imple-
ment an improved system for registration of legal
aliens that will resist attempts at forgery, counter-
feiting, and use of INS documents by imposters.
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b. Birth certificates and secondary evidence of U.S.
citizenship be secured in accordance with the foregoing

FACFI recommendations.

c. Identification and citizenship of applicants for new
Social Security accounts be verified by stricter
evidentiary requirements or other appropriate means.
(Solution #43)

d., Federal legislation be enacted to counteract knowing

employment of illegal aliens. (Solution #17)
FUGITIVES FROM JUSTICE
The FACFI finds that dangerous fugitives are able to avoid
apprehension through the use of false identification, and that, when
arrested, they may be released before their identity and criminal

history is confirmed.

The FACFI therefore recommends that:

a. State and Federal document systems be protected from
abuse by fugitives through enactment of FACFI recom-
mendations for birth certificates and driver's

licenses.

b. Laws be enacted requiring verification of the
identity of all persons arrested, prior to their

release on bond. (Solution #22)

c. To meet such identification requirements without
endangering arrestees' rights, appropriate equipment
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be used for high-speed transmission of fingerprints
and other identifying data between local law enforce-

ment offices and state identification bureaus. (Solution #22)

FRAUD AGAINST BUSINESS

The FACFI finds that American business is subjected to

billion-dollar losses each year from false identification fraud

through forgery and counterfeiting of personal and corporate checks,

impersonation based on false or stolen credit cards, and negotiation

of lost or stolen securities.

The FACFI therefore recommends that:

The business community incorporate into its operations
measures to prevent false identification crimes; preserve
evidence of such crimes; prosecute those who commit them;

train employees in preventative measures; and assist the

public in understanding the need for these measures.

The business community make use of improved technological
safeguards against false ID fraud. (The general character-
istics of some of these safeguards are described in the
FACFI Staff Paper, "Automated Identification Technology,"
Appendix C2.) (Solution #24)

The business community participate in the increasing

development and use of electronic funds transfer
systems, which have the potential of reducing false ID

fraud by reducing the amount of negotiable paper in
circulation. The potential for privacy abuses and signi-

ficant false ID fraud via electronic manipulation must be

addressed in the design of such systems. (These systems
and their relationship to false ID fraud are described in

the FACFI Staff Paper, "Electronic Funds Transfer Systems

(EETS) - An overview,'" Appendix Cl.) (Solution #27)
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d . The security of driver's licenses and other state IDs,
which are widely used in commercial transactions, be

improved through implementation of FACFI recommendations.

FRAUD AGAINST GOVERNMENT

The FACFI finds that government programs such as public
assistance, food stamps, and Social Security are subjected to large
annual losses through false identification fraud, and that such fraud
results principally from the use of false IDs at application for
benefits, in welfare ID cards, and in the cashing of stolen benefit
and payroll checks.

The FACFI therefore recommends that:

a. The Federal govermment draft stricter uniform standards for
the identification of applicants for federally-sup-
ported or cost-shared public assistance programs.
( See Section 9 for this and following recommendations;
Solution #36)
b. Mailing of welfare and payroll checks to individuals
be superseded by mailing or direct deposit
to banks and thrift institutions, to the extent that
such depositing is beneficial and practical.
(Solution #25)
c. The identity of applicants for new Social Security
accounts be verified by stricter evidentiary require-
ments or other appropriate means. (Solution #43) And that
the Social Security card be made resistent to counterfeitng,
alteration and forgery.
d. Cooperative Federal programs be instituted for the

training of welfare and Social Security employees in
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techniques for-detection and reporting of the use of
false identification. (Solution #49)

e. The security of birth certificates and driver's
licenses, which are frequently used in application
for government payments, be improved through imple-

mentation of FACFI recommendations.
OTHER RECOMMENDATIONS
The FACFI finds that because false identification crimes are
often not detected until long after the crime has been committed,
many government agencies and commercial establishments are being

defrauded without their even being aware of the fact.

The FACFI therefore recommends that Federal, state and local

agencies and the commercial sector develop increased awareness of

the nature of false identification crimes, compile statistics on

those crimes that are committed within their organizations, and affir-
matively seek methods of preventing the commission of such crimes
both in the application state, when fraudulent applications are made,

and in the use stage, when false documents are used.

The FACFI finds that there is an almost total lack of meaning-
ful statistics concerning false identification crimes; there is
great reluctance by organizations to reveal these crimes even when
they are discovered; and that such failure to expose the criminal
use of false identification has contributed to the proliferation and

success of this criminal technique.
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The FACFI therefore recommends that Federal, state and local

law enforcement agencies together with commercial firms establish a
statistical base line by which to measure the increase or decrease

in false identification crimes and that other data on false identi=-
fication be compiled, including the type of crime, modus operandi,

and a profile of the user and the victim, The FACFI also recommends
that the FBI gather statistics relating to false identification crimes
and publish them in Uniform Crime Reports. Such statistical base lines
can then be used to measure the effectiveness of the countermeasures

recommended by the FACFI as they are being implemented.

The FACFI finds that a study of the means by which Federal,
state and local agencies obtain and use undercover documents for law
enforcement and intelligence purposes is outside of the charter of
the Committee and thus has not been explored; the Committee notes,
however, that some have questioned the adequacy of controls on obtain-

ing and using such documents.

The FACFI therefore recommends that: (1) government agencies

should not obtain or provide "alias identification" in violation of
any local, state, or Federal laws; and (2) recommends that agencies
review their laws, regulations and procedures for obtaining such cre=-
dentials to insure that they are lawfully obtained and that their use
is adequately controlled.

The FACFI finds it essential to obtain increased public recogni-
tion of the scope and impact of crime committed with the aid of false
IDs and to solicit informed support of measures designed to reduce
the use of false IDs in the United states.
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The FACFI therefore recommends that the Department of Justice

and all other concerned organizations encourage public support for

the measures recommended by the FACFI. (Solution #46)
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SECTICN 8

DISCUSSION OF RECOMMENDATIONS

The recommendations outlined by the Committee provide a compre-
hensive and coordinated program for action by Federal and state

government and by business and the general public to combat the

criminal use of false identification. We believe this set of recom-
mentations is the minimum response that will be effective in improv-
ing the security and privacy of personal identification documents,

which at present are abused by criminals with great profit, little

difficulty, and minimal risk. Effective legislation at both the
state and Federal level can maintain and upgrade the integrity of
state identification documents, close loopholes in existing Federal

legislation, and insure swift prosecution of false ID crimes.

Birth records that originate in state and local offices serve
as legal proof of U.S. citizenship and should be protected from
criminal misuse. FACFI recommendations would provide greatly
increased security for these important documents and provide assur-
ance to the honest citizen that his or her identity cannot be
usurped easily by a criminal. The recommendation for a standard
application form, requesting information probably not known to an

imposter, has its precedents in the actions of several states.

Under FACFI recommendations, "over-the-counter" service for birth

certification would still be retained where such service is presently
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available; however, we recommend that all local issuing offices be
made subject tou state control with respect to document format,
application requirements, and document security. Matching of birth
and death records would effectively deny the use of birth certifica-
tions of deceased persons to imposters. The recommended limitation
of such matching to the records of persons aged 55 or less is in-
tended to reduce the cost of such matching while covering most of

the records subject to abuse. Finally, state and Federal legislation
is essential to counter the activities of purveyors and users of
false IDs who flourish under present conditions and who might other-

wise benefit from improved protection for legitimate documents.

We believe that government has an obligation to protect the
integrity of government-issued documents used in any legitimate
transaction; for this reason, we recommend improved security for
state driver's licenses in recognition of their wide use as personal
IDs. Lax standards for the identification of license applicants
jeopardize even the presently recognized function of the license
as evidence of the right to drive. It is perfectly possible for a
driver whose privileges have been revoked (e.g., for drunken driving)
to apply immediately for a new license under a false name. He need

remain sober only long enough to pass the road test.

Most states issue to residents, upon request, documents that are
intended solely as personal identification. The side use of such
documents in interstate commerce and in applications for Federal
benefits and U.S. passports makes their integrity an object of
national concern. This concern is the basis of FACFI recommendations
for Federal guidelines to protect the security of driver's licenses
and other state IDs. Such guidelines will ultimately prove effective
only if subscribed to by all states; therefore, we recommend the use

of appropriate incentives to insure cooperation by all states. In
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addition, Federal legislation is clearly required to prevent the

interstate abuse of state IDs,

The recommendations to improve the security of birth certificates
and state-issued IDs form an integral part of FACFI recommendations
dealing with drug smuggling, illegal immigration, fugitives from
justice, fraud against business, and fraud against government. How-
ever, we have made additional suggestions in each area to deal with
special problems involving false identification. For example, drug
smuggling is primarily a well-organized activity carried on by
resourceful international conspirators. Therefore, solutions to
the use of false IDs by these consplrators should stress cooperative
actions on domestic and international levels. Personal interviews
by well-trained inspectors have proven effective in detecting pass-
port fraud; we therefore recommend wider use of such training by

all government agenciles concerned with drug smuggling.

The FACFI endorses current plans of the Immigration and Naturaliza-
tion Service to improve the security of documents issued to legal
aliens. As a means of discouraging illegal entry, we also endorse
the concept of Federal legislation against knowing employment of
illegal aliens. And, we recommend stricter enforcement of existing
Congressional action denying Social Security accounts to illegal

aliens.

The special recommendations dealing with fugitives from justice
call for legal action and technical improvements to the procedures
of state and Federal identification bureaus. The principal require-
ment for such improvements is the provision of facsimile equipment
for the transmission of fingerprints and other information between
local law enforcement offices and state identification bureaus. A

system of this type has been in use in New York State since 1971
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and has decreased the average response time of the state bureau

for post—arrest identity checks from several days to three hours or
less., By giving judges a firm identity and criminal history of a
suspect at arraignment, this system permits careful assessment of

the risk to society posed by release of the suspect on bond.

The Committee believes that fraud against business will be
reduced by improving the security of state IDs. We endorse wider
use of electronic systems that reduce the amount of negotiable
paper in circulation and thereby reduce the potential for forgery
and counterfeiting of such instruments. At the same time, we point
out that such systems are vulnerable to a different type of false
identification fraud, involving manipulation of computer files or
use of fraudulent credit/debit cards. This threat must be addressed

in the design and operation of these systems.

To combat fraud against government, the FACFI recommends that
uniform standards be drafted for identification of applicants for
public assistance, training of employees in the detection of false
IDs, and reduction in the number of government checks mailed to

individual addressees.

Finally, we recognize the need for strong public support for

these badly needed improvements in personal identification documents.
In studying the effects of false identification on our society, we

conclude that the present situation is intolerable and justifies a
strong and comprehensive effort toward its correction. We are con-
fident that the Congress and the American people, given the same

information, will reach the same conclusions.
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SECTION 9

GUIDELINES FOR STATE ACTION

There are many concrete steps that can be taken by the states,
the Federal government and the private sector to implement the
FACF1's recommendations. These steps are found in Section 1Q, Guide-
lines for Federal Action; and Section 11, Action by the Private

Sector.

This Section deals with steps that states can take to deal with
the criminal use of false identification. The Committee believes
that these steps are feasible and can be implemented with a minimum
of disruption to state operations. All of them are designed to
safeguard personal records from abuse and improve the reliability of

state-issued identification documents.

State actions include:

Legislation Against False Identification
Control of Access to Vital Records

Control of Issuance of Birth Certifications
Standardized Forms for Birth Certifications
Matching of Birth and Death Certificates

Improvements to State Driver Licensing Systems

Detailed proposals for implementing FACFI recommendations deal-
ing with the issuance and protection of birth certifications and
driver's licenses appear as special studies in Appendix D of this

report.

95



STATE LEGISLATION AGAINST FALSE IDENTIFICATION
(Implements FACFI Proposed Solution No. 4)

The Committee proposes that the states enact legislation that
will protect the public health and welfare and the right of privacy
and security for one's own identity by penalizing the manufacture,
alteration, transfer, sale, possession or use of any false identifica-
tion document or any document obtained by use of false statements or

ID in the application process.

There are two alternatives states may take in implementing this

recommendation:

Alternative I: Enact the Proposed Revision to the Model
State Vital Statistics Act and its accompanying Regulations

which have been prepared by the National Center for Health
Statistics of the Department of Health, Education and Welfare (Text
of the Act is found at the end of Appendix D1; Regulations may be
obtained from HEW). This will insure adequate protection of appli-
cation for and possession and use of birth, death and marriage

certificates and copies of these documents.

Then, enact only Section 3 of the Proposed FACFI Model State
Legislation entitled the "Identity Protection Act" (Exhibit

I). This legislation will protect all other identification

documents from abuse within the state's jurisdiction.

Alternative II: Enact the full text of the Identity Pro-
tection Act (Exhibit I).
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Alternative I is preferred because HEW's Model State Vital
Statistics Act and its accompanying Regulations set forth a com-
prehensive program for sound management of vital statistics informa-
tion while providing many safeguards against false identification
abuses (Sections one and two of the Identity Protection Act dupli-~
cate penal provisions of the HEW's Model Vital Statistics Act).

The Committee also recommends that both the Proposed Model State
Vital Statistics Act and the Identity Protection Act be presented to
the Council of State Governments to be included in their annual
package of "Suggested State Legislation." The Committee recommends
that the Proposed Revisions to the Model State Vital Statistics Act
also be formally approved by the Department of Health Education and
Welfare as soon as is practicable and sent to the appropriate state
offices through established channels, as well as through the Council

of State Governments.

The Identity Protection Act, which follows as Exhibit I, speci-
fically protects the integrity of the use and possession of birth
certificates, driver's licenses, and all other IDs used within the
state, and establishes stricter criminal penalties for false identi-
fication crimes, requiring sentences for them to be served consecu-

tively with any other sentence arising out of the same crime.

EXHIBIT I
MODEL STATE LEGISLATION

TEXT

Identity Protection Act

(Title, enacting clause, etc.)
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Section 1. [Short Title.] This act may be cited as the [State]
Identity Protection Act.

Section 2. [Fraudulent Use of Birth Certificates.]

(a) It is unlawful for any person to obtain, possess or use
a birth certificate of another or a copy thereof for the purpose of
establishing a false identity for himself or any other person.

(b) Any person who has in his possession the birth certificate
of another person without lawful reason for such possession or who
uses a birth certificate of another in the commission of a mis=-
deameanor, is guilty of a misdemeanor and shall be fined not more
than § or imprisoned for not more than years or both,

(c) Any person who has in his possession birth certificates
of 2 or more persons without lawful reason for such possession or
who uses the birth certificate of another person to aid in the
commission of a felony shall be punished by a fine or not more
than $ or imprisonment for not more than years or both,

(d) Any person who applies for or obtains a birth certificate
of another person without lawful reason shall be fined not more
than $ or imprisoned for not more than years or both,

(e) As used in this section:1l. "lawful reason" means any
reason as determined by [the appropriate section of the State Vital
Statistics Code] for which a person may lawfully apply for or
receive a certified copy of a birth certificate. 2. "Birth certi-
ficate" means birth certificates and copies and facsimilies thereof.

Section 3. [Other False Identification Documents]

(a) Any unauthorized person who manufactures, advertises for
sale, sells or alters any document knowing or having reason to know
that such document establishes or may be used to establish a false
status, occupation, membership, license, privilege, or identity for
himself or any other person shall be fined not more than $ or
imprisoned for not more than years, or both.

(b) Any person who obtains, transfers, transports, applies
for, possess or uses any document or other thing for the purpose of
establishing a false status, occupation, membership, license, privi-
lege, or identity for himself or another person shall be fined not
more than $ or imprisoned not more than years, or both.
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(c) Any person who uses any such document to commit a crime
shall be punished by fine or imprisonment or both equal to that
required by statute for the accompanying offense. Such sentence
shall be served consecutively with that of the accompanying offense.

Section 4. [Severability.] [Insert severability clause.]
Section 5. [Repeal.] [Insert repealer clause.]

Section 6., [Effective Date.] [Insert effective date.]

CONTROL OF ACCESS TO VITAL STATISTICS RECORDS
(Implements FACFI Proposed Solution No. 1)

Vital statistics are a peculiar form of record; they are
neither completely public nor completely private. In a sense, they
are public records of private events. They do not share the inherent
personal privacy of, for example, a medical record although they
include medical data; at the same time, they are not a record of
""public business" to which the public is clearly entitled. Futher-
more, the status of the birth certificate in particular is compli-
cated by its common use as a personal identification document. The
FACFI believes that the potential for abuse of vital records, and
the right to privacy of the individuals whose vital events are
detailed in such records, justify requiring a '"need to know'" from
individuals seeking the use of these records. It should be clear,
and emphasized, that the potential for misuse lies not only in the
use of birth certification for establishing a false identity, but
also in the use of other vital statistics data to gather information
to assist fraudulent application for birth certification. For
example, death certificates can be scanned for data on dead infants,

and marriage records can be used to establish false entitlement to
Social Security and other benefits. For this reason, access to all
vital statistics records should be controlled if misuse is to be
minimized. (Details of the proposed control program are contained

in Appendix D1, "A Plan for Reducing the Abuse of Birth Certification.")
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Section 26(a) of the Model Vital Statistics Act,[59]

(Section

22 of the proposed Revisions to that act; see Appendix D1) which has
been approved and recommended by the U.S. Public Health Service and
the American Association for Vital Records and Public Health Statis-
tics, proposes the following language with respect to disclosure of

records:

To protect the integrity of vital statistics records,
to insure their proper use, and to insure the efficient
and proper administration of the vital statistics sys-
tem, it shall be unlawful for any person to permit
inspection of, or to disclose information contained

in vital statistics records, or to copy or issue a

copy of all or part of any such record except as
authorized by regulation [or by order of (a court of
competent jurisdiction)].

Certain individuals and groups (i.e., researchers, investigators,
and genealogists) may require access to vital records in the course of
their work. The rights of such individuals to inspect vital records
should be established and controlled by state regulations. It should
be recognized that persons having a legitimate interest in vital
records are generally able to specify their needs and purposes before
inspecting the records and do not require access to even a significant
part of the general vital statistics files. We recommend that
language similar to that of Regulation 13, Model State Vital Statistics

(60l be used as a guide in preparing such state

regulations,
regulations. (See Appendix D1.) These model regulations require
that research organizations agree to conditions established by the
registrar prior to use of vital statistics data for research
purposes. Business firms or agencies seeking listings of names and
addresses are specifically barred from obttaining such information

under these regulationms.
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CONTROL OF ISSUANCE OF BIRTH CERTIFICATIONS
(Implements FACFI Proposed Solution No. 58)

FACFI recommends that standard state~issued application forms
be used to apply for certified copies of birth certificates. The
purpose of the application form is to solicit information about the
applicant that would not be available to an imposter seeking to
establish a false identity; information requested on the form would
also assist state registrars in filling the requests of lawful appli-

cants.

A prototype for such an application form is shown in Figure 8.
Personal information requested in Part I and Part II of the applica-
tion would probably be known by a person entitled to receive birth
certification (i.e., the registrant, his parents or guardiams, or
attorney) but not by an imposter who had obtained the registrant's
name and birth date through an obituary column, Besides providing
assurance that the applicant for certification is not an imposter,
this data assists the registrar's office in ensuring that the correct

certificate will be located and supplied to the applicant.

The model application form also calls for the name, address, and
signature of the applicant, and requires justification for the request.
This justification is consistent with the model state regulations
recommended by the FACFI and the Public Health Service which restrict
birth certification to those with a "direct.and tangible interest"
in such certification (Model Regulation 13), A separate schedule of
fees and addresses of records offices would be supplied with the
application form for all states., The form also carries a clear
warning of the legal penalties for willful seeking of false certifica-
tion. The Committee recommends that the penalty be a felony rather

than a misdemeanor.
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We recommend that a form of this type, applicable to all states,
be made available nationwide at local vital records offices, town
halls, or other locations designated by individual states. This
service would insure that mail requests for birth certificates contain
information known only to bona fide applicants and would provide a
source of information and assistance to citizens on the infrequent

occasions when a birth certificate must be obtained.

Laws restricting public access to vital statistics records and
requiring justification for issuance of certified copies of birth
certificates have been challenged in some states on the basis of pro-
visions in state "freedom of information" laws. We believe that
public rights to vital statistics information can be met without
wholesale distribution of certified copies that can easily be abused
by impersonators. We suggest that "freedom of information" requests
be met using forms that do not resemble certified copies and are
marked "Void For Identification Purposes." The information released
should contain sufficient information to locate and verify the birth
certificate, but should not provide details that are superfluous as
public information and that would provide an imposter with the data
needed to apply falsely for a certified copy. We suggest that the
information be limited to the following: file number, name of

registrant, sex, date of birth, and town or county of birth,

STANDARDIZED FORMS FOR BIRTH CERTIFICATES

We anticipate that when false application for birth certificates
is curtailed through the precautions detailed above, more frequent
attempts will be made to produce counterfeit certificates for use as
false IDs. To counter this threat, we recommend that states adopt a

standard format for certified copies of birth certificates, that such
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certificates be issued in a form that is highly resistant to counter-
feit and alteration, and that blank forms be properly secured and

accounted for.

Figure 9 shows a sample of one type of secure birth certificate,
which is based on a prototype prepared by American Bank Note Company
for the Commonwealth of Virginia. The certificate is edged with
fine~line intaglio printing, the details of which cannot be repro-
duced, either in this report or by a counterfeiter. The raised
intaglio features on the original can easily be verified by touch as
well as appearance; the rosettes in the upper left and right corners
contain hidden letters which (on the original) can be made legible
by viewing the document obliquely. The stock of the certificate is
a safety paper that reveals clearly any attempt to alter information
by erasure, bleaching, or "whiting out." The control number pre~
printed on the certificate provides a basis for accounting and in-
ventory of blank forms. Validation of the document can be accom—
plished either with the traditional raised seal or with a modern
multicolor fine-line dry stamp, which offers at least equal protec-
tion against counterfeit and is more convenient to use. The cost
of the improved form is estimated to be between nine and fifty
cents per copy, depending on such factors as the size of the document

and the number of copies ordered from the vendor.

In addition to full certified copies of birth certificates,
most states offer "short form" copies or "birth registration cards."
State regulations with respect to the issuance of such documents
vary widely. In some states, short forms and birth cards are regarded
as equivalents of the certified copy and are regulated accordingly;
in other states, these forms are regarded merely as verification of
the existence of a birth record and are made available rather

freely. Both short forms and birth cards are wallet-size documents

104



(Naie of State) ~ CERTIFICATE OF LIVE BIRTH
DEPARTMENT OF HEALTH — BUREAU OF VITAL RECORDS AND HEALTH STATISTICS

(Aduress)

ot
GISTRARS SIGNATURE

*On Abbréviated Certified Cogy, Not Applicable Must Be Typed In

This @ tocertify that thisis atrue aml corréct reproduction of the
original record filed with the Bureau of Vital Statistics, Virginia
- Department of Health, Richmond, Virginia.

DEANE HUXTA.BLE.;Snu Registrar

ANY REPRODUCTION OF THIS DOCUMENT IS PROHIBITED BY

STATUTE-RONOT ACCEPT UNLESS ONSECURITY PAPER WITH

SEAL OF THE BUREAU OF VITAL STATISTICS CLEARLY AFFIXED.
o Section 3235 of Virginia, as Amended,

DEPARTMENT OF HEALTH 8

Figure 9. Sample Form And Format For Certified Copy of Birth Certificate
(derived from form used by Commonwealth of Virginia).
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that are often used as "proof" of age or identity. In view of their
ambiguous status and low resistance to abuse, we recommend that
these documents not be accepted generally as identification of the
bearer. The driver's license or state-issued "age-of-majority" ID
card, personalized with a photograph and protected against counter=-
feit and alteration, should supplant the short form or card birth
certificate as proof of age. We recommend that a certified copy of
the birth certificate plus other identification be required in the
initial application for either a driver's license or state ID,

The implementation of improvements in control of birth certificate
issuance will generally require modification of existing state Vital
Statistics Acts and regulations. FACFI recommendations are incor-
porated in the proposed amendments to the Model State Vital Statistics
Act and Model State Vital Statistics Regulations found in Appendix
Dl1.

MATCHING OF BIRTH AND DEATH CERTIFICATES
(Implements FACFI Proposed Solution No. 5)

The purpose of matching birth certificates and death certificates
is to block the popular "Infant Death" method, described in Section 3
of this report, of initiating a false identity by application for a copy
of a birth certificate of a deceased person. The proposal recommends
that notification of the fact of death be supplied to the registrar
of vital statistics in the state of the decedent's birth, and provides
for the marking of the birth certificate so that it can not be used
as an ID by an imposter.

The correlation of all birth and death records that could be
abused by imposters may appear to be a gigantic task; more than 100
million Americans have died just in the last 50 years, and most of
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these deaths have not been matched with birth records. However, a
recent study by The MITRE Corporation for the Law Enforcement
Assistance Administration (See "Matching of Birth and Death Records,'
for full details of such matching, Appendix D2.) has indicated that
matching is feasible and relatively inexpensive, provided some
restrictions are placed on the process. The major restriction is limiting
the correlation to those records most likely to be abused by imposters,
i.e., those which pertain to people who would be 55 years of age or
less. Such a restriction avoids the effort of correlating about 84%
of past deaths while frustrating the great majority of those seeking

a false identity. The bulk of those deaths that remain to be corre-
lated are infant deaths which can be matched with birth records in

the same state., The remainder of the records to be matched may
require the transmission of information from the vital records

office in the state where the person died to the state registrar in

the state where he was born.

Interstate transfer of death certificate data could be accom—
plished by either of two methods: direct exchange of information
between states, or interstate exchange through an appropriate Federal
clearinghouse such as the National Center for Health Statistics of the
U.S. Department of Health, Education and Welfare. We recommend the
latter approach since most states presently supply microfilm copies
of death and birth information to the National Center on a monthly basis.
Thus, the sorting of this data by birth state at the National Center
would be a relatively minor modification of an established flow of
information and would save each state the cost of reproducing, sorting,
and transmitting this data to every other state. Transmission of
data in this fashion is also likely to be more accurate and easier

to implement than state-~to-state transfer.
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Based on the stated restrictions and recommended method of
interstate information exchange, we estimate the labor of screening
and correlating old death records would average about seven man-years
per state, with less than one person's full time effort per state
required to correlate current records of persons dying at age 55 or
less. The costs (in millions) of dollars of such a system are:
one time correlation of old records: search of state registrar's
files to identify deceased persons 55 or less at the time of birth:
$1; copying of relevant death: $.5; sorting of records by HEW: $1;
locating and marking birth certificates at State offices: $3.5;

locating and matching birth certificates at local offices: $2.5;

software development: $.1; administrative costs: §$.5. Total one-
time matching of old records: $9.1 million. Annual costs for

matching birth and death records at state and local offices: §.5
million.

Correlation of birth and death records will require some

modifications to existing state laws. Accordingly, the Committee
recommends that the National Center take the necessary measures to

implement a nationwide system of birth/death matching; urges the
Department of Justice to work with the Center to determine whether
or not further authorizing legislation might be needed for such a
matching program; and recommends that both agencies fully consider
all privacy aspects of such matching in their deliberations. Should
legislation be required, it should be drafted and submitted to the
Congress without delay. As a part of this study the matter of a

national death index containing the names of all deceased persons
should also be discussed; and access to such an index should

be limited to federal and state agencies including law enforcement

agencies.
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INPROVEMENTS TO STATE DRIVER'S LICENSING SYSTEMS
The recommendations of the FACFI have noted the widespread

voluntary use of the state driver's license as a personal ID and have
called for improvements to protect this document from abuse by counter=~
feiters and impostors. Steps that should be taken to provide this
protection have been described in studies by The MITRE Corporation
under sponsorship of the Law Enforcement Assistance Administration
("Recommended Federal Guidelines for Improved Driver's License Security,"
Appendix D3) and by the Polaroid Corporation (A Proposal to Upgrade

the Security of the State-Issued Driver's License," Appendix D4),

All the recommendations directed toward improvement of the driver's
license apply with equal force to the state ID or age-~of-majority

cards now issued by 34 states at the request of their citizems. The

latter document is specifically intended for use as a personal ID.

The plan to improve the reliability of the driver's license as
an identification document identifies three areas of concern: applica-
tion procedures, resistance of documents to counterfeit and altera-
tion, and interstate communication among motor vehicle registries.
Methods to reduce fraudulent application for driver's licenses and

state IDs include:

e Requiring independent identification in addition
to a certified copy of a birth certificate for

new license applicants.

e Filing a few items of information that do not
appear on the license in order to discourage
fraudulent application for renewal and duplicate

licenses.

e Completing a check of license validity with the
former state of residence before issuing a

transfer license.
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Identification required in addition to the birth certificate,
which of course does not contain any personalizing information, should
be of a type that could not easily be obtained with a recently acquired
birth certificate; examples include school records, military IDs, or
local references that can be cross-checked by telephone and directory.
File information that does not appear on the license and can be used
to check applications for duplicate licenses might include such data
as mother's maiden name and the name of the high school or grade
school attended by the original registrant. Applications for transfer
of a valid license to a new state of residence should not be granted
until a check of data with the former state of residence confirms

that the license is valid and has not been reported lost or stolen.

We believe that these elementary precautions would significantly
reduce the probability that fraudulent applications for licenses will
be honored. The proposals involve little inconvenience to the public,
which has a right to expect the state to support the integrity of its

licenses and ID cards.

Our principal recommendation in the area of document security is
that all states adopt the use of a photo-personalized driver's license
and state ID card that incorporate significant resictence to counter-
feit and alteration. Only 15 states (Alabama, Arkansas, Connecticut,
Illinois, Indiana, Idaho, Maine, Maryland, Nebraska, Nevada, New York,
Oklahoma, Tennessee, West Virginia, and Wisconsin) do not presently
offer such a license. A stolen photo license is much more difficult
for an impersonator to use than a license not containing a photograph.
While no license is totally counterfeit-proof, we estimate that a
photo license would cost a counterfeiter at least 20 times more to
manufacture than a plausible counterfeit of a non-photo license. The
need to retake photographs at renewal intervals of two to four years

can provide the opportunity for increasing highway safety by requiring
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eye examinations or written examinations on traffic laws at the same
time. Finally, the additional cost of a photo license to the issuing
state can be covered by a very modest increase in the license fee; a
study performed for the State of Florida showed that all additional
costs of adopting a color photo license could be recovered in four
years with an average fee increase of 12.5 cents per year. Because

of the vulnerability of non-photo licenses to false ID fraud, we recom-
mend that such licenses not be accepted as sole evidence of identity

for interstate transfer of the driving privilege.

Finally, we observe that the present method of interstate ex-
change of licensing information by mail is too slow and inefficient to
provide an effective counter to license fraud. We recommend that a
study be undertaken to determine the costs and impact of automating
such information exchange through the National Driver Register and
an existing communication network, such as the National Law Enforcement

Telecommunications System.

The Committee strongly urges the department of Transportation
and the Department of Justice to take further steps to examine these
recommendations; implement those which can be implemented under cur-
rent legislative and regulatory authority; and draft further legisla-
tion and regulations as necessary to accomplish these recommendations

without delay.
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SECTION 10

GUIDELINES FOR FEDERAL ACTION

The Federal government has a clear and direct interest in assist-
ing the states in implementing FACFI proposals to counter the criminal
use of false identification. Federal responsibilities are particularly
clear-cut in the area of benefits programs in which false ID fraud
causes direct loss of Federal principal or matching funds. The
Federal government also has a direct interest in safeguarding the
integrity of state IDs that serve as source documents for the issuance
of U.S. passports and Social Security accounts. Finally, as part of
its obligation to safeguard interstate commerce, the U.S. government
should take vigorous steps to curtail the activities of the highly
mobile individuals and groups practicing credit card and check fraud,
and interstate dealing in false credentials. Some of the required
Federal actions involve new legislation, while other steps can be
accomplished through regulations affecting Federal agencies. This
section outlines our program for action against false identification

by the Congress and other segments of the Federal government,

LEGISLATION AGAINST FALSE IDENTIFICATION
(Implements FACFI Proposed Solution No. 4)

Federal Jurisdiction Over Interstate False ID Crimes

The FACFI's primary recommendation for legislation against
false identification is enactment of S.2131, introduced in the 94th

Congress. Included here as Exhibit II, this bill:
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EXHIBIT II

94t CONGRESS
1sT SESSION S 2 1 3 1
( ]

IN THE SENATE OF THE UNITED STATES

Jury 16 (legislative day, Jury 10), 1975

Mr. Tuvrmonnp (for himself and Mr. EasTraND) introduced the following bill;
which was read twice and referred to the Committee on the Judiciary

A BILL

To amend title 18, United States Code, relating to the produc-
tion of false documents or papers of the United States, and
the use of false information in obtaining official documents
and papers of the United States, involving an element of
identification.

1 Be it enacted by the Senate and House of Representa-

2 tives of the United States of America in Congress assembled,

3 That chapter 47 of title 18, United States Code, is amended

4 by adding at the end thereof the following new sections:

“§1028. Use of false documents or false use of official doc-
uments to obtain official identification

“(a) Whoever, for the purpose of obtaining for himself

®w =1 o O

or another any official document or paper of the United
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EXHIBIT II (continued)

2
States, or any agency or department thereof, involving -an
clement of identification, knowingly uses or supplies false
information, false or falsified documentation, or any docu-
ment or paper evidencing or purporting to evidence the birth
or identity or entry into the United States of any individual

other than the individual officially intended to be documented

thereby, shall be fined not more than $ , or imprisoned
not more than years, or both.

“(b) Whoever; for the purpose of obtaining for himself
or another any official document or paper of any State
(including any political subdivision -thereof) or any agency
or department thereof, involving an element of identification,
knowingly utilizes or causes to be utilized any facility in
interstate or foreign commerce, including the mail, to send,
transport; transmit, carry; deliver, or otherwise move in
interstate or foreign commerce any false information, false or
falsified documentation, or any docuinent ¢r paper evidenc-
ing or purporting to eviderice theé birth or identity or entry
into the United States of any individual other than the
individual officially intended to bé documented thereby, shall
be fined not more than $ , or imprisoned not more

than  ycars, or hoth.
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EXHIBIT II (continued)

3
“§1029. Production, sale, or transmission of false docu-
ments to be used, or sale or transmission of
official documents used or intended to be used
falsely, in obtaining official identification.”.
“(a) Whoever, for a monetary or other consideration—

“(1) falsely makes, forges, counterfeits, or alters,
or makes improper or unauthorized use of, any official
document or paper of the United States, or any .agency
or department thereof, involving an element of identifica-
tion;

“(2) falsely makes, forges, counterfeits, or alters,
or makes improper or unauthorized use of, any official
document or paper of any State (including any political
subdivision thereof), or any agency or department
thereof, involving an element of identification, knowing
that such document or paper is being used or is intended
for use in obtaining any official document or paper of
the United States, or any agency or department thereof,
involving an element of identification ; or

“(8) sells, transfers, or otherwise delivers any such
document or paper of the United States or of any State

knowing such document or paper to have been so made,
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EXUIBIT II (concluded)

4

forged, counterfeited, or altered or so used or intended to

be used improperly or without authorization—
shall be fined not more than $ , or imprisoned not more
than years, or both.

“(b) Whoever utilizes or causes to be utilized any
facility in interstate or foreign commerce, including the mail,
to send, transmit, carry, deliver, or otherwise move in inter-
state or foreign commerce any document or paper purporting
to be an official document or paper of the United States or
any State [including any political subdivision thereof], or
any agency or department thereof, involving an element of
identification knowing that such document or paper has been
falsely made, forged, counterfeited, or altered, or is being
or is intended to be used improperly or without authoriza-
tion, shall be fined not more than $§ , or imprisoned
not more than years, or both.”.

SEc. 2. The analysis of chapter 47 of title 18, United
States Code, is amended by adding at the end thereof the

following new items:

“1028. Use of false documents or false use of official documents to obtain
official identification.

€1029. Production, sale or transmission of false documents to be used, or
sale or transmission of official documents used or intended to be
used falsely, in obtaining official identification.”.
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e Prohibits false applications for Federal documents
by prohibiting the knowing use or supplying of false
information or falsified documentation when obtaining

Federal identification documents.

o Prohibits the knowing use of the mails or other
channels of interstate commerce for transporting any
false information or documents for the purpose of

obtaining state identification documents.

e Prohibits the unauthorized making or altering of any
Federal identification document,

e Prohibits the unauthorized making or altering of any
state identification document when there is knowledge
that such document will be used to obtain any docu-
ment issued by the United States; and prohibits the
sale or delivery of any such state identification

document.

e Prohibits using the channels of interstate commerce
or the mails to transmit any false Federal or state
identification document or one intended to be used

improperly.

The Committee recommends that the knowing possession of fraudulent
documents of the U.S. or any state with intent to obtain Federal docu-
ments also be made a felony; and recommends that the following language
be included in S. 2131:
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"(c) Whoever, with the intent to defraud, receives, possesses,
uses, furnishes, or attempts to receive, possess, use or furnish
to another, any false, forged, counterfeited or altered document
or paper purporting to be of the United States, or any agency or
department thereof, or of any State (or any political subdivision
thereof) knowing that such document or paper is being used or is
intended for use in obtaining any official document or paper of
the United States, or any agency or department thereof, involving
an element of identification, shall be fined not more than §$
or imprisoned not more than years, or both,"

Sec., 2. The analysis of Chapter 47 of Title 18, United
States Code, is amended by adding at the end thereof the follow-

ing new items:

1028, Use of false documents or false use of official
documents to obtain official identification.

1029, Production, sale, transmission or possession of
false documents to be used, or sale, transmission
or possession of official documents used or intended
to be used falsely, in obtaining official identifica-
tion."

The following is the text of S. 2131 put into the new format for
the criminal code revision proposed in S. 1, 94th. Congress:

Sec. 1345, Using a False Identity Document

"(a) Offense — A person is guilty of an offense if with intent
to deceive or harm a person or government or for monetary or
other consideration he:

"(1) traffics in an identity document that is false or
relates to another person;

"(2) makes, receives, utters, or possesses a counterfeit,
or forged identity document;

"(3) wutters, receives or possesses an identity document
that is false or relates to the identity of another; or
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"(4) makes a material statement that is false to obtain
an identity document,

"(b) Definitions - As used in this section the term:

"(1) ‘'counterfeited identity document' means an identity
document that purports to be genuine but is not, because
it has been falsely made or manufactured in its entirety;

"(2) ‘'forged identity document' means an identity docu-
ment that purports to be genuine but is not, because it:
(A) has been falsely altered, completed, signed, or en-
dorsed; (B) contains a false addition thereto or insertion
therein; or (C) is a combination of parts of two or more
genuine written instruments;

"(3) ‘'identity document' means a written instrument issued
by a federal, state, or local government agency that may be
used to establish or assert the identity of a person; an
identity document is false if it is used or intended to be
used to pertain to a person other than the true subject of
the document;

"(4) ‘'utter' means to issue, authenticate, transfer,
publish, sell, deliver, transmit, present, display, use,
certify, or otherwise give currency to.

"(c) Grading - An offense described in this section is:

"(1) a Class D felony in the circumstances set forth in
subsections (a) (1) or (a)(2);

"(2) a Class E felony in any other case.

"(d) Jurisdiction - There is federal jurisdiction over an of-
fense described in:

"(1) subsection (a)(l) if the identity document is or
purports to be issued by a federal government agency, or
by any State where the offender knows that the document
has been falsely made, forged, counterfeited, or altered
or so used or intended to be used improperly or without
authorization;

"(2) subsections (a)(2)(3) if the identity document is or

purports to be issued by a federal government agency, or by
any State (or any political subdivision thereof) where the
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offender knows that such document or paper is being used or
is intended for use in obtaining any official document or
paper of the United States, or any agency or department
thereof, involving an element of identification;

"(3) this section if: (A) the United States mail or a
facility of interstate commerce is used in the planning,
promotion, management, execution, consummation, or conceal-
ment of the offense; (B) movement of a person across a State
or United States boundary occurs in the planning, promotion,
management, execution, consummation, or concealment of the
offense.”

There may be other loopholes in Federal statutes which should be
closed to prevent false identification crimes. For example, under
Federal law 18 U.S.C. Ch. 25 (42 U.S.C. 408) it is not illegal to
manufacture or possess a counterfeit or altered Social Security
card., The Committee recommends that the Department of Justice, the
Social Security Administration, and other agencies further study
such loopholes in statutes dealing with Federal identification

documents and recommend specific legislation to close such loopholes,

ACTION TO COMBAT FRAUD AGAINST GOVERNMENT
(Implements FACFI Proposed Solution Nos. 36, 43)

Welfare Fraud

We believe that the Federal govermment can take positive action
to reduce the incidence of false ID fraud against government by revis-
ing its auditing procedures on assistance payments programs and by

adopting more stringent guidelines for identification of applicants

‘for government documents and benefits.
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Auditing Improvements Needed

In attempting to define the magnitude of false ID fraud against
public assistance programs, the FACFI was severely hampered by the
vague nature of public audit reports on these programs. Each state
that participates in cost-shared assistance programs is required to
conduct regular "quality control" audits of the programs. These audits
are reviewed by the Federal government, which is also empowered to
conduct independent audits of state programs. Reports of these
audits are expressed in terms of "error rates," i.e.,, the fraction
of cases sampled in which recipients were found to be ineligible or
receiving either overpayments or underpayments. These reports,
though compiled at great expense to both state and Federal govern-
ment, do not provide any indication as to the extent of possible
fraud in the programs. The reports lump suspected fraud by recipients
or agency personnel together with innocent mistakes, minor irregulari-
ties in procedures, and gross negligence into the cryptic categories

of "agency error" and "client error."

Federal auditors are supposed to inform the proper state
authorities in cases of suspected fraud; however, there appears to
be no readily available public record of such reports or an account-
ing of state responses to them. In the interest of improved public
accountability as well as a more accurate determination of the scope
of false ID fraud, we recommend that both state and Federal audit
reports be required to enumerate referrals to state authorities of
suspected agency and client fraud. We have outlined Federal legisla-
tion to prohibit the use of false IDs in application for benefits
under Federal programs; upon enactment of this legislation, we recom-
mend that audit reports also enumerate referrals to Federal authorities

for investigation of suspected false ID fraud.

122



It appears that no new legislation or changes in Federal
regulations are required to implement these improvements in audit
reports. The Secretary of Health, Education and Welfare has the
authority to determine reporting requirements for benefits programs
under his jurisdiction. The Secretary of Agriculture has similar
authority with respect to the food stamp program.

Minimum Guidelines For Identification

The FACFI recommends that the Federal government establish more
effective guidelines for the identification of applicants for Federal
or cost-shared assistance programs. If authority for the establish-

ment of such guidelines is deemed to require legislation, we suggest
the following language:

Social Security Act Amendment

a, The Secretary (of Health, Education and Welfare)
shall require as a condition of eligibility under
any federally-assisted program administered
pursuant to the Social Security Act that each
applicant for or recipient of aid shall furnish
to the state agency administering such program
his Social Security account number (or numbers,

if he has more than one such number).*

b. Such state agency shall require that each appli-
cant furnish evidence, in addition to a Social
Security account number, sufficient to accurately
establish his age, citizenship, or alien status,

and true identity; and that whenever possible, the
*[Note, see 42 U.S.C. 405 which requires similiar action but

has not been adequately enforced by the Secretary]
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validity of such evidence shall be established

prior to assistance being granted to any applicant.

Similar language should be added to Title 7, United States Code

to cover the food stamp (coupon) program.

We recommend that the guidelines established under such authority
provide clear guidance for state agency workers to decide whether the
evidence of identity presented is sufficient. An excellent tool
for assisting such decisions is a Decision Logic Table
of the type developed for New York State by Welfare Research, Inc.[61]
A table of this type lists the conditions encountered in making a
decision (in this case, whether the applicant and eligible dependents
are correctly identified) and the actions to be taken for each com-

bination of conditions. We suggest that evidence of identity include:

® A full certified copy of birth certificate issued

by a state or state-~controlled office, or

o Verification of birth record by the state registrar, or

e Passport, or

e Alien ID Card (INS Form I-151 or I-186) or Naturaliza-
tion Papers, plus one or more of the following:

e Driver's license,

o State-issued ID card,

e Military ID or discharge papers,
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o Credit or charge account cards with signature,
e Verified personal contact.

Direct agency-to-agency verification of the information contained
on the birth certificate is listed as an acceptable substitute for a
full certified copy of the certificate itself., Because an applicant
intent on committing fraud can easily make arrangements with an accom—
plice to "verify" his identity by telephone, we recommend that per-
sonal contacts be accepted only when they also can be verified. A
very effective means of verifying such contacts are "criss-cross"
directories, which are compiled for almost all areas of the U.S. and
are widely used by direct mail advertisers, telephone convassers and
journalists. These directories cross-=list individuals by telephone
number, street address, and often include occupation as well. They
are usually available from the local telephone company or from private

publishers at rental fees of $100 to $150 per year.

We recommend that a procedure similar to that outlined above also
be followed in confirming the identity of adult applicants for new
Social Security accounts. H.R. 3737, introduced in the 94th
Congress, would require that anti-counterfeit features be employed

on all future Social Security cards. The Committee favors such Legislation.

Photo ID Cards For Welfare Recipients

The FACFI also recommends that recipients of public assistance
and food stamp benefits be issued photo ID cards by the participating
state agencies. These cards should be required in order to cash
welfare checks or to purchase food stamps. The cards should incorporate
significant safeguards against counterfeit and alteration and should

contain, as a minimum, the portrait and signature of the authorized
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bearer. The card should contain a number matched to the regularly
issued check or Authorization to Purchase (ATP) document., If this
number is embossed on the card, it can easily be transferred to the

check or ATP document when it is negotiated. *

COOPERATION WITH THE STATES
(Implements FACFI Proposed Solution Nos. 10, 11, and 49)

Several FACFI recommendations call upon the Federal government to
encourage the initiatives of individual states in their efforts to
combat false ID crime, and also to take an active part in fostering
interstate cooperation in this area., Implementation of these recom—
mendations in most cases requires no new legislation or regulation
changes, but simply an allocation of internal resources by Federal
agencies., In other cases, Federal demonstration grants and matching
funds under existing programs can be used to good effect in promoting
state efforts in reducing false ID fraud and in improving the relia-
bility of existing state identification documents.

Matching Birth and Death Records

Federal action is necessary to implement this Joint Federal-

state proposal. See Section 9 for a discussion of this program.

Improvements To State Driver Licensing Systems

Federal action is necessary to implement this Joint Federal-~

state proposal. See Section 9 for a discussion of this program.

*Penalties for alternation, forgery or counterfeiting such card should
parallel those in the 42 U.S.C. 408 Amendment above.
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Improved Exchange of Information

Improved exchange of information between state and Federal govern-—
ment on the abuse of state and local IDs is essential to determine the
extent and patterns of such abuse and to encourage corrective measures
and prosecution. We have recommended that formal notification of the
use of state birth certificates and driver's license as false IDs
be given to the appropriate state officials by Federal law enforcement
agencies. These reports can originate independently from each agency
that discovers an instance of abuse; it is recommended that the Justice
Department initiate steps to provide agency procedures for the genera-
tion of these reports and supervisory action to insure that these

procedures are followed.

Clearinghouse For False ID Information

We believe that more effective detection of patterns and trends
may result if such reports were coordinated through an interagency
clearinghouse similar to the Fraudulent Document Center currently
operated by the Drug Enforcement Agency and the Immigration and
Naturalization Service. This Center, formerly located at Yuma, Arizona
and now at El Paso, Texas, indexes genuine birth and baptismal certifi-
cates known to have been used by illegal aliens to document false
claims to U.S. citizenship. The filing of these documents is presently
a manual operation. We estimate that a national clearinghouse for
false identification documents that records not only abuses of birth
certificates but of driver's licenses as well would need to handle
approximately 100 times the number of records as the El Paso center,
and thus would require automated search and retrieval capabilities.

The feasibility, cost, and effectiveness of such a national center
should be explored further through a federally-sponsored feasibility
study.
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Training Programs

We have recommended that Federal agencies which have developed
effective techniques for training employees in the detection of false
ID fraud share their expertise with other concerned organizations at
the Federal and state level. Informal cooperation will probably
suffice to implement this kind of information exchange among Federal
agencies; however, a more formal channel needs to be opened so that
improved training can be given to state and local employees. We recom-
mend that the Department of Health, Education and Welfare institute a
series of seminars at regional HEW centers to inform state public
assistance administrators and registrars of vital statistics of the
problem of false ID use and the techniques used to combat such fraud.
A similar service for state motor vehicle administrators should be
set up by the Department of Transportation. We strongly encourage the
use of demonstration grants for improved state training programs for

the detection of false IDs.

Other Programs

The FACFI recognizes and encourages the efforts of Federal
agencies to publicize successful innovations by individual states in
countering false ID fraud. For example, the Social and Rehabilitation
Service, Department of HEW, has periodically issued a series of docu-
ments entitled "How They Do It," which illustrate innovative practices
in the administration of public assistance. Two such publications
have dealt with potential solutions to aspects of false ID fraud. '"Bank
Distribution Systems for Assistance Payments,"[62] issued in March 1974,
describes projects in New York State and Pennsylvania that had the
effect of reducing losses in welfare through theft and forgery; '"Photo
IDs,"[63] issued in July 1974, describes the New York State system of
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photo identification and its apparent success in reducing losses

through check fraud and multiple application for benefits,

Federal Funding

Finally, we recommend that Federal encouragement be given to states
which undertake significant efforts to improve the reliability of birth
certification and the issuance of driver's licenses and state ID
cards. This encouragement can take the form of demonstration grants

"seed money" for

for innovative projects or Federal loans or other
institution of photo licenses, secure birth certificates, and other
improvements recommended by the FACFI, We recommend that all interested
Federal and state agencies work to establish such programs and provide

the necessary funding for them.
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SECTION 11

ACTION BY THE PRIVATE SECTOR

Ultimately, it is the private sector =- business and the general
public =-- that pays the tab for false ID crimes, in direct losses,
higher prices, and the burden of wasted tax dollars. Federal and
state lawmakers and law enforcement people can and should make life
more difficult for the criminal user of false IDs, but only an alert
public can put him out of business. In this section, we summarize

the means by which all of us can help to prevent false ID crime,

ACTION BY THE BUSINESS COMMUNITY

It is unlikely that use of a highly sophisticated means of false
ID fraud will be discovered in the course of a normal business
transaction; however, a great deal of loss to business results from
very unsophisticated false ID fraud. A business can przvent most of
this loss by making use of simple precautions that will not inconve-~
nience either the sales staff or the customer., For example, businesses
that accept national credit cards can reduce liability for losses from

stolen or altered credit cards by following these simple rules:

e Compare account number on the card with the latest

list of stolen, lost, or suspended cards.

o Verify the account status by telephone for all trans-

actions exceeding the card plan's "floor limit."
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e Check the signature block on the card for improper
background material or a pasted-on layer of material

that could indicate alteration.

e Make sure the signatures on the sales draft and the

card match.

Businesses that provide check cashing services should consider
adopting reasonable rules to reduce potential losses to forgers and
counterfeiters., Many businesses limit the amount of any check cashed
to a maximum sum or to the amount of purchase, or refuse to accept third-
party checks. The American Bankers Association has recommended some

[64]

general rules for financial institutions which apply equally to other

businesses that negotiate checks:

e Know your endorser. No identification document
accepted in lieu of personal knowledge is completely

counterfeit-proof,

e Know your caller. Using the telephone directory,
check the phone number of anyone provided by the

customer as a credit reference.

e Prosecute without compromise. The best way to stop

a check thief is to put him out of circulation.

The state driver's license, as the identification document most
commonly used in check cashing, deserves special scrutiny. Some
minimum steps in validating a license, adapted from a list distributed

by Driver's License Guide, Inc., include the following:[65]
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® Check the surface for abrasions, cuts, or changes

in density for alteratioms.

e Compare the license description and signature on
the license with the person and the signature on

the check.

e Doublecheck laminations, Extra laminations on a

license can hide alterationms.

e Beware of state IDs that do not carry a state seal

or issuing agency identification.
® Be cautious of non-photo licenses.

o When in doubt, ask the individual the birth date,
address or Social Security number that appears on the

license.

The serial number of any ID accepted should be written on the back of

the check to assist in subsequent investigation of a fraudulent item,

Businesses that accept checks for a large portion of their sales
should consider installing an automatic check validation system
or one of a variety of manual, semi-automatic, or fully automatic
identity verification aids that are commercially available. Many of
these systems alleviate the need for constant manual scrutiny of iden-
tification documents. A number of such systems are described in FACFI
staff papers appearing in this report as Appendix C2, "Automated Iden-
tification Technology," and Appendix C3, '"Some Commercially Available

Identification Products."
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We would like to emphasize the important role of the business
community in the investigation of false ID fraud and in the prosecu-
tion of those responsible for it. There is little deterrent value in
laws against fraud if the losses from the use of counterfeit and
forged checks and stolen credit cards are quietly written off as bad
debts by the victim, while the false ID criminal is left undisturbed
to strike again. The person engaged in passing phony checks or "work-
ing a hot card" is typically operating on a tight schedule; therefore,
a prompt report to the police or the credit card association is
necessary to prevent a thief's quick getaway. Once the thief is
apprehended, further effort on the part of a business will be re-
quired for investigating and prosecuting the offender, which may
involve expense and even embarrassment to the victim. Such participa-
tion in the legal process is, however, the best insurance against

future losses.

We have observed that false ID fraud succeeds best with the
passive cooperation of the victim: laxity in the examination of
credentials, suppression of the losses suffered, and refusal to par-
ticipate in prosecution of the perpetrator. Conversely, an aroused
and alert business community that makes the best use of procedural,
technical, and legal defenses against false ID fraud can undoubtedly

reduce the profit and the popularity of this type of crime.
ACTION BY THE GENERAL PUBLIC

All of us, as consumers and citizens, have an important role in
the coordinated national program recommended by the FACFI to solve

the costly problems of false ID fraud, The success of this program

is ensured if we each take these steps:
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e Patronize the secure business. Businesses that are
trying new methods to reduce their losses from false
ID fraud deserve our support., If they succeed in
reducing such losses, they will be able to pass their
savings on to the public in the form of better
service and lower prices. Some of the new pro-~
cedures for cashing checks or completing credit
transactions may involve unfamiliar techniques that
will require a learning period for both businesses
and their customers. This uncomfortable period will
transition into a smooth process that should eventually
result in quicker and less troublesome authorization
of checks and credit. However, if anyone feels the
new procedures are an invasion of privacy or involve
great inconvenience, those views should be made known
to the management, There is enough choice in fraud-
resistant identity verification systems that no
business is bound to any type that results in the

"hassling" of customers.

e Insist that state government protect the integrity
of personal identification. You have a right to
expect that personal documents issued by the state,
such as a birth certificate, driver's license or
"state ID" card, will be safeguarded from abuse
by counterfeiters, thieves, and imposters. The
acceptability of your own documents in another state
or in applying for Federal documents and benefits may
depend on your state's efforts in adopting proper
safeguards. The cost to the state of such safeguards
is not prohibitive and can be covered with a nominal

increase in licensing or certification fees. In fact,
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many improvements could be made with no fee increase
at all because present fees more than cover the

cost of license and vital registries. The "profit"
from these services invariably goes into the state's

general fund, which is typically insatiable.

e Support state and national legislation against false
identification. The present condition of laws regard-
ing false identification is so confused that it
actually constitutes part of the problem. Each
separate use of each false document must be proven
under a different statute before the user of a false
ID can be punished. Because of jurisdictional loop-
holes, counterfeit versions of state and even U.S.
IDs can be, and are, freely offered for sale. The
legislation proposed by the FACFI would protect the
public against these abuses; however, we believe that
a strong showing of public support will be necessary
for the rapid passage and vigorous enforcement of

these measures.

In the course of our investigations into false ID crimes and in
reading the underground literature which advertises false IDs and
advocates their use, we have been struck with the open contempt dis-
played for American society and for the people who work to support
it. To the enterprising criminal, a driver's license in a false name
is literally a "license to steal” or to commit numerous other crimes.
In this report, we have attempted to show how common and expensive
this abuse has become, and to outline a coordinated plan to end it.
We can limit the abuse of our identification documents without
jeopardizing either our liberties or our personal privacy if we dis-
card our present complacency toward this growing national problem
and work together towards its solution.
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APPENDIX A
TASK FORCE REPORTS

In order to address the many aspects of the use of false identification and to focus the con-
cerns and expertise of its members, the FACF| divided into these five Task Forces:

L] Task Force | — Government Payments, which focused on false identification
fraud in programs that involve disbursement of monies to individuals by local,
state and Federal agencies.

®  Task Force Il — Commercial Transactions, which was concerned with the fraudulent
use of personal identification in over-the-counter sales and bank transactions.

. Task Force 111 — Fugitives, which concentrated on the use of false identification
by fugitives to avoid detection and arrest or linkage to a previous criminal record,
to remain in a covert status, or to aid in the commission of further crimes.

L] Task Force IV — Federal D which i igated the use of false or
fraudulently obtained Federal dc in the conduct of criminal activity.

L] Task Force V — State and Local D ts, which f d on the use of false
or fraudulently obtained state- and ity-issued d in the com-

mission of crimes.

The initial assignment for each Task Force was to determine the nature and scope of the false
identification problem in their area. Task Force reports were to include their findings and pre-
liminary suggestions for solutions. To gather the necessary information, each Task Force examined
a variety of public reports and agency records, and conducted seventeen mail surveys of national and
international scope. The material gathered'in this fashion reflects the experience and the records of
several hundred responsible individuals in busi , law enfor , and goverr

First drafts of the five Task Force reports were issued between May 1975 and September 1975.
The FACFI staff used these reports in developing a summary of the national false identification
problem and in formulating preliminary proposals for solutions. The reports from Task Forces |
through V have since been redrafted to reduce the amount of repetitive material and to obtain a
more uniform and readable format. They are included herein as Appendices A1 through A5,
respectively.







APPENDIX A1

REPORT OF THE GOVERNMENT PAYMENTS TASK FORCE
ON THE
SCOPE OF THE FALSE IDENTIFICATION PROBLEM AND

PRELIMINARY RECOMMENDATIONS FOR SOLUTIONS

Submitted to

Federal Advisory Committee On False Identification

David J. Muchow, Chairman

May 1976






TABLE OF CONTENTS

SECTION I - INTRODUCTION

Purpose

Scope

Data Gathering
Evaluation of Data

SECTION II - THE FALSE ID PROBLEM

SECTION III -

General
Application Phase
Use Phase
Analysis of Programs
Aid to Families with Dependent Children
Medicaid
Food Stamps
Social Security Programs

PRELIMINARY RECOMMENDATIONS
General

Recommendations to State Government
Recommendations to Federal Government

ATTACHMENT I - COMPOSITION OF THE TASK FORCE






Report of the Government Payments Task Force

on the

Scope of the False Identification Problem and

Preliminary Recommendations for Solutions

SECTION I

INTRODUCTION

Purpose

The mission of the Task Force is to investigate the national
impact of false identification fraud on programs that involve pay-
ments by local, state, and federal govermments to individuals.

Scope

Four areas, each of which involves programs of national scope,
were investigated by the Task Force. These areas included the Aid
to Families of Dependent Children (AFDC) and Medicaid programs ad-
ministered by the Assistance Payments Administration, Department of
HEW; the Food Stamp Program of the Department of Agriculture; and
four programs administered by the Social Security Administration:
Supplemental Security Income (SSI), Health Insurance (HI), Disability
Insurance (DI), and Retirement and Survivors Insurance (RSI).

Programs administered by the Veterans Administration and the
Department of Housing and Urban Development that involve govermment
payments were not investigated.

Data Gatherin

Questionnaires were prepared for each of the four areas inves-
tigated. Eighty-six sets of questionnaires covering AFDC, Medicaid
and Food Stamps were sent to Directors of Welfare in each state
as well as Guam, Puerto Rico and the Virgin Islands; Welfare
Quality Control Directors in several states; state and county
auditors in several states; and the Inspectors General of New York
and Michigan., Twenty sets of questionnaires covering the four
Social Security Administration programs were sent to Social Secu-
rity Headquarters and Regional Offices throughout the country.
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Evaluation of Data

Approximately 40% of the questionnaires have been returned.
Evident thus far is the apparent lack of information relative to
the frequency of false ID fraud and its fiscal implications. This
lack of information should not be taken to mean that a problem does
not exist. Results of several investigations carried out indepen-
dently by individual states and localities will be cited that show
significant impact from false ID fraud in govermment payments pro-
grams. Several of the returned questionnaires have contained
expressions of deep concern about the use of false identification
and the hope that something can be done to alleviate the problem.,
The Office of the Commissioner of Welfare, Department of HEW, has
recommended on several occasions to the National Welfare Fraud
Association that information on frequency and impact of false ID
fraud should be collected by the states and reported to the NEW
National Center of Social Statistics in Washington, D.C.
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SECTION II

THE FALSE ID PROBLEM

General

False ID fraud in government-assisted welfare and social
insurance programs has significant national problem potential be-
cause of the ubiquitous nature and staggering dollar volume of such
programs., For example, in January 1975, a nationwide average of
11.1 million AFDC recipients were receiving benefits at the rate
of $730 million each month; this represents an annual cost to tax-
payers of $8.8 billion. The federal government issued over 100
million benefit checks in fiscal 1975 under SSI, DI, and RSI pro-
grams; these checks represented,a total dollar value of over

$13.7 billion. Benefits under the HI program (which includes Medi-
care) amounted to an additional $9.2 billion in fiscal 1975.

Government payments programs have generally displayed a steady
growth in beneficiaries over recent years; the growth of some pro-
grams, such as Food Stamps, has been spectacular. In 1965, recipi-
ents of Food Stamp benefits numbered 400,000 and total benefits were
$36 million. As of January 1975, the program had expanded over a
hundredfold to encompass 19.1 million recipients and a payment level
of $5.2 billion per year. Programs of this scale present many
opportunities for abuse by fraud, whether by false ID or not. Even
if only a small percentage of the transactions between government
and the beneficiaries of these programs are fraudulent, the total
dollar loss to taxpayers in direct payments and costs of fraud
detection and prosecution can be very high. Thus, although our
surveys have indicated that false ID fraud is generally viewed as
only a small part of total program abuse, the Government Payments
Task Force has concluded that such fraud constitutes a significant
national problem that is deserving of further study.

Government payment programs are subjected to false ID fraud
in both "application" and "use'" phases of the programs and these
are discussed below.

Application Phase

All the programs studied by the Task Force require some sort
of application for future benefits. During this "application
phase," applicants are asked to identify themselves and any depen-
dents on whose behalf program benefits are sought. The types of
identification documents currently required by state agencies
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were found to vary widely, ranging from none at all to a self-
consistent set of official documents. The most commonly used
documents in false ID fraud in this phase appear to be birth and
baptismal certificates, state-issued driver's licenses, and
Social Security cards.

Fraudulent documents are obtained in a number of ways. Birth
certificates are usually genuine documents that have been altered
and then photocopied. Baptismal and some birth certificates, on
the other hand, can be easily generated by forging data on official
appearing blanks bought at stationery stores or through mail order
companies. Fraudulently used driver's licenses are obtained through
theft and counterfeiting; they can also be obtained by applicationm,
using a false birth certificate as a "breeder" document. Although
the Social Security card was never intended to be used as an iden-
tity document, it is used extensively as such in both legitimate
and fraudulent transactions. Until recently, little identification
was required to establish a new Social Security account. Thus, it
was possible for an individual to establish accounts under several
aliases. This has led to the collection of multiple benefits not
only from Social Security programs but also from other govermment
payments programs in which the multiple Social Security cards served
as "identity documents" at application. Social Security cards have
also been obtained by theft or counterfeiting. Unofficial "perma-
nent" Social Security cards made of metal can also be obtained by
supplying mail-order firms with an account number that is assumed
or fictitious; these unofficial cards are sometimes used successfully
for identification. ,

The period between application for government benefits and
the receipt of benefits varies from a few days (or weeks) in the
case of emergency relief payments to several months (or years) in
the case of certain Social Security programs.

Use Phase

False ID has been employed in the '"use" phase when persons
fraudulently assume the identity of others to collect their benefits.
This use of false ID occurs most commonly in the cashing of stolen
government checks or Food Stamps. Apparently, many banks and
businesses are willing to cash these instruments without adequate
identification of the endorser.

Analysis of Programs

The following sections present analyses by the Task Force of
surveys of AFDC, Medicaid, Food Stamp, and Social Security programs.

A-10



The analyses describe the range of requirements for recipient iden-
tification in application and use phases of the programs, and give
available data on the scope of the false identification problem.

Aid to Families with Dependent Children

Sources of Information

Twenty-eight responses to the questionnaires on the use of
false identification to obtain Aid to Families with Dependent
Children (AFDC) have been received. Respondents represent twenty-
five states, one county (Los Angeles), one territory (Guam), and
the Commonwealth of Puerto Rico.

The Normal Process

The AFDC process begins when an applicant (generally one
adult and one or more children) indicates verbally or in writing
that they are in need of public assistance. Initial application
may be made by phone, in writing or by personal appearance at a
local political subdivision. Eligibility for public assistance
under the AFDC program is limited to U.S. citizens and legal aliens
permanently residing in the U.S. Eligibility criteria include
resource and income limitations, financial need and deprivation.
When application is made and the welfare organization is satisfied
that the applicant is indeed eligible, instructions are generally
forwarded to an office of the state welfare organization from
which grants are issued. In some states, grants are prepared cen-
trally within counties, in others by the state welfare office and
still others by the state controller or treasurer.

Once AFDC eligibility is established, states are not required
to issue an AFDC identification document to recipients. Of the
twenty-eight respondents to the questionnaire, 5 issue a photo ID,
2 issue an ID with no photo and 21 issue no ID at all.

The financial assistance provided to AFDC recipients is usually
in the form of a semi-monthly check or warrant., Nationwide, as of
January 1975, there were an average of 11.1 million AFDC recipients
receiving benefits each month.

ID for Benefits
It is evident that a wide variety of documents are acceptable
for the initial identification of AFDC applicants. The types of

documents accepted and the number of respondents accepting them
follow:
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1. Birth Certificatececcecscecesccscccccccaessl
2. Socilal Security Card.eececeecssccsscsscssceeelb
3. Drivers LicenSe@..cecscscsccccscasescaccscssld
4, Welfare ID (if former recipient).eceecescese 7
5. Credit CardSeecececececccccasecescacsonscas 0
6. Employer Identification Card..ceceescessesal0
7. Selective Service Cardesecescsccasscscaessell
8. Military Identification Cardieeesscecescessal0
9. Military Discharge Papers.ececescsccecsseaesl3
10, Food Stamp IDseesscessccccssssscosascssnnses 8
1l. Union ID Cardececececccccscccsccscscscscnacs 8
12. Immigration and Naturalization Documents...l7
13. Baptismal RecOrdS.eececscscssscsssccsccscsas O

14, Marriage CertificateS.escesccccescssensccccas &

Of interest is the fact that five states returning questionnaires
make no attempt to verify an applicant's identity. Some states only
require identification to verify the birth of the children for whom
assistance is sought, but none for the adult applicant who will also
receive assistance. Most jurisdictions rarely, if ever, check the
authenticity of "breeder" identification documents.

The importance of an effective identification program is illus-
trated by a reportl of the Office of the New York State Comptroller.

The New York Legislature, according to this report, mandated
that the New York City Human Resources Administration issue photo
identification cards to all recipients of public assistance in the
AFDC program. "The primary purpose of the Photo ID was to (reduce
or) prevent the cashing of lost and stolen checks."

1Audit Report on Photo ID Program, New York City Human Resources
Administration, Report No. NYC-22-74, Feb. 15, 1974.
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This report found that "as of May, 1973, about 3,000 cases were
closed as a result of the Photo ID program. This represented a
savings of about $7.2 million a year in payments to ineligible
recipients.”l This reduction in caseload apparently came about
either as the result of fictitious cases being closed or an "un-
willingness" to be photographed on the part of some recipients.

ID for Check Cashing

The types of documents accepted as a means of identifying reci-
pients when benefits are obtained (e.g., when AFDC checks are cashed),
depends on the criteria established by the banks and merchants who
cash the checks. Unfortunately, a significant number of banks and
merchants reguire little if any identification when cashing govern-
ment checks. Checks are cashed under the false assumption that
government issued checks are automatically "good." Evidence of
this can be seen in Figure 1, a chart prepared by the Department
of the Treasury, Fiscal Service, Operations Planning and Research
Staff in a study entitled "Report on Forged Treasury Checks."

The basis of the Treasury report was a review of all forged
checks for which a formal affidavit of forgery was filed with the
Treasurer of the United States during the month of August, 1972.

A total of 3,978 forged instruments were reviewed. The chart,
comparing the types of identification used with the establishments
accepting them, reveals that 81.3% or 3,236 forged checks did not
contain written evidence on the check that an ID was used at the
time of cashing. The study found that "the rate of acceptance of
drivers' licenses and Social Security cards as a means of identi-
fication is particularly high in department stores and other estab-
lishments whereas these identification forms (except for one
instance) are unacceptable to check-cashing firms. Also, use of
the Regiscope3 as a means of identification is relatively low in
commercial banks (4.6%) and department stores (4.1%), relatively
high in grocery (24.47%) and liquor (25%) stores, and extremely high
in check-cashing firms (66.6%)."

1Emphasis added.

2See Appendix A, Part 2, Report of the Task Force on Commercial
Transactions.

A device that photographs both the check and the individual
cashing the check.

3
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AFDC Fraud

The survey requested specific information on the extent and
impact of AFDC identification-related fraud. Data requested in-
cluded the number of fraud cases investigated in which false ID
was used, the fiscal impact of the fraud, estimates of the percentage
of total AFDC frauds that involve false ID, administrative costs of
prosecuting false ID, and types and use of false ID encountered.

Twenty-three of twenty-eight responses to all these queries
left the questions blank or stated that the information was either
not available or unknown. The states supplying some of the reques-
ted information estimated that less than 2% of AFDC fraud cases
involved the use of false identification. However, one state
readily admitted that because fraud reports do not generally spe-
cify the nature of the fraud, true percentages are likely to be
much higher. As a result, the Task Force has concluded that the
frequency of the use of false identification remains undetermined
because of the lack of adequate information at all levels of govern-
ment and the private sector.

Because of the dearth of information, it is necessary to turn
to specific welfare fraud reports in order to demonstrate the seri-
ousness of the false identification problem. It should be pointed
out that the available reports are not limited to obvious problems
of false identification, but include numerous other fraudulent
practices such as forgery, which is a false ID crime, the check
itself being the false ID. It is abundantly clear that if proper
identification is required at the time a public assistance check
is cashed, millions of dollars can be saved annually.

The Mail Theft Issue

One of the most serious problems encountered by jurisdictions
that mail checks to welfare recipients is mail theft. A Pennsylvania
study1 has found that "Pennsylvania welfare checks are stolen with
much greater frequency" than any other checks sent by mail. A prime
reason for this is due to the length of time it takes Pennsylvania
to complete an investigation on reports of lost or stolen checks.

In September and October, 1974, it was found that investigations of

1Report of the Federal Grand Jury for the Eastern District of
Pennsylvania on Welfare Check Theft and Fraud in Pennsylvania

and the Administrative Processing of Pennsylvania Welfare Recipient
Complaints on Non-Receipt.
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non-receipt complaints currently in progress in the Philadelphia
area were for "checks issued in July of 1971." It should be noted
that similar delays are common in many of the larger metropolitan
areas throughout the country.

Most states, including Pennsylvania, upon receiving a report
of a lost or stolen check, have the recipient complete an affidavit
and issue a replacement check within twenty-four or forty-eight
hours. These affidavits are used as the basis for collecting in-
formation to be used in any subsequent investigation. The Pennsyl-
vania Grand Jury found that the majority of non-receipt claims
cannot be resolved after a search of the files of the State
Treasury Department. Statistics indicate that "approximately 41%
of the cases are determined to involve checks that have been stolen
or forged." Another 20% of the cases are determined to constitute
fraud, that is, a check was received and cashed by the welfare
recipient but subsequently reported as lost or stolen, in order
to obtain a double payment. A study by the New York State Comp-
trollerl found that over thirty percent of the checks for
which replacements have been issued are subsequently determined
to have been fraudulently cashed.

These percentages are shocking when one considers the number
of replacement checks issued. The Pennsylvania Federal Grand Jury
found the following:

"For the month of January, 1971, the incredible total of
over twenty-six thousand replacement checks was issued
in Philadelphia alone. Since the average welfare check
amounts to approximately one hundred and eight dollars,
the value of these replacement checks was more than two
million six hundred thousand dollars. In 1972 and early
1973, ten thousand replacement checks, totalling over
one million dollars, were being issued each month in
Philadelphia alone. That figure is currently reduced
to four or five thousand replacement checks per month,
with an approximate value of one-half million dollars.
This reduction, however, should not lull us into
believing that there has been a proportionately great
reduction in the rate of theft of welfare checks. The
continued and diversified enforcement efforts of the

1Audit Report on Fraudulent Duplicate Check Claims, New York City

Human Resources Administration, NYC-50-74,
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Postal Inspectors and some improvements in the process-
ing of these checks have reduced the theft rate. However,
most of the reduction of monthly replacement checks

from twenty-six thousand to five thousand is the

result of a substantial reduction in the number of

checks being delivered by the mails."”

The Fraudulent Deplicate Check Claims audit in New York
City revealed that in fiscal year 1974, the City's public
assistance payments were approximately $1.2 billion. The
audit found that "during the year ended October, 1973, HRA
(Human Resources Administration of New York City) replaced
310,000 checks worth $28 million which had been reported lost or
stolen." They also found that "as of November, 1973, there was
a backlog of 110,000 fraudulently cashed checks worth $9.7 million

on which no recoupment action had been taken."

These figures are substantiated by the Report on Investi-
gation of Welfare Fraud by Office of the Queens District Attorney
for the Year 1974, This report states that '"the most serious
problem faced in the administration of Public Assistance and one
for which there are no adequate present safeguards is the multiple
collection of welfare payments by people using several aliases."
The report further states that "it appears that the only way to
eliminate this type of welfare cheating is to require a form of
identification which is absolutely unique to each individual and
which is not capable of fraudulent duplication."

A recent article in the Washington Post on check thieves
and their victims, with emphasis on federally issued checks,
indicates that upwards of $15,000,000 are lost due to forgery.
The article stated:

"The check thieves steal about $50,000 a day by forging
government checks. Most of those direct losses are
carried by the banks and businesses that cash the
forged checks. The indirect costs borne by various
government departments that investigate and replace
the stolen checks runs into the millions each year.'

A recent review conducted by the New York State Office of
Audit and Quality Control showed that welfare checks issued by
the State of New York alone account for $12,000,000 in fraud-
ulently cashed checks each year. It is likely that if similar
studies were made of fraudulently cashed government checks issued
in other major metropolitan areas across the county, these figures
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would double or triple. It is unlikely that the New York and
Philadelphia metropolitan areas are the only ones experiencing
these problems.

False ID Suspect Profile

The most common characteristics of individuals who have
come under investigation for using fraudulent identification in
order to obtain AFDC benefits are as follows:

1. 20-30 years of age;

2. Female;

3. Unemployed;

4. Has completed 12 years of education;

5. Resides in a metropolitan area;

6. The fraud occurred in a metropolitan area;
7. Had no prior criminal record; and

8. Has resided in present residence six months.

Apparent thus far is the fact that the amount of detect-
able fraud is commensurate with the effort made to detect it.
As an example, of 343 cases sent to the prosecutor by the Special
Investigative Section of the Department of Social and Health Ser-
vices in the State of Washington, 338 or 98.5% resulted in guilty
verdicts. This occurred in the first year of their operation
beginning August, 1973. The annual report of the Special Inves-
tigation Unit for Suffolk County, New York, stated that "as a
result of activities by the Special Investigation Unit in the year
1974, over one million dollars in fraud was uncovered, and re-
sulted in an additional savings to the County of $900,000 in
Public Assistance cases being closed."

The Treasury Departmentl expresses the frustration of those
in govermment concerned with the fraudulent cashing of checks and
the question of proper identification. They state:

"It is apparent that check-cashing establishments, and
particularly banks, do not take proper precautions.
They are accepting checks (in some cases for large
dollar amounts) with questionable endorsements and

1"Report on Forged Treasury Checks,'" Department of the Treasury,
Fiscal Service Operations Planning and Research Staff,
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forms of identification which are not, obviously,
reliable. It is entirely conceivable that strict
observance of the simple maxim "Know your endorser
- require identification' would reduce substantially
the incidence of encashment of stolen and forged
Treasury checks,"

Medicaid

Sources of Information

Twenty-six responses to the questionnaires on the use of false
identification to obtain Medicaid benefits have been received by
respondents representing twenty-four states, one county (Los Angeles)
and one territory (Guam).

Analysis of Data Received

While all states issue some form of Medicaid identification
card and/or Medicaid labels, the conclusion that must be drawn from
the responses received is that states have little, if any, know-
ledge concerning the use of false identification in the Medicaid
program., A common response is that states are "not required" to
keep Medicaid fraud statistics and, therefore, do not.

The states that did provide some information indicate that the
problem appears to be more in the nature of provider fraud rather
than recipient fraud. One state that found some recipients using
Medicaid cards belonging to other persons discovered that in most
instances the imposters were themselves eligible for Medicaid or
other medical assistance but had lost or mislaid their own Medi-
caid ID.

The Task Force is, therefore, unable to provide any meaningful
data relative to the use of false identification in obtaining
Medicaid benefits.

The Task Force believes that states should be required to main-
tain uniform and detailed statistics on Medicaid fraud. In addition
to providing meaningful national data, such statistics would serve
as administrative tools for corrective action at all govermment
levels.
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Food Stamps

Sources of Information

The Food Stamp questionnaire was mailed to Welfare Departments
of all U.S. states and territories. Twenty-four responses have
been received; respondents represent twenty-two states, one county
(Los Angeles), and one territory (Guam). Maryland's response con-
sisted of twelve separate questionnaires filled out by officials
of as many counties.

The Normal Process

The Food Stamp application process begins when an individual
or family applies for benefits at a local or state welfare office
(in many urban areas, community service organizations serve under
contract to the state as registration offices). Eligibility for
Food Stamp benefits is limited to U.S. citizens and legal aliens
in permanent residence and is based on income level, number of
dependents, and certain other eligibility requirements. Recipients
of federally-supported state assistance programs such as Aid to
Families with Dependent Chjldren (AFDC) are automatically eligible
for Food Stamp benefits. If the local registration office is
satisfied that the applicant meets eligibility criteria, the
application is forwarded to an office of the state welfare depart-
ment for a final determination. Upon a favorable determination,
the applicant is provided with a Food Stamp ID card and (in most
states) his first Authorization to Purchase (ATP) card. The Food
Stamp ID is usually not a photo ID card; in Massachusetts, for
example, it is a machine-readable card containing the applicant's
name, Social Security Number, and signature. The name and sig-
nature of an authorized proxy may also appear on the card. The
ATP document is also a machine-readable card containing the
authorized face value of food coupons to be purchased and the
purchase price. The purchase price is determined by the need of
the applicant and ranges from zero to slightly less than the face
value of the coupons. Food Stamps may be purchased at state-
authorized outlets, which are usually banks but may be retail
stores or community service agencies. The "stamps" (more properly
coupons) are issued by the federal govermment. ATP are presently
issued monthly; revalidation, which entails redetermination of
eligibility and issuance of a new Food Stamp ID, is required every
three months.

ID at Registration

It is apparent that there is no nationally-accepted standard
for identification of Food Stamp applicants upon registration.
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Eight states require no identity documents at this point. Fourteen
of the twenty-six respondents accept a Social Security card as
identification at registration; nine accept a driver's license,

and eleven accept immigration and naturalization documents. Several
respondents noted "if applicable" on immigration documents, imply-
ing that selection was exercised in demanding proof of citizenship.
One respondent (a Southwestern state) indicated that ID was required
"only if citizenship is questioned." All the documents suggested

as choicesl are accepted by at least three of the respondents.

Other documents not listed but accepted by one or more respondents
include library cards, income documents, bills, and "personal
papers." Some of the respondents indicated that the responsibility
of the state agencies is to determine the eligibility and need level
of the applicant, not his true identity.

ID for Claiming Stamps

The standards for identification of recipients picking up Food
Stamps in person are apparently tighter and more uniform than those
applying at registration. Twenty-three of the twenty-six respon-
dents accept a current Food Stamp ID at this point; several respon-
dents accept only this document for Food Stamp pickup. Ten
respondents would accept the Food Stamp ID of a former recipient,
six a driver's license, and five a current welfare ID. Only one
respondent indicated that most of the documents listed as choices
are accepted; none indicated that no ID is required for Food Stamp
pickup.

ID for Food Purchase

The Food Stamp ID was also most frequently mentioned (nineteen
responses) as the usual document required when Food Stamps are used
to purchase food. Nine respondents indicated that an old Food Stamp
ID would be accepted. Four respondents stated that the required ID
would depend on the "sales outlet" at which the stamps were used,
while two believed that no ID is usually required by food stores.

Food Stamp Fraud

Specific information was requested to the extent and impact of
Food Stamp Fraud. The number of fraud cases investigated in which

lThe list of suggested documents appears in the description of AFDC

programs in this report; current and expired Food Stamp ID's were
added to this list.

2Same as suggested for Food Stamp application.
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false ID was used, the fiscal impact of the fraud, estimates of the
fraction of total Food Stamp frauds that involve false ID, admini-
strative costs of prosecuting false ID, and types and use of false
ID encountered. Unfortunately, the most common response (ten of
twenty-six) to all these queries was "Information Not Available."
One respondent's comment summarized the apparent attitude of many
state welfare departments: '"No record kept (of this type of in-
formation) since there is no requirement to do so." Almost as
common (nine responses) was the comment that_ false ID fraud is
nonexistent in the respondent's jurisdictionl. This was not

only the response of such sparsely populated rural states as
Oklahoma, North Dakota, and Montana, but also of urban states such
as Connecticut and Delaware.

Completely in contrast to these responses was the report sub-
mitted by the State of Arkansas. This report covered only Non-
Public Assistance Food Stamp recipients in North Pulaski County,
which includes only 2.5% of statewide Food Stamp recipients.
Nevertheless, in FY 73-74, this county (which includes part of
Little Rock, Ark.) recorded 57 cases of false ID fraud carrying a
loss to the Federal government of $18,740. All cited cases involved
false ID at the time of application; seven cases also included the
use of false ID at the time of food purchase. 1In 31 cases, imposter
identification was used; counterfeit identification was used in 24
cases; and altered identification in 2 cases. The state estimated
its administrative cost in prosecuting these cases to be $3500.

The Arkansas data are extremely significant, considering the
relatively small sample of Food Stamp recipients that yielded all
these cases. Two possible explanations of the data are suggested:
either Little Rock, Ark. is a hotbed of false ID fraud, or the
problem is being overlooked (and therefore declared nonexistent)
in most of the nation. Some additional information, quoted from
the Arkansas response, suggests that the latter explanation is
more nearly correct:

"Since April 1974, the prosecuting attorney in Pulaski
County has been extremely concerned with all aspects of
recipient abuse of the Food Stamp Program and has been
very active in the prosecution of food stamp fraud cases.
To date, three hundred and ten (310) felony charges of
false pretense have been filed against one hundred and

lIf no records are maintained, it is questionable as to whether such

a statement can be given much credence.

A-22



twenty-seven (127) persons in Pulaski County. Thus far
eleven (11) persons have been found guilty with sentencing
ranging from five (5) years in the State Penitentiary to
one (1) year suspended."

Substantive data on false ID fraud was also received from
Los Angeles County, California., However, no special breakout for
Food Stamp fraud could be provided: the figures given refer to
welfare fraud of all types. False ID fraud cases investigated
increased from 24 in FY 70-71 to 103 in FY 73-74, Estimated wel-
fare and Food Stamp payments to recipients as a result of this
fraud totalled $24,170 in FY 70-71 and $85,148 in FY 73-74.

Common ID Fraud Documents

The documents most frequently used in false ID fraud in
Arkansas are Social Security Cards and Food Stamp ID documents.
Social Security Cards are obtained by application under one or more
false names; unofficial "permanent" Social Security cards made of
aluminum are obtained by mail order and sometimes used as ID docu-
ments. The most frequent abuse of the non-photographic Food Stamp
ID is the "loan" of it to unauthorized parties who then use it in
purchasing Food Stamps. Apparently, the intermediate ATP document
is not used in Arkansas. '

California listed baptismal and birth certificates and driver's
licenses as the most frequently abused ID documents. Birth certi-
ficates are commonly used to support the existence and ages of
claimed dependent children; blank baptismal certificates are avail-
able in stationery stores, while birth certificates are most fre-
quently genuine documents that are altered and then photocopied.
Most of the driver's licenses used in false ID fraud in California
were counterfeit documents.

False ID Suspect Profile

Arkansas and California showed good agreement in their profile
of the typical suspect in false ID investigation; both identified
a young (18-30) unemployed woman resident in a metropolitan area.
California described the typical suspect as not having a prior
criminal record, while Arkansas could not supply data on prior
criminal records. Both states cited metropolitan areas as the
most common locales for ID fraud.
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Extent of the Problem

None of the twenty-six respondents to the Food Stamp survey
indicated a belief that false ID fraud represents a majority of
total Food Stamp fraud cases. However, the Arkansas response, which
contained the most detailed data on false ID fraud, estimated the
proportion of false ID cases as 10% of the total fraud cases.
Much more common methods of fraud include falsification of income,
medical expenses, or number of dependents. In Los Angeles County,
the percentage of welfare fraud cases investigated that involved
false ID was less than 1% for all years reported (FY 70-74 inclu-
sive). Estimates of false ID fraud as percentages of total Food
Stamp fraud supplied by other respondents ranged from below 1% to
5%3; no basis for these estimates was given.

Analysis of ID Fraud Data

These estimates establish clearly that the use of false ID
is perceived as a minor problem with respect to overall abuse of
the Food Stamp program, Three comments, however, appear to be in
order. They are: (1) Based on the wide variance of the Arkansas
response from the national sample, false ID fraud is probably much
more widespread and considerably more frequent than most state
welfare departments realize; (2) All of the methods of false ID
use that were detected are very primitive. This includes the
unauthorized use of Food Stamp ID, phony or duplicate Social Secu-
rity Cards, and counterfeit driver's licenses; and (3) More sophis-
ticated methods of false ID (such as Infant Death Identity)l could
be in widespread use but not currently detected.

Disposition of Cases

Cases of Food Stamp fraud, when discovered, are referred to
the local prosecutor's office (usually county-level) for disposi-
tion. The cost-sharing provisions of the Food Stamp program do
not provide a strong incentive for state and local prosecution of
Food Stamp fraud; in fact, they provide the states with a strong
disincentive. The states pay a portion of the administrative
costs of the program, including costs for the apprehension and

1See Part I, Section 3 of the FACFI Final Report.
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prosecution of offenders., The entire cost of the coupons fraudu-
lently obtained, on the other hand, is borne by the Federal govern-
ment. Therefore, added emphasis on fraud results in added costs

to the state, yet all funds recovered must be returned to the
Federal government. Stolen or forged Food Stamp ID and ATP

cards can be used at banks and retail stores to obtain and "spend"
coupons where no effort is made to confirm the identity of the
bearer. The Food Stamp ID used in most states is not a photo ID
and can, in certain cases, be used by a proxy to purchase coupons
for a designated recipient. These characteristics make it rela-
tively easy to counterfeit or to use if stolen. Federal guide-
lines for state action (FNS [FS] Instruction 736-~1) make it extremely
unlikely that states will elect to prosecute any but the most flag-
rant abusers of the Food Stamp program. Finally, several res-—
pondents to the Food Stamp survey indicated that communication is
poor between state and local welfare officials regarding abuses of
the Food Stamp program.

Suggestions for Solutions

Several suggestions were made by survey respondents to con-—
sider the problem of false ID fraud. Establishment of a photo ID
system was the most common suggestion. One respondent, however,
in making this suggestion noted that this "would be one more
harassment to Food Stamp Program participants." One state sug-
gested that others follow its practice of mailing Food Stamp ID
and ATP documents in separate envelopes; this makes it more
difficult for a thief to obtain both documents. One respondent
preferred the (apparently older) FS-4 form to the ATP card "since
the former permits close control over currency of ID." The
Arkansas respondent suggested requiring more than one form of ID
at intake to the program. Finally, one respondent appealed to the
Federal govermnment to "simplify program specification to free
workers to perform other tasks, such as checking ID!"

An overall view of the responses suggests the need for some
uniform type of identification requirement to be used at appli-
cation. Application frauds using counterfeit or imposter iden-
tities appear to be the most common types of known ID fraud.

The Social Security card was mentioned most frequently as a docu-
ment used in false ID fraud; until recently it has been very easy
to obtain Social Security cards under assumed identities. It
remains to be seen whether new regulations by the Social Security
Administration will have a long-range effect on the false ID prob-
lem. For the present, acceptance of the Social Security card
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alone as an ID for the Food Stamp program should certainly be dis-
couraged. More fundamentally, there is a need to restructure the
balance of state and Federal responsibilities in the Food Stamp
program to improve the efficiency of its administration and to
discourage abuses of the program.

Social Security Programs

Sources of Information

The Social Security questionnaire was sent to appropriate
Social Security Administration bureaus, including those respon-
sible for Supplemental Security Income (SSI), Health Insurance
(HI), Disability Insurance (DI), and Retirement and Survivors
Insurance (RSI). In addition, copies were sent to the Division
of International Operations (RSI) and the Documents Analysis
Laboratory in the Office of Administration, a rich source of
information. It was the opinion of the Laboratory Chief that
"false identification" is a very small part of the false docu-
mentation problem at the Social Security Administration.

The Normal Process

Social Security programs are unique among those considered
by the Government Payments Task Force in that a large majority of
the working population of the U.S. is registered for benefits
under these programs. Registration or opening of a Social Secu-
rity Account typically takes place upon an individual's first
application for salary or wage paying work. Prior to 1974, little
or no documentary evidence of identity was required to register
for Social Security benefits, There is some evidence of multiple
registrations under a variety of aliases, a procedure which can
enable the collection of multiple benefits. The Social Security
Administration instituted procedures in 1974 calling for presen—
tation of documentary evidence of identity upon registration.

Once registered, an individual in covered employment is sub-
ject to withholding of Social Security contributions; similar
contributions are required of employers. Federal law requires that
any change affecting contributions to the program, such as marriage
and acquisition or loss of dependents, be reported promptly to the
Social Security Administration.

Application for benefits, as distinct from registration,

normally occurs when an individual enters a status eligible for
benefits. Eligible circumstances include retirement after age 62,
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permanent disability, blindness, and for survivors, the death of
a covered wage earner. Documentary evidence of eligibility must
be presented with the application for benefits. However, no in-
vestigation of the claim is usually made unless there is some
reason for suspicion. Referrals of possible fraud in Social Secu-
rity cases generally originate from voluntary informants.

ID Required

Only the birth certificate and Social Security card were listed
by all components as being accepted for initial determination for
eligibility. The Supplemental Security Income Program appears to
accept more types of documents initially than any other bureau of
the Social Security Administration.

The types of documents shown as an acceptable means of iden-
tifying recipients when benefits are obtained, either when checks
are cashed or services received, are varied. All four bureaus
indicated that documents such as driver licenses, marriage cer-
tificates, credit cards, etc., are used. In fact, only two types
of identification mentioned on the questionnaire that were not
used by any bureau were the Welfare ID and the Food Stamp ID,
From these statistics, it appears that the most common document
used for identification purposes is the driver's license which
is easily obtained, altered, and forged. Another in common use
is the Social Security card which was never intended to be used
for identification purposes.

Social Security Program Fraud

The most common response to fraud impact question was "infor-
mation not available." The survey yielded a total of only 56 cases
investigated for fraud in the four fiscal years 1970-1974 that
involved the use of false identity. Of these, 17 cases were clas-
sified as altered ID, 5 as counterfeits, and 21 as imposter cases;
classification was not made for the other 8 cases. No records of
fraud based on false identity have been kept by the Disability
Insurance Bureau.

In response to Question F, number of cases in which appli-
cants for benefits were refused benefits because they could or
would not provide identification, the Bureau of Health Insurance
stated that in their program, services could conceivably be per-
formed in emergency situations even if an individual did not have
his health insurance identification card. They pointed out, though,
that the physician or provider may not be able to collect from
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Medicare if it develops that the patient was not entitled to the
services performed. All other respondents indicated that they were
not aware of any cases.

It was generally agreed among the respondents that it cannot
be assumed that if identification is required, fraud has not taken
place. In most cases, if a person decides to file a false appli-
cation he would also have obtained false identification. In addi-
tion, it is not always possible to detect the fraudulent act un-
less a complete and extensive investigation is initiated when the
claim is filed. In many cases, the fraudulent act is detected by
reports from informers or through development of the initial claim,
a subsequent claim, or a post adjudicative discrepancy.

Relative to administrative costs and manpower resources for
fraud investigation involving false identification, it appears that
only a very small percentage of time is spent on the problem of
false identification. In fact, 5 percent or less of all cases
examined for possible fraud by the Document Analysis Laboratory
at the Social Security Administration involve false identification.
These cases usually do not involve attempts at false identity.
Rather, the individual has attempted to change certain facts
about himself for personal benefit. For example, he may attempt
to show that he is older than he actually is in order to qualify
for retirement benefits.

False ID Techniques

The most common techniques for obtaining fraudulent identifi-
cation as reported were:

1. File several Forms SS-5 (Application for a Social
Security Account Number) using completely different
identifying information on each application (i.e.,
different name, parent's names, place of birth,
birth date). When application is made on the
various account numbers, a false birth certificate
or affidavit supposedly signed by the parent is
used;

2, Find or steal another person's Social Security card;
3. Applicant, who may be receiving wife's or widow's
benefits, can file for retirement insurance using

maiden name and falsely state that she had not
previously filed for benefits;
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4, An applicant can obtain the birth certificate of
a person who died at an early age and then proceed
to use that individual's identity to build up
another wage record and subsequently file under
the new account number;

5. An applicant can assume the identity of a wage
earner's legal wife, with the wage earner's know-
ledge, using the marriage record pertaining to the
legal wife as proof of age on the basis of her
allegation that this was the only proof of age
available;

6. Contact a church and obtain a baptismal certificate
of an individual who is not the requester of said
certificate;

7. Obtain fraudulent documents from outside the United
States from both civil and religious sources, such
as local civil registries and church records. It is
sometimes possible to bribe the civil or church
official to issue fraudulent documents.

False ID Suspect Profile

There was general agreement among all respondents as to the
profile of the typical suspect in false ID investigation: most
are at least 65, can be either male or female, many are unemployed,
with little known regarding their educational backgrounds. There
are more cases of attempted use of false identification in metro-
politan areas than rural or suburban areas, possibly because little
or no identification is required in less populated areas since
people tend to know each other better.

Control of Abuse

It is a Federal offense subject to criminal penalties for an
individual to furnish false information to the Social Security Admin-
istration in connection with the establishment and maintenance of
Social Security earnings records, to use a Social Security number
(SSN) with false information, to use a counterfeit SSN, or to use
someone else's SSN,

There are definite procedures to follow when a beneficiary

fails to receive a check. Briefly, a beneficiary reports the non-
receipt to the SSA district office which in turn will forward the
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nonreceipt allegation to the Treasury Disbursing Center which has
responsibility for issuing the payment. At this point, a request
is made to place a stop payment in the Treasury system against the
original check. If the original check is later presented for pay-
ment, the Treasury will make the determination as to the proper
method of recovery. When a nonreceipt claim is received and the
original check is paid by the Treasury and the check is found to
bear an unauthorized endorsement, the Department of the Treasury
will request directly the refund of these payments.

Suggestions for Solutions

Several suggestions were made to counter the problem of false
ID fraud. The use of the Social Security numbers as a universal
identifier was the most common suggestion. However, this has already
been considered in terms of the danger of invasion of privacy, the
cost to the Federal Govermment, the time required to institute the
system and the effectiveness of such a system for alleviating the
problem. The use of the number for such a system seems unlikely
at this time. Other respondents suggested that more specific care
should be taken in identifying the claimant., They further suggested
that all documentary proofs should be examined carefully. If any
document appears altered or not authentic, a Document Specialist
should be requested to verify the document. When fraud is suspected,
development of the fraud aspects should be started quickly. Another
suggestion was the universal use of one or more corroborating docu-
ments, rather than the use of only one. Along these lines, an appli-
cant for a Social Security number must show convincing evidence of
identity. Preferably, the evidence will show his age or date of
birth, his address, and his signature, and be at least several
months old. Still another common suggestion was that all indivi-
duals applying for Social Security numbers could be fingerprinted
when applying for benefits in order to establish their identity.
This too would probably be unfeasible and not readily accepted by
the public.,
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SECTION III

PRELIMINARY RECOMMENDATIONS

General

The Government Payments Task Force presents in this section a
list of preliminary recommendations to reduce the incidence of false
ID fraud in the programs studied. These recommendations were devel-
oped from survey responses, by individual Task Force members after
a review of survey findings, and by other individuals with whom
Task Force members had contact. It should be emphasized that these
recommendations represent individual viewpoints and do not neces-
sarily reflect the opinions of all Task Force members., The recom-
mendations have also not yet been screened, compared, and examined
with respect to such criteria as cost effectiveness, practicality,
and likelihood of public acceptance. Since detailed management of
cost-shared welfare programs, including AFDC, Medicaid, and Food
Stamps, is relegated to individual states, while Social Security is
a strictly Federal program, recommendations have been divided into
those that apply to state and Federal govermments.

Recommendations to State Government

1. Provide a tamper-proof identification card which may
be used for all assistance programs in the state,
(i.e., AFDC, Food Stamps, SSI, HI, DI, and RSI). It
is suggested that this ID card, as a minimum, contain
the following information:

a. Name and address of recipient (embossed);
b. Social Security Number of recipient (embossed);
c. Case or other state number (embossed);
Note: This number should correspond with a case
number and/or Social Security Number included on

the assistance check, Food Stamps, etc.

d. Color photograph of recipient large enough to
cover at least one-half of one side of the card;

e. Signature of the recipient;
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6.

f. Name and telephone number of the office issuing
the card;

g. The right and left thumb print of the recipient;
h. Issuance and expiration date of the card;

i. Any other data necessary to satisfy requirements
of the program for which the card is issued; and

j. A postage free return mailing statement and a
warning, in bold type, of the consequences of
misuse of the card. The card should conform to
standard credit card size so that it can be used
in credit card embossing machines.

Consider requiring merchants and others who cash public
assistance checks to impress the embossed information
from the ID card onto the check prior to cashing (i.e.,
similar to the use of credit cards);

Consider sending or transmitting electronically public
assistance checks to conveniently located banks where
recipients would be required to personally claim and
sign for their benefits. This would make it practically
impossible for a recipient to obtain a replacement check
by falsely claiming that he did not receive the original.
This would also substantially reduce the problem of
assistance checks being stolen from the mails. This
procedure would probably be more practical in metro-
politan areas, which the Task Force surveys have shown
to be high~risk areas for false ID welfare fraud;

Recipients should be required to report stolen welfare
checks directly to the local police and to sign an
affidavit under penalty of perjury before being issued
a replacement check;

Identification should be required (ID card as described
above) for cashing Food Stamps; merchants should not be
paid for fraudulently used Food Stamps;

Penalties for knowingly accepting fraudulently cashed
Food Stamps should be made severe;
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Uniform standards for identification of recipients and
claimed dependents at intake should be adopted by all
states;

The security of "breeder" documents such as birth cer-
tificates and driver's licenses should be upgraded so
as to resist alteration, counterfeiting, and use by
imposters. Steps such as mandatory matching of birth
and death certificates and carefully controlled
issuance should be immediately implemented.

Recommendations to the Federal Government

1.

The Federal government should develop comprehensive
standards for recipient identification for cost-shared
assistance programs, and provide financial assistance
to the states in implementing these standards;

The Food Stamp Program should be restructured by
legislation requiring state sharing of stamp cost and
providing more Federal Assistance in costs of pro-
secuting Food Stamp fraud. These measures would
provide the states with incentives for improved
control of this program;

Food Stamps should be redesigned to resist use of
stolen coupons. One means of doing this would be

to provide two signature blocks for recipients.

One block would be signed upon the receipt of the
stamps and the other at the time of use (i.e., simi-
lar to the use of Traveler's Checks);

Positive identification of recipients should be

required prior to approval of applications for
Social Security benefits.
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George Berlinger Port Authority of N.,Y. and N.J.
Richard DeMeo Social Security Administration
Peter Kimball American Bank Note Company
Paul Lamberth U.S. Department of Agriculture
Robert Magee U.S. Department of Agriculture
Theo Manos Polaroid Corporation

Leon Walters Social Security Administration

Staff Assistant

Thomas Kabaservice The MITRE Corporation

A-34



APPENDIX A2

REPORT OF THE COMMERCIAL TRANSACTIONS TASK FORCE

ON THE
SCOPE OF THE FALSE IDENTIFICATION PROBLEM AND

PRELIMINARY RECOMMENDATIONS FOR SOLUTIONS

Submitted to

Federal Advisory Committee On False Identification

David J. Muchow, Chairman

May 1976

A-35






TABLE OF CONTENTS

Page

SECTION I - INTRODUCTION A-39
Purpose A-39
Scope A-39
Data Gathering A-39
Evaluation of Data A-41
SECTION II - THE FALSE ID PROBLEM A-43
General A-43
Losses Sustained A-43
Type of False ID Used A-44
Types of Fraud A-45
Encashment of Checks Stolen From the Mails A-46
Social Obligations - Impact on False ID Fraud A-48
False ID Involvement A-50
Bank Card Fraud A-50
National Association of Securities Dealers Survey A=53
National District Attorneys Association Survey A-54
Recommendations A-55
SECTION III - PRELIMINARY RECOMMENDATIONS A-57
General A-57
Recommendations From Business and Banking Representatives  A-57
Technical Devices A-58
Employee Training A-59
Credit and Bank Card Measures A-60

The Dilemma A-61
Current Countermeasures A-62

For the Future A~-63
Recommendations From Law Enforcement Representatives A~-65
REFERENCES A-69
ATTACHMENT I - COMPOSITION OF THE TASK FORCE A-71
ATTACHMENT II - SUMMARY OF MATERIAL IN TASK FORCE FILES A-73

A-37






Report Of The Commercial Transactions Task Force

On The

Scope Of The False Identification Problem And

Preliminary Recommendations For Solutions

SECTION I

INTRODUCTION

Purpose

The Commercial Transactions Task Force of the Federal Advisory
Committee on False Identification has identified its central concern
as the fraudulent use of personal identification in its primary form:
over-the-counter sales and bank transactions.

Scope

In order to structure the investigation in a useful and practical
way, a model for a commercial transaction has been selected. It is a
one-time, face-to-face encounter between a businessman or banker and
an individual who wishes to procure goods and/or services using credit
or a check, and who remains at the point of sale for only a few
minutes. It is recognized that securities and other brokerage tran-
sactions generally do not fit into this model because of extensive
federal and self-regulatory requirements governing the opening and
maintenance of customers' accounts including the strictly applied
"know your customer' and suitability rules. Security transactions are
not therefore usually executed as a result of a "one time, face to
face encounter. However, the model is intended to represent the vast
bulk of commercial transactions: those in retail establishments and
bank offices. The Task Force has, accordingly focused on the follow-
ing commercial instruments: checks including Traveler's Checks, Bank
Cards, and Securities.

Data Gathering

The main sources of information and statistical summaries used in
this report were the business and trade organizations and agencies of
government and the law enforcement community most closely concerned
with frauds which include false ID. Not the least of the resource
available to the Task Force was the personal experilence and expertise
of the members themselves and that of theilr associated organizatioms.
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Specific sources of information are noted below.

Reports on the scope of the false identity problem were submitted
from the following organizations:

American Express

National Association of Securities Dealers, Inc.
Interbank Card Association

Metropolitan Police Department

U.S. Postal Inspection Service

American Bankers Association

National District Attorneys Association

The following organizations conducted formal surveys:

American Bankers Association

National Association of Securities Dealers, Inc.
American Express

National District Attorneys Association

The following have conducted analyses and/or contributed a
sampling of records available to them:

Interbank Card Association
Metropolitan Police Department
U.S. Postal Inspection Service

Summaries of the above surveys and analyses are attached to this
report. Reference is also made to the following periodicals for a sub-
stantial concurrence with the surveys and analyses:

Protection Management & Crime Prevention

Richard B. Cole
(W. H. Anderson, Co.)

White Collar Crime

Chamber of Commerce of the United States

The National Notary, January/February, 1975

(Commercial)

The Cost of Crimes Against Business

U.S. Department of Commerce
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Identification With & Without Credentials

American Bankers Association

Evaluation of Data

The fact that the Task Force is composed of representatives of

both law enforcement and business communities led to some disparities
in the perception of the false identification problem and in the types
of solutions seen as appropriate to the problem. The difference in
viewpoint between law enforcement and business interests has been
expressed as follows by Task Force Co-Chairman Nathaniel Kossack:

"In short, the commercial sector is sensitive to the nth degree
to cost effectiveness of remedies, which does not permit them

to go beyond the recognition of the ratio of losses to the

total amount of business., Remedies suggested by business in-
clude operational corrections only and do not include referrals
to law enforcement which are made routinely. The law enforce-
ment sector has placed the crime of false identification and

the crimes using false identification on a low level of priority
and have downgraded the traditionally poor "white collar" crime
record system to an even lower status. For example, 'paper
hanging' is the popular term for check passing and law enforce-
ment tries to avoid the enveloping morass of its volume, Lastly
there is an instinctive mutual mistrust between law enforcement
and business built up by reason of the conditions of the problem.
Commerce complains that law enforcement won't 'protect' them in
these cases which can potentially flood the prosecutor's office.
Law enforcement does not trust the standards of care (or lack

of care) used by commerce and terms the neglect scornfully as
'cost of doing business.' All in all the condition creates

a very unsatisfactory record by another artificiality--the anon-
ymous 'third party' victim. That is, the banks do not consider
check forgery an important source of loss, The merchant mini-
mizes the loss because he is insured or takes a tax deduction.
Like matter, the loss does not disappear; it is merely transferred
down the line,"

The difficulty of obtaining complete statistical information was

also stressed by co-chairman Hollis Bowers in submitting a report to
the Task Force on behalf of the business and banking community prepared
by himself and Edward Smith, Assistant Director, Communications Group,
American Bankers Association:
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"There are as many different statistics on fraudulent commercial
transactions involving the use of false identification as there
are sources of statistics. Generally speaking, there is a
paucity of empirical information as experience following crea-
tion of this Task Force has shown that more often than not a
commercial enterprise will show losses based on the instruments
presented, e.g., checks, without recording the forms of identi-
fication used to establish lawful possession of the check in-
struments. It 1s believed, however, that the figures cited in
this report best represent the presently known situation. In
absolute dollar figures the losses due to fraud are tremendous;
when averaged out against astronomical bona fide transactions,
they seem less imposing. No matter how they may be regarded,
the facts and figures reported herein confirm that the commission
of the crime using false identification poses a problem for
America's bankers and executive, and judicial branches of local,
federal and state governments as best they can within the con-
straints of social, cultural, and business life in the United
States. The recommendations in this report are framed within
the real-world limitations of business and banking, and are
believed to represent the best possible solutions to the problems
of false identification and crime in commercial and banking
transactions, given today's business and banking environment."

The description of the false identification problem was con-
structed from information supplied by members of both business and
law enforcement communities. However, the difference in viewpoints
is recognized by the presentation in Section III of this report of
different sets of preliminary recommendations by the two communities.
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SECTION II

THE FALSE ID PROBLEM

General

Commercial transactions take place in a wide variety of locationms,
ranging from securities houses and stock exchanges to retail and ser-
vice establishments to the offices of financial institutions. No
matter where commercial transaction takes place, however, if the tran-
saction is fraudulent, false identification may be used to add plausi-
bility to an individual's claims and thus to make the transaction

possible.

Losses Sustained

Losses resulting from such fraudulent transactions are normally
borne by the individual or business that first accepts an invalid
instrument, be it a forged check, a check written on insufficient
funds or a stolen, altered or counterfeited credit card or security
certificate, Thus, the brunt of these losses is suffered by businesses
rather than by banks; while a bank may ultimately identify a check as
having been forged or a credit card as having been stolen, the loss in
the transaction is more often that of the business., Only when a bank
is the first acceptor of a fraudulent or invalid check or credit card
does the bank itself suffer financial loss.

In dollar terms, this distinction is most apparent. Extrapolat-
ing from the results of a 1972 survey, the American Bankers Association
(ABA) estimates that in 1974 bank losses due to forgeries totaled
approximately $50 million. If that figure is divided by the number of
bank offices in the nation (more than 40,000), forgery losses came to
only $1,250 per banking office for the year. Significantly, a study
of bank operating losses by the Audit Commission of the Bank Administra-
tion Institute set 1973 check losses at $45,447,000, Even if these
figures were doubled the average per banking office would be quite low.
Actual losses certainly vary from bank to bank, depending upon such
things as a bank's size, the variety of its services, the quality of
its employee training programs, the uniformity of its policy enforce-
ment, the number of transactions in which it is involved, etc. It
should be noted also that the number of forgeries reported each year
is growing, and to these should be added a broad assortment of other
fraudulent "paper" transaction schemes.

In a recent ABA study, stolen and forged checks accounted for
the largest proportion--32,4%--of the check fraud schemes. Other
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check fraud schemes in the order of their occurrence were: counter-
feit checks, 23.8%; stolen blank checks, 16.4%; starter checks, 12.5%;
split deposit, 9.47%; and others, 5.5%. Retail businessmen estimate
bad-check and credit card losses have been approximately $4 billion
annually; however, the basis for this figure is not known. Based on
1967 census of business, the U.S. Chamber of Commerce estimates that
there are more than 1.6 million business establishments in America.
Thus, average annual business loss per establishment are approximately
$2,500, Again, individual businesses' losses vary from operation to
operation, just as is the case with banks.

Type of False ID Used

In a recent ABA study, the Insurance and Protection Division
investigated the fraudulent check schemes reported in state bankers
association warning bulletins in 1974, One part of the study dealt
with the frequency of various types of false identification. The
type of false identification used most often--in 86.35% of the cases--
was impersonation. It was not possible to establish subdivisions of
impersonations because of the lack of detail in the reports. This
lack was attributed to 2 factors., First, 72.6% of the check fraud
checks involved counterfeit checks, stolen blank checks, or
stolen and forged checks. In these cases, a form of identification
is seldom requested by the bank teller because the check passer per-
suade the tellers that he is the lawful owner of the check. Second,
banks and merchants seldom document the form of ID used when they cash
checks for strangers. If there is some doubt about the ownership of a
check, the bank or merchant refuses to cash it there are few if any
records of the type of ID in aborted cases.

Other types of false ID, in order of frequency, were: driver's
licenses, 8.2%; ID cards and other personal identification, both 2.7%;
and social security number, 0.05%.

What forms of personal identification are used in these fraudu-
lent transactions? A driver's license and perhaps a "merchant's" or
"major" credit card are frequently all that is requested by a merchant.
All too often these forms of personal identification prove to be in-
sufficient to protect the merchant. In other transactions, however,
many different forms of false identification may be used, depending
often on the relative sophistication of the swindlers and their in-
tended victims.

It should be pointed out that many merchants and service operators
face a "point of diminishing returns" in establishing the identity of
customers presenting checks or credit cards. Obviously, the merchant
who refuses to accept either checks or credit cards is automatically

A-44



alienating a significant portion of the buying public. In the same

way, excessive caution or a suspicious attitude in verifying a cus-

tomer's identity can cause offense and the loss of business. Thus,

it can be argued that many merchants accept certain risks and losses
due to crimes involving false identification as part of the cost of

doing business.

In bank transactions, required signature (or other) verification
from the bank's own records for an "on us" check, plus personal recog-
nition of the customer, as well as additional methods of verifying
identity (such as photo ID, thumbprint, computer check on funds in
the account, etc.) help to discourage passers of forged checks, insuf-
ficient funds checks (NSF), or split-deposit swindlers. All of these
measures contribute to the positive control of banks' losses as re-
sult of crimes involving the use of false identification.

Types of Fraud
Check Fraud

Bank Instruments

Americans are now writing more than 25 billion checks a year,3
and the total 1s expected to exceed 40 billion a year by 1980, in
spite of the prgdicted rapild growth of electronic funds transfer
systems (EFTS).

A 1974 Bank Administration Institute (BAI) study entitled '"The
Impact of Exception Items on the Check Collection System'" also helps
to add perspective to the scope of the problem of check fraud and re-
lated use of false identification.’ Of the 25 billion checks written
in 1973, the study states,

"return items accounted for approximately two-thirds of
one percent of all checks processed--one return for every
150 items processed by each bank ... And of those return
items only 12 percent were identified as missends, for-
geries, and unlocated accounts..."

The Federal Reserve System, which clears 85 per cent of all
checks written in the U.S. on American banks, indicates that approx-
imately 100 million out of 1973's 25 billion checks (1 of every
250) were returned for one reason or another. Of that 100 million,
only 25 million finally did not clear--and not all of those were
the result of fraud or crimes involving false identification, since
customer or bank inadvertence causes some bad checks.
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The growth in volume of check-writing in the U.S., as well as the
nation's population growth, also helps to put incidence of fraud iInto
perspective.,

A 1970 study by Arthur D, Little, Inc., for the American Bankers
Association points out that,

"since checks are a form of payment for goods and services and
are issued against demand deposit accounts, it is reasonable
to assume that the volume of checks is related to the level of
production of goods and services and to the number of people
and organizations holding checking accounts. Employment, in-
come, and various measures of economic flow will also have an
influence, given any stable pattern of payment habits,"®

The report shows that by 1968 the number of checking accounts
was growing at an annual rate of 4.1 per cent, while the nation's
adult population was growing at a rate of only 1.3 per cent. In
1968 also the average number of debits to demand deposit_or checking
accounts was growing at an annual rate of 12.6 per cent. Thus,
with both the number and use of checking accounts growing at a rapid
rate, a certain increase in the absolute number of check frauds, in-
cluding those involving the use of false identification, can be ex-
pected.

Encashment of Checks Stolen From the Maills

The Inspection Service of the U.,S. Postal Service reports that
"false identification use for the cashing of checks stolen from the
mails ... most critically affects postal crimes. However, false
identification is used in many other postal offenses including, but
not limited to, mail fraud schemes such as check kiting operations,
credit card frauds and the renting of post office boxes for unlawful
purposes.'8

The U.S. Postal Service figures reported below were gathered in
a 20-city sampling carried out by 29 inspectors in 20 major U.S.
cities during January and February of 1975. These figures are the
result of investigations of checks stolen from the mails; the 20
cities covered were New York, Newark, Boston, El Paso, Seattle, Los
Angeles, San Francisco, Buffalo (New York), Philadelphia, Washington
(D.C.), Atlanta, Birmingham, New Orleans, Dallas, Chicago, Cleveland,
Detroit, Minneapolis, Kansas City (Missouri) and Louisville.

Says the Postal Service Report:
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"During Fiscal Year 1974, 140,864 checks with a total face value
of $22,331,451 were reported to this Service as stolen from the
mails and subsequently cashed. During the two-month (Jan.-Feb.
1975) sampling period, 22,552 checks with a total face value of
$4,150,655 were reported as stolen, The sampling covered 5,949
checks,"

Information developed from the sampling disclosed that false
identification was known to have been used in the cashing of
1,466 of the 5,979 checks. In all probability, false identi-
fication was used in cashing many of the other checks but no
information was developed to confirm this. Nothing was written
on the checks to indicate that any identification was required
and the persons accepting the checks were unable to remember
what identification, if any, was required. The face value of
the checks which were cashed with false identification totaled
$315,122,07.9 (Emphasis added)

In these crimes the three most-frequently used forms of false
identification were, in order of use, a commercial photo identifi-
cation card (496 times), a welfare identification (267 times) and
a state driver's license (147 times). Several methods of obtain-
ing false ID were used, False pretense was listed as having been
the method used to obtain false identification in the case of
commercial photo identification, while stolen welfare ID's accounted
for 238 of the 267 incidents reported involving that ID, Further,
101 of 147 of the fraudulently used driver's licenses were stolen.

‘ro take one example of crimes involving checks stolen from the
mail--and almost certainly also involving the use of false identifi-
cation--the Feb. 7 1975, issue of THE AMERICAN BANKER reported that the
City of Philadelphia, Pa. alone 10,000 replacement welfare checks
with a face value of $1 million were issued monthly in 1972 and 1973.
(A grand jury report stated much of the fraud was committed by reci-
pients who falsely claimed not to have received their checks and
eventually cashed both the original and replacement checks, though
certainly a large proportion of the losses, perhaps as much as
half, were caused by outright thefts from the mail.) These reports
suggest massive, continuing fraud conducted with false credentials.

These losses were cut by half--or $500,000 per month-- by the
simple expedient of requiring all but bedridden or crippled welfare
recipients to pick up their checks at their neighborhood bank branches,
rather than mailing the checks to the recipients. Nevertheless, wel-
fare check losses of a half million dollars per month in just one
major city should constitute an absolutely unacceptable situation.
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These figures illustrate the need for constant review of all
check encashment operations to design changes which will reduce
losses as new needs arise. Such a review should encompass alterna-
tives to "welfare checks" such as direct deposits to welfare re-
cipients' accounts., An explanation of this alternative 1s contained
in Direct Deposit of Federal Recurring Payments, Department of
The Treasury, Operations Planning and Research Staff.

Social Obligations - Impact on False ID Fraud

Many banks feel a soclal obligation to cash checks for certain
non-depositors, and this obligation comes to the fore with such
financial instruments as welfare and social security checks, as well
as salary checks of local, state and federal government employees
in the banks' communities. Criteria for proper personal identifi-~
cation in such cases will necessarily vary from community to community,
but often an in-state driver's license or employee identification
card will be accepted as proof of identification in such cases, 1In
such cases, the bank recognizes that it is running a substantial risk
of loss, but feels that it has little real choice in the matter.

Instructions from the U.,S. Treasury govern the identity which
can be accepted from persons presenting U.S. Savings Bonds to a bank
for payment. Among other things, the Treasury requires full nota-
tion of the forms of personal identification presented to and accepted
by the bank, including such items as military service serial number,
date and place of issue and service branch. In the case of drivers'
licenses, notation should be made as to what state issued the ljcense
what the license number is, and when it was issued. The TreasSury
Department requires that these measures be taken for it to guarantee
payment to banks.

The American Express Company surveyed 6,175 Travelers Cheques re-
garding identification used with the encashment of the cheques. There
were 153 or 2.48% of these that showed some form of identification other
than the comparison signature on the check itself. Significantly,
over 50% of the identification used were "Driver's Licenses'" (see
Table I below).

In commentary provided, American Express stated that false iden-
tification is not a real problem in the encashment of their travelers
cheques. Moreover, the acceptance procedures requires in connection
with the encashment of travelers cheques merely require the acceptor
to witness the countersignature, of the travelers cheque, and compare
the countersignature with the original signature. If the signatures
are comparable, American Express agrees to honor that travelers cheque.
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TABLE I

SURVEY OF IDENTIFICATIONS USED IN CASHING TRAVELERS
CHEQUES AMERICAN EXPRESS COMPANY

Type - I.,D, Used No. of Items % No. of Times
I.D. Used
Dirver's License 77 50.3
Credit Card 20 13.0
Passport 8 5.2
Vehicle Registration 4 2,6
Social Security 7 4,5

Armed Services

Coast Guard

Company Employee I.D. 1 .6
Government I.D.

Courtesy Card

Student I.D.

Bank Book

Union Book 2 1.3
Unemployment Book

License (other than Driver's)

*Other 34 22,2

TOTAL 153 99.7

#Miscellaneous information on back of T/C's, addresses, phone numbers,
and other information of which identity of documents presented could
not be determined.
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If the acceptor is suspicious of the countersignature, American Ex-
press recommends that the acceptor have the person again endorse the
travelers cheque on the reverse side and again compare signatures.
It is not a requirement that an individual produce any type of iden-
tification upon the presentation of a travelers cheque.

American Express has stated that merchants, for their own protec-
tion, will require an individual to produce some identificaion at the
time of presentation of a travelers cheque, but it is not an American
Express procedure., The false identifilcation problem, in connection
with the presentation of different types of identification, usually re-
lates to a counterfeit travelers cheque. Over the years, American
Express has had a number of individuals who attempted to counterfeit
cheques and has noted that on this type of encashment there is more
false identification used than in other types of encashment.

False ID Involvement

As noted, the true extent of false ID use in the accomplishment of
check fraud schemes of all descriptions must be conjectural for lack
of extensive hard data. A notion of the role played by false ID in
check fraud activities can be obtained, however, by examination of
the data presented in Table II, Check Forgery, Fraud and Embezzlement
Data, compiled by the Check Section, Metropolitan Police Department,
Washington, D.C. Of note in Table II is the high incidence of detected
false ID use in Forgery and Fraud schemes.

Table III from the same source illustrates the type of false ID
commonly used, in rank order, and the customary means of acquisition
of the false documents.

Bank Card Fraud

The bank card segment of the banking industry continues to grow
rapidly although less than in previous years. Growth in retail
volume was 26.5 percent in 1974, for example, as compared to 34.6
percent in 1973. In dollar figures, National BankAmericard Inc.
and Interbank Card Association (BankAmericard and Master Charge, re-
spective}¥) report that the 1974 gross volume of billings was $17.6
billion. At the end of 1974, 12,899 banks and 2,182,993 merchant
outlets were participating in bank card plans., The average sale was
$23.91, and cash advances in 1974 totalled $518 million.

It should be recognized that credit card or bank card fraud is
a "second-order crime,"!2 one made possible by an earlier crime;
for example, theft of or tampering with a valid card, or counter-
feiting of a card. A 1974 study of The MITRE Corporation, "Security
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I.

II.

III.

TABLE II

CHECK FORGERY, FRAUD AND EMBEZZLEMENT DATA

FORGERY

A.
B.
C.
D.
E.

Number of compaints.

Amount of loss.

Number of complaints cleared.

Number of arrests

Number of complaints where stolen or false
identification used.

711
$202,109
406
391

907%

FRAUD (False Pretense = bad checks - confidence schemes)

A.
B.
C.

Number of complaints.
Amount of loss.,
Number of complaints cleared.

D. Number of arrests.

E. Number of complaints where stolen or false
identification used.

EMBEZZLEMENT

A. Number of complaints.

B. Amount of loss.

C. Number of complaints cleared.

D. Number of complaints where stolen or false
identification used.

E. Number of arrests
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$333,772
499
285

50%

143
$393,763
89

15%
81



TABLE III

ID USED TO CASH NEGOTIABLE INSTRUMENTS

TYPES OF IDENTIFICATION

A.
B.
C.
D.

E'
F.
G.
H.
I.
Je

K.

Drivers permits

Credit cards

Social Security cards
Government ID cards
issued to employees
Private Business ID cards
issed to employees
Commercial ID cards

Check cashing courtesy cards
Bank ID cards

Selective Service cards
Governmental Services ID
cards issued to recipients
Passports

HOW OBTAINED
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Stolen,
Stolen,

counterfeit, false names
false applications

False names, stolen, counterfeit

Stolen,

Stolen,

counterfeit

counterfeit, false names

Issued by commercial photo com-
panies in any name, no proof of

true ID
Stolen,
Stolen,
Stolen,

Stolen,
Stolen,

needed.

false names
false names
counterfeit

counterfeit, false names
counterfeit, false names



Aspects of Bank Card Systems," identified three categories of bank
card fraud, which may also be considered as fairly representing all
credit card fraud: misuse of a valid lost or stolen card; use of a
counterfeit card; and application for a card by a person with criminal
intent.

A typical profile of criminal misuse of credit cards is de-
scribed by The MITRE Corporation as follows:

"First the cards must be obtained by the criminal, then they

can be used to commit fraud. These two crimes can be considered
independent events. First a pick-pocket, burglar or thief steals
the bank card. (The criminal may not necessarily be concentrat-
ing on cards, but if they are available they will generally be
stolen.,) The criminal will in turn attempt to sell the stolen
cards to criminals who specialize in bank card fraud. Since
stolen cards must be used quickly, a small number of criminals
can display a voracious appetite for cards: three to ten cards
a week, 150 to 500 cards a year. Moreover, not all of the
stolen cards will be used fraudulently; the conditions under
which the card was stolen or offered might turn off the criminal
buyer."

The statistics gathered by The MITRE Corporation reveal, how-
ever, that following a massive wave of bank card fraud in the late
1960's when these credit instruments were introduced, criminal mis-
use of bank cards has receded since 1970. Total number of bank card
fraud cases reported by nine banks in various areas of the nation
annually dropped from 5,472 in 1970 to 5,331 in 1974, The real de-
cline, however, is apparent in the drop of the average dollar figure
involved in these losses: from $255.64 in 1970 to $164.18 in 1973,

National Association of Securities Dealers Survey

The report submitted by the National Association of Securities
Dealers, Inc. (NASD), the self-regulatory agency for the over-the-
counter securities market, was based on a survey conducted of its
over 3,000 member firms. These members, who are also registered as
brokers and dealers with the Securities and Exchange Commission,
account for approximately 80 percent of the nation's brokers who
transact securities business interstate on registered national secu-
rities exchanges and in the over-the-counter market. The NASD
received 2,734 replies which represents an unusually high response
rate of about 90 percent.

In constructing its model for commercial transactions, the Com—-
mercial Transactions Task Force determined that securities generally
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do not fit into the definition because extensive federal and self-
regulatory rules, designed to prevent the execution of transactions

by way of false representation, result in few executions of secu-
rities transactions in a "one time, face to face encounter" between

a customer and a broker-dealer. (See Section IIA, Definition of the
Problem.) The Association recognizes that such situations could

occur, however, where a firm was not entirely mindful of its respon-~
sibilities under the rules or was careless in the implementation
thereof., The study was therefore conducted to determine the extent

of the problem., It revealed that during the period 1972-~1974 a total
of only 18 of the 2,734 responding firms experienced losses as a result
of false identification. These firms reported 44 cases in which false
identification was cited as the underlying cause of losses. The dollar
value of losses reported for these 44 cases totals $563,412,

On the basis of this evidence, the NASD concluded that false
identification in the securities industry is only a nominal problem,
According to the NASD's report, this low incidence rate of false
identification problems is a direct result of the many rules govern-
ing the opening and maintenance of customers accounts including the
strictly applied "know your customer" and comprehensive suitability
rules prescribed and enforced by the various self-regulatory agencies.

The NASD noted, however, that lost and stolen securities, as
distinguished from losses resulting from false identification, continue
to be a major problem confronting the broker-~dealer community and, as
such, current efforts in this area must be strengthened and new pro-
grams developed., Efforts are underway in this area but such is not
the subject of inquiry by this Task Force.

National District Attorneys Association Survey

A national survey of local prosecuting attorneys disclosed that
local prosecutors do not have the record facility and capacity to
capture false identification data or trend. This points up the fact
that adequate records of false identification offenses are no more
complete at local levels than at Federal levels,

The prosecutor, in he main, is unmindful and therefore unaware
of the false identification problems except in the isolated criminal
prosecution., He knows that there is a "flood" of bad check and illi-
cit credit card cases "out there" but his priorities. keep him far
away. He looks to his police departments for his record information.
When he sees the false identification problem, it is mainly in connec-
tion with stolen or counterfeited documents and involves credit cards,
social security cards, driver's licenses, uniforms and badges,
draft cards, police identification cards, passports and visas,
alien identification cards, motor vehicle registrations, check books,
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government or payroll checks, and company identification cards.
These are used by individuals (1) to misrepresent their identity;
(2) in conjunction with corroborating false documents; (3) after
being altered to correspond with the holder's appearance to assume
a new identity either real or imagined and in the commission of a
forgery.

It is interesting to note MITRE's* analysis of the use to
which false documents are put as derived from NDAA's survey. The
fugitive problem alone can develop meaningful statistics. MITRE
draws some conclusions from the survey which must be guarded ones
in view of the limited responses to the survey as a source for false
ID conclusions.

", ..the number of incidents of the use of false identification
per year equals approximately 17 of the populationm.

", ..reported impact of false identification incidents when
averaged by dollar value per incident would appear to be
about $400 per incident. Based on these figures, the cost
of false identification incidents (known to prosecutors)
annually to the USA would approach $90,000,000. The most
significant item of analysis is that only 20% of the pro-
secutors reported maintained any records under their own
cognizance.

Recommendations
a. Require more substantial identification.

b. Educate clerical help in the methods used by holders
of false identification.

c. A better system of identification, e.g., social
security card to include a color photograph and
fingerprint of the holder.

d. Tighter controls over the issuance of govermmentally
authenticated documents., (i.e., birth certificate,
driver's license, social security cards)

It is obvious the prosecutor sees the problem as one involving
theft and counterfeiting and the use of the false identification to
commit a serious offense. Unfortunately in the latter, his case re-
cords do not disclose those incidents involving false ID as an instru-
ment of prosecutable crime. The average prosecutor views the multi

*An informal paper presented to the Task Force.
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standards and loose approach of merchants to ID issues with some
scorn, and will not give a high priority to these cases even when
the proof is more than marginal. The prosecutor often tends to view
the false ID problem primarily as an operational one better suited
for industry and commerce control. To that end he prosecutes a
minimum of such cases presented. He views the law as adequate.
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SECTION III

PRELIMINARY RECOMMENDATIONS

General

The preliminary recommendations of the Commercial Transactions
Task Force are presented in two separate sections, reflecting the
differences in viewpoint between the representatives of the com-
mercial and the law enforcement communities., The two disparate
viewpoints are considered generally complementary and the recom-
mendations of these two groups are not, in general, mutually ex~
clusive although the operational premises do differ greatly.

The first section, representing the ideas of banking and busi-
ness members, emphasizes the precautions against false ID fraud that
are practical at the present time, without recourse to additional
technology or legislation. The second section, developed from the
suggestions of District Attorneys and other law enforcement personnel,
stresses improvements in technology and customer education.

Section III also includes a brief discussion of Automated Per-
sonal Identification, a developing field of technology by which in-
dividuals may be identified by comparing values of measured personnel
characteristics against values of other characteristics previously
stored in a computer data base. This type of identity verification
requires no identification documents.

Recommendations from Business and Banking Representatives

General

Many swindlers operate almost completely without credentials of
any sort, depending instead on their persuasive abilities, their
power to "con" their intended victims. They may, for example, try
to confuse or embarrass a bank teller or retail sales clerk with a
series of special requests -~ changing and re-changing money, loud
claims to be bona fide depositors, split deposits (which should in
themselves be a warning signal), etc. =- and hope that in the result-
ing confusion, the teller or sales person will fail to follow procedures
for establishing identity and validating credentials in order to
cash a check or accept a credit card. Thorough employee training
and well-conceived management policies are probably the best pre-
ventive measures against such swindles, and such training programs
should include strict adherence to the bank's or business's identi-
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fication policies and procedures and support by management when em—
ployees adhere to the prescribed procedures.

Identification With and Without Credentials, a publication
of the American Bankers Association, notes that '"no bank has a
legal obligation to cash a check drawn on another bank. Although
every bank is required to pay on demand a bona fide check drawn on
itself, every bank is also pemitted to delay cashing any check for
any of at least five reasons.'"15 These reasons also constitute
an excellent checklist for verifying a presentor's identity and his
right to cash the check he presents. Acceptors should verify that:

"l. the signature is genuine;

2. the maker has sufficient funds on deposit to cover the
check (in the case of an 'on us' check);

3. payment has not been stopped;
4, the presenter is adequately identified; and,
5. the bearer of the check has title to the instrument."16

Technical Devices

Many highly sophisticated technical devices now exist which can
aid in the later identification of persons who have fraudulently
presented a check or credit card to a banker or merchant. These
include fingerprint identification devices and photo records of the
presenter and of the instrument. While these devices may help to
identify and track down criminals, they do not necessarily deter
actual fraud.

The possiblilities for machine control of credit card fraud
are almost endless - and, in some cases, very expensive. They range
from laser analysis of materials embedded in the card to machine-
reading of metallic wafers sandwiched inside the card to optical
scanning. The central concerns are to prevent tampering with a
card's magnetic strip, which is the crucial operative portion of a
card, and to ensure that only the lawful owner of such a card can use
it. It appears that developing technology will be able to meet
the challenges posed by the criminal world. A full exposition of
recent developments in this area is included in Security Aspects of
Bank Card System, a studg by The MITRE Corporation for the Ameri-
can Bankers Associlation.?l
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Employee Training

The old dictum, "know your customers", still serves as the best
preventive to crimes committed with false identification,

Many common sense procedures that do not require special equip-
ment also are available to merchants and bankers., White Collar Crime,
published by the Chamber of Commerce of the United States, stresses
this point.

Acceptors of credit cards -- especially their money-
handlers, such as cashiers -- can play a particularly cri-
tical role in preventing credit card fraud and in enhancing
an establishment's reputation for being 'nmo pushover':

Check the dates on the card indicating when it becomes valid
and when it expires, Refer to issuer's card cancellation
bulletin., Note if the card appears altered or defaced.

Compare the signature on the card with that on the sales

slip. Call the issuer's special authorization number 1if any
of the danger signals...(such as multiple purchases on the

same day, split purchase to keep under authorization limit,
etc.) arouse suspicions...Keep card imprinters and blank
charge slips under tight control. Drop floor limits, in
retaill operations, to zero in selected departments occasion—
ally. Keep cashier areas well-lighted to discourage unautho-
rized transactions and to reduce errors. Select as a cashier
someone who has basic intelligence and who has been well trained.
Do not allow waiters to imprint charge slips. Investigate_cus-
tomer allegations of mishandled credit card transactions.

Employees' lack of familiarity with basic identification docu-
ments such as drivers' licenses can make the use of false identifica-
tion easy for criminals. Employees may even not know how to read
codes on a driver's license or what to look for to verify the
authenticity of a document presented to them. White Collar Crime
recommends the following steps to limit check fraud losses:

Safeguard blank checks and check-writing equipment. Re-
quire identification before cashing checks. Do not accept
the following for identification purposes -- Social Security
cards, business cards, club cards, letters. Become familiar
with the driver's license issued by your state and neighboring
states (one source for this information is Drivers License
Guide, published annually by Drivers License Guide Co., 1492
Oddstad Drive, Redwood City, Calif. 94063). Certain built-in
features == such as year of birth as part of the license number --
may help you identify counterfeits presented for identification.
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Compare not only the person's signature but also his appear-
ance with what 1is indicated by his identification document.
Do not accept an updated or postdated check, nor one that is
dated more than 20 days previously. Require personal checks
to be made out for the exact amount of the purchase...Witness
endorsements, If the check 1s already endorsed, have it re-
endorsed...Do not cash checks written in pencil.

Other steps listed in White Collar Crime are designed to
prevent fraud committed with an individual or merchant's own checks.
"Inspect the middle and back sections of check books, especially after
a theft has been committed on the premises...Safeguard bank statements
and cancelled checks. They reveal your bank balance, signature,
and check designlé.Do not prepare checks with typewriters utilizing
'1ift off' ink."

Credit and Bank Card Measures

Security measures instituted by the issuers of credit cards and
bank cards have contributed substantially to the reduction of losses
due to frauds involving their cards, While some of these measures
depend on the intelligent cooperation of merchants and their sales
staff, others operate strictly internally, for example, through com-
puter-monitoring to detect card usage that varies from certain norms.

White Collar Crime outlines some of these measures:

Shortly after cards are mailed, a follow-up inquiry is
sent to determine if the card arrived. This simple procedure
has cut fraud losses substantially, thanks to the timely in-
formation it elicits. To reduce even further the possibilities
of theft from the mail, some issuers use registered mail when
cards are sent to 'high risk' Zip code zones.

Various security features are bullt into cards on a
periodic basis as an anticounterfeiting measure.

Computers of many card issuers can alert officials if a
cardholder's spending departs from his traditional pattern;
if so, the cardholder may receive a phone call from the
issuer and be asked to confirm if his card is still in his
possession.

Depending on an acceptor's fraud-loss record, he may be
required to seek authorization -- via phone -- from the
issuer before honoring a user's card in transactions above
a prescribed amount., Computers of some issuers are able
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to relate the fraud-loss experience of an establishment

to that of others in the same area. Where losses seem out

of line, investigators may be sent to the scene. Card can-
cellation bulletins, which contain the numbers of stolen or
lost cards, are sent to acceptors periodically and rewards

are given to those who pick up unexpired cards listed in these
bulletins. Experimentation is now under way with regard to
computer-linked terminals that employ scanners to validate
cards at the point of sale.

In addition, credit card issuers now scrutinize applications for
their cards very closely, and investigations may take as long as six
to eight weeks., Such careful and thorough investigations help to
avold the issuance of cards to persons who may have falsely identified
themselves and have made their application with criminal intent.

The Dilemma

Clearly, there is almost no limit to the amount of identity
verification that can be carried out in commercial transactions.
In general, the rules outlined above work equally well for merchants
and bankers, Certainly, some identity documents simply should not
be accepted; among these are commercial personal photo identification
cards, library cards, blood donor cards, and Social Security cards.
Tellers and sales persons should be familiar with the documents that
they do accept so that a customer's identity can be properly established.
On the other hand, the more restrictive a merchant's check-cashing
or card-accepting policy, the more limited his field of customers be-
comes., Likewise, the more time-consuming it becomes to cash a check in
a bank or to open a checking account, the less happy a banker's customers
are, The dilemma is the same for bankers and businessmen. If you
make your operation totally fraud=-proof =- and it probably can be
done == you run the distinct risk of making it customer-proof, too.

This fact helps to explain why it is easy to open a checking
account today. In general, no more than a Social Security number
is required; lacking that, a student ID or other such card will be
accepted., The bank customer supplies two specimens of his signa-
ture, and the account is opened. Why is it so easy? Simply be-
cause a bank wants to provide a broad spectrum of customer services,
and it is through a checking account that an individual receives
his first introduction to full banking services., The same factor
affects merchants, who must do business to stay in business. Each
operator must balance for himself the relative risk and profit
potential in each decision on accepting a check or credit card.
Refusing to accept checks, credit cards or certain personal identi-
fication documents may cut a merchant off from a certain portion of
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his market; on the other hand, the wholesale, indiscriminate accept-
ance of checks, credit cards and personal ID's very likely will
expose a merchant to considerable losses.

In the same way that merchants are reluctant to risk offending
a legitimate customer, bankers are reluctant to make it more diffi-
cult to open checking accounts. The provision of bank services --
personal, installment and business loans, trust services, bank
cards, etc, == constitutes an important source of bank revenues. In
addition, the funds available to banks from customers' deposits in
checking accounts have become very important for loan purposes.
Finally, it should be pointed out that the overwhelming majority of
bank transactions are legitimate; this has been true historically
and continues to be true.

Current Countermeasures

Recognizing the dangers of fraud inherent in the free operation
of checking accounts, some banks have taken steps to control these
possibilities, For example, most banks mail printed checks to their
customers, rather than handing them over on the spot, since this
helps to verify the customer's address. Many banks have eliminated
courtesy checks. Banks also may require a telephone number and verify
the customer's residence by a phone call, Some banks have eliminated
counter checks, and the Federal Reserve System no longer handles
counter checks through its clearing houses. The intent of these
steps is to minimize the possibilities of check fraud, as well as to
achieve standardization for processing purposes.

While banks' losses due to check and credit card fraud continue
to diminish each year, even as the nation's annual volume of checks
doubles each decade, it must be recognized that merchants' losses
have in some cases reached intolerable levels, However, when the pre-
ventive steps outlined in earlier sections of this report are followed
carefully and conscientiously, they can significantly reduce merchants'
losses from check and credit card frauds.

Of all the methods currently available to protect the security
of "cash machines" now in use by some banks, the "Personel Identifi-
cation Number'" seems to be the most effective. This is a number
known only to the customer and the computer. When the customer
inserts his magnetic card into the cash machine, he must punch out
his Personal Identification Number in order to verify his identity
before any transactions can take place. When electronic funds transfer
systems (EFTS) achieve wider acceptance, it is possible that the use
of a Personal Identification Number at point-of-sale, on-line com-
puter terminals could effect the same goal of ensuring security of
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the system., The use of the Personal Identification Number is by far
the cheapest and most effective system now available, The MITRE
Corporation concluded.

(More information on EFTS is available in A Digest of Electronic
Funds Transfer Systems Thinking Today, a publication of the American
Bankers Association.)

For the Future

It is concluded that procedures currently known and available,
if consistently used by merchants and bankers, could signficantly
and satisfactorily reduce losses due to crimes involving false iden-
tification., These procedures, which involve authentication of
identification documents at the time of the commercial or banking
transaction, have been outlined above. As previously noted, banks
which have followed such procedures have successfully minimized
losses due to fraud.

The eventual implementation of electronic funds transfer systems
will also help to reduce such crimes. When, for example, the
funds involved in a supermarket transaction can be instantly debited
to the customer's account and credited to the merchant's account (at
the same moment that the computer codes verify the customer's iden-
tity), the problems of bad checks and customer inadvertence, as well
as many of the problems of forgery, will be virtually eliminated.
These new systems, however, will required their own elaborate safe-
guards; such protective devices and procedures are now under develop-
ment and hold great promise of success.

In addition, direct deposits through electronic funds transfer
systems are helping to diminish the possibilities for fraud, since
if a check is not physically existent it cannot be stolen and cashed
fraudulently. TFor example, the Treasury Department is currently
experimenting with direct deposits to Social Security recipients
in certain Southeastern statesj it 1s hoped that such direct deposits
of recurring government payments will eventually be established nation-
wide. Again, direct electronic payments through privately-operated
automated clearing houses are eliminating check fraud and achieving
significant economies in processing of payments. Minimization of
losses remains a major goal of these innovations, and as each new
electronic funds transfer system enters use, steps are taken to avoid
computer crime as well.

Many banks now excercise tight control over information and
materials likely to make check and credit fraud possible, within
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their commitment to provide full customer service, This control in-
cludes refusing to cash checks for non-depositors and refusing split
deposits unless approved by management personnel. It is felt that,

on the whole, retail merchants have also moved in recent years to cur-
tail losses caused by crimes involving false identification.

Clearly, it would be desirable for all banks and retail establish-
ments to keep detailed records of documents accepted for purposes of
authenticating an individual's identification. This procedure can be
useful in locating persons who presented invalid instruments. The
usefulness of this procedure depends, however, on the ability of
sales persons and tellers to correctly evaluate identity documents
presented to them and to make thorough notations regarding those do-
cuments, A business or bank which suffers chronic major losses due
to fraud perpetrated with false identification could well consider
tightening policies and upgrading employee training in the evaluation
of identification documents, as well as noting the identification
presented.

Legislative Solutions

Given both bankers' and merchants' need to maintain the free
flow of business activity, it 1s felt that restrictive legislation
which might adversely affect the present freedom of business activity
is not needed. Bankers and merchants through establishment of firm
policies and procedures can minimize their losses due to fraudulent
transactions. On the other hand, any legislation which could speed
the apprehension, prosecution and punishment of criminals using
false identification would be welcome., Certain recent legislation,
notably PL 93-495, which was sign into law in October of 1974, moved
in that direction. That law doubles the maximum sentence for credit
card crime from 5 to 10 years and lowers the threshold at which
federal prosecution may be triggered, as well as expanding the list
of federal credit card crimes.

Agency and Institutional Process

It is felt that thought should be given to the question of who
issues and guarantees the validity of personal identification docu-
ments. For example, as noted by other Task Forces of this Committee,
what steps are taken to verify the identity of an applicant for a
driver's license or for a duplicate license? Again, crosschecks of
birth and death certificates are desperately needed, since it is
apparent at present that would-be criminals can use states' and locali-
ties' laxity in this area to establish convincing false credentials
with relative impunity. How difficult is it to forge or misuse
these documents? Experience leads to the conclusion: 'not hard
enough,"
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Active Prosecution

How often is anyone prosecuted for counterfeiting or fraudulently
possessing Federal, state or local identification documents? Too
often the illegality of these acts is forgotten, and prosecution
takes place solely on the basis of some other crime committed by the
individual.

Institutional Policy and Intelligence Activities

Constant review by banks and retail establishments of their
check cashing and credit card accepting policies remains a must, since
the ingenuity of criminal elements never flags. Monitoring of
criminal trends by banks and businesses must be carried out con-
stantly so that commercial practices regarding financial instruments
can be adjusted to meet the ever-new challenges of the criminal world.
However, as noted above, most of these actions are best carried out
by individual banks and businesses, taking into account local needs,
business potential and risk exposure.

Recommendations from Law Enforcement Representatives

General

In thelr attempts to combat crime based on false identity, police
and prosecutors are often frustrated by insufficient resources and
conflicting priorities, compounded by the feeling that the problem
is aggrevated by the "loose" practices of their banking and commer-
cial constituents. From the surveys of District Attorneys and the
statistics of the Washington, D.C. police, the following conclusions
may be drawn:

1. The most prevalent methods of obtalning false identification
appear to be theft and counterfeiting.

2, The losses to the individual businesses and enterprises
are "small" in comparison to the total industry business
but awesome when grouped together as a national figure.
Also important are the "losses'" net calculable in mone-
tary terms, such as those resulting from the ability of
dangerous criminals to operate unmolested thanks to false
identification documents.

3. The cost effectiveness argument is the swindler's best
friend,

4, Law Enforcement has no clear picture of the problem and
will not until its record keeping capacity is improved.
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The recommendations which appear to gain the most support are:

1. Improving the integrity of the most frequently used documents --
birth certificate, driver's license.

2, Instituting a national identification document as proposed by
the Passport Office.

3, Developing standards to be used by check cashers,
sellers, etc. The sanctions can be in the collectability
of insurance and, in the less frequent situation, the de-
clination of prosecution. This recommendation depends on:

(a) The improvement of selected identification
documents.,

(b) The willingness of industry and commerce to
adopt the standards even though the "cost
effectiveness" presents some problems. (No
one expects industry to lose money, but a
large initial investment followed by success
can turn the cost "effectiveness' argument
around.

4, Developing an educational program that can reach in simple
understandable terms the clerk, the cashier, the merchant
in their crowded life. The other side of the coin is an
educational program to induce the honest citizen to use
only selected types of identification. This will help
militate against the argument that strict standards chase
the customers away.

5. Developing of a uniform record-keeping system for law
enforcement to use to measure the scope of the problem and
suggest changes in priorities in the implementations of
existing laws by law enforcement.

Automated Personal Identification

Automated Personal Identification,22 a study by the Stanford
Research Institute's Long Range Planning Service, provides some
possible long-range solutions to the problem of false I.D. This
document has a message even for the non-skilled. It makes a strong
case for fully automated devices for identification (as distinguished
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from manual) verification of credit by clerks resorting to an I.D.
document or to an electronic computer terminal., In the fully auto-
mated system one or more personal characteristics (e.g., fingerprint,
weight, voice, memory) will be used as identification. The study
contains a recognition of all the psychological constraints. It

is even contemplated that a "no card" automated system could be de-
vised where a person to be identified would supply a name or identi-~
fication number and access is made to a personal data record in the
central file,
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ATTACHMENT I

COMPOSITION OF THE TASK FORCE

The Commercial Transactions Task Force is composed of represen-
tatives of police agencies, prosecutors' offices, the banking and
securities industries, credit card associations, and the U.S. Depart-
ment of Justice. Specifically, the organizations and representatives
which originally comprised the Task Force are as follows:

HOLLIS BOWERS (Co-Chairman), Director, Insurance and Protection
Division, American Bankers Association, 1120 Connecticut
Avenue, N.W., Washington, D.C. 20036, (202) 467-4046.

NATHANIEL E. KOSSACK (Co-Chairman), Principal Consultant, National
District Attorneys Association, Economic Crime Project,
1900 L Street, N.W,, #601, Washington, D.C. 20036, (202) 872-9507.

ROBERT BRECHEISEN, District Sales Manager, Polaroid Corporation,
3720 Browns Mill Road, Atlanta, Ga 20315, (404) 762-1711.

PAUL B. CHAPMAN, National Security Manager, Sears, Roebuck & Company,
Department 731 B.S.C. #42-27, Sears Tower, Chicago, I1 60684,
(312) 875-8431.

DONALD FOSTER, Counsel, National District Attorneys Association,
Economic Crime Project, 1900 L Street, N.W., #601, Washington,
D.C. 20036, (202) 872-9507.

JAMES C. KINGSBURY, Trade Specialist, Bureau of Domestic Commerce,
U.S. Department of Commerce, Washington, D.C. 20230, (202)
967-3818.

THOMAS F, KIRK, Area Manager, Intelligence Division, Internal Revenue
Service, IRS Building, Room 7239, 1111 Constitution Avenue,
N.W., Washington, D.C. 20224, (202) 964-6113.

THOMAS KNIGHTEN, General Credit Manager, Giant Food, Inc., P. O. Box
1804, Washington, D.C. 20013, (301) 341-4143.

MICHAEL R. KOBLENZ, Trial Attorney, U.S. Department of Justice

Securities Unit, Federal Triangle Building, Room 508, 315 Ninth
Street, N.W., Washington, D.C. 20530, (202) 739-2723.
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LEONARD KOLODNY, Manager, Retail Bureau, Metropolitan Board of
Trade, 1129 20th Street, N. W., Washington, D.C. 20036, (202)
659-6400.

LT. KENNETH V. MORELAND, Criminal Investigation Division, Metropoli-
tan Police Department, 300 Indiana Avenue, N.W., Room 4071,
Washington, D.C. 20001, (202) 626-2211.

DAVID P, PARINA, Assistant Director, Department of Regulatory Police
and Procedures, National Association of Securities Dealers, Inc.,
1735 K Street, N. W., Washington, D.C. 20006, (202) 833-7247,

ALLEN O. PEFFER, Postal Inspector, Projects Coordinator, External
Crimes Branch, U.S. Postal Service, Inspection Service, L'Enfant
Plaza, Washington, D.C. 20260, (202) 245-5464.

ANDREW F., PHELAN, Vice President, Corporate Security Inspector's
Office, American Express Company, 67 Broad Street, New York,
N.Y. 10004, (212) 797-5080.

FRED RAYNE, Director, Burns International Investigation Bureau,
1681 John F. Kennedy Causeway, Miami, Florida 33141, (305)
965-6753.

ROBERT J. SCULLY, Assistant Vice President, Interbank Card
Association, 110 East 59th Street, New York, N.Y, 10022,
(212) 486-1100.

DAVID SPEARS, Representative, Polaroid Corporation, Industrial Divi-
sion, Cambridge, Mass 01020, (703) 524-2806.

STEPHEN M. WEGLIAN, Trial Attorney, Securities Unit, General Crimes
Section, Criminal Division, U.S. Department of Justice, Washing-
ton, D.C. 20530, (202) 739-2670.

FRANK J. WILSON, Senior Vice President, Regulatory Policy and General
Counsel, The National Association of Securities Dealers, Inc.,
1735 K Street, N.W.,, Washington, D.C.

Staff Associate, ROBERT J. ELLIS, The MITRE Corporation.
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ATTACHMENT II

SUMMARY OF MATERIAL IN TASK FORCE FILES

1. Statement of Mr, Roy Jacobus, The MITRE Corporation to The
Task Force, 11 March 1975,

This statement defines and bounds the "commercial transaction"
of interest to The Task Force, structures the types of transaction,
the negotiable instrument and the common ID required., Some common
types of fraud are described with the fraud detection issues re-
lated to them. Suggestions for correction of specific statistical
data are also given,

2. Survey conducted by the U.S. Postal Inspection Service, January
and February, 1975.

This survey tabulates the results of a false ID sampling study
involving 20 major cities to determine the scope of the problem re-
lative to postal crimes ~ mainly the cashing of checks stolen from
the mails. Other false ID related postal offenses such as check
writing operations, credit card frauds and the renting of P.0. Boxes
for unlawful purposes,

The statistical presention includes the value of checks lost,
false ID use in cashing of stolen checks (257), frequency of use
data for types of false ID, and racilal, sex, age, employment, etc.
profiles of individuals using false ID to cash stolen checks.

3. Survey Conducted by American Express Company, May 7, 1975,

This survey shows the ID used to cash traveler's checks to-
gether with the frequency of use. The survey results imply that
for TC's, false ID does not represent a serious problem in general.
The use of false ID is asserted to associated mainly with the use
of counterfeit TC's,

4, Survey of the Metropolitan Police Department, Washington, D.C.,
1974,

Data are presented on false ID use for the crimes, forgery, fraud,
and embezzlement, Further data are supplied relating false ID type
with the classic means for acquiring.

5. Report of Interbank Card Association, March 5, 1975.
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This report summarizes the data obtained from The Association's
ongoing fraud reporting process. It describes the false ID problem
relative to bank cards, presents information on typical application
for and use of cards, the ID requested for each phase and estimate,
the use of false ID in these transactions. Further, a "profile of
false ID users" is put forth along with countermeasures, information
and suggestions for solutions.

6. Report of the National Association of Securities Dealers, (NASD),
Inc., False Identification Problems in the Broker - Dealer Community,
May 9, 1975.

This document reports the results of a survey of the Associa-
tion's membership and solicited comments from various industry and
trade associations. It gives the background of the organization,
verbal comments on the survey and preliminary recommendations.

7. Survey of the National District Attorney's Association - National
Survey on False Identification, January.

The National Survey examines the nature of the false ID problem
and related issues, presents an ordering of common false ID, docu-
ment type, and the methods and devices used to acquire them. In-
cluded are comments on the scope of the problem, typical offender
profiles, victims and preliminary recommendations for solution.
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APPENDIX A3

REPORT OF THE FUGITIVES TASK FORCE
ON THE

SCOPE OF THE FALSE IDENTIFICATION PROBLEM AND

PRELIMINARY RECOMMENDATIONS FOR SOLUTIONS

Submitted to

Federal Advisory Committee On False Identification

David J. Muchow, Chairman

May 1976
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Report of the Fugitives Task Force

on the

Scope of the False Identification Problem

Recommendations for Solutions

SECTION I

INTRODUCTION

Purpose

The task of the Fugitives Task Force was to examine the ways
in which and the extent to which false identification is used to
impede the apprehension of fugitives in our society.

Scope

In examining the nature of fugitives, it is necessary to examine
and categorize the crimes or potential crimes which have engendered
the assumption of fugitive status. It is axiomatic that maintenance
of a fugitive status is much aided by a false identity and that con-
tinued criminal activity while in this state may -- most often does --
require a series of false IDs. Otherwise, the original false ID
becomes as harmful to the fugitive as a true ID would be.

It is assumed that the fugitive state begins at the planning
stages of a crime. When the intent assumes reality, acquisition
of a false ID with which to commit the crime impedes correct and
early assignment of responsibility for the crime, and aids the
criminal in maintaining a fugitive status.

Accordingly, the use of false identification by fugitives to
avoid detection and arrest or linkage to a previous criminal record,
to remain in a covert status, or to aid in the commitment of further
crimes, were the areas of primary concern to the Task Force.

The extent of this issue is vividly set forth in a statement by

the Montgomery County Sheriff's Department of Dayton, Ohio. It
states:
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"There is not a standard from which you can draw specific
types, as criminals' use of false ID has become commonplace
among persons engaged in all walks of illegal activity. A
common belief that alias names are restricted to forgery
types of crime is a gross misconception. The growing and
thriving business in underworld sale of false identification
and related items has become so standard that not only does
the common thief have ready access to any type of false ID
he wishes, but also he finds the going street price within
the easy reach of his budget. As a result, it is possible
for anyone to assume an identity other than his own and to
provide upon demand almost any type of identification to
substantiate it.

"All areas of criminal activity, including persons perpe-
trating forgeries of checks and credit cards, persons who
know they are wanted for criminal violations, persons who
are engaged in organized criminal activities, arrested per-
sons, traffic violators, and even high school students who
want to change their ages for beverage purchases, are known
to purchase and use ID of this type.

"For practical purposes, it is safe to assume that any and
all documents that can be used for the identification of a
true name can and are being used to provide false identifi-
cation. State operators' permits, credit cards, social
security cards, employment cards and badges, draft cards,
hospitalization cards, fraternity and special club cards
are among the most common; however, it is not unusual to
find stolen or counterfeit birth certificates, baptismal
records or passports in the possession of known criminals.
We have encountered multiple pieces of ID, all in the same
alias name, in the possession of suspected persons, and in
several cases, multiple ID in different names thus allowing
the person to assume a variety of identities.

"The Montgomery County Jail has an average of eight to ten

persons booked into the jail each month under alias names.
These figures are based on known statistics.”
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Data Sources

The methods utilized to gather information included surveys of
selected sheriff's offices, metropolitan police departments, Inter-
poll, and the Federal Bureau of Investigation. Sources of other
information included the Administration of the Internal Security
Act of the Committee of the Judiciary, United States Senate, and
the 1973 and 1974 FBI Annual Reports.

Quantitative data on the number of incidents of each type of use
of false identification by fugitives were not obtained, since this
type of information is rarely recorded or assembled for easy re-
trieval, Fugitives guilty of major crimes are seldom additionally
charged with fraudulent use of false identification, since this is
usually only a misdemeanor. In other cases, prosecution for fraud-
ulent use of false identification is not often undertaken, since
the fugitive is not a criminal (e.g., minor runaway, illegal alien).

1See Attachments II and III,
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SECTION II

THE FUGITIVE FALSE ID PROBLEM

Classes of Fugitives

Three classes of fugitives are usually associated with the use
of false identification. These are:

1. The militant terrorist or revolutionary;
2. The juvenile; and

3. The traditional criminal.

They are discussed below.

The Militant Terrorist/Revolutionary

The militant terrorist or revolutionary has espoused a cause
varying from racial protest to overthrow of the government through
armed force. Protest actions eventually take the form of criminal
activity requiring the militant to "go underground." After going
"underground", the militant assumes a false identity to avoid de-
tection and arrest and to remain in a covert status. The false
identity is supported by false documents sufficient to create the
illusion of authenticity. Activities are continued under the
assumed identity until arrest or until the false identity becomes
linked to the true identity, whereupon another false identity is
assumed. If arrested, the militant may utilize the false iden-
tity documents to avoid being connected to previously committed
illegal acts.

The Juvenile

The juvenile assumes false identity for a number of reasons.
These range from the borrowing of a friend's driver's license to
purchase alcoholic beverages or to gain access to a restricted
movie, to the acquisition of a means by which to escape from an
unhappy home or institutional enviromment., Juvenile fugitives im-
pose an expense upon society through the additional burden their
escapes place upon police and juvenile authorities. However, this
type of fugitive is considered outside the scope of the Task Force's
deliberations. Unfortunately, a juvenile fugitive seeking to estab-
lish a permanent false identity may become involved in narcotics
or vice through association with those who possess the capability
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to provide false identity documents. Such involvement would bring
the juvenile fugitive back under the Task Force's consideration as
a criminal.

The Traditional Criminal

The third class of fugitive is the criminal who engages in
crime for personal gain. Included in this class are: bad check
passers, fraudulent users of credit cards, robbers, rapists, shake-
down artists, confidence men, drug traffickers, embezzlers, mur-
derers, illegal aliens, etc. Some of the activities of these
criminals and their use of false ID is discussed in great detail
in the reports of the Commercial Transactions Task Force (Appen-—
dix A2) and the Govermment Payments Task Force (Appendix Al).
Accordingly, only a brief description is given here.

Criminals may assume a false identity before or after the com-
mission of a crime, usually dependent upon the nature of the cri-
minal activity. Some criminal activities are independent of iden-
tity (e.g., murder, burglary, theft); some depend upon a known
identity, usually factual (e.g., embezzlement); and some are
dependent upon assumed identity (e.g., forgery, fraudulent use
of credit cards, passport violations, illegal entry into the
country). Criminals may carry false identification to avoid
being linked to previous criminal activities. Escapees from
penal institutions almost always assume a false identity. A
growing area of concern is the use of false police identifica-
tion by criminals to gain access to premises for the purpose of
committing crimes such as robbery and rape or to shake down
pimps, prostitutes, addicts or homosexuals.

In New York City, false impersonation of police officers is
a growing phenomenon. During 1974, incidents involving police
impersonators increased by 88 percent. Arrests for this crime
increased from 215 in 1973 to 265 in 1974, an increase of 23 per-
cent.

Types of False ID

Types of false identification utilized by all three classes
of fugitives are similar. These include: birth certificates,
driver's licenses, Social Security cards, Selective Service cards,
and credit cards. It is important to recognize that the first
four of these are used purely for identification by the fugitive
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and are documents which are issued by govermment entitiesl.

Birth certificates and driver's licenses are state and local docu-
ments; Social Security and Selective Service cards are federal
documents.

Other documents which have been used in the establishment of
false identity are: marriage licenses, school records, voter's
registration cards, medical assistance records, and military iden-
tity cards. Since all of these are also documents which are issued
by governmental entities, the problem is addressable by govermment
itself.

1See Appendix A4, Report of the Federal Documents Task Force;
and Appendix A5, Report of the State and Local Documents Task
Force.
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SECTION III

FUGITIVE CRIMES

General

There are a number of crime types which are commonly used to
maintain a fugitive or which are the reason for fugitive status in
the first place. Some of these crimes are explored in greater
detail by the FACFI Task Forces on Commercial Transactions, or
Government Payments (Appendixes A2 and Al, respectively).

They are discussed in the context of this report because many are
repeating crimes which become a source of livelihood to the cri-
minal and are, in fact, necessary to maintain a fugitive status;
if forced to work in the ordinary way, many fugitives would have
difficulty avoiding detection and arrest. Accordingly, a circular
pattern develops in which a crime is committed, sometimes with the
aid of false ID, causing the individual to become a fugitive for
which continued use of false IDs and accomplishment of false ID
related crime is essential.

It is worthwhile, therefore, to consider the nature of crimes
in which false ID has some effect. The most prominent types are
discussed in the following subsections.

Fraudulent Check Passing

The passing of fraudulent checks has long been an investiga-
tive nemesis of all areas of law enforcement., Checks have without
question become one of the most important transactional instruments
in the world today. A recent publication issued by the Public In-
formation Department, Federal Reserve Bank of New York, reported:
"We use checks to pay $9.00 out of every $10.00 we spend. Today,
there are about 91 million checking accounts in the United States."

The best estimates of check losses through false ID (forgery
and counterfeiting) which FACFI has been able to obtain place
annual losses at over $1 billion per year. These estimates have
been derived from a Bank Administration Institute study1 and the
results of a special study“ on check fraud. Further details on
check fraud are contained in Section 4 of the FACFI Final Report.

lBank Administration Institute, The Impact of Exception Items on

the Check Collection System (Park Ridge, Illinois), 1974.

2Editorial Staff, "How Big is the Bad Check Problem?" Security
World, July/August 1974,
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Passport Frauds

1
Recent congressional testimony asserts:

"There is no mystery as to why persons engaged in criminal
activities desire U.S. passports and will go to any lengths
to obtain them. In most cases, these individuals are al-
ready known in their true identities by law enforcement
agencies, and some of them are being sought as criminals
by law enforcement agencies. To continue their illegal
activities, they need new identities,"

Also:

"In the fiscal year 1973, we discovered 449 domestic frauds...
in addition to the frauds perpetrated by drug traffickers
and illegal aliens; we also have frauds perpetrated by mili-
tant groups, confidence men, and fugitives.,"

The example, as set forth above, is one of many which would be
cited by this Task Force relative to fugitives' use of fraudulent
passports as part of false identification documentation.

Social Security Account Card Frauds

Social Security Account Cards issued today carry the following
notation: '"For Social Security and Tax Purposes - Not for Identifi-
cation." Numerous Social Security Account Cards are, however, being
obtained daily by fugitives as part of their false identification
documentation. Fugitives recently arrested by the FBI and other
law enforcement agencies have frequently been in possession of these
cards. Investigations have revealed the criminal element utilizes

lPartial testimony of Mr. William E. Duggan, Chief Legal Division,
Passport Office, Department of State, before the Senate Subcommittee
to Investigate the Administration of the Internal Security Act and
other internal security laws of the Committee on the Judiciary,
October 3, 1973.
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the Social Security Account Card as an integral part of false iden-
tification documentation and in many of the instances such cards
were secured in the names of deceased infants.

Narcotics Trafficking

Investigations conducted by all of law enforcement undeniably
reveal the narcotics trafficker and false identification are nearly
inseparable. Narcotics trafficking is certainly big business. To
confirm this, the following statistics covering hashish seizures are
set forth.

During the aforementioned hearingsl conducted by the Senate
Subcommittee of the Committee on the Judiciary, Mr. John R. Bartels,
Jr., then Acting Administrator, Drug Enforcement Agency (DEA), tes-
tified that in 1968, 534 pounds of hashish were seized and in 1972,
30,094 pounds.

During these hearings, Mr. Bartels also testified, relative to
a case involving the Brotherhood of Eternal Love (BEL), a drug
trafficking organization that,

"Their mode of operation placed heavy reliance on the
use of false passports; and with their financial re-
sources and false documents, they achieved complete
international mobility. During the period of their
successes, we have estimated on the basis of hard in-
telligence that approximately 24 tons of hashish was
smuggled into this country."

Illegal Aliens

Investigations conducted by the Immigration and Naturalization
Service (INS) reveal there is an ever-rising trend of immigration
frauds. This trend is well-illustrated by the following INS sta-
tistics:

"For the Fiscal Year 1965, 5,233 fraud investigations
were completed, and for the Fiscal Year ending June 30,
1974, there were 16,676 Service investigations of indi-
cated immigration frauds."

Ibid.
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INS has also recently reported:

"During the intervening years of rising immigration
fraud activity, fraudulent schemes have been encoun-
tered incident to nearly every method and category
of entry into the Unites States and have extended to
the misrepresentation, altering, and counterfeiting
of the majority of entry and status documents issued
to aliens seeking entry and/or residence in this
country. The arrangers and vendors of such schemes
and related documentation normally work independently
or in small groups, both in the United States and
abroad. Behind these frontmen, however, there is
frequently an organized group of document counter—
feiters, alterers, and thieves who specialize in
stealing valid documents for alteration and copying.
It is these groups who keep the vendors supplied with
their merchandise."

To further show the magnitude of this problem the following
information was set forth in the November 16, 1974 issue of the
"Washington-Star News":

"In the 12-month period that ended June 30, the Immi-
gration and Naturalization Service caught 788,185
illegal aliens. Eighty-eight percent, or 693,084 of
them, crossed the border without papers. They were
'wetbacks,' although the term is a misnomer because
most simply walked across and never came near the Rio
Grande."

The remaining 12 percent - 95,061 people - were tourists or
students who overstayed their visas and just tried to blend into

the community.

Insurance Frauds

The criminal element, utilizing false identification, has also
found this area of endeavor quite lucrative. Investigations have
revealed that individuals obtain automobile insurance under a number
of false identities with several insurance companies. Once the
necessary insurance is obtained, these individuals then falsely
claim loss due to thefts of clothing, cameras, jewelry, and other
expensive merchandise.

As an example, evidence of criminals' involvement in insurance
fraud and the use of false ID, the following case is cited.
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During the summer of 1974, information was received that an
unknown individual in California had requested and obtained the birth
certificate of a deceased infant. Subsequent investigation devel-
oped that the unknown subject had (1) subsequently secured a United
States passport under this deceased infant identity; (2) had a para-
mour who had also adopted the identity of a deceased infant, and (3)
had secured a fraudulent passport using this false identity.

Extensive investigation ultimately identified both individuals,
who were subsequently arrested on charges of obtaining fraudulent
passports. Once the male subject was identified, it was determined
he, under his true name, was in the process of sueing an insurance
company for over $5,000,000.00 for an alleged injury; the subject

settled for $75,000.00.

Credit Card Schemes

Credit cards present a fertile field in which the criminal sub-
ject, utilizing false identification, can operate. Of the high
volume of arrests being made throughout the United States each day,
in many instances the arrested subject has in his posseséion a copy
of "The Paper Tripl," a well-publicized underground "How to do it"
book.

"Paper Trip" explains in detail how to secure and utilize
false identification. On page 21, the following is set forth under
the caption "Credit Cards":

"Professional ID inevitably includes the full range of
commercial cards —- both paper and plastic. Although a
few companies are beginning to use customers' photos on
the card, as a class they generally have no personal ID
information whatever. Your name, signature, account num-
ber, and dates between which the card is valid are about
as far as they go in providing individual data. The rest
is stored in their computer file, based on your original
credit application.

"In today's increasingly cashless society, credit cards
are becoming the controllable link between people, income,
and property. They are immediately accepted for a multi-
tude of specific financial jobs, and in most transactions

1The Paper Trip, anonymous author, undated.
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they are the only ID required. THE PAPER TRIP considers
them ID and thus includes here its own ideas on how to
obtain them. What you do with them is of course your own
business.

"The first rule, unquestionably, is DON'T USE SOMEBODY
ELSE'S CARD!! Much too dangerous and criminal. Infin-
itely better is to get the credit card companies them-
selves to send you their cards, but under any name you
choose. The credit companies and banks who issue these
cards are very anxious for your trade, and double anxious
to issue the real card to all those who qualify. So the
secret is, OBTAIN YOUR OWN CARDS, LEGITIMATELY!!! You
do this by studying their brochures and applications to
determine more or less what they expect. Even though
your new name will have no existing record, a $400.00
minimum deposit at a large bank will put you on the road
to a geometrically expanding credit rating."

Traveler's Check Schemes

Traveler's checks offer the criminally inclined excellent oppor-
tunities to finance their criminal activities, as well as afford them
financial resources while in a fugitive status.

As evidence of the above, the following example is cited to
show the criminal's use of this type of scheme.

During the latter part of 1971, an individual was arrested by
a local law enforcement agency on the West Coast for perpetrating
a larcenous traveler's check refund operation. At the time of his
arrest, the subject furnished a name which was believed to be fic-
titious. Subsequent investigation revealed the arrested subject
had assumed the identity of a living individual, who was not in any
way involved in any criminal activities.

For an approximately three-month period, the arrested subject
refused to furnish his true identity. He subsequently agreed to
cooperate with police authorities and at that time furnished his
true identity.

The arrested subject, when interviewed in detail, confessed
his extensive involvement, during 1970-1971, in a fraudulent
traveler's check scheme in which he used a number of false iden-
tities, some fictitious and some of deceased individuals. The sub-
ject advised that during the year he used eighty to omne hundred
different false identities. He added that during his most prolific
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activity, he used approximately thirty different identities in
almost daily refund frauds. From the monies obtained, the subject
was able to finance his criminal status with considerable ease.

Automobile Theft Rings

Investigations have revealed that automobile thefts are con-
stantly being perpetrated by criminals operating under the protec-
tion of false identification. The following is a case in point.

During the early part of 1974, an individual was arrested on
the West Coast on a charge of obtaining a fraudulent passport.
Investigation revealed this individual had assumed the identity of
a deceased infant and had completely documented this identity,
which included the securing of a fraudulent passport. Following the
arrest of this individual, further investigation revealed he had
apparently been directly involved, since 1968, in a car theft ring
involving expensive autombiles. There is every indication that
as many as 55 to 60 vehicles, valued from $15,000.00 to $20,000.00
each, were involved in this operation.

The FBI reports1 relative to interstate automobile theft
rings:

"Interstate automobile theft rings operated by skilled
professionals continued to receive a large measure of
FBI attention under the Interstate Transportation of
Stolen Motor Vehicle (ITSMV) Statute in Fiscal 1973.

"A multimillion-dollar auto theft ring investigation

was successfully concluded on May 25, 1973, when a
Federal Jury in Bowling Green, Kentucky - after hearing
testimony for eight weeks from 982 witnesses - returned
guilty verdicts on 19 persons on the charge of conspiring
to violate ITSMV Statute. Two other subjects previously
had entered guilty pleas.

"The trial culminated more than two years of investiga-
tive work by the FBI in cooperation with state and local
law inforcement agencies.

11973 Uniform Crime Reports.
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"During Fiscal 1973, FBI investigations of ITSMV viola-
tions resulted in 2,017 convictions. Sentences imposed
amounted to 3,934 years' imprisonment, 2,093 years in
probationary sentences, and 716 years in suspended sen-
tences. Fines totaling $95,900 were assessed. Some
1,154 ITSMV fugitives were located."

Bank Fraud and Embezzlement

Criminal fugitives have not neglected this area of endeavor in
their crimingl activities. Each day, investigations show that indi-
viduals are traveling from state to state establishing bank accounts
under assumed identities. Once such accounts are opened, they use
such accounts to support a variety of criminal endeavors, such as
check "kiting," split deposit fraud, and loan frauds.

The 1973 FBI Uniform Crime Reports included the following infor-
mation relative to this matter:

Some 1,064 convictions resulted from FBI investigations
as amounts of money involved in bank frauds and embezzle-
ments continued to increase.

These FBL investigations1 vary from inquiries into myster-
ious disappearances of nominal amounts of money to com-
plaints involving defalcations of major sums.

During the past decade, the number of convictions in these
cases has almost doubled = 577 in Fiscal 1963, as compared
to 1,064 in Fiscal 1973, The amounts of shortages have
increased yearly, from $14.1 million in 1963 to $135.6
million in Fiscal 1973, The number of cases reported also
has climbed over the decade -- from 2,469 to 6,787.

White collar crimes -- offenses committed by persons in a
responsible position in govermment and private enterprise --
increased dramatically during the past fiscal year.

In a report to the Commercial Transactions Task Force, the
Washington, D.C. Police Force assert that about 15 percent of the
embezzlement cases which come to their attention“ involve the use
of false ID. It can be reasonably inferred, therefore, that the use
of false ID is a nontrivial component of this crime.

lIt should be noted that a majority of fraud and embezzlement

cases are not subject to FBI investigation.

2Appendix A2, Table II.
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There is increasing evidence of a new form of false ID bank and
business embezzlement found involving computer controlled accounting
of credit transactions. In this context, a computer expert and bank
executive™ recently stated:

"The base form of an asset is no longer necessarily a
40 ounce gold bar; now assets are simply magnetic
wiggles on a link."

The fraudulent use of computer keys, codes, passwords and the
like, and abuse of computer files, data, and operating systems is
a false ID crime and one with enormous loss potential.s Further,
these frauds and embezzlements are difficult to either detect and
counter or protect against, and there is some evidence” that vic-
timized institutions are often reluctant to bring charges against
their own employees for fear of losing public confidence.

There is also evidence that this method of fraud is either
growing rapidly or being detected with greater frequency, and that
criminal organizations are becoming involved as well as techni-
cally clever and innovative individuals.

In summagy, we repeat the conclusion of a recent news-
paper article”:

"The potential rewards and the seeming ease of escaping
any heavy punishment have made credit fraud an enormous
secret industry."

1Richard Mills, Vice President, First National City Bank, "Waiting

for the Great Computer Rip-Off," Fortune, July 1974,
2Op. cit., Fortune, July 1974,

3Ibid, one reported case involved a loss of $5 million. A cited
1971 study found that twelve cases of computerized bank embezzle-
ment averaged $1.09 million apiece -~ about ten times the average
embezzlement loss.

Ibid.

S"New Credit Risks: Loan Swindle, Subverting Data Banks Spread,"
The Wall Street Journal, April 18, 1976.

4
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Internal Security

Investigations clearly reveal the use of false identification
plays a prominent role in internal security areas. This is evident
in information set forth in the 1973 FBI Annual Report, under the
subcaption "Weatherman," which reads, in part, as follows:

"Weatherman began in 1969 as a faction of the militant
Students for a Democratic Society (SDS). Thereafter,
Weatherman quickly evolved into a separate Marxist
group which is dedicated to the violent overthrow of
the govermment. In early 1970, Weatherman members
abandoned their offices and residences and entered
underground status., They did so to better pursue
armed struggle against the Govermment.

"Since entering underground status, Weatherman has used
sophisticated techniques of false identities and clan-
destine communications.

"During a speech made on November 11, 1974, when making
reference to Weatherman, FBI Director Clarence M. Kelley
commented, 'Since early 1970, the Weather People have
been underground. By underground, we mean their adher-
ents live under aliases, using false identification
papers and fabricated life histories.'"

With every passing day, investigations vividly reveal criminals
are entering fugitive status on an ever-rising basis. This aspect is
certainly borne out by the following data as reported in the 1974 FBI
Annual Report:

"An all-time high of 37,891 FBI fugitives were located
during Fiscal 1974. Those apprehended included bank
robbers, kidnappers and deserters, as well as felonms,
wanted by local authorities. Some 3,478 were sought
at the specific request of state and local authorities
for violations of the Fugitive Felon Act.

FBI Director Kelley states:l

"To the law-abiding citizen, the specter of expanding
lawlessness cannot help but provoke anguish - and for
good reason. It is his tax dollars that have financed
the war on crime, and it is his safety, possessioms,
and community that are mainly threatened by lawlessness...

lupay Enforcement Bulletin," Vol. 43, No. 11, November 1974.
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"To combat crime effectively requires at the outset

a realistic examination. One reality of crime is
that repeat offenders are at the core of the problem.
Studies of criminal histories reveal convincing evi-
dence that as much as two-thirds of all offenses are
committed by recidivists -- persons who have been
arrested for and convicted of crimes previously."
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SECTION IV

PRELIMINARY RECOMMENDATIONS

Since most of the type of documents used in the establishment
of false identifications are issued by governmental agencies, the
following steps could contribute to a solution of this problem:

1.

6.

Applicants for any of the type of identification
documents listed above should be required to provide
adequate proof of identity prior to receiving the
requested documents;

More rigid safeguards should be imposed upon the

storage of blank forms so they might be less prome
to theft;

The quality of identification documents could be
improved so that falsification through alteration
or counterfeiting would be more difficult. This
could be accomplished through the incorporation

of a photograph, a fingerprint, and a coded number
which could incorporate identity features of the
issuee;

The public could be better educated in methods for
verifying the identity of the identification holder
and the reasons why they should be concerned about
this problem;

Procedures for checking criminal identity upon
apprehension could be improved so that the true
identity of the suspect could be ascertained
prior to the release from custody;

Stiffer laws could be passed with regard to
users of false identity., Such laws could include:

a. Removal of applicability of the statute of
limitations when the use of false identifi-
cation is involved in a crime;

b. Refusal of probationary sentences to users

of false identification in the commission
of a crime;
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c. Stiffer sentencing of users of false identi-
fication; and

Laws could be passed which would impose severe penalties
upon anyone who is convicted of manufacturing, selling,
distributing, or passing false identification documents.
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ATTACHMENT 1

COMPOSITION OF THE FUGITIVES TASK FORCE

The following members comprise the Task Force.

Chairman
Mr. Emil L. Schroeder Federal Bureau of Investigation
Room 4427, J. Edgar Hoover Bldg.
Washington, D.C. 20535
(202) 324-4587
Members
Mr. Thompson Crockett International Assn., of Chiefs of
Police
Mr. Elmer C. Cone American Bank Note Company
Mr. William B. Wharton Passport Office, Department of State

Mr. Albert H. Solomon, Jr. Committee on Judiciary, U.S. House
of Representatives

Mr. Truman H. L. Walrod National Sheriff's Association

Lt. Glenn W, Ramey Metropolitan Police Dept.,
Washington, D.C.

Mr. Louis B, Sims Interpol
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ATTACHMENT II

MATERIAL IN TASK FORCE FILES

EXCERPTS FROM RESPONSES OF SHERIFF'S DEPARTMENTS AND MUNICIPAL
POLICE DEPARTMENTS

Summary

An evaluation of the responses to survey letters sent by the
Task Force on Fugitives to a number of sheriffs and metropolitan
police departments located throughout the United States unmistak-
ably confirms the fact that these police organizations are being
confronted with the criminal's ever-increasing use of false iden-
tification. It is further evident that these law inforcement
agencies are experiencing considerable investigative difficulties
as a direct result of the criminal's adoption of the false identity
technique.

Law enforcement agencies, when responding to surveys requested
by this Task Force, specifically pointed out that they are greatly
concerned over this problem and that solutions to it must be sought.

Responses were received from:

1. The City of New York Police Department;
2. City of Chicago - Department of Police;
3. Los Angeles Police Department;
4, Las Vegas Metropolitan Police Department;
5. Montgomery County Sheriff's Department, Dayton, Ohio;
6. Denver Police Department;
7. Baltimore Police Department;
8. Boston Police Department;
9. San Jose (California) Police Department;
10. San Diego Police Department; and

11. New Orleans Department of Police.
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ATTACHMENT III

INTERPOL RESPONSE

International

The General Secretariat, International Criminal Police Organi-
zation - Interpol, through the United States National Central Bureau
- Interpol, furnished information concerning the problem of false
identification on an international basis, which includes counter-
feiting and/or altering of passports, drivers' licenses, and other
identification cards and the methods which appear to provide a
maximum degree of protection against counterfeiting and/or alter-
ing of these documents.

For the alterations, a legitimately issued document is obtained
from the rightful owner by theft or other means, or a legitimate
document is obtained from the issuing agency by fraudulent means,
usually followed by alteration of the text and signature of authen-
tic passports or other forms of identification, such as drivers'
licenses, identity documents, letters of credit, and so forth.

The forgers principally use three methods: scraping, erasing and
washing, or by the addition or substitution of lines, letters,
photographs or entire pages.

For the counterfeits or complete production of a false docu-
ment, the counterfeiters use basically the same methods/procedures
as currency counterfeiters, such as acquisition of a genuine docu-
ment followed by obtaining plates or type molds by photograph or
moldings, manufacture of stereotype plates by engraving or printing,
using typographic or planographic methods.

Methods which are considered to provide a maximum degree of
protection against counterfeiting or altering documents are as follows.

1. At the Manufacturing Stage

An identification document should be printed on special
paper, '"protected," made of pure pieces and producing no
fluorescence under ultraviolet light. This paper should
be of strictly maintained thickness and quality and
should have well-patterned watermarks.

Security indications, such as fluorescent "planes," can
be incorporated into the paper during its manufacture.
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The printing should be carefully done, preferably using
typographic methods. A security background, printed with
thin or reactive ink, in the form of cartridges, in the
areas to be filled out by identification data or sig-
natures, will greatly complicate modifications through
washing and scraping.

The numbering should be typographically done with a
numerator with specially engraved characters, having
original designs that are easily recognizable; for
numbering purposes, the use of fluorescent ink will
permit rapid verifications, using very simple materials.

The cover should be strong, semi-rigid and, if possible,
include a seal in relief.

The cover and pages should be bound in such a way that
it is difficult to remove or add pages (the use of
special rivets seems advisable),

2, At the Stage of Issuing the Document

The use of indelible ink of a special sort is desirable,
but in practice difficulties might be encountered.

The lines containing the identification data should be
completed by conventional signs, so as to avoid the
addition of letters.

The use of a dry stamp is indispensible, but it should
have subtlety (fine and closely drawn lines along the
border, for example) which makes it difficult to pick
up the print of the dry stamp.

The photograph should be attached with glue that is
insensitive to heat, water, and most solvents;
synthetic polymerized glues seem to provide the most
guarantees.

Finally, a process which seems likely to prevent the
substitution of photographs consists in placing the
print of one of the holder's fingers partly on the
passport and partly on a border of the photograph.

A review of the problem of false identification on an inter-

national basis since 1947 reveals that it has been a continuing
problem.
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At an Interpol Symposium held in December 1974, the problem
of false drivers' licenses was considered. The delegation from
Spain reported that through international cooperation they had
recently detected a large number of counterfeit drivers' licenses
of Portugal, France, Germany, Morocco, Venezuela, and Argentina.
The ensuing discussion revealed that of some 20 countries repre-
sented, almost every country has a large number of false drivers'
licenses in existence. They ranged from complete counterfeits
to genuine licenses altered and genuine licenses obtained through
the use of false identity documents. The use of these false
driver's licenses, frequently accompanied by the use of fraudu-
lent passport, provided the basis necessary in security frauds,
leasing of vehicles and subsequently stealing same, and all
other types of criminal activity.
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Report of the Federal Identification Documents Task Force

on the

Scope of the False Identification Problem &

Recommendations for Solutions

SECTION I

INTRODUCTION

Purpose

The Federal Documents Task Force was formed to examine the use
of personal documents issued by the Federal govermment in false
identification assisted crimes. Both an identification of the scope,
crime patterns and societal cost of the problem and suggested solu-
tions are main elements of the work of this group.

Scope

There are many documents of interest to the Task Force. These
inclyde particularly The Passport, the Alien Registration Receipt
Card”, the Nonresident Alien Mexican Border Crossing Card4, and the
Immigrant and non-immigrant Visas affixed to passport documents. For
purposes of this study, the visa is considered a document.

The principal Federal organizations associated with either the
original issuance of these documents or their subsequent evaluation
are: The U.S., Passport Office (PPO), the Immigration and Naturali-
zation Office (INS), the Customs Bureau and the Department of State.

1Immigration and Naturalization Service (INS) Form I-151.

2INS Form I-186.
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Other Federal agencies, bureaus and offices concerned with the
false ID problem in one fashion or another include the Department
of Transportation, the U.S. Coast Guard, the Selective Service
System, the Drug Enforcement Agency (DEA) and the Federal Aviation
Administration, all of which are represented on the Task Force.

Data Gathering

Data acquisition was mainly by structured survey. Useful ad-
ditional information of direct importance to the work of the Task
Force was extracted by some organizations (notably the Visa Office
and the INS) from extant reports and statistical summaries.

In general, the fraud problem has been divided into three
components as follows:

1. Application Frauds, dealing with various misrepre-
sentations in acquisition of documents in the

ordinary way;

2. Document Frauds, having to do with alteration or
counterfeiting of the documents themselves; and

3. User Frauds, concerning impersonation and imposture

in the conduct of transactions involving the use of
IDs.
There were several primary sources of data. These included:

1. In-house studies made by the INS;

2. Surveys and extant data by the Visa Office;

3. Case sampling by the DEAj; and

4. Case studies by the Customs Service.

The Visa Office contacted all visa issuing posts and solicited
the views of Foreign Service and Consular Officers associated with
the visa issuing process. Based upon this information, maximum and
minimum projections were made bounding the visa fraud problem.

The INS followed the same pattern but provided, rather than a

range, firm estimates of the extent of the problem based on data
collected by the service.
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The report from the DEA was based on a random sampling of 589
cases from which 17 were identified as involving false ID.

Data supplied by the Customs Service is based entirely on
specific cases; all involved alien traffickers.

Passport Office data was similarly compiled from specific cases.

Evaluation of Data

Hard data on the false ID issue is not often readily at hand.
All contributing sources note the difficulty of retrieving false
ID data with precision and surety. In many cases, recourse was made
to informed opinion of officials long associated with the problem.

Proper interpretation of hard data which does exist is further
hampered by problems of detection. The Passport Office, for example,
has data on detected passport frauds; the extent of successful
frauds can be only guessed at.

Estimation of societal cost, either directly accruing from
false ID crimes or indirectly in benefits, services, the value of
activities of alternate to false ID investigation and the like, are
as spotty as the false ID estimates themselves. The Visa Office
reports:

", ..there is great need for statistical data on the scope
and dollar impact of the fraudulent identity problem in
general. The small fraud unit operating within the Visa
Office has not at this stage had the opportunity or the
manpower to collect statistics on the problem from a wide
range of sources. The officer issuing visas overseas is
often overworked and has neither time nor resources to
undertake the kinds of investigations and surveys which
would produce the needed information. VO is in the process
of seeking additional data concerning fraud from the INS
and has requested additional manpower in the area of fraud."

In many cases, the ID fraud is not reported as having been considered
"peripheral"™ to the major crime committed. The Customs Office re-
ports:

"The exact data on the incidence of use of false identifi-

cation is not obtainable because our statistical procedures
do not provide for its retrieval. False identification is
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the modus operandi used by the perpetrator to commit the
Customs violation, i.e., smuggling narcotics, etc. Customs
violations are carried in over thirty investigative case
categories and reported under same."

Further, there are anomalies in the data reported and the estimates
arrived at by expert opinion. For example, the DEA sample, admit-
tedly limited, suggested a figure of about 37 as representing the
degree of false ID association with the international cocaine traf-
ficking cases studied. The expert opinion of a DEA official, on

the other hand, was that 80-85% of all drug trafficking cases were
attended by false ID use., Customs data suggest 79%. All respondents
agree that false ID does represent a problem and that the documents
their organizations issue, certify, inspect, or otherwise administer
are subject to this abuse. Further, there are strong indications

in the data that do exist, that false ID abuse of the studied docu-
ments is increasing year by year, a phenomena more fully explored in
subsequent parts of this report. The societal effect in either
dollars or any other measure is less documented and documentable
since many of the effects are secondary or tertiary.

There is general agreement among the expressed suggestions for
solution to or amelioration of the problem, however, despite different
organizational viewpoints and perceptions of the problem. These
matters are also discussed in subsequent sections of this report.

The false ID problem is intimately associated with criminal
activity on both the purely domestic and international spheres.
Some portion of the costs of these illicit activities must be accord-
ingly attached to false ID, which is without any serious question,
an enabling influence of substantial aid to the conduct of this
activity.
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SECTION II

THE FALSE ID PROBLEM

The documents of concern to this Task Force fall generally into
two classes: those which enable international movement by indivi-
duals either into the U.S. or out of it across international boundaries;
or those which entitle individuals to certain social benefits. In
the former class are the U.S. Passport, various visas, alien regis-—
tration documents and the like. In the latter category is the
Social Security Registration Card.

There are other Federal documents, U,S, military ID for example,
which may be subject to occasional false ID abuse but the prepond-

erance of evidence suggests that most of the false ID problem is
associated with the passport, alien documents, and the Social Secu-
rity card. In order to adequately set forth the false ID problem
relative to the documents of interest, it is necessary to expand on

a number of issues relating to their proper and improper acquisition
and use. Accordingly, the following material addresses these issues.
Included are: descriptions of the ordinary document application pro-
cess including the ID documentation required by the issuing agency

or office; the nature and extent of the verification process employed;
the degree of fraud detected; and the intended use of the documents.
Also included are discussions of document abuse, including particularly
the criminal activities in which these documents play a role.

Application Phase

The following material is presented document by document.

Eligibility and Enablements

Visa

Immigrant Visa - The immigrant visa permits the recipient to
settle in the U.S. as a permanent resident, to engage in gainful
employment as and where he chooses, and eventually to become an
American citizen. In general, the immigrant visa applicant must
establish that he is entitled to an immigrant visa either as the
close relative of an American citizen or permanent resident alien;
or that he is a worker or professional whose skills are in demand
in the U.S. as certified by the Department of Labor; or that he
falls into one or another category that would entitle him to an
immigrant visa (i.e., longstanding U.S. government employee, refugee).
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Non-immigrant Visa = The non-immigrant visa permits an alien
to apply for entry into the U.S. for a temporary stay for a particular
purpose: tourism, business, study, transit, international organiza-
tion employment, crewmember, for example. The vast majority of hold-
ers of these visas are not permitted to work and are required to have
a residence in a country outside the U.S., which they have no inten-
tion of abandoning. The application requirements for most kinds of
non-immigrant visas include an application form, a photograph, a
valid passport, and proof of entitlement to the non-immigrant
status for which application is made.

Alien Registration Receipt Card (Form I-151)

While INS issues many different documents, this discussion will
be limited to Form I-151, Alien Registration Receipt Card, and Form
I-186, Nonresident Alien Mexican Border Crossing Card.

The Form I-151 is a part of the Immigrant Visa and eligibility
therefore is determined by the American consular officer abroad.
The entry data is added to the form at the time of the alien's entry
to the United States. This card is evidence of the alien's regis-
tration and admission as a lawful permanent resident. Aliens having
such cards are entitled to take employment in the United States.

Nonresident Alien Mexican Border Crossing Card (Form I-186)

A Form I-186 may be issued to any eligible citizen of Mexico
for entry to the United States as a temporary visitor for periods
not to exceed 72 hours and is limited to travel within 25 miles
from the Mexican border. Holders of this card are not entitled to
take employment in the United States. The citizen of Mexico must
apply in person for such card to an Immigration Officer at a border
port or to an American Consular Officer in the interior of Mexico.
He is interrogated as to his eligibility for such card and must
support his application with evidence of Mexican citizenship and
residence. As a minimum, he must present a regular Mexican passport,
a provisional passport issued by the governor of a state in Mexico
or a Mexican Form 13, a document issued by the Mexican Immigration
Service.

Other ID evidence considered would be previously issued INS
documents, birth and baptismal certificates.
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Passport

A person who desires to obtain a U.S. passport must apply for
it using a stipulated form which must be executed before a person
authorized by the Secretary of State to accept passport applications
in the U.S. or abroad. Under certain stipulated conditions, a per-
son who has been issued a U.S. Passport within 8 years may complete
an application and send it to the Passport Office by mail. The con-
ditions of such "mail-in" applications are strict -- to prevent
possible fraud. At the present time such mail-in applications do
not present a fraud problem and constitute about 12% of the total
volume. :

Since U.S. passports may be issued only to nationals of the
U,S,, applicants must prove by documentary evidence that they are
nationals. Also they are specifically required to establish their
identity. The nationality requirements are statutory (22 USC 212).

The identity requirement is specifically mentioned in the Regu-
lations (22 CFR 51.28).

The application and evidence are adjudicated by experienced
Passport Examiners. If nationality and identity are satisfactorily
established, a passport is issued. If not, the applicant is required
to submit additional evidence or an investigation is undertaken.

Application Fraud Estimates

Estimates of the scope of the fraudulent application problem
are given in Tables, I, II, and III below for visas, INS documents
and U.S. Passports, respectively. For visas and INS documents, the
degree of the fraud problem is estimated as a fraction of the total
number of applications processed. For Passport another figure is
given: Applications per detected fraud.
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TABLE I

Visas
. 1 2
Applications Rejected False
Document Type Per Year Applications Applications (est.)
Immigrant Visa 325,000 20,000 6%
Nonimmigrant Visa 3,000,000 220,000 7%
TABLE II
INS Documents
Imposter
Use of
Altered Unaltered Percentage
Applications Counterfeits Cards Cards of False

Document Per Year Detected Detected Detected Application
Alien
Registra-
tion
Receipt 364,000 4,074 1,361 2,086 2%
Card
(Form I-151)
Nonresident
Alien Border
Crossing 170,331 585 1,623 6,160 5%
Card
(Form I-186)
1

In most cases, although outright fraud may not have been attempted,
the applicant has sought to deceive the consular official in some
way.

2Estimated at 5~10% of the rejected applications. The larger figure
is used in Table I.
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TABLE III

U.S. Passport

Applications from Detected Applications

High Fraud 1 Application Per Detected
Year Applications Potential Groups Fraud Fraud
FY71 2,311,789 462,356 288 1605
72 2,605,321 521,064 300 1736
73 2,769,549 553,903 499 1233
74 2,471,461 494,292 553 893

Analysis of Detected Application Fraud Data

Since application fraud is only a part of the false ID problem
and the data given are based on detection of fraud at application,
the true figures are probably higher than those shown. For entry
visas and the two most important INS documents, these figures range
from 2% to over 7% of total applicatioms.

Passport application fraud has, over the period cited, increased
92% while the number of total applications increased by only 6.9%.
The Passport Office, however, notes that a fraud detection training
program was begun in the spring of 1972 and has resulted in the
increased detections in FY's 73 and 74.

It is not possible to assess with surety either the extent of
application fraud for the subject documents or the time trend from
the data presented here. It should be noted, however, that the num-
bers are not small and the estimates conservative.

1It was determined that a high fraud potential group can be defined

consisting of first time, native~born applicants between age 18 and
age 40, There is no known fraud in official govermment travel appli-
cants and none of any magnitude in family group applications. Com-
bining all these factors, the high fraud potential group is estimated
at 20% of total applicants,
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The degree of concern which should be attached to these figures
must rest with a linking of fraudulent immigration, entry into the
U.S. or passport acquisition with specific criminal activities and
their societal impact. This issue is treated in subsequent sections
of this report.

ID Documentation & Verification

There are a number of documents which may be used to establish
ID and status for purposes of acquiring visas, INS documents and
passports. In the case of U.S. entry documents which may originate
from virtually any area of the world and be processed by consular
officials remote from the U.S., document verification may be
especially difficult because of the sheer variety of document types
encountered. The following discussions set forth these issues in
some detail.

Visas

The fact that the whole process of application for a visa and
verification of identity factors occurs outside the U.S. presents
special problems., In many cultures of an individual name itself
is a source of difficulty: surnames may be unknown, or rarely used;
a person may be given only one name if he comes from a relatively
undeveloped area; there may be comparatively few names in use, so
that duplication of name is common; names may be changed for luck,
religious reasons, whim, marriage, when honors are granted or trials
successfully undergone; names written in scripts other than the
Roman may be Romanized in different ways at different times, and
so on, Conditions and cultures in many countries make reliable
documents hard to obtain or difficult to verify or assess: foreign
officials who issue documents may be bribed or persuaded to issue
false documents; private persons (relatives, employers) may have no
interest other than that of the requester in mind and may issue a
false letter or document attesting to an ability, an employment
record, a financial condition, a relationship, that may have no
bearing on reality. Many life events in non-western societies occur
without benefit of civil documentation; in other societies the re-
quirement of documentation is honored largely in the breach. Lan-
guage is often a problem in that translations of documents are time-
consuming; in addition, letters or certificates in English may have
been signed by honest officials or private individuals who were
deceived by the applicant and had no real idea what the document
contained; data keeping on the part of foreign national and local
governments may refuse to assist the consular officer in attempting
to verify government documents; applicants may be unable or unwilling
to return to their native country to obtain documents for fear of
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persecution, and the issuing authority may have no interest in pro-
viding documents to such persomns.

Examination of the alien identity and status documentation
always or frequently required to obtain either the Immigrant or
the Non-Immigrant Visa reveals:

1. The variety is enormous ranging from birth certificates,
passports and national identity documents to property
deeds, bank books, divorce and marriage certificates and
vehicle registrations. There are nineteen types noted
by the Visa Office.

2. Of the nineteen ID document types always or sometimes
requested, thirteen are reported to be subject to frequent

fraudulent use, five sometimes and only one (the Selective
Service Card) with no fraudulent use reported.

Pressures of workload and shortages of investigative personnel
at many posts often preclude verification of the authenticity of
documents except in cases where there are clear indications of fraud.
Routine verifications are generally not possible, though random
checks of apparently authentic documentation are sometimes carried
out. However, in high fraud areas, some routine verifications of
documents are made and investigations launched when indicated.

INS Documents

Identity evidence is required prior to the issuance of any of
the INS documents. It consists of previously issued INS documents;
immigrant and non-immigrant visas; official foreign documents in-
cluding birth certificates, police records, military records, marriage
licenses; divorce decrees; death certificates; fingerprint checks;
affidavits; depositions; and identifying witnesses in some cases.

Authentication of documents is dependent on the specific type
of document presented with an application. INS personnel are trained
and experienced in questioning and interrogation techniques. This
method of examination is generally sufficient to establish the
validity of a document and legitimacy of the bearer. Additional
authentication measures, including a field investigation, are taken
if reasonable doubt exists after questioning an individual.
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U.S. Passport

The United States passport is, by definition, a document of
identity and nationality. Consequently, a person applying for such
document must establish, by documentary evidence, these two factors.
Identity is normally established by a reliable document issued by a
govermmental agency which contains a photograph or physical descrip-
tion and signature. U.S, citizenship is established generally by
the submission of a certified copy of a birth certificate showing
birth in the United States. The applicant must fill in a passport
application.

The evidence of identity and birth is examined by the passport
agent accepting the passport application along with the information
furnished in the passport application. If the passport agent is
satisfied with his short interview of the applicant and his examina-
tion of the documentation of identity and citizenship, no verifica-
tion procedure is undertaken. If, however, the passport agent
notices what are called "symptoms of fraud," verification procedures
will take place. This verification will depend upon the questionable
factors which the agent notices. The verification procedures can
be in the nature of telephone or written communication throughout
the United States to the source of the documents submitted. It
could also include the same type of communication to verify addresses
or references given in the application.

In some cases, the verification is undertaken by the investi-
gatory agency for the Passport Office.

Customs Verification of Entry Documents

The Customs examination is the last step encountered by the
arriving passenger before entry is made into the United States,
whether he is a citizen or an alien. A U.S. citizen is processed
by the Passport Office and furnished a passport for travel abroad.
An alien is processed abroad by the State Department for issuance
of a non~immigrant visa to enter the U.S., and his foreign passport
is examined by Immigration at the time of entry. Therefore, the
Customs Service does not question the validity of a Declaration as
identification, unless a Customs violations is detected, (i.e.,
narcotic smuggling). Passports are the document most frequently
involved in the use of false identification.
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"Use'" Phase

General. Both non-immigrant and immigrant visas are used to
apply for entry into the U.S. They are presented at ports of
entry to inspection of the INS. The Alien Registration and Mexican
Border Crossing documents are used to effect entry into the U.S.
or to remain here and take employment.

A U.S. Passport is used to enter and/or depart the U.S.
(8 USC 1185) or primarily for use in traveling or residing abroad.
The Supreme Court has stated that the U.S. Passport is a political
document which, in effect, identifies the bearer as a national of
the United States and requests foreign govermments to give to the
bearer all lawful aid and protection. In cases of civil strife
abroad, the U.S. Passport can be the difference between life and
death, It is also the document in which foreign govermments place
their visas showing that the bearer is entitled to enter such
foreign country.

Aside from its official use as described above, it has common
usage as identity evidence in commercial transactions in the U.S.

and abroad.

Fraudulent or Incorrect Usage

Visas

Both kinds of visas have one primary purpose and use: to permit
the bearer to apply to enter the United States. Immigrant visas and
a few categories of non-immigrant visas permit the bearer to be
gainfully employed in the U.S. But some persons who enter the U.S.
on visas which do not permit them to work nonetheless seek and often
find employment. If an alien is discovered working illegally, the
penalties levied on him and on his employer are not severe, and the
chances that he will be detected are small. These aliens who seek
and find unauthorized employment take jobs that American citizens
and those legally authorized to accept employment could fill. In
addition, many illegal aliens pay no taxes on their illegal earnings
and consume substantial welfare benefits. The societal impact of
illegal immigration is discussed in Section III of this report.

It is difficult to attach a precise figure to the visa aspects
of the illegal alien problem. Not all illegal aliens presently in
the United States entered on visas; in fact, if INS apprehension
statistics are representative of the illegal alien population as a
whole, probably no more than 10-~15% of the illegals presently in
the U.S. had any contact whatsoever with the visa issuance process.
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In addition, not all aliens who become illegals intended to violate
their status when they applied for visas and their applications had
no fraudulent aspects. Not all applicants who did intend to violate
status had to resort to identity fraud to do so.

1. Counterfeit non-immigrant visas - A survey of
reported counterfeit visas for the period March 1970
through August 1972 revealed 287 confirmed cases. It
is generally assumed that where there is one counter-
feit, there is more than one, and that for every
counterfeit detected, others escape detection.

The estimated number of counterfeits for the
countries and time involved in the survey (esti-
mates made by the posts involved in the re-
ported cases) range from 1,800 to 7,000. If it
is assumed, based on this survey, that the
average number of attempts (some successful) to
" use counterfeit visas ranges from 90-350 per
month, the average is 1,080 to 4,200 per year.

2. Refusals - At least 250,000 visa applicants are
finally refused visas each year. It is conserva=-
tively estimated that 5-10% of these refusals
involve some element of identity fraudl, This
adds 12,500 to 25,000 to the total.

Table IV, below, gives the Visa Office's estimated breakdown
of the false identification problem:

1Some visa-issuing posts put this figure at 50% or higher.
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TABLE 1V

False ID Use by Aliens in Visa Fraud

Annual False ID Use by Aliens

Low Estimate High Estimate

1. Counterfeit visas 1,080 4,200
2. Aliens Apprehended 4,000 4,000
3. Aliens not Apprehended 8,000 20,000
4, Changes of Status 2,250 2,250
5. Refusals 12,500 25,000
6. Aliens Excluded 26,500 26,000

Total 54,330 81,950

The scope of the false identification problem as it pertains
to visas is thus 50,000 to 80,000 instances per year of the use of
false identification. The former figure is a conservative estimate
and the latter a moderate estimate of the scope of the problem.

Entry Without Visas

It has been estimated that there are from four to twelve
million illegal aliens currently in the United States. Six to
eight million is now the official INS estimate. Although the
preponderance of these aliens are believed to have effected
illegal intry between the ports of entry along the Mexican border,
many have effected their entry into the United States with false
jdentification. A larger number have utilized false documenta-
tion to avoid detection while in the United States. The presence
of this volume of illegal aliens in the United States impacts
heavily on the INS, Department of State and many other Federal,
state, county and city agencies.
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Passport Frauds

False identification in passport frauds may be divided into
two areas of concern: the United States passport and the foreign
passport. Either type of passport is readily accepted on an
international basis as the travel document for a person's iden-
tity and nationality. However, the fraudulent U.S. passport user
is primarily implicated with false identification obtained from
within the U.S., whereas the fraudulent foreign passport user is
primarily implicated with false identification obtained from
without the United States.

It is assumed that each United States passport issued is used
many times in traveling from country to country as well as enter-
ing and departing the U.S. This obviously amounts to many million
uses since there are over 10 million valid U.S. passports outstand-
ing.

Summary

A feeling for the distribution of ID fraud by document type
and by type of fraud (Alteration, Counterfeit, or Imposter) is
given in Table V below. In Table V, the entries are in percent of
detected frauds committed. It should be noted that the distribution
of fraud shown in Table V most probably reflects the ease with
which these frauds can be committed. If, for example, the INS
documents were to be made harder to counterfeit, the 29% of pre-
sently detected counterfeits might be expected to drop with a
corresponding rise in the other categories. Again, it should be
emphasized that the data of Table V imply little of the true dis-
tribution of frauds since undetected frauds are not included.

TABLE V

User Fraud

U.S. NIV Supporting IV Supporting INS

Passport NIV Documents Documents Documents
Altered 5% 30% 30% 30% 197
Counterfeit 0% 20% 607%% 50%% 297%
Imposter 957% 50% 10% 20% 527

(NIV = non-immigrant visa, IV = immigrant visa)

*Includes genuine documents issued by corrupt officials to persons
not entitled to them.
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INS Documentsl

Increased investigative activity by INS and liaison with
Mexican officials have resulted in the identification throughout
Mexico of many well-organized groups engaged in both counterfeit-
ing and altering these Service forms. Criminal prosecution in
that country had been sought, however, the 8th Circuit Court in
Torreon, Coach., Mexico found that the falsification of United
States immigration documents is not a prosecutable offense in that
country. Two well-known document falsifiers who had been arrested
in the Juarez, Mexico area were released upon that decision. The
tribunal ruled that since the issuance of such documents was not
authorized by any Mexican authority, there is no Mexican criminal
offense for falsification of such documents. One case came about
as a result of information furnished to Mexican authorities by a
Service investigator. The Baja California Judicial Police arrested
three persons at Mexicali and Estacion Delta, Baja, California,
Mexico and recovered falsification equipment and a large quan-—
tity of blank Forms I-151. It was learned that the more than 200
blank forms recovered were sold to the leader of the group in
Guadalajara by two men who were believed to have been arrested and
their counterfeiting equipment confiscated in Guadalajara several
months earlier.

Also, an intensive investigation by INS and close liaison with
Mexican Government officials resulted in the apprehension in Mexico
City of the principal counterfeiter of one of the most wide-spread
fraudulent document rings ever detected in Mexico. His headquar-
ters was in Guadalajara where approximately 200 counterfeit Forms
I-151 were found in the hands of vendors. Also seized were a small
printing press and engraved plates for printing the Forms I-151,
selective service cards and an Idaho State Seal, as well as numer-
ous rubber stamps. The counterfeiter had previously been arrested
in the United States in 1963 for counterfeiting Forms I-151 and at
that time approximately 500 blank counterfeit documents were re-—
covered. He then received a five-year sentence for the 1963 arrest
and when last arrested stated that he had spent his entire time in
prison perfecting his counterfeiting art.

Among the items seized was a list of the counterfeiter's ven-
dors. There were nine in the State of Jalisco, seven in Guanajuato,
three in Micheacan, two in Nuevo Leon and one each in the States of

1All of the following data was taken from INS Intelligence Reports for
FY 1973 and 1974.
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Guerrero, Sinaloa, Sonora and Baja, California, as well as four in
Mexico City. There were also twelve vendors listed in the United
States: eight in California, and four in Illinois.

The use of altered Forms I-186 by individual imposters and by
smugglers to facilitate border crossing by their customers continued
to be a popular means of obtaining entry into the United States.
Ample supplies of valid Forms I-186 are in the hands of alterers and
vendors, who find a ready market for their wares among the thousands
of interior Mexicans seeking entry into the United States. As in the
case of altered Forms I-151, the workmanship of I-186 alterations has
greatly improved over the past few years.

The steady increase over the past few years, except 1974, in the
use of unaltered Forms I-151 is, in large part, due to an obvious
large supply of forms obtained by vendors from various sources. Some
vendors apparently have a large enough supply of documents so that
customers may be matched up to forms so closely that it is extremely
difficult to detect the fraud. Hopefully, the decline of such cards
during 1974 may indicate vendors' supplies are dwindling.

The popularity among imposters of the unaltered Form I-186 as
a document to gain entry continues to grow with each passing year.
As in the case of the unaltered Form I-151, large supplies in the
hands of renters and vendors make it comparatively easy to find a
card which matches the imposter.

The problem of Mexican credentials presented by imposters is
ever present., It is believed many of these are obtained as favors
from Mexican officials. Some are purchased and a few are allegedly
found. Many imposters are easily unmasked when interrogation reveals
that they are obviously unqualified for the positions they profess
to hold. Examples are: illiterate "school teachers," "stenographers"
who cannot type, and so on., These documents are used mostly to
facilitate entry as an alleged temporary visitor. Although the use
of fraudulent Forms I-186 is limited almost exclusively to Mexican
nationals and they are predominant in the fraudulent use of the other
two Service identity documents, aliens from almost every country
employ the use of fraudulent Forms I-151. The following is a common
example of this: :

Officers of this Service in the New York, New York, area
encountered counterfeit Alien Registration Receipt Cards

in the possession of illegal aliens. These cards contained
the illegal alien's name, photograph, date of birth, and an
alien registration number usually found to relate to a file
either in the New York district or in another district.
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The alien in possession of the counterfeit card generally
was found to be a visitor or student whose period of tem-
porary stay in the United States had expired. The date of
entry on the counterfeit card was invariably found to be
the date on which the alien entered the United States for
a temporary period. Several natives and citizens of
Guyana who had been admitted to the United States on a
temporary basis were found to be in possession of such
counterfeit cards. Investigation led to the arrest of two
sources of these fraudulent documents, one, a Guyanese who
had sold the counterfeit cards to aliens of his own nation-
ality after purchasing them from an alien from Columbia.
Several of these counterfeit cards were used by Guyanese

aliens in an attempt to effect entry into the United States
as returning residents and one was used to obtain employ-
ment as a teller in a New York City bank. Based upon the
testimony of the arrested Colombian alien above and a
Guyanese alien who had purchased a counterfeit card direct-
ly from him, an indictment was obtained in the United
States District Court, for the Southern District of New
York, against a third source, a permanent resident alien
from Colombia.

Use of fraudulent identity documents supporting a claim to
United States citizenship is prevalent among almost every nation-
ality. Fraudulent birth registrations from areas outside the con-
tinental United States are also employed. A prime example is the
detection of false claims to United States citizenship at ports
of entry by aliens presenting counterfeit or fraudulently obtained
Puerto Rican birth certificates and United States voter's regis-
tration cards. This scheme is commonly used by natives of the
Dominican Republic and other Spanish-speaking Latin Americans.

The acquisition of such documents to support a claim to
United States citizenship may involve an individual acting alone,
or conspiring with others in exchange for monetary gain. Aliens
are motivated to enter the United States in this manner for a
variety of reasons. An alien's ineligibility to receive a non-
immigrant or an immigrant visa through legitimate State Department
channels may be the root cause. Another and more virulent reason
may stem from attempts by persons of the criminal classes to gain
disguised entry into the United States with contraband or to en-
gage in criminal activities.
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For several years there has been widespread use of Puerto Rican
birth certificates by aliens to claim United States citizenship.
Generally, the alien is assuming a true identity and has merely
purchased a copy of a valid Puerto Rican birth certificate. This
has been a particularly favorite practice of Colombian pickpocket
rings. Although the Demographic Office in Puerto Rico is supposed
to maintain records of when a duplicate birth certificate is issued,
investigations by this Service have established that in many in-
stances, particularly when the fraudulent birth certificate was used
to obtain a United States passport, there is no record of any dup-
licate having been issued. There is an apparently limitless supply
of Puerto Rican birth certificates which may be purchased for $30
and up in Puerto Rico and are sold by regular vendors in the
Dominican Republic for $50 and up. In one case developed through
investigation, it was established that a shoeshine boy, born in
1912, in San Juan, Puerto Rico was selling Puerto Rican birth
certificates to Dominicans and Cubans for $40 and up in several
instances for an extra fee would assist them in fraudulently ob-
taining United States passports. Fees for these birth certificates
range from $30 to $75.

Many British West Indians, who are allowed to enter Puerto
Rico or the United States Virgin Islands without obtaining a non-
immigrant visa, procure fraudulent United States Virgin Islands
birth certificates to establish a claim to United States citizen-
ship. These frauds are difficult to detect because of the simi-
larity of race, the fact they all speak the English language and
that most of them spend some time in and obtain knowledge of the
Virgin Islands before attempting to travel on to the mainland. 1In
the early 1960's, possibly 10% of the British West Indians encoun-
tered claim to be United States citizens and a majority of these
have some sort of documentation to establish citizenship. The
birth certificates are relatively easy and inexpensive to obtain
and while many of them relate to true individuals born in the
Virgin Islands, the Service is encountering counterfeit certifi-
cates which reflect the true name and date of birth of the alien
using it.

Since United States citizens need no passports when returning
to the United States from Canada or Mexico, nor upon entry into
Puerto Rico, the vast majority of United States citizens satisfy
the inspectors and are admitted upon a declaration of citizenship.
If a doubt arises, proof of citizenship may be required to convince
the inspector. While the possibility of false claims always exists,
the expertise developed by the immigration officers is invariably
difficult to overcome. There are three principal sources available
to Service investigators who are engaged in the detection of
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schemes and violators involving the fraudulent use of Puerto Rican
birth certificates and voters' registration cards. The first two
sources are concerned with record information -- public and private.
Public sources are those of govermment agencies, Federal, state,
county and municipal bodies. Private records are those maintained
in the ordinary course of business firms and social agencies not
supported by informants. Frauds involving counterfeit non-immigrant
visas appear to be conducive to both "ring-type" operation as well
as individual activity. The counterfeiting or altering of pass-
ports is more conducive to a "ring-type" operation, although a
travel agency could well operate in this field at a profit.

Usually, aliens who present these types of documents have been
refused issuance of a valid non-immigrant visa because of criminal
background, previous deportee history or the American Consul may
have had reason to believe that the alien's only purpose in seeking
entry into the United States was to work in violation of status.
This type of alien then seeks the services of a vendor who usually
works hand-in-hand with an unscrupulous travel agency. In such an
operation, the cost to the alien may run from several hundred
dollars to over a thousand dollars.

There are two common methods by which the fraud rings bring
illegal aliens to the United States as imposters with non-immigrant
visas. One method is to substitute the pictures affixed to pass-
ports containing valid United States B-2 visas, altering birth
dates if necessary and renting these altered passports to clients.
The other method is to remove the page from a passport which con-
tains a valid United States B-2 visa and sew it into another pass-—
port to enable the bearer, fraudulently identified on the title
page as the person to whom the valid visa was originally issued,
to enter the United States. The second method is the most effective
and most difficult to detect inasmuch as the only identifying data
on the visa is the name of the person to whom it was issued. There-
fore, when a passport is built around this, the name which appears
on the visa is used in the passport but the remainder of the iden-
tifying data actually relates to the imposter who is using the
passport.

The following list reflects the principal types of immigration
frauds involving false identification commonly being encountered by
INS officers:

1. Personations of United States citizens supported by
the following documentation:
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a, Counterfeit, altered and fraudulently obtained
United States birth and baptismal certificates;

b. Altered and fraudulently obtained United States
Passports; and

[ Other counterfeit, altered and fraudulently
obtained United States documents of identity
i.e., Resident United States Citizen Identi-
fication Cards (Form I-179), Social Security
Cards, driver's licenses, voter registration
cards, etc.

Non~-immigrant visa frauds:

a. Counterfeit, altered or fraudulently obtained
United States non-immigrant visas;

b. Altered foreign government passports con-—
taining authentic United States non-immigrant
visas; and

c. Counterfeit, altered and fraudulently obtained
non-immigrant Border Crossing Cards (Form I-186)
and other documents in lieu of non-immigrant
visas, i.e., Form I-94, etc.

Immigrant visa frauds (including applicants for adjust-
ment of status to that of a lawful permanent resident
under Section 245 of the Immigration and Nationality Act):

a. Personations and fraudulently obtained immigrant
visas with valid or fraudulent foreign passports;

b. Personations, counterfeit and altered Alien
Registration Receipt Cards (Form I-151); and

Ce Personations and fraudulently obtained United
States birth certificates and baptismal cer-
tificates for use in support of relative visa
petitions (Form I-130) and Section 245 appli-
cations.
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The problem of counterfeit, altered or fraudulent identity
documents is especially serious in the southwest. In 1967 a total
of 4,455 Forms I-151, I-186 and I-179 were detected in that area.
Since then overall fraudulent document activity continued at an
alarming and increasing rate. The street value of fraudulent
documents furnished by vendors actually demonstrated an overall
decline in the price of supplied fraudulent documents, which can
only be attributed to a high rate of competition among vendors.
We must conclude that a high rate of competition in such sales
evidences tremendous profit-taking in this criminal endeavor.
Comparative figures for Fiscal Years 1967, 1973 and 1974 are as
follows:

I-151 I-186 I-179 TOTAL
Ctf Alt Unalt Ctf Alt Unalt Ctf Alt Unalt

FY 67 58 1135 475 0 830 1875 0 69 13 4455
FY 73 3711 1545 2302 904 1410 6536 2 46 31 16487
FY 74 4074 1361 2086 585 1623 6160 6 21 13 15929

Average Price Paid for Documents:

I-151 1-186 I-179
Ctf Alt Unalt Ctf Alt Unalt Ctf Alt Unalt
FY 73 $182 $121  $43 $70 $108  $68 $102 $130
FY 74 166 126 80 73 57 40 Unavailable

False claims to United States citizenship remained relatively
static in comparing Fiscal Years 1973 and 1974. There were, during
the reporting period, 14,453 false claims to United States citizen—
ship of which 5,010 were documented.

The above statistics reflect a sharp increase in the number of
counterfeit Forms I-151 detected in 1974 as compared to 1973. Also,
the total number of fraudulent documents detected is higher than in
1973.

There has been much improvement in the quality of both the
counterfeit and altered documents over the years, leading to the
conclusion that there may be many fraudulent documents which have
gone undetected. Increased use of ultra-violet viewing equipment
and stepped-up training programs have enabled us to detect the
better quality products that may have avoided detection years ago.
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The two most common techniques are the counterfeit birth
certificate and the IDI method.

1. The counterfeit birth document follows the following pro-
cess:

a. The purchase or the production of a counterfeit
birth certificate. This is done by photograph-
ing the genuine form or the printing of a birth
certificate form;

b. This form is then filled in by the user or the
broker for the user; and

Ce This counterfeit is then shown to obtain a
genuine driver's license. Those two documents
are used to obtain or attempt to obtain a U.S.
Passport.

2. The IDI (Infant Death Identity) method, which is becoming
more widespread, follows the following pattern:

a. Search of Vital records, tombstones, newspaper
obituaries, morgues to locate the deaths of
persons who died in infancy. Infancy in this
situation is birth to 5 years;

b. From information obtained in death records,
the genuine birth certificate is obtained from
the Vital Registrar's Office;

C. The birth certificate is then used to obtain
a social security number;

d. The birth certificate and the Social Security
number are then used to obtain a driver's license;

e. With these genuine documents, the person applies
for a U.S. Passport; and

f. A variation is to use an Identifying Witness
rather than a driver's license.

In some cases persons use the birth certificates of deceased

adults and follow above procedures to apply for U.S. Passports.
This is not too frequent, but it is used.
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In the past, affidavits of birth were used along with affi-
davits of Identifying Witnesses to create false identities. Pro-
cedures established by the Passport Office have made it impossible
to use this technique.

The IDI method is becoming more prevalent because the documents
used are genuine and the fraud is thereby harder to detect.

Another form of fraud technique is to use genuine blank birth
certificate forms stolen from Vital Registrar's Office. The blanks
are then filled in by the person desiring to assume another iden-
tity. In some cases, the blank forms have already been presigned
by the Registrar, This same technique is used in the theft of
blank driver's licenses.

The alteration of U.S. Passports after issue for use by imposters
is accomplished by removing the photograph and replacing it with the
photograph of the imposter. In most cases, some official entries
regarding age or description are also altered. This practice is
exclusively used abroad. It is viable because of the lack of expert-
ise by foreign officials in detecting altered U.S. Passports. The
expertise of INS officials generally prohibits this practice for
entry into the United States.

False ID "User" Profiles

As reported by the Visa Office, INS, Customs and the Passport
Office, users of false ID conform generally to the characteristics
shown in Table VI below.

Additional comments indicate a trend for illegally entering
aliens to move to the larger urban areas. There is some noted
tendency for political or social unrest in the countries of origin
to increase traffic. It is also noted that increasing westerniza-
tion may be a factor in increasing a tendency to go to the U.S.

There appears no seasonal bias save drug trafficking where
holiday and vacation periods are used because of the high load on
Customs personnel at these times. Drug traffic is thought also to
be affected by the supply and demand situation in its market.

Economic conditions in the U.S. may or may not have an effect
on illegal alien traffic since the U.S. economy is invariably better
than that of the country of origin.

In general, illegal alien traffic is higher in New York than
elsewhere; illicit drug traffic is highest on the West Coast.
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SECTION III

SOCIETAL IMPACT AND COSTS

General

The use of false identification to enter or remain illegally in
the U.S. by large numbers of aliens has considerable impact on
American society. Illegal aliens take jobs that could be held by
American citizens or legal resident aliens; they consume welfare
services and education funds; they often pay no taxes; they send
much of the money that they earn outside the U.S.; they may be
exploited by the unscrupulous and the greedy; they are occasionally
a factor in crime; they, by their numbers, cause resentment often
directed toward all foreign-looking persons, not just illegals;
their detection and apprehension and the adjudication of their
cases takes considerable time and money. The INS estimates that
there are 4-12 million illegal aliens in the U.S. Even a conser-
vative estimate of $100 per week cost to the U.S. in job wages lost,
taxes, welfare, and so on yields a staggering annual cost of their
presence of $21-62 BILLION.

If even 5%1 of these illegals have entered the U.S. or remain
in the U.S. by using false ID, this cost is in the range of 1 to 3
BILLION per year —- fairly assignable to false ID.

There is, in fact, no total nationwide estimate of the economic
impact of the illegal alien on the American taxpayer but their im-
pact on local communities follow as examples.

Welfare Costs

In 1973 the California State Social Welfare Board estimated
the cost of welfare payments to illegal aliens to be at least $100
million a yearZ,

It was also reported in 1973 that $100 million in welfare funds
was paid to illegal aliens in New York City and that 65,000 illegal
aliens were attending public schools in that city at a cost of $78
million.

1A conservative figure according to the Visa Office.

2State of California -- State Social Welfare Board Position State-
ment, January 1973. Los Angeles Times, 1/27/73.
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Health Service Costs

In 1974, an $8 million reimbursement claim was received from
Los Angeles County for medical expenses incurred by illegal aliens.
$3 million was reportedly paid in 1974 to illegal iliens for medical
and hospital expenses by Fresno County, Califormia™.

Income Tax Losses

Yearly loss, according to a Congressional Report, is $100
million nationwide2.

A three-month pilot project by INS and IRS produced $168,000
tax collected from 1,700 illegal aliens.

Balance of Payment Losses

Wall Street Journal, September 29, 1971, estimated from $3 to
$10 billion sent out of the United States by illegal aliens. In the
State of Washington illegal aliens sent out of the United States
$7.5 million during the 1974 harvest. A small community post office
sent $35 thousand to Mexico in a five-week period-.

Illegal Aliens Occupy Jobs That Are Attractive to American Citizens

One alien found in Houston was employed at $17,000 per year as a
product development engineer. In Maine, an alien was found earning
$30,000 a year as a salesman and another earning $900 a month as
a computer salesman. In Boston, one was found earning $6.00 per
hour as a chemist and another earning $10.00 an hour as a welder.

In Providence, two were found earning $8.65 an hour as painters,

and in New York City one was found earning $12.00 an hour as a plum-
ber. These are only examples, but it has been estimated that there
are more than 1 million illegal aliens occupying well-paid jobs that
would be attractive to United States citizens.

Lipid.

ZNew York Times Magazine, 9/16/73. New York Times, 6/12/73.

31nvestigative Study of the Immigration of Illegal Aliens and Farm
Workers in the State of Washington. Study by the State of Washington
Interagency Task Force for Agricultural Workers, December 1974,
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CRIMINAL ACTIVITY

Smuggling

A smuggler of narcotics, jewelry, watches, arms and munitions,
currency, or any other contraband, needs international mobility to
operate effectively. False identification conceals his activity
whether he is a principal, controller, or actual carrier of the con-
traband.

U.S. Customs investigations indicate that false identification
is an absolute necessity for a successful international smuggling
organization; that false identification is used by smugglers with
extensive criminal backgrounds; that false identification conceals
their criminal backgrounds and provides the organizations with the

criminal expertise to evade law enforcement; that, when apprehended,
false identification enables these criminals to obtain immediate bail
and flee the U.S. before prosecution; that the overall smuggling
organization continues to function without any disruption; and that
Justice is frustrated until the fugitive can be relocated, apprehen-
ded and extradited for prosecution.

A survey conducted by one of the Customs areas involved prima-
rily with the use of false identification in foreign passports dis-
closed that one of the most prevalent false ID areas of use was
that of narcotics smuggling. False identification enables the nar-
cotic smuggler to get into the U.S. as fast as he can with the
narcotics, and to get out as fast as he can with the least likeli-
hood of discovery.

In considering the societal impact of drug smuggling the
street value of the drugs involved is a conservative measure of the
larcenous activity it engenders. It is a conservative measure of
the loss of goods and money to society because the fenced value of
the goods (the return to the thief) is never close to the true value
and generally less than the insurance value. Further, the monies
transferred or raised by theft for drugs do not in general return
to the economy in the productive way that proceeds of legitimate
sales do. They go often to underworld receivers and are used to
support other illicit activities which also cost the taxpayer money,
decrease his freedom or compound his worry.

As an example, consider a review of arrests, seizures, and nar-
cotic investigations effected by the U.S. Customs Service for the
calendar years 1967 through 1974. This survey reveals a total of
416 narcotic seizures valued at $833,849,126 on the illicit street.
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It also showed that of the total 416 narcotic seizures reported that
false identification was used by the smuggler in 143 seizures; that
false identification was used by principals, controllers, or other
associates connected with the defendant's arrest in 218 narcotic
seizures; and that false identification may be involved in 55 nar-
cotic seizures turned over since July 1, 1973, to the Drug Enforce-
ment Administration for their investigation in which a Customs
determination could not be made.

Table VII contains the following summaries for Customs cases
involving the use of the false identification for narcotic smuggling
during the calendar year 1967 through 1974. This data includes the
total illicit street level value of $1,672,802,000 for all of the
narcotics known through investigation to have been successfully
smuggled into the U.S. by these same traffickers or their associates.

TABLE VII

USE OF FALSE IDENTIFICATION -- NARCOTIC SMUGGLING

VALUE OF VALUE OF KNOWN
CALENDAR YEAR NARCOTICS SEIZED NARCOTICS SMUGGLED TOTAL
1967 $ 18,500,000 $ 32,537,500 $ 51,037,500
1968 $ 35,787,000 $ 56,875,000 $ 92,662,000
1969 $ 24,381,492 $ 40,050,000 $ 64,431,492
1970 $ 92,068,750 $ 145,389,500 $ 237,458,250
1971 $296,074,500 $ 384,900,000 $ 680,974,500
1972 $203,899,083 $ 12,350,000 $ 215,249,083
1973 $ 97,257,551 ’ $1,001,700,000 $1,098,957,551
1974 $ 65,880,750 $ 65,880,750
TOTAL $833,849,126 $1,672,802,000 $2,507,651,126
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It should be noted that the Table V data are Customs Service
data and accordingly reflect the Federal reorganization of July 1973
which vested investigatory responsibility with the DEA., Customs
data following that date reflect only seizures by Customs officials
presumably at the point of entry. This accounts largely for the
drop in the figures for 1973 and 1974. Any implication that nar-
cotics smuggling declined markedly in 1973 is false.

Of the narcotics seized, about 807 was in the hands of persons
utilizing false ID.

It is thought by both DEA and Customs that the extent of drug
traffic is closely related to both the economics of the trade and
the ready availability of the supply. Seizures are thought to
relate directly to the total amount of traffic.

The Passport Office states:

"The use of false identification for the purpose of traf-
ficking in illegal drugs causes almost immeasurable dollar
damage to our society as a whole. A person who fraudulently
obtains a United States visa for the purpose of bringing
illegal drugs into the United States is capable of bringing
in, each time he uses that false identity, concentrated
hard drugs (cocaine and heroin) which when diluted have a
street value of almost a million dollars. For example,
during the past two-and-a-half years 206 United States
Passports were either applied for or obtained by persons
involved in drug activities. The current potential of
street value involved by this number of persons is in
the neighborhood of 206 million dollars.

The subsequent impact of broken lives and deaths from over-
doses of hard drugs brought in by these people is incal-
culable. This may be expanded to the crimes which drug
addicts commit to obtain funds necessary to maintain their
drug habit. This has been estimated to run into several
hundreds of millions of dollars a year.,"

FUGITIVES

The impact of a fugitive on society depends to a great extent
upon the nature of the criminal offense, the prosecution of which
the person is fleeing. The range of such offenses covers all types
of felonies. Some of the social impact may be caused by the re-
occurence of the offense in a false name plus the ability to escape
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detection by law enforcement agencies. The dollar impact caused by
law enforcement efforts to apprehend a fugitive using a false iden-
tity is considerable but impossible to determine with accuracyl.

0f increasing concern in this context are the militant/radical
groups. More traditional fugitive concerns lie with "con" men and
espionage agents both of whom use false ID extensively.

The militant/radical impact has a wide scope since these indiv-
iduals are involved in crimes of violence and terrorist activities.
Examples are the Patricia Hearst episode and recent bombing of the
State Department. All members of such groups are required to have
3-5 or more different sets of identification documents. One mili-
tant went so far as to enlist in the Army to create a false identity.

False ID Investigations & Prosecutions

False ID investigations and prosecutions are mainly the busi-
ness of the INS, unless a visa fraud is detected overseas in the
course of application and insurance. Once an alien is in the U.S.,
either the Department of Justice, INS, or a state or local authority
has jurisdiction. The Customs Service is typically concerned with
apprehending smugglers; false ID aspects of a typical Customs case
would fall to the jurisdiction of INS. INS activity is discussed
below.

INS completed a total of 16,676 investigations of suspected
immigration frauds during Fiscal Year 1974. The following statis-—
tics indicate the number of Federal criminal violations detected
and the sections of Federal law involved.

lSee Appendix A3, Report of the Fugitives Task Force.

A-144



Thereafter

Prosecution Presented Declined
Waived by to U.S. by U.S.
Blanket Waiver  Attorney Attorney
18 USC 911 False 11,373 2,381 2,263
representation as
a U.S,., citizen
18 USC 1001 1,347 1,862 1,767
False statements
18 USC 1015 1 18 4
False certifications
18 USC 1546 Fraud 11,508 2,168 ' 1,877

and misuse of visas
and other documents

The Passport Office reports:

During FY 1974 there were 362 fraud cases opened and 341 closed
by the Department of State office of Security. During the same
period, the Passport Office granted investigative jurisdiction to the
FBI in about 50 fraud cases involving matters of primary interest to
the organization.

The following table gives figures on criminal prosecutions for
passport frauds from July 1, 1973 to February 28, 1975. As of Feb-
ruary 28, 1975, there were 136 cases still pending prosecution action.

Criminal Prosecutions

Indicted
Opened Closed Declined Dismissed Convicted Fugitive
7-1-73 to 99 89 42 7 19 21
6-30-74
7-1-74 to 40 43 23 2 7 11
2-28-75
TOTAL 139 132 65 9 26 32
Pending
7-1-73 129

2-28-75 136
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SECTION IV

COUNTERMEASURES TO CRIMINAL USE OF FALSE ID

Geperal

Detection of an altered passport and non-immigrant visa is,
first, visual and subsequently combatted through dissemination of
information and intelligence.

Efforts to combat this type of fraud include an exchange of
information between INS and the State Department. The interested
American consular post is furnished information obtained from the
alien relative to the identity of the vendor for transmittal to the

foreign government authorities. In addition, new schemes and modus
operandi detected through investigation are disseminated to the
immigration officers at appropriate ports of entry for their use
in identifying such documents during the inspection procedure.

Aliens intercepted at ports of entry or who are encountered
after effecting entry with fraudulent passports and/or counterfeit
non-immigrant visas have usually been advised by the vendor or
travel agent to travel to the United States on weekends, when traf-
fic is at its "peak", in order to escape detection at ports of entry
by immigration inspectors. However, vigilant, well-trained immigra-
tion inspectors maintain a high detection rate of counterfeit entry
documents of all varieties, despite the often overwhelming flow of
traffic at ports of entry.

Cases involving fraudulent passports and/or visas are presented
to the United States Attorney for criminal prosecution.

The use of false identification by natives of the Philippines
has been a problem to the INS for many years. A large number of
counterfeit, altered or otherwise fraudulent non-immigrant visas
have been presented by imposters from that country. Most of them
obtained the documents through unscrupulous travel agents in Manila,
who also supply counterfeit airline tickets. Counterfeit non-
immigrant visas showing issuance in Manila have been of fairly good
quality and difficult to detect. A Philippine national, allegedly
connected with a Manila travel bureau, together with an unlicensed
travel agent have been identified as the counterfeit visa suppliers.
Also, in another case, an employee of another Manila travel bureau
supplied a counterfeit visa to an alien after she was denied a visa
at the Manila Consulate. He was later arrested for selling a
counterfeit airline ticket. A number of cases have been encountered
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where a visa issued to a person other than the imposter has been
utilized. In many of these instances, the imposter's name was
gimilar to that of the person securing the visa. Passports con-
taining the visas may be altered or the visa page may be substituted
from one passport to another.

Detection of User Fraud

Considered here are two kinds of entry fraud to be detected with
false alien documentation and by a citizen (presumably on illegal
business) without a U.S. Passport. They are discussed below:

False Alien Documentation

False Visa Indicators - The following false visa indi-
cators have been noted:

1. The applicant's use of a travel agency to obtain his
visa without any appearance at the U.S. Consulate's
Office;

2. The quality of the applicant's clothing indicates a
lower working class and is not in agreement with
his application;

3. The visa applicant is in possession of a foreign
passport just recently issued;

4., The visa applicant is in possession of a foreign
passport that was issued outside of his native
country. Frequently, aliens with criminal records
are denied foreign passports in their own country,
and they will use their civilian identification
cards for travel to an adjacent country to obtain
the same passport from a consular office that for
the same identification was previously denied to them;

5. The applicant is not a citizen or a resident of the
country in which the issuing consulate office is
located;

6. The applicant states in his visa application an

occupation which does not normally warrant the
expense of a trip to the U.S.;

A-148



7. The applicant is accompanied by an associate who
may or may not be applying for a visa, but is
totally familiar with the procedure required for
the applicant;

8. The applicant's physical appearance indicates a
lower working class than the prestigious title
stated for his occupation, i.e., Sanitary Engi-
neer instead of Garbage Man;

9. The applicant states he is married, yet at the
same time the purpose of his visit to the U.S.
is tourism;

10. The applicant's physical appearance indicates a
lower working class but on his application he
states his purpose is a tourist and neither his
spouse nor his parents are in the U.S.;

11. The applicant's passport shows frequent travel to
countries in Europe and South America with very
short trips in each country visited;

12. The applicant states in his application an inten-
ded departure that is immediate;

13. The applicant omits to answer the visa question
"What address do you wish your visa be mailled
to?"; and

14, The applicant's language proficiency is not in
agreement with his foreign passport identity and
nationality.

False Entry Without a U.S, Passport

The U.S. Customs Service finds that the smuggler contin-
ually seeks new ways to enter the U.S. with false identification.
The following method is also frequently utilized by the U.S.
citizen.

The subject assumes an alias and then obtains the following
credentials for the purpose of identification:
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1. State driver's license;

2. Bank card and account;

3. Library card;

4, Social Security card;

5. Voter identification card; and

6., Various club membership I.D. cards.

Armed with the above credentials and falsely obtained U.S.
Passport, the subject purchases a ticket to leave the United States
for his destination., Upon arriving at his destination, the foreign
entry is easily accomplished since a U.S. Passport makes entry into
most foreign countries an easy matter.

In order to gain easy access back into the United States with-
out a passport, the subject then purchases a ticket in the assumed
name and returns to the U.S. via Nassau, Jamaica or other various
locations from which the U.S., Immigration Service allows entry into
the U.S. with the showing of any of the credentials in the absence
of a U.S. Passport.

This method of entry evades detection by Federal law enforce-
ment agencies and also enables the subject to keep his U.S. Passport
clean of any entry stamps that would reveal his return to the U.S,

Application Phase

Visa Office

One of the most effective countermeasures that the Visa Office
has used and continues to use against fraud is encouragement of
alertness among consular officers abroad. An attempt is made to
remind visa issuing officers that the incentives to gain entry to
the U.S. are great, to point out techniques often used, to call
attention to unusual trends in visa issuance at particular posts
and to offer other support as needed.

Working with the Immigration and Naturalization Service, an
attempt is being made to standardize certain forms that prospective
providers of financial support and prospective employers are expec-
ted to file. The problem of false labor certifications is being
attacked with the Department of Labor. But, since most of the
documents submitted in the application phase are of foreign origin,
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control over them is limited and individual officer alertness is
the most effective weapon.

INS

The most effective countermeasures to combat the "application"
phase of fraud is the training of all Service officers to increase
their sensitivity to frauds., This is done through a formal training
program at the Service Academy in Port Isabel, Texas, and also at
local training sessions. Close cooperation at all levels with the
Department of State and the Department of Labor are stressed.

Considerable success has also resulted from the following
described Suspect Third Party Program.

The Service has always been concerned with the problem of com-
batting frauds engaged in by aliens in connection with attempts
made to unlawfully effect entry and remain in the United States.
In 1963, an increase was noted in the activity of unscrupulous
individuals involved as third parties in the preparation and sub-
mission of visa petitions and other applications to the Service.
These include applications for extension of temporary stay of non-
immigrant visitors, change of status from one category of non-
immigrant to another non-immigrant status and adjustment of status
from a non-immigrant status to that of a permanent resident in the
United States. The third parties take undue advantage of people
who desire to do everything possible to aid in the immigration of
relatives and friends and frequently engage in fraud, misrepresen-
tation, furnishing false identity documents and other irregulari-
ties.

It has been the practice of some unscrupulous attorneys,
travel agents, notaries public, employment agents and so-called
"immigration consultants" to arrange marriages of convenience to
assist aliens to obtain permanent residence in this country. If
they are unable to locate a United States citizen to marry an
alien for a fee, they often will supply an alien with false docu-
mentation as a citizen to go through the ceremony and file the
necessary visa petition. There is an increasing trend of United
States citizens to engage in multiple marriages for the purpose,
using birth certificates or identity documents of various United
States citizens. In furtherance of Service efforts to combat
such unethical and unlawful practices and to aid in the identifi-
cation and detection of the individuals concerned, the Suspect
Third Party Program was initiated on November 4, 1963. Operating
procedures, which included a vigorous prosecution policy, were
established and field offices were directed to follow them closely.
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Many of the investigations under this program disclosed criminal
violations, including aliens and other persons who for substantial
fees assisted them in their efforts to evade quota and other re-
strictions embodied in the immigration laws. The criminal statutes
violated were 18 USC 371 (conspiracy), 18 USC 1001 (false state-
ments) and 18 USC 1546 (fraud).

Passport Office

The most effective countermeasures to combat the "application"
phase of fraud is the training of all officers to increase their
ability to recognize frauds. This is done at fraud training semi-
nars at our field Passport agencies as well as in Washington. In
connection with these specialized seminars, conducted training
seminars have been conducted for interested outside agencies in
field areas. Representatives from the following agencies have
attended these specialized seminars: FBI, DEA, FAA, Postal
Service, Customs, Office of Security of the Department of State
(SY) and INS.

Special seminars have been conducted by invitation to Customs
officers and INS officers.

Fraud seminars are now being conducted for Postal and Clerk
of Court Personnel who accept passport applications in the U.S.

Use Phase
Visa Office

Presentation of counterfeit immigrant visas for admission to
the U.S. is virtually unknown. All the identity fraud appears to
be in the application phase.

For the non-immigrant visa, reliance is primarily on the alert-
ness of the INS primary inspectors at ports of entry to spot photo
substitutions, page switching, or visa altering. Efforts to
counter the attempted use of counterfeit visas include standardiza-
tion of the visa plate, improvement of the special features of the
ribbon, notation of visa refusals on passports, maintenance of a
visa lookout system, and introduction of the counterfoil in high
fraud areas. The counterfoil is a peel-off, paste-in paper wafer
with a number and a finely printed design on it. The visa is
printed in the passport partially over this wafer. Although
attempts to counterfeit thel ounterfoil have surfaced (after a year
of apparently trouble-free use), it is believed that it has been
a useful addition in high fraud areas and has deterred some counter-
feiters.

A-152



It should be pointed out that measures such as these may deter
certain uses of false identification, but encourage other methods
of circumventing the law —- false claims to American citizenship
and increased efforts to enter the U.S. without visas and thus
without inspection are likely to emerge.

One of the most promising recent steps in the area of counter-
ing the use of false identification is a joint project being
carried out by the Visa Office and the Immigration and Naturaliza-
tion Service with the advice and assistance of a private consult-
ing firm to develop fraud-proof non-immigrant visas and alien
registration cards. Pilot tests of the recommended new system of
non-immigrant visa issuance and control are to begin shortly.

INS

Again it is believed that education of Service officers is
the most effective weapon to combat "use" frauds. INS officers
must be adept at spotting photo substitution, page switching, visa
altering, impersonations, etc. All officers also have available
to them ultraviolet light equipment, including portable types for
use in the field. Close cooperation between the Department of State
consular officers and INS officers has proven effective., Suspect
documents are checked by telephone to determine if they were issued
by consular officers.

The Service's Fraudulent Document Center was established in
1958 to develop measures to combat false claims to United States
citizenship by Mexican aliens using fraudulent documents. The Cen-
ter furnishes information to assist Service officers in conducting
investigations and obtaining evidence, compiles statistics to
determine the scope of the problem and assembles and coordinates
information pertaining to Mexican false claimants by indexing known
and suspected violators as well as the fraudulent documents. The
Chief Patrol Agent, Yuma, Arizona, has overall responsibility for
the Fraudulent Document Center; 5,924 cases were added to the
files during the Fiscal Year bringing the total number of files at
the facility to almost 50,000. Service officers and officials of
other agencies directed 6,128 inquiries to the facility for record
checks in Fiscal Year 1974, One out of four of the inquiries re-
sulted in the location of prior records relating to documented
false claims to citizenship. The information available from the
files proved invaluable in determination of the citizenship status
of those attempting to perpetrate frauds.
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Customs Service

The most effective countermeasure to false identification is
the proper training of front-line personmnel to alert them to pro-
files, methods of use, and other intelligence available concerning
unusual techniques used by narcotic smugglers. In addition, close
cooperation is stressed with the State Department, and the Immigra-
tion Service relative to ongoing investigations, so that all levels
of the entry screening process can be fully aware of current trends
and provide greater efficiency.
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SECTION V

RECOMMENDATIONS FOR
AMELIORATION OF THE FALSE ID PROBLEM

General

This section sets forth the preliminary recommendations of
the Task Force on Federal Documents for the substantial decrease
and eventual elimination of the False ID Problem as a practical
matter., The recommendations are intended both to make abuse of
federal documents more difficult and to engender easier, surer,
and more efficient detection of frauds perpetrated with false docu-
ments. It is understood that the issues involved here are, to
some extent, international in character and that effective solu-
tions will often require multi-national agreements and cooperation.

International Agreements

It is recommended that the Departments of Justice and State
utilize their resources to obtain international acceptance of stan-
dards and uniform guidelines for passport control. The standards
and guidelines should include consideration of issuance require-
ments, in general, ID required particularly, printing, photography
and counterfeit, alteration and imposter countermeasures.

The acceptance of uniform guidelines of this sort would be an
important step in the establishment of International Passport con-
trols, a requisite for efficient address to the international false
ID problem.

Such a program could be initiated as one of the law enforcement
programs of Interpol and the International Association of Chiefs of
Police. These two organizations have worldwide representation and
are natural channels abroad. An international anti-fraud training
program could be a part of a joint program.

Domestic Practices

Prosecution of Cases

It is recommended that guidelines be issued by the Department
of Justice to all of their U.S. attorneys concerning the magnitude
and importance of the false identification problem. This may pro-
vide a greater acceptance by the U.S. attroneys for the prosecution
of selective cases involving false passports, non-immigrant visas,
and Customs Baggage Declarations, particularly in narcotic smugg-
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In previous cases effected by the U.S. Customs Service, Assis~
tant U.S. Attorneys have been reluctant to include these additional
charges against the defendant. They felt it was superfluous; that
it did not warrant the time and effort; and that the primary charge
of narcotic smuggling was sufficient. However, these additional
counts insure a prosecutor's chances to obtain a conviction, espe-
cially with an uncooperative defendant implicated in a narcotic
smuggling comspiracy. Finally, principals, controllers and their
associates who use false identification to enter the U.S. become
highly vulnerable to Federal prosecution.

Inter—=Agency Cooperation

The desirability of more intensive cooperation among the
various agencies, bureaus, offices and departments having an interest
in the false ID problem has been noted. There are several ways of
effecting this and degrees of formality which might properly
attach to these activities. They range from informal joint semi-
nars on aspects of the problem such as have been conducted with
success in the past, to the establishment of a national fraudulent
document center patterned somewhat after the successful INS center
at Yuma, but focused on the common needs of the member community.

In this vein, suggestions have been advanced concerning the
establishment of '"banks" to centralize state data such as Driver's
License information, birth and death records and the like, from
those states which have computerized or otherwise regularized their
vital records activities.

Interstate Activities

Abuse of the birth certificate and driver's licenses through
their uses as breeder documents impacts federal document control
of concern to this Task Force. Accordingly, it is recommended that
the states, singly or jointly, move to eliminate the IDI syndrome
and better control both the birth certificate and the driver's
license. Nevada law S.B. 391 (Attachment II of this report) is
cited as a model in this regard.

At the very least, states should agree on a standard birth
certificate form, materials and methods. The availability of fac—
simile documents should be prescribed and the use of legitimate
forms controlled.
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Training and Education

Extensive and intensive use of training programs for all
officials having any connection with the false ID problem is
recommended. Such training should be reviewed and updated as
appropriate.

Legislation

Loopholes in existing legislationl have been noted from time
‘to time which are not in the interest of society and every effort
should be made to close them expeditiously.

1Section 1546 of 18 USC relating to the possession of a fraudulent
Alien Registration Receipt Card.
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ATTACHMENT I

ORGANIZATIONAL COMPOSITION OF TASK FORCE1

AGENCY APPLICATION DOCUMENT USER SUPPORT

Immigration & Naturalization

Service X X X X
Visa Office X X X X
Dept. of Health, Education

& Welfare X X X
Customs X X
Dept. of Defense X X X X
Passport Office X X X X
Selective Service X X X
Dept. of Transportation X X X X
Federal Aviation Admin, X X X X
Coast Guard X X X X
Bureau of Engraving

& Printing X X
MITRE Corporation X
Polaroid Corp. X
American Bank Note Co. X
Communications Consultants, Inc. X
3M Company X
Office of Security (State) X X
Justice Criminal Division X
Electronic Data Processing X
Drug Enforcement Admin. X X

IShows the function of the organization as, for example, the
processor of applications and issuer of documents.
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ATTACHMENT 1

(REPRINTED WITH ADOPTED AMENDMENTS)

ECOND N
SEC REPRINT S.B.391

SENATE BILL NO. 391-COMMITTEE ON JUDICIARY
March 25, 1975
Referred to Committee on Judiciary

SUMMARY —Prohibits certain acts respecting birth certificates.
Fiscal Note: No. (BDR 40-924)

EXPLANATION —Matter in italics is new; matter in brackets [ ] is
material to be omitted.

AN ACT relating to birth certificates; prohibiting their procurement and possession

NoJNeIEN Ie NV, RN N VSN S I

to establish a false identity; prohibiting their use in the commission of public
offenses; providing penalties; and providing other matters properly relating
thereto.

The People of the State of Nevada, represented in Senate and Assembly,
do enact as follows:

SECTION 1. Chapter 440 of NRS is hereby amended by adding
thereto a new section which shall read as follows:

1. It is unlawful for any person to obtain or possess the birth certi-
ficate of another for the purpose of establishing a false identity for
himself or any other person.

2. Every person who has in his possession the birth certificate of
another person without lawful reason for such possession or who uses
the birth certificate of another in the commission of a misdemeanor, is
guilty of a misdemeanor.

3. Every person who has in his possession two or more birth certi-
ficates of other persons without lawful reason for such possession or
who uses the birth certificate of another person in the commission of
a gross misdemeanor is guilty of a gross misdemeanor.

4. Every person who uses the birth certificate of another person to
aid in the commission of a felony shall be punished by imprisonment
in the state prison for not less than 1 year nor more than 6 years, or
by a fine of not more than §5,000, or by both fine and imprisonment.

5. The offenses described in this section are separate from the pri-
mary offense if any, and the unlawful possession of a birth certificate
is a separate offense from its unlawful use.

Law becomes effective July 1, 1975.
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Report of the State and Local Documents Task Force

on the

Scope of the False Identification Problem

Recommendations for Solutions

SECTION I

INTRODUCTION

Purpose

The State and Local Documents Task Force was to study the state
and local documents commonly utilized in establishing false identi-
ties; to establish false identity use patterns for the subject docu-
ments; and to suggest practical solutions to this abuse.

Scope

While there are many documents which originate at a state or
local office, it was determined as a result of survey, that the most
frequently used documents for establishing false identities are the
birth certificate and the driver's license. Therefore, the Task
Force expended the bulk of its effort on studying the false identity
problem as it relates to these important documents.

It is a fair statement that the potential use of the birth cer-
tificate as a "breeder" of other false documents and the universal
acceptance of the driver's license as valid ID makes these two docu=-
ments essential to the establishment of a full false identity. While
a variety of imaginative frauds can be used to generate false iden-
tity documents, the possession of these two assuredly makes the
process easier and the likelihood of apprehension less.

These two documents are similar in that both are issued by
states under state control. There are no federal regulations re-
lating to the issuance of either document.

The work of the Task Force was accordingly very broad in scope
because there are more than fifty states and territories of interest
with significant differences in procedures and standards. It was
necessary to collect data from all the states to completely delineate
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the problem. Even greater breadth was added by the fact that driver's
licenses and copies of birth certificates may be issued within states
and territories through scattered local offices. There are, for
example, over 7,000 offices in the country authorized to issue cer-
tified copies of birth certificates. Because of the large numbers

of issuing offices, procedures may, and often do vary from area to
area within a state. Accordingly, statements made here relating to
the system for issuance of birth certificate copies or for the
issuance of drivers' licenses are representative common practice

but do not necessarily reflect the procedures in every state or even
in every part of a single state.

Data Gatherin

Data was acquired through surveys and from existing reports and
interviews. Task Force surveys are described as follows:

1. One survey questionnaire was sent to all fifty states
and eight independent cities and territorial Vital
Registration officials., The purpose of the survey
was to secure information on the matching of infant
death records to the corresponding birth certificates.
The survey also requested the number of offices
in each area that issue copies of vital records
and solicited suggestions for reducing fraud in
birth certificate issuance. All fifty-eight regis-
tration areas* responded.

2. A letter was also sent by Dr. E. B. Perrin (Director,
National Center for Health Statistics) and Mr.
Clarence M. Kelley (Director, Federal Bureau of In-
vestigation) to each state and territorial health
officer. The letter announced the formation of the
Federal Advisory Committee on False Identification
(FACFI), requested suggestions that would help to
reduce the fraud problem as it relates to vital
records, and enlisted their support for the work
of the FACFI, Fifty-eight letters were sent and
twenty-six responses were received.

*Fifty states and Washington, D.C., N.Y. City, Puerto Rico, American
Samoa, Guam, Panama Canal Zone, Virgin Islands, Trust Territory of
the Pacific Islands.
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3. A survey was made of all state and provincial motor
vehicle administrators and chiefs of enforcement by
the American Association of Motor Vehicle Adminis-
trators to secure information on the automobile
operator's license problem in false identification.
One hundred and sixty questionnaires were mailed
out and thirty-three responses were received.

4, A survey was conducted among the Department of Motor
Vehicle District Directors in New York State by the
Director of the Department of Motor Vehicles. This
survey attempted to gather information regarding
the extent of the false identity problem as it exists
in New York State; a profile of those obtaining
false driver's licenses; and recommendations for
reducing the problem, The survey was sent to thir-
teen District Directors; all replied.

5. Data was also obtained from the Passport Office (PPO)
and the Immigration and Naturalization Service (INS)
regarding the extent of use of the birth certificate
and operator's license in their operations. An
estimate of the extent of fraud involved in the use
of vital records and operator's licenses in matters
of concern to INS and PPO was also obtained. The
Passport Office additionally constructed a general
profile of persons obtaining passports fraudulently.

Evaluation of Data

The total volume of fraudulent use, falsification, and counter-
feiting of the birth certificate and operator's licenses is unknown
for two reasons: first, because of the difficulties in detecting
such use and, second because there is apparent inadequate reporting
of those cases which are detected. The data available, however,
though spotty and not precise, do suggest a problem of some magnitude.
For example, the Yuma Fraudulent Document Center reported that at
least 5,500 false fraudulent applications for U.S. entry certification
are made annually.,

More and reliable data is obviously needed to fully delineate
the fraudulently obtained driver's licenses and birth certificates
for criminal activities. Data is particularly sparse in estimating
the number of times persons apprehended for other crimes are found
to have false identification documents in their possession, a lack
which would seem to be easily rectified by the application of uniform
reporting standards.
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A common method of establishing a false identity has surfaced,
however, and its use is considered widespread by law enforcement
officials although hard data have not been obtained. This method
is known as the "Infant Death Identity" (IDI) Syndrome and is de-
scribed as follows:

1. Through public sources, death records, tombstones, news-
paper '"morgues" and the like, an infant who died young is
located who had about the same birthdate and sex of an
individual seeking to establish a false identity.

2. The false identity seeker requests (sometimes by telegram)
a certified copy of the dead infant's birth certificate.
The fact of death is rarely noted on the birth certificate;
birth and death records sections are commonly separate.

3. Using the birth certificate as his own, the individual
acquires a driver's license, passport or whatever other
credential can be so acquired.

4, The addition of a Social Security Registration card, bank
accounts, credit accounts, and so on are now undertaken
-- all legitimate and all based on the original fraudulent
birth certificate.

That this method works quite well is beyond dispute. Cases
are recorded by the Passport Office, the INS and the U.S. Customs
Office documenting the widespread use and efficiency of the Infant
Death Identity (IDI) Syndrome.

The social significance of this technique should not be under-
estimated since its use appears to be particularly common among drug
traffickers, who require several alternate identities and passports
for their activities®, The use of IDI techniques by fugitives of
one kind or another is verified by law enforcement officers
across the country.

Directions for application of the IDI technique are given in
exquisite detail in a current and popular "underground" book<, and
are commonly quoted in underground newspapers and other "specialty"

1The Passport Office has discovered several IDI cases wherein an
individual with an IDI obtained passport served as affiant for
several others in obtaining their passports.

2The Paper Trip, publisher unknown, undated.
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publications. The Paper Trip, in fact, advises against document
theft and impersonation as a means of establishing identity since it
is easier, surer and less risky to use the IDI method.

Cases have been reported to the Task Force in which fugitives
have been apprehended with several complete sets of false identity
documents in their possession - all apparently obtained by IDI methods.

Because they may be related to Welfare fraud and the IDI syndrome,
additional investigation is thought warranted concerning the criminal
use of marriage and death records. At this time, no hard data
whatever are available relative to the abuse of these two records
types. It is inferrentially concluded that death records were some-
times used in establishing an IDI credential but it is noted that
there are many public sources of death information (tombstones, for
example) besides vital records data.

The data available suggest that a false ID potential of some
magnitude exists for these two primary state and local documents.
A fuller and more quantitative description of the problem is given
in the following sections of this report.
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SECTION II

THE FALSE ID PROBLEM

0f major concern is the abuse of the birth certificate and the
driver's license, represented by the use of these documents to estab-
lish false identities. Both (particularly the birth certificate)
are breeder documents, and both are important aids to the commission
of crimes where a false identity is necessary for the criminal
activity.

These documents can be either altered, counterfeited or used as
the basis of an IDI process as previously described. The main thrust
of this investigation was the fraudulent acquisition of valid docu-
ments, though alteration and counterfeiting are discussed also.

That this is an important matter is attested by the following
statement by FBI Director, Clarence Kelley:

"During the course of recent FBI invesitgations, positive
information has been developed which clearly indicates
that subsersive and criminal subjects are resorting to
the use of counterfeit identification documents, as well
as authentic documents of other persons in order to carry
out their illegal endeavors. These criminal activities
include narcotics, illegal immigration, insurance frauds,
counterfeit checks, passport fraud, auto theft and many
other crimes,"

The problem for state and local authorities is to maintain a
cost effective procedure for legitimate birth certificate and driver's
license issuance while preventing illegal issuances and detecting
the use of counterfeit documents.

The false ID problem can, in the context of this report, be
broken down into two independent processes or phases. They are the
"application" phase, in which a state or local agency is requested
to supply a document (birth certificate or driver's license), and
the "use" phase, in which the holder of the document displays it as
proof of identity in the conduct of a transaction of one sort or
another. These two phases are explored in more detail below.

1As quoted in the FBI submission to the Task Force; Item 7,
Attachment II.
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Application Phase

Birth Certificate: Application for a certified copy of a birth
certificate normally requires the submission of a written request to
the appropriate state or local vital records office, providing in-
formation necessary to locate the birth certificate. Ordinarily,
the information required consists of the name of the individual
whose birth the certificate attests, the date and place of the birth,
and the names of the parents. A fee is also required and this must
be presented prior to issuance of the copy. Some copies are issued
to applicants "in person," but these represent only about 20% of the
total copies issued. No identification is usually required to ob-
tain certified copies of birth certificates because of the high
volume of requests and the fact that over 80% are requested by mail
or by telegram.

Motor Vehicle Operator's License: Application for a motor
vehicle operator's license must be made in person to an authorized
official. Applicants must establish (usually with a birth certifi-
cate), that they meet the minimum age requirements, provide proof of
driving ability, demonstrate knowledge of traffic laws, and ade-
quately satisfy certain health requirements. The birth certificate
is commonly accepted as proof of identity as well as age for driver's
license application purposes. For interstate transfer of licenses,
the old license itself is ordinarily the only ID required. Other or
additional documents may be required to establish identity of the
applicant. The usual documents accepted for identification, besides
the birth certificate, are a social security card, driver's license
from another state, military ID, U.S. Passport, or a foreign coun-
try's driver's license.

Non-driver's Identity Card: Thirty-four states have instituted
issuance of a non-driver's identification card, the appearance of
which is similar to the driver's license and which is issued by the
same officials. The need for such a document derives from the wide-
spread use of the driver's license for identification in check
cashing and for other face-to-face business transactions.

Some form of identification is required before issuance of this
card, but the requirements appear to be minimal, Usually the same
types of documents required for a driver's license are required for
this document. None of the documents presented for identification
for the issuance of either a driver's licemse or a non-driver's
license are verified prior to the issuance of the non-driver's ID.
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The estimated number of applications for these documents is:

Document No. of Applications Per Year
Birth Certificate (copies) 8 to 10 million
Driver's License 12 million
Non-Driver's ID Card Unknown

It is not possible to estimate with surety the number of appli~-
cations per year which are fraudulent. Certain figures are available,
however, which are suggestive of a significant problem. The U.S.
Immigration and Naturalization Service (INS) estimates that in 1974,
for example, about 5100 of the birth certificates submitted to it
were fraudulent - and the number is rising. Similar estimates from
the Passport Office (PPO) suggest that their discovery of false
birth certificates and driver's licenses was about 500 in 19741,
up 25% over 1973.

Application Patterns

The Washington, D.C. registry reports that birth certificate
requests for foreign travel and school admission show seasonal
variations while job and social security related requests remain
constant. Almost half the applications for birth certificates
which were examined by the D.C. Registry stated vague reasons for

their requests.

Use Phase

Intended and Common Usage

Each document is used in the following ways.

Birth Certificate: Used to establish age, citizenship, and
parentage of the individual to whom the certificate pertains. The
establishment of these facts are necessary for school entrance, to
secure employment, to obtain a passport, to claim social security
benefits, and for other commercial or business purposes where one
or all of these facts must be verified. The total utilization of
the birth certificate as a means of establishing the identity of
the bearer is impossible to estimate.

lOf about 2.5 million passports applied for.
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Driver's License: Issued as an authorization to operate a
motor vehicle. In the last several years, however, it has become
the single most sought and accepted means of identification. Mer-
chants accept it for identification in cashing checks or to
validate the use of credit cards.

Non—-driver's Identification Card: Intended as a means of iden-
tification for the cashing of checks, use of credit cards, and other
instances where proof of ID is required; for all uses of a driver's
license except the operation of a motor vehicle.

Fraudulent Uses

Complete information regarding the use of fraudulent or improperly
obtained birth certificates for each of these purposes is not avail-
able. As noted, however, their use as false ID is thought considerable
based on fragmentary and inferential data.

Substantiating ID is sometimes requested at "use points" but
this is ordinarily a secondary matter, however. The Passport Office,
for instance, requires documents to identify the individual in addi-
tion to a birth certificate which establishes citizenship. These
additional documents would include driver's licenses, Social Security
cards, military or industrial ID. However, in the majority of
situations in which the birth certificate or the driver's license
are used as primary ID, no additional documentation is required.

When a driver's license or non-driver's ID card is used for
check cashing or using a credit card, other identification may or
may not be required. In the majority of cases it is not.

Document Fraud

Counterfeit Documents

Counterfeit birth certificates and driver's licenses are used
extensively in the establishment of false ID. ' Such documents are
apparently available from many sources and the methods used to
create them are varied. One method which has been utilized is to
obtain a valid document, either driver's license or certified copy
of a birth certificate, and blank out the information to be changed.
Once this is done, the form can be reproduced still showing the
signature of the official who issued the document and other infor-
mation that should be retained and the new information is then
entered on the document. This procedure produces a document which
looks like a valid document and detection of the fraud is difficult.
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Other methods used in counterfeiting documents include stealing
of actual forms or printing false forms. When presented to un-
trained, uninformed persons these counterfeit documents may be, and
often are, accepted without question as being authentic. With
birth certificates, the counterfeit propensity is especially large
for the following reasons: there are over 7000 local and state
offices issuing birth certificates under their own laws and regu-
lations. No federal control or unifying guidelines exist. The
result is the issuance of hundreds of different sizes, shapes, and
formats used for these documents. It is accordingly difficult for
a document inspector to learn all the legal forms and recognize a
counterfeit., Many certificates are issued on ordinary paper making
counterfeiting and tampering with legitimate certificates easy for
the experienced criminal or the clever amateur.

Altered Documents

Alterations of birth certificates or driver's licenses, while
it does occur, appears to be a minor problem compared to counter-
feiting or impersonation. The probable reason for this is that
alterations are often detectable and are likely to raise questions.
From surveys of motor vehicle registries in the state of New York
and by the American Association of Motor Vehicle Administration
(AAMVA), for example, it appears that the distribution of types of
ID document frauds are typically:

NYS AAMVA

Altered 3% 80%
Counterfeit 367 10%
Imposter 617 10%

The large number of detected "altered" documents in the AAMVA
study may be due to the fact that alterations are easier to spot.
It is impossible to know how many counterfeits and imposters escaped.
The most frequent use of the alterations is thought to be by persons
wanting to appear older (to drink or to marry).

False ID Users
It is difficult to develop a profile of those using birth
certificates and driver's licenses in establishing false identi-

fication. This may in itself suggest that no real pattern exists.
Most of the persons and organizations affected by users of false
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identities do not collect information of this type. The Passport
Office, however, was able to provide some partial information rela-
tive to passport fraud. It is:

Age -~ 18 to 26 years,

Sex - male more often than female,

Race - not available,

Education - not available,

Employment Status - unknown,

Residence (rural, urban) - unknown, and
Prior criminal record - not available.

The Passport Office indicates that the persons obtaining pass-
ports illegally fall into the following categories of criminal
activity. These categories include: illegal aliens, narcotic
dealers, fugitives, members of radical groups, espionage agents,
confidence men and others.

Other data relating to false identity "use" is also minimal
because of the lack of records.

Regarding variations of false identity use with geographical
areas, the Passport Office also reports that most passport frauds
are perpetrated in New York City and Los Angeles, The birth cer-
tificates used in passport fraud originate in many places, the most
prevalent being California but many counterfeit documents have
also been encountered in Illinois, primarily in Chicago. The
Immigration and Naturalization Service experience is that the
southwest and New York City appear to be the primary areas for
illegal aliens. Their means of entry is from Mexico into the
southwest or from the Caribbean through the Virgin Islands or
Puerto Rico into New York City. .Most have false identification,
mainly birth certificates, obtained in Mexico, the Virgin Islands,
Puerto Rico or in one or another of the Caribbean Islands.

No information is available to the Task Force to indicate
whether false identity "use" activity varies with season of year
but the economic climate appears to have some effect. There is a
definite increase in alien traffic at times when economic conditions
in neighboring countries are poor.

False ID Victims

The Task Force was able to obtain very little data from which
to draw a profile of victims of the use of false identities. Every-
one who is in any way affected by the criminal activity of someone
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utilizing false identity is, in a sense, a victim. This would
include victims of confidence men; anyone addicted to narcotics;
any business establishment that is defrauded; any unemployed citi-
zen who cannot find work because of illegal aliens filling avail-
able jobs; and the general taxpaying public.

Birth registries and motor vehicle bureaus receive little
feedback on the social, psychological, political or other costs of
false ID. Some of the social or psychological impact of false
identification is indicated about victims by the above statement.
The INS estimates that a significant number of illegal aliens hold
jobs that might otherwise be filled by unemployed citizens or
acquire unemployment benefits supported by the taxpayers.

False identification investigations, prosecutions, and
declinations reported by the Passport Office for the year 1974
included 553 domestic and 238 foreign fraud cases completed with
99 criminal prosecutions closed. The Immigration and Naturalization
Service apprehended 14,000 Mexicans fraudulently claiming U.S.
Citizenship (5,000 were documented claims with most having valid
birth certificates). No information was provided in regard to the
number of prosecutions.

Total estimated costs or societal impact of the use of false
identity cannot be estimated from information available to the
Task Force. No cost information was available from either the
INS or the Passport Office.
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SECTION IIL

COUNTERMEASURES TO CRIMINAL USE OF FALSE ID

In this section the subject of countermeasures to creation and
use of false identities is discussed. Those countermeasures now
employed or about to be employed are described first, and following
that, preliminary recommendations for additional countermeasures
are given.

COUNTERMEASURES PRESENTLY EMPLOYED
The discussion of current countermeasures is divided by the
"application" and "use'" phase and by the two types of documents,

birth certificates and motor vehicle operator's permits.

Application Phase

Birth Certificates

Matching of birth and infant death records: It is sometimes
possible to detect birth certificate requests for a person who died
before the age of one, because some states match the birth and death
records and post the fact of death on the birth certificate. For
those who die after the first year, there is no consistently used
method at present which indicates the fact of death in the registry
of births. Also, the infant death matching program is normally
only carried out at the state Vital Records Office, and if the
certified copy is requested from a local Vital Records Office,
detection would not be possible, the information not being avail-
able to the local registry. This program has minimal impact in
reducing fraudulent use of the birth record nationally since all
states do not have such a program. Even in those states that do
match, very few have a matching program in the local Vital Records
Office. The effectiveness of the program even if broadly implemen-
ted may be short term because counterfeits could replace fraudulent
applications of deceased persons.

Keeping track of the number of applications for particular
birth certificates: Again this program has a minor impact on
reducing the fraudulent use of birth certificates because of the
small number of states doing it and the very few improper appli-
cations which could probably be detected in this manner.
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Use of safety paper to prevent alteration of valid certified
coples: Several states use safety paper which makes alterations
obvious. If generally used, it would be harder to produce a pass-—
able counterfeit.

Motor Vehicle Operator's Permits

The National Highway Traffic Safety Administration (NHTSA)
Highway Safety Program Standard No. 5, Driver Licensing, requires
the states to seek positive proof of full name, date, and place
of birth prior to issuance of an initial driver's license. Currently,
41 states claim to comply with this provision. This program is
probably effective in dealing with persons in the 16 to 18 age
range. These people probably have had driver's education in high
school and the driver education certificate along with the birth
certificate should identify the individual effectively. For
persons applying for their first license at a later age, it becomes
more difficult to confirm identity. Normally, a birth certificate
is presented and this is accepted as proof of both age and identity.

The National Driver Register is designed to assist states in
problems of interstate driver control: States participate on a
voluntary basis, entering in the Register the names of drivers
who have had their licenses suspended; and requesting a search
of the Register files for records of applications prior to issuance
of new licenses to those persons newly arrived in the state. The
impact of this program on the false ID problem is expected to be
minimal since its purpose and design is only to prevent persons with
a suspended license in one state from going to another state and
getting a license.

Another interstate control of licensed drivers available to
the states is the Driver License Compact: Twenty-nine states
are now members of the Compact. The Compact requires the member
states to forward records of out-of-state traffic violation con-
victions to the driver records agency in the home state of the
driver, and upon issuance of a driver license in any state it
requires all previous current valid licenses to be surrendered
to the new state of issuance.

Additionally, Section 6-101 (c) of the Uniform Vehicle Code
(UVC), a model traffic code available to the states and endorsed
by NHTSA, provides that out-of-state drivers surrender all licenses
held by the applicant upon issuance of a new license, and that such
licenses be returned to the issuing state. Twenty-nine states
belong to the Compact and eight additional states have the UVC pro-
vision. However, not all of these states adhere to the provisions
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of either the Compact or the statute.

Twenty-eight states now have licenses which they consider
tamper proof. However, since alteration of licenses represents
a small percentage of the total false ID problem, the impact in
this area is limited. It would be advantageous, however, if all
states were to develop such a program since it would aid in elim-
inating this portion of the problem, It would also make it more
difficult to develop counterfeit licenses. Also, 36 states now
have photos on their licenses which also aids in reducing the
possibility of alteration and makes counterfeiting more difficult,

Use Phase

For the most part, countermeasures at the point of use are
almost non-existent. The only organization found with an extensive
program for investigating evidence presented is the Passport Office.
Through a training program, PPO clerks have been sensitized to
fraudulent practices. Accordingly, when confronted with suspicious
documents, a verification of them is attempted. This procedure is
principally responsible for the detection of passport frauds.

In the commercial sector, many businessmen do not examine a
driver's license closely when it is presented for the cashing of
a check., It is fair to conclude, therefore, that very few counter-
measures are applied in the "Use" phase. Most detection of false ID
occurs after the commission of a fraud.
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SECTION IV

RECOMMENDATIONS

This section sets forth the recommendations of the Task Force
for countering the false ID problem. Because of fundamental differ-
ences in the documents themselves, the methods for obtaining them,
the standardization and control applied to their distribution and
their differential viability in the conduct of frauds and other
criminal activity, the recommended actions are grouped by document.

These recommendations derive not only from deliberations of the
Task Force and examination of data and evidence made available to it;
but also from careful consideration of the suggestions offered by
officials in the field. Many of the suggestions represent the common
thinking of many individuals considering the issues independently.

Birth Certificate

1. Match all deaths to the corresponding birth certificate.
This would represent an extension of the infant death
matching program. The cost of such a program would be
very high because of the time required to manually match
the records as well as the need to send copies of death
certificates to other states when the birth and death
do not occur in the same state. If this program was
instituted, and if information was transmitted to the
local Vital Records Offices, it would be an effective
means of preventing persons from using a deceased per-
son's birth record. The IDI syndrome would largely
disappear.

2, Establish better lines of communication between the
states and Federal Agencies. This would be a very
helpful and inexpensive mechanism of dealing with the
fraudulent ID problem. Many states have noted that
while they cooperate with the Passport Office, INS,
the FBI and other Federal Agencies, they are never
informed of the outcome of cases on which they have been
consulted. The states are not routinely notified when
someone who is apprehended bears an improper birth cer-
tificate obtained from their state.
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3.

5.

6.

Increase the penalty provisions of the vital statistics
law with regard to the possession and use of counterfeit,
altered, or imposter certificates. This proposal is
being given strong consideration now, and several states
are already in the process of strengthening their laws.
Also, the Model State Vital Statistics Act, model legis-
lation recommended by HEW, is presently being revised

and stronger penalty provisions are being considered for
inclusion. This may have some effect on the use of false
ID for relatively trivial offenses.

Vital records offices keep record of requests for cer-
tified copies. Often the same birth record is multiply
used to establish false identities. If records are kept
of the certified copy requests for each record, the
possibility of false ID use would be raised and the
matter could be investigated. Many states have kept
such records by noting on the back of the certificates
the date of each request and number of copies issued.
With the use of microfilm, however, this practice is

no longer practical. A new system would have to be
developed with the microfilm record.

Institute better control over blank certificate forms
and forms used for the issuance of certified copies.
Most states already exercise some control over these
forms, and it would not be costly for all states to
tighten up. It will also be necessary for any pro-
cedures that are developed to also apply to all local
Vital Records Offices.

Check the death index for all requests for certified
copy in the 20-39 age group (the ages where most fraud
activity appears to occur). This suggestion has merit,
of course, only for those cases where birth and death
occur in the same state but appears to be useful in
dealing with the IDI syndrome where death shortly fol-
lows birth. This would involve a considerable expen-
diture of energy at issuing offices, however. A
Kansas survey found that 257 of the requests processed
were from the 20-40 age group. So the numbers involved
may not be small, It is a partial alternative to the
interstate birth/death matching scheme.
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7. Establish a degree of Federal control over the vital
registration system. This could be limited to the
enactment of Federal legislation relative to the
obtaining, use, possession, or sale of fraudulent
or improperly obtained birth records and the estab-
lishment of penalties under Federal law. It is not
thought that Federal assumption of the states' tra-
ditional prerogatives in the issuance of birth cer-
tificates would meet with general legislative
approval, Voluntary cooperation among states is
greatly preferable to Federal mandate.

8. Provide Federal funding for those states willing to
adopt recommended procedures designed to curb the
false ID problem. This funding would be used by the
state in setting up and maintaining those programs,
Since the cost of some of these programs would be
quite high, it is thought necessary that some Federal
support should be provided.

9, Adopt an Executive Order whereby Federal agencies will
accept only certified copies issued by a state Vital
Records Office. This would be a means of encouraging
states to move toward a system of state certification
and away from local certification. Many of the false
ID problems originate in local Vital Records Offices.
This recommendation does not appear costly.

10, States issue uniform certified copies. "Uniform," in
this context, refers to format, information contained,
signature and sealing characteristics, paper used,
dimensions, color and other physical aspects of the
document, Presently, the number of different types
of certified copies issued in this country is very
high. This makes it difficult to identify a valid
certified copy format from an invalid format. Such
a recommendation should also include considerations
of alteration-proof paper and methods of control.

The cost of the program, once the forms are developed,
would not be exceptionally high.

11. Set up educational programs for persons issuing cer-
tified copies. These programs would concentrate on
sensitizing these persons to possible fraud and the
means for detecting it. This program would be modestly
costly, but could be quite effective.
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Driver's Licenses

1.

2.

4.

6.

States adopt tamper proof forms with pictures. This
would aid in reducing alteration and counterfeit prob-
lems. It would be costly for those states (about 20)
which have not already undertaken this process.

Encourage states to put more identifying information
on the driver's license. Many states have recently
dropped such items as race, sex, weight, height,
color of eyes, or color of hair, These items do help
in determining whether the person holding the license
is in fact the person named on the certificate. A
picture obviates the need for some but certainly not
all of this information. The cost of putting this
information on the license would be small and these
could be of substantial benefit.

Establish an educational program for persons giving
driver tests and issuing licenses., The program
would emphasize the problem of false ID and train
the officials in detecting false ID., Since many of
the persons establishing false identification are
above the age of first driver's permit, the older
applicants should be checked more closely. Also,
this training program would probably be costly but
the results significant,

All states should require the applicant to present
positive identification prior to issuance of a
license.

Require the verification of the birth certificate
prior to the issuance of any license. This could
not be done at the application stage but would re-
quire that all licenses be issued through a central
control office., Before the license would be mailed
to the applicant, the birth facts would be verified
through the state of birth. This procedure would be
expensive but effective when coupled with other
suggestions presented here relative to the birth
certificate,

All states should enter into the Interstate Driver's

License Compact and collect licenses held by an
applicant from other states.
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Other Comments

This Task Force has looked closely at the two documents
emanating from state sources which are of fundamental importance
to the commission of false ID crimes. There are many others which
are sometimes utilized in establishing false ID and in the sub-
sequent commission of crimes., It was strongly felt that the birth
certificate and the driver's license are pivotal because of the
"breeder" character of the former and the broad usage of the latter.

It should be reemphasized that neither the birth certificate
nor the driver's license was ever intended to be used as an iden-
tification document. In modern commerce and business, they have
become such to the extent that the overall false ID problem must
be considered in that light. It would be useless at this point

to say they shouldn't be considered identification documents be-
cause their use as such has become so extensive, a fact which
illustrated a broad societal need for quick, compact, positive ID
of some form,

While the birth certificate is sometimes used for identifica-
tion, the driver's license is used much more extensively., The
issuance by 25 states of non-drivers identification cards has
caused the status of the driver's license as an identification
document to become even more firmly entrenched. Accordingly, it
would seem more logical to work on improving the procedures for
issuing driver's licenses and strengthen that document's resist-
ance to fraud and counterfeit than try to change attained public
acceptance as an ID.

This would involve two processes: (1) Procedures relating
to identifying the applicant would have to be strengthened; (2)
The document would have to be made tamper proof and sufficient
identifying information would have to appear on the license, In
this way, the need for a license and an identification card would
be met.

States issuing non-driver's ID cards should also implement
stronger controls, as noted above. Since these documents are
issued only for identification purposes, it is absolutely essen-
tial that their issuance be properly controlled.

Improve the response time of the National Driver Register,

i.e., it should go on-line, rather than using the present system
of mail response.
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ATTACHMENT I

Composition of the FACFI Task Force on

State and Local Documents

The members of the State and Local Documents Task Force and
their professional affiliations are as follows:

Loren E. Chancellor, Chairman

George Gay

Irvin G, Franzen, President

Charles Whitemire, Special

Assistant

Frank Altobelli, Chief

James Latchaw

John Crandall, Chief

Deane L. Huxtable

C.

R.

Newhouser

Registration Methods Chief,
Division of Vital Statistics,
U.S. Dept. of Health, Education
and Welfare

Division of Vital Statistics,
U.S. Dept. of Health, Education
and Welfare

American Association for Vital
Records and Public Health Sta-
tistics

Council of State Governments

Licensing and Adjudication
Division, National Highway
Traffic Safety Administration

National Highway Traffic Safety
Administration, Department of
Transportation

Vital Records Section
D.C. Department of Human Re-
sources

State Registrar, Vital Statis-
tics, Virginia State Depart-

~ ment of Health

International Association of
Chiefs of Police
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ATTACHMENT I
(Continued)

Arlie Schardt

John 0'Dowd

Joseph T. Kochanski

Michael T. Horkan

Arthur A, Tritsch,
Director

Roger Smith, Acting Chief

Lieutenant J. S. McKinnon,
Asst. Supervisor

Jack Pawley, County Clerk
Robert J. Langling,

Director

Frank E., McCullion

American Civil Liberties Union

Passport Office
U.S. Department of State

Law Enforcement Assistance
Administration, U.S. Depart-
ment of Justice

Immigration and Naturalization
Service, U.S. Department of

Justice

Driver's Services Division
American Association of Motor
Vehicle Administrators

Vital Statistics Section
California Department of Health

Investigations
Florida Highway Patrol

Kanawha County, West Virginia
Department of Investigations
New York Department of Motor

Vehicles

New Product Manager
American Bank Note Company
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ATTACHMENT II1

Synopsis of Material in
Task Force Files

1. Report of John J. O'Dowd, Acting Chief, Legal Enforcement
Branch, U.S. Passport Office, (with Attachments).

This report focuses on the false ID problem and issues from
the PPO's standpoint. It describes generic types of passport fraud,
notes existing countermeasures, comments on PPO procedures, presents
recent statistics on the number of detected frauds, presents a pro-
file of passport applicants for FY's 1973 and 1974 and sets forth
recommendations for ameliorative action. Also included is a statis-
tical summary of fraudulent documents presented at passport offices
and a number of interesting case histories.,

2. Letter; Comments of Irving G, Franzen, President, American
Association for Vital Records and Public Health Statistics.

This report contains the experience of the AAVRPHS regarding
false ID, includes examples of criminal techniques used in obtaining
false ID and proposes a number of suggestions for reducing the
problem., Also submitted are a set of suggested goals for a Federal
Advisory Committee on False ID,

3. Report by Michael T. Horkan, Immigration and Naturalization
Service, U.S. Department of Justice.,

This document outlines the general INS false ID problem, traces
the background organization and activities of the Fraudulent Docu-
ment Center and presents recent statistical exhibits and summaries
of illegal alien and fraudulent document activity detected by the
INS.

4, Report of John Crandall, Chief, Vital Records Section, D.C.
Department of Human Resources.

This report treats the "application" and "use' phases of birth
certificate processes, Information is given on extant counter-
measures to abuse and recommendations for minimization of the problem,

5. Report of Deane Huxtable, State Registrar of Vital Statistics,
Virginia State Department of Health.
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ATTACHMENT II
(Concluded)

This document treats the issue of citizenship determination
and discusses some measures to achieve protection of the birth
certificate document. Some of the experience and plans of Virginia
are cited.

6. Report from The National Highway Traffic Safety Administration.

"An Analysis and Report on State Laws Requiring Certain In-
formation for Determining an Applicant's Identity and Eligibility
when Applying for a Driver's License," prepared by the licensing
and Regulations Branch, Driver Licensing and Adjudication Division,

Office of Driver and Pedestrian Programs, Traffic Safety Programs,

7. Report from The Federal Bureau of Investigation, comprising
discussion of Document Counterfeiting, Nature and Extent of Crimes
Committed by Persons Utilizing False ID and Selected False ID Case
Histories.

8. Questionnaire Sent to State Vital Registration Executives,

This paper, besides presenting the form sent by FACFI to
solicit information on the status of an Infant Death Matching
Program in each state and also includes a tabulation of responses.
Information relative to access to records and the number of offices
in each state issuing certified copies of birth certificates was
also provided.

9. Summary of Responses from State and Territorial Health Offices.

This document tabulates the suggestions for improvement of the
false ID problem, The request for recommendations was made by
E. B. Perrin, NCHS and C. M. Kelley, FBI.

10. Submission by the American Association of Motor Vehicle
Administrators.

The results of a survey on the fraudulent ID problem conducted
by the AAMVA are given along with a report on the scope of the prob-
lem and recommendations for solution.

11. Report of Robert Langling, Director, Department of Investiga-
tions, New York Department of Motor Vehicles.

A survey conducted among New York State Motor Vehicle officials
is summarized including statistical data, heuristic information and
recommendations for solution of the false ID problem.
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APPENDIX C
BACKGROUND PAPERS

As part of its support to the FACF] under a Department of Justice contract, the MITRE Corporation
developed four papers which provide a broad background on technical subjects related to problems
of personal identification. This Appendix presents the MITRE papers as modified by comments from
FACF| members and other reviewers.

Appendix C1 provides an overview of Electronic Funds Transfer Systems (EFTS), which permit
financial transactions to be accomplished with minimal transfer of negotiable documents. These sys-
tems have the potential to reduce counterfeiting and forgery of checks simply by reducing the amount
of negotiable paper in circulation. However, they may be vulnerable to more sophisticated types of
false 1D fraud based on electronic manipulétion of data.

Appendix C2 gives a general description of automated identification equipment, which assists or

TR ol ¢

replaces human judgment in the identification of individuals seeking to p f

or to exercise privileges. Such machines verify identity through the recognition of special cards or
passes, memorized “passwords’’, or by personal characteristics such as fingerprints, speech, or hand-
writing.

Appendix C3 gives vendor information on a variety of fraud-resistant identify verification devices.
This information, which includes cost, applications, and operating principles, was assembled from

vendor responses to an announcement placed by the FACFI in the Commerce Business Daily, a
Federal newsletter widely distributed to industry.

Appendix C4 is a broad survey of the problem of false identification as it is perceived in several
foreign nations. This Appendix is based on international surveys performed on behalf of the FACFI
by the State Department and by Interpol and discusses national systems of personal identification that
have been instituted through custom and law.






APPENDIX C1

ELECTRONIC FUNDS TRANSFER SYSTEMS (EFTS):

AN OVERVIEW

R.J. Ellis

The MITRE Corporation
Bedford, Massachusetts

March 1976

c-3






TABLE OF CONTENTS

Section

I

II

III

v

Vi

VII

INTRODUCTION

TYPES OF ELECTRONIC FUNDS TRANSFER SYSTEMS
Check Truncation

Automatic Payroll Depositing

Preauthorized Debits

Point-of-Sale Terminal Systems

Automatic Teller Equipments

ELECTRONIC FUNDS TRANSFER SYSTEM EQUIPMENTS
Check Truncation Systems

Automatic Payroll Depositing

Preauthorized Debits

Point-of-Sale Terminals (POS)

Automatic Teller Equipments

PROBLEMS AFFECTING EFT
Encouraging Acceptance of EFTS
Planning and Financing EFT Systems
Govermmental Regulation

Legal Questions

SECURITY

IMPACT OF EFTS UPON CRIMINAL USE OF FALSE IDENTI-

FICATION
Fraud Against Business
Fraud Against Government

CONCLUSIONS

REFERENCES

C-43
C-43
C-43
C-45

C-47



LIST OF ILLUSTRATIONS

Figure Number Page
1 Check Truncation c-12
2 Check Truncation Systems C-13
3 Payroll Depositing Cc-16
4 Preauthorized Debits c-19
5 Point of Sale Terminal System c-21
6 Automatic Teller Systems Cc-24
7 Automated Clearing House Locations c-35

C-6



SECTION I

INTRODUCTION

Since the mid 1960's, interest has grown in the possibility
of conducting banking transactions without checks. Early
journalistic efforts focused upon the possibility of utilizing
electronic transmissions to replace checks and substantially
reduce the amount of cash circulated within our society. In
1967, an article published in the Harvard Business Review
reported that

"Technically speaking, the checkless society is
virtually feasible now; the computer hardware is
capable of handling it. But enormous problems
remain, particularly in planning how the system
will be instituted and financed, persuading the
segments of the economic community to accept it,
and showing them how to take advantage of ien,1

Five years later another special report stated

"Except for the increased proliferation of bank
charge cards, the payments system of 1972 seems

much like that of 1967 and few, if any, technological
advances have occurred in the last half decade to
affect it. Behind the scenes, however, the
foundations and subbasements of a new plastic

card society (not checkless but surely '"less-check')
have been put in place, and the superstructure

will rise rapdily above ground level in the next

few years'.

Systems which utilize electronic impulses, generated and
interpreted by computers, to effect debits and credits in
financial transactions are called Electronic Funds Transfer
Systems (EFTS). What are the capabilities of electronic funds
transfer systems? Are the "enormous problems" of plamning such
systems being resolved? Are there new problems which have
surfaced? Why is electronic transfer being pursued? What does
it offer the finmancial industry, the business community, the
individual? This paper will examine electronic funds transfer in
an attempt to answer these questions.
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SECTION II

TYPES OF ELECTRONIC FUNDS TRANSFER SYSTEMS

Electronic funds transfer is not a new concept. It is an
expansion and formalization of practices which have been utilized
within the financial industry for many years. For example,
Federal Home Loan banks make advances to their member banks by
depositing funds to their demand deposit accounts; business
firms transfer money by wire from city to city through the
commercial bank wire system (Bank Wire) or the Federal Reserve
funds transfer system (Fed Wire)3; many employees have their pay
credited to their checking accounts; homeowners make mortgage
payments through pre-authorized transfers from their checking
accounts to the mortgage holder; and banks* make prearranged
transfers from customers' checking accounts to their saving
accounts. All of these transactions are electronic funds transfers
and are common practice. Some take place within a bank, some
between banks, and some between banks and customers. The
capabilities of computers are substituted for human activity and
physical transport of credit and debit instruments. EFT offers
significant advantages to the banking industry since it will
allow banks to expand the range of their services at the
same time they reduce expenses.

Although there are a large number of services which can
be classified as electronic funds transfer, five main categories
have been receiving most attention. They are: check truncation,
automatic payroll depositing, preauthorized debits, point-of-sale
terminal systems, and automatic teller systems.

Check Truncation

Check truncation systems are intended to reduce the quantity
of checks handled throughout the banking industry and the Federal
Governmment. It is estimated that the number of checks written
in the U.S. has increased from 12 billion in 1960 to 27 billion
in 1973, with a current growth rate of 6 to 7%.% This rate would
place the 1975 volume at over 30 billion. Such a growth rate
concerns representatives of both the financial industry and the
Federal Government for several reasons. The first reason for
concern is that such large volumes of checks could inundate

*Unless specifically stated, ''bank' is used as a synonym for
depository institution. See Section IV for discussion of
different types of depository institutions.
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the banking system with paper, causing decreased efficiency

or worse, total collapse. The magnitude of this problem is better
appreciated when it is recognized that the average check is
handled a minimum of 26 times--10 times in the bank alone.

Thus check processing is highly labor-intensive. The immediacy
of this problem was addressed in a study performed by the

A. D. Little Co. in 1971 for the American Bankers Association's
Monetary and Payments System Planning Committee (MAPS). That
study reported that

"the check-processing system for the nation's
commercial and Federal Reserve banks is performing
smoothly and, with only minor delays and inaccuracies,
can be expected to handle the nearly 25 billion checks
we are writing in 1972, Even at the predicted 7%
annual increase... the present processing system can
handle the load at least through the end of this
decade'.

The problem is that the end of the decade is approaching at a
faster rate than a solution to the otherwise inevitable result.

A second concern involves cost. No significant technological
improvements have been made in the handling of paper documents
in recent years. It continues to be labor intensive. Direct
processing costs amount to approximately 16 cents per check,
or $4.8 billion annually at the 1975 volume rate. Feasibility
studies indicate that this cost could be cut by as much as 507%
through application of EFT methods. Banks will face accelerated
increases in handling costs unless the process is converted
from labor intensive to capitol intensive. Increased labor
costs will either reduce profits or require that the increased
costs be passed on to the customers.

A third concern is the growth in float. Float may be
defined as the value of all checks which have been issued but
which have not yet cleared through the banking system. An
individual utilizes float when he writes a check against funds
which have not yet been deposited to his checking account but
will be deposited before the check clears through the banking
system. Corporations utilize float in the same way. Banks
also utilize float, but in a slightly different manner. There
is a relatively short time period (a few days) in a check's
travels through the payment system when the check is between
the bank which has accepted it and the bank upon which it is
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drawn. During that time period, the funds represented by the
check are actually assets to both banks simultaneously; one bank
because it has accepted it, the other because it has not yet
paid it. At any time, the amount of money represented by all
such checks equals several billion dollars, on which double interest
may be earned, Individuals like float, merchants and corpora-
tions like float, and the banks like float, but the Federal
Government does not. Float provides an elasticity to the money
supply beyond the control of the Federal Reserve Board, which is
responsible for providing such control. This float can be
reduced only by greater speed in processing checks through the
banking system.

For the above stated reasons, there are pressures from
both the banking industry and the Federal Govermment to reduce
the number of checks being used. Check truncation offers at
least a partial solution, Although it does not reduce the
number of checks written, it eliminates the flow of checks through
the banking system by holding them at their point of entry.
Further processing is accomplished electronically. A schematic
representation of check payment, with and without truncation,is
shown in Figure 1. A significant aspect of this type of system
is that the cancelled checks are not returned to the writer.
The customer's only direct exposure to check truncation is in
his bank statement. This statement will not be accompanied by
cancelled checks; therefore it must contain sufficient information
for the customer to verify debits on the basis of receipts
received at the time of purchase. Opponents argue that the
public will not accept such statements. A further unresolved
difficulty is the storage and final disposition of the checks
captured at point of entry. Acceptability by the public is
questioned on the basis of the above mentioned concerns.

The Committee on Paperless Entries (COPE) in Atlanta concluded
that such a scheme would reduce check processing costs to the
banks by as much as 20%.9

Several variations of check truncation have been advocated.
Among these are "bill check" and "giro" (from the Greek meaning
to turn or transfer). "Bill check" and 'giro" are represented
in Figure 2, These schemes represent potential solutions to the
"paper flood" in that fewer checks are actually written by the
consumer. ''Bill check' would allow a customer to pay routine
bills, such as utility bills, by indicating on the bill the
amount he wishes to pay, detaching a payment section, and returning
this section to the company issuing the bill. The company
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credits the customer's account and creates a magnetic tape
containing bank and account numbers and the amount of the payment
for each customer transaction. This tape is sent through the
company's bank to an automated clearing house where individual
tapes are compiled for each member bank. Upon receipt of this
tape, the bank debits the customer's account. No check is
returned to the customer since none was created. Paper capture
is at the company rather than at the bank. 'Bill check"
promises substantial benefit to the bank., Estimates of bank
savings through '""bill check'" range from 2¢ to 4¢ per item
processed.l0 Benefits to the customer are not readily apparent
since he will have to prepare and mail the same number of items
('bill checks') as he would have if he had written checks. He
suffers a disadvantage in that he loses the record of payment
represented by his cancelled checks. Theoretically the proof of
payment would be represented by his bank statement. A
disadvantage accrues to the companies since they must prepare
transaction tapes to be sent to their banks.

A second variation of check truncation is called '"giro".
Under this system a customer would receive bills on a combination
invoice/payment authorization form containing all pertinent
accounting and identification information for both customer and
vendor accounts in machine readable language. The customer
would detach the payment authorization section, enter the amount
of the payment he wishes to make and send all of these authoriza-
tion forms to his bank. His bank would then generate a magnetic
tape and forward it to an automated clearing h?use for recompila-
tion and distribution among its member banks.!l Such a system
would reduce the banking cycle since customer payments would go directly
to banks. Benefits to banks would be less than with "bill check"
since they would be required to prepare original magnetic tapes
from machine readable authorization forms. Vendors would benefit
since the tape preparation requirement would be transferred to
the banks. However, vendors would be required to prepare machine
readable bills, Customers would benefit since they could
send a number of payment authorizations to their bank at one
time. The customer's proof of payment is represented by a
bank statement rather than individually drawn checks.

Bank truncation schemes appear to offer significant
opportunities to overcome the paper flood being created by
checks. However, most of the advantages accrue to the
banking industry with potential detriment rather than benefit
to the customer. Such systems as '"bill check" and "giro"
are being implemented, although the response seems to be less
than encouraging at this time. Banks offering such services
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have failed to merchandise these systems aggressively. Better
merchandising may gain greater customer acceptance even though
real advantage to the customer is questionable.

Automatic Payroll Depositing

For many years employers have sent employee paychecks
directly to the employee's bank if so authorized by the employee.
Some companies mail individual checks; some send a single check
per bank accompanied by a list of the amounts to be deposited to
each account. The first method, called direct depositing,
saves the employee postage or a trip to the bank; the second method
introduces the concept of automatic payroll depositing. In a
fully developed system of automatic depositing, the company
prepares a single magnetic tape, listing by bank, all of the
deposits to be made. The taped information is transmitted to
the company's bank where '"on-us'" transactions (transactions
within that bank) are accomplished and the remaining information
transmitted to an automated clearing house for distribution to
the appropriate banks. Figure 3 illustrates automatic payroll
depositing. Such a system of payment offers substantial
opportunity to reduce the number of checks in circulation. For
example, if the Federal Government were able to convert all of
its payroll and benefits payments to automatic depositing, the
number of checks written nationwide would be reduced by 44 million
per month.12 Such a conversion would save the Government
approximately $62 million per year in postage, printing and lost
check costs, Substantial benefits would also accrue to many
private employers from automatic payroll depositing. These
benefits would take the form of reduced costs in preparing and
distributing paychecks and replacing lost or stolen checks.
However, if both the automatic payroll depositing system and the
check distribution system must be maintained by the same employer,
expenses could be increased. Advantages to be gained, therefore,
appear to be strongly linked to employee (or payee, in the case
of benefits) acceptance, Acceptance has been encouraging but
not overwhelming to date. Reasons for lack of acceptance commonly
stated by employees include:

1. Mistrust of computers.
2. Loss of control over personal finances.
3. Fear of loss of personal privacy.

4. Enhanced feeling of personal worth through direct
receipt of a paycheck.
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5. No direct benefit received--banks are only beneficiary.13

Within the banking industry itself there are reservations with
respect to automatic payroll deposits. Although the Atlanta COPE
project suggests savings of 5¢ to 10¢ per transaction,1 loss of
bank float is of concern to many. Many bankers are disinclined
to surrender their present ability to use employers' payroll
funds until paychecks have been cashed and cleared. It is
generally conceded, however, that as the check burden becomes
increasingly intolerable, the banking industry will not only

be forced into accepting automatic deposit schemes but they
will be required to offer inducements to gain acceptance from
both companies and individuals. One obvious advantage of
automatic payroll depositing is that the paycheck and the pay
envelope are removed as targets of crime, The dramatic increase
in the use of credit cards suggests that the reasons for lack

of acceptance listed above are being overcome, and as customer
acceptance grows, the benefits of automatic payroll depositing
will dictate its adoption. A strong factor affecting this
acceptance is the Federal Government's use of automatic depositing.
The Social Security Administration, which issues 43 million

checks per month, is offering direct depositing now. The
objective is automatic depositing for all such payments. The

Air Force presently offers direct depositing and is experimenting
with automatic depositing. The other services are expected to
follow. Payments under the Railroad Retirement Program are also
due to be converted to EFT,L3

As more recipients of government payments accept automatic
depositing, fears will be overcome, either by experience or
through regulation controlling abuse (such as the Privacy Act),
and other employers will be persuaded to join the program. Since
automatic depositing requires the payee to have a bank account,
banks will engage in heightened competition for this expanded
market potential, thus benefiting the customer. Although acceptance
of automatic payroll depositing seems to be slow in developing, the
impetus provided by governmental programs in this area should
insure the future of this type of EFT.

Preauthorized Debits

Like many other bank services presently being classified
as EFT, preauthorized debiting is not an innovation to the banking
industry. Although not all banks offer such services at this
time, many banks have accepted authorizations from customers to



subtract funds from their accounts for mortgage or other types
of loan payments. Some banks have extended this service to
include life insurance premiums as well. It is estimated that
40% of the checks written each year in the U.S. (12 billion at
the 1975 rate) are made payable to utilities and retail stores.
Theoretically, all of these checks could be eliminated through
debit preauthorizations. Figure 4 illustrates a preauthorized
debit system. The ultimate preauthorized debit system would have
the customer authorize his bank to pay any bill presented by

any company he has specified. These companies would then
prepare magnetic tapes which would be processed as discussed
under check truncation above. Potential advantages to the
customer include:

16

1. Assurance that bills are paid.

2. Convenience in paying recurring, identical bills.
Disadvantages include:

1. Loss of control over finances.

2. Inability to pay less than the full amount of the bill.

3. Loss of leverage against a company which has sold
defective merchandise or services.

4, Loss of a cancelled check as proof of payment.
5. Fear of bank mistakes,
6. Loss of float.
Advantages to business include:
1. Greater assurance of payment in full on charge accounts.
2. Bills sent to one bank rather than to many customers,
Disadvantages to business include:

1. Requirement for equipment to compile billing information
on magnetic tape.

2. Requirement for equipment to transmit electronic data
to bank (hand carrying is a possible alternative).
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The principal advantage sought by banks would be a reduction
in the number of checks written. Customers would probably use
such a system for payments of established regularity in time
and amount, such as mortgage payments, loan payments, budgeted
utility payments, and insurance premiums, but they are unlikely
to preauthorize payments to retail stores. It would appear then
that a system of preauthorized debits might be offered by a
bank as a customer service, but such a system would not find
wide acceptance and would not significantly reduce the number
of checks being written. It is doubtful such a system would be
economical for the bank.

Point-of-Sale Terminal Systems

Point-of-sale terminal systems may be divided into two
basic types: validation terminal systems and cash terminal
systems. Validation terminal systems may accomplish a variety
of functions depending upon the options built into the system,
but their basic purpose is to provide the merchant with information
about the customer's credit status. Cash terminal systems allow
for the transfer of funds, thus completing the entire transaction.
Figure 5 illustrates these two types of systems.

The basic types of validation terminal systems are: check
verification terminals, which are utilized to ensure that a
customer offering a check has sufficient funds in his account
to cover the check; and credit authorization terminals, which
allow a merchant to obtain credit authorization for a charge
card purchase. The check verification terminal system must
be connected on-line to the customer's bank to accomplish its
purpose. Methods for accomplishing this connection and
equipments required at both the merchant's location and at the
bank are discussed in Section III, The credit authorization
terminal system is connected to the credit institution for
on-line credit checking. The credit institution may be either
the merchant's own credit department (e.g., Sears, Montgomery
Ward) or a bank system (e.g., Master Charge, Bank Americard).
When the credit department is not collocated with the sales
department, the terminal contains the capability to connect
the two through the telephone system. Validation terminal
systems are not a part of the collection process; therefore,
current collection systems are unaffected by validation
terminals.

Cash terminal systems have the capability to conduct a

complete cash transfer. Such systems supplement customary
collection systems. Since cash terminal systems accomplish
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the entire transaction, the terminals must connect the customer's
bank to the merchant's bank. This is accomplished through a
switching facility. A complete transaction would take place in
the following way:

1. A customer initiates a purchase; the clerk enters the
customer's ID which includes his bank and account number, the
merchant's ID which includes his bank and account number, and
the amount of the tranmsaction.

2. The terminal queries the customer's bank to determine
if his balance is adequate to accept the transaction.

3. 1If the balance is adequate, authorization is given, the
customer's account is debited, and the transaction is transmitted
through a switching facility to the merchant's bank for crediting
to his account. If the balance is insufficient, the merchant's
terminal is so notified.

4, After the merchant's account is credited, notification
is sent to the merchant's terminal, and a sales slip is prepared
for the customer.

The whole transaction is completed in a matter of seconds,

The major beneficiary from the use of point-of-sales terminals is the
merchant, who saves expenses related to collection on returned
checks, loss from bad checks, or loss from fraudulently used
credit cards. Cash terminals protect the merchant from all but
sophisticated electronic frauds since the transfer of funds is
accomplished while the customer is on the premises. Electronic
fraud is addressed in Section V. An additional benefit is
provided by the cash terminal system since the merchant receives
the funds immediately. The validation terminal provides little
apparent benefit to the customer; in fact it could be argued
that he suffers a detriment through privacy invasion and increased
time required to consummate a purchase. The cash terminal
system includes all of the disadvantages previously ascribed
to the preauthorized debit system but does provide a degree of
convenience to the customer. The bank gains a benefit from
validation systems only in a reduction of returned check and
bad check items. The cash terminal system benefits the bank
through an increase in customers and the opportunity to provide
other services to these customers. Offsetting detriments include
increased costs associated with required equipments and operators
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necessary to operate these systems. Tests conducted thus far
have concluded that such systems are not economically feasible
for a single bank to operate.l7 It would seem that the economic
disadvantage experienced by a single bank would be minimized in
a large scale multiple bank program. These cost increases would
require measurement against counterbalanced cost decreases
associated with the current payments system and the gains
achievable through an increase in customers before definitive
conclusions could be stated.

Automatic Teller Equipments

Business conducted at teller stations within a bank has
until recently also been labor intensive. As the teller reaches
a saturation level, efficiency suffers and customer waiting
times begin to increase. One solution to this problem is to
increase the number of tellers. EFT, however, offers the
opportunity to change this banking function from labor intensive
to capital intensive through the use of automatic teller equipments.
Such equipments vary widely in capability and may operate either
attended (to assist a teller to conduct transactions more
rapidly) or unattended (to allow customers to conduct transactions on
an around-the-clock basis). Figure 6 illustrates these two
types of systems. Attended automatic teller equipments assist
the teller basically through electronic verification of account
status when a customer requests a withdrawal of funds. Such
withdrawals may be activated by presentation of a check or a
bank card, depending upon system characteristics. Deposits
may be similarly accomplished. Unattended automatic teller
systems, called Customer-Bank Communication Terminals (CBCT),
can offer a variety of services. The least sophisticated only
allow a customer to withdraw a specific amount from his account.
The more sophisticated may allow cash advances, deposits, loan
payments, withdrawals, and transfer of funds between savings
and checking accounts. Such terminals may be installed within
the bank or at any location to which appropriate communications
are provided.

The primary advantage to the customer is convenience. Manned
teller equipments speed up transactions, thus allowing the customer
to avoid excessive waiting times in accomplishing banking
transactions. The automated ummanned equipments allow access
to the banking services around the clock, seven days a week.

Banks benefit from such systems, by replacing manual labor with
machine labor. One method of insuring sufficient volume to
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warrant the investment in such equipments is for several banks

to share an ummanned terminal. This can be accomplished by
connecting the terminal to the banks through an appropriate
switching arrangement. In at least one area of the country,
merchants may rent ummanned terminals connected to central computers
servicing bank cards. Such arrangements reduce the investment
cost to the bank involved.

Legal problems have arisen lately over the use of unmanned
terminals, A Federal court decision has banned two Chicago
banks from operating -remote terminals because such locations
were considered branch banks. The terminals were determined to
be in violation of the McFadden Act, which prohibits Federally
chartered banks from establishing branch banks to a greater degree
than state-regulated banks ., 19
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SECTION III

ELECTRONIC FUNDS TRANSFER SYSTEM EQUIPMENT

At the heart of all EFT systems stands the digital computer.
Such computers vary from general purpose machines to special
purpose devices capable of only a single function. The controller
may be the centroid of a large system including many computers,
communications lines, and input devices in widely scattered
locations or it may be contained within a desk-top instrument.
Regardless of the configuration, the purpose is the same: to
convert information into electrical impulses so that the
information may be manipulated and transmitted rapidly. Each
type of EFT system described in Section II is addressed below in
terms of its component parts.

Check Truncation Systems

Check truncation systems require a computer at each bank,
an Automated Clearing House (ACH), and a communications system
to interconnect them. Each bank sends data to the ACH (either
through hand delivery of magnetic tapes or electrical connection)
containing information on all transactions initiated by the
bank's customers. The ACH sorts this information by recipient
bank, and retransmits the information. The receiving bank debits
the customer's account, thus completing the transaction. Although
a transaction could be accomplished in a matter of seconds,
transmission would normally be accomplished between the close of
business and the start of business the following day. Customer
statements would be prepared periodically from the magnetically
stored information.

Each bank utilizing check truncation will require a computer
capable of connecting to an Automated Clearing House. The connection
will be accomplished over telephone lines. The bank computer
capability must include the following functions:

1. Conversion of information on checks--payer and payee
identification information, date and amount of transaction--to
electrical signals.

2. Storage of electronic signals, representing transactions,
on magnetic tape.

3. Storage of identification information relevant to payee's
bank.



4. Reading information from magnetic tapes.

5. Transmitting information to the communications system,

6. Preparing customer statements.

Under the "bill check" system, banks and the ACH would need
the same types of equipments specified above. 1In addition, each
participating company would require equipment to perform the
following functions:

1. Preparing bills which contain machine readable entries.

2. Reading information from the payment section of returned
bills,

3. Preparing magnetic tapes.

4, Transmitting information to the bank (this function
may be performed manually),

The "giro'" type system imposes the same requirements as
does "bill check" except that functions 2 through 4 of the
company's requirements are transferred to the bank.

Automatic Payroll Depositing

Automatic payroll depositing systems are in existence at
the present time. Many employers send to their bank a single
check and a list of employees' names, amounts and banks. The
employer's bank credits employee accounts within the bank and
transmits the remaining information to other employees' banks,
thus completing the transaction. The bank-to-bank transfer is
electronic., If the employer transmits the payroll information
to his bank electronically, the system is a completely automatic
payroll depositing system. Such systems are in use, and since
most companies have access to computers capable of handling
such transmissions, the spread of such practices poses few technical
problems. Each company utilizing payroll depositing would
require a computer capable of performing the following functions:

1. Preparation of magnetic tapes containing employees'
names and bank account numbers, amount of net pay, and date.

2, Transmitting information to the communications system.
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Preauthorized Debits

Since preauthorized debiting systems are basically only
agreements between an individual and his bank, no special
equipment is required to establish such systems.

Point-of-Sale Terminals (POS)

Point-of-sale terminal systems require special equipment
which can access a computer immediately. Although personal
identification technology offers several possibilities for
establishing identity of the customer, most current point-of-
sale terminals utilize plastic cards. A wide variety of
point-of-sale terminals exists at this time, and the functions
they perform vary among terminal types. Basic terminals (not
strictly POS) are designed only for customer identification.
Such terminals are used as part of check cashing services or
credit sales. To establish his identity, the customer places
his card into the terminal; the terminal 'reads" either embossed
or magnetically stored information from the card; and compares
this information against information stored in its memory. If
a match is made, identity of the customer is verified. The
problem with this type of verification is that the card is
verified rather than the customer. More advanced verification
terminals utilize techniques such as personal identification
numbers (PIN). PIN's are theoretically known only to the customer
(who should memorize the number) and the computer (which can
establish a relationship between the information on the card and
the PIN). 1In this way, the customer, rather than the card,
is identified. Still more advanced verification terminals check
the credit status of the customer with either the customer's
bank or a credit extending organization. The most advanced
systems (truly POS) perform the following functions:

1. Identify the customer,
2. Check the customer's credit status with his bank.

3. Cause the computer at the customer's bank to transfer
funds from the customer's account to the merchant's account.

4, Provide a receipt to the customer.
5. Provide inventory control information to the merchant.

All of these functions are completed in a matter of seconds while
the customer is in the vendor's establishment. In these advanced
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POS systems, a '"payment card" replaces both the credit card and

the checkbook. Some terminals operate with payment cards or
passbooks. Advanced POS terminals have been used in experimental
systems with a high degree of success. Such systems have been
installed both in banks and merchant's locations. A fully automated
POS system would include a switching facility.

Automatic Teller Equipments

Automatic teller equipments may be located anywhere customer
convenience dictates. They are ummanned and therefore provide
banking services around the clock, 7 days a week. To operate
such a terminal, the customer establishes his identity with a
card and usually some system such as a PIN to link him to the
card; and initiates the transaction he wishes to make through a
keyboard, Such terminals are capable of performing the following
transactions:

1. Accepting funds or checks for deposit.

2, Accepting mortgage and loan payments.

3. Executing withdrawals and dispensing cash.

4, Making loans.

5. Making transfers between savings and checking accounts.
Although transactions 1 and 2 above are similar to night
depository functions, the other transactions are possible

because the terminal can be automatically connected to the bank's
computer.,
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SECTION IV

PROBLEMS AFFECTING EFT

As stated in Section I, several extremely significant problems
must be solved before EFT can reach its full potential. These
problems include persuading all segments of the economic community
(including the customer) to accept it, the planning and financing
of such systems solving of some legal questions, and developing
of methods to protect EFT systems from fraud. The last topic is
discussed in Section V. EFT is seen by members of the banking
industry as offering two significant opportunities: increased
profits and increased numbers of new accounts. Costs would be
reduced through a move from labor intensive activities to capital
intensive activities, However, competition among financial
institutions, which the Federal Reserve Board of Governors and
the Congress20 seem to be encouraging, is reducing profits,
thereby substantially off-setting the benefits derived from
reduced costs. As a bank offers increased services, it has the
potential of attracting more accounts. This was evidenced in
the "Hinky-Dinky experiment' conducted in Lincoln, Nebraska in
1974. 1In this experiment, the First Federal Savings and Loan Assn.
installed automatic teller terminals at five Hinky-Dinky super-
markets. Within 45 days, the baB had opened 650 new accounts
with total deposits of $640,000. The competitive advantage
of new services for any individual bank exists only until its
competition also provides such services. Thus, opportunities
offered by EFTS to the financial institutions in the long run
tend to benefit the customer through increased services and
lower costs, while the competitive advantage gained by the
financial institution disappears.

Encouraging Acceptance of EFTS

Persuading the customer to accept EFTS is not going to be
an easy task. Several significant issues are involved. First,
it should be recognized that a significant segment of the

- s - : w22

population, numbering '"tens of millions of potential customers...
do not presently even use checking accounts. The Bank Marketing
Association stated, in its research report A Qualitative Analysis
of Why People Do Not Have Checking Accounts reports

"... their primary reasons for not having a checking

account are psychological, imagined, even based on
misconceptions about the mechanics of checking account
usage, the rules and corrective procedures imposed by
a bank, and the motives for seeking them as customers".
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If so many people reject checking accounts for unfounded reasons,
many more will hesitate to accept services which, at least for
the present, contain real disadvantages as described in Section II
above. A case in point is Mr. Greg Collier, a Pillsbury Company
computer shift manager, who in 1975 reported that although
paycheck direct deposit was offered by Pillsbury and had been
accepted by a third of its 1500 eligible employees, only 2 of
the 35 employees in his department had enrolled. He stated,

"It could take months to unscramble something that was messed

up. That shows you how much we trust computers'. Another
commonly held viewpoint is that electronic banking would benefit
the bank more than the customer. Such attitudes make it clear
that the financial community must stress direct benefits to the
customer in designing EFT systems and in '""selling" them to the
general public,

Acceptance by financial institutions is equally critical
to the development of EFT. Although EFT systems may work on a
limited scale, their full benefit can be realized only with
widespread participation throughout the financial community.
Such participation is necessary to allow fully automatic interbank
transactions to be accomplished. These transactions require
automated clearing houses and switching facilities so that any
two banks can be connected together at any time. Banks have
joined together in several locations throughout the Country to
initiate EFT systems. In October 1972, the California Automated
Clearing House (CACH) was established by several banks to speed
up interbank exchanges. Where ACH associations have been
established, acceptance appears to be proceeding slowly, which is
quite understandable considering the changes that EFT requires.
In Minneapolis, for example, "Apex'", the local ACH system,
has concentrated initially on encouraging electronic payroll
deposits. After 1% years of operation, approximately 10% of the
area's major employers offer the service to their employees,
and within these companies about 40% of the eligible workers
are enrolled,2? This rate of acceptance might appear to be
discouragingly slow, but it should be remembered that acceptance
of such a system requires substantial time, investment and
expense on the part of the new participant. Time is required
to hire, instruct, and train operators in the new procedures;
to inform employees of the availability and benefits of the new
program; to enroll applicants and to insure proper operation of
the new procedures. All of these activities must be
accomplished in conjunction with the conduct of normal business.
The new participant must invest in capital equipment since his
system must be compatible with the Automated Clearing House.
New computer programs may be required to prepare payroll
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information compatible with ACH requirements. Expense is
incurred in retraining of operators and operating the new system.
These disadvantages must be weighed against advantages known
only from limited experience and therefore difficult to evaluate.
If the ACH service proves to be cost effective, the rate of
acceptance will improve rapidly.

Planning and Financing EFT Systems

The establishment of large scale EFT systems is an expensive
and complex undertaking. Since the benefits of such systems
would be shared by all participants, it stands to reason that
all should share in the planning, development and implementation
costs associated with such systems. Further reasons for broad
participation in the early stages of such systems are the require-
ments for compatible, if not common, equipment and the recognition
that future subscribers will be constrained by present decisions.
This requirement for compatibility not only guides the system
planner, it also constrains equipment manufacturers since
future developments should also be compatible with the EFT system
developed,

Broad-based EFT systems are organized around the Automated
Clearing House (ACH). 1In an operational EFT system, a member
bank would receive debit and credit authorizations from its
customers. If the authorizations lead to transactions within
the bank, appropriate actions would be taken immediately. If
these authorizations affected customers' accounts in other banks,
the data would be transmitted to the Automated Clearing House
for retransmission to the affected banks. These transmissions
could be accomplished instantly by the ACH serving as an electronic
switching center, or periodically with the ACH serving as a
center for gathering of data from all member banks and retrans-
mitting the data daily or every other day, after working hours,
Data on delayed transactions would be recorded at the member
bank and either transmitted by telephone lines or hand carried
to the ACH. The ACH would return data in the same form as
received. Since most, if not all, member banks would ultimately
service merchants utilizing POS terminals, the capability for
instant data transmission between the bank and the ACH would be
required. This same capability could be used for the transmission
of delayed data, and therefore hand transporting of magnetic
tapes between a bank and the ACH would be rare.

Financing of common facilities and requirements, such as
the ACH and common programming, should be shared among those
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utilizing these elements of the EFT system. This will present
problems since all ultimate users may not be prepared to join
into initial activities, new banks may be incorporated after
the implementation of the EFT system, and the distribution

of ACH utilization among the member banks may be unknown and
changeable over time. 1In spite of the above recognized
difficulties in the establishment of ACH's, the growth of such
facilities has progressed from the formation of the California
Automated Clearing House in October 1972, By 1975, the
National Automated Clearing House Association (NACHA) included
7 operational ACH associations and 13 other ACH groups in
various stages of organization. A total of 35 ACH's are
currently planned. Figure 7 shows their location.

Governmental Regulation

The financial industry contains many types of institutions
each with different purposes, forms, privileges, capabilities,
limitations and regulatory restrictions. The institutions of
primary concern here are depository institutions. Depository
institutions are classified as commercial banks and thrift
institutions., Normally only commercial banks may offer checking
account service. They may not pay interest on these accounts.
Allowable interest rates vary between commercial banks and
thrift institutions. The ability of a commercial bank to
operate branch offices is normally controlled by state regulations
whereas thrift institution branching is Federally regulated.

The industry is complex enough without EFT; with EFT, existing
regulations may be inadequate, .inapplicable, and capable of
accomplishing little more than complete confusion. A major
problem is that EFT systems eliminate most of the differences
between services offered by thrift institutions and commercial
banks. In an attempt to solve some of the problems created by

the advent of EFTS, a National Commission on Electronic Funds
Transfers was authorized in 1974, but over a year elapsed

between authorization and appointment of the committee.
Fortunately, a new bill has been signed into law delaying the
committee's reporting dates by a similar period. The committee
held its first meeting on February 6, 1976 0, Regulatory problems
posed by EFTS have not been solved; in fact, they are just beginning
to be addressed.

Legal Questions

Many legal questions will require resolution before the
future of EFT can be resolved. Because of limited experience
with EFT systems, all of the legal questions may not yet be
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known, but a substantial number have been raised. Some of
these questions relate to specific aspects, others address the
overall area of EFT. Some critical questions are addressed below.

1. Proof of Payment - Each of the EFT systems discussed
in Section II has a problem in providing proof of payment to
its customers. Checks, deposit slips, or sales receipts serve
as proof of purchase in our present payments system. In the
absence of these paper proofs, what will be available to demonstrate
proof of payment? In many states, legal codes do not make
explicit provisions for the admissibility of computer generated
business records. Unless this point is clarified, EFT users
may have no legal proof of payments made. This problem will
be further complicated in cases involving liability for errors
made either by users of the system or by the computer itself.
An additional legal concern over proof of payment involves the
impact of EFT upon attachment procedures.

2, System Security - In many respects, the opposite question
to proof of payments involves the security of EFT systems
against electronic fraud. Although system security is addressed
in Section V, the legal question of liability for loss through
breach of system security will require legal consideration
since all elements of the system may not be under the control
of a single party; exact points of transfer of responsibility
may be indeterminate; and exact point of electronic intrusion
may be difficult to determine.

3. Privacy - EFT systems could conceivably be abused to
obtain a great deal of information about an individual--his
salary, buying habits, and his location at the time of any
electronic transaction. The Privacy Act of 1974 will require
review in the light of the potential privacy issues raised
by EFTS. At least one state has already recognized some of the
problems of automated financial records of individuals. The
California Right of Financial Privacy Act permits access of
state and local government to such records only if disclosure
is authorized by (1) customer consent, (2) administrative
subpoena or summons; (3) court order; or (4) judicial subpoena.

4, Shared Facilities - The issue of control over EFT
facilities is not at all clear. Mr. Donald Baker, an official
in the Antitrust Division of the Department of Justice, has
warned that the ACH's may not be used to restrict competition
between commercial banks and thrift institutions. The first
ACH's in California are being operated by the Federal Reserve
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Board. Involvement of the "Fed" in systems utilizing point-of-
sale terminals, however, may be determined to be a violation of
statutory limitations which forbid this agency from dealing
directly with non-banking businesses. Although sharing of
terminals would seem to hold promise for reducing the cost of
capital equipments, the Justice Department has been reported to
be concerned_about such cooperation since it could lead to anti-
trust suits. On the other hand, some states have mandated
that off-premises terminals must be made available for sharing.
The issue seems to rest upon whether the sharing is determined
by the courts to improve or restrict the competitive environment.

In June of 1974, the Federal Home Loan Bank Board (FHLBB)
adopted regulations allowing Federal Savings and Loan Associations
(S&L's) to operate experimental EFT systems. This was the first

instance of a Federal financial regulatory agency issuing rules
in the EFTS area.36 This regulation allows Federal S&L's to
establish, maintain or use one or more remote terminals located
anywhere in the state of its home office or within the primary
service area of any branch located outside the state. A Federal
S&L may share remote terminals with other financial institutionms,
including other Federal S&L's, commercial banks or mutual banks.
In addition, the FHLBB may require sharing of the terminal with
another financial institution insured by the Federal Savings

& Loan Insurance Corporation whose home office or any branch office
is located within the same primary service area or Standard
Metropolitan Statistical Area.

5. Rights of Third Parties in Credit Transactions - If a
merchant extends credit to a customer on the basis of an EFT
credit check and later finds that information received from the
bank was in error, what are his legal rights against the bank
verifying the status of the customer? What are the customer's
rights in such a case? Again the present legal framework cannot
clearly resolve such issues.

6. Automatic Payroll Deposits - The Federal Government is
moving deliberately toward direct deposits of payroll checks
and benefit payments. The Air Force currently offers this
option to employees; the Social Security Administration offers
direct deposit to beneficiaries of its programs. Substantial
savings are realized through such payments as opposed to check
payments. To maximize savings all such payments should be made
through automatic direct depositing. Can automatic direct
depositing be legally required for such recipients? This
question must be resolved if the full potential of EFT is to be
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realized in this area. If the Federal Government is able to
require automatic direct depositing, state and local governments
and private industry, recognizing the cost efficien¢y of this
payment method, will be quick to follow. Again liability for
errors is a significant concern.

7. Branch Banking - As previously stated, the FHLBB has
promulgated regulations with regard to remote terminals. Such
terminals, if considered branch banks, would be subject to
restrictions of the Federal Reserve Board with regard to branch
banks. The Cemptroller of the Currency has stated that remote
terminals should not be considered branch banks but has limited
the allowable distance between a home office and an individually
operated terminal to 50 miles., He also authorized the sharing
of terminals, This decision was challenged by the banking
commissioner of Illinois, a state which does not allow branch
banking, in a suit against Continental Illinois National Bank
and Trust Company of Chicago which wanted to install a network
of 125 remote terminals.37 Federal District Judge Herbert L. Wills
prohibited the bank from operating remote terminals, declaring
them to be branch banks,38 Judge Mills did, however, express
his belief in EFT by encouraging the bank to seek revision of
the Federal law (McFadden Act) that limits branch banking to
the extent limited by state law, '

The legal questions discussed herein are not intended to
be an exhaustive analysis of all legal questions raised by EFT.
It has been stated '"the different types of legal implications
that might flow from (such a system) are as varied as the many
sources of legal rules out of which they might arise". The
intent here is to indicate the nature of legal issues which
must be resolved before EFT can reach its full potential, or
even survive.
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SECTION V

SECURITY

Although technology is presently available to implement all
of the types of EFT systems discussed in Section II, protecting
such systems from electronic invasion and fraudulent manipulation
remains a substantial problem. The problem involves security
against both internal fraud and external invasion. It should
also be recognized that security is an on-going concern; yester-
day's problems may be solved today, but new problems will continue
to surface. Potential losses to electronic theft are enormous,
and as long as the potential remains high, the battles between
the innovative thief and the protector will continue.

The threat of internal fraud is created by those who have
legal access to the system, This includes clerical personnel
in retail establishments and financial institutions, tellers,
computer operators, various employees of the ‘telephone companies
providing the communications links, and the customer. The
seriousness of this threat can be judged by the comparable
statistics from the non-EFT environment. The Department of
Commerce reported in 1974 that the estimated retail losses due
to ordinary business crime (ordinary crimes include burglary,
robbery, vandalism, shoplifting, employee theft, bad checks, 40
credit card fraud, and arson) would be $5.77 billion in 1974.
0f this total, employee theft would account for 13741, or $750
million. This figure does not include white collar crimes such
as embezzlement, which was reported at $188 million by financial
institutions alonme in 1975.42 Some internal fraud such as
clerks who overcharge and pocket the overcharged amount will be
favorably impacted by EFT since cash will not be readily
available for pocketing. Careless use of an identification card,
however, would enable clerks to make bogus charges against customer's
accounts. Specific threats are addressed by system below.

The threat of external fraud is created mainly through the
use of false identification. Depending upon the sophistication
of the identification used, system security can be very good or
very bad. The basic identification item involved in most EFT
systems is the plastic card. Unless more sophisticated card
systems are utilized, EFT systems will be as vulnerable to fraud
as present card systems are. The Department of Commerce reported
that losses from fraudulent credit cards cost banks about
$420 million in 1973. 3 Bad check losses, estimated to be
approximately $750 million in 197444, could be expected to
become card losses in a '"cashless'" society. Therefore the
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potential loss, at the 1974 rate could be in the order of $1.2
billion unless identification cards are made more secure.
Fortunately more secure identification techniques are being
developed to cope with this challenge.*

Check Truncation

The major security problem in check truncation systems is
internal., The possibility exists for non-existent charges to
be made against a customer's account since payments made are
reported to him only as debits on a monthly statement. Careful
review of limited data will be required to assure the validity
of all charges reported. The possibility for external fraud also
exists in that a thief could send bogus payment authorizations
to a bank in someone else's name, authorizing the transfer of
funds to his account or to a phony account established to
accept such transfers.

Automatic Payroll Depositing

The possibility of fraud in automatic payroll depositing
exists primarily at the point where the magnetic tape is
prepared. Payment authorizations to a dummy account could be
set up for receipt of funds diverted from legitimate accounts.
This tape preparation could take place at the paying company,
at the paying company's bank, at the clearinghouse, or at the
receiving bank. Such diversions could be discovered, but it
would probably take several days for the diversion to be recognized
by the payee and the system to be traced to discover the exact
diversion made. By that time, an adroit criminal could have
acquired the funds and disappeared. Such diversions could also
be accomplished by wire tapping if the depositing is accomplished
by electronic transmission.

Preauthorized Debiting

Preauthorized debiting transfers a great degree of control
over financial matters from the account holder to the bank.
This creates the possibility for the bank to accept bogus
authorizations which would allow funds to be fraudulently siphoned

*Tdentification techniques are discussed in Appendix C3.



from accounts. Since account statements would probably be
prepared on a monthly basis, plenty of time would be available
to the criminal to accomplish the fraud and disappear before it
could be discovered. The possibility exists for internal fraud
both from the company which has been preauthorized and from the
bank handling the account. Personnel at either location could
inflate charges and divert the overcharge to dummy accounts.
Such schemes could only be detected through careful checking of
the bank statements by the account holder. Time delays in
discovery and checking would benefit the criminal.

Point of Sale Terminals

The principal threat to POS systems is through false
identification., If a false identity is accepted to such a

terminal, the criminal would be able to accomplish any transaction
within the capability of that teminal. Compromise of such
systems could be the result of legitimate custaomer action.

For example, a system utilizing a PIN card combination could be
defeated by a customer who records his PIN either on the card
itself or elsewhere within his wallet and subsequently loses the
card and the wallet. Counterfeit cards also pose a significant
threat. Internal threats could stem from an operator of a
manned terminal who acquires identification information on
legitimate customers and uses it for his own purposes. Over-
charging customers and diverting the overcharged amount also
constitutes a hazard specially in a part-cash part-electronic
system where the diverted funds could be stolen from the cash
drawer.

Automatic Teller Equipments

The threat to automatic teller equipment-systems is through
false identification and is similar to that described for
unmanned POS terminals above.

It should be recognized that unauthorized access to EFT
systems can benefit a thief in a number of ways. The most
obvious way is through the transfer of money to the thief's own

account. Although this method offers immediate financial
reward it may not be the most profitable for the criminal.
Since such transfer includes a victim, the crime may be
discovered within a relatively short period of time. The theft
of information rather than of money poses a problem because
personal data within the EFT files also has monetary value.
Such thefts could go undetected for long periods of time since
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the victim's loss is not readily identifiable. As legal access
to such information is further restricted by provisions of

the privacy acts at both National and State levels, the value of
illegally acquired information will increase, making the crime
more profitable.

A third type of security problem which should concern
users of EFTS is akin to industrial espionage. If a company
could obtain a competitor's records of accounts receivable and
accounts payable, for example, it could learn supplier identities
and prices, discover proprietary secrets, time its own new product
releases or special sales more advantageously, or even enter
false information into these records thus completely destroying
the validity of the competitor's financial records.

Again, as with Section IV, the intent of this section is
not to treat exhaustively the subject of EFTS security. Rather
it is to identify some of the problems inherent in EFT. A
detailed analysis of card security is contained in the study
"Security Aspects of Electronic Bank Card Systems'" performed by
the MITRE Corporation for the American Bankers Association in
1974,
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SECTION VI

IMPACT OF EFTS UPON CRIMINAL USE OF FALSE IDENTIFICATION

The concern over the use of false identification in the
commission of crimes was the motivational force behind the establish-
ment of the Federal Advisory Committee on False Identification.
The major types of crimes investigated by the FACFI were: drug
smuggling, illegal immigration, fugitives from justice, fraud
against business, and fraud against govermment. Of these general
areas, EFTS has direct applicability to the areas of fraud
against business and fraud against govermment. In addition to
these areas of direct concern to FACFI, EFTS holds promise for
reducing types of crimes involving theft of money or negotiable
checks since the quantity of these items being circulated would
be reduced.

Fraud Against Business

The types of frauds against business which would be directly
impacted by EFTS are check fraud and credit card fraud. It
obviously follows that if the number of checks being written
is substantially reduced, those that are written can be subjected
to closer inspection before being accepted. Automated terminals
would provide cash, and POS terminals would allow direct electronic
payment. These new options would allow more merchants to
refuse to accept checks without fear of alienating customers.
Automated depositing would remove the pressure to cash payroll
checks. Therefore forgeries (which require impersonation)
would be substantially reduced. The capability of EFTS to
reduce credit card fraud would be directly related to the
degree of security provided by the card system used.

Fraud Against Government

EFTS offers several opportunities for the government to
reduce its losses due to false ID fraud. Automated depositing
would eliminate loss or theft of payroll and benefit checks. It
would eliminate reissue of checks claimed to be lost or stolen
but subsequently cashed. It would also save the costs associated
with investigation and legal actions related to such fraud.

If the methods used to identify recipients of government benefits
contained unique personal identifiers, security measures could also
be developed to ensure against a claimant using more than one
identity. This possibility would, of course, require careful
consideration to avoid privacy invasion.
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Overall Impact

The overall impact of EFT upon the use of false identification
should be substantial, Although there will be a direct impact
upon the two areas discussed above, other areas should also be
favorably impacted. Improvements in identification technology
will be required to protect EFT systems from fraud. These
improvements will be carried over to other areas in which false
identification is being used to commit crime. Criminal users
of false identification will have to be more sophisticated to
overcome improved system capabilities. The net result should be
the commission of fewer crimes because of the greater degree of
sophistication required. It would be hoped that the number of
violent crimes would be reduced also because less cash would be
available for theft. On the other hand, the payoff for an
individual criminal act would be expected to increase if the electronic
protections could be defeated.
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SECTION VII

CONCLUSION

The consensus among banking industry, government, and retail
industry representatives appears to be that EFT systems will be
the payments systems of the future. The technology of EFT
terminals is progressing rapidly; installation of such systems
is also increasing. Adverse legal decisions are being appealed,
regulatory agencies are restructuring their thinking to account
for EFT, banks and thrift institutions are looking to EFT as a
means to gain competitive advantages, and EFT customers are
increasing rapidly. The opportunities available to merchants
and financial institutions are indeed substantial. EFT also
offers opportunities to reduce crime through the reduction of
negotiable paper in circulation. Specific trimes affected
include purse snatchings, muggings, robberies, burglaries,
and crimes involving the use of false identification. Crimes
in the latter category include check fraud and credit card
fraud--crimes which presently net criminals over $1 billion per
year. Yet all is not without concern and problems. Some of
these have been addressed above. There are risks involved in
the utilization of EFT systems, and these risks are substantial.
Conversely, the benefits to be gained are also substantial.

Most attention to the benefits, however, has centered on benefits
to the financial institutions. Results so far show that EFT
systems do increase deposits, that new deposits are substantially
greater than withdrawals, that bad check losses are reduced, and
the volume of check cashing decreases.45 Benefits to the
customer need more attention. The customer needs a realistic
appraisal of benefits to be gained and risks to be taken.
Security of EFT systems is a very real concern and presents
significant problems. It would be unrealistic to assume that

EFT systems can be made invulnerable to the risks addressed
above. If the risks are recognized and means are found to provide
reasonable protection from these risks, EFT can realize the
potential it offers and become a significant part of the future
payments system,
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SECTION I

INTRODUCTION

The ever increasing complexity of society is creating a
problem which affects us all. We are ever more frequently
required to prove to others whom we do not know that we are who
we claim to be. Since we are not known by all of the people
with whom we interact, it is important that they know our
identity (identity is defined as '"the condition or fact of being
some specific person..”)l. How do we identify ourselves to others?
Under what circumstances should we be required to identify
ourselves? Can modern technology assist in this identification
process? 1In order to answer these questions, it is necessary to
examine the ways in which we interact with each other and why it
is necessary that identity be established. Two types of inter-
actions are addressed in this paper: transactions and access
control. Transactions are those situations which involve the
exchange of items of value; for example, the exchange of goods or
services for cash. Access control involves the controlled admission
of an individual into an area which is not available to everyone;
for example, the entry of a person into a secret government
building. Three types of interactions will be investigated:
manual, semi-automated, and automated. Manual interactions
involve the use of no special equipment. Semi-automatic techniques
utilize special equipment to assist in the identification process,
but the decisions are made by individuals. Automated techniques
involve the use of special equipment which performs the identifi-
cation process, makes the decision, and completes the desired
action, either the transaction or the admission, without human
intervention. Characteristics of special equipment capable of
performing the semi-automated and automated interactions will be
examined to establish capabilities and susceptibilities to two
kinds of errors:

Type 1 - failure to recognize a legitimate identity
Type 2 - failure to reject a false identity

Security problems associated with this special equipment will be

addressed, and the effect of such equipment on the false identifi-
cation problem will be explored.
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SECTION II

INTERACTION TYPES

To an increasing extent, interactions in our society are
becoming depersonalized. Formerly a merchant knew his customers.
He not only knew their names, he also knew their families, their
reputations, and their financial status. This was possible
because the number of his customers was small, they came from a
small geographical area, and their assets were readily visible.
Recently, however, a merchant's customers have become far less
well known to him, He has more customers; they are more
mobile; and, therefore, come from a much larger geographical
area; he has less contact with them, both as customers and
neighbors; and their assets are no longer visible enough to allow
evaluation of financial status. This lack of knowledge of his
customers has made the extension of trust, or credit, more risky
for the merchant and has increased his potential for loss. Yet,
the extension of credit has become so widespread that few
merchants feel that they can afford not to offer this service.
Acceptance of checks poses a similar problem to the merchant since
their use is so widespread. For example, the typical food store
receives checks for 857 to 907 of its total sales. Although
losses from bad checks cashed by food stores are reported to have
exceeded $450 million in 19742, competition almost requires
provision of this service. The same loss of personal knowledge
is occurring between employer and employee. As a company grows,
personal recognition can no longer be used to assure the identity
of employees. More rapid turnover in recent times has also
contributed to the problem. Although there are many reasons
why a business needs to be able to distinguish between employees
and non-employees, the principal one involves protection of the
property of the employer from theft. Such theft may involve
merchandise, cash, or documents. In order to protect against
the additional threats created by the loss of personal
knowledge between the parties of an interaction, systems of
identification verification must be adopted to replace personal
recognition.

Transaction

A transaction has been defined as a situation which involves
the exchange of items of value. The most common example of a
transaction is the purchase of goods or services for cash (checks
and credit cards are included since these instruments merely
delay the consummation of the cash transfer).

c-57



Access Control

Access control is defined as a situation which involves
admission or exclusion of a person from a specific location or
area. Access control would include entry of persons into
industrial or secure govermmental facilities, entry of foreign
nationals into the country, and entry of persons into private
facilities (e.g., club houses, parking lots, safe deposit areas
and boxes, etc.). Such access must be controlled to protect the
rights and privileges of those who are legitimately authorized
such access and of those who authorize the access, while
restricting unauthorized individuals from these privileges and
rights.
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SECTION III

IDENTIFICATION TECHNIQUES

Adequate identification is a necessary part of any inter-
action., Identification may be accomplished in any of the
following ways:

Manual Identification

Manual identification may be accomplished by personal
recognition, visual comparison, or information comparison. The
corner grocer uses personal recognition to identify most of
his customers. From long association, he recognizes his customers
on sight. He requires no other proof of identity. A new or
unknown customer may be requested to show his driver license to
establish his identity before the grocer accepts a personal
check. The grocer will use visual comparison of the customer's
appearance with the picture on the license. If no picture is
included on the license, verification might be accomplished by
comparing information on the check and license; such as name,
address and signature. These are all manual identification
procedures since the merchant uses no equipment to assist him.

Semi-automatic Identification

A merchant who uses equipment to assist himself in making
identifications, but reserves the final decision for himself
is using semi-automatic procedures. Such procedures may include
document recognition, data comparison, and data retrieval., Document
recognition is accomplished by a device which examines @ specific
characteristic of the document itself (such as thickness, size,
or material), A device which reads a number from a plastic
card and compares that number with information stored in its data
base is using data comparison. A device which has the capability
to contact a remote computer, such as one at a customer's bank,
to verify the existence of an account and its current balance
or the acceptibility of a transaction is using data retrieval.

Automatic Identification

Devices which have the capability of accomplishing the
identification function without human assistance are performing
automatic identification. Such devices utilize either document
recognition or data comparison or both to accomplish identification.
Document recognition is accomplished as described under semi-
automatic identification above. Complete reliance on this method
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of accomplishing automatic identification is risky, however,
since it establishes only the validity of the card and does not
establish a relationship between the card and its bearer. Thus
a system utilizing only document recognition would be subject to
defeat by the fraudulent use of lost or stolen cards. Devices
utilizing data comparison techniques seek to establish identity
through the comparison of information provided by an individual
with data either stored in the device or in a location accessible
to the device. Data used by such devices are of two types:
personal knowledge and personal chara¢teristics. Personal
knowledge data are entered into the device through a keyboard.
Secret numbers or passwords are examples of such data. Devices
us ing personal characteristics measure such attributes as
weight, speech patterns, or signature characteristics.

Systems utilizing personal knowledge seem to be favored in
transaction control because:

1. They are, at least at present, less expensive.

2. They require less storage of data per individual, and
are therefore more applicable for systems serving large populations.

3. They are less dependent upon the manufacturer of the
equipment, therefore terminals supplied by more than one manufacturer
may be used in the same system.

4, Initial identification is accomplished by the use of a
card similar to a credit card and therefore the systems appear
to be a natural extension of current systems already familiar
to a large segment of the population.

Systems ytilizing personal characteristics appear to be
favored in access control applications because:

1. There is no need to remember a personal characteristic.

2. Personal characteristics are far less susceptible to
compromise than personal knowledge and therefore a higher degree
of security can be attained.

Personal knowledge systems recognize a unique code corresponding
to a specific individual., Systems which measure personal
characteristics, however, measure data which vary from time to
time.3 This variance is called "intrapersonal measurement
variability". A desirable characteristic for measurement is one

Cc-60



which has a small intrapersonal variation and a large interpersonal
variation because data associated with such a characteristic tend
to be more readily associated with a given person. Figure 1
illustrates "interpersonal' and "intrapersonal' data variability.
For purposes of illustration, assume a population of 5 people
whose weights are 150, 160, 170, 180, and 190 pounds respectively.
If, during the course of a normal day, each person's weight
fluctuates 2 pounds, centered around the specified (nominal)
weight, the intrapersonal weight variability would be 2 pounds
(see "a", Figure la). The interpersonal weight variability would
be a minimum of 8 pounds (e.g., 181 to 189, see 'b'", Figure la)
and a maximum of 42 pounds (e.g., 149 to 191, see '"c", Figure la).
In this sample population, weight would be an acceptable
characteristic for identification because the intrapersonal
variability is small compared to the interpersonal variability.

This population is unrealistic because of its small size and its
weight distribution. A second population is illustrated in
Figure 1b. This population includes 13 people whose weights

are distributed as follows: 1 at 150, 2 at 160, 4 at 170,

4 at 180, and 2 at 190 pounds. In this case, assuming the same
daily weight fluctuation as stated above, the intrapersonal
weight variability would still be 2 pounds and the maximum
interpersonal weight variability would still be 42 pounds, but
the minimum interpersonal weight variability would be O since
there are several people who have the same nominal weight. 1In
such a population, weight would not be an acceptable characteristic
for identification. A 'mormal' population, of course, would
contain a very large number of individuals whose nominal weights
would not be concentrated at values which are multiples of 10
but would be distributed more or less continuously across the
weight scale. Such a normal population would exhibit the same
values of intrapersonal and interpersonal weight variability

as shown in Figure 1b. 1In order to meet the requirement for
small intrapersonal variability and large interpersonal variability,
therefore, characteristics far more complex than weight are
required.

When an individual is enrolled in a personal characteristic
measurement system, a set of measurements is taken of each
characteristic utilized. The average value of each set is
calculated and stored in the system's computer memory with the
individual's assigned identification number. When a person
enters an identification number, the characteristics being used
by the system are again measured and compared against the
values stored in the computer for that identification number.
Because of the variability in this data mentioned above, personal
characteristic measurement systems are subject to two types of
errors:
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Type 1 - failure to recognize a legitimate identity
Type 2 - failure to reject a false identity

A type 1 error occurs when the difference between the stored

value and the measured value is larger than the deviation allowed

by the system design. This situation occurs because of intrapersonal
measurement variability. It may be caused by the lack of due care on the
part of the individual (if, for example, handwriting or voice
characteristics are measured), different circumstances between

the taking of the stored data and the test data (extra clothing

or a carried parcel if weight is the characteristic), or by

criteria which are too exacting (not enough allowance for intra-
personal measurement variability). This type of error is also

known as a false alarm or an insult. A type 2 error occurs

when an imposter challenges the system and is not discovered.

Such an error may be caused by an imposter who knows not only how
the system works but can also approximate very closely the
measured characteristic of the impersonated individual (e.g.,
by mimicry or forgery), by criteria which are too loose, or by
reliance upon a characteristic which has a small interpersonal
variability. A properly designed system must consider both
types of errors., Criteria which establish acceptance levels

for one type of error without similarly controlling the other
will not effectively solve the identification problem. Figure 2
illustrates system performance as defined by type 1 and type 2
error rates, The type 1 error rate curve is constructed by
taking two measurements each from a large population of subjects
and plotting the differences. It should be anticipated that the
differences would be small most of the time, i.e., the intra-
personal variation is small. The type 2 error rate curve is
constructed by taking a large number of measurement pairs, one
each from two different subjects. This curve shows that most

of the time there is a relatively large difference, i.e., the
interpersonal variation is large. If a decision is made to
accept all persons who demonstrate a difference of 3 or less
between the measured value and the stored value, the decision
will result in a type 1 error rate of 12% (127 of the time a
valid identity will be rejected) and a type 2 error rate of 127
(12% of the time an imposter will be admitted). If, however,
the threshold is set at 4, the type 1 error rate will be

reduced to 3%; but the type 2 error rate will be increased to 22%.
A single threshold value is not a desirable strategy for this
reason. Normally two thresholds are established. The decision
will be reached in the following manner:
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1. If the difference is
4%), the applicant's identity

2. If the difference is
of 3%), the applicant will be

3. If the difference is
made on that measurement.

2 or less (type 2 error rate of
will be assumed to be validated.

4 or greater (type 1 error rate
assumed to be an imposter.

between 2 and 4, no decision is
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SECTION IV

EQUIPMENT REQUIREMENTS

This section discusses the requirements for devices which
assist in or accomplish identification. Manual, semi-automatic,
and automatic operation is discussed for both transactions and
access control. Emphasis is on the actions accomplished by the

equipment.

Manual Operation

As defined, manual identification is accomplished without
the assistance of special equipment. There are, however, some

devices which may be used to assist in the establishment of
identity. Identification documents are examples of such devices.
An example of this would be a customer identification card, which
authorizes the bearer to cash checks. It could also be a driver
license which contains a signature, which could be used for
comparison with the signature on a check. A special case of

the use of a signature is the traveler's check which requires

the purchaser to sign it at the time of purchase and again

when it is cashed. Manual access control may be assistzd by a
picture badge, which a guard compares against the physical appearance
of the one seeking admission. Passports and border crossing
cards are also used to assist manual access control.

Semi-automatic Operation

Semi-automatic identification utilizes equipment to assist
in the identification function but leaves the decision to a
person. Transactions may be assisted by terminals which allow a
clerk or teller to access a computer data base to determine the
status of the customer's account. Such terminals are common
parts of electronic funds transfer systems (EFTS).* These
terminals read plastic cards which contain the customer's account
number (the number embossed on the card and recorded on a stripe
of magnetic film), transmit inquiries to the computer which
stores account status information (either the store's own system
or that of the customer's bank), receive information back from the

*EFT Systems are discussed in Appendix Cl.
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computer, and display data before the clerk or teller so that

the transaction may be approved. Figure 3 illustrates such a
system. Semi-automatic access control normally involves the
transmission of images from several entry areas to a single
remotely located guard station where admission decisions are made.
Images transmitted normally include a closed-circuit TV picture of
a person and a picture badge, which are used by the guard to
verify the identity of the person seeking admission. A separate
camera covers the area immediately adjacent to the door or a
"holding" area to allow the guard to ascertain how many people
are seeking admission simultaneously. Although there are many
types of TV assisted access control systems, a typical system
might operate as follows:

1. The applicant approaches the entrance and rings a bell
to alert a guard at a remote location that someone wishes to
enter,

2. The guard illuminates the area and activates the closed-
circuit TV camera.

3. The applicant places his identification card or badge
into a terminal.

4, The applicant's image and that of his card are displayed
at the guard's position, and

5. The guard decides to admit the applicant.

Figure 4 illustrates a typical closed-circuit TV access control
system.

Automatic Operation

Identification which is accomplished by a device without
human assistance is considered automatic. Automatic identification
systems utilized in transactions normally utilize cards as part
of the identification process. Such systems must perform two
functions:

1. wvalidate the card, and
2. link the card to its authorized user.

Several schemes have been devised to enable automatic equipment
to distinguish between valid and counterfeit cards. These
schemes are based upon the addition of special substances or
printing which can be detected by an appropriate device. The
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effectiveness of the particular scheme used is measured in
terms of the difficulty required to detect and duplicate that
scheme. Examples of some schemes used are discussed below.

1. Reflector implants - This technique involves the location
of small infrared reflectors, or a reflectorized film containing
encoded holes, in the core material of the card. The reflectors
are randomly located, but their position is precisely measured.
The card also contains a magnetic stripe upon which has been
recorded identification information. The position of this information
in relation to the reflectors is also precisely measured and
encoded on the magnetic stripe. When a potential customer places
this type of a card into a "reader", the following actions are
accomplished:

@ the information recorded on the magnetic stripe is
decoded,

@ the type of reflectors is ascertained,

@ the distance between the reflectors and the initial
bit of data stored on the magnetic stripe is measured,

@the measured distance is compared with the recorded
distance,

@if the distances match, the card is accepted as valid.

In order to defeat such a technique, a counterfeiter would need
to produce a card containing the appropriate holes or reflectors
of the right size and position. Then he would have to record
appropriate information on the magnetic stripe in exactly the
same position as on the genuine card. Such a technique is
relatively inexpensive to produce but extremely difficult to
duplicate.

2, Microcircuit implants - This technique is similar to
reflector implants except that the implant consists of a tiny
electrical circuit. The terminal device measures the electrical
characteristics of the circuit instead of the distance mentigned
above. This information is recorded on the magnetic stripe.

3. Surface printing - This technique imprints a unique
code upon the card. The code is then encrypted and recorded
upon the magnetic stripe. The code may be a design, a series
of carefully located stripes, magnetic ink, or some other
characteristic. The terminal reads the recorded data,
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measures the critical feature of the imprint, and compares the
two to establish card validity.

4, Other features - Other features may be used to validate
a card. One such feature is physical measurement, such as the
thickness of a card at a specific point. Usually such measurements
would be taken over the magnetic stripe to insure that the stripe
has not been covered by another layer. Radioactive substances
have also been used as implants,

All of the features discussed above are designed to protect
cards against counterfeiting. They do not attempt to validate
the user. Features described below are designed to assure that
the user of the card is the one to whom the card was issued. The
most common method used to verify a card user's identity is through
the use of a personal identification number (PIN). The PIN is a
unique number assigned to a customer when he is issued a card.
Some systems allowethe customer to select his own PIN which may
not be unique. In such cases, an algorithm links this PIN to
another number, assigned by the system and called TPIN (true PIN)
which is unique. Some systems encode and record the PIN on
the magnetic stripe while other systems also store an "offset",
which is a number used to relate the PIN selected by the customer
to the TPIN. 1In order to establish his identity, a customer
places his card into the terminal and enters his PIN through the
terminal's keyboard or an associated entry device. The terminal:

1. Reads the information recorded on the magnetic stripe.

2. Decodes the information and determines the customer's
PIN (either directly or through the offset).

3. Compares the PIN derived from the coded information
with the PIN entered by the customer.

If the derived PIN and the entered PIN match, the terminal
accepts the customer for the transaction of business. Figure
5 illustrates this procedure.

Access control systems could also use the type of identity
verification described above. Such systems could be used to
control access to parking areas or to clubhouses where the
facilities are used by the members of a restricted group at
non-standard hours. A reasonable degree of protection and control
may be provided at a cost less than that of a guard or attendant.
Where a higher degree of control is required, more sophisticated
systems, which measure personal characteristics, may be required.
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The sophistication of the technique used should, for economy

as well as convenience, depend upon the degree of control
required. This degree of control is usually based upon the
consequences of system error. It should also be recognized that
the significance of errors differs not only between applications
but also between type of error. For example, a higher rate of
type 2 errors (failure to reject a false identity) would have
less consequences for a system controlling access to a parking
lot than for one controlling access to a storage facility for
secret material. Similarly, a higher rate of type 1 errors
(failure to recognize a legitimate identity) could be more
acceptable at a manned access control station than at an unmanned
one since an attendant could assist in resolving the error.

Automated access control equipment which utilize personal
characteristics to establish identity operate in the following
manner:

1. Measure some personal characteristic of the person
seeking to be recognized (unknown person). This is usually
accomplished by converting the measured characteristic to an
electrical signal.

2. Compare the measured value with a reference value obtained
at an earlier time from a known person (the one the unknown
person claims to be). This is accomplished by taking the
difference between the measured value and the stored value.

3. Decide, on the basis of the value comparison, whether
the unknown person probably is, or probably is not, the known
person.

This decision is based upon a set of constraints designed into
the decision logic of the system. This logic usually contains
two threshold values for the difference between measured and
stored values. If the measured difference is less than the lower
threshold value, a match is assumed and the claimed identity is
accepted., If the measured difference is greater than the higher
threshold value, a mismatch is assumed and the claimed identity
is rejected. If the measured difference falls between the two
threshold values, identity is questionable. The decision logic
provides instructions to the system on the basis of decisions
made. Usually an applicant is given a number of attempts to
have his claimed identity accepted. If he is unsuccessful after
this number of attempts (if the system rejects or questions), he
is rejected and must resort to other means to be identified.7

c-74



Systems which utilize a characteristic which is subject to change
over time usually contain the capability to update the stored
value on the basis of each new set of accepted measurements.
Characteristics which are currently being used in automated
identification systems include: fingerprints, finger length,
voice, and signature.8

® Fingerprints - Systems which utilize fingerprints
as the personal characteristic are currently in production. The
system requires the applicant to enter an identification number
through a keyboard and then position his finger on a special
surface where it is scanned by the terminal. The relative
locations of ridge endings and ridge branches, the "minutiae"
of the fingerprint, are encoded and compared against the reference
file stored under the identification number entered by the
applicant.9

® Finger length - Finger length measurement is accomplished

by a terminal much like that used for the fingerprint. The
applicant enters his identification number, permitting the

terminal to access the stored data, and places his hand in a
prescribed position on the viewing surface. The technique is
reported to be receiving favorable acceptance in systems with
relatively small populations, such as employees seeking admission
to stock brokerage firms or students entering school cafeterias.l0

® Voice - Voice measurement systems encounter a problem
not present in fingerprint or finger length systems: the measure-
ment data derived from a %iven speaker saying the same words two
times are not identical.l Therefore, it is necessary that
sevegal speech samples of the key statements (those to be used
to determine identity) be evaluated by the computer during the
establishment of the file data to insure reliable comparisons
during the control function. It is also necessary that the data
file be refreshed with each successful use to compensate for any
variation over a period of time.

@ Signature - Like voice patterns, no two signatures by
the same person are ever identical., In fact, two identical
signatures constitute legal evidence of forgery by tracing.12
It is also true, however, that once initiated, the act of
producing one's natural signature is not a deliberate act. The
actions are predetermined and are not under direct eye-to-brain-
to-hand control. Again, because no two signatures are identical,
the computer data file must be built up on the basis of several
sets of entered data and constantly refreshed over time. Various
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aspects of the signature may be utilized in the construction of
the data file. For example, elapsed time to complete the
signature shows striking consistency. Successive signatures of
most individuals show a time deviation of less than 10 msec.l%
Pressures and pen acceleration patterns exhibited during
corresponding pen strokes likewise are quite comsistent.
Therefore, the signature provides a useful source of measurements
for automated personal identification.
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SECTION V

SECURITY ASPECTS OF AUTOMATED IDENTIFICATION

Thus far automated identification has been addressed from
the aspect of how a person proves his identity. Although this is
a valid concern of people in a complex society, another aspect
of the identification problem may be of more practical, if not
philosophical, concern: how does one protect himself against
fraud based upon the use of false identification or imposture in
his dealings with other people? The security aspects of each
type of identification technique described in Section III are
addressed below.

Manual Identification

In very small, statiec populations like the customers of
the corner grocer referred to above, manual identification usually
proves to be very effective. As the size of the population and
its rate of turnover increases, however, manual identification
(or personal recognition) becomes increasingly ineffective.
A merchant might attempt to assist his employees in the identifi-
cation function by supplying 'courtesy cards'" to his established
customers., These cards are usually the first visible evidence
of the establishment of a trust (credit) relationship. They
also represent the first opportunity for the use of fraud through
the use of false identification. It is common practice for
businesses to request credentials from strangers to verify their
identity. Driver licenses, social security cards, passports,
company identification badges, or law enforcement credentials
would appear to provide proof of identity, but all have been used
to commit frauds. The American Bankers Association, recognizing
the seriousness of this problem, has advised its members...
"know your endorser. Be cautious with strangers. Remember--no
credential is foolproof", Neither is personal recognition
foolproof. Humans are capable of making both types of errors
defined in Section I even when using personal recognition. The
error rates are dependent upon such factors as length of time
the individual has been known, frequency of contact, similarity
of the circumstances of the contacts, consistency in clothing
and personal appearance, and degree of attentiveness. Humans
also suffer from a weakness unknown to machines. They are
capable of being '"conned". Since the probability of human
error cannot be readily measured, nor can the frequency of human
error be easily controlled, the identification function is being
increasingly assisted by automation.
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Semi-automatic Identification

Cards used in semi-automated identification systems contain
magnetic stripes upon which identification information is stored.
The information on this stripe can be easily read and electronically
recorded on another piece of magnetic tape. The act of fraudulently
obtaining information stored on the magnetic stripe of a card in
this manner is called '"skimming'. There is no known way to
prevent skimming. The information stored on the card is intended
to be read by any of a variety of terminals; thus a card which
relies solely on the information on the stripe to identify a
customer is highly vulnerable to fraud. Protection is provided
by linking the information on the stripe to other information,
either on (or in) the card itself or memorized by the person to
whom the card is issued., Other information on the card could be
any of the types described in Section IV, Information memorized
by the issuee would be represented by the PIN discussed previously.
One of the problems inherent in the use of memorized information
is that people have a tendency to mistrust their memories and
record the PIN, sometimes on the card itself or elsewhere in the
wallet. If the card is lost, the wallet is usually lost also,
and the PIN is susceptible to compromise. Although this tendency
seems to be more prevalent when the system assigns the PIN than
when the customer does, PINs selected by the customer are not
random and therefore offer less security than ones which are
assigned. (For example, the tendency of people to choose holidays
and birthdays as '"'secret code numbers'" is well known.)

It should be recognized that a counterfeiter is not concerned
with exact duplication of a card. He is interested only in
producing a card which will satisfy the terminal being used. The
security of a card system, then, may be evaluated in terms of
the accessibility of secret codes on or in the card, the difficulty
of altering information on a card or transferring the information
to another card, and the cost and technological complexity involved
in creating a successful counterfeit, 17

In addition to the card security features discussed above,
access control systems utilizing closed-circuit TV must be
designed so that the indirect means of viewing the applicant for
entry is not used to the benefit of the intruder. Fields of
view must be large enough to insure visibility of the total
area immediately adjoining the entrance. Many applications use
an entry booth rather than direct access from uncontrolled space.
Such booths provide greater assurance that the number of persons
entering is controlled by the remotely located guard. Minimum-
distortion optics and proper lighting are required to minimize

c-78



identification errors. Color is also valuable since it creates
another dimension for the intruder to duplicate.

Automatic Identification

In addition to the security considerations discussed for
semi-automatic identification, two additional problems are
present in automatic identification. The first of these is
encountered in transaction terminals having both read and write
capabilities. Such systems utilize terminals which read information
(e.g., account balance) from the magnetic stripe on the card to
authorize a transaction (withdrawal) and then write new information
(new balance) on the stripe following completion of the transaction.
Stripes with special features, such as multiple tracks or response
to multiple recording levels, provide a degree of security against
counterfeit cards because of the difficulty of matching the read/
write characteristics of the system. Cards utilizing imbedded
materials or sophisticated patterns (such as those produced through
holography) provide security because the methods used to produce
these cards are very expensive. The second security consideration
in automatic transactions is encountered in systems which transmit
the information read from the card to a central computer which
performs the identification function. In such systems, the
communications link may be the most vulnerable part of the system
since this link may be tapped, jammed, or '"spoofed" with false
information.

Automated access control systems utilize one of four basic
concepts: a card, a memorized number, a personal characteristic,
or a combination of the first three. The first two of these by
themselves are group identification techniques rather than personal
identification techniques. The first, the card, is representive
of the type of system which would control access to a parking lot,
Authorized users of the lot are issued cards which activate the
entry gate. Anyone having possession of a card may use the
facility. Since the risk of loss through counterfeit or use of
a lost or stolen card is small, security provisions of such a
system are minimal. They would probably be restricted to
periodic reissue or rerecording of the cards. The second, a
memorized number, is again a group identification technique. A
door key is replaced by a lock which responds to a punched-in
number. The same number is used by everyone. Although such a
system is not subject to compromise through counterfeit or fraudulent
use of a stolen or lost item, the system is easily compromised
through user negligence and intruder observation. Security is
provided through observation by legitimate entrants., If they
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see and report an unknown individual within the secure area,

and investigation shows that the system has been compromised,

the number can be changed. What little security such a system
provides depends upon initiative of the legitimate entrants. The

third concept, personal characteristics, has several security
features which are different from the two previously discussed.
First, systems utilizing this concept are personalized, that is,

they seek to identify a specific person; and second, error rates

may be modified to suit the requirements of the application. These
error rates are a function of the thresholds established, but may be
further modified by allowance of multiple attempts (to reduce

type 1 errors) and the measurement of two independent characteristics
(to reduce type 2 errors).

This discussion has not attempted to resolve all security
issues involved in automated personal identification systems.
Rather it was intended only to point out that there are different
types of systems which require different types of design
considerations to achieve optimum performance.

It is significant to note that in a trial conducted before
U. S. District Court Judge Alexander Harvey in June 1976,
Bertran E. Seidlitz was convicted of stealing computer information
from the Federal Energy Administration. Seidlitz was able to
access the computer by punching secret passwords into a
keyboard attached to his telephone, thus establishing apparent
authority to access the records. As a result of his conviction
of "fraud by wire", Seidlitz could be fined up to $1000 and
imprisoned for five years on each of two counts. The conviction
has been called a '"landmark" in legal efforts to protect
computer data systems from such frauds.
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SECTION VI

APPLICABILITY TO THE FALSE IDENTIFICATION PROBLEM

The concern over the use of false identification in the
commission of crimes was the motivation for the establishment
of the Federal Advisory Committee on False Identification. The
major types of crimes investigated by the FACFI were: drug
smuggling, illegal immigration, fugitives from justice, fraud
against business, and fraud against government. Automated personal
identification technology can be applied to all of these areas
since it provides a means for verifying an individual's identity.
The type of system utilized must be based upon several considerations.

Among these are:
@ the degree of security required

® the frequency of use by a specific individual and by
all users

@ cost
@ acceptibility to the users of the system

Not all considerations are applicable to all systems, however.

For example, the use of automated identification techniques may
not be as applicable for customs utilization to reduce drug
smuggling as it would be for access control to a secret facility
since customs officers are required for other entry control
functions. Similarly, a personal characteristics measurement
system could be too time consuming for use at a busy border
crossing station. Although the individual use anticipated will
necessarily alter the type of identification system utilized,
automated identification systems offer capabilities which can
improve crime prevention efforts in all of these areas. At

the same time, greater reliance upon such systems could lead to
potentially greater losses. The sophistication of such systems
should make them immune to defeat by all but the most clever
criminals, but successful defeat, particularly in business applications,
could lead to huge losses since direct access to the total assets
of a business could be gained through its computer. Although

this possibility must be considered, it at least presents law
enforcement officials with a challenge they can address.
Sophisticated identification systems can greatly reduce the number
of crimes committed through the use of false identification. This
will allow concentration of efforts against the limited number of
criminals who are able to defeat these systems.
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SECTION VII

CONCLUSIONS

The extent to which trust and credit are used within our
society is constantly increasing. Their use can be broadly
divided into two types of interactions between people: transactions
and access control, In transactions, the extension of
credit to a customer exposes a merchant to two types of risk: default
by a valid debtor and default by a fraudulent debtor. Automated
personal identification holds substantial promise for reducing the
second type of risk. Access control also involves two types of
risk; risk that the one seeking access is not who he says he is and
that access is sought for illegal purposes. Automated personal identifi-
cation techniques hold promise for reducing the first type of risk.

The risks associated with both extension of credit and trust,
therefore, may be reduced through the use of automated identifi-
cation techniques.

It should not be assumed that the installation of automated
personal identification equipment will eliminate the risks
identified above. None of these systems is foolproof. The best
techniques associated with card manufacture and coding can be
reproduced or defeated. The most secure technique can be
compromised. Communications links can be tapped. Transmitted
data can be intercepted and modified. Personal characteristics
recognition systems are subject to error, The two types of
errors are interrelated. This means that if not everyone is to
be rejected, it must be recognized that some unauthorized
individuals will be accepted. All of the techniques discussed
have merit by themselves, but greater capabilities can be
achieved by combining techniques, for example, by using an anti-
counterfeiting feature and a PIN in a card system, or by using
two independent personal characteristics. Various degrees of
security can be achieved, but the criminal element will be
constantly attempting to defeat these systems because the
potential for gain is high. Therefore, constant vigilence must
be maintained to insure that the degree of security desired
from a system is achieved.
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INTRODUCTION

As part of its charter to "educate the public regarding steps
which may be taken to reduce the criminal use of false identification,"l
the FACFI wishes to present information on commercially available pro-
ducts and methods that could reduce false ID fraud. Appendices Cl and
C2 were designed to provide an overview of some of the technology
available. We recognize that the community or a businessman faced
with increasing levels of false ID crime may well need information on
specific products and their potential to solve particular problems.
However, any attempt by the FACFI or its staff to produce a com-
prehensive list of such products would probably err by omission.
Therefore, an effort was made to elicit product information from the
sources themselves.

The advertisement shown as Exhibit I was placed in the
Commerce Business Daily, a Federal newsletter in which government
solicitations and announcements to private industry are frequently
made. The item appeared on January 6, 1976. Information was requested
on any product or method having a proven potential for reducing false
identification fraud; respondents were asked to address such points
as initial and operating costs of the system offered, probability of
defeat by counterfeiting, alteration, or imposture, and the impact of
the system on the public, especially with regard to convenience and
privacy.

A wide variety of initial responses to this announcement was
received by the Department of Justice; replies ranged from standard
sales brochures to detailed analyses. The respondents themselves
included a number of independent inventors and small business, as
well as a few large corporationms.

The responses were examined by the FACFI's technical staff
(the MITRE Corporation) and rewritten in the form of condensed,
standardized "information briefs'. However, the staff did not analyze
or comment on any claims made by the respondents. The information

1. Notice of Establishment of Federal Advisory Committee on False
Identification, Federal Register, vol. 39, no. 205, p. 37516,
October 22, 1974.
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briefs were returned to their respective sources for amendment and
public release. They have been reproduced in this Appendix with the
exact wording used by each respondent in the released version of the
information brief.

The responses have been grouped for the convenience of the
reader into three categories: fingerprinting devices, document
security techniques, and personal identification techniques. Within
each category, product descriptions are listed by source in alphabetical
order. Where a particular item of information was not supplied by the
respondent, the product description contains the phrase 'mot contained
in CBD (i.e., Commerce Business Daily) response'.

Because of the method used to gather the information, the
list of products described in this appendix represents only a sampling
of commercial techniques to reduce false identification fraud. We
must also stress that the product descriptions and claims are the
responsibility of the individual offerors of these products. The
appearance of these product descriptions in the FACFI report does not
constitute endorsement of these products by the FACFI, its staff, or
the Department of Justice. We have not verified any claims made on
behalf of these products by their offerors, and are not responsible
for the accuracy of these claims.
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Exhibit |

Announcement in Commerce Business Daily*

FRAUD RESISTANT IDENTITY VERIFICATION DEVICES. The Federal
Advisory Committee (FACF!) of the Dept of Justice is currently studying the problem
of the criminal use of false identification and its potential impact upon government,
commercial, and private sectors. As a part of this mission, FACFI is seeking source
information from firms which market devices, or methods with proven potential, for
reducing fraud based on counterfeiting, alteration, or imposter use of identification
documents. “ldentification documents’ may be construed as official Federal, state,
or local documents such as birth certificates, and driver’s licenses, or privately issued
identification such as credit and courtesy cards. Respondents should provide the
following information as a minimum: —

a) Intended use of device or method
b) Principle of operation
c) Initial and operating cost to user per unit or other measure

d) Detailed estimates probability of defeat by alteration, counterfeit,
imposture, or other technique

e) Impact on public, especially with respect to privacy and convenience and

f) Number currently in use or planned

Replies must be received not later than twenty calendar days (from the date of pub-
lication of this notice. Telephonic or telegraphic replies are not acceptable.

This is not a Request for Proposal. No other information is available at this time,
and respondents will not be notified of the results of this evaluation. However, since
the FACFI intends, initially, to present relevant responses with full credit to sources
as part of a report to be furnished the Attorney General, all information should be
suitable for public release. Those responses containing proprietary information not for
public release must be so marked. (R002)

David Muchow, Chairman

Federal Advisory Committee on
False ldentification Dept. of Justice
Criminal Div., 315 - 9th St.,, N.W.
Washington, DC 20530

*Issue No. PSA-6482, January 6, 1976, p. 9.
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I. FINGERPRINT DEVICES

The devices and techniques described in this section are
intended to transfer the impressions of one or more fingers to a
document of some type. The conventional method of taking fingerprints
involves rolling or pressing the fingers against an inked surface; a
technician is usually required to assist the person being fingerprinted.
This standard technique can serve as a basis for comparison of the
methods offered here. Identification of an individual through finger-
prints requires a careful comparison of prints taken at different
times; this comparison usually requires the services of a skilled
analyst. The products listed here do not generally overcome the need
for such an analyst; the sole exception is an automatic comparator
offered by Veriprint Systems Corporation.

NOTE: Product descriptions and claims made herein are the sole
responsibility of the offerors. The FACFI, its staff, and the
Department of Justice have not endorsed these products or verified
the claims made for them.
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PRODUCT INFORMATION BRIEF

I. FIRM: Curtis-LeVantine & Associates
18225 Rancho Street
Tarzana, Calif. 91356
(213)987-1928 & 545-6320
(Allan D. LeVantine)

II. PROFILE: Company formed as a partnership in 1972. Engaged primarily
in Research & Development. Now adding manufacturing and
marketing capability.

III. TECHNIQUE Finger-Inking Device and Palm Inking Device
OFFERED:
Iv. STATUS: Operational--in manufacture. In use at the Santa Monica

Police Dept. Has been displayed at technical conferences.

V.  APPLICATION: "This unit would be a beneficial adjunct to any system

that uses fingerprints as a means of identification.”

VI. HOW USED: This technique is offered as the inking method to complement
an unpostulated total system. Inking is accomplished by
simply pressing the finger onto the cushion. A uniform
coat of ink is applied. The resultant rolled print has an
amazing high~contrast quality not normally obtained by
standard inking methods. Makes palm prints also.

VII, COST: Initial: The Print-Master costs $295.00

Operational: Dependent upon operational system. "It
is economical in its spartan use of ink."

VIII. PROBABILITY Dependent upon postulated entire system for which this
OF DEFEAT: technique is offered to complement.
Alteration
Counterfeit
Imposture
IX. IMPACT ON Privacy: Dependent upon postulated entire system.
PUBLIC:
Convenience: Dependent upon postulated entire system.
X. PRINCIPLE OF Electrically operated device automatically coats a foam
OPERATION: supported elastic surfaced cushion with a uniform film of ink.

XI. UNIQUE FEATURES: "A new method of applying ink to the fingers produces
exceptional quality prints every time."
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1I1.

II1I.

v.

VI.

VII.

VIII.

XI.

FIRM:

PROFILE:

TECHNIQUE
OFFERED:

STATUS:

APPLICATION:
HOW USED:

COST:

PROBABILITY
OF DEFEAT:

Alteration
Counterfeit
Imposture

IMPACT ON
PUBLIC:

PRINCIPLE OF
OPERATION:

UNIQUE FEATURES:

PRODUCT INFORMATION BRIEF

Identicator Corporation

The Hearst Building

Market Street at Third

San Francisco, Calif. 94103
(Oscar R. Pieper)

Not contained in CBD response

"Thumb Signature' Endorsement System

System fully developed and available. Approximately

9000 systems in operation. Majority of present systems
installed in banks and other financial institutionms.
Recording custamer thumbprints on checks and other documents.
As deterrent to fraud

Initial: Not contained in CBD response

Less than one cent per impression.

Operational:

Not contained in CBD response

Privacy: <Customer required to "endorse' check with
thumbprint before acceptance by user of system.

Convenience: System is inkless and requires less than
10 seconds for recording of print. User of system may
choose to substitute thumbprint for slower ID checks.

Proprietary device develops visible print from natural
skin oils and moisture.

.Patented developing process requires no ink or chemicals

to be applied to customer's skin.
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II.

ITI.

1v.

VI.

VII.

VIII.

FIRM:

PROFILE:

TECHNIQUE
OFFERED:

STATUS:

APPLICATION:

HOW USED:

COST:

PROBABILITY
OF DEFEAT:

Alteration
Counterfeit
Impostor

PRODUCT INFORMATION BRIEF

IDENTISEAL - A Division of Infra-Print, Inc.
1212 Home Savings Bldg.

1006 Grand Avenue

Kansas City, MO 64106

(816)471-5252

(Jay N. Gutelius)

Not contained in CBD response

Fingerprint Reproduction

Operational--'""Millions of Identiseals have been used by
all types of businesses...'" Providing service for over
4 years., Used by Tennessee in selective counties to

reduce food stamp fraud, Bureau of Prisons application.

Check cashing, legal documents, securities, credit applica-
tions, policies, safety deposit box records, notes, credit
cards for use in supermarkets, motels and hotels, banks
and financial institutions, auto and airplane leasing,
equipment rentals, drug and liquor stores, department and
discount stores, and many others.

At the time of desired identification, a tramsaction
fingerprint is registered on an Identiseal tab which is
affixed to the appropriate document. This requires person
to only touch "pad" and then Identiseal "tab". Print

then develops. Actual verification depends upon comparisons
by Identiseal operating personnel. Additional assistance
in tracing criminal actions can be provided by the
Identiseal Secure Center where prints are compared with

a data bank of stored prints from fraudulent documents,
Center supplies prints and fraudulent document data to
local and national law enforcement agencies.

Initial: Identiseals cost three to five cents each. Pads
fifteen cents each. (Good for use on 500 Identiseals,)

Operational: Dependent upon operational system.

Dependent upon postulated entire system. '"Identiseal
is a positive legal identification system...'" Not
specifically addressed in CBD response.
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IX.

X.

XI.

IMPACT ON
PUBLIC:

PRINCIPLE OF
OPERATION:

UNIQUE FEATURES:

_2-

Privacy: '"Millions of Identiseals have been used by all
types of businesses with virtually no adverse customer
reaction. Customer soon understands that an Identiseal
endorsement stops forgers from stealing their money and
damaging their credit."

Convenience: '"Customers like the 'touch and go' system
because it means fast checkout with virtually no fuss or
delay."

The Identiseal tab contains one ''chemical". A pad contains
a second colorless, odorless, non-toxic '"chemical”. When
the finger is first pressed on the pad and then onto the
Identiseal tab this causes the '"chemicals" to interact

to produce a dark area in those places where contact is
made-~-thus creating a fingerprint.

Psychologically powerful in deterring attempted crime by
requiring individuals to identify themselves, by finger-
print, at the point of a tramsaction. The Identiseal system
is especially designed to give maximum protection with
minimum effort. '"... without the use of complicated,
expensive equipment."
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II.

II1.

Iv.

VI.

VII.

VIII.

FIRM:

PROFILE:
TECHNIQUE
OFFERED:

STATUS:

APPLICATION:

HOW USED:

COST:

PROBABILITY
OF DEFEAT:

Alteration
Counterfeit
Imposture

IMPACT ON
PUBLIC:

PRODUCT INFORMATION BRIEF

William M. Riggles, Jr.

7400 Miami Lakes Drive, West
Apt., 107D

Miami Lakes, Florida 33014

18 years research in fingerprint impressions including
dermatoglyphic program with Univ. of Miami Medical School.

Fingerprint photography and viewing device.

One fully developed model exists and some number of viewers
have been manufactured (to study birth defects of infants
based upon hand prints).

Personal identification for check cashing and credit card
and auto license verification. Retail sales and access to
secured areas. Increases efficiency of ID card production
where both photo and fingerprint are included. Obtaining
prints of newborns and criminal suspects.

At time of desired identification, a transaction print is
obtained by placing thumb on prism and depressing. This
causes print to be viewable and allows for photographically
recording print, face of identified individual, and trans-
action document (check, ID card, etc.). Actual verification
depends upon comparisons by operational personnel. Additional
assistance in tracing criminal actions can be accomplished
from photographic record.

Initial: Viewing device could be produced for about
$100.00; combined photo recording/viewing model for about
$650.00 and up (depending on camera).

Operational: Not contained in CBD response. (Dependent
upon total operational system.)

Dependent upon postulated entire system. "As far as we
have determined in six years, if the viewer checks the
print through the viewing portion, there is no way to
defeat its intended use."

Privacy: '"... very little public resentment to invasion
of privacy after explaining that non-violator's prints
would not be disclosed and would be destroyed after a
period of time."

Convenience: Not contained in CBD response but would appear

to minimize personal inconvenience in that it should be
quick and simple.
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X.

XI.

PRINCIPLE OF
OPERATION:

UNIQUE FEATURES:

The device works with a dark image prism. When the finger
is placed on top of the device, the ridges interrupt the
surface and are illuminated by side light projecting a
negative fingerprint image of sufficient contrast to the
viewer and/or camera.

Provides means for viewing fingerprint at time of photograph
to assure print is usable and not camouflaged. Simultaneous
photographic record of print, document (check) and face.
Psychologically powerful in deterring attempted crime by
virtue of requiring print at time of transaction.
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11,

111.

Iv.

V'

VI.

VII.

VIII.

FIRM:

PROFILE:

TECHNIQUE
OFFERED:

STATUS:

APPLICATION:

HOW USED:

COST:

PROBABILITY
OF DEFEAT:

Alteration
Counterfeit
Imposture

PRODUCT INFORMATION BRIEF

Veriprint Systems Corp.
20747 Dearborn Street
Chatsworth, Calif. 91311
(213)789-6476

(Louis B. Meadows)

Corporation with distributors throughout the nation.

Fingerprint Printer and Automatic Optical Correlator
(comparator).

Operational--Extensively field tested. Starting a production
manufacturing operation. Developing a central file for
reference prints.

Controlled access to security environments. Confirmation

of identification for credit card and check cashing.
Transportation and warehousing. Drug Control. Law
Enforcement. Other high risk industrial, institutional
and governmental security environments.

At time of desired identification, a transaction finger-
print is registered on appropriate document. Registered
print is then developed using either Veriprint 1 or 10

desk top unit. A master or file fingerprint, such as
obtained from a standard identification card, data processing
card, etc.,, is used in the desk top Vericomp to provide

an automatic comparison with the transaction print within
four seconds. Identification is confirmed or not confirmed
as indicated by green or red lights, and the transaction
can be completed or rejected. In the future, Vericomp
terminals may be electronically linked to a central file

to aid in the verification process.

Initial: Veriprint 1 machine costs $125.00. Vericomp unit
is $5770.00. Modified to accept Alien ID cards.

Operational: Dependent upon operational system. ... less
than a cent to Veriprint." ... little other costs involved...'
for Vericomp.

Dependent upon postulated entire system. '"Vericomp is
virtually error free on legible fingerprints. More simply--
Vericomp provides a foolproof personal identification
system." '"... Veriprint 1 fingerprints are smudge and

smear proof and the fingerprint is an identification that

is always carried with a person and cannot be altered to
match another person's print." ",.. Vericomp has been
shown to be statistically better than 997 correct in making
a print match identification."
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XI.

IMPACT ON
PUBLIC:

PRINCIPLE
OF OPERATION:

UNIQUE FEATURES:

-2-

Privacy: "... the taking of a fingerprint does not appear
to be a normal invasion of privacy."

Convenience: Appears quick and simple. '"The Vericomp
identification system imposes no inconvenience to the
public. The inkless system for taking fingerprints
leaves no perceptible or harmful residue on the fingers."

Printing uses an exclusive non-ink process that dries on
contact together with desk top Veriprint to produce print.
Smudge and smear proof. Desk top Veriprint is a unique
and ingenious combination of physical and graphic repro-
duction. Correlation is accomplished by Vericomp which
employs a unique electro-optical scanning correlation
technique. Correlation is indicated automatically by
colored lights.

Quick and economical method of providing positive,
accurate fingerprint comparison and verification.
Psychologically powerful in deterring attempted crime
by requiring individuals to identify themselves, by
fingerprint, at the point of a transaction.
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III.

Iv.

VI.

VII.

VIII.

XI.

FIRM:

PROFILE:

TECHNIQUE
OFFERED:

STATUS :

APPLICATION:

HOW USED:

COST:

PROBABILITY
OF DEFEAT:

Alteration
Counterfeit
Imposture

IMPACT ON
PUBLIC:

PRINCIPLE OF
OPERATION:

UNIQUE FEATURES:

PRODUCT INFORMATION BRIEF

RCF Systems, Inc.

429 Los Miradores

Redondo Beach, Calif. 90277
(213)378-0704

(Randall C. Fowler)

Not given in CBD response

Electro-optical Fingerpr